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I, John Villasenor, Ph.D., do hereby declare as follows: 

 

I. Introduction 

A. Background and qualifications 

1. I received a B.S. in electrical engineering from the University of 

Virginia in 1985, an M.S. in electrical engineering from Stanford University in 1986, 

and a Ph.D. in electrical engineering from Stanford University in 1989. 

2. Between 1990 and 1992, I worked for the Jet Propulsion Laboratory in 

Pasadena, CA, where I helped to develop techniques for imaging and mapping the 

earth from space. Since 1992, I have been on the faculty of the Electrical Engineering 

Department of the University of California, Los Angeles (UCLA). Between 1992 

and 1996, I was an Assistant Professor; between 1996 and 1998, an Associate 

Professor; and since 1998, I have been a full Professor. For several years starting in 

the late 1990s, I served as the Vice Chair of the Electrical Engineering Department 

at UCLA. In addition to my faculty appointment in the UCLA Samueli School of 

Engineering, I hold faculty appointments in (and have taught classes in) the 

Department of Public Policy within the UCLA Luskin School of Public Affairs, in 

the UCLA School of Law, and in the UCLA Anderson School of Management. 

3. In the UCLA Samueli School of Engineering, I have taught courses on 

information processing and communications, addressing systems, algorithms, 

networks, and devices. I have created and taught many courses during my time at 
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UCLA. Among other courses, I have taught communications at UCLA, including 

consideration of delivery of content across wired and wireless networks, as well as 

the associated protocols. 

4. In addition to my teaching, at UCLA I have performed extensive 

research over the past several decades on devices, communications, and networks, 

and their use in content acquisition, processing, and secure communication. This 

research has considered topics including methods to acquire and process 

information, and the design of devices, networks and protocols used in relation 

wireless and wired communications of data, and methods for ensuring content is 

secured, and accessible only to those who have a right to access it. My work has 

addressed hardware, algorithms, networking, and protocols for reliably, efficiently, 

and securely communicating information in the presence of constraints on delay, 

bandwidth, complexity, and power; and hardware, algorithms, protocols. 

5. In relation to these and other topics, my research has addressed 

software, algorithms, hardware, networking, security, rights management, protocols 

and other aspects of systems and devices relating to acquiring, processing, storing, 

communicating, and presenting digitally-represented information. My work has 

addressed both the hardware and software aspects of systems, and has included 

consideration of factors such as bandwidth utilization, data rate, protocols, 
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interaction with users including mechanisms for validating users, and mechanisms 

for user input and output, including interfaces and the associated software and 

circuitry. 

6. I am an inventor on approximately 20 issued and pending U.S. patents 

in areas including signal (including image and video) processing, data compression, 

communications, and cybersecurity. I have published over 175 articles in peer-

reviewed journals and academic conference proceedings. I have also been asked on 

multiple occasions to provide congressional testimony on technology topics, 

including the associated legal and policy implications. 

7. In addition to my work at UCLA, I am a nonresident senior fellow at 

the Brookings Institution in Washington, D.C. Through Brookings I have examined 

a wide range of topics at the technology/policy intersection including cybersecurity, 

the integrity of the electronics supply chain, wireless mobile devices and systems, 

and artificial intelligence. 

8. In addition to publishing in traditional academic venues such as 

engineering journals, engineering conference proceedings, and law reviews, I have 

published papers through the Brookings Institution and articles and commentary in 

broader-interest venues including Billboard, the Chronicle of Higher Education, Fast 
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Company, Forbes, the Los Angeles Times, the New York Times, Scientific 

American, Slate, and the Washington Post. 

9. I have also served as a senior fellow at the Hoover Institution at 

Stanford and an affiliate of the Center for International Security and Cooperation 

(CISAC) at Stanford. In relation to those affiliations, I led a research project funded 

by the U.S. Department of Homeland Security aimed at improving cybersecurity in 

U.S. critical infrastructure. I am also a member of the Council on Foreign Relations.  

10. I have several decades of experience in early-stage technology venture 

capital in the San Francisco Bay Area. In that capacity I have met with a large 

number of startup companies seeking venture financing spanning a wide range of 

technology areas, including those listed above. Among other things, I have helped 

to evaluate the proposed technology, the competitive landscape, the market 

opportunities and risk, the strength of the team, and the company’s IP strategy and 

position. 

11. I have also served as a consultant to many technology companies over 

the course of my career. For example, starting in the early 2000s and continuously 

through the late 2010s I was a consultant to DivX, which was developing leading 

digital video solutions. As part of that work I worked closely with DivX engineers 
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on methods for encoding, packaging, delivering, and decoding video, including 

digital rights management (DRM). 

B. Engagement 

12. I have been retained by Patent Owner Ericsson AB (“Ericsson” or 

“Patent Owner”) to provide my opinions with respect to Ericsson’s Response to the 

Petition in Inter Partes Review proceeding IPR2025-00003, with respect to U.S. Pat. 

9,313,178 (the ’178 patent). I am being compensated for my time spent on this matter 

at my standard rate. I have no interest in the outcome of this proceeding and the 

payment of my fees is in no way contingent on my providing any particular opinions. 

13. As part of this engagement, I have also been asked to provide my 

technical review, analysis, insights, and opinions regarding the materials cited and 

relied upon by the Petition, including the prior art references and the supporting 

Declaration of Mr. Wechselberger.  

14. The statements made herein are based on my own knowledge and 

opinions. 

C. Materials considered 

15. In preparing my opinions, I have reviewed and am familiar with the 

’178 patent, including its written description, figures, and claims. I have also 

reviewed and am familiar with the Petition in this proceeding, the supporting 
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Declaration of Mr. Wechselberger, and the relied upon prior art and exhibits, 

including Peterka (Ex. 1005), Bochorov (Ex. 1007), Suzuki (Ex. 1006), and 

Peterka308 (Ex. 1008). I have also reviewed the materials cited in this declaration. 

My opinions are based on my review of these materials as well as my three decades 

of experience, research, and education in the field of art. 

II. Relevant legal standards 

16. I am not an attorney. I offer no opinions on the law. But counsel has 

informed me of the following legal standards relevant to my analysis here. I have 

applied these standards in arriving at my conclusions. 

A. Person of ordinary skill in the art 

17. I understand that an analysis of the claims of a patent in view of prior 

art has to be provided from the perspective of a person having ordinary skill in the 

art at the time of invention of the ’178 Patent. I understand that I should consider 

factors such as the educational level and years of experience of those working in the 

pertinent art; the types of problems encountered in the art; the teachings of the prior 

art; patents and publications of other persons or companies; and the sophistication 

of the technology. I understand that the person of ordinary skill in the art is not a 

specific real individual, but rather a hypothetical individual having the qualities 

reflected by the factors discussed above. 
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18. I understand that the Petition applies a priority date of June 23, 2011 

for the challenged claims, Pet. 7, and I apply the same date. 

19. I further understand that the Petition defines the person of ordinary skill 

in the art at the time of the invention as having had a bachelor’s in computer science, 

computer engineering, electrical engineering, or a related field, and 2-3 years of 

practical engineering experience relating to information security systems that 

employ cryptographic keys to encrypt/decrypt digital data. Pet. 9. The Petition adds 

that additional education could substitute for professional experience, or vice versa. 

Id. I do not dispute the Petition’s definitions of a person of ordinary skill at this time, 

and my opinions are rendered on the basis of the same definition of the ordinary 

artisan set forth in the Petition, but I note that obviousness must be viewed from the 

perspective of one of ordinary skill in the field of information security using 

cryptographic keys for encryption and decryption of digital data, and my opinions 

are rendered on the basis of the definition of the ordinary artisan set forth in the 

Petition in view of that further clarification. I am at least a person of ordinary skill 

in the art under the Petition’s definition. 

20. Throughout my declaration, even if I discuss my analysis in the present 

tense, I am always making my determinations based on what a person of ordinary 

skill in the art (“the ordinary artisan”) would have known at the time of the invention. 



   

 

8 

 

   

  

 

Based on my background and qualifications, I have experience and knowledge 

exceeding the level of the ordinary artisan, and am qualified to offer the testimony 

set forth in this declaration. 

B. Burden of proof 

21. I understand that in an inter partes review the petitioner has the burden 

of proving a proposition of unpatentability by a preponderance of the evidence. 

C. Claim construction 

22. I understand that in an inter partes review, claims are interpreted based 

on the same standard applied by Article III courts, i.e., based on their ordinary and 

customary meaning as understood in view of the claim language, the patent’s 

description, and the prosecution history viewed from the perspective of the ordinary 

artisan. I further understand that where a patent defines claim language, the 

definition in the patent controls, regardless of whether those working in the art may 

have understood the claim language differently based on ordinary meaning.  

D. Obviousness  

23. I understand that a patent may not be valid even though the invention 

is not identically disclosed or described in the prior art if the differences between the 

subject matter sought to be patented and the prior art are such that the subject matter 
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as a whole would have been obvious to a person having ordinary skill in the art in 

the relevant subject matter at the time the invention was made.  

24. I understand that, to demonstrate obviousness, it is not sufficient for a 

petition to merely show that all of the elements of the claims at issue are found in 

separate prior art references or even scattered across different embodiments and 

teachings of a single reference. The petition must thus go further, to explain how a 

person of ordinary skill would combine specific prior art references or teachings, 

which combinations of elements in specific references would yield a predictable 

result, and how any specific combination would operate or read on the claims. 

Similarly, it is not sufficient to allege that the prior art could be combined, but rather, 

the petition must show why and how a person of ordinary skill would have combined 

them. 

25. I understand that where an alleged motivation to combine relies on a 

particular factual premise, the petitioner bears the burden of providing specific 

support for that premise. I understand that obviousness cannot be shown by 

conclusory statements, and that the petition must provide articulated reasoning with 

some rational underpinning to support its conclusion of obviousness. I also 

understand that skill in the art and “common sense” rarely operate to supply missing 
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knowledge to show obviousness, nor does skill in the art or “common sense” act as 

a bridge over gaps in substantive presentation of an obviousness case. 

III. The ’178 Patent  

26. United States Patent 9,313,178 (“the ’178 Patent”), titled “Method and 

System for Secure Over-The-Top Live Video Delivery,” is directed to, among other 

things, “over-the-top (OTT) media delivery and more specifically key rotation for 

live streaming media.” Ex. 1001, 1:15-17.   

27. The ’178 Patent teaches that “[a]s content delivery models move away 

from streaming distribution over private networks to Web-based delivery of files 

over the public Internet, referred to as over-the-top (OTT) delivery, traditional 

content protection paradigms must be modified to support new delivery protocols, 

e.g., HTTP Live Streaming. For live streaming content with long or indefinite 

durations, use of a single encryption key for the entire duration increases the 

probability that the key may be compromised.” Ex. 1001, 1:18-26. “The generation 

of new strongly random values for use as content encryption keys and the rotation 

of content encryption keys provides protection from content encryption keys being 

compromised in long lived streams.”  Id. at 3:2-5.  

28. “A history of individual content encryption keys and the order in which 

they were generated is maintained.” Id. at 3:28-29. “Each content encryption key in 
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the history is assigned a unique identifier which is referred to herein as the content 

encryption key identifier.” Id. at 3:29-32.  

29. “In one embodiment, when initiating playback of the stream, the client 

requests the current content encryption key, the next future content encryption key, 

and the fixed duration lifespan of the keys. The client uses the content encryption 

keys to decrypt the associated content.” Id. at 3:47-52.  

30. “The transitioning between use of different keys is [ ] referred to herein 

as key ‘rotation.’” Id. at 1:63:65. “In step 310, the client 110 checks the expiration 

of current content key to see if a new key should be applied. There are two cases—

normal period-based expiration, and an explicit key change notification received in 

step 308 that applies to the current segment being decrypted.” Id. at 11:3-7.  

31. Claim 1 of the ’178 Patent is as follows. For consistency I will use the 

same claim element designations that were used in the Petition.  

1PRE. A method for handling secure distribution of content comprising:  

[1A] initiating a media playback request and receiving a playback request 

response; 

[1B] parsing content information from the playback request response, the 

content information including content encryption keys, content 

encryption key identifiers, and content encryption key expiration times; 
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[1C] retrieving content and manifest files from a content delivery server;  

[1D] detecting content encryption key rotation boundaries between 

periods of use of different content encryption keys in decrypting retrieved 

content;  

[1E] issuing requests to a license server ahead of a key rotation boundary 

to retrieve a second content encryption key to be used after a content 

encryption key rotation boundary is reached; and  

[1F] applying the second key for content decryption after the key rotation 

boundary is reached.  

 

32. Claim 16 of the ’178 Patent is as follows. For consistency I will use the 

same claim element designations that were used in the Petition.  

16PRE. A computerized device operable as a client for handling secure 

distribution of content, comprising: 

[16A] memory operative to store computer program instructions; one or 

more processors; input/output interface circuitry; and interconnect 

circuitry coupling the memory, processors and input/output interface 

circuitry together,  
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[16B] wherein the processors are operative to execute the computer 

program instructions from the memory to cause the computerized device 

to: initiate a media playback request and receive a playback request 

response; 

[16C] parse content information from the playback request response, the 

content information including content encryption keys, content 

encryption key identifiers, and content encryption key expiration times;  

[16D] retrieve content and manifest files from a content delivery server;  

[16E] detect content encryption key rotation boundaries between periods 

of use of different content encryption keys in decrypting retrieved content;  

[16F] issue requests to a license server ahead of a key rotation boundary 

to retrieve a second content encryption key to be used after a content 

encryption key rotation boundary is reached; and  

[16G] apply the second key for content decryption after the key rotation 

boundary is reached. 



   

 

14 

 

   

  

 

IV. The Petition does not meet “parsing content information from the 

playback request response, the content information including content 

encryption keys. . .” as recited in all claims 

A. Relevant claim language 

23. Claim 1 of the ’178 Patent recites “initiating a media playback request 

and receiving a playback request response.” See Limitation [1A] Claim 16 recites 

the same requirements. See Limitation [16B]. 

24. Claim 1 limitation [1B] further recites “parsing content information 

from the playback request response, the content information including content 

encryption keys.” Claim 16 limitation [16C] recites the same.  

25. Under limitations [1B] and [16C], “the playback request response” 

must comprise multiple “content encryption keys.” The Petition acknowledges the 

same understanding. Pet. 23-25; Ex. 1003 ¶¶83, 86. In other words, as the Petition 

states, the challenged claims require that one “request” yields one “response” 

comprising multiple “content encryption keys” in the one response. Pet. 23-25; Ex. 

1003 ¶¶83, 86. 

26. Claim 1 limitations [1D] and [1F] further specify that the “content 

encryption keys” must be used/applied for decrypting content. See Pet. 23-24. Claim 

16 limitations [16E] and [16G] recite the same.  
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B. The Petition’s theory 

27. According to the Petition, Peterka’s “client-initiated requests to access 

media, e.g., program content,” are each the “initiating a media playback request” of 

limitations [1A] and [16B]. Pet. 19-20; Ex. 1003 ¶¶ 76-77. The Petition further 

alleges that in Peterka, a single request for live media playback triggers a “response” 

in the form of multiple ECM and/or EMM messages, with each message containing 

what Peterka calls a “content key.” Pet. 21-22. As I will explain further below, I do 

not agree with the Petition’s characterization of Peterka. 

28. The Petition maps Peterka’s “content key” to the recited “content 

encryption key” of the challenged claims because Peterka’s “content key” is used to 

decrypt the content, as the challenged claims require. Pet. 23-24. The Petition asserts 

that multiple ECM/EMM messages together (with one “content key” per message) 

allegedly meet the recited multiple “content encryption keys” of the challenged 

claims. Pet. 21-22.  

29. The Petition relies exclusively on Peterka’s “pull” embodiment, in 

which a client actively makes a request for each necessary key. Pet. 12, 18. On those 

bases, the Petition states that Peterka teaches providing multiple “content keys” in 
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response to a single “request” for live media, as claimed by the ’178 Patent. Pet. 21-

22.  

C. Peterka’s teachings contradict and refute the Petition’s theory 

30. For the reasons detailed below, I disagree with the Petition’s theory. As 

I explain in detail below, I believe that the Petition and Mr. Wechselberger have 

mischaracterized Peterka’s teachings. Contrary to their assertions, Peterka’s “pull” 

embodiment does not teach providing multiple “content keys” in response to one 

client-initiated request for program content. Rather, as I show below, in all instances 

Peterka’s “pull” model provides one content key in response to each request for 

program content. Accordingly, the Petition’s theory cannot meet limitations [1B] 

and [16C], and thus fails as to all challenged claims. 

31. Peterka discloses a multicasting system for distributing multimedia 

program content to client devices. Ex. 1005 ¶¶ 2, 6. Peterka teaches that multicasting 

“is similar to the existing TV broadcast” and “delivers the same content to one or 

more consumers at the same time,” such as “live content.” Ex. 1005 ¶ 58.  

32. Peterka discloses three “purchase models” through which its system 

can provide content to clients: Pay-Per-View, Subscription, and Pay-By-Time. Ex. 

1005 ¶¶ 63-82. As I explain below, all of the requests, responses, and different keys 

taught in Peterka are directed toward implementing its three “purchase models.” 
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Understanding Peterka’s disclosure with respect to each purchase model is 

significant to understanding the Petition’s errors. 

33. Under Peterka’s “Pay-Per-View” model, the client “purchases a single 

event” in its entirety. Ex. 1005 ¶63. To access and decrypt the pay-per-view content, 

the client “pulls” one “program key,” and one “content key,” i.e., “the content key 

for that pay per view program.” Ex. 1005 ¶105 (emphasis added). Peterka defines a 

“program key” or “PK” as the key-type “used to give access to an individual program 

event purchased using the pay-per-view option.” Id. ¶98. Peterka defines a “content 

key” as the key-type “used to encrypt the content itself,” id. ¶101, and to decrypt the 

content. Id. ¶¶106, 116, 121, 127; Pet. 11, 23-24. Under the Petition’s theory, only 

the “content key”—and not the “program key”—constitutes a “content encryption 

key” for purposes of the challenged claims. Pet. 23-24. I note that Mr. Wechselberger 

acknowledged this fact at his deposition. Ex. 2011 at 37:14-20.  
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34. Peterka expressly teaches that each “pull” request for pay-per-view 

content results in a response containing only one content key. Id. ¶105. Peterka 

states: “Content keys, i.e., the keys used to encrypt the program content itself, are 

not required to change during a pay per view event. A client can pull a program key 

which is used to encrypt the content key for that pay per view program. Thus, no 

other keys are required during the pay per view event[.]” Id. (emphasis added). As 

Peterka states, that single content key comes along with a “program key” (PK) 

because a “program key” is the key-type used in Peterka to encrypt the content key 

for a pay per view event. Id. ¶¶ 98, 101, 105. Peterka describes this approach as “a 

multi-tier key hierarchy to accommodate the various purchase options such as pay 

per view or pay by time.” Id. ¶94. Thus, although Peterka teaches providing two keys 

in response to a pay-per-view request—a program key and a content key—only one 

of those keys is relevant to the Petition’s theory. Pet. 23-24; Ex. 2011 at 37:14-20. I 

note that Peterka never teaches providing more than one content key under the same 

program key, much less doing so in response to a single request. 

35. Because Peterka’s Pay-Per-View model provides only one content key 

in response to one client-initiated “pull” request for content, Peterka’s pay-per-view 
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distribution model cannot meet limitations [1B] and [16C] and thus any challenged 

claim.  

36. Peterka’s “Subscription” distribution model likewise teaches that a 

single content key is provided in response to a single client request. Under that 

model, the client “subscribes to the service,” and receives access to a variety of 

content. Id. ¶68. “[I]n the initial request under the subscription model, the client 

requests the subscription and pulls a service key encrypted under the unique key for 

that client.” Id. ¶105 (emphasis added). Thus, the client receives one “service key.” 

Id. The “service key” is Peterka’s key-type for the subscription distribution model. 

Id. ¶96. In response to its initial request under the subscription model, the client also 

receives a single “content key” that is “encrypted under a SK [service key] for those 

who are subscribers to the service.” Id. ¶101. Because the content key comes 

encrypted under the service key, and because the client’s initial subscription request 

yields only one service key, the client’s initial subscription request also only yields 

one content key. I note that Peterka never teaches providing more than one content 

key under the same service key, much less in response to a single request. 

37. Indeed, Peterka expressly teaches that a client that has received its 

initial service key “may come back to the service and watch the content without 

negotiating any new keys” until its first service key has expired. Ex. 1005 ¶68 
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(emphasis added); id. ¶96 (“Once the client has the key, the client can decrypt the 

content of this service until the SK expires.”) (emphasis added). The fact that the 

client does not need to negotiate “any new keys” during the lifespan of its first 

service key further shows that the client receives only one content key in response 

to an initial subscription model request.  

38. Peterka further teaches that the service key has “a duration from several 

days to several months.” Id. ¶96. Thus, Peterka teaches that in the Subscription 

model, the client’s “request” receives a response with one service key and one 

content key that the client may use for several days to several months.  

39. Moreover, Peterka further teaches that to receive a next service key 

upon expiration of the initial service key, “the client requests the next version of the 

SK from the caching server.” Id. ¶96 (emphasis added). The next single content key 

would again be sent encrypted under the new service key. Id. ¶ 101.  

40. Thus, under the Subscription model (like the Pay-Per-View model), 

each “pull” “request” produces a response providing one relevant key (one content 

key encrypted under one service key), and not multiple “content encryption keys” as 

required by the ’178 Patent’s challenged claims. Accordingly, Peterka’s 
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Subscription distribution model also cannot meet limitations [1B] and [16C], and 

thus the challenged claims.   

41. Peterka’s Pay-By-Time model likewise only provides a single content 

key in response to a single client-initiated “pull” request. Under the Pay-By-Time 

model, a client purchases one or more time segments of content, and “pays for the 

duration of the content that was actually watched.” Ex. 1005 ¶53. “At the time the 

viewer negotiates the purchase options with the OCS [origin content server], the 

viewer may choose to select the pay-by-time option if offered. The viewer will be 

told what the pay periods are and what the cost of each pay period is. The viewer’s 

selection will be included in a secure object.” Id. ¶ 81 (bracketing added). 

42. Under the Pay-By-Time model, the first segment of content that the 

client may access is a “free preview.” See, e.g., Ex. 1005 Figs. 7A, 7B.  
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43. The “free preview” is, for instance, “a movie trailer prior to broadcast 

of the actual movie or an advertisement for the program material or a first portion of 

the actual movie.” Id. ¶ 9.  

44. To decrypt the free preview segment, the client may need a content key. 

Id. ¶85. However, Peterka teaches that the client receives any necessary content key 

without making any “request” for that content key because the content key “is 

provided ahead of time, for example, during provisioning.” Id. ¶83. This is because 

clients do not initiate a request for “free preview” content; rather, the free preview 

content is provided to clients as an advertisement or enticement for them to purchase 

paid content. To that end, Peterka repeatedly underscores that the content key for the 

free preview period is provided to clients without request. Id. ¶84 (“a free preview 

key is provided ahead of time, e.g., during provisioning, to a client as shown in block 

420.”) (emphasis added); id. ¶85 (“In block 408, a content key is provided. The 

content key is encrypted with a free preview key as shown in block 412. The 

encrypted content key is then provided to the plurality of clients as shown by block 

416.”); id. ¶103 (defining “Free Preview Key (FPK)” as a key “used to distribute the 

CK [content key] or the PSK [program segment key] that in turn encrypts the CK 

for the content during the initial free preview period. This may be a fixed key known 

to all clients or distributed during provisioning.”) (emphasis and bracketing added).  
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45. The unrequested content key provided for the “free preview” segment 

allows the client “to decrypt the program material and obtain a preview of the 

program without charge.” Id. ¶ 83.  

46. In the illustrations and descriptions of Figs. 7A and 7B, this first 

unrequested content key for the “free preview” segment is labeled as CK0, “content 

key 0,” or “Key 0.” Ex. 1005 Figs. 7A & 7B, ¶¶ 92, 93, 122. 

47. Because Peterka provides the content key for the free preview segment 

without request, this key (e.g., CK0 in Figs. 7A & 7B) cannot meet limitations [1B] 

and [16C] and thus cannot meet the challenged claims.  

48. Under Peterka’s Pay-By-Time model, the next segment of content 

available to a client is an “Initial Viewing Period.” Ex. 1005 ¶90 (describing the 

“initial viewing period” as immediately following the “free preview period”); id. ¶93 

(with respect to Fig. 7A, describing the segment after the “free preview period” as 

the “initial viewing period”). Peterka states that the “initial viewing period” is 

equivalent to the “initial key distribution period” shown in Figure 7B. Id. ¶131 (with 

respect to Figure 7B, stating that the period defined by CK1 “is called the initial 

viewing period, or equivalently, the initial key distribution period.”) (emphasis 

added).  
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49. To access the “initial viewing period,” clients are provided a “group 

key” and a “content key” encrypted under the group key. Id. ¶127 (describing the 

key distributed to clients for accessing the “initial viewing period” as “referred to 

herein as a group key,” and further teaching that a “second key,” “referred to as a 

content key,” is encrypted under the group key and provided to clients for decrypting 

the “initial viewing period” content); id. ¶102 (defining “Group Key” or “GK” as 

the “key used to distribute the CK [content key] or the PSK [program segment key] 

that in turn encrypts the CK for the initial viewing period.”) (bracketing added); id. 

¶93 (with respect to Fig. 7A, stating: “Key 1 would represent a group key itself or a 

content encryption key encrypted under the group key used during the initial viewing 

period.”); id. ¶122 (“Fig. 7B shows an entitlement control message in which a 

content key is encoded with a group key (ECM:[CK1]GK).”).  

50. Importantly, Peterka repeatedly and consistently teaches that clients are 

also given the content key for the “initial viewing period” without request because 

this content key is also provided to clients ahead of time, encrypted under the Group 

Key. Ex. 1005 ¶102 (“Clients will get the GK [group key] ahead of program events 

sold on PPV [pay-per-view] or PBT [pay-by-time] basis, for instance during the 

provisioning.”); id. ¶127 (“One method of implementing an initial viewing period is 

to distribute a common key to potential participants ahead of time, e.g., prior to 
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distribution of program content. Such a key is referred to herein as a group key.”) 

(emphasis added); id. (“Since every client would receive a group key in such a 

situation, all clients could, in theory, receive the first part of the content for free.”)1 

(emphasis added); id. ¶128 (“the group key is distributed ahead of time”); id. ¶59 

(stating that the “group key” is “known in advance to registered clients”) (emphasis 

added); id. ¶127 (further teaching that the “content key” for decrypting the “initial 

viewing period” is also provided to clients with the group key, prior to any request 

for the content from the clients); id. ¶102 (defining “Group Key” or “GK” as the 

“key used to distribute the CK [content key] or the PSK [program segment key] that 

in turn encrypts the CK for the initial viewing period.”) (emphasis added); id. ¶93 

(with respect to Fig. 7A, stating: “Key 1 would represent a group key itself or a 

content encryption key encrypted under the group key used during the initial viewing 

period.”); id. ¶122 (“Fig. 7B shows an entitlement control message in which a 

content key is encoded with a group key (ECM:[CK1]GK).”).  

51. Thus, in Peterka’s Figs. 7A and 7B, Content Key 1 (CK1)—the content 

key for the initial viewing period or initial key distribution period—is provided to 

 
1 Peterka’s reference to “first part of the content” here refers to the initial viewing 

period, as the surrounding teachings in Paragraph 127 make clear; it does not refer 

to the earlier “free preview period,” which is not necessarily “the content,” but may 

instead be a trailer or advertisement for the content. Ex. 1005 ¶ 9. 
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Peterka’s clients without request. That remains true regardless of whether the client 

eventually uses a “pull” model to request a content key, because at this stage there 

has been no client-initiated content key request, and thus there has been no “pull.” 

52. Peterka explains its reasons for providing the initial viewing period 

content key (CK1 in Fig. 7B) without request in its rationale for its “initial viewing 

period.” Ex. 1005 ¶90. As Peterka explains and illustrates through Figures 7A and 

7B, most clients are expected to request (i.e., purchase) Pay-By-Time content toward 

the end of the free preview period and in the beginning of the “initial viewing period” 

(equivalent to the “initial key distribution period” in Fig. 7B). Id. ¶91; Figs. 7A, 7B. 

Peterka teaches that if clients have not already been provided the content key for the 

first content segment after the free preview (i.e., CK1 in Figs. 7A and 7B), many 

clients who choose to purchase that content segment will face a service interruption 

because there would not be “enough time to communicate with the server, and 

receive the key necessary to decrypt” that segment. Id. ¶90. To avoid that problem, 

Peterka teaches that “[t]he initial viewing period concept invention provides a way 

to enable continuous viewing despite the latency in server key distribution.” Id. As 

Peterka explains, providing the content key to the “initial viewing period” to clients 

without request “allow[s] viewers to receive the beginning of a program during this 

period when the server is distributing keys to those who have purchased the program 
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material.” Id. ¶126. Peterka acknowledges that by giving every client the content key 

for the initial viewing period without request, all clients can view that content 

segment for free. Id. ¶127 (“Since every client would receive a group key in such a 

situation, all clients could, in theory, receive the first part of the content for free.”); 

id. ¶133 (“a first portion of the program content is multicast to a plurality of clients 

at no charge”). However, Peterka teaches that this can be mitigated by appropriately 

defining the length of the “initial viewing period” based on client demand for the 

paid portion(s) of the content. Id. ¶ 133. 

53. Because Peterka provides the content key for the “initial viewing 

period” segment without request, this key (e.g., CK1 in Figs. 7A & 7B) also cannot 

meet limitations [1B] and [16C] and thus cannot meet the challenged claims.  

54. Rather, Peterka teaches that the first requested content key that a client 

receives for Pay-By-Time content is the content key for the segment after the “initial 

viewing period.” Id. ¶93. For purposes of Figures 7A and 7B, this first requested 

content key is labeled Content Key 2 (CK2). Ex. 1005 ¶93 (“Key 2 would be the 

actual content encryption key delivered only to those clients that purchased the 

content. Thus clients that tune to the content first view a free preview, and make a 

decision to buy. Those who make such requests use the group key [already provided] 

to allow their viewing experience to continue. The server would deliver Key 2 during 
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this time, so that those viewers could continue viewing the remainder of the content 

in a continuous fashion.”) (emphasis and bracketed text added). As Peterka thus 

teaches, the client’s first “request” for content in a Pay-By-Time model corresponds 

to its decision to purchase a content segment, and the first content key provided in 

response to such a purchase request is Content Key 2 (CK2). Id. ¶¶ 93, 129-131.  

55. Moreover, Peterka’s teaching discloses that the Pay-By-Time 

distribution model operating in “pull” mode only provides one content key in 

response to each client request.2 Peterka teaches that in “pull” mode, “a server 

receives a request for a cryptographic key,” and “logs the request for the key,” i.e., 

one key. Ex. 1005 ¶106 (emphasis added). “[T]he key and its expiration time are 

distributed to the client in response to the request by the client.” Id. Under the pull 

model, “the responsibility of determining when a new key is required can be passed 

to the client,” and “program content is distributed for decryption by the client 

utilizing the cryptographic key that was requested.” Id. (emphases added). Peterka 

later reiterates: “Under a pull key distribution model, each client requests a new key 

and is individually responded to by the key distribution server.” Id. ¶110 (emphasis 

 
2 As noted, the Petition expressly states that all of its Grounds rely exclusively on 

Peterka’s pull model. Pet. 11-12 (“The Grounds herein rely on Peterka’s pull 

model.”) (emphasis Petition’s); Pet. 18 (“Every element of claims 1 and 16 is 

satisfied by or obvious over Peterka’s pull method.”). 



   

 

31 

 

   

  

 

added). Peterka additionally teaches that a client “can monitor the expiration time of 

the program segment key and send an individual key update request before the key 

expires. Again, this is a way of implementing the ‘pull’” model under Peterka’s 

teachings. Id. ¶114. Thus, under Peterka’s “pull” mode, each client request receives 

one key in response to each request, and a client must make a new request each time 

it seeks a new key. Peterka’s Figure 8, which depicts the operation of its “pull” mode, 

further underscores that Peterka operates in this manner. 

 

56. A client that purchases content through Peterka’s Pay-By-Time 

distribution scheme using Peterka’s “pull” mode will thus request a single new 
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content key for each next paid content segment it wishes to purchase, and will 

receive that single content key in response.  

57. The Petition alleges that “Peterka teaches distributing multiple keys 

(e.g., multiple ECMs) to a client—e.g., for the current and next media segment—in 

response to such a request.” Pet. 12 (emphasis original) (citing Ex. 1005 ¶¶ 80, 130, 

Fig. 7B, Ex. 1003 ¶¶ 50-51); Pet. 20 (additionally citing Ex. 1005 ¶ 53, Ex. 1003 ¶ 

77); Pet. 22, 25-26. I disagree. The Petition’s assertion and Mr. Wechselberger’s 

corresponding opinions rely on a misinterpretation of Peterka. 

58. While Peterka does indeed teach distributing multiple keys in multiple 

ECMs to a client, including for a current and next segment, Peterka does not teach 

distributing multiple content keys (the only relevant key type) in response to a single 

“pull” request, as the Petition alleges and its theory requires. Ex. 2011 at 37:14-20. 

59. For instance, in Fig. 7B, Peterka shows a first ECM carrying Content 

Key 0 (CK0) encrypted under a free preview key (FPK), and a second ECM carrying 

Content Key 1 (CK1) encrypted under a group key (GK). Those two content keys 

are for a current segment (free preview) and next segment (initial viewing period or 

initial key distribution period). However, as I explained in detail above, neither was 

provided in response to any “request.” See ¶¶ 41-52, supra. Rather, both content 

keys were provided “ahead of time,” before any client-initiated request for content. 



   

 

33 

 

   

  

 

See ¶¶ 44, 50, supra. The first requested content key in Figure 7B is Content Key 2 

(CK2). See ¶54, supra. But Peterka expressly teaches that Content Key 2 is the last 

content key that will be provided in the embodiments of Figures 7A and 7B. Ex. 

1005 ¶92 (“Content keys 1 and 2 illustrate an example where only two keys are 

required to decrypt the remainder of the program content.”). Content Key 2 is thus 

the only requested content key that is provided for purposes of Figures 7A and 7B. 

Accordingly, the Petition cannot meet the challenged claims—which require 

multiple content encryption keys in a single request response (limitations [1B] and 

[16C])—based on the embodiments of Figures 7A and 7B.  

60. The Petition’s reliance on the statement in Peterka that “each rabbit3 is 

given keys to the current as well as the next segment,” Ex. 1005 ¶80, likewise does 

not support the Petition’s assertions. In that passage, Peterka does not teach 

providing content keys to two segments in response to a single request, as the 

challenged claims require and the Petition contends. Paragraph 80 of Peterka is 

addressing an entirely separate issue—the timing of each request for a new content 

key and the timing of each response providing a new content key—and explaining 

that the key for the next segment will be provided during the current segment in 

order to avoid service interruptions. Id. This is consistent with Peterka’s teachings 

 
3 This is a typo in Peterka and presumably was intended as “client.” 
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as to Figure 7B, where the content key for the initial viewing period (Content Key 

1) is provided during the free preview period to avoid service interruptions. Peterka’s 

paragraph 80 thus does not support the Petition’s assertion that Peterka teaches 

providing multiple content keys in response to one “pull” request. For the same 

reasons, I disagree with Mr. Wechselberger’s interpretation of Peterka’s paragraph 

80. Ex. 1003 ¶¶ 52, 77, 100.  

61. For the same reasons, I believe the Petition also misinterprets paragraph 

130 of Peterka. That is directed to its teaching of a “guaranteed period,” as illustrated 

in Figure 7B.  
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62. The “guaranteed period” is a sub-set of the initial viewing period (or 

“initial key distribution period”) as Figure 7B illustrates. Id. ¶130 (“the initial key 

distribution period is shown lasting longer than the guaranteed period”). The 

“guaranteed period” does not support the Petition’s assertion that a single request 

receives multiple content keys in Peterka. Rather, Peterka explains that the 

“guaranteed period” defines the time in which clients can request a single content 

key for the next segment (Content Key 2 or CK2) and receive that single key during 

the current segment (the initial viewing period) to avoid service interruptions. Id. 

¶130. The “guarantee” thus conveys the assurance that if the client makes its request 

within the guarantee period, the client’s viewing experience will be uninterrupted. 

Id. ¶130 (“Thus, the next content key will have been obtained by a purchasing user 

prior to the initial key distribution period elapsing.”) (emphasis added); id. ¶131 

(“Thus, to provide a satisfying user experience, all clients who request access to an 

event . . . during the ‘guaranteed period’ will be guaranteed to receive the content 

without interruption.”). Thus, paragraph 130 of Peterka simply provides a more 

detailed explanation of its teaching as to providing a content key for a next segment 

during a current segment to avoid service interruptions. But as shown with respect 

to the embodiment of Fig. 7B and Peterka’s “pull” mode more broadly, each 

“request” only yields one content key in response. See ¶¶ 41-54, supra. Peterka’s 
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paragraph 130 thus does not support the Petition’s assertion that Peterka teaches 

providing multiple content keys in response to one “pull” request. For the same 

reasons, I believe Mr. Wechselberger has misinterpreted paragraph 130 of Peterka. 

Ex. 1003 ¶¶ 52, 77, 100. 

63. For the reasons above, the Petition and Mr. Wechselberger also 

misinterpret Peterka’s Figure 7B, alleging that it “shows two content keys CK0 and 

CK1 distributed in separate ECMs for each request received during a free preview 

period [ ], and two content keys CK1 and CK2 distributed in separate ECMs for each 

request received during an initial key distribution period [ ].” Pet. 20-22 (emphasis 

added); Ex. 1003 ¶78. As explained above, CK0 and CK1 are both distributed 

without request. See ¶¶ 41-53, supra. CK2 is the only single content key distributed 

in response to a request, and this cannot meet the challenged claims (limitations [1B] 

and [16C]). See ¶ 54, supra.  

64. I also note that the Petition cites to Peterka’s paragraph 53, Pet. 20, but 

this paragraph provides a very general description of Peterka’s pay-by-time 

distribution model, and teaches nothing about providing multiple content keys in 

response to one request, as the Petition contends.  

65. In addition, I believe that the Petition and Mr. Wechselberger 

misinterpret the Peterka statement that, under its “pull” model, “each client keeps 
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track of the keys and their expiration times and actively requests new keys before 

the current keys expire so as to avoid service interruptions.” Ex. 1005 ¶105 

(emphasis added). Mr. Wechselberger cites to this teaching in support of his opinion 

that Peterka teaches limitations [1B] and [16C]. Ex. 1003 ¶51. That statement from 

paragraph 105 of Peterka, however, does not disclose requesting or receiving 

multiple content keys, which is the only relevant key type for the Petition’s theory. 

Pet. 23-24. Rather, as explained above, Peterka teaches that content keys are 

encrypted under at least one other key corresponding to the relevant distribution 

model for the requested content. Ex. 1005 ¶101 (Teaching that the content key can 

be distributed “(1) encrypted under the PSK for those viewers who select the pay-

by-time option, (2) encrypted under the PK or UK for users who select the PPV 

option; or (3) encrypted under a SK for those who are subscribers to the service.”). 

Peterka’s reference to requesting multiple “keys” in connection with its “pull” 

model, Ex. 1005 ¶105, is thus directed to requesting and obtaining one content key 

and at least one other non-content key under which the content key is encrypted, 

such as a “program key” for pay-per-view content. Id. ¶105 (“A client can pull a 

program key which is used to encrypt the content key for that pay per view program. 

Thus, no other keys are required during the pay per view event[.]”) (emphasis 

added). Peterka illustrates this approach in the embodiment of Figure 7B, which 
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shows that content key 2 (CK2) is provided in an ECM message encrypted under a 

program key (PK), which is the key for pay-per-view distribution. Although two 

keys are sent in the ECM message that transports CK2, there is only one content 

key. Accordingly, Peterka’s paragraph 105 does not teach that a client’s single “pull” 

request receives multiple content keys in response, as the Petition’s theory requires. 

Ex. 2011 at 37:14-20. 

66. I understand that the Petition and Mr. Wechselberger have also alleged 

it would have been obvious to an ordinary artisan “to package multiple 

keys/entitlement messages (ECMs or EMMs) into a ‘single’ ‘combined’ ‘multicast 

message,’ . . . .” Pet. 22, 28 (citing Ex. 1003 ¶¶ 81, 101).  

67. I disagree. As a threshold matter, in Peterka’s pay-per-view model, a 

client can only request one content key (e.g., CK2 in Figs. 7A and 7B), which lasts 

for the remaining duration of the pay-per-view event. See ¶¶ 33-35, 50, supra. This 

is shown in Figure 7B, where a single content key (CK2) is sent encrypted under a 

single program key (PK)4 in response to the first and only client-initiated request for 

content. Fig. 7B; Id. ¶¶ 92-93. Thus, it would not have been obvious to package and 

 
4 As explained, a program key is Peterka’s key-type for pay-per-view content. Id. 

¶98. 
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send multiple content encryption keys in response to a client-initiated request for 

pay-per-view content.  

68. Moreover, under Peterka’s Subscription model, the client receives one 

content key that lasts for several days to several months. See ¶¶ 36-38, 40, supra. 

Clients have ample time to request the next content key “adequately far enough in 

advance so as to avoid overloading the server.” Ex. 1005 ¶96. There is thus no need 

to send the client additional content keys for future subscription periods that are 

many days or months away.  

69. To the contrary, as explained below, an ordinary artisan would find the 

Petition’s obviousness modification undesirable and non-obvious for both the 

Subscription model and the Pay-By-Time model in view of Peterka’s teachings and 

the design of Peterka’s system.  

70. The Petition’s proposed modification requires sending clients a “single 

combined multicast message” containing multiple content encryption keys for 

successive segments or subscription periods. A “multicast message” is a single 

message that is sent to multiple clients simultaneously. See 

https://en.wikipedia.org/wiki/Multicast#:~:text=In%20computer%20networking%

2C%20multicast%20is,point%2Dto%2Dmultipoint%20communication (accessed 

https://en.wikipedia.org/wiki/Multicast#:~:text=In%20computer%20networking%2C%20multicast%20is,point%2Dto%2Dmultipoint%20communication
https://en.wikipedia.org/wiki/Multicast#:~:text=In%20computer%20networking%2C%20multicast%20is,point%2Dto%2Dmultipoint%20communication
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July 1, 2025). As Peterka itself states, its “multicast messages” are “group-

addressed.” Ex. 1005 ¶ 104.  

71. Using a multicast message to send multiple content keys for successive 

content periods to a group of clients in Peterka’s system would create significant 

problems of over-inclusivity and under-inclusivity in content key distribution that 

would render Peterka’s modified system more inefficient than it was without 

modification, or at least certainly no more efficient. 

72. The Petition’s proposed modification would create an over-inclusivity 

problem because sending “a single combined multicast message” with multiple 

content keys for multiple segments (pay-by-time model) or multiple subscription 

periods (subscription model) to multiple clients would give certain clients access to 

additional future content that they did not purchase, thus defeating the purpose of 

Peterka’s pay-by-time and subscription models. By way of example, suppose that 

ten clients have requested to purchase segment 2, but only eight of them have 

requested to purchase segment 3, and only four of them have requested to purchase 

segment 4. Under Peterka’s existing approach, three multicast messages would be 

sent: a first message to all ten clients, containing one content key to segment 2; a 

second message to only eight clients containing one content key to segment 3; and a 

third message to only four clients containing the content key to segment 4. Under 
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the Petition’s approach, however, one message would be sent to all ten clients, 

providing three content keys to each client for segments 2, 3, and 4. As a result, six 

of the ten clients would receive content keys to segments they did not purchase—

defeating the purpose of Peterka’s pay-by-time model. While the number of 

messages sent has decreased from three to one, the ability to sell distinct content 

segments to distinct clients according to their distinct purchase requests has broken 

down, and an ordinary artisan would not find this desirable or even “efficient” in 

view of Peterka’s teaching and purpose. 

73. The Petition’s proposed modification would also create an under-

inclusivity problem because the multicast message for multiple future content keys 

would be sent before eventual new clients have joined the multicast distribution 

group. For instance, in the context of the Pay-By-Time model, Peterka provides use-

case examples including “fashion shows” and “sustained sports events (e.g. 

Olympics).” Id. ¶78. These are events with long durations that do “not have a well 

defined start or end time or a self-contained plot[.]” Id. Accordingly, well after the 

start of the live stream event, new clients will decide to purchase discrete content 

segments (e.g., the portion of the fashion show for a particular brand of interest, or 

a particular event at the Olympics). Under the Petition’s modification, Peterka’s 

system will have already sent out the content key(s) for the segment(s) these new 
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clients seek in a multicast message that did not include them because it was sent 

before these clients made the content request. For instance, under the Petition’s 

modification, clients who request to watch a segment of a fashion show mid-way 

through the show will not have received the content key for that segment that was 

sent to other clients earlier. As a result, a new message will have to be sent, defeating 

the Petition’s alleged “efficiency” motivation for the modification. Similarly, in the 

context of the Subscription service, the Petition’s modification would mean that the 

content key(s) for future subscription periods would have already been sent before 

certain new subscribers joined. To remedy this under-inclusivity problem, Peterka’s 

system would again have to send out a new multicast key distribution message to 

these new clients. The Petition’s proposed modification would thus not render 

Peterka’s system more “efficient,” as the Petition and Mr. Wechselberger have 

alleged. Pet. 22; Ex. 1003 ¶ 81. 

74. The Petition further contends that Peterka itself teaches the Petition’s 

proposed modification as a “viable option.” Pet. 22 (citing Ex. 1005 ¶¶ 104, 121). 

As a threshold matter, I understand that the Petition must prove that the proposed 

modification would have been, on whole, desirable to the ordinary artisan at the time 

of the invention, including in view of the associated downsides and not simply based 

on the existence of some potential advantage. My understanding is that an allegation 
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that the modification was merely viable does not suffice to provide a motivation or 

show obviousness. Stated otherwise, viability speaks to what could have been done, 

not what an ordinary artisan would have been motivated to do.  

75. Nonetheless, the cited passages in Peterka (paragraphs 104 and 121) 

also do not teach or suggest the proposed modification, i.e., they do not teach or 

suggest packaging multiple content keys for successive periods and providing them 

in a multicast message to multiple clients.  

76. Peterka’s paragraph 104 teaches that multiple different keys, each 

intended for “individual clients” and encrypted under each client’s “Unique Key” 

or “UK,” can be “combined into a single multicast message” and sent to multiple 

clients at once, leaving each intended client to identify and obtain the key directed 

to it. Id. ¶104. As Peterka later specifies, in this scenario “a user identification” must 

often be included in such a packaged EMM. Id. ¶120. This is to allow each client to 

identify the individual key directed to it. By way of analogy, the teaching in 

Peterka’s paragraph 104 is akin to sending seven boxes each containing seven keys 

for seven different individuals to seven different addresses. Because each of the 

seven keys is only useful to one recipient, each recipient would open the box, 
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identify the one key with their name on it, and have no use for the other six. Thus, 

no recipient would truly receive anything they were not supposed to have.  

77. By contrast, the Petition’s proposal requires placing multiple content 

keys for multiple successive content periods into one message and multicasting that 

message to multiple clients at once. The Petition’s proposed modification is thus 

akin to sending seven boxes each containing seven keys to seven individuals who 

can each use all seven keys but who may only have paid for the access associated 

with one or two of the keys. As explained earlier, this would create an over-

inclusivity problem that would defeat Peterka’s distribution models. An ordinary 

artisan thus would not have found the Petition’s modification obvious or desirable 

in view of the intended purpose of Peterka’s teachings.   

78. The Petition has also cited to Suzuki at paragraphs 76 to 77 as allegedly 

teaching that “multiple keys were conventionally transmitted in one message in 

response to a client request.” Pet. 22. I disagree with that assertion. Suzuki’s 

paragraphs 76 and 77 do not teach transmitting multiple “content encryption keys,” 

as recited in the challenged claims. Rather, those paragraphs disclose providing “key 

information relating to the key currently in use (key A) and the next key to be used 

(key B).” Ex. 1006 ¶¶ 76-77. Moreover, Suzuki is not directed to a pay-by-time, pay-

per-view, or subscription distribution model, in which a content key grants access to 
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content that different clients must individually decide to purchase in discrete units 

or increments, as in Peterka. Thus, Suzuki could not motivate providing Peterka’s 

clients with content keys to content they did not agree to purchase. 

79. Accordingly, the Petition does not meet or render obvious limitations 

[1B] and [16C] under its theories with respect to any Grounds. 

V. The Petition does not meet “parsing content information from the 

playback request response, the content information including . . . content 

encryption key identifiers” as recited in all claims 

A. Relevant claim language 

80. Claim 1 limitation [1B] and claim 16 limitation [16C] further recite 

“parsing content information from the playback request response, the content 

information including . . . content encryption key identifiers.”  

81. The ’178 Patent states: “A history of individual content encryption keys 

and the order in which they were generated is maintained. Each content encryption 

key in the history is assigned a unique identifier which is referred to herein as the 

content encryption key identifier.” Ex. 1001 at 3:28-32. 

82. The ordinary artisan would have understood the above statement from 

the specification to define the claimed “content encryption key identifiers.” That 

definition is not directed to only one embodiment or some embodiments, but rather 

defines all “content key encryption identifiers” across any embodiment. The phrase 
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“referred to herein” further makes clear the definitional nature of the specification’s 

teaching in this context.  

83. The specification imposes two requirements for “content encryption 

key identifiers”: (1) each content encryption key identifier must be “unique” in the 

context of all content encryption keys maintained in the “history,” and (2) each 

content encryption key identifier must be “assigned” to the corresponding content 

encryption key itself. This second requirement is further confirmed by the words 

“key identifier.” 

B. The Petition’s theories 

84. The Petition initially alleges that Peterka’s teaching of “a sequence 

number or a time stamp” assigned to ECM/EMM messages, Ex. 1005 ¶121, meets 

the recited “content encryption key identifier” of the challenged claims. Pet. 25. The 

Petition contends that Peterka’s ECM/EMM time stamps or sequence numbers are 

unique to each ECM/EMM message, and each ECM/EMM “carries a different 

content encryption key.” Id. On those bases, Mr. Wechselberger states that Peterka’s 

message sequence numbers or timestamps “can be used to uniquely identify the key 

that was in the ECM or EMM.” Ex. 1003 ¶ 91. 
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85. The Petition alternatively alleges it would have been obvious to modify 

Peterka to “use a key identifier to identify the content key in an ECM/EMM.” Pet. 

26.  

86. The Petition further alleges it would have been obvious to combine 

Peterka with Suzuki to add key identifiers to Peterka’s client request response. Pet. 

51-53. 

87. With respect to claims 7-8 and 19, the Petition’s Ground 5 further 

proposes a four-reference combination that would include the use of timestamps as 

content key encryption identifiers to allow clients “that held keys for multiple future 

segments” to determine “which key to apply at the next rotation boundary.” Pet. 69.  

C. Peterka’s message sequence numbers or timestamps are not 

“content encryption key identifiers” 

88. As explained above, the “content encryption key identifier” of the 

challenged claims must be “assigned” to the corresponding content encryption key 

itself. Ex. 1001 at 3:29-32. 

89. Peterka’s sequence numbers or timestamps, however, are assigned to 

its ECM/EMM messages, and not the content key included in each such message. 

Ex. 1005 ¶121 (teaching that the disclosed sequence number or time stamp is 

provided under “a format for such messages”). The Petition itself recognizes this 

fact, and states: “the sequence number/timestamp is unique to each ECM/EMM[.]” 
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Pet. 25 (emphasis added). Thus, Peterka’s sequence numbers or time stamps are not 

the claimed “content encryption key identifiers”; they are instead message 

identifiers, which cannot meet the challenged claims.  

90. Mr. Wechselberger’s testimony confirms this distinction. At his 

deposition, Mr. Wechselberger acknowledged that Peterka’s sequence numbers or 

time stamps are “tied to the ECM or EMM[.]” Ex. 2011 at 38:14-20 (emphasis 

added). Moreover, Mr. Wechselberger stated in his declaration that Peterka’s 

sequence numbers or time stamps “can be used to uniquely identify the key that was 

in the ECM or EMM,” Ex. 1003 ¶91 (emphasis added), further acknowledging that 

they are not assigned to the relevant key in Peterka’s message, but instead are merely 

message identifiers. 

91. My opinion is further confirmed by the Petition’s proposed obviousness 

modification in Ground 1. The Petition states: “POSITAs would have been 

motivated . . . to implement Peterka’s client to receive and use a key identifier to 

identify the content key in an ECM/EMM.” Pet. 26 (emphasis added). This statement 

in the Petition acknowledges that Peterka’s sequence numbers or timestamps for its 

ECM/EMM messages are not key identifiers for the reasons explained above, i.e., 

they are not assigned to content encryption keys, as the challenged claims require. 



   

 

49 

 

   

  

 

92. Separately, I further note that in Peterka’s “pull” model, which is the 

only relevant key distribution scheme for purposes of the Petition, each content key 

request receives only one key in response, as I have explained above. See Section 

IV.C, supra. Accordingly, Peterka also does not teach a request response that 

includes multiple “content encryption key identifiers” as the challenged claims 

require.  

D. The Petition fails to demonstrate obviousness with respect to 

“content encryption key identifiers” 

93. I further disagree with each of the Petition’s obviousness allegations 

with respect to the recited “key identifiers,” and find that the Petition’s stated 

motivations for its obviousness modifications would not have (and could not have) 

motivated a person of ordinary skill in the art to make the proposed changes. 

94. In Ground 1, the Petition argues that Peterka’s Figure 7B “shows 

delivery of content keys with unique designations—CK0, CK1, CK2,” and that this 

would have motivated the ordinary artisan to “use a key identifier to identify the 

content key in an ECM/EMM.” Pet. 26 (emphasis Petition’s). I disagree. Peterka 

uses CK0, CK1, and CK2 as descriptive labels for purposes of the teachings of its 

specification; it provides no teaching that any such labels are actually sent to the 

client as key identifiers. Moreover, the Petition itself alleged that Peterka can already 

identify content keys by using the allegedly unique sequence numbers or time 
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stamps assigned to each message carrying each different content key. Pet. 25. That 

statement thus contradicts the Petition’s purported motivation that “POSITAs would 

have recognized the need to differentiate between keys” in Peterka’s unmodified 

system. Pet. 26. Put another way, according to the Petition, and Mr. Wechselberger, 

Peterka’s system already allowed for differentiation between keys, albeit using 

message identifiers that do not meet the recited “key identifiers” of the challenged 

claims. Pet. 25, Ex. 1003 ¶91. Thus, the Petition has not identified any benefit or 

improvement to Peterka’s system from adding key identifiers that would have 

motivated an ordinary artisan to do so, and I disagree that the ordinary artisan would 

have found such a modification obvious.  

95. For similar reasons, I disagree with the Petition’s obviousness theory in 

Ground 2, based on the combination of Peterka and Suzuki. The Petition contends 

that “[a] POSITA would have recognized the importance of [key] identifiers to 

differentiate amongst keys, and that providing unique values (such as key numbers) 

to keys would ensure that the system does not confuse keys.” Pet. 52-53 (emphasis 

added). As noted, however, the Petition earlier stated that Peterka already provides 

unique values that are used to differentiate amongst keys, albeit in the form of 

message identifiers rather than the recited “key identifiers” of the challenged claims. 

Pet. 25. Once again, the Petition thus fails to articulate a reason why an ordinary 
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artisan would have modified Peterka to add something it does not need and to solve 

a problem it does not have. In particular, I note that the Petition has not demonstrated 

that its proposed modification would improve Peterka in any way compared to 

Peterka’s unmodified system, particularly given the Petition’s own statement that 

Peterka’s system already provides unique message identifiers that are used to 

uniquely distinguish between Peterka’s content keys. 

96. Finally, the Petition’s Ground 5 modification based on the combination 

of Peterka, Bocharov, Suzuki, and Peterka308—which only applies to dependent 

claims 7, 8 and 19—does not have sufficient a motivation. Pet. 69-73. The Petition 

contends that applying time stamps to Peterka’s content keys as “key identifiers” 

would have been useful “for a client that held keys for multiple future segments, 

because it could readily compare the current playback location of a media stream to 

the respective location information of the future segment keys to determine which 

key to apply at the next key rotation boundary.” Pet. 69-70 (emphasis added). The 

Petition further states: “Implementing Peterka308’s teaching would have 

beneficially allowed clients to more effectively manage keys obtained for segments 

multiple periods in advance.” Pet. 70 (emphasis added).  

97. As demonstrated in detail above, however, Peterka does not teach 

providing a client with multiple content keys for “multiple future segments” or 
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“multiple periods in advance,” which is the premise of the Petition’s motivation for 

its Ground 5 modification. See Section IV.C., supra. Rather, Peterka consistently 

teaches providing a client one content key per request, and only one segment in 

advance. Id. Moreover, it would not have been obvious to modify Peterka to send 

clients multiple future content keys multiple segments in advance because such an 

approach would be contrary to Peterka’s distribution schemes. See ¶¶ 32-41, supra. 

Accordingly, an ordinary artisan could not have been motivated to modify Peterka 

in the manner proposed in Ground 5.  

98. For the reasons above, the Petition thus does not meet the “key 

identifiers” requirement of all challenged claims on any Grounds.  

VI. The Petition’s theory based on Peterka’s expiration times and pull 

embodiment does not meet “detecting content encryption key rotation 

boundaries” 

A. Relevant claim language and claim interpretation 

99. Claim 1 limitation [1D] recites “detecting content encryption key 

rotation boundaries between periods of use of different content encryption keys in 

decrypting retrieved content.” Claim 16 limitation [16E] contains the same 

requirement. The “detecting” limitation is thus required under all challenged claims.  
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100. The ’178 Patent teaches that “[t]he transitioning between use of 

different keys is [ ] referred to herein as key ‘rotation.’” Id. at 1:63:65. A key rotation 

“boundary” occurs at the point where key rotation should occur.  

101. Importantly, the ’178 Patent teaches that every key rotation boundary 

can be defined through two alternative items of information provided to the client: 

normal-period based expiration (in which the expiration time assigned to the key is 

reached) and “an explicit key change notification” that requires a key change outside 

the period-based boundary that was otherwise defined. Id. at 11:3-7. (“In step 310, 

the client 110 checks the expiration of current content key to see if a new key should 

be applied. There are two cases—normal period-based expiration, and an explicit 

key change notification received in step 308 that applies to the current segment being 

decrypted.”). 

102. With respect to normal period-based expiration, “the workflow 

manager generates content encryption keys with a fixed duration lifespan on a fixed 

periodic basis.” Id. at 3:9-11. “[T]he license server distributes fixed duration lifespan 

information to client.” Id. at 3:46-47.  

103. In the context of an explicit key change notification, “a key change is 

signaled, i.e., a key change [is] requested outside of any fixed duration lifespan,” for 

instance, “for security reasons[.]” Id. at 10:39-43.  
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104. Notably, “the workflow manager may initiate content encryption key 

rotation at any time, outside of the fixed duration lifespan of the existing key.” Id. 

at 3:53-55 (emphasis added).  

105. Because every “content encryption key rotation boundary” in the ’178 

Patent can be defined by a notification for early, non-period-based key rotation, the 

client cannot reliably identify content encryption key rotation boundaries by simply 

monitoring the expiration time of the current key. In other words, since the next key 

rotation boundary in the system of the ’178 Patent may not be defined by the 

expiration time of the current key, the client cannot consider only the current key’s 

expiration time to correctly locate the next key rotation boundary. At the same time, 

the client also cannot only consider express key-change notifications to correctly 

locate key rotation boundaries, since key change notifications are not sent for all 

keys, and thus the appropriate boundary for a given key may be defined by its 

expiration time. 

106. To address the fact that key rotation boundaries may be defined by 

multiple different pieces of information for any given key (expiration time and 

express notification), the ’178 Patent teaches “a process for detecting the rotation 

of content encryption keys.” Ex. 1001 at 9:47-49 (emphasis added). That teaching 

is taught entirely with respect to Figure 3, and illustrated therein. Id. (“FIG. 3 is a 
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flow chart 300 describing a process for detecting the rotation of content encryption 

keys and retrieving updated content encryption keys.”); Fig. 3. 

 

107.   As the ’178 Patent expressly teaches in Figure 3 and the associated 

written description, “detecting” a key rotation boundary requires that the client 

always “check for key notification” at step 308. Fig. 3. The step of checking for a 

key change notification (step 308) as part of the overall process of “detecting” a key 
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rotation boundary is not optional, as Figure 3 illustrates. To that end, the ’178 Patent 

teaches: “Once the new segment is retrieved, processing proceeds to step 308 where 

the client 110 checks to see if a key change is signaled, i.e., a key change was 

requested outside of any fixed duration lifespan.” Id. at 10:39-42. The patent further 

teaches: “If a content encryption key change request is detected, the client notes the 

need to expire the current content encryption key and the content encryption key 

identifier of the new key to be used. The client 110 then proceeds to step 310.” Id. 

at 10:65-11:2.  

108. Thus, under the “process for detecting the rotation of content encryption 

keys” taught in the ’178 Patent, id. at 9:47-49 (emphasis added), the client must 

always check for an explicit key change notification.  

109. The ’178 Patent further reiterates that teaching in connection with step 

310 of Fig. 3: “In step 310, the client 110 checks the expiration of current content 

key to see if a new key should be applied. There are two cases—normal period-based 

expiration, and an explicit key change notification received in step 308 that applies 

to the current segment being decrypted.” Id. at 11:2-7 (emphasis added). Once again, 

the ’178 Patent teaches that identifying the correct rotation boundary for a current 
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key requires considering both the key’s normal-period based expiration time and 

checking for “an explicit key change notification.” Id.  

110. The ’178 Patent again reiterates the same two-step process in 

connection with step 316 of Fig. 3: “In step 316, the client 110 checks to see if the 

current content encryption key is going to expire in the near future or if a content 

encryption key change request for a future segment was detected in step 308. In one 

embodiment, when the current content encryption key is about to expire, 

the client 110 proactively requests a new content encryption key ahead of time to 

prevent any latency in or interruption of decryption services. If the current content 

encryption key is not close to expiring and a content encryption key change request 

was not detected in step 308, processing proceeds back to step 306 where 

the client 110 begins retrieving the next segment. If the current content encryption 

key is within a fixed threshold of expiring or a content encryption key change request 

was detected in step 308, processing proceeds to step 318 where 

the client 110 requests a new content encryption key from the license server 106.” 

Id. at 11:38-53 (emphasis added).  

111. Based on those teachings, an ordinary artisan would understand that the 

“detecting” limitation of the ’178 Patent’s challenged claims requires checking both 

a key’s expiration time and checking for an explicit key-change notification for the 
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key and then identifying the applicable rotation boundary for that key in view of at 

least those two items of information. Id. at 10:39-42, 11:3-7, 11:38-41. Indeed, the 

’178 Patent contains no teaching in which a “rotation boundary” is “detected” 

without checking for a key change notification and considering the information 

provided in any such notification, and based only on consideration of an expiration 

time.  

112. I further note that this interpretation is additionally supported by other 

language in the challenged claims and the testimony of Google’s expert, Mr. 

Wechselberger. In particular, the challenged claims earlier recite “parsing content 

information from the playback request response, the content information including . 

. . content encryption key expiration times.” Claim 1 limitation [1B], Claim 16 

limitation [16C] (emphasis added). An ordinary artisan would have understood that 

once the content encryption key expiration times have been “parsed,” the client has 

identified the expiration time associated with the relevant content encryption key. 

Google’s expert Mr. Wechselberger agreed that this is what occurs. Ex. 2011 at 35:6-

36:8 (Q: “In Peterka’s system, once the ECMs or EMMs have been parsed to 

distinguish, for example, the content encryption key expiration times, does Peterka’s 

system, at that point, know what the content key expiration times are for each key?” 
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A: “Yes, it will. Because Peterka explains that that information is part of what’s 

delivered in the ECM, along with the key.”). 

113. In view of that fact, the ordinary artisan would not understand the 

claims’ separate requirement of “detecting content encryption key rotation 

boundaries” to simply require identifying a key’s expiration time alone. Such an 

understanding would render the “detecting” limitation redundant to the “parsing” 

limitation, and I have been informed that claim limitations should generally not be 

understood as merely redundant with one another.  

114. In addition, the use of the phrase “content encryption key rotation 

boundary” in the challenged claims additionally supports my understanding that the 

“detecting” limitation requires more than merely monitoring or keeping track of an 

expiration time. The patentee clearly used “rotation boundaries” rather than 

“expiration times” because the change-point for the content encryption keys may be 

defined by express notifications in addition to by expiration times. Thus, what must 

be “detected” is a “rotation boundary,” not a mere expiration time, and this requires 

checking for both an express notification and an expiration time, analyzing the 

information provided as a result of that process, and then determining the appropriate 

rotation boundary in view of the results, as shown above. That is the “process for 

detecting the rotation of content encryption keys” disclosed by the ’178 Patent, Ex. 
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1001 at 9:47-48, and that is what the “detecting” limitation of the challenged claims 

requires. 

B. The Petition’s expiration-time theory and Peterka’s pull 

embodiment do not meet the “detecting” limitation 

 

115. To meet the “detecting” limitation, the Petition relies exclusively on 

Peterka’s “pull” model. Pet. 12, 18, 32-34. The Petition quotes Peterka’s teaching 

that, under its pull model, “each client keeps track of the keys and their expiration 

times and actively requests new keys before the current keys expire so as to avoid 

service interruptions.” Pet. 32 (quoting Ex. 1005 ¶ 105) (emphasis modified). The 

Petition also quotes passages from the Peterka teaching that the client will “monitor” 

expiration times.  

116. On those bases, the Petition conclusorily states: “Peterka thus discloses 

clients that detect upcoming content encryption key rotation boundaries based on 

monitored key expiration times that allow the client to request new keys ahead of 

the upcoming boundary.” Pet. 32 (emphasis Petition’s). This aspect of the Petition 

thus contends that by simply identifying a key’s expiration time and monitoring that 

expiration time as part of Peterka’s pull model, Peterka discloses its clients 

“detecting content encryption key rotation boundaries.”  

117. I disagree with the Petition’s expiration time theory because, as I 

explained in detail above, simply identifying a key’s expiration time and monitoring 
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that expiration time does not meet “detecting content encryption key rotation 

boundaries” as claimed and taught in the ’178 Patent. See ¶¶ 113, 114, supra.  

118. Moreover, I note that for purposes of its “pull” model, Peterka teaches 

that “the server need not monitor the status of the client’s keys; rather, the 

responsibility of determining when a new key is required” is “passed to the client,” 

Ex. 1005 ¶ 106, and clients make that determination exclusively based on the current 

key’s “expiration time.” Id. ¶ 105 (teaching that under the “pull” model, “each client 

keeps track of the keys and their expiration times and actively requests new keys 

before the current keys expire so as to avoid service interruptions.”) (emphasis 

added). Peterka’s pull embodiment does not teach clients checking for and 

considering multiple items of information that can define the rotation boundary for 

a current key, and then “detecting” the appropriate rotation boundary on that basis, 

as the challenged claims of the ’178 Patent require.  

119. Accordingly, the Petition does not and could not meet the “detecting” 

limitations of [1D] and [16E] based on Peterka’s “pull” embodiment. 
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VII. The Petition’s theory based on Peterka’s notifications does not meet the 

“issuing requests” requirement of all challenged claims 

120. As an alternative to the expiration-time based theory, the Petition 

separately argues that Peterka meets the “detecting” limitation through Peterka’s 

teaching of signaling a key change for a content key. Pet. 33; Ex. 1005 ¶¶ 116-117. 

121. Claim 1 limitation [1E], however, recites: “issuing requests to a license 

server ahead of a key rotation boundary to retrieve a second content encryption key 

to be used after a content encryption key rotation boundary is reached.” (emphasis 

added). Claim 16 limitation [16F] recites the same. As I explain below, Peterka’s 

signaled key change teachings do not meet the “issuing requests” requirement of the 

challenged claims. 

122. In Peterka’s signaling embodiment, Peterka teaches that “when a new 

key is implemented, the implementation will be signaled to the clients so that the 

clients can begin utilizing the new content key with which they have been provided.” 

Ex. 1005 ¶ 116 (emphasis added). Peterka further reiterates that the new content key 

“has recently been distributed to the client.” Id. ¶117. Thus, before clients receive a 

content key-change signal in Peterka, they have already received the “new content 

key” to which they will rotate.  

123. Under Peterka’s “pull” model, a client only requests a new key based 

on the expiration time of the current key. Id. ¶¶ 105-106 (“Under the pull model, 
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each client keeps track of the keys and their expiration times and actively requests 

new keys before the current keys expire so as to avoid service interruptions.”); (“In 

block 818, the key and its expiration time are distributed to the client in response to 

the request by the client. Thus the server need not monitor the status of the client’s 

keys; rather, the responsibility of determining when a new key is required can be 

passed to the client.”). 

124. Peterka’s pull model thus does not disclose clients requesting a new 

key where a signal has notified the client of an upcoming content key change. To 

the contrary, Peterka teaches that in its signaling embodiment, the client has already 

“been provided” the new content key before the client received the key change 

signal. Ex. 1005 ¶¶ 116-117. Since the client could not have known that a key change 

signal would arrive, the client could not have issued a “pull” request for a new 

content key in view of the key change signal.  

125. Moreover, Peterka teaches that in its pull model, clients themselves 

determine when a new key is required, and that “the server need not monitor the 

status of the client’s keys[.]” Id. ¶ 106. But in Peterka’s signaling embodiment, it is 

the server that determines when a new key is required, and the server does need to 

monitor the status of the client’s keys to make that determination. Id. ¶ 116 (“when 

a new content key is implemented, the implementation will be signaled to the clients 
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so that the clients can begin using the new content key[.]”); id. ¶ 117 (“a 

predetermined bit can be used to indicate if an old or current content key should be 

used as opposed to a new content key”). Peterka’s signaling method is thus 

incompatible with Peterka’s “pull” method.  

126. Accordingly, Peterka does not teach or suggest clients “issuing 

requests” for a new content key under Peterka’s key-change signaling method. 

Rather, the new content key that Peterka has already provided to clients ahead of a 

signal to change keys was provided through Peterka’s push method, without clients 

issuing a request for that new content key. The Petition’s signaling method theory 

thus cannot meet limitations [1E] and [16F] of all challenged claims.  

127. The Petition further contends that “signaling when to use a key in the 

client’s possession does not require Peterka’s server to push updated keys.” Pet. 33-

34 (emphasis Petition’s). That assertion, however, does not address the fact that (1) 

Peterka does not teach clients “pulling” or “requesting” new content keys in the 

context of a signaled key change; and (2) in Peterka’s signaling method, clients 

receive the new content key before receiving a key change signal, and thus could not 

have requested or pulled the new key on that basis. 

128. The Petition further argues that “using Peterka’s key change signaling 

with Peterka’s pull model would have been obvious.” Pet. 34. I disagree. As Mr. 
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Wechselberger states in connection with this obviousness theory, under Peterka’s 

pull model, clients only request new keys based on upcoming expiration times, not 

signaled key changes. Ex. 1003 ¶ 115. Since Peterka’s servers can signal a content 

key change at any time, including before a client has made a “pull” request for a new 

key based on the current key’s expiration time, combining Peterka’s pull model with 

its signaled key change method would expose Peterka’s clients to not having the 

necessary “new content key” that they have been signaled to use. That outcome is 

incompatible with Peterka’s teaching that under its signaled key change method, 

“when a new content key is implemented, the implementation will be signaled to 

clients so that the clients can begin utilizing the new content key with which they 

have been provided.” Ex. 1005 ¶ 116 (emphasis added). It is also incompatible with 

Peterka’s teaching that the “new content key” has “recently been distributed to the 

client.” Id. ¶ 117 (emphasis added). Accordingly, an ordinary artisan would not have 

been motivated to combine Peterka’s pull method with its signaled key change 

method because the combination would disconnect the relationship between when a 

content key should be changed, and when the client obtains the new content key, 
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exposing clients to lacking the next key they require, all of which is contrary to 

Peterka’s signaled key change method teachings.  

129. The Petition’s reliance on Peterka’s signaled key change teachings thus 

does not meet or render obvious the “issuing requests” limitation of all challenged 

claims.  

 * * * 

130. Accordingly, the Petition does not meet or render obvious the 

challenged claims based on either its expiration time theory or its key change 

signaling theory. 

VIII. Conclusion 

131. For the reasons above, the challenged claims of the ’178 Patent are not 

taught or rendered obvious by any Ground presented in the Petition.  

132. I reserve the right to supplement my opinions in response to any 

arguments by Petitioner or its expert, and to take into account new information as it 

becomes available to me.  



I hereby declare that all statements made herein of my own knowledge are 

true and that all opinions expressed herein are my own; and further that these 

statements were made with the knowledge that willful false statements and the like 

are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of 

the United States Code. 

 
Executed on July 2, 2025 
 
 
________________________ 
John Villasenor, Ph.D. 
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§ Developed and implemented an online training program covering patents, copyright, 
trademarks, and trade secrets. The program was adopted and implemented by the University 
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Patents 
 

§ Approximately 20 issued U.S. patents in areas including communications, information 
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6. Lok-Won Kim and John Villasenor, “Dynamic function replacement for system-on-chip security in the 
presence of hardware-based attacks,” IEEE Transactions on Reliability, Vol. 63, No. 2, pp. 661-675, 
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