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I. INTRODUCTION

Independent claims 1 and 16 of the *178 Patent (EX-1001) recite content
encryption keys (CEKs) for decryption of secured content. The recited CEKs are
acquired at two stages: (1) in response to a media playback request, when playback
is first being initiated (limitations [1A]-[1B]), and (2) during continued playback in
response to ongoing requests issued to a license server (limitation [1E]).

To meet these features, the Petition (Paper 3, “Pet.”) relied on Peterka’s
disclosure of a system in which a client (1) acquires secure content using “a pay-by-
time purchase mechanism,” and (2) acquires content keys to decrypt that content
during playback using “a ‘pull’ key distribution method where clients monitor key
expiration times to request new keys before they expire.” Pet., 18. Petitioner
explained how such a system rendered obvious most of the Challenged Claims (in
Ground 1), including independent claims 1 and 16 (Pet., 19-37, 48-50).

Among Petitioner’s showings was a detailed explanation of two different
ways in which Peterka’s client detected key rotation boundaries—(1) by monitoring
key expiration times (to know when to request new keys) and (2) by monitoring key
change signals in the content (to know when to apply new keys). Pet., 31-34.

In response, PO offers four flawed arguments:

First, using Peterka’s disclosures regarding purchase mechanisms (“pay-per-

view,” “subscription”) that Petitioner never relied on and the “provisioning” of



99 ¢

other key types (“free preview key,” “group key”) that Petitioner also never relied
on, PO alleges that multiple CEKs would not have been provided in response to one
client-initiated request for program content in Petitioner’s Peterka-based
combinations. POR, 6-37. As discussed infra §II.A, PO’s argument is
nonresponsive. The Petition demonstrated that Peterka expressly discloses sending
multiple content keys in response to a client-initiated playback request (e.g., Peterka,
[0080]-[0082]) and that this was desirable/obvious. Pet., 19-22, 25-26. The ITC
agreed that Peterka met the multiple-CEK requirement. EX-1036, 58-59; EX-1043.

Second, PO alleges that Petitioner’s Peterka-based combinations do not meet
the claims’ “content encryption key identifiers” (“CEK IDs”) requirement because,
according to PO, CEK IDs must be specifically “assigned” to the CEK and must be
“unique” amongst other CEKs stored in some unclaimed ‘“history.” POR, 37-43. As
discussed infra § 11.B, this is a flawed attempt to import unrecited requirements into
the claims that are in any event met by Grounds 1-2 and 4-5.

Third, PO rehashes its failed POPR argument alleging that one of Peterka’s
two CEK rotation boundary detection methods—monitoring when CEKs expire—
does not meet the claims’ “detecting” limitation because “detecting” requires
“checking for an explicit key-change notification.” POR, 43-51. As discussed infra

§ II.C, the Board twice rejected this argument, and absent evidence that “detecting”

is narrower than its plain and ordinary meaning, should do so again.



Fourth, PO alleges that the second of Peterka’s two CEK rotation boundary
detection methods—monitoring the content stream for a signal informing the client
that a new key needs to be used for decryption—would not also meet the claims’
“issuing requests’ limitation because the claims purportedly require the “detecting”
step to occur before the “issuing requests” step. POR, 52-55. As discussed infra
§ II.D, PO argued the opposite position before the ITC, which agreed with PO that
no such order was required. EX-1032, 21-25. The ITC also agreed with Petitioner’s
showing (undisputed by PO) that a client using both Peterka’s second CEK rotation
boundary detection method (Peterka, [0116]-[0121]) and Peterka’s “pull” method
for key distribution (Peterka, [0105]-[0106], [0110]) meets the “detect[ing]” and
“issu[ing] requests” requirements. EX-1036, 56, 59. None of PO’s arguments justify
reaching a different decision. EX-1043.

II. ARGUMENT

A. PO’s Multiple CEK Argument

Petitioner showed that limitation [1A]’s “initiating a media playback request”
requirement is met when Peterka’s client requests access to media content, e.g., to
an ongoing show/event. Pet. 19-20 (citing Peterka, [0080]-[0082], [0091]-[0092],
[0141]-[0143]; EX-1001, 2:15-21, 9:49-52). Among Peterka’s supporting
disclosures were express descriptions of client-initiated “requests for a program”

(Peterka, [0091]-[0092]), “client...request[s]” for “program content’ (Peterka,



[0141]-[0143]), and client-initiated key “negotiatfions]” resulting in the receipt of
multicast content (Peterka, [0080]-[0082]).!

Petitioner also showed that limitation [1A]’s “receiving a playback request
response” requirement is met because “Peterka teaches distributing multiple keys
(e.g., current and next) to a client when it negotiates access to media content.” Pet.,
20-22. Among Peterka’s supporting disclosures were (1) Peterka’s express
description of a “key management approach” where clients are given keys to both
the current and next segments of media to mitigate server load at segment boundaries
(Peterka, [0080]) and (2) an illustrated example (id., FIG. 7B) corroborating that this
key management approach—sending multiple keys to a client in response to a
client’s content access request—was applicable and desirable in scenarios where
many such requests from many clients were expected at segment boundaries.
Wechselberger, 4977-79. Relying on Peterka’s description of individual keys being
sent in an entitlement control message (ECM) or entitlement management message
(EMM)—Peterka, [0104]-[0106]—the Petition explained that the ECMs/EMMs
sent in response to a particular media playback request by the client collectively
constitute a “playback request response” received by the client, as recited in [1A].

Pet., 22; Wechselberger, 4980-81.

! Emphasis added unless otherwise specified.



The parties agree the claims do not require multiple keys transmitted in a
“single message” (e.g., a single ECM or EMM). Pet., 22; POR, 32 (“Patent Owner
has not relied on such an interpretation of ‘response.’”). Instead, PO alleges—based
on purchasing mechanisms and key types in Peterka that Petitioner did not rely
upon—that “Peterka’s ‘pull” embodiment does not teach providing multiple ‘content
keys’ in response to one client-initiated request for program content.” POR, 6-37.
PO’s arguments fail for numerous reasons discussed below, and provide no basis to
depart from the ITC’s prior adjudication that Peterka teaches a playback request
response with multiple CEKs. EX-1036, 58-59; EX-1043.

1. PO Mischaracterizes the Petition and Attacks Strawmen

The POR offers 32 pages of argument regarding whether Peterka teaches
multiple CEKs in a playback request response—2 of which mischaracterize the
Petition’s theories (POR, 7-9), and 20 of which (POR, 9-23, 26-27, 32-34) are
devoted to attacking arguments that Petitioner did not make.

For example, PO asserts that “the Petition relies exclusively on Peterka’s
‘pul’ model for” limitation [IA]’s “‘initiating a media playback request’
requirement.” POR, 7 (citing Pet., 12, 18). This is wrong. The Petition argued that
“Initiating a media playback request” is met when Peterka’s client requests access
to media content. Pet. 19-20 (citing Peterka, [0080]-[0082], [0091]-[0092], [0141]-

[0143]; EX-1001, 2:15-21, 9:49-52). Peterka’s disclosures regarding requesting



access to media content are distinct from Peterka’s “pull” model because Peterka’s
“pull” model refers to key distribution (Peterka, [0105]). Neither Peterka nor the
Petition uses the word “pull” for content. PO’s arguments focusing on Peterka’s pull
model for acquiring keys are thus nonresponsive to Petitioner’s mapping of [1A]’s
“media playback request.”

PO also argues that Peterka’s pay-per-view (PPV) and subscription purchase
mechanisms do not include providing clients multiple content keys. POR, 10-14, 32-
34. Here again, PO’s arguments are nonresponsive. The Petition unambiguously
relied on Peterka’s pay-by-time (PBT) purchase mechanism, and did not rely on
PPV or subscription. Pet., 18. Unlike PPV and subscription, Peterka’s PBT
mechanism involves rotating content keys during a program to encrypt/decrypt its
different segments. Peterka, [0080]-[0082]. PO’s attempts to distract the Board from
Peterka’s key rotation teachings by focusing on irrelevant Peterka mechanisms that
work differently should be rejected.

PO also argues that Peterka’s teachings regarding certain “firee preview key”
implementations of Peterka’s “free preview period” (POR, 15-17) and “group key”
implementations of Peterka’s “initial viewing period” only involve keys provided to
a client “ahead of time,” allegedly before any media playback request, during

“provisioning” (POR, 17-23, 26-27). These arguments focus on key types and

concepts that Petitioner did not rely on. As PO (and PO’s expert) acknowledged, the



Petition did not rely on the “free preview key” or “group key.” POR, 8; Villasenor-
Dec. (EX-2010), 9933-34, 40, 58, 65; Villasenor-Dep. (EX-1040), 51:5-59:18, 65:6-
13. The Petition instead relied on Peterka’s teachings regarding Peterka’s “content
keys.” Pet., 23-25. Thus, PO’s arguments about other key types are irrelevant to the
Petition’s grounds.

The Petition also did not rely on any implementations of Peterka where
“content keys” are “provisioned,” including because Peterka never even discloses
such an option. Peterka, [0104] (Table 1); see infra § I1I.A.3.a. PO’s arguments
regarding provisioning are likewise irrelevant.

PO also ignores the import (and misinterprets Petitioner’s use) of Fig. 7B.
According to PO, Petitioner “relies on Figures 7A and 7B as disclosing the multiple
‘content encryption keys’ requirement of the challenged claims.” POR, 27. While
Fig. 7B certainly does disclose distributing multiple CEKs in response to each
request for program content that occurs during Fig. 7B’s “free preview” (CK0, CK1)
and “initial key distribution” periods (CK1, CK2) (Pet., 21),? PO fails to address
Petitioner’s actual argument. The Petition used Fig. 7B to “confirm[]” that the “key

management approach” of “distributing multiple keys (e.g., current and next) to a

client when it negotiates access to media content” was both “applicable” and

2 PO disputes this with a tortured reading of Fig. 7B, discussed infia § 11.A.3.a.



“desirable in any distribution scheme in which key requests from many clients are
expected at segment boundaries.” Pet., 20-22 (citing Wechselberger, 979:
“Providing a client with a content key for the next segment in response to a client’s
request to begin playback during the current segment as taught in Peterka was
desirable (and indeed obvious), since this would predictably reduce the volume of
requests that the server needed to respond to ahead of the upcoming segment
boundary and help reduce disruptions in content distribution due to latency caused
by any network congestion that arises from many clients using the network to
transmit requests.”). None of PO’s arguments about what Peterka discloses rebut
Petitioner’s showing that providing multiple CEKs in response to a client request in
Peterka’s PBT context was desirable/obvious.

PO’s devotion of nearly two-thirds of its argument regarding multiple CEKs
to arguments Petitioner never presented speaks volumes about PO’s inability to
respond to the Petition’s actual trial grounds—which stand unrebutted.

2. PO Attempts to Infuse a Specific Key Request Requirement
to [1A]’s “Media Playback Request” Limitation

PO repeatedly assumes [1A]’s “media playback request” limitation requires a
specific request for a content key and attempts to distinguish Peterka on this basis.
E.g., POR, 16 (attempting to distinguish Peterka because “[t]o access the free
preview, Peterka teaches that the client receives any necessary content key without

making any ‘request’ for that content key.”), 21 (“At this stage there has been no
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client-initiated content key request, and thus there has been no ‘pull.”); see also

id., 16 (“unrequested content key...”), 17 (alleging a “first unrequested content
key” and alleging that “Peterka provides the content key...without request’), 19
(““...Peterka also gives clients the content key...without request’), 20-21 (“Content
Key 1 (CK1)...is provided to Peterka’s clients without request’), 22 (“unrequested
content key...”).

Even if PO’s characterizations of Peterka were accurate—they are not (see
infra § 11.A.3)—PQO’s suggestion that limitation [1A] requires a specific request for
a content key should be rejected.

PO does not allege lexicography or disavowal. Continental Circuits LLC v.
Intel Corp., 915 F. 3d 788, 796-97 (Fed. Cir. 2019).

Limitation [1A] only requires a client to “initiat[e] a media playback request
and receiv[e] a playback request response.” Limitation [1A] does not require the
media playback request to include any specific data, e.g., a specific request for a
CEK. As PO’s own expert noted, while the media playback request “certainly can”
include such a specific request, all that is required is “a request for you to be playing
back the media.” Villasenor-Dep., 39:22-40:9, 41:6-16.

None of the other limitations in the Challenged Claims require limitation
[1A]’s “media playback request” to include a specific request for CEKs. Limitation

[1B] requires [1A]’s playback request response—i.c., “what comes back as a result



of the request”—to include content encryption keys, but does not specify what
“forms” [1A]’s media playback request must take. Villasenor-Dep., 36:24-37:10,
39:22-40:9, 40:18-25. And Limitation [1E] separately requires a client to issue
specific “requests” to a license server to retrieve a second content encryption key.
Limitation [1E]’s “requests” are not the same as [1A]’s “media playback request.”

As the Petition explained, the claim encompasses precisely what is taught in
Peterka: a client that initiates a media playback request and receives multiple content
keys in response, and then pulls additional content keys from a license server during
playback. Pet., 19-22, 27-28, 34-36. Because the “initiating a media playback
request” requirement in limitation [1A] does not require any explicit format or
“request” for a content key, PO’s argument that Peterka can be distinguished because
it does not disclose a media playback request that includes a specific request for a
content key should be rejected.

3. PO Misreads Peterka

As discussed supra §§ 11.A.1-11.A.2, PO’s arguments either mischaracterize
and ignore Petitioner’s actual arguments, or argue about requirements not recited in
the claims. PO’s arguments also separately fail because PO’s allegedly “close
analysis of Peterka’s teachings” (POR, 9)—which PO uses to suggest that Peterka
does not teach providing clients with more than one content key in response to a

request for access to media content—is deeply flawed. As discussed below, PO

10



misunderstands Fig. 7B’s teachings, Peterka’s “pull” embodiment for key
distribution, and Peterka’s pay-by-time purchasing model.

a. PO Misreads Fig. 7B

PO’s argument that Fig. 7B and its “associated teachings cannot demonstrate
unpatentability” is based on a fatal misreading of Fig. 7B. POR, 27.

PO repeatedly argues that Peterka’s client in Fig. 7B receives content keys
CKO and CK1 without any request. E.g., POR, 1 (“...Peterka expressly teaches that
the first two content keys (CKO and CK1) in Figure 7B are provided without any
request at all... Content Key 2 (CK2) is the one and only key that clients obtain
through request...”) (emphasis original), 26 (“In Fig. 7B, neither the first ECM
carrying Content Key 0 (CKO) encrypted under a free preview key (FPK), nor the
second ECM carrying Content Key 1 (CK1) encrypted under a group key (GK), was
provided in response to any request.... Rather,...both content keys were provided
‘ahead of time,” before any client-initiated request for content.... The first requested
content key in Figure 7B is Content Key 2 (CK2).”) (emphasis original). PO is
simply wrong.

None of the purportedly “extensive teachings” (POR, 26) that PO relies upon
to allege that Fig. 7B’s CKO and CK1 are exclusively “provision[ed]” “ahead of
time” actually relate to CKO or CKI. Instead, Peterka’s teachings regarding

providing keys “ahead of time” (e.g., during “provisioning”) exclusively relate to

11



Peterka’s “firee preview keys” (Peterka, [0083], [0085], [0103], [0104]) and “group
keys” (Peterka, [0102], [0104], [0127]-[0129])—which Petitioner did not rely upon
(see supra § 11.A.1).

Peterka never once discusses “provisioning” keys “ahead of time” in the
context CKO and CK1. See Peterka, [0122]-[0125], [0130]. Peterka does not even
identify “provisioning” as an option for “content keys.” Peterka, [0104] (Table 1)
(listing “provisioned” for only FPK and GK); see also id., [0083] (discussing Fig. 3
and provisioning for a “free preview”), [0085] (discussing Fig. 4 and provisioning a
“free preview key”), [0102]-[0103] (discussing provisioning a “group key” and “free
preview key”), [0127]-[0129] (discussing provisioning a “group key” in the context
of Figs. 15, 16A-16B).

Fig. 7B itself also contradicts PO’s premise that CK0O and CK1 were provided
to the client prior to any client requests for the program. In Peterka’s own words,

Fig. 7B “show][s] exemplary distribution of cryptographic keys during portions of a

program.” Peterka, [0021]. Fig. 7B is reproduced below.
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The top half of Fig. 7B shows the “number of requests” for a program that Peterka’s
system receives during portions of a program, plotted against time. Peterka, [0091]
(describing the same plot in Fig. 7A: “FIG. 7A illustrates a plot showing the number
of requests for a program versus the program duration.”); Villasenor-Dep., 104:8-13
(comparing Fig. 7B with 7A: “I think it’s intended to show the same general sort of
behavior.”). Below the “number of requests” plot, Fig. 7B shows the ECMs that the
system ‘“convey[s]” to clients during the same program portions. Peterka, [0122].
Fig. 7B thus shows, at a given time, the number of requests for a program
(above the time axis), and the ECMs / content keys that would be sent in response

(below the time axis). Pet., 21; Wechselberger, 479. For example, during the “free

13



preview period,” clients are sent an ECM containing CKO (encrypted under a free
preview key FPK) and an ECM containing CK1 (encrypted under a group key GK).
Pet., 21; Wechselberger, 479; see also Peterka, [0122].

As can be seen above, Fig. 7B does not show any distribution of keys that
occurs before clients begin requesting access to a program, because—as PO’s own
expert acknowledged—the only time in Fig. 7B where there have been no client
requests to access a program is before the beginning of Fig. 7B’s free preview period
(left side of the graph). Villasenor-Dep., 105:18-106:7.

The fact that Fig. 7B does not teach content keys (CK0, CK1) provisioned to
clients before any request to access the program (as PO argues) is confirmed by
Peterka’s description in the paragraphs directly after paragraph [0122]. In
paragraphs [0123]-[0124], Peterka describes alternatives to the embodiment shown
in Fig. 7B that do not use CK0 and CK 1 and instead uses the FPK and GK. Peterka,
[0123] (“Alternatively, CKO does not need to be distributed inside an ECM. The
value of FPK already possessed by the plurality of clients may be taken as CKO0.”),
[0124] (“Alternatively, CK1 does not need to be distributed inside an ECM. The
value of GK already possessed by the plurality of clients may be taken as CK1.). As
discussed, Peterka only references provisioning for the FPK and GK, which the

Petition did not rely upon.
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PO’s reading of Fig. 7B contradicts Peterka and is unsupported. As the
Petition established, Fig. 7B teaches distribution of keys occurring in response to
client requests, and this confirms the applicability and desirably of distributing
multiple keys in response to a client request for media. Pet., 20-22; Wechselberger,
1478-79. To the extent PO’s Fig. 7B argument is responsive, it is based on a false
premise: CKO and CK1 are not exclusively provisioned to clients ahead of time, as
PO argues.

b. PO Misreads Peterka’s “Pull” Method for Keys

PO’s argument that Peterka does not disclose providing multiple content keys
in response to a client-initiated request to access content is also based on repeatedly
conflating Peterka’s client-initiated requests to access content (under a PBT model)
with Peterka’s “pull” requests for keys. E.g.,, POR, 1 (referencing “client-initiated
‘pull’ request for content.”), 11 (referencing “‘pull’ request for pay-per-view
content”), 12 (referencing “client-initiated ‘pull’ request for content™); see also
POR, 7 (*“...relies exclusively on Peterka’s ‘pull” model for key requests for the
‘initiating a media playback request’ requirement.”), 9 (“Peterka’s ‘pull’
embodiment does not teach providing multiple ‘content keys’ in response fo one
client-initiated request for program content.”). This is an independent reason that

PO’s argument should be rejected.
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As the Petition explained in detail, Peterka discloses both receiving keys in
response to a request to access media content (Pet., 19-22, 27-28) and then “pulling”
keys on an ongoing basis during playback (Pet., 34-36). In Peterka and in the
Petition, reference to the “pull” model refers to key distribution (Peterka, [0105])—
which, e.g., occurs after a request to access media content has been initiated and the
first set of content keys have already been negotiated/received (Peterka, [0080]).
Neither Peterka nor the Petition ever uses the word “pull” for content.

PO’s conflation of these two concepts echoes PO’s repeated attempts to add
unrecited requirements to limitation [ 1 A]—which does not require a specific request
for a content key (see supra § 11.A.2)—and underlies PO’s strained conclusion that
Peterka’s client never receives more than one content key when negotiating access
to a media stream. Cf. Peterka, [0080]-[0082]. This misunderstanding infects PO’s
entire multiple CEK argument, and for this separate reason, the argument fails.

c. PO Misreads Peterka’s Pay-By-Time Model
PO also argues that “giv[ing] certain clients access to additional future content

29 <6

that they did not purchase” “would defeat the purpose of Peterka’s pay-by-time”
model. POR, 33-34. This argument is illogical.
First, PO’s argument ignores Peterka’s express teachings. Peterka

undisputedly teaches that in the PBT purchasing model, “the client pays for the time

duration of the content that was actually watched,” instead of what keys the client
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receives. Peterka, [0053]; POR, 14. Peterka also undisputedly teaches, in a PBT
context, providing a client the key for “the next segment”—i.e., for content not yet
watched and not yet billed and paid-for—in order to help mitigate large server load.
Peterka, [0080]. Peterka also confirms that the PBT model can work regardless of
which keys are distributed to the client by expressly teaching a server that bills
clients based on the time a client joins and leaves a multicast: “The caching server
will record the #ime when each client joins and leaves the multicast for billing
purposes.” Peterka, [0082]. These teachings all plainly point to a system in which
clients can receive keys for segments that the client may not consume.

Second, PO itself argues that providing a client a key for a future, as-yet-
unpurchased segment in the PBT scheme—to “avoid service interruptions”™—*“is
consistent with the rest of Peterka’s teachings.” POR, 27-28.

PO’s suggestion that sending multiple keys to a PBT client somehow defeats
the “purpose” of Peterka’s PBT model is both inconsistent with Peterka’s teachings
and PO’s own admissions. This argument fails and should be rejected.

4. PO Misreads Suzuki

In Ground 1, the Petition cited Suzuki to show that multiple keys were
conventionally transmitted in one message in response to a client request, and to
support the argument that it was obvious to implement Peterka to return multiple

keys in response to a client request. Pet., 22; Suzuki, [0076]-[0077], Figs. 5-6. In

17



response, PO says “Suzuki’s paragraphs 76 and 77 do not teach transmitting multiple
‘content encryption keys,’ they only disclose providing ‘key information relating to
the key currently in use (key A) and the next key to be used (key B).” POR, 36
(citing Villasenor-Dec., §78). Suzuki’s multiple-key teachings had previously been
undisputed. EX-1036, 49-50. PO now misreads Suzuki.

First, Suzuki unambiguously uses the term “key information” to mean both
“the key” itself “and associated information” such as key number and remaining
validity time. E.g., Suzuki, [0012] (“key information (the key and associated
information)”); see also id., [0050], [0119].

Second, Suzuki, [0076]-[0077] disclose sending, in response to a client

request, a single “response message 82 having key information relating to the key

currently in use (key A) and the next key to be used (key B).” See also
Wechselberger, §81.
Third, notwithstanding PO’s failure to acknowledge it, the Petition cited to

Suzuki, [0076]-[0077] and_Figs. 5-6. Suzuki, [0077] itself also references Fig. 5.

Fig. 5 expressly shows multiple keys (Key A, Key B) transmitted in a single response
message 82, along with the keys’ key numbers and remaining validity times.

Villasenor-Dep., 146:14-19. Fig. 5 is excerpted below.
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Key number A +key A
+ Remaining validity time
Key number B+Key B
+ Remaining validity time

—
82 Response message

See also Suzuki, [0072] (“FIG. 5 is a diagram specifically showing...the contents of
each packet/request/message. In FIG. 5, the key currently in use is indicated as key
A, the next key to be used is indicated as key B, and their key numbers are indicated

299

as ‘key number A’ and ‘key number B.’”). Fig. 6 shows the same information in an
operation sequence. Suzuki, Fig. 6, [0073].

PO’s expert had no credible explanation for PO’s misunderstanding,
suggesting (wrongly) that Petitioner failed to cite relevant portions of Suzuki and
that these teachings were inconsistent with Suzuki’s other teachings. Villasenor-
Dep., 143:14-148:22. PO’s expert is wrong. Petitioner cited Figs. 5-6. Pet., 22;
Wechselberger, §81. And Suzuki’s above teachings (including in Figs. 5-6) are
consistent with Suzuki’s other teachings. E.g., Suzuki, [0057] (discussing multiple-
key response), [0060] (similar). Had PO or PO’s expert carefully “reviewed the
entirety of Suzuki” (Villasenor-Dep., 148:16-17), there would be no dispute about
Suzuki’s teachings.

PO’s only other argument regarding Suzuki is about whether Suzuki

motivated a POSA to provide Peterka’s clients with unpurchased content for
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segments. POR, 36-37. This is irrelevant. Petitioner cited Suzuki to show multiple-
key responses were conventional. And as discussed supra §II.A.3.c, PO’s
“unpurchased content” premise misreads Peterka.

PQO’s errors leave Petitioner’s use of Suzuki in Ground 1 to help demonstrate
obviousness unrebutted, and are separately fatal to PO’s multiple CEK argument.

B. PO’s “Content Encryption Key Identifiers” Argument

PO’s second argument is that Petitioner’s Peterka-based grounds do not meet
the “content encryption key identifiers” term because it “imposes two”
“requirements”—(1) that the identifier is “unique” in the context of “all” content
encryption keys maintained in a “history” and (2) that the identifier must be
“assigned to the content encryption key itself.” POR, 37-43. These purported
“requirements” appear nowhere in the challenged claims. And PO agreed the claims
included no such requirements before the ITC. EX-1032, 15. PO’s attempt to import
unrecited requirements should be rejected:

First, the claims do not recite any requirement that CEK IDs be “assigned” to
a CEK, or that they be sufficiently “unique” to distinguish between keys stored in a
“history.” The claims recite no ‘“history.”

Second, PO does not establish any basis to depart from the plain and ordinary
meaning of “content encryption key identifier.” PO does not allege lexicography or

disavowal—Ilet alone establish either with the relevant legal analysis. The one
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sentence in the specification that PO alleges “imposes two requirements for [CEK
IDs]” (EX-1001, 3:28-32) neither defines the term nor contains “expressions of
manifest exclusion or restriction.” Continental Circuits, 915 F.3d at 796-97. Instead,
that sentence describes how one embodiment of a server-side “workflow manager”
works—an entity “distinct from the client” that is undisputedly unclaimed.
Villasenor-Dep., 132:17-133:4.

Third, PO has no response to Petitioner’s showing that using an ECM’s
“sequence number” or “time stamp” as a CEK identifier closely tracks the *178

99 ¢¢

specification’s teaching of using ‘“content encryption key identifiers” “selected
based on a segment number of the prepared content”—Pet., 25 (citing EX-1001,
3:34-35, 4:8-10; see also id., 6:1-3, 6:17-19)—and cites no legal basis to construe
the term inconsistently with the specification.

Fourth, even if the claims included PO’s “requirements,” PO’s argument
fails. Peterka’s “sequence number”/“time stamp” are each undisputedly “unique”
enough (Pet., 25) to distinguish amongst the client’s stored keys (a “history”).
Petitioner also showed there were numerous reasons to implement Peterka’s client
to receive and use identifiers that were (1) assigned specifically to keys and (2)
sufficiently “unique” to distinguish amongst keys in a ‘“history”—and numerous

reasons to combine Peterka with other references disclosing these unrecited features.

Pet., 26 (citing Suzuki, Pestoni, and Wechselberger, 9993-96); Pet., 51-55 (Peterka-
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Suzuki, citing Wechselberger, {161-172); Pet., 66-68 (Peterka-Suzuki-Bocharov,
citing Wechselberger, 49201-207); Pet., 69-73 (Peterka-Bocharov-Peterka308-
Chen, citing Wechselberger, 9208-221); see also Wechselberger-Supp. (EX-1041),
99274-277 (discussing key uniqueness); Wechselberger-Tr. (EX-2011), 39:7-40:13.

PO’s argument fails to credibly rebut Petitioner’s obviousness arguments.
Regarding the obviousness of using unique CEK IDs assigned specifically to keys
(in view of Suzuki and Pestoni, Pet., 26), PO’s only response is to acknowledge that
there is no meaningful difference between using Peterka’s sequence numbers/time
stamps as CEK IDs for individual keys and specifically assigning CEK IDs to
individual keys. POR, 41-42. Moreover, PO does not dispute that a POSA would
have been motivated to use assigned CEK IDs in the “alternative” scenario
contemplated by the Petition (Pet., 26), where Peterka’s sequence numbers/time
stamps are not used as CEK IDs.

Regarding Ground 5, PO refers back to its flawed argument that Peterka does
not teach sending clients more than one content key—which fails (see supra
§ [I.LA)y—and completely ignores Petitioner’s discussion of multi-bit signals
embedded in Peterka’s streaming media packets. Pet., 69; Peterka, [0117]-[0118].

PO’s second argument should be rejected.
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C. PO’s Rehashed “Detecting” Argument

Petitioner showed that limitation [1D]’s “detecting” requirement was met by
Peterka’s client in two different ways: (1) by monitoring key expiration times so that
the client can acquire new content keys before current content keys expire (Pet., 31-
32, citing Peterka, [0105]-[0106]); and (2) by monitoring the content stream for
signals that inform a client when to begin utilizing a given content key for decryption
(Pet., 33, citing Peterka, [0116]-[0121]). Petitioner explained why Peterka’s
“signaling” teachings regarding key utilization were fully compatible with Peterka’s
pull model for acquiring keys, including by citing to Peterka’s disclosure of sending
clients information for both detection operations in one key distribution message—
key lifetime (for monitoring key expirations) and a key parity bit (for comparing
against key change signals in the stream). Pet., 34; Peterka, [0121].

PO’s third argument rehashes PO’s recurring “detecting” argument, which
contends that Peterka’s disclosures regarding monitoring key expiration times does
not meet the “detecting” limitation. POR, 43-51. Petitioner addressed a similar
attempt to narrow the “detecting” limitation prior to institution. Pet., 31-33; POPR
Reply (Paper 10), 1-3. The Board correctly rejected PO’s previous attempts to
narrow “detecting” twice—in this proceeding and in earlier IPR proceeding

IPR2022-00618, brought by Apple. Institution, 16-24; EX-1028, 20-23.
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PO brings little new to the table. POR, 43-48. PO again tortures Figure 3 and
its accompanying disclosures, which expressly describe a process for “detecting”
CEK rotation boundaries (EX-1001, 9:47-49) that includes checking for whether the
current key will expire. EX-1001, 11:3-8, 11:38-41, Fig. 3. PO again identifies
nothing in the intrinsic record that justifies narrowing “detecting” from its ordinary
meaning to exclude one of the detecting types in Fig. 3.

PO also mischaracterizes the Petition to try distinguishing Peterka, arguing
that merely “identifying a key’s expiration time alone” cannot be “detecting” a key
rotation boundary. POR, 49. But Petitioner never equated “identifying a key’s
expiration time alone” with “detecting.” Instead, Petitioner showed how “keep[ing]
track of ’/*“monitor[ing]” key expiration times meets the “detecting” described in the
’178 Patent. Pet., 31-33.

PO finally tries to argue that “detecting” requires a three-step process that
includes “checking for both an express notification and an expiration time,
analyzing the resulting information, and determining the appropriate rotation
boundary in view of the results.” POR, 49. Much like the POPR’s “partly
hidden”/*not clear” argument, PO’s new “analyzing”/“determining” argument bears
no relation to the claims, finds no support in the intrinsic record, and departs wildly
from PO’s previous allegations that detecting a key rotation boundary required

nothing more than “encountering” a header in a media stream. POPR Reply, 1-3;
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EX-1033, 14. This is another attempt to flee the intrinsic record. PO provides no
reason to depart from the Board’s well-reasoned analysis at Institution. Institution,
20-24.

D. PO’s “Issuing Requests” Arguments

PO’s fourth argument focuses on the second of Peterka’s two CEK rotation
boundary detection methods—monitoring the content stream for a signal informing
the client that a new key needs to be used for decryption. POR, 52-55. PO’s argument
is that Peterka’s signaling method would not alse meet the “issuing requests”
limitation [1E]/[16F] because there is “no mechanism” in Peterka for a “client to
reliably request and obtain the necessary ‘new content key’ before the client has
received a signal to change keys.” POR, 52-53. PO also rehashes its POPR argument
that Peterka’s key change signaling method is somehow incompatible with its pull
key distribution method. POR, 54-55. As discussed below, both arguments
contradict positions PO took during the ITC litigation, and in any event fail.

PO’s argument that “Peterka’s ‘pull’ model...provides no mechanism for a
client to reliably request and obtain the necessary ‘new content key’ before the client
has received a signal to change keys” (POR, 53) contradicts PO’s ITC argument that
[ID]/[16E] and [1E]/[16F] did not need to occur in the recited order. Pet., 34 n.5.
The ITC agreed with PO’s pre-POR position, finding that neither the claims nor the

specification supported requiring the steps to occur in order. EX-1032, 21-25; EX-
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1043. None of PO’s arguments justify departing from the ITC’s prior finding. EX-
1043. And, as Petitioner explained, even if that step order were required, Peterka’s
detection of content encryption boundaries by monitoring the expiration of keys
satisfies that order. Pet., 34 n.5.

PO’s argument that Peterka’s “pull” model for key distribution is
“incompatible with Peterka’s signaled key change method” (POR, 55; see POPR,
23) was abandoned by PO during the ITC litigation. POPR Reply, 5; EX-1036, 56.
Regardless, as the Petition explained, the two processes are compatible. PO
conflates two separate, orthogonal concepts disclosed in Peterka—one which allows
a client to acquire new keys before they are needed for decryption, and one which
allows a client to apply keys to decrypt a stream of content at the correct time.
Peterka teaches a client that does both. Pet., 11-12 (citing Wechselberger, 949); Pet.,
33-34 (citing Wechselberger, 44115-117). And Peterka expressly describes sending
clients information for both detection operations in one key distribution message—
1.e., key lifetime (for monitoring key expirations) and a key parity bit (for comparing
against key change signals in the stream). Peterka, [0121] (cited at Pet., 34).

The Board recognized the parties’ dispute regarding the compatibility of
Peterka’s pull model and key-change-signaling and preliminarily agreed with
Petitioner for Institution. Institution, 26-27. PO relegates this argument to a handful

of paragraphs without bringing anything meaningfully new or explaining why PO
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reverses itself on an issue that it conceded before the ITC. EX-1036, 56. PO misreads

Peterka. The Board should find—as did the ITC—that Peterka teaches a client that

pulls keys before they are needed and detects key change signals. /d.; EX-1043.
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