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Exhibit 28: Claim Chart Showing Infringement for U.S. Patent No. 11,122,313

The Lenovo Mobile Phone Products (“Lenovo Mobile Phones™) are listed in Exhibit 12, including exemplary product Motorola Edge (2022),
and infringe at least one claim of the *313 Patent. No part of this exemplary chart construes, or is intended to construe, the specification, file
history, or claims of the ’313 Patent. Moreover, this exemplary chart does not limit, and is not intended to limit, Ericsson’s infringement or
domestic industry positions or contentions.

Claims Motorola Edge (2022) (“Accused Product”)
1.A method for handling secure When a user operates a Motorola Edge (2022), which implements the Google Widevine DRM system, the
distribution of live video content user is causing the device to implement “a method for handling secure distribution of live video content.”
comprising: The Motorola Edge (2022) includes a Widevine Content Decryption Module (CDM), with a Security level

L1, which is used to decrypt content for playback. A Widevine CDM with Security level L1 is incorporated
into the Motorola Edge (2022) by the manufacturer. The “secure distribution of live video content”
corresponds to live streaming content secured with encryption keys.

The Motorola Edge (2022) is representative of the other Lenovo Mobile Phone Products for purposes of
practice of the asserted claims because these products all implement the Google Widevine DRM system.

Ex. 76 (https://www.gsmarena.com/motorola_edge (2022)-11777.php) at 1:
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Motorola Edge (2022)

B Released 2022, September 22

O 170g 8mm thickness /N J):I'.b}’,_} y [jf .
<> Android 12, planned upgrade to Android 13 254 j:;: TS : BECOME A FAN

@ [28GB/256GB storage. no card slot

g o & ]
6.6 a0wmp 6/8GBRAM  5000mAh
1080x2400 pivels 2160p Dimensity 1050 Li-Po

The DRM Info app was installed to reveal the DRM software already loaded on the Accused Product, as
follows. Ex. 77 (Screenshots from Motorola Edge (2022)) at 1-3:
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DRM Info

motorola motorola edge (2022)
Brand
miotorala

Hardware
mieaTd

5ol Manulacturer
Mediatek

Lol Mode
MTEBTOV/ZA

Bl

525T532.71-53-3-1-4

Bulld Type
user

Build Fingerprint

motoralafiesla_g sys/ueslai2/525T532.71-53-3-1-4/
aabbafuser/release-keys

SDK Level

31

Release or Codename

12

Supported AB
arméd-v8a, armeabi-v7a, armeahi

Supported Hardware Decoder Clea I'I(ey CDM
audio/gsm, imagesvnd.androld.heic, video 3gpp, vid vandor

awve, video/heve, video/mpdv-es, video/mpeg?, video/ Google
«-wnd.on2.vpg, video/x-vnd.on2.wp9 versian
1.2

Supparted HDR Types
HDR1D, HDR10+, HLG

Max HDCP Lewvel Supported
Mo Digital Dutput
Supported Refresh Rate (Hz) Current HDEP Level

4E, 60, 90, 120, 144 None
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Widevine CDM
Google

16.1.0

Max HDCP Level Supported

HDCP 2.3

Current HDCP Level
No Digital Qutput

System ID
25240

ecurity Leve
L1

Resgurce Rating Tier

Analog Output Capabllithes

‘- .

Star Wars™
Battle across the
Star Wars™ galaxy,

discover iconic

. Google Play
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The following screenshot from the pre-installed Google Chrome browser pointing to the internal
chrome://media-internals URL reveals the DRM software loaded on the Accused Device. Ex. 77 at 4:
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3 ® chrome:/media-internals o :

Players  Audio  Video Capture  Audio Focus | CDMs

Registered Content Decryption Modules

« Clear Key ("org.w3.clearkey") is always supported and not
listed here.

+ Empty video codec profile list means we are not differentiating
and assume all profiles are supported.

« Codecs marked with "*" signals clear lead not supported.

Key System: com.widevine.alpha
Robustness: Software Secure

Name: Widevine Content Decryption Module
Version: N/A

Path: N/A

Status: Enabled

‘['aac"'flac",'opus"],"Encryption
BCS"]"Session Types":['temporary",'per
/Video Codecs"{"h264"|
n'’heve main 10"'heve main still-picture”],'vp9":[
0""vp9 profile1",'vp9 profile2']}}

Key System: com.widevine.alpha

Robustness: Hardware Secure

Name: Widevine Content Decryption Module

Version: N/A

Path: N/A

Status: Enabled

{"Audio Codecs"['aac"flac",'opus"],'Encryption
:['CENC"'CBCS"]'Session Types"['temporary",'per
sistent-license"]"Video Codecs":{"h264"[],'hevc":["heve mai
n"’heve main 10"'heve main still-picture’],'vp9"['vp9 profile
0"'vp9 profile1",'vp9 profile2']}}

Key System: org.chromium.externalclearkey
Robustness: Software Secure

Name:

Version: N/A
Path: N/A
Status: Enabled

lac”,'opus']'Encryption
:["CENC",'CBCS"]'Session Types"['temporary",'per

0"'vp9 profile1",'vp9 profile2"]}}

Key System: org.chromium.externalclearkey

Robustness: Hardware Secure

Name:

Version: N/A

Path: N/A

Status: Enabled

Capabilitie "aac",'flac",'opus']'Encryption
:['CENC"'CBCS"]'Session Types"['temporary",'per
sistent-license"]"Video Codecs"{"h264"[]'hevc":["hevc mai
n"’heve main 10"'heve main still-picture’],'vp
0",'vp9 profile1",'vp9 profile2']}}

4 ® ]
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Ex. 79 (WIDEVINE Getting Started Widevine DRM on Devices Version 1.5 (2018)) at 6, 12:

Widevine Client Security Levels

The following security level definitions are used by Widevine:

Security Level 1 (L1)

Widevine DRM keys and decrypted content are never exposed to the host CPU. Only security
hardware or a protected security co-processor uses clear key values and the media content is
decrypted by the secure hardware.

Key requirements of this security level:

e Device manufacturers must provide a secure bootloader. The chain of trust from the
bootloader must extend through any software or firmware components involved in the
security implementation, such as the ARM TrustZone protected application and any
components involved in the enforcement of the secure video path.

e The Widevine keybox must be encrypted with a device-unique secret key that is not

visible to software or probing methods outside of the TrustZone. The Widevine key-box

must be installed in the factory or delivered to the device using an approved secure

delivery mechanism.

e Device manufacturers must provide an implementation of the Widevine Level 1

OEMCrypto API that performs all key processing and decryption in a trusted

environment.

All content processing, cryptography, and control is performed within the Trusted Execution
Environment (TEE). In some implementation models, security processing may be performed in
different chips.

This level of security requires factory provisioning of the Widevine keybox or requires the
Widevine keybox to be protected by a device key installed at the time of manufacturing.

The Device Provisioning Models document provides additional information about Widevine
device provisioning models.

This is the recommended path for any device integration as it provides the highest level of
security.
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Ex. 80 (WIDEVINE Modular DRM Key Rotation Version 1 (2014)) at 2:

Introduction
This document describes changes to the Widevine common encryption API to support key
rotation. Key rotation allows the key used to encrypt the content to change midstream, typically

for use in live streaming.
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sending a request for live media
playback;

receiving a live media playback
request response,

When a user operates a Motorola Edge (2022), which implements the Google Widevine DRM system, the
user is causing the device to perform the steps of “sending a request for live media playback™ and “receiving
a live media playback request response.” The Motorola Edge (2022) includes a media player, which issues a
license request to a license server. The Motorola Edge (2022) media player receives a license from the
license server. The “live media playback request” corresponds to the license request. The “live media
playback request response” corresponds to the receipt of a license from the license server.

Ex. 79 at 6:
Ecosystem
Source Media Lockbox (Kayboxes)
Shaka Packager — License Service OEM (Device Manufacturer)
! ! !
DASH Presentation Licénse Proxy
CDN ‘
Meda Contert
Googhe Froduc of Sence
OEM L
i Riaquee|
T e
— Prolected Medis ‘
= Kays | Licsnse
—#= Credentals
" cliont Dovice
Ex. 80 at 3:
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Generate License

The license exchange protocol requires no changes. If the user tunes into the live stream
described above, the client will issue a license request containing the ‘pssh’ box from the media
segment at the playback starting point. The license server will then issue a license containing
the keys for that media segment, as well as the keys for the previous key rotation period, and
the following key rotation period. Fewer keys may be provided if playing the media near the start
(previous period key omitted), or near the end (following period key omitted). This allows
content for the following key rotation period to be decrypted while the license request for it is
being processed, and for reverse trick-play.

the live media playback request
response comprising content
encryption keys and content
encryption key identifiers;

As previously indicated, the Motorola Edge (2022) media player receives a license from the license server.
The license includes: keys for the media segment, keys for the previous key rotation period, and keys for the
following rotation period. Key IDs identify the keys. The “content encryption keys” correspond to the keys
for the current, previous, and following key rotation periods. The “content encryption key identifiers”
correspond to the key IDs.

Ex. 79 at 6:

-10 -




INFRINGEMENT CLAIM CHART FOR
LENOVO MOBILE PHONES — U.S. PATENT NO. 11,122,313

Ecosystem
Source Media Lockbox (Keyboxaes)
Shaka Packager — License Service OEM (Device Manufacturer]
! ! !
DASH Presentation License Proxy
CDN ‘

Madia Conterd

Gaogle Product of Sensce
. Comert Proider

OEM
—= Raquest

Keysmith (Provisioning)

— Cloar Modia
—#= Prolecied Media ‘
—= Kays | Liconss

—= Credentals

Client Device

Ex. 80 at 3:

Generate License

The license exchange protocol requires no changes. If the user tunes into the live stream
described above, the client will issue a license request containing the ‘pssh’ box from the media
segment at the playback starting point. The license server will then issue a license containing
the keys for that media segment, as well as the keys for the previous key rotation period, and
the following key rotation period. Fewer keys may be provided if playing the media near the start

-11 -
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(previous period key omitted), or near the end (following period key omitted). This allows
content for the following key rotation period to be decrypted while the license request for it is
being processed, and for reverse trick-play.

[..]

In addition to the 100 KIDs, 100 'pssh' data blobs are returned. Each 'pssh' data blob contains
key Id, content Id, and track type. For key rotation, the 'pssh' will also contain the crypto period,
which for the example above would be as follows:

‘'pssh' (1) : crypto_period_index = 383517

‘'pssh' (2) : crypto_period_index = 383518

‘'pssh' (100) : crypto_period_index = 383616
Note that even without key_period, the pssh is sufficient to locate a key by key _id. Including
key period enables us to also prefetch adjacent keys in the same stream.

receiving encrypted live media content
and manifest files from a content
delivery server, wherein the encrypted
live media content comprises one or
more content encryption key rotation
boundaries wherein each content
encryption key rotation boundary is
associated with a change to a different
content encryption key to decrypt the
received encrypted live media content;

When a user operates a Motorola Edge (2022), which implements the Google Widevine DRM system, the
user is causing the device to perform the step of “receiving encrypted live media content and manifest files
from a content delivery server, wherein the encrypted live media content comprises one or more content
encryption key rotation boundaries wherein each content encryption key rotation boundary is associated with
a change to a different content encryption key to decrypt the received encrypted live media content.” The
Motorola Edge (2022) media player retrieves premium video content, distributed in files, and manifest files
(MPDs) from a Content Delivery Network. The premium video content includes key rotation boundaries
between key rotation periods. The Motorola Edge (2022) media player detects the key rotation boundaries
and applies a different content encryption key to decrypt the premium video content after a key rotation
boundary is reached. The “encrypted live media content” corresponds to the premium video content. The
“manifest files” correspond to the manifest (MPD), which describe the different resolutions and bandwidth
for each media file. The “content encryption key rotation boundary” corresponds to the key rotation
boundary.

Ex. 81 (WIDEVINE DRM Architecture Overview Version 1.2 (March 6, 2017)) at 5, 6, 10, 11:

-12 -
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Architecture Component Relationships

The Widevine DRM components work together to create an end-to-end platform for protecting
premium video content, and provides all the tools you need to go from the content preparation
stage to the final delivery on any device. The flow process begins by preparing your media with
Common Encryption and the Shaka Packager for adaptive streaming. Once prepared, the
content is encrypted with licenses which are stored on the Widevine License Server. Later,
when the encrypted content streams to the Player via a Content Delivery Network, the License
Server provides license information to a supported media player. The encrypted content is then
passed to the device's Content Decryption Module, enabling secure playback with the
OEMCrypto Module.

[.]

Media Packaging

Widevine DRM provides a complete open-source DASH packaging system called Shaka
Packager. The packager converts files of different resolutions and bandwidth to fragmented
MP4, defining equal-length segments for all desired files. A manifest (MPD) is prepared that
describes the different resolutions and bandwidth for each file. When a player receives
encrypted content, it requests the appropriate segment that will provide optimal viewing at that
moment, but can request different segments as bandwidth conditions change.

[.]

1. Receive Media from Content Delivery Network (CDN)
The browser's media engine determines that the media is encrypted. The initialization data
(InitData) is extracted from the content by the browser and sent to the Player as an event.

Ex. 80 at 3:

-13 -
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Rotation boundary

The key rotation boundary occurs whenever the client encounters a new ‘pssh’ box, at which
point it will issue a new license request, but can in the meantime continue to decrypt content, as
it already has the keys required to decrypt the new key period, whether playing forwards or
backwards.

applying a first content encryption key
to the encrypted live media content
before a first content encryption key
rotation boundary;

When a user operates a Motorola Edge (2022), which implements the Google Widevine DRM system, the
user is causing the device to perform the step of “applying a first content encryption key to the encrypted
live media content before a first content encryption key rotation boundary.” The Motorola Edge (2022)
media player applies keys from the license to decrypt content before a key rotation boundary is reached, as
the license from the license server included keys to decrypt content from the current key rotation period.

Ex. 80 at 3:

Rotation boundary

The key rotation boundary occurs whenever the client encounters a new ‘pssh’ box, at which
point it will issue a new license request, but can in the meantime continue to decrypt content, as
it already has the keys required to decrypt the new key period, whether playing forwards or
backwards.

prior to reaching the first key rotation
boundary, obtaining a second content
encryption key, the second content
encryption key to be used after the
first content encryption key rotation
boundary is reached; and

When a user operates a Motorola Edge (2022), which implements the Google Widevine DRM system, the
user is causing the device to perform the step of “prior to reaching the first key rotation boundary, obtaining
a second content encryption key, the second content encryption key to be used after the first content
encryption key rotation boundary is reached.” The Motorola Edge (2022) media player issues license request
ahead of a key rotation period to the license server for keys for the current, upcoming, and previous key
rotation periods.]

Ex. 80 at 3:

Generate License
The license exchange protocol requires no changes. If the user tunes into the live stream

-14 -
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described above, the client will issue a license request containing the ‘pssh’ box from the media
segment at the playback starting point. The license server will then issue a license containing
the keys for that media segment, as well as the keys for the previous key rotation period, and
the following key rotation period. Fewer keys may be provided if playing the media near the start
(previous period key omitted), or near the end (following period key omitted). This allows
content for the following key rotation period to be decrypted while the license request for it is
being processed, and for reverse trick-play.

applying the second content
encryption key for content decryption
after the key rotation boundary is
reached.

When a user operates a Motorola Edge (2022), which implements the Google Widevine DRM system, the
user is causing the device to perform the step of “applying the second content encryption key for content
decryption after the key rotation boundary is reached.” The Motorola Edge (2022) media player applies keys
from the license to continue to decrypt content after a key rotation boundary is reached, as the license from
the license server included keys to decrypt content from the following key rotation period.

Ex. 80 at 3, 4:

Rotation boundary

The key rotation boundary occurs whenever the client encounters a new ‘pssh’ box, at which
point it will issue a new license request, but can in the meantime continue to decrypt content, as
it already has the keys required to decrypt the new key period, whether playing forwards or
backwards.

[...]

-15 -
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11.A computerized device operable as
a client for handling secure
distribution of content, comprising:

A Motorola Edge (2022), which implements the Google Widevine DRM system, is a “computerized device
operable as a client for handling secure distribution of content.” The Motorola Edge (2022) is a client for
live streaming content secured with encryption keys. The Motorola Edge (2022) includes a Widevine
Content Decryption Module (CDM), with a Security level L1, which is used to decrypt content for playback.
A Widevine CDM with Security level L1 is incorporated into the Motorola Edge (2022) by the
manufacturer. The “computerized device operable as a client” corresponds to the Motorola Edge (2022). The
“secure distribution of content” corresponds to live streaming content secured with encryption keys.

Ex. 76 at 1:

-16 -




INFRINGEMENT CLAIM CHART FOR
LENOVO MOBILE PHONES — U.S. PATENT NO. 11.122.313

Motorola Edge (2022)

B Released 2022, September 22

O 170g 8mm thickness N/ :I'.b}’u y [jf .

<> Android 12, planned uperade to Android 13 354 355 HITS BECOMEA FAN
@ [28GB/256GB storage. no card slot
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6.6 a0mp 6/8GBRAM  5000mAh
1080x2400 pivels 2160p Dimensity 1050 Li-Po

The DRM Info app was installed to reveal the DRM software already loaded on the Accused Product, as
follows.

Ex. 77 at 1-3:

-17 -
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DRM Info

" motorola motorola edge (2022)

motarola
Hardware
meea7Te

SoC Manuladiurer
Mediatek

SoC Mode
MTEETIN/ZA
Baild

5257532.71-53-3-1-4

Bulld Type
LUSEer

Build Fingerprint
motorolatesla_g sys/tesla: 2/525T53.2.71-53-3-1-4/
aabSafiuser/release-keys

SDK Level

N

Aefease or Codename

12 3

Supported AB Elea rKE‘}" CDM
arméd-y8a, armeabi-v7a, armeahbi

: YWandor

Supported Hardware Decoder E@ Google

audio/gsm, image/vnd.android.heic, video/3gpp, vid

ave, video/heve, video/mpdv-es, video/mpeg2, video! :"':'?'*""':

w-wnd.on2 . vp8, video/x-vnd.on2.vp9

Supparted HDR Types Max HDCP Level Supported

HOR10, HOR10+, HLG No Digital Dutput
Supported Refresh Rate {Hr) Current HDCP Level
4B, &0, 90, 120, 144 Mane

. .
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The following screenshot from the pre-installed Google Chrome browser pointing to the internal
chrome://media-internals URL reveals the DRM software loaded on the Accused Device. Ex. 77 at 4:

-20 -
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506 & & B & R 4]

3  @® chrome://media-internals (D

Players  Audio  Video Capture  Audio Focus = CDMs

Registered Content Decryption Modules

« Clear Key ("org.w3.clearkey") is always supported and not
listed here.

« Empty video codec profile list means we are not differentiating
and assume all profiles are supported.

» Codecs marked with "*" signals clear lead not supported.

Key System: com.widevine.alpha

Robustness: Software Secure

Name: Widevine Content Decryption Module

Version: N/A

Path: N/A

Status: Enabled

Capabilities: {"Audio Codec: ac""opus']'Encryption
Schemes":['CENC",'CBCS"],'Session Types":['temporary",'per
sistent-license']"Video Codecs":{"h264"[]'hevc"['heve mai
n"'heve main 10"'heve main still-picture],'vp9":['vp9 profile
0"'vp9 profile1",'vp9 profile2']}}

Key System: com.widevine.alpha

Robustness: Hardware Secure

Name: Widevine Content Decryption Module

Version: N/A

Path: N/A

Status: Enabled

Capabilities: {"Audio Codecs":["aac","flac",'opus'],'Encryption
Schemes":["CENC",'CBCS"]'Session Types":['temporary",'per
sistent-license"]"Video Codecs"{"h264"[]'hevc":['heve mai
n"'heve main 10"'heve main still-picture],'vp9":['vp9 profile
0"'vp9 profile1",'vp9 profile2']}}

Key System: org.chromium.externalclearkey

Robustness: Software Secure

Name:

Version: N/A

Path: N/A

Status: Enabled

Capabilities: {"Audio Codecs":["aac",'flac",'opus"],'Encryption
Schemes":['CENC",'CBCS"]"Session Types":["'temporary",'per
sistent-license"],'Video Codecs":{"h264"[],"hevc":["hevc mai
n"'heve main 10""heve main still-picture]'vp9":['vp9 profile
0"'vp9 profile1",'vp9 profile2']}}

Key System: org.chromium.externalclearkey

Robustness: Hardware Secure

Name:

Version: N/A

Path: N/A

Status: Enabled

Capabilities: {"Audio Codecs":["aac","flac",'opus']'Encryption
Schemes":['CENC",'CBCS'],'Session Types":['temporary",'per

n"'heve main 10"hevc main still-picture"],'vp9™
0"'vp9 profile1",'vp9 profile2']}}
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Ex. 79 at 6, 12:

Widevine Client Security Levels

The following security level definitions are used by Widevine:

Security Level 1 (L1)

Widevine DRM keys and decrypted content are never exposed to the host CPU. Only security
hardware or a protected security co-processor uses clear key values and the media content is
decrypted by the secure hardware.

Key requirements of this security level:

e Device manufacturers must provide a secure bootloader. The chain of trust from the
bootloader must extend through any software or firmware components involved in the
security implementation, such as the ARM TrustZone protected application and any
components involved in the enforcement of the secure video path.

e The Widevine keybox must be encrypted with a device-unique secret key that is not
visible to software or probing methods outside of the TrustZone. The Widevine key-box
must be installed in the factory or delivered to the device using an approved secure

delivery mechanism.

e Device manufacturers must provide an implementation of the Widevine Level 1
OEMCrypto API that performs all key processing and decryption in a trusted

environment.

All content processing, cryptography, and control is performed within the Trusted Execution
Environment (TEE). In some implementation models, security processing may be performed in
different chips.

This level of security requires factory provisioning of the Widevine keybox or requires the
Widevine keybox to be protected by a device key installed at the time of manufacturing.

The Device Provisioning Models document provides additional information about Widevine
device provisioning models.

This is the recommended path for any device integration as it provides the highest level of
security.
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Ex. 80 at 2:

Introduction
This document describes changes to the Widevine common encryption API to support key
rotation. Key rotation allows the key used to encrypt the content to change midstream, typically
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for use in live streaming

memory operative to store computer
program instructions;

one or more processors;

input/output interface circuitry; and
interconnect circuitry coupling the
memory, processors, and input/output
interface circuitry together,

wherein the processors are operative to
execute the computer program
instructions from the memory to cause
the computerized device to:

The Motorola Edge (2022) includes “memory operative to store computer program instructions;

one or more processors; input/output interface circuitry; and interconnect circuitry coupling the memory,
processors, and input/output interface circuitry together, wherein the processors are operative to execute the
computer program instructions from the memory to cause the computerized device to” perform the functions
described herein. The Motorola Edge (2022) includes 6 or 8 GB of RAM and 128 or 256 GB of internal
memory storage (depending on model) and a MediaTek Dimensity 1050 System-on-a Chip (SoC). The
Motorola Edge (2022) includes an Android Operating System and the Widevine CDM, both stored on the
internal memory.

Ex. 76 at 1:
PLATFORM ©3 Android 12, planned upgrade to Android 13
Chipset MediaTek Dimensity 1050 (6 nm)
CPU Octa-core (2x2.5 GHz Cortex-AT8 & 6x2.0 GHz Cortex-A55)
GPU Arm Mali-G610 MC3
MEMORY Card slot Mo
Internal 128GB 6GB RAM, 256GB 8GB RAM
Ex. 77 at 1-3:
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452 & &

DRM Info

" motorola motorola edge (2022)

motarola
Hardware
meea7Te

SoC Manuladiurer
Mediatek

SoC Mode
MTEETIN/ZA
Baild

5257532.71-53-3-1-4

Bulld Type
LUSEer

Build Fingerprint
motorolatesla_g sys/tesla: 2/525T53.2.71-53-3-1-4/
aabSafiuser/release-keys

SDK Level

N

Aefease or Codename

12 3

Supported AB Elea rKE‘}" CDM
arméd-y8a, armeabi-v7a, armeahbi

: YWandor

Supported Hardware Decoder E@ Google

audio/gsm, image/vnd.android.heic, video/3gpp, vid

ave, video/heve, video/mpdv-es, video/mpeg2, video! :"':'?'*""':

w-wnd.on2 . vp8, video/x-vnd.on2.vp9

Supparted HDR Types Max HDCP Level Supported

HOR10, HOR10+, HLG No Digital Dutput
Supported Refresh Rate {Hr) Current HDCP Level
4B, &0, 90, 120, 144 Mane

. .
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Widevine COM
Google

16.1.0

Max HDCP Level Supported

HDCP 2.3

Cufrent HDCP Level
Mo Digital Qutput

System 1D
25240

Resource Rating Tier
Analog Dutpul Capabdlities
MNone

Max Number of Seasions
50

COEM Crypto AR Versigr
16

‘: .

® Star Wars™

Battle across the

discover iconic

Google Play
g
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The following screenshot from the pre-installed Google Chrome browser pointing to the internal
chrome://media-internals URL reveals the DRM software loaded on the Accused Device. Ex. 77 at 4:
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506 & @ B & 0 ¥0

3 ® chrome:/media-internals o :

Players  Audio  Video Capture  Audio Focus | CDMs

Registered Content Decryption Modules

« Clear Key ("org.w3.clearkey") is always supported and not
listed here.

+ Empty video codec profile list means we are not differentiating
and assume all profiles are supported.

« Codecs marked with "*" signals clear lead not supported.

Key System: com.widevine.alpha
Robustness: Software Secure

Name: Widevine Content Decryption Module
Version: N/A

Path: N/A

Status: Enabled

‘['aac"'flac",'opus"],"Encryption
BCS"]"Session Types":['temporary",'per
/Video Codecs"{"h264"|
n'’heve main 10"'heve main still-picture”],'vp9":[
0""vp9 profile1",'vp9 profile2']}}

Key System: com.widevine.alpha

Robustness: Hardware Secure

Name: Widevine Content Decryption Module

Version: N/A

Path: N/A

Status: Enabled

{"Audio Codecs"['aac"flac",'opus"],'Encryption
:['CENC"'CBCS"]'Session Types"['temporary",'per
sistent-license"]"Video Codecs":{"h264"[],'hevc":["heve mai
n"’heve main 10"'heve main still-picture’],'vp9"['vp9 profile
0"'vp9 profile1",'vp9 profile2']}}

Key System: org.chromium.externalclearkey
Robustness: Software Secure

Name:

Version: N/A
Path: N/A
Status: Enabled

lac”,'opus']'Encryption
:["CENC",'CBCS"]'Session Types"['temporary",'per

0"'vp9 profile1",'vp9 profile2"]}}

Key System: org.chromium.externalclearkey

Robustness: Hardware Secure

Name:

Version: N/A

Path: N/A

Status: Enabled

Capabilitie "aac",'flac",'opus']'Encryption
:['CENC"'CBCS"]'Session Types"['temporary",'per
sistent-license"]"Video Codecs"{"h264"[]'hevc":["hevc mai
n"’heve main 10"'heve main still-picture’],'vp
0",'vp9 profile1",'vp9 profile2']}}

4 ® ]




INFRINGEMENT CLAIM CHART FOR
LENOVO MOBILE PHONES — U.S. PATENT NO. 11.122,313

Ex. 79 at 6, 12:

Widevine Client Security Levels

The following security level definitions are used by Widevine:

Security Level 1 (L1)

Widevine DRM keys and decrypted content are never exposed to the host CPU. Only security
hardware or a protected security co-processor uses clear key values and the media content is
decrypted by the secure hardware.

Key requirements of this security level:

e Device manufacturers must provide a secure bootloader. The chain of trust from the
bootloader must extend through any software or firmware components involved in the
security implementation, such as the ARM TrustZone protected application and any
components involved in the enforcement of the secure video path.

e The Widevine keybox must be encrypted with a device-unique secret key that is not

visible to software or probing methods outside of the TrustZone. The Widevine key-box

must be installed in the factory or delivered to the device using an approved secure

delivery mechanism.

e Device manufacturers must provide an implementation of the Widevine Level 1

OEMCrypto API that performs all key processing and decryption in a trusted

environment.

All content processing, cryptography, and control is performed within the Trusted Execution
Environment (TEE). In some implementation models, security processing may be performed in
different chips.

This level of security requires factory provisioning of the Widevine keybox or requires the
Widevine keybox to be protected by a device key installed at the time of manufacturing.

The Device Provisioning Models document provides additional information about Widevine
device provisioning models.

This is the recommended path for any device integration as it provides the highest level of
security.
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Ecosystem

Shaka Packager e

Lockbox (Keyboxes)

f |

License Service OEM (Device Manufacturer]
‘ |

License Proxy

Madia Comert
Google Product of Sendce
. Contert Provder
OEM
— Rpques!
— Cloxr Madia
—& Prolecied Media
— Hays | Licanss
—& Credantals

Ex. 80 at 2:

Introduction

Keysmith (Provisioning)

l

Client Device

This document describes changes to the Widevine common encryption API to support key
rotation. Key rotation allows the key used to encrypt the content to change midstream, typically

for use in live streaming.

-30 -




INFRINGEMENT CLAIM CHART FOR

LENOVO MOBILE PHONES — U.S. PATENT NO. 11,122,313

send a request for live media playback;
receive a live media playback request
response,

The computer program instructions on the Motorola Edge (2022) will cause the device to “send a request for
live media playback” and to “receive a live media playback request response.” The Motorola Edge (2022)
includes a media player, which issues a license request to a license server. The Motorola Edge (2022) media
player receives a license from the license server. The Motorola Edge (2022) media player receives a license
from the license server. The “live media playback request” corresponds to the license request. The “live
media playback request response” corresponds to the receipt of a license from the license server.

Ex. 79 at 6:

Ecosystem

Source Media
Shaka Packager
DASH Presentation

CDN

Madia Comerd
Gaogle Froduct of Serce
. Conlert Provider
QEM
—p Risquail
— Ciear Modia
—&= Proiecied Media
= Keys{Licsnse

—= Credentals

Ex. 80 at 3:

License Service
! !

License Proxy

Lockbox (Keyboxes)

t i

OEM (Device Manufacturer]

l

Keysmit (Provisioning)

OEMCrypto HAL

Client Device
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Generate License

The license exchange protocol requires no changes. If the user tunes into the live stream
described above, the client will issue a license request containing the ‘pssh’ box from the media
segment at the playback starting point. The license server will then issue a license containing
the keys for that media segment, as well as the keys for the previous key rotation period, and
the following key rotation period. Fewer keys may be provided if playing the media near the start
(previous period key omitted), or near the end (following period key omitted). This allows
content for the following key rotation period to be decrypted while the license request for it is
being processed, and for reverse trick-play.

the live media playback request
response comprising content
encryption keys and content
encryption key identifiers;

As previously indicated, the Motorola Edge (2022) media player receives a license from the license server.
The license includes: keys for the media segment, keys for the previous key rotation period, and keys for the
following rotation period. Key Ids identify the keys. The “content encryption keys” correspond to the keys
for the current, previous, and following key rotation periods. The “content encryption key identifiers”
correspond to the key Ids.

Ex. 79 at 6:
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Ecosystem

Source Media

'

Shaka Packager

—_—

License Service

Lockbox (Keyboxaes)

t l

OEM (Device Manufacturer)

! ! !

l t

- |

Maodia Conterd
Google Froduct of Senrace

I contert Provier i

OEM

—p Riquest
Keysmith (Provigioning)

— Cloar Modia

=& Prolecied Media

= Kays / Liconss

—= Credentals

Client Device

Ex. 80 at 3

Generate License

The license exchange protocol requires no changes. If the user tunes into the live stream
described above, the client will issue a license request containing the ‘pssh’ box from the media
segment at the playback starting point. The license server will then issue a license containing
the keys for that media segment, as well as the keys for the previous key rotation period, and
the following key rotation period. Fewer keys may be provided if playing the media near the start
(previous period key omitted), or near the end (following period key omitted). This allows
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content for the following key rotation period to be decrypted while the license request for it is
being processed, and for reverse trickplay.

[...]

In addition to the 100 KIDs, 100 'pssh' data blobs are returned. Each 'pssh' data blob contains
key Id, content Id, and track type. For key rotation, the 'pssh' will also contain the crypto period,
which for the example above would be as follows:

‘'pssh' (1) : crypto_period_index = 383517

‘'pssh' (2) : crypto_period_index = 383518

‘'pssh' (100) : crypto_period_index = 383616
Note that even without key_period, the pssh is sufficient to locate a key by key _id. Including
key period enables us to also prefetch adjacent keys in the same stream.

receive encrypted live media content
and manifest files from a content
delivery server, wherein the encrypted
live media content comprises one or
more content encryption key rotation
boundaries wherein each content
encryption key boundary is associated
with a change to a different content
encryption key to decrypt the received
encrypted live media content;

The computer program instructions on the Motorola Edge (2022) will cause the device to “receive encrypted
live media content and manifest files from a content delivery server, wherein the encrypted live media
content comprises one or more content encryption key rotation boundaries wherein each content encryption
key boundary is associated with a change to a different content encryption key to decrypt the received
encrypted live media content.” The Motorola Edge (2022) media player retrieves premium video content,
distributed in files, and manifest files (MPDs) from a Content Delivery Network. The premium video
content includes key rotation boundaries between key rotation periods. The Motorola Edge (2022) media
player detects the key rotation boundaries and applies a different content encryption key to decrypt the
premium video content after a key rotation boundary is reached. The “encrypted live media content”
corresponds to the premium video content. The “manifest files” correspond to the manifest (MPD), which
describe the different resolutions and bandwidth for each media file. The “content encryption key rotation
boundary” corresponds to the key rotation boundary.

Ex. 81 at5, 6,10, 11:

Architecture Component Relationships
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The Widevine DRM components work together to create an end-to-end platform for protecting
premium video content, and provides all the tools you need to go from the content preparation
stage to the final delivery on any device. The flow process begins by preparing your media with
Common Encryption and the Shaka Packager for adaptive streaming. Once prepared, the
content is encrypted with licenses which are stored on the Widevine License Server. Later,
when the encrypted content streams to the Player via a Content Delivery Network, the License
Server provides license information to a supported media player. The encrypted content is then
passed to the device's Content Decryption Module, enabling secure playback with the
OEMCrypto Module.

[...]
Media Packaging

Widevine DRM provides a complete open-source DASH packaging system called Shaka
Packager. The packager converts files of different resolutions and bandwidth to fragmented
MP4, defining equal-length segments for all desired files. A manifest (MPD) is prepared that
describes the different resolutions and bandwidth for each file. When a player receives
encrypted content, it requests the appropriate segment that will provide optimal viewing at that
moment, but can request different segments as bandwidth conditions change.

[..]

1. Receive Media from Content Delivery Network (CDN)
The browser's media engine determines that the media is encrypted. The initialization data
(InitData) is extracted from the content by the browser and sent to the Player as an event.

Ex. 80 at 3:

Rotation boundary
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The key rotation boundary occurs whenever the client encounters a new ‘pssh’ box, at which
point it will issue a new license request, but can in the meantime continue to decrypt content, as
it already has the keys required to decrypt the new key period, whether playing forwards or
backwards.

apply a first content encryption key to
the encrypted live media content
before a first content encryption key
rotation boundary;

The computer program instructions on the Motorola Edge (2022) will cause the device to “apply a first
content encryption key to the encrypted live media content before a first content encryption key rotation
boundary.” The Motorola Edge (2022) media player applies keys from the license to decrypt content before
a key rotation boundary is reached, as the license from the license server included keys to decrypt content
from the current key rotation period.

Ex. 80 at 3:

Rotation boundary

The key rotation boundary occurs whenever the client encounters a new ‘pssh’ box, at which

point it will issue a new license request, but can in the meantime continue to decrypt content, as

it already has the keys required to decrypt the new key period, whether playing forwards or backwards.

prior to reaching the first key rotation
boundary, obtain a second content
encryption key, the second content
encryption key to be used after the
first content encryption key rotation
boundary is reached; and

The computer program instructions on the Motorola Edge (2022) will cause the device to “prior to reaching
the first key rotation boundary, obtain a second content encryption key, the second content encryption key to
be used after the first content encryption key rotation boundary is reached.” The Motorola Edge (2022)
media player issues license request ahead of a key rotation period to the license server for keys for the
current, upcoming, and previous key rotation periods.

Ex. 80 at 3:

Generate License

The license exchange protocol requires no changes. If the user tunes into the live stream
described above, the client will issue a license request containing the ‘pssh’ box from the media
segment at the playback starting point. The license server will then issue a license containing
the keys for that media segment, as well as the keys for the previous key rotation period, and
the following key rotation period. Fewer keys may be provided if playing the media near the start
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(previous period key omitted), or near the end (following period key omitted). This allows
content for the following key rotation period to be decrypted while the license request for it is
being processed, and for reverse trick-play.

apply the second content encryption
key for content decryption after the
key rotation boundary is reached.

The computer program instructions on the Motorola Edge (2022) will cause the device to “apply the second
content encryption key for content decryption after the key rotation boundary is reached.” The Motorola
Edge (2022) media player applies keys from the license to continue to decrypt content after a key rotation
boundary is reached, as the license from the license server included keys to decrypt content from the
following key rotation period.]

Ex. 80 at 3, 4:

Rotation boundary

The key rotation boundary occurs whenever the client encounters a new ‘pssh’ box, at which
point it will issue a new license request, but can in the meantime continue to decrypt content, as
it already has the keys required to decrypt the new key period, whether playing forwards or
backwards.

[...]
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