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1. Introduction

The Petition’s theories as to the *313 Patent’s challenged claims rest on
fundamental misinterpretations of its lead reference, Peterka, and of the scope of
multiple claim limitations.

Limitations [1B] and [11C] of all challenged claims require that a single live
media playback request yield a single response comprising multiple “content
encryption keys.” The Petition contends that Peterka meets that requirement by
sending multiple messages, each containing one content key, to a client in response
to a single client-initiated “pull” request for content. That is incorrect. Section III,
infra. As demonstrated in detail below, Peterka consistently teaches that its “pull”
model only provides one content key per client request. Id. The Petition further
entirely misinterprets Peterka’s Figure 7B, alleging that it shows two content keys
provided in response to a single request. To the contrary, Peterka expressly teaches
that the first two content keys (CKO and CK1) in Figure 7B are provided without
any request at all. /d. Content Key 2 (CK2) is the one and only key that clients

obtain through request, which does not meet the challenged claims. /d.
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Limitations [1B] and [11C] further require ‘“content encryption key
identifiers.” The *313 Patent’s specification teaches that the recited key identifiers
must be assigned to the content encryption keys themselves. Section 1V, infra. The
Petition, however, relies on timestamps or sequence numbers assigned to the
messages that carry Peterka’s keys, and not to the content keys, as the challenged
claims require. /d. While Peterka’s approach in that respect fails to meet the claims,
the Petition itself contends that Peterka’s alternative approach uniquely identifies
content encryption keys. Pet. 24. Thus, the ordinary artisan would have had no
reason to add the recited “key identifiers” of the challenged claims to Peterka, as the
Petition separately alleges. Section IV, infra.

Accordingly, the Petition fails at multiple levels, and the Board should find
all challenged claims not unpatentable.

I1. The °313 Patent

United States Patent 11,122,313 (“the ’313 Patent”), titled “Method and
System for Secure Over-The-Top Live Video Delivery,” is directed to, among other
things, “over-the-top (OTT) media delivery and more specifically key rotation for

live streaming media.” Ex. 1001, 1:22-24.
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The ’313 Patent teaches that “[a]s content delivery models move away from
streaming distribution over private networks to Web-based delivery of files over the
public Internet, referred to as over-the-top (OTT) delivery, traditional content
protection paradigms must be modified to support new delivery protocols, e.g.,
HTTP Live Streaming. For live streaming content with long or indefinite durations,
use of a single encryption key for the entire duration increases the probability that
the key may be compromised.” Ex. 1001, 1:25-33. “The generation of new strongly
random values for use as content encryption keys and the rotation of content
encryption keys provides protection from content encryption keys being
compromised in long lived streams.” Id. at 3:11-14.

“A history of individual content encryption keys and the order in which they
were generated is maintained.” Id. at 3:36-38. “Each content encryption key in the
history is assigned a unique identifier which is referred to herein as the content
encryption key identifier.” Id. at 3:38-40.

“In one embodiment, when initiating playback of the stream, the client
requests the current content encryption key, the next future content encryption key,
and the fixed duration lifespan of the keys. The client uses the content encryption

keys to decrypt the associated content.” /d. at 3:56-61.
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“The transitioning between use of different keys is [ ] referred to herein as key
‘rotation.’” Id. at 2:4-6. “In step 310, the client 110 checks the expiration of current
content key to see if a new key should be applied. There are two cases—normal
period-based expiration, and an explicit key change notification received in step 308
that applies to the current segment being decrypted.” Id. at 11:22-26.

Claim 1 of the 313 Patent recites:

IPRE. A method for handling secure distribution of live
video content comprising:

[1A] sending a request for live media playback; receiving
a live media playback request response,

[1B] the live media playback request response comprising
content encryption keys and content encryption key identifiers;

[1C1] receiving encrypted live media content and manifest
files from a content delivery server,

[1C2] wherein the encrypted live media content comprises
one or more content encryption key rotation boundaries wherein
each content encryption key rotation boundary is associated with
a change to a different content encryption key to decrypt the
received encrypted live media content;

[1D] applying a first content encryption key to the
encrypted live media content before a first content encryption
key rotation boundary;

[IE] prior to reaching the first key rotation boundary,
obtaining a second content encryption key, the second content

4
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encryption key to be used after the first content encryption key
rotation boundary is reached; and

[1F] applying the second content encryption key for
content decryption after the key rotation boundary is reached.

Claim 11 recites:

11PRE. A computerized device operable as a client for
handling secure distribution of content, comprising:

[IIA] memory operative to store computer program
instructions; one or more processors; input/output interface
circuitry; and interconnect circuitry coupling the memory,
processors and input/output interface circuitry together,

[11B] wherein the processors are operative to execute the
computer program instructions from the memory to cause the
computerized device to: send a request for live media playback;
receive a live media playback request response,

[11C] the live media playback request response
comprising content encryption keys and content encryption key
1dentifiers;

[11D1] receive encrypted live media content and manifest
files from a content delivery server,

[11D2] wherein the encrypted live media content
comprises one or more content encryption key rotation
boundaries wherein each content encryption key rotation
boundary is associated with a change to a different content
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encryption key to decrypt the received encrypted live media
content;

[11E] apply a first content encryption key to the encrypted
live media content before a first content encryption key rotation
boundary;

[11F] prior to reaching the first key rotation boundary,
obtain a second content encryption key, the second content
encryption key to be used after the first content encryption key

rotation boundary is reached; and

[11G] apply the second content encryption key for content
decryption after the key rotation boundary is reached.

III. The Petition does not meet “the live media playback request response
comprising content encryption keys. . .” as recited in all claims

Claim 1 of the *313 Patent, limitation [1A], recites “sending a request for live
media playback; receiving a live media playback request response.” Claim 11,
limitation [11B], recites the same requirements.

Limitation [1B] further recites “the live media playback request response
comprising content encryption keys.” Limitation [11C] recites the same.

Under limitations [1B] and [11C], “the playback request response” must
comprise multiple “content encryption keys.” The Petition agrees. Pet. 22-24; Ex.

1003 9981, 84. Thus, as the Petition states, the challenged claims require that one
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“request” yields one “response” comprising multiple “content encryption keys” in
the one response. Pet. 21-23; Ex. 1003 981, 84.

Claim 1 limitations [1C2] and [ 1F] further specify that the “content encryption
keys” must be used/applied for decrypting content. See Pet. 23. Claim 11 limitations
[11D2] and [11G] recite the same.

A.  The Petition’s theory

Under the Petition’s theory, Peterka’s ‘“client-initiated requests to access
media, e.g., program content,” are each the “initiating a media playback request” of
limitations [1A] and [11B]. Pet. 19-20; Ex. 1003 99 76-77.

More specifically, the Petition relies exclusively on Peterka’s “pull” model
for key requests in order to meet the “initiating a media playback request”
requirement of the claims. Pet. 12, 18.

To meet the recited “content encryption key” of the challenged claims, the

Petition relies exclusively on Peterka’s “content key” because Peterka’s “content
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key” is used to decrypt the content, as the challenged claims require. Pet. 23; Ex.

2011 at 37:14-20.

14 Q. Only Peterka's content keys are the
15 content encryption keys of your theory, right?
1lé ATTORNEY SARWAERE: COCbjection.

17 Form.

18 THE WITHESS: That's correct.

19 That was sufficient to support my opinions
20 of invalidity.

The Petition explains that in Peterka, a content key is sent to the client in an
ECM or EMM message for content decryption, with only one content key sent in
each ECM/EMM message. Pet. 21, 24.

The Petition then alleges that when Peterka’s client makes a single client-
initiated “pull” request, it will receive multiple ECM/EMM messages in succession
(each message containing one “content key”). Pet. 21-24. The Petition contends
these multiple ECM/EMM messages constitute a single response that comprises the
required multiple “content encryption keys” of limitations [1B] and [11C]. Id.

On those bases, the Petition states that Peterka teaches providing multiple
“content keys” in response to a single “request” for live media, as claimed by the

’313 Patent. Pet. 20-22.
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B. Peterka’s teachings contradict and refute the Petition’s theory

Contrary to the Petition’s assertions, Peterka’s “pull” embodiment does not
teach providing multiple “content keys” in response to one client-initiated request
for program content. Ex. 2010 9 29. Rather, in all instances Peterka’s “pull” model
provides one content key in response to each request for program contlent, and the
Petition thus fails as to all challenged claims on that basis. /d.

Peterka discloses a multicasting system for distributing multimedia program
content to client devices. Ex. 1005 q9 2, 6. Peterka teaches that multicasting ““is
similar to the existing TV broadcast” and “delivers the same content to one or more
consumers at the same time,” such as “live content.” Ex. 1005 q 58.

Peterka discloses three “purchase models” through which its system can
provide content to clients: Pay-Per-View, Subscription, and Pay-By-Time. Ex. 1005
9 63-82. Peterka’s message structures, key types, and other teachings are all
directed to implementing its three “purchase models.” Ex. 2010 4 31. A close
analysis of Peterka’s teachings as to its different purchase models exposes the

Petition’s erroneous characterization as to (1) when Peterka makes a client-initiated
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“pull” request for a content key; and (2) how Peterka responds to each such “pull”
request.

1. Peterka’s Pay-Per-View model cannot meet the challenged
claims

In Peterka’s “Pay-Per-View” model, the client “purchases a single event” in
its entirety. Ex. 1005 9 63. To access and decrypt the pay-per-view content, the client
“pulls” one “program key,” and one “content key,” i.e., “the content key for that pay
per view program.” Ex. 1005 9 105 (emphasis added); Ex. 2010 9§ 33. Peterka defines
a “program key” or “PK” as the key-type “used to give access to an individual
program event purchased using the pay-per-view option.” Id. 9 98. Peterka defines
a “content key” as the key-type “used to encrypt the content itself,” id. 4 101, and to
decrypt the content. /d. 9 106, 116, 121, 127; Pet. 11, 23-24. Under the Petition’s
theory, only the “content key”—and not the “program key”—constitutes a “content
encryption key” for purposes of the challenged claims. Pet. 23-24; Ex. 2011 at 37:14-

20.

10
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14 o, Only Peterka's content keys are the
15 content encryption keys of yvour theory, right?
1lé ATTORNEY SARWAR: Objection.

17 Form.

18 THE WITNESS: That's correct.

19 That was sufficient to support my opinions
20 of invalidity.

Peterka expressly teaches that each “pull” request for pay-per-view content
results in a response containing only one content key. Id. § 105; Ex. 2010 9 33.
Peterka states: “Content keys, i.e., the keys used to encrypt the program content
itself, are not required to change during a pay per view event. A client can pull a
program key which is used to encrypt the content key for that pay per view program.
Thus, no other keys are required during the pay per view event[.]” Id. (emphasis
added). As Peterka states, that single content key comes along with a “program key”
(PK) because a “program key” is the key-type used in Peterka to encrypt the content
key for a pay per view event. Id. 49 98, 101, 105. Peterka describes this approach as
“a multi-tier key hierarchy to accommodate the various purchase options such as pay
per view or pay by time.” Id. § 94. Thus, although Peterka teaches providing two

keys in response to a pay-per-view request—a program key and a content key—only

11
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one of those keys is relevant to the Petition’s theory. Pet. 23-24; Ex. 2011 at 37:14-
20; Ex. 2010 9 33.

Because Peterka’s Pay-Per-View model provides only one content key in
response to one client-initiated “pull” request for content, Peterka’s pay-per-view
distribution model cannot meet limitations [1B] and [11C] and thus any challenged
claim. Ex. 2010 q 34.

2. Peterka’s Subscription model cannot meet the challenged
claims

Peterka’s “Subscription” distribution model likewise teaches that a single
content key 1s provided in response to a single client request. Ex. 2010 9] 35.

Under that model, the client “subscribes to the service,” and receives access
to a variety of content. /d. q 68. “[I]n the initial request under the subscription model,
the client requests the subscription and pulls a service key encrypted under the
unique key for that client.” Id. 9 105 (emphasis added). The client thus receives one
“service key,” id., which is Peterka’s key-type for the subscription distribution
model. /d. § 96. Along with that service key, the client also receives a single “content

key” that is “encrypted under a SK [service key] for those who are subscribers to the

12
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service.” Id. 9§ 101. Thus, the client’s initial subscription request only yields one
content key. Ex. 2010 § 35.

Peterka never teaches providing more than one content key in response to a
single service key request under the Subscription model. Ex. 2010 § 35. To the
contrary, Peterka states that a client that has received its initial service key “may
come back to the service and watch the content without negotiating any new keys”
until its first service key has expired. Ex. 1005 968 (emphasis added); id. 96 (“Once
the client has the key, the client can decrypt the content of this service until the SK
expires.”) (emphasis added). Since the client does not need to negotiate “any new
keys” during the lifespan of its first service key, the client does not receive more
than one content key in response to an initial subscription model request. Ex. 2010
9 36. This single service key and content key pairing has “a duration from several
days to several months.” Id. 4 96; Ex. 2010 9 37.

To receive a next service key upon expiration of the initial service key, “the

client requests the next version of the SK from the caching server.” Id. q§ 96

13
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(emphasis added). The next single content key would again be sent encrypted under
the new service key. /d. 4 101; Ex. 2010 9 38.

Thus, under the Subscription model (like the Pay-Per-View model), a client
must make a new “pull” “request” for each content key it requires, and the client
does not receive multiple “content encryption keys” in response to a single “pull”
request as the Petition contends. Ex. 2010 9 39.

Accordingly, Peterka’s Subscription distribution model also cannot meet
limitations [1B] and [11C], and thus the challenged claims. /d.

3. The Petition’s theory also fails under Peterka’s Pay-By-
Time model

Under the Pay-By-Time model, a client purchases one or more time segments
of content, and “pays for the duration of the content that was actually watched.” Ex.
1005 q 53. “At the time the viewer negotiates the purchase options with the OCS
[origin content server]|, the viewer may choose to select the pay-by-time option if
offered. The viewer will be told what the pay periods are and what the cost of each
pay period is. The viewer’s selection will be included in a secure object.” Id. 9 81
(bracketing added).

Under the Pay-By-Time model, the first segment of content that the client may

access is a “free preview,” as shown in Figs. 7A and 7B, below.

14
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This “free preview” can be “a movie trailer prior to broadcast of the actual
movie or an advertisement for the program material or a first portion of the actual
movie.” Id. 9 9.

To access the free preview, Peterka teaches that the client receives any
necessary content key without making any “request” for that content key. Ex. 2010
9 43. Peterka states that the content key for the free preview “is provided ahead of
time, for example, during provisioning.” Id. § 83 (emphasis added); Ex. 2010 9 43;
Ex. 1005 9 84 (“a free preview key is provided ahead of time, e.g., during
provisioning, to a client as shown in block 420.”) (emphasis added); id. 9 85 (“In
block 408, a content key is provided. The content key is encrypted with a free
preview key as shown in block 412. The encrypted content key is then provided to
the plurality of clients as shown by block 416.”); id. 4 103 (defining “Free Preview
Key (FPK)” as a key “used to distribute the CK [content key] or the PSK [program
segment key] that in turn encrypts the CK for the content during the initial free
preview period. This may be a fixed key known to all clients or distributed during
provisioning.”) (emphasis and bracketing added).

The unrequested content key provided for the “free preview” segment allows

the client “to decrypt the program material and obtain a preview of the program

16
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without charge.” Id. 9 83. Peterka thus provides the content key for the free preview
to clients without request because clients do not request a “free preview”; the free
preview is provided to them to motivate a purchase of paid content. Ex. 2010 9 43.
44,

In Figs. 7A and 7B, this first unrequested content key for the “free preview”
segment is labeled as CKO, “content key 0,” or “Key 0.” Ex. 1005 Figs. 7A & 7B,
19 92, 93, 122. Because Peterka provides the content key for the free preview
segment without request, this key (e.g., CKO in Figs. 7A & 7B) cannot meet
limitations [1B] and [11C] and thus cannot meet the challenged claims.

After the “free preview,” the next content segment a client can access in the
Pay-By-Time model is an “Initial Viewing Period.” Ex. 1005 q 90 (describing the
“initial viewing period” as immediately following the “free preview period”); id. §
93 (with respect to Fig. 7A, describing the segment after the “free preview period”
as the “initial viewing period”).

In Figure 7B, this “initial viewing period” is labeled as the “initial key

distribution period.” Id. 4 131 (with respect to Figure 7B, stating that the period

17
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defined by CK1 “is called the initial viewing period, or equivalently, the initial key

distribution period.”) (emphasis added).
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To access the “initial viewing period,” clients are provided a “group key” and
a “content key” encrypted under the group key. Id. 4 127 (describing the key
distributed to clients for accessing the “initial viewing period” as “referred to herein

29 ¢¢

as a group key,” and further teaching that a “second key,” “referred to as a content
key,” is encrypted under the group key and provided to clients for decrypting the
“initial viewing period” content); id. § 102 (defining “Group Key” or “GK” as the

“key used to distribute the CK [content key] or the PSK [program segment key] that

18
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in turn encrypts the CK for the initial viewing period.”) (bracketing added); id. 9 93
(with respect to Fig. 7A, stating: “Key 1 would represent a group key itself or a
content encryption key encrypted under the group key used during the initial viewing
period.”); id. § 122 (“Fig. 7B shows an entitlement control message in which a
content key is encoded with a group key (ECM:[CK1]GK).”); Ex. 2010 9] 48.

Like the free preview, Peterka also gives clients the content key for the “initial
viewing period” without request, and this content key is also provided to clients
ahead of time, encrypted under the Group Key. Ex. 2010 9 49; Ex. 1005 102
(“Clients will get the GK [group key] ahead of program events sold on PPV [pay-
per-view]| or PBT [pay-by-time] basis, for instance during the provisioning.”); id.
127 (*“One method of implementing an initial viewing period is to distribute a
common key to potential participants ahead of time, e.g., prior to distribution of
program content. Such a key is referred to herein as a group key.”) (emphasis added);
id. (“Since every client would receive a group key in such a situation, all clients

could, in theory, receive the first part of the content for free.”)! (emphasis added);

! Peterka’s reference to “first part of the content” here refers to the initial viewing
period, as the surrounding teachings in Paragraph 127 make clear; it does not refer
to the earlier “free preview period,” which is not necessarily “the content,” but may

instead be a trailer or advertisement for the content. Ex. 1005 9 9.
19



[PR2025-00004
PATENT OWNER’S RESPONSE

id. 9 128 (“the group key is distributed ahead of time”); id. § 59 (stating that the
“group key” is “known in advance to registered clients”) (emphasis added); id.
127 (further teaching that the “content key” for decrypting the “initial viewing
period” is also provided to clients with the group key, prior to any request for the
content from the clients); id. 102 (defining “Group Key” or “GK” as the “key used
to distribute the CK [content key] or the PSK [program segment key] that in turn
encrypts the CK for the initial viewing period.”) (emphasis added); id. § 93 (with
respect to Fig. 7A, stating: “Key 1 would represent a group key itself or a content
encryption key encrypted under the group key used during the initial viewing
period.”); id. § 122 (“Fig. 7B shows an entitlement control message in which a
content key i1s encoded with a group key (ECM:[CK1]GK).”).

Thus, in Peterka’s Figs. 7A and 7B, Content Key 1 (CK1)—the content key
for the initial viewing period or initial key distribution period—is provided to
Peterka’s clients without request. Ex. 2010 94 50. At this stage there has been no
client-initiated content key request, and thus there has been no “pull.” /d.

Peterka’s request-less provisioning model for the initial viewing period

content key (CK1 in Fig. 7B) is by explicit design. Ex. 1005 990; Ex. 2010 § 51.

20
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Most clients are expected to request (i.e., purchase) Pay-By-Time content
toward the end of the free preview period and in the beginning of the “initial viewing
period” (equivalent to the “initial key distribution period” in Fig. 7B). Id. § 91.
Peterka shows this in Figs. 7A and 7B, where a line graph representing “number of
requests” peaks at the beginning of the “initial viewing period,” and remains high
for the initial portion of that segment. Figs. 7A & 7B.

Peterka teaches that if clients have not already been provided the content key
for the initial viewing period (i.e., CKI1 in Figs. 7A and 7B), many clients who
choose to purchase content will face a service interruption because there would not
be “enough time to communicate with the server, and receive the key necessary to
decrypt” that segment. /d. § 90; Ex. 2010 9 51. “The initial viewing period concept
invention provides a way to enable continuous viewing despite the latency in server
key distribution.” Ex. 1005 9 90. As Peterka explains, providing the content key to
the “initial viewing period” to clients without request “allow[s] viewers to receive
the beginning of a program during this period when the server is distributing keys to
those who have purchased the program material.” Id. 9 126.

Peterka recognizes that its request-less provisioning of the initial viewing

period content key means that all clients can view that content segment for free. /d.

21
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9 127 (*“Since every client would receive a group key in such a situation, all clients
could, in theory, receive the first part of the content for free.”); id. q 133 (“a first
portion of the program content i1s multicast to a plurality of clients at no charge”).
But Peterka teaches dynamically defining the length of the “initial viewing period”
based on client demand in order to mitigate that problem. /d. § 133; Ex. 2010 q 51.

Peterka’s unrequested content key for the “initial viewing period” segment
(e.g., CKl1 in Figs. 7A & 7B) also cannot meet limitations [1B] and [11C] and thus
cannot meet the challenged claims. Ex. 2010 9 52.

In Peterka, the first requested content key that a client can receive for Pay-
By-Time content is the content key for the segment after the “initial viewing period.”
Id. 9 93; Ex. 2010 q 53. For purposes of Figures 7A and 7B, this first requested
content key is labeled Content Key 2 (CK2) or Key 2. Ex. 1005 9 93.

Peterka teaches that “Key 2 would be the actual content encryption key
delivered only to those clients that purchased the content. Thus clients that tune to
the content first view a free preview, and make a decision to buy. Those who make
such requests use the group key [already provided] to allow their viewing experience

to continue. The server would deliver Key 2 during this time, so that those viewers

22
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could continue viewing the remainder of the content in a continuous fashion.” /d.
(emphasis and bracketed text added).

Thus, under the Pay-By-Time model, the client’s first “request” for content
corresponds to its decision to purchase a content segment, and the first content key
provided in response to such a purchase request is Content Key 2 (CK2). Id. 99 93,
129-131; Ex. 2010 9 53.

As noted, the Petition explicitly relies exclusively on Peterka’s “pull” model
for content key distribution. Pet. 11 (*“The Grounds herein rely on Peterka’s pull
model.”) (emphasis Petition’s); Pet. 17-18 (“Every element of claims 1 and 11 is
satisfied by or obvious over Peterka’s pull method.”).

In the context of Peterka’s Pay-By-Time distribution scheme, Peterka’s “pull”
model only provides one content key in response to each client request. Ex. 2010
54. Peterka teaches that in “pull” mode, “a server receives a request for a
cryptographic key,” and “logs the request for the key,” i.e., one key. Ex. 1005 9 106
(emphasis added). “/T[he key and its expiration time are distributed to the client in
response to the request by the client.” /d. Under the pull model, “the responsibility
of determining when a new key is required can be passed to the client,” and

“program content is distributed for decryption by the client utilizing the
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cryptographic key that was requested.” Id. (emphases added). Peterka Ilater
reiterates: “Under a pull key distribution model, each client requests @ new key and
1s individually responded to by the key distribution server.” Id. § 110 (emphasis
added). Peterka further states that a client “can monitor the expiration time of the
program segment key and send an individual key update request before the key
expires. Again, this is a way of implementing the ‘pull”” model under Peterka’s
teachings. Id. § 114 (emphasis added).

Thus, under Peterka’s “pull” mode, each client request receives one key in
response to each request, and a client must make a new request each time it seeks a
new key. Ex. 2010 9] 54. Peterka’s Figure 8, which depicts the operation of its “pull”

mode, confirms that teaching. /d.

RECEIVE REQUEST FOR A CRYPTOGRAPHIC 410
KEY FROM A CLIENT — %1

LOG THE REQUEST FOR THE KEY

DISTRIBUTE THE KEY TO THE CLIENT IN
RESPONSE TO THE REQUEST

DISTRIBUTE PROGRAM CONTENT FOR
DECRYPTION BY THE CLIENT UTILIZING THE |- §22
KEY

BILL CLIENT BASED UPON LOG ENTRY(IES) |-— §2@

Fig. ¢
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A client that purchases content through Peterka’s Pay-By-Time distribution

[13

scheme using Peterka’s “pull” mode would thus request a single new content key
for each next paid content segment it wishes to purchase, and would receive that
single content key in response. Ex. 2010 9 55.

Accordingly, the Petition is incorrect in its assertion that “Peterka teaches
distributing multiple keys (e.g., multiple ECMs) to a client—e.g., for the current and
next media segment—in response to such a request.” Pet. 12 (emphasis original)
(citing Ex. 1005 9 80, 130, Fig. 7B, Ex. 1003 99 50-51); Pet. 19-20 (additionally
citing Ex. 1005 9 53, Ex. 1003 4 76).

As shown, Peterka does not teach distributing multiple content keys (the only
relevant key type) in response to a single “pull” request, as the Petition alleges and
its theory requires. Ex. 2011 at 37:14-20; Ex. 2010 99 56-57.

In Fig. 7B, neither the first ECM carrying Content Key 0 (CKO) encrypted
under a free preview key (FPK), nor the second ECM carrying Content Key 1 (CK1)

encrypted under a group key (GK), was provided in response to any request. Ex.

2010 9 58. Rather, as shown above through extensive teachings in Peterka, both
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content keys were provided “ahead of time,” before any client-initiated request for
content. /d.

The first requested content key in Figure 7B is Content Key 2 (CK2). /d. But
Content Key 2 is also the last content key that will be provided in the embodiments
of Figures 7A and 7B. Ex. 1005 94 92 (“Content keys 1 and 2 illustrate an example
where only two keys are required to decrypt the remainder of the program content.”);
Ex. 2010 9 58. Content Key 2 is thus the only requested content key in Figures 7A
and 7B. Ex. 2010 q 58.

The Petition thus incorrectly relies on Figures 7A and 7B as disclosing the
multiple “content encryption keys” requirement of the challenged claims, and those
figures and the associated teachings cannot demonstrate unpatentability. /d.

In particular, the Petition is entirely incorrect in stating that Figure 7B “shows
two content keys CKO and CK1 distributed in separate ECMs for each request
received during a free preview period [ ], and two content keys CK1 and CK2
distributed in separate ECMs for each request received during an initial key
distribution period [ ].” Pet. 20-21 (emphasis added); Ex. 1003 § 78; Ex. 2010 9§ 62.

In Figure 7B, CKO and CK1 are both distributed without request, as shown. Id. CK2
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is the only single content key distributed in response to a request, which fails to meet
the claims. /d.

The Petition’s reliance on Peterka’s statement that “each rabbit is given keys
to the current as well as the next segment,” Ex. 1005 9 80, is similarly unavailing.
There, Peterka does not teach one request resulting in a response comprising two
content keys to two segments. Ex. 2010 9 59. Rather, that passage explains that the
key for the next segment will be provided during the current segment to avoid service
interruptions. Id.; Ex. 1005 9 80. This i1s consistent with the rest of Peterka’s
teachings. For instance, in Figure 7B, the content key for the initial viewing period
(Content Key 1) is provided during the free preview period to avoid service
interruptions. Ex. 2010 9 59. Although each “pull” request results in one content key,
the requests and responses are timed so that the next key arrives during the period
for the current key to avoid service interruptions. As a result, the client has two
content keys during a given segment—the key for the current segment and the key
for the next segment. Ex. 2010 9 59.

The Petition’s reliance on Peterka’s paragraph 130 fails for similar reasons.
Paragraph 130 is directed to Peterka’s “guaranteed period.” As shown below in Fig.

7B, the “guaranteed period” is a sub-set of the initial viewing period (or “initial key
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distribution period”). Ex. 1005 q 130 (“the initial key distribution period is shown

lasting longer than the guaranteed period”).
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The “guaranteed period” defines the time in which clients can request a single
content key for the next segment (Content Key 2 or CK2) and receive that single
key during the current segment (the initial viewing period) to avoid service
interruptions. /d. § 130 (“Thus, the next content key will have been obtained by a
purchasing user prior to the initial key distribution period elapsing.”) (emphasis

added); id. 9 131 (“Thus, to provide a satisfying user experience, all clients who
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request access to an event . . . during the ‘guaranteed period’ will be guaranteed to
receive the content without interruption.”); Ex. 2010 § 61.

Like paragraph 80, paragraph 130 simply teaches providing one content key
for a next segment during a current segment (in response to one request) to avoid
service interruptions. Ex. 2010 § 61.

The Petition’s reliance on Peterka’s paragraph 53 is even farther afield. Pet.
17, 19-20. That paragraph provides a very general description of Peterka’s pay-by-
time distribution model; it says nothing about providing multiple content keys in
response to one request, as the Petition contends. Ex. 2010 q 63.

The Petition additionally misinterprets Peterka’s paragraph 105, which states
that, under the “pull” model, “each client keeps track of the keys and their expiration
times and actively requests new keys before the current keys expire so as to avoid
service interruptions.” Ex. 1005 q 105 (emphasis added).

That statement refers generically to “keys,” does not refer to “content keys,”
which is the only relevant key type for the Petition’s theory. Pet. 21-22; Ex. 2011 at
37:14-20; Ex. 2010 9] 64.

Peterka teaches that content keys are encrypted under at least one other key

corresponding to the relevant distribution model for the requested content. Ex. 1005
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101 (Teaching that the content key can be distributed “(1) encrypted under the PSK
for those viewers who select the pay-by-time option, (2) encrypted under the PK or
UK for users who select the PPV option; or (3) encrypted under a SK for those who
are subscribers to the service.”); Ex. 2010 9 64.

Peterka’s reference to requesting multiple “keys” in connection with its “pull”
model, Ex. 1005 9] 105, refers to requesting and obtaining one content key and at
least one other non-content key under which the content key is encrypted, such as a
“program key” for pay-per-view content. Ex. 2010 q 64; Ex. 1005 4 105 (“A client
can pull a program key which is used to encrypt the content key for that pay per view
program. Thus, no other keys are required during the pay per view event[.]”)
(emphasis added).

Peterka depicts this approach in Figure 7B, which shows that content key 2
(CK2) is provided in an ECM message encrypted under a program key (PK), which
is the key for pay-per-view distribution. Although two keys are sent in the ECM
message that transports CK2, there is only one content key. Fig. 7B. Accordingly,

Peterka’s paragraph 105 does not teach that a client’s single “pull” request receives
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multiple content keys in response, as the Petition’s theory requires. Ex. 2011 at
37:14-20; Ex. 2010 9 64.

The Petition additionally contends that it would have been obvious to an
ordinary artisan “to package multiple keys/entitlement messages (ECMs or EMMs)
into a ‘single’ ‘combined’ ‘multicast message,’ . ...” Pet. 21-22, 26 (citing Ex. 1003
11 80, 96). This allegation likewise fails to cure the Petition’s deficiency.

As a threshold matter, the Petition only presents this obviousness theory
contingent on an interpretation of “response’ that requires a single message. Pet. 21-
22, 25-26. Patent Owner has not relied on such an interpretation of “response.”
Rather, it has demonstrated that each “pull” request in Peterka yields only one
content key in “response,” sent in only one message. Accordingly, the Petition’s
obviousness theory is irrelevant and non-responsive to the argument presented here.

Nonetheless, the Petition’s obviousness allegation also fails on the merits in
view of each of Peterka’s distribution models.

In Peterka’s pay-per-view model, the client only receives one requested

content key (e.g., CK2 in Figs. 7A and 7B), which lasts for the remaining duration
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of the pay-per-view event. Ex. 2010 q 66. There are thus no other content keys to
package and send in response to a client request for pay-per-view content. /d.

Under Peterka’s Subscription model, the client receives a single content key
that lasts for several days to several months. /d. q 67. There is thus no need to send
the client additional content keys for future subscription periods that are many days
or months away. /d.; Ex. 1005 q 96 (teaching that clients can request the next content
key “adequately far enough in advance so as to avoid overloading the server.”).

Moreover, the Petition’s obviousness modification would cause problems of
over-inclusivity and under-inclusivity in content key distribution for both Peterka’s
pay-by-time and subscription models. Ex. 2010 q 70.

The Petition’s proposed modification requires sending clients a ‘“single
combined multicast message” containing multiple content encryption keys for
successive segments or subscription periods. Pet. 21-22, 26. A “multicast message”
is a single message that is sent to multiple clients simultaneously. Ex. 2010 9] 69.

Sending “a single combined multicast message” with multiple content keys
for multiple segments (pay-by-time model) or multiple subscription periods
(subscription model) to multiple clients would give certain clients access to

additional future content that they did not purchase. Ex. 2010 9 71. This would be
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over-inclusive and would defeat the purpose of Peterka’s pay-by-time and
subscription models. /d. An ordinary artisan would not find that approach desirable
or “efficient.” Id.

At the same time, the multicast message for multiple future content keys
would be sent before eventual new clients have joined the multicast distribution
group. The Petition’s modification would thus also cause under-inclusivity in
content key distribution. Ex. 2010 9] 72.

This is illustrated by Peterka’s use-case examples selling segments “fashion
shows” and “sustained sports events (e.g. Olympics)” under the pay-by-time
scheme. Id. §72. These are events with long durations that do “not have a well
defined start or end time or a self-contained plot[.]” Id. Long after the start of the
live stream event, new clients will decide to purchase discrete content segments,
such as a particular Olympic event. Ex. 2010 9 72. Under the Petition’s modification,
Peterka’s system will have already sent out the content key(s) for the segment(s)

these new clients seek in a prior multicast message that did not include them. Ex.
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2010 9 72. As a result, a new message will have to be sent, contrary to the Petition’s
alleged ““efficiency” motivation. /d.

Nor does Peterka itself teach that the Petition’s modification is a “viable
option,” as the Petition contends. Pet. 21-22 (citing Ex. 1005 49 104, 121); Ex. 2010
q173.

Peterka’s paragraph 104 is directed to sending individual keys intended for
“individual clients” and encrypted under each client’s “Unique Key” or “UK.” Ex.
1005 9 104; Ex. 2010 4 75. Peterka these that these keys can be sent individually in
a unicast message, Ex. 1005 9 104, but teaches they can also be “combined into a
single multicast message” and sent to multiple clients at once, leaving each intended
client to identify and obtain the key directed to it. /d. 4104; Ex. 2010 9 75. So that
clients can find the individual key directed only to them within the bundled
multicast, “a user identification” must often be included in the individual messages
(EMMs) that are bundled together. /d. §120; Ex. 2010 9] 75.

This teaching in Peterka is thus analogous to sending seven boxes each

containing seven keys for seven different individuals to seven different addresses.
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Ex. 2010 9 75. Since each key is only useful to ene recipient, no recipient would
obtain anything they were not supposed to have. /d.

The Petition’s modification, by contrast, requires placing multiple content
keys for multiple successive content periods into one message and multicasting that
message to multiple clients at once. Ex. 2010 9 76. In this scenario, all clients receive
multiple keys they can use to decrypt multiple successive content segments or
subscription periods, whereas not all clients will necessarily have purchased all of
that content, thus defeating Peterka’s distribution models. /d. An ordinary artisan
would not have been motivated to modify Peterka in that manner. /d.

Finally, the Petition’s reliance on Suzuki to support its obviousness theory is
likewise unavailing. Ex. 2010 9 77. Suzuki’s paragraphs 76 and 77 do not teach
transmitting multiple “content encryption keys,” they only disclose providing “key
information relating to the key currently in use (key A) and the next key to be used
(key B).” Ex. 1006 9 76-77; Ex. 2010 § 77. And Suzuki is not directed to a pay-by-
time, pay-per-view, or subscription distribution model, in which a content key grants
access to content that different clients must individually decide to purchase in

discrete units or increments, as in Peterka. Ex. 2010 q 77. Accordingly, Suzuki could
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not motivate providing Peterka’s clients with unpurchased content for segments or
subscription periods that were designed to require a purchase. /d.

Accordingly, the Petition does not meet or render obvious limitations [1B]
and [11C] under its theories with respect to any Grounds. /d.

IV. The Petition does not meet “content encryption key identifiers” as recited
in all claims

Claim 1 limitation [1B] and claim 11 limitation [11C] further recite “the live
media playback request response comprising. . . content encryption key identifiers.”

The ’313 Patent states: “A history of individual content encryption keys and
the order in which they were generated is maintained. Each content encryption key
in the history is assigned a unique identifier which is referred to herein as the content
encryption key identifier.” Ex. 1001 at 3:36-40.

In view of that language, the specification imposes two requirements for
“content encryption key identifiers.” Ex. 2010 99 81-82. First, each content
encryption key identifier must be “unique” in the context of all content encryption

keys maintained in the “history.” /d. Second, each content encryption key identifier
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must be “assigned”’ to the corresponding content encryption key itself. Id. This
second requirement is further confirmed by the words “key identifier.”

The Petition contends that Peterka’s teaching of “a sequence number or a time
stamp” assigned to ECM/EMM messages, Ex. 1005 9 121, meets the recited “content
encryption key identifier” of the challenged claims. Pet. 24. The Petition contends
that Peterka’s ECM/EMM time stamps or sequence numbers are unique to each
ECM/EMM message, and each ECM/EMM “carries a different content encryption
key.” Id. Mr. Wechselberger further states that Peterka’s message sequence numbers
or timestamps “can be used to uniquely identify the key that was in the ECM or
EMM.” Ex. 1003 9 89. Alternatively, the Petition alleges it would have been obvious
to modify Peterka to “use a key identifier to identify the content key in an
ECM/EMM.” Pet. 25. As another alternative, the Petition alleges it would have been
obvious to combine Peterka with Suzuki to add key identifiers to Peterka’s client
request response. Pet. 49-51. And with respect to claims 5 and 15, the Petition’s
Ground 5 further proposes a four-reference combination that would include the use

of timestamps as content key encryption identifiers to allow clients “that held keys
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for multiple future segments” to determine “which key to apply at the next rotation
boundary.” Pet. 64.

A.  Peterka’s message sequence numbers or timestamps are message
identifiers, not “content encryption key identifiers”

Contrary to the requirement that a “content encryption key identifier” is an
identifier assigned to the content encryption key itself, Ex. 2010 99 79-82, Peterka’s
sequence numbers or timestamps are only assigned to its ECM/EMM messages, and
not the content key included in those messages. Ex. 1005 9 121 (teaching that the
disclosed sequence number or time stamp is provided under “a format for such
messages”); Ex. 2010 9 88. As the Petition itself states, “the sequence
number/timestamp is unique to each ECM/EMM]|.]” Pet. 24 (emphasis added).
Peterka’s sequence numbers or time stamps are thus not “content encryption key
identifiers”; they are only message identifiers, which cannot meet the challenged
claims. Ex. 2010 ¢ 88.

Indeed, Google’s expert admitted at his deposition that Peterka’s sequence
numbers or time stamps are “tied to the ECM or EMM].]” Ex. 2011 at 38:14-20
(emphasis added). And he further stated in his declaration that Peterka’s sequence

numbers or time stamps “can be used to uniquely identify the key that was in the
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ECM or EMM,” Ex. 1003 9§ 89 (emphasis added), thus acknowledging that they are
not assigned to the relevant key in Peterka’s message. Ex. 2010 9 89.

The Petition’s obviousness proposal further confirms its concession that
Peterka’s message time stamps or sequence numbers are not themselves “key
identifiers.” The Petition states: “POSITAs would have been motivated . . . to
implement Peterka’s client to receive and use a key identifier to identify the content
key in an ECM/EMM.” Pet. 25 (emphasis added). If Peterka already had such key
identifiers, the Petition would not have proposed an obviousness modification for
adding them. Ex. 2010 9 90.

Separately, in Peterka’s “pull” model, each content key request receives only
one key in response. Ex. 2010 9 91. Peterka thus also does not teach a request
response that includes multiple “content encryption key identifiers” as the
challenged claims require. /d.

B.  The Petition fails to demonstrate obviousness with respect to
“content encryption key identifiers”

The Petition’s obviousness contentions as to “key identifiers” likewise fail.
The Petition first contends that Peterka’s Figure 7B “shows delivery of
content keys with unique designations—CKO0, CK1, CK2,” and that this would have

motivated the ordinary artisan to “use a key identifier to identify the content key in
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an ECM/EMM.” Pet. 25 (emphasis Petition’s). Not so. Peterka uses CK0, CK1, and
CK2 as descriptive labels for its patent figures and teachings; it does not disclose or
suggest sending any such labels to clients as key identifiers. Ex. 2010 § 93.

The Petition further contends that “POSITAs would have recognized the need
to differentiate between keys” in Peterka’s unmodified system, and would have been
motivated to use key identifiers as a solution. Pet. 25.

But the Petition itself defeats that motivation by explaining that Peterka can
already 1dentify content keys by using the allegedly unique sequence numbers or
time stamps assigned to each message carrying a single content key. Pet. 24; Ex.
2010 9 93. Peterka can thus differentiate between keys using message identifiers,
and has no need for additional “key identifiers” as recited in the challenged claims.
Ex. 2010 9 93.

For the same reasons, the Petition likewise defeats its own motivation as to
the combination of Peterka and Suzuki. Pet. 46-47 (contending “[a] POSITA would
have recognized the importance of [key] identifiers to differentiate amongst keys,
and that providing unique values (such as key numbers) to keys would ensure that

the system does not confuse keys.”). Since the Petition states Peterka’s message
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identifiers already serve that purpose, there would be no motivation to add key
identifiers Peterka does not need to solve a problem it does not have. Ex. 2010 q 94.

Finally, the Petition’s Ground 5 modification based on the combination of
Peterka, Bocharov, Suzuki, and Peterka308 likewise rests on a false factual premise.
Pet. 63-67. The Petition contends that applying time stamps to Peterka’s content keys
as “key identifiers” would have been useful “for a client that held keys for multiple
future segments, because it could readily compare the current playback location of
a media stream to the respective location information of the future segment keys to
determine which key to apply at the next key rotation boundary.” Pet. 63-64
(emphasis added). The Petition further states: “Implementing Peterka308’s teaching
would have beneficially allowed clients to more effectively manage keys obtained
for segments multiple periods in advance.” Pet. 64-65 (emphasis added).

But as shown extensively above, Peterka does not teach or render obvious
providing a client with multiple content keys for “multiple future segments” or

“multiple periods in advance.” Ex. 2010 4 96. Accordingly, an ordinary artisan could
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not have been motivated to modify Peterka to better manage multiple content keys
obtained multiple segments in advance. /d.

For the reasons above, the Petition thus does not meet the “key identifiers”
requirement of all challenged claims on any Grounds.

V. Conclusion

For the reasons above, the Board should find all challenged claims not

unpatentable.
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/Kayvan B. Noroozi/
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