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Fig4 Move SIP Control Flow and RTP Stream. The Flow Chart
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METHOD FOR MULTIPLE LINK QUALITY
OF SERVICE FOR VOICE AND VIDEO OVER
INTERNET PROTOCOL

The present application claims the benefit of and priority to
U.S. Provisional Patent Application No. 61/036,377 filed on
Mar. 13, 2008, which is hereby incorporated by reference in
its entirety.

The invention described applies to computer and telecom-
munications networks, where software or other digital logic
such as FPGAs, ASICs are used in the control and transmis-
sion of video or audio payloads over networks using the
Internet Protocol (IP). Embodiments could be in networked
computers, cell phones, routers, switches, firewalls, gate-
ways, session border controllers, and miscellaneous network-
ing devices connecting to both wireless and wired networks.
The invention applies equally to transmission over private
network links and paths, or over the public Internet.

The main standard protocols in use for audio and video
over IP networks are the Session Initiation Protocol (SIP),
Session Description Protocol (SDP) as defined in [1], [2]
respectively, and lastly the Real Time Protocol (RTP) and
RTP Control Protocol (RTCP) as defined in [3]. These are the
standard protocols in use with Voice over Internet Protocol
(VoIP), as well as in various video and video-conferencing
protocol stacks that run on top of IP. Practitioners of ordinary
skill in the art will also be familiar with computers, routers,
firewalls, VoIP gateways, VoIP session border controllers,
video session border controllers, and other networked devices
that implement Network Address Translation (NAT) as
described in [5]. A variant of NAT is Port Address Translation
(PAT) where many devices can share a single public IP
address; the technique involves careful use of TCP and UDP
port numbers. More information about PAT can be found in
[9]. NAT and PAT are important because of the necessity of
security and quality-of-service gateway devices, as well as
other devices operating at the Application Layer of the TCP/
IP reference model; these are often deployed at a user’s pre-
mises when connecting to the Internet or private network
operators. The necessity and demand by users that voice and
video over Internet be able to successfully interoperate with
these application gateway devices is well established.

Practitioners of ordinary skill in the art may also be familiar
with Internet routing protocols, such as BGP as defined in [4].
Studies have shown recently that BGP networks are suscep-
tible to numerous short-lived instabilities that adversely
affect audio and video streams transported over the Internet;
VoIP calls in particular are adversely affected by various
Internet instabilities related to BGP [6]. Video or audio calls
that are in progress tend to break when these instabilities
occur, as extensively documented in [6].

SIP/SDP and RTP have proven to be extremely difficult to
operate in networks involving NAT and PAT, as explained in
[7], [8]. For example, many security firewalls implement
NAT/PAT. More often than not, audio and video traffic using
SIP/SDP and RTP tend to break when firewall methods (or
other software methods involving NAT or PAT) are encoun-
tered in the processing path of these same SIP/SDP and RTP
traffic.

A number of prior art “gateway” devices exist for video and
audio over IP traffic. These usually provide a security firewall
function. More significantly, they frequently offer a quality of
service (QOS) feature. In this case, the wide area network
(WAN) link is typically a bottleneck where voice and video
traffic may compete for scarce bandwidth with data traffic
(such as file transfers). Such gateways often are advertised as
performing QOS enforcement by traffic shaping or rate lim-

20

25

30

35

40

45

50

55

60

65

2

iting or rate policing, on the single WAN link. Voice and video
traffic are often given better treatment by limiting the amount
ot bandwidth consumed by normal data traffic (such as PC file
transfers).

The field of the invention also relates to both mobile and
non-mobile domains in voice and video communications.

Inthe prior art, no technology exists whereby with multiple
links or paths available in a mobile or non-mobile domain,
where these alternate paths are combined intelligently to pro-
vide the best quality of service for VoIP or Video over IP.

Example in the non-mobile domain: if an Internet voice
call is originating in a device (computer or gateway or other
embodiment) and multiple WAN links are available concur-
rently, each representing a different Internet path, there is no
prior art that solves the problem of determining the “best” link
at any given time, where “best” is defined as the link or path
that provides the best quality. Voice or video quality over a
given path is often determined by various metrics, such as
packet loss, jitter, packet re-sequencing, packet duplicate cre-
ation, MOS scores, etc. In the prior art, if an established VoIP
call is in progress, and a quality of service degrade event
occurs in the middle of a call (such as packet loss, link failure,
increased jitter etc.), the speakers usually lose the call in the
middle of their conversation.

Not all quality events are degrade events on an active link.
Example: A quality of service event could also occur on a
network link which is not currently in use; in this case voice
or video traffic is currently being placed on some link other
than the one on which the event occurred. If the inactive link
suddenly becomes of significantly higher quality than the
active one, it may be desirable to move the voice or video
payload (in reality an RTP flow) from the currently active
link, to the better-quality link. What is lacking in the prior art
is the ability to move the call “at will” and with full confidence
that the call will not break; it usually does break because of
the traditional difficulty of handling NAT and PAT in the
presence of SIP and RTP protocols. This is depicted in FIG. 7.

It is important to understand that in the prior art, dynamic
IP routing protocols (such as BGP, OSPF, IS-IS and others) do
not solve the non-mobile domain problem—how to pick the
best path among several concurrent ones—so that quality
never degrades. For example, if there is a 5-second interval
where packet loss is high—it may be 10% packet loss, which
is known to cause severe degradation for voice—these
dynamic routing protocols do not make any path change to
correct the problem. Five seconds of unacceptable voice qual-
ity is enough to make the speakers hang up the phone.

Since the prior art routers have difficulty dealing with these
issues, it has become clear to practitioners of ordinary skill in
the art that voice and video quality control needs to be
asserted—in terms of auto-detection of quality degrades and
consequent actions to recover quality—in devices other than
routers—more specifically in various types of application
layer devices, including possibly the voice and video end-
points. Examples of such application layer devices are VoIP
or video gateways/firewalls, QOS gateways, SIP phones, cell
phones which are SIP/RTP enabled, and videoconferencing
terminals.

Unfortunately, prior art gateways have problems when
multiple WAN or Internet links need to be treated as alternate
paths. As mentioned earlier, in the prior art, when a voice or
video call is moved, a NAT or PAT often has to be performed.
In the general case of a SIP/RTP user endpoint (such as an
Internet phone, videoconference station, IP TV receiver—see
501 in FIG. 3) communicating with a SIPIRTP server—de-
picted as 502 in FIG. 3 (in the case of voice, this SIP server is
often called an IP PBX)—it is often found that moving a call
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from one path to another path to get a better call quality results
in the call itself breaking. Sometimes, additional devices
called Session Border Controllers (SBC) are inserted in front
of the SIP server at an Internet data center to try and fix this
problem. Unfortunately—the cost of additional SBC equip-
ment at the data center is an unnecessary economic burden;
not to mention these SBCs are not able to detect quality
degrades at remote locations and auto-correct for them when
alternate paths do exist. The SBC in some deployment sce-
narios is not even aware of the existence and identity, as
expressed in source [P address ranges, of these alternate Inter-
net or WAN paths. An SBC deployment example is shown in
FIG. 8. If FIG. 8 were applied to the example of hosted IP
PBX service, a service provider manages the SBC 703, but
the customer manages the WAN links (paths) 721 and 722
shown in FIG. 8, without the service provider or the SBC
being aware of these. Hence the prior art SBC is an unsatis-
factory and inadequate solution for achieving and maximiz-
ing quality of service when multiple links are available across
the remote network.

Because of the expense and other issues of deploying
SBCs, many customers are attempting to deploy voice or
video with multiple WAN links, as shown in FIG. 3. A gate-
way 501 is installed at customer premises to provide security
and quality of service—these are 2 essential functions in most
networks. In FIG. 3 today, with a prior art gateway, calls do
break when the gateway attempts to move calls from one path
to another.

In addition to the non-mobile domain where multiple link
choices exist, prior art also does not work well in the mobile
domain sense in networks where SIP, RTP and IP are used.
This is where different IP paths can be selected at different
points in time. A good example is cell phone roaming and
handoff from one base station to another base station: in many
instances the calls do break when the handoff occurs.

SUMMARY OF INVENTION

A method for achieving multiple link quality of service for
video and voice calls over Internet links, or over IP links
running in private networks, is described. This method
applies to both the non-mobile domain (alternate paths exist
in one place at the same time) as well as the mobile domain
(one path is used at any one place at a given time, but the user
device roams from place to place). This method can be imple-
mented as either computer software or other digital logic
(ASIC or FPGA). Using this invention, voice and video calls
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can be moved at will from one path to another, as many times
asrequired during a single conversation, without breaking the
RTP voice or video payload stream. The benefit is that
embodiments of this invention have a significantly higher
probability that a call never breaks under various conditions
of quality degrade. This includes the case of link and router
failures, which are treated as a special case of quality degrade
in the context of voice and video.

In one embodiment (a non-mobile domain example) a
gateway with multiple links to the Internet delivers maximum
quality of service to SIP capable phones installed behind it, as
in FIG. 3.

In another embodiment (a mobile domain example), a cell
phone with a SIP/RTP over IP stack roams from one base
station to another, where each base station also implies a
different IP default router for the cell phone, as in FIG. 6. In
this case, again any call quality degrade or call break event is
avoided or minimized by using the methods described in the
invention.

DETAILED DESCRIPTION OF INVENTION
Brief Description of the Drawings

FIG. 1, FIG. 2, FIG. 25, FIG. 3 and FIG. 6 depict some but
not all embodiments of the invention.

FIG. 4 is a flow chart of the method for achieving quality of
service for voice and video over IP, using multiple links in
either a non-mobile domain or mobile domain. Each step in
the flow chart is explained in a table below.

FIG. 5 is a Finite State Machine that describes how to
implement the invention in digital logic or software in the
exemplary embodiment. Other methods of implementation
will be understood by practitioners in the art.

DETAILED DESCRIPTION

As mentioned, those of ordinary skill in the art can use
either the FSM in FIG. 5, or the Flow Chart in FIG. 4, in order
to implement the methods in the embodiments described
herein.

In this section we focus on clarifying the flow chart in FIG.
4 with a more detailed description of the methods involved, as
well as providing additional clarification for those of ordinary
skill in the art.

The Table below begins by giving a description of each of
the blocks depicted in FIG. 4 100, 110, 120, 130, 140, 150,
160, 170, 180, 190, 200, 210, 220, 230 and 240.

Flow Chart Description

Number

Brief Description A More Detailed Description

100

110

120

130

140

SIP session in A SIP session has been established with at least

progress one RTP stream is active.

Stream quality These events occur when the RTP stream quality

event drops below or exceeds configured quality
thresholds. The thresholds can be based on MOS
scale, SWiQI index, jitter, latency, out of order
packet events, packet loss events, packet
duplication events and RTCP events.

Stream load An RTP stream may be signaled to move in order

balancing to achieve the desired load balancing results.

Admin move The administrator may want to move specific

RTP streams to a different WAN link.

Only RTP streams traversing a WAN link should
be moved. Local RTP streams that stay only on
the LAN should not be moved.

Is remote stream?
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-continued

Flow Chart Description

Number  Brief Description A More Detailed Description
150 Alternate path RTP streams will only be moved when there is an
available? alternate WAN link available for use. An ISP
outage or poor quality scores on a WAN link may
cause a particular link to be marked unavailable.
160 Select SIP server, Once a new WAN link has been selected, the SIP
Send Re-Invite, server is chosen to send a SIP INVITE request.
Update sequence The request will contain the IP address and
number TCP/UDP port information for the WAN link that
the RTP stream will use. The SIP signaling
sequence number must be maintained between
the SIP device and the server.
170 Server accept If the SIP server does not accept the request,
request? then the RTP stream will not be moved and the
session will continue as before.
180 Server challenge The SIP server may challenge subsequent SIP
request? INVITE requests on an active SIP session.
190 Send invite When the SIP server challenges the SIP INVITE
authentication request, the SIP INVITE must be re-sent with the
proper authentication information.
200 Authentication If the authentication fails, then the RTP stream
successful? will not be moved and the session will continue
as before.
210 Attempt move, The dialog with the SIP server must be
Update sequence completed before the RTP stream can be moved.
numbers The state involving the SIP signaling sequence
number (often referred to as the “cseq” value,
must be maintained throughout the dialog. For a
new “transaction” this number must
monotonically increase; for a re-transmit of an old
transaction, it must remain the same.
220 Move successful? Did the dialog with the SIP server to move the
RTP stream complete successfully?
230 Do not change The RTP stream will not be moved and the
session will continue as before.
240 Update stream Move the RTP stream to the designated WAN

link.

An Embodiment of the Invention

An embodiment of the invention that we have built is
described here; what follows is an example of a non-mobile-
domain use of multiple WAN links. We will describe a QoS
voice/video gateway which includes all steps of the method
described in FIG. 4. It has been tested and verified for the
economical and highly desirable deployment scenario
depicted in FIG. 9, where no server side SBC is needed.

With reference to FIG. 9, the multi-link QoS gateway 910
has 3 logical network interfaces 961, 962 and 963. In this
example 3 routers on the user local area network 990 connect
the user to the public Internet 940—these routers are 921,922
and 923. Network interfaces 961, 962 and 963 correspond to
globally routable public IP addresses belonging to the 3
access Internet Service Providers shown in FIG. 9 as 931, 932
and 933 respectively. If any of these access Internet links are
DSL or cable modem networks, then it is possible for the
elements shown as 921, 922 and 923 to be DSL or cable
modems, instead of IP routers in the traditional sense; the
methods are still applicable as practitioners will be familiar
with protocols such as DHCP [10] and PPPoE [11], which are
used by the gateway to obtain dynamic public IP addresses in
these cases.

In FIG. 9 a SIP user endpoint 990 is shown communicating
with a SIP/RTP server 950; while this is a voice example, with
990 being a SIP phone and the server being an IP PBX,
practitioners of ordinary skill in the art can also use it for
video-based embodiments, as long as the methods for han-
dling SIP and RTP in FIGS. 4 and 5 are adhered to.

40

45
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In this embodiment, 3 alternate paths for quality of service
in the non-mobile-domain are shown:

Path 1: 900, 910, 961, 921, 931, 940, 950

Path 2: 900, 910, 962, 922, 932, 940, 950

Path 3: 900, 910, 963, 923, 933, 940, 950

The gateway 910 described here appears to the routers 921,
922 and 923 as a transparent bridge; other embodiments
could include the gateway actually appearing as a router, or
incorporating one or all of the routers 921, 922 and 923. An
embodiment of the invention 1010—whereby the WAN
router modules 1021, 1022, 1023 are incorporated into the
QOS gateway—is shown in FIG. 12.

Various algorithms for detecting failures and degrades, as
well as relative improvements in quality between links over
time can be implemented (110 in FIG. 4). For example, in one
embodiment, the RTP stream in both directions is sampled at
their natural arrival rate—which is once per 20 milliseconds
in most VoIP cases where no loss occurs. By applying statis-
tical techniques over a small number of sampling intervals
(any value from 4-20 intervals is good) it is possible to detect
changes in various quality conditions within 80 ms-200 ms.
While this is one embodiment, those of ordinary skill in the
art will recognize that step 110 can have a multiplicity of
embodiments which need not be described here. Suffice it to
say that the detect algorithm needs to be fast—so fast that
auto-detect and auto-correct in the case of bad quality can be
performed in under 2 seconds. We have built embodiments
that perform this in under 1 second. In a multi link QoS
context, fast detect is important because if more than a few
seconds transpire and a voice or video call becomes unusable,
the human users tend to give up and the call is considered
“broken.”
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Those of ordinary skill in the art will also recognize that
embodiments are capable of deciding, while a SIP/RTP ses-
sion is in progress, that a stream needs to be moved for load
balancing reasons as depicted in FIG. 4 as step 120. For
example there may be 2 phones that are currently active as
depicted in FIG. 10 as 900 and 901.

Initially the paths are as follows:

Stream 1 Phone 900: 900, 910, 961, 921, 931, 940, 950

Stream 2 Phone 901: 901, 910, 961, 921, 931, 940, 950

In other words, initially both streams use essentially the
same WAN path represented by access ISP 1. Suppose a large
PC file transfer gets triggered on the same path represented by
ISP 1, which the gateway becomes aware of, and the gateway
now decides to preemptively optimize for VoIP quality by
moving Stream 2 to a better path, and suppose this better path
is ISP 3; this can be done without breaking the RTP call that
is already in progress.

Steps 140, 150, 160, 170, 180, 190, 200, 210, 220 and 240
can now be executed to move the stream “at will.”

The final paths after the move are:

Stream 1 Phone 900: 900, 910, 961, 921, 931, 940, 950

Stream 2 Phone 901: 901, 910, 963, 923, 933, 940, 950

Most importantly, the call does not break during the move
of the stream.

Those of ordinary skill in the art will also recognize another
embodiment is possible where for administrative reasons, a
stream may be moved while a session 100 is in progress. For
example, it may be known in advance that the path repre-
sented by ISP 1 is going to be “taken down for service main-
tenance” in 20 minutes. Admin commands to move both
streams depicted in FIG. 10—from path (961, 921, 931, 940,
950) to path (962, 922, 932, 940, 950) for example, can also
be implemented in this invention, following the same steps in
FIG. 4.

Those of ordinary skill in the art will also recognize that
embodiments with multiple SIP server registrations are pos-
sible concurrently with an intermediate VoIP or video gate-
way 910; this is shown in FIG. 11. In these cases, the Select
SIP Server step is needed as part of Step 160 in FIG. 4. Fora
call not to break, the SIP re-invite message of Step 160 needs
to be sent to the same SIP server that handled the original SIP
Invite for the call.

Those of ordinary skill in the art will recognize that the
transport layer port and IP address parameters for the “move”
can be conveyed in appropriately formulated SIP/SDP head-
ers in the re-invite message, see step 160 in FIG. 4. In addition
the “cseq” field requires proper handling, as described in the
Flow Chart Description table above.

Another Embodiment of the Invention
Mobile Domain

Another example of where the invention may be applied is
in cell phone roaming (or any other mobile device that uses
cellular technology and faces problems of calls dropping
when handoff occurs from one base station to another). The
invention prevents dropped calls during hand off in an all-IP
type network. If in addition, the following 2 conditions are
met, then calls will not drop when roaming. These conditions
are (a) the cell phone uses VoIP protocols SIP and RTP over
1P, and (b) the cell phone always communicates with the same
SIP server—that it originally registered with, for the entire
duration of one call (630 in FIG. 6) as it moved from the first
base station (605 in FIG. 6) to a second base station (606 in
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FIG. 6). As long as all these conditions are met, an embodi-
ment of the invention in the cell phone will produce no
dropped calls during handoff.

Those of ordinary skill in the art of cellular and VoIP
technology will recognize that the embodiments are not lim-
ited to cell phones, but to all mobile devices that use SIP, RTP
and IP protocols.

We claim:

1. A method of enhancing the reliability of a transmission
from a source to a destination in a communications network
using a network protocol that operates on top of the Internet
Protocol (IP), the method comprising:

transmitting data between a source and destination over a

first network path made up of one or more network links

where at least one of the network links is to a local area

network that is remote from the transmission source; and

switching the transmission from the first network path to

one of a plurality of alternative network paths;

wherein said transmission is not disrupted as a result of
said switch to the one of a plurality of alternative
network paths, said transmission contains audio or
video data and at least one Network Address Transla-
tion (NAT) is performed on said transmission;

said transmission uses the Real Time Protocol (RTP);

said transmission uses the Session Initiation Protocol
(SIP); and

the SIP signaling sequence of the transmission is main-
tained after said switching from the first network path
to the one of a plurality of alternative network paths.

2. The method of claim 1 wherein the switch from the first
network path to the one of a plurality of alternative network
paths occurs as a result of a stream quality event.

3. The method of claim 1 wherein the switch from the first
network path to the one of a plurality of alternative network
paths occurs as a result of stream load balancing.

4. The method of claim 1 wherein the switch from the first
network path to the one of a plurality of alternative network
paths occurs as a result of an administrator move.

5. The method of claim 1 wherein a SIP server associated
with the one of a plurality alternative network paths may
authenticate the transmission before it is switched.

6. The method of claim 1 wherein the source device is a
mobile device.

7. The method of claim 6 wherein one or more of said
plurality of alternative network paths become available to the
mobile device during roaming.

8. A communications network comprising:

a transmitting device;

a receiving device;

a first network device;

a second network device;

the transmitting device and receiving device operable to

maintain a data transmission over a first network path

that is made up of one or more network links where at

least one of the network links is to a local area network

is remote from the transmitting device;

wherein the first network device is operable to switch the
transmission from the first network path to one of a
plurality of alternative network paths without disrupt-
ing the transmission; the second network device is
operable to perform a Network Address Translation
(NAT) on said transmission;

said transmission contains audio or video content;

said transmission is made using the Real Time Protocol
(RTP);

said transmission uses the Session Initiation Protocol
(SIP); and
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said transmission’s SIP signaling sequence is main-
tained after said switching from the first network path
to the one of a plurality of alternative network paths.

9. The system of claim 8 wherein said switching from the
first network path to the one of a plurality of alternative
network paths occurs as a result of a stream quality event.

10. The system of claim 8 wherein said switching from the
first network path to the one of a plurality of alternative
network paths occurs as a result of stream load balancing.

11. The system of claim 8 wherein said switching from the
first network path to the one of a plurality of alternative
network paths occurs as a result of an administrator move.

12. The system of claim 8 wherein the SIP server associ-
ated with the one of a plurality alternative network paths may
authenticate the transmission before it is switched.

13. The system of claim 8 wherein the transmitting device
is a mobile device.

14. The system of claim 13 wherein one or more of said
plurality of alternative network paths become available to the
mobile device during roaming.

15. A method of enhancing the reliability of a transmission
from a source to a destination in a communications network
using a network protocol that operates on top of the Internet
Protocol (IP), the method comprising:

transmitting data between a source and destination over a

first network path made up of one or more network links

where at least one of the network links is to a local area

network that is remote from the transmission source;

switching the transmission from the first network path to

one of a plurality of alternative network paths;

wherein said transmission is not disrupted as a result of
said switch to the one of a plurality of alternative
network paths, said transmission contains audio or
video data, and at least one Port Address Translation
(PAT) is performed on said transmission;

said transmission contains audio or video content;

said transmission contains data used in the control of the
audio or video transmission;

said transmission uses the Real Time Protocol (RTP);

said transmission further uses the Session Initiation Pro-
tocol (SIP); and

the SIP signaling sequence of the transmission is main-
tained after said switching from the first network path
to the one of a plurality of alternative network paths.

16. The method of claim 15 wherein the switch from the
first network path to the one of a plurality of alternative
network paths occurs as a result of a stream quality event.

17. The method of claim 15 wherein the switch from the
first network path to the one of a plurality of alternative
network paths occurs as a result of stream load balancing.

18. The method of claim 15 wherein the switch from the
first network path to the one of a plurality of alternative
network paths occurs as a result of an administrator move.
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19. The method of claim 15 wherein a SIP server associated
with the one of a plurality alternative network paths may
authenticate the transmission before it is switched.

20. The method of claim 15 wherein the source device is a
mobile device.

21. The method of claim 20 wherein one or more of said
plurality of alternative network paths become available to the
mobile device during roaming.

22. A communications network comprising

a transmitting device;

a receiving device;

a first network device;

a second network device;

the transmitting device and receiving device operable to

maintain a data transmission over a first network path

that is made up of one or more network links where at

least one of the network links is to a local area network

is remote from the transmitting device;

wherein the first network device is operable to switch the
transmission from the first network path to one of a
plurality of alternative network paths without disrupt-
ing the transmission; and said the second network
device is operable to perform a Port Address Transla-
tion (PAT) on said transmission;

said transmission contains audio or video content

said transmission is made using the Real Time Protocol
(RTP)

said transmission further uses the Session Initiation Pro-
tocol (SIP); and

said transmission’s SIP signaling sequence is main-
tained after said switching from the first network path
to the one of a plurality of alternative network paths.

23. The system of claim 22 wherein said switching from the
first network path to the one of a plurality of alternative
network paths occurs as a result of a stream quality event.

24. The system of claim 22 wherein said switching from the
first network path to the one of a plurality of alternative
network paths occurs as a result of stream load balancing.

25. The system of claim 22 wherein said switching from the
first network path to the one of a plurality of alternative
network paths occurs as a result of an administrator move.

26. The system of claim 22 wherein a SIP server associated
with the one of a plurality alternative network paths may
authenticate the transmission before it is switched.

27. The system of claim 22 wherein the transmitting device
is a mobile device.

28. The system of claim 27 wherein one or more of said
plurality of alternative network paths become available to the
mobile device during roaming.





