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Description

[0001] The invention relates to communications networks in which a local area network {LAN) is connected to a wide
area network {(WAN), via a plurality of communications links.

[0002) Fordomestic users it is conventional to access the Internet and the World Wide Web using dial-up connections
over telephony links. There is an increase in the use of broadband connections, which are either provided over cable
TV networks or by DSL over the PSTH. However, there are some communities for which it is not possible to provide
with broadband connections, either because they are too far from a CATVY network or a8 PSTN exchange or because
there are insufficient numbers to make a broadband installation economic for the netwark operator.

[0003] Patent application number US 2003/081582 discloses a system in which & packet is fragmented into several
packet fragments, transmitted via concurrently operaling satellite channels and recombined on receipt by a ground
controller.

[0004] According lo a firsl aspect of the present invenlion there is provided a melhod of sending data over a commu-
nications network, the method comprising the steps of an originating terminal in a local area network comprising a
plurality of terminals for running client applications and connecting to the Internet generating a request for a content
server; the originating terminal dividing the request into a plurality of packets; the originating terminal distributing the
plurality of packets between a first plurality of terminals in the local area network, 2ach of said first plurality of terminals
having a respective wide area connection to the Internet, the plurality of packets being distributed over the local area
network; each of said first plurality of terminals transmitting packets received during step (o) over said associated wide
area connection to a reconstitution server located on the Intermet; the reconstitution server receiving the plurality of
packets and sending the plurality of packets to the content server. Additionally, the content server sending content data
to the reconstitution sarver in response to the requaest received in step (e), the data being sent as a plurality of content
data packets; the reconstitution server distnbuting the plurality of content data packets to the first plurality of terminals
over the respective wide area connections; the first plurality of terminals sending the plurality of content data packets to
the originating terminal; and the originating terminal receiving the plurality of content data packets to re-create the content
data.

[0005] Preferably the plurality of packets are distributed to the first plurality of terminals in a round-robin basis. It is
further praferrad that the round-robin distribution of the plurality of packets is weighted and that the round-robin weighting
is determined in accordance with the bandwidth of the respective wide area connection between the terminal and the
Internet.

[0006] According toa second aspect of the present invention there is provided a communications network comprising;
a plurality of terminals for running client applications and connecting to the Internet, the terminals being connectad by
a local area network and at least some of said plurality of terminals having a respective wide area connection to the
Internat, the Internat including a reconstitution server and a plurality of content servers, wheregin, in use, an originating
terminal in the local area netwark generates a request for one of the content servers, divides the request into a plurality
of packels and distributes the plurality of packets between a plurality of terminals via the local area network, each of
said plurality of terminals sends packets received lo the reconstitution server via respective wide area connections, and
the reconstitution server sends the plurality of packets o the content server, Furthemmore, the content server sends
content data to the reconstitution server in the form of a plurality of content data packets, the reconstitution server
distributes the plurality of content data packets between the plurality of terminals over the respective wide area connec-
tions, the plurality of terminals route the plurality of content data packets to the originating terminal; the orginating
terminal recenes the plurality of content data packets and re-creates the content data.

[0007] One or more of said plurality of terminals may have more that one respective wide area connection. The local
area network may comprise one of more terminals, further to said plurality of terminals, not having a wide area connection.
[0008] Each of the active terminals in the local area network may comprise a list identifying the other active terminals.
Each active terminal may periodically send a first status message to the other terminals in the local area network to
indicata that it is active. Furthermore, an activa terminal may send a second status message to the other terminals in
the local area network prior Lo becoming inaclive,

[0008] A prelerred embodiment of the invention will now be described by way of illustration only and wilth respecl to
the accompanying drawings, in which

Figure 1 shows a schematic depiction of a communications network according to the present invention; and
Figure 2 shows schematic depiction of the implementation of Layered Service Providers (LSP) in a communications
network according to the present invention.

[0010] Figure 1 shows a schematic depiction of 8 communications network according to the present invention, com-
prising LAM 100 and WARN 200. The LAN 100 comprises a plurality of LAN terminals 110a, 110b, 110¢, ... each of which
are connecied to one or more other terminals 110 by LAN connections 115. Furthermore, the LAN comprises one or
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more WAN connections 120 that connect a LAN terminal to the WAN 200. The WAM 200 comprises one or more network
access servers (MAS) 210a, 210b, reconstitution server 230 and a plurality of content servers 240, LAN terminal 110c
has a WAN connection 120 to both NAS 210a and 210b, whilst LAN terminal 110e has no WAN connection 120 and
only a LAN connection 115,

[0011] In operation, a LAN terminal 110 may communicate with one of the content servers using a plurality of the
WAN connections, so as to provide increased bandwidth for the communication. Conventionally, the request to access
a data resource stored on a content server comprises a number of packets and these packets are transmitted to the
content server using the WAN connection associated with the terminal.

[0012] Using a method according to the present invention, terminal 110a distributes the request packets amangst the
other LAN terminals, with the LAN terminals transmitting the request packets to the WAN via the WAN connections. The
request packets are numbered sequentially and are routed, via the NAS 210 to the reconstitution server 230, where the
request packets are sent to the appropriate content server 240,

[0013] Inresponse, the content server delivers Lhe requesled dala resource in the form of a pluralily of data resource
packets o the reconslitution server. The data resource packets are then transmitted to the plurality of LAN terminals,
via the respective MNAS, using the plurality of WAN connections,

[0014] When the data resource packets are received by the LAN terminals the packets are forwarded to the LAN
terminal that initially requested the data where the data resource packets can be re-assembled in the correct order and
the data resource accessed by the terminal. Thus, the present invention enables a LAN terminal to aggregate the plurality
of WAN connections in order to provide a virtual connection having an increased bandwidth,

[0013] It is preferred that the LAN terminals are connected via the LAN using the Internet Protocol. Any LAMN transport
medium may be used, incleding standard Ethernet cables, wireless LAN technology (such as 802,11/ or Bluetooth),
IF over electricity lines, etc. |t is also preferred that each LAN terminal has an active WAN link in addition to a LAN
interface (it is possiole to have one or more LAN terminals which do not have a WAN connection, although this will have
the effect of reducing the efficiency of the present invention as the ratio of LAN terminals to WAMN connections will be
reduced. Typically the WAN link will be a PSTN or ISDN dialup connection, with connectivity to the global Internet via
any ISP. It should be understood, however, that other access lechnologies such as DSL. cable modems., satellite, etc.
can also be shared using the method of the present invention. Typically the WAN will be the Internet, although it may
be a corporate or academic WAN, The NAS will typically be operating protocols such as SLIP (Shared Line Internat
Frotocol) andior PPP {Foint to Point Protocol) to control the communications over the plurality of WAN connections.
[0016] The LAN terminals typically comprise a standard PC running popular client applications such as e-mail, WWw
browser, media streaming, network games, etc. Additional routing software is installed onto the LAN terminals which
ensure that outgaing packets are re-directed to active LAN terminals. There are various ways of accomplishing this
inzluding placing the network card into promiscuous mode, creating a 'default route’ or a platform specific method, such
as Layered Service Providers (LSP) for Microsoft Windows. In the example discussed below it will be assumed that the
LEP method is used. It will be understood that the invention may also be implemented on PCs using other operating
systemns, such as Linux and Macintosh OF, or on other devices such as sel lop boxes, game consoles, etc that are
capable of making network connections.

[0017] Figure 2 shows a schemaltic depichon of the implementation of LSP, in which LSP (Layered Service Providers)
113 is created as a 'dummy’ layer, in between the TCFIP application 112 and the TCPAP stack 114, If LSF is implemented
then outgoing packets are trapped. if the packet is destined for a local host, then the packet is allowed to pass unmodified
to the TCRIP stack; whilst if the packet is destined for a2 remote network the packet is sent to one of the LAN terminals.
As the packet's destination address has now changed. the orginal intended destination IP address and port nead to be
appended to the packet's payload. It is possible to determine whether a packet is routed o a remote or local host using
knowen methods, such as examining the LAN card's host mask.

[0018] In order for packets to be routed to LAM terminals efficiently it is necessary that each LAN terminal is awane
which of the other LAN terminals are active. Each active LAN terminal notifies the other LAMN terminals and the recon-
stitution server that they are still active by pericdically transmitting an "ACTIVE" message. If a LAN terminal is to be shut
down, i.e. the lerminal is being swilched off then a "SHUT DOWN" message will be ransmittad. In the evenl that a LAN
terminal goes down unexpectedly e.g. power is losl, then the other LAM terminals and the reconslitution server can infer
that a LAN terminal is no longer active by the failure to receive "ACTIVE" messages,

[0019] If a LAN terminal fails to transmit an "ACTIVE" message for a predetermined period of time then it will be
removed from the table of active LAN terminals, which is used to determine which terminals packets may be sent to. If
a LAM terminal has shut down unexpectedly and other LAN terminals are still sending packets to it then there is no way
to recover this situation. To the applications generating a request packet it will appear as if there was network congestion
and the packets were dropped. If the application uses a reliable transport such as TCP then lost packets will be auto-
matically recovered.

[0020] The LAM terminals status massages may be sent using unicast (typically UDP) messages to each of the other
LAN terminals, however since LANs are generally a shared media, a more efficient means of accomplishing this is by
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sending multicasl or broadcast messages. It is prefemred for the LAN lerminals Lo send slalus messages (o the recon-
stitution server using LUDP or TCP. In & preferred embodiment, a LAN terminal can be inferred to be active if it is still
sending packets for forwarding and thus there is no requirement for LAM terminals to send status messages if they are
currently sending packets.

Table 1.

LAN terminal IP address | Port Numbear | Missed Announces | Waight
10.0.1.3 7654 0 1
10.0.1.4 7654 5 1
10.0.1.5 4567 2 3

[0021]) Table 1 shows a lypical LAN terminal rouler lisl As well as listing the IP address of aclive LAN lerminals a porl
number is also advertised. This allows a single LAN terminal to run multiple instances of the router software e.g. a single
computer could have 8 phone lines and modems conrected to i, LAN terminals allocate one port which other LAN
terminals send packets to, and may possibly allocate a further port for packets being recenved from the reconshitution
SErvEer.

[0022] When a LAN terminal sends requests to the other LAN terminals, the request may be sent using a simple
round-rabin technique. While this is simple to implement, it may nat be particularly efficient if the different LAN terminals
are have WAN connections that have significantly different bandwidth capacitias,

[0023]) According toa prefered embodiment of the present invention all LAN terminals have an associated weighting
value which signifies the capacity of the WAN connection to route packets to the WAN. For example & 28.8kbps madem
might have a weighting of 1, a S8kbps modem a weighting of 2, a dual ISDN dialup a weighting of 4, 500kbps ADSL a
weighting of 18, elc. These weightings are used to determine the LAN terminals to which packets will be routed. For
example, it LAN lerminal A has a 56kbps conneclion, LAM lerminal B has a 28.8kbps connection and LAN terminal C
has a 56kbps connection and the reconstitution server wants to send a 5 packet response, it would balance the responses
across the 3 LAN terminals as follows: A, B, C, A, C.

[0024] The LAN terminals may have different weightings for upstream and downstream transmissions as many acoess
methods do not have symmetrical upstream and downstream bandwidths, Weightings can either be set manually by a
user (or the network administrator) or can be worked out automatically by monitoring the throughput associated with
various upstream and downstream data transfers

[0025] When a LAM terminal receives a packet from one of the other LAN terminals it verifies that the packet is valid,
e.g. the checksums are correct, and if not the packet is dropped. If the packet is valid, the packet header is modified
wherahy the new source |P address and port are that of the LAN terminal’s and the new destination address is that of
the reconstitution server.

[0026] On LAN terminal start-up, the erminal contacts a reconstilution server in order o log onto the server (some
form of terminal identification and authentication may be required). The reconstitution server will inform the LAN terminal
which port it should communicate on and information is stored as an additional field in the active LAN terminal list held
on the reconstitution server. The LAN terminal will use this port to communicate with the reconstitution server until the
reconstitution server advises of an update,

[0027] As well as modifying the packet header, the LAN terminal needs to append the IP address of the onrginating
LAM terminal to the packet, adding 4 additional bytes to the payload. This is in addition to the 6 payload bytes already
added recording the content server IF address and port when the LSP layer forwarded the packet. The port number of
the originating LAN terminal does not need to be ancapsulated in the payload as the outgoing port of this packet will be
set to have the same valua,

[0028] When the reconstitution server recaives an IP packet from a LAN terminal, it checks that the sender is authorised
to use the service. It then cregtes a dedicated output port that is associated with the IP address and port of the originating
LAMN terminal. It then knows that any responses received on that dedicated port are destined for the particular IP address

and porl.

Table 2
Dedicated Port 54725
Sourca P 10.0.1.1
Source Port 5173
4
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{continued)
LAM identifier 15
Last used timestamp | 2135325385

[0029] The reconstitution server maintains a table of the dedicated output ports, and what hosts they map o (see
Table 2). If an incoming dedicated port is not used for a pre-determined peried, for example 5 minutes, then the port is
made available again for re-use as it is assumed that there is no further traffic coming. When the port is used, that "last
used' limestamp is updated, where the imeastamp is stored in 32 bil UTC time format (UTC represents the number of
milliseconds since 18 January 1970). When a packel i5 received containing an IP address and port number for an
originating LAN terminal that are not currenthy represented in the table a new port entry is made,

[0030] The reconstitution server then sends the packet to the IP address and port of the content server from the
dedicated port (specifying its own |P address as the source |P address for the hop), after stripping out the 10 bytes
added to the payload as they are no longer needed. When the content server responds it will send its response (o the
dedicated port at the reconstitution server, The reconstitution server determines which LAN the packets are destined
for and performs a weighted round-robin decision to determine which of the LAN termirals the packets should be sent
to. Before the packets are sent the |P address of the content server and the IP address and port numbers of the originating
LAMN terminal are appended to the packet payload so that the originating LAN terminal can re-create the intended packet
header, The content server's port number can be inferred by setting the outgoing port number to the same - thus saving
2 bytes payload overhead.

[0031] When the LAM lerminal receives a packel, it extracts and removes Lhe oniginaling LAN lerminal IP address and
content server IP address/port numbers. It then re-creates the header that the originating LAN terminal expects to ses,
by replacing the source/destination |P address and ports. The LSP stack on the LAM terminal will only modify outgoing
packeals, not incoming, and 50 the packel is passed to the application layar unmodified.

[0032] This system uses principles similar to IP firewalls and network/port address translation software and as such
inherits some of its inherent limitations such as outgoing initiated data transfers are only allowed, and externally initiated
data transfers are not generally allowed without building exception rules into the software. This prevents, for example,
many peer to peer and locally hosted web services from working.

[0033] Anexampleof packet routing is given in Appendices A-D balow, A UDP client-server application called "AddliiUp’
is assumed, in which the client sends three packets each containing a number. The server responds by echaing the
negative of the number back to the client. When the server receives the third number, it adds all three numbers up and
sends back a fourth packet containing the summation of the three numbers.

[0034] TheLAM terminal IP address is 10.0.1.1 and uses port 8111 for incoming and oulgoing traffic for thal application.
The content server's |P address is 132.146.15.101 and uses port 7111 ferincoming and cutgoing traffic for that application.
The LAN housing the LAN terminal has identity 15 and has been given the port 10015 on the reconstitution server for
incoming traffic. The reconstitution server's IP address is 200.101.55.1 The reconstitution server and the originating
[0035] LAM terminal know that the following LAN terminals are currently active on LAN 15:

Table 3
IF Address | Port | Missed Announces | Weight
10.0.1.3 TE54 ] 1
10.0.1.4 4587 2 1

[0036] The present invention will work even if the LAN terminals use differant ISPs to connect to the internat. Howaver,
if all LAMN terminals use the same ISP and the |SP deploys a reconstitution server on their network, the amount of overall
backbone iraffic is reduced as lhere is less traversing of backbone networks. In addition the data flow will be more
predictable, increasing the quality of some services such as media streaming, as packets routed via the networks of a
number of ISPs may take radically different paths across the Internet, and this can be a cause of packet jitter,

[0037] Extensive research has shown that single user Internet connections are typically left unused 90% to 95% of
the time as users. Therefore itis unlikely that there would be much local contention problem. Additional policy enforcement
can easily be added to ensure a single user within the community does not use a disproportionate amount of the shared
bandwidth,

[0038] With shared network connectivity it is possible for users to utilise their phone line for voice calls etc. whilst still
using the Intarnet {via the collective connections). Mormally a user has to disconnect from the Internet to use their phone
line for calls. The same principles can be applied to non-1P networking technologies such as AppleTalk.

[0039] Itis envisaged that the invention is suitable for use in communities in which it is not possible, for economic or
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technological reasons, Lo provide broadband services such as DSL or cable internel links. By aggregaling a number of
FSTH andior ISDN links it is possible to provide users with & greater bandwidth, that with a sufficient number of users

may approach or exceed that provided by DSL. The invention may also be used to aggregate broadband connections

to provide a connection having further increased bandwidth. Groups of LAN terminals may be organised into a community
that share a number of WAN connections. It is possible that a single LAN may comprise more than one such community

of LAN terminals and that a LAMN terminal may be a concurrent meamber of mere than one community of LAN terminals.

[0040] The imeention may also be implemeanted within offices and campuses, ete., as telephone lines can be usad for

data services when not being used for voice services. The use of the phane lines may replace or complemeant a dedicated

Internat connection. ISDN would be ideal for such an application as it has a quick setup/tear down process.

APPENDIX A
[0041]
Packet 1
AdditUp Clent. Source: 1000.1.1 port 8111
Send 44", Destination: 132.146.15.101 port 7111

Payload: 44

LSP intercepts. Sends to first LAN terminal in active list

Source: 10.0.1.1 port 8111
Destination: 10.0.1.3 port 7654
Payload: 44
{132.146.15.101,7111)

LAM terminal forwards o Reconslitution server

Source: 10.0.1.3 port 8111
Destination: 200.101.55.1 port 10015
Payload:44
(132.146.15.101,7111,10.0.1.1)

Reconstitution server allocates dedicated port 20001 for source
10011 /8111

Source; 200.101.55.1 port 20001
Destination: 132.146.15.101 port 7111
Payload: 44

AdditUp server echoes back the negative number,

Source: 132.146.15.101 port 7111
Destination: 200.101.55.1 port 20001
Paylaad: -44

The reconstitution server looks up the dedicated port entry and sends
the packet to the next round-robin LAN terminal on LAM 15 (which
happens to be 10.0.1.4)

Source: 200.101.55.1 port 3111

Destination: 10.0.1.4 port 4567 Payload: -44

{132.146.15.101.7111,10.0.1.1)

The LAMN lerminal receives the packet, reconstructs the header and
forwards to the onginating LAN terminal.

Source: 132.146.15.101 port 7111
Destination: 10.0.1.1 port 8111
Payload: -44

APPENDIX B
[0042]
Packet 2
AddiiUp Client Source: 10.0.1.1 port 8111
Send "5’ Destination: 132.146.15.101

port 7111
Payload: 5

LSP intercepts. Sends to second LAN terminal in active list.

Source: 10.0.1.1 port B111
Destination: 10.0.1.4 port 4567
Payload: &
{132.146.15.101,7111)
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{continued)

LAM terminal forwards to Reconstitution server

Source: 10.0.1.4 port 8111
Destinaticn: 200.101.55.1 port 10015
Payload: 5
{132.146.15.101,7111,10.0.1.1)

Reconstitution server has already allocated dedicated port 20001 for Source
10,000 /8111

Source: 200.101.55.1 port 20001
Destination: 132.146.15.101

port 7111
Payload: 5

AdditUp server echoes back the negative number

Source: 132.146.15.101 port 7111
Destinaticn: 200.101.55.1 port 20001
Payload: -5

The reconstitution server looks up the dedicated port entry and sends the
packet to the next round-robin LAN terminal on LAN 15{happens to be
10.0.1.3)

Source: 200.101.55.1 port B111
Destination: 10.0.1.3 port 7654
Payload: -5

{132.146.15.101,7111,10.0.1.1)

The LAN terminal receives the packet, reconstructs the header and forwards
to the ariginating LAN terminal,

Source: 132.146.15.101 port 7111
Destination: 10.0.1.1 port 8111
Payload: -5

APFENDIX C
[0043]
Packet 3
AdditUp Client. Source: 10.0.1.1 port B111
Send 18 Destination: 132.146.15.101 port T111

Payload: 18

LSP intercepts. Sends to next LAN terminal in active list

Source: 10.0.1.1 port 8111
Destination: 10.0.1.3 port 7654
Payload: 18(132.146.15.101,7111)

LAM terminal forwards to reconstitution server

Source: 10.0.1.3 port 8111
Destination: 200.101.55.1 port 10015
Payload.
18(132.146.15.101,7111,10.0.1.1)

Reconstitution server has already allocated dedicated port 20001 for
Source 10.0.1.1 78111

Source. 200.101.55.1 port 20001
Destination: 132.146.15.101 part 7111
Payload: 18

AdditUp server echoes back the negative number,

Source; 132,146.15.101 port 7111
Destination: 200.101.55.1 port 20001
Payload: -18

The reconstitution server looks up the dedicated port entry and sends The
packet to the next round-robin LAN terminal on LAN 15 {happens to be
10.0.1.4).

Source: 200.101.55.1 port 8111
Destination: 10.0.1.4 port 4567
Payload: -
18(132.146.15.101,7111,10.0.1.1)

The LAN lerminal receives Lhe packel, reconsirucls Lhe header and
forwards Lo Lhe onginating LAN lerminal.

Source:. 132.146.15.101 porl 7111
Destination: 10.0.1.1 port 8111
Payload: -18
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APPENDIX D

[0044]

Packet 4 (Summation Packet)

AdditUp server adds up the 3 numbers (lo 67)

Source; 132.146.15.101 port 7111
Destination: 200.101.55.1 port 20001
Payload: 67

The reconslitution server looks up the dedicated port entry and sends | Source: 200.101.55.1 port 8111
the packet to the next round-robin LAN terminal on LAN 15 (happens | Destination: 10.0.1.3 port 7654

to be 10.,0.1.3 Payload: 67(132.146.15.101,7111,10.0.1.1)
The LAN terminal receives the packet, reconsftructs the header and Source: 132.146.15.101 port 7111
forwards to the eriginating LAN terminal Destination: 10.0.1.1 port 8111
Payload: 67
Claims

1. A method of sending data over a Communications network, the method comprising the steps of

{a) an originating terminal (110a) in a local ares network {100) comprising a plurality of terminals (110a, 110b,
1106, 110d, 110e) for running client applications and connecting to the Internet generating & request for a
conlent server (240);

(b} the originating terminal {110} dividing the request into a plurality of packels;

{c) the originating terminal {110a) distributing the pluralily of packets belween a first plurality of lerminals (110a,
1106, 110¢, 110d) in the local area network (100), each of said first plurality of terminals {110a, 110b, 110g,
110d) having a respective wide area connection {120) to the Internet (200), the plurality of packets being
distributed aver the local area netwark (100);

(d) each of said first plurality of terminals {110a, 110b, 110c, 110d) transmitting packets received during step
(c) over said associated wide area connection {120) to a reconstitution server (230) located on the Internet (200);
(&) the reconstitution server (230) receiving the plurality of packets and sending the plurality of packets to the
content server (240).

2. A method according to claim 1, comprising the further steps of:

({f) the content server (240) sending content data to the reconstitution server (230) in response to the request
received in step (), the data being sent as a pluralily of conlent data packels;

{g) the reconstitution server (230) distributing the plurality of content data packets to the first plurality of terminals
{110a, 110k, 110¢, 110d) over the respective wide area connections (120),

(h) the first plurality of terminals (110a, 110b, 110c, 110d) sending the plurality of content data packets to the
ariginating terminal (110a) ; and

{i) the originating terminal {110a) receiving the plurality of content data packets to re-create the content data.

3. A method according to claim 1 or claim 2, wherein in step (c) and/or step (g), the plurality of packets are distributed
ta the first plurality of terminals (110a, 110b, 110e, 110d) in a round-robin basis,

4. A method according to claim 3, wherein the round-robin distribution of the plurality of packets is weighted.

5. A melhod according lo claim 4, whereon the round-robin weighling is delermined in accordance wilth the bandwidth
of Ihe respective wide area connection (120) between the terminal (110) and the Interneat {200).

6. A communications network comprising;
a plurality of terminals (1102, 110b, 110c, 110d, 110&) for running client applications and connecting to the Internat
(200), the tarminals baing connected by a local area network (100) and at least some of said terminals (110a, 11060,
110¢, 110d) having a respective wide area connection (120) to the Internet (200),
the Internet (200) including a reconstitution server (230) and a plurality of content servers (240),
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wherein, in use,

an ariginating terminal (100&) in the local area network (100) adapted to generate a request for one of the content
servers (240), to divide the request into a plurality of packets and to distribute the plurality of packels between a
plurality of terminals (110a, 110k, 110¢, 110d) via the local area network (100),

each of said plurality of terminals (110a, 110b, 110¢, 110d) adapted to send packets received to the reconstitution
server (230) via respective wide area connections (120), and the reconstitution server (230) adapted to send the
plurality of packets to the content sarver (240).

A communications network according to claim 6, wherein, in use,

the content server (240) sends content data to the reconstitution server (230) in the form of a plurality of content
data packets,

the reconstitution server (230) distributes the plurality of content data packets between the plurality of terminals
(110a, 1106, 110c, 110d) over the respective wide area conneclions (120),

the plurality of terminals {110a, 110b, 110c, 110d) route the plurality of content data packets to the originating
terminal {110a);

the originating terminal {110a) receives the plurality of content data packets and re-creates the content data.

A communications network according to claim 6 or claim 7, wherein one (110c) or more of said plurality of terminals
(110a, 1100, 110c, 110d) has more than one respective wide area connection (120).

A communications network according to claim 6 or claim 7, wherein the local area network (100) comprises one o
maora terminals (110a), further to said plurality of terminals (110a, 110b, 110, 110d), not having a wide area con-
nection,

A communications network according to any of daims B to 9, wherein each of the active terminals in the local area
network comprises a list identifying the other active terminals.

A communications network according to claim 10, wherein, in use, sach active terminal periodically sends a first
status message to the other terminals in the local area network to indicate that it is active.

A communications network according to claim 10 or claim 11, wherein an active terminal sends a second status
message to the other terminals in the local area network prior to becoming inactive.

Patentanspriiche

1.

2.

“erfahren zum Versenden von Daten dber ein Kommunikationsnetzwerk, wobei das Verfahren folgende Schrilte
aulweist

{a) ein Ursprungsendgerat {110a) in einem lokalen Netzwerk (LAN) (100}, das eine Vielzahl wvon Endgerdten
{110a, 110b, 110¢, 110d, 1108) umfasst, um Nutzeranwendungen ablaufen zu lassen und eine Verbindung
zum Internet herzustellen, erzeugt eine Anfrage far einen Content-Server (240);

(b} das Ursprungsendgerat (110a) unterteilt die Anfrage in eine Vielzahl von Paketen;

(&) das Ursprungsendgerat (110a) verteilt die Vielzahl von Paketen zwischen einer ersten Vielzahl von Endge-
riten (110a, 110b, 110c, 110d) in dem lokalen Netzwerk (LAMN) (100), wobei jedes der ersten Vielzahl von
Endgerdten (110a, 110b, 110c, 110d) eine entsprechende weitflidchige Verbindung (120) zum Internat (200)
hat, wobei die Vielzahl der Pakete (ber das lokale Netzwerk (LAN) (100) verteilt wird:

(d) jedes der ersten Vielzahl von Endgerdten (110a, 110k, 110¢, 110d) dbermittelt emplangene Pakete wahrend
das Schrilles (c) uber die zugehinige weillldchige Verbindung {120) an einen Rekonslilulionsserver (230), der
im Internet (200) lokalisiert ist

(&) der Rekonstitutionsserver (230) empfangt die Vielzahl von Paketen und sendet die Vielzanhl von Faketen
an den Content-Server (240).

Verfahren nach Anspruch 1, das die weiteren Schritte aufweist:
(f) der Content-Server (240) sendet als Reaktion auf die in Schritt () empfangene Anfrage Inhaltsdaten an den

Rekonstitutionsserver (230), wobei die Daten als eine Vielzahl von Inhaltsdaten-Paketen gesendet werden;
{g) der Rekonstitutionsserver (230) verteilt die Vielzahl von Inhaltsdaten-Paketen an die erste Vielzahl von
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Endgeraten {110a, 110b, 110c, 110d) Gber die entsprechenden weitfldchigen Verbindungen (120);

{h} die erste Vielzahl von Endgeraten (110a, 110b, 110z, 110d) sendet die Vielzahl von Inhaltsdaten-Paketen
an das Ursprungsendgerat (110a); und

(i} das Ursprungsendgerat (110a) empfangt die Vielzahl von Inhaltsdaten-Faketen, um die Inhaltsdaten wie-
derherzustellen.

Werfahren nach Anspruch 1 oder 2, dadurch gekennzeichnet, dass in Schritt (c) und/oder Schritt (g) die Vielzahl
von Paketen an die erste Vielzahl von Endgeraten (110&, 110b, 110e, 110d) in einer Round- Rohin-Basis verteilt wird,

Warfahren nach Anspruch 3, dadurch gekennzeichnet, dass die Round-Robin-Vereilung der Vielzahl von Paketen
gewichiet wird.

Verfahren nach Anspruch 4, dadurch gekennzeichnet, dass die Round-Robin-Gewichlung in Ubereinstimmung
mit der Bandbreite der entsprechenden weitflachigen Verbindung (120) zwischen dem Endgerdt (110) und dem

Internet (200) bestimmt wird,

Kommunikationsnetzwerk mit

einer Vielzahl von Endgerdten (110a, 110b, 110c, 110d, 110e), um Nutzeranwendungen ablaufen zu lassen und
eine Verbindung zum Internet (200) herzustellen, wobei die Endgerdte (ber ein lokales Metzwerk (LAN) (100)
verbunden sind, und wobei zumindest ginige der Endgerdte (110a, 110k, 110c, 110d) eine entsprechende weitfl&-
chige Verbindung (120) zum Internet (200) haben,

daem Internat (200), das einen Rekonstitutionsserver (230) und eine Vielzahl von Content-Sarvern (240) umfasst,

dadurch gekennzeichnet, dass im Einsatz

ein Ursprungsendgerat (100a) im lokalen Netzwerk (LAN) (100) geeignet ist, eine Anfrage fiir einen der Content-
Server (240) zu erzeugen, die Anfrage in eine Vielzahl von Pakelen zu unterteilen und die Vielzahl von Paketen
zwischen einer Vielzahl von Endgerdten (110a, 110b, 110c, 110d) dber das lokale Netzwerk (LAMN) {100) zu verteilen,
und dass jedes der Vielzahl von Endgeraten (110a, 110b, 110¢, 110d) gesignet ist, um empfangene Pakete an den
Rekonstitutionsserver (230) Ober entsprechende weitflachige Verbindungen (120) zu senden, und der Rekonstitu-
tionsserver (230) geeignet ist, um die Vielzahl von Faketen an den Content-Server {240) zu senden.

Kommunikationsnetewerk nach Anspruch 5, dadurch gekennzeichnet, dass im Einsatz, der Content-Server (240)
Inhaltadaten an den Rekanstitutionsserver (230) in Form ainer Vielzahl von Inhaltsdaten-Paketen sendet,

der Rekonstitutions-Server (230) die Vielzahl von Inhalisdaten-Paketen zwischen der Vielzahl von Endgerdten
(110a, 1106, 110c, 110d) dber die entsprechenden weitfiichigen Verbindungean (120) verteilt,

die Vielzahl von Endgerdten (110a, 1100, 110c, 110d) die Vielzahl von Inhaltsdaten-Paketen an das Ursprungs-
endgerdl (110a) leitet;

das Ursprungsendgerit (110a) die Vielzah| von Inhaltsdaten-Paketen emplangt und die Inhaltsdaten wiederherstellt.

Kommunikationsnetzwerk nach Anspruch G oder 7, dadurch gekennzeichnet, dass eines (110c) oder mehrere
der Vielzahl von Endgeraten {110a, 110k, 110¢, 110d) mehr als eine entsprechende weitflachige Verbindung (120)
hathaben,

Kommunikationsnetzwerk nach Anspruch 6 oder 7, dadurch gekennzeichnet, dass das lokale Metzwerk (LAN)
(100) zusdtzlich zu der Vielzahl von Endgerdten (110a, 110b, 110c, 110d), die keine weitfldchige Verbindung haben
ein oder mehrere Endgerit(e) (110e) umfasst.

Kommunikationsnetzwerk nach ainem beliebigen der Anspriiche & bis 9, dadurch gekennzeichnet, dass jedes
der akliven Endgerale im lokalen Netzwerk (LAN) eine Lisle umfassl. die die anderen akliven Endgerile idenlifizierl,

Kommunikationsnetzwerk nach Anspruch 10, dadurch gekennzeichnet, dass im Einsate, jedes aktive Endgerat
regelmalig eine erste Statusinformation an die anderen Endgerdte im lokalen Netzwerk (LAM) sendet, um anzu-

zeigen, dass es akliv ist.

Kommunikationsnetzwerk nach Anspruch 10 oder 11, dadurch gekennzeichnet, dass ein aktives Endgerat eine
zweite Statusinformation an die anderen Endgerite im lokalen Netzwerk (LAN) sendet bevor es inaktiv wird,

10
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Revendications

1.

2.

6.

Frocéde d'envoi de données sur un réseau de communication, le procédé comprenant les étapes de :

{&) un terminal d'origine (110a) dans un réseau local (100) comprenant une pluralité de terminaux (110a, 110b,
110¢, 1104, 110e) pour exécuter des applications clients et pour connecter a I'lnternet générant une demande
pour un serveur de contenu (240)

(b} le terminal d'origine (110) divisant la demande en une pluralité de paquets ;

() le terminal d'arigine {110a) distribuant la pluralité de paguets entre une premiére pluralité des terminaux
{110a, 110b, 110, 110d) dans un réseau local (100), chacun de ladite pluralité de terminaux (110a, 110b, 110,
110d) ayant une connexion de zona étendue respective (120a) a lNinternet (200), 1a pluralité de paquets étant
distribués sur le réseau local (100) ;

{d) chacun de ladite premiére pluralilé de terminaux (110a, 110b, 110c, 110d) transmellant des paguels regus
pandant I'étapa (c) sur ladite connexion de réseau large associde (120) & un serveur de reconstitution (230)
situé sur 'Internat (200) ;

(e} le serveur de reconstitution (230) recevant la pluralitd de paquets et envoyant la pluralité de paquets au
serveur de contenu (240),

Procédé selon a revendication 1, comprenant en outre les étapes de ;

{f) le serveur de contenu (240) envoyant des données de contenu au serveur de reconstitution (230) en réponse
a la demande rague dans I'étape (e), las données dtant envoyéeas comme une pluralité de paquets de données
de contenu

{g) le serveur de reconstitution (230) distribuant la pluralité de paquets de données de contenu a la premiére
pluralite de terminaux {110a, 110b, 110c, 110d) sur les connexions de zone élendue respectives (120) ;

{h}) la premiére pluralité de terminaux (110a, 110b, 110c, 110d) envoyant la pluralité de paquets de données
de contenu au terminal d'origing (110a) ; et

(i) ler terminal d’origine (110a) recevant la pluralité de paquets de données de conbenu pour re-créer les donnédes
de contenu.

Procédé selon la revendication 1 ou la revendication 2, dans leguel dans I'étape (c) etlou I'étape (g), la pluralite de
paquets sont distribués a la premiére pluralité des terminaux (110a, 110k, 110¢, 110d), dans une base round-rabin.

Procédé selon la revendication 3, dans lequel la distribution round-robin de la pluralité de paquets est pondérée,

Procédé selon la revendication 4, dans lequel la pondération round-robin est déterminée selon la bande passante
de la connexion de zone alendue respeclive (120a) entre le terminal (110) et I'Internet {200).

Réseau de communication compranant :

une pluralité de terminaux (110a, 1100, 110¢, 110d. 1108) pour exécuter des applications clients et connectar
al'lnternet (200), les terminaux &tant connectés par un réseau local (100) et au moins certains desdits teminaux
{110a, 110b, 110¢c, 110d) avant une connexion de zone éendue respective (120) & Minernet (200),

Internet (200) compranant un serveur de reconstitution (230) et une pluralité de serveurs de contanu (240),
dans lequel, en utilization,

un terminal d'origine (100a) dans e résaau local (100) adapté pour générar une demandea pour un des serveurs
de contenu (240), pour diviser la demande dans une pluralité de paguets et pour distribuer la pluralité de paquets
enire une pluralité de lerminaux (110a, 110b, 110¢, 110d) via le réseau local {100),

chacun de la pluralité de terminaux (110a, 110b, 110c, 110d) adaplé pour envoyer des paquels requs au serveur
de reconstitution {230) via des connexions de zone élendus respectives (120), et le serveur de reconstitution
{230) pour envoyer la pluralité de paquets au serveur de contenu {240).

Réseau de communication selon la revendication 6, dans lequel, en utilisation,

le serveur de contenu (240) envoie des données de contenu au serveur de reconstitution (220) sous la forme d'une
pluralité de paquets de données de contenu,

le serveur de reconstitution (230) distribue la pluralité de paquets de données de contenu entre la pluralité de
terminaux (110a, 110b, 110, 110d) sur les connexions de zone étendue respectives (120),

la pluralité de terminaux (110a, 110k, 110c, 1104) routent la pluralité de paquets de données de contenu au terminal

1"
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d'origine (110a) ;
le terminal d'origine (110a) regoit la pluralite de paguets de données de contenu et recrée les donnees de contenu.

Reéseau de communication selon la revendication & ou la revendication 7, dans lequel un (110c) ou plusieurs de
ladite pluralité de terminaux (110a, 110b, 110, 110d) a plus qu'une connexion de zone étendue respective (120).

Réseau de communication selon la revendication & ou la revendication 7, dans lequel le réseau local (100) comprand
un ou plusieurs terminawx (110e), de plus pour ladite pluralité de terminawx (1103, 110b, 110, 110d), n'ayant pas

une cannexion & zone élendue,

Réseau de communication selon l'une quelconque des revendications 6 a 9, dans lequel chacun des terminaux
actifs dans le réseau local comprand une liste identifiant les autres terminaux actifs.

Réseau de communication selon la revendication 10, dans lequel, lors d'utilisation, chague terminal actif envoie
péricdiquemeant un premier message d'etal aux autres terminaux dans le réseau local pour indiquer qu'il est actif,

Réseau de communication selon la revendication 10 ou la revendicaton 11, dans lequel le terminal actif envoie un
second message d'état aux autres terminaux dans le réseau local avant de devenir inactifs.
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s) : Wonjong Rhee Confirmation No.: 4319

Appl. Mo, : 14/356,581

Filing Date : 2014-05-06

Title : METHOD, APPARATUS., AND SYSTEM FOR OPTIMIZING
PERFORMANCE OF A COMMUNICATION UNIT BY A REMOTE
SERVER

Docket No. © 20145-054U8

CERTIFICATE OF MAILING (37 CFR £§1.8)
I hereby certifv, pursuant to 37 CFR §1.8, that this correspondence is being electronically transmitted via EIFS-Web
addressed o Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on the date shown below:

Date:_ 2019-02-26 By: [Mita Miller/
Nita Miller

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

SIR or MADAM:

Filed herewith, in accordance with the provisions of 37 CFR §§ 1.56 and 1.97-1.98, listing
various references for consideration by the Examiner, is an Information Disclosure Statement
(*1D57).

The filing of this DS shall not be construed as a representation that a search has been
made, or regarding the completeness of the list of references, or that no other material information
exists. Furthermore, the filing of this IDS shall not be construed as a representation that inclusion
of a reference in this list is an admission that it is prior art or is pertinent to this application, or as
an admission that the information listed is, or may be considered to be, material to the patentability
of the above referenced application. The [iling of this IDS shall not be construed in any manner as
an admission against interest.

This DS is being filed:

] within three months of the filing date of a national application. other than a
continued prosecution application under § 1.53(d);

[ 201457054 US0001 3018 DOCK v ] 1
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within three months of the date of entry of the national stage as set forth in § 1.491
in an international application;

before the mailing of a first Office Action on the merits;

before the mailing of a first Office Action after the filing of a request for continued
examination under § 1.114;

X o o

after three months of the filing date or entry into the national stage or after the
mailing of a first OfTice action on the meriis. but before the mailing date of any
final action under $ 1.113, a notice of allowance under §1.311, or an action that
otherwise closes prosecution in the application;

AND
< enclosed herein is the fee set forth in 37 CFR § 1.17(p);
OR

(] Applicant certifies pursuant to 37 CFR § 1.97(¢):

] That cach item of information contained in the information
disclosure statement was first cited in a communication from
a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
information disclosure statement;

OR

[]  That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application,
and, to the knowledge of the person signing this certification
after making reasonable inguiry., no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56(c) more than
three months prior to the Aling of this information disclosure
statemnent.

] on or before the payment of the issue fee but after the mailing of a final action under
§ 1.113, a notice of allowance under $1.311. or an action that otherwise closes
prosecution in the application;

AND

] enclosed herein is the fee set forth in 37 CFR § 1.17(p);
AND

[]  Applicant certifies pursuant to 37 CFR § 1.97(¢):

[] That each item of information contained in the information
disclosure statement was first cited in a communication from
a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
information disclosure statement;

2
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OR

(] That no item of information contained in this information
disclosure stalement was cited in a communication rom a
foreign patent office in a counterpart foreign application,
and, to the knowledge of the person signing this certification
after making reasonable inguiry, no item of information
contained in the information disclosure slatement was
known to any individual designated in § 1.56(c) more than
three months prior to the filing of this information disclosure
statement,

Applicant submits that the enclosed Information Disclosure Statement is timely;
therefore, no fee is required.

Except as provided for under 37 CFR § 1.98(a)(2). Applicant has enclosed a copy
of cach listed reference.

The above referenced application relies upon Application No. . filed

, for an carlier effective filing date under 35 U.S.C. 120. Although,
pursuant (o 37 CFR § 1.98(d), the references submitied herein are not required (o
be submitted for the Examiner to consider them, Applicant submits the references
herein so that the information will be printed on the patent issuing from this
application.

Pursuant to 37 CFR § 1.704(d), Applicant certifics that each of the references cited
herein were first cited in a communication from a foreign patent office in a
counterpart application and that this communication was not received by any
individual designated in 37 CFR § 1.56(c) more than thirty days prior to the filing
of this Information Disclosure Statement.

Consideration of the listed references and favorable action are requested. If any additional

fees are due in connection with the filing of this Information Disclosure Statement, the

Commissioner is hereby authorized to charge such fees to Deposit Account 50-2776.

Date:

Respectfully submitted.

2019-02-26 By:___ /Michael North/

Michael North
Reg. No. 46963

Customer No.

146571

UNITED STATES PATENT
AND TRADEMARE CHTICOL

[ 201457054 US0001 3018 DOCK v ] 3

Charter Communications, Inc.

Exhibit 1008
Page #599



UniTeD STATES PATENT axD TRADEMARK OFFICE

UNITED STATES DEFARTMENT OF COMMERCE
United States Patent and Trademark Cffice
Aubdress: CORMISSIONER FOR PATENTS

PO Thon 1450

Alemandna, Yiginia 22303 1450

v mapi g

APFLICATION MO, FILING DATE | FIRST NAMED INVENTOR I ATTORNEY DOCKET KO, | CONFIRMATION NO. I
147856,551 A4 Wanjong Rhee 1 A50541 1S ang
I-fh'.i-rl 400 [T FE] Eaivi L] I EXAMINER I
MNorth Weber & Baugh LLP - ASSIA
3260 Hillview Avenue, 15t Floor QROALVA LOROS, BORIS D
Pulo Alto, CA 94304
| ART UNIT I PAPER NUMBER |
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I NOTFICA TS DA TE | DELIVERY MODE I

OLE120e ELECTRONIC
Please find below and/or attached an Office communication concerning this application or proceeding,
The time period lor reply, il any, is set in the attached communication,

Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the
following e-mail addressies):

docket] @ northweber.com
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Application No. Applicant(s)
141356, 581 Rhee, Wonjong

Office Action Summary Examiner Art Unit AlA Status
BORIS D GRIJALVA LOBOS 2446 No

= The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTEMED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION,

Exbenssons of fime may be available under the provisions of 37 CFA 1,136(a). In no evant, rowdwe, may 8 regly be Emely filsd alter S (6] MONTHS fraem e mailing
date of this communicalion.
- [ NG penod for reply & speched above. the maximurm statutory perod will agply and will gxpeg SIX (5] MONTHS fram the madng date of this comm uncation,
= Failure o réply within the set or extended period for reply will, by stalute, cause the apclication to become ABANDONED (35 U.5.C. § 133)
Aavy rophy rgcaived by the Office lader than three months after the mailing date of this communication, even if timaly fled, may reduce ary eamed palent term
adusiment, See 37 GFR 1.704(h).

Status
1) Responsive to communication(s) filed on 12/18/2018.
L) A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)[]) This action is FINAL. 2b) & This action is non-final.

3)O An election was made by the applicant in response to a restriction requirement set forth during the interview on
: the restriction requirement and election have been incorporated into this action.
4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x pare Quaple, 1935 C.D. 11, 453 0.G. 213,

Disposition of Claims"
5) M Claim{s) 1,3-5.8,10,12-16,34,36-37,53-54 and 56-57 isfare pending in the application.
5a) Of the above claim{s) ____ isfare withdrawn from consideration.
6) [0 Claim(s)___ is/are allowed.
7) Claim(s) 1,3-5,8,10,12-16,34,36-37,53-54 and 56-57 is/are rejected.
8) [0 Claim{s) ___is/are objected to.
8) [0 Claim{s) _____ are subject to restriction and/or election requirement

* If any claims have been determined allbwable, you may be eligible to benefit from the Patent Prosecution Highway program at a
pamc:patlng intellectual plElp-E'I'l‘_l,l' office for the corresponding application. For more information, please see

isp or send an inquiry to PPHieedback@uspto.gov,

Application Papers
101 The specification is objected to by the Examiner.

11)[] The drawing(s) filed on isfare: a)"] accepted or bj[] objected to by the Examiner,
Applicant may nol regues! that any cbjection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheel(s) including the correction is required if the drawing(s) is objected lo. See 37 CFR 1.121(d).
Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.5.C. § 119{a)-(d} or {f).
Certified copies:

a)[J All b)J Seme**  ¢)[] None of the:
1.0 Certified copies of the priority documenis have been received.
2.[] Certfied copies of the priority documents have been received in Application Mo.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
7} ] Motice of References Cited (PTO-892) 3) 4 Interview Summary (PTO-413)

Paper Nols)Mail Date 1282019
41 [ Other:

2) ¥ Information Disclosure Statement(s) (PTOrSBA08a and'or PTOISB/08L)
Paper No(siMail Date 1117/2019
U5, Palent and Tragemark, Ollce

FTOL-326 {Rev. 11-13) Office Action Summary Parn of Paper Mo Mail Date 20190127
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Application/Control Number: 14/356,581 Page 2
Art Unit: 2446

DETAILED ACTION
Notice of Pre-AlA or AlA Status
The present application is being examined under the pre-AlA first to invent provisions.
Information Disclosure Statement

The information disclosure statement (ID5) submitted on 1/17/2019 is being considered by the

examiner,
Response to Amendment

This Office action is in response to amendments filed on 12/18/2018. The amendments have
been fully considered.

Claims 1, 10, 15, 34, 53, have been amended.

Claims 2, 6-7,9, 11, 17-33, 35, 38-52, and 55 have been cancelled.

Claims 1, 3-5, 8, 10, 12-16, 34, 36-37, 53-54, and 56-57 are pending.

Response to Arguments

Applicant's arguments with respect to claims 1, 3-5, 8, 10, 12-16, 34, 36-37, 53-54, and 56-57
have been considered but are moot because the arguments do not apply to any of the references being
used in the current rejection.

Claim Objections

Claims 1, 10, and 34 objected to because of the following informalities:

In claims 1, 10, and 34, the phrase “that, in response to receiving the policy implemented one or
more algorithms” should be - - that, in response to receiving the policy, implement one or more
algorithms - -

Appropriate correction is required.
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Application/Control Number: 14/356,581 Page 3
Art Unit: 2446

Claim Rejections - 35 USC § 112

35 U.5.C. 112 rejections with respect to the phrase “to improve a performance of the one or
more communication units”, as recited in the independent claims, are withdrawn. The examiner notes
that the limitations recite “in response to receiving the policy” implement “one or more algorithms [...]
to improve a performance of the one or more communication units”. Initially, the claims appear to
require experimentation in order to determine an algorithm that improves a performance of the one or
more communication units. However, experimentation is not undue because the specification, as filed,
describes at least one algorithm to improve performance (see paragraph [0049] of specification, as
published). Therefore, the claims are not rejected under 35 U.5.C. 112(a). Furthermore, 35 U.5.C. 112(b)
rejections are withdrawn because, even though an algorithm is not explicitly recited in the claims, the
phrase “to improve a performance of the one or more communication units” properly limits the
function of the algorithm, that is, the algorithm has to be one that improves performance, as opposed to
one that doesn’t improve performance or one that degrades performance.

The following is a quotation of the first paragraph of 35 U.S.C. 112{a):

[a) IN GEMERAL.—The specification shall contain 2 written description of the invention, and
of the manner and process of making and using it, in such full, clear, concise, and exact terms as to
enable any person skilled in the art to which it pertains, or with which it is most nearly connected, to
make and use the same, and shall set forth the best mode contemplated by the inventor ar joint
inventor of carrying out the invention.

The following is a quotation of the first paragraph of pre-AlA 35 U.5.C. 112;

The specification shall contain a written description of the invention, and of the manner and
process of making and using it, in such full, clear, concise, and exact terms as to enable any person
skilled in the art to which it pertains, or with which it is most nearly connected, to make and use the
same, and shall set forth the best mode contemplated by the inventor of carrying out his invention.

Claims 1, 3-5, 8, 10, 12-16, 34, 36-37, 53-54, and 56-57 are rejected under 35 U.5.C. 112(a) or
35 U.5.C. 112 (pre-AlA), first paragraph, as failing to comply with the written description requirement,

The claim(s) contains subject matter which was not described in the specification in such a way as to
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Application/Control Number: 14/356,581 Page 4
Art Unit: 2446

reasonably convey to one skilled in the relevant art that the inventor or a joint inventor, or for pre-AlA
the inventor(s), at the time the application was filed, had possession of the claimed invention.

Regarding claim 1, it recites the limitations “receiving, by a server, from a network monitoring
device, [...], data associated with an operation two or more communication units”. That is, the claims
require the server to receive, from a single device, data associated with an operation of two or more
communication units. While the specification has support for the server receiving, from multiple
devices, data associated with the operation of the multiple devices (e.g. paragraph [0032] of the
specification as published), the specification is silent regarding a single device (such as the AP of
paragraph [0039]) transmitting all of the data from the multiple devices to the server. Therefore, the
limitations introduce new matter.

Regarding claims 1, 3-5, 8, and 53-54, the limitations invoke, by reference, all of the limitations
of claim 1. Therefore, claims 1, 3-5, 8, and 53-54 are rejected for the same reasons as set forth in claim
1, above.

Regarding claim 10, the limitations recite features similar in scope to those of claim 1.
Therefore, claim 10 is rejected for the same reasons as set forth in claim 1, above.

Regarding claims 12-16, the limitations invoke, by reference, all of the limitations of claim 10.
Therefore, claims 12-16 are rejected for the same reasons as set forth in claim 10, above.

Regarding claim 34, the limitations recite features similar in scope to those of claim 1.
Therefore, claim 34 is rejected for the same reasons as set forth in claim 1, above.

Regarding claims 36-37 and 56-57, the limitations invoke, by reference, all of the limitations of
claim 34. Therefore, claims 36-37 and 56-57 are rejected for the same reasons as set forth in claim 34,
above.

The following is a quotation of 35 U.5.C. 112(b):

(b) CONCLUSION.—The specification shall conclude with one or more claims particularly pointing out
and distinctly claiming the subject matter which the inventer or a joint inventor regards as the
invention,
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Application/Control Number: 14/356,581 Page 5
Art Unit: 2446

The following is a quotation of 35 U.5.C. 112 (pre-AlA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 3, 14, and 36 rejected under 35 U.5.C. 112(b) or 35 U.5.C. 112 (pre-AlA), second
paragraph, as being indefinite for failing to particularly point out and distinctly clairm the subject matter
which the inventor or a joint inventor, or for pre-AlA the applicant regards as the invention.

Regarding claim 3, it recites the limitations “the method of claim 1, wherein monitoring
comprises [...]". Claim 1 does not recite a monitoring step, therefore it's unclear what limitation, if any,
claim 3 refers to.

Regarding claim 14, it recites the limitation “the non-transitory machine-readable storage
medium of claim 10, wherein monitoring comprises [...]". Claim 10 does not recite a monitoring step,
therefore it’s unclear what limitation, if any, claim 14 refers to.

Regarding claim 36, it recites the limitation “the apparatus of claim 34, further comprising a

monitoring device coupled to the processor”. It's unclear if the monitoring device of claim 36 is the

“network monitoring device” of claim 34,
The following is a quotation of 35 U.5.C. 112(d):

[d) REFEREMCE IN DEPENDENT FORMS. —Subject to subsection [e), a claim in dependent form shall
contain a reference to a claim previously set forth and then specify a further limitation of the subject
matter claimed. A claim in dependent form shall be construed to incorporate by reference all the
limitations of the claim to which it refers.

The following is a quotation of pre-AlA 35 U.5.C. 112, fourth paragraph:

Subject to the following paragraph [i.e., the fifth paragraph of pre-AlA 35 U.5.C, 112], a claim in
dependent form shall contain a reference Lo a claim previously set forth and then specify a further
limitation of the subject matter claimed. A claim in dependent form shall be construed to incorporate
by reference all the limitations of the claim to which it refers.
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Application/Control Number: 14/356,581 Page B
Art Unit: 2446

Claims 3 and 14 are rejected under 35 U.5.C. 112(d) or pre-AlA 35 U.5.C. 112, 4th paragraph, as
being of improper dependent form for failing to further limit the subject matter of the claim upon which
it depends, or for failing to include all the limitations of the claim upon which it depends.

Regarding claim 3, it recites the limitations “the method of claim 1, wherein monitoring
comprises [...]". Claim 1 does not recite a monitoring step. Therefore, claim 3 fails to further limit the
subject matter of claim 1,

Regarding claim 14, it recites the limitation “the non-transitory machine-readable storage
medium of claim 10, wherein monitoring comprises [...]". Claim 10 does not recite a monitoring step.
Therefore, claim 14 fails to further limit the subject matter of claim 10,

Applicant may cancel the claim(s), amend the claim(s) to place the claim(s) in proper dependent
form, rewrite the claim(s) in independent form, or present a sufficient showing that the dependent
claimi(s) cormplies with the statutory requirements.

Claim Rejections - 35 USC § 101

The examiner notes new guidelines regarding subject matter eligibility were introduced on
January 2019. Examination of the present application reqguires analysis under the new guidelines.

35 U.5.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title,

Claims 1, 3-5, 10, 12-16, 34, 36-37, 53-54, and 56-57 are rejected under 35 U.5.C. 101 because
the claimed invention is directed to a judicial exception (i.e., a law of nature, a natural phenomenon, or
an abstract idea) without significantly more.

The following is the Principles of Law:

A patent may be obtained for "any new and useful process, machine, manufacture, or

composition of matter, or any new and useful improvement thereof’,
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Application/Control Number: 14/356,581 Page 7
Art Unit: 2446

The Supreme Court has "long held that this provision contains an important implicit exception [:]
Laws of nature, natural phenomena, and abstract ideas are not patentable”.

Under the now familiar two-part test described by the Supreme Court in Alice, “[W]e must first
determine whether the claims at issue are directed to a patent-ineligible concept”, such as an abstract
idea. Alice Corp. Pty. Ltd. v. CLS Bank Int’l, 134 5. Ct. 2347, 2355 (2014). If so, we must then “consider
the elements of each claim both individually and "as an ordered combination' to determine whether the
additional elements “transform the nature of the claim’ into a patent-eligible application. Id. (quoting
Mayo, 132 5. Ct. at 1298, 1297). For the reasons set forth below, we find that the claims are directed to
the abstract idea of classifying and storing digital images in an organized manner and fail to add an
inventive concept sufficient to confer patent eligibility.

The examiner is bound by and applies the framework as set forth by the Court in Mayeo and
reaffirmed by the Court in Alice for determining whether the claims are directed to patent-eligible
subject matter.

Step one: Are the claims at issue directed to a process, machine, manufacture, or composition
of matter?

The examiner concludes that claims 1, 3-5, 8, 10, 12-16, 34, 36-37, 53-54, and 56-57, are
directed to one of the four statutory categories.

Step two: Are the claims directed to a law of nature, a natural phenomenon, or an abstract
idea? In accordance with judicial precedent, and to increase consistency in examination practice, the
2019 Revised Patent Subject Matter Eligibility Guidance sets forth a procedure to determine whether a
claim is “directed to" a judicial exception. The procedures for step two includes two sub-steps:

Step 2A: This is a two prong inguiry. In Prong One, examiners evaluate whether the claim recites

a judicial exception.
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Application/Control Number: 14/356,581 Page 8
Art Unit: 2446

Regarding claim 1, the examiner has determined that the limitations include an abstract idea.
For example, the limitations recite:

A method for improving performance of one or more communication units, the method
comprising:

receiving, by a server, from a network monitoring device, in real-time, data associated with an

aperation of two or mare communication units located in different geographical areas, the data

comprising g parameter;

processing, by the server, at least one of the data and historical data;

bosed on the processed data, determining a policy for at least one of the two or more

communication units; and

communicating the policy, by the server, via a netwaork, to at least one or mare communication

units that, in response to receiving the policy implemented one or more algorithms based on at least o

rule or o condition to improve a performance of the one or more communication wnits,

The underlined portions indicate the abstract idea. The underlined limitations are directed to
the abstract idea of “Mental Processes”, since the idea as a whole could be performed by a human. For
example, receiving “data associated with an operation of two or more communication units located in
different geographical areas, the data comprising a parameter” could be performed through
observation. Processing “at least one of the data and historical data” could be performed through
evaluation. Determining a policy “based on the processed data” “for at least one of the two or more
communication units” could be performed through judgement. Communicating the policy “to at least
one or more communication units” could be performed through opinion. “Receiving the policy” could be
performed through observation. Implementing one or more algorithms, in response to receiving the

policy, “based on at least a rule or a condition” could be performed through evaluation and/or
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Application/Control Number: 14/356,581 Page 9
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judgement and opinion. Note that a “communication unit” may encompass humans and are thus not
considered additional elements.

In prong two, the examiners evaluate whether the claim, as a whole, integrates the recited
judicial exception into a practical application. To do this, additional elements recited in the claim are
identified. The additional elements recited in claim 1 include a server to receive and process the data,
and determine and communicate the policy; a network monitoring device to transmit the data to the
server: and a network, to communicate the policy.

The examiner concludes that the additional elements do not reflect an improvement in the
functioning of a computer, or other technology or technical field (the devices, systems, and networks in
the claim are simply there to transmit/receive and process information). Transmitting, receiving, and
processing information could be performed by systems that are well-known in the art. See, for example,

The additional elements also fail to implement the judicial exception with a particular machine
or manufacture integral to the claim. As mentioned above, transmitting, receiving, and processing data
could be performed by any known computer in the art. For example, in Electric Power Group LLC v.
Alstom, a computer device received, via a network, monitored data from multiple, geographical
separated, sources, in real-time, and processed the data, the data comprising parameters, to generate
and provide a result as feedback. The court held that the invention did not require more than
conventional computers and networks. In contrast to the present application, the feedback was
provided to users, as opposed to the sources. However, communicating a policy to other devices and
the other devices processing the policy is performed in a similar manner, since the policy is essentially
data, transmitted over a network, and the communication units simply process the data.

Furthermore, the additional elements do not reflect a transformation or reduction of a
particular article to a different state, do not apply the judicial exception to effect a particular treatment

or prophylaxis for a disease or medical condition, and do not apply the judicial exception in some other
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meaningful way beyond generally linking the use of the judicial exception to a particular technology
environment.

Therefore, under Step 24, the claim is found to be directed towards a judicial exception.

Step 2B: Does the claim provide an inventive concept? The examiner concludes that the claim
lacks specific limitations that are not well-understood, routine, or conventional in the field. In essence,
what is being claimed is a feedback system, in which an observation is made by a systermn comprising the
server and communication units, and the systems provides feedback to improve future operations.
Using a feedback loop to evaluate current operations to improve future operations is a well-known
concept. See, for example, O0DA loop (Wikipedia, Feb. 2009). The O0DA look is a concept that is
applied in both business and military strategy, where feedback is provided based on observations to
improve operations (O0DA loop, page 1). The acronym standing for Observe, Qrient, Decide, and Act.
Therefore, feedback systemns are well-understood, routine, or conventional.

Regarding claim 3, the limitations recite wherein monitoring comprises determining a received
signal strength indication. Measuring R551 is a practice that vendors of 802.11 network interfaces
routinely apply (because it's part of the 802.11 standard), and mechanisms for measuring RSS! are
defined in the 802.11 standard (see Measuring RSSI with WIFI card - TOMATOUSE - 2010). Therefore,
the additional elements of claim 3 are routine or conventional.

Regarding claim 4, it recites the limitation based on a change in the operation, updating the
policy. The limitations further narrow the abstract idea of claim 1 in the sense that a change causes an
update to a result. The O0DA loop described above is, as the name implies, a looping system. That
means, the system is constantly taking inputs and as the inputs change so do the results. The limitations
don’t include any additional elements that must be considered.

Regarding claim 5, it recites the limitations wherein determining the policy comprises sefecting

the policy from a set of policies. The limitations further narrow the abstract idea of claim 1 in the sense
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that a result must be derived from an existing set of results. The additional limitations fall under the
abstract idea of mental processes because in essence, what is being performed, is evaluation of data
(the set of policies) to determine a suitable policy. The claim does not recite additional elements that
must be considered,

Regarding claim 53, it recites the limitations wherein processing comprises storing at leost one of
the data and historical data in a memaory. Storing information in a memary is a well stablished practice
and thus the additional elements do not transform the abstract idea into significantly more. For
example, in Electric Power Group LLC v. Alstom, a computer device accumulated received data. A
memaory is then inherent in the claims, yet the courts found the claims to be directed towards an
abstract idea.

Regarding claim 54, it recites the limitations wherein updating the policy comprises updating the
parameter. The limitations simply set forth what data is updated in the abstract idea recited in claim 4.
However, the claims lacks additional elements that would transform the abstract idea into significantly
more.

Regarding claims 10, 14, 16, and 56 the limitations recite features similar in scope to those of
elaims 1, 3, 5, and 53. Additional elements in the claims include a non-transitory machine-readable
storage medium storing instructions and a processor to execute the instructions. Howewver, the
additional elements amount to nothing more than a computer device. A server, such as the server of
claim 1 is a computer device. Therefore, claims 10, 14, 16, and 56 are rejected for the same reasons as
set forth in claims 1, 3, 5 and 53 above.

Regarding claim 12, it recites the limitations wherein processing comprises storing at least one of
the data and the historical data in a memory of the device. Storing information in a memory is a well
stablished practice and thus the additional elements do not transform the abstract idea into significantly

more. For example, in Electric Power Group LLC v. Alstom, a computer device accumulated received
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data. A memory is then inherent in the claims, yet the courts found the claims to be directed towards an
abstract idea.

Regarding claim 13, it recites the limitations wherein determining the policy comprises
determining a condition for communicating the policy. A fundamental human behavior is to “make
decisions and act on them”, see Q0ODA loop (Wikipedia, Feb. 2009). Therefore, the claim further limits
the subject matter of claim 10, but the limitations are directed to the same abstract idea of claim 10,
Claim 13 also fails to incorporate additional limitations which would transform the abstract idea into
significantly maore.

Regarding claims 34, and 57, the limitations recite features similar in scope to those in claims 10
and 13, Therefore, claims 34 and 57 are rejected for the same reasons as set forth in claims 10 and 13,
above.

Regarding claim 36, it recites the limitations o monitoring device coupled to the processor, the
monitoring device determines a received signal strength. Measuring R551 is a practice that vendors of
802.11 network interfaces routinely apply (because it's part of the 802.11 standard), and mechanisms
for measuring R55! are defined in the 802.11 standard (see Measuring R551 with WIFI card -
TOMATOUSE - 2010). Therefore, the additional elements of elaim 36 are routine or conventional.

Regarding claim 37, it recites features similar in scope to those of claims 5 and 15. Therefore,
claim 37 is rejected for the same reasons as claims 5 and 15, above.

Claim Rejections - 35 USC § 102

In the event the determination of the status of the application as subject to AlA 35 U.5.C. 102
and 103 (or as subject to pre-AlA 35 U.5.C. 102 and 103) is incorrect, any correction of the statutory
basis for the rejection will not be considered a new ground of rejection if the prior art relied upon, and

the rationale supporting the rejection, would be the same under either status,
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The following is a quotation of the appropriate paragraphs of pre-AlA 35 U.S.C. 102 that form

the basis for the rejections under this section made in this Office action:
A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use ar on sale in this country, mare than one year prior to the date of application for patent in
the United States.

Claim(s) 1, 4, 8, 10, 12-13, 15, 34, 53-54, and 56-57 isfare rejected under pre-Ala 35 U.5.C.
102(b) as being anticipated by Clark et al. (US 5970064 A, hereinafter Clark).

Regarding claim 1, Clark discloses a method for improving performance of one or more
communication units (col. 12, lines 17-20, discloses improving performance of communication units),
the method comprising:

receiving, by a server (col. 12, lines 21-22, discloses collecting information; col. 10, lines 52-55,
discloses that the information is collected by a network controller),

from a network monitoring device (Fig. 7 discloses that the network controller may receive the
collected information from a single node (51) (see col. 6, lines 20-21)),

in real-time (col. 10, lines 52-55, discloses that the data transmitted to the network controller
is current information),

data associated with an operation of two or more communication units {col. 12, lines 21-23,
discloses that the information is information associated with the operation of multiple nodes (see also
col. 12, lines 61-65, QoS information is also transmitted))

located in different geographical areas (see Fig. 3, and col. 6, 9-30, discloses that switches are
physical devices located at different locations),

the data comprising a parameter (col. 12, lines 21-23, discloses that the information includes

admission policies (see also col. 12, lines 61-65, Qo5 information is also transmitted));
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processing, by the server, at least one of the data and historical data (col. 12, lines 24-31,
discloses processing the collected information);

based on the processed data, determining a policy for at least one of the two or more
communication units (col. 12, lines 24-31, discloses producing, as a result of the processing, at least
one policy to be implemented by the nodes)

communicating the policy (col. 13, lines 6-10, discloses distributing the one or more policies),

by the server (col. 13, lines 6-10, discloses that the policies are distributed by the network
controller),

via a network {col. 13, lines 6-10, the policies are distributed from the network controller to
the nodes;),

to at least one or more communication units that {col. &, lines 20-21, discloses that the network
controller is connected to switches via a network),

in response to receiving the policy implemented one or more algorithms based on at least a rule
or a condition {col. 17, line 54-65, discloses selecting, in response to receiving policy data, a decision
table, based on a condition)

to improve a performance of the one or more communication units (col. 12, lines 17-20,
discloses improving performance of communication units in response to performing the steps
described).

Regarding claim 4, Clark discloses the method of claim 1, further comprising, based on a change
in the operation, updating the policy (col. 17, line 51, to col. 18, line 3, discloses updating the policy
based on operational changes).

Regarding claim 8, Clark discloses the method of claim 1, wherein the one or more
communication units comprise at least one of: an access point (AP); a base station; a wireless LAN

device; a D5LAM; a gateway; a performance enhancement device; a Digital Subscriber Line {D5L)
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Customer Premises Equipment (CPE) modem; an in-home powerline device; a Home Phoneline Network
Alliance (HPNA) based device; an in-home coax distribution device; a G.hn (Global Home Networking
Standard) compatible device; an in-home metering communication device; an in-home appliance
communicatively interfaced with the LAN; a wireless femtocell base station; a wireless WiFi compatible
base station; a wireless mobile device repeater; a wireless maobile device base station; a set-top box
(STB)/set-top unit (STU) customer electronics device; an Internet Protocol (IP) enabled television; an P
enabled media player; an IP enabled gaming console; an Ethernet gateway; a computing device
connected to the LAN; an Ethernet connected computer peripheral device; an Ethernet connected
router; an Ethernet connected wireless bridge; an Ethernet connected network bridge; or an Ethernet
connected network switch (col. 6, line 13, discloses that the nodes may be network switches).

Regarding claim 10, Clark discloses a non-transitory machine-readable storage medium having
computer executable instructions stored thereon that when executed cause a processor of a server to
perform a method for improving performance of one or more communication units {col. 11, lines 11-44,
discloses a computer device including a memory with instructions to be executed by a processor to
execute a process at a network controller; col. 12, lines 17-20, discloses improving performance of
communication units in response to performing steps by the network controller). The remaining
limitations of claim(s) 10 do not read or further define aver the limitations of elaim(s) 1. Therefaore,
claim|s) 10 is/are rejected for the same reasons as set forth in claim(s) 1, above.

Regarding claim 12, Clark discloses the non-transitory machine-readable storage medium of
claim 10, wherein processing comprises storing at least one of the data and the historical data in a
memory of the device {col. 12, lines 55-58, discloses that the network controller collects the

information).
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Regarding claim 13, Clark discloses the non-transitory machine-readable storage medium of
claim 10, wherein determining the policy comprises determining a condition for communicating the
policy {col. 13, line 6-10, discloses that the policies are transmitted once the policies are determined).

Regarding claim 15, Clark discloses the non-transitory machine-readable storage medium of
claim 10, further comprising updating the parameter based on a change in the operation to update the
policy {col. 12, lines 21-23, discloses that the information includes admission policies (see also col. 12,
lines 61-65, QoS information is also transmitted); Fig. 10 discloses that the method steps are repeated
{element 1006 points back to 1000), and current parameters are obtained in each iteration {element
1002}, which results in new policy (element 1004)).

Regarding claim 34, Clark discloses an apparatus comprising:

a memaory; and a processor, coupled to the memory {col. 11, lines 11-44, discloses a computer
device including a memory with instructions to be executed by a processor to execute a process at a
network controller; col. 12, lines 17-20, discloses improving performance of communication units in
response to performing steps by the network controller). The remaining limitations of claim(s) 34 do
not read or further define over the limitations of claim(s) 1. Therefore, claim(s) 34 isfare rejected for the
same reasons as set forth in claim(s) 34, above.

Regarding claim 53, Clark discloses the method of claim 1, wherein processing comprises storing
at least one of the data and historical data in a memory (col. 12, lines 55-58, discloses that the network
controller collects the information).

Regarding claim 54, Clark discloses the method of claim 4, wherein updating the policy
comprises updating the parameter (col. 12, lines 21-23, discloses that the information includes
admission policies [see also col. 12, lines 61-65, QoS information is also transmitted); Fig. 10 discloses
that the method steps are repeated (element 1006 points back to 1000), and current parameters are

obtained in each iteration {element 1002), which results in new policy (element 1004)).
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Regarding claim 56, Clark discloses the method of claim 34. The remaining limitations of claim(s)
56 do not read or further define over the limitations of claim(s) 53. Therefore, claim(s) 56 is/are rejected
for the same reasons as set forth in claim(s) 53, above,

Regarding claim 57, Clark discloses the method of claim 24, The remaining limitations of claim(s)
57 do not read or further define over the limitations of claim(s) 13. Therefore, claim(s) 57 is/are rejected
for the same reasons as set forth in claim(s) 13, above,

Claim Rejections - 35 USC § 103
The following is a quotation of pre-a1A 35 U.5.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

[a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102, if the differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ardinary skill in the art to which said subject matter pertains,
Patentability shall not be negatived by the manner in which the invention was made.

Claim 3, 14, and 36 is/are rejected under pre-AlA 35 U.5.C. 103(a) as being unpatentable over
Clark (US 5970064 A) in view of Malik et al. (US 2009/0147657 A1, hereinafter Malik).

Regarding claim 3, Clark discloses the method of claim 1.

Clark does not disclose that monitoring comprises determining a received signal strength
indication.

Malik discloses that monitoring comprises determining a received signal strength indication
{paragraph [0025] discloses a first network element receiving from a second network element
performance data related to communications between the second network element and a third
network element of a plurality of elements {see paragraph [0018]); paragraph [0030] discloses that
maonitored parameters may include signal strength indicators; paragraphs [0046]-[0047] discloses

transmitting new policies to node devices based on the monitoring).
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was made to modify Clark in view of Malik for monitoring to comprise determining a received
signal strength indication.

One of ordinary skill in the art would have been motivated because it would improve techniques
for associating user devices with access points (Malik, paragraph [0003]).

Regarding claim 14, Clark discloses the non-transitory machine-readable storage medium of
claim 10. The remaining limitations of claim(s) 14 do not read or further define over the limitations of
claimis) 3. Therefore, claim(s) 14 is/are rejected for the same reasons as set forth in claim(s) 3, above.

Regarding claim 36, Clark discloses the apparatus of claim 34, further comprising a monitoring
device coupled to the processor [Fig. 7 discloses that the network controller may receive the collected
information from a single node (51) (see col. 6, lines 20-21)).

Clark does not disclose that the monitoring device determines a received signal strength.

Malik discloses a monitoring device coupled to the processor, and that the monitoring device
determines a received signal strength (paragraph [0025] discloses a first network element receiving
from a second network element performance data related to communications between the second
network element and a third network element of a plurality of elements (see paragraph [0018]);
paragraph [0030] discloses that monitored parameters may include signal strength indicators;
paragraphs [0046]-[0047] discloses transmitting new policies to node devices based on the
monitoring).

Therefore, it would have been obvious to one of ardinary skill in the art at the time the
invention was made to modify Clark in view of Malik for monitoring to comprise determining a received
signal strength indication.

One of ordinary skill in the art would have been motivated because it would improve technigues

for associating user devices with access points (Malik, paragraph [0003]).
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Claim 5, 16, and 37 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable over
Clark {Us 5970064 A) in view of Roy (US 2006/0187885 Al).

Regarding claim 5, Clark discloses the method of claim 1.

Clark does not disclose that determining the policy comprises selecting the policy from a set of
policies.

Roy discloses that determining a policy comprises selecting the policy from a set of policies (Fig.
3 discloses monitoring a node {elements 310-330), and based on monitored parameters, selecting one
of two policies {elements 330, 320, and 335)).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was made to modify Clark in view of Roy so that determining a policy comprises selecting the
policy from a set of policies.

One of ordinary skill in the art would have been motivated because predetermined policies
improve processing time by not having to create policies from scratch.

Regarding claim 16, Clark discloses the non-transitory machine-readable storage medium of
claim 10. The remaining limitations of claim(s) 16 do not read or further define over the limitations of
claim(s) 5. Therefore, claim(s) 16 is/are rejected for the same reasons as set forth in claim(s) 5, above.

Regarding claim 37, Clark discloses the apparatus of claim 34, wherein determining the policy
comprises updating the parameter [col. 12, lines 21-23, discloses that the information includes
admission policies and what's updated is the admission policies {see col. 13, lines 10-12)).

Clark does not disclose that determining the policy comprises selecting the policy from a set of
policies.

Roy discloses that determining a policy comprises selecting the policy from a set of policies (Fig.
3 discloses monitoring a node {elements 310-330), and based on monitored parameters, selecting one

of two policies (elements 330, 320, and 335)).
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was made to modify Clark in view of Roy so that determining a policy comprises selecting the
policy from a set of policies,

One of ordinary skill in the art would have been motivated because predetermined policies
improve processing time by not having to create policies from scratch.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded
in public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees, A nonstatutory double patenting rejection is appropriate where the conflicting claims are not
identical, but at least one examined application claim is not patentably distinct from the reference
claimi(s) because the examined application claim is either anticipated by, or would have been obvious
over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); In re Vion Ornumn, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164
USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPC 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used to
overcome an actual or provisional rejection based on nonstatutory double patenting provided the
reference application or patent either is shown to be commonly owned with the examined application,
or claims an invention made as a result of activities undertaken within the scope of a joint research
agreement. See MPEP § 717.02 for applications subject to examination under the first inventor to file
provisions of the AlA as explained in MPEP § 2159, See MPEP §% 706.02{1)(1) - 706.02(1)(3) for
applications not subject to examination under the first inventor to file provisions of the AlA. A terminal

disclaimer must be signed in compliance with 37 CFR 1.321(b}.

Charter Communications, Inc.

Exhibit 1008
Page #5620



Application/Control Number: 14/356,581 Page 21
Art Unit: 2446

The USPTO Internet website contains terminal disclaimer forms which may be used. Please visit
www.uspto.gov/patent/patents-forms. The filing date of the application in which the form is filed
determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or PTO/AIA/26) should be used. A
web-based eTerminal Disclaimer may be filled out completely online using web-screens. An eTerminal
Disclaimer that meets all requirements is auto-processed and approved immediately upon submission.
For more information about eTerminal Disclaimers, refer to
wiww. uspto.gov/patents/process/ffile/efs/guidance/eTD-info-1.jsp.

Claims 1, 10, and 34 are rejected on the ground of nonstatutory double patenting as being

unpatentable over claim 1 of U.5. Patent Mo, 10171298 B2 in view of Clark (US 5970064 A).
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Regarding claim 1,

14356581
Oadms  DRBCAPHON oot s
1 A method for Improving performance of one or more

eamrmunication units, the method camprising:

receiving, by a server, from a network monitaring device,
in real-time, data associated with an operation

of two ar more communication units located in differant

geographical areas,

the data comprising a parameter; processing. by the
server, at least ore of the data and histarical data; based
an the processed data, determining a policy for at least
ane af the bwo or mare commu nication units; and

‘:Jnn.'lrr‘.uni.cat.ing. the |:;n i.qfr.h"'.l‘l‘il.? sn.;mt.}',.\ria.a n-elwnrt .
to at least one or more cormmunication units that, In
respanie ta recelving the policy implemented one or
maore algorithms based on at least a rule or a condition

to improve a performance of the one or mone
comrhunication units,

halms

Page 22

D seription

A D.Igita.l subscrber Ling (I:r.Sle. eustomer p.reﬁ'lls.es. )
eauipment |CPE) Management Center (CME) soupled to
a Broadband netwark, the CMC comprising:

adata collection module, communicatively coupled to at
east one DSLCPE device, to receive information from
the CPE device regarding ope ration of the at least one
DEL CPE device, wherein the information is to be
received an a: poriodic basis, on-demand basis, or in
real-time basis;

an analysis module coupled to the data collection
madule to analyze the received information, wherein
the CMC is to determine one or more line parameter
values associated with a central office imposed (CO-
mposed) lime constraint, and whereln the aralysis
maodule is to determine to what extent range of the one
or mare parameter values can be changed within the CO-

Impaosed line constraints; and

a command signal pene ration madule cn.up.led. tathe
analysls module to recelve analysis results and ta
genesate a carrespanding command signal far
transmission bo the at least one DSLCPE device to
modify the at least one D5LCPE device aperation within
the CO-imposed |ine constraints based on the analysis,
wherein the CMC is able to modify an operation of the
at least one DSLCPE device inde pendent of
management an a CO side of the Broadband netwark,
and wherein the CMC s capable to be afforded for

ol lecting operational data without contral over
operation of a digital subseriber line access multiplexer
{DELAM) coupled to the at least ane DSLCPE device.

US Patent No. 10171298 B2 does not disclose that the data is associated with an operation of

two or more communication units located in different geographical areas; and that the algorithm is to

improve a performance of the one or more communication units.

Clark discloses that the data is associated with an operation of two or more communication

units located in different geographical areas {col. 12, lines 21-23, discloses that the information is

information associated with the operation of multiple nodes (see also col. 12, lines 61-65, QoS

information is also transmitted); see Fig. 3, and col. 6, 9-30, discloses that switches are physical

devices located at different locations); and
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that the algorithm is to improve a performance of the one or more communication units {col.
12, lines 17-20, discloses improving performance of communication units in response to performing
the steps described).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was made to modify US Patent No. 10171298 B2 in view of Clark so that the data is associated
with an operation of two or more communication units located in different geographical areas; and that
the algorithm is to improve a performance of the one or more communication units.

One of ordinary skill in the art would have been motivated because it would prevent loss of data

due to overloading (Clark, implied, col. 2, lines 21-41).
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Regarding claim 10,
14356581
Olalms  DemClBHON oo
10 A non-transitory machine-readable storage medium

having sarmputer pxecutasle instructions stared thersan
that when exeouted cause a processor bo perform a
methad forimproving perfarmance of one or mare
communication units, the method comprising:
receiving, from a network monitoring device, in real
time, data assodated with an operation

of two or more communication units located In different
geagraphical areas,

the data comprising a parameter; processing at least one
of the data and historical data; determining a policy for
each of the one or more communication units,

hased o the processed data, communicating, wiaa
network, the policy to bwo or more communication units
that, in response to receiving the policy implemented
one or mose algorithms based on at leastarule ora
condition

to improve a performance of the one or more
communication units.

halms

Page 24

Deseription

A D.Igital Subserber Ling [D;SL]. customer p.reﬁ'lls;es )
eauipment (CPE) Management Center (CMC) coupled ta
a Broadband netwark, the CMC comorising:

adata collection module, communicatively coupled to at
least one DSLCPE device, to receive information fram
the CPE device regarding ope ration of the at lcast one
DSLCPE device, whe rein the infarmation is to be
received on a: periodic basis, on-demand basis, or in
real-time basis;

an analysis module coupled to the data collection
module to analyze the received infarmation, wherein
the CMC is to determine one or more line parameter
values associated with a central office imposed (CO-
impaosed) line constraint, and wherein the analysis
module is b determine to what extent range of the ane
or mare parameter values can be changed within the CO-
mposed line constralnts; and
acommand signal gene ration module eoupled to the
analysis module to receive analysis results and to
generate a carresponding command signal for
transmission bo the at least one DSLCPE device to
maodify the at least one DSLCPE device operation within
the CO-imposed |ine constral nts based on the analysis,
wherein the CMC is able to modify an operation of the
at least ane DSLCPE device inde pendent af
management an a CO side of the Broadband netwaorik,
and wherein the CMC is capable to be afforded for
collecti ng operational data without control aver
aperation of a digital subseriber line acoess multiplexer
{DELAM) coupled to the at least one DSLCPE device.

US Patent No. 10171298 B2 does not disclose that the data is associated with an operation of

two or more communication units located in different geographical areas; and that the algorithm is to

improve a performance of the one or more communication units.

Clark discloses that the data is associated with an operation of two or more communication

units located in different geographical areas {col. 12, lines 21-23, discloses that the information is

information associated with the operation of multiple nodes (see also col. 12, lines 61-65, Qo5

Charter Communications, Inc.
Exhibit 1008
Page #5624



Application/Control Number: 14/356,581 Page 25
Art Unit: 2446

information is also transmitted); see Fig. 3, and col. 6, 9-30, discloses that switches are physical
devices located at different locations); and

that the algorithm is to improve a performance of the one or more communication units {col.
12, lines 17-20, discloses improving performance of communication units in response to performing
the steps described).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was made to modify US Patent No. 10171298 B2 in view of Clark so that the data is associated
with an operation of two or more communication units located in different geographical areas; and that
the algorithm is to improve a performance of the one or more communication units.

One of ordinary skill in the art would have been motivated because it would prevent loss of data

due to overloading (Clark, implied, cal. 2, lines 21-41).
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Regarding claim 34,
14356581
Oadms  DRBCAPHON oo
‘34 An apparatus cormprising: a memory; and a processor,

coupled to the memary, and aperable to:

receive, from a netwaork monitoring device, in real-time,
data assodated with an operation of two or mare
communication units

located in different geograshical areas,
the data comprising a parameter; analyze at least one of
the data and historical data; based on the analyzed data,
determine a palicy for at least one of the two ar mare
communication units; and

communicate the policy, via a nebwork that 1s
cammunicatively coupled to the processar, to at least
one or mose communication units that in respanse to
receiving the palicy implemented ane ar mare
algorithms based on at |2ast a rule or a condition

ta improve a perfarmance af the ane or mone
communication units.

halms

Page 26

Deseription

A D.Igita.l Subserber Ling (I:r.Sle. customer p.reﬁ'lls;e's. )
eauipment |[CPE) Management Center (CME) ssupled to
a Broadband netwark, the CMC comorising:

adata collection module, communicatively coupled to at
east one D5L CPE device, to receive information from
the CPE device regarding operation of the at least one
DEL CPE device, wherein the information is to be
received on a: periodic bagis, on-demand basis, of in
real-time basis;

an analysis module coupled to the data collection

module to analyze the received information, wherein
thie CMC is ta determine ane ar mare ling parameater
values associated with a central office imposed (CO-
mpased) ling constraint, and wherein the aralysis
module is to determine to what extent range of the one
or mare parameter values can be changed within the CO-
impased line constraints; and
a command signal gene ration module coupled to the
analysis module to receive analysis results and to
generate a correspanding command signal for
transmission to the at least one DS CPE device 1o
maodify the at least one DSL CPE device operation within
thi CO-impoded |ine constraints based an the analysis,
wherein the OMC is able to modify an operation of the
at least one DSLCPE device inde pendent of
management an a CO side of the Broadband netwark,
and wherein the CMCis capable to be afforded for
callecting operational data without contral over
operation of a digital subscriber line acoess multiplexer
{DSLAM) coupled ba the at least one DSLCPE device,

US Patent No. 10171298 B2 does not disclose that the data is associated with an operation of

two or more communication units located in different geographical areas; and that the algorithm is to

improve a performance of the one or more communication units.

Clark discloses that the data is associated with an operation of two or more communication

units located in different geographical areas (col. 12, lines 21-23, discloses that the information is

information associated with the operation of multiple nodes (see also col. 12, lines 61-65, Qo5

information is also transmitted); see Fig. 3, and col. 6, 9-30, discloses that switches are physical

devices located at different locations); and
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that the algorithm is to improve a performance of the one or more communication units {col.
12, lines 17-20, discloses improving performance of communication units in response to performing
the steps described).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was made to modify US Patent No. 10171298 B2 in view of Clark so that the data is associated
with an operation of two or more communication units located in different geographical areas; and that
the algorithm is to improve a performance of the one or more communication units.

One of ordinary skill in the art would have been motivated because it would prevent loss of data
due to overloading (Clark, implied, col. 2, lines 21-41).

Conclusion

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to BORIS D GRUALVA LOBOS whose telephone number is (571)272-0767. The
examiner can normally be reached on M-F 10:30AM to 6:30PM EST.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http:/fwww_uspto.gov/finterviewpractice.

If atternpts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Brian Gillis can be reached on 571-272-7952. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
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Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 300-786-9199 (IN USA OR

CANADA) or 571-272-1000.

JBORIS D GRUALVA LOBOS/
Examiner, Art Unit 2446
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All participants (applicant, applicants representative, PTO personnel):

(1) BORIS D. GRIJALVA LOBOS. {3) .

(2) AL UYANIK (67080). (4) )

Date of Interview: 28 January 2019,

Type: 0 Telephonic L[] Video Conference
[ Personal [copy given to: [ applicant [ applicant's represantative]

Exhikit shown or demonstration conducted: [ Yes Mo,

If Yes, brief description:

Issues Discussed 8101 112 102 103 Oothers
(For each of the checked boxies) above, please describe below the issue and detaibed descriplion of the discussion)

Claim(s} discussed: 1.

Identification of prior art discussed: Clark et al. (US 5970064 A).

Substance of Interview
(For each issue discussed, provide o deiniled deseription and imdicate il agreememt was reached, Some wopics may inelude; klentification or clarification of o
relerence or a petion thereal, ¢lam mierprelation, pmru:uuul amendmenis, argumenis ol any nwlu'nl relerences e, )

Applicant's representative requested information regarding the status of the application. The examiner explained that
at this time the application was not in condition for allowance because Clark ef al. (US 5970064 A) anficipated the
claimed limitations. There is also 35 USC 101 and 112 issues that need 1o be resolved. The examiner and applicant's
representative agreed that 35 USC 101 and 112 issues can be resclved with minor modifications to the claims..

Applicant recordation Instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply 1o the last Office action has already been fled, apalican is given a non-extendable period of the longer of one monih or
thirty days from this interview date, or the mailing cale of this imerview summary form, whichever is later, to file a stalement of the substance of the
inlerview

Examiner recordation instructions: Examiners must summarize the substance of any inferview of record. A complete and proper recardation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation inclucing the identification of the
general thrust of each argument or issue discussed, a general indication of any ather pertinent matiers discussed regarcing patentabality and the
general results or cutcome of the interview, 1o include an indication as 10 whether or not agreement was reached on the issues raisec.

[ Attachment

fBORIS D GRIJALYA LOBOS/
Examiner, Art Unit 2446
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete writher statemen as 1o the substance of any face-to-face, video corference, or telephore imerview with regard 10 an applicalion must be made of recod in the
aprication whathes o nol an agresmeant with the examiner was reached af e nlanview.

Title 37 Code of Federal Regulations (CFR) 1,133 Interviews
Paragraph (o}

In gvery inslance where reconsideration is requested in view of an interview with an examines, a comglebe wrillen statement of the reasons presented at the inferview as
warrarting favoratie action must be flad Sy the applicart. An inlerdew does not removea the necassity for reply to Office action as specified In §§ 1.111, 1,135, (35 LLS.C.
132)

37 CFR §1.2 Business bo be transacted @ wriling
All business with the Paterd or Trademark Office should be transacted in writing. The corsonal attendance of appiicants or ther atlomays or agents at tha Patent and
Trademark Orfice is uonécessary, Tre action of the Patent and Trademark Odfice will be based exclusvely on the writhen record in the Cifice. Mo allention wil be paid to ary
aleged oval promése, slipulaton, or undersianding in relabon to which there is disagreement of doubd.

The action of the Patent and Tragemark Office cannot be based exclusively on the written record in the Office il that record is itself
incomplete throwgh 1he lailure 1o record the substance of inferviews.

Itis the responsibilily of the applicant or the allcrney or agenl 1o make the substance of an inlerview of record in the application e, unless
the examiner indicales he or she will do s0. It is the examiners responsibilily to see that such a record is made and 1o comrec! matenial inaccuracies
which bear directly on the question of patemability.

Examiners must complete an interview Summary Farm for each interview held where a matter of substance has been discussed curing 1he
interview by chacking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matiers, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section §12.01 of the Manual of Patent Examining Procedure, or pointing out
typographical errars or unreadable scripl in Office actions or the like, are excluced from the interview recordation procedures below, Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Recorg is required.

The Imterview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Conterls” section of the file wrapper. In a personal imerview, a duplicate of the Form is given to the applicant [or attorney or agent) at the conclusion of
the interview. In the case of a lelephone or viceo-conference interview, the copy is mailed 1o the applcants cormespondence address either with or pricr
to the next official communicalion. If additional comespondence from the examiner is nol Ikely belore an allowance or if olher circumslances diclate, the
Form should be maileg prompily after the inferview rather than with the next official communication.

The Form provides for recordation of the following information:

- Application Mumber (Series Code and Serial Mumber)

- Name of applicant

- Name of examiner

- Date of interview

- Type of mterview {lelephonic, video-conlerence, or personal)

- Mame of participant{s) (applicant, alforney or agent, examiner, ather FTO personnel, efc.)

- An indication whether or not an exhibit was shown or a demonstration conducied

- An identification of the specific prior an discussed
An indication whether an agreement was reached and if 50, a description of the general nature of the agreement (may be by
allachmenl ol a copy of amendments or claims agreed as being allowable). Nole: Agreement as o allowability is lenlalive and does
nol restrict furlher action by the examiner 10 the contrary.

- The signature of the examiner who conducted the interview (if Form is not an altachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her cbligation to recond the subsiance of the imerview of each case. i
should be noted, however, that the Interview Summary Form will not normally be consicered a complete and proper recordation of the interview unless
it includes, or is supplemented by the applicant or the examiner to include, 2l of the applicable items reguired bedow concerning the subslance of the
imerview

A complete and proper recordation of the substance of any inferview should include at least the following applicable nems:
1} A brief cescription of the nature of any exhibit shown or any demonsiration conducted. -
2} an identification of the claims discussed,
3) an dentification of the specific prior an discussed
4} an identification of the principal propesed amendments of a substantive nature discussed, unless these are alreacy describad on
the Inferview Summary Form compleled by he Examiner,
5} a briel wentiication of the general thrust of the princspal arguments presented to the examiner,
[The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is nol
required. The idenblication of the arguments is sufficient if the general nature or thrust of the pancipal arguments made 1o the
examiner can be understood in the conlexd of the application file. Of course, the applicant may desire 1o emphasize and fully
describe thase arguments which he or she feels were or might be persuasive 1o the examines.)
&) a gencral ingication of any other pertinent matters discussed, anc
7} if appropriate, the general resulls or outcome of the interview unless already described in the Inerview Summary Form completed
by (e examiner.

Examiners are expecled 1o carefully review the applicants record of the substance of an interview. If the record s nod complete and accurate,

the examiner will give the applicant an extendable one month time penod to correct 1he record,

Examiner to Check for Accuracy

It the dasmns are allvwable for other reasons of record, the examiner should send a letter setling torth the examiners version of the statement
afiributed 1o him or her. I the record s complete and accurate, the examiner should place the indication, Imerview Record OK on the paper recording
the substance of the imenview along with the date and the examiners initials.
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foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staterment. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael Narth/ Date (YYYY-MM-DD) 2018-01-17
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFE Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /B.D.G/
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Receipt date: 01/17/2019 14/356,581 - GAU: 2446

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(3 U.S.C. 5352) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 352a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

g. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
MNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

f. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designes, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (l.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

ALL REFERENCES COMSIDERED EXCEPT WHERE LINED THROUGH. /B.D.G/
EF5 Web 2.1.17
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Doc code: RCEX

PTOVSB/0EFS (07-08)
Doc description: Request for Continued Examination (RCE) Approved for wse through 0773102012, OMB DES1-0031
U5 Patent and Trademark Offics;, LS. DEPARTMENT OF COMMERCE

Under the Papersork Reduction Act of 1965, no persons are required fo respond 1o a colection of information unless it contains a valid OMB conlrod number

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application Filing Docket Number Art

Number | [/#376581 Dute | 0508 (if applicabley | [C14>054US Unit | P48
First Named i Examiner 1 _

it Waonjong Rhee Name Boris 0. Grijalva Lobos

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.

Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply o any ulility or planl application filed prior to June 8,

1845, or io any design application. The Instruction Sheet for this form is located at WWW USPTO GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Mole: If the RCE is proper, any previously filed unentered amendmenis and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)

entered, applicant must request non-entry of such amendment{s).

Praviously submitted, If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a

= submission even if this box is nol checked

[:| Consider the arguments in the Appeal Brief or Reply Briefl previously filed on

[[] Other

[[] Enclosed

[[] AmendmentReply
[:| Information Disclosure Statement (IDS)

[] Afidavitis¥ Declaration{s)

[] oOther

MISCELLANEOQUS

Suspension of action on the above-identiied application is requested under 37 CFR 1.103{c) for a penod of months

{Period of suspension shall not exceed 3 months, Fee under 37 CFR 1.17(1) required)

[[] other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
] The Director is hereby authonzed o charge any underpayment of fees, or credit any overpayments, to
Deposit Account No F,oznﬁ

SIGNATURE COF APPLICANT, ATTORNEY, OR AGENT REQUIRED

. Patent Practitioner Signature

Applicant Signature

EFS - Web 2115

Charter Communications, Inc.
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Doc code: RCEX

Doc description: Request for Continued Examination (RCE)

PTOFSBA0EFS (O7-08)
Approved for use through 07/31/2012. OMB DES1-0031
U5 Paten and Trademark Office; U 5. DEPARTMENT OF COMMERCE

Under the Papersork Reduction Act of 1965, no persons are required fo respond 1o a colection of information unless it contains a valid OMB conlrod number

Signature of Registered U.S. Patent Practitioner

Signature

I'Mil:l‘lﬂel North/

Date (YYYY-MM-DD)

Mame

Michael Morth

Registration Mumber

This collection of information is required by 37 CFR 1,114, The information is required to oblain or retain a benefit by the public which is to
file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submilting the completed application form 1o the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of ime you require to complete this form andfor suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Palent and Trademark Office, U.S. Depanment of Commerce,
P.Q. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select oplion 2.

EFS - Web 2115
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.5. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
Mational Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency’s responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2906, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.5.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2115
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Electronic Patent Application Fee Transmittal

Application Number: 14356581

Filing Date: 06-May-2014

Title of Invention:

METHOLD, AFFARATUS, AND 5YSTEM FOR OPTIMIZING PERFORMAMNCE OF A
COMMUMICATION UNIT BY A REMOTE SERVER

First Named Inventor/Applicant Name: Wonjong Rhee
Filer: Michael V. Narthd/Nita Miller
Attorney Docket Number: 201 45-054U%

Filed as Large Entity

Filing Fees for U.5. National Stage under 35 USC371

Description Fee Code Quantity Amount SHET;::; "
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-lssuance:

Extension-of-Time:

Charter Communications, Inc.
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Description Fee Code Quantity Amount 5“:;;:;; in
Miscellaneous:
RCE- 2ND AND SUBSEQUEMNT REQUEST 1820 1 1900 1900
Total in USD ($) 1900

Charter Communications, Inc.
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Electronic Acknowledgement Receipt

EFs ID: 34BR9938
Application Number: 14356581
International Application Number:
Confirmation Number: 4319

Title of Invention:

METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING PERFORMAMNCE OF A
COMMUMICATION UNIT BY A REMOTE SERVER

First Named Inventor/Applicant Name:

Wonjong Rhee

Customer Number: 146571
Filer: Michael V. Morth/Nita Miller
Filer Authorized By: Michael V. North
Attorney Docket Number: 20145-054U5
Receipt Date: 17-JAN-2019
Filing Date: 06-MAY-2014
Time Stamp: 16:41:36
Application Type: 115, National Stage under 35 USC 371

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1900

RAM confirmation Mumber CT1RTHNTEFSW 16423100
Deposit Account 502776
Authorized User Mita Miller

The Director of the USFTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1,17 (Patent application and reexamination processing fees)

37 CFR 1.19 (Document supply fees)

Charter Communications, Inc.
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37 CFR 1.20 (Post Issuance fees)
37 CFR 1.21 (Miscellanecus fees and charges)

37 CFR 1.492 (National application filing, search, and examination fees)

37 CFR 1.492(a) [Basic national fee only)

File Listing:

Document - , File Size(Bytes)/ Multi Pages
Number Document Dascription Fite Nama Message Digest | Part/.zip| (ifappl.)
GO7508
1 Request for Continued Examination 054US RCE pdf no 3
[Hc E] Erat T dihhy (R REEL - REN LR P PR
pos]
Warnings:
Information:
30820
2 Fee Worksheet (SE06) fee-info.pdf no 2
7'3‘1‘!\--?“ﬂ":"';::.7mi°‘i!mf<rﬂr’i
Warnings:
Information:

Total Files Size (in h:rtes]{ 728418

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 27 CFR
1.53(b)-(d) and MPEP 506}, a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

MNational Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Ferm PCT/DO/EQ/%03 indicating acceptance of the application as a
national stage submission under 35 L.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTCISE/DEa (01-10)

Do code: IDS
Doc description: Information Disclosure Statement (IDS) Filed T T e I aieT S CAance

Unsder the Papereork Reduction Act of 1995, no persons are required (o respond io a collection of information urless it conlains a valid OMB control nurmber.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

14356581

Filing Date

P014-05-06

First Named Inventor "ﬂunjung Rhee

Art Unit

[2446

Examiner Mame

| Grualva Lobos, Boris D.

Attorney Docket Number

[ 20145-054U8

U.S.PATENTS

Remove

Examiner| Cite
Initial® Mo

Patent Mumber

Kind

Codei| '55ue Date

MName of Patentee or Applicant
of cited Document

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner|
Initial*

Cite No

Publication
Number

Kind
Code?

Publication
Date

MName of Patentee or Applicant
of cited Document

Pages,Columns Lines where
Relevant Passages or Relevant

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add buﬂnnl Add

FOREIGN PATENT DOCUMENTS Remove
Pages,Columns, Lines
Examiner| Cite | Foreign Document | Country Kind |Publication AN:nTiE}:tF;?tsi?;e O | where Relevant Ts
Initial® No | Number? Code?j Codes| Date Dnz Passages or Relevant
ument b
Figures Appear
1
If you wish to add additional Foreign Patent Document citation information please click the Add button Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite L , \ :
Initiale* | No (book, magazine, journal, serial, symposium, cataloeg, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.
EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

Application Number 14356581

Filing Date 2014-05-06
First Named Inventor | Wonjong Rhee

Art Unit | 2446

Examiner Mame | Grualva Lobos, Boris D.

Attorney Docket Number IEUHE-D&!US

[20pgs).

Difice Action, and English translation thereof, dated 2018-11-01, in Chinese Patent Application Mo. 201180075399.4 W

2 [Dffice Action dated 2018-12-07, in European Patent Application Mo. 117879940 (4pgs). D

If you wish to add additional non-patent literature document citation information please click the Add button| Add |

EXAMINER SIGNATURE

Examiner Signature

Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Docurments al www USPTO, GOV or MPEP 301.04.  Enter office thal issued the document, by the two-letter code (WIPD
Standard ST.3). ? For Japanese patent documents, the indication of the year of the reign of the Empenor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 f possible, = Applicant s to place a check mark here |

English language translation is attached.

EFS Web 2.1.17
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Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [t oo inventor | Worjong e
STATEMENT BY APPLICANT | [2sss
{ Not for submission under 37 CFR 1.99)

Examiner Mame | Grualva Lobos, Boris D.

Attorney Docket Number IEUHE-D&!US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inguiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael North/ Date (YYYY-MM-DD) 2019-01-17

Name/Print Michael Morth Registration Number Imee:a

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This cecllection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17

Charter Communications, Inc.
Exhibit 1008
Page #5661



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autherity for the collection of this information is 35 U.S.C. 2(b)(2); {2) furnishing of the information sclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
{5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence fo a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

B. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
Mational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency’s responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C, 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of law or regulation.

EFS Web 2.1.17
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Electronic Acknowledgement Receipt

EFs ID: 34890921
Application Number: 14356581
International Application Number:
Confirmation Number: 4319

Title of Invention:

METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING PERFORMAMNCE OF A
COMMUMICATION UNIT BY A REMOTE SERVER

First Named Inventor/Applicant Name:

Wonjong Rhee

Customer Number: 146571
Filer: Michael V. Morth/Nita Miller
Filer Authorized By: Michael V. North
Attorney Docket Number: 20145-054U5
Receipt Date: 17-JAN-2019
Filing Date: 06-MAY-2014
Time Stamp: 17:24:41
Application Type: 115, National Stage under 35 USC 371

Payment information:

Submitted with Payment o
File Listing:
Document . . File Size[Bytes)/ Multi Pages
Mumber Document Description File Name Message Digest | Part/.zip| (ifappl)
25061
1 Transmittal Letter 054U5_SIDS_Trans.pdf no 3
Fie S il T 54 B ] 6 P00 ] £ S 4 T
Warnings:
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Information:

612043
3 Infarmation D!sclosure Statement (ID5) 054U5_SIDS_SBO8 pdf no q
Farm (SBOS) " ,
B I AT | e Ml T Tl
deids
Warnings:
Information:

A LS. Patent Number Citation or a L5, Publication Number Citation is required in the Information Disclosure Staterment (ID%) form for
autaloading of data into USPTO systems. You may remaove the farm to add the required data in order to correct the Infarmational Message if
you are citing L5, References. If you chose not 1o include .S, References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) systern. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Mon Patent Literature will be manually reviewed and keyed into USPTO systems.

3614320

3 Mon Patent Literature 054U5_SIDS_NPLY.pdf no 20

RS Dok 10 B T 5 575 Lol 050l 570
[ )

Warnings:
Information:
1BR577
4 Mon Patent Literature 054U5_SIDS_NPL2 pdf no 4
0N S e 30T AT IS 2 T 5|
=01

Warnings:

Information:

Total Files Size (in h,tes}{ 4444071

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C.111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506}, a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

MNational Stage of an International Application under 35 U.5.C. 371

If a timely submission te enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

Mew International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s)  : Wonjong Rhee Confirmation No.: 4319

Appl. No. 1 14/356,581

Filing Date  :  2014-05-06

Title : METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING
PERFORMANCE OF A COMMUNICATION UNIT BY A REMOTE
SERVER

Art Unil T 2440

Examiner : Boris D, Grualvalobos

Docket No. @ 20145-054US

CERTIFICATE OF MAILING (37 CFR $1.8)
I hereby certifv, pursuant to 37 CIFR 1.8, that this correspondence is being electronically transmitted via EFS-Web
addressed o Commissioner for Patents, PO, Box 1450, Alexandria, VA 22313-1450, on the date shown below:

Date: 2009-01-17 By: INita Miller/
Nita Miller

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria. VA 22313-1450

SIR or MADAM:

Filed herewith, in accordance with the provisions of 37 CFR §§ 1.56 and 1.97-1.98, listing
various references for consideration by the Examiner, is an Information Disclosure Statement
(“IDS™).

The filing of this IDS shall not be construed as a representalion that a search has been
made. or regarding the completeness of the list of references, or that no other material information
exists. Furthermore, the filing of this IDS shall not be construed as a representation that inclusion
of a reference in this list is an admission that it is prior art or is pertinent to this application, or as
an admission that the information listed is, or may be considered to be, material to the patentability
ol the above relerenced application. The [iling ol this IDS shall not be construed in any manner as

an admission against interest,

This TDS is being filed:

[ 20145054 US00014TE2. DOCK v 1
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PATENT

within three months of the filing date of a national application, other than a
continued prosccution application under § 1.53(d);

within three months of the date of entry of the national stage as set forth in § 1.491
in an international application;

before the mailing of a first Office Action on the merits;

before the mailing of a first Office Action after the filing of a request for continued
examination under § 1.114;

O XoOo O O

afier three months of the filing date or entry into the national stage or after the
mailing ol a Orst Office action on the merits. but before the mailing date of any
final action under § 1.113, a notice of allowance under §1.311, or an action that
otherwise closes prosecution in the application;

AND
[:l enclosed herein is the fee set forth in 37 CFR § 1.17(p);
OR
] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was [irst cited in a communication lrom
a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
information disclosure statement;

OR

[] That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application.
and. to the knowledge of the person signing this certification
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56{c) more than
three months prior to the filing of this information disclosure
statement.

] on or before the payment of the issue fee but after the mailing of a final action under
4 1.113, a notice of allowance under $1.311. or an action that otherwise closes
prosecution in the application;

AND

|:| enclosed herein is the fee set forth in 37 CFR § 1.17(p):
AND

[] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was first cited in a communication from
a foreign patent office in a counterpart foreign application

[ 20145054 US00014TE2. DOCK v 2
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fees are

=4

PATENT

not more than three months prior to the filing of this
information disclosure statement;
OR

[J  That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart forcign application,
and. to the knowledge ol the person signing this certilication
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56(c) more than
three months prior to the filing of this information disclosure
statement.

Applicant submits that the enclosed Infommation Disclosure Statement is timely;
therefore, no Fee is required.

Except as provided for under 37 CFR § 1.98(a)(2). Applicant has enclosed a copy
of each listed reference.

The above referenced application relies upon Application No.
filed . for an earlier effective filing date under 35 U.S.C. IE{}
Although, pursuant to T." CFR & 1.98(d), the references submitied herein are not
required to be submitted for the Examiner to consider them., Applicant submits the
relerences herein so that the information will be printed on the patent issuing (rom
this application.

Pursuant 1o 37 CFR § 1.704(d), Applicani certifies that each of the references cited
herein were first cited in a communication from a foreign patent office in a
counterpart application and that this communication was not received by any
individual designated in 37 CFR § 1.56(c) more than thirty days prior to the filing
of this Information Disclosure Statement.

Consideration of the listed references and favorable action are requested. Il any additional

due in connection with the filing of this Information Disclosure Statement, the

Commissioner is hereby authorized to charge such fees to Deposit Account 50-2776.

Date:

Respectiully submitted,

2019-01-17 By:___ /Michacl V. North/

Michael V. Norih
Reg. No. 46963

Customer No,

146571

UNITED STATES PATENT
AND TRADEM ARE Tyt

[ 20145054 US00014TE2. DOCK v 3
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Doc code: RCEX

PTOVSB/0EFS (07-08)
Doc description: Request for Continued Examination (RCE) Approved for wse through 0773102012, OMB DES1-0031
U5 Patent and Trademark Offics;, LS. DEPARTMENT OF COMMERCE

Under the Papersork Reduction Act of 1965, no persons are required fo respond 1o a colection of information unless it contains a valid OMB conlrod number

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application Filing Docket Number Art

Number | [/#376581 Dute | 0508 (if applicabley | [C14>054US Unit | P48
First Named i Examiner 1 _

it Waonjong Rhee Name Boris 0. Grijalva Lobos

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.

Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply o any ulility or planl application filed prior to June 8,

1845, or io any design application. The Instruction Sheet for this form is located at WWW USPTO GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Mole: If the RCE is proper, any previously filed unentered amendmenis and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)

entered, applicant must request non-entry of such amendment{s).

Praviously submitted, If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a

= submission even if this box is nol checked

[:| Consider the arguments in the Appeal Brief or Reply Briefl previously filed on

[[] Other

[[] Enclosed

[[] AmendmentReply
[:| Information Disclosure Statement (IDS)

[] Afidavitis¥ Declaration{s)

[] oOther

MISCELLANEOQUS

Suspension of action on the above-identiied application is requested under 37 CFR 1.103{c) for a penod of months

{Period of suspension shall not exceed 3 months, Fee under 37 CFR 1.17(1) required)

[[] other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
] The Director is hereby authonzed o charge any underpayment of fees, or credit any overpayments, to
Deposit Account No F,oznﬁ

SIGNATURE COF APPLICANT, ATTORNEY, OR AGENT REQUIRED

. Patent Practitioner Signature

Applicant Signature

EFS - Web 2115
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Doc code: RCEX

Doc description: Request for Continued Examination (RCE)

PTOFSBA0EFS (O7-08)
Approved for use through 07/31/2012. OMB DES1-0031
U5 Paten and Trademark Office; U 5. DEPARTMENT OF COMMERCE

Under the Papersork Reduction Act of 1965, no persons are required fo respond 1o a colection of information unless it contains a valid OMB conlrod number

Signature of Registered U.S. Patent Practitioner

Signature

I'Mil:l‘lﬂel North/

Date (YYYY-MM-DD)

Mame

Michael Morth

Registration Mumber

This collection of information is required by 37 CFR 1,114, The information is required to oblain or retain a benefit by the public which is to
file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submilting the completed application form 1o the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of ime you require to complete this form andfor suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Palent and Trademark Office, U.S. Depanment of Commerce,
P.Q. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select oplion 2.

EFS - Web 2115
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.5. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
Mational Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency’s responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2906, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.5.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2115
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Electronic Patent Application Fee Transmittal

Application Number: 14356581

Filing Date: 06-May-2014

Title of Invention:

METHOLD, AFFARATUS, AND 5YSTEM FOR OPTIMIZING PERFORMAMNCE OF A
COMMUMICATION UNIT BY A REMOTE SERVER

First Named Inventor/Applicant Name: Wonjong Rhee
Filer: Michael V. Narthd/Nita Miller
Attorney Docket Number: 201 45-054U%

Filed as Large Entity

Filing Fees for U.5. National Stage under 35 USC371

Description Fee Code Quantity Amount SHET;::; "
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-lssuance:

Extension-of-Time:
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Description Fee Code Quantity Amount 5“:;;:;; in
Miscellaneous:
RCE- 2ND AND SUBSEQUEMNT REQUEST 1820 1 1900 1900
Total in USD ($) 1900
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Electronic Acknowledgement Receipt

EFs ID: 34BRIGER
Application Number: 14356581
International Application Number:
Confirmation Number: 4319

Title of Invention:

METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING PERFORMAMNCE OF A
COMMUMICATION UNIT BY A REMOTE SERVER

First Named Inventor/Applicant Name:

Wonjong Rhee

Customer Number: 146571
Filer: Michael V. Morth/Nita Miller
Filer Authorized By: Michael V. North
Attorney Docket Number: 20145-054U5
Receipt Date: 17-JAN-2019
Filing Date: 06-MAY-2014
Time Stamp: 16:30:44
Application Type: 115, National Stage under 35 USC 371

Payment information:

Submitted with Payment o
File Listing:
Document . . File Size[Bytes)/ Multi Pages
Mumber Document Description File Name Message Digest | Part/.zip| (ifappl)
607508
. Request for Ccn:g:ed Exarnination 054US_RCE pdf . 3
t ] i i 1 T | Rt B B R
Warnings:
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Information:

30821

2 Fee Worksheet (SBOG) fee-info.pdf ne 2

& 10T e 1l 192 e TOE SR Bt 2
T

Warnings:

Information:

Total Files Size (in bytes); 728419

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a

Post Card, as described in MPEP 503,

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

Mational Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 25
U.5.C. 371 and other applicable requirements a Foerm PCT/DO/EQ/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

MNew r I i i i PT i

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Charter Communications, Inc.
Exhibit 1006
Page #674



Lingdor ih Pappewcrk Redustan At ol 1905, 0o pmons are reguines 1o rispond 1o o collaction of informalis

PTOEEOE [0=-11)

Agproved Tor uge through 13172014, OB 08510032
U5, Paber] and Traderads 0o LS, DEPARTMENT OF COMMERGE

on Lnkess it dsplave & vas OME cordrcl nisnbar

Substiwte for Form PTO-875

PATENT APPLICATION FEE DETERMINATION RECORD

Appication or Dockel Number

14/356,581

Filing Date

05/06/2014

[ 7o be Maied

entiTy.  [9 Larce [ sma [] micro

APPLICATION AS FILED - PART |

(Column 1] [Cokemn 2)
FOR NUMBER FILED MLUMBER EXTHA HATE () FEE I§
.E BASICFEE MIA A MeA
{37 CFH 1 LEia i, or [ch]
O searcH Fee A MA A
(3T GRASS0, i ce [m)
EXAMINATICH FEE ! ¢ "
437 CFA 11840}, [P, or [ai} NiA HA WA
-5::7: ;f_ltf:lp(il-l;:f mirus 20 = ¥ E -
e ———————
INDEEPENDENT CLAIMS 3
(37 CFR 1.78(h)1 minus 3 = X5 -
f the spacification and dravnrgs excesd 100 sheats
. of paper, the application size fee due is 3310 (3155
my ;?;Ef,‘rl'gf‘, SIZE FEE for smal ontity) for each additional 50 shoets or
= =) fraction thereol. Sea 35 US.C. 41{2)(1)}{G) and 37
CFR 1.16(s}
p—
D MULTIPLE DEPENDENT CLAIM FRESENT (37 CFE 1.18(0)
* [ ihe diffarence in cobumn 1 is less than zem. anber *07 in column 2 TOTAL
APPLICATION AS AMENDED - PART Il
| Column 1) (Column 2Zj (Column 3}
CLAIMS HIGHEST
) AEMAINING MLIMBER e " T "
- 01172019 | acren PREVIDUSLY PRESENT EXTAA AATE (%) ADDHTIOMNAL FEE ($)
E AMENDMENT PAID FOR
E ".:.lf.'.l; 3T CFR - 18 Minus |~ 20 = 0 x 100 0
= hdiondenl -9 Minus | =~3 -0 % 2460« 0
= D Application Sipe Fea (37 CFR 1,16(s])
T —
D FIRST PRESENTATION OF MULTIFLE DEFEMDENT CLAIM (37 CFR 1. 184{[1}
TOTAL ADD'L FEE 0
(Gelumn 1) (Column ) (Ciglumn 3}
CLAIMS HIGHEST
REMANING NUMEBER £ | T
AFTER PREVIOLSLY FRESENT EXTAA AATE (5) ADDITIOMNAL FEE (§)
AMEMDMENT FAID FOR
Total jar . "
m;:nln; R Minus = X5 =
" Minus . T

Application Sipa Fes (37 CFF 1.168{s])

AMENDMENT

D FIRST FRESENTATEON OF MULTIFLE DEFEMDENT CLAIM (33 CFR 1,96}

* i the anlry im column 1 s less than the anlry in column 2, write *0° in colemn 3

** If the “Highesl Number Praviously Paid For® IN THIS SPACE is lass than 20, enter “207,
=" W e "Highest Nurmbser Previously Paid For® IN THIS SPACE is less Lhan 3, enles “3°,
The “Highest Mumber Previousty Paid Fo® [Talal o Independant ) is the highest number found in the appropriale box in column 1

TOTAL ADDL FEE

LIE
SHERRY DAVIS

— -
This collection of information is reguired by 37 GFR 176, The information is required 1o chtain o retain a banafit by the pubic which is 1o file (and by the USPTO 10

process] an application. Confidentiality is goverred by 35 ULS.C. 122 and 37 CFR 1,14 This collaction is estirmated to 12ke 12 menutes to complate induding gathering
preparirg, and submitting the complated application korm 1o the USPTO, Time will vary depanding upon 1he individeal case. Any comments on the amaount of time you
require o complete this form andor suggestions for reducing this burden. should be ser to the Chiet Information Officer. LS. Patent and Trademark Odfce, US

Deparimant of Commerce, P.O. Box 1450, Alexandnia, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDAESS, SEND TO: Commissloner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
I you need assislance in compleling the orm, call 1-800-PTO-9199 and selwc oplion 2
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UniTeD STATES PATENT axD TRADEMARK OFFICE

UNITED STATES DEFARTMENT OF COMMERCE
United States Patent and Trademark Cffice
Aubdress: CORMISSIONER FOR PATENTS

PO Thon 1450

Alemandna, Yiginia 22303 1450

v mapi g

APPLICATION NO, FILING DATE | FIRST MAMED INVENTOR I ATTORNEY DOCKET R0, | CONFIRMATION NO, I
147356,541 OSAM2H 4 Wanjong Rhee 20145054115 4319
146571 7480 BLA019 I EXAMINER I
MNorth Weber & Baugh LLP - ASSIA
3260 Hillview Avenue, 15t Floor CROALVALOROS, BORIS D
Pulo Alio, CA 94304
| ART UNIT I PAPER NUMBER |
24k

I NOTFICA TS DA TE | DELIVERY MODE I

O1AM2Z0NS ELECTRONIC
Please find below and/or attached an Office communication concerning this application or proceeding,
The time period lor reply, il any, is set in the attached communication,

Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the
following e-mail addressies):

docket] @ northweber.com

PTOR-S0A {Hew, (007
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Application No. Applicant(s)
Advisory Action 14/356,581 Rhee, Wonjong
Before the Filing of an Appeal Brief |Examiner Art Unit AIA Status
BORIS D GRIJALVA LOBOS 2448 No

-~ The MAILING DATE of this commuicalion appears on the cover sheel with the correspondence address -
THE REFLY FILED 18 December 2018 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. ] The reply was filed aller a final rejection. Mo Notice of Appeal has been filed. To avoed abancenment of this application, applicant must timely fle
one of the following rephes: (1) an amendment, affidawt, or other evidence, which places the application in condition for allowance;
(2] a Motice of Appeal {with appeal fe) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with
37 GFR 1.714 if this is a utility or plant application. Mote thal RCEs are not permitied in design applications. The reply must be fted within one of
the following fime periods
a) & The penod for reply expires 3 manths from the mailing date of the final rejection,
b [ The penod for reply expires on: (1) the maifing date of this Advisory Action; or {2] the dale set forth in the final rejection, whichever is later,
In na even, howewver, will the slatutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
el A prior Advisory Acticn was mailed mose than 3 months afler the mailing dale of the final rejection in response 1o a first alter-inal reply filed
within 2 months of the mailing date of the final rejection. The current peniod for reply expires manths from the mailing date of
e prar Advisory Action or 31X MONTHS from the mailing date of the final rejection, whichever is earfier
Examiner Note: If box 1 is checked, check either box {a), (b) or (). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION 15 THE
FIBST RESPONSE TO APPLICANTS FIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. OMLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). Scc MPEP 706.07(1).
Extensions of ime may be obfained under 37 CFR 1.136(a). The date on which the pefibon under 37 CFR 1.136(a) and the appropnale
extension bee have been fled is the date for purposes of cetermining the penod of extension and the cormespanding amount of the lee. The
aporopriate extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shonened statutory period for reply originally
561 in the final Office action; ar (2} as set forth in (0] or (¢} above, if checked. Any reply received by the Office later than three months after the
mailing date of the final rejection, even if timely filed, may reduce any eamed patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL

2. [_] The Motice of Appeal was filed on A brief in compliance with 37 CFR 41 37 must be fled within two months of the date of filing the Motice
of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e]), 1o aveid dismissal of the appeal. Since a Nolice of
Appeal has been filed, any reply must be filed within the time period set forth in 37CFR 41.37(a).
AMENDMENTS
3. ¥ The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will nol be entered because
a) ¥ They raise new issues that would require further consideration and/or search {see NOTE below);
by (] They raise the issue of new matter {see NOTE below);
¢} [ They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; andior
dj O They presend adcilional claims withoul canceling a cormesponding number of flinally rejected daims.
MOTE: The amendments 1o the claims raise new issues that require further search andior consideration (See 37CFR 1.116 and 41.33(a)).
4. [] The amendmenis are nat in compliance with 37CFR 1.121. See attached Notice of Mon-Compliant Amendment (PTOL-324).
5 O Applhcants reply has overcome the fallowing rejections):
6 ] MNeowly proposed or amended daim(s) would be allowable if submitied in a separate, timely filed amendment canceling the non-allowabie
claim(s)
7. ] For purposes of appeal, the proposed amendment(s):(a)[¥] will not be entered, or (b)[_]will be entered, and an explanation of how the
new or amended claims would be rejected is proviced below or appendec,

B |:| A declarabion(s)/afidavits) under 37 CFR 1.130{b) was'were filed on

9. |:| The affidavit or other evidence filed after final action, but bedore or on the date of filing a Motice of Appeal will oo be enterec because applicam
failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier presented. See 37
CFR 1.116(e).

10. [] The affidavit or ather evidence filed atier the date of filing the Notice of Appeal, but prior to the date of ilng a bret, will nat be entered because
the alfidavit or ather evidence failed 1o overcome all rejections under appeal and'or appellam fails 1o provide a showing of good and sufficient
reasons why it is necessary and was not cardier presented. See 37 CFR 41.33(d)1).

11. [J The affidavit or ather evidence is entered. An explanation of the status of the claims afler entry is below or attached.

12 [« The request for reconsideration has been considered but does MOT place the application in condgition for allowance because:
The amandments 1o the claims raise new issues that require further search andior consideraton

13. [C] Mote the atlached Information Digclosure Statemens). (FTOVSE/0B) Paper Mo(s).

14. ] Cher:

STATUS OF CLAIMS

15, The status of the claim(s) is (or will be) as follows.:
Claim{s) allowec .
Claimi{s) objected 1o .
Claim{s) rejected: 1,3-5.7-10,12-16.34 36-37 and 53-57
Claim{s) withdrawn from conssderation

B.0.G/ (Tauqir Hussain/
Examingr, Art Unit 2448 Primary Examingr, Arl Unit 2446
U.5. Patent and Tracemark Othce
PTOL-303 (Rev. 0B-2013) Advisory Action Before the Filing of an Appeal Briet Paper No, 20181226
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appl. No. 1 14/356.581 Confirmation No.: 4319
Inventor(s) :  Wonjong Rhee

Filing Date  :  2014-05-06

Title : METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING

PERFORMANCE OF A COMMUNICATION UNIT BY A REMOTE SERVER
Art Unit ;o 2446
Examiner : Boris D, Grijalva Lobos
Docket No. @ 20145-054US

CERTIFICATE OF MAILING (37 CFR §1.8)

I hereby certify, pursuant o 37 CFR §1.5, that this correspondence is being electronically transmitted to the United
States Patent and Trademark Office via EFS-Web addressed to: Mail Stop A, Commissioner for Patents, P.O, Box
1450, Alexandria, VA 22313-1450, on the date shown below:

Draed: 2018-12-18 By: Mita Miller/
Nita Miller

RESPONSE TO FINAL OFFICE ACTION
Mail Stop AF
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Examiner Grijalva Lobos:

This Amendment is in response to the Final Office Action mailed October 26, 2018
("Office Action™), and having a shortened statutory response period for reply expiring
Januwary 26, 2019. Accordingly, this paper is timely filed. Applicant respectiully requests

reconsideration in view of the Amendments and Remarks set forth below.

Amendments to the Claims are reflected in the complete Listing of Claims which

begins at page 2 of this paper.
Remarks/Arguments begin on page 8 of this paper.

DO NOT ENTER: /B.D.G/
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appl. No.
Inventor(s)
Filing Date
Title

Art Unit
Examiner

Docket No.

14/356,581 Confirmation No.: 4319
Wonjong Rhee
2014-05-06

METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING
PERFORMANCE OF A COMMUNICATION UNIT BY A REMOTE SERVER

2446
Boris D. Grijalva Lobos
20145-054US8

CERTIFICATE OF MAILING (37 CFR §1.8)

I hereby certify, pursuant o 37 CFR §1.5, that this correspondence is being electronically transmitted to the United
States Patent and Trademark Office via EFS-Web addressed to: Mail Stop A, Commissioner for Patents, P.O, Box

1430, Alexandria, VA 22313-1450, on the date shown below:
Draed: 2018-12-18 By: Mita Miller/
Nita Miller

Mail Stop AF

RESPONSE TO FINAL OFFICE ACTION

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Examiner Grijalva Lobos:

This Amendment is in response to the Final Office Action mailed October 26, 2018
("Office Action™), and having a shortened statutory response period for reply expiring

January 26, 2019. Accordingly, this paper is timely filed.

reconsideration in view of the Amendments and Remarks set forth below.

Amendments to the Claims are reflected in the complete Listing of Claims which

begins at page 2 of this paper.

Remarks/Arguments begin on page 8 of this paper.

[ 20145054 US0001491 2. DOCK v | 1
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Electronic Acknowledgement Receipt

EFs ID: 3624766
Application Number: 14356581
International Application Number:
Confirmation Number: 4319

Title of Invention:

METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING PERFORMAMNCE OF A
COMMUMICATION UNIT BY A REMOTE SERVER

First Named Inventor/Applicant Name:

Wonjong Rhee

Customer Number: 146571
Filer: Michael V. Morth/Nita Miller
Filer Authorized By: Michael V. North
Attorney Docket Number: 20145-054U5
Receipt Date: 18-DEC-2018
Filing Date: 06-MAY-2014
Time Stamp: 1550046
Application Type: 115, National Stage under 35 USC 371

Payment information:

Submitted with Payment o
File Listing:
Document . . File Size[Bytes)/ Multi Pages
Mumber Document Description File Name Message Digest | Part/.zip| (ifappl)
A63E4
1 054L5_RFOA. pdf yes a
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Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Argurments/Remarks Made in an Amendment 8 8
Claims 2 7
Response After Final Action 1
Warnings:
Information:
Total Files Size (in bytes){ 46384

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

Mational Stage of an International Application under 35 11.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

MNew International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Appl. No. t 14356581

Drocket No, o 2004505405
Office Actiondate  : 2005-10-26
Response date : 20 R-12-18

REMARKS

Claims 1, 3-5, 7-10, 12-16, 34, 36-37, and 53-57 were presented for examination. All
pending claims were rejected by the Examiner in the Office Action. In response, Applicant
hereby amends claims 1, 10, 15, 34, and 53 and cancels claims 7 and 55, Applicant respecilully

requests reconsideration in light of the amendments to the claims and the below remarks.

Applicant thanks Examiner Grijalva Lobos for the courtesy of a telephone interview on
November 6, 2018, During this interview. Applicant’s representative proposed amendments that
the Examiner confirmed overcome all current rejections. In light of the agreement reached during
the interview, Applicant hereby amends claims 1, 10, 15, 34, and 54 to Turther clarily the present
invention’s limitation. Applicant respectfully requests that the current rejections be withdrawn,
and that all pending claims, claims 1, 3-5, 8-10, 12-16, 34, 36, 37, and 53-34, and 56-57 be
allowed as currently amended. Support for the claim amendments may be found, for example, in

paragraphs 46 and 54,

CONCLUSION
In view of the above arguments, Applicant believes that all pending claims are allowable
and respectlully request that a Notice ol Allowance be issued [or this application in ils current
state. Applicant believes that more than a sufficient number of reasons have been stated to
traverse all rejections. Should the Examiner believe that a welephone conference would expedile
the prosecution of this application., the Examiner is invited to contact the undersigned at
telephone number (650) 353-3786. If any fees are due in connection with the filing of this

amendment, the Commissioner is authorized o charge such fees to Deposit Account 50-2776.
Respectfully submitted.
Date: 2018-12-18 By: /Al Uvanik/

Al Uyanik
Reg. No. 67,080

Customer No.

146571

UniTED STATES PATENT
& TRADEMARE UJFFICE
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Appl. No. t 14356581

Drocket No, o 2004505405
Office Actiondate  : 2005-10-26
Response date : 20 R-12-18

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the

application:
Listing of the Claims:
1. (Currently  amended) A method for improving performance of one or more
communication units, the method comprising:
receiving, by a server, from a network monitoring device. in real-time. data associated

with an operation of ese lwo or more communication units located in different

geographical areas. the data comprising a parameter;

processing, by the server, at least one of the data and historical data;
based on the processed data, determining a policy for at least one eaeh of the ese two or
more comimunication units; and

communicating the policy, by the server, via a network. to at least one or more

communication units that, in response o wnplemesting receiving the policy

implemented one or more algorithms based on at least a rule or a condition

improve a performance of the one or more communication units,
2. {Cancelled)

3. (Previously  presented) The method of claim 1, wherein  monitoring comprises

determining a received signal strength indication,

4, {Previously presented) The method of claim 1, further comprising., based on a change in

the operation. updating the policy.

[

[ 20145054 US0001491 2. DOCK v |
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Appl. No. t 14356581

Docket No. i 20145-054U8

Office Action date @ 2018-10-26

Response date : 20 R-12-18

5. {Previously presented) The method of claim 1, wherein determining the policy comprises

selecting the policy from a set of policies.
6-7.  {Cancelled)

8. (Previously presented) The method of claim 1, wherein the one or more communication
units comprise at least one of?

an access point (AP);

a base station;

a wireless LAN device;

a DSLAM;

a gateway,

a performance enhancement device;

a Digital Subscriber Line (DSL) Customer Premises Equipment (CPE) modem;

an in-home powerline device:

a Home Phoneline Network Alliance (HPNA) based device;

an in-home coax disiribution device;

a G.hn (Global Home Networking Standard) compatible device:

an in-home metering communication device;

an in-home appliance communicatively interfaced with the LAN:

a wireless femtocell base station;

a wireless WiFi compatible base station;

a wireless mobile device repeater;

a wireless mobile device base station;

[ 20145054 US0001491 2. DOCK v | 3
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Appl. No. t 14356581

Drocket No, o 2004505405
Office Actiondate  : 2005-10-26
Response date : 20 R-12-18

a sel-top box (STB)/set-top unit (STU) customer electronics device;

an Internet Protocol (IP) enabled television;

an IP enabled media player;

an IP enabled gaming console;

an Ethernet gateway;

a computing device connected to the LAN;

an Ethernet connected computer peripheral device;
an Ethernet connected router;

an Ethernet connected wireless bridge;

an Ethernet connected network bridge: or

an Ethermet connected network switch.

9, {Cancelled)

10. {Currently amended) A non-transitory machine-readable storage medium  having

computer executable instructions stored thereon that when executed cause a processor of a server

to perform a method for improving performance of one or more communication units by—the

server, the method comprising:

receiving from a network monitoring device. in real-time, data associated with an

operation of ese two or more communication

geographical areas, the data comprising a parameter;

processing at least one of the data and historical data;
determining by the server, a policy for each of the one or
based on the processed data; and

[ 20145054 US0001491 2. DOCK v | 4
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Appl. No. t 14356581

Drocket No, o 2004505405
Office Actiondate  : 2005-10-26
Response date : 20 R-12-18

communicating, via a network, the policy (o si—Hessi—aie-two or more communication

units that, in response lo s#nplessesting receiving the policy implemented one or

more algorithms based on at least a rule or a condition to improve a performance

of the one or more communication units.

11. {Cancelled)

12.  (Previously presented) The non-transitory machine-readable storage medium of claim 10,
wherein processing comprises storing at least one of the data and the historical data in a memory
device.

13.  (Previously presented) The non-transitory machine-readable storage medium of claim 10,
wherein determining the policy comprises determining a condition for communicating the policy.
14.  {Previously presented) The non-transitory machine-readable storage medium of claim 10,

wherein monitoring comprises determining a received signal strength.

15.  {Currently amended) The non-transitory machine-readable storage medium of claim 10,

wherein—updatine—the—pebev—eomprises [urther comprising updating the parameter based on a

change in the operation to update the policy.

16.  (Previously presented) The non-transitory machine-readable storage medium of claim 10,

wherein determining the policy comprises selecting the policy from a set of policies.
17-33. (Cancelled)

34, {Cuwrrently amended) An apparatus comprising:

a memory; and

hn
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Appl. No. t 14356581

Drocket No, o 2004505405
Office Actiondate  : 2005-10-26
Response date : 20 R-12-18

a processor, coupled to the memory, and operable to:
receive, from a network monitoring device, in real-time, data associated with an

operation of ese (wo or more communication units located in  different

geographical areas, the data comprising a parameter;
analyze at least one of the data and historical data;

based on the analyzed data. determine a policy for at least one eaeh of the ese two or

more communication units—based enthe snabweed data; and
communicate the policy, via a network that is communicatively coupled Lo the processor,
to at least one or more communication units that, in response (o #nplementing

receiving the policy implemented one or more algorithms based on at least a rule

or a condition to improve a performance of the one or more communication units.

35, {Cancelled)

36. { Previously presented) The apparatus of claim 34, further comprising a monitoring device

coupled to the processor, the monitoring device determines a received signal strength.

37.  (Previously presented) The apparatus of claim 34, wherein determining the policy

comprises selecting the policy from a set of policies and updating the parameter.
38-52. (Cancelled)

53. (Cwrently amended) The method of claim 1., wherein processing comprises storing al

least one of the data and #he historical data in the a memory.

34 (Previously presented) The method of claim 4, wherein updating the policy comprises

updating the parameter,

[ 20145054 US0001491 2. DOCK v | 6
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Drocket No, o 2004505405
Office Actiondate  : 2005-10-26
Response date : 20 R-12-18

55. {Cancelled)

56.  (Previously presented) The method of claim 34, wherein processing comprises storing at

least one of the data and the historical data in the memory,

37.  (Previously presented) The methoed of claim 34, wherein determining the policy

comprises determining a condition for communicating the policy.

[ 20145054 US0001491 2. DOCK v | 7
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Application No. Applicant(s)

14/356 581 Rhee, Wonjong
Applicant-Initiated Interview Summary Examiner Art Uit AlA Status

BORIS D GRIJALVA 2446 No

LOBOS

All participants (applicant, applicants representative, PTO personnel):

(1) BORIS D. GRIJALVA LOBOS. {3)

(2) AL UYANIK (67080). (4) )

Date of Interview: 06 Movember 2018,

Type: 0 Telephonic L[] Video Conference
[ Personal [copy given to: [ applicant [ applicant's represantative]

Exhikit shown or demonstration conducted: [ Yes Mo,
If Yes, brief description:

Issues Discussed 8101 112 102 0103 Oothers
(For each of the checked boxies) above, please describe below the issue and detaibed descriplion of the discussion)

Claim({s) discussed: 1,10 and 34.

Identification of prior art discussed: Malik et al. (U3 2009/0147687 A1)

Substance of Interview
(For each issue discussed, provide o deiniled deseription and imdicate il agreememt was reached, Some wopics may inelude; klentification or clarification of o
relerence or a petion thereal, ¢lam mierprelation, pmru:uuul amendmenis, argumenis ol any rlm'.lu'nl relerences e, )

Applicant's representative explained the amendments set forth in the agenda and proposed including additional
subject matter to caplure the idea of processing data from a plurality of devices, and based on the collective processed
data communicaling a policy lo one of the plurality of devices. The examiner agreed that the discussed amendmenls
avercome the applied reference. However, further search and consideration would be necessary.

Claim rejections under 35 USC 101 were also discussed. The examiner proposed incorporating subject matter from
paragraph [0046] of the specification as published which would add significantly more than an abstract idea,

Applicant recordation Instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply 1o the last Office action has already been fled, apalican is given a non-extendable period of the longer of one monih or
thirty days from this interview date, or the mailing cale of this imerview summary form, whichever is later, to file a stalement of the substance of the
inlerview

Examiner recordation Instructions: Examiners musl summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation inclucing the identification of the
general thrust of each argument or issue discussed, a general indication of any ather pertinent matiers discussed regarcing patentabality and the
general results or cutcome of the interview, 1o include an indication as 10 whether or not agreement was reached on the issues raisec.

¥ Attachment
B.D.G/ {Taugir Hussain/
Examiner, Art Unit 2446 Primary Examiner, Arl Unit 2448

U5, Patent and Trademark Ditce
PTOL-413 (Rev. 8'11/2010) Interview Summary Paper Mo. 20181108
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete writher statemen as 1o the substance of any face-to-face, video corference, or telephore imerview with regard 10 an applicalion must be made of recod in the
aprication whathes o nol an agresmeant with the examiner was reached af e nlanview.

Title 37 Code of Federal Regulations (CFR) 1,133 Interviews
Paragraph (o}

In gvery inslance where reconsideration is requested in view of an interview with an examines, a comglebe wrillen statement of the reasons presented at the inferview as
warrarting favoratie action must be flad Sy the applicart. An inlerdew does not removea the necassity for reply to Office action as specified In §§ 1.111, 1,135, (35 LLS.C.
132)

37 CFR §1.2 Business bo be transacted @ wriling
All business with the Paterd or Trademark Office should be transacted in writing. The corsonal attendance of appiicants or ther atlomays or agents at tha Patent and
Trademark Orfice is uonécessary, Tre action of the Patent and Trademark Odfice will be based exclusvely on the writhen record in the Cifice. Mo allention wil be paid to ary
aleged oval promése, slipulaton, or undersianding in relabon to which there is disagreement of doubd.

The action of the Patent and Tragemark Office cannot be based exclusively on the written record in the Office il that record is itself
incomplete throwgh 1he lailure 1o record the substance of inferviews.

Itis the responsibilily of the applicant or the allcrney or agenl 1o make the substance of an inlerview of record in the application e, unless
the examiner indicales he or she will do s0. It is the examiners responsibilily to see that such a record is made and 1o comrec! matenial inaccuracies
which bear directly on the question of patemability.

Examiners must complete an interview Summary Farm for each interview held where a matter of substance has been discussed curing 1he
interview by chacking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matiers, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section §12.01 of the Manual of Patent Examining Procedure, or pointing out
typographical errars or unreadable scripl in Office actions or the like, are excluced from the interview recordation procedures below, Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Recorg is required.

The Imterview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Conterls” section of the file wrapper. In a personal imerview, a duplicate of the Form is given to the applicant [or attorney or agent) at the conclusion of
the interview. In the case of a lelephone or viceo-conference interview, the copy is mailed 1o the applcants cormespondence address either with or pricr
to the next official communicalion. If additional comespondence from the examiner is nol Ikely belore an allowance or if olher circumslances diclate, the
Form should be maileg prompily after the inferview rather than with the next official communication.

The Form provides for recordation of the following information:

- Application Mumber (Series Code and Serial Mumber)

- Name of applicant

- Name of examiner

- Date of interview

- Type of mterview {lelephonic, video-conlerence, or personal)

- Mame of participant{s) (applicant, alforney or agent, examiner, ather FTO personnel, efc.)

- An indication whether or not an exhibit was shown or a demonstration conducied

- An identification of the specific prior an discussed
An indication whether an agreement was reached and if 50, a description of the general nature of the agreement (may be by
allachmenl ol a copy of amendments or claims agreed as being allowable). Nole: Agreement as o allowability is lenlalive and does
nol restrict furlher action by the examiner 10 the contrary.

- The signature of the examiner who conducted the interview (if Form is not an altachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her cbligation to recond the subsiance of the imerview of each case. i
should be noted, however, that the Interview Summary Form will not normally be consicered a complete and proper recordation of the interview unless
it includes, or is supplemented by the applicant or the examiner to include, 2l of the applicable items reguired bedow concerning the subslance of the
imerview

A complete and proper recordation of the substance of any inferview should include at least the following applicable nems:
1} A brief cescription of the nature of any exhibit shown or any demonsiration conducted. -
2} an identification of the claims discussed,
3) an dentification of the specific prior an discussed
4} an identification of the principal propesed amendments of a substantive nature discussed, unless these are alreacy describad on
the Inferview Summary Form compleled by he Examiner,
5} a briel wentiication of the general thrust of the princspal arguments presented to the examiner,
[The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is nol
required. The idenblication of the arguments is sufficient if the general nature or thrust of the pancipal arguments made 1o the
examiner can be understood in the conlexd of the application file. Of course, the applicant may desire 1o emphasize and fully
describe thase arguments which he or she feels were or might be persuasive 1o the examines.)
&) a gencral ingication of any other pertinent matters discussed, anc
7} if appropriate, the general resulls or outcome of the interview unless already described in the Inerview Summary Form completed
by (e examiner.

Examiners are expecled 1o carefully review the applicants record of the substance of an interview. If the record s nod complete and accurate,

the examiner will give the applicant an extendable one month time penod to correct 1he record,

Examiner to Check for Accuracy

It the dasmns are allvwable for other reasons of record, the examiner should send a letter setling torth the examiners version of the statement
afiributed 1o him or her. I the record s complete and accurate, the examiner should place the indication, Imerview Record OK on the paper recording
the substance of the imenview along with the date and the examiners initials.
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Grijalva Lobos, Boris

From:

Sent:

To:

Cc:

Subject:
Attachments:

Please sec attached

Ali Uyanik <auyanik@northweber.com»
Thursday, Movember 1, 2018 2:25 FM
Grijalva Lobos, Boris

Nita Miller; Michael Morth

RE: Application No.: 14/356,581

054US AgendaZ.pdf

COMFIDENTIALITY NOTICE: This communication, and any files or previous e-mail messages attached to it, may contain
confidential information that is legally privileged. If you have received this transmission in error, please immediately notify us
by e-mail, or by telephone at (650) 353-3784, and destroy the original transmission and its attachments without reading or

saving it.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Examiner:

Wonjong Rhee Grijalva Lobos, Boris D,
Application No.: 14/356,581 Art Group: 2446

Filed: 06 May 2014 Confirmation No.: 4319
For: METHOD, APPARATUS, AND SYSTEM FOR Docket No.: 201 45-054 U8
OPTIMIZING PERFORMANCE OF A

COMMUNICATION UNIT BY A REMOTE SERVER

AGENDA FOR PHONE INTERVIEW

Examiner Grijalva Lobos:

This paper is an outline for our phone interview on Tuesday November 6, 2018 at 1:00

PM (EST) to discuss the following claim amendments concerning the above-mentioned patent

application,

1.

Proposed Claim Amendments

{Currently amended) A method lor improving performance ol one or more
communication units, the method comprising:

receiving, by a server, from a network monitoring deviee, in real-time, data
associated with an operation of one or more communication units, the data comprising a
parameter:

processing, by the server, at Icast one of the data and historical data;

based on the processed data, determining a policy for eseh-efthe-eme Lwo or more

communication units located in a different geographical area; and

communicating the policy, by the server. via a network. (o al least one or more

communication units that, in response to implementing the policy improve a performance

of the one or more communication units.

{Cancelled)

{(Currently amended) The method of claim 1, wherein monitoring comprises determining

a received signal strength indication,
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{ Currently amended) The method of claim 1, further comprising, based on a change in the

operation, updating the policy.

{Currently amended) The method of claim 1, wherein determining the policy comprises

selecting the policy [rom a set of policies.

. {Cancelled)

. {Currently amended) The method of claim 1. wherein at least one of the one or more

communication units are located in a different geographical area.

{Currently amended) The method of claim 1. wherein the one or more communication
unils comprise at least one ol:

an access point (AP);

a base station;

a wireless LAN device;

a DSLAM;

a gateway;

a performance enhancement device;

a Digital Subscriber Line {DSL) Customer Premises Equipment (CPE) modem;

an in-home powerline device;

a Home Phoneline Network Alliance (HPNA) based device;

an in-home coax distribution device;

a Gi.hn (Global Home Networking Standard) compaltible device;

an in-home metering communication device;

an in-home appliance communicatively interfaced with the LAN;

a wireless femtocell base station;

a wireless WiFi compatible base station:

a wireless mobile device repeaier;

a wireless mobile device base station;

a set-top box (STB)/set-top unit (STU) customer electronies device;

an Internetl Protocal (IP) enabled television;

(&
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9.

an IP enabled media player;

an 1P enabled gaming console:

an Ethernet gateway;

a computing device connected to the LAN;

an Ethernel connected computer peripheral device:
an Ethernet connected router;

an Ethernet connected wireless bridge;

an Ethernet connected network bridge; or

an Ethernet connected network switch.

Canceled.

10, {Currently amended) A non-transitory machine-readable storage medium having

11.

computer executable instructions stared thereon that when executed cause a processor ef
aserver-to perform a methoed for improving performance of one or more communication
units by-theserver, the method comprising:

receiving, by the server, from a network monitoring device, in real-time, data
associated with an operation of one or more communication units, the data comprising a
parameter;

processing at least one of the data and historical data;

determining by the server. a policy for each of the one or more communication
units, based on the processed data: and

communicating, by the server, via a network, the policy o atHleast-ane-two or

more communication units located in a different geographical arca that, in response (o

implementing the policy improve a performance of the one or more communication units.

{Cancelled)

ACurrently amended) The non-transitory machine-readahle storage medium of claim 10,

wherein processing comprises storing at least one of the data and the historical data in a

memaory device.
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13, (Currently amended) The non-transitory machine-readable storage medium of claim 10,
wherein determining the policy comprises determining a condition for communicating the

policy,

14, {Currently amended) The non-transitory machine-readable storage medium ol claim 10,

wherein monitoring comprises determining a received signal strength.

15, (Currently amended) The non-transitory machine-readable storage medium of claim 10,
wheret-updatinethe peliey-eomprises [urther comprising updating the parameter based
on a change in the operation Lo update the policy.

16. {Currently amended) The non-transitory machine-readable storage medium ol claim 10,

wherein determining the policy comprises selecting the policy from a set of policies.

17. = 33, (Cancelled)

34, (Currently amended) An apparatus comprising:
a memory; and
a processor, coupled to the memory. and operable to:
receive, [rom a network monitoring device, in real-time, data associated with an
operation of one or more communication units, the data comprising a parameter;
analyze at least one of the data and historical data;

based on the analyred data, determine a policy for eaeh-efthe-ane lwo or more

communication units located in a different geographical area-based-on-the-pnabvred-data;
and

communicate the policy, via a network that is communicatively coupled to the
processor, to at least one or more communication units that, in response to implementing

the policy improve a performance ol the one or more communication unils,

35 (Cancelled)
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36. {Currently amended) The apparatus of claim 34, further comprising a monitoring device

coupled to the processor, the monitoring device determines a received signal strength.

37 (Currently amended) The apparatus of claim 34, wherein determining the policy

comprises selecting the policy rom a set of policies and updating the parameter.

38, — 52, (Cancelled)

53, (Currently amended) The method of claim I, wherein processing comprises storing al

least one of the data and the historical data in the a memory.

54, (Previously presented) The method of claim 4, wherein updating the policy compriscs
updating the parameter,

55, {Previously presented) The method of claim 34, wherein at least one of the one or more

communication units are located in a different geographical area.

56, (Previously presented) The method of claim 34, wherein processing comprises storing al

least one of the data and the historical data in the memory.

37, (Previously presented) The method of claim 34, wherein determining the policy

comprises determining a condition for communicating the policy.

Respectfully submitted.

Date:__1 November, 2018 By:__ /[ Ali Uyanik /
Ali Uyanik
Reg. No. 67.080

NORTH WEBER & BAUGH LLP
3260 Hillview Avenue

Palo Alto. CA 94304

Tel.: (650) 353-3786

Fax: (650) 856-0542

auyanik @northweber.com
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Application No. Applicant(s)
141356, 581 Rhee, Wonjong

Office Action Summary Examiner Art Unit AlA Status
BORIS D GRIJALVA LOBOS 2446 No

= The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTEMED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE QOF THIS COMMUNICATION,

Extensions of ime may be availabie under the prtmsw of 37 GFA 1,136(a). In no event, howiwer, may a reply B timely filed

after 51X (6) MONTHS from the mading date of this communication.
- 1F N0 penod for reply 14 speched above, the maximuem statutory pencd will apply and will expre SIX (B) MONTHS from (he makng date of his cormunscation,
= Failure bo reply within the sel o exbended pariod for regly will, by stalute, cause the application 1o become ABANDOMED (35 U.S.C, § 133)

Ary raply rgcahved By the Office laler than three montts afer the mailing dale of this communication, avan i timely fled, may reduce any

earmad catent teom adjustment. Ses 37 CFA 1.704(0)

Status
1) Responsive to communication(s) filed on 03/09/2018.
L) A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)l¥] This action is FINAL. 2b) ] This action is non-final.
3)O An election was made by the applicant in response to a restriction requirement set forth during the interview on
: the restriction requirement and election have been incorporated into this action.
4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x pare Quaple, 1935 C.D. 11, 453 0.G. 213,

Disposition of Claims"
5) M Claim{s) 1,3-5.7-10,12-16.34,36-37 and 53-57 is/are pending in the application.
5a) Of the above claim{s) ____ isfare withdrawn from consideration.
6) [0 Claim(s)___ is/are allowed.
7) Claim(s) 1,3-5,7-10,12-16,34,36-37 and 53-57 is/are rejected.
8) [0 Claim{s) ___is/are objected to.
8) [0 Claim{s) _____ are subject to restriction and/or election requirement

* If any claims have been determined allbwable, you may be eligible to benefit from the Patent Prosecution Highway program at a
pamc:patlng intellectual plElp-E'I'l‘_l,l' office for the corresponding application. For more information, please see

isp or send an inquiry to PPHieedback@uspto.gov,

Application Papers
101 The specification is objected to by the Examiner.

11)[] The drawing(s) filed on isfare: a)"] accepted or bj[] objected to by the Examiner,
Applicant may nol regues! that any cbjection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheel(s) including the correction is required if the drawing(s) is objected lo. See 37 CFR 1.121(d).

Priorily under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.5.C. § 119{a)-(d} or {f).
Certified copies:

a)[J All b)J Seme**  ¢)[] None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau {PCT Rule 17.2{(a)}.

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
7} ] Motice of References Cited (PTO-892) 3) [ interview Summary (PTO-413)

Paper Mofs)Mail Date
41 [ Other:

2) ] Information Disclosure Statement(s) (FTO/SE/08a and'or PTOISE80)
Paper Mo(s)Mail Date See Confinuation Sheet,

U5 Pabosil and Tradomark Ollce

FTOL-326 {Rev. 11-13) Office Action Summary Pan of Paper NoJMail Date 20181021
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Continuation Sheet (PTOL-326) Application No. 14/356,581

Continuation of Attachment(s) 2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08L)
Paper No(s)/Mail Date: 7/23/2015, 2/20/2018, 3/9/2018, 6/18/2018, 8/9/2018, 10/5/2018

Charter Communications, Inc.
Exhibit 1006
Page #701



Application/Control Number: 14/356,581 Page 2
ArtUnit: 2446

DETAILED ACTION
Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlAfirst toinvent provisions,
information Disclosure Statement

The information disclosure statement (IDS) submitted on 7/23/2015, 02/20/2018, 03,/09/2018,

06/18/2018, 08/09/2018, and 10/5/2018 are being considered by the examiner.
Response to Amendment

This Office action isin response to amendments filed on 3/9/2018. The amendments have been
fully considered.

Claims 1, 3-5, 7-10, 12-16, 34, and 36-37 have been amended.

Claims 2,6, 11, 17-33, 35, and 38-52 have been cancelled.

Claims 53-57 have been added.

Claims 1, 3-5, 7-10, 12-16, 34, 36-37, and 53-57 are pending.

Response to Arguments

Applicant’s arguments with respect to claims 1, 3-5, 7-10, 12-16, 34, 36-37, and 53-57 have been
considered but are moot because the arguments do not apply to any of the references being used in the
current rejection.

Claim Objections

Claims 9 and 15 are objected to because of the following informalities:

Claim 9 recites the same subject matter recited in Claim 4.

Claim 15 recites the limitation “the non-transitory machine-readable storage medium of claim
10, wherein wherein updating the policy comprises [...]". It should be - - the non-transitory machine-
readable storage medium of claim 10, wherein updating the policy comprises - -,

Appropriate correctionis required.
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Application/Control Number: 14/356,581 Page 3
ArtUnit: 2446

Claim Rejections - 35 USC § 112

The following is a quotation of 35 U.5.C. 112(b):

(b} COMCLUSION.—The spedfication shallcondude with one or more claims particularly pointing out
and distinctlyclaiming the subject matter which the imentor or a joint inventor regards as the
invention.

The following is a quotation of 35 U.5.C. 112 (pre-AlA), second paragraph:
The specification s hall eonclude with ane ar mare claims particularly pointing out a nd distinctly
claimingthe subject matter which the applicant regards as hisinvention.

Caims 1, 3-5, 7-10, 12-16, 34, 36-37, and 53-57 are rejected under 35 U.S.C. 112(b) or 35 U.S.C.
112 (pre-AlA), second paragraph, asbeing indefinite for failing to particularly point out and distinctly
claim the subject matter which the inventor or a joint inventor, or for pre-AlA the applicant regardsas
the invention.

Regarding claim 1, it recites the limitations “a methaod for improving performance [...]

comprising: [...] communicating the policy to atleast one or more communication units that, in response

to implementing the policy improve a performance of the one or more communication units” {underline

for emphasis). It'sunclear if the recitation “improve a performance” is merely an intended result (or
intended use) caused by performing all of the steps recited before the term, or if it"san actual step to be
performed by the method claim. In other words, it"s unclear if prior art reciting all of the limitations in
the claim up to before the term at issue infringes the limitations if an actual improvement to
performance is not recited. If the recitationis an actual step required by the claim, then theclaim
amounts to “a method for improving performance” comprising a step of improving performance, which
is indefinite because it would be unclear how to actually improve the perfermance.

Regarding claims 3-5, 7-9, and 53-54 the limitations invoke, by reference, all of the limitations of
claim 1. Therefore, claims 3-5 and 7-9 are rejected for the same reasons set forth in claim 1, above.

Claim 3 further recites the limitation "wherein monitoring comprises determining a received

signal strengthindication™. Thereis insufficient antecedent basis for the term “monitoring” in the claim.
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Application/Control Number: 14/356,581 Paged
ArtUnit: 2446

The examiner notes a “network monitoring device” in claim 1, however, the claim does not recitea
monitoring step associated with the network monitoring device or even that the monitoring is
performed by the network monitoring device. For examination purposes, the examiner has interpreted
the monitoring of claim 3 as a step performed by the network monitoring device of claim 1.

Regarding claim 10, it recites limitations similar in scope to those of claim 1. Therefore, claim 10
is rejected for the same reasons set forth in claim 1, above,

Regarding claims 12-16, the limitations invoke, by reference, all of the limitations of claim 10.
Therefore, claims 12-16 are rejected for the same reasons set forth in claim 10, above.

Regarding claims 34, it recites limitations similar in scope to those of claim 1. Therefore, claim
10 is rejected for the same reasons set forth in claim 1, above.

Regarding claims 36-37 and 56-57, the limitations invoke, by reference, all of the limitations of
claim 34, Therefore, claims 36-37 and 56-57 are rejected for the same reasons set forth in elaim 1,
above.

Claim Rejections - 35 USC § 101
35 U.5.C. 101 reads as follows:

Whoeverinvents ar discovers any new a nd useful process, machine, manufacture, or composition of
matter, orany new and useful lmprovement thereof, mayobtain a patent therefor, subject to the
conditions and requirements of thistitle,

Claims 1, 3-5, 7-10, 12-16, 34, 36-37, and 53-57 are rejected under 35 U.5.C. 101 because the
claimed invention is directed to a judicial exception (i.e., a law of nature, a natural phenomenon, or an
abstract idea) without significantly more.

The following is the Principles of Law:

A patent may be obtained for "any new and useful process, machine, manufacture, or

composition of matter, or any new and useful improvement thereof'.
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Application/Control Number: 14/356,581 Pages
ArtUnit: 2446

The Supreme Court has "long held that this provision contains an important implicit exception [:]
Laws of nature, natural phenomena, and abstractideas are not patentable".

Under the now familiar two-part test described by the Supreme Court in Alice, “[W]e must first
determine whether the claims at issue are directed to a patent-ineligible concept”, such as an abstract
idea. Alice Corp. Pty. Ltd. v. CLS Bank Int'l, 134 5. Ct_ 2347, 2355 (2014). If so, we must then “consider
the elements of each claim both individually and 'as an ordered combination' to determine whether the
additional elements "transform the nature of the claim' into a patent-eligible application. Id. (quoting
Maye, 132 5. Ct. at 1298, 1297). For the reasons set forth below, we find thatthe claims are directed to
the abstract idea of classifying and storing digital images in an organized manner and fail toadd an
inventive concept sufficient to confer patent eligibility.

The examiner is bound by and applies the framework as set forth by the Court in Mayo and
reaffirmed by the Court in Alice for determining whether the claims are directed to patent -eligible
subject matter.

Step one: Are the claims at issue directed to a process, machine, manufacture, or composition
of matter?

The examiner concludes that claims 1, 3-5, 7-9, and 53-54, are directed to a process. Claims 10,
12-16, 34, 36-37, and 53-57 are directed to a machine.

Step two: Are the claims directed to a law of nature, a natural phenomenon, or an abstract
idea?

The examiner concludes that claims 1, 3-5, 7-10, 12-16, 34, 36-37, and 53-57 aredirected to an
abstract idea.

Regarding claim 1, the claimed invention is directed to non-statutory subject matter because the
claiml(s) as a whole, considering all claim elements both individually and in combination, do not amount

to significantly more than an abstract idea.
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The claimis) isfare directedto the abstract idea of “An Idea ‘Of Itself'”.

Regarding claim 1, the limitations recite:

A method for improving performance of one or more communication units, the method
comprising:

receiving from a network monitoring device, in real-time, dato associoted with an operation of
ane ar more communication units, the data comprising a parameter:

processing at least one of the data and historical data;

based on the processed data, determining a palicy for each of the one aor more cammunication
units communicating the policy to at least one or more communication units thaot, in response Lo
implementing the policy improve a performance of the ane or mare communication units,

The idea clearly boils down to receiving data and based on the data determining actions to be
performed. Concepts relating todata comparisons that can be performed mentally or are analogous to
human mental work have been deemed by the courts as being directed to ineligible subject matter (see,
for example, Smartgene - Comparing new and stored information and using rules to identify options).

Furthermore, the idea of collecting data so as to identify options is a well-established and
known practice derived from human nature (see, for example, Dietrich - Decision Making - Inquiries
Journal - 2010).

Claim 1 contains additional subject matter to perform the abstract idea, namely implementing
the idea by computer devices communicating over a computer network, however, simply performing
abstract ideas on computer devices and using networks to communicate information does not amount
to significantly more than the abstract idea on itself,

Therefore, claim 1 is directed to an abstract idea.
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Regarding claim 3, it simple sets forth what is being monitored in the abstract idea but the
nature of the abstract idea does not change by defining what is being monitored, as observations could
include anything. Therefore, claim 3 does not amount to more than the abstract idea.

Regarding claim 4, it recites the limitation the method of claim 1, further comprising, bosed on a
change in the operation, updating the policy. The limitations are similar to theidea of claim 1 in which a
policy is selected based on observation, with the difference that the policy is an updated policy. In other
words, it amounts to no more than performing the abstract idea over and over again.

Regarding claim 5, it recitesthe limitation the method of claim 1, wherein determining the policy
camprises selecting the policy fram a set of policies. The limitations are similar to the idea of claim 1 in
which a policy is selected based on observation, with the difference that thereis a limited amount of
options. Having a set of options does not amount to more than the abstract idea.

Regarding claim 7, it recites the method of claim 1, wherein at least one of the one or mare
communication units are located in a different geographical area. In other words, it sets farth that the
computer devices may not be located at the same location. Nevertheless, placing computer devices at
different locations does not amount to significantly more than the abstract idea.

Regarding claim 8, it recitesthe limitation the method of claim 1, wherein the one or more
communication units comprise at least one of: an access point (AP); a base station; o wireless LAN
device; a DSLAM; a gateway; a performance enhancement device; a Digital Subscriber Line (DSL)
Customer Premises Equipment (CPE) modem; an in-home powerline device; a Home Phoneline Network
Alliance (HPNA) based device; an in-home coax distribution device; o G.hn {Global Home Networking
Standard) compatible device; an in-home metering communication device; an in-home appliance
communicativelyinterfaced with the LAN; o wireless femtocell base station; o wireless WiFi compatible
base station; a wirefess mobile device repeater; a wireless mobile device base station; a set-top box

(STB)/set-top unit (STU) custamer electronics device; an Internet Protocol {IP) enabled television; an |P
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enabled media playver; an IP enabled gaming console; an Ethernet gateway; a computing device
connected tothe LAN; an Ethernet connected computer peripheral device,; an Ethernet connected router;
an Ethernet connected wireless bridge,; an Ethernet connected network bridge; or an Ethernet connected
network switch. Inother words, the claims defines what the computer devices are, but defining what
computer devices are does not change the nature of the computer devices which do not amount to
significantly more than the abstract idea.

Regarding claim 9, it recitesthe same limitations as claim 4. Therefore, claim 9 is rejected for the
same reasons set forth in claim 4, above.

Regarding claim 10, it recites limitations similar in scope to those of claim 1. Therefore, claim 10
is rejected for the same reasons as set forth in claim 1, above,

Regarding claim 12, it recites the limitation the non-transitory machine-readable storage
medium of claim 10, wherein processing comprises storing at least one of the data and the historical
data in @ memary of the device. The use of memories to store data to be processed is inherent of
computer devices. Therefore, if a computer device does not amount to significantly more than the
abstract idea it performs, a memory of the computer storing data alse does not amount to significantly
more than the abstract idea.

Regarding claim 13, it recites the limitation the non-transitory machine-readable storage
medium of claim 10, wherein determining the policy comprisesdetermining a condition for
communicating the poficy. The idea is analogous tothat of claim 10, in which it boils down to receiving
data and based on the data determining actions to be performed. Therefore, claim 13 is rejected for the
same reasons as set forth inclaim 10.

Regarding claim 14, it recites limitations similar in scope to those of claim 3. Therefore, claim 14

is rejected for the same reasons as set forth inclaim 3.
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Regarding claim 15, it recites limitations similar in scope to those of claim 4. Therefore, claim 14
is rejected for the same reasons as set forth in claim 4.

Regarding claim 16, it recites limitations similar in scope to those of claim 5. Therefore, claim 14
is rejected for the same reasons as set forth in claim 5.

Regarding claim 34, it recites limitations similar in scope to those of claim 1, with additional
elements such as memaories and processors, Memaory devices and processors are inherent parts of
computer devices. Computer devices do not amount to significantly more than abstract ideas.
Therefore, claim 34 is rejected for the same reasons as set forth in claim 1, above.

Regarding claim 36, it recites limitations similar in scope to those of claim 3. Therefore, claim 36
is rejected for the same reasons as set forth in claim 3.

Regarding claim 37, it recites limitations similar in scope to those of claim 5. Therefore, claim 37
is rejected for the same reasons as set forth in claim 5.

Regarding claim 53, it recites limitations similar in scope to those of claim 12. Therefore, claim
53 is rejected for the same reasons as set forth in claim 12.

Regarding claim 54, it recites limitations similar in scope to those of claim 4, Therefore, claim 54
is rejected for the same reasons as set forth in claim 4.

Regarding claim 55, it recites limitations similar in scope to those of claim 7. Therefore, claim 55
is rejected for the same reasons as set forth in claim 7.

Regarding claim 56, it recites limitations similar in scope to those of claim 53. Therefore, claim
56 is rejected for the same reasons as set forth in claim 53.

Regarding claim 57, it recites limitations similar in scope to those of claim 13. Therefore, claim
57 is rejected for the same reasons as set forth in claim 13.

Clgim Rejections - 35 USC § 102
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The following is a quotation of the appropriate paragraphs of pre-AlA 35 U.5.C. 102 that form
the basis for the rejections under this section made in this Office action:
A personshall beentitled to a patent unless —

(b} the invention was patented or described ina printed publication inthis or a foreign countryorin
publicuseoransale inthis country, mare than one year prior to the date of application for patentin
the United States.

Claim(s) 1, 3-5, 7-10, 12-16, 34, 36-37, and 53-57 isfare rejectedunder pre-AlA 35 U.5.C. 102(h)
as being anticipated by Malik et al. (US 2002/0147697 Al, hereinafter Malik).

Regarding claim 1, Malik discloses a method for improving performance of one or more
communication units (Fig. 3 discloses a method for improving performance of communication units
(see N[0047])), the method comprising:

receiving from a network monitoring device, in real-time, data associated with an operation of
one or more communication units (paragraph [0025] disclosesa first network element receiving from a
second network element performance data related to commu nications between the second network
element and a third network element of a plurality of elements {see paragraph [0018]); paragraph
[0028] discloses thatthe received performance data of the third elementis current performance data
of the third network element),

the data comprising a parameter {paragraphs [0029]-[0030] discloses that the performance
metrics may include measured values);

processing at least one of the data and historical data (paragraphs [0029]-[0030] disclosesthat
the first network element processes the received data);

based on the processed data, determining a policy for eachof the one or more communication
units (paragraph [0046] discloses detemmining an action to be performed by the third network

element)
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communicating the policy to at least one or more communication units that, in response to
implementing the policy improve a performance of the one or more communication units {paragraph
[0047] discloses transmitting from the first network element to the third network element the
determined action and suggeststhat by implementing the method performance is improved ).

Regarding claim 3, Malik discloses the method of claim 1, wherein monitoring comprises
determining a received signal strength indication {paragraph [0030] discloses that monitored
parameters include received signal strength indicators).

Regarding claim 4, Malik discloses the method of claim 1, further comprising, based on a change
in the operation, updating the policy (Fig. 3 discloses that the method is performed on a continuous
basis).

Regarding claim 5, Malik discloses the method of claim 1, wherein determining the policy
comprises selecting the policy from a set of policies (paragraphs [0045]-[0046] disclosesthat there may
be a plurality of actions that the first network element may select).

Regarding claim 7, Malik discloses the method of claim 1, wherein at least one of the one or
more communication units are located in a different gecgraphical area (paragraph [0018] discloses that
some of the plurality of elements may be mobile; paragraph [0019] disclosesthat at least some ofthe
users may beononeareaserved by an access point, and that there may be multiple access points ).

Regarding claim 8, Malik discloses the method of claim 1, wherein the cne or more
communication units comprise at least one of: an access point (AP); a base station; a wireless LAN
device; a DSLAM; a gateway; a performance enhancement device; a Digital Subscriber Line (DSL)
Customer Premises Equipment (CPE) modem; an in-home powerline device; a Home Phoneline Netwaork
Alliance (HFNA) based device; an in-home coax distribution device; a G.hn (Global Home Networking
Standard) compatible device; an in-home metering communication device; an in-home appliance

communicatively interfaced with the LAN; a wireless femtocell base station; a wireless WiFi compatible
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base station; a wireless mobile device repeater; a wireless mobile device base station; a set-top box
(STB)/set-top unit (STU) customer electronics device; an Internet Protocol (IP) enabled television; an IP
enabled media player; an IP enabled gaming console; an Ethernet gateway; a computing device
connected ta the LAN; an Ethernet connected computer peripheral device: an Ethernet connected
router; an Ethernet connected wireless bridge; an Ethernet connected netwaork bridge; or an Ethernet
connected network switch (paragraph [0018] discloses that the plurality of devices may be any one of
a plurality of wireless devices).

Regarding claim 9, Malik discloses the method of claim 1, further comprising, based on a change
in the operation, updating the policy (Fig. 3 discloses that the method is performed on a continuous
basis).

Regarding claim 10, Malik discloses a non-transitory machine-readable storage medium having
computer executable instructions stored thereon that when executed cause a processor to perform a
method for improving performance of one or more communication units {paragraph [0025] discloses a
first network element which may be a computing device - computing devicesadapted to perform
functions inherently comprise processing devices and instructionsstored to be performed by the
processing devices; Fig. 3 discloses a method performed by the first network element forimproving
performance of communication units {see 7[0047])), the method comprising:

receiving, from a network monitoring device, in real time, data associated with an operation of
one or more communication units (paragraph [0025] disclosesthe first network element receiving
from a second network element performance data related to communications between the second
network element and a third network element of a plurality of elements (see paragraph [0018]);
paragraph [0028] discloses thatthe received performance data ofthe third element is current

performance data ofthe third element),
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the data comprising a parameter (paragraphs [0029]-[0030] discloses that the performance
metrics may include measured values);

processing at least one of the data and historical data (paragraphs [0029)-[0030] disclosesthat
the first network element processes the received data);

determining a policy for eachof the one or more communication units (paragraph [0046]
discloses determining an action to be performed by the third networkelement),

based on the processed data, communicating the policy to at least one or more communication
units that, in response to implementing the policy improve a performance of the one or more
communication units {paragraph [0047] discloses transmitting from the first network element to the
third network element the determined action and suggests that by implementing the method
performance is improved).

Regarding claim 12, Malik discloses the non-transitory machine-readable storage medium of
claim 10, wherein processing comprises storing at least one of the data and the historical datain a
memory of the device (storing data to be processedis inherent for computer devices).

Regarding claim 13, Malik discloses the non-transitory machine-readable storage medium of
claim 10, wherein determining the policy comprises determining a condition for communicating the
policy (paragraphs [0044])-[0046], to determine so as to later transmit the policy comprises
determining a condition).

Regarding claim 14, Malik discloses the non-transitory machine-readable storage medium of
claim 10, wherein monitoring comprises determining a received signal strength {paragraph [0030]
discloses that monitored parametersinclude received signalstrengthindicators).

Regarding claim 15, Malik discloses the non-transitory machine-readable storage medium of

claim 10, wherein wherein updating the policy comprises the parameter based on a changein the
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operation (Fig. 3 discloses that the parameters are updated continuously and may changeduetoa
changein the operation {e.g. element 320)).

Regarding claim 16, Malik discloses the non-transitory machine-readable storage medium of
claim 10, wherein determining the policy comprises selecting the policy from a set of policies
(paragraphs [0045])-[0046] disclosesthat there may be a plurality of actions that the first network
element may select).

Regarding claim 34, Malik discloses an apparatus comprising:

a memaory; and a processor, coupled tothe memory {paragraph [0025] discloses a first network
element which may be a computing device - computingdevices adapted to perform functions
inherently comprise processingdevices and instructions stored to be performed by the p rocessing
devices; Fig. 3 discloses a method performed by the first network element forimproving performance
of communication units (see Y[0047])), and operable to:

receive, from a network monitoring device, in real-time, data associated with an operation of
one or more communication units (paragraph [0025] disclosesthe first network element receiving
from a second network element performance data related to communications between the second
network element and a third network element of a plurality of elements (see paragraph [0018]);
paragraph [0028] discloses thatthe received performance data ofthe third element is current
performance data ofthe third element),

the data comprising a parameter (paragraphs [0029]-[0030] discloses that the performance
metrics may include measured values);

analyze atleast one of the data and historical data (paragraphs [0029]-[0030] discloses that the

first network element processes the received data);
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determine a policy for each of the one or more communication units, based on the analyzed
data (paragraph [0046] discloses determining an action to be performed by the third network
element); and

communicate the policy, via a network that is communicatively coupled to the processor, to at
least one or more communication units that in response to implementing the policy improve a
performance of the one or more communication units (paragraph [0047] discloses transmitting from
the first network element to the third network element the determined action and suggests that by
implementing the method performance is improved ).

Regarding claim 36, Malik discloses the apparatusof claim 34, further comprising a monitaring
device coupled to the processor, the monitoring device determines a received signal strength
{paragraph [0030] discloses that monitored parameters include received signalstrength indicators ).

Regarding claim 37, Malik discloses the apparatusof claim 34, wherein determining the palicy
comprises selecting the policy from a set of policies and updating the parameter (paragraphs [0045]-
[0046] discloses that there may be a plurality of actions that the first network element may select ).

Regarding claim 53, Malik discloses the method of claim 1, wherein processing comprises storing
atleast one of the data and the historical datain the memory {storing data to be processed isinherent
for computer devices).

Regarding claim 54, Malik discloses the method of claim 4, wherein updating the policy
comprises updating the parameter (Fig. 3 discloses that the parameters are updated continuously and
may change dueto achange in the operation {e.g. element 320)).

Regarding claim 55, Malik discloses the method of claim 34, wherein at least one of the one or
more communication units are located in a different gecgraphical area (paragraph [0018] discloses that
some of the plurality of elements may be mobile; paragraph [0019] discloses that at least some ofthe

users may be on one areaserved by an access point, and that there may be multiple access points ).
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Regarding claim 56, Malik discloses the method of claim 34, wherein processing comprises
storing at least one of the data and the historical datain the memory {storing data to be processed is
inherent for computer devices).

Regarding claim 57, Malik discloses the method of claim 34, wherein determining the policy
comprises determining a condition for communicating the policy (paragraphs [0044]-[0046], to
determine so as to later transmit the policy comprises determining a condition).

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded
in public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees. A nonstatutory double patenting rejection is appropriate where the conflicting claims are not
identical, but at least one examined application claim is not patentably distinct from the reference
claimls) because the examined application claim is either anticipated by, or would have been cbvious
over, the reference claimis). See, e.g., Inre Berg, 140 F.3d 1428, 46 USPO2d 1226 (Fed. Cir. 1998); Inre
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); Inre Longi, 759 F.2d 887, 225 USPQ 645 (Fed,
Cir. 1985); Inre Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164
USPC 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

Atimely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used to
overcome an actual or provisional rejection based on nonstatutory double patenting provided the
reference application or patent either is shown to be commenly owned with the examined application,
or claims an invention made as a result of activities undertaken within the scope of a joint research
agreement. See MPEF § 717.02 for applications subject to examination under the first inventor to file

provisions of the AlA as explained in MPEP & 2159, See MPEP &% 706.02(1)(1) - 706.02(1)(3) for
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applications not subject to examination under the first inventor to file provisions of the AlA. Aterminal
disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USFTO Internet website contains terminal disclaimer forms which may be used. Please visit
www.uspto.gov/patent/patents-forms. The filing date of the application in which the form is filed
determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIAS2S, or PTO/AIAS26) should be used. A

web-based eTerminal Disclaimer may be filled out completely online using web-screens, An eTerminal
Disclaimer that meets all requirements is auto-processed and approved immediately upon submission.
For more information about eTerminal Disclaimers, refer to
www.uspto.gov/patents/processffile/efs/guidance/feTD-infa- . jsp.

Claims 1, 10, 12, 34, 53, and 56 are provisionally rejected on the ground of nonstatutory double
patenting as being unpatentable over claim 1 of copending Application No. 13995901 (reference
application). Although the claims at issue are not identical, they are not patentahbly distinet from each

other because:
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Regarding claim 1, Patent Application No. 13995901 discloses the limitations as follows:

14356581
Clalms,
1

Description

A method for irmproving performance of one or more
eamrmunication units, the method comprising:
receiving from a netwark monitaring device, in real-time,

data assodated with an operation of one or more
communication units,

‘the data comprising a parameter; processing at least ore

of the data and histarical data; based on the processed
data, determining a policy for each of the one ar mare

‘communication units

communicating the policy to at |east one or more

communication units that, in response to Implementing
the policy improve a performance of the ane ar mone
commmunication unlts.

.Qescription

A Digital Subscriber Line (D5L) customer premises
equipment [CPE) Management Center (CME) coupled to |
a Broadband network, the CMC comprising: '
adata collection module, communicatively coupled to at
least one DSL CPE device, to receive information from
the CPE device regarding operation of the at least one
DEL CPE device, wherein the information is to be
received on a: periodic basis, on-demand basis, or in

 real-time basis;

an analysis module coupled to the datacollection
module to analyze the received information, wherein
the CMC is to determine one or more line parameter
values associated with a central office imposed (CO-
imposed) line constraint, and wherein the aralysis
atodu e is to determ ine to what extent range of the one
or more parameter values can be changed within the CO-
imposed line constraints;and
acommand signal generation module coupled to the
analysis module to recelve analysis results and to
generate a correspanding command signal for
transmission bo the at least one DSLCPE device to

mradify the at least ane D51 CPE devics operation within
the CO-imposed |ine constraints based an the analysis,
whe ritin the OMC is able to modify an operation of the

at least one DSLCPE device inde pendent of

management on a CO side of the Broadband netwaork,
and wherein the CMCis capable to be afforded for
callecting operational data without control over i
operation of adigital subscriber line access multiplexer
{DSLAM) coupled to the at least one DSLCPE device.
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Regarding claim 10, Patent Application No. 13995901 discloses the limitations as follows:

A non-transitory machine-readable storage medium
having computer executable instructions stared thereon
that when executed cause a processor to perform a
method forimproving performance of one of more
communication units, the method comprising:
receiving, frem a network menitoring device, in real
time, data associated with an operation of one or more
communication units,

the data comprising a parameter; processing at least one
of the data and historical data; determining a policy for
each of the one or more communication urits,

based on the processed data, communicating the pulir:b,n:
tor at least one or mare communication units that, in
response to implementing the pelicy improve a
performance of the one or more communication units.,

A Digital Subseriber Line {DSL) customer premises
equipment (CPE) Management Center {CMC) coupled to
a Broadband network, the CMC comprising: i

adata collection module, communicatively coupled to at
least one DSLCPE device, to receive information from
the CPE device regarding operation of the at least one
DSLCPE device, wherein the information is to be
received on a: periodic basis, on-demand basis, orin
real-time hasis;

an aralysis module coupled to the data collection
module to analyze the received information, wherein
the CMIC is to determine one or more line parameter
values associated with a central office imposed {CO-
imposed) line constrairt, and wherein the analysis
module is to determine to what extent range of the one
or more parameter values can be changed within the CO-
imposed line constraints; and

acommand signal gene ration medule coupled tothe
analysis module to receive analysis results and to
generate 3 cerresponding command signal for
transmission to the at least one DSLCPE device to
modify the at least one DSLCPE device operation within
the CO-imposed line constraints based on the analysis,
wherein the CMC is able to modify an operation of the
at least one D5LCPE deviee independent of
management on a CO side of the Broadband network,
and wherein the CMC is capable to be afforded for
collecting operational data without control over
operation of a digital subscriber line access multiplexer
{DSLAN) coupled to the at least one DSLCPE device.

Regarding claim 12, Patent Application No. 13995901 discloses the non-transitory machine-
readable storage medium of claim 10, wherein processing comprises storing at least one of the data and
the historical data in a memory of the device (claim 1, storing data to be processed is inherent for

computer devices).
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Regarding claim 34, Patent Application No. 13995901 discloses the limitations as follows:

An apparatus comprising: a memaony; and a PrOCESS0r,
coupled to the memory, and operable to:

receive, from a network monitoring device, in real-time,
data associated with an operation of one ar mare
communication units, the data comprising a parameter;

analyze at least one of the data and historical data;
determine a policy for each of the one or more
communication units, based on the analyzed data; and

communicate the policy, via a network that is
communicatively coupled to the processor, to at least
one of more communication units that in response to
implementing the palicy improve a performance of the
One OF More communication units.

A Digital Subseriber Line {DSL) customer premises
equipment (CPE) Management Center {CMC) coupled to
a Broadband network, the CMC comprising: i
adata collection module, communicatively coupled to at
least one DSLCPE device, to receive information from
the CPE device regardirg operation of the at least one
DEL CPE device, wherein the information is to be
received on a: periodic basis, on-demand basis, orin
real-time basis;

an analysis module coupled to the data collection
madule to analyze the received information, wherein
the CMIC is to determine one or more line parameter
values associated with a central office imposed {CO-
imposed) line constrairt, and wherein the analysis
module is bo determine to what extent range of the one
of mare parameter values can be changed within the CO-
impased line constraints; and

acommand signal generation module coupled to the
analysis module to receive analysis results and to
generate a corresponding command signal for
transmission to the at least one DSLCPE device to
maodify the at least one DSLCPE deviee operation within
the CO-imposed line constraints based on the analysis,
wherein the CMC is able to modify an operation of the
at least one DSLCPE device independernt of
management on a CO side of the Broadband retwork,
and wherein the CMWC is capable to be afforded for
collecting operational data without control over
operation of a digital subscriber line access multiplexer

| DELAM) coupled to the ak least one DSLCPE device.

Regarding claim 53, Patent Application No. 13995901 discloses the method of claim 1, wherein

processing comprises storing at least one of the data and the historical datain the memaory (claim 1,

storing data to be processed is inherent for computer devices).

Regarding claim 56, Patent Application No. 13995901 discloses the method of claim 24, wherein

processing comprises storing at least one of the data and the historical data in the memory {claim 1,

storing data to be processed is inherent for computer devices).

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure:
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Method and apparatusfor monitoring a network and locating a node using signal strength
calculations; US 5198805 A; Whiteside ot al.

Monitoring quality of service in packet-based communications; US 7796524 B1; O’ Connell et al,

Adaptive rate control based on battery life; US 8503297 B1; Vargantwar.

See PTO-892 for complete list.

Applicant's amendment necessitated the new ground(s) of rejection presented in this Office
action. Accordingly, THIS ACTION 1S MADE FINAL. See MPEFP § 706.07(a). Applicant is reminded of the
extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE MAONTHS from
the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing date
of this final action and the advisory action is not mailed until after the end of the THREE-MONTH
shortened statutory period, then the shortened statutory period will expire on the date the advisory
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing
date of the advisory action. In no event, however, will the statutory period for reply expire laterthan
SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the examiner
should be directedto BORIS D GRIJALVA LOBOS whose telephone number is (571)272-0767. The
examiner can normally be reached on M-F 10:30AM to 6:30PM EST.

Examiner interviews are available via telephone, in-persan, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request [AIR) at http://www.uspto.gov/interviewpractice,

If attempts to reach the examiner by telephone are unsuccessful, the examiner'ssupervisor,
Brian Gillis can be reached on 571-272-7952. The fax phone number for the organizationwhere this

application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) systerm. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If yvou would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/B.D.G/f
Examiner, Art Unit 2446

JTaugir Hussain/
Primary Examiner, Art Unit 2446
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5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
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English language franslation is attached.,
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Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, feae
{ Not for submission under 37 CFR 1.99)

Examiner Mame I Grijalva Lebes, Boris

Attorney Docket Mumber |201¢5-054U5

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication frem a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staterment. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael Narth/ Date (YYYY-MM-DD) 2018-10-05
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(3 U.S.C. 5352) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 352a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

g. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
MNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

f. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designes, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (l.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application Number 14358581

Filing Date P014-05-06

First Named Inventor | Wonjong Rhee

Art Unit |2 s46

Examiner Name |G:|.'j.ja.lva. Lobos, Boris
Attorney Docket Mumber |2D145—054U$
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Application Number 14356581
Filing Date 2014-05-06
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STATEMENT BY APPLICANT |, fass
{ Not for submission under 37 CFR 1.99)
Examiner Name Iﬁrijzlva Lobos, Borig
Attorney Docket Mumber | 2014505405
2 0180248984 Al P018-08-30 ivier Bonaventure ot al
If you wish to add additional U S. Published Application citation information please click the Add button| Add
FOREIGN PATENT DOCUMENTS Remove
MName of Patentea or Pages, Columna.Lines
Examiner Cite | Foreign Document Country Kind | Publication Apolicant of cited where Relevant Te
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Document .
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1 PO13023989 WO Al 2013-02-21 Gregory Detal et al.
2 1151504 P Al 20170405  [Dlivier Bonaventure et al,
3 206845 EP Al 2017-12-13 Dilivier Bonaventure et al.
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publisher, city and/or country where published.
1 Handley, M. et al., "Outgoing FPacket Routing with MP-TCP, draft-handley-mptcp-routing-00.te," 2009-10-15 (14pgs).
2 Barolahti, P., "Multi-address Interface in the Sockel AP, drafl-sarolahti-mplep-af-multipath-01.bd,” 2010-03-04 (13pgs)
3 Echarf, M., "Mult-Connection TCP (MCTCP) Transport, draft-scharf-mplcp-mctep-01," 2010-07-12 (35pgs).
EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/

Charter Communications, Inc.
Exhibit 1006
Page #747



Feceipt date: 10/05/2018 14/356 581 - GRU: 2448

Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, pess
{ Not for submission under 37 CFR 1.99)

Examiner Name |Gr:'.j-ulw. Lobes, Boris
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Bingh, A. et al., "PaylLoad Multi-connection Transport using Muliple Addresses, drafl-singh-mplcp-phmi-00.bxt,”
(010-08-06 {33pgs).

L] Hame, 5. el al_, "MultiFath TCP - Guidelines for implementers, draft-barre-mptep-impl-00,” 2011-03-07 {42pgs).

Hampel, G. et al., "Enhancements to Improve the Applicability of Mullipath TCP lo Wireless Access Networks, drafl-

6 hampel-mptep-applicability-wireless-networks-00," 2011-06-15 (25pgs).

7 Hagnulo, M., "Threat Analysis for TCP Extensions for Multipath Operation with Multiple Addresses.” 2011-03, RFC:
F181, ISSN: 2070-1721, MPTCP Threat Analysis (17pgs).

8 Ford, A el al., “Architectural Guidelines for Mullipath TCF Development,® 2011-03, RFC: 6182, ISSN: 20701721,
MPTCP Architecture {28pgs).

g [taiciu, C. el al., "Coupled Congestion Control for Multipath Transport Protocols,” 2011-10, RFC: 6356, ISSN:
POT0-1721, MFTCP Congeshion Control {12pgs).

10 Ford, A. et al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-ietf-mptecp-multiaddressed-04,"

D011-07-11, Inlemel-Dratt, Multipath TCP (59pgs).

Ford, A et al., "TCP Cxtensions for Mulipath Operation with Multiple Addresses," 2013-01, RFC 6824, Multipath TCP

" |Isapgs)

12 Bcharf, M. et al., "MPTCP Application Inlerface Considerations, draft-ieti-mplcp-api-03," 2011-11-30, Internet-Draft,
MPTCP AP (28pgs).

13 Echarf, M. et al, "Multipath TCP (MPTCP) Application Inlerface Considerations,” 2013-03, RFC 6897, MPTCP AP

[31pgs)
14 Hagnulo, M. et al, "Analysis of Residual Threals and Possible Fixes for Mullipath TCP (MPTCP)," 2015-07 RFC 7430,
MPTCP Residual Threats (19pgs)
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15 Bonaventure, O. el al., "Use Cases and Operational Expenence with Multipath TCP,” 2017-01 RFC 8041, MPTCP
Fxpenence (30pgs).
16 Etewarl, R. et al., "Siream Contral Transmission Protocol (SCTP) Dynamic Address Reconfiguration,” 2007-09, RFC
h61, SCTP Dynamic Address Reconfiguration (41pgs).
17 Kumar, N. ot al., "Security for 5G, drafl-naresh-mptop-security-for-5g-01.tt . 2018-08-04, INTERNET-DRAFT (7pgs).
18 Ehailendra, 5. et al, "Extended Socket AFIs to control subflow priority in Multipath TCP, drafi-samar-mptcp-
Eocketapi-01 be," 2018-07-31, MPTCP Working Group, Infernet-Draft {8pgs).
19 He Foy, X. el al., "Considerations for MPTCP operation in 5G, draft-defoy-mplcp-considerations-for-5g-01."
P018-06-22, Inlemel-Draft {14pgs).
20 Bong, F. et al., "One Way Latency Considerations for MFTCP, draft-song-mptcp-owl-04, 2018-06-16," Internel-Draft
[11pgs)
21 Harre, 8. of al., "TFO support for Multipath TCP, draft-barre-mptep-tfio-03, 2018-05-29." Intermet-Diraft (13pgs).
22 Fard, AL et al., "TCP Cxtensions for Multipath Operation with Multiple Addresses, draft-istf-mptep-rfc5824bis-11."
PO18-05-15, Inlemnel-Dirafl {77 pgs).
23 Fuo, J. et al,, "A Path-Aware Scheduling Scheme for Multipath Transport Protocols, draft-zuo-mplep-scheduler-01.txd,"
PO18-03-21, Intemel-Drafl {9pgs).
24 lesmans, B. et al., "A socket AP| to control Multipath TCP, draft-hesmans-mptep-socket-03, 2018-03-05," Internet-
[Draft {19pgs).
25 ang, F. et al., "A Proaclive Approach to Avoid Performance Degradation of MPTCP, draft-zuo-mplcp-
gredation-00," 201 7-10-30, Internet-Oraft (9pgs)
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2% Purkayastha, D. et al., "Considerations for MFTCP operation in 5G, draft-purkayastha-mplep-considerations-for-
hexigen-00," 2017-10-29 (4pgs).

= Raiciu et al., "Coupled Congestion Control for Multipath Transport Protocols,” draft-ietf-mptep-congestion-02,

27 1 b011-03-14 (13pgs)

. Raiciu et al., "Coupled Congestion Control for Mullipath Transport Prolocols, draft-ieti-mplep-congestion-01,°

28 |b011-01-07 {13pgs).

29 [C. Raiciu et al., "Coupled Multipath-Aware Congestion Controd, draft-ietf-mplep-congestion-00," 2010-07-06 {12pgs).

30 |M. Scharf ot al.,, "MPTCP Application Interface Considerations, drafl-ictf-mplep-api-03,° 2011-11-30 (28pgs).

31 | Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses” ISSN: 2070-1721 (65pgs).

b Ford el al., “TGP Extensions for Multipath Operation with Multiple Addresses, draft-iet-mplcp-multiaddressed-12.°

32 |b013-04-25 (64pgs).

MPTCP Recent arlicles and software, "Cxperimenting with MPTCP using raw sockels (2018/04/18/mobil_tracebo.

33 |himi)," 2018-01-18 (19pgs).

94 P Ford el al., "Architectural Guidelines for Multipath TCP Development, drafi-ietf-mplcp-architecture-00," 2010-02-28
[ 26pgs)

35 || Raiciu et al., "Coupled Congestion Control for Multipath Transport Protocols,” |SSN: 2070-1721, 2011-10 {12pgs).

35 . Raiciu ot al., "Coupled Congestion Control for Mulipath Transport Protocols,” ISSN: 2070-1721, 2011-10 {(13pgs).
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a7 . Raiciu et al., "Coupled Congestion Control for Mulipath Transport Protocols, draft-etf-mplcp-congestion-07,
2011-07-29 {14pgs).

= Raiciu et al., "Coupled Congestion Control for Mulipath Transport Protocols, draft-ietf-mptcp-congestion-06,"

38 1 bo11-07-25 (13pgs)

a9 . Raiciu et al., "Coupled Congestion Control for Mullipath Transport Prolocols, draft-ieti-mplep-congestion-05,”
2011-06-16 {13pgs).

40 .. Raiciu et al., "Coupled Congestion Control for Multipath Transport Frotocols, draftietf-mptcp-congestion-04,
P011-06-15 {13pgs)

41 . Raiciu et al., "Coupled Congestion Control for Mullipath Transport Prolocols, draft-iet-mplcp-congestion-03,°
2011-04-11 {13pas).

42 . Ford et al., "Architectural Guidelines for Multipath TCP Development, drafi-ietf-mpicp-architecture-01," 2010-06-22
[28pgs)

43 Hagnulo, M., “Threat Analysis for TCP Exlensions for Mulli-path Operation with Multiple Addresses, drafl-ieft-mptcp-
hreat-08," 2011-01-26, URL: hitps-/ools ietl org/mimifdratt-let-mplep-threat-08 (17pgs).

44 Bagnulo, M., "Threat Analysis for TCP Cxlensions for Mulli-path Operation with Multiple Addresses draft-iet-mptcp-

hreat-07,” 2011-01-11, URL: hiips:/ools ietl org/Mimirdraft-iet-mplep-threal-07 (17pgs).

45 Bagnulo, M., "Threat Analysis for Multi-addressed/Multi-path TCP, draft-iet-mplcp-threat-06," 2010-12-07, URL:
hittps:fools ietf orgMimifdrafi-iet-mpicp-threat-06 (17pgs).

Ragnulo, M., "Threat Analysis for Multi-addressed/Multi-path TCP, draft-ietf-mptcp-threat-05," 2010-12-06, URL:

46 hitps:fMools ietf orgimlfdrafi-ietf-mplcp-threat-05 (17pgs).

47 Bagnulo, M., "Threat Analysis for Multi-addressed/Multi-path TCP, draft-iet-mplcp-threat-04." 2010-11-26, URL:
hittps:fools ietf orgMimlfdrafi-iet-mptep-threat-04 (16pgs).
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48 Hagnulo, M., "Threal Analysis for Multi-addressed/Multi-path TCP, draft-ietf-mplcp-threat-03." 2010-10-04, URL:
hitps: Moaols ieth orgMimlfdratt-iet-mplep-threat-03 (16pgs).

49 Hagnulo, M., "Threat Analysis for Multi-addressed/Multi-path TCP, draft-ietf-mplcp-threat-02." 2010-03-29, URL:
hitps:/ools et orgMitmlfdrafi-ietf-mplcp-threat-02 (15pgs).

50 Bagnulo, M., "Threat Analysis for Multi-addressed/Multi-path TCP, draft-ietf-mplcp-threat-01," 2010-03-08. URL:
hittps: fitoals et org/itmiidran-iet-mplep-threat-01 (15pgs).

If you wish to add additional non-patent literature document citation information please click the Add bul'l’cn| Add
EXAMINER SIGNATURE
Examiner Signature || /BORIS D GRIJALVA LOBOS/ Date Considered 10/20/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents al www, USPTO,GOV or MPEP 201,04, * Enter office that issued the document, by the two-letler code (WIPO
Standard 5T.3). 2 For Japanese paten! documents, Ihe indication of the year of the reign of the Emperor mus! precede the serkal number of the patent document

* Kind of document by the appropriate symbods as indicaled on the document under WIPO Standard ST 16 If possible. * Applicant Is to place a check mark here if
Englizh language translation is attached.
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Filing Date 2014-05-06
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{ Not for submission under 37 CFR 1.99)

Examiner Name injalva Lobos, Boris

Attorney Docket Mumber |201¢5-054U5

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication frem a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staterment. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael Narth/ Date (YYYY-MM-DD) 2018-10-05
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(3 U.S.C. 5352) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 352a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

g. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
MNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

f. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designes, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (l.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication frem a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staterment. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael Narth/ Date (YYYY-MM-DD) 2018-10-05
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(3 U.S.C. 5352) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 352a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

g. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
MNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

f. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designes, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (l.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Wb 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /B.D.G/

Charter Communications, Inc.
Exhibit 1006
Page #760



EAST Search History

EAST Search History

EAST Search History (Prior Art)

Search Query

(20030031180 | "20030076784" | i !
"20050261915" | “20060126613" | 1PGPUB; |
20060187885 | “20070153807" | {USPAT
-20080186873" | “20090055900 | i
1720100290465 | “20110013529° |

"20110273879" | 201202943107 | "5970064"
| "B974108" | "6430612" | "78402207 | i
“8520586" | "88806667).PN.

!

;

E

20110110359 | "20110182182" | E
!

;

;

;

("201201515407) . FM.

("20160315976" | "20180248984" | "6469982" |
| "6618356" | "6678247" | "6680907" | i i
"7B646697).PN. JUSPAT |

1028

((access near1 point) (base near1 station)  JUS-  HOR

(wireless near1 LAN near1 device) {DSLAM) PG-F'UBE

(gateway) (performance nearl device) DSL  |USPAT;

CPE (customer near1 premises neari {EFO;

equipment) modem (in-home near powarlina}:iJPD

(in-home coax) (HPMA) (metering nearl i

device) (LAM near3 appliance) (femtocell) (wii
iinear1 base) (repeater) STB STU (IP near2 TV}
{IP near2 media nearl device) (gam$3 near?
console) gateway device computer router
bridge switch} with ({transmit$4 send$3
forward$3 receivil) nears policy) with
Hloperation

L re———

53

;Ibridga switch} with ({transmit$4 send$3

{{access near1 point) (base near! station) Jus-
{wireless near1 LAN near1 device) {DSLAM)  {PGPUE;
(gateway) (performance neari device) DSL i
CPE (customer near1 premises near
equipment) modem (in-home nearl powerling)
(in-nome coax) (HPMA) (metering nearl
device) (LAM near3 appliance) (femtocell) {wifi
ilnear1 base) (repeater) STE STU (IP near2 TV)
(IP near2 media near1 device) (gam$3 near1
consale) gateway device computer router

forward$3 receivil) nears policy) with
operation with (logation time)

CR

1040

iimonitor$3 near3 RSSI

file#CUsers/bgrijalvaDocumentsfe-Red 5 20Folder/ 1435658 I/EAS TSearchHistory. | 435658 1_Accessible Version him[ L2 172018 1:16:53 AM|
Charter Communications, Inc.

Exhibit 1008
Page #761



EAST Search History

neard policy) with RSSI

S6 0 (monitor$3 near3 RSSI) with (adjust$3 near3 | 2015/12/16
rate) i 15:32
S/ 18 {(transmit$3 send53 receivi3 forward$3 i i 2015/12/16
monitor$3) neard ASS!) with (adjust$3 neard | 1 15:33
rate) i 3
§
, E |
33 126 H{{sanum transmitS4 receiv$3 forward$3) § 2015/12/17}
nearS conditions near3 operation) with E 1626
((access near1 point) AP) 3
i
E ¥ | PR ——
adaptation near1 algorithm ! 2015/12/17
3! 18:58
i
|
- i
510 I3 (adaptation near1 algorithm) with ({real near1 JUS-  [CR ' 2015/12/17|
time) real-time) with historical {PGPUB; | 18:58
HUSPAT; |
i[EPO; é .
i WPo i
S11 i1 "14356581" jus-  cR ' 20181217
{IPGPUB:; | 20:14
|UsPAT; |
1ePo; g '
WO |
S12 {0 u{{sendm transmitS4 forward$3 receivia) ! § 2018/12/17
neard policy) near20 RSSI 1 20:39
g
i
I i
S13 4 ((send33 transmit34 forward$3 receivild) 20151217

S14 331

tl{{sendia transmitS4 forward$3 receivsa)

near7 policy) with RSS|

S15 i1

(policy near1 server) with RSSI

(policy nearl server) same2 RASS|

((transmit$3 send33 received forward$3)
near5 policy near5 algorithms) with R3S

file#CUsers/bgrijalvaDocumentsfe-Red 5 20Folder/ 1435658 I/EAS TSearchHistory. | 435658 1_Accessible Version him[ L2 172018 1:16:53 AM|

Charter Communications, Inc.
Exhibit 1008
Page #7862



EAST Search History

si8 178 ﬂmransmm send$3 receive3 forward$3) dus gcm 2015/12/18

nears policy nears algorithms) {PGPUE: 18189
HUSPAT; |
{EPO; %
PO

s13 |1 ﬂ{(transmima sendS3 received forward$3) fus lor ifz015/12/18

neard policy neard algorithms) and RSS! PGPUB:E 18:19
JUSPAT; |
{EPO; |
i i El i

S20 2 }I{{transmitﬁ sends3 receivid forward53) {Us- EDH ! 2015/12/18

nearS policy nears algorithms) with AP HPGPUB; 18:20
EUSPJ&T:E
EPC); i
....... | TR TT TR eI IRT e ...1.........1....1.........1....1.........1.........1....1.........1....1.........1....1.........1....1..:: ..m.,.-...s s e S e B
((transmit$3 sendS3 receivi3 forward$3) dus-  HICR 2018/12/18
{PGPUB; | 18:20
{inear1 paoint) AF) with server) HUSPAT; |
J{EFO; |
PO
fse2 1108 llrhee neart wonjong |us-  loR 2015/12/21]
4PGPUB; | 13:24
J{USPAT: |
{EPO; 5
dpo
523 110 (rhee nearl wonjong) and policy dus- loR ' 2015/12/21
{PGPUB: | ' 13:30 '
HUSPAT; |
fePo; '
o '

S24 58484  {(HO4L7/00,0004 dus-  loR 2018/ 12/21)
HO4L12/00,14,16,24,2414,2415.2417- gPGHJB;E 15:17
2419,2424-2426,2428-2433, 2439, 244- AUSPAT; |
2442,2447 2464, 2465,2468- JEFO; |
247,2472,2473,2476,2478,26,2602,2618,2634- PO |
2642, 2668-2678,2692 HO4L41/00,08,08- i i
D808,0813-0836,085-0855, 0866-0869,50- i E
5016,5035,5038 HO4L43/00,04,08-0817,0876- '

10,16 HO4L47/00,10,11,12,28,29,32).epc. i
525 {125 u{{transmitﬂﬁ sendS3 receiveld forward$3) dus-  HomR 2015/12/21
near5 policy neard algorithms) and 524 F'GPUBE 15:17
HUSPAT; |
EPo; | ' ;
i i J :
525 {141 (rhee nearl wonjong) and S24 i § 2015/ 12/21]
H 15:18 |
i
i ! ‘
s27 i 7840220".pn. i | 2015/ 12/21!
3 16:50
S28 1672280 ladaptation algorithm | 2016/11/14
19:55
AR AR I
|s.29 §|5agr:r gadamannn near1 algorithm §|2me;1u14-

file#CUsers/bgrijalvaDocumentsfe-Red 5 20Folder/ 1435658 I/EAS TSearchHistory. | 435658 1_Accessible Version him[ L2 172018 1:16:53 AM|

Charter Communications, Inc.
Exhibit 1006

Page #7863



EAST Search History

ﬂ EEGPUB;E i 19:55
AUsPAT; |
{ErO; |

3 m E 3

530 i394 {creat$3 generat$3 computS3 calculat$s) HUs E OR 2016/11/14
near5 (adaptation near1 algorithm) {PGPUE; | 19:56

|USPAT; |
= N
, PO i .

531 o {(creat33 generat$3 comput$3 caleulat$3) §US- H0OR 2016/11/14
near5 (adaptation near1 algorithm)) with {PGPUB: | ' 19:56
policy AUSPAT,

i MPO § i }

s3z |Is ((creatS3 generat$3 comput$3 calculat3)  (US-  [[OR 2016/11/14
nears (adaptation near1 algorithm)) same2 F'GF'UBE 19:56
policy HUSPAT; |

{EFO; |
PO .

533 13 (rhee nearl wonjong) and palicy S- i CR i 2016/11/16;
iPGPUB;| ' 17:17
JUSPAT: |
HEPO;

i WO .

S34 {12862 (generat®3 creat33 develop$3) near1d RSSl jUS- EGFI : 2016/11/16}
HPGPUE: | 1718
HUSPAT; |
{eFo;
PO .

s35 361 [f({generat$3 creat$3 develops3) near10 RSSI) jus-  f[oR | 2016/11/16
with [(observ$3 collect$3 obtain$3 receivdd  PGPUB; 17:18
detect$3) nearb (data status information ;USP:AT;E
state)) HEPC, ! |

L leo | | |

536 [0 ((generat33 creat$3 develop$3) near10 ASSI) [US- IOR 2016/11/16
with ((observE3 collect$3 obtaind3 receivdd | PGPUB:E 17:19
detect$3) neard (data status information HUSPAT, ! |
state)) with policy HEPQ:  § !

i pPo ;

Sa7 4 ((generatdd creat$d developd3) near1d RSS! §U5~ EDH 2018/11/16
with ((observd collectd3 obtain$d receivdd  {PGPUB; | 17:20
detect$3) near5 (data status information AusPaAT; | ,
state)) same2 policy dEPO; | .

isas 5394 adaptation near1 algorithm ifus-  ioR 2016/11/16

HPGPUB; | 17:20
AusPAT: |
POy |
PO El
539 2 =35 and S36 }US— ?DH 2016/11/16
APGPUB; | 17:20
JUSPAT; §
WEPO;
PO i
S40 15784 adaptation near1 algorithm Hus- EDH 2017/12/20
{PGPUB; | 14:02
{USPAT; |
1EPO; ! i
o | - -
fs41 as1 {itransmit$4 send$3 receivsa forward$a jus ioR on fe017/12/20]

file#CUsers/bgrijalvaDocumentsfe-Red 5 20Folder/ 1435658 I/EAS TSearchHistory. | 435658 1_Accessible Version him[ L2 172018 1:16:53 AM|
Charter Communications, Inc.

Exhibit 1008
Page #7864



EAST Search History

ilpush$3} near5 (adaptation nearl algorithm) PGHJBE 14:03
HUSPAT: |
{EFO; |
fro |
s42 |4 -7840220".pn. "2007136337" gus oR 2017/12/20
APGPUB; 15:43
AUSPAT; |
[erPO; |
PO
543 46 il{pnlir:y near7 algorithm) and (communication JUS  [OR 2017/12/20
near5 algorithm) and WIF] {PGPUB; | 21:13
dusPAT; |
{EPO; |
o |
s44 1o S43 and S41 iUs-  iCR 2017/12/20
HPGPUB; | 21:13
USPAT; |
dEPO; |
it WPC i i
1[551 33 ("2006/0187885").URPN. |:.lSPAT§ i12018/10/19|
| T —— e —

0836,085-0859,0866-0869.50-5016.5035, 5033'
HO4L43/00,04,08-0817,0876-10,16
HO4L47/00,10,11,12,28,29,32).cpc.

(41616287 | "4229734" | "4279032" |
"4430788" | "4558358" | "4604453" |
“4730302" | "47982117 | ~4816825" |
“48600017 | "48902787 | "4896315" |
“49261627 | 50480087 | "65115189").PN. OR
("5198805"). URPN.

(monitor$3 near? (signal nearl strength)) and ; US-
(dynamich4 nears adapt33)

(monitor§3 near? (signal near1 strength)) and ;
(dynamic$4 neard adapt$s) not 5356 1

("2009/0059872" ). URPN.

("2012/0077533").URPN,

(monitor$3 near? (signal near1 strength)) and =
(dynamich4 nearS {adapt$s chang$3 i
ﬂmudil$3}] not (556 S57)

file#CUsers/bgrijalvaDocumentsfe-Red 5 20Folder/ 1435658 I/EAS TSearchHistory. | 435658 1_Accessible Version him[ L2 172018 1:16:53 AM|
Charter Communications, Inc.

Exhibit 1008
Page #7865



EAST Search History

!
iIsa1 (monitor$3 near? (signal near1 strength)) and {US §
(dynamic$4 nears (adapt$6 chang$3 {PGPUB; | '
imodif$3)) and @AD<="20111110" not (856  HUSPAT ;
S57) JEFO;
PO
is62 115 ("2004/0223470"). URPN. HUSPAT ICR
Lol - 0008
ls63 31 ifremote$2 neard manag$s neard QOS JuseaT EDH . '%2{}!18:10.1'20.
............ j ; 100:15
S64 [6276  |[S52 and @AD< = "201111107 us om }|ema.a1cuzn
iPGPUB; #00:20
lusPaT; |
[EPO; |
AP0
Is65 1343 |[RSSI and S64 fus— lor | 2018/10/20
HPGPUB; | jjon:21
AUSPAT; | I
[P0 | |
PO | |
566 15 ("2004/0223470").URPN. fusPaT foR i i2018/10/20
i ; #00:33
S67 fag ("2007/0082677").URPN, fusPAT [OR - 2018/ 10/20]
....... o 10040
EAST Search History (Interference)
iRef Hits  Search Query DBs Default [Plurals {[Time |
i Operator Stamp
545 1100 rhee near! wonjong LIS OR JON 2017/12/20%
: PEPUEB, i 20:54 i
______ i J [USPAT J J
546 ijaag -Efpolic:.r with algorithm}).clm. s OR -EDN 2(]1?;12_;26;
PGPUB, 20:54
NS S . ok D N SIS E—
547 1 /545 and 546 s HOR JON 2017/12/20;
i PGPUB; i 20:54 |
USPAT
S48 42097 |[((transmission near1 control§4) Us- OR lon 2017/12/20!
d(communication near1 algorithm)).clm.  {|PGPUB; i 20:55 :
| — USPAT | |
549 ({13 546 and 548 Us- OR JON 2017/12/20
i PGPUB; ; 20:55 |
{ USPAT i i
S50 iis /548 and 545 us- OR fon  if2017/12/20;
i PGPUB; i 20:56 i
g USPAT g g
S68 1104 irhee near! wonjong s OR fomn 2018/10/208
PGPUB; 02:52
i LUSPAT i i
S69 1106792 {((transmission near1 contral$4) s OR HoN 2018/10/ 20
d(communication near1 algorithm) PGPUEB; i 02:53 i
i|policy).clm. LISPAT i i
S70 7 /568 and 569 Us- OR loN 2018/10/20;
i PGPUB; : 02:53 !
; USPAT i |

filexC MU serstberijalvaDocumentsfe-Red % 20Folder/ 1435658 1/EAS TSearchHistory 1435658 1 _AccessibleVersion him[ 1212018 1:16:53 AM]

Charter Communications, Inc.

Exhibit 1008
Page #766



EAST Search History

10/ 21/ 2018 1:16:50 AM
C:\ Users\ bgrijalva\ Documents\ EAST\ Workspaces\ 14356581.wsp

filexC MU serstberijalvaDocumentsfe-Red % 20Folder/ 1435658 1/EAS TSearchHistory 1435658 1 _AccessibleVersion him[ 1212018 1:16:53 AM]

Charter Communications, Inc.
Exhibit 1008
Page #767



Receipt date: 10/05/2018 14 /356,581 -~ GAU: 2446

Doc code: IDS PTOISE/08a (01-10)
T . . Approved for Lse through 07812012, OME 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Palent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE
Undar the Paperscrk Reduction Act of 1535, no persons are reguined to respond o a collection of information unkess A conlains a valid OME control numbier,
Application Number 14358581
Filing Date 0 14-05-06
INFORMATION DISCLOSURE £, Narmod inventor|[Fomon Riee
STATEMENT BY APPLICANT At Ut |2“'3
( Not for submission under 37 CFR 1.99) _
Examiner Mame I Grijalva Lobos, Boris
Attorney Docket Mumber | 20145-054U5

U.S.PATENTS
. . . Pages,Columns, Lines where
Examiner Cite Kind Mame of Patentee or Applicant ! '
Initial* No Patent Number Code! Issue Date of cited Document R:a!avant Passages or Relevant
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button, Add
U.S.PATENT APPLICATION PUBLICATIONS
. _ _— , Pages,Columns, Lines where
Examiner ... Publication Kind | Publication MName of Patentee or Applicant : '
Initial* Cite No Number Codet| Date of cited Document Relevant Passages or Relevant

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add hul:tnnj Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Apolicant of cited where Relevant s
Initial* Mo | Number3 Code?| Codet| Date D?;ument Passages or Relevant
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
Examiner! Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Initials® | No (book, magazine, journal, senal, symposium, catalog, etc), date, pagesi(s), volume-issue number(s), E
publisher, city and/or country where published.

EFS Web 2.1.17
ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/

Charter Communications, Inc.
Exhibit 1006
Page #768



Feceipt date: 10/05/2018 14/356 581 - GAU: 2446
Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE i Named inventor | wonjong Rnee
STATEMENT BY APPLICANT | ace
{ Not for submission under 37 CFR 1.99)
Examiner Name | Grijalva Lobeoz, Boris
Attorney Docket Mumber | 2014505405
1 Hagnulo, M., "Threal Analysis for Multi-addressed/Multi-path TCP, draft-ietf-mplcp-threat-00." 2010-02-18, URL:
hitps: fools et orghitmlidratt-ietf-mptep-threat-00 (13pgs).
2 fFord, A et al., "Architectural Guidelines for Mullipath TCP Development, draft-ietf-mplcp-architectura-05," 2011-01-21,
LIRL: hitps:{ftools ietf orgfMimlfdraft-ieti-mptcp-architecture-05 (29pgs)
3 Ford, A et al., "Architectural Guidelines for Multipath TCP Development, draft-ietf-mplcp-architecture-04,7 2011-01-11,
LRL: hitps:/Mtools ietl org/Mimlidraft-iet-mptep-archilecture-04 (28pgs).
4 Ford, A. et al., “Architectural Guidelines for Multipath TCF Development, drafi-ieti-mpicp-architecture-03,” 2010-12-08,
LIRL: hitps:/ftools ietf orgfimlidraft-ietf-mptcp-architechure-03 (27pgs)
5 Ford, A el al., “Architectural Guidelines for Mullipath TCF Development, drafl-ietf-mptcp-architecture-02,* 2010-10-16,
URL: hitps:/Mtools ietl org/Mimlidraft-iet-mptep-archilecture-02 (25pgs).
6 Ford, A. et al., “Architectural Guidelines for Multipath TCF Development, drafi-ietf-mpicp-architecture-01,” 2010-06-22,
LURL: hitips: Mools ietf org/iml/drafi-ietf-mptep-architecture-01 (27pgs)
4 Ford, A et al., “Architectural Guidelines for Mullipath TGP Development, drafl-ietf-mptcp-architecture-00,* 2010-02-28,
LIRL: hitps:/Mtools ietl orgMimlidraft-iet-mptep-archilecthure-00 (25pgs).
8 [Raiciu, C. el al., "Coupled Congestion Contral for Multipath Transport Protocols, draft-ietf-mplep-congestion-07 "
P011-07-29, URL: hitps:fMooks. ietf org/htmlidraft-ietf-mplicp-congestion-07 {13pgs).
9 Raiciu, C. el al., "Coupled Congestion Control for Multipath Transpert Protocels, draft-ietf-mplep-congestion-06."
P011-07-25, URL: hitps:fftools. ietl crg/mimiidraft-ietd-mptcp-congestion-06 {1.2pgs).
10 [Raiciu, C. el al., "Coupled Congestion Contral for Multipath Transport Protocols, draft-ietf-mplep-congestion-05,"
P011-06-16, URL: hitps_fMools. ietf org/himlidraft-etf-mplcp-congestion-05 {12pgs).
1 Raiciu, C. el al., "Coupled Congestion Control for Multipath Transport Protocels, draft-ietf-mplep-congestion-04.”
P011-06-15, URL: hitps:ftools. ietl crg/itmiidraft-iel-mptep-congestion-04 (12pgs).
EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/

Charter Communications, Inc.
Exhibit 1006

Page #769



Feceipt date: 10/05/2018 14/356 581 - GAU: 2446
Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE |5 Named inventor | Wonjong Rnee
STATEMENT BY APPLICANT |, buae
{ Not for submission under 37 CFR 1.99)
Examiner Name | Grijalva Lobos, Horis
Attorney Docket Mumber | 2014505405
12 [Raiciu, C. el al., "Coupled Congestion Conftrol for Multipath Transpord Protocols, draft-Hetf-mplop-congestion-03,”
2011-04-11, URL® hitps:iMools. iett org/tmidraft-ietf-mptep-congestion-03 {12pgs).
13 [Raiciu, C. el al., "Coupled Congestion Control for Multipath Transport Protocols, draft-ietf-mplep-congestion-02,°
P011-03-14, URL: hitps:ftools.ietf crg/mimlidraft-ietl-mptep-congestion-02 {12pgs).
14 Raiciu, C. el al., *Coupled Congestion Control for Multipath Transpor Protocels, draft-ietf-mplep-congestion-01.°
011-01-07, URL: hitps:fitoals ietl orgihtmiidraft-ieti-mplop-congestion-01 (12pgs).
15 [taiciu, C. el al., "Coupled Congestion Conftrol for Multipath Transport Protocols, drafi-ietf-mplcp-congestion-00,"
PO10-07-06, URL: hitps:fftools ietf org/hitml'draft-ieti-mptcp-congestion-00 {11pgs).
| Ford el al., "“TCP Extensions for Multipath Operation with Mulliple Addresses, draft-ietf-mplcp-multiaddressed-12.°
012-10-22, URL htlps:fools. it org/htmldraft-leti-mptep-multiaddressed-12 (63pgs).
17 . Ford et al., "TCP Extensions for Multipath Operation with Mulliple Addresses, draft-ietl-mplcp-multiaddressed-11."
P012-10-18, URL: hitps:fMtools ietf org/html'draft-ietf-mptcp-multiaddressed-11 (65pgs).
w I Ford et al., "“TGP Extensions for Multipath Operation with Mulliple Addresses, draft-ietf-mplcp-multiaddressed-10,"
012-10-03, URL: hitps:fitoals ietl orgihtmiidraft-ie-mplep-muliaddressed-10 (64pgs).
19 p. Ford et al., "TCP Cxtensions for Multipath Operation with Multiple Addresses, draft-iett-mplcp-multiaddressed-09 .~
P012-06-06, URL: hitps Mools. ietf. org/tmliidraft-ietf-mpltcp-muliaddressed-089 (62pgs).
20 P Ford el al., "TCP Extensions for Multipath Operation with Mulliple Addresses, draft-ietf-mplcp-multiaddressed-08,"
P012-05-25, URL: hiips:fftools. ietl_org/itmiidraf-iet-mptcp-multiaddressed-08 (62pgs).
21 p. Ford et al., "TCP Cxtensions for Multipath Operation with Multiple Addresses, draft-iett-mplcp-multiaddressed-07 ~
P012-03-26, URL: hitps_fMools. ietf. org/himlidraft-ietf-mpicp-multiaddressed-07 (62pgs).
29 . Ford et al., "TCP Extensions for Multipath Operation with Mulliple Addresses, drafl-ietf-mplcp-multiaddressed-06,"
12-01-31, URL: hitps:fftoals. ietf org/htmiidraft-iet-mptep-multiaddressed-06 (60pgs).
EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/

Charter Communications, Inc.
Exhibit 1006

Page #770



Feceipt date: 10/05/2018 14/356 581 - GRU: 2448

Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, fuae
{ Not for submission under 37 CFR 1.99)

Examiner Name |:&rijalva. Lebosz, Baris

Attorney Docket Mumber |20145-054U$

23 P, Ford el al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-ietf-mplep-multiaddressed-05,"
2012-01-12, URL® hitps:iMools. iett org/tmiidraft-ief-mptep-multiaddressed-05 (59pgs).

P Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-iet-mplep-multiaddressed-04,

4 P011-07-11, URL:https:Mools._ieff org/tmbdraft-et-mptcp-multiaddressed-04 (59pgs)

55 |- Ford et al., "“TCP Extensions for Multipath Operation with Mulliple Addresses, draft-iet-mplcp-multiaddressed-03.°
011-03-14, URL: hitps:fitools letl orgihtmiidraft-iet-mplop-muliaddressed-03 (54pgs).

%6 b Ford et al,, "TCP Extensions for Multipath Operation with Multiple Addresses, drafi-iet-mplcp-multiaddressed-02 °
PO10-10-25, URL: hitps:fftools ietf org/hitml'draft-ietf-mptcp-multiaddressed-02 (441pgs).

Pl & Ford el al., "“TCP Extensions for Multipath Operation with Mulliple Addresses, draft-ietf-mplcp-multiaddressed-01.°
P010-07-12, URL: hitps:fitools letl orgihtmiidrait-iet-mplep-muliaddressed-01 (43pgs).

28 . Ford et al., "TCP Extensions for Multipath Operation with Mulliple Addresses, draft-ietl-mplcp-multiaddressed-00~
PO10-06-21, URL: hitps:fMtools ietf org/html'draft-ietf-mptcp-multiaddressed-00 (42pgs).

a9 Echarf, M. el al., "Multipath TGP (MPTCP) Application Inlerface Considerations, draft-ietf-mplep-api-07," 2013-01-19,
JRL: hiips:/tools ietf arg/imiidraf-iet-mplop-apl-07 (34pgs).

30 Echarf, M. et al., "Multipath TCP (MPTCP) Application Inlerface Considerations, draft-ietf-mptep-api-06," 2012-10-22,

LRL . https dftools ietf orgimifdraft-ietf-mptcp-api-06 (30pgs).

11 Bcharf, M. et al., "Mullipath TCP (MPTCP) Application Interface Considerations, drafi-ietf-mplcp-api-05," 2012-04-17,
LIRL: hiips:/fools. ietf org/himiidrafiHet-mpicp-api-05 (30pgs).

Echarf, M. et al., "Multipath TCP (MPTCP) Application Inlerface Considerations, draft-ietf-mptcp-api-04,” 2012-02-16,

32 LRL : hitps iftools ietf orgMimifdrafi-etf-mptcp-api-04 (28pgs).

13 Bcharf, M. et al., "Mullipath TCP (MPTCP) Application Inlerface Considerations, draft-ietf-mplcp-api-03," 2011-11-30,
LIRL: hiips:/fftoocls. ietf org/himiidrafiHet-mplcp-api-03 (28pgs).

EFS Web 2.1.17
ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/

Charter Communications, Inc.
Exhibit 1006
Page #771



Feceipt date: 10/05/2018 14/356 581 - GRU: 2448

Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, buce
{ Not for submission under 37 CFR 1.99)

Examiner Mame | Grijalva Lebes, Beris

Attorney Docket Mumber |20145-054U$

24 Bcharf, M. et al., "Multipath TGP (MPTCP) Application Interface Considerations, drafi-ietf-mplcp-api-02," 2011-06-07,
URL: hiips:/Mools ietf arg/himl/draf-et-mplep-api-02 (28pgs).

Echarf, M. et al., "Multipath TCP (MPTCP) Application Inlerface Considerations, draft-ietf-mptcp-api=01," 2011-03-14,

= LRL: hiips:/ftools ietf org/Miml/drafi-iet-mptcp-api-01 {27pgs).

a5 Echarf, M. el al., "Multipath TCP (MPTCP) Application Inlerface Considerations, draft-ietf-mplep-api-00," 2010-11-29,
LRL: hitps:/Ntoals ietl arg/iml/drafl-iet-mptep-api-00 (26pgs).

37 JETF 82 Proceedings, "Multipath TCP {mptcp) (WiG),” Taipei, Taiwan, November 13-18, 2011, URL: hitps:/fwww ietl,
brg/proceadings/B2/mpltep. html (3pgs).

a8 JETF 81 Proceedings, "Multipath TCP {mpltcp) (WG)" Quebec. Canada, July 24-29, 2011, URL: https:ifwww ietf org/
bhroceedings/81/mptep. himl (3pgs).

39 Scharf, Michael et al_, "draft-iet-mplcp-api-02" 2011-07-27, URL: htips:/fwww ietl org/proceedings/B1/slides/mptep-0.
bdf (3pgs).

40 Mishida, ¥. et al, "MPTCP - MULTIPATH TCP." WG meeting #7, 201 1-07-27, Quebec, IETF-81, URL: hitps:fiwww it
hirg/proceedings/B1fslides/mplep-1_pdf (7pgs).

41 [Raiciu, C. el al., "Multipath TCP Congestion Control, draft-ietf-mplep-congestion-06," URL: hitps:fhwww ietf arg/

broceedings/81/shdesfmptcp-2 pdf (189pgs)

42 JETF 80 Proceedings, "Multipath TCP {mptcp) (WG)" Prague, Czech Republic, March 27-Apnl 1, 2011, URL: hitps://
beanwy et orgl/proceedings/80/mptep_hitmi {3pgs).

Mishida, ¥. et al., "MPTCP - MULTIPATH TCP," WG meeting #6, 2011-03-31, Prague, ietf-80, URL: hitps:/fwww ietf.

43 brg/proceedings/BlVshdes/mptep-0.pdf (7pgs).
44 Winter, Rolf et al., "Auteconfiguring single-homed end systems to make use of network multi-homing,” URL: htips:f
s ietl orgl/proceedings/80/slides/mptep-1 paf {Bpgs).
EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/

Charter Communications, Inc.
Exhibit 1006
Page #772



Feceipt date: 10/05/2018 14/3%6 581 - GRIT: 2446

Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, baac
{ Not for submission under 37 CFR 1.99)

Examiner Name I Grijalva Lobos, Boris

Attorney Docket Mumber |20145-054U$

45 Bcharf, Michael et al., "draftHetf-mplcp-api-01," 2011-03-31, URL: hitps:fesew ielf.org/proceedings/80slidesimplop-2.
pdf (Tpgs).

46 Hame, Sebastien et al., "Multipath TCP - Guidelines for implemenlers, draft-bame-mplcp-impl-00.txt,” IETF 80 - Prague)
P011-03-31, URL: hitps:fhwww ietl org/proceedings/80/shides/mplcp-3. pdf (17pgs)

47 Handley, Mark, "mptcp proxies,” URL: hitps:ffwenw.ictf omg/proceedings/80/sides/mplop-4. pdi (14pgs).

Ford, A et al., "MFTCP Frotocol - Updates, drafi-istf-mptcp-multiaddressed-03," URL: hitps:fiwww_ietl org/

48 broceedings/80/slides/mptcp-5 pdf (11pgs).

49 Bcharf, Michacl ot al, "draft-ictf-mplcp-api-01," URL: hitps:ifeww ictf orgfprocecdings/80/slidesimptep-6.pdf (7pgs).

'mptcp congestion control, draft-ieftt-mplcp-congestion-07," URL: https:/fwww ietl org/proceedings/80/slides/mptcp-9.

0 | bat (4pgs).

If you wish to add additional non-patent literature document citation information please click the Add button' Add
EXAMINER SIGNATURE
Examiner Signature || /BORIS D GRIJALVA LOBOS/ Date Considered | 15/20/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of LISPTO Patent Documents al www LISPTO.GOY or MPEP 501.04. 7 Enter office that issued the document, by the tvo-letier code (WIPC

Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
* Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST 16 if possible. * Applicant is to place a check mark here if
English language franslation is attached.,
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Feceipt date: 10/05/2018 14/3%6 581 - GRIT: 2446

Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, b
{ Not for submission under 37 CFR 1.99)

Examiner Name Iﬂri'jl.'hla Lobos, Boris

Attorney Docket Mumber |201¢5-054U5

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication frem a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staterment. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael Narth/ Date (YYYY-MM-DD) 2018-10-05
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17
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Receipt date: 10/05/2018 14 /356,581 -~ GAU: 2446

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(3 U.S.C. 5352) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 352a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

g. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
MNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

f. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designes, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (l.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Receipt date: 02/20/2018

LS. Patent and Trademark Office; US. D

14/356,581 - GAU: 2446

PTO/SEDED (0T-09)

Approved for use through 07312078, CMB 0651-0031

EFARTMENT OF COMMERCE

T |k A [ 1885 g r 1 ¥4 Ll j j mber,
_ efe nown
Substilute for form 1440PTS
Application Number 14/356,581
INFORMATION DISCLOSURE | Filing Date 2014-05-06
STATEMENT BY APPLICANT | First Named Inventor [ \yoni0ng Rnee
Art Unit
{Usa a5 many sheets as necogsary) - 20
Examiner Name Boris D, Grualvalobos
Shoet |1 | of |1 Attomey Docket Number |o0145.054US j
NON PATENT LITERATURE DOCUMENTS
Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), titte of
Initials® No.! the lem {book, magazine, journal, serial, symposium, catalog, elc.), date, page(s), volume-issue 1‘2
number(s}, publisher, city and/or country where published.
; Office Action dated 2017-11-24, and English translation thereof, in »
Chinese Patent Application No. 201180075399.4 (21pgs).
f—
—
S —
— |
Examiner Dale
Signaiure /BCORIS D GRIJALVA LOBOS/ Considered i0/20/2018

"EXAMIMER: Inilial if reference considered, whether or nol Glation i i conformance with MPEP 808. Draw lne lhiowgh cilation il not in conformance and nol
conssdared. Inclede copy of this form with nesd communication 1o applicant.

1 applicant’s unigue citalion designation number (oplional). 2 Applicant i o place a check mark here il English language Translation is attached,

This collection of information is required by 37 CFR 1.98. The information & required to oblain or retain a benefit by the public which is to file (and by the USPTO
e procass) an application. Confdentiality s govemed by 35 WS C 122 and 3T CFR 1.14. This callection is estimated to take 2 hours b complete, including

gathering, prepating, snd submitling the comphted appication form 1o the USPTO. Time will vary depending upon the individual case. Any comments on the
amaunt of me you reguire 10 complete this form andéor suggestions for neducang this burden, should be sent to the Chiel Informaton OMicer, LS. Patent and

Trademark Office, PO Box 1450, Alexandria, VA 223131450, D0 NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:

Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you meed assistance in compleling the form, call 1-800-PTQ-0199 (1-800-788-87199) and seled opfion 2,
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Receipt date: 02/20/2018

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
wilh your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 UW.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is o process and/or examine your submission related to a patent application or patent. If you do
not fumish the requested information, the U.S. Patent and Trademark Office may not be able to
process andfor examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records fram
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routing use, in the course of
prasenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of seltlement negotiations.

A record in this system of records may be disclosed, as a routine use, 1o a Member of
Congress submilling a request involving an individual, to whom the record pertaing, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routing use, 10 a contractor of the
Agency having need for the information in order o perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C, 552a(m).

A record related to an International Application filed under the Patent Coopearation Treaty in
this system of records may be disclosed, as a routine use, 1o the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of Mational Security review (35 LLS.C. 181) and for review pursuant lo
the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routing use, to the Adminisirator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
par of that agency's responsibility 1o recommend improvements in records management
practices and programs, under authorty of 44 U.5.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) direclive. Such disclosure shall not
be wsed to make determinations aboul individuals.

A record from this system of records may be disclosed, as a routing use, to the public after
aither publication of the application pursuant 1o 35 U.S.C, 122(b) or issuance of a patent
pursuant to 35 W.S.C. 151, Further, a record may be disclosed, subject 1o the limitations of 37
CFR 1.14, as a routing use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routing use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Receipt date: 10/05/2018

[ i Ll [ 1985 L

Substitute for form 1448PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

flUzo a5 many sheets ag nocossany)

LS. Patent and Trademark Office; US. D

14/356,581 - GAU: 2446

PTO/SEDED (0T-09)

Approved for use through 07312078, CMB 0651-0031

EFARTMENT OF COMM

ERCE

. i gt o . i mber,
efe owT!
Application Number 14/356 581
Filing Date 2014-05-08
First Named Inventar Wonjong Rhee

Art Unit

2448

Examiner Name

Boris D, Grualva Lobos

Sheot |1 | of |q

Attorney Docket Number

20145-054U5

NON PATENT LITERATURE DOCUMENTS

Examiner | Cite

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of
Initials® No.! the lem {book, magazine, journal, serial, symposium, catalog, eilc.), date, page(s), volume-issue
number(s}, publisher, city and/or country where published.

2 855,461 (3pgs).

Office Action dated 2018-08-10, in Canadian Patent Application No.

Examiner
Signature

/BORIS D GRIJALVA LOBOS/

Date
Considered

10/20/2018

"EXAMIMER: Inilial if reference considered, whether or nol Glalion i n conformance with MPEP 808, Drew kne throwgh cilation il nod in conformance and ol

conssdered. Indide copy of this form with nesd communication 1o applicant.

1 applicant’s unigue citalion designation number (oplional), 2 Applicant is o place a check mark here il English language Translation is attached.

Thiss collection of information is required by 37 CFR 1.98. The infeemation i required to oblain of relain a benefit by the public which is to file (and by the USPTO

e procass) an application. Confidentiality s govemed by 35 WS C 122 and 3T CFR 1.14. This collection is estimated to take 2 hours b complete, including

gathering, prepating, snd submitling the comphted appication fem 1o the USPTO. T will vary depending upon the individusl case.  Any comments on the
amourt of bme you require 10 complete this form antdvor suggestions for reducing this burden, should be sem to the Chiel Information ONicer, U.S. Patent and

Trademark Office, PO Box 1450, Alexandria VA 223131450, D0 NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:

Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you rmeed assistance in compleling the form, call 1-800-PTO-2199 (1-800-788-87199) and seled opfion 2,
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Receipt date: 03/08/2018
Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

14/356,581 - GAU: 2446
PTOMS3/08a (01-10)

Aporoved for use through 07302012, OMES 0851-0031
U5, Patent and Trademark Office; U5, DEPARTMENT OF COMMERCE

Under the Papersork Reduction Actof 1935, no persons are reguined o respond ko a colection of information unkess 4 contains a valid OME control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 14358581
Filing Date 014-05-06
First Named Inventor | Wonjong Rhee

Art Unit | 2446
Examiner Name | Boris D. Grualvalobos
Attorney Docket Mumber | 20145-054U5

U.S.PATENTS
Examiner Cite Patent Number Kind I Dat Mame of Patentee or Applicant zz?es,ctn;.nm ns,Lmesr ;h!ere nt
Initial* Mo atent um Codet| 25U Ha€ of cited Document clevant Fassages ar Releva
Figures Appear
1 BAT0064 A [1999-10-19 imathy lan James Clark et al.
2 E430612 B1 P002-08-06 oshio lizuka
3 Fa40220 B1 2010-11-23 mes P. Mitchell
4 EaT4106 A [1999-10-26 ieme B. Dupont &l al.
5 p520586 B1 201 3-08-27 aul J. Husted
i} pa80666 B2 2014-11-04 y A_ Aaron el al
If you wish to add additional U.S. Patent citation information please click the Add button.
U.S.PATENT APPLICATION PUBLICATIONS Remove
) N . N . Pages,Columns,Lines where
E:Faln'tlner Cite No Publication Kind | Publication Nanl'le of Patentee or Applicant Relevant P ges or Relevant
Initial Number Code!| Date of cited Document .
Figures Appear
EFS Wb 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/
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Feceipt date: 03/08/2018 14/356 581 - GAU: 2446
Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name I Boris D. Grualvalobos
Attorney Docket Mumber | 2014505405
1 PO0300TETES Al D003-04-24 .C. John Ta et al
2 0050261915 Al 2005-11-24 asuomi Ooki et al.
3 [FODE01BTARS Al P006-04-24 incent Roy et al.
4 0070153807 Al PO07-07-05 ne L. Cruz et al.
5 [FO0B01BEATI Al ?008-08-07 icolas Pujet of al.
i1 0020055900 Al P009-02-26 hanu Gopalasetty et al.
T PO110013529 Al ?011-01-20 anxiang Bin cf al,
8 20110110358 Al 2011-05-12 tephen P. Cooke et al.
9 0120294310 Al P012-11-22 ia-Wei Yen ef al.

If you wish to add additional U.S. Published Application citation information please click the Add hul‘tnn] Add

FOREIGN PATENT DOCUMENTS Remove
MName of Patentea or Pages,Columns,Lines
Examiner Cite | Foreign Decument Country Kind | Publication Avelleant of elied where Relevant Ts
Initial* | No | Number? Code?i Code4| Date ppiicant ot ¢ Passages or Relevant
Document :
Figures Appear
EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/
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Feceipt date: 03/09/2018 14/356 581 - GRU: 2448

Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name | Boris D. Grualvalobos
Attorney Docket Mumber |20145-054U$

1 |p112781 Ep Al 20001028 Koninkl KPN NV [NL]
2 |pooar73tro ip A |200406-17 ||NEC Infrontia Corp

3 POO7T116411 WO Al 2007-10-18 Link Fusion Lid.

4 |poor136337 o A2 |2007-11-29 mmt LM
5 P011079612 WO Al 20110707 ¥ TE Corp.

6 |pazeoss Ep Al |20120307 | |eTE Com.

T 101156458 CHN A 2008-04-02 Jincent Roy ef al.

If you wish to add addiional Fereign Patent Decument citation information please click the Add button Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner, Cite R . . |
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), Ts
publisher, city and/or country where published.
1 Intemational Search Report and Written Opnion daled 2012-02-15, for Intemational Palent Application No. PCTS
US201 11063326, filed 2011-12-05 {Docket Mo, 20145-055FPC) (11pgs).
2 Intemational Search Report and Wiitten Opinion dated 2012-06-21, for International PCT Palent Application Mo, PCT/
LIS201 1060265, filed 2011-11-10 {Docket No. 20145-054FC) (14pgs)
EFS Wb 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/
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Feceipt date: 03/09/2018 14/356 581 - GRU: 2448

Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name | Boris D. Grualvalobos
Attorney Docket Mumber |20145-054LJ$

4 Intemational Preliminary Report on Patentability dated 2014-05-13, for Intemational PCT Palent Applicalion No. PCT/
| 15201 1/060265, filed 2011-11-10 {Docket No. 20145-054PC) (11pgs).

4 International Preliminary Report on Patentability dated 2014-06-19, for Intemational PCT Patent Application No. PCT/
LIS201 1063326, filed 2011-12-05 {Docket No. 20145-055PC) (Spgs).

b1 Diffice Action mailed 2015-08-05, in Japancse Patent Application No. 2014-545862 (Docket No. 20145-055.P) (6pgs).

B Office Action mailed 2015-09-28, in Canadian Patent Application Mo. 2858162 (Docket No. 20145-055CA) (Spgs).

7 Mon-Final Office Action mailed 2016-01-11, in US Patenl Application No. 147356 581, filed 2014-05-06 (Docket No.
D0145-054U5) (25pgs).

8 Fxamination Report dated 2016-04-20, in Australian Patent Application No. 2011380809 (Docket No. 20145-054AL))
[Apgs)

9 Response ko Non-Final Office Action mailed 2016-05-11, in US Patent Application 14/356.581, filed 2014-05-06
[Docket No. 20145-054US) (17pgs).

10 [_nglish translation of Office Action mailed 2016-11-09, in Chinese Patenl Application No. 2016110401178750 (Docket %
Mo, 20145-054CN) (4pgs).

11 Final Office Action mailed 2015-11-25, in US Patent Application Mo. 14/356,581, filed 2014-05-06 (Docket No. M
P0145-0540U5) (18pgs).

12 [tesponse to Final Office Action filed 2017-02-23, in US Patent Application No. 14/356, 581, filed 2014-05-06 {Docket D
No, 20145-054US) {18pgs).

13 Response filed 201 7-03-24, in Canadian Patenl Application No. 2858162 (Docket No. 20145-055CA) (22pgs). ]

EFS Web 2.1.17
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Feceipt date: 03/09/2018 14/356 581 - GRU: 2448

Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name | Boris D. Grualvalobos
Attorney Docket Mumber |20145-054LJ$

[Response filed 2017-08-15, and English translation of claims, in Chinese Palent Application Mo, 201180075399 .4 b

14 | kDocket No. 20145-054CN) (19pgs)

15 |Response filed 2017-09-26, in Australian Patent Application No. 2016200393 {Docket No. 20145-035AU0) (44pgs). |

16 Diffice Action mailed 2017-08-25, in Canadian Palent Application No. 2,858 162 (Docket No. 20145-055CA) {4pps). D

17 Dffice Action dated 2017-09-14, in Canadian Patent Application Mo. 2,855,461 (Docket No. 20145-054CA) (3pgs). |

15 |[otice of Acceplance dated 2017-10-26, in Australian Palent Application No. 2016200393 (Docket No. ]
D0145-055AU0) (3pgs).

19 Diffice Action dated 2017-11-24, and English translation thereof, in Chinese Patent Application No. 201180075399 4 E
IDocket Mo, 20145-054CN) (21pgs).

20 Mon-Final Office Action mailed 2017-12-29, in US Patent Applicalion No. 14/356,581, filed 2014-05-06 (Docket No. 0
P0145-054U5) (20pgs).

21 Response filed 2018-01-23, in Canadian Patent Application No. 2,858 162 (Docket No. 20145-055CA) (19pgs). O

55  |[pamination Report mailed 2015-01-22, in Australian Patent Application No. 2011382612 (Docket No. 20145-055AU) M
[ 3pgs)

23 |[Pfiice Action dated 2017-02-21, in Australian Patent Application Mo. 2016200393 (Docket No. 20145-0558U0) (Spas).| [

Bees, Duncan, "Flexible Bandwidth Services with DSL Bonding.” Intemet citation, 2002-08-01, XPOD2495657, M

24 FRetmieved from the Intemet: URL: htlpsivwww pmc-sierra comicgi-bin'document pl 7docnum=2021395 (24pgs).

EFS Web 2.1.17
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Feceipt date: 03/09/2018 14/3%6 581 - GRIT: 2446

Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name I Boris D. Grualvalobos
Attorney Docket Mumber |20145-054U5

If you wish to add additional non-patent literature docurment citation information please click the Add button' Add
EXAMINER SIGNATURE

Examiner Signature /BORIS D GRIJALVA LOBOS/ Date Considered 10/20/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of LSPTO Patent Documents at wiww UISPTOGOV or MPEP 501.04. 7 Enter office that issued the document, by the tvo-letier code (WIPO

Standard 5T.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent decument.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST 16 if possible. * Applicant is to place a check mark here if
English language translation is atlached,

EFS Web 2.1.17
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Feceipt date: 03/09/2018 14/3%6 581 - GRIT: 2446

Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name I Boris D. Grualvalobos
Attorney Docket Mumber |201¢5-054U5

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication frem a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staternent. See 37 CFR 1.97(ej2).

See attached certification statement.
» The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature iMichael North/ Date (YYYY-MM-DD) 2018-03-09
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17
ALL REFERENCES CONSIDERED EXCEPT WHERE LIMNED THROUGH. /B.D.&/

Charter Communications, Inc.
Exhibit 1006
Page #785



Receipt date: 03/08/2018 14 /356,581 -~ GAU: 2446

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(3 U.S.C. 5352) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 352a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

g. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
MNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

f. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designes, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (l.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS PTOISE/08a (01-10)
s a . . provwesd for Lse b 07202, OME 0851-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and T:lmark Ctfce; u.sugw.ﬂmem OF COMMERGE
Undar the Paperscrk Reduction Act of 1535, no persons are reguined to respond o a collection of information unkess A conlains a valid OME control numbier,
Application Number 14358581
Filing Date 0 14-05-06
INFORMATION DISCLOSURE | £, Named inventor |[Worjong Rives
STATEMENT BY APPLICANT At Ut |2445
( Not for submission under 37 CFR 1.99)
Examiner Name | Boris Grijalva Lobos
Attorney Docket Mumber | 20145-054U5

U.S.PATENTS
. . . Pages,Columns, Lines where
Examiner Cite Kind Mame of Patentee or Applicant ! '
Initial* No Patent Number Code! Issue Date of cited Document R:a!avant Passages or Relevant
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button, Add
U.S.PATENT APPLICATION PUBLICATIONS
. _ _— , Pages,Columns, Lines where
Examiner ... Publication Kind | Publication MName of Patentee or Applicant : '
Initial* Cite No Number Codet| Date of cited Document Relevant Passages or Relevant

Figures Appear

1 0120151340 Al 2012-06-01 nneth Stanwood

If you wish to add additional U.S. Published Application citation information please click the Add hul:tnnj Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Apolicant of cited where Relevant s
Initial* Mo | Number3 Code?| Codet| Date D?;ument Passages or Relevant
Figures Appear
1 P011079612 o 2011-07-11 [linghong Zhang

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
Examiner! Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Initials® | No (book, magazine, journal, senal, symposium, catalog, etc), date, pagesi(s), volume-issue number(s), E
publisher, city and/or country where published.
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT | v
{ Not for submission under 37 CFR 1.99)
Examiner Name | Boris Grijalva Lobos
Attorney Docket Mumber | 2014505405
1 Response filed 2018-03-14, in Canadian Patent Application No. 2 855 461 (3pgs).
2 Response filed 2018-02-09, and English translation of claims, in Chinese Patent Application No. 201180075399 .4 %
[20pgs)
3 Diffice Action dated 2018-05-31, and English translation thereof, in Chinese Palent Application No. 201180075399 4 b
[22pgs).
4 Freliminary Amendments made 2018-04-12, in Ausiralian Patent Application Mo. 2018200888 (32pgs). |
b1 Motice of Allowance dated 2018-03-09, in European Patent Application No. 118028265 (Tpgs). D
] [Diffice Action dated 2017-02-10, in Ausiralian Patent Application No. 2016200251 (4pgs). N
7 Response filed 201 7-05-24, in Australian Patent Application No. 2016200251 {36pgs) D
8 Diffice Action dated 2017-06-19, in Ausiralian Patent Application No. 2016200281 (3pgs). D
9 Prefiminary Amendment filed 2018-04-11, in Australian Patent Application Mo, 2018200787 (32pgs). ]
10 |Pifice Action dated 2015-08-20, in Canadian Patent Application No. 2,858,030 (3pgs). O
11 English translation of Office Action dated 2015-08-21, in Japanese Patent Application No. 2014545863 (Spgs). |
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name I Boris Grijalva Lobos
Attorney Docket Mumber |20145-054U5

If you wish to add additional non-patent literature docurment citation information please click the Add button' Add
EXAMINER SIGNATURE
Examiner Signature fBORIS D GRIJALVA LOBOS/ Date Considered 10/20/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of LSPTO Patent Documents at wiww UISPTOGOV or MPEP 501.04. 7 Enter office that issued the document, by the tvo-letier code (WIPO

Standard 5T.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent decument.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST 16 if possible. * Applicant is to place a check mark here if
English language translation is atlached,
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, [24se
{ Not for submission under 37 CFR 1.99)
Examiner Name I Boris Grijalva Lobos
Attorney Docket Mumber |201¢5-054U5

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication frem a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staterment. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature iMichael North/ Date (YYYY-MM-DD) 2018-08-09
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(3 U.S.C. 5352) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 352a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermnational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

g. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
MNational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

f. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designes, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (l.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

14/356,581 - GAU: 2446
PTOMS3/08a (01-10)

Aporoved for use through 07302012, OMES 0851-0031

U5, Patent and Trademark Offce; U5, DEPARTMENT OF COMMERCE
Under the Papersork Reduction Actof 1935, no persons are reguined o respond ko a colection of information unkess 4 contains a valid OME control number.

Application Number 14358581

Filing Date P014-05-06

First Named Inventor | Wonjong Rhee

Art Unit peas

Examiner Name | Grijalva Lobos, Boris
Attorney Docket Mumber |2D145—054U$

U.S.PATENTS

Pages,Columns, Lines where

Examiner Cite Kind Mame of Patentee or Applicant
Initial* No Patent Number Code! Issue Date of cited Document R:a!avant Passages or Relevant
Figures Appear
1 430612 B1 2002-08-06 oshio lizuka
If you wish to add additional U.S. Patent citation information please click the Add button, Add
U.S.PATENT APPLICATION PUBLICATIONS

Pages,Columns, Lines where

o oo | Rublston G| Pbleaion | M o Peores o Aplent| v Pasages o Rovar
Figures Appear
1 0030031180 Al PO03-02-13 anchalta Dalta el al.
2 0050261915 Al P005-11-24 asuomi Ooki el al.
3 PO0G0126613 Al PO0G-06-15 lhan Marcus Zweig
4 0070153807 Al RO07-07-05 ne L. Cruz et al.
5 0080186873 Al PO08-08-07 icolas Pujel el al.
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Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, Joas
{ Not for submission under 37 CFR 1.99)

Examiner Name |G:.-:',:| alva Lobos, Boris

Attorney Docket Mumber |20145-054U$

] 0100290465 Al P10-11-18 hashi H. Ankaiah ot al,
7 0110013529 Al 2011-01-20 anxiang Bin et al.
8 0110182182 Al P011-07-28 i-Yu Yang cf al.
9 0110273979 2011-11-10 id A. Grabelsky et al.

If you wish to add additional U.S. Published Application citation information please click the Add button, Add

FOREIGN PATENT DOCUMENTS Remaove
Pages,Columns,Lines
Examiner Cite | Foreign Document Country Kind | Publication :ET&:}: tP;t;EZE or where Relevant T
Initial® No | Number? Codezj Codet| Date Dgiu ment Passages or Relevant
Figures Appear
1 POO4173170 P 2004-06-17
2 PO1056898 P 2010-11-03
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
Examiner| Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Initials* | No (book, magazine, journal, seral, symposium, catalog, etc), date, pages(s), volume-issue number(s), e
publisher, city and/or country where published.
1 Inlemational Search Report and Wintten Opinion dated 2012-08-06, in Intemahbonal Palent Application No. PCT!
LS2011/063327 (12pgs).
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE |5 Named inventor | Wonjong Rnee
STATEMENT BY APPLICANT |, bess
{ Not for submission under 37 CFR 1.99) -
Examiner Name IGrija.lva Lebos, Boris
Attorney Docket Number | 2014505405
P Intemational Preliminary Report on Patentability dated 2014-06-10, in Intermational Patent Application No. PCT/
LIS 201 10063327 (9pgs).
3 [Oiffice Action dated 2015-01-19, in Ausiralian Patent Application No. 2011382613 (3pgs).
4 Diffice Action dated 2015-08-20, in Canadian Patent Application No. 2858030 {2pgs).
i1 English ranslation of Office Action dated 2015-07-28, in Japanese Fatent Application Mo. 2014545863 (5pgs). ot
B First Office Action dated 2017-02-10, in Australian Patent Application Mo, 2016200291 (4pgs). D
7 Response filed 2017-05-24, in Australian Palent Application No. 2016200291 (36pgs). |:|
) Eecond Office Action dated 2017-06-15, in Australian Patent Application Mo, 2016200291 (3pgs). D
] Response filed 2017-10-17, in Austrahan Patent Application No. 2016200291 {28pgs). D
10 Motice of Acceptance dated 2017-10-20, in Australian Palent Application No. 2016200291 (3pgs). ]
1 Motice of Allowance dated 2017-10-30, in European Patent Application No. 11797087.0 (Tpas). D
If you wish to add additional non-patent literature document citation information please click the Add button| Add
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Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE [/ Named inventor | Worjong Rree
STATEMENT BY APPLICANT |, e
{ Mot for submission under 37 CFR 1.99)

Examiner Name Ilﬁrijalva Lobos, Boris

Attorney Docket Mumber |20145-054U5

EXAMINER SIGNATURE

Examiner Signature /BORIS D GRIJALVA LORBOS/ Date Considered

*EXAMINER: Initial if reference considered, whether or not cilation is in conformance with MPEP 809. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents al www USPTO.GOV or MPEP $01.04. * Enter office thal issued the documenl, by the tvo-letler code (WIPO

Slandard 5T.3). 2 For Japanese pateni documents, Ihe indication of the year of the reign of the Emperor musl precede the serial number of the patent document
1 Kind of document by the appropriate symbals as indicaled on the document under WIPO Standard ST .16 If poasible. * Applicant Is to place a chack mark here if
English language translation is atlached,
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE |1 Named Inventor | Wonjong Rhee
STATEMENT BY APPLICANT |,
{ Not for submission under 37 CFR 1.99)

Examiner Name
Attorney Docket Mumber

Brijalva Lobos, Baris

20145-054U3

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication frem a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months pricr to the filing of the information disclosure
staternent. See 37 CFR 1.97(ej2).

See attached certification statement.
» The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature iMichael North/ Date (YYYY-MM-DD) 2018-03-09
Mame/Print Michael North Registration Number |n15933

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is fo file {and by the USPTO to process) an application. Confidentiality is govemned by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amount of time you
require to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Departiment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process andlor examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
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Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

B. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
Mational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency’s responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C, 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of law or regulation.
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METHOD AND DEVICE FOR SELECTING NEXT HOP IN A DATA NETWORK

TECHNICAL FIELD

[0001] The present invention relates generally to the field of data
communications network. More particularly, the invention relates to a method
for sending a packet from a sender to a receiver in a data communication
network comprising one or more routers, a least one router having two or
more available next hops and to devices for sending and routing packets in

said data communication network.

DESCRIPTION OF RELATED ART

[0002] Load balancing plays a key role in enterprise, datacenter and
ISP networks. It allows to improve the performance and the scalability of the
Internet by distributing the load evenly across network links, servers, or other
resources. Load balancing allows to maximize the throughput, achieve
redundant connectivity or reduce congestion . Different forms of load
balancing are deployed at various layers of the protocol stack. At the datalink
layer, frames can be distributed over parallel links between two devices. At the
application layer, requests can be spread on a pool of servers. At the network
layer, the most common technigue, Equal-Cost Multi-Path (ECMP) |, allows
routers to forward packets over multiple equally-good paths. ECMP may both
increase the network capacity and improve the reaction of the control plane to
failures. Current ECMP-enabled routers proportionally balance flows across a
set of equal next hops on the path to the destination.

[0003] Various methods to select a next hop are known. The most
deployed next-hop selection method is solely based upon a hash computed
over several fields of the regular packet headers. Using a hash function
ensures a somewhat fair distribution of the next-hop selection (See e.g. Z.

Cao, Z. Wang, and E. Zegura "Performance of Hashing-Based Schemes for
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Internet Load Balancing” In Proc. IEEE INFOCOM, 2000). Most
implementations include as input to the hash computation the transport-level
port numbers allowing to improve the load spreading while still maintaining the
same path for a given transport level flow.
[0004] However, using the transport header to perform the network
layer forwarding breaks the layered architecture, enabling the transport layer
to influence the path being followed by packets. Although some topology
discovery applications exploit this principle, it remains difficult for end hosts to
accurately control forwarding decisions or even be aware of the path diversity
that is available in the network. Multipath-aware transport protocols such as
SCTP-CMT or MultiPath TCF would clearly benefit from being able to select
network paths that are as independent as possible to avoid congestion .
Unfortunately, this is not possible with the existing hash-based load-balancing
technigues. Source routing techniques could enable end hosts to choose the
paths their packels follow. Unfortunately, standard IP source routing does not
scale well and has well-known security problems. Better alternatives that let
end hosts leverage on the path diversity have been proposed. However, these
solutions rely on specific shim headers that follow the |IP header. Experience
shows that it is very difficult to incrementally deploy such a new header in a
network.
[0005] For performing load balancing at the network layer it is known to
use Equal-Cost Multi-Path (ECMP). ECMP is discussed in C. Hopps "Analysis
of an Equal-Cosl Mulli-Path Algorithm®™ RFC 2992, IETF, NMovember 2000.
ECMP is a packet forwarding strategy that uses paths that tie for the best path
solection. When such strategies are being used, routers need to balance
packets over multiple next hops. Various next-hop selection methods exist to
balance packets over load-balanced paths. They should meet the following
requirements:
- Minimal disruption: Packets from the same TCP flow should always follow
the same path in order to avoid packet recrdering.
- Transparency: Load balancing operales on normal nelwork packels. Il

does nol reguire any additional fields in packel header.
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- Operate at Line Rate: The additional computation required to balance the
packets should be marginal.

Load balancing should also fairly share the load over the next hops. Since
flows vary widely in terms of number of packets and volume, this is not that
easy. Most load-balancing methods that meet these requirements are based
on a hash function. They compute a hash over the fields that identify the flow
in the packet headers. These fields are usually the source and destination IP
addresses, the protocol number and the source and destination ports. In the
present description, we call these fields the 5-tuple. The computed hash can
then be used in various ways to select a next hop. The simplest and most
deployed method is called Modulo-N. If there are N available next hops, the
remainder of dividing the hash by N is used as an identifier of the next hop to
use. Because of the roughly uniform distribution of the hashes, this method
results in a uniform distribution in terms of number of packets.

PRIOR ART DISCUSSION

[0006] An example of a hashing-based network load balancing method
is disclosed by document US 6,888,797 wherein a router 2 determines an
output link 12, 13, 14,15 or 16 based on a hash value computed from header
data comprising source address, deslination address, source porl, destinalion
port, and protocol id, and from network load directions. This method allows the
router to distribute the stream of packets to the output links according to a
desired load distribution. However, this method does not allow the sender to
predetermine the link to be selected for specific packets.

[0007] Another example of a hashing-base network load balancing
method is disclosed in US 7,233,575, This document addresses the situation
where at least routers in the network have the same number of valid next
hops. In such a silualion, the known hashing melhods will assign all packel of
a given flow, i.e. having same source and destination address to the same
output next-hop in successive routers of the network. Load balancing of
packets at different routers is highly correlated. This phenomenon is called
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polarization. This leads to systematic unbalanced load distribution. This
problem is solved by assigning different hashing parameters to each of the
routers, in such a way that the next-hop selections for each router are
uncorrelated. However, this document also does not address the selection of
specific paths.

[0008] The following references all either do not allow the control of the
specific path, or require additional data in the header, and thereby do not meet
the transparency requirement:

1. P. B. Godfrey, |. Ganichev, S. Shenker, and |. Stoica. “Pathlet Routing”.
In Proc. ACM SIGCOMM, August 2009,

2. H T. Kaur et al. BANANAS: "An Evolutionary Framework for Explicit
and Multipath Routing in the Internet” In Proc. ACM SIGCOMM FDONA
Workshop, 2003,

3. M. Motiwala, M. Elmore, N. Feamster, andS. Vempala. "Path Splicing”
In Proc. ACM SIGCOMM, October 2008.

4, X. Yang and D. Woetherall. “Source Selectable Path Diversity via
Routing Deflections” In Proc. ACM SIGCOMM, August 20086.

[0009] A method for adaptive routing of messages in a computer
network is known from US5721820. The method provides adaptlive source
routing by generating at a source node a routing message describing a
plurality of allowable paths via which data message can reach a desired
destination. The data message and the rouling message are sent by the
source lo a first swilch, and the rouling message is evalualed by control logic
lo delermine if an available, allowable path exisls. If so. the dala message and
routing message are sent via that path to the destination. The need of these
routing messages generates additional overhead and makes this method non-
transparent.

[0010] A method for transmitting a packet via a sequence of nodes in a
network is known from US5353283. The transmitted-packset contains a
sequence of one or more identifiers in a sequence of fields and a pointer
pointing to a particular identifier in the sequence of identifiers in a field of a

rouling section of a header in the packel. A node of the sequence of nodes al
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which the packet is located selects a forwarding table from a set of forwarding
tables maintained in a memory at that node. The node then retrieves an entry
from the selected forwarding table indexed by the identifier in the sequence of
identifiers pointed to by the pointer. The node then transmits the packet to the
next node of the sequence of nodes indicated by the retrieved forwarding
table entry. The need for these additional fields in the packet header makes
this method also non-transparent.

[0011] The present invention aims at providing a method and device
that overcomes the above-discussed drawbacks of the prior art.

[0012] In particular, it is an object of the present invention to provide a
method for sending a packet from a sender to a receiver in a data
communication network, wherein the sender can select the actual next hop
out of a router in the network for specific packets, in the case where a router
has more than one available next hops. Preferably, when the sender does not
wish to select the acltual next hop, the router having more than one available
next hop should select the next hop in a load-balanced way, i.e. using each of
the next hops evenly.

[0013] Another object of the present invention is to provide a sender
and a router adapted for performing this method. Such a method and devices
may be used for example for testing the operation of specific links and faor
monitoring the network. This feature may also be used for improving
performance of the network

SUMMARY OF THE INVENTION

[0014] According to a first aspect, the present invention relates to a
method for sending a packet, said packet comprising a header, from a sender
to a receiver in a data communication network comprising one or more
roulers, one or more roulers having two or more available nexl hops leading lo
said receiver. In the method, a function F encoding a sequence of X bits into
another sequence of X bits is selected, said function being invertible. The
sender performs the steps of selecting a preferred next hop for each of said
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one or more routers; grouping each of said preferred next hops in a path
selector, said path selector having a length X in bits ; applying the inverse of
said function F to said path selector and storing the result in a first subset of
said header; sending said packet across said data communication network. At
least one of the routers performs the steps of applying said function F to said
first subset of said header for obtaining the original path selector; extracting
from said path selector the preferred next hop selected by the sender for said
one router; sending said packet through said preferred next hop. Thergby, the
sender can specify the path for the packet across the network, or “steer” the
packets. The first subset of the header is the “controllable fields" discussed in
the examples.

[0015] Said function F is advantageously selected among the functions
where at least 40% or preferably 50% of the outpul bits change wherever a
single bit in the input is changed. As a result of this choice, packets that have
not been processed by a sender for being sleered along a specific path are
processed by a router of the network in a load-balanced way.

[0016] In a preferred embodiment of the invention, when the sender
initiates a counter TTL and stores said counter in a second subset of said
packet header and each successive router in the network receiving a packet
decrements said counter TTL, a router having two or mare available next hops
uses said counter for extracting from said path selector the preferred next hop
selected by the sender for said one router,

[0017] In a preferred embodiment, the grouping of each next hops in a
path seleclor is performed by a lossless compression method. Thereby, an
optimal use of the available space in the packet header is made for coding a
maximum number of paths.

[0018] The function may advantageocusly be a block cipher selected
from a group comprising Skip32 and RCS.

[0019] The first subset of header, where the path selector is stored,
may comprise the source port and/or the destination port. It may alse
comprise the source address or a subset thereof, the destinalion address or a
subsel thereol, a flow label and an MPLS label.
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[0020] In a preferred embodiment, the sender further computes a hash
function based on a third subset of said header and adds said hash function to
each of said preferred next hops grouped in said path selector, and the router
further computes the same hash function based on said third subset of said
header and adds said hash function to each of said preferred next hops
extracted from said path selector. Thereby, the phenomenon of polarization
discussed above is avoided. The third subset of the header is the
“uncontrollable fields” discussed in the examples.

[0021] According to a second aspect, the inventicn relates to the use of
the method of the invention in an MultiPath TCP-enabled network.
[0022] According to a third aspect, the invention relates to a sender for

sending a packet to a receiver in a data communication netwark comprising
means for performing the steps performed by the sender in the method of the
invention. These means may be implemented e.g. in electronics or in
software.

[0023] According to a fourth aspect, the invention relates to a router for
routing a packet to a receiver in a data communication network comprising
means for performing the steps performed by the router in the method of the
invention. These means may be implemented e.g. in electronics or in
software.

[0024] According to a fifth aspect, the invention relates to a network
comprising one or more senders according to the invention and/or one or
more roulers according to the invention.

[0025] According lo a sixlth aspect, lhe invenlion relales o a software
comprising means for performing the steps performed by the sender in the
invention andf/or for performing the steps performed by the router in the
invention.
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BRIEF DESCRIPTION OF THE DRAWING

[0026] Fig.1 a schematic view of an example network wherein the

invention may be deployed.

[0027] Fig.2 illustrates schematically the steps of the method of the
invention performed in a sender.
[0028] Fig.3 illustrates schematically the steps of the method of the

invention performed in a router.
[0D29] Fig.4 illustrates deviations from an optimal distribution amaongst
two possible next-hops.

DETAILED DESCRIPTION OF THE INVENTION

[0030] A schematic representation of all possible paths between a
sender S and a destination D in an exemplary network is shown in Fig. 1. A
set of routers according to the invention R1, R2, ...R8 may transport data
packets along possible hops from a router to a next one shown as arrows.
FRouters R1 and R3 have two available next hops, and therefore these routers
may select two possible next hops for an incoming data packet. Similarly,
router R4 has three available next hops. In this example there exist five
different load-balanced paths between nodes S and D.

[0031] In an example embodiment, the method of the invention is
decomposed in four separate operations. First, the desired path is specified as
a sequence of nexl-hop seleclions by the sender, thal we call 2 path selector.
This path selector is then encoded inside selected header fields of the
packets. We call these header fields controllable fields. Third, each router
recovers from these fields the encoded path selector and, finally, the load-
balanced next-hop selection it needs to apply on this packet. These four
operations allow senders according to the invention to steer their packets
inside the network. In this example, we focus on IPv4 and use the source and
destination ports as controllable fields, i.e., they are used to encode the path
selector. We also define uncontrollable fields that are used to add
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randomness in the forwarding process of packets from senders not according
to the invention. With [Pv4, these uncontrollable fields may include the source
and destination IP addresses and the protocol number. The example
embodiment starts from two assumptions. First, the same encoding function is
used on all devices (senders or routers) inside the network. Second, the
network topology is available to the sender, either directly or through a
network information such as ALTO . From this network topology, it is possible
to compute all the load-balanced paths for a given sender-destination pair. In
the following, we first describe how the method represents a path as a path
selector and how a router retrieves from a path selector the next-hop selection
it needs to apply. Second, we discuss how to encode the path selector inside
the packet header. Then, we discuss the load-balancing distribution of packets
passing through routers and how the invention avoids polarization. Finally, we
summarize the complete operations of the invention.

[0032] The palh selector is encoded in the controllable field of the
header. Designating the length in bits of this controllable field by X, a simple
embodiment of the invention divides these X bits in a number L of subfields of
equal length. However, in order to maximize the number of next hops
selections that can be encoded inside a path selector having a limited length X
in bits, a preferred embodiment of the invention encodes the path selector
using a lossless compression. An example of an applicable lossless
compression is as follows:

[0033] The following definitions are used in the description of this
preferred embodiment:

B The radix of the path selector, i.e., the numeral base to encode
the path selector.

n The next-hop selection of the i router.

L The length of the path selector, i.e., number of next-hop
selections that can be encoded in it

M, The number of next hops available for a router r that needs to

forward a packet.

Ne(d) The number of load-balanced next hops N, on rouler r for the
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10
destination prefix d.
F(x) An invertible function applied on x.
Hix) A Hash function applied on x.
g The uncontrollable fields used.
Ei{ri) A function applied on a next-hop selection. It allows to add

randomness using us to the next-hop selection.

Di(p} A function that performs the inverse of E,, i.e., x = Di(Ei(x)) 7x
= [0.B[.
AllB The concatenation of A and B.
[0034] A load-balanced path in a network can be described as a set of

successive roulers and their next-hop selections. For instance, the load
balanced palh highlighled in bold in Fig. 1 can be expressed as the following
sequence: {R1 — R2,R4 — R7}, where Ri — Rj means that Ri forwards the
packet to Rj. There is no need to represent the next-hop selection of router
R7 towards D as R7 only has one possible next hop. By knowing the number
N of available next hops towards a destination for each router r in the network,
next-hop selections can be mapped to a number n = [ON], where n
indicates the index of the next hop which should be selected. By using this
representation, the highlighted path in Fig. 1 can therefore be expressed as
the following sequence of next-hop selections: {1 — 0, 3 — 2}, where i — |
specifies that the i router on the path selects the j" next hop. We define this
sequence of nexl-hop selections lo be a path selector.

Path Selector Representation.

[0035] To force a packet to follow a specific load-balanced path, the
sender encodes the path selector inside the source and destination ports of
the packet headers. The sender may store a path selector as a positional
base-B unsigned integer, where B is known as the radix and shared by all the
nodes in the network. This allows maximizing the number of next-hop
selections that can be encoded inside the path selector, while minimizing the
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number of bits used. For a speacific load-balanced path in the network, the
path selector p can be generalized as:

I-1
p= n,xB iy

i=0
wherg n; 15 an unsigned integer in base B that represents the next-hop
selections of the i router on the path. For the moment, we assume that each
router is able to determine its position in the path selector. Only routers having
multiple load-balanced next hops to forward a packst must retrieve the path
selector. In this case, the router first extracts the path selector p from the
packet’'s header fields and then retrieves the next-hop selection.
A path selector p can be inverted on the i™ router on the path to find the next-
hop selection n; it needs to 4 apply on a packet by applying Eq. 2:

n; = I%J mod B @)

wherein the . and s represent the integer division. The integer division by B
removes all load-balanced next-hop selections of upstream routers while the
modulo operation removes all load-balanced next-hop selections of
downstream routers.

Path Selector Length.
[0036] The fixed size of the packet header figlds used to encode the
path selector limits the number of encodable next hop selections to:

L=logg(2")] (3)

where X is the size in bits of the header fields used to encode the path
selector. With IPv4, X = 32 since the ports are used to convey the path
selector. Increasing B decreases L, thus the number of load balanced next-
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hop selections that can be encoded inside the path selector. As the potential
value of n; is limited by the radix B, one should choose a B value so that it is
the maximum degree in every possible network (for each possible destination

prefix). It can be expressed as:

B = maxr(N,(d)) Yo d (4)

Itis possible to represent for any router r in the network a next-hop selection n
with a value which is lower than the maximum number of available next hops
at any router in the network. In practice, most routers have a hardcoded upper
bound on the number of next hops they can use for a destination, most of
them use a maximum of 16 next hops .

Using a radix which is equal to the maximum number of next hops N for all
routers might end up in an inefficient usage of the available bits in the packet
header. Relaxing the problem by allowing routers to use more that one
position inside the path selector would give more flexibility on the load-
balanced next-hop selection values that can be encoded at the source. For
instance, if a router uses 3 positions of the path selector, then a sender can

usen = [0, 3 x B[ to represent the next-hop selection of this router.

Position Inside the Path Selector.

[0037] Up to now, we assumed that each router knows its position
inside the path selector. However, in a real world scenario it is impossible for a
router to identify the sequence of upstrcam routers thus making impossible to
know its position inside the path selector. To still enable a sender to construct
a path selector and for routers to extract corresponding next-hop selections,
the method may use the Time-to-Live (TTL) of the packet to identify each
router's position inside the path selector. As the TTL is decremented by each
router and as the path selector is bounded by L, we can define the position of
each routerto be

i t=ttlmodL,
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where ttl is the TTL value of the packet received at the i" router. The sender
can, by knowing the initial TTL of the packets, encode the next-hop selection
of each router on the path at the corresponding position inside the path
selector. As previously mentioned, to allow a router to use more than one
position inside the path selector, the router must decrement the TTL of the

packets it forwards more than one time.

One Load-Balanced Path — Multiple Path Selectors.

[0038] When multiple connections between the same pair of hosts want
their packets to follow the same load balanced path, using the same path
selector generates a collision as each connection will use the same port
numbers. To overcome this issue, the method may allow to generate multiple
path selectors to describe the same load balanced path using two solutions
that can be combined. First, the unused positions inside the path selector can
be filled with random values. Second, by changing the initial TTL, the posilion
of each router in the path selector changes and thus the pair of ports used to
force a specific load-balanced path. This ensures that the 5-tuple used by the
hosts varies from one connection to another.

Example.

[0039] Let us now illustrate how the method works in the simple network
shown in Fig. 1. First, based on Eqg. 3, we can deduce that the radix B must
be 3. Using this radix, from Eq. 3, we can encode 20 load-balanced nexl-hop
selections inside a path selector. Let us assume that the sender uses an
initial TTL of €4 and wants this packet to follow the highlighted path in Fig. 1.
The positions of the next-hop selections of routers R1 and R4 inside the path
selector are respectively 4 (64 mod 20) and 2 (62 mod 20). The path selector
computed by the sender based on Eq. 1 can therefore be expressed as:

p={4 +0,2 »2}=0x3"+2x3°=18

Note that this implies encoding a nexl-hop selection of 0 for all other positions
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inside the path selector. This value is then encoded inside the packet header.
R1 retrieves from the packet header the same path selector and the TTL value
to compute its position inside the path selector, i.e., 4. It then computes the

next-hop selection it neads to apply on the packet based on Eq. 2:

18
ng = lF] mod 3 =0

F1 decrements the TTL of the packet and forwards it to the next hop labeled
0, i.e., R2. R2 does nat have load-balanced next hops. It forwards the packet
to R4 and decrements the TTL. R4 applies the same operation as R1. R4

computes:

ng = IEJ mod 3 =2
32

The packet is therefore forwarded to R7 and then to D as R7 only has one
possible next hop to forward the packet.

Invertible Function
[0040] According to the methed of the invention, the path selector is
encoded inside the packet header using an inverticle function F. This
invertible function should meet two properties:
Bijection:
F should be bijective such that there is a one-to-one
correspondence between its domain and image which must be a
sequence of bits of length X, {0, 1}*, where X is the length in bits
of the controllable fields. F must also be invertible, i.e.,
2F" that is the inverse of F such that; F'(F(x)) = x Vx € {0,
1)
Avalanche effect:
F must exhibit the avalanche effect . Indeed, a simple bijective
function might end up in a poor distribution of the traffic . For
instance, if only the port numbers are used as controllacle fields,
we do not want that all web traffic goes through the same next
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hop. Therefore, we require that the invertible function exhibits the
avalanche effect, that is for a small variation of the input
(different source-ports) a large variation of the output is
observed. A large number of output bits (40% or even 50%)
should change for a single input bit change.
Based on these two requirements, block ciphers such as Skip32 or RC5 are
good candidates to implement this invertivle function when 32 bits are
controllable. Skip32 is a 32 bit block cipher based on SKIPJACK and available
from http://www.qualcomm.com.au/PublicationsDocs/skip32.c. RCS is ancther
block cipher described in R. L. Rivest “The RCS Encryption Algorithm” Proc.
FSE, volume 1008, pages 86-96, 1994. Using such functions to encode the
path selector enables a router to apply the inverse of this function on the
controllable fields of the packet header to retrieve the path selector.
[0041] Fig.2 illustrates schematically the steps of the method of the
invention performed in the sender. The identities of the different paths to be
selected are grouped in the path selector p. Optionally, a hash function H is
applied to the “uncontrollable fields”, which are, in the example shown, the IP
source, the IP destination, the protocol and the TTL (Time-to-live counter) The
inverse of the function F is applied to the result and stored in the “controllable
fields" of the header (the source port and destination port fields in the example
shown)
[0042] Fig.3 illustrates schematically the sleps of the method of the
invention performed in a router. The function F is applied to the “controllable
fields" (source port and deslination port in the example shown) and provides
the path selector p. The TTL may be used as an index in the path selector for
retrieving the applicable next hop. Optionally, the same hash function H is
applied to the same “uncontrollable fields" (in the example shown, the IF
source, the IP destination, the protocol and the TTL). Te result thereof is
added to the applicable element of the path selector for obtaining the
applicable next hop.
[0043] The pseudocode showing the operations performed by a router
that has mulliple paths available to forward a packet is as lollows:
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Network-wide constant: X = The number of bits of the controllable fields
in the packet header.

Input: pckt = The packet to forward.

Output: The next-hop selection to apply on pckt.

H is a hash function

=k

:L« LlogB(2¥) 4

2: ¢r +— ExtractControllableFields(pckt)
3: u; «— ExtractUncontrollableFields(pckt)
4: ttl — ExtractTTL(pckt)
5:p« F'ich)
6:mp e Lp/ BM™EY 5 b | ) mod L
7:if my < Ni then
a: return n;
9: else
100 return Hiu || ¢ || tt) mod N
11: end if
[0044] The Pseudocode showing the path selector
Canstruction:

Inpul: path = A set (ttl,n)), where il is the TTL of the packel when received
by router i on the path and ni the nexl-hop seleclion that should be
undertaken by router i.

Input: U = The uncontrollable fields the source needs to use to send

a packet.

Qutput: The path selector to use to force a packet to follow the path using
the uncontrollable fields uy .

H is a hash function

1: L « LlogB(2") 4
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2:p« 0

3: for (ttl.n;) € path do

4:p« p+ (0 +H{u || tt) mod B) x B ™Y
5: end for

G:retum p

[0045] Fig.d shows the results obtained by the applicant when
performing simulations comparing methods according the inventions and
known methods. The graph shows the cumulative distribution function COF
[%] in function of the load repartition [% packets] for deviations from an
optimal distribution 50%/50% amongst two possible next-hops. The two first
curves starting from the left of the graph are for methods according to the
invention {Controllable per-Flow Load Balancing CFLB) using block ciphers
Skip32 and RCS respectively. The third and fourth curves represent the
resulis obtained with known hash-based load balancers MDS and CRC16
respectively. Each method was simulated using realistic traces and evaluated
the fraction of packets forwarded to each next hop. The simulations were
based on the CAIDA passive Iraces collected in July 2008 at an Equinix data
center in San Jose, CA (SHANMNON, C., ABEN, E., CLAFFY, K., AND
ANDERSEN, D. The CAIDA Anonymized 2008 Intemet Traces — 2008-07-17
12:59:07 . 2008-07-1714:01:00.
hitp/fwww.caida.org/data/passive/passive_2008_dataset.xml} To analyze how
the method of the invention balances the non-controlled traffic compared to
hash-based technigues, 10 million packets (extracted from the CAIDA traces)
were forwarded through one load balancer performing a distribution among N
= 2 next hops using either methods according to the invention or classical
hash functions . Fig. 4 shows the result of this simulation (computed every
second). There are three observations resulting from Fig. 4. First, using
CRC16 as a hash-based load balancer gives a rather poor distribution of
packets. Second, as the maximum deviation value never goes up to 4% of
packels, the load distribution among the two cutput links is close to an equal

50/50 % repartition of traffic for all evaluated lechniques except CRC186. Third,
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the methods according to the invention,(CFLB-SkKip32 and CFLE-RCS)
whatever the block cipher used, achieve an equivalent load distribution as a
hash-based load balancer using MD5. The applicant did not observe a
significant impact on the quality of the load distribution according to the B
(radix of the path selector) value used. In conclusion, it was shown that the
method according to the invention allows obtaining a good load balancing in a
controllable way.

[0046] It has been experienced that the invention can be used
advantageously in a MultiPath TCP-enabled network. MultiPath TCP
(MPTCP) is an extension to TCP that splits a data stream over multiple TCP
subflows while still presenting a standard TCP socket APl to applications
(FORD, A., RAICIU, C., HANDLEY, M., AND BONAVENTURE, O. TCF
Extensions for Multipath Operation with Multiple Addresses. Internet draft,
draft-ietf-mptcp-multiaddressed-09, |ETF, June 2012.). MultiPath TCP
associales each TCP subflow (identified by its 5-tuple) to its MFTCP-session
identified by a token which is exchanged within the first subflow establishment.
The token enables the use of any arbitrary port number in subsequent new
TCP subflows, as the token uniguely associates the TCP subflow to its
corresponding MPTCP session and not the S-tuple. If MultiPath TCF is used,
the source and destination port of the TCP header can thus be used as
controllable bits in the method of the invention allowing the latter to encode
more next-hop selections within the path selector.

[0047] The terms and descriptions used herein are sel forth by way of
illustration only and are nol meant as limilations. Those skilled in the art will
recognize that many variations are possible within the spirit and scope of the
invention as defined in the following claims, and their equivalents, in which all
terms are to be understood in their broadest possible sense unless otherwise
indicated. More specifically, the examples above are given in the context of an
IPv4, but the invention applies as well to IPv6 networks, MPLS networks, and
TRILL networks. As a consequence, all modifications and alterations will occur
to others upon reading and understanding the previous description of the

invention. In particular, dimensions, malerials, and other parameters, given in
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the above description may vary depending on the needs of the application.
[0048] The work leading to this invention has received funding from the
European Union Seventh Framework Programme (FP7) under grant
agreement n® 257422
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CcLams

1. A method for sending a packet, said packet comprising a header, from a
sender to a receiver in a data communication network comprising cne or
5 more routers, one or more routers having two or more available next hops
leading to said receiver,
characterized in that :
- a function F encoding a sequence of X bits into anather sequence of X
bits is selected, said function being invertible;
10 - the sender performs the steps of
- selecting a preferred next hop for each of said one or more
routers,
- grouping each of said preferred next hops in a path selector, said
path selector having a length X in bits ;
15 - applying the inverse of said function F to said path selector and
storing the result in a first subset of said header;
- sending said packet across said data communication network;
- one router of the one or more routers performs the steps of
- applying said function F to said first subset of said header for
20 obtaining the original path selector;
- extracting from said path selector the preferred next hop
selected by the sender for said one router;
- sending said packet through said preferred next hop.

25 2. The method of claim 1 characterized in that said function F is selected
among the functions where at least 40% of the output bits change
wherever a single bit in the input is changed.

3. The method according to any of preceding claims characterized in that
30 said function F is selected among the functicns where at least 50% of the
output bits change wherever a single bit in the input is changed.
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The method according to any of preceding claims wherein

- the sender initiates a counter TTL and stores said counter in a
second subsel of said packel header;

- gach successive rouler in the nelwork receiving a packel
decrements said counter TTL;

characterized in that

- & router having two or more available next hops uses said
counter for extracting from said path selector the preferred next
hop selected by the sender for said one router.

The method according to any of preceding claims characterized in that
said grouping of each of said preferred next hops in a path seleclor is

performed by a lossless compression method.

The method according to any of preceding claims characterized in that
said function is a block cipher selected from a group comprising Skip32
and RCS5.

The method according to any of preceding claims characterized in that
said first subsel of said header is selecled among the group comprising
the source port and the destination port.

The method according claim 7 characterized in that the group further
comprises the source address or a subset thereof, the destination
address or a subset thereof, a flow label and an MPLS label.

The method according to any of preceding claims characterized in that
- the sender further computes a hash function based on a third
subset of said header and adds said hash function to each of
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said preferred next hops grouped in said path selector;

- the router further computes the same hash function based on
gaid third subset of said header and adds said hash function to
each of said preferred next hops extracted from said path

5 selector.

10. Use of the method of any of claims 1 to 9 in an MultiPath TCP-enabled
network.

10 11.A sender for sending a packet to a receiver in a data communication
network characterized in that it comprises means for performing the steps
performed by the sender in the method of any of claims 1 to 9.

12.A router for routing a packet to a receiver in a data communication
15 nelwork characlerized in thal it comprises means for performing the steps

performed by the router in the method of any of claims 1 to 9.

13.A network comprising one or more senders according to claim 11 and/or
one or more routers according to claim 12,
20
14.A software comprising means for performing the steps performed by the
sender in the method of any of claims 1 to 9 and/or for performing the

steps performed by the router in the method of any of claims 1 to 9.
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Description

Field of the Invention

[0001] The present invention generally relates to field
of Multipath network connections. More particular, it re-
lates to the field of establishing Multipath network con-
nections that operate under the Multipath TCP or MFTCP
protocol. A version of the protocol is published by the
IETF in RFC 6824,

[0002] When a clientorinitiating node has initiated and
established a Multipath TCP connection with a server
node, at least two different networking paths exist be-
tween the client and server. For a client application run-
ning on the client node and communicating with a server
application running on the server node, the Multipath
TCP connection appears to these applications as asingle
connection wilth a single remote networking interface.

Background of the Invention

[0003] TheMultipath TCP protocol specification further
outlines how a Multipath TCP connection can be estab-
lished. According to this protocol, first, a single TGP con-
nection between the client and server is established by
a handshaking mechanism. Durng this handshaking
mechanism, information on the capabilities and support
for the Multpath TCP are exchanged. If one or both of
the networking nodes do not support the MPTCF proto-
col, the connection is maintained as a single TGP con-
nection. If both networking nodes support MPTCP, the
client node may initialise a second handshaking mech-
anism for establishing a second TCP connection, i.e., a
TCP subflow or auxiliary TCP connection.

[0004] A problem with astablishing an MPTCP connac-
tion according to the above protocol is the time delay for
astablishing the subflows. For exampla, at least two 3-
way handshakes must be performed for respectivaly es-
tablishing the first TCP connection and then the auxiliary
TCP connection. That means that at least six messages
are exchanged before the MPTCP connection is fully op-
arable and thus before the full bandwidth of the two con-
nections can be used to transfer data. This is espacially
disadvantageous in situations where connections have
a limited lifetime within which data must be transferred
asfastas possible. This is for example the case for brows-
ing applications and the connections established with
web services by such applications.

Summary of the Invention

[0005] It is an object of the present invention to over-
come the above mentioned shortcomings and to provide
a way to establish a MPTCP connection within a shorter
time span.

[0006] This object is achieved, according to a first as-
pect, by a method for establishing a Multipath TGP ar
shortlya MPTCP connection between a client networking

10

15

node and a sarver networking node; whereln the Multip-
ath TCP connection comprises a first and one or more
auxiliary TCP connections. The mathod comprises the
following steps performed by the client networking node:

= sending a synchronization (SYM) segment 1o the
server indicative for a request to establish the first
and the one or more auxliary TCP connections;

= subsequently receiving a synchronization and ac-
knowledgement (SYN+ACK) segment from the serv-
er;

- subsequently establishing the first and the one or
maore auxiliary TCP connections;

- sending an acknowledgment segment (ACK) to the
server in order for the server to establizh the first and
one or more auxiliary TCP connections.

[0007] Along this disclosure, a client networking node
is to be understood as the networking node that initiates
or requests a Multipath TCP or MPTCP connection. The
server networking node is to be understood as the net-
working node that receives or serves the request. The
client and server networking nodes are not necessarily
the endpoints of a communication path. The MPTCP con-
nection may also be established along a section of a com-
munication path, for example between proxy servers or
gateways,

[0008] The full MPTCP connection comprising the dif-
ferent subflows is thus established at the client side after
the exchange of two messages, i.e.. the initial synchro-
nization segment and then the reception of the corre-
sponding acknowledgment from the server. In other
words, the client establishas the first and the one or more
auxiliary TCP connections based on the synchronization
sagment and the received acknowledgment. Thera is
thus no further need for additional handshaking messag-
85 to ba exchanged.

[0009] At the server side, the full MPTCP connection
is established after the exchange of the three messages,
i.@., the initial synchronization segment, the acknowledg-
ment together with synchronization segment from the
sarver and then the acknowledgment from the client,
[0010] Itis thus an advantage of the present invention
that a Multipath TCP connection can be established by
a single three-way handshake, The number of sagments
exchanged and the establishment delay is thus inde-
pendent of the amount of auxiliary TCP connections.
[0011] Furthermore, the exchanged messages may be
backward compatible with segments used in the current

MPTCP protocol, ie., respectively the
SYN+MP_CAPABLE segment, the
SYN+ACK+MP_CAPABLE segment and the

ACK+MP_CAPABLE segment. While the message may
be the same, the interpretation given to them by the client
and server is different, and, therefore, the Multipath TCP
connection (and its associated subflows) are established
by just a single three-way handshake.

[0012] In the publication "A Measuremeni-based
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Study of Multipath TCP Parformance over Wireless Nat-
works® by Yung-Chin Che et al. in IMC "13 Procaedings
of the 2013 confarence on Intamet measuremant con-
farence, page 455-468 another solution is suggested to
the problem of the time delay in the MPTCP protocol, In
section 4.1.2 of this publication, it is proposed to modify
the current MPTCP implementation to allow a client to
send SYN segments, that are part of the handshaking
mechanism, simultaneously over each of its available
communication paths fo the server. This solution is dif-
ferent from the proposed method as there is still an ex-
change of messages over all communication paths be-
fore establishing the connections. There is thus still a
three-way handshake performed per connection of the
Multipath connection. Therefore, the amount of ex-
changed messages is higher and increases with the
amount of auxiliary MPTCP conneclions. Furthermore,
if one network path is slower than the others, it cannot
be used to transmit data before the end of the handshake
over this path.

[0013] Advantagecusly, theclient comprises afirstand
one or more second networking interfaces. The first TCP
connecton is then established over the first networking
interface and the one or more auxiliary TCP connections
are then established over the respectively one or more
second netwarking interfaces,

[0014] This is the most typical case where Multipath
TCP conneclions are used, By establishing a connection
to the server over several interfaces, several communi-
caticn paths are obtained. These interfaces may corre-
spond to physical networking interfaces, but also o vir-
tual interfaces. The first connection may then for example
usa the |Pv4 IP protocol and an auxiliary connection the
IPvE |P protocol.

[0015] According fo an ambodiment, the sending and
recaiving is then performed over the first networking in-
tarfaca.

[0016] In octher words, the setup of the MPTCP con-
nection is parformed by only exchanging messages over
the first networking interface. In this case, the auxiliary
connectons are setup withoul exchange of messages
over the second interfaces. This is espacially advanta-
geous if the first connection is performed over a stable
path, for example over a wired interface. This way the
connecton s established in a fast way, This is also es-
pecially advantageous when the performance of the oth-
erconnections is already known. This is typically the case
when other connections have already been established
before such that the perfformance of the connection is
already known and further exchange of messages is not
necassary in order lo estimate the performance.

[0017] Alternatively, the sending of a synchronizalion
segment is performed over the first networking interface
and the receiving of a synchronization and acknowledge-
mentsegment is performed over the one or more second
networking interfaces. Other combinations are also pos-
sible. Forthe exchange of the three-way handshake mes-
sages, more than one interface is thus used. This is es-
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paclally advantagaous when the perfformance of one of
the connections s not known, By sanding one of the
handshake messages over such an interface, an indica-
tion of the performance can already be made which is
useful for the later MPTCP connection,

[0018] The first TCP connection may further be char-
acterized by first addressing information of the client and
of the server and the one or more auxliary TCP connec-
tions may be characlerized by second addressing infor-
mation of the client and of the server,

[0019] As common for TGP, the addressing informa-
tian may then comprse an IP network address and port
number.

[0020] According to an embodiment of the invention,
the synchronization segment from the client to the server
comprises the first and second addressing information
of the client.

[0021] In order for the server to establish the auxiliary
TCP connections, it should know the addressing infor-
mation used at the client side. According to this embod-
iment, this information is provided along with the syn-
chronization segment from the client. This has the ad-
vantage than there is no real restriction ¢n the second
address information as it is fully communicated to the
saerver,

[0022] According to an alternalive embodiment, the
method comprises the further step of sending the second
addressing information of the client to the server over an
out-of-band communication channel with the server,
[0023] In this case, the server does not receive the
second addressing information in the handshake mes-
sages of the first or auxiliary TCP connection, but over a
saparate or aternative channel. For axample, there may
bea dedicated out-of-band connection between the client
and sarvar for exchanging the second addressing infor-
mation. Such & connaction may for example be a part of
a management application running on bath cllent and
sarvar. This Is especially advantageous in the case
whare many MPTCP cennections are setup between the
client and the server.

[0024] According to another alternative embodiment,
there is a predefined logical relationship for deriving the
second addressing information,

[0025] In other words, the server may derive the sec-
ond addressing information based on an agreement or
rule on how to derive the second addressing information,
For example, a mathematical relationship may exist be-
tween the first and second addressing information. Or,
according to another example, the second addressing
information may be derived from previous connections
where the same second addressing information for iden-
tical first addressing information.

[0026] According to an embodiment the server corre-
sponds to an Access Gateway and the client cormesponds
to a multi-homed Customer Premises Equipment (CPE).
Both the Access Gateway and Customer Premises
Equipment then reside within an access network.
[0027] In such a case, the CPE is typically referred to
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as multi-homed equipment bacausa of the different nat-
working intarfaces and thus the different possibiliitias to
connact to an access network, The Access Gateway pro-
vides wide area or internet access to devices within the
access network, i.e., devices in the access network can
access outside networks through the Access Gateway.
[0028] It is a further advantage to perform the above
method in order to provide network access to multi-
homed CPE because in such environment, where a lot
of MPTCP communication sessions will be established
between the CPE and the Access Gateway. By using the
method according to the invention in such an access net-
work the overall delay in establishing the connections
and the amount of messages exchanged is heavily re-
duced.

[0029] In such an access network, the first Multipath
TCP conneclion may for example be established over a
wired subscriber line providing network connectivity be-
tween the CPE and the Access Gateway. Examples of
wired subscriber line technologies are DSL or Digital
Subscriber Lines such as ADSL and VDSL, cable lines
and optical fibre. The auxiliary connections may then be
established over wireless communication interface. This
way, an auxiliary MPTCP connection is established over
this wireless interface. The wireless interface may for ex-
ample use a mobile data communication technology such
as for example GSM, COMA, GPRS, EDGE and LTE in
order lo eslablish the cannection with the sarver node,
i.@., with the Access Gateway.

[0030] According to a second aspect, the invention re-
lates to a corresponding method for establishing a Mul-
tipath TCP connection between a client networking node
and a sarver natworking node, The Multipath TCP con-
nection comprises a first and one or more auxiliary TCP
connectons; the mathod comprising the following steps
parformed by the server networking node:

- meceiving a synchronization segmeant from the client
indicative for a request o establish the first and the
one or more auxiliary TCP conneclions;

= ratrieving first addressing information for the first
TCP connection from the synchronization segment;

= obtaining second addressing information for the one
or more auwdliary TCP connections;

= sending a synchronization and acknowledgement
sagment to the client in order for the client to estab-
lish the first and the one or more auxiliary TCP con-
nections;

- receiving an acknowledgment segment from the cli-
ent;

= subsequenlly establishing the first and the one or
more auxiliary TCP conneclions based on the first
and second addressing information.

[0031] According to an embodiment, the synchroniza-
tion segment from the client fo the server comprises the
second addressing information of the client and the ob-
taining step further comprises retrieving the second ad-

10

15

dressing information from the synchronlzation sagment.
[0032] According to an altermative embodimant, the
obtaining comprises receiving the second addressing in-
formation from the client over an out-of-band communi-
cation channel with the client,

[0033] Accordingtoa third aspect, the invention relates
to a client networking node configured to perform the
method according to the first aspect.

[0034] According to a fourth aspect, the invention re-
lates to a server networking node configured to perform
the method according to the second aspect.

[0035] According toafifth aspect, the invention relates
to a network comprising the client networking node ac-
cording to the third aspect and a server networking node
acconding to the fourth aspect.

[0036] According lo a sixth aspect, the invention re-
lates o a computer program product comprising compu-
ter-executable instructions for performing the method ac-
cording to the first andfer second aspect when the pro-
gram is run on a computer.

[0037] According to a seventh aspect, the invention
relates to a computer readable storage medium compris-
ing the computer program preduct according to the sixth
aspect.

[0038] According lo an elghth aspect, the invention re-
lates to a data processing system programmed for car-
rying out the method according to first or second aspect.

Brief Description of the Drawings

[0039]

Fig. 1 lllustrates a multiple 3-way handshaking mech-
anism for establishing a Multipath TCP connection
according to the state of the art;

Fig. 2 llustratas a single 3-way handshaking mech-
anism for establishing a Multipath TCP connection
according to a first embodiment of the invention; and

Fig. 3 illustrates a single 3-way handshaking mech-
anism for establishing a Multipath TCP connection
according to a second embodiment of the invention;
and

Fig. 4 illustrates an access network for providing net-
work access comprising a client ang server accord-

ing to an embodiment of the invention.

Fig. 5 illustrates a suitable compuling system 500 as
a further embodiment of the clienl and/or server ac-
cording lo Fig. 2, 3 and 4.

Detailed Description of Embodiments

[0040] The present invention relates to the establish-
ment of Multipath TCP connections. TCP is a connection-
oriented transpori protocol defined in RFCT23. In TCP,
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a connection s created by exchanging thrae sagmants:

- aS5Y¥N orsynchronization segment from the client to
the server;

- @ SYN+ACK segment or synchronization with ac-
knowledgment from the server to the client;

- anACHK segment or acknowledgment from the client
to the server.

[0041] With this three-way handshake, key information
is negotiated about the TCP connection such as the uti-
lisation of certain options and the initial sequence num-
bers. Once established, the connection is identified by
the following infermation:

- the network address of the dlient;
- the network address of the server;
= the source port on the client;

= the destination port on the server,

[0042] Multipath TCP is an extension to TCP defined
in RFCEA24. Multipath TCP allows a TCP connection to
exchange data between client and server over mulliple
network paths by exchanging data over multiple TCP
connections that appear to an application as a single TGP
connection. A typical example of its application is asmart-
phone that is connected over both a WiFi and a 3G in-
terface. Toeslablish a Multipath TCP connection, several
3-way handshakes are used, i.e., one handshake per
connection. This process is ilustrated in Fig. 1 for a Mul-
tipatn TCP connection comprising of a first and auxiliary
TCP connection:

= Anapplicationontheclient 100 cpens a TCP socket.
Upon creation of the socket, the netwarking stack
initiates in step 121 the setup of a first TCP connec-
tion by its first netwarking intarface 100.

- Theclient 100 sends a synchronization segment 122
in which it indicates that it has Multipath capabilities,
shortly referred to as a SYN+MP_CAPABLE seg-
mant 122.

= The server 101 receives the segment 122 over its
natworking interface 112 and now knows the ad-
dressing information of the client, i.e., the address
and port number of the client for this first TCP con-
nection.

= The server acknowledges the segment 122 by re-
turning a SYN+ACK+MP_CAPABLE segment 123,
This segment also indicates that the server 101 sup-
ports Multipath TCP and comprises the addressing
infarmalion of the server lor the first TCP connection.

= Upon reception of the segment 123, the client 100
establishes the first TCP connection.

=  Thereupon, the client 100 acknowledges the seg-
ment 123 by returning the ACK+MP_CAFABLE seg-
ment 125.

- Upon reception of segment 125, server 101 estab-
lishes the first TCP connection.
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= Then, at soma paoint in timea, tha cllent 100, L.a., the
networking stack of the client 100, decidas to InHiate
in step 131 the second or auxiliary TCP connection
over a second communication path, i.e., over the
second networking interface 111 of the client.

= It does this by sending a SYN+MP_JOIN segment
132 to the server 101. This segment comprises the
addressing information of the client for the auxiliary
connection and also identifies that the auxiliary con-
nection is part of the Multipath TCP connection.

- In return, the server 101 sends a
SYN+ACK+MP_JOIN segment 133 to the client's
second networking interface 111.

- Upon reception, the client now has the addressing
information of the server for the auxiliary connection
and eslablishes in step 134 the second or auxiliary
TCP connection.

= Theraupon, the cliant 100 acknowledges the estab-
lishment 134 by the ACK+MP_JOIN segment 13510
the server 101.

- Upon reception of this segment 135, the server also
establishes in step 136 the second or auxiliary TGP
connection.

[0043] Fig. 2illustrates the establishment of a Multipath
TCP connection betwean a client 200 and a server 201
according to an embodiment of the invention. The client
200 comprises two networking inlerfaces 210 and 211
for establishing the subflows of the Multipath TCP con-
nection, i.e., the first TCP connection and the auxiliary
TCP connaction. At soma point In time, an application
running on the client 200 needs a TCP connection with
sarver 201 and therefore opens a TCP sockat with the
server between the first networking interface 210 and the
networking interface 212 of the server.

[0044] Upon the opening of the socket, the networking
stack of the client 200 initiates in stap 221 the first TCP
connection of the Multipath TCP connection. In order to
do so, the client sends an SYN+MP_CAPABLE segment
222 to the server's networking interface 212. The server
then receives the segment 222 and relreves the ad-
dressing information of the client from the segment 222,
i.e., the network address and port of the networking in-
terface 210. The server then also obtains under step 227
the addressing information of the client 200 of the auxil-
iary TCP connection of the Multipath TCP connection,
i.e., the network address and part number of the second
networking interface 211, There are different possibilities
for doing so as further outlined below.

[0045] The recepticn of segment 222 is interpreted by
the server as a request lo setup the Multipath TCP con-
nection, i.e., o setup both the first and auxiliary TCP con-
nections. It is thus not only an indication that the client
200 supports Mullipath TCP as is the case in the solution
shown in Fig. 1. The request may be directly included in
the first segment 222, for example by including it in seg-
ment 222, Alternatively, the request may also be done
indirectly, for example by a predefined setting in the serv-
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ar that segments 222 should always ba conslderad as
such a raquest. This is particularly useful in controllad
natwork anvironments where connecting clients and
servers are known beforehand. The client 200 may also
alter or set such a sefting through an out-of-band con-
nection or channel between the client and the server as
set out further below.

[0046] When the requesl is included in segment 222,
this may be done in several ways. One way is to define
a new TCP option that includes such a request. Another
possibility is to place the reguest inside the payload of
the SYN segment. Yet anather possibility is to place the
request inside an option in the network packet, i.e., as
an IP option. This is especially advaniageous in IPv6
where there is no strict limit on the length of such an
option and thus on the length of the request.

[0047] The server then replies with a
SYMN+ACK+MP_CAPABLE segment 223, This segment
223 acknowledges the reception of the first segment 222,
As it originates form the server, it also comprises the
addressing information from the server for the first TCP
connaction, i.e., the network address and port number.,
At that moment, the client 200 has thus a confirmation
that the server 201 is ready for the Multipath TGP con-
nection and that the server has all the information, i.e.,
the addressing information of the client for the first and
auxiliary connections. Therefore, under step 224, the cli-
ent 200 established both the first and auxiliary TCP con-
nection,

[0048] Thereafter, the client 200 confirms the estab-
lishment with the ACK+MP_CAPABLE segment 225 to
the server. Upon recaption, the server has confimmation
that the client 200 is ready for the Multipath TCP connac-
tion and also establishes the first and auxiliary TCP con-
nections under step 226. Once the Multipath TCP con-
naction has bean setup on both client and server, data
packets 228,229 may ba axchanged betwean cliant 200
and server over both netwarking interface 210 and 211
and thus over both the first and auxiliary TCP connec-
tions.

[0049] According to the mathod illustrated in Fig. 2, the
sarver 201 performs the step 227 for obtaining the ad-
dressing information of the client. According to embodi-
ments of the invention, the obtaining the addressing in-
formation of the client for the auxiliary TCP connection
may be performed in several ways as described below.
[0050] In a first way of performing the obtaining step
227, the addressing information is comprised in the
SYN+MP_CAPABLE segment 222 and the server then
retrieves this information from the segment. According
o a first example a new TCP oplion is defined that in-
cludes this addressing information. According fo a sec-
ond example the addressing information is embedded
as payload data in the SYM segment. According to a third
example, the addressing information is embedded as an
option in the netwerk packet, i.e., as an IP option. This
is especially advantageous in |PvE where there is no strict
limit on the length of such an option and thus on the length
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of the addressing information. The embadding of the ad-
drassing information may further be combinad with the
embedding of the request as outlined above. Preferably
the addressing information is provided such that back-
wards compatibility with the MPTCP protocol is guaran-
teed.

[0051] In a second way of performing the obtaining
step 227, the addressing information is provided by the
client 200 to the server 201 by an cut-of-band commu-
nication mechanism or channel, i.e., by communication
between the server 201 and client 200 outside of the
Multipath TCP connection or of the handshaking per-
formed for establishing the Multipath TCP connection.
For example, a separate connection may exist between
client and server to exchange further information about
the Multipath TCP connection. Such a connection may
be used by management applications running on both
the client 200 and server 201 that manage lhe eslablish-
ment of the Multpath TCP connections.

[0052] In a third way of performing the obtaining step
227, the addressing information is independently derived
by the server 201 by a predefined logical relationship for
deriving the addressing information, i.e., according to a
predefined rule indicating how the addrassing informa-
tion can be derived. Some examples of such a rules are:

= There isamathematical relationship between de net-
work address andlor port of the client for the two
connections. For example, the network address
andfor port for the auxiliary connection may be ob-
tained by incrementing the network address andfor
port for the first connection.

= The addressing information is identical as used for
previous connections that used the same addressing
information of the client for the first connection.

[0053] Inany of proposad ways, if the client 200 sends
the data packets 228, 229 fo the server, the server is able
identify the Multipath TCP connections to which the data
packets balong by inspecling the address and port infor-
mation in the data pacxets.

[0054] Fig. 3illustrates the establishment of a Multipath
TCP connection between a clent 300 and a server 301
according to an embodiment of the invention. The per-
formed steps and exchanged segments are identical to
the ones of Fig. 2. Only the differences between the two
embodiments will now be described. According to this
embodiment, the server 307 acknowledges the
SYN+MP_CAPABLE  segment 322 by the
SYN+ACK+MP_CAPABLE segment 323. However, this
sagment 323 is now senl to the second networking inter-
face 311, i.e., over the communication path for the aux-
iliary TCP connection. In order to do so, the server uses
the addressing information for the auxiliary TCP connec-
tion that was obtained in the obtaining step 327, After the
establishment 324 of the first and auxiliary connection,
the client 300 then acknowledges the segment 323 by
the ACK+MP_CAPABLE segment 325. This segment
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325 Is again sant over the second networking intarface
311 to the sarver. Alternatively, segmant 325 may be
sent over tha first networking interface 310. An advan-
tage of this embodiment is that bolh the client and server
may use the fastest path during the setup, i.e., during the
3-way handshake. The fastest path may further be dif-
ferent for client and server. This is typically the case if
the links are asymmetric, for example when an asym-
metric DSL link with a slow upstream is combined with a
symmaetric but expensive LTE network. Another advan-
tage is that the client direcily oblains the addressing in-
formation of the server 301 for the auxiliary connection.
[0055] According to further embodiments, the seg-
ments may also be redundantly exchanged over both
connections at the same ime. This improves stability be-
cause if one of the segments is dropped, the other re-
dundant segment may still arrive. Furthermaore, if the seg-
ment 222 or 322 is senl redundantly to the server in this
way, the server directly obtains the addressing informa-
tion of the client for both the first and auxiliary connection.
This way, the obtaining steps 227 or 327 may be per-
formed by just retrieving the addressing information from
respectively each of the redundant segments.

[0056] According o a further embodiment. the server
may further comprise more than one networking inter-
face. In this case, the first TCP connection is setup be-
tween the first networking interface 210 or 310 of the
clienl and a first networking interface of the server, Sim-
ilarly, the auxiliary TCP connection is then setup between
the second networking interface 211 or 311 of the client
and a second natworking interface of the server.

[0057] According to a further embodiment, the client
200 or 300 and server 300 or 301 are further part of an
access network for providing network access and thus
intarnet accass to customears. This is further illustrated in
Fig. 4. The cliant 200 or 300 then corresponds to a Cus-
tomer Premises Equipment 400 or shortly CPE. By the
CPE 400, a network operator provides network access
to a subscriber by the access network 402 to an outside
natwork 403 such as for example the internet. The CPE
400 connects client devices 404 to the network 403 by
more than one network interface, for example by a wired
interface 406 and wireless interface 407, The server 201
or 301 further coresponds to an Access Gateway 401
ar shortly AG that connects the outside netwark 403 with
the access network 402,

[0058] By using the access network, a client device
404 may then setup a network connection with the server
application 405. In order 1o increase the network band-
width and reliability, a Multipath TCP connection is setup
betweean the CPE 400 and the AG 401 according fo the
embodiments described above. As only one three-way
handshake is needed to setup the Multipath TCP con-
nection, the delay for doing so will be the same as fora
normal single TCP connection. This way, the client de-
vice 404 will benefit from the increased bandwidth offered
by the auxiliary connection without suffering frem an in-
creased delay for this bandwidth to become available.
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[0059] According toyetanotherembodimeant, the cliant
device may correspond to a mobile communication de-
vice comprising a plurality of wireless network interfaces
such as for example a WiFi interface and an interface for
cellular data communication. A MPTCP connection may
then be established cver both these interfaces.

[DDE0] Fig. 5 shows a suitable computing system 500
as a further embodiment of the client 200, 300, 400 or
server 201, 301, 401. Computing system 500 may in gen-
eral be formed as a suitable general purpose computer
and comprise abus 510, a processor 502, a local memary
504, one or more oplional output interfaces 516, a com-
munication interface 512, a storage element interface
506 and one or more storage elements S08. Bus 510
may comprise one ar more conductors that permit com-
munication among the components of the computing sys-
tem 500, Processor 502 may include any type of conven-
tional processor or microprocessor that interprets and
executes pragramming instructions, Local memary 504
may include a random access memary (RAM) or another
type of dynamic storage device that stores information
and instructions for execution by processor S02 andfor
a read only memory (ROM) or another type of static stor-
age device that stores static information and instructions
for use by processor 502, Storage element interface 506
may comprise a storage interface such as for example a
Serial Advanced Technology Attachmant (SATA) inter-
face or a Small Computer System Interface (SCSI) for
connecting bus 510 to one or more storage elements
508, such as one or more local disks, for example SATA
disk drives, and control the reading and writing of data
to andfor from these storage elemeants 508, Although the
storage elements 508 above is described as a local disk,
in general any other suitable computer-readable media
such as a solid state drive or fiash memory cards could
be used. The system 500 described above can also run
as a Virtual Machine abova the physical hardwara, The
steps performed on the client and server devices accord-
ing to the above embodiment may be partly or completely
implemented as programming instructions to be run on
processor 502. Communicatoninterface 512 may further
correspond to the client's or server's networking interfac-
es 210, 211, 212, 310, 311, 312, 406, 407, For example,
when the system 500 is embodied as a client 200 or 300,
it may communicate with server 501 over networking in-
terface 512. The client will then comprise a plurality of
such interfaces 512 for establishing the TCP connec-
tions.

[0061] Although the present invention has been illus-
trated by reference to spedific embodiments, it will be
apparent o those skilled in the art that the invention is
not limited to the details of the foregoing illustrative em-
bodiments, and that the present invention may be em-
bodied with various changes and modifications without
departing from the scope thereof. The present embodi-
ments are therefore to be considered in all respects as
illustrative and not restrictive, the scope of the invention
being indicated by the appended claims rather than by
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the foregoing description, and all changes which comea
within the meaning and range of equivalency of tha claims
are therefora intended to be embraced tharein. In other
words, it s contemplated to cover any and all modifica-
tions, varations or equivalents that fall within the scope
of the basic underlying principles and whose essential
attributes are claimed in this patent application. it will
furthermare be understood by the reader of this patent
application that the words "comprising” or "comprise” do
not exclude other elements or steps, that the words "a”
or "an" do not exclude a plurality, and that a single ele-
ment, such as a computer system, a processor, or an-
other integrated unit may fulfil the functions of several
means recited in the claims. Any reference signs in the
claims shall not be construed as limiting the respective
claims concermed. The terms “first®, “second”,
third®, "a", “b®, "c", and the like, when used in the descrip-
tion or in the claims are introduced to distinguish between
similar elements or steps and are not necessarily de-
scribing a sequential or chronological order. Similarly,
the terms “top”, "bottom®, "over®, "under®, and the like
are introduced for descriptive purposes and not neces-
sarily to denote relalive positions. It is io be understood
that the terms so used are interchangeable under appro-
priate circumstances and embodiments of the invention
are capable of operating according to the present inven-
tion in other sequences, or in arientations different from
the one(s) described or lllusirated above.

Claims

1. Mathod for establishing a Multipath TCP connection
between a client networking node (200, 300, 400)
and a server networking node (201, 301, 401);
wherain the Multipath TCP connection comprises a
first and ane or more audiiary TCP connections; the
mathod comprising the following steps performead by
the client networking node:

-sanding a synchronization segment (222, 322)
to the server indicative for a request to establish
the first and the one or more auxiliary TCP con-
nections;

- subsequenlly receiving a synchronization and
acknowledgement segment (223, 323) from the
sarver;

- subsequently establishing (224, 324) the first
and the one or more auxiliary TCP connections;
- sending an acknowledgment segment (225,
325) to the server in order for the server o as-
tablish (226, 326) the first and one or more aux-
lliary TCP conneclions.

2. Method according to claim 1 wherein the client com-
prises a first (210, 310, 406) and one or more second
networking interfaces (211, 311, 407); and wherein
the first TCP connection is established aver the first
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networking Interface and wheraeln the one or more
auxiliary TGP connections 5 astablishad over the
respectively one or more auxiliary networking inter-
faces.

Method according to claim 2 wherein the sending
and receiving is performed over the first networking
interface (210).

Method according to claim 2 wherein the sending a
synchronization segment (322) is performed over
the first networking interface (310) and the receiving
a synchronization and acknowledgement segment
(323) is performed over the one or more second net-
working interfaces (311).

Method according to any one of the preceding claims
wherein lhe first TCP connection is characterized
by first addressing information of the client and of
the server; and wherein the one or more auxiliary
TCP connections are characterized by second ad-
dressing information of the client and of the server.

Method according to claim 5 wherein the synchroni-
zation segment from the client to the server compris-
es the first and second addressing information of the
client.

Method according to claim 5 further comprising the
step of sending the second addressing information
of the client to the server over an out-of-pand com-
munication channal with the sarver.

Method according to claim 5 wherein there is a pre-
defined logical re'ationship for deriving the second
addressing information.

Method according to anyone of the preceding claims
wherein the server corresponds to an Access Gatbe-
way (401) and the client corresponds to a multi-hom-
ing Cuslomer Premises Equipment (400); and
wherein the Access Galeway and Cuslomer Premis-
es Equipment are within an access network (402).

Method for establishing a Multipath TCP connection
between a client networking node (200, 300, 400)
and a server networking node (201, 301, 401);
wherein the Multipath TGP connection comprises a
first and one or mare auxiliary TCP connections; the
method comprising the following steps performed by
the server networking node:

- recelving a synchronizalion segment (222,
322) from the client indicative for a request 1o
establish the first and the one or more auxiliary
TCP connections;

- retrieving first addressing information for the
first TCP connection from the synchronization
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sagmant;

- obtaining (227, 327) second addressing Infor-
mation for the one or more auxiliary TCP con-
nections;

- sending a synchronization and acknowledge-
ment segment (223, 323) to the dient in order
for the client to establish (224, 324) the first and
the one or more auxiliary TCP connections,

= receiving an acknowledgment segment (225,
325) from the client;

- subsequently establishing (226, 326) the first
and the one or more auxiliary TCP connections
based on the first and second addressing infor-
mation.

Method according 1o claim 10 wherein the synchro-
nization segment from the client to the server com-
prises the second addressing information of the cli-
ent; and wherein the obtaining step comprises re-
trieving the second addressing information from the
synchronization segment.

Method according to claim 10 wherein the obtaining
comprises receiving the second addressing informa-
tion from the client over an out-of-band communica-
tion channel with the client.

Client networking node (200, 300, 400) configured
to perform the method according toany one of claims
1t0 9.

Server networking node (201, 301, 401) configured
to parform the method according toany one of claims
100 12.

System (402} comprising the client networking node
(400) according fo cdaim 13 and a sarver networking
node (401) according to claim 14,

10

15
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Description

Field of the Invention

[0001] The present invention generally relates to field
of network connectivity provided to clients by a hybrid
access network. In such a hybrid access network, a client
CAan Access a server in an outside network such as the
Internet by a Hybrid Customer Premises Equipment or
HCPE that connects to a Hybrid Access Gateway or HAG
over more than one access network.

[0002] More particularly, the invention relates to pro-
viding Multipath TCP capabilities between such a HCPE
and HAG within a single path TCP connection between
the client and server.

Background of the Invention

[0003] A Customer Premises Equipment connects cli-
ents or local networks to an access network of an Internet
Service Provider or ISP, The ISP then provides intermet
access to the clients by connecting the access network
with the Internet through a gateway over the core network
of the provider,

[0004] 'With the higher bandwidths provided by the |at-
est wireless technologies such as for example LTE, Hy-
brid Customer Premises Equipments or HCPEs have
been introduced providing network access over bolh
wired and wireless technologies. In order to further boost
the bandwidth for the user, ways of simultaneously using
several access networks have been intraduced. One of
them is the use of the Multipath TCP (MPTCP) protocol
that is spacified by the IETF in RFC 6824. The pratocol
allows o establish a TCP connection between a client
and sarver noda. The connection then comprises saveral
subfiows, MPTCP subfiows, over which the data is trans-
farrad.

[0005] However, a shortcoming of the protocol is that
both endpeints, i.e., client and server must support
MPTCP in order to make full use of it. Therefore, the
protocol does not support the establishment of differant
subfiows between intermediary nodes of a TCP connec-
tion, such as between the HCPE and the gateway over
the different access networks.

[0006] In EP2882148 a solution is provided to tackle
the above shortcoming and, thus, to provide multipath
capabiliies between a HCPE and a gateway. Both the
HCPE and the gateway serve as an intermediate proxy
between a client connecting 1o a server. When the client
connects to the server, the HCPE will convert the TCP
synchronization segment of the clienl to a MPTCP syn-
chronization segment and address it to the gateway with
the address of the server included in an optional field of
the segment. The gateway on its turmn converis the
MPTCP segment back to a TCP segment and addresses
it to the server. This way, a three way handshake is per-
formed and a TCP connection between the client and the
server is established.
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[0007] A disadvantage of the above solution is that the
sarvar sees the gateway as the source of the connaction
and not the client or HCPE. The utilisation of the HAG
and the HCPE is thus not transparent to the server, A
further disadvantage is that the HCPE has to provide the
address of the server as an oplional field. This increases
the size of the time critical synchronization segments and
is further nol optimal because Ihe optional fields are lim-
ited in size. A further disadvaniage is that traffic within
the access network and core network of the ISP is ad-
dressed to the gateway and nol to the server. This is
problematic for legal reasons because ISPs can be
obliged to keep track of the network activity and thus of
the servers that a customer and thus a client is trying to
reach. In order to do so, the ISP will have to link the
intercepted traffic with information from the gateway. This
is complex and thus costly.

[0008] Itis an object of the present invention to over-
come the above disadvantages and to provide a way lo
provide a transparent end-to-end TCP connection be-
tween a client and server while using multipath capabil-
ities between the HCPE and a gateway.

Summary of the Invention

[0009] This object is achieved, according to a first as-
pect, by a method for exchanging data over a TCP con-
neclion belween a clienl node and a networking node.
The TCP connection comprises a primary MFTCP sub-
flow over a first access network between a hybrid cus-
tormer premises equipment, an HCPE, serving as a first
proxy node and a Hybrid Access Gateway, a HAG, serv-
ing as a second proxy node, The mathod comprises the
following steps:

- converting, by the HCPE, first TCP segments to first
MPTCP segmants of the primary MPTCP subflow
and vice versa, and

- using, by the HCPE, destination address information
of the first TCP segments as destination address in-
formation of the first MPTCP segments; and

= using, by the HCPE, source address information of
the first MPTCP segment as source address infor-
mation of the first TCP segments; and

= converting, by the HAG, second TCP segments 1o
second MPTCP segments of the primary subflow
and vice versa while preserving source and destina-
tion address information.

[0010] The client is thus connected to the networking
node, for example a server, through the HCPE and HAG.
The HCPE provides the client access to more than one
access network, for example a DSL and LTE network.
The HAG on its turn serves as a gateway between the
access networks and an outside network such as the
Internet in which the netweorking node is located. In other
words, the HAG sits in between the outside network and
the HCPE. The TCP connection comprises a first single
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path portion batween the cllent and HCPE, than a multi-
path portion batween tha HCPE and HAG and then again
a single path portion between the HAG and the sarvar.
The multipath portion comprises the primary MPTCP
subfiow, i.e., the subflow that was setup first when es-
tablishing the MPTCP connection. The multipath portion
may comprise one or more additional or auxiliary sub-
flows betwaen the HCPE and HAG established over oth-
eraccess networks. The TCP conneclion may be initiated
from the client node or from the networking node.
[0011] TCP segments sent from the client to the net-
warking node are intercepted by the HCPE that converts
them to MPTCP segments. If the HCPE decides to send
a segment over the primary subflow, it does not alter the
destinaton address in the segment. Depending on
whether the HCPE applies network address translation
(NAT) or nod, it may alter the source address information
in the segment. Subsequenily, the HAG will intercept the
segment since all traffic towards the HCPE will pass by
the HAG. The HAG then converts the MPTCP segment
back to a TCP segment without altering the source or
destinaton address information. This way the HAG and
MPTCF poriion is transparent to the networking node
and the networking node believes that it receives single
path TCP segments from the client or HCPE. The other
way around, segments sent by the networking node to
the client are intercepted by the HAG and converted to
MPTCP segments. Again, if the HAG decides o send
the segments over the primary MPTCP subflow, it does
not alter the source or destination address of the seg-
ments. At the HCPE, the segment is converted to a TCP
segment while preserving the source address and for-
warded to the client. Depending on the NAT function at
the HCPE the destination address may be translated to
that of the client.

[0012] In otherwords, both the client and the network-
ing node exparance a single path TCP connection while
multipath is supported for the connection between the
HCPE and HAG. It is thus an advantage that the usage
of multipath is transparent to both client and networking
noda. This also implies that network logging for legal pur-
pose can be performed at any place before or after the
HAG. Transparency is also advantageous for traffic en-
gineering for IF sources and destinations, for Class of
Service (CoS) marking, for traffic reporting by for exam-
ple the Internet Protocol Flow Information Export (IPFIX)
protocol or the sampled flow (sflow) protocol and for se-
curity applications such as for example Intrusion detec-
tion system (IDS) and Internet Provider Security (IPS)
tags.Furlhermore, it is an advantage that the address of
the server can be provided in the destination field of the
MPTCP segments and does not need 1o be provided in
an optional field thereby enhancing protocol compatibility
and reducing the size of the segmenis.

[0013] Asthe HCPE and the HAG maintain an MPFTCP
connection state, the TCP connection may further com-
prise an auxiliary MPTCP subflow over a second access
network between the HCPE and the HAG. The method
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then further comprises:

- atthe HCPE, converting third TCP segments to third
MPTCP segments of the auxiiary MPTCP subflow
and vice versa,; and

= at the HAG, converting fourth TCP segments fo
fourth MPTCP segments of the auxiliary subflow and
vice versa.

[0014] As provided by the MPTCP protocol, the HCPE
or the HAG can then decide over which subflow to send
the MPTCP segment based on current network perform-
ance or network policies. Similar to the primary subflow,
both the HCPE and HAG perform a conversion between
the TCP and MPTCP states and vice versa,

[0015] According to an embodiment, the converting
then further comprises;

= bythe HCPE, using destination address information
of the HAG for the third MPTCP segments; and

- by the HAG, using destination address information
of the networking node for the fourth segments sent
to the networking node.

[0016] Inordertoroute the segments differently for the
auxiliary subflow, the HCPE now sends a MPTCP seg-
ment with the data of the TCF segment to the netwark
address of the HAG in the second access network. This
way the segments are routed over the auxiliary subflow
to the HAG. At the HAG, the destination address is again
replaced with that of the networking node.

[0017] Because all segments on the auxiliary subflow
need to address the HAG diractly, the netwark operator
may use paolicies that prohibit the client or the HCPE 1o
usa the sacond accass natwork io access the netwaorking
device dirsctly. This way, the use of the second access
network can ba controlled in an easy and stralghtforward
mannear.

[0018] According to an embodiment, the method fur-
ther comprises, inorder to establish the auxiliary MPTCP
subflow:

= sending, by the HAG for establishing the auxiliary
MPTCP subflow, @ segment comprising an address
of the HAG in the second access network over the
primary MPTCP subflow,

[0018] The HAG thus announces its address for estab-
lighing the auxiliary MPTCP subflow to the HCPE. This
has the advanlage that the HAG can, al any given fime,
determine when the HCPE, and thus the clienl, can use
the auxiliary MPTCP subflow.

[0020] The HCPE may initiate the auxiliary subflow by
sending a segment comprising a request to establish the
second MPTCP subflow to the HAG. Alternatively, the
HAG may initiate the auxiliary subflow by sending a seg-
ment comprising the request to establish the second
MPTCP subflow to the HCPE. In this case it is not nec-
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assary to send the address of the HAG In the second
access netwark aver tha primary MPTCP subflow If the
HAG knows the altemnate address of the HCPE.

[0021] Alternatively, both the primary and auxiliary
MPTCP subflow may be established by:

- by the HAG, receiving a synchronization segment
from the HCPE indicative for a request to establish
the primary and auxiliary MPTCP subflows; and

= subsequently, by the HCPE, receiving a synchroni-
zation and acknowledgement segment from the
HAG; and

- establishing, by the HCPE, the primary and the aux-
iliary MPTCP subflows; and

- receiving, by the HAG, an acknowledgment segment
from the HCPE; and

- subsequently, by the HAG, establishing the primary
and the auxiliary MFTCP subflows.

[0022] The primary and auxiliary MPTCP subflows are
thus established at the HCPE side after the exchange of
two messages, i.e., the initial synchronization segment
and then the reception of the corresponding acknowledg-
ment from the HAG. In other words, the HCPE establish-
es the primary and auxiliary TCP subflows based on the
synchronization segment and the received acknowledg-
ment. There is thus no further need for additional hand-
shaking messages,

[0023] Atthe HAG side, the subfiows are established
after the exchange of the three messages, i.e., the initial
synchronization segment, the acknowledgment together
with synchronization segment from the HAG and then
the acknowledgment from the HCPE.

[0D24] It is thus an advantage that the two subflows
can be established by a single three-way handshake.
The number of segments exchanged and the establish-
mant dalay is thus Indepandant of the numbar of auxiliary
subfiows. Furthermore, the same amount of TCP sag-
mants and MPTCP sagments are exchanged. Both
HCPE and HAG thus perform a one-to-one conversion
of the segments during the establishment of the TCP
connectan,

[0025] Furthermore, the exchanged messages may be
made backward compatible with segments used in the
current MPTCP protocol, i.e., respectively the SYN sag-
ment with the MP_CAPABLE option, the SYN+ACK seg-
ment with the MP_CAPABLE option and the ACK seg-
ment containing the MP_CAPABLE option. While the
message may be the same, the interpretation given to
them by the client and server is different, and, therefore,
the subflows are established by just a single three-way
handshake.

[0026] According lo a further embodiment the HAG
comprses a plurality of gateway servers each acting as
gateway between the first access network and the net-
waorking node; and wherein the method further compris-
a8
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= bytha HAG, Inad balancing the primary MPTCP sub-
flow to one of the gateway servars,

[0027] As the HAG is a bottleneck to the oulside net-
work, the primary MPTCF subflows are load balanced
over the different servers, i.e., all segments of a cartain
TCP connection are assigned to the same gateway serv-
er. As the auxiliary subflow is assigned a separate ad-
dress, the load balancing of the awdliary subflow may
then be done by providing the HCPE with the network
address of the galeway server to which the primary sub-
flow s assigned.

[0028] According lo a second aspect, the invention re-
lates to a method for exchanging data over a TCP con-
nection between a client node and a networking node;
wherein the TCP connection comprises a primary
MPTCP subflow over a first access network between a
customer premises equipment, a HCPE, serving as a
first proxy node and a hybrd access gateway, a HAG,
serving as a second proxy node; the method comprising:

- by the HCPE:

o converting first TCP segments ta first MPTCP
segmenis of the primary MPTCP subflow and
vice versa; and

o using destination address information of the
first TCP segments as destination address in-
fermaticn of the first MPTCP segments; and

0 using source address information of the first
MPTCP segment as source address information
of the first TCP segments.

[0029] Accordingtoathird aspect, the invertion relates
to & method for exchanging data over a TGP connection
between a client node and a networking node; wherein
the TCP connection comprises a primary MPTCP sub-
fiow ower a first access network between a customer
praemises eguipment, a HCPE, serving as a first proxy
node and a hybrid access gateway, a HAG, serving as
a second proxy node; the method comprising:

= by the HAG:

o converting second TCP segments to second
MPTCP segments of the primary subflow and
vice varsa while preserving source and destina-
tion address information.

[0030] According to a fourth aspect, the invention re-
lates to a Hybrid Customer Premises Equipment, HCPE,
configured to perform the steps performed by the HCPE
according to the first and second aspect

[0031] According to a fifth aspect, the invention relates
o a Hybrid Access Gateway configured to perform the
steps performed by the HAG according to the third as-
pect

[0032] According to a sixth aspect, the invenfion re-
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lates to a system comprising the HCPE according to sac-
ond aspact and the HAG according to the third aspact.

Brief Description of the Drawings

[0033]

Fig. 1 illustrates a client, a Hybrid Customer Pramis-
&5 Equipment, a Hybrid Access Gateway and a Serv-
erused for establishing a TCP connection according
to an embodiment of the invention; and

Fig. 2 ilustrales segments exchanged in order to es-
tablish a Multipath TCP connection amarding to an
embodiment of the invention; and

Fig. 3 illustrates segments exchanged to establish
an auxiliary subflow according to an emboadiment of
the invention; and

Fig. 4 illustrates segments exchanged over both the
primary and auxiliary subflow of a Multipath TCP
connection according to an embodiment of the in-
vention; and

Fig. 5 illustrates a Hybrid Access Gateway according
to an embodiment of the invention,

Fig. 6 illustrates a suitable computing system as a
further empodiment of an Hybrid Customer Premis-
a5 Equipment and/or an Hybrid Access Gateway ac-
cording to an embodiment of the invention.

Detailed Description of Embodiments

[0034] Fig. 1 illustrates a system for exchanging data
over a TCP connaction batwaen a cliant 100 and a nat-
working node 103 according to an embodimant of the
invention. The TCP connection may be initiated by the
client 100 in which case the node 103 acts as a server
or vice versa. For the remainder of this description, the
networking node 103 will be referred to as the server.
The system further comprises a Hybrid Customer
Premises Equipment 101, further referred to as HCPE.
The HCPE 101 serves as a gateway for the client 100
and any other networking device within the local network
113. HCPE 101 provides the client access to the access
networks 110, 111 of an Internet Service Provider (1SP).
The system further comprises a Hybrid Access Gateway
102 allowing communication between the access net-
works 110, 111 and an outside network 112 such as for
example the Internet. The server 103 resides in this out-
side network 112. Both the HCPE 101 and the HAG 102
are annolated as 'hybrid’ because they are able to com-
municate with each other over more than one access
network, An access network may be a wired access net-
wark such as for example an ADSL, ADSL2, VDSL,
VDSL2, fibre or cable access network. In such a case
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the HCPE will hava a wired communication Interface. An
accass natwork may also ba a wirsless access natwork
such as for example an LTE, Wi-Fi, satellite or any other
wiraless access network, In such a case, the HCPE will
also comprise a wireless interface.

[0035] As will be described in the embodiments below,
the client 100 can establish a TCF connection with the
server 103, i.e., a connection wherein both the client 100
and the server 103 maintain TCP state information in
order to maintain a reliable connection. When sending
data cver the TCP connection to the server, the client
sends the TCP segments to the HCPE 101. The HCPE
maintains both a TCP state and a Multipath TCP,
MPTCP, connection state. The MPTCP protocol is an
extension of the TCP protocol. A version of the protocol
is published by the IETF in RFC 6824, The HCPE then
converts the TCP segments to MPTCP segments and
sends them over one of the access networks 110, 111
to the HAG 102. In order to do so, the HCPE maintains
a primary MPTCP subflow 122 over the first access net-
work 110 with the HAG 102 and an auxiliary MPTCP
subflow 124 over the second access network 111 with
the HAG 102, This way, the TCP connection may benefit
from the aggregated bandwidth of the access networks
110 and 111, Also the HAG 102 maintains both a TCP
and a MPTCP connection stale, When the HAG receives
the MPTCP segments from the HCPE, it converts the
segments back to TCP segments and forwards them lo
the server 103. TCPF segments from the server are sent
in & similar way to the client 100.

[0038] For the addressing, the TCP port numbering
scheme may be combined with the Internet Protocol, 1P,
addressing scheme which is commeonly referred to as
TCPR/IP. The IP protocol may for example be IPvd or the
newaear |PvE.

[0037] Fig. 2 llustrates the establishment of the TCP
connection 234 batwaan cliant 100 and server 103 ac-
cording to an embodiment of the invention. In the exam-
ple, the clisnt initiates the connection, but the establish-
ment may also be done by the node 103 in which case
the client 100 acts as a serving node. The establishmeant
is done by the exchange of TCP segmenits 201 to 209.
In each segment in Fig. 2 to 4, the type of the segment
is undedined followed by the source address denoted by
‘SA’ and the destination address denoted by ‘DA’ For
the addresses in the segments, "CL" indicates the ad-
dress of the client 100, 'SRV’ indicates the address of
the server 103, 'HCPE' indicates an address of the HCPE
101 and 'HAG' indicates an address of the HAG 102,
[0038] Im a first step, the client transmits a TGP syn-
chronization segment 201 or shorlly SYN segment over
its networking interface 220 lo the server 103 by adding
the network address assigned tothe networking interface
227 of the server in the destination address field of the
synchronization segment 201, As the HCPE serves as a
gateway for the client 100, the segment will be recaived
at the networking interface 221 of the HCPE 101.
[0039] The HCPE comprises two outside nebwork in-
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tarfacas 222 and 223 connacting the HCPE o respac-
tivaly the first and sacond access natwork 110 and 111.
Than, in step 210, the HCPE 101 converts the recelved
SYMN segment 201 to a SYN segment 202 that indicates
Multipath capabilities, i.e., a SYN segment containing the
MP_CAPABLE option. Depending whether the HCFE
implements network address translation, NAT, the HCPE
may replace the source address of the segment 201 with
the address of the HCPE, i.e., with the address assigned
to interface 222. NAT may for example be performed
when using IPv4 while it is normally not necessary when
using IPvE. In either case, the HCPE 101 does not alter
the destination address during the conversion step 210.
[0040] Ina next step, the HCPE 101 then transmits the
segment 202 over its first networking interface 222 and
thus over the primary subflow 122 {o the server. As the
HAG acls as a galeway for the firsl access network o
the network in which the server resides, the sagment 202
will be routed towards the network interface 224 of the
HAG and thus received by the HAG 102. Then, in step
211, the HAG converts the MPTCP segment 202 back
to a TCP segment 203 by removing the MP_CAPABLE
option. During the comeersion, the HAG does not alter
the source or destination address of the segment. The
HAG then forwards the converted segment.

[0041] When the server 103 receives the SYN seg-
ment, itappears as if the client 100 or HCPE 101 attempts
to eslablish a single path TCP connection with the server.
If there is no NAT applied, both the HCPE 101 and the
HAG 102 remain completely transparent to the server,
In return, the server 103 replies to the client 100 or HCPE
101 by a synchronization and acknowledgment segment
204, a SYN+ACK.

[0D42] This segment 204 is again intercepted by the
HAG 102 sarving as gateway lowands the HCPE 101 and
the client 100. In step 212, the HAG performs a similar
conversion of the segment 204 as in step 211, but now
adds the multipath capability option, commoenly referred
to as MP_CAPABLE. Again, both source and destination
addresses remain unchanged.

[0043] Asthe HCPE serves as a gateway to the cliant
for segments from the HAG, the converted segment 205
will be received at the HCPE 101. In step 213, the HCPE
removes the MP_CAPABLE option and thus converts
the MPTCP segment 205 to a TCP segment 206. De-
pendent on whether NAT is performed, the source ad-
dress may be changed to that of the client 100.

[0044] In a similar way as for the SYN segments
201-203, the client now acknowledges the TCP connec-
tion by segment 207. This segment is again converted
214 by the HCPE to an ACK+MP_CAPABLE segment
208 and converted 215 back to a regular ACK segment
209 by the HAG 102. When ACK segmenl 208 is received
by the server 103, the TCP connection 234 is considered
established at both the client 100 and the server 103 by
the three-way handshake. Between the HCPE and HAG,
the connection will be treated as the primary subflow 122
of a MPTCP connection.
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[0045] Together with the astablishment of the TCP
connaction 234 or any tima thareaftar, a second subflow
may be established between the HCPE 101 and the HAG
102

[004€] Fig. 3 illustrates steps performed by the HCPE
and HAG to establish the second subflow 124 according
to an embodiment of the invention. The steps performed
are in line with the MPTCP protocol for establishing an
auxiliary subflow. After the establishment of the first sub-
flow 122, the HA sends an MPTCP segment 301 con-
taining the ADD_ADDRESS option to the CPE wherein
the network address of interface 225 of the HAG over
the second access network 111 is announced. Thereaf-
ter, the HCPE and HAG exchange further segments such
as the SYN+MP_JOIN segment 302 and
SYN+ACK+MP_JOIN segment 303 in order to establish
the second MPTCP subflow 124. For the exchange of
MPTCP segments the HCPE will use the second network
interface 223 and thus the second access network.
[0047] Inorderto exchange data overthe two subflows
122, 124, both the HCPE 101 and HAG 102 keep track
of the MPTCP state, i.e., manage the MPTCP Data Se-
quence Numbers, D3Ns, as defined by the MPTCP pro-
tocol.

[0048] According to an alternalive embodiment, the
second subflow 124 may also be established implicitly
during the establishment of the first subflow. This way
the extra network traffic and Ume delay caused by the
exchange of segments 301-303 can be avoided. This
implicit establishing is possible because the HCFE 101
is known to the HAG 102 as they are both part of the
same subscriber network, e.9. the same ISP. The alter-
native ambodiment will now ba described with refarance
to Fig. 2.

[0049] When the HAG has received the first
SYN+MP_CAPABLE segment 202, the HAG will also ob-
tain the addressing information of the HGPE's sacond
natworking interface 223. How this address information
may be oblained is explained further balow.

[0050] The reception of segment 202 is interpreted by
the HAG 102 as a request to setup bolh the first and
auxiliary MPTCP subflows 122 and 124. It is thus not
only an indication that the HCPE 101 supports Multipath
TCP. This request may be directly included in the first
segment 202, Alternatively, the request may also be done
indiractly, for example by a predefined setting in the serv-
er that segments 202 should always be considered as
such a request. This way, no further information must be
present in the segment 202, The HCPE 101 may also
alter or set such a setting through an out-of-band con-
nection or channel between the HCPE 101 and the HAG
102,

[0051] When the request is included in segment 202,
this may be done in several ways. One way is o define
a new TCP option that includes such a request. Another
possibility is to place the request inside the payload of
the SYN segment 202. Yet ancther possibility is to place
the request inside an oplion in the network packet, i.e.,
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as an IP option. This s especlally advantageous In IPvE
whara thara is no strict limit on the length of such an
option and thus on the length of the request.

[0052] Whan the HCPE receives  the
SYN+ACK+MP_CAPABLE segment 205, it interprets it
as a confirmation that the HAG 102 is ready for commu-
nication over the two subflows 122 and 124,

[0053] Thereafter, the HCPE 101 confirms the estab-
lishment of the first and second subflow with the
ACK+MP_CAPABLE segment 208 to the HAG. Upon re-
ception, the HAG 102 has confirmation that the HCPE
101 nas established both subflows 122, 124 and also
establisnes the first and auxiliary subflows 122, 124
[0054] Obtaining the address infermation of the HCPE
101 for the second subflow by the HAG 102 may be per-
formed in several ways as described below.

[00S5] In a firsl way of performing he addressing in-
formation is comprised in the SYN+MP_CAPABLE seg-
ment 202 and the HAG 102 then retrieves this information
from segment 202, According to a first example a new
TCP option is defined that includes this addressing infor-
matian. According to a second example the addressing
information is embedded as payload data in the SYN
segmaent 202, According to a third example, the address-
ing information is embedded as an option in the network
packet, i.e., as an IP option. This is especially advanta-
geous in |PvE where there is no strict limit on the length
of suchan option and thus on the length of the addressing
information. The embedding of the addressing informa-
tion may further be combined with the embedding of the
request as outlined above. Preferably the addressing in-
formation is provided such that backwards compatibility
with the MPTCP protocol is guarantead,

[0056] In a second way for obtaining the addressing
information is by using an out-of-band communication
machanism or channel, i.e., by communication betwaen
tha HCPE 101 and HAG 102 outside of tha MPTCP sub-
flows. For example, a separate connection may exist be-
twaen HCPE 101 and HAG 102 to exchange further in-
formation aboul the subflows. Such a connection may be
used by management applications running on both the
HCPE 101 and HAG 102 that manage the establishment
of the multipath subflows,

[0057] In a third way, the addressing information is in-
dependently derived by the HAG 102 by a predefined
logical relationship, i.e., according to a predefined rule
indicating how the addressing information can be de-
rived. Some examples of such a rules are:

= There is a mathematical relationship between the
network address andfor port of the HCPE 101 for the
two subflows. For example, the network address
andfor port for the auxiliary subflow may be obtained
by incrementing the network address and/or port
used for the first subflow.

=  The addressing information is identical as usaed for
previous subflows established with the HCPE.

=  The HAG has access to a database that lists all the
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addressas of all tha HCPEs,

[0058] The HAG 102 and HCPE 101 may also support
connection establishment coming from the outside net-
work, i.e., when server 103 initiates the establishment of
TCP connection 234 with client 100.

[0059] When the TCP connection 234 is established
according to one of the above embodiments, data seg-
ments may be exchanged between client 100 and server
103. Fig. 4 illustrates how segments 401 to 408 are con-
verted by the HCPE 101 and the HAG 102 in order o
use the two subflows 122, 124 while preserving trans-
parency to both client 100 and server 103.

[00€0] When a TCP segment 401 is sent from client
100 to server 103 along the primary subflow 122, the
segment 401 will be intercepted at the HCPE, and trans-
milted as an MPTCP segment 402 over the first or pri-
mary subflow lo the server 103, During this conversion
step 410, the destination address information is pre-
served, The source address information may be changed
to that of the interface 222 when NAT is applied by the
HCPE. The MPTCP segment 402 will on its turn be in-
tercepled by the HAG and converied back the TCP dala
segment 403. During the conversion step 411, source
and destination address information is preserved by the
HAG. Finally, segment 403 will arrve at the server 103
as a single path TCP segment originaling from the client
100 or HCPE 101.

[0061] The conversion in the opposite direction from
sarver 103 1o client 100 over the first MPTCP subflow
122 Is performed in a similar fashion. A TCP sagment
404 criginating frem the server 103 will be intercepted
by the HAG 102 and convaerted to MPTCP segment 405.
During the conversion step 412 source and destination
address information is preserved. Sagmeant 405 will on
its turn be received or intercepted by the HCPE. At the
HCPE, the sagmant 405 is converted to TCP sagmant
406. During this conversion step 413 the source address
information is preserved. The destination address infor-
mation may be changed depending on whether NAT is
applied by thea HCPE. The client 100 then receives the
single path TCP segment 406 in a transparent way, i.e.,
as if it was coming from server 103,

[0062] When the TCP segment 401 is sent from client
100 to server 103 along the auxiliary subflow 124, the
segment 401 will again be intercepted at the HCPE 101
and transmitted as MPTCP segment 407 over the second
or auxiliary subflow to the server 103. During this con-
version step 410, the destination address information is
replaced by the address information of the HAG 102, i.e.,
the address assigned lo the network interface 225 of the
HAG, During the same step 410, the source address in-
formation i changed to that of the interface 223, The
segment 407 is then forwarded over the second access
network 111 to the HAG. As the MPTCP segment 407 is
addressed to the HAG, the segment 407 will be routed
to the HAG's network interface 225, As the auxiliary sub-
flow 124 is linked with the primary subflow 122, the HAG
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will Identify the sagment 407 as belonging to the TCP
connaction 234. Therafore, the HAG converts the seg-
mant, during conversion step 411 to TCP segmant 403
and raplaces the destination address with that of the senv-
ar. If NAT is not applied at the HCPE, the source address
is replaced with that of the client 100, otherwise with the
address assigned to the interface 222 of the HCPE, i.e.,
the interface used for the primary subflow 122,

[0063] The conversion in the opposite direction from
server 103 1o client 100 over the auxiliary MPTCP subflow
124 is performed in a similar fashion. TCP segment 404
ariginating from the server 103 will be intercepted by the
HAG 102 and converled to MPTCP segment £08, i.e., a
MPTCF segment for the auxiliary MPTCP subflow 124,
During the conversion step 412 the source address of
the server is replaced with the source address of the
HAG, i.e., the address assigned to network interface 224
of the HAG, The deslination address is replaced with that
ofthe HCPE 101, i.e., the network address of the HCPE's
network interface 223 onthe second access network 111,
[0064] The segment will then be routed along the sec-
ond access network 111 to the HCPE 101, At the HCPE
101, the segment 408 at interface 223. As the HCPE
keeps an MPTCP state, it derives that segment 408 be-
lengs to TCP connection 234, Therefore, subsagquently,
during conversion step 413 segment 408 is converted to
segment 406. In step 413 the source address of the HAG
is replaced with the address of the server and the desli-
nation address is replaced with the address of the client.
Finally, the segment 406 arrives at the client 100,
[D065] Fig. 5ilustrates thelayout of the HAG according
to an embodiment of the invention. The HAG 102 com-
prises a sarver 507 comprising proxy logic 505 to parform
the conversion steps as explained with respect to the
pravious ambodiments. Sagments received over the pri-
mary MPTCP subfiow 122 and auxiliary MPTCP subflow
124 are converted by the proxy logic 505 to TCP sag-
ments and vice versa.

[0066] Also other data packets 510 may be received
at networking inlerface 224 such as for example packets
according to the other networking protocols including
UDP or ICMP. These packets will not be converted by
the proxy logic, but are directly forwarded to the outside
network over networking interface 226. This way, the
MPTCP functionality in the HCPE and HAG 102 remains
also completely transparent to other protocols,

[0067] The HAG 102 may further comprise a plurality
of HAG servers 501 to 503 in order to load balance the
data traffic. To this respect the HAG 102 also comprises
load balancers 520 and 521. Load balancer 520 balances
the packels coming from different HCPEs to one of the
HAG servers 501-503. Load balancer 521 balances the
packels coming from the oulside network to one of the
HAG servers 501-503. Several policies may be imple-
mented in the load balancer such as for example:

- Load balance per MPTCP flow, i.e., per newly es-
tablished TCP connection between a client and serv-
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= Load balance per HCGPE, |.e., every HCPE Is as-
signed a single HAG server for all its connections.
This may be performed by checking the source IP
address of the packets received over the primary
interface 224.

= Load balancing per source prefix. This way a cluster
of HCPEs is assigned to a single HAG server.

The above load-palancing mechanisms ensure that both
HCPE-side and outside network-side load-balancers 520
and 521 consistently route packets of a given flow to the
same proxy. This also ensures that the load balancing
decision is not changed for an ongoing flow, i.e., for an
ongoing TCP connection between client and server.
[0068] During operalion, i.e., when Mullipath TCP op-
erales over both the primary and auxiliary subflows, the
situation may arise that the networking address assigned
to network interface 222 for the primary MPTCP subflow
122 becomes unavailable, e.q. by an interface reset,
while the existing auxiliary subflow 124 is still in place.
In such a case the HCPE 101 may advertise a
REMOVE_ADDR oplion in a segment to the HAG 102
over the still active slave subflow 124, i.e., it advertises
that the used networking address is no longer valid, This
then triggers a clean-up of the MPTCP state at the HAG
102 for any subflow attached to this address. This closing
of connections thal lose their primary subflow is neces-
sary because the address could become assigned to an-
other HCPE during the lifetime of the MPTCP session.
The commen address could then be used simultaneously
by two different users which may result in errors on the
natwork.

[0069] Thersfore, the HAG 102 may terminate the TGP
connection 234 if the network address used for the pri-
mary subflow is lost, and, subsequently, release all as-
soclatad resources. This may be dane by the following
steps:

- The HAG receives a segment from the HCPE 101
with the REMOVE_ADDR option indicative that the
networking address used for the primary subflow is
lost.

= Thereupon, the HAG 102 resels the HAG resets the
TCP connection 234 to the server.

= The HAG 102 sends a segment with the TCP option
MP_FASTCLOSE to the HCPE 101.

= Upon reception, the HCPE 101 resets the TGP con-
nection 234 towards the client 100,

[0070] Fig. 6 shows a suitable computing system 600
as a furlther embodiment of the HCPE 101 or HAG 102,
Computing system 600 may in general be formed as a
suitable general purpose computer and comprise a bus
610, a processor 602, a local memory 604, one or more
oplional cutput interfaces 616, a communication inter-
face 612, a storage element interface 606 and one or
more storage elements 608. Bus 610 may comprise one
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or more conductors that permit communication among
the compaonants of tha computing systam 600. Processor
602 may include any type of conventional processor or
microprocessor that interprets and execules program-
ming instructions. Local memory 604 may include a ran-
dom access memory (RAM) or another type of dynamic
storage device that stores information and instructions
for execution by processor 602 and/or a read only mem-
ory (ROM) cor ancther type of stalic storage device that
stores static information and instructions for use by proc-
essor 602, Storage element interface 606 may comprise
a storage interface such as for example a Serial Ad-
vanced Technology Attachment (SATA) interface or a
Small Computer System Interface (SCS1) for connecting
bus 610 to one or more storage elements 608, such as
one or more local disks, for example SATA disk drives,
and control the reading and writing of data to and/or from
these storage elements 608, Although the storage ele-
ments 608 above is described as a local disk, in general
any other suitable computer-readable media such as a
solid state drive or flash memory cards could be used.
The system 600 described above can also run as aVirtual
Macnine above the physical hardware. The steps per-
formed on the HCPE and HAG devices according to the
above embodiments may be partly or completely imple-
mented as programming instructions to be run on proc-
essor 602, Communication interface 612 may further cor-
respond lo the HCPE's or HAG's networking interfaces
221,232, 223, 224, 225, 266,

[0071] Although the present invention has been illus-
trated by reference to specific embodiments, it will be
apparent to those skilled in the art that the invention is
not [imited to the details of the foregoing illustrative am-
bodiments, and that the present invention may be em-
bodied with various changes and modifications without
daparting from the scope thereof. The present embodi-
mants ara tharefora to ba considered In all respects as
illustrative and not restrictive, the scope of the invention
baing indicated by the appended claims rather than by
the foregoing description, and all changes which come
within the meaning and rangeof equivalancy of the claims
are therefore intended to be embraced therein. In other
wards, it is contemplated to cover any and all modifica-
tions, vanations or equivalents that fall within the scope
of the basic underlying principles and whose essential
attibutes are claimed in this patent application. i will
furthermore be understood by the reader of this patent
application that the words "comprising” or "comprise” do
not exclude other elements or sleps, that the words “a"
or "an" do not exclude a plurality, and that a single ele-
menl, such as a compuler system, a processor, or an-
other integrated unit may fulfil the functions of several
means recited in the claims. Any reference signs in the
claims shall not be construed as limiting the respective
claims concemed. The terms "first", "second”, third®, "a",
"B", "c", and the like, when used in the description or in
the claims are introduced to distinguish between similar
elements or steps and are not necessarily describing a
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saquential or chronological order.  Similarly, the
tarms “top®, "bottom”, “ovar”, "under”, and the like are in-
troduced for descriptive purposes and not necessarily to
denote relative positions. It is to be understood that the
terms so used are interchangeable under appropriate cir-
cumstances and embodiments of the invention are ca-
pable of operating according to the present invention in
other sequences, or in orientations different from the
one(s) described or illustrated above.

Claims

1. Method for exchanging data over a TCP connection
(234) between a clienl node (100) and a networking
node (103); wherein the TCP conneclion comprises
a primary MPTCP subflow (122) over a first access
network (110) betwean a customer premises equip-
ment, @ HCPE (101), serving as a first proxy node
and a hybrid access gateway, a HAG (102), serving
as a second proxy node; the method comprising:

- by the HCPE:

o converting (210, 213, 214) first TCP seg-
ments (201, 206, 207) to first MPTCP seg-
ments (202, 205, 208) of the primary
MPTCP subflow and vice versa; and

0 using destination address information of
the first TCF segments (201, 207) as des-
tination address information of the first
MPTCP segments (202, 208); and

o using source address information of the
first MPTCP segment as source address in-
formation of the first TCP segmeants; and

- by tha HAG:

o converting (211, 212, 215, 217) second
TCP segments to second MPTCP seg-
maeants of the primary subflow and vice versa
while preserving source and destination ad-
dress information,

2. Method according to claim 1 wherein the TCP con-
nection (234) comprises an auxiliary MPTCP sub-
flow over a second access network between the

HCPE (101) and the HAG (102); the method further
comprising:

- at the HCPE, converting third TCP segments
to thid MPTCP segmenis of the auxiliary
MPTCP subflow and vice versa; and

= at the HAG, converting fourth TCP segments
to fourth MPTCP segments of the auxiliary sub-
flow and vice versa.

3. Method according to claim 2 further comprising:
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- by tha HCPE, using destination address Infor-
mation of the HAG for the third MPTCP sag-
mants; and

- by the HAG, using destination address infor-
mation of the networking node for the fourth seg-
ments sent to the networking node.

Method according to claim 2 or 3 further comprising,
for establishing the auxiliary MPTCP subflow:

- sending, by the HAG for establishing the aux-
liary MPTCP subflow, a segment comprising an
address of the HAG in the second access net-
work over the primary MPTCP subflow.

Method according to any one of claims 2 to 4 further
COomprsing:

- sending, by the HCPE, a segment comprising
a request to establish the second MPTCP sub-
flow to the HAG.

Method according to amy one of claims 2 to 4 further
comprising:

- sending, by the HAG, a segment comprising a
request to establish the second MPTCP subflow
to the HCPE.

Method according to claim 2 or 3 comprising, for es-
tablishing the primary and auxiliary MPTCP subflow:

= by the HAG, receiving a synchronization sag-
ment from the HCPE indicative for a request to
astablish the primary and auxiliary MPTCP sub-
fiows; and

- subsequently, by tha HCPE, raceiving a syn-
chronization and acknowledgement sagment
from the HAG; and

-astablishing, by the HCPE, the primary and the
auxiliary MPTCP subflows; and

- receiving, by the HAG, an acknowledgment
sagment from the HCPE; and

-subsequently, by the HAG, establishing the pri-
mary and the auxiliary MPTCP subflows,

Method according to any one of the preceding claims
wherein the HAG comprises a plurality of gateway
servers each acting as gateway between the first
access network and the networking node; and
wherein the melhod further comprises;

- by the HAG, load balancing the primary
MPTCP subfiow to one of the gateway servers.

Method for exchanging data over a TCP connection
(234) between a client node (100) and a networking
node (103); wherein the TCP connection comprises
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a primary MPTCP subflow (122) over a first access
network (110) betwean a customer premisas aquip-
ment, 8 HCPE (101), serving as a first proxy node
and a hybrid access gateway, a HAG (102), serving
as a second proxy node; the method comprising:

- by the HCPE:

o converting (210, 213, 214) first TCP seg-
ments (201, 206, 207) to first MPTCP seg-
ments (202, 205, 208) of the primary
MPTCP subflow and vice versa; and

o using destination address information of
the first TCP segments {201, 207) as des-
tination address information of the first
MPTCP segments {202, 208); and

0 using source address information of the
first MPTCP segment as source address in-
formation of the first TCP segments.

Method for exchanging data over a TCP connection
(234) between a client node (100) and a networking
node (103); wherein the TGP connection comprises
a primary MPTGP subflow (122) over a first access
network (110) between a customer premises aquip-
ment, 8 HCPE (101), serving as a first proxy node
and a hybrid access gateway, a HAG (102), serving
as a sacond proxy node; the method comprising:

- by the HAG:

o converting (211, 212, 215, 217) second
TCP seagments to second MPTCP seg-
ments of the primary subflow and vice versa
while presarving source and destination ad-
dress information.

Hybrid Customer Premises Equipment, HCPE (101),
configured to perform the steps performed by the
HCPE according to any one of the claims 1 to 9.

Hybrid Access Gateway (102) configured to perform
the steps performed by the HAG (102) according to
any one of the claims 1 to 8 or 10.

System comprising the HCPE (101) according 1o
claim 11 and the HAG (102) according to claim 12,
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of a reference in this list is an admission that it is prior art or is pertinent to this application, or as
an admission that the information listed is, or may be considered to be, material to the patentability
ol the above relerenced application. The [iling ol this IDS shall not be construed in any manner as

an admission against interest,

This TDS is being filed:
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PATENT

within three months of the filing date of a national application, other than a
continued prosccution application under § 1.53(d);

within three months of the date of entry of the national stage as set forth in § 1.491
in an international application;

before the mailing of a first Office Action on the merits;

before the mailing of a first Office Action after the filing of a request for continued
examination under § 1.114;

X OO 0O O

afier three months of the filing date or entry into the national stage or after the
mailing ol a Orst Office action on the merits. but before the mailing date of any
final action under § 1.113, a notice of allowance under §1.311, or an action that
otherwise closes prosecution in the application;

AND
E enclosed herein is the fee set forth in 37 CFR § 1.17(p);
OR
] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was [irst cited in a communication lrom
a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
information disclosure statement;

OR

[] That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application.
and. to the knowledge of the person signing this certification
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56{c) more than
three months prior to the filing of this information disclosure
statement.

] on or before the payment of the issue fee but after the mailing of a final action under
4 1.113, a notice of allowance under $1.311. or an action that otherwise closes
prosecution in the application;

AND

|:| enclosed herein is the fee set forth in 37 CFR § 1.17(p):
AND

[] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was first cited in a communication from
a foreign patent office in a counterpart foreign application
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fees are

=4

PATENT

not more than three months prior to the filing of this
information disclosure statement;
OR

[J  That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart forcign application,
and. to the knowledge ol the person signing this certilication
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56(c) more than
three months prior to the filing of this information disclosure
statement.

Applicant submits that the enclosed Infommation Disclosure Statement is timely;
therefore, no Fee is required.

Except as provided for under 37 CFR § 1.98(a)(2). Applicant has enclosed a copy
of each listed reference.

The above referenced application relies upon Application No.
filed . for an earlier effective filing date under 35 U.S.C. IE{}
Although, pursuant to T." CFR & 1.98(d), the references submitied herein are not
required to be submitted for the Examiner to consider them., Applicant submits the
relerences herein so that the information will be printed on the patent issuing (rom
this application.

Pursuant 1o 37 CFR § 1.704(d), Applicani certifies that each of the references cited
herein were first cited in a communication from a foreign patent office in a
counterpart application and that this communication was not received by any
individual designated in 37 CFR § 1.56(c) more than thirty days prior to the filing
of this Information Disclosure Statement.

Consideration of the listed references and favorable action are requested. Il any additional

due in connection with the filing of this Information Disclosure Statement, the

Commissioner is hereby authorized to charge such fees to Deposit Account 50-2776.

Date:

Respectiully submitted,

2018-10-05 By:___ /Michacl V. North/

Michael V. Norih
Reg. No. 46963

Customer No,

146571

UNITED STATES PATENT
AND TRADEM ARE Tyt

[ 20145054 US00014TE2. DOCK v 3

Charter Communications, Inc.

Exhibit 1008
Page #888



PTCISE/DEa (01-10)

Do code: IDS
Doc description: Information Disclosure Statement (IDS) Filed T T e I aieT S CAance

Unsder the Papereork Reduction Act of 1995, no persons are required (o respond io a collection of information urless it conlains a valid OMB control nurmber.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

14356581

Filing Date

P014-05-06

First Named Inventor "ﬂunjung Rhee

Art Unit

|

Examiner Mame |

Attorney Docket Number

[ 20145-054U8

U.S.PATENTS

Remove

Examiner| Cite
Initial® Mo

Patent Mumber

Kind

Codei| '55ue Date

MName of Patentee or Applicant
of cited Document

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner|
Initial*

Cite No

Publication
Number

Kind
Code?

Publication
Date

MName of Patentee or Applicant
of cited Document

Pages,Columns Lines where
Relevant Passages or Relevant

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add buﬂnnl Add

FOREIGN PATENT DOCUMENTS Remove
Pages,Columns, Lines
Examiner| Cite | Foreign Document | Country Kind |Publication AN:nTiE}:tF;?tsi?;e O | where Relevant Ts
Initial® No | Number? Code?j Codes| Date Dnz Passages or Relevant
ument b
Figures Appear
1
If you wish to add additional Foreign Patent Document citation information please click the Add button Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite L , \ :
Initiale* | No (book, magazine, journal, serial, symposium, cataloeg, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.
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Application Number 14356581

Filing Date 2014-05-06

INFORMATION DISCLOSURE i iarcg invantor [Woriong Rivee

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

Art Unit |

Examiner Name |

Attorney Docket Number IEUHE-DHUS

1 Bagnulo, M., *Threal Analysis for Multi-addressed/Multi-path TCP, draft-ietf-mpicp-threat-00," 2010-02-18, URL:
hitps:/ftools ietf. org/Mtmlidraft-ietf-mptcp-threat-00 (13pgs).

2 FFord, A et al., "Architectural Guidelines for Multipath TCP Development, draft-ietf-mplcp-architecture-05," 2011-01-21,
LIRL: hitps:/iftools. ietf.orgmitmbdraft-ietf-mplcp-architecture-05 (29pgs).

3 Ford, A et al., "Architectural Guidelines for Multipath TCP Development, draft-ietf-mptcp-architecture-04," 2011-01-11,
LIRL: hitps:/ifools ietf org/mtml/drafi-ietf-mptcp-architecture-04 (28pgs).

4 Ford, AL et al., "Architectural Guidelines for Multipath TCP Developmenl, draft-ietf-mptcp-architectiure-03," 2010-12-08,
LIRL: hitps:/ifools ietf.orgMimlidrafi-ietf-mptcp-architecture-03 (27pgs).

5 FFord, A et al., "Architectural Guidelines for Multipath TCP Development, drafl-ietf-mptcp-architecture-02," 2010-10-16,
LIRL: hitps:/iftools ietf org/mtmlidrafi-ietf-mptcp-architecture-02 (25pgs).

& Ford, A, et al., "Architectural Guidelines for Multipath TCP Development, draft-ietf-mplcp-architecture-01," 2010-06-22,
LIRL: hitps:fools. ietl orgMtmidraft-iet-mptcp-architecture-01 (27pgs).

7 Ford, A et al., "Architectural Guidelines for Multipath TCP Development, draft-ietf-mptcp-architecture-00," 2010-02-28,
LIRL : hitps:ifools ietf org/mtmlidrafi-ietf-mptcp-architecture-00 (25pgs).

8 [Raiciu, C_ et al., "Coupled Congestion Control for Multipath Transport Prolocols, draft<ietf-mptcp-congestion-07 "
011-07-29, URL: hiips:/itools ietf orgMmimiidrafi-ieti-mpicp-congestion-07 {13pgs)

g Raiciu, C. et al., "Coupled Congestion Control for Multipath Transport Prolocols, drafi-ielf-mpicp-congestion-06."
P011-07-25, URL: hiips:/tools ietf orgmimi‘draft-ietf-mplep-congestion-06 (12pgs).

10 [Raiciu, C_ et al., "Coupled Congestion Control for Multipath Transport Prolocols, draft-ietfi-mptcp-congestion-05,"
P011-06-16, URL: hitps:/itools ietf orgMmimiidraft-iet:-mplcp-congestion-035 (12pgs).

1 Raiciu, C. et al., "Coupled Congestion Control for Multipath Transport Prolocols, drafi-ietf-mpiep-congestion-04 "
P011-06-15, URL: hiips:itools ietf orgmimi‘draft-ietf-mplcp-congestion-04 (12pgs).
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [ 5 Narmod inventor | Worjong Rnee
STATEMENT BY APPLICANT [ — |
{ Not for submission under 37 CFR 1.99)
Examiner Mame |
Attorney Docket Number [ 2014505413
12 Raiciu, C. et al., "Coupled Congestion Control for Multipath Transport Protocols, drafi-etf-mptep-congestion-03,"
P011-04-11, URL: hitps:itools ietf orgMimiidraft-ietf-mptop-congestion-03 (12pgs).
13 Raiciu, C_ et al., "Coupled Congestion Conltrol for Multipath Transport Prolocols, drafl-ietf-mplep-congestion-02,"
011-03-14, URL: htips:/tools.ietf orgfhimi‘draft-ietf-mplcp-congestion-02 (12pgs).
14 Raiciu, C. et al., "Coupled Congestion Control for Multipath Transport Protocols, draft-ietf-mptcp-congestion-01,"
7011-01-07, URL: hitps:/itools ietf orghimi/draft-ietf-mplcp-congestion-01 {12pgs).
15 Raiciu, C. et al., "Coupled Congestion Control for Multipath Transport Prolocols, draft-ietf-mplep-congestion-00,"
P010-07-06, URL: htips:/tools ietf. orgfiml/draft-ietf-mplcp-congestion-00 (11pgs).
16 P Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-ietf-mptcp-multiaddressed-12 .7
P012-10-22, URL hitps:/tools.ietf org/hitmlfdraft-ietf-mplcp-multiaddressed-12 (63pgs).
17 . Ford et al., "TCP Exlensions for Mullipath Operation with Multiple Addresses, draft-iett-mplep-muliaddressed-11."
012-10-19, URL: htips:/tools ietf orgMimi/draft-ietf-mplep-multiaddressed-11 (65pgs).
18 .. Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses, drafl-ietf-mptcp-multiaddressed-10."
P012-10-03, URL: hitps:/itools ietf orgfhitmilidraft-ietf-mplcp-muliaddressed-10 (B4pgs).
19 . Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-et-mpicp-muliaddressed-09 "
012-06-06, URL: hitps:/itools ietf orgMmimiidrafi-iet:-mpicp-multiaddressed-09 (62pgs).
20 . Ford et al., "TCP Extensions for Mulipath Operation with Multiple Addresses, drafl-iet-mplcp-multiaddressed-08,°
P012-05-25, URL: htips:/tools ietf orgimil‘draft-iet-mplep-muliaddressed-08 (62pgs).
21 . Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-et-mptcp-multiaddressed-07 "
P012-03-26, URL: hitps:itools ietf orgMmimiidraft-iet:-mplcp-multiaddressed-07 (62pgs).
29 . Ford et al., "TCP Extensions for Mullipath Operation with Multiple Addresses, drafl-iet-mplcp-multiaddressed-06,"
P012-01-31, URL: hiips:itools ietf orgimlfdraft-ietf-mplcp-multiaddressed-06 (60pgs).
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [ 5 Narmod inventor | Worjong Rnee
STATEMENT BY APPLICANT [ — |
{ Not for submission under 37 CFR 1.99)
Examiner Mame |
Attorney Docket Number [ 2014505413
23 L Ford et al., "TCP Extensions for Multipath Cperation with Multiple Addresses, drafl-iet-mptcp-multiaddressed-05,"
P012-01-12, URL: hitps:Atools ietf orgMimiidraft-ietf-mptop-multiaddressed-05 (59pgs).
24 P Ford et al, "TCP Extensicns for Mullipath Operalion with Multiple Addresses, drafl-etf-mplep-multiaddressed-04,"
011-07-11, URL:hitps:/tools. ielf org/hitmifdraft-iet-mplecp-multiaddressed-04 (59pgs).
25 .. Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-iet-mplcp-multiaddressed-03,"
7011-03-14, URL: hitps:/ftools ietf orghimil/draft-ietf-mplep-muliaddressed-03 (S4pgs).
26 P Ford et al., "TCP Extensions for Multipath Operalion with Multiple Addresses, draflietl-mplcp-mulliaddressed-02."
P010-10-25, URL: htips:/itools ietf orgfiml/draft-ietf-mpicp-multiaddressed-02 (44pgs).
27 . Ford et al., "TCP Extensions for Multipath Operation with Multiple Addresses, draft-ietf-mptcp-multiaddressed-01,"
P010-07-12, URL: hitps:/ftools ietf orgitmilidraft-ietf-mplcp-muliaddressed-01 (43pgs).
28 . Ford et al., "TCP Extensions for Mullipath Operation with Multiple Addresses, draft-iett-mplep-muliaddressed-00,"
P010-06-21, URL: htips:/tools ietf orgfimi/draft-ietf-mplep-multiaddressed-00 (42pgs).
29 Echarf, M. et al., "Multipath TCP (MPTCP) Application Interface Consideralions, draft-ietf-mptcp-api-07," 2013-01-19,
LIRL: hitps:/fiocls ietf org/itmilidraft-ieti-mptcp-api-07 (34pgs).
30 Echarf, M. et al., "Multipath TCP (MPTCP) Application Interface Considerations, draft-ieti-mptcp-api-06," 2012-10-22,
LIRL: hitps:/ftools.ietf orgMimldrafi-ieff-mpicp-api-06 (30pgs)
31 Echarf, M. et al., "Multipath TCP (MPTCP) Application Interface Consideralions, draft-ielf-mplcp-api-05," 2012-04-17,
LIRL: hitps:fools. ietl org/htmidraft-iet-mptcp-api-05 (30pgs).
12 Echarf, M. el al., "Multipath TCP (MPTCP) Application Interface Considerations, draft-ietf-mptep-api-04," 2012-02-16,
LRL: hitps:iftools. ietf orgMimiidrafi-ietf-mpicp-api-04 (29pgs).
13 Echarf, M. et al., "Multipath TCP (MPTCP) Application Interface Considerations, drafi-ietf-mptcp-api-03," 2011-11-30 |
LIRL: hitps:fMools. ietl orgMtmidraf-iet-mptcp-api-03 (28pgs).
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Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [ 5 Narmod inventor | Worjong Rnee
STATEMENT BY APPLICANT [ — |
{ Not for submission under 37 CFR 1.99)
Examiner Mame |
Attorney Docket Number [ 2014505413
34 Boharf, M. et al., "Multipath TCP (MPTCP) Application Interface Considerations, draft-ietf-mptcp-api-02," 2011-06-07,
LRL: hitps:ifocls.ietf org/Miml'draft-ietf-mptcp-api-02 (28pgs).
15 Echarl, M. el al., "Multipath TCP (MPTCP) Application Interface Considerations, drafl-ielf-mptep-api-01,” 2011-03-14,
LIEL: https:iools. ietl orgMtmbdraft-iet-mptcp-api-01 (27pgs).
16 Echarf, M. et al., "Multipath TCP (MPTCP) Application Interface Consideralions, draft-ietf-mptcp-api-00," 2010-11-29,
LIRL: hitps:/ifools ietf org/mtmilidrafi-ietf-mptcp-api-00 (26pgs).
47 JETF 82 Proceedings, "Multipath TCP (mplcp) (WG)," Taipei, Taiwan, November 13-18, 2011, URL: hitps:ifwww ietl,
brg/proceedings82/mptcp hmil (3pgs).
18 JETF 81 Proceedings, "Multipath TCP (mplcp) (WG)" Quebec, Canada, July 24-28, 2011, URL: https:ifwww.ietf.org/
broceedings/81/mplcp.html (3pgs).
19 Echarf, Michael el al., “drafl-iett-mplcp-api-02° 2011-07-27, URL: hitps:itwww.ietl org/proceedings/81/slides/mptep-0.
pdf (3pgs).
40 Mishida, Y. et al., "MPTCP - MULTIPATH TCP," WG meeting #7, 2011-07-27, Quebec, IETF-81, URL: hitps:/iwww ietf.
bro/proceedings/81/slides/mplcp-1.pdf (7pgs).
41 [Raiciu, C_ et al., "Multipath TCP Congeslion Control, draft-ietf-mplcp-congestion-06," URL: https:/itwww ietf orgl
broceedings/8 1/slides/mplicp-2_pdf {19pgs)
47 JETF &0 Proceedings, "Multipath TCP {mplcp) (WG)" Prague, Czech Republic, March 27-April 1, 2011, URL: hitps:ff
bewow ietl org/proceedings/80/mplep_html {3pgs).
43 Mishida, ¥. et al, "MPTCP - MULTIPATH TCP," WG meeting #6, 2011-03-31, Prague, ietf-80, URL: hitps:iiwww ietf.
brg/proceedings/80/slides/mpicp-0.pdf (7pgs).
44 Winter, Rolf et al., "Autoconfiguring single-homed end systems o make use of network multi-homing,” URL: https://
beww ietl orgfproceedings/80/slides/mplcp-1_pdf (Bpgs).
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INFORMATION DISCLOSURE i iarcg invantor [Woriong Rivee

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

Application Number 14356581
Filing Date 2014-05-06

Art Unit |

Examiner Name |
Attorney Docket Number IEUHE-DHUS

45 Boharf, Michael et al., “drafl-iett-mptcp-api-01,” 2011-03-31, URL: hitps:ifiwww ietf org/proceedings/80/slides/mplcp-2.
bdf (Tpgs).

46 Harre, Sebastien et al., "Multipath TCP - Guidelines for implementers, drafl-bame-mplop-impl-00.tx1." IETF 80 - Prague
011-03-31, URL: htips:ifwww ietl org/proceedings/@80/slides/mplep-3.pdf (17pas).

47 |Handley, Mark, "mplcp proxies,” URL: hitps:/fwww.ielf org/proceedings/80/slidesimptep-4.pdf (14pgs).

48 Ford, A. et al., "MPTCP Prolocol - Updates, drafl-ielf-mplep-multiaddressed-03," URL: hitps:/iivwww el arg/
broceedings/80/slides/mplcp-5.pdf {11pgs).

49 Bcharf, Michael et al., "drafl-ieti-mptcp-api-01," URL: hitps:iiwww ieff org/proceedings/B0/shdes/mpicp-6 pdf (7pgs).

50 ‘mplcp congestion control, draf-efif-mptep-congestion-07," URL: hilps:/iwww.iell org/proceedings/80/slides/mplcp-9.
pdf (4pgs).

If you wish to add additional non-patent literature document citation information please click the Add button| Add I

EXAMINER SIGNATURE

Examiner Signature Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents al www USPTO,. GOV or MPEP 501.04. ? Enter office thal issued the documenl, by the two-letter code (WIPDO

Standard ST.3). ? For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible, ® Applicant is to place a check mark here if
English language translation is attached,
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Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE 5 Namod invertor | Wnjong Riee
STATEMENT BY APPLICANT [ ——— |

{ Not for submission under 37 CFR 1.99)

Examiner Name |
Attorney Docket Number IEUHE-D&!US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inguiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael North/ Date (YYYY-MM-DD) 2018-10-05

Name/Print Michael Morth Registration Number Imee:a

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This cecllection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autherity for the collection of this information is 35 U.S.C. 2(b)(2); {2) furnishing of the information sclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
{5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence fo a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

B. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
Mational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency’s responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C, 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFs ID: 33934548
Application Number: 14356581
International Application Number:
Confirmation Number: 4319

Title of Invention:

COMMUMICATION LINIT BY A REMOTE SERVER
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addressed o Commissioner for Patents, PO, Box 1450, Alexandria, VA 22313-1450, on the date shown below:

Date: 2018-10-05 By: INita Miller/
Nita Miller

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria. VA 22313-1450
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Filed herewith, in accordance with the provisions of 37 CFR §§ 1.56 and 1.97-1.98, listing
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made. or regarding the completeness of the list of references, or that no other material information
exists. Furthermore, the filing of this IDS shall not be construed as a representation that inclusion
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an admission that the information listed is, or may be considered to be, material to the patentability
ol the above relerenced application. The [iling ol this IDS shall not be construed in any manner as
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within three months of the filing date of a national application, other than a
continued prosccution application under § 1.53(d);

within three months of the date of entry of the national stage as set forth in § 1.491
in an international application;

before the mailing of a first Office Action on the merits;

before the mailing of a first Office Action after the filing of a request for continued
examination under § 1.114;
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afier three months of the filing date or entry into the national stage or after the
mailing ol a Orst Office action on the merits. but before the mailing date of any
final action under § 1.113, a notice of allowance under §1.311, or an action that
otherwise closes prosecution in the application;

AND
E enclosed herein is the fee set forth in 37 CFR § 1.17(p);
OR
] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was [irst cited in a communication lrom
a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
information disclosure statement;

OR

[] That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application.
and. to the knowledge of the person signing this certification
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56{c) more than
three months prior to the filing of this information disclosure
statement.

] on or before the payment of the issue fee but after the mailing of a final action under
4 1.113, a notice of allowance under $1.311. or an action that otherwise closes
prosecution in the application;

AND

|:| enclosed herein is the fee set forth in 37 CFR § 1.17(p):
AND

[] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was first cited in a communication from
a foreign patent office in a counterpart foreign application
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not more than three months prior to the filing of this
information disclosure statement;
OR

[J  That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart forcign application,
and. to the knowledge ol the person signing this certilication
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56(c) more than
three months prior to the filing of this information disclosure
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Applicant submits that the enclosed Infommation Disclosure Statement is timely;
therefore, no Fee is required.

Except as provided for under 37 CFR § 1.98(a)(2). Applicant has enclosed a copy
of each listed reference.

The above referenced application relies upon Application No.
filed . for an earlier effective filing date under 35 U.S.C. IE{}
Although, pursuant to T." CFR & 1.98(d), the references submitied herein are not
required to be submitted for the Examiner to consider them., Applicant submits the
relerences herein so that the information will be printed on the patent issuing (rom
this application.

Pursuant 1o 37 CFR § 1.704(d), Applicani certifies that each of the references cited
herein were first cited in a communication from a foreign patent office in a
counterpart application and that this communication was not received by any
individual designated in 37 CFR § 1.56(c) more than thirty days prior to the filing
of this Information Disclosure Statement.

Consideration of the listed references and favorable action are requested. Il any additional

due in connection with the filing of this Information Disclosure Statement, the

Commissioner is hereby authorized to charge such fees to Deposit Account 50-2776.

Date:

Respectiully submitted,

2018-10-05 By:___ /Michacl V. North/

Michael V. Norih
Reg. No. 46963

Customer No,
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and. to the knowledge of the person signing this certification
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56{c) more than
three months prior to the filing of this information disclosure
statement.

] on or before the payment of the issue fee but after the mailing of a final action under
4 1.113, a notice of allowance under $1.311. or an action that otherwise closes
prosecution in the application;

AND

|:| enclosed herein is the fee set forth in 37 CFR § 1.17(p):
AND

[] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
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a foreign patent office in a counterpart foreign application
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not more than three months prior to the filing of this
information disclosure statement;
OR

[J  That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart forcign application,
and. to the knowledge ol the person signing this certilication
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56(c) more than
three months prior to the filing of this information disclosure
statement.

Applicant submits that the enclosed Infommation Disclosure Statement is timely;
therefore, no Fee is required.

Except as provided for under 37 CFR § 1.98(a)(2). Applicant has enclosed a copy
of each listed reference.

The above referenced application relies upon Application No.
filed . for an earlier effective filing date under 35 U.S.C. IE{}
Although, pursuant to T." CFR & 1.98(d), the references submitied herein are not
required to be submitted for the Examiner to consider them., Applicant submits the
relerences herein so that the information will be printed on the patent issuing (rom
this application.

Pursuant 1o 37 CFR § 1.704(d), Applicani certifies that each of the references cited
herein were first cited in a communication from a foreign patent office in a
counterpart application and that this communication was not received by any
individual designated in 37 CFR § 1.56(c) more than thirty days prior to the filing
of this Information Disclosure Statement.

Consideration of the listed references and favorable action are requested. Il any additional

due in connection with the filing of this Information Disclosure Statement, the

Commissioner is hereby authorized to charge such fees to Deposit Account 50-2776.

Date:

Respectiully submitted,

2018-10-05 By:___ /Michacl V. North/

Michael V. Norih
Reg. No. 46963

Customer No,

146571
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AND TRADEM ARE Tyt

[ 20145054 US00014TE2. DOCK v 3

Charter Communications, Inc.

Exhibit 1008
Page #928



PTCISE/DEa (01-10)

Do code: IDS
Doc description: Information Disclosure Statement (IDS) Filed T T e I aieT S CAance

Unsder the Papereork Reduction Act of 1995, no persons are required (o respond io a collection of information urless it conlains a valid OMB control nurmber.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

14356581

Filing Date

P014-05-06

First Named Inventor "ﬂunjung Rhee

Art Unit

|

Examiner Mame |

Attorney Docket Number

[ 20145-054U8

U.S.PATENTS

Remove

Examiner| Cite
Initial® Mo

Patent Mumber

Kind

Codei| '55ue Date

MName of Patentee or Applicant
of cited Document

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove

Examiner|
Initial*

Cite No

Publication
Number

Kind
Code?

Publication
Date

MName of Patentee or Applicant
of cited Document

Pages,Columns Lines where
Relevant Passages or Relevant

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add buﬂnnl Add

FOREIGN PATENT DOCUMENTS Remove
Pages,Columns, Lines
Examiner| Cite | Foreign Document | Country Kind |Publication AN:nTiE}:tF;?tsi?;e O | where Relevant Ts
Initial® No | Number? Code?j Codes| Date Dnz Passages or Relevant
ument b
Figures Appear
1
If you wish to add additional Foreign Patent Document citation information please click the Add button Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite L , \ :
Initiale* | No (book, magazine, journal, serial, symposium, cataloeg, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.
EFS Web 2.1.17

Charter Communications, Inc.
Exhibit 1006
Page #929



Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE 5 Namod invertor | Wnjong Riee
STATEMENT BY APPLICANT [ ——— |
{ Not for submission under 37 CFR 1.99)
Examiner Mame |
Attorney Docket Number [ 2014505413
1 Lang, F. et al., "A Proactive Approach to Avoid Performance Degradation of MPTCP, drafi-zuoc-mptcp-
Hegradation-00," 2017-10-30, URL: hiips:/tools. ielf org/himlfdraft-zuo-mplcp-degradation-00 (Spgs).
FPurkayastha, D. et al., "Considerations for MPTCP operation in 5G, draft-purkayastha-mplep-considerations-for-
2 hextgen-00," 2017-10-29, URL: hitps:fools.ietf org/htmUdraft-purkayastha-mpicp-considerations-for-nexigen-00
[7pgs).
3 Honaventure, O. et al, "O-RTT TCP Converter, draft-bonaventure-mptcp-converters-02. ™ 2017-10-30, URL: https:/f
fools. et org/himlfdraft-bonaventure-mpiep-converters-02 (32pgs).
4 Houcadair, M. el al., "RADIUS Extensions for Network-assisted Mullipath TCP (MPTCP), drafl-boucadair-mplep-
Fadius-05," 2017-10-08, URL: htips:itools ietf.org/imi/drafi-boucadair-mplep-radius-05 (11pgs).
5 Houcadair, M. et al., "DHCP Options for Network-Assisted Multipath TCP (MPTCP), drafi-boucadair-mpltcp-dhe-08,"
P017-10-08, URL: hitps:/tools ietf orgmimiidraft-boucadair-mptcp-dhe-08 (13pgs).
6 Duchene, F. el al., "Multipath TCP Load Balancing, drafl-duchene-mplcp-load-balancing-01," 2017-07-03, URL: hitps:i
fools. ietf org/hitmilfdraft-duchene-mplep-load-balancing-01 (12pgs).
7 Fu, Changqiao et al., A Message-Oriented Extension to Multipath Transmission Control Protocol (MPTCP), draft-xu-
mplecp-momp-04 bxt,” 2017-06-21, URL: hitps:/ftools ielf orghimlidraft-xu-mplep-momp-04 {14pgs).
8 Ku, Changgiao et al., "Multipath Transmission Control Protocol (MPTCP) Partial Reliability Extension, draft-xu-mplcp-
prmp-04. b, 2017-06-20, URL: hittps:/tools ietf.orgMitml‘draft-su-mplep-prmp-04 (12pgs).
g9 | eymann, M. et al., "Integration of Bonding Tunnels and MPTCP, drafl-zuo-banana-mplcp-integration-00.bd,” URL:
hitps:Mools ietf_org/itmifdraft-zuo-banana-mplcp-integration-00 (12pgs).
10 Dreibholz, T. et al., "MPTCP Experiences in the MorNet Testbed, drafl-dreibholz-mptcp-nomet-expenence-04 bd, "
P017-03-30, URL: hitps:/itools ietf. orgiml/draft-dreibhotz-mplcp-nomel-experience-04 (11pgs)
11 Houcadair, M. et al., "Extensions for Metwork-Assisted MPTCP Deployment Models, drafi-boucadair-mplcp-plain-
node-10," 2017-03-09, URL: hitpsMtools ietl_org/himlfdraft-boucadair-mplcp-plain-mode-10 (25pgs).
EFS Web 2.1.17

Charter Communications, Inc.
Exhibit 1006
Page #930



Application Number 14356581
Filing Date 2014-05-06
INFORMATION DISCLOSURE [ 5 Narmod inventor | Worjong Rnee
STATEMENT BY APPLICANT [ — |
{ Not for submission under 37 CFR 1.99)
Examiner Mame |
Attorney Docket Number [ 2014505413
12 Lu, Mingwei et al., "Delay-based Congestion Control for MPTCP, draft-xu-mpicp-congestion-control-05. b, ™
PO17-01-01, URL: hitps:/tools.ietf.org/iml/draft-xu-mplcp-congestion-control-05 (12pgs).
Boucadair, M. et al., “Network-Assisted MPTCP: Use Cases, Deployment Scenarios and Operational Considerations,
13 Hraft-nam-mptcp-deployment-considerations-01," 2016-12-07, URL: https:/tools ietf org/htmi/draft-nam-mpicp-
Heployment-considerations-01 (29pgs).
14 Boucadair, M., "Megotiating the Maximum Mumber of Multipath TCP (MPTCP) Subflows, draft-boucadair-mptop-max-
Eubflow-03," 2016-11-24, URL: hitps-Mools. ietf.org/himlfdraft-boucadair-mplep-max-subflow-03 (S5pgs).
15 Nouyen, K. et al,, “An Improvemnent of MPTCP Initialization, draft-kien-mptep-init-00," 2016-10-30, URL: htips:/itools,
jetl.org/hitmi/draft-kien-mptcp-init-00 (Spgs).
16 Bonaventure, O. et al., "Use Cases and Operational Experience with Multipath TCP, draft-ietf-mplcp-expenence-07 "
P016-10-27, URL: hitps:/itools ietf orghimilidraft-ietf-mplcp-expernence-07 (36pgs).
17 im, D., "Efficient Design for Secure Multipath TCP against Eavesdropper in Initial Handshake, draft-kim-mplcp-
mptep-00," 2016-10-24, URL: hitps:/ftools ietf arg/iml/draft-kim-mptcp-semplcp-00 (16pgs).
18 Diteanu, V. et al., "Layer 4 Loadbalancing for MPTCP, draft-olteanu-mptcp-loadbalance-00," 2016-07-08, URL: hitps.f
fools ietf org/himlfdraft-olteanu-mptep-loadbalance-00 (Tpgs).
19 [Duchene, F. et al., "Multipath TCP Address Advertisement, draft-duchene-mplcp-add-addr-00," 2016-07-08, URL:
hitps:/fiools ietl orgMitmlidrafit-duchene-mplcp-add-addr-00 (13pgs)
20 Peirens, B. et al., "Link bonding with fransparent Multipath TCP, draft-peirens-mpicp-transparent-00," 2016-07-05,
LIRL: hitps:ifools ietf.org/mtmidraft-peirens-mplep-transparent-00 (21pgs).
2 Barik, R. et al_, "A Linked Slow-Start Algorithm for MPTCP, draft-barik-mptep-lisa-01," 2016-06-27, URL: hitps:/fools.
jeti org/imlidraft-barik-mpicp-lisa-01 (8pgs).
29 Faasch, C. el al., "TLS Authentication for MPTCP, drafi-paasch-mplcp-tis-authentication-00," 2016-05-27, URL: hitps:/}
fools ietf orgfimlfdraft-paasch-mplep-tis-authentication-00 (Spgs).
EFS Web 2.1.17

Charter Communications, Inc.
Exhibit 1006
Page #931



Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE 5 Namod invertor | Wnjong Riee
STATEMENT BY APPLICANT [ ——— |

{ Not for submission under 37 CFR 1.99)

Examiner Name |
Attorney Docket Number IEUHE-DHUS

Paasch, C. et al., "Application Layer Authentication for MPTCP, drafi-paasch-mptcp-application-authentication-00,”

23 PO16-05-27, URL: hitps:itools ietf.orgMiml/draft-paasch-mplcp-application-authentication-00 (8pgs)

24 pvinter, R. et al., "Multipath TCP Support for Single-homed End-systems, draft-wr-mplcp-single-homed-07 "
P016-03-21, URL: htips:/itools ietf orgiml‘draft-wr-mplcp-single-homed-07 ( 8pgs).

25 WValid, A. et al., "Balanced Linked Adaptation Congestion Control Algonthm for MPTCP, draft-walid-mptcp-congestion-
Fontrol-04 .7 2016-01-23, URL: hitps:/tools.ietf orgmitml/draft-walid-mplep-congestion-control-04 {11pgs).

6 Duchene, F. el al., "Multipath TCP MIB, drafi-duchene-mplep-mib-00," 2015-10-19, URL: hitps:fools.ietf org/himlf

Hraft-duchene-mptep-mib-00 (10pgs).

Falanivelan, A. et al., "MPTCP Enhancement Opportunities, draft-palanivelanchetansenthil-mpicp-enhancements-00,"
27 |P015-10-17, URL: hitps:itools ietf orgmimiidraft-palanivelanchetansenthil-mptcp-enhancements-00 (8pgs).

Paasch, C. el al., "Making Multipath TCP robust for slateless webservers, drafl-paasch-mplep-syncookies-02,°

28 015-10-14, URL: htips:iftools ietf org/iml/draft-paasch-mplep-syncookies-02 (13pgs).

Paasch, C. et al., "Multipath TCP behind Layer-4 loadbalancers, draft-paasch-mpicp-loadbalancer-00," 2015-09-07,
LIRL : hitps:/ifools ietf orgMtmldrafi-paasch-mptep-loadbalancer-00 {8pgs).

30 Bonaventure, O, "Supporting long TCP options in Multipath TCP, drafi-bonaveniure-mplcp-long-options-00,"
015-07-06, URL: hiips:/itools ietf orgMmimiidrafi-bonaventure-mptcp-long-options-00 (20pgs).

Boucadair, M. et al., "Probing MPTCP Subflows, drafi-boucadair-mpicp-probe-subfiow-00." 2015-07-06, URL: hitps:if

3 jocls ietf org/imifdraft-boucadair-mpltcp-probe-subflow-00 (7pgs).
12 Bonaventure, O. et al., "Improving Multipath TCP Backup Subflows, drafi-bonaventure-mptcp-backup-00," 2015-07-06,
LIRL: hitps:/ifools. ietf.orgMimifdrafi-bonaveniure-mptcp-backup-00 (11pgs).
13 Bonaventure, O. ef al., "Mullipath TCP Address Advertisement, drafi-bonaveniure-mpicp-addr-00," 2015-07-06, URL:
hittps:Mools ietf_org/tmlfdraft-bonaventure-mplep-addr-00 (9pgs).
EFS Web 2.1.17

Charter Communications, Inc.
Exhibit 1006
Page #932



Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE 5 Namod invertor | Wnjong Riee
STATEMENT BY APPLICANT [ ——— |

{ Not for submission under 37 CFR 1.99)

Examiner Name |
Attorney Docket Number IEUHE-DHUS

Houcadair, M. et al., "An MPTCP Profile for MAT- and Firewall-Free Networks: Network-Assisted MPTCP
K Deployments, draft-boucadair-mptep-natfwiree-profile-00," 2015-07-03, URL: hitps:/tools ietf org/himi/draft-boucadair-
mplcp-natfefree-profile-00 (11pgs).

Bonaventure, O. et al., "Multipath TCP timestamp option, draft-bonaventure-mplep-timestamp-01,° 2015-07-02, URL:

35 | Kitps:inools jetf orgimiidraft-bonaventure-mplcp-timestamp-01 (6pgs).

Wei, X et al, "MPTCP proxy mechanisms, drafi-wei-mplcp-proxy-mechanism-02." 2015-07-01, URL: hitps /iftools. ieff.
pbrg/himlidraft-wei-mplcp-proxy-mechanism-02 {11pgs).

Palanivelan, A. et al.. "MPTCP Implementation (Challenges) Usecases, drafi-palanivelanchetan-mpicp-challenges-
ar lsecases-00," 2015-06-29, URL: hitps:/itools.ietf arg/imi/draft-palanivelanchetan-mplcp-challenges-usecases-(0
[5pgs).

Boucadair, M. et al., "Negotiating the Maximum Number of MPTCP Subflows, drafl-boucadair-mplcp-extensions-00,"

38 P015-06-16, URL: hitps:/ftools ietf orgfhitmil/draft-boucadair-mptcp-extensions-00 (5pgs).

19 Bonaventure, O, et al., "Experimental Multipath TCP option, draft-bonaventure-mplep-exp-option-00." 2015-06-16,
LIRL: hitps:/iftools ietf.orgMimiidrafi-bonaveniure-mptep-exp-option-00 (Bpgs).

40 Krupakaran, Kesava et al., "Oplimized Multipath TGP subflows using Traceflow, draft-aravind-mptcp-optimized-
EBubflows-00," 2015-04-07, URL: hitps:/Mools ielf orghitmlidraft-aravind-mplcp-optimized-subflows-00 (10pgs).

41 Ragnulo, M. et al., "Analysis of MPTCP residual threals and possible fixes, draft-ietf-mptcp-attacks-04," 2015-03-27,
LIRL: hitps:/flools ietf orgMtmiidrafi-ietf-mpicp-attacks-04 (18pgs)

47 Houcadair, M. et al., "An Extension to MPTCP for Symmelrical Sub-Flow Management, drafl-boucadair-mplep-
Eymmetric-02." 2015-03-09, URL: hitps:iftools ietf org/mimifdraft-boucadair-mplep-symmetric-02 (Tpgs).

43 Boucadair, M. et al., "MPTCF Connectivity Checks, draft-boucadair-mplcp-connectivity-checks-00," 2015-03-04, URL:
hitps:ifiools. ietf.org/imlidrafi-boucadair-mpicp-connectivity-checks-00 (Spgs).

44 | opez, E. et al., "Multipath TCP Middlebox Behavior, draft-lopez-mptcp-middlebox-00." 2014-11-11, URL: hitps:iftools.
Jeti_org/itmifdraft-lopez-mptep-middiebox-00 (Bpgs).

EFS Web 2.1.17

Charter Communications, Inc.
Exhibit 1006
Page #933



Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE 5 Namod invertor | Wnjong Riee
STATEMENT BY APPLICANT [ ——— |

{ Not for submission under 37 CFR 1.99)

Examiner Name |
Attorney Docket Number IEUHE-DHUS

45 Bonaventure, O. el al., "MPTLS : Making TLS and Mullipath TCP stronger together, draft-bonaventure-mptep-is-00."
P014-10-27, URL: hitps:/tools ietf.orgMmiml/draft-bonaventure-mptep-tis-00 (21pgs).

46 Deng, L. et al,, "Use-cases and Requirements for MPTCP Praxy in ISP Networks, draft-deng-mplep-proxy-01,”
014-10-24, URL: hiips:/itools ietf orgfimifdraft-deng-mplep-proxy-01 (18pgs).

47 Khalili, Ramin et al., "Opporfunistic Linked-Increases Congestion Control Algorithm for MPTCP, draft-khalili-mptop-
Fongestion-control-05," 2014-07-04, URL: https:/Mools. ietf_org/html'drafi-khalii-mplcp-congestion-control-05 {11pgs).

48 [halili, Ramin et al., "Performance lssues with MPTCR, drafi-khalili-mptcp-performance-issues-06," 2014-07-04, URL:
hittps:Mools. ietf.org/imblidraf-khalili-mptcp-performance-issues-06 (17pgs).

49 RHonaventure, O. et al., "Processing of RST segments by Multipath TCP, draft-bonaventure-mptcp-rst-00," 2014-07-03,
LIRL: hitps:/iftools. ietf org/Mtmldrafi-bonaventure-mptcp-rst-00 (12pgs).

50 Honaventure, O, et al., "Experience with Multipath TCP, draft-bonaventure-mplcp-expenence-00," 2014-07-01, URL:
hittps:Mools. ietl.org/Mitmlidraft-bonaventure-mplcp-experience-00 (19pgs).

If you wish to add additional non-patent literature document citation information please click the Add button| Add I

EXAMINER SIGNATURE

Examiner Signature Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents al www USPTO,. GOV or MPEP 501.04. ? Enter office thal issued the documenl, by the two-letter code (WIPDO

Standard ST.3). ? For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible, ® Applicant is to place a check mark here if
English language translation is attached,

EFS Web 2.1.17

Charter Communications, Inc.
Exhibit 1006
Page #934



Application Number 14356581

Filing Date 2014-05-06
INFORMATION DISCLOSURE 5 Namod invertor | Wnjong Riee
STATEMENT BY APPLICANT [ ——— |

{ Not for submission under 37 CFR 1.99)

Examiner Name |
Attorney Docket Number IEUHE-D&!US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inguiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Michael North/ Date (YYYY-MM-DD) 2018-10-05

Name/Print Michael Morth Registration Number Imee:a

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This cecllection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autherity for the collection of this information is 35 U.S.C. 2(b)(2); {2) furnishing of the information sclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
{5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence fo a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

B. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
Mational Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency’s responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C, 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of law or regulation.
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Inventor(s)  : Wonjong Rhee Confirmation No.: 4319

Appl. No. 1 14/356,581

Filing Date  :  2014-05-06

Title : METHOD, APPARATUS, AND SYSTEM FOR OPTIMIZING
PERFORMANCE OF A COMMUNICATION UNIT BY A REMOTE
SERVER

Art Unil T 2440

Examiner : Boris D, Grualvalobos

Docket No. @ 20145-054US

CERTIFICATE OF MAILING (37 CFR $1.8)
I hereby certifv, pursuant to 37 CIFR 1.8, that this correspondence is being electronically transmitted via EFS-Web
addressed o Commissioner for Patents, PO, Box 1450, Alexandria, VA 22313-1450, on the date shown below:

Date: 2018-10-05 By: INita Miller/
Nita Miller

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria. VA 22313-1450

SIR or MADAM:

Filed herewith, in accordance with the provisions of 37 CFR §§ 1.56 and 1.97-1.98, listing
various references for consideration by the Examiner, is an Information Disclosure Statement
(“IDS™).

The filing of this IDS shall not be construed as a representalion that a search has been
made. or regarding the completeness of the list of references, or that no other material information
exists. Furthermore, the filing of this IDS shall not be construed as a representation that inclusion
of a reference in this list is an admission that it is prior art or is pertinent to this application, or as
an admission that the information listed is, or may be considered to be, material to the patentability
ol the above relerenced application. The [iling ol this IDS shall not be construed in any manner as

an admission against interest,

This TDS is being filed:
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within three months of the filing date of a national application, other than a
continued prosccution application under § 1.53(d);

within three months of the date of entry of the national stage as set forth in § 1.491
in an international application;

before the mailing of a first Office Action on the merits;

before the mailing of a first Office Action after the filing of a request for continued
examination under § 1.114;

X OO 0O O

afier three months of the filing date or entry into the national stage or after the
mailing ol a Orst Office action on the merits. but before the mailing date of any
final action under § 1.113, a notice of allowance under §1.311, or an action that
otherwise closes prosecution in the application;

AND
E enclosed herein is the fee set forth in 37 CFR § 1.17(p);
OR
] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was [irst cited in a communication lrom
a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
information disclosure statement;

OR

[] That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application.
and. to the knowledge of the person signing this certification
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56{c) more than
three months prior to the filing of this information disclosure
statement.

] on or before the payment of the issue fee but after the mailing of a final action under
4 1.113, a notice of allowance under $1.311. or an action that otherwise closes
prosecution in the application;

AND

|:| enclosed herein is the fee set forth in 37 CFR § 1.17(p):
AND

[] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was first cited in a communication from
a foreign patent office in a counterpart foreign application
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not more than three months prior to the filing of this
information disclosure statement;
OR

[J  That no item of information contained in this information
disclosure statement was cited in a communication from a
foreign patent office in a counterpart forcign application,
and. to the knowledge ol the person signing this certilication
after making reasonable inguiry, no item of information
contained in the information disclosure statement was
known to any individual designated in § 1.56(c) more than
three months prior to the filing of this information disclosure
statement.

Applicant submits that the enclosed Infommation Disclosure Statement is timely;
therefore, no Fee is required.

Except as provided for under 37 CFR § 1.98(a)(2). Applicant has enclosed a copy
of each listed reference.

The above referenced application relies upon Application No.
filed . for an earlier effective filing date under 35 U.S.C. IE{}
Although, pursuant to T." CFR & 1.98(d), the references submitied herein are not
required to be submitted for the Examiner to consider them., Applicant submits the
relerences herein so that the information will be printed on the patent issuing (rom
this application.

Pursuant 1o 37 CFR § 1.704(d), Applicani certifies that each of the references cited
herein were first cited in a communication from a foreign patent office in a
counterpart application and that this communication was not received by any
individual designated in 37 CFR § 1.56(c) more than thirty days prior to the filing
of this Information Disclosure Statement.

Consideration of the listed references and favorable action are requested. Il any additional

due in connection with the filing of this Information Disclosure Statement, the

Commissioner is hereby authorized to charge such fees to Deposit Account 50-2776.

Date:

Respectiully submitted,

2018-10-05 By:___ /Michacl V. North/

Michael V. Norih
Reg. No. 46963

Customer No,

146571
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information disclosure statement. See 37 CFR 1.97(e)(1).
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require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
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5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
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purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
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enforcement agency, if the USPTO becomes aware of a viclation or potential violation of law or regulation.
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addressed o Commissioner for Patents, PO, Box 1450, Alexandria, VA 22313-1450, on the date shown below:

Date: 2018-10-05 By: INita Miller/
Nita Miller

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 1450
Alexandria. VA 22313-1450
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Filed herewith, in accordance with the provisions of 37 CFR §§ 1.56 and 1.97-1.98, listing
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(“IDS™).

The filing of this IDS shall not be construed as a representalion that a search has been
made. or regarding the completeness of the list of references, or that no other material information
exists. Furthermore, the filing of this IDS shall not be construed as a representation that inclusion
of a reference in this list is an admission that it is prior art or is pertinent to this application, or as
an admission that the information listed is, or may be considered to be, material to the patentability
ol the above relerenced application. The [iling ol this IDS shall not be construed in any manner as
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within three months of the filing date of a national application, other than a
continued prosccution application under § 1.53(d);

within three months of the date of entry of the national stage as set forth in § 1.491
in an international application;

before the mailing of a first Office Action on the merits;

before the mailing of a first Office Action after the filing of a request for continued
examination under § 1.114;
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final action under § 1.113, a notice of allowance under §1.311, or an action that
otherwise closes prosecution in the application;
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E enclosed herein is the fee set forth in 37 CFR § 1.17(p);
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] Applicant certifies pursuant to 37 CFR § 1.97(e):

[]  That each item of information contained in the information
disclosure statement was [irst cited in a communication lrom
a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
information disclosure statement;

OR
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foreign patent office in a counterpart foreign application.
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contained in the information disclosure statement was
known to any individual designated in § 1.56{c) more than
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