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1. 

METHOD AND SYSTEM FOR ACCESSING 
MEDIA CONTENT VIA THE INTERNET 

BACKGROUND 

1. Field of the Invention 
The present invention relates generally to systems and 

methodologies for accessing media content such as television 
and radio programming via the Internet and more particularly 
to a centralized system and methodology for processing Such 
media content in connection with a variety of external 
devices. 

2. Background of the Invention 
A digital video recorder (DVR) is a device that records 

Video to a digital storage medium Such as a hard disk, DVD, 
or CD. The term DVR may be used to describe a device such 
as a Personal Video Recorder (PVR) or a closed circuit tele 
vision (CCTV) DVR. It may also be used to reference a 
function in a device Such as a digital video camera that has a 
DVR function built into it. 

Television (TV) and video are terms that are sometimes 
used interchangeably, but in their narrow definitions are dif 
ferent. Video is the visual portion of television where as 
television is video and audio modulated onto (combined 
with) a carrier frequency (television channel), so that it may 
be transported either wirelessly or over cables with many 
other frequencies (channels). 
Consumer DVRs such as those offered by TiVoTM and 

ReplayTVTM provide a multimedia time warping system that 
gives users the ability to simultaneously record and play back 
TV broadcast programs. Such DVRs also allow consumers to 
pause, rewind, and play live TV in slow motion. DVR func 
tionality is described in, for example, U.S. Pat. No. 6,233,389 
assigned to TiVo, Inc. There are a number of technology 
trends in force today that are continuing to expand the func 
tionality of DVRs. 

For example, one such trend is the ability to record data 
onto a recordable DVD or CD. A digital video recorder sys 
tem with an integrated DVD recording device that gives users 
the ability to record TV broadcast programs to a DVD and 
playback that content is specified in U.S. patent application 
Ser. No. 10/418,646 filed on Apr. 18, 2003. 

Another trend is the ability to access media assets stored in 
a digital video recorder via the Internet. A method and system 
for accessing stored media assets in a digital recorder via the 
Internet using E. 164 telephone numbers, Uniform Resource 
Identifiers (URIs), and other address schemes is specified in 
co-pending U.S. patent application Ser. No. 1 1/205,639 filed 
by the Applicant. 

Consumers generally personalize their home television 
and radio programming to their own preferences. First, con 
Sumers generally choose providers that offer programming 
that matches their interests. In addition, consumers some 
times have the option of choosing specific content packages 
that meet their needs. For example, cable and satellite TV 
providers offer consumers a choice of packages, which 
include different channels and access to premium program 
ming (e.g., sports broadcasts, movies, international content, 
etc.). However, as a general matter, to applicant's knowledge, 
there exists no system whereby consumers can easily and 
remotely access all their personalized, home-based television 
and radio programming on any Internet-enabled media 
device. 
Two technology trends make the access of live media Such 

as television and radio programming via the Internet feasible. 
First, the proliferation of broadband network access allows 
for the streaming of high-quality digital media across the 
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Internet. Second, the proliferation of media devices that are 
able to connect to the Internet and process a variety of digital 
content makes this possible. Media devices include for 
example, cellular phones, personal digital assistants (PDAs), 
Video players, music players, game players, digital video 
recorders (DVRs), network televisions, personal computers, 
etc. The miniaturization of such devices along with the ability 
to connect to wireless and wireline networks gives consumers 
the ability to access their home-based television and radio 
programming from virtually anywhere inaccordance with the 
present invention. 
As a result of the increasing availability of broadband 

Internet access, telecommunications providers are offering 
Internet Protocol (IP)-based voice and video services. Many 
service provider networks utilize the Session Initiation Pro 
tocol (SIP) to enable VOIP and other multimedia services. A 
SIP-compliant analog telephone adaptor (ATA) is generally 
deployed on residential and business broadband networks to 
facilitate the origination and termination of Voice over Inter 
net Protocol (VOIP) calls. 

It would be advantageous to provide a digital media 
recorder system that is capable of simultaneously receiving 
multiple signal inputs, processing these signals, storing digi 
tal programming content, and making stored and live pro 
gramming content available locally through a media device 
connected to the unit or remotely via the Internet. It would 
also be desirable for this system to be capable of receiving and 
processing multiple signal inputs from Such sources as satel 
lite television receivers, cable television receivers, CCTV 
networks, TV antennas (e.g., UHF and VHF), radio receivers 
(e.g., AM, FM, Shortwave, Longwave, HD, weatherband, and 
Digital Audio Broadcasting), satellite radio receivers (e.g., 
Digital Audio Radio Services), video cameras, Internet, etc. 

It would be another advantage to provide a digital media 
recorder that provides multimedia time warping functionality 
that can be controlled locally while in proximity to the digital 
recorder or remotely while accessing live media content over 
a data network Such as a local area network (LAN), wide area 
network (WAN), or the Internet. 

It would be a further advantage to provide a digital media 
recorder device with an integrated ATA that allows for call 
termination? origination. Having a single set-top box that pro 
vides VOIP and DVR functionality would simplify residen 
tial networks, as fewer devices would need to be configured 
and installed. It would be a further advantage to provide a 
set-top box that allows voice mail and video mail to be 
accessed via a television or remotely through any Internet 
connected media device. 

It would be a further advantage to provide remote access to 
the digital media recorder device via the Internet using a 
unified address Scheme Such as the E. 164 numbering system 
or system of URIs that would also be used to terminate and 
originate VOIP calls to/from the device. 

It would be a further advantage to provide a digital media 
recorder device with an integrated radio frequency identifi 
cation (RFID) module for facilitating secure electronic pay 
ment via the Internet, user authentication, the rapid setup of 
wireless communication with electronic devices, and other 
applications. 

SUMMARY OF THE INVENTION 

It is therefore a primary object of the present invention to 
provide a system and methodology which improves upon 
prior art systems and methodologies and their related draw 
backs as described above. 

Page 10 of 27



US 7,624,417 B2 
3 

The invention comprises a system including a network 
based set-top box with an integrated digital media recorder, 
DVD unit, and analog telephone adapter (ATA). In addition, 
in one embodiment, the invention integrates a radio frequency 
identification (RFID) module for facilitating electronic pay 
ments via the Internet, user authentication, the rapid setup of 
wireless communication with electronic devices, and other 
applications. 

It is an object of the present invention to provide a set-top 
box to receive and process a plurality of signal sources and 
make programming available locally through connected 
devices or via a data network such as a LAN, WAN, or the 
Internet. The system also integrates a multimedia storage 
system that allows programming content to be digitally 
stored. The system also preferably provides a multimedia 
time warping system. The system utilizes the integrated digi 
tal storage system and operating Software to allow users to 
view a broadcast program (e.g., television, radio, etc.) with 
the option of instantly reviewing previous segments within 
the program. The invention makes the units multimedia time 
warping capabilities locally and remotely controllable over a 
network, allowing a user to reverse, fast forward, play, pause, 
index, fast/slow reverse play, and fast/slow play live media 
(e.g., television, radio, audio, video, etc.). In addition, the 
invention allows the user to store selected media program 
ming while the user is simultaneously watching or reviewing 
another program. The system also allows stored media assets 
to be accessed locally via a media device connected to the unit 
or remotely via the Internet. 

It is another object of the present invention to provide a 
system and methodology to receive and concurrently process 
a plurality of signal inputs, while allowing for the simulta 
neous recording of multiple live programs from any input, 
and also allowing multiple media devices locally and 
remotely to access live or recorded content at the same time. 

It is another object of the present invention to provide a 
system and method through which users can rapidly initiate 
connectivity from a multiplicity of wireless and wireline 
devices with the set-top box via the Internet using an easy to 
use address Scheme Such as the E. 164 numbering system and 
system of URIs. 

It is another object of the present invention to provide for 
the convenient, efficient, and secure access via the Internet to 
a set-top box such that only those authorized to connect to the 
set-top box may do so and only to the extent of their autho 
rization. 

According to the teachings of the invention, stored content 
and live programming processed by the set-top box can be 
accessed via wireless or wireline networks using a wide vari 
ety of electronic devices. Connectivity with the set-top box 
via the Internet is obtained through the use of a novel system 
and methodology employing the Domain Name System and 
existing SIP-based infrastructure of service providers. 

These and other advantages and features of the present 
invention are described herein with specificity So as to make 
the present invention understandable to one of ordinary skill 
in the art. Other aspects and advantages of the invention will 
become apparent from the following detailed description in 
combination with the accompanying drawings, illustrating by 
way of example, the principals of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example, and 
not by way of limitation, in the figures of the accompanying 
drawings and in which like reference numerals refer to similar 
elements and in which: 
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4 
FIG. 1 is a reference diagram of the architecture of the 

set-top box components of the present invention, in accor 
dance with one embodiment thereof; 

FIG. 2 is a block Schematic diagram depicting key compo 
nents of the set-top box involved in the processing of multiple 
input signals and the output of processed signals to a multi 
plicity of media devices: 

FIG. 3 is a functional network diagram depicting a set-top 
box with multiple signal inputs transmitting processed sig 
nals to multiple media devices locally and via the Internet in 
accordance with one embodiment of the present invention; 

FIG. 4 is a representation of an exemplary hardware inter 
face for a media device or its remote control according to a 
preferred embodiment of the present invention; 

FIG. 5 is a flowchart illustrating the steps in the process of 
a media device accessing live programming processed by the 
set-top box via the Internet according to a preferred embodi 
ment of the present invention; 

FIG. 6 is an illustration of an exemplary user interface 
screen depicting options for live media Sources that can be 
selected in order to further select specific programming for 
transmission to a connected media device, according to a 
preferred embodiment of the present invention; and 

FIG. 7 is an illustration of an exemplary user interface 
screen depicting options for media types that can be selected 
in order to further select specific content for transmission to a 
connected media device, according to an alternative embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention related to systems and methodolo 
gies for accessing media content via the Internet are now 
described in specific terms sufficient to teach one of skill in 
the practice the invention herein. In the description that fol 
lows, numerous specific details are set forth by way of 
example for the purposes of explanation and in furtherance of 
teaching one of skill in the art to practice the invention. It will, 
however, be understood that the invention is not limited to the 
specific embodiments disclosed and discussed herein and that 
the invention can be practiced without such specific details 
and/or substitutes therefor. The present invention is limited 
only by the appended claims and may include various other 
embodiments which are not particularly described herein but 
which remain within the scope and spirit of the present inven 
tion. 

A general discussion of the present invention is now pro 
vided and is thereafter followed by a detailed description of 
each of the components and functions of the invention 
according to specific preferred embodiments. 
The invention includes, as primary component, a network 

enabled set-top box with an integrated hard drive (for digital 
media recording, playback, and time warping). The invention 
may also include other components such as a high-speed 
DVD/CD recorder (for digital media recording and play 
back), an analog telephone adapter (for the termination and 
origination of VOIP calls), a transceiver/tuner (for receiving 
and transmitting a plurality of wireless and wireline signal 
types), and a radio frequency identification (RFID) module 
(for facilitating electronic payments via the Internet, user 
authentication, the rapid setup of wireless communication 
with electronic devices, and other applications). The set-top 
box integrates a variety of wireless and wireline interfaces, 
expansion slots, and audio/video input and output connectors. 
The set-top box is capable of receiving, processing, storing, 
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and transmitting a variety of media types including television, 
audio, video, images, presentations, animation, and Internet 
COntent. 

FIG. 1 is a reference diagram of the architecture of the 
set-top box 100, in accordance with one embodiment of the 
present invention. The set-top box 100 includes a casing that 
encloses various internal electrical components (including 
integrated circuit chips and other circuitry) that provide com 
puting operations for the set-top box 100. In addition, the 
casing may also define the exterior shape, form, and color of 
the set-top box. 

The core of the set-top box 100 is a system-on-chip media 
processor 101 containing a CPU 102 with multiple cores. In 
another embodiment, the system-on-chip 101 may contain 
multiple CPUs in a series of symmetrical processing Sub 
systems. The CPU 102 is configured to execute instructions 
and to carry out various operations. In most instances, the 
CPU 102 executes instructions under the control of the units 
operating system or installed software. The CPU 102 runs a 
real-time operating system enabling efficient and predictable 
response to real-time events. 

The set-top box 100 preferably integrates NOR/NAND 
Flash Memory 117 and a SD Card Slot 113 which interface 
with the system-on-chip 101 and CPU 102 via a PCI/XIO 
interface. The SD Card Slot 113 allows for the insertion of a 
SD (Secure Digital) Memory Card commonly used for stor 
ing digital content in cameras, cellphones, music players, and 
other electronic devices. Users can insert a SD Memory Card 
into the SD Card Slot 113, and view/listen to digitally 
encoded videos, photos, music, or other media content 
through a media device directly connected to the set-top box 
100 or accessible to it over a network. 

The set-top box 100 preferably utilizes fast DDR SDRAM 
121. The DDR SDRAM 121 and Flash Memory module 117 
support the storage of the set-top box's BIOS and operating 
system (OS) during operation of the unit 100. Other memory 
technologies and allocations of data to Such classes of 
memory may alternatively be used while still remaining 
within the scope of the present invention. 

The set-top box 100 is capable of receiving and processing 
multiple signal inputs from Sources such as satellite television 
receivers, cable television receivers, CCTV networks, UHF/ 
VHF TV antennas, AM/FM/Shortwave/Longwave/HD/ 
weatherband/DAB radio receivers, satellite radio receivers 
(e.g., XMTM and SiriusTM), video cameras, Internet, etc. The 
set-top box 100 supports a plurality of video input/output 
standards including parallel/serial TS, component, CVBS, 
S-Video (Super-Video), ITU656, and HDMI (High-Defini 
tion Multimedia Interface). The set-top box 100 supports a 
plurality of audio input/output standards including SPDIF 
(Sony/Philips Digital Interface) for transmission of digital 
audio informats such as Dolby Digital, DTS, AC3, etc. Input 
and output connectors for analog audio are also included. The 
set-top box may provide for multiple connectors of each type. 
The invention could also support other current and future 
audio and video input/output standards without being outside 
the spirit and scope of the present invention. 

The set-top box 100 supports National Television Stan 
dards Committee (NTSC), Systeme Electronique pour 
Couleur avec Mémoire (SECAM), Phase Alternating Line 
(PAL), and digital standards such as Digital Satellite System 
(DSS), Digital Broadcast Services (DBS), and Advanced 
Television Standards Committee (ATSC). The set-top box 
100 may support other current and future television input 
standards without being outside the spirit and scope of the 
present invention. 
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6 
Analog video signals enter the unit via component, CVBS, 

or S-Video inputs and are decoded by the NTSC/PAL/SE 
CAM TV Video Decoder Module 104. Input audio streams 
are simultaneously decoded by the Audio Decoder Module 
106. The decoded video and audio streams are encoded to 
MPEG by an on-board audio/video processor 103. The 
MPEG stream is directed to the hard disk 115 via a PCI/XIO 
interface, and simultaneously passed to the TV Video 
Decoder/Encoder 126 and Audio Decoder/Encoder 124 for 
output to a television that is connected to the set-top box 100 
via an audio line and component, CVBS, or S-Video outputs 
for live viewing if desired. The TV Video Decoder/Encoder 
126 performs MPEG decoding and NTSC/PAL/SECAM 
encoding. When the hard disk 115 is selected for output, 
program material flows from the hard disk 115 through the 
PCI/XIO interface to the Audio/Video Processor 103 and on 
to the TV Video Decoder/Encoder 126 and Audio Decoder/ 
Encoder 124 for output to a television. 
The set-top box 100 accepts digital video input via univer 

sal parallel/serial interface, ITU656, or HDMI. The unit has 
corresponding digital outputs. An HDMI input controller 105 
Supports the processing of uncompressed digital audio and 
Video between the source and the system-on-chip media pro 
cessor 101. An HDMI output controller 125 similarly controls 
the processing of digital audio and video transmitted from the 
system-on-chip media processor 101 for output to a media 
device (e.g., HDTV) connected to the set-top box 100. 
The set-top box 100 may include a remote control 140 or 

wireless keyboard which allows a user to control the set-top 
box 100 from a distance via infrared (IR). As an example, 
when a button is pressed on the remote control 140, the 
remote's LED sends a special code assigned to that key as a 
beam of infrared light pulses. An infrared (IR) controller 139 
functions as a receiver for infrared signals and converts the 
signals to electrical impulses which can be used by the CPU 
102 to initiate specific commands or operations within the 
set-top box. 
An infrared (IR) control cable and emitter (sometimes 

referred to as an “IR blaster') 141 may also attach to the 
infrared controller 139, allowing the set-top box 100 to send 
signals to a cable receiver, satellite receiver, or other elec 
tronic device with an integrated IR receiver. As an example, 
infrared signals emitted by the IR blaster 141 can allow the 
set-top box 100 to change channels on the receiver/tuner to 
which its IR blaster 141 is attached. The remote control unit 
140 may alternatively communicate with the set-top box 100 
using Bluetooth or another wireless standard. 
The set-top box 100 also has an integrated multi-purpose 

transceiver and digital tuner unit 118 that eliminates the need 
for separate set-top boxes for processing broadcast signals 
such as satellite television, cable television, satellite radio, 
terrestrial radio, etc. The transceiver/tuner unit 118 allows a 
cable/satellite line to be directly connected to the set-top box 
100. The transceiver/tuner unit 118 and its integrated RF 
antenna allow for the reception and local broadcast of televi 
sion and radio signals. The transceiver/tuner and antenna 
support UHF/VHF television signaling and AM, FM, Short 
wave, Longwave, HD, weatherband, and DAB radio signal 
ing. The transceiver/tuner unit 118 also supports satellite 
based Digital Audio Radio Services (DARS) allowing the 
set-top box 100 to receive programming in the “S” band (2.3 
GHz) spectrum used by companies such as XM and Sirius. 
A CableCARDTM slot 119 is integrated in the set-top box 

100 and interfaces directly with the transceiver/tuner unit 
118. The CableCARD slot 119 allows for a PCMCIA Type II 
form factor card to be inserted which decrypts input media 
streams and enables digital video programming and other 
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services. The insertion of a functional CableCARD in the slot 
119 eliminates the need for a separate receiver unit from a 
cable provider, and allows for the direct connection of a cable 
line to the set-top box 100. The CableCARD specification 
was established by Cable Television Laboratories, Inc. 
(CableLabsTM). 
A generic card slot 120 is also represented in FIG. 1 which 

can be used to provide similar decryption, decoding, Sub 
scriber management, and network features for satellite tele 
vision, satellite radio, or other broadcast sources, thereby 
eliminating the need for even further receiver devices. 
The set-top box 100 also allows for wireline and wireless 

interface to LANs and external devices connected there 
through. Various TCP/IP-capable network protocols, such as 
wired Ethernet, wireless 802.11a/b/g, powerline, or other 
physical layers can be supported. The set-top box 100 has an 
integrated 802.11a/b/g controller 109 and Bluetooth control 
ler 110 for wireless connectivity. The set-top box 100 also has 
a 1394 controller 111 and a high-speed Universal Serial Bus 
(USB) controller 112 for wireline connectivity with external 
devices. These wireless and wireline controllers communi 
cate with the system-on-chip processor 101 via a PCI/XIO 
interface. The set-top box additionally integrates a 10/100/ 
1000 Mbps Ethernet controller 129 and auto-sensing RJ-45 
port 130 for wide area network (WAN) connectivity to a 
service provider network. Also included is a 10/100/1000 
Mbps Ethernet controller 131 and auto-sensing RJ-45 port 
132 for local area network (LAN) connectivity. Additional 
wireless and wireline interface standards may be supported 
by the set-top box 100 while remaining within the spirit and 
scope of the present invention. The set-top box 100 may 
employ any of these wireless and wireline interfaces to 
receive or transmit television, audio, video, and other data. 

In addition to the above, the set-top box 100 allows for the 
origination and termination of VOIP calls using standard 
analog telephones. The set-top box allows for the connection 
of an analog telephone 135 or other analog telephony device 
to an integrated RJ-11 port 134. A single low-voltage CMOS 
integrated circuit 133 provides the interface between the 
RJ-11 port 134 and the system-on-chip media processor 101. 
The CMOS integrated circuit 133 integrates a subscriber line 
interface circuit (SLIC), codec and battery generation func 
tionality. Software configurable features of the unit 133 
include 5 REN internal ringing up to 90 VPK. DTMF gen 
eration and decoding, and a comprehensive set of telephony 
signaling capabilities for global operation with only one hard 
ware solution. The CMOS integrated circuit 133 continu 
ously adapts battery output Voltage to minimize power for all 
operating modes and line conditions. 
The set-top box embodied in FIG. 1 features a second 

RJ-11 port 137 which allows an additional analog telephone 
138 or other device to be connected to the unit 100. An 
additional low-voltage CMOS integrated circuit 136 with 
SLIC, codec and battery generation functionality provides the 
interface between the RJ-11 port 137 and system-on-chip 
media processor 101. 

Each RJ-11 port could be associated with separate E. 164 
telephone numbers. An alternate embodiment of the set-top 
box 100 may provide for more RJ-11 ports, allowing addi 
tional analog telephones, fax machines, or other devices to be 
connected and used for communication via an Internet Pro 
tocol network. 

A universal PCMCIA card slot 122 provides support for 
future expansion applications. The slot allows for the inser 
tion of a PCMCIA card, which may provide the unit with 
added capabilities. 
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8 
The set-top box 100 supports the Universal Plug and Play 

(UPnPTM) standards, adheres to the Intel Networked Media 
Product Requirements (NMPR) specifications, and is 
designed to DLNA guidelines. 
One alternate technology similar to UPnPTM that could also 

be supported is Bonjour (formerly known as Rendezvous). 
Bonjour, developed by Apple Computer, Inc. (Cupertino, 
Calif.), enables automatic discovery of computers, devices, 
and services on IP networks. Bonjour uses industry standard 
IP protocols to allow devices to automatically find each other 
without the need to enter IP addresses or configure DNS 
servers. Bonjour is an “open’ protocol that Apple has submit 
ted to the IETF as part of the ongoing standards-creation 
process. Other standards that may also be Supported include 
JINI from Sun Microsystems, Inc. and IETF’s Zeroconf. 
The operating system supports the core functionality of the 

digital set-top box 100 such as the ability to simultaneously 
process multiple signal inputs, store media on a DVD and 
playback that media, digital media recording and playback 
using the integrated hard disk, media time warping capabili 
ties, voice and video over IP functionality, the ability to con 
trol the simultaneous output of multiple processed media 
streams to attached devices and network connected devices, 
and various RFID applications (virtual connector, electronic 
payment, authentication, etc.). 
The operating system additionally allows the set-top box to 

function as a digital answering machine that allows for cus 
tomized Voice mail and video mail greetings. When calls are 
unanswered by the user, Voice mail and video mail messages 
can be digitally stored on the hard disk 115 integrated in the 
set-top box 100. A user can be alerted to stored messages with 
a flashing light emitting diode (LED) on the front panel of the 
set-top box 100, a beeping tone emitted by the set-top box 
100, and/or a unique dial-tone heard when a telephone con 
nected to the set-top box 100 is engaged. The user may also be 
alerted to waiting messages when a television connected to 
the set-top box 100 is turned on. A message notifying the user 
of the waiting messages will overlay the programming being 
viewed. A single button on the set-top box’s remote control 
allows the user to listen to or view voice mail and video mail 
via a connected television unit. 
The operating system allows the establishment of user 

profiles in the system with a variety of possible user authen 
tication modes (e.g., usernames, passwords, PINs, biomet 
rics, RFID, etc.). Users can securely access their profile in the 
system using the access methods described to set individual 
recording schedules, access stored media assets, access per 
Sonal preferences, and other functions. These access methods 
are designed to be used while in proximity to the set-top box 
or remotely via a data network such as the Internet. The 
set-top box may come with multiple RFID tags which can be 
registered by the device and associated with user profiles. 
Alternatively, the set-top box may allow for the registration of 
RFID tags contained within other types of devices that a user 
may carry (e.g., cellular phones, PDAs, music players, credit 
cards, identification cards, etc.) which could also provide 
user's with access to their profile within the system. The 
operating system further provides parental control features 
allowing, for example, certain media programming to be 
restricted for specified users. 
The operating system additionally provides functionality 

Such as video-on-demand, e-mail access, web access, instant 
messaging/chat, Internet downloads, and other features 
offered by media devices such as the MSN TV 2 Internet & 
Media Player. The operating system incorporates various 
digital rights management (DRM) technologies and stan 
dards. The set-top box 100 can perform other functions 
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through application Software which can be downloaded via 
the Internet, installed, and run on the unit. 

The operating system Supports a plurality of video, audio, 
and image standards such as MPEG-1, MPEG-2, MPEG-3, 
MPEG-4 (SP, ASP), MPEG-7, MPEG-21, DV, DivX-3/4/5, 
AVC/H.264, WMV9, H.323, Dolby Pro Logic, Dolby Digital 
(AC-3), MP2, MP3, L2, AAC, WMA9, JPEG, GIF, BMP, and 
PNG. The set-top box 100 is capable of performing encoding 
and decoding between many of these standards using the 
integrated audio/video processor 103. 

Integrated in the system-on-chip 101 is a dedicated audio/ 
video processor 103 with multiple cores. The audio/video 
processor 103 provides video capabilities such as accelera 
tion, compression, picture enhancement, motion-adaptive de 
interlacing, high-definition video scaling, linear and non 
linear aspect-ratio conversion, anti-flicker filtering, 
brightness control, pixel shading, synchronization, encoding, 
decoding, and other advanced features. The audio/video pro 
cessor 103 provides audio capabilities such as compression, 
echo and noise cancellation (e.g., for VOIP communication), 
3D/2D audio acceleration, synthesis, filters, chorus, reverb, 
exciter, compressor/limiter, equalization, synchronization, 
encoding, decoding, and other advanced functionality. 
The audio/video processor 103 is capable of simulta 

neously processing multiple analog and digital media 
streams. Media streams processed by the audio/video proces 
sor 103 can be directed to the hard disk 115 for storage, 
written to a DVD/CD, written to a SD card, output to one or 
more media devices connected to the set-top box 100 (e.g., 
television), or transmitted to other electronic devices via a 
data network such as a LAN, WAN, or the Internet. 

In one embodiment, the integrated hard disk unit 115 and 
DVD/CD recorder unit 116 interface with a SATA controller 
114 which bi-directionally communicates with the system 
on-chip 101 via a PCI/XIO interface. The hard disk unit 115 
could use any number of disk storage technologies capable of 
holding encoded information including optical, magnetic, 
holographic, etc. Other types of storage solutions could be 
used in lieu of a hard disk 115 while remaining within the 
scope and spirit of the present invention. The hard disk 115 
stores Software and recorded program material. 
The set-top box’s DVD unit 116 preferably supports HD 

DVD, Blu-Ray, or other standards that provide large storage 
capacity and deliver high-definition experiences. 

Program information can also flow between (to and from) 
the hard disk 115 and the DVD/CD player/recorder 116. Data 
can be transferred from the DVD/CD player/recorder via the 
PCI/XIO interface to the audio/video processor 103. The data 
are passed through the audio/video processor to the hard disk 
115 via the PCI/XIO interface. The pass through can occur for 
data in both directions (DVD/CD player/recorder 116 to hard 
disk 115 and hard disk 115 to DVD/CD player/recorder 116). 
When the DVD/CD player/recorder 116 is used for play 

back of programmaterial, the programmaterial flows through 
the audio/video processor 103 to one of the output modules 
(e.g., HDMI TX controller 125) and out to a viewer/player 
device. Alternatively, program material could flow through 
the audio/video processor 103 to the hard disk 115 before 
being sent to one of the output modules. 

The application software stored on the hard disk 115 allows 
the CPU 102 to display the contents of program material 
stored on the hard disk, SD card, and a DVD/CD inserted into 
the DVD/CD player/recorder 116 to the user. The user is also 
provided full control of programmaterial transferred between 
the hard disk 115, SD card, and the DVD/CD player/recorder 
116 through the application software. 
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10 
The operating system of the set-top box preferably Sup 

ports TCP, UDP, ICMP RARP, ARP, DNS, DHCP. NTP 
SNTP, STUN, HTTP, and TFTP. Other protocols could also 
be supported. The operating system supports IPv4 and IPv6 
network addressing. 
The operating system Supports Voice signaling protocols 

(SIP, MGCP. H.323, SDP, RTP, RTCP, RFC 2833 X-NSE 
Tone Events for SIP/RTP, and RFC 2833 AVT Tone Events 
for SIP/RTP), packetizing (RTP, Jitter Buffer), voice process 
ing (echo cancellation, Voice compression, DTMF, etc.) and 
reference hardware-specific drivers (for audio and/or tele 
phony devices). The operating system additionally supports 
fax communication and Supports G.711 Fax Pass-Through, 
T38-Real-Time Fax. Over IP. T.38 using UDP, and T38 using 
RTP 

In a preferred embodiment of the present invention, set-top 
box 100 utilizes SIP for call signaling and supports numerous 
SIP extensions and methods. Set-top box 100 supports essen 
tial routing features—including Routing with Network 
Address Port Translation (NAPT) and support for Virtual 
Private Network pass-through. The set-top box 100 also 
offers STUN (Simple Traversal of UDP Through NAT), 
TURN (Traversal Using Relay NAT), RSIP (Realm Specific 
IP) and outbound proxy support for NAT traversal. Other 
NAT traversal techniques may also be supported by the unitas 
various new standards and technologies develop and are 
deployed. One such technique includes the Interactive Con 
nectivity Establishment (ICE), developed by the IETFs 
MMUSIC working group. ICE provides a framework to unify 
the various NAT traversal techniques. This enables SIP-based 
VOIP clients to successfully traverse the variety of firewalls 
that may exist between a remote user and a network. 
The set-top box 100 also prioritizes telephone calls over 

Internet traffic so users obtain clearer Voice quality compa 
rable to analog Voice service over a circuit-switched network. 
Set-top box 100 may also offer rich CLASS features for 
enhanced telephony services such as call waiting, three way 
calling, caller ID, etc. With respect to caller ID, the set-top 
box 100 is capable of overlaying caller ID data with television 
programming for display on a TV. 

Currently VOIP service providers must maintain an inter 
face to the circuit-switched PSTN in order to route calls to and 
from other carriers. As all circuit-switched traffic is likely to 
migrate to packet networks such as the Internet in the future, 
the need to maintain a PSTN interface will likely be elimi 
nated. In the future, Electronic Numbering (ENUM) is 
planned for use to resolve a fully qualified E. 164 telephone 
number for a particular wireline or wireless device to a fully 
qualified domain name address using a DNS-based architec 
ture. ENUM (RFC 3761) is the Internet Engineering Task 
Force (IETF) standard that defines a mechanism for using the 
Domain Name Service (DNS) as a tool to “discover services 
associated with a telephone number (E.164 number). 

In accordance with the invention, the operating system of 
the set-top box 100 incorporates an ENUM engine and a 
built-in DNS resolver. The ENUM engine is a standard com 
pliant resolution tool developed based on IETF’s RFC 3761. 
The ENUM engine provides the DNS message processing 
and network transport mechanisms required to translate a 
telephone number into a set of ENUM records. The ENUM 
engine supports DNSSEC and TSIG to address a variety of 
security issues. The ENUM engine automatically processes 
NAPTR record(s) in DNS wire format into application ser 
vice, order, preference, and URI fields. Additionally, the 
ENUM engine correctly parses the NAPTR service fields and 
dynamically interprets POSIX Extended Regular Expres 
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sions. The ENUM engine is capable of filtering the results 
based on application protocol and/or service type. 
As an enabler for VOIP communication, the set-top box 

100 may have one or more E. 164 phone numbers associated 
with it. The E. 164 numbers can in turn be associated with one 
or more ENUM-based services that are enabled by function 
ality of the set-top box 100. The set-top box 100 could also 
have Uniform Resource Identifiers (URIs) or other types of 
addresses that can be resolved over the Internet associated 
with it. 

The set-top box 100 of the present invention may also 
include integrated Radio Frequency Identification (RFID) 
technology. More specifically, the set-top box 100 may 
include an RFID Module 108 that is capable of functioning as 
both an RFID tag and an RFID reader. In accordance with the 
invention, the RFID Module 108 interfaces with the units 
system-on-chip 101. The RFID Module 108 comprises a 
radio frequency ID transponder which conforms to the prin 
cipals of RFID technology and known standards. The RFID 
Module 108 also includes a reader component used for trans 
mitting interrogation signals via its antenna to an external 
electronic device's RFID tag when in close proximity, and 
receiving a response signal from the external device's RFID 
tag. The RFID Module 108 uses the set-top box's 100 internal 
power Supply as a power source for transmitting interrogation 
signals to a target device. 

According to a preferred embodiment, the RFID Module 
108 allows interoperability with all RF 13.56 MHz readers 
and tags compatible with existing international standards, 
including ISO 14443 A/B, ISO 15693, Sony FeliCaTM, and 
Near Field Communication (NFC). NFC technology can be 
used as a virtual connector system for quickly and securely 
establishing wireless connectivity between the set-top box 
and other electronic devices. Near Field Communication 
(NFC) technology-jointly developed and promoted by Phil 
ips and Sony-evolved from a combination of contact-less 
identification and interconnection technologies. Underlying 
layers of NFC technology are standardized in ISO (18092 and 
21481), ECMA (340 and 352), and ETSI TS 102 190. Other 
RFID standards could be supported by the RFID Module 108 
while remaining within the scope and spirit of the invention. 

The RFID Module 108 is provided so that, among other 
things, the set-top box 100 can rapidly exchange information 
with an electronic device that is in close proximity and which 
also has integrated RFID technology. Information exchanged 
between the set-top box 100 and a target device via RFID can 
allow for the fast, automatic, and secure set-up of Wi-Fi, 
Bluetooth, and other wireless connections in accordance with 
the NFC specifications. These specifications allow RFID 
technology to be employed as a virtual connector system 
between devices. 

In accordance with the invention, the set-top box 100 also 
integrates teachings and methods outlined in U.S. patent 
application Ser. No. 11/127.979 filed by the applicant of this 
invention and incorporated herein by reference. Those teach 
ings and methods specify among other things, techniques for 
capturing the media processing capability and other param 
eters of a target device via RFID, using RFID to quickly 
establish a wireless connection with a target device and auto 
matically transmitting certain media assets to it once connec 
tivity has been established, and the establishment and use of 
profiles for target devices that have previously exchanged 
communication settings and parameters via RFID. Such 
functionality could be used, for example, to allow a media 
player with an integrated RFID module to quickly establish a 
communication link with the set-top box 100 and automati 
cally transmit certain media assets to it once connectivity has 
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12 
been established. The method includes, in one embodiment, 
automatically transmitting media that is being viewed/played 
on the media player at the time of an RFID exchange with the 
set-top box 100, its remote control 140, or keyboard. The 
received media content would be automatically processed by 
the set-top box 100 and output to a media device (e.g., TV, 
Stereo, etc.) connected to the set-top box. The user can in turn 
use the controls (e.g., "play”, “pause”, “fast forward'. 
“rewind”, “stop”, “skip back”, “skip forward”, etc.) on the 
transmitting media player device, or software operating 
therein, to alter the viewing/listening experience of the media 
being output by the set-top box 100. Similarly, the RFID 
functionality could be used to automatically transmit pro 
gramming that is being output by the set-top box 100 at the 
time of an RFID exchange with a media player. 

In accordance with U.S. patent application Ser. No. 1 1/127, 
979 filed by the applicant, the registration of electronic 
devices via RFID and the establishment of profiles for the 
devices in the set-top box 100 can be used, for example, to 
securely register wireless VOIP handsets. The initial 
exchange of encryption data and other parameters via RFID 
allows the VOIP handsets to securely communicate with the 
set-top box 100 on an ongoing basis. 
The RFID Tag-Reader Module 108 can also be used to 

register media devices (e.g., cellular phones, PDAs, etc.) that 
would be authorized to initiate connectivity with the set-top 
box 100 over a data network such as the Internet. According 
to the invention, the set-top box 100 and the registering media 
device may exchange encryption keys, security information, 
and other parameters via an RFID data exchange during reg 
istration. The registered media device and set-top box 100 
may establish connectivity over a data network and authenti 
cate one another and securely communicate using the infor 
mation exchanged during the RFID registration process. 
The RFID Tag-Reader Module 108 can also be used to 

facilitate electronic payments via a data network Such as the 
Internet by capturing account data from cards (e.g., Master 
Card PaypassTM, American Express ExpressPayTM, etc.), 
fobs, cellular phones, and other devices that have integrated 
RFID chips. The RFID Module 108 can also be used to 
facilitate user authentication overa data network by capturing 
identification data from devices with integrated RFID chips 
(e.g., loyalty cards, membership cards, ID cards, cellular 
phones, etc.) and transmitting it to a server. The RFID module 
may be used to authenticate users on the set-top box itself. 
allowing users to securely access their profile within the 
system. As mentioned previously, the set-top box may come 
with RFID tokens that can be assigned to individual users, or 
can allow for the registration of other RFID-based devices 
and linkage to user profiles within the system. 

In an alternate embodiment of the invention, an RFID 
Tag-Reader Module is integrated in the set-top box’s remote 
control 140 or keyboard unit instead. This embodiment pro 
vides for the same RFID functionality described earlier, but 
makes it accessible to the user from a distance. In this embodi 
ment, data captured by the remote control or keyboard via 
RFID is securely transmitted to the set-top box 100 for pro 
cessing. Alternatively or in addition, data captured by the 
remote control or keyboard can be used to customize the 
remote control based upon userpreferences or otherwise with 
respect to the captured data. 

In yet another embodiment, an RFID Tag-Reader Module 
is incorporated in both the set-top box 100 as well as its 
accompanying remote control 140 or keyboard. In either case, 
the RFID Tag-Reader Module is capable of reading an RFID 
tag and writing data to a tag that is presented. 
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FIG. 2 is a block Schematic diagram depicting key compo 
nents of the set-top box 200 involved in the processing of 
multiple input signals and the output of processed signals to a 
multiplicity of media devices. A preferred embodiment of the 
invention includes an Input Module 201, Media Switch 202, 
and Output Module 208. These modules are specifically high 
lighted in FIG. 2 in order to illustrate critical functions per 
formed by the set-top box’s hardware and software compo 
nents. The Input Module 201 takes input streams from 
multiple sources Such as satellite television receivers, cable 
television receivers, CCTV networks, TV antennas (e.g., 
UHF and VHF), radio receivers (e.g., AM, FM, Shortwave, 
Longwave, HD, weatherband, and Digital Audio Broadcast 
ing), satellite radio receivers (e.g., Digital Audio Radio Ser 
vices such as XM and Sirius), video cameras, Internet, etc. 
The Input Module 201 may receive signals via one or more 
transceiver/tuner units integrated in the set-top box 200. Input 
television, audio, video, or other media streams could be in 
varying formats. For example, the Input Module 201 is 
capable of receiving and processing television input streams 
in a multitude of forms, for example, NTSC, SECAM, PAL, 
DSS, DBS, or ATSC. DBS, DSS and ATSC are based on 
standards called Moving Pictures Expert Group 2 (MPEG2) 
and MPEG2 Transport. MPEG2 Transport is a standard for 
formatting the digital data stream from the TV source trans 
mitter so that a TV receiver can disassemble the input stream 
to find programs in the multiplexed signal. The Input Module 
201 produces MPEG streams. An MPEG2 transport multi 
plex Supports multiple programs in the same broadcast chan 
nel, with multiple video and audio feeds and private data. The 
Input Module 201 tunes the channel to a particular program, 
extracts a specific MPEG program out of it, encodes it to 
MPEG-4/H.264 AVC, and feeds it to the rest of the system. 
The Input Module is also capable of receiving and decoding 
high-definition media streams in MPEG-4/H.264 AVC for 
mat and feeding it to the rest of the system. Analog TV signals 
are encoded into a similar MPEG format using separate video 
and audio encoders, such that the remainder of the system is 
unaware of how the signal was obtained. Information may be 
modulated into the Vertical Blanking Interval (VBI) of the 
analog TV signal in a number of standard ways; for example, 
the North American Broadcast Teletext Standard (NABTS) 
may be used to modulate information onto lines 10 through 20 
ofan NTSC signal, while the FCC mandates the use of line 21 
for Close Caption (CC) and Extended Data Services (EDS). 
Such signals are decoded by the Input Module 201 and passed 
to other modules as if they were delivered via a private data 
channel. 
The Input Module 201 handles the encoding of analog 

radio signals (e.g., AM, FM, etc.) also. Analog radio signals 
are encoded to a digital format such as Advanced Audio 
Coding (AAC), aacPlus V 1 or aacPlus V2, and fed to the rest 
of the system. The Input Module 201 may receive digital 
radio input streams and pass them to the rest of the system in 
their native format, or also convert them to AAC, aacPlus V1 
or aacPlus V2. 
The Media Switch 202 explained herein represents func 

tions performed by the operating system and system-on-chip 
processor. The Media Switch 202 mediates between a micro 
processor CPU 203, hard disk or storage device 204, DVD/ 
CD player/recorder 205, SD Card Slot 206, and memory 207. 
For example, television input streams are converted to a 
MPEG stream (as described earlier) and sent to the Media 
Switch 202. The Media Switch buffers the MPEG stream into 
memory. It then performs two operations if the user is watch 
ing TV through an attached display unit (e.g., HDTV) or 
remotely via the Internet on a media player device: the stream 
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14 
is sent to the Output Module 208 and it is written simulta 
neously to the hard disk 204 or other storage component. The 
stored media coupled with the set-top box's multimedia time 
warping feature allows a user to reverse, fast forward, play, 
pause, index, fast/slow reverse play, and fast/slow play live 
television. The Media Switch 202 is also capable of process 
ing radio, audio, video, and other media streams in the same 
manner. In accordance with the invention, the multimedia 
time warping functionality is available for use with all types 
of media streams and can be controlled locally using the 
set-top box’s remote control, or remotely through software/ 
hardware controls made available on a media player device 
that is receiving media content from the set-top box 200 over 
a data network such as the Internet 213. 
The Media Switch 202 allows a user to play/view program 

material stored on the hard disk 204, a DVD/CD inserted into 
the DVD/CD player/recorder 205, or a SD Card inserted into 
the units SD Card Slot 206. The user can transfer program 
material between the hard disk 204 and the DVD/CD player/ 
recorder 205. The DVD/CD player/recorder 205 records pro 
gram material stored on the hard disk 204 onto a recordable 
DVD/CD. The Media Switch 202 also transfers program 
material from the DVD/CD player/recorder 205 onto the hard 
disk 204. The Media Switch 202 further allows program 
material to be transferred between the hard disk 204 and a SD 
Card inserted in the SD Card Slot 206, and between a DVD/ 
CD and a SD Card. 
The Media Switch 202 is capable of writing a live media 

stream onto the hard disk 204, a recordable DVD/CD, and SD 
Card. The Media Switch 202 further allows multiple media 
streams to be written to the hard disk simultaneously while 
multiple media streams are extracted from it for output. 

In the case of television programming, the Output Module 
208 takes MPEG streams as input and produces an analog TV 
signal according to NTSC, SECAM, PAL, or other required 
TV standards. The Output Module 208 can also take MPEG 
streams as input and produce a digital signal that is compat 
ible with the digital display unit (e.g., HDTV) on which the 
media is being viewed. The Output Module 208 contains an 
MPEG decoder, On-Screen Display (OSD) generator, analog 
TV encoder and audio logic. The OSD generator allows the 
program logic to Supply images, which will be overlaid on top 
of the resulting analog TV signal. Additionally, the Output 
Section can modulate information Supplied by the program 
logic onto the VBI of the output signal in a number of standard 
formats, including NABTS, CC and EDS. 
The Output Module 208 is capable of receiving multiple 

media streams in different formats and simultaneously pro 
cessing them for output to multiple media devices that are 
physically connected to the set-top box 200 (via cable), acces 
sible via a local area network 210, or accessible through a 
wide area network such as the Internet 213. The Output Mod 
ule 208 has the capacity to buffer multiple content streams 
being transmitted to media devices over a network. Referring 
to FIG. 2, the Output Module 208 is streaming television 
programming to a HD-enabled television 209 that is physi 
cally connected to the set-top box 200 via High-Definition 
Multimedia Interface (HDMI). The Output Module 208 is 
streaming yet another television program in MPEG-4/H.264 
AVC format to a LAN connected notebook computer 211. 
The Output Module 208 is also streaming FM radio program 
ming to a wireless media player 212 via the LAN 210. The 
Output Module 208 is additionally streaming XM radio pro 
gramming to a desktop computer 214 via the Internet 213. 
Other Internet connected devices are shown in FIG. 2 to 
indicate that additional media streams could be simulta 
neously sent to other types of media player devices such as a 
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desktop computer 214, notebook computer 215, wireless 
media player 216, network DVR 217 (with attached TV 218), 
and network TV 219. All external media player devices, 
whether physically connected to the set-top box 200, acces 
sible to it via a LAN210, or connected via the Internet 213 can 
access live media content processed by the set-top box 200 or 
content saved on the hard drive, a DVD/CD, SD Card, or other 
storage component. In accordance with the invention, the 
set-top box’s time warping functionality for live content is 
simultaneously administrable locally or via a communica 
tions network such as the Internet 213 for each output media 
stream. Further more, the Output Module 208 is capable of 
simultaneously transmitting multiple media streams to the 
same media device. 

FIG. 3 is a functional network diagram depicting a set-top 
box 311 with multiple signal inputs, transmitting processed 
signals to multiple media devices locally and via the Internet 
in accordance with one embodiment of the present invention. 
It should be noted that the diagram illustrated in FIG.3 and 
described herein is meant to show one possible network con 
figuration. In practice, network components and configura 
tions can be altered while still remaining within the scope and 
spirit of the present invention. 
To help illustrate the invention, FIG. 3 depicts a scenario 

where three members (A1, A2, A3) of a household (Domain 
A) are able to simultaneously access live media streams pro 
cessed by a set-top box 311 from separate locations. The 
network connected set-top box 311 depicted in FIG. 3 is the 
set-top box embodied in this invention. 

Represented within Domain A310 is a wireless broadband 
router317 with an integrated cable/DSL modem that provides 
Internet connectivity to devices on the network. The wireless 
broadband router 317 also functions as a network switch, and 
allows various devices to connect to it via its integrated Eth 
ernet ports or through its wireless interface (e.g., 802.11 
a/b/g). Connected to the broadband router 317 is a personal 
computer 320, a wireless media player 321 (which may be, 
for example, an Apple iPod-type device), and the set-top box 
311 outlined herein. Connected to the set-top box 311 is an 
analog telephone 318 and fax machine 319 which are associ 
ated with separate E. 164 phone numbers. The telephone 318 
and fax319 connect to separate RJ-11 ports integrated in the 
set-top box 311. As previously mentioned, the set-top box's 
integrated analog telephone adapter (ATA) functionality 
allows for the termination and origination of VOIP calls 
through a service provider's network. Also connected to the 
set-top box 311 is a HDTV316. The TV316 is connected to 
the set-top box 311 via HDMI. The set-top box 311 has 
multiple signal inputs including cable TV 312, satellite TV 
313, AM/FM/SW/LW/HD/DAB/Satellite radio 314, and 
security CCTV 315. User A1 could access programming from 
these media sources on the television316, the wireless media 
player 321, on the desktop computer 320, or on other media 
devices that connect to the LAN. These media devices could 
“discover the set-top box 311 on the LAN using UPnP. 
Bonjour, or other such protocols. This would allow them to 
directly connect with the set-top box 311 and access available 
functionality. 
The broadband router 317 in turn interfaces with Telco As 

switch 331 via a direct connection. User A1's router 317 
obtains its IP address and other network settings via a DHCP 
server on Telco As network330. The broadband router 317 in 
turn also functions as a DHCP server for User A1’s network 
310, assigning non-routable addresses to each of the con 
nected devices and using NAT to route traffic to the devices 
and out to the Internet 339. 
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The set-top box 311 communicates with a SIP Proxy 

Server 333 on Telco A's network 330. The set-top box 311 
and Telco A's SIP Proxy Server 333 use the Session Initiation 
Protocol (SIP) to enable VOIP and other multimedia services 
as contemplated herein. 

SIP (RFC 3261) is a text-based application protocol that 
allows two endpoints in the Internetto discover one another in 
order to exchange context information about a session they 
would like to share. SIP is an application-layer control pro 
tocol that can establish, modify, and terminate multimedia 
sessions such as Internet telephony calls. SIP can also be used 
to invite participants to already existing sessions such as 
multicast conferences. SIP transparently Supports name map 
ping and redirection services, which allows for personal 
mobility; users can maintain a single externally visible iden 
tifier regardless of their network location. 
The SIP Proxy Server 333 on Telco A's network 330 pro 

vides the functionality of a SIP proxy, SIP redirect, SIP reg 
istrar, and SIP location services server. Note that the proxy, 
redirect, registrar, and location servers are logical roles that 
can be played by a single device in a network. For simplicity 
all are combined in FIG.3 and represented as 333. The SIP 
Proxy Server 333 provides the foundation for call routing 
within SIP networks. It can interface with traditional SIP 
location services such as DNS or Electronic Numbering 
(ENUM), with feature servers (e.g., for voice mail, auto atten 
dant, etc.), and with H.323 location services using standard 
Location Request (LRO) messages. Cisco Systems, Inc. (San 
Jose, Calif.) offers a SIP proxy server similar to the one 
described herein. 

The SIP Proxy Server 333 interfaces with a softswitch 334 
on Telco A's network 330. The softswitch 334 provides call 
management functionality to Class 4 and Class 5 networks, 
and provides SIP-to-Signaling System 7 (SS7) gateway func 
tionality for American National Standards Institute (ANSI) 
standardized networks. The softswitch 334 supports SIP user 
agent functionality in conjunction with a packet Voice media 
gateway. An example of a softswitch 334 is the BTS 10200 
Softswitch from Cisco Systems, Inc. 
The network illustrated in FIG. 3 and described herein is 

typical of a SIP-based VOIP network. These networks 
employ SIP for call signaling between the carrier's network 
330 and the customer’s VOIP adapter (set-top box) 311. As is 
common in these networks, the VOIP adapter 311 maintains 
a registration with a SIP registrar 333 on the provider's net 
work 330. The SIP registrar's 333 address may have been 
pre-set in the set-top box 311 if the unit was issued by Telco 
A, or it could have been manually set by user A1 during the 
initial setup. 
A SIP registrar 333 is a device that stores the logical loca 

tion of user agents within that domain or subdomain. A SIP 
registrar server 333 stores the location of user agents and 
dynamically updates its data via REGISTER messages. 

Registrars are specialized User Agent Servers that handle 
REGISTER requests. SIP devices like the set-top box 311 use 
REGISTER requests to dynamically register their current 
location, and this enables them to be contacted even if 
plugged into different networks. 
REGISTER requests add, remove, and query bindings. A 

REGISTER request can add a new binding between an 
address-of-record and one or more contact addresses. The 
address-of-record is the SIP URI address associated with the 
set-top box or one of its offered services (e.g., VOIP video 
conferencing, storage, etc.). The contact address corresponds 
to the IP address of the set-top box 311. The registrar binds the 
SIP URI of the set-top box 311 or an offered service and the 
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IP address of the device in a database that can be used, for 
example, by proxy servers on the service provider's network 
to locate the set-top box 311. 
A client device can also remove previous bindings or query 

to determine which bindings are currently in place for an 
address-of-record. In accordance with the invention, the SIP 
compliant set-top box 311 described herein is capable of 
handling specific REGISTER requests on behalf of one or 
more offered services or other devices on the same local area 
network. If one of the services offered by the set-top box 311 
is disabled or if one of the devices that registered through the 
set-top box is removed from the local network, the set-top box 
will automatically remove the relevant binding from the 
appropriate SIP registrar 333. 

Registration of the set-top box 311 with the SIP registrar 
333 allows the unit to terminate and originate a SIP session. 
For example, calls to User A1s E. 164 phone number which 
originate over the Public Switched Telephone Network 
(PSTN) 340 or Internet 339 can be routed to the set-top box 
311 so the call can be answered using the analog phone 318 
connected to it. 

Currently VOIP providers must maintain an interface to the 
circuit-switched PSTN 340 in order to route calls to and from 
other carriers. As all circuit-switched traffic is likely to 
migrate to packet networks such as the Internet 339 in the 
future, the need to maintain a PSTN interface will likely be 
eliminated. In the future, Electronic Numbering (ENUM) 
will also be used to resolve a fully qualified E.164 telephone 
number for a particular wireline or wireless device to a fully 
qualified domain name address using a DNS-based architec 
ture. ENUM (RFC 3761) is the Internet Engineering Task 
Force (IETF) standard that defines a mechanism for using the 
Domain Name Service (DNS) as a tool to “discover services 
associated with a telephone number (E.164 number). 

According to a preferred embodiment of the invention, the 
set-top box 311 would be capable of initiating registrations 
for different services with a SIP registrar 333 on the service 
provider's network 330. Such registrations may be for ser 
vices such as voice communication, fax communication, 
instant messaging, Video conferencing, etc. 
The set-top box 311 is also able to perform a SIP registra 

tion for a storage service, which in turn allows a user to 
remotely access media assets stored in the set-top box 311 
using an E. 164 number and ENUM. Such a method and 
system for accessing a storage device via the Internet is 
detailed in U.S. patent application Ser. No. 1 1/205,639 filed 
by the applicant of this invention. In that invention, a SIP 
registration automatically activates an ENUM-based storage 
service for the user. According to the invention, the user can in 
turn access media assets in a storage system (like the set-top 
box detailed herein) remotely over the Internet from Sup 
ported media player devices using an E. 164 number associ 
ated with the storage system. According to U.S. patent appli 
cation Ser. No. 1 1/205,639, the ENUM-based storage service 
may alternatively be activated through the service provider's 
web site, call center, or other contact channels. In both cases, 
the service provider updates the user's ENUM record, 
thereby allowing the service to be accessed using the E. 164 
number. The full disclosure of U.S. patent application Ser. 
No. 1 1/205,639 is hereby incorporated by reference. 

In accordance with this invention, the set-top box 311 is 
also able to perform a SIP registration for a “live media” 
service, which in turn allows a user to remotely access live 
media streams processed by the set-top box 311 using an 
E.164 number associated with the unit. Once the “live media' 
service is registered with the service provider's SIP registrar 
333, the provider's database 336 is notified to activate the 
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respective user's ENUM-based live media service. As men 
tioned earlier. ENUM is a suite of protocols to unify the 
telephone system with the Internet by using E. 164 addresses 
with DNS. Electronic Numbering (ENUM) is a protocol 
developed in the Internet Engineering Task Force (IETF), 
RFC 2916 (and subsequent revisions) for fetching Universal 
Resource Identifiers (URIs) given an E. 164 number. More 
simply put, ENUM is a technology that enables a user to store 
contact information that can be accessed by another person 
through the use of one E. 164 number. For instance, one could 
store a fax, Voice, e-mail, instant messenger, and other 
addresses all in a single ENUM Naming Authority Pointer 
(NAPTR) DNS Resource Record. By using ENUM, another 
person could access all the personal contact information con 
tained within the NAPTR record. In accordance with U.S. 
patent application Ser. No. 1 1/205,639, the address of a per 
sonal storage system may be contained in the NAPTR. In 
accordance with this invention, the address of a live media 
processing device Such as the set-top box embodied in this 
invention, may similarly be contained in the NAPTR. 

E.164 is the name of the international telephone numbering 
plan administered by the International Telecommunication 
Union (ITU), which specifies the format, structure, and 
administrative hierarchy of telephone numbers. “E. 164 
refers to the ITU document that describes the structure of 
telephone numbers. The ITU issues country codes to sover 
eign nations, but administration of telephone numbers within 
each country is governed by that country's telecommunica 
tions regulatory agency. A fully qualified E. 164 number is 
designated by a country code, an area or city code, and a 
phone number. For example, a fully qualified, E. 164 number 
for the phone number 555-1234 in Washington, D.C. (area 
code 202) in the United States (country code 1) would 
be +1-202-555-1234. 

In order to take advantage of ENUM, the telephone number 
is first assigned to a user by a telecom operator. The number 
can then be registered for one or more ENUM services. For 
example, a Subscriber might wish to register an e-mail 
address or fax number to be associated with the same phone 
number. In accordance with the invention, the set-top box 311 
initiates the automatic registration for the ENUM “live 
media' service that allows one or more of the user's assigned 
E.164 numbers to be used as a way to target and remotely 
connect with the set-top box 311 and access processed media 
streams from it. 

In accordance with the invention, turning on the power to 
the set-top box 311 and connecting it to a network for the first 
time initiates the registration with Telco A's SIP registrar 333 
and the automatic activation of the ENUM"live media' ser 
vice that allows the user's E. 164 number to be used as a way 
to target and remotely connect with the network set-top box 
311. In an alternative embodiment, activation of the live 
media service is a manual process (e.g., where a user is 
required to first activate the live media service through the 
service providers web site, Interactive Voice Response (IVR) 
system, call center, or other means). However the user 
chooses to set up these ENUM services, the information for 
the registered services, including the live media service 
detailed herein, are saved in NAPTR (Naming Authority 
Pointer) Resource Records. The NAPTR Resource Records 
are in turn updated with information specific to the live media 
service. Each NAPTR record contains one or more service 
specific Uniform Resource Identifiers (URIs). In accordance 
with the invention, a NAPTR record associated with the live 
media service described herein will contain a valid enumser 
vice field associated with the live media service. 
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The use of ENUM presupposes the collection of these 
records into a central or hierarchical service. Today, there 
exists an issue as to ownership of these ENUMDNS zones. In 
other words, it has not yet been decided which entity or 
entities will have the right to populate the e164.arpa domain 
with the URIs. For purposes of illustration, the discussion 
herein assumes that service providers will have the right to 
populate a collection of resource records associated with a 
DNS name. The domain “e 164.arpa' is being populated in 
order to provide the infrastructure in DNS for storage of 
E.164 numbers. In order to facilitate distributed operations, 
this domain is divided into Sub-domains. 

Service providers can use an ENUM provisioning tool 
(represented in FIG.3 as a component of the customer data 
base 336) to add NAPTR records to the ENUM database for 
users that have enrolled in the live media service. The ENUM 
provisioning system 336 can also be used to add NAPTR 
records in the ENUM database corresponding to other ser 
vices associated with an E. 164 phone number (e.g., voice, 
instant messenger, remote storage, etc). The service provid 
er's database 336 enforces rules for validating users, activat 
ing services/features, and other functions. 

While e164.arpa appears to have been selected as the com 
mon international DNS root for ENUMDNS entries, there is 
a chance that once ENUM moves beyond the trial phase in 
many countries, a different domain could become the new 
standard. As such, references to e164.arpa throughout this 
document are not limiting and could be replaced with another 
root while still remaining within the scope of the present 
invention. 

According to the above teachings of the present invention, 
the set-top box 311 separately registers an ENUM service for 
remote storage access and an ENUM service for live media 
access. In an alternate embodiment of the invention, a single 
ENUM service provides access to both functions, eliminating 
the need for separate NAPTR Resource Records. In such 
case, a single ENUM service is established for media devices 
like the set-top box 311 detailed herein. Using this alternate 
ENUM service, users may access a remote storage system, 
live media programming, and all other services enabled by the 
set-top box 311. 

According to the teachings of the present invention, an 
E.164 phone number is used to target the set-top box 311 via 
the Internet from a remote media player device. If the set-top 
box 311 has multiple E. 164 numbers assigned for voice and 
fax communication through the device, one or all of these 
E.164 numbers can also be used to access the live media 
service or other services enabled by the set-top box 311. 
Although a preferred embodiment, this invention is not nec 
essarily limited to the use of E. 164 phone numbers. Rather, 
the use of URIs and other address types that are capable of 
being translated to an Internet address is also possible for the 
purposes mentioned herein. 

According to the invention a multiplicity of different media 
player devices can securely connect to the set-top box 311 via 
the Internet and receive live media streams processed by the 
system and access media assets stored within it. Media player 
devices may include, for example, music players (e.g., MP3 
players, Apple iPod-like devices, stereos, “whole house' 
audio systems, etc.), game players, video players, desktop 
computers, notebook computers, tablet computers, cellular 
phones, personal digital assistants (PDAs), satellite television 
receivers, cable television receivers, digital video recorders 
(DVRs), DVD players, VCRs, network TVs, kiosks, phones, 
vehicle computer/audio systems, camcorders, digital cam 
eras, peripheral devices, mobile radios, tuning devices, dis 
play devices, global positioning system (GPS) devices, etc. 
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These devices can connect to the Internet using a wireless or 
wireline connection, have an integrated ENUM engine in 
accordance with the ENUM specifications, a built-in DNS 
resolver, and a hardware or software-based data input mecha 
nism. In a preferred embodiment, set-top box 311 maintains 
all of the above-described functionality internally. 

In accordance with the invention, the ENUM engine is a 
standard compliant resolution tool developed based on 
IETF’s RFC 3761. The ENUM engine provides the DNS 
message processing and network transport mechanisms 
required to translate a telephone number into a set of ENUM 
records. The ENUM engine supports DNSSEC and TSIG to 
address a variety of security issues. The ENUM engine auto 
matically processes NAPTR record(s) in DNS wire format 
into application service, order, preference, and URI fields. 
Additionally, the ENUM engine correctly parses the NAPTR 
service fields and dynamically interprets POSIX Extended 
Regular Expressions. The ENUM engine is capable of filter 
ing the results based on application protocol and/or service 
type. 

FIG. 3 shows additional media devices accessing live 
media programming processed by the set-top box 311. For 
example, user A2 is able to remotely access live media pro 
cessed by the set-top box 311 connected to his home network 
(Domain A310) from a desktop computer 370 or a network 
television371 connected to his office LAN (Domain B360). 
Both devices have an integrated ENUM engine inaccordance 
with the ENUM specifications, a built-in DNS resolver, and a 
data input mechanism for entering an E. 164 number. 
The desktop computer 370 and network TV 371 are con 

nected to an Ethernet switch 362 on User A2s office network 
360. Also connected to the Ethernet Switch 362 is a VOIP 
adapter 363 which in turn has a telephone 368 and fax 369 
connected to the respective RJ-11 ports 366 367 in the unit. 
The Ethernet switch 362 connects to a broadband router 361, 
which interfaces directly with Telco B's network 350. The 
broadband router 361 facilitates access to the Internet 339 via 
Telco B's network 350. Telco B's network is comprised of 
switches 352, routers 351, SIP proxy servers 354, soft 
switches 353, and a variety of servers (e.g., DNS 355, Data 
base 356, Web 357, Billing 358, etc). The VOIP adapter 363 
communicates with the SIP proxy server 354 on Telco B's 
network, and allows for the termination and origination of 
VOIP calls. 

FIG.3 additionally shows another member of the Domain 
A household accessing live media content processed by the 
set-top box 311 on a wireless media player 391. The media 
player 391 wirelessly connects to the Internet 339 through 
Telco CS Mobile Network 380. The Mobile Network 380 in 
the illustrated example is comprised of a radio access network 
389, switches 382, routers 381, softswitches 383, SIP proxy 
servers 384, and various functional servers (e.g., DNS 485, 
database 486, web 487, billing 488, etc.). The Mobile Net 
work 380 depicted in FIG.3 and discussed herein is meant to 
show key components of a typical mobile operator network. 
In practice, different network components or configurations 
could be used. 

As used in the present example, wireless media device 391 
is preferably a device that is capable of wirelessly connecting 
to the Internet 339 using wireless network protocols such as 
GSM/GPRS, CDMA2000, W-CDMA, EDGE, HDR, 1xRTT, 
UMTS, IMT-2000, 802.11a/b/g, IEEE 802.16 (WiMax), 
Ultra-Wide Band (UWB) or other relevant standards devel 
oped hereinafter. Preferably, wireless media device 391 has a 
display screen and a key pad for alphanumeric and special 
character data input. 
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According to the invention, user A2 could target and con 
nect to the set-top box 311 using the E. 164 number associated 
with the unit. The user could in turn access stored content or 
live media content processed by the set-top box 311 using his 
wireless media player 391. 

FIG. 4 is a representation of an exemplary hardware inter 
face 400 that can be incorporated into any type of media 
player device or its remote control and used as away to target 
and initiate connectivity with a set-top box (as described 
herein) via the Internet according to a preferred embodiment 
of the present invention. The “Remote Live Media' button 
403 could be pressed by the user to activate a software pro 
gram or routine on the device that initiates the process of 
connecting to a target set-top box like the one described. For 
example, in one embodiment, pressing the “Remote Live 
Media' button 403 may prompt the user in the device's dis 
play (not illustrated) for the E. 164 number of the target set-top 
box to which connectivity is desired. The user can then utilize 
the keypad 401 to enter the E.164 number associated with the 
target set-top box. The key pad 401 can also be used to enter 
user IDs, PINs, passwords, or other security information 
needed for the set-top box to validate the user before provid 
ing access to live programming or allowing other operations 
to be performed by the user. The hardware interface 400 may 
also contain a biometric finger-print reader 404. The finger 
print reader 404 could be utilized if the set-top box requires 
biometric authentication to validate the user. Icon 405 shows 
an individual pressing his finger on the reader 404 according 
to one embodiment. 

The hardware interface represented in FIG. 4 does not need 
to be integrated in media player devices exactly as depicted in 
order to remain within the spirit and scope of the invention. 
For example, in an alternative embodiment, the “Remote Live 
Media' button 403 and the key pad 401 could be software 
based (e.g., “soft-keys'). In yet another embodiment, the key 
pad 401 may be in the form of a QWERTY keyboard. Also, 
the biometric finger-print reader can be omitted altogether as 
user IDs with PINs or passwords may be preferred for secur 
ing remote access to the unit. Alternatively, other types of 
biometric components (e.g., retinal scanner, Voice recogni 
tion system, etc.) could be incorporated in lieu of the finger 
print reader 404. A Voice recognition system could also obvi 
ate the need for manual activation of the “Remote Live 
Media” feature and input of an E. 164 number and related 
security information via a hardware/software interface. 

In an alternative embodiment, an E. 164 number (for a 
target set-top box) and personal security information (e.g., 
User IDs, PINs, passwords, biometrics, etc.) are transmitted 
to the media device from another device (e.g., a cellular 
phone) using Radio Frequency Identification (RFID). This 
embodiment circumvents the need for a hardware interface 
400 as represented in FIG. 4, and assumes the integration of 
RFID technology into the (connecting) media device as well 
as the cellular phone (or other initiating device) from which 
the E. 164 number and security information are transmitted. 
Both devices may include a RFID Tag-Reader Module that is 
capable of functioning as a RFID tag and a RFID reader. In 
this embodiment, the RFID tag ID for the initiating device 
could have been registered with the set-top box and may in 
turn be transmitted with the targets E. 164 number and secu 
rity information to the media device. The media device may in 
turn transmit the RFID tag ID and other information to the 
set-top box upon establishing connectivity as part of a multi 
factor authentication process. 

According to yet another embodiment, the same E. 164 
number and security information can be transmitted to the 
media device from another device Such as a cellular phone 
using infra-red or other wireless technology. A major short 
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range infra-red (IR) communications network protocol, 
defined by the Infra-red Device Association (IrDA), is known 
as the IrDA standard. 
The set-top box can use a multi-factor authentication sys 

tem that utilizes biometric data, personal identification num 
bers (PINs), usernames/passwords, answers to secret ques 
tions, Software-based keys, hardware-based keys, digital 
certificates, token IDs (e.g., RFID), and other data. 

In accordance with the invention, the set-top box also has 
the ability to initiate connections with other set-top boxes or 
media devices using the methods described herein. The set 
top box’s remote control has the features embodied in FIG. 4 
and allows for the initiation of a connection with a remote 
media device for the purposes outlined herein. 

FIG. 5 is a flowchart illustrating the steps in the process of 
accessing a set-top box from a media player device via the 
Internet according to a preferred embodiment of the present 
invention. For illustrative purposes, assume that the media 
device accessing the set-top box is a networkTV as depicted 
in FIG. 3. In step 501, User A2 presses the “Remote Live 
Media button 403 in the hardware interface of the TV’s 
remote control. Pressing the “Remote Live Media' button 
403 activates a software program or routine in the TV that 
initiates the process of connecting to a target set-top box. A 
message on the TV's display prompts the user to input the 
E.164 phone number (using the remote control) of the target 
set-top box to which connectivity is desired. The set-top box 
may alternately display stored profiles (containing E. 164 
numbers) of set-top boxes which the user may select from. 

In step 502, the user inputs the E. 164 number associated 
with the target set-top box using the TV’s remote control. In 
step 503, the network TV validates that the E. 164 number is 
syntactically correct. Invalid E. 164 numbers (e.g., those with 
too few digits, those beginning with an invalid number, etc.) 
will be rejected by the TV; in such instances, the user would 
be prompted to re-enter a valid number for the target set-top 
box. ENUM is only applicable for E.164 numbers. As an 
ENUM compliant device, a supported media device will only 
query DNS for what it believes is an E. 164 number. Media 
devices may apply various validation routines on input E. 164 
numbers. An exemplary validation routine may be one that 
restricts the input of non-domestic phone numbers (e.g., num 
bers from countries outside the country the user is in). Media 
devices may also have the ability to make basic edits in order 
to ensure proper formatting. 

After the TV validates the E. 164 number, it must translate 
the number into an address that can be used by a DNS resolver 
in the TV (step 504). Because this address is based 
on a complete, international telephone number (for 
example, +12025551234), a unique Internet address exists 
for every unique phone number (assuming the ENUM data 
base is populated). To determine if the number and address 
are registered in ENUM, the telephone number is translated in 
the following manner by the media device in step 504: 

1) All characters with the exception of the digits are 
removed. 
Example: 12025551234 

2) Dots (“ ”) are added between each digit. 
Example: 1.2.0.2.5.5.5.1.2.3.4 

3) The order of the digits are reversed. 
Example: 4.3.2.1.5.5.5.2.0.2.1 

4) The string “.e164.arpa' is appended to the end. 
Example: 4.3.2.1.5.5.5.2.0.2.1.e164.arpa 

This domain-name is used to request Naming Authority 
Pointer (NAPTR) resource records which may contain the 
end result or, if the flags field is blank, produces new keys in 
the form of domain-names from the DNS. The TV interacts 
with the domain name space through its built in resolver. The 
resolver has knowledge of at least one name server (likely on 
the service provider's network). In most implementations, the 
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network TV will automatically obtain the name server 
address via DHCP. The TV resolver can be configured with 
multiple name servers. 
When the resolver processes an ENUM query it asks a 

known name server for the information (step 505). In return, 
the resolver either receives the desired information or a refer 
ral to another name server. Using these referrals, the resolver 
learns the identities and contents of other name servers. The 
resolver may have to make several queries to several different 
external name servers to answer a particular user query, and 
hence the resolution of an ENUM query may involve several 
network accesses and an arbitrary amount of time. 
The next step in the overall process of the present invention 

in a preferred embodiment calls for the retrieval of a NAPTR 
record (step 506). According to RFC 3761, the domain nam 
ing system uses the ENUM query to retrieve a NAPTR record 
associated with the E. 164 number. The DNS response to the 
ENUM query contains one or more NAPTR records corre 
sponding to the E. 164 number, and each NAPTR record con 
tains one or more service-specific Uniform Resource Identi 
fiers (URIs). 

Thus, for the example ENUM name query given above, the 
following NAPTR records might be received: 

SORIGIN 4.3.2.1.5.5.5.2.0.2.1.e164.arpa. 
IN NAPTR100 10 “u “E2U + sip 
*.*S!sip: client25(atelco.com!". 
INNAPTR 1031 OE2U - livenedia 
*.*S sip: client25(alivemediatelco.com. 

In step 507, the TV's ENUMengine will look for a NAPTR 
record associated with the “live media” service. The regis 
tered 'E2U+livemedia enumservice functions as a selection 
mechanism for media player devices when choosing one 
NAPTR resource record from another. A media device, like 
the TV mentioned in the current example, can select the 
corresponding URI and use the resolver a second time to 
translate the domain name part of the URI to an IP address 
using the URI-specific DNS resource record as a query term 
(step 508). The media device can then use the full URI and 
appropriate service port to initiate a secure session with the 
remote set-top box (step 509). Referring to FIG. 3, when 
Telco A's proxy server 333 receives an INVITE request 
addressed to the set-top box's URI, the request will be prox 
ied to the Contact URI of the registered set-top box 311. This 
allows the TV 371 and the target set-top box 311 to establish 
a secure session. 
The packet format of the NAPTRRR is found in section 4 

of RFC 4303. Examples of NAPTR records are shown below: 

Order Pref. Flags Services 

INNAPTR 
INNAPTR 

1OO 
103 

10 scu 
10 scu 

NAPTR fields contain numerous components: 
An Order field to specify the order in which multiple 
NAPTR records must be processed; 

A Preference field to determine the processing order when 
multiple records have the same order value; 

A Service field to specify the resolution protocol and ser 
vice; 

Flags to modify the actions of further DNS lookups; 
A Regular Expression to allow the query client to rephrase 

the original request in a DNS format; and 
A Replacement field to define the next DNS query object. 
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The flag “u' denotes a terminal lookup that will result in the 

production of a URI by the regular expression substitution 
specified. The “E2U+livemedia' specifies a service to be 
contacted by SIP through the use of an E. 164 to URI (E2U) 
translation. The substitution * 3: S. 
client25(alivemedia. telco.com” is then applied to the origi 
nal phone number (such as +12025551234) to yield the result 
sip:client25(alivemedia.telco.com, which is used to resolve 
SIP addresses. 
The replacement string is the resultant String ('sip: 

client25(alivemedia. telco.com'), which is to be used to ini 
tiate the SIP communication with the target set-top box (see 
step 509). 

Enumservice registrations must be made with the IANA. A 
complete registration will include the proposed “enumser 
vice' field, the URI schemes, a functional specification, secu 
rity considerations, intended usage, and any other informa 
tion intended to allow for the interoperability within ENUM. 
Service Registration requirements are outlined in RFC 3761. 

According to the teachings of the present invention, the 
“enumservice' field outlined herein is used to represent a live 
media service. Traditionally, the services field of a NAPTR 
record (as defined in RFC 3403) contains a string that is 
composed of two subfields: a protocol subfield and a reso 
lution service subfield. ENUM in particular defines an E2U 
(E.164 to URI) resolution service and a service “Type that is 
registered with the IANA. Note that the token “sip” that is 
shown as an example above is a Type registered with the 
IANA. The Type “livemedia' however, is shown for illustra 
tive purposes. The Types have no implicit connection with the 
protocols or URI schemes even though they can bear the same 
aC. 

According to the teachings of the present invention, the 
E2U resolution service is used in conjunction with a Type 
that represents a device capable of streaming live media. For 
example, an E2U+livemedia enumservice that indicates the 
presence of a network media device capable of processing 
and streaming live media may be used. While the example 
above uses the theoretical “livemedia Type, the actual label 
that is registered with the IANA for this purpose could be 
different. The service parameters including guidelines for the 
Type field can be found in section 2.4.2 of RFC 3761. The 
type must be unique and comply with other naming require 
ments outlined in section 3.1.2 of RFC 3761. 
The scheme of the URI that will appearina NAPTR record 

using the E2U+livemedia enumservice may be either SIP 
or SIPS. In accordance with the invention, the use of appli 

*...*Slsip: client25(atelco.com'. 
“. .*Slsip: client25(alivemedia. telco.com. 

cation protocols other than SIP and SIPs in conjunction with 
an enumservice intended for the purposes herein is also pos 
sible. 

According to U.S. patent application Ser. No. 1 1/205,639 
filed by the applicant of this invention, and which is incorpo 
rated by reference herein, an enumservice that represents a 
storage device or service was previously proposed (e.g., 
E2U+storage). As the set-top box detailed herein provides 
remote access to stored media assets as well as live program 
ming using an E. 164 number and ENUM, an alternate 
embodiment of the invention calls for the use of a single 
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enumservice (e.g., E2U+mediadevice’) that provides remote 
access to all the features of a set-top box or similar media 
devices as described herein, including access to live media 
programming (time warped and non-time warped) and stored 
media assets. 
The ultimate result of the sequence of DNS queries is the 

specification of a protocol, an associated port address, and the 
IP address for a preferred server for the service. 

According to a preferred embodiment, the resolved Inter 
net address is used to establish secure real-time communica 
tion between the TV 371 and the set-top box 311 using the 
Session Initiation Protocol (SIP). SIP was developed by the 
IETF as part of the Internet Multimedia Conferencing Archi 
tecture, and was designed to dovetail with other Internet 
protocols such as Transmission Control Protocol (TCP), 
Transmission Layer Security (TLS). User Datagram Protocol 
(UDP), Internet Protocol (IP), Domain Name System (DNS), 
and others. SIP works with both IPv4 and IPv6. 

While the use of SIP for such purposes is preferred, alter 
native application protocols may be used in lieu of SIP while 
still remaining within the spirit and scope of the present 
invention. 
The use of SIP for establishing secure communication with 

a remote set-top box is preferred as mobile operators and 
other communications providers are moving towards a SIP 
based architecture for voice and other multimedia services. 
The use of SIP for communication with a set-top box like the 
one described herein leverages the same SIP registrar, proxy, 
redirect, and location servers used to deliver real-time, inter 
active, converged communication services (e.g., voice, video, 
etc.). 

Connectivity between a media device and target set-top 
box 311 may use end-to-end encryption (e.g., AES, DES, 
Triple DES, Blowfish, Serpent, Mars, etc.). 

During step 509, the set-top box and the connecting media 
device exchange media processing capabilities and settings. 
In accordance with the invention, this allows the set-top box 
to convert media streams to formats suitable for viewing/ 
listening on the receiving media device. 

After establishing connectivity, the set-top box sends a 
request to the media device for a user ID, PIN, password, 
biometric ID, RFID token ID or other security information 
(step 510). In step 511, the media device processes the request 
and displays a message prompting the user for the specific 
security information. The user in turn uses the media device's 
hardware/software interface or its remote control to input the 
required security information. 

In step 512, the media device sends the encrypted security 
information to the set-top box for validation. If the security 
information is positively validated by the set-top box, the user 
is authenticated in step 513. The set-top box in turn grants the 
user remote access to available live media programming. 

In accordance with the invention, in step 514, the media 
device only displays available media source options from the 
set-top box that can be processed by the media device. In 
accordance with the invention, media that cannot be pro 
cessed by the media device are omitted from the view of 
available media Sources. 
The user can then navigate through the list of live media 

Sources available through the remote set-top box using the 
TV's user interface and display screen. In step 515, the user 
can select a specific live media source option and further 
select specific programming available through that media 
Source. In accordance with the invention, a program guide 
associated with the media Source that is selected is transmit 
ted from the set-top box to the receiving media device. The 
invention allows a user to navigate the program guide and 
select specific programming for transmission using the media 
device's remote control or other user interface. 
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In the current example, the user selects "satellite televi 

sion” as the media source, and then selects a channel (e.g., 
CNN) he/she would like to remotely view on the television. 

In step 516, the selected live programming begins trans 
mitting to the networkTV. In the current example, the televi 
sion programming is streamed over the Internet to the net 
workTV. In accordance with the invention, the user can select 
multiple live programming channels to have streamed to the 
network TV, and be able to view them all using the picture 
in-picture (PIP) feature of the TV. 

FIG. 6 is an illustration of an exemplary user interface 
screen depicting options for live media Sources that can be 
selected in order to further select specific programming for 
transmission to a connected media device, according to a 
preferred embodiment of the present invention. The exem 
plary user interface screen 600 is presented to the user in the 
display of the initiating media device after the user has been 
authenticated (at step 514 of FIG. 5). The user interface 
screen 600, in a preferred embodiment, displays live media 
source options 605 for each of the signal inputs processed by 
the set-top box, and capable of being processed by the receiv 
ing media device. The exemplary user interface screen 600 
shows the following seven live media source options 605 
which correspond to the signal inputs received and processed 
by the set-top box in the example: Cable TV 610, SatelliteTV 
615, AM/FM/SW/LW/HD/DAB Radio 620, XM Satellite 
Radio 625, Weatherband Radio 630, Security CCTV 635, 
Video Camera 640. The user can use the hardware/software 
controls of the receiving media device to select any of the live 
media source options 605 presented. Once alive media source 
is selected, the user is presented with a program guide, if one 
is available, for the selected live media source. The program 
guide may be one that is generated by the service provider 
(e.g., cable TV company, satellite TV provider, satellite radio 
provider, etc.) and made available to the set-top box through 
the incoming signal. The set-top box is also capable of gen 
erating a program guide itself for certain media Sources if 
Some programming information is contained within the 
received signal. The user can use whatever program guide the 
set-top box makes available for the media Source option in 
order to select specific programming to be transmitted to the 
user's media device. 

The bottom of the exemplary user interface screen 600 in 
FIG. 6 contains a status bar 645 that provides information on 
the communications link between the set-top box and the 
connecting media device. For example, the exemplary Screen 
shows that the media device is “connected to a set-top box 
associated with a particular E.164 number (1-212-555-1234). 
The status bar 645 also provides information on the signal 
strength between the two devices. The signal strength indica 
tor factors in a combination of network parameters including 
packet loss, latency, throughput, etc. Additional information 
related to connectivity between the two devices could also be 
displayed and updated in real-time within the status bar 645. 
As previously mentioned, the set-top box detailed herein 

provides remote access to stored media assets as well as live 
programming using an E. 164 number and ENUM. It was also 
mentioned that in one embodiment of the invention, separate 
NAPTR records with unique enumservice fields are used to 
distinguish between the feature for remote access to live 
programming and remote access to stored media assets. A 
unique enumservice field for remote access to live program 
ming is proposed in this invention. A unique enumservice 
field for remote access to stored media assets was proposed in 
U.S. patent application Ser. No. 1 1/205,639 filed by the 
Applicant. According to the present invention, separate 
enumservice fields corresponding to other services or fea 
tures enabled by the set-top box could also be used. Connec 
tivity established with the set-top box as a result of the selec 
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tion of a specific enumservice from the NAPTR record, would 
result in the user only having access to that corresponding 
service on the set-top box. 

In an alternate embodiment of this invention, it is proposed 
that a single enumservice field (e.g., E2U+mediadevice) be 
used to provide remote access to all the features of a set-top 
box or a similar media device, including access to live media 
programming and stored media assets. In Such case, the inter 
face presented in FIG. 4 may only have a single button for 
“remote media device' instead of displaying separate buttons 
corresponding to individual features of the set-top box such as 
“remote live media' 403 and “remote storage 402 as were 
previously described. The flowchart outlined in FIG.5 would 
in turn be modified such that the button pressed in step 501 
would be the “remote media device' button. Further more, 
Step 507 would be modified so the initiating media player 
looks for a NAPTR record containing an enumservice field 
associated with Such media devices (e.g., E2U+mediade 
vice). Finally Step 514 would be modified so that the set-top 
box described herein presents the user with a menu that pro 
vides access to all of the device's functionality, such as the 
ability to set media recording schedules for any of the input 
signals (television, radio, etc.), the ability to check Voice/ 
video mail saved on the set-top box, the ability to check caller 
ID logs, the ability to check a user's calendar stored on the 
set-top box, the ability to access various types of media pro 
gramming, etc. 

FIG. 7 is an illustration of an exemplary user interface 
screen depicting options for media types that can be selected 
in order to further select specific content for transmission to a 
connected media device, according to this alternative 
embodiment of the present invention. The exemplary user 
interface screen 700 would be presented to the user in the 
display of the initiating media. The user interface screen 700 
in a preferred embodiment displays media options 705 from 
which the user can select content to be streamed to the initi 
ating device. The exemplary user interface screen 700 shows 
an option for live media programming 710 and an option for 
stored media 715. Selecting the Live Media 710 option would 
result in the display of all available media sources from where 
live programming is available. Such an exemplary user inter 
face is represented in FIG. 6, which was previously discussed. 
If the user selects the Stored Media 715 option, the user will 
be presented with a listing of stored media assets contained on 
the hard disk, DVD/CD, SD card, or available through other 
storage components of the set-top box. The user can in turn 
select any stored media asset for transmission to the initiating 
media device. 

While this invention has been described in terms of several 
preferred embodiments, there are alterations, permutations, 
and equivalents, which fall within the scope of this invention. 
For example, although the invention has been described in 
terms of a set-top box 100, it should be appreciated that 
certain features of the invention may also be applied to other 
types of electronic devices (e.g., music players, video players, 
game players, televisions, display devices, DVR/PVRs, 
VCRs, receivers/tuners, DVD players, radios, personal com 
puters, routers, switches, and the like). It is therefore intended 
that the following appended claims be interpreted as includ 
ing all such alterations, permutations, and equivalents as fall 
within the true spirit and scope of the present invention. 

The foregoing disclosure of the preferred embodiments of 
the present invention has been presented for purposes of 
illustration and description. It is not intended to be exhaustive 
or to limit the invention to the precise forms disclosed. Many 
variations and modifications of the embodiments described 
herein will be apparent to one of ordinary skill in the art in 
light of the above disclosure. The scope of the invention is to 
be defined only by the claims, and by their equivalents 
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What is claimed is: 
1. A digital media storage and access system comprising: 
a router device, said router device further comprising 

means for receiving a plurality of input signals compris 
ing digital content, means for processing said digital 
content, means for storing said digital content and means 
for transmitting said digital content; and 

at least one media player device capable of receiving said 
digital content; 

wherein said router device and said at least one media 
player device communicate via an electronic communi 
cations network, 

said router device and said at least one media player device 
communicate via said electronic communications net 
work using at least one of an E. 164 to IP translation via 
ENUM, and URI addressing scheme, 

an E. 164 address is associated with said router device and 
said E. 164 address of said router device is entered via 
said at least one media player device to connect to said 
router device to access said stored digital content and 
live digital media content, 

access to said stored digital content and said live digital 
media content is selected on said at least one media 
player device via a button or a soft key, 

said E. 164 address of said router device is entered via said 
at least one media player device and is translated via said 
ENUM to establish connectivity with said router device 
via said electronic communications network, 

user authentication on said router device is performed with 
one of biometrics, passwords, PINs and codes entered 
via said at least one media player device, 

said router device or a remote control thereof comprises an 
RFID module for establishing communication with said 
at least one media player device, 

said at least one media player device comprises an RFID 
module for establishing communication with said router 
device, 

said RFID modules are configured as an automated virtual 
connector system between said at least one media player 
device and said router device for at least one of Blue 
tooth, WiFi, and a wireless protocol, 

said RFID modules are configured to facilitate automated 
transfer of said stored digital content and said live digital 
media content from said router device to said at least one 
media player device via a wireless connection, 

said REID module of said router device is configured to 
automatically register a VOIP handset or mobile device 
or user profile with said router device, and 

said REID module of said router device is configured to 
capture payment information for purchases over a data 
network to which said router device is connected. 

2. The digital media storage and access system of claim 1 
wherein said electronic communications network comprises 
a wireless network. 

3. The digital media storage and access system of claim 1 
wherein said electronic communications network comprises 
a local area network. 

4. The digital media storage and access system of claim 1 
wherein said electronic communications network comprises 
a wide area network. 

5. The digital media storage and access system of claim 1 
further comprising a multimedia time warping function. 

6. The digital media storage and access system of claim 1 
further comprising an analog telephone adapter providing 
call termination and origination capabilities. 

7. The digital media storage and access system of claim 1 
wherein said router device and said at least one media player 
device communicate via said electronic communications net 
work using SIP 
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8. The digital media storage and access system of claim 1 
wherein said at least one media player device requests and 
receives said digital content via the Internet. 

9. The digital media storage and access system of claim 1 
wherein said router device facilitates electronic payments via 
the Internet. 

10. The digital media storage and access system of claim 1 
wherein said input signals further comprise control signals 
for controlling access to and storage of said digital content. 

11. The digital media storage and access system of claim 1 
wherein said RFID module of said router device is configured 
for establishing communication with an external device and 
processing an electronic payment initiated by said external 
device via said electronic communications network. 

12. The digital media storage and access system of claim 1 
wherein said RFID module of said router device is configured 
for establishing communication with an external device and 
capturing identification information therefrom for transmis 
sion via said electronic communications network. 

13. The digital media storage and access system of claim 1 
wherein said RFID module of said router device is configured 
for establishing communication with said at least one media 
player device and authorizing said at least one media player 
device for connection to said router device via said electronic 
communications network. 

14. The digital media storage and access system of claim 13 
wherein said router device and said at least one media player 
device exchange authorization information via RFID trans 
mission. 

15. The digital media storage and access system of claim 1 
further comprising a remote control device and a tag device 
wherein said remote control device and said tag device com 
municates user-specific information to said remote control 
device via RFID transmission and wherein said user-specific 
information is employed to modify the function of said 
remote control device. 

16. The digital media storage and access system of claim 1 
further comprising a remote control device and a tag device 
wherein said remote control device and said tag device com 
municates user-specific information to said remote control 
device via RFID transmission and wherein said user-specific 
information is transmitted to said router device. 

17. A set-top device comprising: 
at least one input channel for receiving media content; 
a media processor component for processing said media 

content; 
at least one memory component for storing said processed 

media content; and 
at least one network interface component for transmitting 

said processed media content to at least one media 
player device, said at least one media player device 
being accessible through a network, 

wherein said set-top device and said at least one media 
player device communicate via said network using at 
least one of an E. 164 to IP translation via ENUM, and 
URI addressing scheme, 

an E. 164 address is associated with said set-top device and 
said E. 164 address of said set-top device is entered via 
said at least one media player device to connect to said 
set-top device to access said stored media content and 
live media content, 

access to said stored media content and said live media 
content is selected on said at least one media player 
device via a button or a soft key, 

said E. 164 address of said set-top device is entered via said 
at least one media player device and is translated via said 
ENUM to establish connectivity with said set-top device 
via said network, 
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user authentication on said set-top device is performed 

with one of biometrics, passwords, PINs and codes 
entered via said at least one media player device, 

said set-top device or a remote control thereof comprises an 
RFID module for establishing communication with said 
at least one media player device, 

said at least one media player device comprises an RFID 
module for establishing communication with said set 
top device, 

said RFID modules are configured as an automated virtual 
connector system between said at least one media player 
device and said set-top device for at least one of Blue 
tooth, WiFi, and a wireless protocol, 

said RFID modules are configured to facilitate automated 
transfer of said stored media content and said live media 
content from said set-top device to said at least one 
media player device via a wireless connection, 

said RFID module of said set-top device is configured to 
automatically register a VOIP handset or mobile device 
or user profile with said set-top device, and 

said RFID module of said set-top device is configured to 
capture payment information for purchases over a data 
network to which said set-top device is connected. 

18. The set-top device of claim 17 wherein said media 
content comprises analog video signals. 

19. The set-top device of claim 17 wherein said media 
content comprises digital video signals. 

20. The set-top device of claim 17 wherein said media 
content comprises an audio stream. 

21. The set-top device of claim 17 wherein said processed 
media content is output for live viewing. 

22. The set-top device of claim 17 wherein said processed 
media content is output for delayed viewing. 

23. The set-top device of claim 17 wherein said processed 
media content is output for time warped based viewing. 

24. The set-top device of claim 17 further comprising a user 
input interface allowing a user to input control data to said 
set-top device. 

25. The set-top device of claim 24 wherein said user input 
interface comprises an infrared remote control device. 

26. The set-top device of claim 24 wherein said user input 
interface comprises a Bluetooth-enabled remote control 
device. 

27. The set-top device of claim 17 further comprising a 
digital tuner fortuning and processing broadcast signals. 

28. The set-top device of claim 17 wherein said network 
comprises a wireless LAN. 

29. The set-top device of claim 17 wherein said network 
comprises a wireline LAN. 

30. The set-top device of claim 17 further comprising a 
VOIP module for originating and terminating VOIP calls. 

31. The set-top device of claim 30 wherein said VOIP 
module comprises at least one telephony input port and 
wherein each of said telephony input ports is associated with 
at least one E. 164 number. 

32. The set-top device of claim 17 wherein said at least one 
memory component stores digital answering machine data. 

33. The set-top device of claim 32 wherein said digital 
answering machine data comprises video mail greetings. 

34. The set-top device of claim 17 further comprising a 
DVD/CD player. 

35. The set-top device of claim 17 further comprising a 
traffic routing module for controlling the flow of said media 
content within said set-top device. 

36. The set-top device of claim 17 wherein said RFID 
module of said set-top device is capable of functioning as 
both an RFID tag and an RFID reader. 
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37. The set-top device of claim 36 wherein said RFID 
module of said set-top device functions to wirelessly connect 
said set-top device with said at least one media player device. 

38. The set-top device of claim 17 wherein said set-top 
device transmits said processed media content to said at least 
one media player device automatically upon establishing the 
presence of said at least one media player device. 

39. The set-top device of claim 37 wherein said set-top 
device receives said processed media content from said at 
least one media player device automatically upon said set-top 
device establishing the presence of said at least one media 
player device. 

40. The set-top device of claim 37 wherein said set-top 
device transmits said processed media content to said at least 
one media player device only upon receiving a request from 
said at least one media player. 

41. A methodology for accessing and delivering media 
content comprising the steps of 

providing a digital set-top device for routing said media 
content, wherein said set-top device receives said media 
content through one or more of a plurality of input ports: 

processing said media content for use by at least one media 
player device; 

storing said processed media content; 
transmitting said processed media content to said at least 

one media player device, said media device being acces 
sible via an electronic network, wherein said set-top 
device and said at least one media player device com 
municate via said electronic network using at least one 
of an E. 164 to IP translation via ENUM, and URI 
addressing scheme: 

associating an E. 164 address with said set-top device and 
entering said E. 164 address of said set-top device via 
said at least one media player device to connect to said 
set-top device to access said stored media content and 
live media content; 

Selecting on said at least one media player device via a 
button or a soft key access to said stored media content 
and said live media content; 

entering said E. 164 address of said set-top device via said 
at least one media player device and translating the 
E.164 address via said ENUM to establish connectivity 
with said set-top device via said electronic network; 

performing user authentication on said set-top device with 
one of biometrics, passwords, PINs and codes entered 
via said at least one media player device, wherein said 
set-top device or a remote control thereof comprises an 
RFID module for establishing communication with said 
at least one media player device, said at least one media 
player device comprises an RFID module for establish 
ing communication with said set-top device, said RFID 
modules are configured as an automated virtual connec 
tor system between said at least one media player device 
and said set-top device for at least one of Bluetooth, 
WiFi, and a wireless protocol; 

facilitating via said RFID modules automated transfer of 
said stored media content and said live media content 
from said set-top device to said at least one media player 
device via a wireless connection; 

automatically registering via said RFID module of said 
set-top device a VOIP handset or mobile device or user 
profile with said set-top device; and 

capturing payment information via said RFID module of 
said set-top device for purchases over a data network to 
which said set-top device is connected. 
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42. The methodology of claim 41 further comprising the 

step of establishing a virtual connection between said at least 
one media player device and said set-top device via RFID 
prior to said step of transmitting said processed media con 
tent. 

43. The methodology of claim 41 wherein said electronic 
network comprises a LAN. 

44. The methodology of claim 41 wherein said electronic 
network comprises a WAN. 

45. The methodology of claim 41 further comprising the 
step of said at least one media player making a request for the 
delivery of said processed media content to said set-top 
device via the Internet. 

46. A computer program product for accessing and deliv 
ering media content, including one or more computer read 
able instructions embedded on a computer readable medium 
and configured to cause one or more computer processors to 
perform the steps of: 

providing a digital set-top device for routing said media 
content, wherein said set-top device receives said media 
content through one or more of a plurality of input ports: 

processing said media content for use by at least one media 
player device; 

storing said processed media content; 
transmitting said processed media content to said at least 

one media player device, said media device being acces 
sible via an electronic network, wherein said set-top 
device and said at least one media player device com 
municate via said electronic network using at least one 
of an E. 164 to IP translation via ENUM, and URI 
addressing scheme; 

associating an E. 164 address with said set-top device and 
entering said E. 164 address of said set-top device via 
said at least one media player device to connect to said 
set-top device to access said stored media content and 
live media content; 

selecting on said at least one media player device via a 
button or a soft key access to said stored media content 
and said live media content; 

entering said E. 164 address of said set-top device via said 
at least one media player device and translating the 
E.164 address via said ENUM to establish connectivity 
with said set-top device via said electronic network; 

performing user authentication on said set-top device with 
one of biometrics, passwords, PINs and codes entered 
via said at least one media player device, wherein said 
set-top device or a remote control thereof comprises an 
RFID module for establishing communication with said 
at least one media player device, said at least one media 
player device comprises an RFID module for establish 
ing communication with said set-top device, said RFID 
modules are configured as an automated virtual connec 
tor system between said at least one media player device 
and said set-top device for at least one of Bluetooth, 
WiFi, and a wireless protocol; 

facilitating via said RFID modules automated transfer of 
said stored media content and said live media content 
from said set-top device to said at least one media player 
device via a wireless connection; 

automatically registering via said RFID module of said 
set-top device a VOIP handset or mobile device or user 
profile with said set-top device; and 

capturing payment information via said RFID module of 
said set-top device for purchases over a data network to 
which said set-top device is connected. 

k k k k k 
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