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ACCESS CONTROLS FOR KNOWN 
CONTENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Application No. 61/478,204, filed Apr. 22, 2011, which is 
incorporated by reference in its entirety. 

TECHNICAL FIELD 

2 
increasing in market share. Unlike broadcast technologies 
(terrestrial, cable, satellite) where the same programming is 
delivered to all TV sets, different programming is delivered to 
individual televisions or viewing screens using the Internet or 
other network. 

Various companies utilize video streaming technology 
through software included in televisions, or devices attached 
to televisions allowing streamed content to be viewed on 
televisions. Such devices include PVR (personal video 

10 recorder), DVD or Blu-ray player, game console, or cable 
box. In addition to one-time-views, consumers are also 
allowed to purchase a digital program for repeated viewing. 
The consumer's purchase history is stored and using the 

The disclosure generally relates to the field of video play­
back devices, and more particularly, those devices that play 
content from a digital library stored either locally or remotely. 15 

stored digital files, a digital library is created allowing the 
consumer to watch the program multiple times at their con­
venience, outside of a scheduled broadcast. Cable networks 
offer similar functionality replacing the Internet with their 
private cable networks and terming the product "on-de-

BACKGROUND 

V-chip technology was mandated pursuant to the Telecom­
munications Act of 1996. Since January 2000, all televisions 
produced for sale in the United States have been required to 
implement this technology. The intention of such legislation 
and technology is to provide parents control over the pro­
grams that their children watch on television through broad­
cast, cable, or satellite television. V-chip within playback 
devices ( such as a television) use ratings contained within the 
television broadcast. The ratings are a form of metadata about 
the television program. 

Multiple organizations create the ratings used by the 
V-chip according to different standards. The Motion Picture 
Association of America (MPAA) rates theatrical movies 
according to its standards. TV producers and TV networks 
rate their own programs according to the TV ratings descrip­
tions. Some ratings from different organizations may seem 
similar (TV-PG and MPAA PG), but are different as each use 
a different standard from a different organization. TV ratings, 
unlike MPAA ratings, may also contain labels (D, L, S, V, FV) 
showing contributing factors to the rating. MPAA may have 
such classifications in print or movie trailer, but carry no 
equivalent content labels during broadcast transmission. Pre­
mium cable companies, such as HBO and Showtime, may 
augment MPAA ratings with content labels in their program 
guides to help parents understand why the specific rating was 
used. However, this information is not available in the televi­
sion program for use by the V-chip. Many televisions sold 
within the US, also support TV programs rated according to 
Canadian Broadcasting Codes. Instead of content labels used 
with US TV ratings, disclaimers are aired at the beginning of 
the program. An understanding of all rating systems is 
required in order to properly configuration the V-chip since 
the rating system used for each program may not be known 
before the program is received. 

The V-chip enforcement system (television rating included 
within the television program) is predicated on a television 
program rating and rating policy configuration. The con­
sumer configures rating policies for each V-chip enabled tele­
vision. Both items (television rating and configuration) must 
be available prior to receiving the television program. The 
V-chip uses the program rating and rating policy configura­
tion to determine if the program is allowed or blocked. In the 
event that a program is blocked, a parent may input a PIN code 
allowing the program to be viewed without changing the 
policy configuration. 

20 mand". 
The shift to digital libraries affects not only when consum­

ers watch video programs, but where parental controls need to 
be enforced, who watches the content, and how content is 
rated. With the advent of digital libraries, video content can be 

25 viewed on a variety of devices beyond the television. Such 
devices include, for example, mobile phones, laptop or note­
book computers, eBook readers, tablets, or desktop comput­
ers. Many US households have multiple of such devices, 
likely from different manufactures. Although content can be 

30 viewed on many devices, there is no mechanism to transfer 
ratings policies between devices. As the families' attitude 
change and children mature, this need is ever more apparent. 

A digital library typically contains content for a single 
household, not a single individual. Since digital libraries con-

35 tain content for multiple individuals, multiple policies are 
required to control the content for individuals. Many house­
holds have children in different age groups. Conventionally, a 
single override exists only for the parent. With multiple age 
groups, the single override available using V-chip technology 

40 is insufficient; the most restrictive rating policy must be 
implemented. For example, cartoons (TV-Y7 and greater) 
may be objectionable for the youngest viewer in the house­
hold, but there is an older child in the household that may 
watch the program. With the override behavior of a single PIN 

45 number, programs rated TV-Y7 and above must be blocked, 
even for the older child. Giving the older child the PIN num­
ber will unlock all ratings, including any the parents consider 
objectionable for the older child. 

Ratings provide an independent assessment prior to con-
50 tent viewing so that the parent does not need to view a pro­

gramming prior to their child. The rating is an indication of 
the material contained within a program that may be consid­
ered objectionable. When a program has been viewed before, 
the assigned rating may not coincide with the parent's judg-

55 ments. The program may contain objectionable material in 
the parent's eye, or may lack such objectionable material. 
Once the program's content is known, such as with a digital 
library, if the parent chooses to persistently override the origi­
nal rating, it should be possible so that a parent is not required 

60 to enter a PIN in order for the child to view the program. 

BRIEF DESCRIPTION OF DRAWINGS 

Since V-chip technology was mandated and introduced, 
video entertainment has begun a fundamental shift. In addi- 65 

tion to terrestrial broadcast, cable, and satellite, digital distri­
bution of video (streaming) has also been introduced and 

FIG. 1 illustrates one example embodiment of components 
of an example machine able to read instructions from a 
machine-readable medium and execute them in a processor 
( or controller). 
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FIG. 2 illustrates one example embodiment of a computing 
configuration for use with digital library ratings enforcement. 

FIG. 3 illustrates one example embodiment of a process for 
generating an enforcement policy. 

FIG. 4 illustrates one example embodiment of a process for 
policy enforcement. 

FIG. 5 illustrates one example embodiment of a process for 
determining if a PIN is required. 

4 
tion of these), a main memory 104, and a static memory 106, 
which are configured to communicate with each other via a 
bus 108. The computing system 100 may further include 
graphics display unit 110 ( e.g., a plasma display panel (PDP), 
a liquid crystal display (LCD), a projector, or a cathode ray 
tube (CRT)). The computing system 100 may also include 
alphanumeric input device 112 ( e.g., a keyboard, remote con­
trol), a cursor control device 114 ( e.g., a mouse, a trackball, a 
joystick, a motion sensor, touch sensor, touch screen, or other 

DETAILED DESCRIPTION 

The figures and the following description relate to example 
embodiments by way of illustration only. It should be noted 
that from the following discussion, alternative embodiments 

10 pointing instrument), a persistent storage unit 116, a signal 
generation device 118 (e.g., a speaker), and a network inter­
face device 120, which also are configured to communicate 
via the bus 108. 

of the structures, techniques, and methods disclosed herein 15 

will be readily recognized as viable alternatives that may be 
employed without departing from the principles of what is 
claimed. 

The storage unit 116 includes a machine-readable medium 
122 on which are stored instructions 124 (e.g., software) 
embodying any one or more of the methodologies or func­
tions described herein. The instructions 124 ( e.g., software) 
may also reside, completely or at least partially, within the 
main memory 104 or within the processor 102 ( e.g., within a Reference will now be made in detail to several embodi­

ments, examples of which are illustrated in the accompanying 
figures. It is noted that wherever practicable similar or like 
reference numbers may be used in the figures and may indi­
cate similar or like functionality. The figures depict example 
embodiments of the disclosed system ( or method) for pur­
poses of illustration only. One skilled in the art will readily 
recognize from the following description that alternative 
embodiments of the structures, techniques, and methods 
illustrated herein may be employed without departing from 

20 processor's cache memory) during execution thereof by the 
computing system 100, the main memory 104 and the pro­
cessor 102 also constituting machine-readable media. The 
instructions 124 ( e.g., software) may be transmitted or 
received over a network 126 via the network interface device 

25 120. 

the principles described herein. 

Also included in the computing system 100 is an external 
storage interface 107. The external storage interface 107 pro­
vides the ability to transfer data into and out of the computer 
system. Either machine readable or human readable informa-

Configuration Overview 
One example embodiment of a disclosed system ( or 

method and computer readable storage medium) that imple­
ments the access controls is described. 

30 tion may be transferred. These data transfers may include 
software/firmware updates, configuration data, or media. The 
external storage interface 107 in one embodiment may be a 
physical device that accepts SD card in various physical for-

Computing Machine Architecture mats (SD card, mini SD, or micro SD) and interfaces the 
electrical characteristics such that the storage on the SD card 
can be accessed by the computing device. In another embodi-
ment, the external storage interface may also be used for 
adapters such as a USB-SD card reader, PC card-card reader, 
express card reader, USB flash drive, eSata, or any other 
electrical interface such that the computing device 100 can 
communicate with a storage device. The network interface 
device 120 can also serve as an external storage interface 

While machine-readable medium 122 is shown in an 

FIG. 1 is a block diagram illustrating components of an 35 

example machine able to read instructions from a machine­
readable medium and execute them in a processor ( or micro­
controller ). Specifically, FIG. 1 shows a diagrammatic repre­
sentation of a machine in the example form of a computing 
system 100 within which instructions 124 ( e.g., software) for 40 

causing the machine to perform any one or more of the meth­
odologies discussed herein may be executed. In some 
example embodiments, the machine operates as a standalone 
device or may be connected (e.g., networked) to other 
machines. In a networked deployment, the machine may 
operate in the capacity of a server machine or a client machine 

example embodiment to be a single medium, the term 
45 "machine-readable medium" should be taken to include a 

in a server-client network environment, or as a peer machine 
in a peer-to-peer (or distributed) network environment. 

The machine may be a server computer, a client computer, 
a personal computer (PC), a tablet PC, a set-top box (STB), a 50 

personal digital assistant (PDA), a cellular telephone, a smart 
phone, a web appliance, a tablet PC, eBook reader, a network 
router, switch or bridge, a gaming console, a DVD or Blu-ray 
Disc player, television, PVR, or any machine capable of 
executing instructions 124 (sequential or otherwise) that 55 

specify actions to be taken by that machine. In addition, the 
machine may be configured to include instructions config­
ured as firmware. Further, while only a single machine is 
illustrated, the term "machine" shall also be taken to include 
any collection of machines ( or apparatuses) that individually 60 

or jointly execute instructions 124 to perform any one or more 
of the methodologies discussed herein. 

The example computing system 100 includes a processor 
102 ( e.g., a central processing unit (CPU), a graphics process-
ing unit (GPU), a digital signal processor (DSP), one or more 65 

application specific integrated circuits (AS I Cs), one or more 
radio-frequency integrated circuits (RFICs), or any combina-

single medium or multiple media (e.g., a centralized or dis­
tributed database, or associated caches and servers) able to 
store instructions ( e.g., instructions 124). The term "machine­
readable medium" shall also be taken to include any medium 
that is capable of storing instructions ( e.g., instructions 124) 
for execution by the machine and that cause the machine to 
perform any one or more of the methodologies disclosed 
herein. The term "machine-readable medium" includes, but 
not be limited to, data repositories in the form of solid-state 
memories, optical media, and magnetic media. 

Machine-readable medium 122 also may include tangible, 
non-transitory storage mediums. The instructions stored 
thereon may also be stored as data signals ( e.g., by being 
encoded as part of a carrier wave or included as part of an 
analog or digital propagated signal) on a variety of computer­
readable transmission mediums, which are then transmitted, 
including across wireless-based and wired/cable-based medi­
ums, and may take a variety of forms ( e.g., as part of a single 
or multiplexed analog signal, or as multiple discrete digital 
packets or frames). 

In one example embodiment, the instructions 124 corre­
spond to an application program 105. The application pro-
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gram 105 includes a set of machine-readable instructions to 
carry out key exchange and data transfer specifications as 
further described herein. 
Consumer Ratings and Policy Elements 

6 
The authentication database 400 stores identity verification 

information. The authentication database 400 is comprised of 
user identity 410, groups association 420, and administration 
PIN 430. The authentication database 400 should be stored in 
a secure location or using techniques to prevent tampering. 

User identity 410 contains user authenticators ( e.g., PIN s ), 
The authentication database 400 will verify that no two user 
identifies are identical. Unlike traditional methods where a 

FIG. 2 illustrates one example embodiment of a computing 
configuration for use with a digital library. The computing 
environment includes a computing system 100, a media 
player application 200, a digital library 300, an authentication 
database 400, and a rating policy database 500, and a digital 
library management application 600, 

The media player application 200 decodes and renders the 
content for the consumer. The media player application 200 is 
further composed of a DRM module 210, a demux module 
220, a video decoder module 230, an audio decoder module 
240, a video render module 250, and an audio render module 15 

260. The DRM module 210 processes any digital rights man­
agement (DRM) information associated with the media. 
Commercial content may use DRM to provide anti-piracy 
protection for content. After any DRM has been processed, 

user identifier and authenticator ( e.g., PIN) are required, only 
10 an authenticator is used for multiple reasons. First, there are a 

limited number of users. Second, the input mechanism for the 
playback device is limited to a numeric keypad on a remote 
control. Third, the playback device 1000 can authenticate 

the demux module 220 splits the content into separate 20 

streams, typically audio and video streams. Once the content 

users faster by eliminating another piece of required informa­
tion. 

Current authentication best practices dictate that at least 
two of three components of something the "user has", some­
thing the "user knows", and something the "users is" be 
satisfied. For this application, something the "user has" maps 
to the playback device. Something the "user knows" maps to 
the PIN. Something the "user is" typically maps to a biomet­
ric device. Thus the PIN only methods can be used in accor­
dance with current best practices, even though user identifiers 

has been separated into streams, the audio decoder module 
240 decodes the audio stream. The video decoder module 230 
decodes the video stream. Finally, the audio render module 
260 and the video render module 250 convert the respective 
streams so that content can be heard and seen by the con­
sumer, thus interpreted by one or more of the five human 
senses. 

25 are eliminated. 
Groups associations 420 contain sets of users. Groups 

associations 420 allow the administrator to apply the same 
policies to media for multiple individuals, reducing the num­
ber of configuration actions required. A group association is The digital library 300 stores content. The digital library 

300 is composed of persistent storage 310, content 320, and 
metadata 330. The persistent storage 310 holds the content 
320 and metadata 330. 

30 defined as containing one or more users. 
Administration PIN 430 contains the administrator's 

authenticator. The administrator's authenticator controls 
access for the authentication database 400, authorization 
database 500, and digital library management application 

The content 320 may take many forms, such as video 
(movies, music videos, TV shows), audio (music, audio 
books, podcasts ), text ( eBooks ), and video games. Additional 
forms of digital content may also be stored, so long as the 
playback device 1000 contains an application that can decode 
and render the content. A unique content identifier is used to 
identify content 320. Content 320 may optionally be pro­
tected with DRM. 

35 600. 
Additionally, an identifier tag can be associated with the 

PIN in order to facilitate the administration of the authenti­
cation database 400 provide a simpler association in subse­
quent steps. If identifier tags are used, user identity 410 also 

Metadata 330 describes properties about the content 320. 
The metadata 330 is such information used to select the 
content, such as text ( e.g., title, description, actors, directors, 
products, etc.), pictures ( e.g., box cover art, chapter title, etc.), 
video ( e.g., movie trailer, preview, snippet, etc.), content rat­
ing, content rating qualifiers, content rating system, and/or 
audio (music track preview) representing the content. Rating 
systems exists in various forms for most content types includ-

40 contains the between the associations between user identifiers 
and identify verification information. For example, PIN 1234 
may be assigned to George. Rather than displaying PIN 1234 
for all verification steps, the tag George can be associated 
with the PIN and George displayed instead. This has the 

45 added benefit that PINS are not visible during provisioning or 
policy generation. 

Alternate to PINS, the authentication database 400 may use 
a different authenticator, such as a passphrase or use of a 
biometric device. The biometric device is an authentication ing movies, TV shows, video games, music videos, and so on. 

Some content rating systems also use content rating qualifiers 
to further extend the definition of any specific rating. Rating 
systems vary according to region, country, and other factors 

50 mechanism whereby a person's identity is verified through 
physical means instead of the PIN knowledge. The biometric 
device may reside on a remote control unit, the display device, 
or the device decoding the content such as a set top box, DVD so they are not exhaustively enumerated here. Example rating 

systems are MPAA and EIRIN. Although metadata 330 is 
shown separate from content 320, the two may be combined 55 

in some embodiments. 
In order to access the content 320, the digital library 300 is 

coupled to the playback device 1000 either though the exter-
nal storage interface 107, as a case when the digital library 
300 exists on a device (hard disk drive, flash oroptical media), 60 

or through the network interface device 120 when the content 
is accessible over a network (LAN, WAN, Internet cloud). 
Due to the nature of cloud computing and network access, 
consumers may access either their own personal digital 
library 300 or one owned or populated by another party. In 65 

other embodiments, the digital library 300 may be contained 
within the playback device 1000. 

player, Blu-ray player, or game console. 
The rating policy database 500 stores content rating over­

ride actions and metadata display actions configured by the 
parent. The rating policy database 500 is composed of 
enforcement enabled 510, rating actions 520, user actions 
530, and group actions 540. 

Enforcement enabled 510 is the master switch for all 
actions; it must be enabled prior to any content override 
actions. Any implementation ( e.g., Boolean logic in software, 
hardware, or firmware) may be used. 

Rating actions 520 control the display ofmetadata at con­
tent selection time. Rating actions 520 are configured policy 
actions based on the content rating system, content rating, and 
any content qualifiers used by the content rating system. 
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Deviations from rating actions 520 are stored within either 
user actions 530 or group actions 540. 

8 
the admin PIN 430 has not been set, a new admin PIN 430 is 
created and verified in step 730. The verification may use 
double-entry PIN as in traditional methods or any other form 
ofknown verification. In addition to keeping a separate admin 
PIN 430, the V-chip PIN can also be used. This reduces the 
number of PIN s that a consumer needs to remember. If the 
consumer reaches this step in error, the process can be can­
celled and abandoned. 

If the enforcement enabled switch 510 was set and the 

User actions 530 are content playback actions where the 
stored rating is different than was set by the rating body. User 
actions 530 consist of mappings between the user identifier, 
content identifiers, content rating system, and new content 
rating. For example, consider a movie with the MPAA PG-13 
and a V-chip setting to block movies rated PG-13 or higher. 
The user actions 530 may contain two override actions each 
allowing two different users to view the movie. 10 admin PIN 430 set, the process continues in step 740 with 

verification of the existing admin PIN. Once the admin PIN is 
verified, either in step 730 or step 740, the content's current 
rating and policy enforcement is displayed in step 750. The 

Group actions 540 are content playback actions where the 
stored rating is different than was set by the rating body. 
Group actions 530 consist of mappings between the user 
identifier, content identifiers, content rating system, and new 
content rating. For example, consider TV show T, rated TV- 15 

MA bytheMPAArating system and a V-Chip setting to block 
movies rated R or higher. The parent would like movie A 
should be allowed for users X, Y, and Z assigned to group G 
to watch. Therefore the mapping stored is TV show T, rating 
TV-PG, group G. This group action will allow any memberof 20 

group G to watch the movie. 
The external storage interface 107 and network interface 

device 120 allow the rating policy database 500 to be stored 
external to the playback device 1000, as well as imported 
from or exported to another compatible device. The rating 25 

policy database 500 should be stored in a secure location or 
using methods to prevent tampering. Of note, the rating 
policy database 500 and/or the authentication database 400 
may be stored as any kind of data repository or equivalent. 

The digital library management application 600 is com- 30 

posed of a rating policy enforcement module 610, a metadata 
display module 620, and a rating policy management module 
630. 

policy enforcement may be to allow or to deny based on the 
current settings and existing policies. This may be a combi­
nation of the V-chip based settings and any policies contained 
in the rating policy database 510. If there is no existing policy, 
only the V-chip setting is used. 

After the policy is displayed, override behaviors are added 
to the rating policy database 510 by requesting the user 
actions 520 and group actions 530 that can override the 
behavior in step 760. Actions may be added or removed 
depending on how the step was entered. Multiple actions 
(user actions 520 and group actions 530) can be added 
depending on the changes desired. 

Optionally, step 770 continues the process to verify the 
actions correct and the desired behavior is achieved. To do so, 
the final disposition (allow or block) may be displayed in 
order to verify correctness. If the information is not correct, 
the process returns to step 760 for modification. If correct, the 
process completes with step 780 storing the new or changed 
information into the rating policy database 510. If informa­
tion was removed, then the database is modified accordingly. 
Although not shown at every step, the process can be can-The rating policy enforcement module 610 determines if a 

rating action exists that overrides the V-chip blocking action 
based solely on the original content rating. The module uses 
the authentication database 400 and the rating policy database 
500 to determine if the user is able to watch the content based 

35 celled and abandoned at any time after step 740 without 
modifying the rating policy database 510. 

This process can be started prior to or during content use. 

on the rating actions 520, user actions 530, and group actions 
540. The module also determines ifmetadata 330 should be 40 

Alternatively, the process can be started when the content is 
acquired, or transferred into the digital library 300. The time 
at which the process starts is at the discretion of the digital 
library management application 600 implementer and may be displayed in order to enable media selection prior to render­

ing. The rating policy enforcement module 610 may enforce 
policy prior to the media player 200 decode or render opera­
tions, depending on specific implementation constraints. 

The metadata display module 620 displays metadata, such 
as media title, media description, and/or pictures representing 
the media. Displaying such information allows the user to 
select content to be played by the media player application 
200 from the digital library 300. The metadata display mod-

based on such factors as user interface ("UI") standards or 
practices, prevailing wisdom, or other corporate, regulatory, 
or legal factors. Alternatively, the process can be imple-

45 mented within the media player application 200. 
Ratings are a form of metadata defining a specific property 

of digital content. In addition to ratings, other metadata can be 
used to control the policy engine. For example, content pro­
ducer or genre can also be used instead of the content rating. 

ule 620 uses the rating policy enforcement module 610 to 50 

determine if the metadata can be displayed, thus controlling 
The V-chip policy can be considered a default action. 

Where rating systems exist, but are not defined for use with 
the V-chip ( e.g., video game ratings), a different default action 
can be configured in place of the V-chip policy for additional 
rating systems. With this configuration, the system and tech-

the content that can be played by the media player. Once the 
consumer chooses the content 320 from the digital library 
300, the media player application 200 plays the content. 

The rating policy management module 630 allows the user 
to modify ( e.g., create, update, and/or delete) data stored in 
the digital library 300, authentication database 400, and rat-
ing policy database 500. In some embodiments, functions 
provided by the digital library management application 600 
may be contained within the media player 200. 
Ratings Generation and Configuration 

FIG. 3 illustrates creating a new rating policy to be 
enforced, in accordance with an example embodiment. The 
process begins when the user decides a specific rating is not 
appropriate and that content playability should be opposite 
the existing policy. Step 720 verifies that the enforcement 
enabled switch 510 is set and the admin PIN 430 is created. If 

55 niques can be used for additional content types such as video 
games and eBooks. 
Ratings Policy Enforcement 

FIG. 4 illustrates rating policy enforcement in operation. 
The process begins at step 800 when metadata 330 is selected 

60 for display. Metadata 330 is displayed according to the rating 
actions 520. If the metadata setting is set to be hidden, the 
metadata 330 is not displayed to the user. This setting will 
prevent content 320 from being selected for playback by 
subsequent steps in the process. Ifmetadata 330 can be dis-

65 played, it is displayed. 
The process continues at step 810 when the user selects the 

content 320 from the metadata 330 displayed for playback. 
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Once selected, the process determines if the enforcement 
enabled switch 510 is set in step 820. If not set, the process 
terminates and content playback begins 860. 

If the enforcement enabled switch 510 is set, the content 
information, including the content rating is read 830. The 
content rating may be stored within the content (file or 
stream) itself or within a separate metadata (file or files, 
stream or streams). The process continues in step 840 by 
reading the V-chip policy for the appropriate content type and 
the content rating. 10 

The process continues at step 850 determining if a PIN is 
required to play the content 320. This sub-process is further 
described with reference to FIG. 5. If no PIN is required, the 
process terminates and media playback begins 860. If a PIN is 15 
required, the process continues with step 870 to obtain the 
PIN. Once obtained, the PIN is compared against the admin 
PIN 430 and the user identity 410 that are referenced in the 
user actions 530. If the PIN comparison 880 is incorrect, the 
process returns to step 870 to request the PIN again. If the PIN 20 

is correct, the process completes at step 880 and content 
playback begins. 

10 
process. This process modification method may allow a more 
enjoyable user experience in that entering PIN information 
repeatedly is minimized. 

This process modification also provides a method to con­
trol metadata viewing. Authenticating the user and obtaining 
the PIN prior to metadata display, allows metadata to be 
filtered according to the rating policy database 500 configu-
ration. 
Ratings Policy Review and Modification 

Once stored, actions (rating actions 520, user actions 530, 
and group actions 540) can be reviewed, modified, enabled, 
disabled, or deleted. In all cases, the admin PIN is required for 
access to the policy information. If the V-chip policy is dis­
abled, the defined processes operate as the default policy 
allows. Although not described in detail, review or modifica­
tion of existing policies requires reading the policies from the 
rating policy database 300 and presenting a user interface for 
review, modification, enabling, disabling, or deleting. The 
rating policy review and modification process is a modifica­
tion of the process described in FIG. 3. The process is modi­
fied by initiating the process to display the policies stored in 
the rating policy database 500, instead of using content 300. 
Step 750 is modified to display the rating policy database 500 
and provide selection of a rating action 520, user action 530, 
or group action 540. Step 760 is modified to change the 
selected action. Step 780 is modified to update the existing 
action with the new information. 
Exporting Ratings Policies to Other Playback Devices 

When the rating policy database 500 or authentication 

FIG. 5 describes the detail sub-process for determining if a 
PIN is required using multiple policies. The process begins in 
step 885 by determining the V-chip policy. If the V-Chip 25 

policy is allow, step 895 determines if any rating actions 520 
exist. If no rating actions 520 for the content 320 exist, then no 
PIN is required and the sub-process terminates and the main 
process continues at step 860 by beginning content playback 
using the media player application 200. 30 database 400 is stored on a device that can be remotely 

accessed (such as through a network interface device 120), 
rating policies can be shared amongst different media player 
applications 200. For example, for any household with mul-

If the V-chip policy is block at step 885, rating actions 520 
are read in step 890. In either case, whether rating actions 520 
exist or not, a PIN is required to view the program. If no rating 
actions 520 are configured, then the admin PIN 430 is 
required. In the case ofrating actions 520, multiple PINs (user 35 

actions 530 and group actions 540) may allow the content to 
be viewed. The list of PIN s that need to be supplied to view 
the content are determined by reading the content identifier 
stored within the rating action 520. This content identifier 
matches the content identifier stored within the user action 40 

tiple playback devices 1000, a single rating policy database 
500 can be shared. Sharing databases eliminates the need to 
manually perform the same configuration and updates on 
individual playback devices 1000. 

For devices that cannot share rating policy database 500 or 
authentication database 400, the databases can be exported 
from one playback device 1000 and imported into another 
playback device 1000 using either the external storage inter-
face 107 and connecting an external storage device (USB 
flash, hard disk drive, SD card, or other storage media). The 
admin PIN is required to export and import the databases. 

53 0. Using the user identifier stored within the user action, the 
correct user PIN can be found from within the user identity 
410. When a group action is configured, the content identifier 
matches the content identifier stored within the group action 
540. This group identifier matches the group identifier stored 
in group associations 420. Then the user identifiers stored 
within the group association match the user identifiers stored 
within user identity 410. The process continues in main pro­
cess step 870 by obtaining a pin. 

45 Exporting data is encrypted using industry standard encryp­
tion algorithms deriving the encryption key from the admin 
PIN. Exported data is also authenticated using industry stan­
dard hash algorithms such that the data integrity can be deter­
mined prior to importing into the second playback device 

The sub-process illustrated in FIG. 5 may be cancelled at 
any time, and if so, media playback does not begin. For 
playback devices not using the V-chip, the existing polices 
and mechanisms used to block content can be augmented 
using these same methods. 

50 1000. 

The policy enforcement system may be implemented such 55 

that a user must enter a PIN prior to operating the playback 
device after the playback device has been powered on. By 
authenticating once, PIN entry is not required for those pro­
grams where the user's PIN is sufficient. This allows the user 
access to all relevant content based on the data stored in the 60 

Additional Configuration Considerations 
Throughout this specification, plural instances may imple-

ment components, operations, or structures described as a 
single instance. Although individual operations of one or 
more methods are illustrated and described as separate opera­
tions, one or more of the individual operations may be per-
formed concurrently, and nothing requires that the operations 
be performed in the order illustrated. Structures and function­
ality presented as separate components in example configu­
rations may be implemented as a combined structure or com­
ponent. Similarly, structures and functionality presented as a 
single component may be implemented as separate or distrib­
uted components. These and other variations, modifications, 
additions, and improvements fall within the scope of the 

policy database until the device is powered off, a timeout 
occurs, or the user explicitly releases the authentication. This 
process is achieved by modifying the policy enforcement 
process (see FIG. 4) moving the process block defined by 
steps 870 and 880 to the beginning of the process in order to 
obtain the PIN once per session. When a PIN is required by 
step 850, the PIN is supplied at the beginning of the modified 

65 subject matter herein. 
Certain embodiments are described herein as including 

logic or a number of components, modules, or mechanisms. 
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Modules may constitute either software modules ( e.g., code 
embodied on a machine-readable medium or in a transmis­
sion signal) or hardware modules. A hardware module is 
tangible unit capable of performing certain operations and 
may be configured or arranged in a certain manner. In 
example embodiments, one or more computer systems ( e.g., 
a standalone, client or server computer system) or one or more 
hardware modules of a computer system ( e.g., a processor or 
a group of processors) may be configured by software ( e.g., 
an application or application portion) as a hardware module 10 

that operates to perform certain operations as described 
herein. 

12 
signals capable of being stored, accessed, transferred, com­
bined, compared, or otherwise manipulated by a machine. It 
is convenient at times, principally for reasons of common 
usage, to refer to such signals using words such as "data," 
"content," "bits," "values," "elements," "symbols," "charac­
ters," "terms," "numbers," "numerals," or the like. These 
words, however, are merely convenient labels and are to be 
associated with appropriate physical quantities. 

Unless specifically stated otherwise, discussions herein 
using words such as "processing," "computing," "calculat­
ing," "determining," "presenting," "displaying," or the like 
may refer to actions or processes of a machine ( e.g., a com­
puter) that manipulates or transforms data represented as 
physical ( e.g., electronic, magnetic, or optical) quantities 

In various embodiments, a hardware module may be 
implemented mechanically or electronically. For example, a 
hardware module may comprise dedicated circuitry or logic 
that is permanently configured (e.g., as a special-purpose 
processor, such as a field programmable gate array (FPGA) or 

15 within one or more memories (e.g., volatile memory, non­
volatile memory, or a combination thereof), registers, or other 
machine components that receive, store, transmit, or display 
information. an application-specific integrated circuit (ASIC)) to perform 

certain operations. A hardware module may also comprise 
programmable logic or circuitry ( e.g., as encompassed within 20 

a general-purpose processor or other programmable proces­
sor) that is temporarily configured by software to perform 
certain operations. It will be appreciated that the decision to 
implement a hardware module mechanically, in dedicated 
and permanently configured circuitry, or in temporarily con­
figured circuitry (e.g., configured by software) may be driven 

As used herein any reference to "one embodiment" or "an 
embodiment" means that a particular element, feature, struc­
ture, or characteristic described in connection with the 
embodiment is included in at least one embodiment. The 
appearances of the phrase "in one embodiment" in various 
places in the specification are not necessarily all referring to 

25 the same embodiment. 

by cost and time considerations. 
The various operations of example processes described 

herein, e.g., as described with FIGS. 3, 4 and 5, may be 
performed, at least partially, by one or more processors that 30 

are temporarily configured ( e.g., by software) or permanently 
configured to perform the relevant operations. Whether tem­
porarily or permanently configured, such processors may 
constitute processor-implemented modules that operate to 
perform one or more operations or functions. The modules 35 

referred to herein may, in some example embodiments, com­
prise processor-implemented modules. 

The one or more processors may also operate to support 
performance of the relevant operations in a "cloud comput­
ing" environment or as a "software as a service" (SaaS). For 40 

example, at least some of the operations may be performed by 

Some embodiments may be described using the expression 
"coupled" and "connected" along with their derivatives. For 
example, some embodiments may be described using the 
term "coupled" to indicate that two or more elements are in 
direct physical or electrical contact. The term "coupled," 
however, may also mean that two or more elements are not in 
direct contact with each other, but yet still co-operate or 
interact with each other. The embodiments are not limited in 
this context. 

As used herein, the terms "comprises," "comprising," 
"includes," "including," "has," "having" or any other varia­
tion thereof, are intended to cover a non-exclusive inclusion. 
For example, a process, method, article, or apparatus that 
comprises a list of elements is not necessarily limited to only 
those elements but may include other elements not expressly 
listed or inherent to such process, method, article, or appara-
tus. Further, unless expressly stated to the contrary, "or" 
refers to an inclusive or and not to an exclusive or. For 
example, a condition A or B is satisfied by any one of the 

a group of computers (as examples of machines including 
processors), these operations being accessible via a network 
(e.g., the Internet) and via one or more appropriate interfaces 
(e.g., application program interfaces (APis).) 45 following:Ais true (or present) andB is false (or not present), 

A is false ( or not present) and Bis true ( or present), and both 
A and B are true ( or present). 

The performance of certain of the operations may be dis­
tributed among the one or more processors, not only residing 
within a single machine, but deployed across a number of 
machines. In some example embodiments, the one or more 
processors or processor-implemented modules may be 50 

located in a single geographic location ( e.g., within a home 
environment, an office environment, or a server farm). In 
other example embodiments, the one or more processors or 
processor-implemented modules may be distributed across a 
number of geographic locations. 

In addition, use of the "a" or "an" are employed to describe 
elements and components of the embodiments herein. This is 
done merely for convenience and to give a general sense of the 
invention. This description should be read to include one or at 
least one and the singular also includes the plural unless it is 
obvious that it is meant otherwise. 

All of the above U.S. patents, U.S. patent application pub-

Some portions of this specification are presented in terms 
55 lications, U.S. patent applications, foreign patents, foreign 

patent applications and non-patent publications referred to in 
this specification and/or listed in the Application Data Sheet, 
including but not limited to U.S. Provisional Patent Applica-

of algorithms or symbolic representations of operations on 
data stored as bits or binary digital signals within a machine 
memory (e.g., a computer memory). These algorithms or 
symbolic representations are examples of techniques used by 60 

those of skill in the data processing arts to convey the sub­
stance of their work to others skilled in the art. As used herein, 
an "algorithm" is a self-consistent sequence of operations or 
similar processing leading to a desired result. In this context, 
algorithms and operations involve physical manipulation of 65 

physical quantities. Typically, but not necessarily, such quan­
tities may take the form of electrical, magnetic, or optical 

tion No. 61/478,204, entitled "ACCESS CONTROLS FOR 
KNOWN CONTENT," filed Apr. 22, 2011, is incorporated 
herein by reference, in its entirety. 

From the foregoing it will be appreciated that, although 
specific embodiments have been described herein for pur­
poses of illustration, various modifications and variations, 
may be made in the arrangement, operation and details of the 
method and apparatus disclosed herein without deviating 
from the spirit and scope defined in the following claims. For 
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example, still additional alternative structural and functional 
designs for a system and a process for provisioning and using 

14 
!he two users is allowed to access the specific digital content 
m response to determining that a content identifier of the 
specific digital content matches a user identifier of the first 
user and the personal identification number of the first user is 
successfully authenticated. 

a virtual Secure Digital card through the disclosed principles 
herein are contemplated through the disclosed principles 
herein. The methods and systems discussed herein also are 
applicable to other architectures, differing protocols, commu­
nication media (optical, wireless, cable, etc.) and devices 
(such as wireless handsets, electronic organizers, personal 
digital assistants, portable email machines, game machines, 
pagers, navigation devices such as GPS receivers, etc.). 

5. Th_e m~thod of claim 4 further comprising validating the 
authent1cat10n codes of the first viewer and the second viewer. 

6. The method of claim 4, wherein the first and second 
authentication codes comprise a personal identification num-

10 
ber (PIN). 

7. The method of claim 5, wherein the authentication codes 
comprise biometric information. 

The invention claimed is: 
1. An apparatus for setting rating based access controls for 

known digital content to be played on a video playback device 
having a V-chip, the apparatus comprising: a rating policy 
management module for selectively setting rating based 15 

access control on a per media and per user basis for digital 
content of a digital library thereby overriding a policy set by 
the V-chip for access to the digital content from the video 
playback device; and a rating policy enforcement module for 
enforcing rating based access to the individual digital content 20 

for a plurality of users separate from and in addition to an 
administrator, wherein at least a first user and a second user of 
the plurality of users have different media rating requirements 
and have different media ratings associated with a same spe­
cific digital content, wherein a first of the two users is allowed 25 

to access the specific digital content based upon a first authen­
tication code and a second of the two users is blocked from 
access to the specific digital content based upon a second 
authentication code, wherein the first authentication code 
comprises a personal identification number (PIN), wherein 30 

the different ratings associated with the specific digital con­
tent are enforced using the first and second authentication 
codes, and wherein the first of the two users is allowed to 
access the specific digital content in response to determining 
that a content identifier of the specific digital content matches 35 

a user identifier of the first user and the personal identification 
number of the first user is successfully authenticated. 

8. The method of claim 4, further comprising displaying 
the media information, wherein the media information com-
prises a media rating. 

9. The method of claim 4, further comprising displaying 
the media information, wherein the media information com­
prises a media owner. 

10. The method of claim 4, wherein the first policy override 
action comprises modifying media access for the first viewer 
and ~he second policy override action comprises modifying 
medrn access for the second viewer. 

11. The method of claim 4, wherein the first policy override 
action comprises modifying media access for a group that 
includes the first viewer. 

12. A method in a computing system for rating based media 
access policy enforcement, the method comprising: under 
control of a video playback device having a V-chip that speci­
fies default rating based access policy, performing the acts of: 
displaying metadata; responsive to a first user selecting a 
media content from the displayed metadata, and responsive to 
determining that rating based access control configured to 
override the V-chip default rating based access policy is 
enabled: reading media information; reading a default rating 
based access policy action associated with the selected media 
content configured to override the V-chip default rating based 
access policy; and responsive to determining that an authen­
tication code is required: validating an authentication code; 
and beginning playback of the media; and responsive to a 

~- The apparatus of claim 1, further comprising a rating 
pohcy database for storing rating based access controls for 
digital content of the digital library. 

3. The apparatus of claim 2, further comprising a data port 
for exporting the policy database to another playback device. 

40 
second different user selecting the same media from the dis­
played metadata: determining that an authentication code 
associated with the second preventing playback of the media 
wherein the first and second users are not administrators of 
the rating based access control configured to override the 

4. A method in a computing system for creating specific 
:ating policies for digital media access, the method compris­
mg: under control of the computing system having a memory 45 

and a processor, performing the acts of: retrieving media 
information from the memory comprising a rating based 
media acc~ss policy for a digital content; displaying the rating 
based medrn access policy to a user; receiving from the user a 
first rating based access control policy override action for a 50 

first viewer and a second, different, rating based access con-
trol policy override action for a second viewer with respect to 
a same specific digital content, wherein the first viewer and 
second viewer are separate and distinct from the user from 
which the override actions are received, and wherein the first 55 

viewer is associated with a first authentication code unique to 
the first viewer and the second viewer is associated with a 
second authentication code unique to the second viewer stor-
ing the first and second policy override actions in a ;ating 
policy repository wherein future playback of the digital con- 60 

tent is allowed or blocked consistent with the stored policy 
override action, and wherein the first viewer is allowed to 
access the specific digital content based upon the first authen­
tication code and the second viewer is blocked from access to 
the specific digital content based upon the second authenti- 65 

cation code, wherein the first authentication code comprises a 
personal identification number (PIN), and wherein the first of 

V-Chip default rating based access policy, wherein the first 
authentication code comprises a personal identification num­
ber (PIN), and wherein the first of the two users is allowed to 
access the media content in response to determining that a 
content identifier of the media content matches a user identi-
fier of the first user and the personal identification number of 
the first user is successfully authenticated. 

13. The method of claim 12, wherein the authentication 
codes comprise personal identification numbers. 

14. The method of claim 12, wherein the authentication 
codes comprise biometric information. 

15. The method of claim 12, wherein the default rating 
based access policy action is to deny access. 

16. The method of claim 12, wherein the media informa­
tion comprises a rating. 

17. The method of claim 12, wherein the media informa­
tion comprises a genre. 

18. The method of claim 12, wherein the media informa­
tion comprises a media owner. 

19. The method of claim 12, further comprising retaining 
the associated authentication code of each user during a ses­
sion associated with each user. 

* * * * * 
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