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Preface

The past two decades have witnessed a phenomenal paradigm shift in the design
methodology, and substantial improvement in the performance of mobile broad-
band wireless access technologies. With the increasing consumer demand for
diverse wireless multimedia and data applications, and mobile Internet, improved
quality and increasing capacity of the wireless networks have become a priority
for the standards development organizations such as 3GPP. 3GPP started the
development of the evolved packet system in late 2004, which subsequently
resulted in specification and standardization of a new OFDM-based radio access
network and an IP-based core network in 3GPP Rel-8, which was further
enhanced in the subsequent releases. LTE Rel-10 (i.e., LTE-Advanced) was sub-
mitted as a candidate to ITU-R by 3GPP, and was selected as an IMT-Advanced
technology in October 2010. The studies and research have continued in order to
further advance and improve radio access technologies beyond LTE Rel-10 and
HSPA Rel-10 by development of 3GPP Rel-11. The next generation of radio
access technologies, informally referred to as systems beyond IMT-Advanced, are
currently under investigation. Some of the main considerations in the design and
development of new radio interfaces include higher spectral efficiency by using
advanced multi-antenna technologies, carrier aggregation, distributed antenna sys-
tems, heterogeneous networks and small cells, energy efficiency and green radios,
as well as the use of cognitive radios and software-defined radios for more effi-
cient and flexible use of the radio spectrum. The systems beyond IMT-Advanced
will encompass the capabilities of previous generations, as well as new communi-
cation schemes such as machine-to-machine, machine-to-person, and person-to-
machine.

The framework for development of IMT-Advanced and systems beyond
IMT-Advanced can be viewed from multiple perspectives including the users,
manufacturers, application developers, network operators, and service and content
providers. From the user’s perspective, there is a demand for a variety of services,
content, and applications whose capabilities will increase over time. The users
expect services to be ubiquitously available through a variety of delivery mechan-
isms and service providers using a variety of wireless devices. From a service
provision perspective, the domains share some common characteristics. Wireless
service provision is characterized by global mobile access (terminal and personal
mobility), improved security and reliability, higher service quality, and access
to personalized multimedia services, Internet, and location-based services via one
or multiple user terminals. Multi-radio operation requires seamless interaction
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Xvi Preface

among systems in order for the user to be able to receive/transmit a variety of
content via different delivery mechanisms, depending on the device capabilities,
location, and mobility, as well as user profile. Different radio access systems can
be interconnected via a flexible core network and appropriate interworking func-
tions. In this way, a user can be connected through different radio access systems
to the network and utilize the services. The interworking between different radio
access systems in terms of horizontal or vertical handover and seamless connec-
tivity with service negotiation, mobility, security, and quality of service manage-
ment are key requirements of radio-agnostic networks.

Similarity of services and applications across different radio access systems
is beneficial not only to users, but also to network operators and content provi-
ders, stimulating the current trend toward convergence. Furthermore, similar user
experience across different radio access systems leads to large-scale adoption of
products and services, common applications, and content. Access to a service or
an application may be performed using one system, or may be performed using
multiple systems simultaneously. The increasing predominance of IP-based appli-
cations has been a key driver for the convergence trend in the core network and
access network technologies.

The evolution of legacy IMT-2000 systems and the IMT-Advanced systems
has employed several new concepts and functionalities, including adaptive
modulation and coding and link adaptation, OFDM-based multiple access schemes,
single-/multi-user multi-antenna concepts and techniques, dynamic QoS control,
mobility management and handover between heterogeneous radio interfaces
(vertical and horizontal), robust packet transmission, error detection and correction,
multi-user detection, and interference cancellation. Systems beyond IMT-Advanced
may further utilize sophisticated schemes including software-defined radio and
reconfigurable RF and baseband processing, adaptive radio interface, mobile ad hoc
networks, routing algorithms, and cooperative communication.

This book provides an in-depth description of 3GPP Rel-10/11 standards from
a systems engineering point of view. A unique top-down systems approach is
used to identify and describe the functional and protocol components of the 3GPP
Rel-10/11 radio access technologies, starting from the radio access and core net-
work architecture and then continuing with the theory of operation, interfaces,
and practical implementation and deployment considerations. The book contains
the background theoretical information about the operation of mobile stations,
base stations, and other radio interface nodes. The distinctive features of
this book relative to similar publications include an organized and systems
engineering approach, self-containment of the technical topics discussed in the
book, in-depth description of the theoretical concepts, real-life implementation
issues, and practical considerations using clear and unambiguous block diagrams,
state diagrams, and signal flow graphs.

Many articles, blogs, white papers, application notes, book chapters, and
books have been published on the subject of LTE/LTE-Advanced and fourth gen-
eration of cellular networks since 2004, varying from academic theses to network
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Preface

operator analyses and manufacturers’ application notes. By their very nature,
these publications have viewed these subjects from one particular perspective
whether it is academic, operational, or promotional/commercial. A very different
and unique approach has been taken in this book, and that is a top-down systems
approach to understanding the system operation and the design principles of the
underlying functional components of fourth generation radio access networks.
This book can be considered as the most up-to-date and complete technical refer-
ence for the design of LTE/LTE-Advanced systems. In this book, the protocol
layers and functional elements of LTE/LTE-Advanced radio access and core net-
works are described.

This book is a reflection of the author’s several years of participation in the
inception, design and development, standardization, and implementation of LTE/
LTE-Advanced, as well as numerous books, articles, white papers, public presen-
tations, public blogs and online notes, simulations, etc., that the author has come
across and studied since 2004 about LTE/LTE-Advanced, along with the author’s
25 + years of experience in communication theory, signal processing, systems
engineering, and cellular communication.
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Abbreviations and Acronyms

3GPP 3rd generation partnership project
AAA authorization, authentication, and accounting
ABS almost blank subframe

AC access class

ACIR adjacent channel interference ratio
ACK acknowledgment

ACLR adjacent channel leakage ratio
ADC analog to digital converter

AF application function

AM acknowledged mode

AMBR aggregate maximum bit rate
AMC adaptive modulation and coding
ANR automatic neighbor relation

AoA angle of arrival

AoD angle of departure

AP application protocol

APN access point name

ARFCN absolute ratio frequency channel number
ARP allocation and retention priority
ARQ automatic repeat request

AS access stratum/angular spread
AWGN additive white Gaussian noise

BC broadcast channel (MU-MIMO)
BCCH broadcast control channel

BCH broadcast channel

BER bit error rate

BPSK binary phase shift keying

BSR buffer status report

Ccn carrier-to-interference ratio

CA carrier aggregation

CAZAC constant amplitude zero autocorrelation
CBC cell broadcast center

CBE cell broadcast entity

CC component carrier

CCE control channel element

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 8 of 1122



xxii

Abbreviations and Acronyms

CCO
CDD
CDF
CDM
CF1
CFO
CGI
CIF

CM
CMAS
CMC
CoMP
Cp

CQI
CRC
CRE
C-RNTI
CRS
CSA
CSFB
CSG
CSG ID
CSI
CSI-IM
CSI-RS
CSS
DAC
DAI
DCCH
DCI
DeNB
DFT-S-OFDM
DL

DL TFT
DL-SCH
DM-RS
DoA
DPC
DRB
DRX
DS-CDMA
DTCH
DTX
DwPTS

cell change order

cyclic delay diversity
cumulative distribution function
code division multiplexing
control format indicator
carrier frequency offset

cell global identifier

carrier indicator field

cubic metric

commercial mobile alert service
connection mobility control
coordinated multi-point

cyclic prefix

channel quality indicator
cyclic redundancy check

cell range extension

cell RNTI

cell-specific reference signal
common subframe allocation
circuit-switched fallback
closed subscriber group
closed subscriber group identity
channel state information

CSI interference measurement
CSI reference signal

CSG subscriber server

digital to analog converter
downlink assignment index
dedicated control channel
downlink control information
donor eNB

DFT spread OFDM

downlink

downlink traffic flow template
downlink shared channel
demodulation reference signal
direction of arrival

dirty paper coding

data radio bearer
discontinuous reception
direct-sequence code division multiple access
dedicated traffic channel
discontinuous transmission
downlink pilot time slot
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EAB
ECCE
ECGI
E-CID
ECM
ECN
elCIC
EMM
eNB
EPC
ePDCCH
ePHR
EPRE
EPS
E-RAB
eREG
E-SMLC
ETWS
E-UTRA
E-UTRAN
EVM
FDD
FDM
FFT
FSTD
FTP
GBR
GERAN
GGSN
GNSS
GP

GPS
GSM
GT

GTP
GUMMEI
GUTI
GW
HARQ
HeNB
HeNB GW
HetNet
HFN

HI

Abbreviations and Acronyms

extended access barring

enhanced control channel element
E-UTRAN cell global identifier
enhanced cell-ID (positioning method)
EPS connection management

explicit congestion notification
enhanced inter-cell interference coordination
EPS mobility management

E-UTRAN node B/evolved node B
evolved packet core

enhanced physical downlink control channel
extended power headroom report
energy per resource element

evolved packet system

E-UTRAN radio access bearer
enhanced resource-element group
evolved serving mobile location center
earthquake and tsunami warning system
evolved UTRA

evolved UTRAN

error vector magnitude

frequency division duplex

frequency division multiplexing

fast Fourier transform

frequency switched transmit diversity
file transfer protocol

guaranteed bit rate

GSM edge radio access network
gateway GPRS support node

global navigation satellite system
guard period

global positioning system

global system for mobile communication
guard time

GPRS tunneling protocol

globally unique MME identifier
globally unique temporary identifier
gateway

hybrid ARQ

home eNB

home eNB gateway

heterogeneous network

hyper frame number

HARQ indicator
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Abbreviations and Acronyms

HO
HRPD
HSPA
HSS
HTTP
ICIC
1D
IDC
IEEE
IETF
IFFT
IMD
IMS
IoT

1P

1Q
IRC
ISI
ISM
LB
LBI
LCG
LCID
LCR
LCS
L-GW
LIPA
LLR
LMU
LNA
LPPa
LTE
MAC
MAC-I
MAP
MBMS
MBR
MBSFN

MCCH
MCE
MCH
MCS
MDT

handover

high rate packet data

high speed packet access

home subscriber server

hypertext transfer protocol

inter-cell interference coordination
identity

in-device coexistence

Institute of Electrical and Electronics Engineers
Internet Engineering Task Force
inverse fast Fourier transform
intermodulation distortion

IP multimedia subsystem

interference over thermal

Internet protocol

in-phase/quadrature

interference rejection combining
inter-symbol interference

industrial, scientific, and medical

load balancing

linked EPS bearer identifier

logical channel group

logical channel identifier

low chip rate

location service

local gateway

local IP access

log likelihood ratio

location measurement unit

low-noise amplifier

LTE positioning protocol annex
long-term evolution

medium access control/multiple access channel (MU-MIMO)
message authentication code for integrity
maximum a posteriori probability
multimedia broadcast/multicast service
maximum bit rate

multimedia broadcast multicast service single frequency
network

multicast control channel
multi-cell/multicast coordination entity
multicast channel

modulation and coding scheme
minimization of drive tests
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MIB
MIMO
MLD
MME
MMEC
MMSE
MRC
MSA
MSI
MSP
MTC
MTCH
M-TMSI
MU-MIMO
NACK
NAS
NCC
NDS

NH
NNSF
NR

NRT
0ocCC
OFDM
OFDMA
OMC-ID
00B
OTDOA
PA
PAPR
PBCH
PBR
PCC
PCCH
PCell
PCFICH
PCH
PCI
PCRF
PDCCH
PDCP
PDN
PDSCH
PDU

Abbreviations and Acronyms

master information block

multiple-input multiple-output

maximum likelihood detection

mobility management entity

MME code

minimum mean-square error

maximal ratio combining

MCH subframe allocation

MCH scheduling information

MCH scheduling period

machine-type communications

multicast traffic channel

M-temporary mobile subscriber identity
multi-user MIMO

negative acknowledgment

non-access stratum

next-hop chaining counter

network domain security

next hop key

NAS node selection function

neighbor cell relation

neighbor relation table

orthogonal cover code

orthogonal frequency division multiplexing
orthogonal frequency division multiple access
operation and maintenance center identity
out-of-band (emission)

observed time difference of arrival (positioning method)
power amplifier

peak-to-average power ratio

physical broadcast channel

prioritized bit rate

primary component carrier

paging control channel

primary cell

physical control format indicator channel
paging channel

physical cell identifier

policy and charging rules function
physical downlink control channel
packet data convergence protocol

packet data network

physical downlink shared channel
protocol data unit

XXV

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 12 of 1122



XXVi

Abbreviations and Acronyms

P-GW
PHICH
PHR
PHY
PLMN
PMCH
PMI
PMI
PMIP
PO
PRACH
PRB
P-RNTI
PRS
PSAP
PSC
pTAG
PTI
PUCCH
PUSCH
PWS
QAM
QC1
QoS
QPP
RAC
RACH
RAR
RA-RNTI
RAT
RB
RBC
RBG
RE
REG
RET
RF
RFSP
RI

RIM
RLC
RLF
RM

RN

PDN gateway

physical hybrid ARQ indicator channel
power headroom report

physical layer

public land mobile network
physical multicast channel
precoding matrix indicator
precoding matrix index

proxy mobile IP

paging occasion

physical random access channel
physical resource block

paging RNTI

positioning reference signal
public safety answering point
packet scheduling

primary timing advance group
procedure transaction identifier
physical uplink control channel
physical uplink shared channel
public warning system
quadrature amplitude modulation
QoS class identifier

quality of service

quadrature permutation polynomial
radio admission control

random access channel

random access response

random access RNTI

radio access technology

radio bearer

radio bearer control

resource block group

resource element
resource-element group

remote electrical tilting

radio frequency

RAT/frequency selection priority
rank indication

RAN information management
radio link control

radio link failure

rate matching/Reed—Muller (code)
relay node
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RNC
RNL
RNTI
ROHC
RoT
R-PDCCH
RRC
RRM
RS
RSRP
RSRQ
RSSI
RTP
RTT
RU
RV
RX
S1-MME
S1-U
SAE
SAP
SCC
SCell
SC-FDMA
SCH
SCM
SDF
SDMA
SDU
SeGW
SFBC
SFN
SGSN
S-GW
SI

SIB
SIC
SIMO
SINR
SIP
SIPTO
SI-RNTI
SISO
SMS

Abbreviations and Acronyms

radio network controller

radio network layer

radio network temporary identifier
robust header compression

rise over thermal

relay physical downlink control channel
radio resource control

radio resource management
reference signal

reference signal received power
reference signal received quality
received signal strength indicator
real-time transport protocol

round trip time

resource unit

redundancy version

receiver

S1 for the control-plane

S1 for the user-plane

system architecture evolution
service access point

secondary component carrier
secondary cell

single carrier-frequency division multiple access
synchronization channel

spatial channel model

service data flow

spatial division multiple access
service data unit

security gateway

space-frequency block code

system frame number

serving GPRS support node
serving gateway

system information

system information block
successive interference cancellation
single-input multiple-output

signal to interference plus noise ratio
session initiation protocol

selected IP traffic offload

system information RNTI
single-input single-output/soft-input soft-output
short message service
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XXviii

Abbreviations and Acronyms

SN

SNR
SON
SPID
SPS C-RNTI
SR

SRB
SRS
SRVCC
sTAG
S-TMSI
SU
SU-MIMO
TA
TAC
TAD
TAG
TAI
TAU
TB

TCP
TDD
TDM
TEID
TFT

TI

TIN

™
TMA
TNL
TPC
TPMI
TTI

TX

UCI
UDP
UE

UL

UL TFT
ULR-Flags
UL-SCH
UM
UMTS
UpPTS

sequence number

signal-to-noise ratio

self-organizing network

subscriber profile ID for RAT/frequency priority
semi-persistent scheduling C-RNTI
scheduling request

signaling radio bearer

sounding reference signal

single radio voice call continuity
secondary timing advance group
S-temporary mobile subscriber identity
scheduling unit

single-user MIMO

tracking area

tracking area code

traffic aggregate description

timing advance group

tracking area identity

tracking area update

transport block

transmission control protocol

time division duplex

time division multiplexing

tunnel endpoint identifier

traffic flow template

transaction identifier

temporary identity used in next update
transparent mode

tower mounted amplifier

transport network layer

transmit power control

transmitted precoding matrix indicator
transmission time interval

transmitter

uplink control information

user datagram protocol

user equipment

uplink

uplink traffic flow template

update location request flags

uplink shared channel
unacknowledged mode

universal mobile telecommunication system
uplink pilot time slot
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UTRA
UTRAN
VoIP
VoLTE
VRB
X2-C
X2-U
7C
Z.CZ

7F

Abbreviations and Acronyms  xxix

universal terrestrial radio access
universal terrestrial radio access network
voice over Internet protocol

voice over LTE

virtual resource block

X2-control plane

X2-user plane

Zadoff—Chu

zero correlation zone

zero forcing (receiver)
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CHAPTER

Introduction to LTE-
Advanced
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Wireless communication comprises a wide range of technologies, services, and
applications that have come into existence to meet the particular needs of users in
different deployment scenarios. Wireless systems can be broadly characterized by
content and services offered, reliability and performance, operational frequency
bands, standards defining those systems, data rates supported, bidirectional and
unidirectional delivery mechanisms, degree of mobility, regulatory requirements,
complexity, and cost. The number of mobile subscribers has increased dramati-
cally worldwide in the past two decades. The growth in the number of mobile
subscribers will be further intensified by adoption of broadband mobile access
technologies in largely populated and developing countries. It is envisioned that
potentially the entire world population will have access to broadband mobile ser-
vices depending on economic conditions and favorable cost structures offered by
regional network operators. There are already more mobile devices than fixed-
line telephones or fixed computing platforms such as desktop computers that can
access the Internet. The number of mobile devices is expected to continue to
grow more rapidly than nomadic and stationary devices. Mobile terminals will be
the most commonly used platforms for accessing and exchanging information.
In particular, users will expect a dynamic, continuing stream of new applications,
capabilities, and services that are ubiquitous and available across a range of
devices using a single subscription and a single identity. Versatile communication
systems offering customized and ubiquitous services based on diverse individual

LTE-Advanced. 1
© 2014 Elsevier Inc. All rights reserved.
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2 CHAPTER 1 Introduction to LTE-Advanced

needs require flexibility in the technology in order to satisfy multiple demands
simultaneously. Wireless multimedia traffic is increasing far more rapidly than
voice and will increasingly dominate traffic flows. The paradigm shift from
predominantly circuit-switched air-interface design to full IP-based systems has
provided users with the ability to more efficiently, more reliably, and more
securely utilize multimedia services including e-mail, file transfers, messaging,
browsing, gaming, voice over Internet protocol (VoIP), and location-based
multicast and broadcast services. These services can be either symmetrical or
asymmetrical (in terms of use of radio resources in the downlink or uplink) and
real-time or non-real-time with differing quality of service (QoS) requirements.
The new applications consume relatively larger bandwidths, resulting in higher
data rate requirements [13,14].

International Mobile Telecommunications-Advanced (IMT-Advanced) systems
are broadband mobile wireless access systems that include new capabilities and
flexibility that go beyond those of legacy IMT-2000 systems [1—7]. IMT-
Advanced provided a global framework for development of the new generation of
mobile services that offer fast data access and unified messaging, and broadband
wireless multimedia in the form of new interactive services anywhere and any-
time. Such systems provide access to a wide range of telecommunication services
including advanced mobile services and are supported by mobile and fixed net-
works, which are entirely based on Internet protocol (IP). The IMT-Advanced
systems support low to high mobility applications and a wide range of data rates
in accordance with user and service demands in multiple user environments. The
IMT-Advanced systems have also capabilities for high-quality multimedia appli-
cations within a wide range of services and platforms, providing a significant
improvement in performance and QoS.

The capabilities of IMT-2000 systems have been continuously enhanced over
the past decade as IMT-2000 technologies are upgraded and deployed. From the
radio access perspective, the evolved IMT-2000 systems have been built on the
existing systems and further enhanced the radio interface functionalities, and at
the same time, new systems have emerged to replace the legacy radio access sys-
tems. This evolution has improved the reliability and throughput of the cellular
systems and has promoted the development of an increasing number of services
and applications. Similarity of services and applications across different IMT
technologies and frequency bands is beneficial to users, and a broadly similar
user experience leads to a large-scale deployment of products and services. The
technologies, applications, and services associated with systems beyond IMT-
Advanced could well be radically different from the present, challenging the per-
ceptions of what may be considered viable by today’s standards and going beyond
what has just been achieved by the IMT-Advanced radio systems.

3GPP initiated a project on the long-term evolution (LTE) of the Universal
Mobile Telecommunication System (UMTS) radio access network (RAN) in
late 2004 to maintain 3GPP’s competitive edge over other cellular technologies.
The evolved UMTS terrestrial radio access network (E-UTRAN) substantially
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Introduction to LTE-Advanced

improved end-user throughputs and system capacity and significantly reduced
user-plane and control-plane latencies, bringing in considerably improved user
experience with full mobility. With the emergence of IP as the protocol of choice
for carrying all types of traffic, the 3rd Generation Partnership Project (3GPP)
LTE has provided support for IP-based traffic with end-to-end QoS. Voice traffic
is supported mainly as VoIP, enabling better integration with other multimedia
services. Unlike its predecessors, which were developed within the framework of
a global system for mobile communication (GSM)/UMTS network architecture,
3GPP specified an evolved packet core (EPC) architecture to support the
E-UTRAN through reduction in the number of network elements and simplifica-
tion of functionality, but most importantly allowing for connections and handover
to other fixed and wireless access technologies, providing the network operators
with the ability to deliver a seamless mobility experience. 3GPP set aggressive
performance requirements for LTE that relied on improved physical layer
technologies such as orthogonal frequency division multiplexing (OFDM) and
single-user and/or multi-user multiple-input multiple-output (MIMO) techniques,
and streamlined layer 2/layer 3 protocols and functionalities. The main objectives
of LTE were to minimize the system and user equipment (UE) complexities, to
allow flexible spectrum allocation in the existing or new frequency bands, and to
enable coexistence with other 3GPP and non-3GPP radio access technologies.
The LTE Rel-8/9 was used as the baseline for further enhancements under 3GPP
Rel-10 to meet the requirements of the IMT-Advanced. A candidate proposal
based on the latter enhancements (3GPP LTE-Advanced) was submitted to the
International Telecommunication Union-Radio Telecommunications (ITU-R) and
was subsequently qualified as an IMT-Advanced technology in 2010 [6,7].
However, concurrent with 3GPP LTE standard development, the operators were
rolling out high-speed packet access (HSPA) networks to upgrade their second-
generation (2G) and early 3G infrastructure; thus, they were not ready to embrace
yet another paradigm shift in the RAN and core network technologies. Therefore,
3GPP continued to improve UMTS technology by adding multi-antenna support
at the base station, higher modulation order in the downlink, and multi-carrier
support to prolong the life span of 3G systems [15,16].

LTE-Advanced (LTE Rel-10/11) extended the capabilities of LTE Rel-8/9 by
introducing new features such as carrier aggregation, which is the most significant
and complex improvement provided by LTE-Advanced that can combine up to
five 20 MHz radio frequency (RF) carriers to create a virtually wide bandwidth;
enhanced multi-antenna techniques in the uplink and downlink (e.g., SU-MIMO
and MU-MIMO, reference signals, channel state information measurement/report-
ing); cell coverage and throughput improvement by means of relay nodes, which
connect to relay-enabled eNBs; enhanced inter-cell interference coordination to
improve performance of heterogeneous networks; and coordinated multi-point
transmission/reception (also known as network MIMO in the literature), which is
a set of techniques using different forms of MIMO and beamforming to improve
the performance at cell edges using coordinated scheduling, and transmitters/
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4 CHAPTER 1 Introduction to LTE-Advanced

receivers and antennas that are not collocated to provide greater spatial diversity
to improve link reliability and data rate as well as system capacity [17,18]. The
framework for the LTE-Advanced air-interface technology was mostly defined by
the use of wider bandwidths up to 100 MHz, contiguous/non-contiguous spectrum
deployments, also referred to as spectrum aggregation, and a need for flexible
spectrum usage. In general, OFDM provides a simple means to increase band-
width by adding additional subcarriers. Due to the discontinuous nature of the
spectrum reserved for IMT-Advanced, the available bandwidth is fragmented.
Therefore, the user terminals should be able to filter, process, and decode such a
large variable bandwidth. The increased decoding complexity is one of the major
challenges of the wider bandwidths [9].

Some early deployments of LTE-Advanced are expected in late 2013 with
increasing adoption in 2014 and beyond [13,14]. LTE-Advanced is forward and
backward compatible with LTE Rel-8/9, meaning that LTE Rel-8/9 devices will
work on LTE-Advanced networks and LTE-Advanced capable terminals will
work on the legacy LTE networks. The LTE-Advanced features offer perfor-
mance gains and may considerably affect the system complexity and cost. For
instance, higher order MIMO schemes up to 8 X 8 in the downlink will improve
peak data rates and spectral efficiency; however, this feature also impacts the net-
work side and the complexity of the UE, as the implementation of the antennas
differs and additional baseband transmission/reception chains are needed.
Moreover, while band aggregation does not affect spectral efficiency (since it is
independent of bandwidth), cell-edge user throughput (due to insufficient signal
to interference plus noise ratio (SINR) value, secondary cells cannot be utilized),
and coverage (since coverage is determined by the link budget of the primary
cell), it does increase the cost of network deployment. It is worth mentioning that
the peak data rate is improved depending on the number of the aggregated car-
riers, further affecting the complexity and cost of the UE implementation.

This book begins with an introduction to the LTE-Advanced/IMT-Advanced
systems and an overview of the 3GPP standards evolution and standardization pro-
cess. The unique, top-down systems approach taken in this book necessitates begin-
ning with the review of the overall network architecture and later examination of
each and every significant network element in the evolved packet system (EPS) in
Chapter 2. Once the access network and core network aspects of the LTE/LTE-
Advanced systems are described, we turn our attention to the reference model and
protocol structure of LTE/LTE-Advanced and discuss the operation and behavior
of each entity (base station, mobile station, femto-cells, and relay stations) as well
as functional components and their interactions, logical interfaces, protocol stack,
and protocol terminations in Chapter 3. The remaining chapters of this book are
organized consistently with the order of the protocol layers on the user-plane and
control-plane, starting from the network layer and moving down to the physical
layer. Each protocol layer has been described in a separate chapter in order for the
readers to clearly understand the functions and operation of each layer. The overall
operation of the mobile station and the base station and their corresponding state
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1.1 Background on IMT-Advanced standards development 5

machines are described in Chapter 4. Perhaps, this chapter is the most important part
of the book as far as understanding the general operation of the system is concerned.
Chapter 5 describes the radio resource control functions and protocols. The packet
data convergence protocol, radio link control, and medium access control sublayers
are described in Chapters 6, 7, and 8, respectively. The description of downlink and
uplink physical layer algorithms and protocols has been divided into two separate
parts (Chapters 9 and 10) for further clarity and structure. There are many commonal-
ities between LTE Rel-8, 9, 10, and 11; however, release-specific features/functional-
ities, algorithms, or protocols which have been introduced in subsequent releases are
clearly distinguished in the content so that they are not confused with the legacy
components throughout the book. In this book, the term E-UTRA or LTE refers to
both LTE and LTE-Advanced radio access technologies everywhere except where
the feature or functionality does not exist or is not supported in the previous releases.
The performance evaluation of LTE-Advanced against IMT-Advanced requirements
is described in Chapter 11 where the performance metrics are defined and link-level
and system-level simulation methodologies and parameters are elaborated. The the-
ory and operation of LTE Rel-11 coordinated multi-point transmission/reception and
LTE Rel-10/11 carrier aggregation schemes are described in Chapters 12 and 13.
Multi-radio coexistence and enhanced inter-cell interference coordination techniques
used in LTE Rel-10/11 are described in Chapter 14. In Chapter 15, we describe the
positioning methods and evolved multimedia broadcast/multicast services. Each
chapter contains a theoretical description of the features/functions and scrutinizes the
real-life and practical implementation and deployment issues and remedies.

Background on IMT-Advanced standards development

The past two decades have witnessed a rapid growth in the number of subscribers
and incredible advancement in the technology of cellular communication from
simple, all-circuit-switched, analog first-generation systems with limited voice
service capabilities, limited mobility, and small capacity to the fourth-generation
(4G) systems with significantly increased capacity, advanced all-digital packet-
switched all-IP implementations that offer a variety of multimedia services. With
the increasing demand for high-quality wireless multimedia services, the radio
access technologies continue to advance with faster pace toward the next genera-
tion of systems. The general characteristics envisioned for the fourth generation
of the cellular systems included all-IP core networks, support for a wide range of
user mobility, significantly improved user throughput and system capacity, reli-
ability and robustness, seamless connectivity, reduced access latencies, etc.
IMT-Advanced, or alternatively 4G, cellular systems are mobile systems that
extend and improve upon the capabilities of legacy IMT-2000 standards. The
IMT-Advanced systems provide the users with access to a variety of advanced
IP-based services and applications. The IMT-Advanced systems can support a
wide range of data rates, with different QoS requirements, proportional to user
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6 CHAPTER 1 Introduction to LTE-Advanced

mobility conditions in multi-user environments. The key features of IMT-
Advanced systems can be summarized as follows [1]:

¢ Enhanced cell and peak spectral efficiencies, and cell-edge user throughput to
support advanced services and applications

e Lower airlink access and signaling latencies to support delay-sensitive
applications

¢ Support of higher user mobility while maintaining session connectivity

o Efficient utilization of spectrum

* Inter-technology interoperability, allowing worldwide roaming capability

* Enhanced air-interface-agnostic applications and services

* Lower system complexity and implementation cost

* Convergence of fixed and mobile networks

* Capability of interworking with other radio access systems

These features enable IMT-Advanced systems to accommodate emerging appli-
cations and services. The capabilities of IMT systems have been continuously
enhanced proportional to user demand and technology advancements in the past
decade. However, the framework and overall objectives of the systems beyond
IMT-Advanced are expected to be a paradigm shift in the design and development
of radio interface, network architecture, and topology [1]. Present mobile commu-
nication systems have evolved by incremental addition of capabilities and enhance-
ment of features of the baseline (legacy) systems. Examples include the evolution
of UMTS family of standards in 3GPP. The systems beyond IMT-Advanced will
be realized by functional fusion of the existing IMT systems, nomadic wireless
access systems, and other wireless systems with high commonality and seamless
interworking, in conjunction with the development of new and enhanced features.

Translating service/application requirements into requirements that are directly
related to data transport over a wireless network commonly leads to considering a
limited number of QoS attributes, such as user throughput, packet delay and/or
delay variations (often referred to as delay jitter), bit/packet error rate, and other
similar aspects. This motivates the introduction of service classes that group
together services that are similar in terms of their requirements toward a network.
Figure 1.1 shows four service classes (conversational, interactive, streaming, and
background services) and their characteristics in terms of reliability, bit rate, and
latency that were considered for the IMT-Advanced systems. We will further dis-
cuss these requirements and characteristics in the next sections. In Figure 1.1,
BER denotes bit error rate which is a measure of reliability of communication
link and is the ratio of the number of incorrectly received information bits to the
total number of information bits sent within a certain time interval [2].

Prominent standards developing organizations such as 3GPP', and Institute of
Electrical and Electronics Engineers Standards Association (IEEE-SA)* have

Yhttp://www.3gpp.org
Zhttp://standards.ieee.org
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IMT-Advanced service classes and their characteristics [2].

actively contributed to the design, development, and proliferation of broadband wire-
less systems in the past decade. A number of broadband wireless access standards for
fixed, nomadic, or mobile systems have been developed by these standardization
groups and deployed by a large number of operators across the globe [6,7].

As mentioned earlier, the IMT-Advanced framework divided service classes
into conversational, interactive, streaming, and background services. There are
three service classes in the conversational service category. The basic conversa-
tional service class comprises basic services that are dominated by voice commu-
nication characteristics. The rich conversational service class consists of services
that mainly provide synchronous communication enhanced by additional media
such as video and collaborative document viewing. Conversational low-delay
class covers real-time services that have very strict delay and delay variation
requirements. In the interactive service category, two service classes are distin-
guished. Interactive services that permit relatively high delay which usually fol-
low a request-response pattern (e.g., web browsing, database query). In such
cases, response times in the order of a few seconds are permitted. Interactive ser-
vices requiring significantly lower delay are remote server access or remote col-
laboration. In the streaming category, there are two service classes. The
differentiating factor between these two classes is the live or non-live nature of
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[llustration of the capabilities and evolution of IMT systems [1].

the content transmitted. In case of live content, buffering possibilities are very
limited, which makes the service delay sensitive. In the case of non-live (i.e., pre-
recorded) content, playout buffers at the receiver side provide a high robustness
against delay and delay jitter. The background class only contains delay-
insensitive services so that there is no need for further differentiation.

The advancement of capabilities and evolution of IMT systems are illustrated
in Figure 1.2. As it appears from the figure, the services and performance of the
systems noticeably increase as the systems evolve from one generation to another.

Requirements for the IMT-Advanced systems

The service and application requirements must be translated to system design
requirements in order to obtain a set of minimum requirements and objective cri-
teria for the design of a new mobile broadband wireless system. The design
requirements encompass a wide range of system attributes such as data and sig-
naling transmission latency over the airlink and the core network, system data
rates, user cell-edge and average throughputs, and application capacity. The high-
level requirements presented in Table 1.1 were defined by ITU-R Working Party
5D, prior to the development of the candidate proposals, for the purpose of con-
sistent definition, specification, and evaluation of the IMT-Advanced systems.
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1.2 Requirements for the IMT-Advanced systems 9

Table 1.1 IMT-Advanced Requirements [3,5]
Cell Spectral Efficiency

Test Environment Downlink (Bits/s/Hz/Cell) Uplink (Bits/s/Hz/Cell)

Indoor 3 2.25
Microcellular 2.6 1.80
Base coverage urban 2.2 1.4
High speed 1.1 0.7

Peak Spectral Efficiency

Test Environment Downlink (Bits/s/Hz) Uplink (Bits/s/Hz)

N/A 15 6.75

Cell-Edge User Spectral Efficiency

Test Environment Downlink (Bits/s/Hz) Uplink (Bits/s/Hz)

Test Environment

Traffic Channel Link Data Rates

Uplink (Bits/s/Hz)

Indoor 0.1 0.07
Microcellular 0.075 0.05
Base coverage urban 0.06 0.03
High speed 0.04 0.015

UE Speed (km/h)

Indoor 1.0 10

Microcellular 0.75 30

Base coverage urban 0.55 120

High speed 0.25 350
VolIP Capacity

Test Environment VolIP Capacity (Active Users/Sector/MHz)

Indoor 50
Microcellular 40
Base coverage urban 40
High speed 30

The intent of these requirements was to ensure that IMT-Advanced technologies
were able to fulfill the objectives of the fourth generation of cellular systems, as
laid out in Recommendation ITU-R M.1645 as the ITU-R vision for IMT-
Advanced systems, as well as to set a specific level of minimum performance that
each proposed technology needed to achieve [1]. These requirements were not
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10 CHAPTER 1 Introduction to LTE-Advanced

intended to restrict the full range of capabilities or performance that candidate
technologies for IMT-Advanced might achieve, nor were they intended to
describe how the IMT-Advanced technologies might perform in actual deploy-
ments under operating conditions that could be different from those presented in
ITU-R recommendations and reports on IMT-Advanced. Satisfaction of these
requirements were verified through link and system-level simulations (for VolP
capacity, spectral efficiencies, and mobility), analytical (for user and control-
plane latencies as well as handover interruption time), and inspection (for service
requirements and bandwidth scalability) [3]. The methodology, guidelines, and
common configuration parameters were specified in Report ITU-R M.2135-1 [4].

The requirements for system and user data rates were described in the form of
spectral efficiency to make them independent of bandwidth and practical spec-
trum allocations. Some of the requirements noted in Table 1.1 were evaluated via
system-level simulations; however, the mobility requirement was evaluated
through link-level simulation. Note that in Table 1.1, a cell or equivalently a sec-
tor is defined as a physical partition of the coverage area of a base station. The
base station coverage area is typically partitioned into three or more sectors/cells
to mitigate interference effects.

In Table 1.1, the cell spectral efficiency is defined as the aggregate through-
put, i.e., the number of correctly received bits delivered at the data link layer over
a certain period of time, of all users divided by the product of the effective band-
width, the frequency reuse factor, and the number of cells. The cell spectral effi-
ciency is measured in bits/s/Hz/cell.

The peak spectral efficiency in the above table denotes the highest theoretical
data rate normalized by bandwidth (assuming error-free conditions) assignable to
a single mobile station when all available radio resources for the corresponding
link are utilized, excluding radio resources that are used for physical layer syn-
chronization, reference signals, guard bands, and guard times (collectively known
as layer-1 overhead). Bandwidth scalability is the ability to operate with different
bandwidth allocations using single or multiple RF carriers. These values were
defined assuming an antenna configuration of 4 X4 and 2 X4 in the downlink
and uplink, respectively [3].

The normalized user throughput in Table 1.1 is defined as the number of cor-
rectly received bits by a user at the data link layer over a certain period of time,
divided by the total spectrum. The cell-edge user spectral efficiency is defined as
5% point of cumulative distribution function (CDF) of the normalized user
throughput.

Control-plane latency is defined as the transition time from idle state to
connected state. The transition time (assuming downlink paging latency and core
network signaling delay are excluded) of less than 100 ms is required for IMT-
Advanced systems. The user-plane latency, also known as transport delay, is
defined as the one-way transit time between a packet being available at the IP layer
of the origin (user terminal in the uplink or base station in the downlink) and the
availability of this packet at IP layer of the destination (base station in the uplink or
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1.3 Introduction to 3GPP standards

user terminal in the downlink). User-plane packet delay includes delay introduced
by associated protocols and signaling assuming the user terminal is in the active
mode. The IMT-Advanced systems are required to achieve a transport delay of less
than 10 ms in unloaded conditions (i.e., a single user with a single data stream) for
small IP packets (e.g., an empty payload + IP header) for both downlink and uplink
as hypothetically shown in Figure 1.3. In Figure 1.3, the user-plane latency is mea-
sured from point 1 to point 2 or from point 3 to point 4 [3,19].
The following mobility classes were defined in IMT-Advanced systems [3]:

e Stationary: 0 km/h

* Pedestrian: 0—10 km/h

e Vehicular: 10—120 km/h

* High-speed vehicular: 120—350 km/h

A mobility class is supported if the traffic channel link-level data rate, normal-
ized by bandwidth, on the uplink, exceeds the minimum requirements shown in
Table 1.1, when the user is moving at the maximum speed in that mobility class in
each of the test environments. The requirements were defined assuming an antenna
configuration of 4 X 2 and 2 X 4 in the downlink and uplink, respectively.

The handover interruption time is defined as the time duration during which a
user terminal cannot exchange user-plane packets with any base station. The
handover interruption time includes the time required to execute any RAN proce-
dure, radio resource signaling protocol, or other message exchanges between the
user terminal and the RAN. For the purposes of determining handover interrup-
tion time, interactions with the core network are not considered. It is also assumed
that all necessary attributes of the target base station are known at initiation of
the handover from the serving base station. The requirements for intra-frequency
and inter-frequency handover interruption time were 27.5 and 40 ms (within a
spectrum band)/60 ms (between spectrum bands), respectively [3].

In Table 1.1, VoIP capacity is calculated assuming a 12.2 kbps codec with
50% voice activity factor such that the percentage of users in outage is less than
2% where a user is defined to have experienced a voice outage if less than 98%
of the VoIP packets have been delivered successfully to the user within a one-
way radio access delay bound of 50 ms. The VoIP capacity is the minimum of
the calculated capacity for downlink or uplink divided by the effective bandwidth
in the respective link direction. These values were defined assuming an antenna
configuration of 4 X 2 in the downlink and 2 X 4 in the uplink.

Introduction to 3GPP standards

The 3GPP unites several telecommunications standard development organizations
(ARIB, ATIS, CCSA, ETSI, TTA, TTC), also known as organizational partners,
and provides their members with a stable technical basis to transpose into their
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Graphical interpretation of user-plane latency [19].
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own specifications. There are four technical specification groups in 3GPP which
include RAN, Service and Systems Aspects (SA), Core Network and Terminals
(CT), and GSM EDGE Radio Access Network (GERAN). Each technical group
has a set of working groups and has a particular area of responsibility for the
reports and specifications under its own terms of reference or group charter.

The original scope of 3GPP was to produce technical specifications and tech-
nical reports for 3G mobile systems based on evolved GSM core networks and
the radio access technologies that they support, i.e., universal terrestrial radio
access (UTRA) with both frequency division duplex (FDD) and time division
duplex (TDD) modes. The scope was subsequently amended to include the main-
tenance and development of GSM technical specifications and technical reports
including evolved radio access technologies, e.g., general packet radio service
(GPRS) and enhanced data rates for GSM evolution (EDGE). The 3GPP organiza-
tion was created in December 1998 by approval of the 3rd Generation Partnership
Project Agreement. The latest 3GPP scope and objectives document has evolved
from this original agreement. Table 1.2 shows the 3GPP organization and the
charter of the technical specification groups and their subcommittees.

3GPP uses a system of parallel releases in order to provide device and network
developers with a stable platform for implementation and to allow for addition of
new features required by the market. Following the introduction of an entirely new
air-interface with LTE in 3GPP Rel-8, and with various enhancements thereafter,
the upcoming 3GPP Rel-12 and beyond will be as significant as ever in the indus-
try’s quest to extend mobile broadband availability, to provide more consistent ser-
vice quality, and to economically satisfy the demand for fast and reliable mobile
Internet, despite the challenges due to spectrum scarcity and other constraints.
Successive mobile generations are typically depicted in technological terms. For
the world’s mobile operators following the development standards path, first laid
by ETSI and then 3GPP, first-generation (1G) analog was followed by 2G TDMA-
based GSM, then 3G wideband-CDMA-based UMTS, and 4G OFDM-based LTE/
LTE-Advanced. However, concurrent with each upgrade in generation have been
profound advances in the capabilities, economics, and availability of network,
device, and service offerings.

3GPP specified support for several radio access technologies and also the
handover between these access networks. The idea was to bring convergence
using a unique core network providing various IP-based services over multiple
access technologies. In addition to the support of the existing 3GPP radio access
networks, 3GPP defined the interworking functions between the E-UTRAN (LTE/
LTE-Advanced), GERAN (GSM/GPRS), and UTRAN (UMTS-based technologies
WCDMA and HSPA). The EPS also allows the UE (and EPC) to access non-
3GPP technologies. Non-3GPP accesses can be divided into two categories: the
trusted and the untrusted. The trusted non-3GPP access networks can interact
directly with the EPC, whereas the untrusted non-3GPP access network connects
to the EPC via an intermediate interworking function and the evolved packet data
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Project Coordination
Group (PCG)

This group is the ultimate
decision-making body in
3GPP responsible for final
adoption of 3GPP
Technical Specification
Group work items, to ratify
election results, and the
resources committed to
3GPP

Table 1.2 3GPP Organization

GSM/EDGE Radio
Access Network (GERAN)
This group is responsible
for specifying the radio
access part of GSM/EDGE,
more specifically RF front-
end, layer 1, 2, and 3,
internal and external
interfaces, conformance
test specifications for all
aspects of GERAN base
stations and terminals, and
GERAN specifications for
the nodes in the GERAN

Radio Access Network
(RAN)

This group is responsible
for the definition of the
functions, requirements,
and interfaces of the UTRA/
E-UTRA network in its two
modes, FDD and TDD.

GERAN WGT1

This group is responsible
for RF aspects of GERAN,
internal GERAN interface
specifications,
specifications for GERAN
radio performance and RF
system aspects,
conformance test
specifications for testing of
all aspects of GERAN base
stations, etc.

GERAN WG2

This group is responsible
for protocol aspects of
GERAN. It specifies the
data link layer protocols
and the interfaces between
these layers and the
physical layer

GERAN WG3

This group is responsible
for conformance test
specifications for testing of
all aspects of GERAN
terminals and liaising with
other technical groups to
ensure overall coordination
RAN WG1

This group is responsible
for the specification of the
physical layer of the radio
Interface for UE, UTRAN,
E-UTRAN, covering both
FDD and TDD modes of
radio interface. It is also
responsible for handling
physical layer related UE
capabilities and physical
layer related parameters
used in UE tests
developed in the RAN
working group

RAN WG2

This group is in charge of
the radio interface
architecture and protocols,
the specification of the
radio resource control
protocol, radio resource

(Continued)
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Table 1.2 (Continued)

Service and System
Aspects (SA)

The SA working group is
responsible for the overall
architecture and service
capabilities of systems
based on 3GPP
specifications and has a
responsibility for inter-
group coordination

management, and the
services provided by the
physical layer to the upper
layers

RAN WG3

This group is responsible
for the overall UTRAN/E-
UTRAN architecture and
the specification of inter-
base station protocols and
interface between mobile
station and base station
RAN WG4

This group works on the
radio aspects of UTRAN/E-
UTRAN. It conducts
simulations of various
practical radio system
scenarios and derives the
minimum requirements for
transmission and reception
parameters. Once these
requirements are set, the
group defines the test
procedures that will be
used to verify them (only for
base stations)

RAN WG5

This group specifies
conformance testing at the
radio interface for the UE.
The test specifications are
based on the requirements
defined by other groups
such as RAN WG4 for the
radio test cases, and RAN
WG2 and CT WGH for the
signaling and protocols test
cases

SA WG1 (Services)

This group works on the
services and features for
3G/4G and beyond
systems. The group sets
high-level requirements for
the overall system and
provides this in a stage 1
description in the form of
specifications and reports

SA WG2 (Architecture)
This group is in charge of

(Continued)
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Table 1.2 (Continued)

Core Network and
Terminals (CT)
This group is responsible for

specifying terminal interfaces, define the UE-core network

developing stage 2 of the
3GPP network and
identifies the main
functions and entities of
the network, how these
entities are linked to each
other, and the information
they exchange. The group
has a system-wide view,
and decides on how new
functions integrate with
the existing network
entities

SA WGS3 (Security)

This group is responsible
for the security of the
3GPP system, performing
analyses of potential
security threats to the
system, considering the
new threats introduced by
the IP-based services and
systems, and setting the
security requirements for
the overall 3GPP system

SA WG4 (Codec)

This group develops
specifications for speech,
audio, video, and
multimedia codecs, in both
circuit-switched and
packet-switched
environments

SA WG5 (Telecom
Management)
This group specifies the
management framework
and requirements for
management of the 3G
system, delivering the
architecture descriptions of
the telecommunication
management network and
coordinating across other
working groups

CT WGH

This group is responsible for

the 3GPP specifications that

(Continued)
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Table 1.2 (Continued)

terminal capabilities, and the layer-3 radio protocols and
core network part of 3SGPP  core network side of the
systems reference points

CT WG3

This group specifies the
bearer capabilities for circuit
and packet-switched data
services, and the necessary
interworking functions
towards both, the UE and
the terminal equipment in
the external network

CT WG4

This group defines stage 2
and stage 3 aspects within
the core network focusing
on supplementary services,
basic call processing,
mobility management within
the core network, bearer
independent architecture,
GPRS between network
entities, transcoder free
operation, etc.

CT WG6

This group is responsible
for development and
maintenance of
specifications and
associated test
specifications for the 3GPP
smart card applications,
and the interface with the
mobile terminal

http://www.3gpp.org/Specification-Groups

gateway (ePDG) entity. The main role of the ePDG entity is to provide security
mechanisms such as IPsec tunneling of connections with the UE over an untrusted
non-3GPP access. 3GPP does not specify which non-3GPP technologies should
be considered trusted or untrusted. This decision is made by the operator.

The 3GPP standardization process starts with developing a requirement docu-
ment where the targets to be achieved are determined (i.e., Stage 1). The system
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18 CHAPTER 1 Introduction to LTE-Advanced

architecture is defined where the underlying building blocks and interfaces are
decided (Stage 2). Various working groups are engaged in developing the detailed
specifications where every functional component, interface, and signaling protocol
is specified (Stage 3). The compliance and interoperability testing and verification
follow upon completion of Stage 3 specifications.

Evolution of 3GPP standards

As mentioned earlier, the growing demand for mobile Internet and wireless multi-
media applications has motivated development of broadband wireless access tech-
nologies in the recent years. As a result, 3GPP initiated the work on the LTE in
late 2004 to maintain 3GPP’s competitive edge over other cellular technologies.
The 3GPP LTE symbolizes the migration of the UMTS family of standards from
systems that supported both circuit-switched and packet-switched voice/data com-
munications to an all-IP, packet-switched system. The development of the LTE
air-interface was closely coupled with the 3GPP system architecture evolution
(SAE) project to define the overall system architecture and evolved packet core
network [10]. Figure 1.4 illustrates the evolution of the 3GPP standards in the
past decade, their major features, and release dates. It shows that the 3GPP stan-
dards have continuously evolved toward higher performance and data rates, lower
access latencies, and increasing capability to support emerging wireless applica-
tions. To achieve higher downlink and uplink data rates, 3G operators upgraded
their networks with high-speed downlink packet access (HSDPA), which was
specified in 3GPP Rel-5, and high-speed uplink packet access (HSUPA), which
was specified in 3GPP Rel-6. The HSDPA and HSUPA, collectively known as
HSPA, were further upgraded in 3GPP Rel-7 and 8 with additional features such
as higher order modulations in the downlink and uplink, downlink open-loop
MIMO, improvements of data link layer protocols, and continuous connectivity
for packet data users [13,14].

The 3GPP Rel-8 specifications specified LTE (access network) and EPC (core
network) which were completed in late 2008 followed by the UE conformance
testing specifications. The 3GPP then worked toward development of an advanced
standard specification to address the IMT-Advanced requirements and services
for the 4th generation of cellular systems [6,7]. The LTE-Advanced was part of
3GPP Rel-10 and was completed in early 2011. The IMT-Advanced compliant
technologies may be available for commercial deployment as early as 2014.
3GPP Rel-11 which initially started as an incremental development, turned into a
full release with several features such as coordinated multi-point transmission,
enhanced carrier aggregation, and further enhanced inter-cell interference coordi-
nation. This release was completed in early 2013. 3GPP is currently working on
Rel-12 whose main study and work items are described in Section 1.5.
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Evolution of the 3GPP standards in the past decade, their major features and release dates.
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A perspective on the future trends in cellular networks

A major challenge facing mobile operators and their technology suppliers is to
satisfy the enormous user demands for mobile Internet applications and services.
The number of users with mobile broadband wireless devices is exponentially
increasing. The use of personal data services is growing with always on, always
with you access to an expanding set of applications and services including
network-intensive video streaming and cloud services. LTE networks are already
providing peak data rates approaching 100 Mbps, but these are only possible
under ideal conditions on lightly loaded networks and where UE is close to the
base station radio transmitter [11].

While the existing frequency bands are often rearranged for more efficient use,
new licensed bands, including higher frequencies for hot-spot zones are introduced,
which will be used in conjunction with unlicensed spectrum (if suitable) along with
cognitive radio techniques to access and manage the spectrum utilization. A large
number of innovative techniques are being studied and researched which can
increase spectral efficiency, reduce latency, and improve mobility and connectivity
with emphasis on average achievable throughputs across the entire cell including
cell-edges. Improving consistency of achievable performance across the network
(capacity and throughput), rather than just increasing the peak data rates, is going
to be a fundamental improvement demanded by the operators. The coordinated
multi-point transmission/reception, and other interference coordination techniques
will improve cell-edge performance. The 3D-MIMO and beamforming with large
arrays of antenna elements would enable additional frequency reuse within a cell.

While the peak spectral efficiency continues to be important from a technology
marketing perspective, the end-user experience is closely associated with the degree
of uniformity of service provision; this implies that future enhancements will need
to augment cell-edge data rates rather than simply addressing peak data rates.
This means that system-level enhancements must generally be targeted considering
multi-cell operation and coordination in order to realize useful improvements in
spectral efficiency and user experience across the network. As the number of LTE/
LTE-Advanced capable devices increases, smaller cell sizes are needed in order to
deliver sufficient capacity; such capacity increases resulting from reducing the cell
size are often referred to as cell-splitting gains. Since the small cells are embedded
in the existing network of macro-cells, the result is a heterogeneous network of
macro- and small cells operating at different transmission powers and with different
coverage areas. The magnitude of the cell-splitting gains is dependent on
suitable cell association/handover decisions to ensure that sufficient users are served
by the small cells. In such networks, inter-cell interference coordination becomes
significantly more complex than in a homogeneous network [12,16].

The new network topology comprising the small cells is seen as one of the
key techniques to increase spectrum efficiency and to improve coverage, bringing
the users closer to the network nodes (e.g., pico-cells, femto-cells, or remote radio
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1.5 A perspective on the future trends in cellular networks

heads) as a result of the shrinking cell sizes. This would improve the SINR and
increase the overall user throughput and capacity. The heterogeneous networks
can impact many aspects of the system operation including large traffic and user
variations in the cells, larger SINR dynamics, increased handover rates, and so
on. One of the methods to deploy small cells overlaid by macro-cells is a
frequency-separated local access, where different frequency layers are being used
for the small cells. Another deployment scenario for small cells is a frequency-
integrated local access, where macro- and pico-cells/femto-cells use the same fre-
quency wherever the small cells are integrated into the network. Depending on
which scenario is adopted, different methods are required to assign cell identities
and to support the UEs in finding and using the respective small cells. For the
small cells, particularly when using higher frequencies, new regulatory require-
ments might be required and coexistence studies need to be conducted. The use
of different TDD schemes can also become beneficial. A more dynamic uplink/
downlink subframe allocation in isolated cell clusters can more efficiently match
to the instantaneous local traffic conditions. Advanced sensing and resource reser-
vation might be required to avoid severe interference scenarios. The integrated
local access is likely to improve performance. The small cells extend the macro-
cell coverage with the same physical layer identification or with dynamically
assigned virtual cell identities that are reused in different geographical areas. The
small cells can provide a fast radio link with a largely improved link budget due
to the close proximity of the network node to the user. The macro-cell, on the
other hand, can provide cell-wide system information, as well as radio resource
control including traffic management and carrier selection and supporting the UE
to detect a neighboring small cell. The mobility in heterogeneous networks can be
more robust and the operation of small cells may even be transparent to the UE,
so the UE may not be aware of the local access. On the other hand, this architec-
ture requires a tight integration of the small cells into the network by low-latency
interfaces with a central baseband processing unit [12,16].

Improved backhaul and inter-eNB interfaces can support techniques such as
baseband pooling and inter-cell coordination that can more efficiently and effec-
tively manage resources with the large arrays of remote radio heads that will be
deployed in high-demand locations. There are initiatives to simplify management
across cells with simplified signaling and control maintained at the macrolayer,
and introduction of phantom cells in high-density small-cell layers. Local wireless
access overlaid by wide area macro-cells providing basic coverage has been iden-
tified as one of the key enablers of the future RAN. World Radiocommunication
Conference 2015 (WRC-15) is expected to allocate the frequency range beyond
10 GHz to overcome spectrum shortage for broadband wireless communication
systems, which may result in the development of a completely new access scheme
potentially standardized as part of 3GPP future releases. Access technologies
making extensive use of beamforming will be possible candidates since the beam-
forming gain may compensate the increased path loss at higher frequencies.

I
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22 CHAPTER 1 Introduction to LTE-Advanced

Although an increase in available and useful spectrum is expected to be at least
threefold until 2020, this is by far not sufficient enough to keep up with the
expected growth of traffic [20,21].

Downlink MIMO enhancements and three-dimensional MIMO is one of the
3GPP Rel-12 study items. With continued advancement of multi-antenna technolo-
gies, enhancements of the macro-cell eNBs can be realized mostly by exploiting an
increased frequency reuse and reduced interference in the spatial domain. Under
the new study item, a new three-dimensional channel model will be developed to
allow more accurate system-level simulation of multi-antenna technologies. Three-
dimensional beamforming through utilization of flexible electronic beam shaping
adds the concept of beamforming in the vertical dimension. It has the potential to
increase spectrum efficiency of the network through proactive cell shaping and
splitting as well as improving the coverage. Other enhancement areas to support
this technology may include reference signals, codebooks and feedback, and mea-
surement and reporting for interference coordination in the beam domain as well as
RF requirements.

The significant growth of machine-to-machine (M2M) applications (e.g., smart
grids, transportation, healthcare services) has compelled the 3GPP and the cellular
industry to ensure that the design and development of future releases of LTE can
support massive transfer of small, infrequent packets using very low cost, low
complexity, and low power devices. The 3GPP version of M2M, called machine
type communication (MTC), was already standardized in Rel-11. The latter work
covers service requirements, architecture, and security issues. An MTC interwork-
ing function and service-capability server, among other functionalities, were
defined as part of 3GPP Rel-11 [12,22].

The LTE-Advanced carrier aggregation scheme in Rel-10/11 was limited to
backward-compatible carriers only. On the one hand, this enables a smooth transi-
tion to new releases; on the other hand, it makes the introduction of new technol-
ogies more difficult and cumbersome. One of the consequences of backward
compatibility to LTE Rel-8/9 is the necessity to continuously transmit cell-
specific reference signals in every downlink subframe across the system band-
width. This precludes switching off a cell temporarily and represents unnecessary
overhead particularly in the case of non-codebook-based beamforming using UE-
specific reference signals or multi-user MIMO. A new carrier type allows switch-
ing off cells, at least temporarily, and will reduce the overhead and interference
from cell-specific reference signals by maximizing the use of UE-specific refer-
ence signals that can be precoded with the data subcarriers which are required for
advanced multi-antenna technologies. Furthermore, new bandwidth combinations
may be introduced to enable more efficient use of fragmented bandwidths. The
new carrier type can be operated as an extension carrier along with another LTE/
LTE-Advanced carrier, or alternatively as a stand-alone non-backward-compatible
carrier in Rel-12 and beyond [16].

Device-to-device (D2D) communication is a new feature in LTE Rel-12 that
allows direct communication between user terminals that are in the proximity of
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1.5 A perspective on the future trends in cellular networks

each other. In addition to its potential for energy saving, interference reduction,
and coverage extension, the key driver for this technology is to ensure that the
evolution of LTE meets the growing demands for new applications/services. Once
D2D functionality is developed, the market may find new proximity-based appli-
cations and services. Focus is mainly given to network-controlled D2D communi-
cation. In this case, the attach procedure, e.g., initial access, authentication,
connection control, as well as resource reservation, can be handled by the net-
work; therefore, the QoS can be guaranteed and the network operator can remain
in control of the transactions (because they own the infrastructure and the
spectrum).

Today’s Wi-Fi network detection and selection functions are mostly UE-
based, and future solutions might be operator controlled. This will empower
implementation of more intelligent networks that monitor cell load or transport
network load, user QoS requirements, or radio link quality for the different links
during the operation. Cellular networks supporting Wi-Fi are seen as a viable
solution by operators to off-load network traffic in indoor or dense environments,
but until now, interworking has been mainly limited to core network functions
such as user authentication/authorization and accounting. Although 3GPP specifi-
cations support mobility across 3GPP and non-3GPP access networks, further
optimization is needed to improve load balancing, QoS provisioning, mobility
and handover across heterogeneous networks, and improved UE power consump-
tion when using Wi-Fi radio in tight cooperation with cellular networks [12,16].

The future evolution path or further enhancements of LTE-Advanced system
will be directed toward a balance among determining factors such as technical
solutions, practicality, and cost of implementation and deployment. Not every the-
oretical claim of potential improvement is deemed cost effective and practical to
deploy. Factors such as robust conformance testing and real-life performance veri-
fication must also be taken into account, and unnecessary market fragmentation
must be avoided, in order to ensure that economies of scale are achieved. Such
factors would imply that the introduction of multiple alternative options, offering
similar performance, should be avoided; careful evaluation must continue to make
informed selection of new features [16].

It is evident that the existing mobile broadband radio access systems will con-
tinue to evolve and new systems will emerge. The vision, service and system
requirements as well as use cases for systems beyond IMT-Advanced (alterna-
tively known as 5G) are being defined. While it is not exactly clear what technol-
ogies will be incorporated into the design of such systems and whether the
existing radio access technologies will converge into a single universal radio
interface, it is envisioned that the future radio interfaces will rely on software-
defined radio, cognitive radio system, flexible spectrum sharing, small-cell
network deployments, cloud-based services, and cooperative communication con-
cepts as well as reconfigurable RF and baseband circuitry in order to provide
higher quality of user experience, higher capacities, and wider range of services
with minimal cost and complexity.

23
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24 CHAPTER 1 Introduction to LTE-Advanced

Although the LTE family of standards have been designed from the beginning
to facilitate energy-efficient implementations of both mobile devices and base sta-
tions, energy efficiency is an area with increasing importance due to the rising
cost of energy and environmental concerns; thus, the evolution of LTE-Advanced
must prioritize such considerations. This will involve minimizing the transmission
overheads and processing requirements when network load is light, and in general
enhancing the ability of the network to adapt dynamically to the actual load
levels. This may include more advanced techniques for load balancing and
resource sharing so that parts of the system which are not essential may be
switched off whenever possible, while retaining flexibility to bring them online
rapidly to handle high traffic demand when needed [16].

A generic framework for coordinated multi-point transmission/reception in the
downlink and uplink was developed in LTE Rel-11, which may be deployed as
part of LTE-Advanced networks. The gains promised by this method may only be
achieved upon availability of low-latency broadband fiber-optic interconnections
between coordinated transmission points. Such links are not widely available in
contemporary networks; thus, early CoMP deployments should not be overly
dependent on their existence. Nevertheless, centralized (alternatively known as
cloud) processing may become an important enabler for realizing the full potential
of CoMP, and efficient schemes for the transfer of scheduling/precoding informa-
tion as well as data between transmission points will need to be identified. It is
worth noting that centralized processing has the potential to provide some practi-
cal benefits in addition to those arising from centralized CoMP scheduling/beam-
forming and joint system optimization. The centralized processing can potentially
reduce the costs of network operation by reducing the number of secure sites
needed for network equipment installation, as well as facilitating network recon-
figuration and robustness. For the uplink CoMP, each reception point can use
interference cancellation techniques to isolate the weaker signals from mobile
devices in the neighboring cells and convey them to a central node for combining
with the versions of the signal received at other points.

MU-MIMO techniques are the most effective solutions to increase spectral
efficiency in a cell. However, some of the promised MU-MIMO gains in practice
fade away. The gap between theoretical MU-MIMO performance and that practi-
cally achievable in a real-life deployment may be explained by arguing that good
spatial separation of users is achieved with correlated arrays of uniformly spaced
antenna elements, whereas many antenna configurations deployed in practice are
cross-polarized, with low correlation between the polarizations. Furthermore,
channel state information at the transmitter is far from perfect, due to the con-
straints of uplink feedback overhead and latency. The availability of sufficiently
spatially separated users with non-empty data queues is limited in practice; never-
theless, as the number of LTE-Advanced capable UEs increases, this will become
less of a concern. The studies have shown that for a given channel state informa-
tion feedback overhead, higher capacity can be achieved with more accurate
channel state information feedback from a small number of terminals relative to
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1.5 A perspective on the future trends in cellular networks 25

less accurate feedback from a large number of terminals when using MU-MIMO
techniques. Therefore, future improvements in downlink MU-MIMO will depend
on significant improvement in the accuracy of the channel state information at the
transmitter, given practical channel estimation, realistic antenna configurations,
typical mobility scenarios, without incurring unrealistic feedback overhead. In the
uplink, MU-MIMO can be implemented without availability of accurate channel
state information at the transmitter. The complexity of the uplink MU-MIMO
operation is managed at the receiver rather than the transmitters, and sophisticated
non-standardized receivers can theoretically attain the maximum multiple access
channel capacity [16].

Another promising future trend in cellular networks is software-defined net-
working (SDN) or network virtualization. The SDN is an emerging network archi-
tecture where the control and data planes are decoupled, network intelligence and
state are logically centralized, and the underlying network infrastructure is
abstracted from the applications. The migration of control layer into accessible
computing devices (formerly tightly coupled with individual network devices)
enables the underlying infrastructure to be abstracted for applications and network
services, which can treat the network as a logical or virtual entity. Figure 1.5
illustrates the concept of a software-defined network. In one embodiment of SDN,
the network control-plane hardware can be physically decoupled from the data
plane hardware; i.e., a network switch can forward packets and a separate server
can run the network control plane. As a result, enterprises and carriers achieve
programmability, automation, and network control, enabling them to build highly

Application layer
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Business applications
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Infrastructure A

layer Network Network
devices devices
Network Network
devices devices

FIGURE 1.5

[llustration of the software-defined network concept [23,24].
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26 CHAPTER 1 Introduction to LTE-Advanced

scalable, flexible networks that readily adapt to changing business needs. The
rationale for this approach is that the decoupling allows for the control plane to
be implemented using a different distribution model than the data plane, and the
decoupling further allows the control-plane development and run-time environ-
ment to be on a different platform than the traditionally low-power management
CPUs found on hardware switches and routers [23,24].

The SDN requires some method for the control plane to communicate with the
data plane. One example of such a mechanism is open flow, which is a standard
interface for controlling computer network switches. The SDN allows network
operators to have programmable central control of network traffic without requir-
ing physical access to the network’s hardware devices. In addition to abstracting
the network, SDN architecture supports a set of application programming inter-
faces (APIs) that make it possible to implement common network services,
including routing, multicast, security, access control, bandwidth management,
traffic engineering, QoS, processor and storage optimization, energy usage, and
all forms of policy management, which are customized to meet business
objectives. The Open Networking Foundation is studying open APIs to promote
multivendor management, which opens the door for on-demand resource
allocation, self-service provisioning, virtualized networking, and secure cloud ser-
vices. Using open APIs between the SDN control and the applications layers, the
business applications can operate on an abstraction of the network, leveraging
network services and capabilities without being tied to the details of their imple-
mentation [23,24].
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3GPP Rel-8 specifications included enhancements to high-speed packet access
(HSPA) core and access networks as well as the introduction of the evolved
packet system (EPS) which comprises an Internet protocol (IP)-based, all-packet
core network with minimal hierarchy in conjunction with a new orthogonal fre-
quency division multiplexing (OFDM)-based radio access network. The EPS is a
simplified architecture (i.e., some intermediate network elements were removed
or combined together) with an all-IP network support for higher throughput, lower
latency radio access and improved mobility between multiple heterogeneous
access networks including evolved universal terrestrial radio access (E-UTRA),
3GPP legacy systems (e.g., GERAN or UTRAN), as well as non-3GPP systems,
such as Wi-Fi and CDMA2000.

The network architecture of LTE is based on the functional decomposition prin-
ciple, where underlying features are divided into logical functional entities without
specific implementation assumptions about physical network nodes. That is why
3GPP specified an entirely new packet-switched core network architecture to sup-
port the evolved universal terrestrial radio access network (E-UTRAN) through
reduction in the number of network elements, simpler functionality, and more
importantly allowing connections and handover to other access technologies, giv-
ing the service providers the ability to deliver a seamless mobility experience.

The introduction of the evolved packet core (EPC) and all-IP network architec-
ture had significant impacts on mobile services, where voice, data, and video com-
munications are built on the IP-based protocols; interworking of the new
architectural entities with 2G/3G legacy systems; scalability required by each of the
core elements to address the increasing number of direct connections to user term-
inals, orders of magnitude of bandwidth increase, and terminal mobility; reliability
and availability provided by each network entity to ensure service continuity. To
address a fundamentally different set of network and service requirements, the EPC
design represented a departure from previous mobile networking paradigms.

This chapter describes the design principles of the EPS, network reference
model, logical building blocks of the network architecture as well as theoretical
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2.1 Overall network architecture

and operational aspects of EPC and LTE/LTE-Advanced radio access network
(E-UTRAN) building blocks, functional split, and their interconnections. Under
this topic, the network functions, such as mobility management, radio resource
management (RRM), quality of service (QoS)/QoE, mobile IP, IP flow mobility,
relays and femto-cells, and security, along with practical design/implementation
considerations and real-life issues and limitations will be discussed. Furthermore,
the operation and management of small cells involving low-power remote radio
heads (RRHs) will be covered. The selective IP traffic offload, local IP access
(LIPA), and Wi-Fi offloading mechanisms will be discussed, as well. In this chap-
ter, we provide a top-down systems approach to understanding the architecture
and operation of the LTE/LTE-Advanced access and core networks. The focus
in this chapter is on the network architecture and underlying network functional
entities and the network interfaces. The protocols and procedures for network
attach/detach, connection establishment/release, mobility management, and other
functional details will be discussed in the next chapters.

Overall network architecture
General concepts

In its most abstract form, the EPS consists of only two nodes in the user-plane,
that is, a base station and a core network gateway. The node that performs
control-plane functionality is separated from the node that performs user-plane
functionality. The basic EPS architecture is illustrated in Figure 2.1. The EPS
architecture was designed not only to provide a smooth evolution from the 2G/3G
quasi-packet-switched architectures consisting of nodeBs (NBs), radio network
controllers (RNCs), SGSNs, and GGSNs, but also to provide support for non-
3GPP access (e.g., Wi-Fi), improved policy control and charging, a wider range
of QoS capabilities, advanced security/authentication mechanisms, and flexible
roaming [70,71].

i S1-MME Sh | Gx in
UE |»LTE uq eNB |»S1-U~| S-GW |»85/ss SGi
A
E-UTRAN EPC

FIGURE 2.1
Generic EPS architecture [70,71].

31

Petitioners' Exhibit 1021
Nokia of America Corp., et al. v. KT Corporation, et al.

Case No. IPR2025-00036; U.S. Patent

No. 11,627,631
Page 46 of 1122



32 CHAPTER 2 Network Architecture

The introduction of EPC combined with E-UTRAN in many ways represented
a radical departure from previous mobile network design philosophies. It heralded
the end of the circuit-switched voice-centric design era. 3GPP LTE was meant
to use voice over IP (VoIP) for voice services. The EPC treats voice just as
other IP-based applications, although an important one that imposes stringent
performance and operational requirements [34,37,69].

3GPP LTE was required to match the wired-broadband quality of experience
(QoE). This is quite different from providing mainly best-effort low-rate web
browsing or short message service (SMS), two data applications for which its pre-
decessor quasi-packet-switched mobile networks were optimized. In LTE, all
mobility management functions have been moved to the core network and have
become part of mobility management entity (MME). This is a consequence of the
split of functions previously performed by the RNC and NB/Base Transceiver
Station (BTS). The MME requires a control-plane capacity that is an order of
magnitude larger than the SGSN or PDSN, and must ensure interworking with
2G/3G legacy mobile systems (see Figure 2.2).

The long-term evolution of universal mobile telecommunications system
(UMTS) systems was expected to provide superior end-to-end QoS management
and enforcement in order to deliver multimedia, low-latency, and real-time ser-
vices, with more granular QoS classes and stricter performance targets. This was
going to be achieved while ensuring scalability of users, services, and data ses-
sions. In LTE, service control is provided via the policy and charging rules func-
tion (PCRF). This was a major change from previous systems, where service
control was realized primarily through user equipment (UE) authentication by the
network. The PCRF entity dynamically controls and manages all data sessions
and provides appropriate interfaces toward charging and billing systems, as well
as enabling new business models. The design of the new air-interface required

Evolved packet core
S-GW/ > EPC

S-GW/ P-GW

AN

/

<
> EPS
> E-UTRAN
eNB J J

FIGURE 2.2
EPS composition [12].
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2.1 Overall network architecture

significantly more capacity in the user-plane and control-plane. The existing 2G/
3G mobile core elements cannot satisfactorily address LTE requirements without
major upgrades to the platforms. Therefore, the legacy core network implementa-
tions must be dramatically upgraded to enable LTE.

While the core network consists of many logical nodes, the access network
consists of essentially just one node, the eNB, which provides connections to the
UEs. Each of the network elements is interconnected by means of logical inter-
faces that are standardized in order to allow multi-vendor interoperability. This
gives network operators the possibility of sourcing different network elements
from different vendors. In fact, network operators may choose in their physical
implementations to split or merge these logical network elements depending on
commercial considerations. The functional split between the EPC and E-UTRAN
is shown in Figure 2.3. The EPC and E-UTRAN network elements are described
in the next sections.

The EPC design has radically changed some key networking concepts which
were used in the previous generations of cellular core networks and successfully
addressed a number of technological challenges which had arisen from significant
technological improvements in the radio access side. The LTE radio access system
provides more efficient use of the spectrum with wider spectral bands reserved for
the broadband systems, resulting in greater system capacity and performance.

| i i

| eNB 1 { MME A4 d

! [ Intercell RRM | i i 1

| [ H § NAS securit; :

; [ | Radio bearer control | 1 [ :

| i : i :

! | Connection mobility control | . S1-MME | Idle state mobility 1

I i H H management ]

! | Radio admission control | : o ]

| i i

! eNB measurement i | EPS bearer control | :

| configuration & provision ; :

|
UE f ] Dynamicresource | i
NAS allocation (scheduler) : i s-ow i p.ew
f RRC Jei——[ _RRC ! : 2
i | ] u | i €—s1-U i | Mobility | i | UEIPaddress
i Pocp e —— PDCP | | anchoring | | allocation :
E ] N E i E ; E
i RC | 1 RLE | | ! i 1| Packetfitering | :
i wac | | MAC | : b e :
i PRy | » PHY | :
................. I G

X2
To other eNBs
N v A ~ J
E-UTRAN EPC

FIGURE 2.3

Functional split between E-UTRAN and EPC entities [12].
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34 CHAPTER 2 Network Architecture

At the same time, the core network needs to change in order to provide higher
throughput and lower latency; both should come as a result of simplified and
improved IP-based network architecture. More specifically, the EPC addressed a
number of fundamental IP-related aspects of LTE deployment including the
following:

e [P routing and network addressing and real-time management

* Centralized versus distributed network architecture (for MME, serving
gateway (S-GW), and packet data network gateway (P-GW) deployment)

* IPv6 (strategy, introduction, and coordination with IPv4)

* End-to-end QoS deployment and coordination with underlying transport

* Layer-2 versus layer-3 connectivity at the transport layer (eNB, S-GW, P-GW,
and MME)

* End-to-end security for user-plane and control-plane

* Interconnectivity to external networks and virtual private networks

* Enabling lawful interception of data packets

There are a stringent set of requirements for reliable, scalable, high-performance
network elements. Due to the dynamic nature of the user mobility in LTE, cou-
pled with the short duration of multiple data sessions per UE and large-scale
deployment targets, the EPC must further address the challenging requirements
of dynamic management of mobility, policies, and signaling/data bearers, while
ensuring interworking and interoperability with legacy 2G/3G systems.

The EPC is realized through the following four new network elements: (1)
S-GW, (2) P-GW, (3) MME, and (4) PCRF. While S-GW, P-GW and MME were
introduced in 3GPP Rel-8, PCRF had been introduced in 3GPP Rel-7. The archi-
tectures using PCRF have not been widely adopted. The PCRF interoperation
with the EPC gateways and the MME is normative in 3GPP Rel-8 and essential
for the operation of LTE.

The MME is a node within the EPC that performs signaling and control func-
tions to manage the user access to network connections, assignment of network
resources, and management of the mobility states to support tracking, paging,
roaming, and handovers. The MME controls all control-plane functions related to
subscriber and session management. The MME is the key control-node for the
LTE access-network. It is responsible for idle-mode UE tracking and paging pro-
cedure. It is involved in the bearer activation/deactivation process and is also
responsible for choosing the S-GW for a UE at the initial attach and at the time
of intra-LTE handover involving core network node relocation. It is further
responsible for user authentication. The non-access stratum (NAS) signaling ter-
minates at the MME and it is also responsible for generation and allocation of
temporary identities to UEs. It checks the authorization of the UE to camp on the
service provider’s public land mobile network (PLMN) and enforces UE roaming
restrictions. The MME is the termination point in the network for ciphering/integ-
rity protection for NAS signaling and handles the security key management.
Lawful interception of signaling is also supported by the MME. The MME also
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2.1 Overall network architecture

provides the control-plane function for mobility between LTE and 2G/3G access
networks with the S3 interface terminating at the MME from the SGSN. The
NAS protocols form the control-plane between the UE and the MME and support
the UE mobility and the session management procedures to establish and maintain
IP connectivity between the UE and a P-GW. They define the rules for a mapping
between parameters during intersystem mobility with 3GPP or non-3GPP access
networks. They also provide the NAS security by integrity protection and cipher-
ing of NAS signaling messages.

The home subscriber server (HSS) is a central database that contains user- and
subscription-related information. The functions of the HSS include mobility man-
agement, call and session establishment support, user authentication, and access
authorization. The HSS is based on legacy home location register (HLR) and
authentication center (AuC) functions in previous 3GPP releases.

The S-GW is a user-plane element whose primary function is to manage user-
plane mobility and to act as a demarcation point between the radio access and
core networks. The S-GW maintains data paths between eNBs and the P-GW.
From a functional perspective, the S-GW is the termination point of the packet
data network interface toward the E-UTRAN. When terminals move in the areas
served by eNBs in the E-UTRAN, the S-GW serves as a local mobility anchor
(LMA). This means that packets are routed through this point for intra E-UTRAN
mobility and mobility with other 3GPP technologies, such as GSM and UMTS.
The S-GW routes and forwards user data packets, while acting as the mobility
anchor for the user-plane during inter-eNB handovers and as the anchor for
mobility between LTE and other 3GPP radio access technologies, that is, termi-
nating S4 interface and relaying the traffic between 2G/3G systems and P-GW.
For idle mode UEs, the S-GW terminates the downlink data path and triggers pag-
ing when downlink data arrives for a UE. It manages and stores UE contexts, for
example, parameters of the IP bearer service and network internal routing infor-
mation. It also performs replication of the user traffic in case of lawful
interception.

The P-GW is the termination point of the packet data interface toward the
packet data network. As an anchor point for sessions toward the external packet
data networks, the P-GW supports policy enforcement features, such as applying
operator-defined rules for resource allocation and usage; packet filtering func-
tions, such as packet inspection for application type detection and charging sup-
port. The P-GW provides connectivity from the UE to external packet data
networks by being the point of exit and entry of traffic for the UE. A UE may
have simultaneous connections with more than one P-GW for accessing multiple
packet data networks (PDNs). Another key role of the P-GW is to act as the
anchor for mobility between 3GPP and non-3GPP technologies, such as
CDMA2000.

In LTE, the data-plane traffic is carried via virtual connections known as ser-
vice data flows (SDFs). The SDFs are carried over bearers that are virtual con-
tainers with unique QoS characteristics. Figure 2.4 illustrates an example scenario
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Bearer 1 (QCl,)

Service data flow 2
Service data flow 1

Service data flow 3 Bearer 2 (QCly)

Service data flow 4

Service data flow 5

FIGURE 2.4
Relationship between SDFs and bearers [70,71].

where one or more SDFs are aggregated and assigned to one bearer. One bearer,
a data path between a UE and a PDN, has three segments as follows: radio bearer
between UE and eNB; data bearer between eNB and S-GW (S1 bearer); and data
bearer between S-GW and P-GW (S5 bearer). Figure 2.5 illustrates three seg-
ments that constitute an end-to-end bearer. The primary role of a P-GW is QoS
enforcement for each of these SDFs, while S-GW dynamically manages the
bearers. There are two types of EPS bearers: the default EPS bearer and the dedi-
cated EPS bearer. The default EPS bearer is established during the attach proce-
dure and allocates an IP address to the UE that does not have a specific QoS
(only a nominal QoS). A dedicated EPS bearer is typically established during call
setup and after transition from idle mode to the connected mode. It does not allo-
cate any additional IP address to the UE and is linked to a specified default EPS
bearer but has a specific QoS class. A QoS class identifier (QCI) is a scalar that
is used as a reference to access node-specific parameters that control bearer level
packet forwarding (e.g., scheduling weights, admission thresholds, queue manage-
ment thresholds, and link layer protocol configuration), and are preconfigured by
the operator owning the access node (eNB).

As shown in Figure 2.5, the EPS bearer transports packets by an S1 bearer
between the S-GW and the eNB, and by a radio bearer between a UE and an eNB.
There is a one-to-one correspondence between a radio bearer identifier and an S1
bearer. The IP packets mapped to the same EPS bearer receive the same bearer-
level packet forwarding treatment, e.g., scheduling policy, queue management pol-
icy, rate shaping policy, and radio link control (RLC) configuration. In order to
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FIGURE 2.5
Bearers across different EPS interfaces [70,71].
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38 CHAPTER 2 Network Architecture

provide different bearer-level QoS, a separate EPS bearer should be established.
The IP packets must then be filtered and mapped to the appropriate EPS bearers.
Packet filtering of different bearers is based on traffic flow templates (TFTs). The
TFTs use IP header information, such as source and destination IP addresses and
transport control protocol (TCP) port numbers to filter packets, such as VoIP from
web-browsing traffic, so that each flow can be mapped to the appropriate EPS
bearers with the appropriate QoS settings. An uplink TFT (UL-TFT) associated
with each bearer in the UE filters IP packets to EPS bearers in the uplink direction.
A downlink TFT (DL-TFT) in the P-GW is a similar set of downlink packet filters.
When a UE attaches to the network, the UE is assigned an IP address by the P-GW
and a default bearer is established, and it remains in effect during the lifetime of
the PDN connection in order to provide the UE with always-on connectivity to that
PDN. The initial bearer-level QoS parameter values of the default bearer are
assigned by the MME based on subscription data retrieved from the HSS. The pol-
icy and charging enforcement function (PCEF) may change these values in interac-
tion with the PCRF or according to local configuration. One or more dedicated
bearers can be established at any time during or after completion of the attach pro-
cedure. A dedicated bearer can be either a guaranteed bit rate (GBR) or a non-GBR
bearer. The default bearer is always a non-GBR bearer. The distinction between
default and dedicated bearers should be transparent to the access network. Each
bearer has an associated QoS, and if more than one bearer is established for a given
UE, then each bearer must also be associated with appropriate TFTs. The dedicated
bearers may be established by the network based on a trigger from the IP multime-
dia subsystem (IMS) domain or a request by the UE. The dedicated bearers for a
UE may be provided by one or more P-GWs.

In the E-UTRAN side, the evolved nodeB (eNB) provides the E-UTRA user-
plane and control-plane protocol termination toward the UE. The eNBs can
optionally be interconnected via X2 logical interfaces. The X2 interface may not
be necessarily in the form of a point-to-point physical connection between eNBs.
The eNBs are connected by means of the S1 interface to the EPC. More specifi-
cally, it is connected to the MME by means of the SI-MME reference point, and
to the S-GW by means of the S1-U interface. The S1 interface supports a many-
to-many relationship between MMEs/S-GWs and eNBs.

Evolution of the network architecture

The global system for mobile communications (GSM) network architecture was
based on a circuit-switched design where a direct connection was established
between the call-making and call-receiving entities throughout the telecommunica-
tion network, that is, radio access and core networks of the mobile operator and the
fixed network. The GSM was a voice-centric system providing circuit-switched
telephony, SMS, and some very low-rate data services. The general packet radio
service (GPRS) enhancement added packet-switched services to the circuit-
switched functions, where data was transported in the form of packets without
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Evolution of cellular networks and services.

establishing dedicated circuits. This enhancement offered more flexibility and effi-
ciency. In GPRS, voice and SMS are transported via circuit-switched paths; thus,
the core network is composed of circuit-switched and packet-switched domains. In
UMTS, the dual-domain concept was maintained on the core network side and only
a few network elements evolved. In the design of the 3G system long-term evolu-
tion, the 3GPP decided to use the IP as the key protocol to transport all services;
therefore, the EPC vision did not include a circuit-switched domain and it was an
evolution of the packet-switched architecture used in GPRS/UMTS. This paradigm
shift in the network design not only had significant impact on the architecture itself
but also on the way that the services were provided. Traditional use of circuits to
carry voice and short messages needed to be replaced by IP-based solutions in the
long term. The evolution of 3GPP network architecture and services are depicted in
Figures 2.6—2.8 from different perspectives (services, general architecture, and net-
work elements). As shown in the figures, while the services have migrated toward
pure IP-based services, the network architecture has been simplified and redundant
entities have been eliminated or integrated into other network elements.

Different options are possible to integrate MME, S-GW, and P-GW logical enti-
ties. Each option will result in different handling of control-plane and user-plane
packet routing. The choice may depend on operator strategy and/or EPC vendor
equipment availability and constraints. Integrating more logical entities together in
one physical entity will reduce latency/delay, cost (fewer nodes and interfaces) and
signaling load, but will increase the functional complexity per entity/component
and will limit the benefit and potential savings achieved by a split architecture, i.e.,
redundancy, flexibility, and scalability. A possible deployment option may start
with some level of integration, to save initial costs, and migrate to more flexible
and scalable architecture when the number of users and user traffic grows.
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42 CHAPTER 2 Network Architecture

EPC architecture
Reference model and network interfaces

As mentioned earlier, the EPC is an all-IP mobile core network for the LTE radio
access, providing a converged framework for IP-based real-time/non-real-time appli-
cations and services. The EPC provides the entire core-network functionality that, in
previous mobile network generations, was realized through two separate domains:
circuit-switched for voice and packet-switched for data. As shown in Figure 2.7, in
LTE, these two distinct mobile core network domains used for separate processing
and switching of voice and data are unified in a single IP-based domain. The
EPC implementation and deployment is essential for end-to-end IP-based service
delivery which complements the LTE radio access network. The EPC promotes
the introduction of new services and the enablement of new applications [70,71].

Figure 2.9 shows the EPS reference model, which is a logical representation of
the network architecture. The network reference model identifies the functional
entities in the architecture and the reference points between the functional elements
over which interoperability is achieved. The overall architecture has two distinct
components: the access network and the core network. The access network is the
E-UTRAN and the core network is known as the EPC. Voice services which were
traditionally circuit-switched are handled using IMS infrastructure. Network com-
plexity and latency are reduced as there are fewer nodes in both signaling and data
paths. The EPC is further designed to support non-3GPP access for mobile IP. To
improve system robustness, security, integrity protection, and ciphering have been
added and represented by NAS, which is an additional layer of abstraction to pro-
tect important information, such as key and security interworking between 3GPP
and non-3GPP networks. Apart from the network entities handling user-plane traf-
fic, the EPC further includes network control entities for storing user subscription
information represented by HSS, determining the identity and privileges of a user
and tracking activities via authorization, authentication and accounting (AAA)
server, and enforcing charging and QoS policies through PCRF. Note that
E-UTRAN and EPC together constitute the EPS. The radio access and core net-
works perform several functions including network access control functions; packet

HSS
Séa
|
MME S101 - = PCRF -
] G PORE i

-, S ! |
| UE }LTEUu{ eﬁB |»S1—U~| Sow Fss/szs{ P-GW FSGA IPsell'vices|

FIGURE 2.9
EPS reference model [6].
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2.2 EPC architecture

routing and transfer functions; mobility management functions; security functions;
RRM functions; and network management functions.

Some general principles that were taken into consideration in the design of
E-UTRAN architecture as well as the E-UTRAN interfaces are summarized as
follows:

* Signaling and data transport networks are logically separated.

* E-UTRAN and EPC functions are fully separated from transport functions.
The addressing schemes used in E-UTRAN and EPC are not associated with
the addressing schemes of transport functions. The fact that some E-UTRAN
or EPC functions may reside in the same physical equipment does not make
the transport functions part of the E-UTRAN or the EPC.

* The mobility for RRC connection is fully controlled by the E-UTRAN.

» The interfaces are based on the logical model of the network entities.

* One physical network element can implement multiple logical nodes.

3GPP network architecture defines a reference point as a logical link that con-
nects two groups of functions that reside in different functional entities of the
E-UTRAN or EPC. Figure 2.9 illustrates the EPS network reference model and
the most commonly used reference points specified by 3GPP as of Rel-11. These
reference points are defined in Table 2.1.

Public land mobhile network

A PLMN provides land mobile telecommunication services to the public which is
established and operated by an administration or private operating agency. A
PLMN may be referred to as an extension of networks, e.g., integrated services
data digital network (ISDN), corporate, and public PDNs. The PLMN is a collec-
tion of mobile switching centers (MSCs) in circuit-switched domain and SGSNs
in GPRS core network or SGSNs/MMEs in EPC, in packet-switched domain
under a common numbering and routing plan. The MSCs are the functional inter-
faces between the fixed networks and a PLMN for call setup in circuit-switched
domain. The GGSN and the SGSN are the functional interfaces between the fixed
telephone networks and a PLMN for packet transmission in a GPRS packet-
switched domain. In the case of an EPC packet-switched domain, the P-GW,
S-GW, SGSN, and the MME are the functional interfaces between the fixed net-
works and a PLMN for packet transmission. From a functional point of view, the
PLMNs may be considered as independent telecommunication entities even
though different PLMNs may be interconnected through an ISDN or public
switched telephone network (PSTN) and PDNs for the purpose of forwarding
calls or network information. A similar type of interconnection may exist for
interaction between the MSCs, SGSNs, or MMEs of a PLMN [1].

The PLMN infrastructure typically consists of a core network and an access
network. The core network is logically divided into a circuit-switched domain, a
packet-switched domain, and an IMS domain. The access network may include a
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44 CHAPTER 2 Network Architecture

Table 2.1 EPS Reference Points [6,33]

Reference Termination Description

Point Points

S1-MME eNB and MME It provides control-plane path between eNB and
MME.

S1-U eNB and S-GW It enables per-bearer user-plane tunneling and inter-

eNB path switching during handover. The S1-U is
based on GTP-U protocol.”

S3 MME and SGSN It enables user and bearer information exchange for
inter-3GPP access network mobility in idle and/or
active mode. This reference point can be used intra-
PLMN or inter-PLMN in the case of inter-PLMN
handover. The S3 is based on GTP protocol.

S4 S-GW and SGSN It provides control and mobility support between
GPRS core and the 3GPP anchor function of S-GW
and is based on GTP protocol. If direct tunneling is
not established, it provides the user-plane tunneling
capability.

S5 S-GW and P-GW It provides user-plane tunneling and tunnel
management between S-GW and P-GW. It is used
for S-GW relocation due to UE mobility and if the
S-GW needs to connect to a non-collocated P-GW
for PDN connectivity and is based on GTP protocol.

S6a MME and HSS It enables transfer of subscription and authentication
data for authenticating/authorizing user access to the
network services.

Gx PCRF and P-GW It provides transfer of QoS policy and charging rules
from PCRF to PCEF in the P-GW.
S8 S-GW and P-GW  Inter-PLMN reference point providing user-plane and

control-plane between the S-GW in the visited
PLMN and the P-GW in the home PLMN. S8 is the
inter-PLMN variant of S5 and is based on GTP

protocol.
S9 Visited PCRF and It provides transfer of QoS PCC information between
home PCRF the home PCRF and the visited PCRF in order to
support local breakout function.
S10 MME and MME It is used for MME relocation and MME to MME

information transfer. This reference point can be
used in the form of intra-PLMN or inter-PLMN in the
case of inter-PLMN handover.

S11 MME and S-GW It provides the reference point between MME and
S-GW.
S12 UTRAN and It provides user-plane tunneling when direct tunnel is
S-GW established.
S13 MME and EIR It enables UE identity check procedure between

MME and equipment identity register (EIR).”

(Continued)
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2.2 EPC architecture

Table 2.1 (Continued)

Reference Termination Description
Point Points
SGi P-GW and PDN It provides the interface between the P-GW and the

packet data network. Packet data network may be
an operator external public or private packet data
network or an intra-operator packet data network as
a provision for IMS services.

Rx PCRF and PDN This reference point resides between the application
function (AF) and the PCRF.

AGPRS tunneling protocol (GTP) is a group of IP-based communications protocols used to carry
GPRS within GSM, UMTS, and LTE networks [35]. In 3GPP architecture, GTP and PMIPv6-based
interfaces are specified on various reference points. GTP can be decomposed into separate
protocols, GTP-C, GTP-U, and GTP'. GTP-C is used within the GPRS core network for signaling
between gateway GPRS support node (GGSN) and serving GPRS support node (SGSN). This allows
the SGSN to activate a session on a user’s behalf (PDP context activation), to deactivate the same
session, to adjust QoS parameters, or to update a session for a subscriber joined from another
SGSN. GTP-U is used for carrying user data within the GPRS core network and between the radio
access network and the core network. The user data transported can be packets in any of IPv4, IPv6,
or PPP formats. The primary bearer plane in LTE across the access and the core networks is the
evolved GPRS tunneling protocol (eGTP). The user-plane variant of this protocol eGTP-U provides
tunneling support for user data between the eNB and the EPC elements. The eGTP-C (GTPv2-C)
protocol is responsible for creating, maintaining, and deleting tunnels on multiple Sx interfaces. It is
used for control-plane path management, tunnel management, and mobility management. It also
controls forwarding relocation messages, serving radio network subsystem (SRNS) context and
creating forward tunnels during inter-L TE handovers [9].

®The EIR is often integrated to the HLR. The EIR maintains a list of mobile phones (identified by their
IMEI) which are banned from the network or need to be monitored. This is designed to allow tracking
of stolen mobile phones. The EIR is a database that contains information about the identity of the
mobile equipment that prevents calls from stolen, unauthorized or defective mobile stations [51].

single or multiple radio access networks, such as GERAN, UTRAN, or
E-UTRAN. The core network, on the other hand, consists of the circuit-switched
and packet-switched domains, where the latter includes GPRS core and EPC.
These two domains differ in the way that they support user traffic and may
include a number of common entities. A PLMN can implement only one domain
or both domains. The circuit-switched domain refers to the set of core network
entities providing circuit-switched type of connection for user applications and
the related signaling. A circuit-switched connection is a connection for which
dedicated network resources are allocated at the time of connection establishment
and are released at the end of connection.

The packet-switched domain refers to the set of core network entities that pro-
vide a packet-switched type of connection for user applications and the related
signaling. A packet-switched connection transports user information in the form
of bit packets, where each packet can be routed independently from the others.
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The network entities specific to the packet-switched domain are the GPRS sup-
port entities, i.e., SGSN and GGSN, and EPS-specific entities comprising P-GW,
S-GW, and MME. The IMS domain encompasses those core network elements
which enable provisioning and delivery of IP-based multimedia services, such as
voice, audio, video, text, or chat over the packet-switched domain.

Packet data network gateway

The P-GW is the entity which terminates the SGi interface toward the packet data
network. If a UE has multiple PDN connections, then the UE may be assigned to
more than one P-GW. The P-GW provides PDN connectivity to GERAN/UTRAN
capable UEs as well as E-UTRAN capable UEs using E-UTRAN, GERAN, or
UTRAN access networks. The P-GW provides PDN connectivity to E-UTRAN
capable UEs using E-UTRAN only over the S5/S8 interface. It may also provide
PDN connectivity to UEs using non-3GPP access networks. The P-GW functions
include per-user packet filtering; lawful interception; IP address allocation;
transport-level packet marking in the uplink and downlink by setting the differenti-
ated services code point based on the QCI of the associated EPS bearer; uplink/
downlink service level charging, gating control, rate enforcement; uplink/downlink
rate enforcement based on per access point name-aggregate maximum bit rate
(APN-AMBR)' parameter; downlink rate enforcement based on the accumulated
maximum bit rates of a set of SDFs with the same GBR QCI through rate policing/
shaping; and dynamic host configuration protocol (DHCP)v4 (server and client)
and DHCPv6 (client and server) functions.” In addition, the P-GW includes uplink/
downlink bearer binding (bearer binding is the generic procedure for associating a
bearer in the access network to an SDF) and uplink bearer binding verification
functions for the GTP-based network interfaces. The P-GW functions also include
user-plane anchor for mobility between 3GPP access and non-3GPP access.

'The APN-AMBR is a subscription parameter stored per APN in the HSS. It limits the aggregate
bit rate that can be provided across all non-GBR bearers and across all PDN connections of the
same APN (e.g., excess traffic may be discarded by a rate shaping function). Each of those
non-GBR bearers could potentially utilize the entire APN-AMBR, for example, when the other
non-GBR bearers do not carry any traffic. The GBR bearers are outside the scope of APN-AMBR.
The P-GW enforces the APN-AMBR in downlink. Enforcement of APN-AMBR in uplink is done
in the UE and additionally in the P-GW [1].

2DHCP is a network protocol that is used to configure devices that are connected to a network so
they can communicate on that network using the Internet protocol. It involves clients and a server
operating in a client-server model. The clients request configuration settings using the DHCP proto-
col, such as an IP address, a default route, and one or more domain name system (DNS) server
addresses. Once the client implements these settings, the host is able to communicate on the
Internet. The DHCP server maintains a database of available IP addresses and configuration infor-
mation. When the server receives a request from a client, the DHCP server determines the network
to which the DHCP client is connected, and then allocates an IP address or prefix that is appropri-
ate for the client, and sends configuration information appropriate for that client. DHCP servers
typically grant IP addresses to clients only for a limited interval. DHCP is used for IPv4 and IPv6
[27,74].
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Serving gateway

The S-GW is the entity which terminates the interface toward E-UTRAN access
network. For each UE associated with the EPS, at any given point of time, there
is a single S-GW assigned. The functions of the S-GW include a local mobility
anchor point for inter-eNB handover; mobility anchor point for inter-3GPP mobil-
ity; EPS connection management (ECM)-IDLE mode downlink packet buffering
and initiation of network-triggered service request procedure; lawful interception;
packet routing and forwarding; transport-level packet marking in the uplink and
downlink; and accounting for interoperator charging; as well as local non-3GPP
anchor for the case of roaming when the non-3GPP IP access network is con-
nected to the visited PLMN; event reporting (change of RAT) to the PCREF;
uplink and downlink bearer binding toward 3GPP access; uplink bearer binding
verification with packet dropping of misbehaving uplink traffic; mobile access
gateway (MAG) functions, if proxy mobile IP (PMIP)’ based S5 or S8 is used;
and support of necessary functions for enabling GTP/PMIP chaining functions
[6,7].

Mobility management entity

The MME is the main control node that processes the NAS signaling between the
UE and the core network which is responsible for idle-mode UE tracking and
paging procedure as well as bearer establishment and release [10]. The main func-
tions supported by the MME can be classified into two major categories: (1) func-
tions related to bearer management including the establishment, maintenance, and
release of the bearers which are handled by the session management function in
the NAS protocol; and (2) functions related to connection management including
the establishment of the connection and security association (SA) between the
network and UE which is handled by the connection or mobility management
function in the NAS protocol [11]. The MME is a control-plane entity within EPS
which performs mobility management functions including NAS signaling and
security; inter-node signaling for mobility between 3GPP access networks; track-
ing area list management; P-GW and S-GW selection; SGSN selection for hand-
overs to 2G/3G access networks; roaming; and authentication. The MME’s bearer
management functions include dedicated bearer establishment. In order to enable
3GPP2 access (in a multi-RAT network), the MME should support high rate
packet data (HRPD) access node selection and maintenance for handovers to
HRPD and transparent transfer of HRPD signaling messages and transfer of status
information between E-UTRAN and HRPD access networks [1].

3Network-based mobility management enables IP mobility for a host without requiring its participa-
tion in any mobility-related signaling. The network is responsible for managing IP mobility on
behalf of the host. The mobility entities in the network are responsible for tracking the movements
of the host and initiating the required mobility signaling on its behalf. IETF RFC 5213 specifies a
network-based mobility management protocol that is referred to as proxy mobile IPv6 [26].
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The MME creates a UE context when a UE is powered on and attaches to the
network. It assigns a unique short temporary identity to the UE that identifies the
UE context in the MME. This UE context holds user subscription information
downloaded from the HSS. The local storage of subscription data in the MME
allows faster execution of procedures, such as bearer establishment since it
relaxes the need to frequently exchange messages with the HSS. In addition, the
UE context also holds dynamic information, such as the list of bearers that are
established and the terminal capabilities [70,71].

To reduce the overhead in the E-UTRAN and processing complexity in the
UE, all UE-related information in the access network including the radio bearers
can be released during long periods of user inactivity, which is known as ECM-
IDLE state. The MME retains the UE context and the information about the
established bearers during these idle periods. To allow the network to contact an
idle-mode UE, the UE provides the network with location update whenever it
moves out of its current tracking area using a tracking area update procedure. The
MME is responsible for tracking user location while the UE is in the ECM-IDLE
state. Upon availability of downlink data for an ECM-IDLE UE, the MME sends
a paging message to all eNBs in the tracking area where the UE was recently
located and the eNBs page the UE over the radio interface. Upon receipt of the
paging message, the UE performs a service request procedure, which results in
transitioning to the ECM-CONNECTED state. The UE-related information is
thereby created in the E-UTRAN and the radio bearers are reestablished. The
MME is responsible for the reestablishment of the radio bearers and updating the
UE context in the eNB (see Chapters 4 and 5 for more details).

Security functions are the responsibility of the MME for both signaling and
user data. When a UE attaches to the network, a mutual authentication of the UE
and the network is performed between the UE and the MME/HSS. This authenti-
cation procedure establishes the security keys that are used for encryption of the
bearers.

Policy and charging rules function

The PCREF acts as a policy decision point for policy and charging control (PCC)
of SDFs/applications and IP bearer resources. It was introduced as an improve-
ment in 3GPP Rel-7 network architecture in terms of policy and charging to allow
optimization of interactions between the policy and rules functions. This improve-
ment involved a new network node which integrates policy decision function
(PDF) and charging rules function (CRF) in the previous releases. 3GPP Rel-8
further enhanced PCRF functionality by expanding the scope of PCC framework
to facilitate non-3GPP access to the network (e.g., Wi-Fi or fixed broadband
access). In the 3GPP generic PCC model, policy and charging enforcement func-
tion (PCEF), which resides in the P-GW, is the functional entity that supports
SDF detection, policy enforcement, and flow-based charging. The PCRF provides
the QoS authorization (QCI and bit rates) that decides how a certain data flow
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2.2 EPC architecture

will be treated in PCEF and ensures consistency with the user’s subscription pro-
file. The application function (AF) represents the network element that supports
applications that require dynamic policy and/or charging control.

Home subscriber server

The home subscriber server is the subscription data repository for all permanent
user data. The HSS stores the master copy of the subscriber profile, which con-
tains information about the services that are applicable to the user. It also records
the location of the user at the level of visited network control node, such as
MME. It is the entity containing the subscription-related information to support
the network entities that handle calls/sessions. A home network may contain one
or several HSSs depending on the number of mobile subscribers, the capacity of
the equipment, and the organization of the network. As an example, the HSS pro-
vides support to the call control servers in order to complete the routing/roaming
procedures by solving authentication, authorization, naming/addressing resolution,
location dependencies, etc. The HSS is responsible for holding information
related to user identification, numbering and addressing information; user security
information; network access control information for authentication and authoriza-
tion; and user location information at the inter-system level. The HSS supports
the user registration and stores inter-system location information as well as the
user profile information. The HSS also generates user security information for
mutual authentication, communication integrity check, and ciphering. Based on
this information, the HSS is also responsible for supporting the call control and
session management entities of the different domains and subsystems [1].

Authorization, authentication, and accounting

Trusted and untrusted non-3GPP access networks are IP-based access networks
which may use access technologies whose specifications are out of the scope of
3GPP. Whether a non-3GPP access network is trusted or untrusted is not a char-
acteristic of the access network. In non-roaming scenario, it is the home PLMN’s
operator decision if a non-3GPP IP-based access network is treated as trusted or
untrusted. In a roaming scenario, the HSS/3GPP AAA server in home PLMN
determines whether a non-3GPP IP access network is viewed as trusted or
untrusted. The HSS/3GPP AAA server may consider and utilize the visited
PLMN’s policy and capability returned from the 3GPP AAA proxy or roaming
agreement.

The 3GPP AAA server is located in the home PLMN and provides user sup-
port for non-3GPP access with authentication, authorization, and location manage-
ment in order to allow access to the EPS. It also contains necessary user-related
information in order to grant access to a non-3GPP network, and further coordi-
nates the information needed to support mobility between 3GPP and non-3GPP
access networks, such as coordination of P-GW information. It interacts with HSS
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to maintain consistent information for users supporting mobility and service conti-
nuity between 3GPP and non-3GPP networks. The 3GPP AAA proxy provides
support for roaming non-3GPP access users in the visited PLMN with the neces-
sary authentication, authorization, and location management services in order to
get access to the EPS. It may also provide roaming-related information for sup-
port of chaining scenarios. If an S-GW is needed for non-3GPP access in the vis-
ited network, the 3GPP AAA proxy selects an S-GW for the UE during initial
attach or handover process [2].

EPC identifiers

Each entity and bearer in E-UTRAN and EPC is identified with a unique identi-
fier. The identifiers are either permanently provisioned, such as the IMSI and
IMEI identities that are assigned by an operator to the UE or they are assigned
during the lifetime of UE operation in an operator’s network. Figure 2.10 illus-
trates the identities that are either provisioned or dynamically/semi-statically
assigned to the bearers and the entities in EPS. These identities are described in
Table 2.2 and the next chapters of this book and further specified by 3GPP in 3GPP
TS 23.003 specification [2]. The direction of the arrows in the figure indicates the
entity which assigns the identifier and the entity to which the identifier is assigned.
The bearers and various bearer identifiers depending on the network interface and
the flow direction are also shown in the figure.

Note that the protocols over LTE-Uu and S1 interfaces are divided into two
categories: user-plane protocols, which are the protocols implementing the actual
E-RAB service carrying user data through the access stratum (AS); and control-
plane protocols that are the protocols for controlling the E-RABs and the connec-
tion between the UE and the network from different aspects including requesting
the service, controlling different transmission resources, handover, etc.
Furthermore, a mechanism for transparent transfer of NAS messages is included.

Roaming architecture and interworking with
other networks

In cellular communications, roaming is a general term referring to the extension of
service continuity and availability in a location that is different from the home loca-
tion where the service and the subscriber were registered. Roaming functionality
ensures that the wireless device is connected to the network without connection
interruption while crossing the PLMN boundaries. The roaming is defined as the
ability for a cellular user to automatically make or receive voice calls; send or
receive data; or access other services including home data services, when moving
outside the geographical coverage area of the home network using a visited net-
work. The roaming feature is technically supported by mobility management,
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EPS entities (bearers) and corresponding provisioned/assigned identities [40].

authentication, authorization, and billing functions in the network. While a roaming
user is connected to the E-UTRAN, MME, and S-GW of the visited LTE network,
the EPS allows the P-GW of either the visited or the home network to be used, as
shown in Figure 2.11. Using the home network’s P-GW allows the user to access
the home operator’s services while in a visited network. A P-GW in the visited net-
work allows a local breakout to the Internet in the visited network [70,71].

The EPS also supports interworking with and handover to/from other networks
using 3GPP/non-3GPP radio access technologies, such as GSM, UMTS, and
CDMA2000. The architecture for interworking with 2G/3G GPRS/UMTS net-
works is shown in Figure 2.12. The S-GW acts as the mobility anchor for inter-
working with other 3GPP technologies, such as GSM and UMTS, while the
P-GW serves as an anchor allowing seamless mobility to non-3GPP networks,
such as CDMA2000 or mobile WiMAX. The P-GW may also support a PMIP-
based interface.
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Table 2.2 Description of EPC and E-UTRAN Identities [40,41]

Abbreviation Identifier Description Value/Structure Permanent/
Temporary
IMSI International Unique identification of mobile subscriber in the IMSI (not more than Permanent
mobile network. The IMSI is composed of three parts: (1) 15 digits) = PLMN
subscriber mobile country code (MCC) consisting of three ID + MSIN = MCC +
identity digits. The MCC uniquely identifies the country of MNC + MSIN

residence of the mobile subscriber; (2) mobile
network code (MNC) consisting of two or three
digits for GSM/UMTS applications. The MNC
identifies the home PLMN of the mobile
subscriber. The length of the MNC (two or three
digits) depends on the value of the MCC. A
mixture of two and three digit MNC codes within a
single MCC area is not recommended and is
outside the scope of this specification; and (3)
mobile subscriber identification number (MSIN)
identifying the mobile subscriber within a PLMN.
PLMN ID Public land Unique identification of PLMN PLMN ID (not more than Permanent
mobile 6 digits) = MCC + MNC
network
identifier
MCC Mobile Assigned by ITU 3 digits Permanent
country code
MNC Mobile Assigned by national authority 2 or 3 digits Permanent
network code
MSIN Mobile Assigned by operator 9 or 10 digits Permanent
subscriber
identification
number
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GUTI Gilobally |dentifies a UE (between the UE and the MME) on GUTI (not more than 80 bits) = Temporary
unique behalf of IMSI for security reasons. The purpose of ~ GUMMEI + M-TMSI
temporary UE  the GUTI is to provide an unambiguous
identity identification of the UE that does not reveal the UE
or the user’s permanent identity in the EPS. It also
allows the identification of the MME and network.
It can be used by the network and the UE to
establish the UE’s identity during signaling in the
EPS.
TIN Temporary GUTl is stored in TIN parameter of UE’s context. TIN = GUTI Temporary
identity used TIN indicates which temporary ID will be used in
in next update  the next update
S-TMSI SAE To locally identify a UE in short-form within an S-TMSI (40 bits) = MMEC + M-TMSI Temporary
temporary MME group (unique within an MME pool). The S-
mobile TMSI is the shortened form of the GUTI to enable
subscriber more efficient radio signaling procedures (e.g.,
identity paging and service request). For paging purposes,
the mobile is paged with the S-TMSI.
M-TMSI MME mobile Unique within an MME 32 bits Temporary
subscriber Since the TMSI has only local significance (i.e.,
identity within a VLR and the area controlled by a VLR, or
within an SGSN and the area controlled by an
SGSN, or within an MME and the area controlled
by an MME), the structure and coding of it can be
chosen by agreement between operator and
manufacturer in order to meet local needs.
GUMMEI Globally To identify an MME uniquely in a global sense. GUMMEI (not more than 48 bits) = Permanent
unique MME PLMN ID + MMEI
identity
MMEI MME identifier ~ To identify an MME uniquely within a PLMN MMEI (24 bits) = MMEGI + MMEC Permanent
(Continued)

Petitioners' Exhibit 1021
Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631

Page 68 of 1122



Table 2.2 (Continued)
Abbreviation Identifier Description Value/Structure Permanent/
Temporary
MMEGI MME group Unique identification of an MME group within a 16 bits Permanent
identifier PLMN
MMEC MME code To identify an MME uniquely within an MME group 8 bits Permanent
IMEI International To uniquely identify a mobile equipment IMEI (15 digits) = type approval code Permanent
mobile (6 digits) + serial number (6 digits) +
equipment final assembly code (2 digits) + check
identity digit (1 digit)
IMEI/SV IMEl/software Identifies the mobile equipment serial number, IMEI/SV (16 digits) = type approval Permanent
version hardware model number, and software version code (6 digits) + serial number (6
number digits) + software version (2 digits) +
final assembly code (2 digits)
ECGI E-UTRAN cell To identify a cell in general (globally unique) ECGI (not more than 52 bits) = PLMN  Permanent
global EPC can know UE location based on ECGI ID + ECI
identifier
ECI E-UTRAN cell  To identify a cell within a PLMN ECI (28 bits) = eNB ID + cell ID Permanent
identifier
Global eNB Global eNB To globally identify an eNB PLMN ID +eNB ID Permanent
ID identifier
eNB ID eNB identifier To identify an eNB within a PLMN 20 bits Permanent
P-GW ID PDN GW To identify a specific P-GW IP address (4 bytes) or fully qualified Permanent
identity HSS assigns P-GW for PDN (IP network) domain name (variable length)
connection of each UE
TAI Tracking area  This is the identity used to uniquely identify the TAI (not more than 32 bits) = PLMN Permanent
identity tracking areas. The tracking area identity is ID + TAC P-GW
constructed from the MCC (mobile country code),
MNC (mobile network code) and TAC (tracking
area code).
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TAC

TAl list

PDN ID

CSG ID

EPS bearer ID

Tracking area
code
Tracking area
identity list

Packet data
network
identity

Closed
subscriber
group ID

Evolved
packet
system bearer
identifier

To indicate to which tracking area the eNB
belongs (per cell) which is unique within a PLMN

UE can move into the cells included in TAI list
without location update (TA update) which is
globally unique

To identify a PDN (IP network) with which mobile
data user communicates

PDN identity (APN) is used to determine the P-GW
and point of interconnection with a PDN

With APN as query parameter to the DNS
procedures, the MME will receive a list of
candidate P-GWs, and then a P-GW is selected
by MME

A closed subscriber group (CSG) consists of a
single cell or a collection of cells within the E-
UTRAN and UTRAN that are open to only a
certain group of subscribers. A CSG ID is a unique
identifier within the scope of PLMN which identifies
a CSG in the PLMN associated with a CSG cell or
group of CSG cells.

To identify an EPS bearer (default or dedicated)
per UE. An EPS bearer identity uniquely identifies
an EPS bearer for one UE accessing via E-
UTRAN. The EPS bearer identity is allocated by
the MME. There is a one-to-one mapping between
EPS radio bearer and EPS bearer, and the
mapping between EPS radio bearer identity and
EPS bearer identity is made by E-UTRAN. The E-
RAB ID value, used over S1 and X2 interfaces to
identify an E-RAB, is the same as the EPS bearer
ID value used to identify the associated EPS
bearer.

16 bits

Variable length

PDN identity = APN = APN-
NI + APN-OI (variable length)
APN-NI: APN network identifier
APN-OI: APN operator identifier

27 bits

4 bits

Permanent

Permanent

Permanent

Permanent

Temporary

(Continued)
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Table 2.2 (Continued)
Abbreviation Identifier Description Value/Structure Permanent/
Temporary
E-RAB ID E-UTRAN To identify an E-RAB per UE 4 bits Temporary
radio access
bearer
identifier
DRB ID Data radio To identify a DRB per UE 4 bits Temporary
bearer
identifier
LBI Linked EPS To identify the default bearer associated with a 4 bits Temporary
bearer ID dedicated EPS bearer
TEID Tunnel To identify the endpoint of a GTP tunnel when the 32 bits Temporary
endpoint tunnel is established
identifier
eNB S1AP eNB S1AP UE  This is a temporary identity used to identify a UE 32 bits Temporary
UEID identity over the S1-MME reference point within the eNB
and is unique within the eNB.
MME S1AP MME S1AP This is a temporary identity used to identify a UE 32 bits Temporary
UEID UE identity on the S1-MME reference point within the MME
and is unique within the MME.
C-RNTI Cell-radio To identify a UE uniquely in a cell 0 X 0001 ~0 X FFF3 (16 bits) Temporary
network
temporary
identifier
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2.4 E-UTRAN architecture
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FIGURE 2.11
Example roaming architecture [1,70,71].
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FIGURE 2.12
Interworking of LTE with UMTS network architecture [70,711.

E-UTRAN architecture

The E-UTRAN access network consists of a network of eNBs, as illustrated in
Figure 2.13. For unicast user traffic, there is no centralized controller in the
E-UTRAN; thus, the E-UTRAN architecture is considered as a distributed archi-
tecture. The eNBs are typically interconnected with each other by means of a log-
ical interface known as X2 and to the EPC by means of the S1 interface. More
specifically, the eNB is connected to the MME through S1-MME interface and to
the S-GW via S1-U interface. The protocols between the eNBs and the UE are
referred to as the AS protocols. The protocols between the EPC and the UE are
known as NAS protocols. The E-UTRAN is responsible for all radio-related func-
tions that include RRM, encompassing all functions related to the radio bearers,
such as radio bearer control (RBC), radio admission control (RAC), radio mobil-
ity control, scheduling and dynamic allocation of radio resources to UEs in both
uplink and downlink; header compression, ensuring efficient use of the radio
interface by compressing the IP packet headers that could otherwise impose a
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FIGURE 2.13
E-UTRAN architecture and eNB functional decomposition [12].

significant overhead especially for small-packet applications, such as VolP; secu-
rity, encrypting all data and control messages sent over the radio interface; and
connectivity to the EPC, consisting of the signaling toward MME and the bearer
path toward the S-GW [70,71].

As shown in Figure 2.13, on the network side, all of these functions reside in
the eNBs, each of which can be responsible for managing multiple cells. Unlike
previous 2G/3G technologies, LTE has integrated the radio controller function
into the eNB. This allows close interaction between different protocol layers of
the radio access network, thus reducing latency and improving efficiency. Such
distributed control structure eliminates the need for a processing-intensive central
controller, which in turn has the potential to reduce costs, overhead, latency, and
complexity. Given that LTE does not support soft handover, there is no need for
a centralized data-combining function in the network. One consequence of the
absence of a centralized controller node is that, as the UE moves, the network
must transfer all information related to a UE (the UE context) together with any
buffered data from one eNB to another. Therefore, there are mechanisms in EPS
that are provisioned to avoid data loss during handover (e.g., data forwarding).

An important feature of the S1 interface linking the access network to the core
network is known as S1-flex [6]. This is a concept whereby multiple core network
nodes (MMEs/S-GWs) can serve a common geographical area, being connected
by a mesh network to the set of eNBs in that area. An eNB may be served by
multiple MMEs/S-GWs. The set of MME/S-GW nodes that serve a common area
is called an MME/S-GW pool, and the area covered by such a pool of MMEs/S-
GWs is called a pool area. This concept allows the UEs in the cell or cells
controlled by one eNB to be shared among multiple core network nodes, thereby
providing a possibility for load balancing (LB) and also eliminating a single point
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2.4 E-UTRAN architecture

of failure for the core network nodes. The UE context typically remains in the
same MME as long as the UE is located within the same pool area.

E-UTRAN functions

The functions performed and the services provided by an eNB include RRM
(RBC, RAC, connection mobility control (CMC), dynamic allocation and sched-
uling of resources for the UEs in the uplink and downlink); IP header compres-
sion and encryption of user data stream; selection of an MME upon UE
attachment to the network when no routing to an MME can be determined from
the information provided by the UE; routing of user-plane data toward S-GW;
scheduling and transmission of paging messages originated from the MME;
scheduling and transmission of broadcast information originated from the MME
or network operation and management; measurement and measurement reporting
configuration for mobility and scheduling; scheduling and transmission of emer-
gency warning messages originated from the MME; closed-subscriber group
(femto-cell) handling; and transport-level packet marking in the uplink. A relay-
enabled eNB further performs S1/X2 proxy functionality for supporting the relay
nodes (RNs) and S11 termination and S-GW/P-GW functionality for supporting the
relay nodes [12]. The functional decomposition of an eNB is shown in Figure 2.13.

E-UTRAN interfaces

This section provides general information about the E-UTRAN interfaces (S1 and
X2). The E-UTRAN network interface model consists of two main parts: the trans-
port network layer, corresponding to the transport of the access-network data, and
the radio network layer, which encompasses the top-level protocols of the radio
interface. In addition, each interface has a user-plane and a control-plane compo-
nent. The user-plane carries all user data as well as application layer signaling,
such as session initiation protocol (SIP) or real-time transport protocol (RTP) con-
trol protocol (RTCP) packets [22]. The control-plane handles all messages and
procedures related to the radio interface supported features. An example of
these messages includes control messages for handover management or bearer
establishment. The physical layer is common to both user-plane and control-plane.
The user-plane and control-plane use specific protocols which allow definition of
a different and independent transport stack and bearers for each of the planes.

The control-plane information is more susceptible to security, reliability, and
information loss, whereas the user-plane information can rely on simpler and less
secured routing protocols. The E-UTRAN network interfaces are open standards
defined by 3GPP. This conformity to open standards allows different vendors to
manufacture eNBs, deploy them in a single network, and interconnect them over
the X2 interface or with MME or S-GW nodes over the S1 interface.

The S1 interface connects the eNB to the EPC. It can be split into control-plane
(SI-MME) and user-plane (S1-U). The SI-MME is a signaling interface which
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60 CHAPTER 2 Network Architecture

supports a set of functions and procedures between the eNB and the MME. All S1-
MME signaling procedures belong to four main groups: (1) bearer-level proce-
dures, corresponding to all procedures related to bearer setup, modification and
release, which are typically used during the establishment or the release of a ses-
sion; (2) handover procedures, which encompass all S1 functions related to user
mobility between eNB or with 2G/3G technologies; (3) NAS signaling transport,
corresponding to the transport of UE-MME NAS signaling over the S1 interface;
and (4) paging procedure, which is used in case of a mobile-terminated call/session.
Through the paging procedure, the MME requests the eNB to page a UE in a given
set of cells known as a tracking area. The S1-MME interface provides a high level
of reliability in order to avoid message retransmission and unnecessary delay in
control-plane procedures using stream control transmission protocol (SCTP) [20].

The role of S1-U is to transport user data packets between the eNB and the
S-GW. This interface makes use of a very simple GTP over user datagram pro-
tocol (UDP)/IP transport protocol which only provides user data encapsulation.
There is no flow control or error control, or any mechanism to guarantee data
delivery over the S1-U interface. The GTP was inherited from GPRS and
UMTS networks. In GPRS networks, GTP is used between the SGSN and the
GGSN. In UMTS networks, GTP is also used over the Iu-ps interface between
the RNC and the SGSN. S1 application part (SIAP) is the control-plane signal-
ing protocol between the eNB and the MME [13]. It supports the S1-MME
interface and utilizes SCTP in the transport layer. The SCTP protocol is for the
control-plane, which guarantees delivery of control/signaling messages between
the MME and the eNB.

The X2 interface connects multiple eNBs. LTE uses the same protocol struc-
ture over both S1 and X2 interfaces, which simplifies the data forwarding opera-
tion. The X2 interface has a control-plane (X2-C) and a user-plane (X2-U)
component. The X2-U is responsible for the transport of user data packets
between eNBs. This interface is only used for a limited period of time, when the
terminal moves from the coverage area of one eNB to another and provides buff-
ered packet data forwarding. The X2-U interface utilizes GTP tunneling protocol
that is used over the S1-U interface. The X2-C is a signaling interface which sup-
ports a set of functions and procedures between eNBs. The X2-C procedures are
very limited in number and are all related to user mobility between eNBs,
exchange of UE context between nodes including allocated bearers, security infor-
mation, etc. The need for reliable transport of signaling between nodes results in
the use of SCTP protocol for X2-C. X2AP is the control-plane protocol between
eNBs over the X2 interface and supports load management and handover coordi-
nation between eNBs.

E-UTRAN identifiers

The E-UTRAN (dynamically) assigns unique identities to the UEs at the cell
level. These identities temporarily identify the UE resource allocations and
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2.4 E-UTRAN architecture

assignments as well as UE-specific control signaling during the active state of the
UE in the cell. These identities include C-RNTI, which is a unique identification
used for identifying RRC connection and scheduling; semi-persistent scheduling
C-RNTI that is a unique identification used for semi-persistent scheduling; tempo-
rary C-RNTI, TPC-PUSCH-RNTI that is an identification used for the power con-
trol of physical uplink shared channel; TPC-PUCCH-RNTI, which is an
identification used for the power control of physical uplink control channel; and
random access RNTI for random access procedure and contention resolution.
During some transient intervals, the UE is temporarily identified with a random
value used for contention resolution purposes.

As shown in Figure 2.11, the E-UTRAN further utilizes unique identities for
identifying a specific network entity which include GUMMEI that is used to glob-
ally identify the MME. The GUMMEI is constructed from the PLMN identity to
which the MME belongs, the group identity of the MME group where the MME
is part of, and the MMEC of the MME within the MME group. Note that the
GUMMEI or S-TMSI containing the MMEC is provided by the UE to the eNB.
The E-UTRAN cell global identifier (ECGI) is used to globally identify the cells.
The ECGI is constructed from the PLMN identity where the cell belongs to and
the cell identity (CI) of the cell. The PLMN information is periodically broad-
casted as part of system information. The eNB identifier (eNB ID) is used to
identify eNBs within a PLMN and is contained within the CI of its cells. The
global eNB ID is used to globally identify the eNBs, and is constructed from the
PLMN identity to which the eNB belongs and the eNB ID. The MCC and MNC
are the same as that included in the ECGI (see Table 2.2).

In addition to the above identities, there are other identifiers related to the sup-
port of home eNBs (HeNBs) or femto-cells and relays. The global eNB ID of a
relay node is the same as its serving donor eNB (DeNB), which is a relay-enabled
eNB. The tracking area identity is used to identify tracking areas and is con-
structed from the PLMN identity where the tracking area belongs to, and the
TAC of the tracking area. The CSG identity (CSG ID) is an identifier of a CSG
femto-cell within a PLMN.

As shown in Figure 2.11, there are unique identifiers that are used to identify
the data and signaling radio bearers (SRBs) as well as S1 and S5/S8 bearers on
the access network that are assigned to UE services. The value of the E-RAB ID
used on S1 and X2 interfaces to identify an E-RAB allocated to the UE is the
same as the EPS bearer ID value used at the LTE-Uu interface to identify the
associated EPS bearer and the NAS layer. The CI, TAC, CSG ID (if any), and
one or more PLMN IDs are broadcast periodically in every E-UTRAN cell as
part of system information.

Support of HeNB in E-UTRAN

Small cells are low-power wireless access points that operate in licensed spectrum
and are managed by an operator. These cells provide improved cellular coverage
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62 CHAPTER 2 Network Architecture

and capacity and have applications for homes and enterprises as well as metropol-
itan public areas. There are various types of small cells including femto-cells,
pico-cells, metro-cells and micro-cells, broadly increasing in size from femto-
cells (the smallest) to micro-cells (the largest). Small cells also facilitate a new
class of mobile services that exploit the technology’s ability to detect the presence
of, and connect and interact with existing networks [42,56,60].

As shown in Figure 2.14, the E-UTRAN architecture supports deployment of a
home eNB gateway (HeNB-GW) to allow an S1 interface between the HeNB and
the EPC in order to support a large number of HeNBs in a scalable manner. The
HeNB-GW serves as a concentrator for the control-plane, specifically the S1-MME
interface. The S1-U interface from the HeNB may be terminated at the HeNB-GW
or a direct logical user-plane connection between HeNB and S-GW may be used.
Depending on the deployment scenario, the S1 interface in this case is defined
as the interface between the HeNB-GW and the core network; between the HeNB
and the HeNB-GW; between the HeNB and the core network; or between the eNB
and the core network. The HeNB-GW appears to the MME as an eNB, and to the
HeNB as an MME. The S1 interface between the HeNB and the EPC is the same,
regardless of the HeNB connection to the EPC via a HeNB-GW [12].

The HeNB-GW connects to the EPC such that the inbound and outbound mobil-
ity to cells served by the HeNB-GW does not necessarily require inter-MME hand-
overs. One HeNB serves only one cell. In general, the functions supported by the
HeNB are the same as those supported by an eNB and the procedures activated
between a HeNB and the EPC are similar to those between an eNB and the EPC.
Therefore, it can be concluded that HeNB is a (reduced-function and reduced-cost)
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FIGURE 2.14
HeNB logical network architecture [12].
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2.4 E-UTRAN architecture

eNB that is installed by the user and not the operator, but is connected to operator’s
network in the same way that a regular eNB is connected.

3GPP Rel-11 specifications support direct X2-connectivity between HeNBs,
independent of whether any of the involved HeNBs are connected to a
HeNB-GW [12].

Support of RRHs in E-UTRAN

One recent deployment trend that is foreseen to be widely applied to LTE net-
works consists of splitting the base station functionalities into a baseband unit,
which performs, in particular, the scheduling and the baseband processing func-
tions, and a number of RRHs responsible for all RF transmission/reception
aspects. The baseband processing unit is typically located at the center of the
cell and is connected via optical fiber to the RRHs. In addition to suppressing
the feeder loss (since the power amplifier is immediately close to the antenna),
this approach allows a baseband processing unit to manage different radio sites
in a central manner. Furthermore, having geographically separated RRHs con-
trolled from the same location enables either centralized baseband processing
units jointly managing the operation of several radio sites, or the exchange of
very low-latency coordination messages among individual baseband processing
units.

Distributed base stations with RRHs can significantly assist mobile operators
to overcome cost, performance, and efficiency issues when addressing increasing
demand for higher capacities in cellular networks. Multimode radios operating
according to GSM, HSPA, LTE, and Wi-Fi standards and advanced software
configurability are the key features in the deployment of more flexible and
energy-efficient radio networks. Wireless and mobile network operators face the
continuing challenge of upgrading their networks to effectively manage high user
traffic rates. Mobility and an increased level of multimedia content for end
users require end-to-end network adaptations that support both new services and
the increased demand for broadband and flat-rate Internet access. In addition, net-
work operators must consider the most cost-effective evolution of the networks
toward new generations. Wireless and mobile technology standards are evolving
toward higher bandwidth requirements for both peak data rates and cell through-
puts. The latest standards HSPA +, mobile WiMAX, and LTE/LTE-Advanced
can barely satisfy today’s demand for high-performance mobile applications and
fast and reliable access to the Internet anywhere and anytime. The network
upgrades required to deploy networks based on these standards must balance the
limited availability of new spectrum, leverage existing spectrum, and ensure
proper operation of the desired wireless standards.

Distributed open base station architecture concepts have evolved in parallel
with the evolution of the standards to provide a flexible, low-cost, and scalable
modular environment for managing the radio access. For example, the open base
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64 CHAPTER 2 Network Architecture

station architecture initiative (OBSAD)* and the common public radio interface
(CPRI)’ standards introduced standardized interfaces separating the base station
server and the RRH part of a base station by an optical fiber.

The RRH concept constitutes a fundamental part of a state-of-the-art base station
architecture. The RRH-based system implementation is driven by the need to reduce
both capital expenditure (CAPEX) and operational expenditure (OPEX) consistently,
which allows an optimized and energy-efficient deployment. Figure 2.15 illustrates
an architecture where 2G/3G/4G base stations are connected to RRHs over optical
fibers. Either CPRI or OBSAI may be used to carry RF signals to the RRH to cover a
three-sector cell. The RRH incorporates a large number of digital interfacing and pro-
cessing functions. It also includes high-performance, efficient, and frequency-agile
analog functions, all packaged into a light device with a small mechanical footprint.

Support of relays in E-UTRAN

In general, RNs can be used to improve urban or indoor user throughput as well as
to extend coverage in rural areas. The concept of relaying is not new but the level of
sophistication continues to be enhanced. Figure 2.16 shows a typical scenario where
an RN is connected wirelessly to the radio access network via a donor cell. The
RN can connect to the Donor cell’s eNB (DeNB) in one of two ways: in-band
(in-channel), in which case the DeNB-to-RN link shares the same carrier frequency
with RN-to-UE links, and out-band, in which case the DeNB-to-RN link does not
operate on the same carrier frequency as RN-to-UE links. The most basic relay
method is the use of a radio repeater, which receives, amplifies, and then retransmits
the downlink and uplink signals to overcome areas of poor coverage. The repeater

“The OBSAI family of specifications provides the architecture, functional description, and mini-
mum requirements for integration of a set of common modules into a base transceiver station. It
defines an open, standardized internal modular structure of wireless base stations; a set of standard
BTS modules with specified form, fit, and function such that BTS vendors can acquire and inte-
grate modules from multiple vendors in an OEM fashion; defines open, standards-based internal
digital interfaces between BTS modules to ensure interoperability and compatibility; and supports
different access technologies, such as GSM/EDGE, CDMA2000, WCDMA, LTE/LTE-Advanced,
or mobile WIMAX [75].

5The CPRI is an initiative to define a publicly available specification that standardizes the protocol
interface between the radio equipment control (REC) and the radio equipment (RE) in wireless
base stations. This allows interoperability of equipments from different vendors and preserves the
software investment made by wireless service providers. Conventional base stations are located
adjacent to the antenna in a small compartment at the base of the antenna tower. Finding
suitable sites can be a challenge because of the footprint required for the compartment, the need for
structural reinforcement of rooftops, and the availability of both primary and backup power sources.
The CPRI allows the use of a distributed architecture where base stations, containing the REC, are
connected to remote radio heads via low-loss fiber links that carry the CPRI data. This architecture
reduces costs for service providers because only the remote radio heads containing the RE need to
be situated in environmentally challenging locations. The base stations can be centrally located in
less problematic locations where footprint, climate, and availability of power are easily managed
[38.,44].
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can be located at the cell-edge or in some other areas of poor coverage. Radio
repeaters are relatively simple devices operating purely at the RF level. Typically
they receive and retransmit an entire frequency band, so they must be sited carefully.
In general, repeaters can improve coverage but do not substantially increase capac-
ity. In an in-band relaying scenario and due to self-interference, the RNs cannot
simultaneously transmit on the access link and receive on the backhaul link as well
as they cannot concurrently receive on the access and transmit on the backhaul link.

E-UTRAN supports relaying functionality by connecting an RN to a serving
eNB, known as the donor eNB, via a modified version of the E-UTRA radio
interface, where the modified version is denoted as the Un interface. The RN sup-
ports most of the eNB functionalities, implying that it terminates the radio proto-
cols of the E-UTRA radio interface on the access link as well as the S1 and X2
interfaces on the backhaul link. In addition to the eNB functionality, the RN also
supports a subset of the UE functionality, e.g., physical layer, layer-2, RRC, and
NAS functionality, in order to wirelessly connect to the DeNB. An RN may not
use another RN as its DeNB and intercell handover of the RN is not supported.

More advanced relays at layer 2 can decode transmissions before retransmitting
them. Traffic can then be forwarded selectively to the UE by the RN, thus minimiz-
ing the interference created by legacy relays that forwarded all traffic. Depending
on the level at which the protocol stack is terminated in the RN, such types of relay
may require the development of relay-specific standards. This can be avoided by
extending the protocol stack of the RN up to layer 3 to create a wireless router that
operates in the same way that a normal eNB operates, using standard air-interface
protocols and performing its own resource allocation and scheduling.

The modified E-UTRAN architecture to support RNs is shown in Figure 2.16.
The RN terminates the S1, X2, and Un interfaces. The DeNB provides S1 and X2
proxy functionality between the RN and other eNBs, MMEs, and S-GWs. The S1
and X2 proxy functionality includes forwarding UE-specific S1 and X2 signaling
messages as well as GTP data packets between the S1 and X2 interfaces associated
with the RN and the S1 and X2 interfaces associated with other network nodes.
Due to the proxy functionality, the DeNB appears as an MME (for SI-MME), an
eNB (for X2) and an S-GW (for S1-U) to the RN. In further development of relay
specifications in 3GPP, the DeNB also implements and provides the S-GW/P-GW
functions to the associated RNs. This includes creating a session for the RN and
managing EPS bearers for the RN, as well as terminating the S11 interface toward
the MME serving the RN. The RN and DeNB also map signaling and data packets
to the EPS bearers that are set up for the RN. The mapping is based on the existing
QoS mechanisms already defined for the UE and the P-GW. The P-GW functions
in the DeNB allocate an IP address for the RN for the operation and management
functions which may be different than the S1 IP address of the DeNB [12].

The S1 and X2 user-plane packets are mapped to radio bearers over the Un inter-
face. The mapping can be based on the QCI associated with the UE’s EPS bearers.
The UE’s EPS bearers with similar QoS can be mapped to the same Un radio bearer.
There is a unique S1 interface relationship between each RN and its DeNB, and
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2.5 E-MBMS architecture

between the DeNB and each MME in the MME pool. The DeNB processes and for-
wards all S1 messages between the RN and the MME:s for all UE-dedicated proce-
dures. The processing of SIAP messages includes modifying SIAP UE IDs, transport
layer address and GTP TEIDs, leaving other parts of the message unchanged [12].

All non-UE-dedicated SIAP procedures are terminated at the DeNB, and are
handled locally between the RN and the DeNB, and between the DeNB and the
MME(s). Upon reception of an S1 non-UE-dedicated message from an MME,
the DeNB may trigger corresponding S1 non-UE-dedicated procedure(s) to the
RN(s). If more than one RN is involved (in a multi-hop scenario), the DeNB may
wait and aggregate the response messages from all involved RNs before respond-
ing to the MME. Upon reception of an S1 non-UE-dedicated message from an
RN, the DeNB may trigger associated S1 non-UE-dedicated procedure(s) to the
MME(s). There is a single X2 interface relation between each RN and its DeNB.
In addition, the DeNB may have X2 interface connection to neighboring eNBs.
The DeNB processes and forwards all X2 messages between the RN and other
eNBs for all UE-dedicated procedures. The processing of X2AP messages
includes modifying S1/X2AP UE IDs, transport layer address, and GTP TEIDs,
leaving other parts of the message intact [12].

All non-UE-dedicated X2AP procedures are terminated at the DeNB, and are
handled locally between the RN and the DeNB, and between the DeNB and other
eNBs. Upon reception of an X2 non-cell-related non-UE-associated message from
RN or neighbor eNB, the DeNB may trigger associated non-UE-dedicated X2AP
procedure(s) to the neighbor eNB or RN(s). Upon reception of an X2 cell-related
non-UE-dedicated message from RN or neighbor eNB, the DeNB may pass asso-
ciated information to the neighbor eNB or RN(s) based on the included cell infor-
mation. If one or more RN(s) are involved, the DeNB may wait and aggregate the
response messages from all participating nodes to respond to the originating node.
The S1 and X2 interface signaling packets are mapped to radio bearers over the
Un interface. The RN connects to the DeNB via the Un interface using the same
radio protocols and procedures as a UE connecting to an eNB [12].

E-MBMS architecture

Enhanced multimedia broadcast multicast service (E-MBMS) is a point-to-
multi-point service in which data is transmitted from a single source to multiple
destinations over the radio network. Transmitting the same data to multiple
recipients allows network resources to be shared. E-MBMS is realized by addi-
tion of new functional entities to 3GPP network architecture. In practice,
E-MBMS provides two different services: broadcast and multicast.

The broadcast service can be received by any subscriber located in the area in
which the service is offered and multicast services can only be received by users
subscribed to the service and joined to the multicast group associated with the
service. Both services are unidirectional point-to-multi-point transmissions of
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multimedia data, text, audio, video, news, etc., from a broadcast multicast service
center (BM-SC) to any user located in the service area. For such a service, only the
broadcast service providers can be charged, possibly based on the amount of broad-
cast data size of service area, or broadcast service duration. Multicast is subject to
service subscription and requires the end user to explicitly join the group in order
to receive the service. Because it is subject to subscription, the multicast service
allows the operator to set specific user charging rules for this service.

The E-MBMS content is typically broadcast over a large number of cells that
transmit the same data and are required to be synchronized. In that case, the result-
ing signal will appear to a UE as one transmission over a time-disperse radio chan-
nel. This concept is known as multimedia broadcast single frequency network
(MBSFN). A group of cells that transmit the same content to multiple users form
an MBSFN area. Multiple cells can belong to a single MBSFN area and each cell
can be part of up to eight MBSFN areas. There can be up to 256 different MBSFN
areas defined in a network, each one with a unique identity. Once defined, MBSFN
areas will not change dynamically. It is not required that a terminal simultaneously
receive content from multiple MBSFN areas. In other words, an MBSFN area is a
geographical area comprising one or several cells that transmit the same content.
For example, in Figure 2.17, which illustrates a hypothetical MBSFN network, cells 2
and 3 belong to both MBSEN areas 1 and 2. The MBSFN areas are static and do not
vary over time. The usage of MBSEN transmission requires not only time synchroni-
zation among the cells participating in an MBSFN area, but also usage of the same
set of radio resources in each of the cells for a particular service. This coordination
is the responsibility of the multi-cell/multicast coordination entity (MCE), which
is a logical node in the radio access network that controls resource allocation and
transmission parameters across the cells in the MBSFN area [12,30—33].

Figure 2.18 illustrates the E-MBMS network architecture. As shown in the fig-
ure, the MCE can control multiple eNBs, each controlling one or more cells. The
BM-SC, located in the core network, is responsible for authorization and authenti-
cation of content providers, charging, and overall configuration of the data flow
through the core network. The MBMS gateway (MBMS-GW) is a logical node
handling multicast of IP packets from BM-SC to all eNBs involved in transmis-
sion in an MBSFN area. It also manages session control signaling via the MME.
From the BM-SC, the MBMS data is forwarded using IP-based multicast, a
method of sending IP packets to multiple receiving network nodes in a single
transmission, via the MBMS-GW to the cells. The MBMS is not only efficient
from a radio-interface point of view, but also it saves resources in the transport
network by avoiding unicast transmission of the same packet to multiple nodes
unless necessary. This can lead to significant savings in the transport network.

More specifically, an MBMS-enabled network consists of the following enti-
ties and interfaces [12,32]:

* MCE: The MCE is a logical entity (this does not preclude the possibility that
it may be part of another network element), whose functions are admission
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control, and allocation of the radio resources used by all eNBs in the MBSFN
area for multi-cell MBMS transmissions using MBSFN operation. The MCE
decides whether to establish radio bearer(s) for the new MBMS service(s), if
the radio resources are not sufficient for the corresponding MBMS service(s),
or may allocate radio resources from other radio bearer(s) of ongoing MBMS
service(s) according to allocation and retention priority (ARP). In addition to
allocation of the time/frequency radio resources, the MCE controls the radio
configuration, for example, modulation and coding scheme; counting and
acquisition of counting results for MBMS service(s); resumption of MBMS
session(s) within MBSFN area(s) based on the ARP and/or the counting
results for the corresponding MBMS service(s); suspension of MBMS
session(s) within MBSFN area(s) based on the ARP and/or on the counting
results for the corresponding MBMS service(s). In the case of distributed
MCE architecture, the MCE manages the above functions for a single eNB of
an MBSFN.

« E-MBMS Gateway (MBMS-GW): The MBMS-GW is a logical entity (this
does not preclude the possibility that it may be part of another network element)
that is located between the BM-SC and eNBs whose functions include sending/
broadcasting of MBMS packets to each eNB participating in the service. The
MBMS-GW uses IP multicast as the method of forwarding MBMS user data to
the eNBs. The MBMS-GW performs MBMS session control signaling (i.e.,
session start/update/stop) toward the E-UTRAN via MME.

¢ MCE—MME Interface (M3): The application part of this control-plane
interface allows MBMS session control signaling on E-RAB level (i.e., does
not convey radio configuration data). The procedures include MBMS session
start and stop. The SCTP protocol® is used as signaling transport method.

e MCE—eNB Interface (M2): The application part of this control-plane
interface conveys radio configuration data for the multi-cell transmission
mode eNBs and session control signaling. The SCTP protocol is used as
signaling transport.

¢ MBMS—-GW-eNB Interface (M1): This user-plane interface carries IP
packets between the two network entities and uses IP multicast for point-to-
multipoint delivery of user packets.

SSCTP is a transport layer protocol, performing a similar role as the commonly used protocols TCP
and UDP. It provides some of the service features of both protocols, that is, it is message-oriented
like UDP and ensures reliable and in-sequence transport of messages with congestion control like
TCP. The protocol is defined by IETF RFC 4960 [20]. The SCTP protocol may be characterized as
message-oriented, that is, it transports a sequence of messages comprising a group of bytes, rather
than transporting an unbroken stream of bytes as does TCP. As in UDP, in SCTP a sender sends a
message in one operation, and that exact message is passed to the receiving application process in
one operation. In contrast, TCP is a stream-oriented protocol, transporting streams of bytes reliably
and in order.
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There are two MBMS architectures defined in 3GPP. In the “distributed MCE
architecture,” the MCE is part of the eNB and the M2 interface is maintained
between the MCE and the corresponding eNB, whereas in the “centralized MCE
architecture” (shown in Figure 2.18), the MCE is a logical entity and can be
deployed as a stand-alone physical entity or collocated in another physical entity,
such as eNB. In both cases, the M2 interface is maintained between the MCE and
all eNB(s) belonging to the corresponding MBSFN area [12].

Positioning network architecture

3GPP legacy technologies (GSM and UMTS) have supported location services
network architecture for the purpose of positioning of mobile devices since 3GPP
Rel-4. With the introduction of EPS in 3GPP Rel-8, control-plane location-service
architecture for the EPS was introduced in 3GPP Rel-9. Figure 2.19 illustrates the
control-plane location service architecture for the EPS, which introduced new
interfaces SLg and SLs; and allowed the EPS control-plane element MME to
interconnect with the location service core network elements, enabling location
services using the positioning functionality provided by the E-UTRAN.

The location service (LCS) architecture follows a client/server model with the
gateway mobile location center (GMLC) acting as the location server providing
location information to LCS clients. The GMLC sends location requests to the
evolved serving mobile location center (E-SMLC) through the MME to retrieve
this location information. The E-SMLC is responsible for interaction with the UE
through E-UTRAN to obtain the UE position estimate or to obtain position mea-
surements that help the E-SMLC to estimate the UE position. Note that the
GMLC interaction over the interfaces connected to it other than SLg was already
available before 3GPP Rel-9 for GSM and UMTS access.

The LCS clients can be part of the core network or external to the core network
and can also reside in the UE or attached to the UE. Depending on the location of
the LCS client, the location request initiated by the LCS client may be a mobile-
originated, mobile-terminated, or network-induced location request. Emergency
location service is possible even if the UE does not have a valid service subscrip-
tion due to regulatory requirements. Support of location service-related functional-
ity in the E-UTRAN, MME, and UE are optional. The LCS is applicable to any
target UE no matter if the UE supports LCS. The following is a description of vari-
ous LCS architectural elements and interfaces shown in Figure 2.19 [30]:

* GMLC: This entity receives and processes location requests from LCS
clients; obtains routing information from HSS; performs registration
authorization; communicates information needed for authorization, location
service requests, and location information with other GMLC; checks the target
UE privacy profile settings; and depending on roaming support, it may assume
the role of requesting GMLC, visited GMLC, or home GMLC.
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* Evolved Serving Mobile Location Center (E-SMLC): This entity manages
the overall coordination and scheduling of resources required for the location
determination of a UE that is attached to E-UTRAN. It calculates the final
location and estimates velocity as well as the location accuracy. It interacts
with the UE to exchange location information applicable to the UE-assisted
and the UE-based positioning methods. It interacts with the E-UTRAN to
exchange location information applicable to the network-assisted and the
network-based positioning methods.

¢ Location Measurement Unit (LMU): The LMU conducts measurements
and communicates the measurements to an E-SMLC. All positioning
measurements obtained by an LMU are sent to the E-SMLC that requested the
measurement report. A UE positioning request may involve measurements by
multiple LMUs. The SLm interface between the E-SMLC and the LMU is
used for uplink positioning. It is used to transport SLm-AP protocol messages
over the E-SMLC-LMU interface. Both stand-alone LMU and LMU integrated
into an eNB are supported in LTE Rel-11.

The MME is responsible for UE subscription authorization. It coordinates loca-
tion services and positioning requests. It handles charging and billing and performs
E-SMLC selection (e.g., based on network topology to balance the load on E-SMLC;
LCS client type; and requested QoS). It is further responsible for authorization and
operation of the LCS services. The HSS is used for storage of location services sub-
scription data and routing information. Two protocols are used for the overall infor-
mation exchange concerning location services: (1) LTE positioning protocol (LPP);
and (2) LTE positioning protocol annex (LPPa). The latter is used for communication
between the location server and the eNB. The base station (when using observed
time difference of arrival method) is in charge of properly configuring the radio sig-
nals that are used by the terminal for positioning measurements, that is, positioning
reference signals. It further provides information to the E-SMLC; it enables
the device to conduct inter-frequency measurements, if required; and based on the
E-SMLC request, it conducts measurements and sends the results to the server. The
LPP can be used in user-plane and control-plane methods. The LPP is a point-to-
point protocol that allows multiple connections to different devices. The exchanged
LPP messages and information can be divided into four categories: (1) UE position-
ing capability information transfer to the E-SMLC; (2) positioning assisting data
delivery from the E-SMLC to the device; (3) location information transfer; and (4)
session management.

The SLm-AP protocol, terminated between the E-SMLC and the LMU, is used
to support the following functions: (1) delivery of target UE configuration data
from the E-SMLC to the LMU; and (2) request positioning measurements from the
LMU and delivery of positioning measurements to the E-SMLC. The SLm-AP pro-
tocol is directly used between the E-SMLC and the LMU. The MME receives a
request for location service associated with a particular target UE from another
entity (e.g., GMLC, eNB, or UE), or the MME by itself decides to initiate some
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location service on behalf of a particular target UE (e.g., for an IMS emergency
call from the UE). The MME then sends a location service request to the E-SMLC.
The E-SMLC processes the location service request which may include transfer-
ring assisting data to the target UE to help UE-based and/or UE-assisted position-
ing. The E-SMLC then returns the result of the location service to the MME, for
example, a position estimate for the UE and/or an indication of any assisting data
transferred to the UE. In the case of a location service requested by an entity other
than the MME (e.g., UE, eNB, or E-SMLC), the MME returns the location service
result to this entity.

Mobility management

The NAS is a set of protocols in the EPS. The NAS is used to convey non-radio-
access-related signaling between the UE and the MME for an E-UTRAN access.
The NAS procedures are grouped in two categories: EPS mobility management
(EMM) and ECM. The EMM protocol refers to procedures related to mobility
over an E-UTRAN access, authentication, and security. The EMM-specific proce-
dures are UE-initiated. These procedures define attach/detach (to/from the EPC)
mechanisms. They also introduce the tracking area update mechanism, which
updates the location of the UE within the network. In EPS, a UE initiates a
tracking area update when it detects that it enters into a new tracking area. The
EMM-specific procedures also define periodic tracking area update. The EMM
connection management procedures provide several functions to support the con-
nection of the UE to the network.

The states of a UE with respect to mobility and connection establishment are
described by the following NAS states: the EMM state (EMM-DEREGISTERED
or EMM-REGISTERED) reflects whether the UE is registered in the MME and
the ECM state (ECM-IDLE or ECM-CONNECTED) reflects the connectivity of
the UE with the EPC. The transition from ECM-IDLE to ECM-CONNECTED
not only involves establishment of an RRC connection, but also includes estab-
lishment of an S1 connection. The RRC connection establishment is initiated by
the NAS and is completed prior to S1 connection establishment, which means
that connectivity in RRC_CONNECTED is initially limited to the exchange of
control information between the UE and eNB. The UEs are typically moved to
ECM-CONNECTED when becoming active. It should be noted that in LTE, the
transition from ECM-IDLE to ECM-CONNECTED is performed within 100 ms
and the UEs engaged in intermittent data transfer do not need to stay in ECM-
CONNECTED, if the ongoing services can tolerate such transfer delays. The
RRC connection release is initiated by the eNB following release of the
Slconnection between the eNB and the core network [12,31].

The EMM states describe the mobility management states that result from
the mobility management procedures, for example, attach and tracking
area update procedures. The EMM has two states: EMM-REGISTERED and
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EMM-DEREGISTERED. In EMM-DEREGISTERED state, the EMM context does
not have any valid location or routing information for the UE. Since the location of
the UE is not known, the UE is not reachable by the MME. In order to avoid per-
forming an authentication and key agreement (AKA)’ security procedure in every
network attach attempt by the UE, the MME, and the UE may store some UE context
in this state. The MME may perform an implicit detach any time after the implicit
detach timer expires. The state is changed to EMM-DEREGISTERED in the MME
after performing the implicit detach. If all the bearers belonging to a UE are released
(e.g., after a handover from E-UTRAN to non-3GPP access), the MME changes the
mobility management state of the UE to EMM-DEREGISTERED. This ensures that
the UE performs a tracking area update when it reselects E-UTRAN [12,31].

The ECM states describe the signaling connectivity between the UE and the
EPC. In EMM-REGISTERED state, there are two EPS connection states: ECM-
IDLE and ECM-CONNECTED. In ECM-IDLE, a UE performs cell selection or
reselection. There is no NAS signaling connection between the UE and the net-
work. The UE does not have a context in the E-UTRAN and has no SI-MME, and
S1-U connection with the network. In EMM-REGISTERED and ECM-IDLE state,
the UE performs a tracking area update, if the current TA is not in the list of TAs
that the UE has received from the network in order to maintain the registration and
enable the MME to page the UE. The UE performs a periodic tracking area update
procedure to notify the EPC that it is available [12,31].

Radio resource management

The purpose of RRM function is to ensure efficient use of the available network
resources. In particular, RRM in E-UTRAN provides a means to manage (e.g.,
assign, reassign, and release) radio resources in single and multi-cell environ-
ments. RRM may be treated as a central application at the eNB responsible for
interworking between different protocols (RRC, S1AP, and X2AP) so that mes-
sages can be properly transferred to different nodes across Uu, S1, and X2 inter-
faces. RRM may interface with operation and management functions in order to
control, monitor, audit, or reset the status due to errors at a protocol stack. The
RRM consists of the following main functions [33,66]:

e Radio admission control: The RAC functional module accepts or rejects
requests for the establishment of new radio bearers. Admission control is
performed according to the required QoS, current system load, and the
required service. The RAC function ensures efficient radio resource utilization

7AKA is a mechanism which performs authentication and session key distribution in UMTS net-
works. AKA is a challenge-response-based mechanism that uses symmetric cryptography. AKA is
typically run on a UMTS IP multimedia services identity module (ISIM), which resides on a smart
card device that also provides tamper resistant storage of shared secrets. AKA is defined in IETF
RFC 3310 [21].
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by accepting radio bearer requests as long as radio resources are available, and
proper QoS enforcement for current sessions by rejecting radio bearer
requests, if they cannot be accommodated. It interacts with the RBC module
to perform its functions.

* Radio bearer control: The RBC functional module manages the establishment,
maintenance, and release of radio bearers. It configures the radio resources
depending on the current resource availability and usage, as well as QoS
requirements of new and ongoing sessions due to mobility or other reasons. The
RBC function releases radio resources associated with radio bearers at session
termination, handover, or other similar cases. The establishment, maintenance,
or release of radio bearers is tied to the configuration of radio resources
associated with them.

* Connection mobility control: The CMC functional module manages radio
resources in the idle and connected modes. In the idle mode, this module
defines criteria and algorithms for cell selection, reselection, and location
registration that assist the UE in selecting or camping on the best cell. In
addition, the eNB broadcasts parameters that configure the UE measurement
and reporting procedures. In the connected mode, this module manages the
mobility of radio connections without disruption of services. Handover
decisions may be based on measurement results reported by the UE, by the
eNB, and other parameters configured for each cell. Handover decisions may
consider additional information, such as neighbor cell load condition, traffic
distribution, transport and hardware resources, and operator-defined policies.
Inter-RAT RRM can be one of the subsets of this function responsible for
managing the resources in inter-RAT mobility and handovers. In the idle
mode, the cell reselection algorithms are controlled by setting of parameters
(e.g., thresholds and hysteresis values) that define the best cell and/or
determine when the UE should select a new cell. The E-UTRAN broadcasts
parameters that configure the UE measurement and reporting procedures.

* Dynamic resource allocation (DRA) or packet scheduling (PS): The task of
DRA or PS is to allocate and de-allocate resources (including physical resource
blocks) to user- and control-plane packets. The scheduling function typically
considers the QoS requirements associated with the radio bearers, the channel
quality feedback from the UEs, buffer status, inter-cell/intra-cell interference
condition, etc. The DRA function may take into account the restrictions or
preferences on some of the available resource blocks or resource-block sets due
to inter-cell interference coordination (ICIC) considerations.

* Inter-cell interference coordination: ICIC function manages radio resources
such that intercell interference effects are minimized. The ICIC is essentially a
multi-cell RRM function that considers resource usage status and the traffic load
conditions across multiple cells.

* Load balancing: LB function has the task of handling non-uniform distribution
of the traffic load across multiple cells. The purpose of LB function is to
control the load distribution in such a manner that radio resources are
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efficiently utilized; to maintain the QoS of the current sessions as much as
possible; and to minimize the probability of call drops. The LB algorithms
may result in handover or cell reselection decisions with the purpose of
redistributing traffic from overloaded cells to under-utilized cells.

e Inter-RAT radio resource management: Inter-RAT RRM is primarily
concerned with the management of radio resources in connection with inter-
RAT mobility, notably inter-RAT handover. During inter-RAT handover, the
handover decision may take into account the involved RATSs resource
availability as well as the UE capabilities and the operator policies. Inter-RAT
RRM may also include additional functions for inter-RAT load balancing for
the idle mode and connected mode UEs.

* Subscriber profile ID (SPID) for RAT/frequency priority: The RRM function
maps SPID parameters received via the Sl interface to a locally defined
configuration in order to apply specific RRM strategies (e.g., to define
RRC_IDLE mode priorities and control inter-RAT/inter-frequency handover in
RRC_CONNECTED mode). The SPID is an index referring to user
information, such as mobility profile and service usage profile. The SPID
information is UE-specific and applies to all of its radio bearers. The RRM
strategy in E-UTRAN may be based on user-specific information.

Quality of service/quality of experience

The end-to-end quality of service experienced by an end user results from a combi-
nation of elements throughout the protocol stack and E-UTRAN/EPC components.
Thus, the performance evaluation of the service requires a detailed performance
analysis of the entire network, that is, from the UE up to the application server
(AS) or remote UE. The QoE is a subjective measurement of the quality experi-
enced by a user when he/she uses a communication service. In other words, the
QoE is defined as the overall acceptability of an application or a service as per-
ceived subjectively by the end user. When evaluating the quality of a service, the
objective is to optimize the operation of the network from a perspective which is
purely based on objective parameters, or to determine the quality that the user is
actually experiencing and its satisfaction level. The QoE takes into account the sat-
isfaction of a user in terms of both content and application performance. In this
sense, the introduction of smartphones has been a quantitative leap in user QoE
expectations [43,67,68].

The QoE has been traditionally evaluated through subjective tests carried out
with the users in order to assess their satisfaction with a mean opinion score
value. This approach can be quite expensive, time-consuming, and cannot be used
for real-time decision-making to improve the QoE. New methods have been
emerged in recent years to estimate the QoE based on certain performance indica-
tors associated with services. A possible solution to instantaneously evaluate the
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QoE is to integrate the QoE analysis tools in the mobile terminal itself. If mobile
terminals are able to report the measurements to a central server, the QoE assess-
ment process is significantly simplified. Other solutions are focused on including
new network elements (e.g., network analyzers and deep packet inspectors) that
are responsible for capturing the traffic from a certain service and analyzing its
performance. In some cases, the evaluation of video-streaming quality in the
mobile terminals is addressed by monitoring objective parameters, such as packet
loss rate or jitter.

As mentioned earlier, the E-UTRAN consists of a network of eNBs which are
typically interconnected by means of an X2 interface and to the EPC via an Sl
interface. The eNB entity plays a critical role in maintaining the end-to-end QoS.
The eNB performs QoS-related functions which include admission control and
resource reservation; scheduling and distribution of radio resources among the
established bearers; and L1/L2 protocol configuration in accordance with the QoS
attributes associated with the bearer. The LTE-enabled UEs may support multiple
applications at the same time, each having different QoS requirements. This is
achieved by establishing different EPS bearers for each QoS flow. The EPS
bearers can be classified into two categories based on the characteristics of the
QoS they provide: GBR bearers in which resources are permanently allocated and
non-GBR bearers which do not guarantee any particular bit rate. In the access net-
work, it is the eNB’s responsibility to ensure that the QoS requirements for a par-
ticular bearer over the radio interface are met. Each bearer has an associated QCI,
characterized by priority, packet delay budget, and admissible packet loss rate;
and an ARP used for call admission control. The IP packets mapped to the same
EPS bearer receive the same bearer level packet forwarding treatment (e.g.,
scheduling policy, queue management policy, and rate shaping policy). Thus, the
UE is not only responsible for requesting the establishment of EPS bearers for
each QoS flow, but also for performing packet filtering in the uplink into different
bearers based on TFTs, as P-GW does for the downlink (see Figures 2.4 and 2.5).

It was mentioned earlier that one EPS bearer/E-RAB is established when the
UE connects to a PDN, and that remains established throughout the lifetime of the
PDN connection to provide the UE with always-on IP connectivity to that PDN.
That bearer is referred to as the default bearer. Any additional EPS bearer/E-RAB
that is established to the same PDN is referred to as a dedicated bearer. The default
bearer QoS parameters are assigned by the network based upon subscription data.
The decision to establish or modify a dedicated bearer can only be taken by the
EPC and the bearer level QoS parameter values are always assigned by the EPC.

Security in E-UTRAN

Security over the E-UTRAN air-interface is provided through cryptographic tech-
niques. The backhaul link from the eNB to the core network uses Internet key
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exchange (IKE)® and the IP security protocol (IPsec)’” when cryptographic protec-
tion is needed. These cryptographic techniques provide end-to-end protection for
signaling between the core network and UE. Therefore, the main location where
user traffic is exposed to security threats is in the eNB. Moreover, to minimize
susceptibility to attacks, the eNB must provide a secure environment that supports
the execution of sensitive operations, such as the encryption or decryption of user
data and the storage of sensitive data, such as keys for securing UE communica-
tion, long-term cryptographic secrets, and vital configuration data. Similarly, the
use of sensitive data must be confined to this secure environment. Even with the
above security measures in place, one must consider attacks on an eNB, because,
if successful, they could give attackers full control of the eNB and its signaling to
UEs and other nodes. To limit the effect of a successful attack on one eNB,
attackers must not be able to intercept or manipulate user- and control-plane traf-
fic that traverses another eNB, for example, following a handover.

The E-UTRAN and EPS security model is shown in Figure 2.20. The
subscriber authentication function in EPS is based on the UMTS AKA protocol.
It provides mutual authentication between the UE and core network, ensuring
robust charging and guaranteeing that no unauthorized and non-authenticated enti-
ties can pose as a valid network node. The EPS AKA provides a root key from
which a key hierarchy is derived. The keys in this hierarchy are used to protect
signaling and user-plane traffic between the UE and the network. The key hierar-
chy is derived using cryptographic functions. Furthermore, keys are bound to
where, how, and for which purpose they are used. This ensures that keys used for
one access network cannot be used in another access network, and that the same
key is not used for multiple purposes or with different algorithms. The key hierar-
chy and bindings also make it possible to routinely and efficiently change the
keys used between a UE and eNBs (e.g., during handover) without changing the
root key or the keys used to protect signaling between the UE and the core net-
work. For radio-specific signaling, LTE provides integrity, replay protection, and
encryption between the UE and the eNB.

The IKE/IPsec protocols can protect the backhaul signaling between the eNB
and MME. In addition, LTE-specific protocols provide end-to-end protection of

8IKE or IKEv2 is the protocol used to set up a security association in the IPsec protocol suite. The
IKE protocol is based on a key-agreement protocol and the Internet security association and key
management protocol which is a protocol defined by IETF RFC 2408 for establishing security asso-
ciations and cryptographic keys in an Internet environment. The IKE uses X.509 certificates for
authentication which are either pre-shared or distributed to set up a shared session secret from
which cryptographic keys are derived. In addition, a security policy for every peer which will con-
nect must be manually maintained [76].

IPsec is a set of protocols for securing IP-based communications by authenticating and encrypting
each IP packet of a data stream. IPs also includes protocols for establishing mutual authentication
between agents at the beginning of the session and negotiation of cryptographic keys to be used
during the session. IPs can be used to protect data flows between a pair of hosts, between a pair of
security gateways, or between a security gateway and a host [24,25,52].
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signaling between the MME and UE. For user-plane traffic, IKE/IPsec can simi-
larly protect the backhaul from the eNB to the S-GW. Support for integrity,
replay protection, and encryption is mandatory in the eNB. The user-plane traffic
between the UE and eNB is only protected by encryption, as integrity protection
would result in excessive overhead. Nevertheless, it is not possible to intelligently
inject traffic on behalf of another user: attackers are essentially blind in the sense
that any traffic they try to inject would almost certainly decrypt to invalid
information.

Support of voice and messaging services in
LTE/LTE-Advanced

IMS architecture

Voice services in LTE are enabled using the IMS which provides a framework
for supporting IP-based services and requires new IMS-specific network elements
as part of the dedicated core network architecture. The first version of IMS was
introduced in 3GPP Rel-5 specifications; however, many enhancements have been
made to the baseline in subsequent releases. During the development of the LTE
standards, it was assumed that IMS would be commercially available when the
LTE networks were deployed, since voice support in LTE relied on the IMS.
However, rollout of IMS infrastructure was slower than expected, making voice
support in LTE a real challenge for many network operators. A closely related
feature to the support of voice is the support of SMS as another key circuit-
switched service which was not supported in LTE. In general, the support of
voice and messaging services in LTE using IMS remains one of the major targets
for the industry. An industry initiative called voice over LTE (VoLTE) was
formed in 2010 by the Global System for Mobile Communications Association
(GSMA) which has developed a framework for support of voice and SMS over
IMS in LTE, including roaming and interconnection issues [53].

The IMS is an access-independent IP connectivity and service control
architecture. It provides the framework for IP-based multimedia services in a
mobile network and is the most efficient choice to provide VoIP services in
LTE. In this section, we focus on voice and messaging services over IMS. A
simplified IMS reference architecture is shown in Figure 2.21, which includes
interfaces toward legacy and IP-based networks. This architecture provides
entities for session management and routing, service support, databases, and
interworking.

The IP connectivity access network (IP-CAN) in the case of LTE would con-
sist of the EPS and the E-UTRAN. The call session control function (CSCF)
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entities are the core components of the IMS. There are three CSCF entities
defined in IMS architecture:

* Proxy-CSCF (P-CSCF): The P-CSCF is the first point of contact for a user.
The P-CSCF behaves as a proxy, that is, it accepts and forwards the requests.

e Interrogating-CSCF (I-CSCF): The I-CSCF is the contact point within an
operator’s network for all connections destined to a subscriber.
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* Serving-CSCF (S-CSCF): The S-CSCF is responsible for handling the
registration process, making routing decisions, maintaining sessions, and
downloading user information and service profiles from the HSS.

The HSS is the master database for a user. It is comparable to the HLR in a leg-
acy mobile radio network. The HSS contains the subscription-related information
required for other network entities that handle calls or sessions. For example, the
HSS provides support to the call control servers to complete the routing/roaming
procedures by resolving authentication, authorization, naming/addressing resolution,
and location dependencies. The application server provides specific IP applications,
such as messaging. The purpose of the IMS architecture and the different CSCF
entities becomes clearer in the case of roaming. In general, the network operators’
internal network structures and user databases are proprietary. The local P-CSCF in
the network, which is the point of access for the UE, does not have direct connec-
tion to the HSS, rather, it is connected to the HSS via the I-CSCF entity.

The IMS uses a set of IP-based protocols including SIP as a text-based proto-
col for registration, subscription, notification and initiation of sessions; session
description protocol (SDP) as a text-based protocol for negotiating session para-
meters, such as media type, codec type, bandwidth, IP address and ports, and for
media stream setup; RTP and RTCP for transport of real-time applications, such
as audio; extensible markup language (XML) configuration access protocol
(XCAP), which allows a client to read, write, and modify application configura-
tion data, stored in XML format on a server and maps XML document sub-trees
and element attributes to HTTP uniform resource identifiers so that these compo-
nents can be directly accessed by HTTP; and DHCP for configuring IP addresses
for IPv4 and IPv6 [19]. The UDP for messages smaller than 1300 bytes or trans-
port control protocol (TCP) can be used as transport protocols.

As shown in Figure 2.21, the supplementary services requested by the VOLTE
profile have been specified in GSMA IR.92 [50,65]. For example, the originating
identification presentation (OIP) service provides the terminating user a way to
receive identity information to identify the originating user. Another example
would be the supplementary service communication hold (HOLD) that enables a
user to suspend the reception of media stream(s) from an established [P multime-
dia session, and resume them at a later time. For supplementary service configura-
tion, the UE and the network must support the XCAP, which is an application
layer protocol that allows a client to read, write, and modify application configu-
ration data stored in XML format on a server.

The IMS architecture has been designed to enable operators to provide a wide
range of real-time, packet-based services and to track their use in a way that allows
both traditional time-based charging as well as packet and service-based charging. It
has become increasingly popular both with wire-line and wireless service providers
as it is designed to increase carrier revenues, deliver integrated multimedia services,
and create an open, standards-based network. The IMS provides a wide range of ses-
sion border control, including call access control, reachability and security. It also
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provides a framework for the deployment of both basic calling services and enhanced
services, including multimedia messaging; web integration; presence-based services;
and push-to-talk. At the same time, it draws on the traditional telecommunications
experience of guaranteed QoS; flexible charging mechanisms (time-based, call-
collect, and premium rates); and lawful intercept compliance [50,65].

The IMS decomposes the network infrastructure into separate functions with
standardized interfaces between them. Each interface is specified as a “reference
point,” which defines both the protocol over the interface and the functions
between which it operates. The standards do not mandate which functions should
be collocated, as this depends on the scale of the application, and a single device
may contain several functions. The IMS architecture specified by 3GPP can be
divided into three main layers, each of which is described by a number of equiva-
lent names: service/application layer; control layer; and transport layer [8].

Application Layer: An application layer consists of application servers that
host the IMS services and an HSS. The application layer provides a framework
for provisioning and management of services and defines standard interfaces to
common functionalities including configuration storage; identity management;
user status, such as presence and location, which is held by the HSS billing ser-
vices and provided by a charging gateway function (CGF) control of voice and
video calls and messaging, provided by the control layer.

Control Layer: The control layer is located between the application and
transport layers. It routes the call signaling, informs the transport layer of permis-
sible traffic, and generates billing information for the use of the network. At the
core of this layer is the CSCF, which comprises the following functions. The
P-CSCF is the first point of contact for users with the IMS. The P-CSCF is
responsible for security of the messages between the network and the user and
allocating resources for the media flows. The I-CSCEF is the first point of contact
from peered networks. The I-CSCF is responsible for querying the HSS to deter-
mine the S-CSCF for a user and may also hide the operator’s inner network from
peer networks. The S-CSCF is the central entity which is responsible for proces-
sing registrations to record the location of each user, user authentication, and call
processing including routing of calls to applications. The operation of the
S-CSCF is controlled by policy stored in the HSS. This distributed architecture
provides an extremely flexible and scalable solution. For example, any of the
CSCF functions can generate billing information for each operation. The control
layer also controls transport-layer traffic through the resource and admission control
subsystem (RACS). This consists of the PDF, which implements local policy on
resource usage, for example, to prevent overload of particular access links, and
access-RAC function (A-RACF), which controls QoS within the access network.

Transport Layer: The transport layer provides a core QoS-enabled IPv6 net-
work with access from the UE over Wi-Fi and other mobile broadband networks.
This infrastructure is designed to provide a wide range of IP multimedia server-
based and P2P services. Access into the core network is through border gateways
(GGSN/Packet Data Gateway/Broadband Access Server). These entities enforce
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policy provided by the IMS core network, controlling traffic flows between the
access and core networks. Within the transport layer, the interconnect border control
function (I-BCF) controls transport level security and informs the RACS of the
resources required for a call the interconnect border gateway function (I-BGF),
access network inter-connect border gateway function (A-BGF) border gateway
functions provide media relay for hiding endpoint addresses.

Single radio voice call continuity

Single radio voice call continuity (SRVCC) is an LTE feature that allows a VoIP/
IMS call in the LTE packet-switched domain to be transferred to a legacy circuit-
switched domain (GSM/UMTS or CDMA2000). Let us assume that a new LTE
network operator is going to migrate its voice services to VoIP over IMS in con-
junction with deployment of an LTE radio access network. Without SRVCC fea-
tures, this operator would need to provide a ubiquitous LTE coverage in order to
have a viable VoIP service. However, an SRVCC-enabled LTE network may not
require comprehensive LTE coverage in order to provide voice services across
the entire network. The SRVCC feature provides the ability to transition a voice
call from the VoIP/IMS packet-switched domain to the legacy circuit-switched
domain. Variations of SRVCC have been standardized to support both GSM/
UMTS and CDMA2000 circuit-switched domains. For an operator with a legacy
cellular network, deployment of IMS-based VoIP services in conjunction with the
rollout of an LTE network is possible through use of SRVCC, which offers VoIP
subscribers coverage over a much larger area than would typically be available
during the rollout of a new network [3,48,54,72.,76].

The SRVCC feature functions as follows. When an SRVCC-capable UE engaged
in a voice call determines that it is moving away from an LTE coverage area (based
on neighboring cell measurements), it notifies the serving eNB. The LTE network
determines that the voice call has to be moved to the legacy circuit-switched domain,
thus, it notifies the MSC server of the need to switch the voice call from the packet-
switched to the circuit-switched domain and initiates handover of the LTE voice
bearer to the circuit-switched network. The MSC server establishes a bearer path for
the mobile in the legacy network and notifies the IMS core network that the UE’s
call is moving from the packet-switched to the circuit-switched domain. The IMS
core network then enacts the necessary interworking functions to facilitate the call
transfer from one domain to another. When the mobile arrives in the legacy network,
it switches its internal voice processing from VolP to legacy circuit-switched voice
processing and the call is resumed. If the legacy circuit-switched network also has
an associated packet-switched capability and is capable of supporting concurrent
circuit-switched/packet-switched operations, the subscriber’s data sessions can be
handed over to the legacy network in conjunction with switching the voice call from
the packet-switched to the circuit-switched domain. In this case, when the voice call
is terminated and the mobile reenters the LTE coverage, these packet sessions can be
handed over to the LTE network again.
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The SRVCC feature may not be suitable for the operators that do not plan to
migrate their voice service to VoIP. If an operator does plan to migrate to VoIP
and also plans to roll out ubiquitous LTE coverage, then the question of whether
or not to adopt SRVCC is more complicated. While SRVCC does not require
modifications to the existing radio access network, it does require a significant
modification of the operator’s legacy core network and further requires full
deployment of IMS circuit-switched/packet-switched continuity services. Given
the cost of these changes, deployment of SRVCC as an interim measure to allow
early rollout of VoIP-based services may not make financial sense.

The SRVCC provides voice call continuity between LTE radio access and
circuit-switched mode of other radio access technologies (e.g., CDMAZ2000,
GSM, or UMTS) using IMS. Calls remain anchored in IMS, which means that
the circuit-switched connections can be treated as standard IMS sessions and
the circuit-switched bearer is used as a media for IMS sessions. Using SRVCC,
the UE only has to be capable of transmitting/receiving on one access network
at a given time. The SRVCC feature provides a solution for LTE networks
which do not support circuit-switched voice and messaging services. Circuit-
switched legacy technologies complement the LTE coverage with voice using
IMS support [72].

The SRVCC functionality is built on the IMS centralized services framework
for delivering voice and messaging services to the users regardless of the type of
network to which they are attached, and for maintaining service continuity for
moving terminals. The call anchoring is done by means of a voice call continuity
application server in the home IMS network. During EPS attach, routing informa-
tion to the voice call continuity application server is provided from the HSS to
the MME. During the EPS attach procedure, the network and the UE indicate
their support for SRVCC. Some modifications in the core network elements are
required to support SRVCC, for example, the CDMA2000 circuit-switched
SRVCC interworking function is required [18].

To support GSM and UMTS, some modifications in the MSC server are
required. When the E-UTRAN selects a target cell for SRVCC handover, it needs
to indicate to the MME that this handover procedure requires SRVCC. Upon
receiving the handover request, the MME triggers the SRVCC procedure with the
MSC server. The MSC then initiates the session transfer procedure to IMS and
coordinates it with the circuit-switched handover procedure to the target cell.
Handling of any non-voice packet-switched bearer is by the packet-switched bearer
splitting function in the MME. The handover of non-voice packet-switched bearers,
if performed, is according to a regular inter-RAT packet-switched handover proce-
dure. The handover procedure from E-UTRAN (as shown in Figure 2.22) is used to
initiate the SRVCC procedure. When SRVCC is enacted, the downlink flow of
voice packets is switched toward the target circuit-switched network. The call is
moved from the packet-switched to the circuit-switched domain, and the UE
switches from VoIP to circuit-switched voice. Figure 2.23 shows the simplified
procedure for SRVCC for GERAN or UTRAN.
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3GPP Rel-10 architecture has been recommended by GSMA for SRVCC
because it reduces both voice interruption time during handover and the dropped
call rate compared to earlier configurations. The network controls and moves
the UE from E-UTRAN to UTRAN/GERAN as the user moves out of the
LTE network coverage area. The SRVCC handover mechanism is entirely
network-controlled and calls remain under the control of the IMS core network,
which maintains access to subscribed services implemented in the IMS service
engine throughout the handover process. 3GPP Rel-10 configuration includes all
components needed to manage the time-critical signaling between the user’s
device and the network, and between network elements within the serving net-
work, including visited networks during roaming. As a result, signaling follows
the shortest possible path and is as robust as possible, minimizing voice interrup-
tion time caused by switching from the packet-switched core network to the
circuit-switched core network, whether the UE is in its home network or roaming.
With the industry aligned around the 3GPP standard and GSMA recommenda-
tions, SRVCC-enabled user devices and networks will be interoperable, ensuring
that solutions work in many scenarios of interest.

As shown in Figure 2.22, the SRVCC functionality can be added to the net-
work by upgrading the mobile soft-switch software as well as the IMS and the
LTE/EPC subsystems. The legacy UTRAN/GERAN access networks are not
required to be upgraded. When a user with an active voice call using VoLTE
moves to an area without LTE coverage, the handover of the call to the network
is initiated with inter-RAT handover and is completed with a session transfer.
Inter-RAT handover is the conventional method of transferring the UE from E-
UTRAN to UTRAN/GERAN. Session transfer is a new mechanism to move
access control and voice media anchoring from the EPC to the legacy circuit-
switched core network. During the entire voice handover process, the IMS retains
control of the user. The handover process is initiated by a session transfer request
to the IMS. The IMS/multimedia telephony (MMTel) responds simultaneously
with two commands, one to the LTE network and one to the 2G/3G network. The
LTE network in which the user’s voice call is in progress receives an inter-RAT
handover execution command through the MME and the E-UTRAN to instruct
the UE to prepare to move to the circuit-switched network. The circuit-switched
network, where the user’s voice call is being transferred, receives a session trans-
fer response, preparing it to accept the call in progress. With acknowledgments
that the commands have been executed, the UE and the IMS, switch to the
circuit-switched network to continue the call.

While the implementation of SRVCC does not directly impact the legacy
UTRAN/GERAN nodes, an indirect impact arises from methods to help the UE
return to the LTE network as soon as the voice call has ended. To help transfer
the device back to the LTE network, the legacy RAN can implement functional-
ity to either broadcast LTE system information to the UE, with which the
device can perform a cell reselection to an LTE cell after connection release or
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release connection to the UE and simultaneously redirect the UE to the LTE
network.

The inter-RAT handover and session transfer procedures, as well as the num-
ber of sub-systems requiring upgrades, have raised concerns about whether
SRVCC can meet the voice interruption time of less than 300 ms. It must be
noted that the inter-RAT handover in the E-UTRAN and the session transfer in
the core network contribute to an interruption time as they break and make the
connection. To address this issue, the SRVCC in 3GPP Rel-10 network architec-
ture has minimized the interruption time by initiating the two procedures simulta-
neously so that they can be executed in parallel. The studies have shown that the
session transfer process can be performed in the order of 10 ms; therefore, the
voice call interruption time is mainly affected by the inter-RAT handover latency.
The inter-RAT handover delay is measured from the time that the UE receives a
network handover command to the time that the UE is uplink synchronized with
the new radio access network.

Along with the introduction of the LTE radio access network, 3GPP also stan-
dardized SRVCC in Rel-8 specifications to provide seamless service continuity
when a UE performs a handover from the E-UTRAN to UTRAN/GERAN. With
SRVCC, calls are anchored in the IMS network while the UE is capable of trans-
mitting/receiving on only one of those access networks at a given time, where a
call anchored in the IMS core can continue in UMTS/GSM networks and outside
of the LTE coverage area. Since its introduction in Rel-8, the SRVCC has
evolved with each new release, a brief summary of SRVCC capability and
enhancements are noted below [48,49].

¢ 3GPP Rel-8: Introduces SRVCC for voice calls that are anchored in the IMS
core network from E-UTRAN to CDMA2000 and from E-UTRAN/UTRAN
(HSPA) to UTRAN/GERAN circuit-switched. To support this functionality,
3GPP introduced new protocol interface and procedures between MME and
MSC for SRVCC from E-UTRAN to UTRAN/GERAN, between SGSN and
MSC for SRVCC from UTRAN (HSPA) to UTRAN/GERAN, and between
the MME and a 3GPP2-defined interworking function for SRVCC from
E-UTRAN to CDMA 2000.

¢ 3GPP Rel-9: Introduces the SRVCC support for emergency calls that are
anchored in the IMS core network. IMS emergency calls, placed via LTE
access, need to continue when SRVCC handover occurs from the LTE network
to GSM/UMTS/CDMA2000 networks. This evolution resolves a key regulatory
exception. This enhancement supports IMS emergency call continuity from
E-UTRAN to CDMA2000 and from E-UTRAN/UTRAN (HSPA) to UTRAN/
GERAN circuit-switched network. Functional and interface evolution of EPS
entities were needed to support IMS emergency calls with SRVCC.

e 3GPP Rel-10: Introduces procedures of enhanced SRVCC including support
of mid-call feature during SRVCC handover (eSRVCC); support of SRVCC
packet-switched to circuit-switched transfer of a call in alerting phase
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(aSRVCC); MSC server-assisted mid-call feature enables packet-switched/
circuit-switched access transfer for the UEs not using IMS centralized service
capabilities, while preserving the provision of mid-call services (inactive
sessions or sessions using the conference service). The SRVCC in alerting
phase feature adds the ability to perform access transfer of media of an instant
message session in packet-switched to circuit-switched direction in alerting
phase for access transfers.

e 3GPP Rel-11: Introduces two new capabilities: single radio video call
continuity for 3G-circuit-switched network (vSRVCC); and SRVCC from
UTRAN/GERAN to E-UTRAN/HSPA (rfSRVCC). The vSRVCC feature
provides support of video call handover from E-UTRAN to UTRAN-circuit-
switched network for service continuity when the video call is anchored in IMS
and the UE is capable of transmitting/receiving on only one of those access
networks at a given time. Service continuity from UTRAN/GERAN circuit-
switched access to E-UTRAN/HSPA was not specified in 3GPP Rel-8/9/10. To
overcome this drawback, 3GPP Rel-11 provided support of voice call continuity
from UTRAN/GERAN to E-UTRAN/HSPA. To enable video call transfer from
E-UTRAN to UTRAN-circuit-switched network, IMS/EPC is evolved to pass
relevant information to the EPC side and S5/S11/Sv/Gx/Gxx interfaces are
enhanced for video bearer-related information transfer. To support SRVCC from
GERAN to E-UTRAN/HSPA, GERAN specifications are evolved to enable a
mobile station and base station sub-system to support seamless service continuity
when a mobile station hands over from GERAN circuit-switched access to E-
UTRAN/HSPA for a voice call. To support SRVCC from UTRAN to E-
UTRAN/HSPA, UTRAN specifications are evolved to enable the RNC to
perform rfSRVCC handover and to provide relative UE capability information to
the RNC.

Voice over LTE

Some of the earliest LTE deployments addressed the lack of circuit-switched voice
support in LTE by utilizing a dual-radio solution in which the mobile device was
required to simultaneously connect to the E-UTRAN and a legacy circuit-switched
network, the latter being used to provide voice and messaging services. The advan-
tage of a simultaneous voice and LTE (SVLTE) solution was that circuit-switched
voice and packet-switched data services were supported at the same time. However,
an SVLTE-based solution would add significant hardware complexity to the mobile
device, given that two completely independent baseband and RF chains were
required with obvious cost implications. Furthermore, an SVLTE-based solution
has proven to be very power-consuming in practice. On the other hand, since the
LTE and the legacy cells do not necessarily have identical footprints, the user expe-
rience during mobility can be less than desired. There are several options when it
comes to solving the LTE voice services problem. Those range from multi-radio
solutions, to solutions which tunnel legacy signaling through LTE, to SIP-based
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VoIP solutions, to not using LTE for voice at all, instead relying on legacy net-
works to provide voice services. The VoLTE solution has developed a framework
for optimal support of voice and SMS over IMS in E-UTRAN including roaming
and inter-operator issues. VOLTE is based on the existing IMS MMTel'’ concepts
and has been specified in GSMA profile IR.92 [45—47]. The GSMA IR.92 (IMS
profile for voice and SMS) is a profile as opposed to a technical specification.
Therefore, rather than specifying new technologies, this document defines how the
framework and services already specified by 3GPP should be configured and uti-
lized in a manner that facilitates interoperability among mobile devices and the
serving networks, as well as amongst the networks [64,72,76].

The IR.92 profile requires the mobile device to indicate its support for
MMTel-based supplementary services during SIP registration, and if the device
supports SMS-over-IP it is also required to be indicated. The terminals are further
required to provide their IMEI during SIP registration, which allows the operators
to implement management policies in the P-CSCF which are device or device
class specific. IR.92-compliant devices are required to support network-initiated
deregistration, so that the network can force the mobile device to detach in special
circumstances.

IR.92 leverages the existing mechanisms for IMS authentication, that is, IMS
AKA. VoLTE-enabled UEs are expected to install a universal integrated circuit
card (UICC) equipped with the ISIM application. The ISIM application contains
the credentials critical to authentication, such as the subscriber’s IP multimedia
private identity (IMPI), the home carrier’s domain name, and a shared secret key,
which is used for encryption. If the ISIM application is absent from the UICC,
IMS AKA procedures can still be performed using the credentials contained on
the UE’s USIM.

A mobile-originated call is handled by an MMTel server. This is accomplished
by setting the IMS communication service identifier (ICSI) in the communication
invitation to point to the MMTel service, resulting in calls being looped by
S-CSCF through the MMTel server in each subscriber’s home network. In SIP pro-
tocol, which IMS relies on, call control and bearer (transport) control are essen-
tially independent. In the context of the IR.92 profile, there are two situations in

')IMS MMTel service is a global standard based on the IMS, offering converged, fixed, and mobile
real-time multimedia communication using the media capabilities, such as voice, real-time video,
text, file transfer and sharing of pictures, audio and video clips. With MMTel, users can add and
drop media during a session. One can start with chat, add voice, add another caller, add video,
share media and transfer files, and drop any of these without losing, or having to end, the session.
MMTel allows a single SIP session to control virtually all MMTel supplementary services and
MMTel media. All available media components can easily be accessed or activated within the ses-
sion. Employing a single session for all media parts means that no additional sessions need to be
set up to activate video, to add new users, or to start transferring a file. Although it is possible to
manage single-session user scenarios with several sessions, for example, using a circuit-switched
voice service that is complemented with a packet-switched video session, a messaging service, or
both, there are some benefits in taking MMTel’s single-session approach [36].
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which it is desirable to have some communication between the two domains. The
first is during call session establishment. It is possible for a call-terminating device
to accept a call invitation (and to alert the terminating subscriber). This is not nor-
mally a problem in legacy circuit-switched systems because call and bearer control
are relatively more coupled. In order to minimize the possibility of this occurrence,
VoLTE requires the use of SIP pre-conditions framework. This ensures that the ter-
minating subscriber is not notified of the incoming call unless it is certain that
there are sufficient resources to support the call (with the required QoS). The sec-
ond situation in which call and bearer control require some communication is in
the context of call drops and call establishment failures. If, for example, communi-
cation between the LTE/System Architecture Evolution (SAE) network and the
Internet is lost, or if the radio link fails, IR.92 requires the IMS call session to be
reestablished or cleared gracefully on the mobile device side and on the network
side. VOLTE emergency calls must also be supported by the UE and the network
according to regulatory requirements.

The IMS calls are processed by the subscriber’s S-CSCF in the home network.
The connection to the S-CSCF is, however, indirect and via P-CSCF. Since the
P-CSCF varies with time and the mobile device’s serving network, an important
step in the enablement of voice calling capabilities is the discovery of the P-CSCF.

In legacy systems, telephony features are managed via dedicated signaling mes-
sages. Since call control in VoLTE uses completely different signaling, supplemen-
tary services and features in VoLTE are managed differently. IR.92 requires the
use of XCAP protocol. Using XCAP, the UE connects to the MMTel server via
HTTP and utilizes the standard PUT, GET, and DELETE methods to modify XML
documents, which describe the supplementary services and their state.

3GPP adaptive multi-rate (AMR) and AMR-wideband (AMR-WB) voice
codecs are specified for VOLTE. This choice simplifies interoperability with leg-
acy 3GPP networks, in particular, in the context of transcoder-free operation. In
order to ensure interoperability with all legacy telephony networks, in addition to
the necessary voice transcoders, support for transmission of dual-tone multi-
frequency (DTMF) signaling, which is used for telecommunication signaling over
analog telephone lines, is mandatory.

VoLTE requires the use of a particular set of radio bearers, specifically, two
signaling radio bearers (SRBs) and two or three data radio bearers (DRBs). The
SRBs (SRB1 and SRB2) in E-UTRAN transport the dedicated control channel,
which is used for RRC message exchange between the UE and the eNB, as well
as NAS message exchange between the UE and the MME. These radio bearers
always operate in RLC acknowledged mode. The two (or three) DRBs carry SIP
(call control) and XCAP (service management) signaling as well as voice packets.
The first DRB corresponds to the default EPS bearer and is used to transport SIP
and XCAP signaling messages. The associated QCI index is 5, which means that
the bearer operates in non-GBR mode but with high priority, low latency, and
very low packet loss. The second DRB corresponds to a dedicated EPS bearer
and is used to transport voice packets. The associated QCI index is 1, which
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means that the bearer operates in GBR mode with high priority and low latency,
but with relatively higher packet loss. There may also be an additional DRB oper-
ating with QCI index 8/9 (low-priority, high-latency, and very low packet loss)
used for the transport of XCAP messages.

All networks and mobile devices are required to utilize a common APN for
VoLTE, which in this case is IMS. Unlike the legacy networks, LTE networks
employ an always-on concept which means that devices have PDN connectivity
virtually from the moment they attempt their initial attach to the core network.
During the initial attach procedure, some devices choose to identify the access
point through which they prefer to connect. However, mobile devices are not per-
mitted to name the VOLTE APN during initial attach, that is, to utilize the IMS as
their main PDN, rather to establish a connection with the IMS application profile
separately. Thus, VoLTE-enabled devices must support multiple simultaneous
default EPS bearers. Note that because the VoLTE APN is universal, mobile
devices will always connect through the visited PLMN’s IMS P-GW.

We mentioned earlier that VOLTE sessions utilize two or three DRBs. This
implies the use of one default EPS bearer plus one or two dedicated EPS bearers.
The default EPS bearer is always used for SIP signaling, and exactly one dedi-
cated EPS bearer is used for voice packets regardless of the number of active
voice media streams. The XCAP signaling may be transported over its own dedi-
cated EPS bearer or it may be multiplexed with the SIP signaling on the default
EPS bearer, in which case only two EPS bearers are utilized.

The VoLTE-compatible mobile devices are required to operate in dual-stack
IPv4/IPv6 mode (i.e., IPv4 and IPv6 networks run in parallel) by default [28]. If
the IMS application profile assigns an IPv6 address, the device is required to pre-
fer that address and specifically to utilize it during P-CSCF discovery. Since IP
header overhead in VoIP calls can be considerable, VoLTE mandates IP header
compression and the use of RoHC protocol for voice packets.

In the EPS network, mobility is implicitly handled for VoLTE by the defined
mobility management mechanisms. A challenge arises during mobility to/from
UMTS/GSM. UMTS/GSM utilizes a different call model than VoLTE. The call
processing and service delivery entities are the MSC/Visited Location Register
(VLR) and HLR rather than the CSCFs and MMTel servers. Furthermore, the
bearer/transport channels used to exchange voice packets are circuit-switched and
not packet-switched. Part of the solution to this problem is known as IMS central-
ized services. With IMS centralized services, voice calls are always anchored in
the IMS, regardless of the domain from which they are originated. This solves the
problem of transfer of call control as the mobile device moves between different
radio access technologies; nevertheless, the packet-switched bearer challenge still
remains. This problem inspired the concept of packet-switched over circuit-
switched in UMTS and GSM, where a circuit-switched bearer is utilized to trans-
port voice packets for calls anchored in the IMS. Voice call continuity during
radio handover between LTE and the UMTS/GSM circuit-switched domain is
managed by an SRVCC mechanism.
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In conjunction with support for voice services, VoLTE-compatible devices also
must support sending and receiving SMS over IP and instant messaging services.
Furthermore, VoLTE-compatible networks must be capable of functioning as
an IP short message gateway. Note that SMS over IP represents an alternative
mechanism for providing short messaging services to users. Since mobile devices
might support both of these SMS over LTE solutions, the operators are required
to provision the preferred SMS transport via the IMS management object [53,64].

Circuit-switched fallback

Circuit-switched fallback (CSFB) is an alternative mechanism to move a sub-
scriber from LTE to a legacy radio access technology in order to use circuit-
switched voice services (see Figure 2.24). This function is only available, if LTE
network coverage is overlapped by GSM, UMTS, or CDMA2000 coverage. The
CSFB was already specified in 3GPP Rel-8, with further enhancements defined in
later releases [5]. A number of different CSFB mechanisms are available and
there are also differences depending on the radio access technology to which the
subscriber falls back. The CSFB to GSM, UMTS, and CDMAZ2000 is defined, but
no mechanisms are specified to support CSFB to both UMTS/GSM and
CDMA2000 in the same PLMN. In this section, we describe the CSFB mechan-
isms for UMTS and GSM followed by CSFB procedure to CDMA2000. As men-
tioned earlier, depending on the target circuit-switched radio access technology,
several CSFB solutions exist. As an example, there are three different solutions
for CSFB to UMTS, two using the RRC connection release with redirection
mechanism, and one using the packet-switched handover mechanism. For CSFB
to GERAN, in addition to the RRC connection release with redirection and the
packet-switched handover mechanisms, cell change order with or without
network-assisted cell change can be used.

The CSFB affects the radio and the core networks. Figure 2.25 illustrates the
modified EPS architecture with support for CSFB. It includes the interfaces
between the different radio access network types and the core network entities.
Note that UTRAN is the UMTS access network and GERAN is the GSM/EDGE
access network. To support circuit-switched services, a connection to the MSC
server must be established. The MME interfaces with the MSC server via the SGs
interface. The CSFB mechanism is implemented using the SGs interface.

The legacy 2G/3G and the EPS can coexist in the form of hybrid networks in
the transition period of network upgrades, where the MME serves LTE users,
the SGSN provides service to UMTS users when utilizing data services, and the
MSC server serves the users when utilizing circuit-switched voice services. The
MSC server connects to the operator’s telephony network. To support CSFB sig-
naling and SMS transfer for LTE devices, the MME connects to the MSC server.
The architecture shown in Figure 2.25 is a simplified schematic of the hybrid E-
UTRAN and UTRAN/GERAN networks. The SGs interface between the MSC
server and the MME enables the UE to register with both circuit-switched and
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packet-switched networks while on the LTE access network. This interface also
enables the delivery of circuit-switched paging messages via the LTE access, as
well as SMS, without having the device leave the LTE network. With the default
LTE data network connection in operation, a mobile-terminated or incoming
circuit-switched voice call triggers a paging message via the LTE network to the
UE, as shown in Figure 2.26. The paging message initiates the CSFB operation,
as the device sends an extended service request to the network to transition to
UMTS/GSM access networks.

Upon transition to circuit-switched mode, the legacy call setup procedures are
followed to set up the circuit-switched call. Mobile-originated or outgoing calls
follow the same transition from packet-switched LTE to circuit-switched UMTS/
GSM, except for the paging step, which is not needed. In UMTS networks,
packet-switched data sessions can also move for simultaneous voice and data ser-
vices. In GSM networks, packet-switched data sessions may be suspended until
the voice call ends and the device returns to LTE mode, unless the GSM network
supports dual transfer mode, which permits simultaneous voice and data. When
the voice call ends, the device returns to LTE mode via idle mode or connected
mode mobility procedures, as shown in Figure 2.26.

In EPS network architecture, the CSFB enables the provisioning of voice and
traditional circuit-switched domain services. To provide these services, the EPS
reuses circuit-switched infrastructure when the UE is served by E-UTRAN. A
CSFB-enabled terminal, connected to E-UTRAN, may use GERAN or UTRAN
to connect to the circuit-switched domain. This function is only available when
the E-UTRAN coverage is overlapped by GERAN or UTRAN coverage.
Figure 2.25 illustrates the architecture for CSFB in EPS. The CSFB and IMS-
based services can coexist in the same operator’s network. Although it is not very
straightforward to support CSFB, all participating elements, i.e., UE, MME,
MSC, and E-UTRAN must be modified to support additional functionalities.

UTRAN
Uu (NB,RNC) lu-cs

lu-ps
SGSN 3
Gb s

- GERAN |A S3 MSC
Um (BTS,BSC) server
SGs
MME
S1-MME
LTE-Uu E-UTRAN
(eNB)
FIGURE 2.25

Modified EPS network architecture to support CSFB [5].
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CSFB call processing in the hybrid network [63].
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The CSFB support in EPS includes a new interface SGs, which is the reference
point between the MME and MSC server. The SGs interface is used for mobility
management and paging procedures between the EPS and the circuit-switched
domain. The SGs reference point is also used for delivery of both mobile-
originated and mobile-terminated SMS service. The CSFB-enabled network ele-
ments are required to support the following additional functions [54]:

* UE: Support access to E-UTRAN/EPC as well as access to the circuit-
switched domain over GERAN and/or UTRAN; combined procedures for
EPS/IMSI attach, update, and detach; and CSFB and SMS procedures for
using circuit-switched domain services.

¢ MME: Deriving a VLR number and location area identity (LAI)'' from the
GUTI received from the UE or from a default LAI; maintaining of SGs
association toward MSC/VLR for an EPS/IMSI attached UE; initiating IMSI
detach at EPS detach; initiating paging procedure toward eNB when MSC
pages the UE for circuit-switched services; support of SMS procedures;
rejecting CSFB call request; and use of the LAI and a hash value from the IMSI
to determine the VLR number when multiple MSC/VLRs serve the same LAI.

e MSC: Maintaining SGs association toward MME for an EPS/IMSI attached
UE and support of SMS procedures specified by 3GPP.

¢ E-UTRAN: Forwarding paging request and SMS to the UE and directing the
UE to the target circuit-switched-capable cell.

A CSFB and IMS-capable UE would follow the procedures for domain selection
for UE originating session/calls. If a UE is configured to use SMS over IP services
and it is registered to IMS, then it would send SMS over IMS, even if it is EPS/IMSI
attached. The home operator has the option to activate/deactivate the UE configura-
tion to use SMS over IP by means of device management in order to allow alignment
with home PLMN support of SMS over IP. When UE performs CSFB procedure for
a mobile-originated call for the purpose of an emergency call, it needs to indicate to
the MME that this CSFB request is for an emergency purpose.

When the UE is paged via LTE with an incoming call, or when the user initi-
ates an outgoing call, the device switches from LTE to UMTS/GSM mode. The
acquisition of the UMTS/GSM network and setup of the call can be done in one
of following two ways: handover or redirection. In the handover procedure,
the target cell is prepared in advance and the device can enter that cell directly in
the connected mode. Inter-RAT measurements of signal strength may be con-
ducted by the UE while on the LTE system prior to executing the handover. In
the redirection procedure, only the target frequency is indicated to the device.

""Each location area of a public land mobile network has its own unique identifier which is known
as its LAIL This internationally unique identifier is used for location update of mobile subscribers.
It is composed of a three decimal digit mobile country code, a two to three digit mobile network
code that identifies the PLMN in that country, and a location area code which is a 16 bit number,
thereby allowing 65,536 location areas within one PLMN.
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The device is then allowed to select any cell on the indicated frequency, or may
even try other frequencies/RATs, if no cell can be found on the target frequency.
Once a cell is found, the device initiates normal call setup procedures. Inter-RAT
measurements of signal strength are not needed prior to redirection.
Consequently, CSFB with redirection may require less time to identify the best
cell compared to the handover procedure [49,63,76].

Redirection-based CSFB has variations with differing call setup latencies. In
3GPP Rel-8 basic release and redirection approach, the UE follows LTE Rel-8
procedures and reads the system information which is broadcast through system
information block (SIB) messages prior to accessing the target cell. The device
can alternatively follow LTE Rel-8 procedures but may read only the mandatory
SIBs 1, 3, 5, and 7, and skip other SIBs prior to access to the target cell. In the
latter case, the neighbor cell information in SIB11 is delivered to the UE via mea-
surement control messaging once the UE is in the connected mode on the target
cell. This approach can be either implicitly supported by the UE and the network,
or explicitly through deferred measurement report control signaling.

In 3GPP Rel-9 enhanced connection release with redirection and system infor-
mation tunneling approach, the device follows LTE Rel-9 procedures, where SIB
information can be tunneled from the target access network via the core network
to the source access network, and can be included in the redirection message sent
to the device. This can avoid reading any SIBs on the target cell. The solutions
deployed today are predominantly based on 3GPP Rel-8 connection release with
redirection with SIB skipping, in order to achieve acceptable call setup times,
reliability, and to simplify deployments. While it is anticipated that 3GPP Rel-9
enhanced connection release with redirection will be deployed soon, a handover-
based CSFB approach has not found any traction, since both release with redirec-
tion with SIB skipping and enhanced connection release with redirection with
system information tunneling can address any call setup latency issues that may
arise as a result of the basic release with redirection solution.

Another key issue for the voice call user experience is call setup reliability,
which is the ability to successfully establish an incoming or outgoing call on the
first attempt, or within a time frame that does not indicate call setup failure. The
target is to at least match legacy performance, which is in the 98% range. With
CSFB switching between LTE and UMTS networks, there are two primary chal-
lenges to call setup success: changes in inter-RAT conditions between measurement
and acquisition for handover-based CSFB, and mismatches between LTE and 3G
geographic signal coverage areas that require server-side updates. With
handover-based CSFB, inter-RAT measurements can change between the time the
measurement is conducted using LTE and the time UMTS/GSM/CDMA?2000 voice
network acquisition is attempted. During this time, the cell identified and prepared
for handover may become unavailable, resulting in connection failure [63].

In handover-based CSFB, the measurement is conducted before the inter-RAT
transition. If the inter-RAT conditions adversely change, there is a higher proba-
bility of handover failure, especially in high mobility scenarios. In practice, it is
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shown the failure rate of inter-frequency handover or inter-RAT handover are rel-
atively higher, suggesting that delays between inter-RAT measurement and net-
work acquisition can increase setup failures. In contrast, redirection-based CSFB
can result in higher call setup success rates relative to handover-based CSFB,
because redirection-based CSFB solutions conduct inter-RAT measurements
immediately before attempting access to the identified cell. Since the 3GPP Rel-9
system information tunneling and 3GPP Rel-8 redirection-based CSFB methods
have shown satisfactory call setup times and higher reliability, the industry has
taken the redirection-based CSFB approach [63].

CSFB to CDMA 1xRTT is supported for UEs with both single and dual
receiver chain configurations. UEs with single receiver configuration are not able
to camp in CDMA 1xRTT when they are active in E-UTRAN. The EPC provides
mechanisms for the UE to perform registration procedure with CDMA 1xRTT,
receive paging message, and send/receive SMS, while the UE is camped in
E-UTRAN. UEs with dual receiver configuration can camp in CDMA 1xRTT
while they are active in E-UTRAN, they may not be able to stay in E-UTRAN
when they handle a circuit-switched call and/or perform registration signaling,
and/or are sending or receiving SMS in CDMA 1xRTT.

The CSFB for CDMA 1xRTT in EPS enables the delivery of circuit-switched
domain services (e.g., circuit-switched voice) by reusing CDMA 1xRTT circuit-
switched infrastructure when the UE is served by the E-UTRAN. A CSFB-enabled
terminal, while connected to E-UTRAN, may register in the CDMA 1xRTT circuit-
switched domain in order to be able to use CDMA 1xRTT access to establish one
or more circuit-switched services in the circuit-switched domain. The CSFB func-
tion is only available where E-UTRAN coverage overlaps with CDMA 1xRTT cov-
erage. 3GPP specifications also specify the architecture for SMS over S102
interface in EPS. The mobile-originated or terminated SMS is tunneled in EPS over
S102 and does not cause any CSFB to CDMA 1xRTT and consequently does not
require any overlapped CDMA 1xRTT coverage. The CSFB to CDMA 1xRTT and
IMS-based services can coexist in the same operator’s network [5].

The CSFB to CDMA 1xRTT and SMS over S102 in EPS function are realized
by reusing the S102 reference point between the MME and the 1xCS interworking
solution (IWS) [16—18]. The reference architecture described in Figure 2.27 is
similar to the SRVCC architecture for E-UTRAN to 3GPP2 1xCS, with the addi-
tional feature that the S102 session is extended similar to preregistration for S101.
The S102 is the reference point between the MME and the 1xCS IWS which
provides a tunnel between MME and 3GPP2 1xCS IWS to relay 3GPP2 1xCS
signaling messages [ 14—18].

LIPA, selected IP traffic offload, and IP flow mobility

Femto-cells have been recently introduced to provide enhanced indoor coverage
and to offload macro-cells. 3GPP Rel-10 network architecture introduced three
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FIGURE 2.27

Reference architecture for CSFB to COMA 1xRTT [5].

important concepts, namely, LIPA, selected IP traffic offload (SIPTO), and IP
flow mobility [57,59].

Local IP access

LIPA is the ability for an IP-enabled UE to directly access a consumer’s home
local area network as well as the Internet (through the operator’s IP core network)
using the radio-link of a femto-cell or a home eNB (HeNB). The use of LIPA
enables improved performance, more innovative services that interconnect mobile
stations and home local area networks, and offloading of traffic from the opera-
tor’s IP core network which is ultimately through the Internet. Enabling LIPA
benefits mobile operators, subscribers, and Internet service providers. For mobile
operators, the ability to offer LIPA via an HeNB would mean higher revenues by
way of value-added services without having to invest significantly on upgrading
network infrastructure to cope with the higher throughput and speed that such
applications would demand. For subscribers, LIPA would mean faster and more
secure data transfer, since traffic within the home network would not travel out-
side the subnet. Users could add customized high-speed applications such as file
transfer, video streaming, and device sharing without involving the operator’s
core network, thus avoiding associated bottlenecks and possibly yielding lower
data costs.

The requirements for LIPA can be generally classified into two main catego-
ries: LIPA to the home network and IP access to the Internet. For LIPA to
the home network, the UE should be able to exchange data via the operator’s
core network and LIPA to the home-based network simultaneously, depending on
the destination. The HeNB should decide, based on certain criteria, whether to
route the data via the core network or to use LIPA. Furthermore, the UE should
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be able to access other devices in the home network via the HeNB using the
HeNB only as an access medium. Access to local IP through the HeNB
E-UTRAN interface should only be granted to UEs with a valid subscription.
This means that no specific modifications need to be done to the UE to support
LIPA. In addition, it should be possible for a device in the home-based network
to contact a UE via LIPA. Therefore, there is not any impact to the UE in acces-
sing packet data services through the cellular core network, resulting in minimal
changes to the protocol stacks in the core network.

IP access to the Internet should be possible without going through the opera-
tor’s network. Simultaneous access from a UE to both the operator’s core network
and LIPA to the Internet are also possible. The operator or the HeNB owner,
within the limits set by the operator, should be able to enable/disable LIPA to the
Internet per HeNB. Furthermore, LIPA to the Internet should support a scenario
where the HeNB and backhaul are provided by the same operator, as well as a
scenario where the HeNB and backhaul are provided by different operators.

Basic functionality for LIPA was specified in 3GPP Rel-10. LIPA signifies the
capability of a UE to obtain access to a local residential/enterprise IP network, sub-
sequently called a local network, that is connected to one or more HeNBs. The
LIPA functionality is being extended in 3GPP Rel-12 to allow access to the local
network when a UE is in the coverage area of a macro-eNB and to provide mobility
support (see Figure 2.28). LIPA allows a UE to work with devices in the local net-
work, e.g., printers, video cameras, or a local web-server. LIPA allows the UE to
discover supporting devices and to be discovered, and does not require the local
network to be connected to the Internet but achieves IP connectivity with the UE
through one or more HeNBs of the mobile operator. 3GPP Rel-10 only specified
the support of LIPA when the UE accesses the local network via HeNB.

IP-based core network |IP-based core network

A

Logical connection for — Local IP access —
mobile operator IP traffic (content transfer)

- = i |
Residential/enterprise | eNB

IP network l

1

1 1
| 1
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| = Local IP access | for mobile

1 1

| l

1 1

| [

operator IP traffic

:B) (content transfer)

Ly
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Local IP access (LIPA) concept Continuity of data sessions to local network (CSN)

FIGURE 2.28

LIPA and continuity of data sessions concepts [73].
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FIGURE 2.29

Network architecture to support LIPA or SIPTO over local network with L-GW collocated
with the HeNB [73].

An operator may want to further provide access to the local network to a UE that is
in the coverage area of a macro network. In 3GPP Rel-10, the UE was required to
be able to maintain IP connectivity to the local network when moving between
HeNBs within the same local network. However, access to the local network may
be lost as a UE moves out of HeNB coverage into the macro network, even if other
services (e.g., telephony, data services, and SIPTO) may continue after a handover
to the macro network, resulting in an unsatisfactory user experience. A 3GPP Rel-
12 study item will allow continuation of data sessions to the local network, when
the UE moves between HeNB and the macro network (see Figure 2.28).

From an architectural perspective, a HeNB subsystem comprises a HeNB
entity and it may optionally include a HeNB gateway (HeNB-GW) and a local
gateway (L-GW). The LIPA and SIPTO functionalities over the local network are
achieved using an L-GW that may be collocated with the HeNB. Figure 2.29
illustrates the network architecture to support LIPA and/or SIPTO over the local
network with L-GW function collocated with the HeNB. It is shown that the
HeNB subsystem is connected by means of an S1 interface to the EPC, and more
specifically to the MME by means of an SI-MME interface and to the S-GW by
means of an S1-U interface. When LIPA or SIPTO functions over the local net-
work are activated (when the L-GW is collocated with the HeNB), the L-GW has
an S5 interface with the S-GW. The local GW is the gateway toward the IP net-
works (e.g., residential/enterprise networks and Internet) associated with the
HeNB. The L-GW performs some P-GW type functions including UE IP address
allocation; DHCPv4 (server and client), and DHCPv6 (client and server)
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functions; packet screening, as well as ECM-IDLE mode downlink packet buffer-
ing; and ECM-CONNECTED mode direct tunneling toward the HeNB [6].

The architecture for SIPTO over the local network with L-GW function collo-
cated with a HeNB is depicted in Figure 2.29. For LIPA traffic, the addition of an
L-GW function in EPS that can be either collocated with the HeNB or as a stand-
alone node can provide partial P-GW and S-GW downlink data buffering func-
tions. The S-GW in the core network serves the core network traffic. The L-S11
interface between the L-GW and the MME is used to manage the session for
LIPA traffic. For the LIPA PDN connection, the L-GW needs to be located close
to the HeNB, and to establish the connection through an L-S11 interface. When
the UE is in the idle mode, the LIPA downlink packets are buffered in the L-GW.
Upon UE transition to the connected mode, the packets buffered in L-GW are for-
warded over the path between the L-GW and the HeNB. It is assumed that the
user-plane does not go through the HeNB-GW for the direct tunnel [6].

The LIPA is realized using the L-GW entity that may be collocated with the
HeNB. LIPA is established when the UE requests a new PDN connection to an
APN for which LIPA functionality is permitted. In this case, the network selects
the L-GW associated with the HeNB and enables a direct user-plane path between
the L-GW and the HeNB. A HeNB supporting the LIPA function includes the
L-GW address in the UE-related control messaging with the MME. The protocol
option (i.e., GTP or PMIP) supported on the S5 interface between L-GW and
S-GW is configured by the MME. As of 3GPP Rel-11, no interface between the
L-GW and the PCREF is specified, and there is no support for dedicated bearers on
the PDN connection used for LIPA. The L-GW rejects any UE requests for bearer
resource modification.

The direct user-plane path between the HeNB and the collocated L-GW is
enabled with a correlation ID parameter that is associated with the default EPS
bearer on a PDN connection used for LIPA. Upon establishment of the default
EPS bearer, the MME sets a correlation ID equal to the P-GW TEID (GTP-based
S5) or the P-GW generic routing encapsulation (GRE) key (PMIP-based S5). The
correlation ID is then signaled by the MME to the HeNB as part of E-RAB estab-
lishment and is stored in the E-RAB context in the HeNB. The correlation ID is
used in the HeNB for matching the radio bearers with the direct user-plane path
connections from the collocated L-GW. If the UE is roaming and if the HSS
allows LIPA roaming for this UE in the visited PLMN, then the MME may pro-
vide LIPA for this UE.

LIPA is supported for APNs that are valid only when the UE is connected to a
specific CSG. The MME releases a LIPA PDN connection to an APN, if it detects
that the UE’s LIPA CSG authorization data for this APN has changed and the
LIPA PDN connection is no longer allowed in the current cell. As mobility of the
LIPA PDN connection is not supported in 3GPP Rel-11, the LIPA PDN connec-
tion is released when the UE moves away from the HeNB coverage area. Prior to
handover procedure, the HeNB requests through an intra-node signaling with the
collocated L-GW to release the LIPA PDN connection. The HeNB determines
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that the UE has a LIPA PDN connection from the presence of the correlation ID
in the UE E-RAB context. The L-GW then initiates and completes the release of
the LIPA PDN connection using the P-GW-initiated bearer deactivation proce-
dure. During the handover, the source MME checks whether the LIPA PDN con-
nection has been released. If it has not been released and the handover is an
Sl-based or an inter-RAT handover, the source MME rejects the handover.
The direct signaling from the HeNB to the L-GW is only possible since mobility
of the LIPA PDN connection is not supported. During idle state mobility events,
the MME/SGSN deactivates the LIPA PDN connection, when it detects that the
UE has moved away from the HeNB coverage area [0].

Selected IP traffic offload

The SIPTO refers to the ability to selectively forward different types of traffic via
alternative routes to/from the terminal. Home network flavor of SIPTO depends on
a HeNB. In this mode, specific traffic, determined by the operator’s policy and/or
subscription, is transferred to/from eNB directly to Internet/intranet, bypassing
the mobile operator access/core network. Macro network flavor of SIPTO covers
the ability to offload traffic next to an RNC or S-GW as opposed to traversing the
operator’s core network. SIPTO extends what LIPA aims to achieve by providing
an alternate path for selected traffic. The primary objective is to add capacity to
the primary RAN-core network path and reduce the unit cost of transport.

SIPTO for HeNB is similar to LIPA in terms of necessary changes to network
capabilities and additional functionality in the form of an L-GW collocated with
HeNB (Figure 2.30). Considering substantial complexity and limited benefit of
SIPTO for HeNB as opposed to LIPA, 3GPP decided to mark that as a future study
item beyond Rel-10. The SIPTO function enables an operator to offload certain
types of traffic at a network node close to the UE’s point of attachment to the
access network. SIPTO beyond E-UTRAN can be achieved by selecting a set of
network gateways (S-GW and P-GW) that is geographically/topologically close to
a UE’s point of attachment. SIPTO beyond E-UTRAN corresponds to a traffic off-
load through a P-GW located in the mobile operator’s core network. SIPTO applies
to the non-roaming, provided that appropriate roaming agreements are in place
between the operators, and the roaming cases. Offload of traffic for a UE is avail-
able for UTRAN and E-UTRAN accesses only. When the UE enters to UTRAN/
E-UTRAN from another type of access network (e.g., from GERAN), it is the
responsibility of the new SGSN/MME to decide whether to perform deactivation
with reactivation request for a given PDN connection, depending on whether
SIPTO is permitted for that APN. Realization of SIPTO beyond E-UTRAN relies
on the same architecture models and principles that govern the local breakout.

In order to select a set of appropriate network gateways (S-GW and P-GW)
based on geographical/topological proximity to the UE, the gateway selection
function uses the UE’s current location information. In order to allow or prohibit
SIPTO on per user and per APN basis by an operator, subscription data in the
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[llustration of SIPTO variants [62].

HSS is configured to indicate to the MME if offload is allowed or prohibited. If
the SIPTO permission information from the HSS conflicts with MME’s configu-
ration for that UE, then SIPTO is not used. If HSS indicates the visited PLMN
address is not allowed, then the MME does not provide SIPTO. The MME may
be configured on an APN basis in order to use SIPTO (e.g., to handle the case
where the HSS is not configured with SIPTO information for the UE). For SIPTO
beyond E-UTRAN, as a result of UE mobility (e.g., detected by the MME at
tracking area update procedure), the target MME may redirect a PDN connection
toward a different gateway that is more appropriate for the UE’s current location.
The SIPTO at the local network function enables an IP-capable UE connected
via a HeNB to access a specific IP network or the Internet without the user-plane
going through the mobile operator’s network. The subscription data in the HSS is
configured per user and per APN to indicate to the MME if offload at the local
network is allowed. SIPTO at the local network can be achieved by selecting an
L-GW function collocated with the HeNB or selecting stand-alone network gate-
ways (with S-GW and L-GW collocated) residing in the local network. In both
cases, the selected IP traffic is offloaded via the local network. Specific to the
HeNB sub-system, the applicability of SIPTO at the local network does not
depend on CSG membership and the feature can be applied to any UE, as long as
the HeNB is configured for open or hybrid access mode. There is no interface
between the L-GW and the PCRF, and there is no support for dedicated bearers
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on the PDN connection used for SIPTO at the local network. The L-GW rejects
any UE request for bearer resource modification. In 3GPP Rel-11, SIPTO at the
local network is intended for offloading Internet traffic only, thus the L-GW does
not provide APN-specific connectivity. Therefore, if the subscription data in
the HSS indicates that offload at the local network is allowed, this implies that
the related APN is typically used for providing Internet connectivity.

IP flow mobility

An IP flow consists of a set of packets that are exchanged between two nodes and
that match a given flow description. In 3GPP Rel-8 mobility architecture, the gran-
ularity of access system connectivity was per PDN basis, that is, the UE could not
access the same PDN via multiple interfaces, which meant that the UE could not
treat individual IP flows within a PDN connection separately; therefore, while per-
forming handover from one access network to another, it had to move all the IP
flows within a PDN connection together [57]. In other words, in Rel-8 EPS, the UE
could not communicate using multiple radio access networks simultaneously. While
the UE could establish a single PDN connection or multiple simultaneous PDN
connections, all traffic exchanged by the UE, regardless of the PDN connection it
belonged to, was routed through the same radio access network.

IP flow mobility introduced the concept of treating IP flows individually within
a PDN connection. It specified that the mobility of a PDN connection is handled
per IP flow, which meant that within a PDN connection, the UE could establish IP
flows over multiple access networks; selectively remove IP flows from an access
system; selectively transfer IP flows between access systems; and transfer all IP
flows from a certain access system. The following assumptions are valid while
defining the functionality of multi-access PDN connectivity and IP flow mobility:
(1) the number of non-3GPP interfaces simultaneously active with a 3GPP interface
is limited to one; and (2) all IP flows are toward one, and only one PDN. However,
in this framework a single IP flow cannot be split and routed via different access
networks, and IP flows cannot be established toward multiple PDNs. The following
use cases have been identified for IP flow mobility in 3GPP:

* Adding IP flow to an existing one via a different access network: The UE is
reachable through both 3GPP and non-3GPP access networks. It has an active
IP flow through the 3GPP (or non-3GPP) access networks. At some point in
time, a new IP flow is initiated through non-3GPP (or 3GPP) access toward
the same PDN. The non-3GPP (or 3GPP) access of the UE may or may not
have any ongoing session through it, as depicted in Figure 2.31.

* Removing IP flow established via a different access network: The UE is
reachable through both 3GPP and non-3GPP access networks and has
simultaneously active sessions through both RANs. Each of the RANs can
have one or more ongoing sessions. At some point in time, one IP flow via
non-3GPP (or 3GPP) access is removed.
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Adding, removing, and transferring of IP flows in various IP flow mobility scenarios using 3GPP and non-3GPP access networks [57].
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* [P flow mobility between access networks: this use case involves selective
transfer of IP flows between RANs. The state of the UE’s interfaces can be
one of the followings: (1) both radio interfaces are active simultaneously; or
(2) only one radio interface is active. In the case of both radio interfaces being
active simultaneously, the UE is reachable through both 3GPP and non-3GPP
RANSs and has simultaneously active sessions through both RANs. It has two
IP flows through the 3GPP (or non-3GPP) access and one IP flow through the
non-3GPP (or 3GPP) RAN. At some point in time, one IP flow is moved from
the 3GPP (or non-3GPP) RAN to the non-3GPP (or 3GPP) RAN. The use case
is depicted in Figure 2.31. In the case of only one active radio interface, the
UE is camping on a 3GPP (or non-3GPP) RAN with at least two active IP
flows. The UE is moving toward the coverage of a non-3GPP RAN. At some
point in time, the UE detects a non-3GPP (or 3GPP) RAN and moves a subset
of active IP flows (i.e., one IP flow) to the newly detected RAN.

*  Moving all IP flows from one access network to another: The UE is reachable
through both 3GPP and non-3GPP RANSs. It has one or more active IP flows
through the non-3GPP access. The 3GPP access of the UE may or may not
have any ongoing session. The UE is moving away from the coverage of the
non-3GPP RAN. At some point in time, due to loss of coverage of the non-
3GPP RAN, the UE moves all IP flows going through the non-3GPP access to
the 3GPP access.

As mentioned earlier, the granularity of access network connectivity and inter-
system mobility is per PDN connection basis. This implies that when a handover
occurs, all IP flows belonging to the same PDN connection are moved from the
source access system to the target access system. With IP flow mobility, it is possible
to have a finer granularity in access network connectivity and inter-system mobility.
The handover procedures can be applied to a single or multiple IP flows belonging to
the same PDN connection. This implies that some IP flows of one PDN connection
can be routed via one access network, while simultaneously some IP flows of the
same PDN connection can be routed via another access system. To achieve IP flow
mobility, the inter-system mobility signaling is enhanced in order to carry routing fil-
ters. The extensions to DSMIPv6 mobility signaling are needed to carry routing fil-
ters when the UE is connected to multiple access networks simultaneously [4].

There are two possible approaches to IP flow mobility, client-based and
network-based. The former relies on an IP host-centric solution, introducing a
mobility client in the host and a mobility agent in the core network. The latter
relocates the IP mobility client functionality from the host to the network, thus
making the mobile device agnostic to any IP mobility signaling. Client-based IP
mobility solutions require the user terminal to be involved in the management of
the mobility, running a specialized stack that is able to detect, signal, and react to
changes of point of attachment. Dual stack for mobile IPv6 is standardized by the
IETF to provide client-based IP mobility support [29]. Network-based IP mobility
solutions locate the mobility management control of the terminal in the network.
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In this way, the terminal is not required to perform any kind of signaling (e.g.,
binding updates) to react to changes of its point of attachment to the network, as
these changes are transparent to the mobile terminal IP stack. Proxy MIPv6
(PMIPv6) is the protocol standardized by the IETF to provide network-based IP
mobility support [59].

Wi-Fi offloading

Wi-Fi offload offers a new way to extend the capacity and coverage of an LTE
network. Wi-Fi networks are integrated to complement LTE networks and allow
the use of each technology’s advantages according to the actual demand. For
example, the Wi-Fi is optimized for indoor environments, whereas the LTE net-
work is designed for complete coverage in all areas. Depending on the trust rela-
tionship, the Wi-Fi may be integrated as a trusted or a non-trusted access
technology. In the newest releases of 3GPP network architecture, a paradigm
change has occurred. Instead of a handover for the complete connection, single
traffic flows are routed over one access technology while the remaining ones are
routed over the other. Therefore, the elaborated QoS feature in LTE may be used
for delay or jitter sensitive IP flows, such as voice or video conference, whereas
less time critical services may be routed over the cost-effective Wi-Fi when avail-
able. Corresponding handover procedures for the partial offload of certain flows
are controlled by the network operator to ensure best user experience.

The user authentication is done using USIM credentials and according to LTE
authentication procedures. Therefore, in the ideal case, the user does not perceive
the offload and only recognizes an enhanced data rate using the mobile services.
The Wi-Fi offloading refers to a scenario where part of the IP traffic to or from a
device is routed via Wi-Fi access and another part via 3GPP access. Wi-Fi offload-
ing covers both scenarios where the IP traffic via Wi-Fi radio is anchored in the
EPC (i.e., seamless offloading) and the scenario where it is not anchored (i.e., non-
seamless offloading). There is an access network discovery and selection function
(ANDSF) entity to provide the UE with the access network discovery information
and the policy on how to use the available access networks, available access net-
works, and preferred routing of the IP traffic per APN and per IP flow [58,61].

3GPP Rel-8 introduced a client-server-based protocol, dual stack mobile IP
(DSMIP), to enable seamless handover between 3G and Wi-Fi. DSMIP is a
mobility protocol specified in IETF that provides IP address preservation for IPv4
and IPv6 sessions, allowing the user to roam independently in IPv4 and IPv6
accesses. The solution does not require any support from Wi-Fi access network.
If the cellular radio access network supports a home agent (HA), the only new
requirement is that the UE (i.e., client) and the HA (i.e., server) are dual-stack
capable. Applications and accesses can be either IPv4 or IPv6 compliant depend-
ing on the deployment models of the operators. Therefore, the changes required
are only made to the UE and GGSN/P-GW. The HA can be implemented as a
functionality in the GGSN/P-GW or a stand-alone entity. The HA is the anchor
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that binds the permanent identifier of the node (i.e., home address or HoA) with
the local address based on the node’s location (i.e., care-of-address or CoA). The
exposed IP address accessible by the application remains the same.

The DSMIP can be used over trusted and/or untrusted non-3GPP access (e.g.,
Wi-Fi) and/or 3GPP access (e.g., HSPA and LTE). Wi-Fi mobility in 3GPP Rel-8
can be implemented either using DSMIP over an H1 or S2c interface. The Hl
interface is compatible with pre-Rel-8 GGSN and PDG, and the S2c interface is
part of the EPS/LTE architecture. The DSMIP provides a better user experience
compared to application-based switching, since it preserves the IP address when-
ever the network is changed. Furthermore, the DSMIP is easily portable to multi-
ple devices since it does not depend on the application.

3G/Wi-Fi seamless offload is a further enhancement to the solution based on
DSMIP that enables seamless handover between 3G and Wi-Fi. It also provides the
possibility to move selected IP traffic (i.e., HTTP, video, and VoIP) while support-
ing simultaneous 3G and Wi-Fi access networks. The main components of the solu-
tion are DSMIP with extensions for seamless IP flow mobility, ANDSF extensions
for providing operator control, and PCC enhancements for QoS [61]. The 3G/Wi-
Fi seamless offload solution does not require any PCC support. When IP flow
mobility is used and PCC function is deployed, the PCC architecture is enhanced to
handle multiple simultaneous connections for a single IP session.

In dual radio scenarios, such as Wi-Fi and cellular, the two access networks
are not aware of each other and one access network cannot control the device pro-
tocol state in the other access network. Also, Wi-Fi is not a controlled access net-
work and works opportunistically in unlicensed spectrum; therefore, the only
element in the network that is known is when a Wi-Fi is available, the radio qual-
ity and the performance that can be achieved through that Wi-Fi is available only
to the device. As a result, the device is best positioned to decide the connectivity
options. In this context, network discovery and selection procedures can be per-
formed by a connection manager in the device. This kind of connectivity manage-
ment is out of the scope of 3GPP and it is up to the vendors to provide a solution.
More intelligent connection managers can search and prioritize the best available
links based on predefined requirements, such as QoS, bandwidth, latency, jitter,
power consumption, and operator policies. [61].

Mobile IP

Mobility support within EPS is based on a mobile IP framework. Mobile IP is an
IETF protocol that allows mobile users to move from one network to another
while maintaining their IP addresses [55]. The two versions of mobile IPs, i.e.,
Mobile IPv4 and Mobile IPv6, are described in IETF RFC 3344 [23] and IETF
RFC 3775 [29], respectively. The mobile IP allows transparent routing of IP data-
grams over the Internet. Each mobile node is identified by its home address
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(HoA), irrespective of its current location in the Internet. When away from home,
a mobile node is associated with a CoA, which provides information about its cur-
rent location. The mobile IP specifies how a mobile node registers with its HA
and how the HA routes datagrams to the mobile node through a tunnel. Using
mobile IP, nodes may change their point-of-attachment to the Internet without
changing their IP address, allowing the application and transport-layer protocols
to seamlessly maintain connection while moving. The general characteristics of
mobile IP can be summarized as follows:

* Transparency of user mobility to the transport and application layer protocols.
* Interoperability with stationary hosts running conventional IPs.

e Scalability across the Internet.

» Security by preventing an attacker from impersonating a mobile host.

¢ Macro mobility by ensuring long-term connection while away from HA.

Node mobility is realized without propagating host-specific routes throughout
the Internet. Using mobile IP, a mobile device will have two addresses, that is, a
primary or permanent HoA and a secondary or temporary CoA, which is associ-
ated with the network that the mobile node is visiting. There are two types of
entities in mobile IP:

* An HA that stores information about mobile nodes whose permanent HoA is
in the HA’s network.

* A foreign agent (FA) that stores information about mobile nodes visiting its
network. The FAs also advertise CoAs.

A node that wishes to communicate with the mobile node uses the permanent
HoA of the mobile node as the destination address for outbound packets. Since
the HoA logically corresponds to the network associated with the HA, conven-
tional IP routing mechanisms forward these packets to the HA. Instead of for-
warding these packets to a destination that is physically in the same network as
the HA, the HA redirects these packets toward the FA. The HA looks for the
CoA in the mobility binding table [55] and then tunnels the packets to the mobile
node’s CoA by appending a new IP header to the original IP packet, which pre-
serves the original IP header. The packets are detected at the end of the tunnel by
removing the IP header added by the HA and are delivered to the mobile node.

The mobile node directly sends packets to the other communicating node
through the FA without involvement of the HA using its permanent HoA as the
source address for the IP packets, that is, triangular routing. The FA can utilize
reverse tunneling by sending the mobile node’s packets to the HA, which for-
wards them to the communicating node. This mechanism is needed in networks
whose gateway routers have ingress filtering enabled, and hence the source IP
address of the mobile host needs to belong to the subnet of the foreign network;
otherwise, the packets would be discarded by the router.

The mobile IP defines an authenticated registration procedure through which a
mobile node informs its HA of its CoA, router discovery (which allows mobile
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nodes to discover prospective HA and FAs), and the rules for routing packets to
and from mobile nodes, including the specification of one mandatory and several
optional tunneling mechanisms.

IP mobility enables routing data packets to the destination when moving to a
foreign network. A central point is to maintain the IP address of a UE fixed so
that there is no need for upper layers (above the IP layer) to adapt to the network
change. Consequently, upper layer connections can continue without notification
about the receiver’s mobility. In general, IP mobility support can be realized with
two different approaches: (1) client-based IP mobility; and (2) network-based IP
mobility. This distinction does not depend on the underlying radio access technol-
ogy; rather it is completely handled in the IP stack.

Client-based IP mobility

In the client-based mobility of IPv6, the UE carries the mobility extensions in its
own IP stack. Central to this approach is to split the IP address into the HoA, which
is the permanent IP address obtained from the home network, and the CoA, which
corresponds to a temporary IP address and is obtained from the visited network.
The administration of these addresses is done in an HA. As long as the UE is in the
home network, the HA routes the data packets directly to the UE using the HoA.
When the UE changes the network, it informs the HA with a proxy binding update
(PBU) message about its new IP address, which is stored by the HA in the binding
cache. This is essentially a lookup table which is searched for each incoming
packet. If there is a CoA entry for this UE in the binding cache, the packet is
instead forwarded to its CoA. As an optimization, it is also possible to route IP traf-
fic between a correspondent node (CN) and the UE directly; in this case, a binding
cache has to be additionally established in the CN itself.

In an extension, mixed networks with both IPv4 and IPv6 are supported with
the dual stack mobile IPv6 protocol (DSMIPv6). This is essential to integrate
most existing networks built on IPv4 into the new networks, which will be more
and more equipped with IPv6 protocols. For a client-based mobility EPC access
with Wi-Fi, DSMIPv6 is mandatory. With this approach, it is possible to offload
data traffic from an LTE network to a Wi-Fi connection. However, this works
only for a complete offload, that is, it is either possible to communicate over the
LTE connection or over the Wi-Fi connection, but not over both. The reason is
that in this architecture the Wi-Fi network is considered as a foreign network, to
which all data packets are forwarded when there is a corresponding entry in the
binding cache of the HA.

Network-based IP mobility

A completely different approach to support user mobility is the network-based IP
mobility. Contrary to the client-based IP mobility, the network takes all necessary
steps to route the data packets to the destination; thus, there is no need for the
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client to do any signaling upon network change. There are two approaches for
network-based IP mobility: PMIP version 6 (PMIPv6); and the GTP.

The PMIP (PMIPv6) is specified in IETF RFC 5213 [26]. Routing is based on
two additional entities, the LMA, which works in a similar way as the HA in the
client-based mobility approach, and the MAG, which implements the necessary
mobility functions in the visited network. When the UE changes the network, the
MAG is contacted by the new base station and informs the LMA about the
change of location. Similar to the client-based mobility, this architecture has to be
extended in order to implement the IP flow mobility capabilities, that is, moving
selected IP flows from one access technology to another, and consequently, instal-
ling the required filters for flow routing. In order to send and receive data packets
from and to any of its interfaces, the IETF has decided to adapt the logical inter-
face (LIF). This is a software entity which hides the physical interface to the IP
layer. This means that the mobile IP stack binds its sessions to the LIF, thus for
the UE there is only one single interface to the IP network. The LIF controls the
flow mobility in the UE. It is part of the connection manager in the operating sys-
tem and has no impact on the IP stack. It represents a virtual interface which
hides all flow mobility movements to the higher layers. A second aspect to intro-
duce flow mobility to PMIPv6 is to provide signaling extensions to the MAG.
This is necessary because the MAG will only forward traffic from and to a UE if
the prefix has been delegated to the UE by this MAG. However, in IP flow mobil-
ity, this delegation might have been done by a different MAG before the flow
handover. Signaling between the LMA and the target MAG resolves this issue.

3GPP has developed and specified the network-based mobility protocol called
GTP. The PMIPv6 and client-based mobility were introduced as alternatives in
LTE. The HA or LMA in the 3GPP EPC are located in the P-GW for both trusted
and untrusted access. This is in contrast to the location of the MAG, where in the
trusted access it is located in the Wi-Fi network and in the untrusted access is in
the evolved packet data gateway (ePDG) network entity. Consequently, the con-
nection between the LMA and the MAG can always be regarded as trusted,
because the ePDG is under control of the EPC network operator. Up to 3GPP
Rel-9 network architecture, the Wi-Fi offload was the only way to offload data
from the EPC to Wi-Fi. The IP flow mobility was introduced with 3GPP Rel-10
network architecture for client-based mobility. Network-based mobility is not yet
supported as of 3GPP Rel-11 network architecture and is being studied in 3GPP
Rel-12.

Network architecture evolution and small cells

While macro-cellular networks will continue to provide essential wide-area cover-
age and support for high-mobility users, operators have started to look at other
solutions to increase capacity in high-traffic areas. Wi-Fi offload is the most
widely and successfully adopted solution in areas where subscriber density and
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usage is high, such as urban areas and locations such as airports or stadiums.
Operators are also exploring compatible solutions such as femto-cells to improve
cellular coverage and capacity in residential areas, as well as small cell underlays
to address the increasing demand for high capacity per area, and complement and
strengthen their Wi-Fi and macro-cellular deployments. Mobile operators can fur-
ther improve network utilization by actively managing the traffic beyond the radio
access network within the core, using content caching, tiered pricing, and policy
enforcement. These solutions do not increase the capacity per se, but make data
transmission more efficient, allowing operators to process more content within
the same network infrastructure. The integration of Wi-Fi and LTE small cells
within the cellular core helps operators optimize network utilization across differ-
ent radio access technologies (RATs), thus providing further improvement in per-
formance, and creating a seamless multi-RAT experience for their subscribers
[56,58,60,61]. While no single product or technology by itself can accommodate
the current and future increase in data traffic, many viable solutions, working in
concert, can be considered. The challenge for mobile operators is not the decision
of which solution to select, rather it is how to best integrate multiple technologies
within their networks, how to find the right balance to maximize their cumulative
benefits, and how to leverage existing assets to facilitate the evolution of their
networks.

Macro-cellular networks today typically provide coverage throughout a mobile
operator’s coverage area. Their capacity is adequate where the number of subscri-
bers per cell site is relatively small. While high density areas account only for a
small part of operators’ footprint, they are of crucial importance. This is where
subscribers are densely concentrated and where they use data services more
extensively. The main challenge for mobile operators is to identify and correct
capacity shortfalls in these high-traffic areas.

In order to increase network capacity and to meet the increasing demand for
mobile wireless applications, a new approach is taken which relies on lower-
power, shorter-range equipment, such as Wi-Fi access points or LTE/LTE-
Advanced small cells installed closer to subscribers, in dense deployment areas.
By limiting the range, the impact of interference is reduced and the capacity per
area is increased. A single sector in a macro cell may have a comparable capacity
to a Wi-Fi access point or a small cell, but it spreads it over a larger area, leading
inevitably to lower capacity per area. Small cell deployments are one of the most
viable strategies of mobile operators worldwide as they provide the capacity
increase in the near term, along with the flexibility and compact form factor
needed for highly localized deployments in high-traffic environments. Yet, there
are several challenges that need to be addressed when planning for a small cell
underlay network to enable the operator to maximize the benefits of the new net-
work and to limit the costs. These include securing mounting assets where a high
number of nodes are required and typically small cells are not mounted on tele-
communication assets like cell towers that operators are accustomed to managing
or leasing; backhaul for the small cells network for dense urban environments; as
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well as integration with the cellular core network. The small cell underlay net-
work must be fully integrated with the EPC and support self-organizing networks
to give the operator the ability to manage user data traffic, support mobility, miti-
gate interference, and implement policy consistently across different radio access
networks.

Most mobile operators no longer see Wi-Fi offload and small cells as compet-
ing solutions. They realize both are needed, with each playing an important role
within a multi-RAT, multi-layer cellular network, spanning from macro base sta-
tions at one end, to residential femto cells at the other. Enhanced small cells can
be deployed with macro coverage and stand-alone, both indoor and outdoor, and
support both ideal and non-ideal backhauls. Enhanced small cells can also be
deployed sparsely or densely. An enhanced small cell may benefit from the pres-
ence of overlaid macro cells, and it should also work without macro coverage, for
example, in indoor scenarios. Cooperative mechanisms, between macro cell and
small cell, as well as among small cells, may be beneficial for the above-
mentioned use cases.
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This chapter presents an overview of the LTE/LTE-Advanced protocol structure
with the intent of describing where important functions reside in the E-UTRAN
and EPC nodes, protocol layer terminations at various access and core network
nodes, as well as the functional split between the E-UTRAN and the EPC. The
E-UTRAN radio protocols can be separated into control-plane and user-plane enti-
ties, where the user-plane protocols are typically responsible for carrying user data,
and control-plane protocols are used to transfer signaling and control information.
In general, a communications protocol is a system of rules for message
exchange within or between network nodes. Individual protocols within a protocol
suite are often designed with a single purpose in mind. This modularity facilitates
the design and evaluation of protocols. Because each protocol module usually
(virtually or physically) communicates with its peer entity across a communica-
tion link, they are commonly seen as layers in a stack of protocols, where the
lowest protocol layer always deals with physical interaction of the hardware

LTE-Advanced.
© 2014 Elsevier Inc. All rights reserved.
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122 CHAPTER 3 E-UTRAN and EPC Protocol Structure

across the communication link. Every higher layer protocol adds more features.
User applications usually deal only with the top-most layers. In a practical imple-
mentation, protocol stacks are often divided into three major groups: media, trans-
port, and applications.

In the context of protocol structure, we will frequently use the terms “ser-
vice” and “protocol.” It must be noted that services and protocols are distinct
concepts. A service is a set of primitives or operations that a layer provides to
the layer(s) with which it is interfaced. The service defines what operations a
layer performs without specifying how the operations are implemented. It is
further related to the interface between two adjacent layers. A protocol, in con-
trast, is a set of rules presiding over the format and interpretation of the infor-
mation/messages that are exchanged by peer entities within a layer. The entities
use protocols to implement their service definitions. Thus, a protocol is related
to the implementation of a service. The protocols and functional elements
defined by 3GPP standards correspond to all layers of the OSI' seven-layer net-
work reference model. Figure 3.1 illustrates the mapping of the lower layer OSI
protocols to those of the LTE/LTE-Advanced systems. As shown in the figure,
what 3GPP considers as layer 2 and layer 3 protocols is mapped to the OSI
data link layer. The higher layer protocols in the 3GPP stack are the application
and transport layers. The presentation and session layers are often abstracted in
practice.

According to ITU-T Recommendation X.200, there are seven layers, labeled
1 to 7, with layer 1 at the bottom of the protocol stack [18]. Each layer is
generically known as an N layer. An N + 1 entity (at layer N + 1) requests ser-
vices from an N entity at layer N. At each level, two entities (N-entity peers)
interact by means of the N protocol by transmitting protocol data units (PDU).
A service data unit (SDU) is a specific unit of data that has been passed down
from an OSI layer to a lower layer, and which the lower layer has not yet
encapsulated into a PDU. An SDU is a set of data that is sent by a user of the
services of a given layer, and is transmitted semantically unchanged to a peer
service user.

'Open systems interconnection (OSI) is a standard description or a “reference model” for the com-
puter networks which describes how messages should be transmitted between any two nodes in the
network. Its original purpose was to guide product implementations to ensure consistency and inter-
operability between products from different vendors. This reference model defines seven layers of
functions that take place at each end of a communication link. Although OSI is not always strictly
adhered to in terms of grouping the related functions together in a well-defined layer, many if not
most products involved in telecommunication make an attempt to describe themselves in relation to
the OSI model. OSI was officially adopted as an international standard by the International
Organization of Standards (ISO) and it is presently known as Recommendation X.200 from ITU-T.
The layers of OSI model are classified into two groups. The upper four layers are used whenever a
message passes from or to a user. The lower three layers (up to the network layer) are used when
any message passes through the host computer [17—19].
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OSlI seven-layer network model LTE/LTE-Advanced protocol structure
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FIGURE 3.1

Mapping of lower E-UTRA protocol layers to OSI seven-layer network model.

The PDU at a layer N is the SDU of layer N — 1. In fact, the SDU is the payload
of a given PDU. That is, the process of changing an SDU to a PDU consists of an
encapsulation process, performed by the lower layer. All data contained in the SDU
becomes encapsulated within the PDU. The layer N — 1 adds headers/sub-headers
and padding bits (if necessary to adjust the size) to the SDU, transforming it into the
PDU of layer N. The added headers/sub-headers and padding bits are part of the pro-
cess used to make it possible to get data from a source to a destination.

As shown in Figure 3.2, a PDU is an information exchange between peer entities
of the same protocol layer located at the source and destination. On the downward
direction, the PDU is the data unit generated for the next lower layer. On the upward
direction, it is the data unit received from the previous lower layer. An SDU, on the
other hand, is a data unit exchanged between two adjacent protocol layers. On the
downward direction, the SDU is the data unit received from the previous higher
layer. On the upward direction, it is the data unit sent to the next higher layer.

This chapter provides a top-down systematic description of 3GPP EPC and
E-UTRAN reference models, protocol structures, and functional decomposition,
starting at the most general level and working toward details or specifics of the
protocol layers, their functional constituents and interconnections. The main focus
in this chapter is on the protocol aspects of LTE/LTE-Advanced. The functional
details and implementation of the protocols will be described in Chapters 4—10.
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EPS reference model and protocol structure

The evolved UMTS terrestrial radio access network consists of eNBs or equiva-
lently E-UTRA base stations, providing the E-UTRA user-plane and control-plane
protocol termination toward the UE, or alternatively, mobile station. As part of
the evolution from and enhancement of the legacy UMTS systems, some radio
network controller (RNC) functions have been included in the eNB to reduce the
architectural complexity and further reduce the latency across the network.
Figure 3.3 illustrates the EPS reference model comprising the network entities
and the standardized interfaces between network elements. At a high level, the
EPS encompasses EPC which is the core network and E-UTRAN, which is the
radio access network. While the core network consists of many logical nodes,
the access network is only made up a collection of eNBs, which are connected to
the UEs via the LTE-Uu air-interface. Each of these network elements is

Layer N+1 Layer N+1
SDbuU SDU
Layer N Layer N Layer N
services or functions protocol services or functions
PDU PDU
Layer N-1 Layer N-1
source destination

FIGURE 3.2

Illustration of service, protocol, PDU, and SDU concepts.

HSS

= 2]
— |
m [

— M - — PCRF  |-=-n
is1 H

i |
- i ! 1
EMME S11} ] Gx Rx4

] i :
LTE uU—I eNB |—s1-u—| S-GW |—ss/sa—| P-GW |—SGi—| P services |
FIGURE 3.3
Reference model for EPS network elements and interfaces [9,18].
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3.1 EPS reference model and protocol structure

interconnected by means of interfaces that are standardized in order to facilitate
interoperability among network equipment manufactured by different vendors.

In practice, a network operator, in its actual implementation/deployment, may
split or merge some of the logical network elements depending on technical/eco-
nomical/commercial considerations, but the overall functions remain the same.
There are different options to split/combine MME, S-GW, and P-GW functionali-
ties. Each option will result in different handling of control and user-plane packet
routing. The choice may depend on operator’s strategy and/or EPC vendor equip-
ment availability and constraints. Integrating more logical entities into one physi-
cal entity will reduce latency, cost (fewer nodes and interfaces), and signaling
overhead, but will increase the functional complexity per entity/component and
will limit the benefit and potential savings achieved by a modular architecture,
i.e., more redundancy, flexibility, and scalability. Hypothetically, a network
implementation may begin with some level of integration of functional entities
for simplicity, and then may be upgraded to more flexible and scalable architec-
ture when EPS traffic grows.

In the reference model shown in Figure 3.3, the eNBs are typically responsible
for radio resource management (RRM) that includes radio bearer control, radio
admission control, connection management, dynamic allocation of resources to
UEs in both uplink and downlink (i.e., scheduling); header compression and
encryption of user payloads; selection of an MME at UE attachment when no
routing to an MME can be determined from the information provided by the UE;
routing of user-plane data toward S-GW; scheduling and transmission of paging
messages (originated from the MME); scheduling and transmission of broadcast
information (originated from the MME); and measurement and reporting for sup-
port of mobility and scheduling.

The MME is the key control-node for the 3GPP LTE access-network. It is
responsible for idle-mode UE tracking and paging procedure including retransmis-
sions. The MME functions include non-access stratum (NAS) signaling and secu-
rity, inter-core-network signaling for mobility between 3GPP access networks,
idle mode UE accessibility (including control and execution of paging retransmis-
sion), tracking area list management (for UE in idle and active mode), P-GW and
S-GW selection, MME selection for handovers with MME change, roaming,
authentication of the users, and bearer management functions including dedicated
bearer establishment [1]. The NAS signaling terminates at the MME and it is
also responsible for generation and allocation of temporary identities to the UEs.
It verifies the authorization of the UE to camp on the service provider’s PLMN
and enforces UE roaming restrictions.

The S-GW routes and forwards user data packets, while also acting as the
mobility anchor for the user-plane during inter-eNB handovers and as the anchor
for mobility between LTE and other 3GPP technologies. The S-GW functions
include local mobility anchor point for inter-eNB handover, mobility anchoring
for inter-3GPP mobility, E-UTRAN idle mode downlink packet buffering and ini-
tiation of network triggered service request procedure, lawful interception, packet
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126 CHAPTER 3 E-UTRAN and EPC Protocol Structure

routing and forwarding, and transport-level packet marking in the uplink and the
downlink [1].

The P-GW provides connectivity of the UE to external packet data networks by
acting as the point of exit and entry of traffic for the UE. A UE may have simulta-
neous connectivity with more than one P-GW for accessing multiple packet data net-
works. The P-GW functions include per-user packet filtering, lawful interception, IP
address allocation to the UE, and transport-level packet marking in the downlink [1].

The policy control and charging rules function (PCRF) is responsible for
enforcing network policy and flow-based charging functions in conjunction with
the P-GW. The PCRF provides the QoS rules and provisions in accordance with
the user’s subscription profile to the policy and charging enforcement function
(PCEF), which resides in the P-GW. The P-GW uses this QoS policy to assign
the bearer-level QoS parameters. Note that in a typical scenario, multiple applica-
tions may be running in a UE at any time, each one having different QoS require-
ments. For example, a UE can be engaged in a VoIP call while at the same time
browsing a web page or downloading an FTP file. VoIP has more stringent
requirements for QoS in terms of delay and jitter compared to web browsing and
FTP, while the latter requires much lower packet-loss rate. In order to support
multiple QoS requirements, different bearers are set up within the EPS, each asso-
ciated with a specific set of QoS attributes [8].

The home subscriber server (HSS) contains users’ subscription data such as
the EPS-subscriber QoS profile and any access restrictions for roaming. It also
holds information about the PDNs to which the user can connect.

The reference model shown in Figure 3.3 also includes a number of standard
reference points as follows [10]:

* SI-MME is a reference point for the control-plane protocol between
E-UTRAN and MME.

¢ S1-U is a reference point between E-UTRAN and S-GW which is used for
per-bearer user-plane tunneling and inter-eNB path switching during handover.

* S5 interface provides user-plane tunneling and tunnel management between the
S-GW and P-GW. It is used for the S-GW relocation due to UE mobility and when
the S-GW needs to connect to a non-collocated P-GW for PDN connectivity.

* Sé6a reference point enables transfer of subscription and authentication data for
authenticating/authorizing user access between MME and HSS.

* Gx interface provides transfer of QoS policy and charging rules from PCRF to
PCEF in the P-GW.

* S8 is an inter-PLMN reference point providing user- and control-plane
between the S-GW in the visited PLMN and the P-GW in the home PLMN.
The S8 interface is the inter-PLMN variant of S5.

* S11 is the reference point between MME and S-GW.

* SGi is the reference point between the P-GW and the packet data network.

* Rx is the reference point that resides between the application function and the
PCRF.
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3.1 EPS reference model and protocol structure

The EPC and E-UTRAN network elements and their associated protocol layers
are described in more detail in the following sections.

Functional split between E-UTRAN and EPC

The functional split between the EPC and E-UTRAN is shown in Figure 3.4. The
main functions in each entity and their termination points in the network have
been shown in the figure. An IP packet for a UE is encapsulated in an EPC-
specific protocol and tunneled between the P-GW and the eNB for transmission
to the UE. Different tunneling protocols are used across different interfaces. A
3GPP-specific tunneling protocol called GPRS tunneling protocol (GTP) is used
over S1 and S5/S8 interfaces [7]. The protocol stack for the control plane between
the UE and MME is shown in Figure 3.5. This includes both access stratum (AS)
and NAS protocols. The lower layers perform the same functions as for the user-
plane with the exception that there is no header compression function for the
control-plane. The radio resource control (RRC) protocol is known as layer 3 in
the AS protocol stack and in 3GPP RAN terminology [2]. It is the main control-
ling function in the AS responsible for establishing the radio bearers and

S1 Control-Plane

+
eNB o
MME
NAS Security
STMYESSP | e sate movity
EPS bearer control
eNB measurement
configuration & provision
L’L “ Dynamic resource S-GW P-GW
NAS allocation (scheduler)
— : : S1-U Mcﬁbm_ty UE"IP alddress Tolfrom
[ } | RRC | anchoring allocation Internet
‘ PDCP } } PDCP ‘ Packet Filtering
[ RC } | RLC |
EPC
[ MAC } | MAC |
‘ PHY } } PHY ‘ X2 To neighbor eNBs

Uu

$1 User-Plane X2 User-Plane X2 Control-Plane

FIGURE 3.4
Protocol layers and functional split in UE, eNB, MME, S-GW, and P-GW [1].
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FIGURE 3.5

E-UTRAN control-plane protocol stack [10].

configuring all lower layers using RRC signaling between the eNB and the UE
[16]. The E-UTRAN user-plane protocol stack is shown in Figure 3.6, consisting
of the packet data convergence protocol (PDCP) [3], radio link control (RLC) [5],
and medium access control (MAC) [4] sublayers that are terminated in the eNB
on the network side. In the absence of any centralized control node, data buffering
during handover due to user mobility in the E-UTRAN must be performed in the
eNB itself. Data protection during handover is the responsibility of the PDCP sub-
layer. The RLC and MAC sublayers both restart in a new cell after the handover.

The S1 interface supports a multi-point connection among MMEs/S-GWs
and eNBs. The S1-MME carries S1 application protocol (S1-AP) messages, using
SCTP” over IP to provide guaranteed data delivery. Each SCTP association
between an eNB and an MME can support multiple UEs. The S1-MME is respon-
sible for EPC bearer setup and release procedures, handover signaling, paging,
and NAS signaling transport. The S1-U consists of GTP-U protocol running on
top of user datagram protocol (UDP), which provides best-effort data delivery.
One GTP tunnel is established for each radio bearer in order to carry user traffic
between the eNB and the selected S-GW.

2Stream control transmission protocol (SCTP) is a protocol for transmitting multiple streams of
data at the same time between two end points that have established a connection in a network.
SCTP is designed to facilitate a telephone connection over the Internet and specifically to support
the telephone system’s Signaling System 7—SS7—on an Internet connection. A telephone connec-
tion requires that signaling information, which controls the connection, be sent along with voice
and other data at the same time. SCTP is also intended to make it easier to manage connections
over a wireless network and to manage the transmission of multimedia data. SCTP is a standard
protocol (IETF RFC 4960) developed by the IETF. SCTP manages reliable transport, ensuring
complete arrival of data units that are sent over the network [13]. Unlike TCP, SCTP ensures com-
plete and concurrent transmission of several streams of data (in units called messages) between
connected end points. SCTP also supports multi-homing, which means that a connected end point
can have alternate IP addresses [10,14].
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E-UTRAN user-plane protocol stack [10].

The GTP is a group of IP-based transport protocols that are used to carry IP
packets within GSM, UMTS, and LTE networks [7]. As we discussed in
Chapter 2, in 3GPP architecture, GTP and Proxy Mobile [Pv6-based interfaces
are specified on various interface points [12]. GTP can be decomposed into
separate protocols: GTP-C and GTP-U. GTP-C is used within the GPRS core
network for signaling between gateway GPRS support nodes (GGSN) and serv-
ing GPRS support nodes (SGSN). This allows the SGSN to activate a session
on a user’s behalf (PDP context activation), to deactivate the same session, to
adjust QoS parameters, or to update a session for a subscriber who has just
arrived from another SGSN. GTP-U is used for carrying user data within EPC
and the GPRS core network, and between the radio access network and the
core network. The user data that is transported can be packets in any of IPv4,
IPv6, or PPP formats. Different GTP variants are implemented by eNBs, S-
GW, P-GWs, RNCs, SGSNs, and GGSNs within 3GPP networks. The mobile
stations are connected to the network without being aware of GTP. GTP can be
used with UDP or transport control protocol (TCP) [11].

Protocol stack for S1 user-plane

The S1 user-plane interface (S1-U) is a standard reference point between the eNB
and the S-GW. The S1-U interface provides non-guaranteed delivery of user-
plane PDUs between the eNB and the S-GW. The user-plane protocol stack on
the S1 interface is shown in Figure 3.7. The transport network layer is built on IP
transport and GTP-U is used on top of UDP/IP to carry the user-plane PDUs
between the eNB and the S-GW.

Protocol stack for S1 control-plane

The S1 control-plane interface (SI-MME) is a standard reference point between
the eNB and the MME. The control-plane protocol stack of the S1 interface is
shown in Figure 3.8. The transport network layer is built on IP transport, similar
to the user-plane, but for the reliable transport of signaling messages, SCTP is
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S1-U protocol architecture [1].
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S1-MME protocol structure [1].

added on top of the IP layer. The application layer signaling protocol is referred
to as S1-AP.

The SCTP layer provides the guaranteed delivery of application layer mes-
sages. The IP layer point-to-point transmission is used to deliver the signaling
PDUs. A single SCTP association per SI-MME interface instance is used with
one pair of stream identifiers for SI-MME common procedures. Only a few pairs
of stream identifiers should be used for S1-MME-dedicated procedures. MME
communication context identifiers that are assigned by the MME for S1-MME-
dedicated procedures and eNB communication context identifiers that are
assigned by the eNB for S1-MME-dedicated procedures are used to distinguish
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3.1 EPS reference model and protocol structure

UE-specific SI-MME signaling transport bearers. The communication context
identifiers are conveyed in the respective SIAP messages. If the S1 signaling
transport layer notifies the S1AP layer that the signaling connection is broken, the
MME changes the state of the UEs which used this signaling connection to the
ECM-IDLE state and the eNB releases the RRC connection with those UEs. In
the case of relay nodes (RNs), there is one S1 interface between the RN and the
relay-enabled eNB, and one S1 interface between the relay-enabled eNB and each
of the MMEs in the MME pool. The S1 interface carries non-UE-associated
SIAP signaling between the RN and the relay-enabled eNB as well as UE-
associated S1AP signaling for UEs connected to the RN. The SI interface
between the relay-enabled eNB and an MME carries non-UE-associated S1AP
signaling and UE-associated S1AP signaling for UEs connected to the RN and for
UEs connected to the relay-enabled eNB [1].

Protocol stack for S5/S8 interface

The S5/S8 interface is defined between the S-GW and the P-GW. The S5 interface is
used in non-roaming scenarios where the S-GW is located in the home network, or in
roaming scenarios with both S-GW and P-GW located in the visited network. The
latter scenario is also referred to as local breakout. The S8 interface is the roaming
variant of S5 and is used in roaming scenarios with the S-GW in the visited network
and the P-GW in the home network. When the GTP variant of the protocol is used,
the S5/S8 interface provides the functionality associated with creation/deletion/
modification/change of bearers for an individual user connected to the EPS. These
functions are performed on a per PDN connection for each terminal. The S-GW pro-
vides the local anchor for all bearers for a single terminal and manages them toward
the P-GW. Figure 3.9 shows the protocol stack over S5/S8 interface. Chapter 2 pro-
vides more information on the PMIP variant of S5/S8 [15].

Protocol stack for S11 interface

The S11 reference point defines the interface between the MME and the S-GW.
This interface exclusively uses GTP-C and for LTE access. Due to the separation
of the control- and user-plane functions between MME and S-GW, the S11 inter-
face is used to create a new session (i.e., to establish the necessary resources for
the session), and then to manage those sessions (i.e., modify, delete, and change
any sessions for a terminal for each PDN connection) that has established connec-
tion within EPS. The S11 interface is always triggered by some events either
directly from the NAS-level signaling from the terminal, such as a device attaching
to the EPS network, adding new bearers to an existing session or creating a connec-
tion toward a new PDN, handover scenarios, or it may be triggered during
network-initiated procedures such as P-GW-initiated bearer modification
procedures. As such, the S11 interface coordinates the control- and user-plane
procedures for a terminal during the period that the terminal is considered
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FIGURE 3.10
S11 protocol structure [15].

active/attached in the EPS. In the case of handover, the S11 interface is used to
relocate the S-GW when appropriate, establish direct or indirect forwarding tunnel
for user-plane traffic, and manage the user data traffic flow. Figure 3.10 shows the
protocol stack across the S11 interface.

Protocol stack for X2 user-plane

The X2 user-plane interface defines data/control transport between eNBs. The
X2-U interface provides non-guaranteed delivery of user-plane PDUs (due to use
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X2-C protocol structure [1].

of UDP transport protocol). The user-plane protocol stack on the X2 interface is
shown in Figure 3.11. The transport layer is built on top of the IP layer and GTP-
U is used on top of UDP/IP to carry the user-plane PDUs. The X2-U interface
protocol stack is identical to the S1-U protocol stack [1].

The X2 reference point is a logical interface and even though it is normally
shown as a direct connection between eNBs, it is usually routed via the same trans-
port connection as the S1 interface to the site. The X2 interface control and user-
plane protocol stacks are shown in Figures 3.11 and 3.12. X2 is an open interface
and is often used for control-plane information exchange between neighboring
eNBs; however, in the case of seamless handover, it can be temporarily used for
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user data forwarding. The key difference between the user-plane and control-plane
X2 interface protocol stacks is the use of SCTP for control-plane information trans-
mission between eNBs. The use of SCTP enables reliable delivery of control-plane
information between eNBs, while for data forwarding, the UDP is considered suffi-
cient. The X2AP covers the radio-related signaling while the user-plane GTP
is used for user data transport. The X2-AP functionalities are as follows [1,10]:

* Intra-LTE mobility management where the handover messages between eNBs
are transmitted on the X2 interface.

* Load management to enable inter-cell interference coordination by providing
information on the resource status, overload, and traffic condition between dif-
ferent eNBs.

» Setting up and resetting of the X2 interface.

» Error handling for covering specific or general error cases.

The X2 interface has a key role in the intra-LTE handover operation. The
source-eNB uses the X2 interface to send the handover request message to the
target-eNB. If the X2 interface does not exist between the serving and the target-
eNBs, then procedures need to be initiated to set up one before handover can be
initiated. The handover request message informs the target-eNB to reserve
resources and to send the handover request acknowledgment message assuming
resources are available.

Protocol stack for X2 control-plane

The X2 control-plane interface defines control and signaling transport between
two neighbor eNBs. The control-plane protocol stack of the X2 interface is shown
in Figure 3.12. The SCTP is used for reliable transport of control and signaling
information. The application layer signaling protocol is referred to as X2-AP. A
single SCTP association per X2-C interface instance is used with one pair of
stream identifiers for X2-C common procedures. Only a few pairs of stream iden-
tifiers may be used for X2-C dedicated procedures. Source-eNB communication
context identifiers that are assigned by the source-eNB for X2-C dedicated proce-
dures, and target-eNB communication context identifiers that are assigned by the
target-eNB for X2-C dedicated procedures, are used to distinguish UE-specific
X2-C signaling transport bearers. The communication context identifiers are con-
veyed in the respective X2-AP messages.

Inter-cell interference coordination in E-UTRAN is performed through the X2
interface. When the interference conditions change, the eNB signals the new condi-
tion to its neighbor eNBs, e.g., the neighbor eNBs for which an X2 interface is con-
figured due to mobility requirements. When a time-domain inter-cell interference
coordination scheme (e.g., eICIC) is used to mitigate inter-cell interference, the
reference eNB signals its almost blank subframe (ABS) patterns to the neighboring
eNBs, so that the receiving eNBs can exploit the ABS pattern of the reference eNB
and adapt their activities accordingly in order to minimize the inter-cell
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3.2 E-UTRAN and NAS protocols 135

interference. The load indication procedure is used to transfer interference coordi-
nation information between neighboring eNBs managing intra-frequency cells [1].

E-UTRAN and NAS protocols

The E-UTRAN overall architecture is described in 3GPP TS 36.300 [1,10]. Some
general principles taken into consideration in the design of E-UTRAN architec-
ture, as well as the E-UTRAN interfaces, are as follows:

Signaling and data transport networks are logically separated.

E-UTRAN and EPC functions are separated from transport functions. The
addressing schemes used in E-UTRAN and EPC are not associated with the
addressing schemes of transport functions. Some E-UTRAN or EPC functions
reside in the same equipment.

The mobility for RRC connection is controlled by the E-UTRAN.

The interfaces are based on the logical model of the entity which is controlled
through this interface.

One physical network element can implement multiple logical nodes.

The E-UTRA radio access network consists of a network of eNBs, as illus-

trated in Figure 3.13. For unicast type of user traffic, there is no centralized con-
troller in E-UTRAN. The eNBs are interconnected through X2 interface and to
the EPC by means of S1 interface. The protocols operating between the eNBs and

Evolved packet core

S-GW

FIGURE 3.13

Radio access network entities and interfaces [1].
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the UE are known as the AS protocols. The E-UTRAN is responsible for all
radio-related functions, which can be summarized briefly as follows:

¢ Radio resource management which encompasses all functions related to the
radio bearers, such as radio bearer control, admission control, mobility control,
scheduling and dynamic allocation of resources to UEs in both uplink and
downlink.

e Header compression which helps to ensure efficient use of the radio interface
by compressing the IP packet headers that could otherwise cause a significant
overhead, especially for small-packet applications such as VolIP.

e Security which ensures all data sent over the radio interface is encrypted.

¢ Connectivity to the EPC which consists of the signaling toward MME and the
bearer path toward the S-GW.

On the network side, all of these functions reside in the eNBs, each of which
can be responsible for managing multiple cells. Unlike the previous 3GPP
releases, LTE integrates the radio controller function into the eNB. This allows
tight interaction between different protocol layers of the radio access network,
thus reducing latency and improving efficiency. Such distributed control elimi-
nates the need for a complex central controller with high processing power, which
in turn has the potential of reducing costs. Furthermore, since LTE does not sup-
port soft handovers similar to UMTS, there is no need for a centralized data-
combining function in the network. One drawback for the lack of a centralized
controller node is that, as the UE moves, the network must transfer the UE con-
text, together with any buffered data, from one eNB to another. There are
mechanisms and provisions in E-UTRA to avoid data loss during handover.

The general protocol model for E-UTRAN interfaces is depicted in Figure 3.14.
The structure is based on the principle that the layers and planes are logically inde-
pendent of each other. Therefore, as needed and when required, 3GPP can easily
alter protocol stacks and planes to satisfy future requirements [1,10].

The protocol structure consists of two main layers, the radio network layer
and transport network layer. E-UTRAN functions are realized in the radio net-
work layer, and the transport network layer represents standard transport technol-
ogy that is selected to be used for E-UTRAN. The control-plane includes the
application protocol, i.e., SI-AP and X2-AP, and the signaling bearer for trans-
porting the application protocol messages. The application protocol is used for
setting up bearers (i.e., E-RAB”) in the radio network layer. The bearer para-
meters in the application protocol are not directly tied to the user-plane technol-
ogy; rather, they are generic bearer parameters. The user-plane includes the data

3E-UTRAN radio access bearer (E-RAB) uniquely identifies the concatenation of an S1 bearer
and the corresponding data radio bearer. When an E-RAB exists, there is a one-to-one mapping
between the E-RAB and an EPS bearer of the non-access stratum as defined in 3GPP TS
24.301 [6].
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General protocol model for E-UTRAN interfaces [1].

bearer(s) for the data stream(s). The data stream is characterized by a tunneling
protocol in the transport network layer.
As mentioned earlier, the eNB typically performs the following functions [1]:

* Radio resource management functions, including radio bearer control, radio
admission control, connection management, dynamic allocation of resources to
UEs in both uplink and downlink (i.e., scheduling).

* Header compression and encryption of user payloads.

* Selection of an MME at UE attachment when no routing to an MME can be
determined from the information provided by the UE.

* Routing of user-plane data toward S-GW.

¢ Scheduling and transmission of paging messages (originated from the MME).

* Scheduling and transmission of broadcast information (originated from the
MME).

* Measurement and reporting for support of mobility and scheduling.

As illustrated in Figure 3.13, the eNBs are interconnected with each other
through an X2 interface. The X2 interface allows eNBs to communicate directly
with each other and coordinate their activities. The X2 interface is split into separate
control- and user-planes. The X2 control-plane carries X2AP messages between
eNBs and uses SCTP for reliable delivery of messages. The X2AP is used to man-
age inter-eNB mobility and handovers, UE context transfers, inter-cell interference
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138 CHAPTER 3 E-UTRAN and EPC Protocol Structure

management, and various error handling functions. The X2 user-plane uses GTP-U
to tunnel user traffic between eNBs.

The main services and functions of the NAS sublayer include EPS bearer con-
trol, ECM-IDLE mobility handling, paging origination, and configuration and con-
trol of security [6]. The NAS procedures, and in particular the connection
management procedures, are in essence similar to those of UMTS. The main
change from UMTS is that EPS facilitates combination of some procedures to
enable faster establishment of connections and bearers. The MME creates a UE
context when a UE is turned on and attaches to the network. It assigns a unique
short temporary identity to the UE that identifies the UE context in the MME. The
UE context contains user subscription information obtained from the HSS. The
local storage of subscription data in the MME allows faster execution of procedures
such as bearer establishment. In addition, the UE context also holds dynamic infor-
mation such as the list of bearers that are established and the terminal capabilities.

LTE-Uu interface protocols

The protocols over LTE-Uu and S1 interfaces are divided into two groups: user-
plane protocols that are the protocols implementing the actual E-RAB service, i.e.,
carrying user data through the AS, and control-plane protocols, which are responsi-
ble for controlling the E-RABs and the connection between the UE and the network
from different aspects including requesting the service, controlling different trans-
mission resources, and handover. Figures 3.15 and 3.16 illustrate the LTE-Uu user-
plane and control-plane protocol stacks, respectively. In the control-plane, the NAS
functional block is used for network attachment, authentication, setting up bearers,
and mobility management. All NAS messages are ciphered and integrity protected
by the MME and the UE [1,5]. There is also a mechanism for transparent transfer
of NAS messages that is included in the latter group. The E-RAB service is offered
from service access point (SAP) to SAP by the AS.

The layer 2 functions in LTE are classified into MAC, RLC, and PDCP func-
tions [1—5]. Figures 3.17 and 3.18 illustrate the structure of layer 2 protocols in
LTE downlink and uplink. The SAP for between two adjacent protocol layers is
marked with a circle at the interface between the sublayers. The SAP between the
physical layer and the MAC sublayer provides the transport channels. The SAP
between the MAC sublayer and the RLC sublayer provides the logical channels.
The multiplexing of several logical channels on the same transport channel is per-
formed by the MAC sublayer. Each logical channel is defined by the type of
information that is transferred. The logical channels are generally classified into
two groups: (1) control channels (for the transfer of control-plane information);
and (2) traffic channels (for the transfer of user-plane information).

The RRC sublayer in the eNB, makes handover decisions based on neighbor
cell measurements reported by the UE, performs paging of the users over the
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LTE-Uu interface control-plane protocol stack [1].

air-interface, broadcasts system information, controls UE measurement and report-
ing functions such as the periodicity of channel quality indicator reports, and further
allocates cell-level temporary identifiers to active users. It also executes transfer of
UE context from the serving eNB to the target-eNB during handover and performs
integrity protection of RRC messages. The RRC sublayer is responsible for setting
up and maintenance of radio bearers. Note that the RRC sublayer in 3GPP protocol
hierarchy is considered as layer 3.

The services and functions provided by the PDCP sublayer in the user-plane
include header compression and decompression of IP packets, transfer of user
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LTE layer 2 structure in the downlink [1].

data between NAS and RLC sublayer, sequential delivery of upper layer PDUs
and duplicate detection of lower layer SDUs following a handover for RLC
acknowledged mode, retransmission of PDCP SDUs following a handover for
RLC acknowledged mode, and ciphering. The services and functions provided by
the PDCP for the control-plane include ciphering and integrity protection and
transfer of control-plane data where PDCP receives PDCP SDUs from RRC and
forwards it to the RLC sublayer and vice versa [1,3,13].

The RLC sublayer is used to format and transport traffic between the UE and
the eNB [1,5]. The RLC sublayer provides three different reliability modes for data
transport, i.e., acknowledged mode (AM), unacknowledged mode (UM), and trans-
parent mode (TM). The UM is suitable for transport of real-time services since
such services are delay sensitive and cannot tolerate delay due to ARQ retransmis-
sions. The acknowledged mode is appropriate for non-real-time services such as
file transfers. The transparent mode is used when the size of SDUs are known in
advance such as for broadcasting system information. The RLC sublayer also pro-
vides sequential delivery of SDUs to the upper layers and eliminates duplicate
packets from being delivered to the upper layers. It may also segment the SDUSs.

The MAC sublayer is responsible for data transfer and logical channel multi-
plexing, HARQ retransmissions and uplink/downlink scheduling, random access
procedure, and maintenance of uplink timing. It is also responsible for multiplex-
ing/de-multiplexing of data across multiple component carriers when carrier
aggregation is used. From a physical layer perspective, the MAC sublayer pro-
vides and receives services in the form of transport channels. The data in a trans-
port channel is organized into transport blocks. By varying the transport format of
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LTE layer 2 structure in the uplink [1].

the transport blocks, the MAC sublayer can realize different data rates and reli-
ability levels. The MAC sublayer receives the RLC SDUs mapped to various logi-
cal channels in the downlink, and generates the MAC PDUs that further become
the transport blocks in the physical layer.

The main difference between MAC and RRC control lies in the signaling
reliability. The signaling corresponding to state transitions and radio bearer
configurations should be performed by the RRC sublayer due to higher signaling
reliability.

LTE-Advanced extended the capabilities of LTE Rel-8 with support of carrier
aggregation, where two or more component carriers are aggregated in order to
support wider transmission bandwidths up to 100 MHz. A user terminal may
simultaneously receive or transmit one or multiple component carriers depending
on its capabilities. From the UE perspective, the layer 2 aspects of HARQ are
similar to those of LTE Rel-8. There is one transport block (in the absence of spa-
tial multiplexing, up to two transport blocks in the case of spatial multiplexing)
and one independent HARQ entity per scheduled component carrier. Each

L
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transport block is mapped to a single component carrier on which all HARQ
retransmissions may take place. A UE may be scheduled over multiple component
carriers simultaneously, but at most one random access procedure is performed at
any time. Whenever a UE is configured with only one component carrier, LTE
Rel-9 DRX is the baseline. In other cases, the same DRX operation will be
applied to all configured component carriers. Therefore, the layer 2 structure of
the LTE-Advanced is similar to that of LTE Rel-8, except the addition of the car-
rier aggregation functionality; however, the multi-carrier nature of the physical
layer is only exposed to the MAC sublayer through transport channels, where one
HARQ entity is required per component carrier [1,4].

The logical and transport channel classification in E-UTRA are illustrated in
Figures 3.19 and 3.20, respectively. Each logical channel is defined by the type
of information that is transferred. The logical channels are generally classified
into two groups: (1) control channels (for the transfer of control-plane informa-
tion); and (2) traffic channels (for the transfer of user-plane information) as
shown in Figure 3.19 [1]. The control channels are exclusively used for transfer
of control-plane information. The control channels supported by MAC can be
classified as follows:

* Broadcast control channel (BCCH): A downlink channel for broadcasting
system information.

» Paging control channel (PCCH): A downlink channel that transfers
paging information and system information change notifications. This channel is
used for paging when the network does not know the location of the UE.

Logical channels

Control channels Traffic channels
Broadcast control Paging control Common control || Multicast control || Dedicated control | | Dedicated traffic Multicast traffic
channel (BCCH) | |channel (PCCH) | | channel (CCCH) || channel (MCCH) || channel (DCCH) | [channel (DTCH) channel (MTCH)

FIGURE 3.19
E-UTRA logical channel structure [1].

Transport
channels

Downlink Uplink

[Downlink shared Uplink shared

Paging channel Multicast
channel (DL- channel (UL-
SCH) (PCH) channel (MCH) SCH)

Random access
channel (RACH)

Broadcast
channel (BCH)

FIGURE 3.20
E-UTRA transport channel structure [1].
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Common control channel (CCCH): A channel for transmitting control infor-
mation between UEs and eNBs. This channel is used for UEs that have no
RRC connection with the network.

Multicast control channel (MCCH): A point-to-multipoint downlink channel used
for transmitting MBMS control information from the network to the UE for one or
several MTCHs. This channel is only used by UEs that are subscribed to MBMS.
Dedicated control channel (DCCH): A point-to-point bidirectional channel that
transmits dedicated control information between a UE and the network. It is
used by UEs that have RRC connection.

The traffic channels are exclusively used for the transfer of user-plane infor-

mation. The traffic channels supported by MAC can be classified as follows (as
shown in Figure 3.19):

Dedicated traffic channel (DTCH): A point-to-point bi-directional channel
dedicated to a single UE for the transfer of user information.

Multicast traffic channel (MTCH): A point-to-multipoint downlink channel for
transmitting broadcast/multicast data from the network to the UE. This chan-
nel is only used by UEs that receive MBMS.

The physical layer provides information transfer services to the MAC and

higher layers. The physical layer transport services are described by how and with
what characteristics data is transferred over the radio interface. This should be
clearly distinguished from the classification of what is transported which relates
to the concept of logical channels at the MAC sublayer. As shown in Figure 3.20,
downlink transport channels can be classified as follows:

Broadcast channel (BCH) is characterized by fixed, predefined transport for-
mat, and is required to be broadcast in the entire coverage area of the cell.
Downlink shared channel (DL-SCH) is characterized by support for HARQ pro-
tocol, dynamic link adaptation by varying modulation, coding, and transmit
power, possibility for broadcast in the entire cell, possibility to use beamform-
ing, dynamic and semi-static resource allocation, UE DRX to enable power sav-
ing, and MBMS transmission.

Paging channel (PCH) is characterized by support for UE DRX in order to enable
power saving, requirement for broadcast in the entire coverage area of the cell
and is mapped to physical resources which can also be used dynamically for traf-
fic or other control channels.

Multicast channel (MCH) is characterized by requirement to be broadcast in
the entire coverage area of the cell, support for macro-diversity combining of
MBMS transmission on multiple cells, and support for semi-static resource
allocation.

The uplink transport channels are classified as follows (see Figure 3.20):

Uplink shared channel (UL-SCH) is characterized by possibility to use beam-
forming, support for dynamic link adaptation by varying the transmit power
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Logical to transport channel mapping [11.
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FIGURE 3.22

Mapping of downlink information to radio and signaling bearers as well as various logical,
transport, and physical channels [1—5].

and modulation and coding schemes, support for HARQ, support for both
dynamic and semi-static resource allocation.

* Random access channel (RACH) is characterized by limited control informa-
tion and collision risk.

The mapping of the logical channels to the transport channels in the downlink
and uplink is shown in Figure 3.21.

The mapping of downlink and uplink information to radio and signaling
bearers as well as various logical, transport, and physical channels at different
layers of protocol stack are illustrated in Figures 3.22 and 3.23.

Support for relay nodes
The E-UTRAN architecture was modified in LTE Rel-10 to include support for
relaying function. The intermediate relay nodes are connected to a serving eNB
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Mapping of uplink information to radio and signaling bearers as well as various logical,
transport, and physical channels [15].

called the donor eNB (DeNB), via a modified version of the E-UTRA radio inter-
face known as Un interface. The relay entity supports the eNB functionality, i.e.,
it terminates the radio protocols of the E-UTRA radio interface and the S1 and
X2 interfaces. In addition to the eNB functionality, the relay node (RN) also sup-
ports a subset of the UE functionality, e.g., physical layer, layer 2, RRC, and
NAS functionality, in order to wirelessly connect to the DeNB.

The modified architecture for supporting the relay nodes is shown in
Figure 3.24. The RN terminates S1, X2, and Un interfaces. The DeNB provides S1
and X2 proxy functionality between the RN and other eNBs, MMEs, and S-GWs.
The S1 and X2 proxy functionality includes forwarding UE-dedicated S1 and X2
signaling messages as well as GTP data packets between the S1 and X2 interfaces
associated with the RN and the S1 and X2 interfaces associated with other network
nodes. Due to the proxy functionality, the DeNB appears as MME (for S1-MME),
eNB (for X2), and S-GW (for S1-U) to the RN. The DeNB can provide the S-GW/
P-GW type functions needed for the RN operation. This includes creating a session
for the RN and managing EPS bearers for the RN, as well as terminating the S11
interface toward the MME serving the RN. The RN and DeNB map signaling and
data packets to EPS bearers that are set up for the RN. The mapping is based on the
existing QoS mechanisms defined for the UE and the P-GW. The P-GW functions
in the DeNB can allocate an IP address for the RN for the purpose of operation and
management, which may be different from the S1 IP address of the DeNB.
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FIGURE 3.24
Modified E-UTRAN architecture supporting relay nodes [1,91.

The S1 user-plane protocol stack for supporting RNs is shown in Figure 3.25.
There is a GTP tunnel associated with each UE EPS bearer, connecting the S-GW
associated with the UE to the DeNB, which is switched to another GTP tunnel in the
DeNB, going from the DeNB to the RN (one-to-one mapping). The X2 user-plane
protocol stack for supporting RNs is also shown in Figure 3.25. There is a GTP for-
warding tunnel associated with each UE EPS bearer subject to forwarding, connect-
ing the other eNBs to the DeNB, which is switched to another GTP tunnel in the
DeNB, going from the DeNB to the RN (one-to-one mapping). The S1 and X2 user-
plane packets are mapped to radio bearers over the Un interface. The mapping can
be based on the QoS class identifier associated with the UE EPS bearers. The UE
EPS bearer with similar QoS can be mapped to the same Un radio bearer [1,9].

The S1 control-plane protocol stack for supporting RNs is shown in
Figure 3.26. There is a single S1 interface between each RN and the DeNB, and
there is a single S1 interface between the DeNB and the MME. The DeNB pro-
cesses and forwards all S1 messages between the RN and the MMEs for all UE-
dedicated procedures. The processing of S1-AP messages includes modifying S1-
AP UE identifiers, transport-layer address, and GTP tunnel endpoint identifiers
(TEIDs) without changing other parts of the messages. All non-UE-dedicated S1-
AP procedures are terminated at the DeNB and are handled locally between the
RN and the DeNB, and between the DeNB and the MME(s). Upon reception of
an S1 non-UE-dedicated message from an MME, the DeNB may trigger corre-
sponding S1 non-UE-dedicated procedure(s) to the RN(s). If more than one RN is
involved, the DeNB may wait and aggregate the response messages from all
participating RNs before responding to the MME. Upon reception of an S1 non-
UE-dedicated message from an RN, the DeNB may trigger associated S1 non-
UE-dedicated procedure(s) to the MME(s).
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FIGURE 3.25

Modified S1-U and X2-U protocol structure for support of relay nodes [1].

The X2 control-plane protocol stack for supporting RNs is shown in
Figure 3.26. There is a single X2 interface between each RN and the correspond-
ing DeNB. The DeNB may have additional X2 interfaces to the neighboring
eNBs. The DeNB processes and forwards all X2 messages between the RN and
other eNBs for all UE-dedicated procedures. The processing of X2AP messages
includes modifying SIAP or X2AP UE identifiers transport-layer address, and
GTP TEIDs without changing other parts of the message. All non-UE-dedicated
X2AP procedures are terminated at the DeNB and are handled locally between
the RN and the corresponding DeNB, or between the DeNB and other eNBs. If
one or more RNs are involved, the DeNB may wait and aggregate the response
messages from all participating RNs to respond to the originating node [1,9].

The RN connects to the DeNB via a Un interface using the same radio
protocols and procedures used by a UE to connect to an eNB. In addition to
UE-type protocol functionalities, the RRC sublayer is able to configure and
reconfigure an RN subframe configuration through the RN reconfiguration pro-
cedure over the Un interface, e.g., downlink subframe configuration and an
RN-specific control channel for transmissions between the RN and the DeNB.
The RN may request such a configuration from the DeNB during the RRC

L
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FIGURE 3.26

Modified S1-C and X2-C protocol structure for support of relay nodes [1].

connection establishment, and the DeNB may initiate the RRC signaling for
such a configuration. The RN subframe configuration over the Un interface
may be temporarily misaligned with the MBSFN subframes configured in the
relay cell because a new subframe configuration might have been applied ear-
lier by the RN on the Un reference point. The RRC sublayer of the Un interface
can further send updated system information in a dedicated message to an RN
with an RN subframe configuration. The PDCP sublayer of the Un interface
can provide integrity protection for the user-plane. The integrity protection is
configured per data radio bearer [1,9].

Support for HeNB nodes

Small cells are low-power wireless access points that operate in licensed spectrum
and are operator-managed. Small cells can provide improved cellular coverage, and
capacity, which have applications for homes and enterprises as well as metropolitan
and rural public spaces. Various types of small cells include femto-cells, pico-cells,
metro-cells, and micro-cells—broadly increasing in size from femto-cells (the
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FIGURE 3.27
Modified E-UTRAN architecture with support of HeNB-GW and HeNB [1].

smallest) to micro-cells (the largest). Any or all of these small cells can be based on
femto-cell technology, referred to as home eNB (HeNB) in 3GPP literature. Small
cells also facilitate a new breed of mobile service that exploits the technology’s abil-
ity to detect presence and connect and interact with the existing networks.

As shown in Figure 3.27, the E-UTRAN architecture may be extended to include
a home eNB gateway (HeNB-GW) to provide an S1 interface between the HeNB
entities (also known as femto-cell in the literature) and the EPC [1]. The HeNB-GW
serves as a concentrator for the control-plane and the S1-MME interface. The S1-U
interface from the HeNB may be terminated at the HeNB-GW, or a direct logical
user-plane connection between the HeNB and S-GW may be used. In the modified
architecture, the S1 interface is defined between the HeNB-GW and the core network,
between the HeNB and the HeNB-GW, between the HeNB and the core network, or
between the eNB and the core network. The HeNB-GW would appear to the MME as
an eNB and to the HeNB as an MME. The S1 interface between the HeNB and the
EPC is the same, regardless of the way HeNB is connected to the EPC.

The HeNB-GW is connected to the EPC in such a way that inbound and out-
bound mobility to cells served by the HeNB-GW does not require inter-MME
handovers. Each HeNB serves only one cell. The functions and protocols
supported by the HeNB are the same as those supported by an eNB, with the
exception that a new reference point S5 may be used between the HeNB and the
S-GW, if local IP access is supported. LTE Rel-11 supports direct X2-
connectivity between HeNBs, irrespective of the HeNB-GW existence [1].

If the HeNB supports the local IP access feature, then it is required to support
the S5 interface with the S-GW and the SGi interface with the IP network. As
mentioned earlier, a HeNB performs the same functions as an eNB with some
additional functions and restrictions in the case of connection to the HeNB-GW,
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S1-U interface between HeNB and S-GW with and without HeNB-GW [1].

such as discovery of a suitable serving HeNB-GW, connection to a single HeNB-
GW at any time, using the same tracking area code and PLMN ID supported by the
HeNB-GW, etc. HeNBs may be deployed without network planning. A HeNB may
be moved from one geographical area to another, and therefore it may need to con-
nect to different HeNB-GWs depending on its location. The HeNB may support
fixed broadband access network interworking function to signal tunnel information
to the MME. The tunnel information includes the HeNB IP address.

The HeNB-GW performs the following functions [1]:

* Relaying UE-associated S1 application messages between the MME serving
the UE and the HeNB serving the UE, except the UE context release request

message received from the HeNB.

e Terminating non-UE-associated S1 application procedures in the direction of

the HeNB or the MME.

e Terminating the S1-U interface with the HeNB and with the S-GW.

* Supporting tracking area code and PLMN ID used by the HeNB.

¢ Routing the S1 path-switch request message toward the MME based on the
globally unique MME identifier of the source MME received from the HeNB.
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S1-MME interface between HeNB and MME with and without HeNB-GW [1].

As shown in Figure 3.28, the user-plane interface between the HeNB, HeNB-
GW, and the S-GW can be defined with and without the HeNB-GW.

The HeNB-GW may optionally terminate the user-plane toward the HeNB or
the S-GW, and forward the user-plane data between the HeNB and the S-GW. As
shown in Figure 3.29, the control-plane interface between the HeNB and MME
can be defined irrespective of the HeNB-GW presence. When the HeNB GW is
not present, all SIAP procedures are terminated at the HeNB and the MME. The
HeNB-GW forwards control-plane information between the HeNB and the MME.
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154 CHAPTER 4 System Operation and UE States

This chapter provides an in-depth systems view of the fundamental procedures,
signaling, and protocols utilized by a mobile terminal for network discovery;
cell selection/cell reselection; network attach/detach; authentication and security
establishment; capability negotiation; signaling related to control-plane and
user-plane connection establishment (access stratum (AS) and non-access
stratum (NAS)); and IP connection establishment using state diagrams and sig-
nal flow graphs. We will also discuss radio resource management, paging, UE
tracking, mobility, and power management functions. We will further explain
practical considerations and real-life issues of network and terminal operation
followed by references for additional reading. In this chapter, we will only focus
on the procedures and will leave the description of the details of functional pro-
cessing at different stages to the next chapters. An attempt has been made to
characterize the behavior of the mobile terminal and the E-UTRAN in various
operating conditions and states including idle mode and connected mode proce-
dures, EPS connection and mobility management states, service establishment
and QoS control, as well as new topics including mobility in heterogeneous
networks.

State diagrams are used to describe the behavior of a system. They can
describe possible states of a system and transitions between them as certain
events occur or based on the system inputs. The system described by a state dia-
gram must be composed of a finite number of states. However, in some cases,
the state diagram may represent a reasonable abstraction of the system. There
are many forms of state diagrams which differ slightly and have different
semantics. State diagrams can be used to graphically represent finite state
machines (i.e., a model of behavior composed of a finite number of states, tran-
sitions between those states, and actions). A state is defined as a finite set of
procedures or functions that are executed in a unique order. In the state diagram,
each state may have some inputs and outputs, where deterministic transitions to
other states or the same state happen based on certain conditions. In this chap-
ter, the notion of mode is used to describe a substate or a collection of proce-
dures/protocols that are associated with a certain state. The unique definition of
states and their corresponding modes and protocols, and internal and external
transitions, is imperative to the unambiguous behavior of the system. Also, it is
important to show the reaction of the system to unsuccessful execution of cer-
tain procedures.

General UE behavior

When a UE is powered on or upon loss of coverage, it needs to select an appro-
priate PLMN and radio access technology. The main input to PLMN and RAT
selection procedures is provided by the user in the form of preferred RAT, or is
obtained from the universal subscriber identity module (USIM) card in the form
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4.1 General UE behavior 155

of the most recently used PLMN. In general, a UE at the power-on stage has
some information and settings, and requires some other information in order to
select the network and attach to it. The information that the UE obtains from its
USIM includes the network operator’s PLMN list and subscription information.
In addition to the information on the USIM, the UE has some stored information
in its memory (additional knowledge), which includes most recently used fre-
quency band and PLMN; tracking area code (TAC); cell identifier; SAE tempo-
rary mobile subscriber identity (S-TMSI) [1]; and inter-RAT frequency band.
The UE capability determines what the UE is capable of in terms of frequency
bands, duplexing schemes, multi-antenna schemes, data buffering capacities,
etc. This information includes the UE category, frequency band, synchronization
signal sequences, general radio resource information, multiantenna mode para-
meters (e.g., codebooks), duplex mode, and preamble sequence generation
algorithm.

In order to perform cell selection, the UE needs to obtain the frequency and
timing synchronization information, system bandwidth, number of eNB transmit
antennas, cell IDs (e.g., cell radio network temporary identifier (C-RNTI), physi-
cal cell ID, TAC), PLMN ID, signaling/data radio resource information,
RACH_ROOT_SEQUENCE, and physical random access channel configuration
to perform a random access procedure.

During cell selection, the UE searches for a suitable cell in the selected
PLMN and RAT, and chooses that cell in order to initially gain access to the
available services by tuning to its control channels, i.e., the UE camps on
that cell. The UE then registers in the tracking area of the selected cell and
RAT by performing the attach procedure. The outcome of this process is the
successful location registration where the selected PLMN becomes the regis-
tered PLMN. The UE now continuously searches for the best cell on which
to camp. The particular cell reselection process depends on the cell reselec-
tion scenario, UE capabilities (e.g., multi-RAT support, multi-band support),
subscriber priority class, etc.

While the baseline for general UE behavior in LTE is inherited from GSM
and UMTS, an LTE-specific aspect of the UE behavior is handling of priori-
ties between available RATs and frequency layers, where a set of broadcast
system information parameters configure a default RAT and frequency layer
priority list. The RRC signaling is used to configure a UE-specific priority list
[9]. The priority list provides the network with the means to direct the UEs to
camp on particular RATs and frequency layers, facilitating load balancing
functions. In the above priority scheme, inter-frequency and inter-RAT cell
reselection relies on two sets of (cell-specific and UE-specific) parameters.
The cell-specific set of parameters are common to all UEs camping on a spe-
cific RAT and frequency, whereas the UE-specific set of parameters allow the
operators to control the UE behavior depending on UE class and operator-
defined policies.
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156 CHAPTER 4 System Operation and UE States

Figure 4.1 illustrates the state transitions of a UE during normal operation. The
figure shows the transition from power-on to RRC connection setup and establish-
ment of user-plane and control-plane with the serving cell; RRC connection release
and transition to RRC_IDLE state; cell reselection and transition to another cell;
handover to another cell while in RRC_CONNECTED state; and cell redirection
from one cell to another upon RRC connection release. We will discuss cell selection,
cell reselection, handover, and cell redirection procedures as well as other aspects of
LTE system operation in the idle and connected modes in the next sections.

Power-on

v v

RRC connection setup - ¥ RRC connection setup
| Redirection
|
| | '

Packet ! Packet
communication with <—:Handover » communication with
default EPS bearer | default EPS bearer

|
| | '
RRC connection | _: _______ RRC connection
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—| RRC_IDLE — resglzlclztion_’ RRC_IDLE —
Paging Paging
RRC connection setup RRC connection setup

Packet Packet
communication with  «¢«———Handover——»| communication with
default EPS bearer default EPS bearer

RRC connection RRC connection
release release
%—} %(—J
Cell A CellB

FIGURE 4.1

General UE state machine [32].

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 170 of 1122



4.2 UE initialization procedure (cell search and cell selection)

UE initialization procedure (cell search
and cell selection)

The UE’s USIM card stores the network operator’s PLMN ID list and subscription
information. The subscription information defines the policy for system selection
and helps a UE to acquire a particular network. This feature enables, for example, an
existing 3G network operator to deploy LTE by configuring the policy in order to ini-
tially instruct the UE to select the LTE network. In addition to the above information,
the UE also knows the list of the frequency bands supported by LTE and other RATSs
such as GSM/UMTS, the most recently used LTE frequency band(s), PLMN IDs,
TACs, cell IDs, S-TMSI, and inter-RAT frequency bands, as well as the UE cate-
gory, synchronization signal sequences, general radio resource information, general
MIMO parameters such as codebooks, duplex modes, and preamble sequence gener-
ation algorithm. However, the UE needs to acquire network frequency and timing
synchronization information, system bandwidth, number of eNB transmit antennas,
C-RNTI, cell ID, TAC, RACH_ROOT_SEQUENCE, specific radio resources used
for control signaling, and PRACH configuration in order to be able to connect to a
particular LTE network. In certain cases, the UE might have experienced link failure
and has to make an attempt to reacquire the network using the most recent informa-
tion that it had used earlier.

As shown in Figure 4.2, in order to select a PLMN, the UE must perform a
cell search procedure in the supported frequency bands. The procedure requires
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Primary synchronization signal
detection
Secondary synchronization
signal detection

Physical cell ID detection
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PLMN selection
(automatic/manual)

Center of frequency band
acquired
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FIGURE 4.2
UE initial cell search and selection [20—22,33].
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158 CHAPTER 4 System Operation and UE States

that the UE attain time and frequency synchronization with the specific cell. This
enables decoding of the PBCH which carries the master information block (MIB)
that contains the critical system information necessary to decode transmissions on
a PDSCH. System information blocks (SIBs) are scheduled for transmission on
PDSCH via SI messages. System information block type 1 (SIB1) contains a list
of PLMN IDs along with a flag to show if a specific PLMN is reserved for opera-
tor use.

The selection of a PLMN can be manual or automatic. In both cases, the UE
scans all possible RF channels that it supports based on its capability. During the
search, and specifically for LTE, all detected PLMNs with RSRP= —110 dBm
are reported to the UE’s NAS as high-quality PLMNs without an associated
RSRP value." PLMNs with an RSRP < —110 dBm are reported along with an
associated RSRP value. The order in which the UE searches for PLMNs (either
intra- or inter-band) is not defined but can be optimized based on information that
the UE already has such as the last frequency on which it successfully camped. In
both automatic and manual modes, the search for PLMNs can be superseded by
the NAS at any time.

When the UE is in automatic mode and multiple PLMNs are detected, the
order in which selection is performed is governed by a set of rules such that the
last registered PLMN is tried first, then the home PLMN, followed by a user-
defined and operator-defined list of PLMNSs in priority order, followed by high-

'Reference signal received power (RSRP) is an important UE physical layer measurement and is
the linear average (in watts) of the downlink cell-specific reference signals across the channel band-
width. Since the cell-specific reference signals exist only for one symbol at a time, the measure-
ment is made only on those resource elements that contain cell-specific reference signals. It is not
mandated for the UE to measure every reference signal on the relevant sub-carriers. Instead, accu-
racy requirements have to be met. There are requirements for both absolute and relative RSRP. The
absolute requirements range from =6 to * 11 dB depending on the noise level and environmental
conditions. Measuring the difference in RSRP between two cells on the same frequency (intra-fre-
quency measurement) is a more accurate operation for which the requirements vary from *2 to
+ 3 dB. The requirements are relaxed to = 6 dB when the cells are on different frequencies (inter-
frequency measurement).

Knowledge of absolute RSRP provides the UE with essential information about the strength of
cells from which path loss can be calculated and used in the algorithms for determining the opti-
mum power settings for operating the network. Reference signal received power is used both in
idle and connected modes. The relative RSRP is used as a parameter in multi-cell scenarios [34].

Although RSRP is an important measure, on its own it gives no indication of signal quality.
The reference signal received quality (RSRQ) provides this measure and is defined as the ratio of
RSRP to the E-UTRA carrier received signal strength indicator (RSSI). The RSSI parameter repre-
sents the entire received power including the desired signal power from the serving cell as well as
all co-channel power and other sources of noise. Measuring RSRQ becomes particularly important
near the cell-edge when decisions need to be made, regardless of absolute RSRP, to perform a
handover to another cell. Reference signal received quality is used only during connected states.
Intra- and inter-frequency absolute RSRQ accuracy varies from *2.5 to =4 dB, which is similar
to the inter-frequency relative RSRQ accuracy of =3 to *4 dB [34].

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 172 of 1122



4.2 UE initialization procedure (cell search and cell selection)

quality PLMNs in random order, followed by other PLMNs in order of decreas-
ing RSRP are tried. If a UE is camped on a PLMN that is not the highest prior-
ity, it will periodically search for higher priority PLMNs and report the results
to the UE’s NAS. The interval between searches is stored on the USIM and set
by the service provider to be between 6 min and 8 hour, in increments of 6 min
[33].

Cell search is a process through which the UE acquires the RF carrier fre-
quency, cyclic prefix length (or OFDM symbol timing), subframe and frame
timing, and the physical cell identifier. The E-UTRA uses a hierarchical cell
search mechanism which is conducted by acquiring the primary synchronization
signals followed by acquiring the secondary synchronization signals. In order to
support cell search over scalable transmission bandwidth, E-UTRA requires the
UEs to support a minimum bandwidth of 20 MHz in the downlink. The cells in
E-UTRA are classified as follows [5]:

* Serving cell: The cell on which the UE is currently camped.

e Suitable cell: A cell that the UE may camp on to obtain normal service, which
is a cell whose measured cell attributes satisfy the cell selection criteria; the
cell is either part of the selected PLMN, registered or an equivalent PLMN;
the cell is not barred or reserved, and the cell is not part of a tracking area that
is in the list of forbidden tracking areas for roaming. If more than one PLMN
ID is broadcast in the cell, the cell is considered to be part of all tracking
areas with tracking area identities (TAIs) constructed from the PLMN IDs and
the TAC broadcast in the cell.

e Acceptable cell: A cell whose measured cell attributes satisfy the cell
selection criteria and is not barred. The UE may camp on this cell to obtain
limited service to originate emergency calls and receive earthquake and
tsunami warning system (ETWS) notifications.

* Barred cell: A cell that the UE is not allowed to camp on.

* Restricted cell: A cell on which camping is allowed, but access attempts are
disallowed for UEs whose access classes are indicated as barred.

* Reserved cell: A cell on which camping is not allowed, except for particular
UESs, if that is indicated in the system information.

* Closed-subscriber group (CSG) cell: A CSG cell is accessible by the members
of the CSG for that CSG ID. A cell in which only members of the CSG can
obtain normal service. Depending on local regulation, the CSG cell can
provide emergency bearer services also to subscribers who are not members of
the CSG [3].

Following successful completion of the cell search, the UE acquires PBCH
and obtains the MIB, which carries the overall downlink transmission bandwidth,
PHICH configuration, and the system frame number (SFN). The UE then decodes
PDCCH in order to locate the PDSCH resources carrying SIBs which are com-
mon radio resource and mobility configurations for all UEs in the cell (see
Figure 4.2).
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160 CHAPTER 4 System Operation and UE States

Synchronization signals are transmitted in every radio frame. The synchroni-
zation signals are used for time and frequency synchronization during initializa-
tion. As part of the system acquisition process, the UE synchronizes to OFDM
symbol, slot, subframe, half-frame, and radio frame (in that order) using syn-
chronization signals. Two synchronization signals are defined for system acqui-
sition in E-UTRA: (1) Primary synchronization signal is used to obtain slot,
subframe, and half-frame boundary. It also provides cell ID within the cell ID
group. (2) Secondary synchronization signal is used to obtain the radio frame
boundary. It also enables the UE to determine the cell ID group, which may
range from O to 167. The synchronization signals are transmitted in the Oth and
5th subframes of every radio frame. In the frequency domain, the synchroniza-
tion signals occupy the center 1.08 MHz (equivalent to six resource blocks) of
the radio channel.

In the time domain, primary and secondary synchronization signals are trans-
mitted in the Oth and 10th slot (Ist slot within Oth and 5th subframe) of every
radio frame. Within these slots, the primary and secondary synchronization sig-
nals are transmitted in the last two symbols. The primary synchronization signal
is transmitted in the last symbol of Oth and 10th slot. The secondary synchroniza-
tion signal is transmitted in one before the last symbol of Oth and 10th slot. The
PCBH is mapped to the first four symbols in the 1st slot of the frame (just after
primary and secondary synchronization signals). In the frequency domain, the
center 1.08 MHz of the radio channel is reserved for primary and secondary syn-
chronization signals. This is equivalent to 6 resource blocks or 72 subcarriers.
However, the primary and secondary synchronization signals only require 62 sub-
carriers around the DC subcarrier. The remaining subcarriers (10 subcarriers) in
these resource blocks are not used for transmission. They provide a guard band
between primary and secondary synchronization signal transmission and other
data transmissions. There are 504 unique physical-layer cell IDs. The physical-
layer cell IDs are divided into 168 unique physical-layer cell ID groups, each
group contains three unique IDs. The grouping is done such that each physical-
layer cell ID is part of one and only one physical-layer cell ID group. A physical-
layer cell ID N§! = 3N1(113) + Nl([z)) is thus uniquely defined by a number Nl([l)) in the
range of 0—167, representing the physical-layer cell ID group, and a number NI%)
in the range of 0—2, denoting the physical-layer ID within the physical-layer cell
ID group [20—22,33].

The essential system information which allows the other channels in the cell
to be configured and operated is carried by PBCH. Therefore, the reliability and
coverage of PBCH is crucial to the successful operation of E-UTRA systems. The
SI is divided into two categories: (1) the MIB, which consists of a limited number
of the most frequently transmitted parameters essential for initial access to the
cell which is carried in PBCH; and (2) the other SIBs which are multiplexed with
unicast data and are transmitted in PDSCH.

The detectability of the PCBH without UE’s prior knowledge of the system
bandwidth is achieved by mapping PBCH to the center of the band using 72
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4.2 UE initialization procedure (cell search and cell selection)

subcarriers, which corresponds to the minimum system bandwidth of six resource
blocks, regardless of the actual system bandwidth. The UE will have to identify
the system center frequency from the synchronization signals. Minimizing the
impact on total overhead is achieved by deliberately keeping the amount of infor-
mation carried by PBCH to a minimum, since achieving stringent coverage
requirements for a large quantity of data would result in a high system overhead.
The size of MIB is 24 bits and is transmitted every 40 ms. In order to achieve
reliable reception, time diversity, forward error correction, and antenna diversity
mechanisms are used to transmit PBCH. Time diversity is introduced by spread-
ing the transmission of PBCH over a period of 40 ms with three retransmissions
at 10 ms intervals. This significantly reduces the likelihood of missing/misdetec-
tion of MIB due to multipath fading, interference, and noise in the radio channel,
even when the mobile terminal is moving at high speeds.

The forward error correction coding for PBCH utilizes a tail-biting convolu-
tional coder, considering that the number of information bits to be encoded is
small and turbo codes are typically not suitable for small payloads. The basic
code rate is 1/3, after which a high repetition factor is applied to the systematic
and parity bits such that each MIB is coded at a very low code rate (1/48 over a
40 ms period) to provide strong error protection. Antenna diversity may be uti-
lized at both the eNB and the UE. The UE performance requirements specified
for E-UTRA assume that all UEs can achieve a level of decoding performance
proportional to dual-antenna receive diversity although it is understood that in
low-frequency deployments, e.g., below 1 GHz, the advantage obtained from
receive diversity is reduced due to the correspondingly higher correlation between
the antennas. This enables wider or more reliable cell coverage to be achieved
with fewer cell sites.

Transmit antenna diversity may also be employed at the eNB to further
improve coverage. Depending on eNB implementation, it may transmit PBCH
with two or four transmit antennas using space-frequency block codes (SFBC).
The set of resource elements designated to PBCH transmission is independent of
the number of transmit antennas at the eNB, thereby any resource elements which
may be used for cell-specific reference signals transmission are avoided by
PBCH, irrespective of the actual number of transmit antenna ports used by the
eNB. The number of transmit-antennas used by the eNB is blindly detected by
the UE by decoding each SFBC scheme corresponding to different number of
transmit antennas (i.e., one, two, or four). The detection of the number of transmit
antennas is further facilitated by masking the cyclic redundancy check (CRC) bits
of each MIB with a unique masking sequence representing the number of transmit
antenna ports.

Achieving low latency and minimal impact on UE power consumption are
assisted through use of a low code rate with repetition, wherein the set of coded
bits are divided into four subsets, each of which is self-decodable. Each subset
of the coded bits is transmitted in a different radio frame during the 40 ms
transmission period. This means that if the SINR is sufficiently high to allow

161

Petitioners' Exhibit 1021
Nokia of America Corp., et al. v. KT Corporation, et al.

Case No. IPR2025-00036; U.S. Patent

No. 11,627,631

Page 175 of 1122



162 CHAPTER 4 System Operation and UE States

the UE to successfully decode the MIB in less than four radio frames, then the
UE does not need to receive the other parts of the PBCH transmission in the
remainder of the 40 ms period. On the other hand, if the SINR is low, the UE
can take advantage of soft-combing of other parts of the MIB transmission until
the MIB is successfully decoded. The UE does not know in advance the timing
of the 40 ms transmission interval for each MIB on PBCH; therefore, this infor-
mation is determined implicitly from the scrambling and bit positions, which
are reinitialized every 40 ms. The UE can initially determine the 40 ms timing
by performing four separate decodings of the PBCH using each of the four pos-
sible phases of the PBCH scrambling code and checking the CRC for each
decoding.

When a UE initially attempts to select a cell by acquiring PBCH, different
approaches may be taken to perform the necessary blind decoding. A simple
approach is to perform the decoding using a soft combing of the PBCH instances
over four radio frames, advancing a 40 ms sliding window one radio frame at a
time until the sliding window aligns with the 40 ms period of the PBCH and the
decoding succeeds. However, this would result in a 40—70 ms delay before the
PBCH can be decoded. A faster approach would be to attempt to decode
the PBCH from the first radio frame, which should be possible provided that the
SINR is sufficiently high. If the decoding fails for all four possible scrambling
sequences, the PBCH from the first frame could be soft-combined with the next
PBCH instances. It is evident that the latter approach may be much faster at the
expense of slightly more complexity.

We learned so far that initial frequency and timing acquisition are based on
the synchronization signals (Figure 4.3). A minimum bandwidth of 1.08 MHz (six
resource blocks) is used for the synchronization and broadcast channels irrespec-
tive of the actual system bandwidth. The UE acquires a coarse frequency synchro-
nization; OFDM symbol, slot, and subframe timing; and the index to a cell in the
cell ID group through successful detection and processing of the primary synchro-
nization signals. The UE further acquires the half-frame timing; radio frame tim-
ing; cell ID group; and FDD/TDD mode information via the secondary
synchronization signals. Note that there is no eNB antenna configuration informa-
tion on the secondary synchronization signals. The eNB antenna configuration is
conveyed in PBCH by applying different CRC masks. The cell search procedure
is complete when PBCH CRC check passes.

In E-UTRA, the MIB, SIB1, and SIB2 broadcast messages are transmitted for
any cell in the network in such a way that the location (subframe) where the SIB
is transmitted should not be the same subframe where another SIB is transmitted.
As shown in Figure 4.4, the SIB scheduling follows these principles: (1) MIB is
transmitted at fixed cycles every four frames starting from SFN 0; (2) SIBI is
also transmitted at fixed cycles every eight frames starting from SFN 0; (3) all
other SIBs are transmitted at the cycles between 80 and 5120 ms that are speci-
fied by SIB scheduling information elements in SIB1. The SIBI uses a fixed
schedule with a periodicity of 80 ms with retransmissions within 80 ms intervals.
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bandwidth selection
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SIB 1 information acquisition

Select another
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Does PLMN ID match?

Is cell barred?

SIB 2 information acquisition

v

Initial access procedure

FIGURE 4.3
Cell selection summary [20—22,33].

The first transmission of SIB1 is scheduled in the 5th subframe of radio frames
for which SFN mod8 =0 and retransmissions are scheduled in the 5th subframe
of all other radio frames for which SFN mod2 = 0. This means that even though
SIB1 periodicity is 80 ms, different redundancy versions of the SIB1 are transmit-
ted every 20 ms. It means that at layer-3 level, the SIB1 is transmitted every
80 ms, but at layer-1 level, it is seen every 20 ms [9].

The transmission periods for other SIBs are determined by the
schedulingInfoList information element in SIB1 as shown in the following example.
In this example, SIB2 and SIB3 are transmitted every 160 and 320 ms, respectively:

+ -schedulingInfolist:: = SEQUENCE OF SIZE(1..maxSI-Message[32]) [2]
| +-SchedulingInfo:: = SEQUENCE

|| +-si-Periodicity:: = ENUMERATED [rfl6]

|| +-sib-MappingInfo::= SEQUENCE OF SIZE(0..maxSIB-1[311) [0]

| +-SchedulingInfo::= SEQUENCE
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| +-si-Periodicity::= ENUMERATED [rf32]

| +-sib-MappingInfo:: = SEQUENCE OF SIZE(O..maxSIB-1[31])[1]
| +-SIB-Type:: = ENUMERATED [sibType3]

+ -tdd-Config:: = SEQUENCE OPTIONAL:Omit
+-si-WindowlLength:: = ENUMERATED [Ms20]

You would also note that the sib-Mappinginfo information element in the
first node is not specified, but the first entity of schedulinglnfoList should always
be for SIB2 as specified in 3GPP TS 36.331 [9]. There is no mapping informa-
tion of SIB2 since it is always present in the first SI message listed in
schedulinglInfoList list.

Understanding the overall transmission cycle and location of SIBs is related to
interpretation of the si-WindowLength parameter, which specifies that the corre-
sponding SIB should be transmitted somewhere within the window length starting
at the SFN specified by si-Periodicity. However, this parameter does not specify the
exact subframe number for the SIB transmission. The subframe for a specific SIB
transmission is determined by an algorithm defined in 3GPP TS 36.331 [9], and
described in the following. When acquiring an SI message, the UE is required
to determine the start of the SI-window for the corresponding SI message by calcu-
lating the entry number n which corresponds to the order of entry in the list of SI
messages configured by the schedulinglnfoList in SIB1. It then calculates the
integer-valued number x = (n — 1)w, where w is given by si-WindowLength. The
SI-window starts at subframe number x modl0 in the radio frame for which
SEN mod Tsp = Lx/ IOJ , where Tgp is given by si-Periodicity of the corresponding
SI message. Note that E-UTRAN should configure an SI-window of 1 ms only if
all SIs are scheduled before the 5th subframe in radio frames for which
SFN mod2 = 0. Therefore, the UE must decode the downlink shared channel using
the SI-RNTI from the start of the SI-window and continue until the end of the
SI-window whose absolute length in time is given by si-WindowLength, or until the
SI message was correctly received, with the exception of the following subframes:
(1) the 5th subframe in radio frames for which SFN mod2 = 0; (2) any MBSFN
subframes; and (3) any uplink subframes in TDD. If the SI message was not
received by the end of the SI-window, the UE repeats this process at the next
SI-window occasion for the corresponding SI message [9,21,32].

The UE uses one of the following two cell selection procedures [5]:

1. Initial cell selection: This procedure requires no prior knowledge of E-UTRA RF
carriers. The UE scans all RF channels in the E-UTRA bands according to its
capabilities to find a suitable cell. On each carrier frequency, the UE needs only
to search for the strongest cell. Once a suitable cell is found, that cell is selected.

2. Stored information cell selection: This procedure requires stored information
of carrier frequencies and also information on cell parameters from previously
received measurement control information elements or from previously
detected cells. Once a suitable cell is found, the UE selects that cell. If no
suitable cell is found, the initial cell selection procedure is enacted.
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The SIB1 specifies the criteria for determining whether a cell is suitable for
selection [9]. A cell is considered suitable when Sijey >0 & Squai >0 where for
LTE, Sixev denotes the cell selection receive level value in dB and Squy is the cell
selection quality value in dB. The detailed cell selection and reselection criteria
are described in Chapter 5. In practice, a UE receives signals from several cells
belonging to different network operators. The UE only knows, after reading the
SIB1 content (PLMN ID), if this cell belongs to the operator’s network to which
it is subscribed. Therefore, the UE will initially look for the strongest cell per car-
rier, then for the PLMN ID by decoding the SIB1 content to decide whether that
is a suitable network. It will then compute the Siey >0 & Squa > 0 criterion and
decide whether the cell is suitable.

As an example, assume that the UE belongs to network operator A and there
are two other operators which are operating LTE networks but at different fre-
quencies. The UE receives signals of all base stations but at different power
levels. Based on the above definition, the UE will select the strongest cell that
may belong to network operator C; however, it will reject the cell after decoding
the SIB1 content and observing that the PLMN ID saved on the USIM card does
not match to that of the cell. The UE will now proceed to the next strongest sig-
nal, which may belong to network operator B, and when the PLMN ID does not
correspond to the UE’s stored information, it will continue with the cell belonging
to network operator A. Once the PLMN ID matches and PLMN is selected, the
UE will continue to use the information in SIB1 and SIB2 to evaluate the cell
selection criteria based on signals received from eNBs belonging to network A. If
the parameters transferred and belonging to eNB; do not fulfill
Sexiey >0 & Squa >0 criterion, the UE will continue with demodulating and
decoding the information provided by eNB, and if the Siyjey >0 & Squa > 0 crite-
rion is fulfilled, the UE will camp on this cell (see Figure 4.3).

EPS connection and mobility management

The states of a UE with respect to mobility and connection establishment are
described by the following NAS states: the EPS mobility management (EMM)
state (EMM-DEREGISTERED or EMM-REGISTERED) reflects whether the UE
is registered at the MME and the EPS connection management (ECM) state
(ECM-IDLE or ECM-CONNECTED) reflects the connectivity of the UE with the
EPC. The AS and NAS states and state transitions are illustrated in Figure 4.5.
The transition from ECM-IDLE to ECM-CONNECTED not only involves estab-
lishment of the RRC connection, but also includes establishment of S1 connec-
tion. The RRC connection establishment is initiated by the NAS and is completed
prior to S1 connection establishment, which means that connectivity in
RRC_CONNECTED is initially limited to the exchange of control information
between the UE and eNB. The UEs are typically moved to ECM-CONNECTED
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Network attach accept

EMM-DEREGISTERED Detach or tracking area EMM-REGISTERED
update reject

RRC and S1 connection
established

ECM-IDLE RRC and S1 connection ECM-CONNECTED
released

RRC connection
establishment

RRC_IDLE RRC connection release RRC_CONNECTED

FIGURE 4.5
AS and NAS states and state transition [21].

when becoming active. It should be noted that in LTE, the transition from ECM-
IDLE to ECM-CONNECTED is performed within 100 ms and the UEs engaged
in intermittent data transfer do not need to stay in ECM-CONNECTED, if the
ongoing services can tolerate such transfer delays. RRC connection release is ini-
tiated by the eNB following release of the S1 connection between the eNB and
the core network [20].

EPS mobility management

The EMM states describe the mobility management states that result from the
mobility management procedures, e.g., attach and tracking area update proce-
dures. The EMM has two states: EMM-REGISTERED and EMM-
DEREGISTERED as shown in Figure 4.5. In EMM-DEREGISTERED state, the
EMM context does not have any valid location or routing information for the UE.
Since the location of the UE is not known, the UE is not reachable by the MME.
In order to avoid performing an authentication and key agreement (AKA)” secu-
rity procedure in every network attach attempt by the UE, the MME and the UE
may store some UE context in this state. The MME may perform an implicit
detach any time after the implicit detach timer expires. The state is changed to
EMM-DEREGISTERED in the MME after performing the implicit detach. If all
bearers belonging to a UE are released (e.g., after a handover from E-UTRAN to

2AKA is a mechanism which performs authentication and session key distribution in UMTS net-
works. AKA is a challenge-response based mechanism that uses symmetric cryptography. AKA is
typically run in a UMTS IP multimedia services identity module (ISIM), which resides on a smart
card device that also provides tamper resistant storage of shared secrets. AKA is defined in IETF
RFC 3310.
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non-3GPP access [11]), the MME changes the mobility management state of the
UE to EMM-DEREGISTERED. This ensures that the UE performs a tracking
area update when it reselects E-UTRAN [4].

In EMM-REGISTERED state, the UE has registered with the MME following
an attach procedure. When the UE transitions to this state, a UE context and a
default EPS bearer have been established and the UE can receive services that
require registration with the EPC. The location of the UE is known by the MME
at the tracking area level. In the EMM-REGISTERED state, an idle UE is required
to perform a tracking area update with the network. The detach procedure or a
tracking area update reject changes the EMM state from EMM-REGISTERED to
EMM-DEREGISTERED. In the EMM-REGISTERED state, the UE always has at
least one active PDN connection (IP connection) and EPS security context [4].

In general, the ECM and EMM states are independent of each other. Transition
from EMM-REGISTERED to EMM-DEREGISTERED can occur regardless of the
ECM state, e.g., by explicit detach signaling in ECM-CONNECTED or by implicit
detach locally in the MME during ECM-IDLE. However, there are some dependen-
cies between the two states, e.g., to transition from EMM-DEREGISTERED to
EMM-REGISTERED the UE has to be in the ECM-CONNECTED state [20].

EPS connection management

The ECM states describe the signaling connectivity between the UE and the EPC.
In EMM-REGISTERED state, there are two EPS connection states as follows:
ECM-IDLE and ECM-CONNECTED as shown in Figure 4.5. In ECM-IDLE, a
UE performs cell selection or reselection. There is no NAS signaling connection
between the UE and the network. The UE does not have a context in the
E-UTRAN and has no SI-MME and S1-U connection with the network. In
EMM-REGISTERED and ECM-IDLE state, the UE performs a tracking area
update, if the current TA is not in the list of TAs that the UE has received from
the network in order to maintain the registration and enable the MME to page the
UE. It performs a periodic tracking area update procedure to notify the EPC that
the UE is available. The UE performs a tracking area update, if the RRC connec-
tion was released with release cause “load balancing TAU required” or performs
a tracking area update if there are any changes in the UE’s core network capabil-
ity information or the UE-specific DRX parameters. The UE performs a tracking
area update when it manually selects a CSG femto-cell, and the CSG ID” of that
cell is absent from both the UE’s allowed CSG list and the UE’s operator CSG
list. The UE answers to paging from the MME by performing a service request
procedure and performs the service request procedure in order to establish the
radio bearers when uplink user data is available for transmission.

*A CSG ID is a unique identifier within the scope of one PLMN defined in 3GPP TS 23.003 [1]
which identifies a CSG in the PLMN associated with a cell or group of cells to which access is
restricted to members of the CSG.
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The UE and the MME enter the ECM-CONNECTED state when the signaling
connection is established between the UE and the MME. Initial NAS messages
that initiate a transition from ECM-IDLE to ECM-CONNECTED state are Attach
Request, Tracking Area Update Request, Service Request, or Detach Request.
When the UE is in ECM IDLE state, the UE and the network may be unsynchro-
nized, i.e., the UE and the network may have different sets of established EPS
bearers. When the UE and the MME transition to the ECM-CONNECTED state,
the set of EPS bearers are synchronized between the UE and the network.

When signaling connection is established between the UE and the network, the
UE and the MME make transition to the ECM-CONNECTED state. In the ECM-
CONNECTED state, the UE location is known in MME at cell level. The UE can
perform handover and tracking area update procedures. The UE has a signaling con-
nection with the MME. A service request upon availability of uplink data or paging
message upon availability of downlink data change the UE state from ECM-IDLE to
ECM-CONNECTED. The UE-assisted measurements are required for handover, cell
selection, and reselection. The signaling connection is made up of two parts: an RRC
connection and an S1-MME connection. The UE transitions to the ECM-IDLE state
when its signaling connection to the MME has been released or broken. This release
or failure is explicitly indicated by the eNB to the UE or detected by the UE. The S1
release procedure changes the state at both UE and MME from ECM-CONNECTED
to ECM-IDLE. The UE may not receive the indication for the S1 release due to radio
link error or out of coverage causes. In this case, there can be temporary mismatch
between the ECM state in the UE and the ECM state in the MME [4.,5].

UE states

During normal operation, an LTE UE can be in one of the two (steady-state)
RRC states: RRC_IDLE and RRC_CONNECTED, as shown in Figure 4.6. The
emphasis on the steady-state descriptor is due to the fact that when a UE is pow-
ered on or upon radio link failure, it goes to a transient state with no attachment
to a PLMN or a cell, thus with no connection to the network. The UE starts scan-
ning and selecting a PLMN and then proceeds to camp on a cell (cell selection/
reselection) through downlink synchronization and system information acquisi-
tion. In this case, the UE has virtually moved to the RRC_IDLE state since it still
has no RRC connection, and thus performs uplink synchronization and RRC con-
nection setup procedures. In RRC_IDLE, the UE monitors a paging channel and/
or SIBI content to detect system information change and other system notifica-
tions. The UE further monitors control channels associated with the shared data
channel to determine whether data is scheduled for it. The RRC_CONNECTED
is a state where the UE transmits or receives unicast control/data in the uplink or
downlink and may be configured with a customized DRX pattern. The UE moni-
tors control channels associated with the shared data channel to determine if data
is scheduled for it, provides channel quality and feedback information, performs
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FIGURE 4.6
E-UTRA UE states and state transitions [20—22,32].

neighboring cell measurements and measurement reporting, and acquires the sys-
tem information. One or multiple IP addresses are assigned to the UE as well as a
temporary identifier called C-RNTI that is used for signaling purposes between
the UE and the network.

Prior to transition to RRC steady-states, the UE uses the information stored on
its USIM and the local memory for system selection and camping. Upon initial
power-up, the UE uses the above static information to initiate system selection. In a
practical scenario, the IMSI on the USIM may be used to determine the home
PLMN code and may serve as the basis for PLMN selection. The USIM may have
optionally an equivalent home PLMN list and priorities among them to determine
the PLMN selection. The USIM may also provide the allowed RAT for each PLMN
where there can be multiple RATs for a given PLMN. The UE considers the sup-
ported RAT and frequency band to trigger system selection. The system selection
procedures are divided between NAS and AS. Over the air, signaling support pro-
vided by the AS assists NAS in camping on a PLMN. The selected PLMN is known
as the registered PLMN and is stored on the USIM for future system selections.

The idle mode procedures depend on the UE’s camping status. As shown in
Figure 4.6, there are two idle states that a UE may transition to: (1) Idle with
EMM-DEREGISTERED; and (2) Idle with EMM-REGISTERED. When the UE is
in the Idle EMM-DEREGISTERED state, no suitable cell on any PLMN or RAT
has been selected; therefore, this state triggers the cell search procedure in order to
detect a cell that is suitable to camp on. When the UE is in the Idle EMM-
REGISTERED state, it has acquired a suitable cell belonging to a non-barred/
unrestricted PLMN. While in this state, the UE performs cell reselection on the
selected PLMN; searches for high-priority PLMNs and a suitable cell, if another
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UE power on Idle UE Active UE
UE ”e'wosrg {Esg's"am" EMM-DEREGISTERED| | | EMM-REGISTERED | : | EMM-REGISTERED
UE EPS connection status ECM-IDLE ECM-IDLE ECM-CONNECTED
UE RRC connection Status RRC_IDLE RRC_IDLE RRC_CONNECTED
UE location Unknown glackngaiealist eNB level
level
H Cell reselection/ H
UE mobility status PLMN/cell selection tracking area Handover
update
No data No data Downlink/uplink
UE data exchange — : o : C
transmission H transmission H data transmission

FIGURE 4.7
Summary of the UE and EPS states and the UE status in each state.

PLMN is selected by NAS; monitors paging messages; updates SI; initiates access
procedures to transition to connected mode; and performs location update.

In the state diagram shown in Figure 4.6, the connected state refers to the EMM-
REGISTERED + ECM-CONNECTED + RRC_CONNECTED state, the idle/
EMM-REGISTERED refers to the EMM-REGISTERED + ECM-IDLE + RRC_
IDLE state, and the idle/EMM-DEREGISTERED refers to the EMM-
DEREGISTERED + ECM-IDLE + RRC_IDLE state. It must be noted that the Idle/
EMM-DEREGISTERED state is a transient state, whereas the Idle/EMM-
REGISTERED and connected states are steady-state states. Figure 4.7 provides a
more thorough perspective into UE status in each of the UE and EPS states. As
shown in the figure, when the UE is powered on, it must find a suitable PLMN, select
a cell and register with the network. An idle UE might have just terminated its data
exchange with the network, releasing RRC and ECM signaling connections. An
active UE has attached to the EPS core network and established a default EPS bearer.
In this state, the UE is EMM-REGISTERED + ECM-CONNECTED + RRC_
CONNECTED, and a UE context is created and stored in the UE, eNB, and MME.
In addition, the figure also shows the mobility and location status and information in
each state of the UE and EPS mobility and connection management.

Idle mode procedures

The idle mode procedures can be divided into four main tasks, namely PLMN
selection; cell selection and reselection; location registration; and support for
manual femto-CSG selection. The relationship between these processes is
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illustrated in Figure 4.8. A UE supporting CSG selection selects a CSG femto-
cell either automatically based on the list of allowed CSG IDs, or manually based
on user selection of CSG within the list of available CSGs.

When a UE is switched on, a PLMN is selected by NAS, where associated
RAT(s) may be set for the selected PLMN. The NAS provides a list of equivalent
PLMNs (if any) that the AS may use for cell selection and cell reselection.
During cell selection, the UE searches for a suitable cell belonging to the selected
PLMN and selects a suitable cell to gain network access. This process is known
as camping. The UE must then proceed with registration with the network by
means of a NAS registration procedure in the tracking area of the chosen cell,
and as the outcome of a successful location registration, the selected PLMN
becomes the registered PLMN. If the UE finds a more suitable cell, according to
the cell reselection criteria, it reselects that cell and camps on it. If the new cell
does not belong to at least one tracking area to which the UE is registered, loca-
tion registration is repeated. The UE searches for higher priority PLMNs at regu-
lar time intervals and searches for a suitable cell if another PLMN has been
selected by NAS. Camping on a cell is necessary in order to gain access to net-
work services. Three levels of services may be provisioned for a UE: (1) limited
service (emergency calls, ETWS, and commercial mobile alert service (CMAS)
on an acceptable cell); (2) normal service (for public use on a suitable cell); and
(3) operator service (for operators only on a reserved cell) [5].

The search for available femto-CSGs may be triggered by the UE’s NAS to
support manual femto-CSG selection. If the UE experiences loss of coverage in

Manual mode - — — | )
Indication to PLMN selection 4= — — - Automatic mode
user ] , Y
Y -
Agﬁ',lj‘:\",'e Available
° PLMNs and
>
PLMN selected Suppon;z:en;taig:ai cse CSG IDs to NAS
(optiohal CSG D) 4= —— - NAS control
v ¢ CSG Selected
Cell selection/ 4= — — - NAS control
reselection - — — - Radio measurements
Registration MBM_S .fr_equ.enCy
area changes prioritization
A 4
Service — — » Location registration
request

FIGURE 4.8

Overview of idle mode procedures [5].
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4.4 UE states

the registered PLMN, either a new PLMN is selected automatically in automatic
mode or an indication of which PLMNs are available is given to the user, so that
a manual selection can be made. The purpose of camping on a cell in the idle
mode is to enable the UE to receive SI from the network. Furthermore, if the net-
work receives a call or downlink data for a registered UE, it knows the set of
tracking areas in which the UE is camped, thus it can then send a paging message
for the UE on the control channels of all cells in the set of tracking areas to which
the UE is associated. The UE will then receive the paging message because it is
tuned to the control channel of a cell in one of the registered tracking areas and
the UE can respond on that control channel. It further enables the UE to receive
MBMS services while in the idle mode. The tracking area update procedure and
signaling is depicted in Figure 4.9. The process starts with RRC connection estab-
lishment and is followed by the UE’s request for tracking area update,

UE Network
RRC connection request ———

<¢——— RRC connection setup
RRC connection setup complete
EMM: Tracking area update request

_ _ Downlink information transfer
(EMM: Authentication request)

Uplink information transfer _
(EMM: Authentication response)

_ Downlink information transfer
(EMM: Security mode command)

Uplink information transfer o
(EMM: Security mode complete)

<——— Security mode command

Security mode complete ————

Downlink information transfer

y (EMM: Tracking area update accept)

Uplink information transfer
(EMM: Tracking area update complete)

q—— RRC connection release

FIGURE 4.9

Tracking area update procedure and signaling [5,25].
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authentication and security commands, and finally release of the RRC connection
upon successful update of tracking area information. If the UE is unable to find a
suitable cell to camp on, or if the location registration fails, it attempts to camp
on any cell irrespective of the PLMN ID to receive limited services.

The procedures performed by the UE while in the idle mode, as shown in
Figure 4.8, are divided into AS and NAS functions. Table 4.1 provides the func-
tional division between the UE’s NAS and AS functions in the idle mode.

4.4.1.1 Tracking area update

After the UE successfully attaches to the network, the UE can move around in the
assigned tracking area. If it detects a different tracking area, it needs to inform the
network of the new tracking area. Similarly, the network can request the UE to
update its tracking area periodically, which helps the network to locate the UE faster
whenever a mobile-terminated call is received by the network for the UE since it can
just page the UE in the last reported tracking area. During the tracking area update
procedure, the MME may initiate an authentication procedure and set up a security
context. The tracking area update procedure and signaling is illustrated in Figure 4.9.

4.4.1.2 Paging

The paging procedure is used by the network to request establishment of NAS
signaling connection to the UE. If there is an IP packet that arrives for a UE from
an external network to the P-GW and there is no existing dedicated bearer for the
UE, it will forward the IP packet to the S-GW on the default bearer. Once the
packet has reached the S-GW on the default bearer, the S-GW detects the need to
create a dedicated bearer and sends the Downlink Data Notification message to
the MME in order to page the UE and to create the dedicated bearers. At this
time, the MME has to ensure that the UE establishes an RRC connection, so the
MME sends a Paging Request message to all eNBs associated with the last
known tracking area in which the UE was located [25].

In other words, when there is a need to deliver downlink data to an ECM-
IDLE UE, the MME sends a paging message to all eNBs in its current tracking
area, and the eNBs page the UE over the radio interface. Upon receipt of a paging
message, the UE performs a service request procedure, which results in transition
to ECM-CONNECTED state. The UE-related information is thereby created in
the E-UTRAN, and the radio bearers are reestablished. The MME is responsible
for reestablishment of the radio bearers and updating the UE context in the eNB.
To accelerate the idle-to-active transition and bearer establishment, EPS supports
concatenation of the NAS and AS procedures for bearer activation. Some relation-
ship between the NAS and AS protocols is employed to allow procedures to run
simultaneously rather than sequentially. For example, the bearer establishment
procedure can be executed by the network without waiting for the completion of
the security procedure. The security functions are the responsibility of the MME
for both signaling and user data. When a UE attaches to the network, a mutual
authentication of the UE and the network is performed between the UE and the
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Table 4.1 AS and NAS Functions in Idle Mode [5]

Idle Mode Task
PLMN selection

Cell selection

Cell reselection

UE’s NAS Functions

Maintain a list of PLMNs in
priority order

Select a PLMN using automatic/
manual mode and request AS to
select a cell belonging to this
PLMN

Evaluate reports of available
PLMNs from AS for PLMN
selection

Maintain a list of equivalent
PLMN IDs

Control cell selection by
indicating RATs associated with
the selected PLMN to be used
initially in the search of a cell in
the cell selection process

NAS maintains lists of forbidden
registration areas and a list of
CSG IDs and their associated
PLMN ID on which the UE is
allowed (CSG whitelist) and
provides these lists to AS

Control cell reselection by, for
example, maintaining lists of
forbidden registration areas
Maintain a list of equivalent PLMN
IDs and provide the list to AS
Maintain a list of forbidden
registration areas and provide
the list to AS

Maintain a list of CSG IDs and
their associated PLMN ID on
which the UE is allowed (CSG
whitelist) to camp and provide
the list to AS

UE’s AS Functions

Search for available PLMNs
Search in this set of RAT(s) and
other RAT(s) under the selected
PLMN

Perform measurements for
PLMN selection

Synchronize to a broadcast
channel to identify scanned
PLMNs

Report available PLMNs with
associated RATs to UE’s NAS
upon request from NAS or
autonomously

Perform measurements for cell
selection

Detect and synchronize to a
broadcast channel

Receive and process broadcast
information

Forward NAS system
information to UE’s NAS
Search for a suitable cell. The
cells broadcast one or more
PLMN IDs in their system
information

If associated RATs are set for
the selected PLMN, perform the
search among these RATs and
other RATs for that PLMN

The cell is camped on when it is
found

Perform measurements to
support cell reselection

Detect and synchronize to a
broadcast channel

Receive and process broadcast
information and forward NAS
system information to UE’s NAS
Change cell when a more
suitable cell is found

(Continued)

Petitioners' Exhibit 1021
Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631

Page 189 of 1122



176 CHAPTER 4 System Operation and UE States

Idle Mode Task

Location
registration

Support for
manual femto-
CSG selection

Table 4.1 (Continued)

UE’s NAS Functions

Register the UE as active after
power on

Register the UE’s presence in a
registration area, for instance
regularly or when entering a new
tracking area

Maintain lists of forbidden
registration areas

Deregister UE when shutting
down

Provide request to search for
available femto-CSGs

Evaluate reports of available
femto-CSGs from AS for CSG
selection

Select a femto-CSG and request
AS to select a cell belonging to
this CSG

UE’s AS Functions

Report registration area
information to NAS

Search for cells with the
specified CSG ID

Read the HNB name from
BCCH on SIB9 if a cell with a
CSG ID is found

Report CSG ID of the found cell
broadcasting a CSG ID together
with the HeNB name and

PLMNs to NAS

Upon selection of a femto-CSG
by NAS, select any cell
belonging to the selected CSG
fulfiling the cell selection criteria
and not barred or reserved for
operator use

MME/HSS. This authentication function also establishes the security keys that are
used for encryption of the bearers [28]. The UE is normally paged using its
S-TMSI. The Paging Request message also contains a UE ID index value in order
for the eNB to calculate the paging occasions at which the UE will listen to pag-
ing messages (see Chapter 5 for more details).

4.4.1.3 Cell reselection

The primary purpose of cell reselection, regardless of intra-frequency,
inter-frequency, or inter-RAT nature, is to ensure that the UE camps on or con-
nects to the best cell in terms of radio condition, e.g., in terms of path loss or
RSRP metric. The UE should conduct some measurements to support this proce-
dure. A UE in RRC_IDLE state performs cell reselection. The UE measures some
attributes of the serving and neighbor cells to enable the reselection process.
There is no need to inform the UEs of neighboring cells in the serving cell system
information to enable the UEs to search and conduct measurements on neighbor
cells, i.e., E-UTRAN relies on the UE to detect the neighbor cells. For the search
and measurement of inter-frequency neighbor cells, only the carrier frequencies
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need to be indicated. Measurements may be avoided, if the serving cell attributes
fulfill particular search or measurement criteria.

Cell reselection identifies the cell that the UE may camp on. The cell reselec-
tion procedure is based on certain criteria which involve measurements of the
serving and neighbor cells. Intra-frequency cell reselection is based on ranking of
the cells, whereas inter-frequency cell reselection is based on absolute priorities
where a UE attempts to camp on the highest priority frequency available.
Absolute priorities for reselection are provided only by the registered PLMN and
are valid within the registered PLMN. These priorities are provided by the system
information and are valid for all UEs in a cell. Specific priorities per UE can be
signaled in the RRC Connection Release message. A validity time can be associ-
ated with UE-specific priorities [5].

For inter-frequency neighbor cells, it is possible to indicate layer-specific cell
reselection parameters (e.g., layer-specific offset). These parameters are common
to all neighbor cells on a frequency. A neighbor cell list can be provided by the
serving cell to assist specific cases for intra- and inter-frequency neighbor cells.
This neighbor cell list contains cell-specific cell reselection parameters (e.g., cell-
specific offset) for specific neighbor cells. Black lists can also be provided to pre-
vent the UE from reselecting specific intra- and inter-frequency neighbor cells.
Cell reselection can be speed-dependent (speed detection based on UTRAN solu-
tion). Cell reselection parameters are applicable for all UEs in a cell, but it is pos-
sible to configure specific reselection parameters per UE group or per UE. Cell
access restrictions apply similar to UTRAN, which consist of access class barring
and cell reservation (e.g., for cells “reserved for operator use”) which are applica-
ble for the UEs in RRC_IDLE mode [5,20].

4.4.1.4 Idle mode DRX

E-UTRA supports DRX in the downlink in order to reduce UE power consump-
tion during periods of inactivity. In the DRX mode, the UE monitors only
PDCCH during a predefined on-duration interval within one of two possible DRX
cycles. The UE may turn off its receiver when it does not expect to receive any
transmission in the downlink over PDCCH. The UE can transition to DRX mode
in one of the following ways: (1) implicitly based on the expiration of certain
configured timers; or (2) explicitly based on the transmission of a DRX command
in the form of a MAC control element. A UE can enter the DRX mode of opera-
tion during the active mode (DRX in RRC_CONNECTED state) as well as in the
idle mode (DRX in RRC_IDLE state). The DRX in the connected state saves UE
battery power, especially when the traffic is characterized by long periods of inac-
tivity such as web-browsing traffic. This is achieved by interleaving short periods
of active monitoring of the PDCCH with longer periods of inactivity. While in
the idle mode utilizing DRX, the UE may wake up periodically and check the
paging channel to determine whether it has any pending downlink traffic.
Generally, an active mode DRX interval is shorter than an idle mode DRX
interval.
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It is important to note that E-UTRA supports DRX operation in both idle and
connected modes. The DRX in RRC_IDLE state is used when monitoring the
paging messages during paging occasions, whereas the DRX in
RRC_CONNECTED state is used to conserve power and determines the sub-
frames during which the UE monitors PDCCH using C-RNTI, TPC-PUCCH-
RNTI, TPC-PUSCH-RNTI, SI-RNTI, or SPS C-RNTI for a possible data/control
message. When idle mode DRX is used, the UE needs to monitor only one
P-RNTI per DRX cycle.

There are a number of timers associated with the DRX mode. The DRX inactiv-
ity timer controls the number of subframes for which a UE continues to monitor the
downlink before the absence of activity triggers the UE to enter the DRX mode.
Upon entering the DRX mode, the UE monitors the downlink for a number of sub-
frames defined by the on-duration timer in every short DRX cycle or long DRX
cycle. The short DRX cycle is optional. If it is configured, the UE will follow the
short DRX cycle for a specific number of cycles controlled by the short DRX cycle
timer before switching to the long DRX cycle, if there is no activity. Other timers
prevent the UE from entering the DRX mode. These are associated with HARQ
downlink retransmissions. If the UE has received data that it was unable to decode
and this was not associated with a broadcast HARQ process, then following the expi-
ration of the HARQ round-trip-time timer, which specifies the earliest time at which
a UE can expect a retransmission, the DRX retransmission timer is started. The UE
must wait for this timer to expire and continue to monitor the downlink before it can
enter the DRX mode. In addition to the above timers, the network can order the UE
to enter the DRX mode with the DRX command MAC control element. All timers
and parameters described in this context are configured by RRC signaling.

During the DRX procedure, the UE maintains a DRX cycle that is defined as
a number of subframes. The UE monitors PDCCH for a specific number of sub-
frames in a DRX cycle. This time interval is called on-duration and can range
from 1 to 200 subframes. The UE may turn off its receiver for the rest of the
DRX cycle. The UE maintains two DRX cycles referred to as short DRX cycle
and long DRX cycle, which have different durations. The short DRX cycle is
optional and targeted for applications such as VoIP which typically require rela-
tively small transmissions of data at short but regular intervals. If configured, the
UE starts with a short DRX cycle (2—640 subframes) when it enters the DRX
mode. When the configurable short-DRX timer expires, the UE transitions into
the long DRX cycle (10—2560 subframes). The UE can transition to the DRX
mode either upon expiration of configured timers or following a DRX command
in the form of a MAC control element.

Connected mode procedures
The RRC_CONNECTED is a state where the UE transfers unicast control/data in

the uplink or downlink. The UE may be configured with an individualized DRX
or discontinuous transmission pattern, or both. The UE monitors control channels
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associated with the shared data channel to determine if data is scheduled for it,
provides channel quality and feedback information, performs neighbor cell mea-
surements and measurement reporting, and acquires the system information. One
or multiple IP addresses are assigned to the UE as well as a temporary identifier
called C-RNTI that is used for signaling purposes between the UE and the net-
work. In brief, the RRC_CONNECTED state is characterized as follows:

¢ UE is known in EPC and E-UTRAN/eNB, i.e., UE context is stored in eNB.
* UE location is known at cell level.

¢ Unicast data transfer with UE is possible.

* Short/long DRX cycles are supported for power saving.

* Mobility is controlled by the network.

In RRC_CONNECTED state, the network controls UE mobility, i.e., the net-
work decides when the UE must move to another cell, which may be on another
frequency or RAT. For network-controlled mobility in RRC_CONNECTED state,
handover is the only procedure that is defined. The network triggers the handover
procedure based on radio conditions or network load. The network may
configure the UE to perform measurement reporting, including the configuration
of measurement gaps. The network may also initiate handover without receiving
measurement reports from the UE. Before sending the handover message to the
UE, the source eNB prepares one or more target cells. The target eNB generates
the message used to perform the handover including the AS configuration to be
used in the target cell. The source eNB transparently forwards the handover
message/information received from the target to the UE. The source eNB may ini-
tiate data forwarding for some of the user data radio bearers (DRBs). After receiv-
ing the handover message, the UE attempts to access the target cell at the first
available random access channel opportunity according to the random access
resource selection procedure for asynchronous handover. When allocating a dedi-
cated preamble for the random access in the target cell, the E-UTRA ensures it is
available from the first random access opportunity the UE may utilize. Upon suc-
cessful completion of the handover, the UE sends a message used to confirm the
handover. Following successful completion of handover, the PDCP SDUs may be
retransmitted in the target cell. This only applies to user DRBs using RLC
acknowledged mode. Furthermore, the sequence number and the hyper-frame
number (HFN)" are reset except for the user DRBs using RLC acknowledged
mode, for which both sequence number and HFN continue. For a limited period
of time, the source eNB maintains the UE context to allow the UE to return in
case of handover failure. If handover failure is detected, the UE will attempt to
resume the RRC connection either with the source eNB or with another cell using

“An HFN is an overflow counter mechanism that is used in the eNB and UE in order to limit the
actual number of sequence number bits that are needed to be sent over the radio air-interface. The
HEN needs to be synchronized between the UE and eNB.
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the RRC connection reestablishment procedure. The connection reestablishment
would succeed, if the accessed cell is prepared [3].

The paging procedure is used to transmit paging information to a UE in
RRC_IDLE and/or to inform mobile terminals in RRC_IDLE or
RRC_CONNECTED states about an system information change and/or to inform
about an ETWS primary and/or secondary notification. The paging information is
provided to upper layers, which in response may establish an RRC connection to
receive an incoming call. The E-UTRAN initiates the paging procedure by trans-
mitting the paging message at the UE’s paging opportunities. The E-UTRAN may
address multiple mobile terminals within a paging message by including one pag-
ing record for each UE. The E-UTRAN may also indicate a change of system
information and/or provide an ETWS notification.

The RRC connection establishment involves SRB1 bearer establishment. The
procedure is also used to transfer the initial NAS dedicated information/message
from the UE to the E-UTRAN. The UE initiates the RRC connection establish-
ment procedure when the upper layers request establishment of an RRC connec-
tion while the UE is in the RRC_IDLE state.

The RRC connection reestablishment is used to reestablish the RRC connec-
tion including resumption of SRB1 operation and the reactivation of security.
A UE in RRC_CONNECTED state, for which security has been activated, may
initiate the procedure in order to continue the RRC connection. The connection
reestablishment succeeds if the serving/target node is prepared, i.e., it has a valid
UE context. If the E-UTRAN accepts the connection reestablishment, SRB1 oper-
ation resumes while the operation of other radio bearers are suspended. If the AS
security has not been established, the UE cannot initiate the procedure and
directly transitions to the RRC_IDLE state [3].

Network attach procedures

After establishing an RRC connection, the UE can send an Attach Request mes-
sage to the MME in order to register with the network. The UE is required to fur-
ther request PDN connectivity along with the network attach request. After all
necessary signaling connections are established, the EPC may trigger security
functions. When a UE connects to the LTE radio access network, it is automati-
cally connected to the PDN and this connected state is continuously maintained. In
other words, as the terminal is registered in the network or alternatively attached
to the core network through the LTE radio access network, a communication path
to the PDN (providing IP connectivity) is established. The PDN to which a con-
nection is established can be configured on a per-subscriber basis, or the terminal
can select it during the attach procedure. This PDN is called the default PDN.
With the always-on connection function, only the radio link part of the connection
is released after a certain time interval elapses with no terminal activity; however,
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the IP connectivity between the terminal and the network is sustained. By doing
so, only the radio link needs to be reconfigured when the terminal resumes data
communication in order to reduce the connection setup time. Furthermore, the IP
address obtained when the terminal attaches can be used until it detaches, so it is
always possible to receive packets using that IP address [29,35].

The procedure for a UE when initially attaching to the core network until con-

nection to the PDN is established is shown in Figure 4.10. The details of attach
procedure can be described as follows [25]:

1.

The UE establishes an RRC connection with the eNB.

2. The UE sends the Artach Request message together with a PDN Connectivity

Request message for PDN (IP) connectivity through the established RRC
connection. As part of this process, the eNB establishes an S1 logical
connection with the MME for the UE. In other words, when the UE
establishes an RRC connection with the eNB for sending and receiving RRC
and NAS messages, it sends an Attach Request message to the MME. The
UE and the MME perform the required security procedures, including
authentication, encryption, and integrity protection. The purpose of the
attach request is to register with the EPS network, whereas the purpose of
the PDN connectivity request is to establish connectivity with the PDN for
transporting user data. In order to transport NAS messages, the UE requests
AS to establish NAS signaling connection.

. If the UE has valid security parameters, the Attach Request message must be

integrity protected in order to allow validation of the UE by the MME,
KSIasme, NAS sequence number, and NAS message authentication code are
included if the UE has valid EPS security parameters. NAS sequence number
indicates the sequential number of the NAS message. If the UE does not have
a valid EPS security association, then the Atftach Request message is not
integrity protected. The UE network capabilities also indicate the supported
NAS and AS security algorithms. The PDN type indicates the requested IP
version (IPv4 or IPv6 [17]). If the network is not able to identify the UE with
the ID given in the Atfach Request message, it initiates the identification
followed by authentication and security activation procedures.

A single eNB can be associated with multiple MMEs within a single PLMN
or across multiple PLMNs. Furthermore, the eNB does not maintain any
information about the UE in the RRC_IDLE state. During initial attach, the
UE is not registered with any MME. As a result, the eNB selects an MME in
the selected PLMN based on the load status of MMEs. The load information
is provided by the MME(s) on a periodic basis. If an eNB only connects to a
single MME, then the MME selection will not be required. An MME pool
area is defined as an area consisting of a number of tracking areas. This is an
area within which a UE may be served without changing the serving MME.
In this pool of MME:s, the eNB can be connected to multiple MMEs and has
a choice to select any MMEs. The load balancing among MMEs enables the
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FIGURE 4.10
Attach procedure [10,28,29].
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network to ensure equally loaded MMEs within a pool area. This is achieved
by setting a weight factor for each MME such that the probability of
selecting an MME is proportional to its weight factor. The weight factor is
typically set according to the capacity of an MME relative to other MMEs.

5. The eNB and MME are connected via an S1-MME interface and use S1
application protocol [12]. An S1-MME interface is established when the
eNB and MME connect with each other during initial provisioning.

6. The MME updates the home subscriber server with the location of the UE
using the Update Location Request message based on the Diameter
protocol.” It also requests the subscriber profile from the HSS using this
message. The HSS updates its database with the current location of the UE
and sends the subscriber profile information to the MME in the Diameter
Update Location Acknowledgement message.

7. There can be multiple P-GWs and S-GWs for a given access point name
(APN) within a single PLMN; only one S-GW and one P-GW serve a UE
with an APN. After subscriber data is downloaded, the MME initiates
EPS-bearer setup with P-GW. To accomplish this, the MME selects a P-GW
in the subscribed default APN and then selects an S-GW. Note that a wireless
network connects with multiple external networks, including the Internet and
specific enterprise networks. An APN identifies these external networks
during a data session. The APN specifies the external networks that a mobile
device can access. It also defines which type of IP address to use, which
security mechanisms to invoke, and which fixed-end connections to use
(fixed-end connections refer to the connections between an operator’s wireless
network and the customer network). The APNs available to a device are
specified as part of the subscriber account. A mobile station can have access
to more than one APN, where each packet data protocol context (data session)
specifies which individual APN to use.

8. To establish a transmission path to the default PDN, the MME sends a
Create Session Request message to the S-GW.

9. When the S-GW receives the create session request from the MME, it
requests proxy binding update from the P-GW, i.e., a request message sent
by a mobile access gateway to a mobile node’s local mobility anchor for
establishing a binding between the mobile node’s home network prefixes
assigned to a given interface of a mobile node and its current care-of
address. The P-GW allocates an IP address to the terminal and notifies the

5The Diameter protocol is designed to provide an authentication, authorization, and accounting
(AAA) framework for applications such as network access or IP mobility. Diameter is also intended
to work in local AAA as well as roaming scenarios. Diameter protocol was designed as an
improved version of the RADIUS protocol; however, it does not address flaws within the RADIUS
model. The basic concept behind Diameter is to provide a base protocol that can be extended in
order to provide AAA services to new access technologies. Diameter does not use the same
RADIUS protocol data unit but is backward compatible with RADIUS to facilitate network migra-
tion [19].
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S-GW of this information in a Proxy Binding Acknowledgement message,
i.e., a reply message sent by a local mobility anchor in response to a Proxy
Binding Update message that it received from a mobile access gateway. This
process establishes a continuous core network communication path between
the P-GW and the S-GW for the allocated IP address [30].

10. A radio access bearer is established from S-GW to the eNB, where a create
session response message is sent to the MME. The Create Session Response
message contains information required to configure the radio access bearer
from the eNB to the S-GW, including information elements issued by the
S-GW and the IP address allocated to the terminal.

11. The MME sends the information in the Create Session Response message to
the eNB in an initial context setup request message. Note that this procedure
also contains other notifications such as Attach Accept, which is the response
to the Attach Request. When the terminal receives Attach Accept, it sends an
Attach Complete response to the MME, notifying that the process is complete.

12. The eNB establishes the radio data link and sends the Attach Accept message
to the terminal. It also configures the radio access bearer from the eNB to
the S-GW and sends an initial context setup response to the MME. The
initial context setup response contains information elements issued by the
eNB required to establish the radio access bearer from the S-GW to the eNB.

13. The MME sends the information in the initial context setup response to the
S-GW in a modify bearer request message. The S-GW completes
configuration of the previously prepared radio bearer from the S-GW to the
eNB and sends a modify bearer response to the MME.

Through the above steps, a communication path from the terminal to the
P-GW is established, enabling communication with the default PDN. If the termi-
nal has no activity for a certain period of time, the always-on connection function
described above releases the radio control link and the LTE radio access bearer,
while maintaining the core network communication path.

After the terminal has established a connection to the default PDN, it is possi-
ble to initiate another connection to a different PDN. In this way, it is possible to
manage PDNs according to service agreements. For example, the IMS PDN,
which provides voice services through a packet network, may be used as the
default PDN, and a different PDN may be used for Internet access. To establish a
connection to a PDN other than the default PDN, the procedure is the same as the
attach procedure shown in Figure 4.10, except no location update is required.

Once the attach procedure succeeds, a context is established for the UE in the
MME, a default bearer is set up between the UE and the P-GW, and an IP address
is assigned to the UE. At this time, the UE has IP connectivity and it can start
using [P-based Internet or IMS services.

If the UE does not require services from the network, e.g., when the UE is
switched off, it needs to deregister itself from the network by initiating the detach
procedure. The detach procedure is initiated by the UE by sending a Detach
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Request message. The detach type information element included in the message
indicates whether detach is due to a switch off. The network and the UE deacti-
vate the EPS-bearer context(s) for this UE locally without additional signaling
between the UE and MME. If the detach type is “switch off,” then the MME does
not send the Detach Accept message; otherwise, the message is sent to the UE.
While processing the detach message from the UE, the MME initiates the release
of the EPS bearers in the network and it also flushes the UE context held at the
eNB.

Random access procedure

A UE may access network services once it is synchronized in downlink and
uplink directions. After the PLMN and cell selection phase, the UE is synchro-
nized with the network in the downlink direction. Subsequently, it needs to syn-
chronize with the network in the uplink direction. The random access procedure
over PRACH is performed by the UE for this purpose. The random access proce-
dure is characterized as one procedure independent of cell size and is the same
for FDD and TDD systems. There are two types of random access procedures:

* Contention-based random access procedure: In this case, multiple UEs may
simultaneously attempt to access the network, resulting in potential collisions.
The contention is resolved among the contending UEs using the following
procedure [3]:

1. Transmission of random access preamble on RACH in the uplink. The
RACH preambles are grouped based on the size of the L3 message that the
UE would like to transmit; this provides an indication of resource
requirements for the UE to the network.

2. Transmission of random access response generated by eNB MAC on
DL-SCH. This is an indication to the UE that the eNB has received its
preamble and conveys the resources reserved for this UE.

3. Transmission of the first scheduled uplink transmission on UL-SCH. The
UE sends the RRC Connection Request message using the resources
allocated by the eNB in the previous step. In the RRC Connection Request
message, the UE sends its identifier to the network which is used by the
eNB to resolve the contention in the next step.

4. Contention resolution in the downlink. The eNB sends back the received
UE identifier to resolve the contention, and at this point the UE which has
received its identifier continues with the transmission while others will
back off and try again.

e Non-contention-based random access procedure: The network initiates this
procedure in the case of a handover of a UE from one eNB to another in order
to reduce the handover latency. The network usually reserves a set of RACH
preambles for this purpose, where one is assigned and sent to the UE. There
are no collisions with other UEs’ preamble transmissions in the uplink
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because the eNB controls the process. Once the UE receives the assigned
random access preamble, it sends it to the eNB. The eNB then generates and
sends a Random Access Response message.

As shown in Figure 4.11, during the first step of the contention-based proce-
dure, the UE transmits a preamble randomly selected from 64 possible preamble
sequences which are divided into two groups. The group from which the UE
selects the preamble depends on the size of the message it would like to transmit
and on the calculated path loss to the eNB. Once the preamble is transmitted, the
UE monitors the downlink beginning three subframes after the end of the pream-
ble transmission for a duration controlled by a configurable window. If no down-
link response is detected, the preamble is retransmitted with power increased by a
configurable parameter. This process continues until the maximum number of ran-
dom access preamble transmissions is reached. If the preamble is successfully
detected by the eNB, then a Random Access Response message is sent in the
downlink, allocating resources for the UE to transmit its message or enforcing a
backoff. In the final step, contention resolution must be performed for a
contention-based procedure.

The UE sets its initial power level to the following value
preamblelnitialReceivedTargetPower — pathloss + DELTA_PREAMBLE, where
DELTA_PREAMBLE is a fixed value that depends on the type of preamble for-
mat. The UE selects the first available RACH resource for the transmission. If
there is no response within three subframes + ra-ResponseWindowSize (defined
in number of subframes), the UE assumes that the transmission was unsuccessful.
It selects another RACH preamble, performs the backoff procedure, and transmits
the new preamble. The power level is increased by powerRampingStep. This pro-
cess can be repeated until preambleTransMax preambles are transmitted, in which
case a failure is declared to the upper layers.

Once the random access preamble is detected by the eNB, it responds with a
Random Access Response message. This message provides information that the
UE needs to transmit in the uplink including the timing advance and the grant
specifying which resources to utilize. To resolve a possible contention, the UE
sends an RRC Connection Request message using a random number (or the
S-TMSI if available) as its identity. A contention resolution timer is started and is
monitored in the downlink for the Contention Resolution message. If this message
is received and contains the UE ID transmitted in step 3, the contention is
resolved. The temporary C-RNTI contained in the Random Access Response mes-
sage becomes the C-RNTIL. If the Contention Resolution message containing the
correct UE identity is not received before the contention resolution timer® expires,
the UE assumes the access failed and the random access procedure needs to be
repeated.

The contention resolution timer specifies the number of consecutive subframe(s) during which the
UE monitors the physical downlink control channel after Msg3 is transmitted [6].
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The UE selects a preamble from a set of two
groups and transmits on PRACH

The UE synchronizes based on timing advance
and starts contention resolution procedure as
part of layer 3- signaling

FIGURE 4.11
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Contention-based random access procedure [3,25,32].
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RRC connection estahlishment, modification, and release

One of the main functions of the RRC sublayer is to establish, maintain, modify,
and release connections with E-UTRAN for transport of user data and control
messages. The RRC connection establishment starts with the establishment of sig-
naling radio bearer 1 (SRB1) and the transfer of the initial NAS message. This
NAS message triggers the setup of an S1 connection, which normally initiates a
subsequent step during which E-UTRAN activates AS security and further estab-
lishes signaling radio bearer 2 (SRB2) along with one or more DRBs associated
with the default and optionally dedicated EPS bearers. Figure 4.12 illustrates the
RRC connection establishment, NAS signaling, and RRC control messages. As
shown in the figure, the RRC connection establishment procedure consists of
three steps: the RRC Connection Request message from the UE; the RRC
Connection Setup message from the eNB; and the RRC Connection Setup
Complete message from the UE. Upon successful completion of the RRC connec-
tion establishment procedure, the UE is in the RRC_CONNECTED state and is
provided with periodic timing alignment commands by the eNB. The UE provides
channel quality feedback to the eNB and conducts neighboring cell measurements
for handover. Note that NAS messages (ECM/EMM) are encapsulated in RRC
messages; thus RRC connection establishment needs to happen prior to NAS sig-
naling transfer. Furthermore, it must be noted that signaling radio bearers (SRBs)
are established before DRBs. Upon receiving the UE context from the EPC, the
E-UTRAN activates security that includes ciphering and integrity protection using
the initial security activation procedure.

It must be noted that an SRB is defined as a radio bearer that is only used for
transmission of RRC and NAS messages. More specifically, the following three
SRB types are defined in E-UTRA [3,9]:

1. SRBO is used for transport of RRC messages associated with the common
control logical channel.

2. SRBI is used for transport of RRC messages including piggybacked NAS
messages as well as NAS messages prior to the establishment of SRB2 where
all are associated with the dedicated control logical channel.

3. SRB2 is used for transport of NAS messages using the dedicated control
logical channel, has a lower priority than SRB1, and is always configured by
E-UTRAN after security activation.

The UE in the RRC_IDLE state does not have any allocated SRB or DRB.
The UE requires (dedicated) SRBs and DRBs to exchange data/messages with the
network. In particular, for transfer of NAS messages, SRBs are established. They
carry registration and signaling for user-plane setup. The user-plane application
data is transported on DRBs. An E-UTRAN radio access bearer (E-RAB)
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UE Network
< MIB
<] SIB1,2 ...
Send PRACH preamble =
<] Random access response
RRC connection request >
<] RRC connection setup

RRC: RRC connection setup complete .
NAS: attach request (ECM: PDN connectivity request)

<] Authentication request

Authentication response =

- RRC: downlink direct transfer
NAS: security mode command

RRC: uplink direct transfer >
NAS: security mode complete

<} RRC: security mode command

RRC: security mode complete =

RRC: RRC connection reconfiguration
NAS: attach request
NAS: activate default EPS bearer context request

RRC: RRC connection reconfiguration complete —>

RRC: uplink direct transfer

NAS: attach complete
. NAS: activate default EPS bearer context accept
L] L]

< RRC: RRC connection rel

FIGURE 4.12

Sequence of signaling for RRC connection setup, reconfiguration, and release [32].
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uniquely identifies the concatenation of an S1 bearer and the corresponding DRB.
When an E-RAB exists, there is a one-to-one mapping between the E-RAB and
an EPS bearer. To establish, modify, or release DRBs, the E-UTRAN applies the
RRC connection reconfiguration procedure.

To allow a wide range of UE implementations, different UE capabilities are
specified in the E-UTRA. The UE capabilities are divided into a number of para-
meters, which are sent from the UE at the establishment of a connection and if/
when the UE capabilities are changed during an ongoing connection. The UE
capabilities may then be used by the network to select a configuration that is sup-
ported by the UE.

In E-UTRAN, the UE radio network-related capability information are trans-
ferred using RRC signaling from the UE to the eNB. In order to avoid sending
the UE capabilities over the radio interface between the UE and the eNB each
time that the UE performs a transition to the connected mode (i.e., when the
UE-specific context is created in the eNB), the eNB stores the UE capabilities in
the MME so that they are safeguarded when the UE is in the idle mode. When
the UE returns to the connected mode, the UE capabilities should be downloaded
to the eNB. Before the UE can fully use the services of the network, it has to
declare its capabilities (e.g., supported bit rates, antenna configurations, band-
widths, and supported radio access types) to the network. When the network has
knowledge of the UE capabilities, it can optimize transmissions in conjunction
with services to the UE according to its capabilities.

In general, the UE capabilities can be classified into mainly two categories
depending on which layer of the protocol hierarchy the given capability is related
to. The access stratum-related capabilities are the access technology-dependent
parts of the capability information, such as terminal power class and supported
frequency band. The AS capabilities are required by the eNB. The non-access
stratum-related capabilities are a set of capability information containing the non-
access parts of the UE capability such as supported security algorithms. The NAS
capabilities are used by the EPC.

The AS part of the UE capabilities needs to be present in the eNB, while the
UE is in the connected mode. Moreover, when a handover is made from the
source eNB to the target eNB, the UE capability information needs to be trans-
ferred from the source eNB to the target eNB. However, for a UE in the idle
mode, there is no need to maintain any UE information, including the UE capabil-
ities, in the eNBs, but only in the MME. Therefore, when a UE transitions to the
active state again, the information of the UE, including the UE capabilities, must
be recreated in the eNB [20,21].

The UE Capability Enquiry message is used to request the transfer of UE
radio access capabilities for E-UTRA as well as for other RATs (UTRA,
GERAN-CS, GERAN-PS, and CDMA2000). As the UE’s AS capability may con-
tain several RATs capabilities, the information can be very large. To reduce the
overhead on the air-interface during transition from RRC_IDLE state to
RRC_CONNECTED state, the MME stores the UE’s AS capability and provides
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it to the eNB during initial UE context setup over the S1 interface. If the MME
does not have a valid UE’s AS capability, it does not provide UE’s AS capability
to the eNB. The eNB has to acquire the UE’s AS capability from the UE using a
UE Capability Enquiry message. The eNB sends a UE Capability Enquiry mes-
sage to transfer the UE’s radio access capability information to the E-UTRAN.
The eNB identifies the RAT for which it is requesting the capabilities. This mes-
sage supports requests for E-UTRAN, UTRAN, GERAN, and CDMAZ2000
IxRTT. The UE responds with a UE Capability Information message, which
includes the requested RAT container(s), provided that the requested RAT by the
eNB is supported. The information obtained is used to configure MAC and
physical-layer attributes (receive and transmit capabilities such as single/dual
radio, and dual receiver) of the connection. It also enables efficient measurement
control, preventing unnecessary UE wake-ups to conduct measurements [9].

Service establishment and QoS

There are two types of EPS bearers in E-UTRA. One is called “default EPS
bearer” and the other is known as ‘“dedicated EPS bearer,” which can be
described as follows. The default EPS bearer is established during the initial
attach procedure to allocate an IP address to the UE, and does not have a specific
QoS (only nominal QoS is applied). This is similar to the primary PDP context in
UMTS [24,32,36]. The dedicated EPS bearer is typically established during a call
setup following transition from the idle mode, which does not allocate any addi-
tional IP address to the UE and is linked to a specified default EPS bearer.
However, it has a specific and usually guaranteed QoS. This is similar to the sec-
ondary PDP context in UMTS [24,28].

An EPS bearer is the level of granularity for bearer-level QoS control in
the EPC/E-UTRAN. It means that the service data flows (SDFs), which are
mapped to the same EPS bearer, receive the same bearer-level packet forward-
ing treatment (e.g., scheduling policy, queue management policy, rate shaping
policy, and RLC configuration). One EPS bearer is established when the UE
connects to a PDN and is sustained throughout the lifetime of the PDN con-
nection to provide the UE with always-on IP connectivity to that PDN. This
bearer is referred to as the default bearer. Any additional EPS bearer that is
established to the same PDN is referred to as a dedicated bearer. The initial
bearer-level QoS parameter values of the default bearer are assigned by the
network, based on subscription data. The decision to establish or modify a
dedicated bearer can only be taken by the EPC, and the bearer-level QoS
parameter values are always assigned by the EPC [20].

An EPS bearer is referred to as a guaranteed bit rate (GBR) bearer, if dedi-
cated network resources related to a GBR value that is associated with the EPS
bearer are permanently allocated (e.g., by an admission control function in the
eNB) during bearer establishment or modification. Otherwise, an EPS bearer is
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referred to as a non-GBR bearer. A dedicated bearer can either be a GBR or a
non-GBR bearer, while a default bearer is a non-GBR bearer.

The GBR bearers are mainly used to carry voice, video, and real-time gaming
services through dedicated bearers or static scheduling. Each GBR bearer is asso-
ciated with the bit rate that is expected to be provided by the bearer, while the
maximum bit rate (MBR) indicates the upper limit of the bit rate that can be pro-
vided by that bearer. Non-GBR bearers are mainly used to carry various data ser-
vices. To improve bandwidth utilization, EPS introduces the concept of
aggregated MBR (AMBR). AMBR is an IP connectivity access network
(IP-CAN), which refers to an access network that provides IP connectivity, ses-
sion level QoS parameter of every PDN connection. Multiple EPS bearers for the
same PDN connection share the same AMBR value. Each non-GBR bearer can
potentially make use of the whole AMBR if other EPS bearers do not transfer
any services. Therefore, an AMBR actually restricts the total bit rate of all the
bearers sharing this AMBR [24].

The EPS-bearer service layout is depicted in Figure 4.13. An uplink traffic
flow template (TFT) in the UE binds an SDF to an EPS bearer in the uplink direc-
tion. Multiple SDFs can be multiplexed into the same EPS bearer by including
multiple uplink packet filters in the uplink TFT. A downlink TFT in the P-GW
binds an SDF to an EPS bearer in the downlink direction. Similar to the uplink,
multiple SDFs can be multiplexed into the same EPS bearer by including multiple
downlink packet filters in the downlink TFT. An E-RAB transports the packets of
an EPS bearer between the UE and the EPC. When an E-RAB is established, there
is a one-to-one mapping between the E-RAB and an EPS bearer. A DRB transports
the packets of an EPS bearer between a UE and an eNB. When a DRB exists, there
is a one-to-one mapping between this DRB and the EPS bearer/E-RAB [10].

«— E-UTRAN ; EPC : PDN:
UE : eNB § S-GW : P-GW § Core
H H : H network
C __End-to-end service i D)
C ] EPS bearer ] X External bearer D)

(__E-UTRAN radio access bearer (E-RAB) X S5/S8 bearer )

(__SRBIDRE___ X STbearer )

LTE Uu s1 S5/S8 SGi
FIGURE 4.13

EPS-bearer service structure [3].
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The bearer level (i.e., per bearer or per aggregate) QoS parameters are QCI,
ARP, GBR, and AMBR [24]. Each EPS bearer/E-RAB (GBR and non-GBR) is
associated with the following bearer level QoS parameters [3]:

¢ QoS class identifier (QCI): A scalar that is used as a reference to access node-
specific parameters that control bearer-level packet forwarding behavior (e.g.,
scheduling weights, admission thresholds, queue management thresholds, and
link layer protocol configuration), which have been preconfigured by the
operator. A one-to-one mapping of QCI values to standardized characteristics
is captured in 3GPP TS 23.401 [10].

* Allocation and retention priority (ARP): The primary purpose of ARP is to
decide whether a bearer establishment/modification request can be accepted or
needs to be rejected in case of resource limitation. In addition, the ARP can be
used by the eNB to decide which bearer(s) to drop during resource limitation
conditions such as handover. The ARP priority level ranges from 1 to 15,
where 1 is the highest level of priority.

Each GBR bearer is additionally associated with the following bearer level
QoS parameters [3]:

* Guaranteed bit rate (GBR): The bit rate that is expected to be provided by a
GBR bearer.

e Maximum bit rate (MBR): The maximum bit rate that is expected to be
provided by a GBR bearer. The MBR can be greater than or equal to the GBR.

Each APN access by a UE is associated with per APN aggregate maximum bit
rate (APN-AMBR) QoS parameter. The APN-AMBR limits the aggregate bit rate
across all non-GBR bearers and across all PDN connections of the same APN
(excess traffic may be discarded). Each UE in the EMM-REGISTERED state is
associated with a per UE aggregate maximum bit rate (UE-AMBR) QoS parame-
ter. The GBR and MBR denote the bit rate of traffic per bearer, while
UE-AMBR/APN-AMBR denote the bit rate of traffic per group of bearers. The
UE-AMBR limits the aggregate bit rate across all non-GBR bearers of a UE
(excess traffic may be discarded by a rate shaping function). Each of these QoS
parameters has an uplink and a downlink component.

UE-AMBR and ARP are network parameters that are not known at the UE. The
standardized QCI characteristics are not signaled on any interface. They are guide-
lines for the preconfiguration of node-specific parameters for each QCI.
Standardizing a QCI with corresponding characteristics ensures that applications/ser-
vices mapped to that QCI receive the same minimum level of QoS in multi-vendor
network deployments and in case of roaming. Each QCI (GBR or non-GBR) is asso-
ciated with a priority level, with priority level one being the highest priority level.
Scheduling between different SDF aggregates are primarily based on the packet
delay budget (PDB), which refers to the permissible latency of data packets trans-
ported between UE and P-GW. For E-UTRAN, the priority level of a QCI may be
used as the basis for assigning the uplink priority per radio bearer. The purpose of
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the PDB is to support the configuration of scheduling and link layer functions (e.g.,
setting scheduling priority weights, and HARQ target operating points). For a spe-
cific QCI, the PDB is the same for both uplink and downlink. Packet loss rate
(PLR) is defined as the rate of SDUs not successfully transported to the upper layer
to the total number of SDUs processed by the link layer of the transmitting end.
Therefore, PLR reflects the upper bound of tolerable packet loss rate in non-
congested cases and is identical in both uplink and downlink for the same QCI [36].

Data call establishment procedures
UE-originated data call procedure

After successfully attaching to the network, the UE can request services from the net-
work using a service request procedure. When the UE requests resources from the net-
work to initiate a data call, it can utilize a NAS service request procedure. Another
example of this procedure is during initiation of mobile-originated or mobile-terminated
fallback procedures, if they are supported by the network. The call flow for this proce-
dure is shown in Figure 4.14. This procedure can be described as follows [25]:

1. The UE establishes an RRC connection with the eNB.

2. The UE sends a service request message to the MME to request (dedicated)
bearer resources by including the bearer resource allocation request. The
eNB establishes an S1 logical connection with the MME for this UE. Note
that the UE may also send the bearer resource allocation request to the MME
as a stand-alone message. At this point, the network can initiate an optional
identification followed by authentication and security mode procedures.

3. After the completion of the authentication and security mode procedure, the
MME initiates activation of the default bearer with the S-GW/P-GW by
sending the eGTP-C’ modify bearer request message to the S-GW. Upon

"GPRS tunneling protocol (GTP) is a group of IP-based communications protocols used to carry
general packet radio service (GPRS) within GSM, UMTS, and LTE networks [2]. In 3GPP archi-
tecture, GTP and Proxy Mobile IPv6-based interfaces are specified on various reference points.
GTP can be decomposed into separate protocols: GTP-C; GTP-U; and GTP’. GTP-C is used within
the GPRS core network for signaling between gateway GPRS support nodes (GGSN) and serving
GPRS support nodes (SGSN). This allows the SGSN to activate a session on a user’s behalf (PDP
context activation), to deactivate the same session, to adjust QoS parameters, or to update a session
for a subscriber joined from another SGSN. GTP-U is used for carrying user data within the GPRS
core network and between the radio access network and the core network. The user data transported
can be packets in any IPv4, IPv6, or PPP formats. The primary bearer-plane in LTE across the
access and the core networks is the evolved GPRS tunneling protocol (eGTP). The user-plane vari-
ant of this protocol, eGTP-U, provides tunneling support for user data between the eNB and the
EPC elements. The eGTP-C (GTPv2-C) protocol is responsible for creating, maintaining, and delet-
ing tunnels on multiple Sx interfaces. It is used for control-plane path management, tunnel manage-
ment, and mobility management. It also controls forwarding relocation messages, serving radio
network subsystem (SRNS) context, and creating forward tunnels during inter-LTE handovers
[2,27].
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Call flow for mobile-originated data call [25].
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receiving the modify bearer request, the S-GW activates the required
resources and forwards the modify bearer request to the P-GW.

4. The P-GW processes the modify bearer request message and activates the
required resources. Note that the IP address is allocated during the attach
procedure. It responds to S-GW with the modify bearer response message
and the S-GW forwards this message to the MME.

5. The MME now initiates the dedicated bearer establishment procedure by
sending the eGTP-C bearer resource command to the S-GW. The S-GW
processes the bearer resource command and forwards it to the P-GW.

6. The P-GW responds to the S-GW with a create bearer request message after
allocating the dedicated bearer resource (TFT initialization). The S-GW
processes the create bearer request and forwards it to the MME for further
processing.

7. The MME now sends the E-RAB setup request to the eNB to set up the
bearer between the eNB and the S-GW. It also piggybacks the NAS-activate-
dedicated EPS-bearer context request to the UE.

8. The eNB allocates the resources for the radio bearers using an RRC
connection reconfiguration request message to the UE and includes the
received NAS message. The UE establishes the radio bearers and responds
with an RRC connection reconfiguration complete message to the eNB.

9. At this time, the radio bearers are established between the eNB and the UE;
thus the eNB sends the E-RAB setup response to the MME. The UE sends
the activate dedicated EPS-bearer context accept NAS message to the MME
via the eNB.

10. The MME sends a create bearer response to the S-GW to complete the
dedicated bearer activation. The S-GW then forwards the message to the P-GW.

Once the UE concludes a data call, it can trigger the release of the dedicated
bearers by sending the Bearer Resource Modification Request message to the
MME, which can then take care of releasing the dedicated bearer with the S-GW
and P-GW.

UE-terminated data call procedure

For a UE-terminated call, the network sends the paging request to all the eNBs
associated with the last known tracking area where the UE was located. When
receiving the Paging Request message from the MME, the eNB sends the paging
message over the radio interface in the cells which are contained within one of the
tracking areas provided in that message. The UE is normally paged using its
S-TMSI or IMSI. The paging message also contains a UE ID index value in order
for the eNB to calculate the paging occasions at which the UE listens to the paging
message. The procedure is depicted in Figure 4.15, and described as follows [25]:

1. The P-GW/S-GW receives the incoming IP packet addressed to a UE.
2. The S-GW sends a downlink data notification to the MME requesting creation
of a dedicated UE bearer.
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FIGURE 4.15
Call flow for mobile-terminated data call [25].

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 211 of 1122



198 CHAPTER 4 System Operation and UE States

3. The MME now sends a paging message to notify the UE about the incoming
IP packet.

4. Once the UE receives the paging message on the radio interface, it establishes
an RRC connection with the eNB.

5. The UE sends the service request message to the MME and includes the
bearer resource allocation request to request the dedicated bearer
establishment. From this point onward, the message sequence is the same as
that outlined in the mobile-originated data call.

Mobility procedures

E-UTRA supports X2-based and S1-based handover types. The X2-based hand-
over is the least complex form of handover from an operation point of view, and
typically would be used when there is an X2 interface between the source eNB
and the target eNB. The handover is negotiated directly between the two eNBs;
when the UE context is established on the target eNB, the MME is notified in
order to switch the path. When no X2 interface exists between the network nodes,
the S1-based handover will be utilized with signaling between the target and
source eNBs going through the MME.

All handovers in E-UTRA are hard handovers, i.e., the air-interface connec-
tion with the source eNB should be disconnected before reestablishing a new con-
nection with the target eNB [20]. The procedure for reestablishing the connection
with the target node is identical for both X2-based and S1-based handovers, and
requires the use of the random access procedure to synchronize and begin uplink
transmissions. The UE is typically notified of the specific random access signa-
ture to use so that a non-contention-based procedure can be performed. From the
core network perspective, handover can involve changes to the serving MME and
S-GW, and this can be due to mobility and the geographic location of the network
nodes, or due to loading and congestion control mechanisms. Figure 4.16 illus-
trates the overall concept of handovers and different handover types in E-UTRA.
The X2-based handover procedure is performed without EPC involvement, i.e.,
preparation messages are directly exchanged between the eNBs. The release of
the resources at the serving eNB (or source eNB) during the handover completion
phase is triggered by the target eNB.

In order to support mobility, a UE may conduct and report to eNB a series
of measurements at the physical layer which include RSRP and E-UTRA-
carrier received signal strength indicator. These measurements in E-UTRA are
classified as follows: intra-frequency E-UTRAN measurements; inter-frequency
E-UTRAN measurements; and inter-RAT measurements. Measurement com-
mands are used by E-UTRAN to instruct the UE to start measurements,
modify measurements, or stop measurements. The reporting criteria that are
used include event triggered reporting, periodic reporting, and event triggered
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FIGURE 4.16

Overview of LTE handover scenarios [30].

periodic reporting. In the RRC_CONNECTED state, network-controlled UE-
assisted handovers are performed and various DRX cycles are supported. In
the RRC_IDLE state, cell reselections are performed and DRX is supported.
The E-UTRAN can configure the UE to perform radio quality measurements
for handover purposes. Different measurement objects are defined in the speci-
fication [9], and one object can be configured for each intra-frequency, inter-
frequency, or inter-RAT measurement.

Depending on whether the UE needs transmission/reception gaps to
perform the relevant measurements, measurements are classified as gap
assisted or non-gap assisted. A non-gap-assisted measurement is a measure-
ment on a cell that does not require transmission/reception gaps to allow the
measurement to be performed. A gap-assisted measurement is a measurement
on a cell that does require transmission/reception gaps to allow the measure-
ment to be performed. Gap patterns are configured and activated by the RRC
sublayer [3].

The measurements to be performed by a UE for intra/inter-frequency
mobility can be controlled by E-UTRAN, using broadcast or dedicated control
signaling. In the RRC_IDLE state, a UE follows the measurement parameters
defined for cell reselection. In the RRC_CONNECTED state, a UE follows the
measurement configurations specified by RRC sublayer and managed by the
E-UTRAN. Intra-frequency and inter-frequency neighbor cell measurements
are defined as follows [3]:

* Neighbor-cell measurements performed by the UE are intra-frequency
measurements when the source and target cell operate on the same carrier
frequency.
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* Neighbor-cell measurements performed by the UE are inter-frequency
measurements when the neighbor cell operates on a different carrier frequency
compared to the source cell.

The mobility procedures in E-UTRA can be divided into idle mode and con-
nected mode mobility for an “attached” UE. The idle mode mobility is based on
UE autonomous cell reselections according to the parameters provided by the net-
work. The UE transition between the idle and the connected mode is controlled
by the network according to the UE activity and mobility.

Figure 4.17 illustrates the difference between the idle mode and connected
mode mobility schemes. As shown in the figure, mobility in the RRC_IDLE state
is UE-controlled using cell reselection, while in the RRC_CONNECTED state it
is controlled by the E-UTRAN using handover. Furthermore, the network knowl-
edge of the location of the UE in the RRC_IDLE state has a granularity of a
tracking area, whereas the network knowledge of the UE location in the
RRC_CONNECTED state has a granularity of a cell. A UE in the RRC_IDLE

RRC_CONNECTED state RRC_IDLE state
cell level RRC (Hard) handover tracking area level/EMM TA update
network initiated UE initiated
UE Network UE Network
Measurements configured Cell reselection/tracking area change

esstrementireports RRC connection setup

p s ; - tracking area update request
LS °°frr'2§]°23:'r;tczgﬂg“’at'on — (RRC_IDLE -> RRC_CONNECTED)
Downlink/uplink synchronization
with the new cell ~— Tracking area update accept ——
-+ non-contention based >

random access

. RRC connection reconfiguration
complete to the new cell >

-}——  Data transfer ————

FIGURE 4.17
Overview of idle mode and connected mode mobility procedures [37].
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state performs cell reselection and a tracking area update while crossing the track-
ing area boundaries. A UE in the RRC_CONNECTED state is configured to con-
duct radio link measurements and send them to the serving eNB. It can further
receive/transmit data in the downlink/uplink and perform a non-contention-based
random access procedure to stay uplink-synchronized with the network.

In the RRC_IDLE state, if equal priorities are assigned to multiple cells, the
cells are ranked based on radio link quality. Equal priorities are not applicable
between frequencies of different RATs. The UE does not consider frequencies for
which it does not have an associated priority [20].

In RRC_CONNECTED, the E-UTRAN decides to which cell a UE should
be transferred in order to maintain a reliable and satisfactory radio link qual-
ity. The E-UTRAN may take into account not only the radio link quality, but
also other criteria such as UE capability, subscriber type, and access restric-
tions. Although E-UTRAN may trigger handover without measurement infor-
mation from the UE, which is referred to as blind handover, typically it
configures the UE to report measurements of the candidate target cells.
Besides the handover procedure, the E-UTRA also allows a UE to be redir-
ected to another frequency or RAT upon RRC connection release. Redirection
during connection establishment is not supported, since at that time the
E-UTRAN may not have all relevant information such as the capabilities of
the UE and the type of subscriber [20].

Idle mode mobility procedures

In the RRC_IDLE state, cell reselection between frequencies is based on absolute
priorities, where each frequency has an associated priority. Cell-specific default
values of the priorities are broadcast via the system information. In addition,
E-UTRAN may assign UE-specific values upon connection release, considering
certain criteria such as UE capability or subscriber type. In case equal priorities
are assigned to multiple cells, the cells are ranked based on radio link quality.
Equal priorities are not applicable between frequencies of different RATs. The
UE does not consider frequencies for which it does not have an associated prior-
ity. Besides cell reselection priority of a frequency, there are no idle mode
mobility-related parameters that may be assigned via dedicated signaling.

In general, the transition from RRC_IDLE to RRC_CONNECTED is under
the assumption that the RRC protection keys and user-plane protection keys are
generated, while keys for NAS protection as well as higher-layer keys are
assumed to be already available at the MME. On the other hand, in transitions
from RRC_CONNECTED to RRC_IDLE, the eNBs delete the security keys that
they store; thus the states of idle mode UEs are only stored in the MME.

In LTE-Advanced, the requirement for UE transition latency from the idle
mode, with allocated IP address, to connected mode is less than 50 ms including
the establishment of the user-plane and excluding the S1 transfer delay. The tran-
sition latency requirement from dormant mode (inactivity periods in short/long
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DRX mode) to active mode (continuous transmission/reception periods) in con-
nected mode is less than 10 ms. These requirements are stricter than those for ear-
lier releases of LTE. In the dormant mode, the UE has an established RRC
connection and radio bearers. The UE has already been identified at cell level,
but it may be in DRX mode to save power during inactivity periods.

Connected mode mobility procedures

In the RRC_CONNECTED state, the network controls the UE mobility, i.e.,
the network decides when and where the UE should initiate a handover process.
For network-controlled mobility in the RRC_CONNECTED state, the network
triggers the handover process based on radio conditions or network load condi-
tion. To facilitate this process, the network may configure the UE to perform
and report measurements including the configuration of measurement gaps. The
network may also initiate a blind handover, i.e., without waiting for the mea-
surement reports from the UE. Before sending the handover message to the
UE, the source eNB prepares one or more target cells. The target eNB gener-
ates the message that is used to perform the handover, i.e., the message
includes the AS configuration to be used in the target cell. The source eNB
transparently (i.e., does not modify values or content) forwards the handover
information received from the target cell to the UE. When appropriate, the
source eNB may initiate data forwarding for (a subset of) DRBs in order to
reduce the handover interruption time.

After receiving the handover message, the UE attempts to access the target
cell at the first available random access channel opportunity according to random
access resource selection, i.e., the handover is asynchronous. Consequently, when
allocating a dedicated preamble for the random access in the target cell, E-UTRA
ensures it is available from the first random access opportunity that the UE may
use. Upon successful completion of the handover, the UE sends a message to con-
firm the handover. After successful completion of the handover, PDCP SDUs
may be retransmitted in the target cell. This only applies to DRBs using RLC
acknowledged mode [3,7]. The source eNB should, for some time, maintain a
context to enable the UE to return in case of handover failure. In the case of
handover failure, the UE attempts to resume the RRC connection either in the
source or another cell using the RRC reestablishment procedure. This connection
resumption succeeds only if the accessed cell is prepared, i.e., it concerns a cell
of the source eNB or of another eNB for which handover preparation has been
performed.

In LTE, the UE always connects to a single cell; thus the switching of a UE’s
connection from a source cell to a target cell is a hard handover. In a hard hand-
over process, the eNB which controls the source cell requests the target eNB to
prepare for the handover. The target eNB subsequently generates the RRC mes-
sage in order to instruct the UE to perform the handover, and the message is
transparently forwarded by the source eNB to the UE. In another type of handover
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supported by LTE, the UE spontaneously decides to connect to the target cell,
where it requests that the connection be continued. The UE applies this connec-
tion reestablishment procedure only after terminating the connection to the source
cell. The latter procedure only succeeds if the target cell has been prepared in
advance for the handover. In addition, LTE also allows a UE to be redirected to
another frequency or RAT upon connection release (see Figure 4.1). Redirection
during connection establishment is not supported, since at that time the
E-UTRAN may not have all relevant information such as UE capability and the
type of subscriber. However, the redirection may be performed while AS security
has not been activated. When redirecting the UE to UTRAN or GERAN, the
E-UTRAN may provide the system information for one or more cells on the rele-
vant frequency. If the UE selects one of the cells for which the system informa-
tion is provided, then it does not need to acquire it [3,20,21].

HetNet mobility

In general, the mobility issues are the same in heterogeneous networks and
(homogeneous) macro-cell networks, i.e., managing inter-cell handovers in the
connected mode and idle mode mobility (Figure 4.18). The presence of a small-
cell layer and small-cell sizes creates a new opportunity and gives rise to addi-
tional challenges. The first issue is how to manage idle mode UE mobility
between a small cell and a macro-cell. Camping strategy is an essential part of

Extended cell range (SIR < 0)

Nominal cell range (SIR = 0)

Desired
signal
Pico-eNB
Macro UE Interference
signal
Interference
signal
9 Macro-eNB
OSG-HeNB Desired Interj‘erelnce
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CSG-femto UE
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FIGURE 4.18

[llustration of a heterogeneous network and UE mobility.
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idle mode cell reselection parameters as it affects the way UEs reselect and camp
on macro-cells versus small cells. This fundamentally determines the idle mode
UE distribution (cell loading) between macro-cells and small-cells, and affects
relative loading between the two layers. The camping strategy also has a potential
impact on UE power consumption as well as frequency of handovers. Increased
number of handovers due to small-cell sizes creates a potential source of
increased dropped call rate, even when handover success rate remains unchanged.
A higher failure rate has been observed in the studies for outbound mobility from
a small cell for high-speed UEs. This can be mitigated by having the higher-
speed UEs confined to the macro-cell layer, but achieving this requires speed-
based traffic management which is a challenge for LTE networks. In a limited
number of scenarios, depending on camping strategy, operator preference, etc.,
connected mode UEs in the macro-layer may need to be handed over to a small
cell. In such cases, if the small-cell operates on a different RF carrier, efficient
small-cell discovery that minimizes impact on UE battery life is also necessary
[38]. The number of radio link failures and handover events per UE per second
for macro-only and HetNet scenarios is shown in Figure 4.19.

One of the observations which was made during heterogeneous networks
mobility studies in 3GPP (results shown in Figures 4.19 and 4.20) suggests that
among various possibilities for mobility in a heterogeneous network, the outbound
mobility from a small cell has a relatively higher failure rate than other types of
heterogeneous network mobility. In particular, the failure rate is higher for fast
moving UEs [13]. While decisions regarding the need for enhancements and pos-
sible solutions are still under investigation, this is a practical case that a fast mov-
ing UE needs to be kept away from a small-cell layer in order to improve the
robustness of heterogeneous network mobility.

Mobility management is performed to support UE mobility, which involves
informing the network of UEs’ present locations at the cell ID (or alternatively
HeNB) level, providing the network with UE IDs, and maintaining physical chan-
nels. As discussed earlier, LTE mobility management is classified into two states
depending on the UE’s corresponding RRC connection state, i.e., idle mode and
connected mode mobility management. For each of the states, intra-frequency,
inter-frequency, or inter-RAT mobility procedures can be performed based on the
UE measurements of available frequencies/RATs.

In connected mode mobility management, the mobile network ensures con-
tinuity of transmission of physical signals/channels and provides uninterrupted
communication services to UEs through handover when the UEs move in the
network. Handover is a procedure where the serving cell of a UE in the con-
nected mode is changed. In LTE, the handover decisions are performed by the
eNBs without involving the MME or serving gateway, which is used as an
anchor node. That is, the eNB delivers the associated configuration through
signaling on the control-plane, UEs perform measurements accordingly and
complete the handover procedures under the control of the eNB. A UE that is
powered on but does not have an RRC connection to the access network is in
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Comparison of radio link failure and handover events in macro- and HetNet scenarios with
various DRX configurations [13].

the idle mode. In this mode, UEs report their locations to the network and the
eNB broadcasts system information, which can be used by the UEs to select
suitable cells to camp on.

Small cells can be introduced to overlay the existing LTE macro-cell networks
either by sharing the same RF carrier or using a dedicated RF carrier. If the exist-
ing macro-node RF carrier is shared by small cells, interference management
techniques must be used to avoid performance degradation due to inter-cell inter-
ference. A notable exception to this rule is when the same-carrier small cell is
deployed to overlay an existing macro-cell coverage hole. In this case, the two
cells will be sufficiently isolated from the RF perspective. If small cells are
deployed on a dedicated LTE carrier, neighbor relationship(s) must be established
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Comparison of handover success rate in macro-cell and HetNet scenarios with various
DRX configurations [13].

with the existing LTE macro-cells (by advertising small-cell frequency in SIBS)
to enable UE’s in the macro-cell network to search for the small cells.

There are a number of options for establishing neighbor relationship with the
macro-cell RF carriers. One option is that all macro-cell carriers list small-cell
carrier as neighbor in SIB5. Another option is to allow only a fraction of macro-
cell carriers to list small-cell carriers as neighbor in SIBS. For cells on the
remaining RF carriers, inter-macro-carrier load-balancing techniques can be used
to redistribute the load.

Depending on the option chosen, the camping and load balancing between the
small cell and macro-carriers can be impacted. The first option provides immedi-
ate offloading to all macro-carriers in a small-cell coverage area, but the risk of
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4.7 Mobility procedures

small cells becoming overloaded increases. The second option only provides
immediate capacity relief to neighbor macro-cells.

During the cell selection procedure, the UE determines the best cell that can be
used to establish an RRC connection. The UE will typically select a cell based on
the RSRP that is calculated from measurements performed on the cell-specific ref-
erence signals broadcast by the cell with a nominal transmit power, i.e.,
Cell IDgerying-cenn = arg max;{RSRP(k)}. Because of the substantially higher power
emitted by the macro-cell, the downlink coverage of the small cell is reduced. This
issue can further create asymmetry in the uplink coverage that is unaffected by the
transmit power differences of the cells. LTE Rel-8 allows addition of a bias to the
cell selection with the UE determining the serving cell based on the following crite-
rion: Cell IDgerying-cenn = arg maxg{RSRP(k) + Apias(k)}[38]. The cell selection bias
can range from O to 20 dB and can be communicated to the UE via higher layer
signaling or can be cell specific, which in this case is broadcast as part of system
information. The effect of the bias is to extend the downlink small-cell coverage as
the UE artificially increases the measured RSRP from the small cell by the bias
value (see Figure 4.18). At the same time, the downlink signal-to-interference plus
noise ratio, when an RRC connection establishment is attempted is degraded. In
cases where the small cell is sufficiently far from the macro-cell, the range of the
small cell would be adequate without the bias, especially if the transmit power of
the small cell is increased. In the latter case, increase of the transmit power is to
some extent another method to increase the range of pico-cells.

For UEs in the connected state that are moving out of cell coverage, hand-
overs are required to move their radio link from one cell to another. It is prefera-
ble to keep a UE in the same layer (small cell or macro-cell) as it performs
handovers, unless there is a necessity to move it from one layer to the other.
Same layer handovers use the normal coverage-based intra-frequency handover
framework used in a macro-cell network.

In summary, the UE initiates a handover procedure, based on signal and time
thresholds defined and transmitted to it by the serving cell. These are the hand-
over hysteresis, time to trigger, and the cell individual offset. The latter is a vector
quantity sent by the serving cell that contains the offsets of the serving and neigh-
bor cells that all UEs in this cell must use in determining whether the measured
RSRP satisfies the conditions of handover event A3 that results in the UE sending
a measurement report that triggers the handover [9]. The individual offset
values can be positive or negative. The measured RSRPs are filtered and
individual offset values are added according to the following criterion:
Cell IDgerving-ceil = arg maxi{RSRP(k) + Aindividual-oitset(k)}[38]. The challenge is to
optimally configure the cells with these parameters such that the handover success
rate and the dropped call rate meet the target values. Load distribution depends,
among other factors, on the UE average mobility condition, potentially estimated
from MME layer events and usually applied to disable ping-pong effects [38]. The
time that a UE stays connected with a cell following a handover is used as the met-
ric to evaluate the ping-pong behavior. The time-of-stay in cell A is the time
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208 CHAPTER 4 System Operation and UE States

interval from the moment when the UE successfully sends a handover complete
message, i.e., RRC Connection Reconfiguration Complete message, to cell A, until
the UE successfully sends a handover complete message to cell B. The minimum
time of stay connected with a cell models the time needed to allow a UE to estab-
lish a reliable connection with the cell, plus the time required for efficient data
transmission. If a UE performs a handover from cell B to cell A, and then makes a
handover back from cell A to cell B and the time connected to cell A was less than
the minimum time-of-stay, it is considered as a ping-pong effect. In general, if the
UE’s time-of-stay in a cell is less than the minimum time-of-stay, the handover
may be considered as unnecessary, resulting in unnecessary use of network
resources [13].

S1-based handover procedure

The E-UTRAN supports mobility within the LTE system, as well as mobility to/
from other systems using both 3GPP and non-3GPP radio access technologies
[11]. The mobility procedures also involve the network interfaces. This section
discusses the procedures over the S1 interface to support mobility. In this case,
the UE will assist in the handover decision by measuring the neighbor cells and
reporting the measurements to the network, which in turn decides upon the hand-
over timing and the target cell/node. The parameters to measure and the thresh-
olds for reporting are determined by the network.

The E-UTRA supports two types of handover for UEs in the connected mode:
Sl-based and X2-based handover (Figure 4.21). The X2-based handover

Source Source
ﬁ — LTE-Uu — S1-MME MME S11 S-GW
UE < Ry
X2 eNB 3 N R
N ®
o P-GW
@ 4
ﬁ — LTE-Uu — § <
W %)
UE e Target
¢ X2 eNB S-GW
ﬁ — LTE-Uu — N,
UE &>
¢ eNB
Target
ﬁ — LTE-Uu — S1-MME — MME
UE
eNB
FIGURE 4.21

lllustration of an S1-based mobility scenario [23].

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 222 of 1122



4.7 Mobility procedures

procedure is typically used for inter-eNB handover. However, when there is no
X2 interface between the two eNBs, or if the source eNB has been configured to
initiate handover to a particular target eNB through the S1 interface, then an
S1-based handover will be triggered. The S1-based handover procedure, shown in
Figure 4.22, consists of a preparation phase, where the core network resources are
prepared at the target node, followed by an execution phase, and a completion
phase. The Status Transfer message sent from the source eNB carries some PDCP
status information that is needed at the target eNB in scenarios where PDCP sta-
tus preservation applies for the S1-based handover [8]. This is consistent with the
information that is sent within the X2 status transfer message used for the
X2-based handover. As a result, handling of the handover by the target eNB as
seen from the UE is exactly the same, regardless of the type of handover (S1 or
X2). The status transfer procedure is assumed to be triggered concurrently with
the start of data forwarding after the source eNB has received the Handover
Command message from the source MME.

In an inter-MME handover, two MMEs (the source and target MME) are
involved, as shown in Figure 4.21. The source MME controls the source eNB and
the target MME manages the target eNB. In this case, both MMESs are connected to
the same S-GW. This handover is triggered when the UE moves from one MME
area to another MME area. The data forwarding can be either direct or indirect,
depending on the availability of a direct path for the user-plane data between the
source eNB and the target eNB. The Handover Notify message, which is sent later
by the target eNB upon confirmation of the arrival of the UE at the target node, is
forwarded by the MME to trigger path update in the S-GW to the target eNB. In
contrast to the X2-based handover, the message is not acknowledged and the
resources at the source eNB side are released later upon reception of a Release
Resource message triggered by the source MME [23,28] (Figures 4.23 and 4.24).

Due to lack of direct connection between the source and target eNBs, the
MME has to be involved in the process. The S1-based handover procedure is
used when the X2-based handover cannot be used. The source eNB initiates a
handover by sending a Handover Required message over the S1-MME reference
point. This procedure may relocate the MME and/or the S-GW. The source MME
selects the target MME. The MME should not be relocated® during inter-eNB
handover unless the UE leaves the MME pool area where the UE is served. The
MME (target MME for MME relocation) determines if the S-GW needs to be
relocated. If the S-GW needs to be relocated, the MME selects the target S-GW.
The source eNB decides which data packets corresponding to the downlink/uplink
EPS bearers are going to be forwarded to the target eNB. Packet forwarding can
take place either directly from the source eNB to the target eNB, or indirectly
from the source eNB to the target eNB via the source and target S-GWs, or if the
S-GW is not relocated, only through a single S-GW. The availability of a direct

8Relocation is defined as switching of the communication equipment such as area switches during
communication.
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[llustration of an X2-based handover with change of S-GW [23].

forwarding path is determined in the source eNB and is indicated to the source
MME. If X2 connectivity is available between the source and target eNBs, a
direct forwarding path is typically available. If a direct forwarding path is not
available, indirect forwarding may be used. The source MME uses the informa-
tion from the source eNB to determine whether to apply indirect forwarding. The
source MME informs the target MME whether indirect forwarding should be

utilized.

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631

Page 225 of 1122



|
212

CHAPTER 4 System Operation and UE States

X2-bhased handover without S-GW change

This procedure is used to hand over a UE from a source eNB to a target eNB
using the X2 interface when the MME and S-GW are unchanged, which would be
possible only if there is direct connectivity between the source and target eNBs
with the X2 interface. The X2 handover procedure is performed without MME
involvement, which implies that preparation messages are directly exchanged
between the source and the target eNBs. The release of the resources at the source
side during the handover completion phase is triggered by the target eNB. The
call flow for this type of handover is shown in Figure 4.25. This procedure can be
summarized as follows [26,28]:

1. Based on the measurement reports from the UE, the source eNB
determines that the UE should be handed over to a target eNB using the
handover procedures. Note that each network operator’s criteria for
handover might be different from other operators. The source eNB may
send a Resource Status Request message to determine the loading condition
at the target eNB. Based on the received Resource Status Response
message, the source eNB can make a decision to proceed with the
handover procedure using the X2 interface.

2. The source eNB sends a Handover Request message to the target eNB,
transferring the necessary information such as UE context, which includes the
security context and radio bearer context to prepare the handover at the target
side. The target eNB checks the resource availability and reserves the
resources and sends back the Handover Request Acknowledgement message
including a transparent container that is sent to the UE as an RRC message to
perform the handover. The container may include a new C-RNTI, target eNB

Target eNB MME/S-GW
( Provision of area restrictions )
( Measurement control )
( Handover decision )

Handover request —

( Resource configuration and provision )

Handover request
acknowledgment
~¢——~Handover command —

Status transfer ——

Data forwarding over X2 interface
Handover complete ——8

Path switch request —,
Path switch request _
Acknowledgment
~+———Release resource ——

FIGURE 4.25
X2-based handover procedure [28].
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4.7 Mobility procedures 213

security algorithm identifiers for the selected security algorithms, a dedicated
RACH preamble, and access parameters.

3. The source eNB generates an RRC Connection Reconfiguration message to
perform the handover including the mobility control information. The
source eNB performs the necessary integrity protection and ciphering of
the message and sends it to the UE. The source eNB further sends the
Status Transfer message to the target eNB to convey the PDCP and HFN
status of the E-RABs. For those bearers requiring in-sequence delivery of
packets, the Status Transfer message provides the sequence number and
the HFN that the target eNB should assign to the first packet with no
sequence number. The first packet can either be the one received over the
target S1 path or the packet received over X2, if data forwarding over X2
is used.

4. The source eNB starts forwarding the downlink data packets to the target eNB
for all data bearers (which are being established in the target eNB during the
Handover Request message processing). In the meantime, the UE tries to
access the target eNB using the non-contention-based random access
procedure. If it succeeds in accessing the target cell, it sends an RRC
Connection Reconfiguration Complete to the target eNB.

5. The target eNB sends a Path Switch Request message to the MME to inform
that the UE has changed cells, including the TAI + E-UTRAN cell global
identifier of the target. The MME determines that the S-GW can continue to
serve the UE [31].

6. The MME sends a Modify Bearer Request message to the S-GW,
including the eNB address and TEIDs for downlink user-plane for the
accepted EPS bearers. If the P-GW requested the UE’s location
information, the MME also includes the User Location Information in
this message.

7. The S-GW sends the downlink packets to the target eNB using the newly
received addresses and TEIDs (path switched in the downlink to the target
eNB), and the Modify Bearer Response to the MME. The S-GW sends one or
more end marker packets on the old path to the source eNB and then can
release any user-plane/transport network layer resources toward the source
eNB.

8. The MME responds to the target eNB with a Parh Switch Request
Acknowledge message to notify the completion of the handover. The target
eNB now requests the source eNB to release the resources using the UE
Context Release message, completing the handover procedure. The target eNB
requests the source eNB to release the resources using the UE Context
Release message.

These procedures are used to hand over a UE from a source eNB to a target
eNB using the X2 interface. In these procedures, the MME stays unchanged. Two
procedures are defined depending on whether the S-GW is changed. In addition
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214 CHAPTER 4 System Operation and UE States

to the X2 interface between the source and target eNB, the procedures rely on the
presence of an S1-MME interface between the MME and the source eNB, as well
as between the MME and the target eNB.

If during an X2-based handover the serving PLMN changes, the source eNB
informs the target eNB of the PLMN selected to be the new PLMN. When the
UE receives the handover command, it will remove any EPS bearers for which it
did not receive the corresponding EPS radio bearers in the target cell. As part of
handover execution, downlink/uplink packets are forwarded from the source eNB
to the target eNB. When the UE has arrived in the target eNB area, downlink data
forwarded from the source eNB can be sent to it. Uplink data from the UE can be
delivered via the (source) S-GW to the P-GW, or optionally forwarded from the
source eNB to the target eNB. Only the handover completion phase is affected by
a potential change of the S-GW, the handover preparation and execution phases
are identical.

X2-based handover with S-GW change

Handover through the X2 interface is triggered by default for intra-LTE
mobility unless there is no X2 interface established or the source eNB is con-
figured to use Sl-based handover. The X2-based handover procedure is illus-
trated in Figure 4.25. Similar to an Sl-based handover, the procedure is
composed of a preparation phase, an execution phase, and a completion phase.
The key features of an X2-based handover include direct transfer between the
source and target eNBs (facilitating preparation phase); data forwarding per
bearer in order to minimize packet loss, where the MME is only informed at
the end of the handover procedure when the handover is successfully com-
pleted in order to trigger the path switch; and direct release of resources at
the source side triggered by the target eNB. For those bearers requiring in-
sequence delivery of packets, the Status Transfer message provides the
sequence number and the HFN that the target eNB should assign to the first
packet with no sequence number that it must deliver. The first packet can
either be the one received over the target S1 path or received over X2, if data
forwarding over X2 is used. When the source eNB sends the Status Transfer
message, it pauses its packet transmit/receive status update, i.e., it stops
assigning PDCP sequence numbers to downlink packets and stops delivering
uplink packets to the network. The mobility over X2 can be categorized
according to its resilience to packet loss. A handover is seamless, if it mini-
mizes the interruption time during the inter-node transfer of a UE, or the
handover can be lossless, if no packets are lost. These handover types rely on
data forwarding of user-plane downlink packets. The source eNB may decide
to operate in one of these modes on a per EPS-bearer basis, based on the QoS
received over S1 for this bearer and the service characteristics.

If the source eNB selects the seamless handover mode for one bearer,
it informs the target eNB in the Handover Request message to establish a
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GTP tunnel’ to enable downlink data forwarding. The target eNB may send an
acceptance in the Handover Request Acknowledgement message at the tunnel end-
point where the forwarded data is expected to be received. The tunnel endpoint
may be different from the one that has been set up as the termination point of the
new bearer which is established over the target S1 [28].

Upon receipt of the Handover Request Acknowledgement message, the
source eNB can start forwarding the arriving data over the source S1 path
toward the indicated tunnel endpoint, concurrent with the transmission of the
handover trigger to the UE over the radio interface. The forwarded data is
going to be available at the target eNB for early delivery to the UE. When
forwarding is in use and in-sequence delivery of packets is required, the target
eNB is assumed to first deliver the packets forwarded over X2 before deliver-
ing the packets received over the target S1 path, once the S1 path switch has
been completed. The end of the forwarding is signaled over X2 to the target
eNB prior to switching the S1 path [28].

If the source eNB selects the lossless handover mode for one bearer, it will
additionally forward (over X2) those user-plane downlink packets that are pro-
cessed through the PDCP sublayer, but they are still locally buffered because they
have not been delivered and acknowledged by the UE. Those packets are for-
warded together with their assigned PDCP sequence number included in a GTP
extension header field. They are sent over X2 prior to the arriving packets from
the previous S1 path. The same mechanisms described above for seamless hand-
over are used for the GTP tunnel establishment. The end of forwarding is also
managed in the same way, since in-sequence packet delivery applies to lossless
handovers, as well. The target eNB must ensure that all packets, including the
ones received with a sequence number over X2, are delivered in sequence to the
target node.

When lossless handover is used, the target eNB may not deliver some of the
forwarded downlink packets received via X2 over the radio interface, if it is
informed by the UE that those packets have already been received via the source
eNB. This new feature is known as downlink selective retransmission in E-UTRA
literature [20,28]. In the uplink, the target eNB may instruct the UE not to retrans-
mit packets already received from the source eNB. In order to use uplink selective
retransmission, the source eNB forwards the user-plane uplink packets that are
received out of sequence to the target eNB via a new GTP tunnel. At the request
of the target eNB, the source eNB establishes a new forwarding tunnel. In this

9GTP-U protocol is used over S1-U, X2, S4, S5, and S8 interfaces of the evolved packet system.
GTP-U tunnels are used to carry encapsulated PDUs and signaling messages between a given pair
of GTP-U tunnel endpoints. The tunnel endpoint identifier (TEID) which is present in the GTP
header indicates which tunnel a particular PDU belongs to. The transport bearer is identified by the
GTP-U TEID and the IP address (source TEID, destination TEID, source IP address, destination IP
address) [2,31].
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216 CHAPTER 4 System Operation and UE States

case, the target eNB includes a GTP tunnel endpoint where it expects the for-
warded uplink packets to be received in the Handover Request Acknowledgement
message. The source eNB then indicates in the Status Transfer message for this
bearer, the list of sequence numbers corresponding to the packets to be forwarded.
Based on this information, the target eNB informs the UE of the packets that are
not going to be retransmitted, making the overall retransmission scheme more

efficient [20,28].

Inter-RAT mobility procedures
In principle, the inter-RAT handover procedures when an LTE system is the
source or target are the same as the intra-LTE handover process per se. One of
the differences is that upon handover to an LTE, the entire security association
configuration needs to be signaled, whereas within an LTE it is possible to signal
incremental information, where only the changes to the configuration are sig-
naled. If ciphering was not activated in the previous RAT, the E-UTRAN acti-
vates ciphering as part of the handover procedure. The E-UTRAN also establishes
SRB1, SRB2, and one or more DRBs, i.e., at least one DRB is associated with
the default EPS bearer. Figure 4.26 illustrates the UE states in E-UTRA, UMTS,
and GSM, as well as the mobility support between E-UTRAN, UTRAN, and
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E-UTRA states and inter-RAT mobility procedures [3].
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GERAN [10]. The cell change order (CCO) message is used to command the UE
to change to another RAT [3].

In the context of multi-RAT operation, the terms cell selection, cell reselection,
cell redirection, handover, and circuit-switched fallback (CSFB) are frequently
used. In order to avoid confusion when using these terms, and to better understand
the use cases, we use the illustration shown in Figure 4.27 to underline the signifi-
cance and implication of each term. While this figure may oversimplify the
process, it can give the reader some intuitive understanding about multi-cell,
multi-RAT operation of E-UTRA and interaction with other radio access technolo-
gies. As shown in Figure 4.27, when a UE is powered on, it performs a cell search
to find and select a suitable cell to camp on. The cell reselection, on the other
hand, is an idle mode procedure and a mechanism to change cell after a UE is
camped on a cell. Handover is a connected mode procedure and is performed
between connected states of the same or different radio access technologies, e.g.,
E-UTRA RRC_CONNECTED state to UMTS CELL_DCH state. Redirection is a
process which changes the UE state from connected to idle and in many cases for
CSFB purposes, e.g., the UE is redirected from the E-UTRA RRC_CONNECTED
state to the UMTS/GSM idle mode. In the case of CSFB, a handover is
not required and possibly not supported by the network and/or the UE. In such a
case, redirection is the default mechanism to utilize. Furthermore, in some cases,
the redirection can be faster than handover due to reasons such as inter-RAT
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[llustration of cell selection, cell reselection, cell redirection, circuit-switched fallback, and
handover in E-UTRA [32].
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measurement delay/cell detection, layer-3 filtering,'’ time-to-trigger, handover
preparation in the network, especially in cases where mobile originated or termi-
nated the call, which requires the UE to transition to the RRC_CONNECTED state
and to perform CSFB is triggered from the E-UTRA idle mode.

The CSFB functionality enables the support of voice service without deploy-
ment of IMS. This is a possible scenario for many operators when LTE is initially
deployed because those operators may not support IMS in their networks. The
CSFB functionality and IMS can be deployed simultaneously, meaning that an
operator can gradually roll out an IMS system while still supporting a fallback
mechanism whenever necessary. The UE informs the network that it wishes to
perform a “Combined Attached” during initial registration with the MME. In
practice, this means that the device requests the network to register its presence in
UMTS/GSM circuit-switched networks, as well. When a mobile-terminated call
for a subscriber (with multi-RAT support) arrives at the mobile switching center,
the incoming call is signaled to the MME. The UE is paged in the LTE system, if
it is in the idle mode, or is notified of the call, if it is in the connected mode. It
responds by requesting CSFB for the call to proceed. For mobile-originated calls,
the UE establishes an RRC connection, if in the idle mode and then notifies the
MME that CSFB support for the call is required.

The mobility between E-UTRAN, CDMA2000 I1xRTT [15,16], and
CDMAZ2000 high rate packet data (HRPD) or CDMA 1xEV-DO [14] radio access
technologies is shown in Figure 4.28. In general, the procedure for handover from
LTE to another RAT supports both handover and CCO with network assisted cell
change (NACC). The CCO or NACC procedure is applicable only for handover
to GERAN. Handover from LTE is performed only after security has been acti-
vated. In the case of CSFB to CDMAZ2000, the procedure includes support for
parallel handover (i.e., to 1XRTT and HRPD), for handover to 1xRTT combined
with redirection to HRPD, and for redirection to HRPD (see Figure 4.28). The
UE may assist by sending a Measurement Report message. In the case of hand-
over (as opposed to CCO), the source eNB requests the target node to prepare for
the handover in advance. As part of the handover preparation request, the source
eNB provides information about the applicable inter-RAT UE capabilities, as well
as information about the currently established bearers to the target node. In
response, the target node generates the handover command and returns this to the
source eNB. The source eNB sends mobility from the E-UTRA command to the

'The UE is required to apply a layer 3 filtering to each measurement quantity that it performs,
which does not include quantities configured exclusively for UE receive—transmit time difference
measurements. The UE is required to filter the measured result, before using for evaluation of
reporting criteria or for measurement reporting, by the following formula F, = (1 — a)F,—| + aM,,
where M, is the latest received measurement result from the physical layer, F, is the updated fil-
tered measurement result, that is used for evaluation of reporting criteria or for measurement
reporting, and F,_; is the previous filtered measurement result. The value of Fj is set to M; when
the first measurement result from the physical layer is received. The parameter a is defined as
a=1/ 2K/4 in which k is the filter coefficent for the corresponding measurement quantity [9].
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FIGURE 4.28
Mobility procedures between E-UTRA and CDMA2000 1xRTT/HRPD [3].

UE, which includes the inter-RAT message received from the target cell and
some inter-RAT parameters in the case of CCO. Upon receiving the message, the
UE starts the timer T304 and connects to the target node, either using the received
radio configuration (handover) or by initiating connection establishment (CCO)
according to the applicable specifications of the target RAT. The upper layers in
the UE are informed by the AS of the bearers established by the target RAT base
station. As a result, the UE is informed whether some of the previously estab-
lished bearers were not admitted by the target RAT base station [3,20].

Having discussed inter-RAT operation, let us take LTE-to-UMTS inter-RAT
handover as an example and describe the procedure involved in this operation. In
this scenario, the source eNB connects to the source MME and source S-GW
while the target UMTS radio network controller (RNC) connects to the target
SGSN and target S-GW; however, both source and target S-GWs connect to the
same P-GW. As shown in Figure 4.29, the source eNB configures the UMTS
measurements in the UE using the RRC Connection Reconfiguration message.
This message sets the thresholds (serving cell and inter-RAT neighbor cell) for
activation, and further sets the events and provides UMTS center frequency and
the scrambling code to be used. The UE measures the neighboring UMTS cells
and sends RRC measurement reports back to the source eNB. The source eNB
then makes a decision to perform a handover to the UMTS. In order to prepare
the target UMTS cell, the source eNB sends a Handover Required message to the
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source MME. This message contains the target UMTS cell identifier. The source
MME then contacts the target SGSN using the UMTS cell-identifier and allocates
the resources using a forward relocation request. Once the source MME receives
confirmation (Relocation Complete message from target SGSN), the source MME
sends a Handover Command message to the source eNB. The source eNB then
sends an RRC Mobility from E-UTRAN Command to the UE, indicating the move
to UTRAN. The UE then performs UTRAN access procedures to synchronize and
attach to the target RNC and upon successful completion of the process, the UE
sends a Handover to UTRAN Complete message to the target RNC [20,28,30].
Note that when the source eNB receives the handover command from the source
MME, it begins forwarding data packets received from the S-GW. Following this
process, downlink packets for the terminal that arrive at the S-GW are forwarded
to the terminal through S-GW —source eNB —S-GW —target SGSN — target
RNC (Figure 4.29).

Following the above procedure, the terminal switches to 3G, and when the radio
link configuration is completed, notification that it has connected to the 3G radio
access system is sent over each of the links to the source MME. The source MME
sends a forward relocation complete acknowledgment to the target SGSN. A given
period of time after receiving this message, the target SGSN releases the resources
related to data forwarding. The target SGSN then sends a modify bearer request to
the S-GW to switch the path between the S-GW and eNB to that between the
S-GW and the target SGSN. This message contains information elements required
to configure the path from the S-GW to the target SGSN, including those issued by
the target SGSN. When the S-GW receives this signal, it configures a communica-
tions path from the S-GW to the target SGSN. In this way, the new communication
path becomes S-GW — target SGSN — target RNC — terminal, and data transmis-
sion to the target 3G radio access system begins. Note that after this point, data for-
warding is no longer needed, thus the S-GW sends a packet to the eNB with an
“end marker” attached, and when the eNB receives this packet, it releases its
resources related to data forwarding. The S-GW sends a modify bearer response to
the target SGSN, indicating that the handover procedure has completed. The MME
also releases eNB resources that are no longer needed [29].

In the above inter-RAT handover procedure, we described the handover proce-
dure between 3GPP radio access systems in which the S-GW does not change;
however, handovers with S-GW relocation are also possible. In those cases, the
P-GW provides the anchor function'' for path switching similar to switching to
non-3GPP access systems.

In a UMTS-to-LTE inter-RAT handover, the source RNC connects to the
source SGSN and source S-GW, the target eNB connects to the target MME and
target S-GW, and both source and target S-GWs connect to the same P-GW.

""Anchor function is a function which switches the communication path according to the area
where the terminal is located and forwards packets for the terminal to that area.
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4.8 Overview of IP packet processing procedures

The IP packets are mapped to one or more radio bearers that are provided
by E-UTRAN according to the QoS requirements of the corresponding ser-
vices. An overview of IP packet processing stages in the E-UTRA downlink
is illustrated in Figure 4.30. It must be noted that depending on the content
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of the packets, some of the functions shown in this figure may not be
applicable. For example, MAC scheduling and HARQ soft combining func-
tions are not relevant to broadcast of the system information or other
control-plane packets. The uplink data packet processing is similar to the
downlink with the exception of some differences related to transmission for-
mat selection (modulation and coding scheme, transmission modes, multi-
antenna processing, etc.) due to dissimilarities in downlink/uplink multiple
access schemes and other physical-layer functions.

As shown in Figure 4.30, the IP packets arriving at the PDCP sublayer are
processed through the header-compression module in order to make efficient use
of radio resources by reducing the number of redundant bits transmitted over the
radio interface. The header-compression mechanism is based on the robust header
compression (ROHC) scheme [18]. The PDCP sublayer is also responsible for
ciphering and, for the control-plane packets, integrity protection of the transmitted
data, as well as in-sequence delivery and duplicate removal for handover. A
PDCP header is added to PDCP SDUs, carrying information required for deci-
phering of data in the terminal. At the receiver side, the PDCP performs the corre-
sponding deciphering and decompression functions. There is one PDCP entity per
radio bearer configured for a terminal [8].

The PDCP PDUs then go through the RLC sublayer which is responsible for
segmentation or concatenation, retransmission, duplicate detection, and in-
sequence delivery of the packets to the higher layers. The RLC provides services
to the PDCP in the form of radio bearers. There is one RLC entity per radio
bearer configured for a terminal. The addition of an RLC header facilitates in-
sequence delivery (per logical channel) of the PDCP SDUs in the terminal and
identification of the RLC PDUs in the case of retransmissions. The RLC PDUs
are forwarded to the MAC sublayer, which multiplexes a number of RLC PDUs
and attaches a MAC header to form a transport block. The transport-block size
depends on the instantaneous rates selected by the link adaptation mechanism,
which affects both MAC and RLC processing [7].

The MAC sublayer performs multiplexing of logical channels, HARQ retrans-
missions, and uplink/downlink scheduling services. Note that the scheduling func-
tion is only present in the eNB for both uplink and downlink packet scheduling
services. The HARQ protocol is present in both transmitting and receiving ends
of the MAC sublayer. The MAC sublayer provides services to the RLC sublayer
in the form of logical channels [6].

The physical layer performs encoding/decoding, modulation/demodulation,
scrambling/de-scrambling, interleaving/de-interleaving, multi-antenna proces-
sing, resource mapping/de-mapping, and OFDM/SC-FDMA modulation/
de-modulation functions. The physical layer provides services to the MAC
sublayer in the form of transport channels. The physical layer attaches a
CRC to the transport block for error detection purposes, performs coding
and modulation, and transmits the resulting signal using multiple transmit
antennas [22].
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The radio resource control (RRC) sublayer in E-UTRAN protocol stack performs
control-plane functions such as broadcast of system information related to
access stratum (AS) and non-access stratum (NAS); paging; establishment,
maintenance and release of an RRC connection between the UE and E-UTRAN;
signaling radio bearer (SRB) management; security handling; mobility manage-
ment including UE measurement reporting and configuration; connected mode
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handover; idle-mode mobility control; multimedia broadcast multicast service
(MBMS) notification services and radio bearer management for MBMS; quality
of service (QoS) management and NAS direct message transfer from NAS to
the UE and vice versa [1]. Figure 5.1 illustrates the RRC sublayer and its inter-
actions with other protocol layers in the E-UTRA protocol stack in terms of
configuration of lower-layer functions and transfer of upper-layer control/signal-
ing data via lower layers. The RRC sublayer provides the upper layers with the
following services: (1) broadcast of common control information; (2) notifica-
tion of idle-mode UEs and (3) transfer of dedicated control information. At the
same time, the RRC sublayer receives the following services from lower layers:
(1) integrity protection and ciphering from packet data convergence protocol
(PDCP) sublayer; and (2) reliable and in-sequence transfer of information,

Non-access stratum
(NAS) Internet protocol (IP)
L)
v
Radio resource control | IP packets
(RRC) ™
i RRC PDUs
\ 4
Packet data
Control > convergsgcgzpprotocol
configuration ( )
I Radio
bearers
_ Radio link control
Control/ o (RLC)
configuration
I Logical
channels
_ | Medium access control
Control/ o (MAC)
configuration
A Transport —
v channels
Control/configuration/ o Physical layer (PHY)
physical layer measurements )
Physical
channels

FIGURE 5.1

The RRC sublayer in the LTE protocol stack.
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without introducing duplicates and support for segmentation and concatenation
from the radio link control (RLC) sublayer.
More specifically, the RRC sublayer performs the following functions [1]:

* Broadcast of system information including NAS common information and
the information pertinent to UEs in RRC_IDLE state such as cell selection/
reselection parameters, neighbor cell information, and information related to
UEs in RRC_CONNECTED state such as common channel configuration
information.

* RRC connection control that includes the following tasks:

— Paging of the UEs in the idle mode.

— Establishment, modification, or release of the RRC connection which
includes assignment and/or modification of the UE identity; establishment,
modification, or release of SRBs; and access class barring.

— Initial security activation which includes initial configuration of AS integ-
rity protection and ciphering [3].

— Maintaining RRC connection while the UEs are moving which includes
intra-frequency/inter-frequency handover-associated security handling,
i.e., key/algorithm change, specification of RRC context information
transferred between network nodes.

— Establishment, modification, or release of data radio bearers (DRBs).

— Radio configuration and control in the lower layers including automatic
repeat request (ARQ), hybrid automatic repeat request (HARQ), and dis-
continuous reception (DRX) configuration.

— Cell management including change of primary cell; addition, modification,
or release of secondary cells; and addition, modification, or release of sec-
ondary timing advanced groups when carrier aggregation is supported.

— QoS control including assignment and modification of downlink/uplink
semi-persistent scheduling configuration; assignment and modification of
parameters for uplink rate control in the UE, i.e., allocation of a priority
and a prioritized bit rate for each radio bearer.

— Recovery from radio link failure (RLF).

¢ Inter-radio access technology (inter-RAT) mobility including security activa-
tion and transfer of RRC context information.

* Measurement configuration and reporting, which includes establishment, mod-
ification, or release of intra-frequency/inter-frequency/inter-RAT measure-
ments; setup and release of measurement gaps; and measurement reporting.

* Support of self-configuration and self-optimization as well as support of mea-
surement logging and reporting for network performance optimization.

In order to simplify the operation and to reduce state transition latency, LTE
simplified the legacy systems and defined two operational states for the UE:
RRC_CONNECTED and RRC_IDLE. A UE is in the RRC_CONNECTED state
when an RRC connection or control-plane has been established; otherwise, the
UE is said to be in the RRC_IDLE state. The UE states only correspond to the
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steady-state behavior and the transient procedures for cell search and selection, as
well as network attach/detach, are not designated as states.

In this chapter, we will take a top-down systematic approach to analyzing and
understanding the services and functions of the RRC sublayer in LTE/LTE-
Advanced and will provide practical and implementation perspectives on LTE
RRC sublayer protocols.

RRC states and state transitions

In LTE, a user terminal at any given time during normal operation can be in one
of the two (steady-state) RRC states as shown in Figure 5.2. The emphasis on the
steady-state descriptor is due to the fact that the state diagram shown in
Figure 5.2 does not include the transient states of the mobile terminal. In fact,
when a UE is powered on or upon RLF, it goes to a transient state with no attach-
ment to a public land mobile network (PLMN) or a cell, and thus has no connec-
tion to the network. The UE starts scanning and selecting a PLMN and then
proceeds to camp on a cell (cell selection/reselection) through downlink synchro-
nization and system information acquisition. In this case, the UE has virtually
moved to the RRC_IDLE state since it still has no RRC connection and thus per-
forms uplink synchronization and RRC connection setup procedures. The RRC
states can further be characterized as follows [1]:

 RRC_IDLE

— UE-specific DRX is configured by NAS.

— UE-controlled mobility is performed.

— UE monitors a paging channel to detect incoming calls.

— System information change is tracked and earthquake and tsunami warn-
ing system (ETWS) notification is monitored.

— UE performs neighbor cell measurements and cell selection or reselection
and acquires the system information.

Connected mode procedures

Idle mode procedures /_\
Continuous transmission/
reception

RRC connection setup ——p»| 4
RRC_IDLE il v
-¢—— RRC connection release
Short DRX —»{ Long DRX
RRC_CONNECTED
FIGURE 5.2

UE (steady-state) RRC states in LTE/LTE-Advanced.

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 243 of 1122
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« RRC_CONNECTED
— Bi-direction transfer of unicast data in the uplink and downlink.
— At lower layers, the UE may be configured with a UE-specific DRX.
— Network-controlled mobility, i.e., handover and cell change order (CCO)
with optional network-assisted cell change to GERAN.
— Neighbor cell measurements.

In RRC_IDLE, the UE monitors a paging channel and/or system information
block type 1 (SIB1) content to detect system information change, and for ETWS
capable UEs, ETWS notifications. The UE further monitors control channels asso-
ciated with the shared data channel to determine whether data is scheduled for it.

Prior to transition to RRC steady-states, the UE uses the information stored on
its universal subscriber identity module (USIM) and the mobile equipment (ME)
for system selection and camping. Upon initial power-up, the UE uses the static
information on the USIM and ME to initiate system selection. In a practical sce-
nario, the international mobile subscriber identity (IMSI) on the USIM may be
used to determine the home PLMN code, and may serve as the basis for PLMN
selection. The USIM may have optionally an equivalent home PLMN list and pri-
orities among them to determine the PLMN selection. The USIM may also pro-
vide the allowed radio access technology (RAT) for each PLMN where there can
be multiple RATs for a given PLMN. The UE considers the supported RAT and
frequency band to trigger system selection. The system selection procedures are
divided between NAS and AS. Over the air, signaling support provided by the AS
assists NAS in camping on a PLMN. The selected PLMN is known as the regis-
tered PLMN and is stored on the USIM for future system selections.

If a PLMN is selected, but the UE cannot register with it because the registra-
tion is rejected, the PLMN is added to the prohibited PLMN list, which is retained
even when the UE is switched off or the USIM is removed. A prohibited PLMN,
which is typically a visited PLMN, can usually be selected only with user manual
intervention. The ME uses the registered PLMN or a list of equivalent PLMNs
(obtained during registration, all considered equal priority PLMNs) for PLMN
selection (not for initial power-up), cell selection/reselection, and handover. If
registration cannot be completed on any PLMN, the UE indicates a No Service to
the user and waits until a new PLMN is detected, or tracking areas (TAs) of an
allowed PLMN that are not in the prohibited TA list are found. The UE selects
the registered PLMN or equivalent PLMN to initiate system selection during
recovery from RLF or at power-up.

The selection of a PLMN can be manual or automatic. In both cases, the
UE scans all possible RF channels that it supports based on its capability [5].
During the search, all detected PLMNs with reference signal received power
(RSRP)= — 110 dBm are reported to the NAS as high-quality PLMNs without
an associated RSRP value. The PLMNs with RSRP < — 110 dBm are reported
along with an associated RSRP value [10]. The order in which the UE searches
for PLMNs based on either intra- or inter-band is not defined but can be
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232 CHAPTER 5 Radio Resource Control Functions

optimized based on some information that is available to the UE including the
last frequency on which it successfully camped. In both automatic and manual
modes, the search for PLMNs can be discontinued by the NAS at any time. When
the UE is in automatic mode and multiple PLMNs are detected, the order in
which the selection is made is controlled by a set of rules such as last-registered
PLMN (or equivalent) which is initially attempted, then home (or equivalent)
PLMN is tried, followed by a user-defined and/or operator-defined list of PLMNs
in priority order, followed by high-quality PLMNSs in random order, followed by
other PLMNs in the order of decreasing RSRP. If a UE is camped on a PLMN
that is not the highest priority, it will periodically search for higher priority
PLMNs and report the results to the NAS. The time interval between searches is
stored on the USIM and set by the service provider to be between 6 minutes and
8 hours, in increments of 6 minutes.

RRC_CONNECTED state

The RRC_CONNECTED state is a state where the UE transfers unicast control/
data in the uplink or downlink. The UE may be configured with a customized
DRX or discontinuous transmission (DTX) pattern, or both. The UE monitors
control channels associated with the shared data channel to determine if data is
scheduled for it, provides channel quality and feedback information, performs
neighbor cell measurements and measurement reporting, and acquires the system
information. One or multiple IP addresses are assigned to the UE as well as a
temporary identifier called cell radio network temporary identifier (C-RNTI) that
is used for signaling purposes between the UE and the network. In brief, the
RRC_CONNECTED state is characterized as follows:

¢ UE is known in EPC and E-UTRAN/eNB, i.e., UE context is stored in eNB.
* UE location is known at cell level.

* Unicast data transfer with UE is possible

* Short/long DRX is supported for power saving.

* Mobility is controlled by the network.

In RRC_CONNECTED, the network controls UE mobility, i.e., the network
decides when the UE must move to another cell, which may be on another fre-
quency or RAT. For network-controlled mobility in the RRC_CONNECTED
state, handover is the only procedure that is defined. The network triggers the
handover procedure based on radio conditions or network load. The network may
configure the UE to perform measurement reporting including the configuration
of measurement gaps. The network may also initiate handover without receiving
measurement reports from the UE. Before sending the handover message to the
UE, the source eNB prepares one or more target cells. The target eNB generates
the message used to perform the handover, including the AS configuration to be
used in the target cell. The source eNB transparently forwards the handover mes-
sage/information received from the target to the UE. The source eNB may initiate
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5.1 RRC states and state transitions

data forwarding for some of the user DRBs. After receiving the handover mes-
sage, the UE attempts to access the target cell at the first available random access
channel (RACH) opportunity according to the random access resource selection
procedure for asynchronous handover. When allocating a dedicated preamble for
the random access in the target cell, the E-UTRA ensures it is available from the
first RACH opportunity that the UE may utilize. Upon successful completion of
the handover, the UE sends a message used to confirm the handover. Following
successful completion of the handover, the PDCP service data units (SDUs) may
be retransmitted in the target cell. This only applies for user DRBs using radio
link control acknowledged mode (RLCAM) mode. Furthermore, the sequence
number (SN) and the hyper-frame number (HFN)' are reset, except for the user
DRBs using RLCAM mode for which both SN and HFN continue. For a limited
period of time, the source eNB maintains the UE context to allow the UE to
return in case of handover failure. If handover failure is detected, the UE will
attempt to resume the RRC connection with either the source eNB or another cell
using the RRC connection reestablishment procedure. The connection reestablish-
ment would succeed, if the accessed cell is prepared.

The paging procedure is used to transmit paging information to a UE
in RRC_IDLE and/or to inform mobile terminals in the RRC_IDLE and
RRC_CONNECTED states about a system information change and/or to inform
about an ETWS primary and/or secondary notification. The paging information is
provided to upper layers, which in response may establish an RRC connection to
receive an incoming call. The E-UTRAN initiates the paging procedure by trans-
mitting the paging message at the UE’s paging opportunities. The E-UTRAN may
address multiple mobile terminals within a paging message by including one pag-
ing record for each UE. The E-UTRAN may also indicate a change of system
information and/or provide an ETWS notification.

The RRC connection establishment involves SRB1 establishment. The proce-
dure is also used to transfer the initial NAS dedicated information/message from
the UE to the E-UTRAN. The UE initiates the RRC connection establishment
procedure when the upper layers request establishment of an RRC connection
while the UE is in the RRC_IDLE state.

The RRC connection reestablishment is used to reestablish the RRC connec-
tion including resumption of SRB1 operation and the reactivation of security. A
UE in RRC_CONNECTED, for which security has been activated, may initiate
the procedure in order to continue the RRC connection. The connection reestab-
lishment succeeds, if the serving/target is prepared, i.e., it has a valid UE context.
If the E-UTRAN accepts the connection reestablishment, SRB1 operation resumes
while the operation of other radio bearers is suspended. If the AS security has not

'An HFN is an overflow counter mechanism that is used in the eNB and UE in order to limit the
actual number of sequence number bits that are needed to be sent over the radio air-interface. The
HEN needs to be synchronized between the UE and eNB.
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Table 5.1 Summary of the Differences Between MAC and RRC Control [1]
MAC Control RRC Control

Control MAC RRC
Entity
Signaling PDCCH MAC control PDU RRC message
type
Signaling ~1072 (no ~107% (with HARQ) ~107% (with ARQ)
reliability retransmission)
Control Very short Short Long
latency
Extensibility None Limited High
Security No integrity protection; No integrity protection;  Integrity-protected

no ciphering no ciphering ciphering

been established, the UE cannot initiate the procedure and directly transitions to
the RRC_IDLE state.

The main difference between medium access control (MAC) and RRC control
lies in the signaling reliability. The signaling corresponding to state transitions
and radio bearer configurations should be performed by the RRC sublayer due to
signaling reliability. The different characteristics of MAC and RRC control are
summarized in Table 5.1.

RRC_IDLE state

The RRC_IDLE is a state where a UE-specific DRX may be configured by upper
layers. In the idle mode, the UE saves power and does not inform the network of
each cell change. The network knows the location of the UE to the granularity of
a few cells, known as the tracking area. The UE monitors a paging channel to
detect incoming traffic, performs neighbor cell measurements and cell selection/
reselection, and acquires system information. In brief, the RRC_IDLE state is
characterized as follows [1,4]:

* UE is known in EPC and has an assigned IP address.

e UE is not known in E-UTRAN/eNB.

* User terminal’s location is known at tracking-area level.

e Unicast data transfer with UE is not possible.

* UE can be reached through paging in TAs controlled by EPC.
e UE-based cell selection and TA update are provided to EPC.

RRC connection management

One of the main functions of the RRC sublayer is to establish, maintain, modify,
and release connections with E-UTRAN for transport of user data and control
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5.2 RRC connection management

messages. There are two NAS states that reflect the state of a UE with respect
to connection establishment: (1) evolved packet system (EPS) mobility manage-
ment (EMM) state (EMM-DEREGISTERED or EMM-REGISTERED) which
reflects whether the UE is registered in the mobility management entity (MME);
and (2) EPS connection management (ECM) state (ECM-IDLE or ECM-
CONNECTED) which signifies the connectivity of the UE with the core
network.

The transition from ECM-IDLE to ECM-CONNECTED not only involves
establishment of the RRC connection, but also includes establishment of S1 con-
nection. The RRC connection establishment is initiated by the NAS and is com-
pleted prior to S1 connection establishment, which means that connectivity in
RRC_CONNECTED is initially limited to the exchange of control information
between UE and E-UTRAN. The UEs are typically moved to ECM-
CONNECTED when becoming active. It should be noted that in LTE, the tran-
sition from ECM-IDLE to ECM-CONNECTED is performed within 100ms. The
UEs engaged in intermittent data transfer do not need to stay in ECM-
CONNECTED, if the ongoing services can tolerate such transfer delays. The
LTE design objective was to support similar battery power consumption levels
for UEs in RRC_CONNECTED as UEs in RRC_IDLE. The RRC connection
release is initiated by the eNB following release of the S1 connection between
the eNB and the core network [19].

The RRC connection establishment starts with the establishment of SRB1 and
the transfer of the initial NAS message. This NAS message triggers the setup of an
S1 connection, which normally initiates a subsequent step during which E-UTRAN
activates AS security and further establishes SRB2, along with one or more DRBs
associated with the default and optionally dedicated EPS bearers. Figure 5.3 illus-
trates the RRC connection establishment and the transport paths of user application
data, NAS signaling, and RRC control messages. Note that NAS messages (ECM/
EMM) are encapsulated in RRC messages (Figure 5.4), thus the RRC connection
establishment needs to happen prior to NAS signaling transfer. Furthermore, it must
be noted that SRBs are established before DRBs. The integrity protection algorithm
in LTE/LTE-Advanced is common for signaling radio bearers SRB1 and SRB2.
The ciphering algorithm is common for all radio bearers (i.e., SRB1, SRB2, and
DRBs). However, neither integrity protection nor ciphering applies to SRBO [1].

More specifically, the RRC connection establishment involves the establish-
ment of SRB1. E-UTRAN completes the RRC connection establishment prior to
establishing an S1 connection, i.e., prior to receiving the UE context from EPC.
As a result, AS security is not activated during the initial phase of the RRC
connection.

Upon receiving the UE context from the EPC, the E-UTRAN activates secu-
rity that includes ciphering and integrity protection using the initial security acti-
vation procedure. The RRC messages to activate security are integrity-protected,
while ciphering is started only after completion of the procedure. That is, the
response to the message used to activate security is not ciphered, while the
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Transfer user-plane application data with DRBs

Application [ — - — - — — - — - — - — — — — — — — — — —— —— — — — — — Application
TCP/IP g
7}
NAS NAS
(EMM/ECM) | (EMM/ECM)
RRC R §C Transfer NAS messages with SRBs
v v
PDCP f2DCE
RLC RLC SRBs
MAC MAC <—»DRBs
PHY PHY
UE SRBs/DRBs eNB MME/S-GW/P-GW
FIGURE 5.3

[llustration of different radio bearers in LTE RRC_CONNECTED state.

subsequent messages used to establish SRB2 and DRBs are both integrity-
protected and ciphered. Following initiation of the security activation procedure,
E-UTRAN proceeds to establish SRB2 and DRBs. The E-UTRAN will apply
ciphering and integrity protection for the RRC connection reconfiguration mes-
sages used to establish SRB2 and DRBs. The E-UTRAN should release the RRC
connection, if the initial security activation and/or the radio bearer establishment
fail. For SRB2 and DRBs, security is always activated from the beginning, i.e.,
the E-UTRAN does not establish these bearers prior to activating security.

Once the security activation procedure is performed, the E-UTRAN may
configure a carrier-aggregation-enabled UE with one or more secondary cells
in addition to the primary cell that was initially configured during RRC con-
nection establishment. The primary cell is used to provide the security inputs
and upper-layer system information. The secondary cells are used to provide
additional downlink and optionally uplink radio resources for user data trans-
mission [1].

In order to better understand the RRC connection configuration/reconfigura-
tion/release process, we need to briefly review the EPS mobility and connection
management states. The EMM states describe the mobility management states
that result from the mobility management procedures, e.g., attach and TA update
procedures. There are two EMM states defined in LTE: EMM-DEREGISTERED
and EMM-REGISTERED. The ECM states describe the signaling connectivity
between the UE and the EPC. LTE defines two ECM states: ECM-IDLE and
ECM-CONNECTED.

In general, the ECM and EMM states are independent of each other. Transition
from EMM-REGISTERED to EMM-DEREGISTERED can occur regardless of
the ECM state, e.g., by explicit detach signaling in ECM-CONNECTED or by
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Encapsulation of NAS signaling/messages in RRC messages [27].
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implicit detach locally in the MME during ECM-IDLE. However, in order to tran-
sition from EMM-DEREGISTERED to EMM-REGISTERED, the UE has to be in
the ECM-CONNECTED state. In the EMM DEREGISTERED state, the EMM
context in MME holds no valid location or routing information for the UE. The
UE is not reachable by an MME, as the UE location is not known. In the EMM-
DEREGISTERED state, some UE context can still be stored in the UE and MME,
e.g., to avoid running a key agreement (AKA) procedure during every attach
procedure.

A UE is in ECM-IDLE state when no NAS signaling connection between the UE
and the network exists. In the ECM-IDLE state, a UE performs cell selection/reselec-
tion and PLMN selection. There is no UE context in E-UTRAN for the UE in the
ECM-IDLE state. There is no SI-MME and no S1-U connection for the UE in the
ECM-IDLE state. The UE location is known in the MME with an accuracy of a
tracking area. The UE performs the TA update procedure when the tracking area
identity (TAI) in the EMM system information is not in the list of TAs that the UE
registered with the network, or when the UE performs a handover to an E-UTRAN
cell and the UE’s temporary identity indicates P-TMSI. For a UE in the ECM-
CONNECTED state, there is a signaling connection between the UE and the MME.
The signaling connection consists of two parts: an RRC connection and an S1-MME
connection [7].

The RRC connection establishment process has been illustrated in Figure 5.5.
The UE attempts to synchronize with the downlink and acquire the system infor-
mation. The NAS layer in the UE (see Figure 5.3) triggers connection establish-
ment, which may be in response to a paging message. If the access is not barred,
the lower layers in the UE perform a contention-based random access procedure.
If the contention-based random access procedure is successful, the UE sends the
RRC Connection Request message. This message includes an initial identity,
which is typically the UE’s system architecture evolution temporary mobile sub-
scriber identity (S-TMSI) or a random number. If E-UTRAN accepts the connec-
tion request, it returns the RRC Connection Setup message that includes the initial
radio resource configuration including SRB1. Instead of signaling each individual
parameter, the E-UTRAN may order the UE to apply a default configuration, i.e.,
a configuration for which the parameter values are specified in the RRC specifica-
tion [1]. The UE responds with the RRC Connection Setup Complete message
with an encapsulated NAS message, an identifier of the selected PLMN, and an
identifier of the registered MME. Based on the last two parameters, the eNB deci-
des with which MME it should establish the S1 connection.

The E-UTRAN sends the Security Mode Command message to activate integ-
rity protection and ciphering. This message, which is integrity-protected but not
ciphered, indicates which algorithms must be used. The UE verifies the integrity
protection of the Security Mode Control message and configures lower layers to
apply integrity protection and ciphering to all subsequent messages with the excep-
tion that ciphering is not applied to the response message, i.e., the Security Mode
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FIGURE 5.5

Sequence of signaling for RRC connection setup, reconfiguration, and release [27].
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Complete or Security Mode Failure messages are not ciphered. The E-UTRAN
sends the message including a radio resource configuration used to establish SRB2
and one or more DRBs. This message may also include other information such as a
piggybacked (encapsulated) NAS message or a measurement configuration. The E-
UTRAN may send the RRC Connection Reconfiguration message prior to receiving
the Security Mode Complete message. In this case, the E-UTRAN should release
the connection when one or both procedures fail. The UE ultimately returns the
RRC Connection Reconfiguration Complete message [19,27].

Signaling and data radio bearers

A signaling radio bearer is defined as a radio bearer that is only used for transmis-
sion of RRC and NAS messages. More specifically, the following three SRB
types are defined in E-UTRA [1]:

* SRBO is used for transport of RRC messages associated with the common con-
trol logical channel.

* SRBI is used for transport of RRC messages including piggybacked NAS
messages as well as NAS messages prior to the establishment of SRB2 where
all are associated with a dedicated control logical channel.

* SRB2 is used for transport of NAS messages using a dedicated control logical
channel, has a lower priority than SRB1, and is always configured by E-
UTRAN after security activation.

The SRB types and their usage are summarized in Table 5.2. The UE in the
RRC_IDLE state does not have any allocated SRB or DRB. The UE requires
(dedicated) SRBs and DRBs to exchange data/messages with the network. In par-
ticular, for transfer of NAS messages, SRBs are established. They carry registra-
tion and signaling for user-plane setup. The user-plane application data is
transported on DRBs. An E-UTRAN radio access bearer (E-RAB) uniquely iden-
tifies the concatenation of an S1 bearer and the corresponding DRB. When an E-
RAB exists, there is a one-to-one mapping between this E-RAB and an EPS

Table 5.2 E-UTRA SRBs and Their Usage [1]

Associated
SRB Message Type Logical Channel

SRBO  RRC messages (it is used when the RRC connection is CCCH
established)

SRB1  RRC messages, RRC messages with piggybacked NAS DCCH
messages, NAS messages prior to SRB2 setup

SRB2  NAS messages, RRC messages with piggybacked NAS DCCH
messages (lower priority than SRBT)
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5.2 RRC connection management 241

bearer of the NAS [4]. To establish, modify, or release DRBs, the E-UTRAN
applies the RRC connection reconfiguration procedure.

DRBs are established by the eNB in the RRC_CONNECTED state based on
the relevant information from the MME. This information includes the desired
QoS for the radio bearer, which enables the eNB to appropriately configure the
PDCP, RLC, and MAC parameters. In the RRC_CONNECTED state, the DRBs
can be modified and released based on the signaling information received from
the MME. Some restrictions may apply with regard to the modification of exist-
ing DRBs. All DRBs are implicitly released when the RRC connection is
released. When establishing a DRB, the E-UTRAN decides how to transfer the
packets of an EPS bearer across the radio interface. An EPS bearer is uniquely
mapped to a DRB, a DRB is then mapped to a dedicated traffic logical channel,
all logical channels are mapped to a downlink or uplink shared transport channel,
which are mapped to the corresponding physical downlink or uplink shared chan-
nel. A UE in the RRC_CONNECTED state, for which security has been acti-
vated, may initiate the procedure in order to continue the RRC connection. The
connection reestablishment succeeds only if the serving cell is prepared, i.e., it
has a valid UE context. In the case where the E-UTRAN accepts the connection
reestablishment, SRB1 operation resumes while the operation of other radio
bearers remains suspended. If the AS security has not been activated, the UE does
not initiate the procedure, but rather directly transitions to the RRC_IDLE state.

Before concluding this section, it would be useful if we summarize the EPS
bearer architecture and understand the termination points of each bearer in the
LTE system. The EPS bearer service architecture is illustrated in Figure 5.6, in
which the following bearers are defined [1,4]:

<« E-UTRAN T EPC T Internet —
i | i i
UE | eNB | S-GW 1 P-GW | Peer

| | | | entity

[ : ' Endfoend service : ]
! ) ! !
! ! ! !
1 1 1 1

[ . EPS bearer . [ xternal bearer
i i i i
| | 1 |

[ E-UTRAN radio access bearer (E-RAB) | S5/S8 bearer ] '
i i i i
1 1 ] |

[ SRB/DRB [ S1 bearer ] i H
o i
i ' ' '

Radio link S1 S5/S8 SGi

FIGURE 5.6

EPS bearer service architecture [4].
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* An uplink traffic flow template (TFT) binds a service data flow to an EPS
bearer in the uplink direction, where multiple service data flows can be multi-
plexed into the same EPS bearer by including multiple uplink packet filters”
in the uplink TFT.

¢ A downlink TFT in the P-GW binds a service data flow to an EPS bearer in
the downlink direction, where multiple service data flows can be multiplexed
into the same EPS bearer by including multiple downlink packet filters in the
downlink TFT.

* An E-RAB transports the packets of an EPS bearer between the UE and the
EPC. When an E-RAB exists, there is a one-to-one mapping between the
E-RAB and an EPS bearer.

* A DRB transports the packets of an EPS bearer between a UE and the eNB.
When a DRB exists, there is a one-to-one mapping between this DRB and the
EPS bearer/E-RAB.

* An SI bearer transports the packets of an E-RAB between an eNB and an
S-GW.

* An S5/S8 bearer transports the packets of an EPS bearer between an S-GW
and a P-GW.

* A UE stores the mapping between an uplink packet filter and a DRB to
create the binding between the service data flow and the DRB in the
uplink.

e The P-GW stores the mapping between the downlink packet filter and S5/S8a
bearer to create the binding between a service data flow and the S5/S8a bearer
in the downlink.

e The eNB stores a one-to-one mapping between the DRB and the S1 bearer to
create the binding between the DRB and the S1 bearer in both the uplink and
downlink.

e The S-GW stores a one-to-one mapping between the S1 bearer and the S5/S8a
bearer to create the binding between the S1 bearer and the S5/S8a bearer in
both the uplink and downlink.

2Service data flow (SDF) is a fundamental concept in the 3GPP’s definition of QoS and policy
management. SDFs represent the IP packets related to a user service (web browsing, e-mail, etc.).
SDFs are bound to specific bearers based on policies defined by the network operator. This binding
occurs at the P-GW and the UE using traffic flow templates. TFTs contain packet filtering informa-
tion to identify and map packets to specific bearers. The filters are configurable by the network
operator, but at a minimum will contain five parameters, as follows:

The source IP address.

The destination IP address.

The source port number.

The destination port number.

The protocol identification (i.e., TCP or UDP).

The policy and charging enforcement function in the P-GW filters packets.
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5.2 RRC connection management

In the downlink, the piggybacked (or encapsulated) NAS messages are used
for bearer establishment, modification, or release. In the uplink, the piggybacked
NAS messages are used for transferring the initial NAS messages during connec-
tion setup. The NAS messages transferred via SRB2 are also contained in RRC
messages, which do not include any RRC protocol control information. Once
security is established, all RRC messages on SRB1 and SRB2, including those
containing NAS or non-3GPP messages, are integrity-protected and ciphered by
PDCP sublayer. The NAS independently applies integrity protection and cipher-
ing to the NAS messages.

Random access is specified entirely in the MAC sublayer including initial
transmission power estimation [6]. The RRC connection establishment includes
establishment of SRB1. The E-UTRAN completes the RRC connection establish-
ment prior to completing the establishment of the S1 connection, i.e., prior to
receiving the UE context from the EPC. Therefore, the AS security is not acti-
vated during the initial phase of the RRC connection. During the initial phase of
the RRC connection, the E-UTRAN may configure the UE to perform measure-
ment reporting. However, the UE only accepts handover messages when security
has been activated. Upon receiving the UE context from the EPC, the E-UTRAN
activates ciphering and integrity protection using the initial security activation
procedure. The RRC messages to activate security are integrity-protected, while
ciphering starts only after completion of the procedure, i.e., the response to the
message used to activate security is not ciphered, while the subsequent messages
used to establish SRB2 and DRBs are both integrity-protected and ciphered.

Following the activation of the initial security, the E-UTRAN establishes
SRB2 and user DRBs, i.e., the E-UTRAN may perform this function prior to
receiving the confirmation of the initial security activation from the UE. The E-
UTRAN applies both ciphering and integrity protection for the RRC connection
reconfiguration messages used to establish SRB2 and user DRBs. The E-UTRAN
should release the RRC connection, if the initial security activation and/or the
radio bearer establishment fails (i.e., security activation and user DRB establish-
ment are triggered by a joint S1 procedure, which does not support partial suc-
cess). For SRB2 and user DRBs, the security is always activated from the
beginning, i.e., the E-UTRAN does not establish these bearers prior to activating
security. The release of the RRC connections is initiated by the E-UTRAN. The
procedure may be used to redirect the UE to another frequency or radio access
technology (RAT). In certain cases, the UE may discontinue the RRC connection,
i.e., it may transition to RRC_IDLE without notifying the E-UTRAN.

In the cases where the UE fails to establish a connection to the network (e.g.,
RLF, handover failure, RLC unrecoverable error, or reconfiguration compliance
failure), the UE initiates the RRC connection reestablishment procedure, provided
that security is active. If security is not active when one of the above failures
occurs, the UE transitions to the RRC_IDLE state. In order to reestablish the RRC
connection, the UE starts a timer known as T311 (see Section 5.6) and performs
cell selection. In this case, the UE should prioritize searching of LTE frequencies.
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244 CHAPTER 5 Radio Resource Control Functions

However, no requirements are specified to prevent the UE from searching for
other RATs. Upon finding a suitable cell on an LTE frequency, the UE stops timer
T311, starts timer T301 and initiates a contention-based random access procedure,
and sends an RRC Connection Reestablishment Request message. In the RRC
Connection Reestablishment Request message, the UE includes the UE identity used
in the previous cell, the identity of that cell, a short message authentication code,
and a cause. The E-UTRAN uses the reestablishment procedure to continue SRB1
and to reactivate security without changing algorithms. A subsequent RRC connec-
tion reconfiguration procedure is used to resume operation on radio bearers other
than SRB1 and to reactivate measurements. If the cell in which the UE initiates the
reestablishment is not prepared (i.e., no UE context is available), the E-UTRAN will
reject the procedure, causing the UE to transition to the RRC_IDLE state [19].

Quality of service control

An EPS bearer/E-RAB is the level of granularity for bearer-level QoS control in
the EPC/E-UTRAN. As a result, service data flows mapped to the same EPS
bearer receive the same bearer-level packet forwarding treatment, e.g., scheduling
policy, queue management policy, rate shaping policy, and RLC configuration.
One EPS bearer/E-RAB is established when the UE connects to a PDN and
remains throughout the lifetime of the PDN connection to provide the UE with
always-on IP connectivity to the PDN. This bearer is referred to as the default
bearer. Any additional EPS bearer/E-RAB that is established to the same PDN is
referred to as a dedicated bearer. The initial bearer-level QoS parameter values of
the default bearer are assigned by the network based on subscription information.
The decision to establish or modify a dedicated bearer can only be taken by the
EPC, and the bearer-level QoS parameter values are always assigned by the EPC.

An EPS bearer/E-RAB is referred to as a guaranteed bit rate (GBR) bearer, if
dedicated network resources related to a GBR value that is associated with the
EPS bearer/E-RAB are permanently allocated by the admission control function
in the eNB upon bearer establishment/modification. Otherwise, an EPS bearer/E-
RAB is referred to as a non-GBR bearer. A dedicated bearer can either be a GBR
or a non-GBR bearer, while a default bearer is always a non-GBR bearer. Each
EPS bearer/E-RAB (GBR and non-GBR) is associated with the following bearer-
level QoS parameters:

¢ QoS class identifier (QCI): A metric that is used as a reference to access
node-specific parameters that control bearer-level packet forwarding function,
e.g., scheduling weights, admission thresholds, queue management thresholds,
link layer protocol configuration. These parameters are preconfigured by the
network operator.

* Allocation and retention priority (ARP): The primary purpose of ARP is to
decide whether a bearer establishment/modification request can be accepted or
needs to be rejected in the case of resource limitation. In addition, the ARP
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5.2 RRC connection management 245

can be used by the eNB to decide which bearers to drop under resource short-
age circumstances.

e FEach GBR bearer is additionally associated with the bit rate that can be
expected to be provided by that bearer.

e Each access point name (APN) access by a UE is associated with a per APN
aggregate maximum bit rate (APN-AMBR).

e Each UE in the EMM-REGISTERED state is associated with a per UE-
AMBR.

The GBR denotes bit rate of traffic per bearer while UE-AMBR/APN-AMBR
denotes bit rate of traffic per group of bearers. Each of those QoS parameters has
an uplink and a downlink component.

In Table 5.3, the delay between a policy control enforcement function (PCEF)
and a radio base station (about 20 ms) should be subtracted from a given packet
delay budget to derive the packet delay budget that applies to the radio interface.
This delay is the average between the case where the PCEF is located close to the
radio base station (approximately 10 ms) and the case where the PCEF is located
far from the radio base station, e.g., in the case of roaming with home routed traf-
fic (the one-way packet delay between Europe and the US west coast is roughly
50 ms). When calculating the average delay, it is assumed that roaming is a less
typical scenario. It is expected that subtracting this average delay of 20 ms from a
given packet delay budget will lead to desired end-to-end performance in most

Table 5.3 QoS Classes and Their Attributes and Usage in E-UTRA [11]
Packet
Delay Packet
Resource Budget Error
QcCl Type Priority  (ms) Rate Usage

1 GBR 2 100 1072 Conversational voice

2 4 150 10™®  Conversational video (live streaming)

3 3 50 107®  Real-time gaming

4 5 300 107®  Non-conversational video (buffered
streaming)

5  Non-GBR 1 100 107  IMS signaling

6 6 300 107®  Video (buffered streaming), TCP-based
(e.g., web-browsing, e-mail, chat, FTP,
peer-to-peer file sharing, progressive
video)

7 7 100 10™®  Voice, video (live streaming), interactive
gaming

8 8 300 107®  Video (buffered streaming), TCP-based

9 9 (e.g., web-browsing, e-mail, chat, FTP,
peer-to-peer file sharing, progressive
video)
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typical cases. Note that the packet delay budget defines an upper bound. Actual
packet delays for GBR traffic should typically be lower than the packet delay
budget specified for a QCI as long as the UE has sufficient radio channel quality.

The rate of non-congestion related packet losses that may occur between a
radio base station and a PCEF should be considered negligible. A packet error
rate value specified for a standardized QCI therefore applies completely to the
radio interface between a UE and radio base station.

The QCIs 1—5 and 7 are typically associated with an operator-controlled ser-
vice, i.e., a service where the service data flow aggregate’s uplink/downlink
packet filters are known when the service data flow aggregate is authorized. In
the case of E-UTRAN, this refers to the time at which a corresponding dedicated
EPS bearer is established or modified.

In the case of QCI 6, if the network supports multimedia priority services,
then this QCI may be used for the prioritization of non-real-time data (i.e., trans-
port control protocol (TCP)-based services/applications) of subscribers. This QCI
can be used for a dedicated premium bearer (e.g., associated with premium con-
tent) for any subscriber or a subscriber group. In this case, the service data flow
aggregate’s uplink/downlink packet filters are known when the service data flow
aggregate is authorized. Alternatively, this QCI can be used for the default bearer
of a UE/PDN for premium subscribers.

The QCI 9 is typically used for the default bearer of a UE/PDN for non-privi-
leged subscribers. Note that AMBR can be used as a tool to provide differentia-
tion between subscriber groups connected to the same PDN with the same QCI
on the default bearer.

RRC mobility management

In order to support mobility, a UE may conduct and report to the serving eNB a
series of measurements at the physical layer which include an RSRP and E-
UTRA carrier received signal strength indicator (RSSI). These measurements in
E-UTRA are classified as follows [4]:

» Intra-frequency E-UTRAN measurements.
* Inter-frequency E-UTRAN measurements.
* Inter-RAT measurements.

Measurement commands are used by E-UTRAN to order the UE to start
measurements, modify measurements, or stop measurements. The reporting
criteria that are used include event-triggered reporting, periodic reporting, and
event-triggered periodic reporting. In the RRC_CONNECTED state, network-
controlled UE-assisted handovers are performed and various DRX cycles are
supported. In the RRC_IDLE state, cell reselections are performed and DRX
is supported.
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5.3 RRC mobility management

The E-UTRAN can configure the UE to perform radio signal quality measure-

ments for handover purposes. Different measurement quantities are defined in the
specification [10], and one quantity can be configured for each intra-frequency,
inter-frequency, or inter-RAT measurement. The quantity configuration also
defines applicable filtering, used for all reporting events associated with that
quantity. The typical metrics for handover decision are as follows [8,10]:

Reference signal received power (RSRP) is the linear average over the power
contributions of the resource elements that carry cell-specific reference signals
within the considered measurement frequency bandwidth.

Reference signal received quality (RSRQ) is the ratio N X RSRP/(E-UTRA
carrier RSSI) where N is the number of resource blocks equivalent to the E-
UTRA carrier RSSI measurement bandwidth. The measurements in the numer-
ator and denominator are made over the same set of resource blocks.

UTRA FDD Common Pilot Channel (CPICH) received signal code power
(RSCP) is the received power on one code measured on the primary CPICH.
The reference point for the RSCP is the antenna connector of the UE.

UTRA FDD carrier RSSI is the received wideband power, including thermal
noise and noise generated in the receiver, within the bandwidth defined by the
receiver pulse shaping filter. The reference point for the measurement is the
antenna connector of the UE.

E./NoUTRA FDD CPICH is the received energy per chip divided by the
power density in the band. If receiver diversity is not used by the UE, the
CPICHE. /N, is identical to the CPICH RSCP/UTRA carrier RSSI. The mea-
surements are performed on the primary CPICH. The reference point for the
CPICHE. /Ny measurement is the antenna connector of the UE.

GSM carrier RSSI is the wideband received power within the relevant channel
bandwidth. The measurements are conducted on a GSM BCCH carrier. The
reference point for the RSSI measurement is the antenna connector of the UE.

The UE reports measurement information consistent with the measurement

configuration provided by the E-UTRAN. The E-UTRAN provides the measure-
ment configuration applicable for a UE in RRC_CONNECTED by means of dedi-
cated signaling. The UE may be requested to perform the following types of
measurements [4]:

Intra-frequency measurements: Measurements at the downlink carrier fre-
quency of the serving cell.

Inter-frequency measurements: Measurements at frequencies that differ from
the downlink carrier frequency of the serving cell.

Inter-RAT measurements of UTRA frequencies.

Inter-RAT measurements of GERAN frequencies.

Inter-RAT measurements of CDMA2000 high rate packet data (HRPD) or
IxRTT frequencies.

The measurement configuration includes the following parameters [4]:
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*  Measurement objects: The objects on which the UE performs the measure-
ments. For intra-frequency and inter-frequency measurements, a measure-
ment object is a single E-UTRA carrier frequency. Associated with this
carrier frequency, E-UTRAN can configure a list of cell-specific offsets
and a list of blacklisted cells. The blacklisted cells are not considered in
event evaluation or measurement reporting. For inter-RAT UTRA measure-
ments, a measurement object is a set of cells on a single UTRA carrier fre-
quency. For inter-RAT GERAN measurements, a measurement object is a
set of GERAN carrier frequencies. For inter-RAT CDMA2000 measure-
ments, a measurement object is a set of cells on a single (HRPD or 1xRTT)
carrier frequency.

* Reporting configurations: A list of reporting configurations where each report-
ing configuration consists of the following [4]:

—  Reporting criterion: The criterion that triggers the UE to send a measure-
ment report. This can be either periodical or a single event description.

— Reporting format: The quantities that the UE includes in the measure-
ment report and associated information (e.g., number of cells to report).

*  Measurement identities: A list of measurement identities where each measure-
ment identity links one measurement object with one reporting configuration.
By configuring multiple measurement identities, it is possible to link more
than one measurement object to the same reporting configuration, as well as to
link more than one reporting configuration to the same measurement object.
The measurement identity is used as a reference number in the measurement
report.

e Quantity configurations: One quantity configuration is configured per RAT
type. The quantity configuration defines the measurement quantities and asso-
ciated filtering used for all event evaluation and related reporting of that mea-
surement type. One filter can be configured per measurement quantity.

*  Measurement gaps: Periods that the UE may use to perform measurements,
i.e., no uplink or downlink transmissions are scheduled.

The E-UTRAN only configures a single measurement object for a given fre-
quency, i.e., it is not possible to configure two or more measurement objects for
the same frequency with different associated parameters, e.g., different offsets
and/or blacklists. The E-UTRAN may configure multiple instances of the same
event by configuring two reporting configurations with different thresholds. The
UE maintains a single measurement object list, a single reporting configuration
list, and a single measurement identities list. The measurement object list
includes measurement objects that are specified per RAT type, including an
intra-frequency object (i.e., the object corresponding to the serving frequency),
inter-frequency object(s), and inter-RAT objects. Similarly, the reporting config-
uration list includes E-UTRA and inter-RAT reporting configurations. Any mea-
surement object can be linked to any reporting configuration of the same RAT
type. Some reporting configurations may not be linked to a measurement object.
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5.3 RRC mobility management

Some measurement objects may not be linked to a reporting configuration. The
measurement procedures distinguish the type of cells, i.e., the serving cell, listed
cells (cells listed within the measurement objects), and detected cells (cells that
are not listed within the measurement objects but are detected by the UE on the
carrier frequencies indicated by the measurement objects).

Figure 5.7 illustrates the state transitions of a UE during normal operation.
The figure shows the transition from power-on to RRC connection setup and
establishment of user-plane and control-plane with the serving cell (cell selec-
tion); RRC connection release and transition to RRC_IDLE; cell reselection and
transition to another cell, handover to another cell while in the
RRC_CONNECTED state; and redirection from one cell to another upon RRC

Power-on
RRC connection setup i # RRC connection setup
| Redirection
v | v
Packet | Packet
communication with <—|—Handover P communication with
default EPS | default EPS
v | v
RRC connection | _! _____ RRC connection

release release
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RRC connection setup

RRC connection setup
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Packet Packet
communication with | ¢——Handover——»{ communication with
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FIGURE 5.7
Overview of handover/cell selection/redirection process in E-UTRA [27].

249

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631

Page 262 of 1122



250 CHAPTER 5 Radio Resource Control Functions

connection release. We will explain later that cell selection, cell reselection, hand-
over, and redirection are different processes that should not be confused.

For E-UTRA, the UE measures and reports on the serving cell, listed cells,
and detected cells. For inter-RAT UTRA, the UE measures and reports on listed
cells. For inter-RAT GERAN, the UE measures and reports on detected cells. For
inter-RAT CDMA2000, the UE measures and reports on listed cells. For inter-
RAT UTRA and CDMA2000, the UE measures and reports detected cells for the
purpose of self-organizing networks. The closed subscriber group (CSG) femto-
cells are not included within the neighbor list. Furthermore, the assumption is that
for non-femto-cell deployments, the physical cell identity is unique within the
area of a large macro cell.

The intra-E-UTRAN mobility support for mobile terminals in ECM-
CONNECTED handles all necessary steps for relocation or handover procedures,
such as processes that precede the final handover decision on the serving network,
preparation of resources on the target network, commanding the UE to the new
radio resources, and finally releasing resources on the serving network side. It
contains mechanisms to transfer the EU context between eNBs and to update
node relations on control-plane and user-plane. The UE conducts measurements
of attributes of the serving and neighbor cells to enable the process [4].

Depending on whether the UE needs transmission/reception gaps to perform
the relevant measurements, measurements are classified as gap-assisted or non-
gap-assisted. A non-gap-assisted measurement is a measurement on a cell that
does not require transmission/reception gaps to allow the measurement to be per-
formed. A gap-assisted measurement is a measurement on a cell that does require
transmission/reception gaps to allow the measurement to be performed. Gap pat-
terns are configured and activated by the RRC sublayer [4]. The handover proce-
dure is performed without EPC involvement, i.e., preparation messages are
directly exchanged between the eNBs. The release of the resources at the serving
eNB (or source eNB) during the handover completion phase is triggered by
the eNB.

The measurements to be performed by a UE for intra/inter-frequency mobility
can be controlled by E-UTRAN, using broadcast or dedicated control signaling.
In the RRC_IDLE state, a UE follows the measurement parameters defined for
cell reselection. In the RRC_CONNECTED state, a UE follows the measurement
configurations specified by RRC sublayer and are managed by the E-UTRAN.
Intra-frequency and inter-frequency neighbor cell measurements are defined as
follows [4]:

e Neighbor cell measurements performed by the UE are intra-frequency mea-
surements when the current and target cell operates on the same carrier
frequency.

* Neighbor cell measurements performed by the UE are inter-frequency mea-
surements when the neighbor cell operates on a different carrier frequency
compared to the current cell.

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 263 of 1122



5.3 RRC mobility management

Mobility in RRC_CONNECTED state

In the RRC_CONNECTED state, the network controls the UE mobility, i.e., the
network decides when and where the UE should initiate a handover process. For
network-controlled mobility in the RRC_CONNECTED state, the network trig-
gers the handover process based on radio conditions or network loading condi-
tions. To facilitate this process, the network may configure the UE to perform
and report measurements including the configuration of measurement gaps. The
network may also initiate a blind handover, i.e., without waiting for the measure-
ment reports from the UE. Before sending the handover message to the UE, the
source eNB prepares one or more target cells. The target eNB generates the mes-
sage that is used to perform the handover, i.e., the message includes the AS con-
figuration to be used in the target cell. The source eNB transparently (i.e., does
not modify values or content) forwards the handover information received from
the target cell to the UE. When appropriate, the source eNB may initiate data for-
warding for (a subset of) the DRBs, in order to reduce the handover interruption
time.

After receiving the handover message, the UE attempts to access the target
cell at the first available RACH opportunity according to random access resource
selection, i.e., the handover is asynchronous. Consequently, when allocating a
dedicated preamble for the random access in the target cell, E-UTRA ensures that
the preamble is available from the first random access opportunity that the UE
may use. Upon successful completion of the handover, the UE sends a message to
confirm the handover. After the successful completion of the handover, the PDCP
SDUs may be retransmitted in the target cell. This only applies to DRBs using
RLC AM mode [1,4]. The source eNB should, for some time, maintain the UE
context to enable the UE to return in case of handover failure. In the case of
handover failure, the UE attempts to resume the RRC connection either in the
source or another cell using the RRC reestablishment procedure. The connection
resumption attempt succeeds only if the accessed cell is prepared, i.e., a cell
belonging to the source eNB or another eNB has been prepared for the handover.

In RRC_CONNECTED state, the E-UTRAN decides to which cell a UE
should hand over in order to maintain the radio link. Similar to RRC_IDLE state,
the E-UTRAN may consider not only the radio link quality, but also other aspects
such as UE capability, subscriber type, and access restrictions. Although the
E-UTRAN may trigger handover without measurement information (blind hand-
over), typically it configures the UE to report measurements of the candidate tar-
get cells. In LTE, the UE always connects to a single cell, thus the switching of a
UE’s connection from a source cell to a target cell is a hard handover. In a hard
handover process, the eNB which controls the source cell requests the target eNB
to prepare for the handover. The target eNB subsequently generates the RRC mes-
sage to order the UE to perform the handover, and the message is transparently
forwarded by the source eNB to the UE. In another type of handover supported
by LTE, the UE spontaneously decides to connect to the target cell, where it then
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252 CHAPTER 5 Radio Resource Control Functions

requests that the connection be continued. The UE applies this connection rees-
tablishment procedure only after terminating the connection to the source cell.
The latter procedure only succeeds if the target cell has been prepared in advance
for the handover. In addition, LTE also allows a UE to be redirected to another
frequency or RAT upon connection release (see Figure 5.7). Redirection during
connection establishment is not supported, since at that time the E-UTRAN may
not have all the relevant information such as UE capability and the type of sub-
scriber. However, the redirection may be performed while AS security has not
been activated. When redirecting the UE to UTRAN or GERAN, the E-UTRAN
may provide the system information for one or more cells on the relevant fre-
quency. If the UE selects one of the cells for which the system information is pro-
vided, it does not need to acquire it [19].

Mobility in RRC_IDLE state

In the RRC_IDLE state, cell reselection between frequencies is based on absolute
priorities, where each frequency has an associated priority. Cell-specific default
values of the priorities are provided via the system information. In addition,
E-UTRAN may assign UE-specific values upon connection release, considering fac-
tors such as UE capability or subscriber type. In case equal priorities are assigned to
multiple cells, the cells are ranked based on radio link quality. Equal priorities are
not applicable between frequencies of different RATs. The UE does not consider fre-
quencies for which it does not have an associated priority. This is useful in situations
where a neighboring frequency is applicable only for UEs of one of the sharing net-
works. Besides the cell reselection priority of a frequency, there are no idle-mode
mobility-related parameters that may be assigned via dedicated signaling.

In general, the transition from RRC_IDLE to RRC_CONNECTED state is
under the assumption that the RRC protection keys and user-plane protection
keys are generated, while keys for NAS protection as well as higher-layer keys
are assumed to be already available at the MME. On the other hand, in transitions
from RRC_CONNECTED to RRC_IDLE state, the eNBs delete the stored keys
and the state for the idle-mode UEs is only maintained in the MME. It is also
assumed that eNB no longer stores state information about the corresponding UE
and deletes the current keys from its memory.

In LTE-Advanced, the requirement for UE transition latency from the idle
mode, with allocated IP address, to connected mode is less than 50 ms including
the establishment of the user-plane and excluding the S1 transfer delay. The tran-
sition latency requirement from dormant sub-state (inactivity periods in short/long
DRX mode) to active sub-state (continuous transmission/reception periods) in
connected mode is less than 10 ms. These requirements are stricter than those for
earlier releases of LTE. In the dormant sub-state, the UE has an established RRC
connection and radio bearers. The UE has already been identified at cell level,
but it may be in DRX mode to save power during inactivity periods. The UE may
be either synchronized or unsynchronized (see Figure 5.2).
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5.3 RRC mobility management 253

Although LTE already fulfills the latency requirements of IMT-Advanced sys-
tems, several new techniques are utilized in LTE-Advanced to further reduce the
user-plane and control-plane latencies as follows [12,21]:

e Combined RRC Connection Request and NAS Service Request allow those two
messages to be processed in parallel at the eNB and MME, respectively,
reducing overall transition latency from idle mode to connected mode by
approximately 20 ms.

* Reduced processing delays in different nodes form the major part of the delay
(about 75% for the transition from idle mode to connected mode assuming a
combined request); thereby any improvement has a large impact on the overall
latency.

* Reduced RACH scheduling period from 10 to 5 ms results in decreasing of the
average waiting time for the UE to initiate the procedure to transit from idle
mode to connected mode by 2.5 ms.

Furthermore, a shorter cycle of physical uplink control channel helps reduce
the average waiting time for a synchronized UE to request radio resources in the
connected mode, expediting the transition from the dormant sub-state in the con-
nected mode.

Intra-RAT mobility and handover

LTE supports two types of handover: X2-based handover and S1-based handover.
The X2-based procedure is the least complex handover and typically would be
used when an X2 interface exists between the source eNB and the target eNB.
The handover is negotiated directly between the two eNBs; when the UE context
is established on the target eNB, the MME is notified in order to switch the path.
When no X2 interface exists between nodes, the S1-based procedure will be uti-
lized with signaling between the target and source eNBs passing through the
MME.

All handovers in LTE are hard handovers, i.e., the air-interface connection
with the source eNB is disconnected before reestablishing a new connection with
the target eNB. The procedure for reestablishing the connection with the target
node is identical for both X2-based and S1-based handovers and requires the use
of the random access procedure to synchronize and begin uplink transmissions.
The UE is typically notified of the specific random access signature to use so that
a contention-free procedure can be performed. From the core network perspective,
handover can involve changes to the serving MME and S-GW and this can be
due to mobility and the geographic location of the network nodes, or due to load-
ing and congestion control mechanisms.

Figure 5.8 illustrates the handover procedure between eNBs within the same
MME/S-GW. More information on the handover procedure can be found in
Chapter 4. After the downlink path is switched at the S-GW, downlink packets on
the forwarding path and on the new direct path may arrive interchanged at the
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FIGURE 5.8
Intra-MME/S-GW handover procedures [4].

target eNB (see Figure 5.8). The target eNB should first deliver all forwarded
packets to the UE before delivering any of the packets received on the new direct
path. Upon handover, the serving eNB forwards in an orderly manner all down-
link PDCP SDUs that have not been acknowledged by the UE to the target eNB.
The serving eNB discards any remaining downlink RLC PDUs. Similarly, the
source eNB does not forward the downlink RLC context to the target eNB.

The X2-based handover procedure can be divided into four stages (see
Figure 5.8):

1. Decision: The E-UTRAN decides to execute a handover based on measure-
ment reports received from the UE.

2. Preparation: The serving eNB notifies the target eNB that a handover is
requested. It includes a list of bearers that will be transferred and whether
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downlink data forwarding is necessary. The target eNB acknowledges the
handover request and responds with a list of bearers that are admitted
along with downlink and uplink GTP tunnel endpoints to enable data
forwarding.

3. Execution: Once the resources have been set up on the target side, the UE is
notified and detaches from the source eNB. Downlink packets that are
received by the source from the S-GW are forwarded to the target eNB. PDCP
status and hyperframe number information are exchanged to enable lossless
handover, if required. At this point, the MME is notified of the changes in
order to define direct uplink and downlink paths for the user-plane with the S-
GW.

4. Completion: Resources in the source eNB are released following successful
completion of the handover.

The message flow for an S1-based handover consists of the same four phases
used for an X2-based handover. For an S1-based handover, however, there is no
direct path between the eNBs; therefore, the signaling must go through the
MME:s. The main stages of an S1-based handover are as follows:

1. Decision: The E-UTRAN decides to initiate the handover based on a measure-
ment reports and notifies the serving MME.

2. Preparation: The serving MME identifies and then notifies the target MME,
which begins preparation of the target resources. Because a change of S-GW
is also required, the target MME also initiates preparation of resources in the
target S-GW. The final preparation step is the target MME notifying the
source. MME of the new addresses and tunnel endpoints to enable data
forwarding.

3. Execution: The source MME begins the execution phase of the handover by
notifying the source eNB which subsequently notifies the UE. Data forwarding
of downlink data begins. The UE detaches from the source eNB and synchro-
nizes with the target eNB using random access procedures. Once established,
the target MME begins the process of defining direct uplink and downlink
paths for the P-GW to the target S-GW.

4. Completion: After successful completion of the handover, resources in the
source eNB and source MME are released.

Inter-RAT mobility and handover

In principle, the inter-RAT handover procedures when an LTE system is the
source or target are the same as the handover process in LTE. One of the differ-
ences is that upon handover to LTE, the entire AS configuration needs to be sig-
naled, whereas within LTE it is possible to signal incremental information, where
only the changes to the configuration are signaled. If ciphering was not activated
in the previous RAT, the E-UTRAN activates ciphering as part of handover pro-
cedure. The E-UTRAN also establishes SRB1, SRB2, and one or more DRBs,
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i.e., at least one DRB is associated with the default EPS bearer. Figure 5.9 illus-
trates the RRC states in E-UTRA and shows the mobility support between E-
UTRAN, UTRAN, and GERAN where CCO message is used to command the
UE to change to another RAT [4].

The mobility support between E-UTRAN, CDMA2000 1xRTT [17], and
CDMA2000 HRPD or CDMA 1xEV-DO [13] radio access technologies are
shown in Figure 5.10. In general, the procedure for handover from LTE to
another RAT supports both handover and CCO with network-assisted cell
change (NACC). The CCO/NACC procedure is applicable only for handover
to GERAN. Handover from LTE is performed only after security has been
activated. In the case of circuit-switched fallback to CDMA2000, the proce-
dure includes support for parallel handover (i.e., to 1XRTT and HRPD), for
handover to 1XxRTT combined with redirection to HRPD, and for redirection
to HRPD (see Figure 5.10). The UE may send a Measurement Report mes-
sage. In the case of handover (as opposed to CCO), the source eNB requests
the target node to prepare for the handover in advance. As part of the hand-
over preparation request, the source eNB provides information about the
applicable inter-RAT UE capabilities, as well as information about the cur-
rently established bearers to the target node. In response, the target node gen-
erates the handover command and returns this to the source eNB. The source
eNB sends mobility from E-UTRA command to the UE, which includes the
inter-RAT message received from the target cell and some inter-RAT
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FIGURE 5.9
E-UTRA states and inter-RAT mobility procedures [1,4].
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FIGURE 5.10
Mobility procedures between E-UTRA and CDMA2000 [1,4].

parameters in case of CCO. Upon receiving the message, the UE starts the timer
T304 (see Section 5.6) and connects to the target node, either using the received
radio configuration (handover) or by initiating connection establishment (CCO)
according to the applicable specifications of the target RAT. The upper layers in
the UE are informed by the AS of the bearers established by the target RAT
base station. As a result, the UE is informed whether some of the previously
established bearers were not admitted by the target RAT base station [19].

The inter-RAT handover procedures support signaling, conversational, and non-
conversational services. The mobility between E-UTRA and non-3GPP systems
other than CDMA2000 has also been studied in the literature [13—17]. In addition
to the state transitions shown in Figures 5.9 and 5.10, there is support for connec-
tion release with redirection information from E-UTRA RRC_CONNECTED state
to GERAN, UTRAN, and CDMA2000 (HRPD Idle/1xRTT Dormant modes).

Measurements and measurement reporting

Measurements to be performed by a UE for intra/inter-frequency mobility are
controlled by the E-UTRAN, using broadcast or dedicated control signaling. In
the RRC_IDLE state, a UE follows the measurement parameters defined for cell
reselection by the E-UTRAN via broadcast. The use of dedicated measurement
control for the RRC_IDLE state is possible through the provision of UE-specific
priorities. In the RRC_CONNECTED state, a UE follows the RRC measurement

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 270 of 1122



258 CHAPTER 5 Radio Resource Control Functions

configurations defined by the E-UTRAN. Intra/inter-frequency neighbor cell mea-
surements are defined as follows [4]:

* Intra-frequency neighbor cell measurements are performed by the UE when
the current and target cell operate on the same carrier frequency. The UE con-
ducts these measurements without measurement gaps.

* Inter-frequency neighbor cell measurements are performed by the UE when the
neighbor cell operates on a different carrier frequency relative to the current
cell. The UE would need measurement gaps to conduct these measurements.

The classification of the measurements to non-gap-assisted or gap-assisted
depends on the UE capability and the current operating frequency. The UE deter-
mines whether a particular cell measurement needs to be performed in a transmis-
sion/reception gap, and the scheduler needs to know whether gaps are needed.
The relationship between the source and target base stations’ carrier frequency
and bandwidth may fall into one of the following scenarios [4]:

e Scenario A: The current and the target cells have the same carrier frequency
and cell bandwidth. This is an intra-frequency scenario without measurement
gap.

* Scenario B: The current and the target cells have the same carrier frequency
but the bandwidth of the target cell is smaller than the bandwidth of the cur-
rent cell. This is an intra-frequency scenario without measurement gap.

* Scenario C: The current and the target cells have the same carrier frequency
but the bandwidth of the target cell is larger than the bandwidth of the current
cell. This represents an intra-frequency scenario without measurement gap.

* Scenario D: The current and the target cells have different carrier frequencies
and the bandwidth of the target cell is smaller than the bandwidth of the current
cell and the bandwidth of the target cell is within the bandwidth of the current
cell. This is an inter-frequency scenario where measurement gap is needed.

* Scenario E: The current and the target cells have different carrier frequencies
and the bandwidth of the target cell is larger than the bandwidth of the current
cell and the bandwidth of the current cell within bandwidth of the target cell
is an inter-frequency scenario where a measurement gap is needed.

* Scenario F: The current and the target cells have different carrier frequencies
and non-overlapping bandwidths. This represents an inter-frequency scenario
where a measurement gap is needed.

Measurement gap patterns are configured and activated by the RRC sublayer.
When carrier aggregation is configured, the term “current cell” may refer to any
serving cell of the configured set of serving cells. More specifically, the impact
of carrier aggregation on the definition of intra- and inter-frequency measure-
ments are as follows [4]:

* Intra-frequency neighbor cell measurements: Neighbor cell measurements per-
formed by the UE are considered intra-frequency measurements when one of
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the serving cells of the configured set and the target cell operate on the same
carrier frequency. The UE conducts such measurements without measurement
gaps.

* Inter-frequency neighbor cell measurements: Neighbor cell measurements per-
formed by the UE are called inter-frequency measurements when the neighbor
cell operates on a different carrier frequency than any serving cell of the con-
figured set. The UE may not be able to conduct measurements without mea-
surement gaps.

In a system with frequency reuse one, the general assumption is that mobility
is mainly within the same frequency layer (i.e., between cells with the same car-
rier frequency). The neighbor cell measurements are needed for cells that have
the same carrier frequency as the serving cell in order to ensure sustainable
mobility support. The search for neighbor cells with the same carrier frequency as
the serving cell, and measurements of the relevant attributes for identified cells
are needed. To support mobility between different frequency layers (i.e., between
cells with a different carrier frequency), the UE may need to conduct neighbor
cell measurements during idle periods that are provided by DRX or packet sched-
uling (i.e., gap-assisted measurements).

Measurement reporting is configured as either event-triggered or periodic.
Different events are defined to monitor the quality of the serving cell and neighbor
cells for intra-LTE mobility (events Al to A6) and for inter-RAT mobility (events
Bland B2). For some measurements (e.g., inter-frequency), measurement gaps may
be required to monitor radio quality, depending on the capabilities of the terminal.
The E-UTRAN only configures a single measurement object for a given frequency,
i.e., it is not possible to configure two or more measurement objects for the same
frequency with different associated parameters such as different offsets and/or
blacklists. Measurement gaps contain gaps every N LTE frames (i.e., the gap period-
icity is an integer multiple of 10 ms) with 6 ms duration (Table 5.4; Figure 5.11).
The triggers used by the eNB to schedule a measurement gap include the following:

e Inter-LTE mobility (event-triggered reporting criteria):
Event Al: Serving cell becomes better than absolute threshold.
Event A2: Serving cell becomes worse than absolute threshold.
Event A3: Neighbor cell becomes better than an offset relative to serving
cell.
Event A4: Neighbor cell becomes better than absolute threshold.
Event A5: Serving cell becomes worse than one absolute threshold and
neighbor cell becomes better than another absolute threshold.
Event A6: Neighbor cell becomes better than an offset relative to the
secondary cell (SCell).

* Inter-RAT mobility (event-triggered reporting criteria):
Event B1: Neighbor cell becomes better than absolute threshold.
Event B2: Serving cell becomes worse than one absolute threshold and
neighbor cell becomes better than another absolute threshold.

I
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Table 5.4 Measurement Gap Pattern in E-UTRA [4]

Minimum
Available Time
for Inter-
Frequency and
Measurement Inter-RAT
Gap Measurement Gap Measurements
Pattern Gap Length Repetition During 480 ms Measurement
ID (ms) Period (ms) Period (ms) Purpose
0 6 40 60 Inter-frequency

E-UTRAN FDD and
TDD, UTRAN FDD,
GERAN, LCR TDD,
HRPD, CDMA2000 1x
1 6 80 30 Inter-frequency
E-UTRAN FDD and
TDD, UTRAN FDD,
GERAN, LCR TDD,
HRPD, CDMA2000 1x

Inter-frequency/inter-RAT measurements
Gap length 6 ms #4—»‘ F—ﬁ—l

Measurement gap
repetition period | | |
40 ms (gap pattern 0) ‘ ‘ |
80 ms (gap pattern 1)

Intra-frequency measurement or data transmission/reception

FIGURE 5.11

lllustration of measurement gap in LTE.

The UE may be configured to provide a number of periodic reports after being
triggered by an event (event-triggered periodic reporting). If the UE requires mea-
surement gaps to identify and measure inter-frequency and/or inter-RAT cells, the
E-UTRAN provides a single measurement gap pattern with constant gap duration
for concurrent monitoring of all frequency layers and RATs. During the measure-
ment gaps, the UE does not transmit any data and is not expected to tune its
receiver on the E-UTRAN serving carrier frequency. Inter-frequency and inter-
RAT measurement requirements within this section rely on the UE being
configured with one measurement gap pattern. As an example, the mobility mea-
surement reporting for event A3 is illustrated in Figure 5.12. The figure depicts
the process by which the UE reports an event A3. The UE measurements start
when the RSRP of the serving cell falls below a certain level as defined by the
measurement configuration parameter s-Measure. Event A3 is detected when the
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[llustration of mobility measurement reporting event A3 (example).

RSRP of the neighbor cell is greater than that of the serving cell plus the offset
defined in the Measurement Report Configuration message. When this condition
is met, the Time-to-Trigger timer is started and it expires after (for example)
128 ms. If the conditions to satisfy the event persist throughout the period that the
timer is running, a measurement report is sent upon expiration of the timer. If the
eNB does not respond to the initial measurement report, additional reports are
sent every (for example) 480 ms, as configured [1]. Note that no hysteresis is
defined for this event. The UE sends a Measurement Report message to inform
the eNB that an event A3 has been triggered. The report includes the
Measurement Identity which identifies the Measurement Object. The measured
RSRPs of both the serving cell and the neighbor cell are specified in this report
and correspond to the measured values at the time the report was generated, not
when they were first detected. In this example, the measurement report will be
re-sent every 480 ms unless the eNB responds. For the serving cell the RSRP and
RSRQ is always included regardless of the triggering quantity.

To avoid UE activity outside the DRX cycle, the reporting criteria for neigh-
bor cell measurements should match the current DRX cycle. The UE is required
to apply a layer 3 filtering to each measurement quantity that it performs, which
does not include quantities configured exclusively for UE receive—transmit time
difference measurements. The UE is required to filter the measured result, before
using for evaluation of reporting criteria or for measurement reporting, by the fol-
lowing formula F,, = (1 — a)F,—1 + aM,,, where M,, is the latest received measure-
ment result from the physical layer, F, is the updated filtered measurement result
that is used for evaluation of reporting criteria or for measurement reporting, and
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F,—, is the previous filtered measurement result. The value of Fy is set to M,
when the first measurement results from the physical layer are received. The
parameter a is defined as a =1/ 2k/4 in which k is the filterCoefficent for the cor-
responding measurement quantity received by the quantityConfig. The UE is fur-
ther required to adapt the filter such that the time characteristics of the filter are
preserved at different input rates, observing that the filterCoefficentk assumes a
sample rate equal to 200 ms. If k is set to zero, no layer 3 filtering is performed.
The filtering is performed in the same domain as that used for evaluation of
reporting criteria or for measurement reporting, i.e., logarithmic filtering for loga-
rithmic measurements. The filter input rate is implementation dependent in order
to fulfill the performance requirements [1].

RRC procedures

The following sections describe the main RRC procedures as defined in E-UTRA.

System information

System information in E-UTRA is grouped into the master information block
(MIB) and a number of system information blocks (SIBs) [1,4]:

e Master information block defines the most essential physical layer information
of the cell that is required to receive other system information parts. The MIB
provides the system frame number, downlink system bandwidth, and PHICH
configuration.

» System information block type 1 (SIB1) contains information for evaluating
whether a UE is allowed to access a cell and further defines the scheduling of
other SIBs. More specifically, SIB1 contains cell access-related information
(PLMN identity list, PLMN identity, TA code, cell identity, cell status), cell
selection information (minimum receiver level), and scheduling information
(system information (SI) message type and periodicity, SIB mapping, SI win-
dow length).

e System information block type 2 (SIB2) includes common and shared channel
information such as access barring information (access probability factor,
access class barring list, access class barring time), semi-static common chan-
nel configuration (random access parameter, PRACH configuration), and
uplink frequency information (uplink EARFCN, uplink bandwidth, additional
emission).

* System information block type 3 (SIB3) comprises cell reselection information,
mainly related to the serving cell. More specifically, it contains cell reselection
common parameters for intra-frequency, inter-frequency and/or inter-RAT cell
reselection, as well as intra-frequency cell reselection information not related
to the neighbor cells.
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e System information block type 4 (SIB4) consists of information about the serv-
ing frequency and intra-frequency neighbor cells relevant to cell reselection
including common and cell-specific cell reselection parameters. The informa-
tion element includes cells with specific reselection parameters as well as
blacklisted cells.

e System information block type 5 (SIB5) contains information about other
E-UTRA frequencies and inter-frequency neighbor cells relevant for cell rese-
lection (including cell reselection parameters common for a frequency as well
as cell-specific reselection parameters).

e System information block type 6 (SIB6) contains information about UTRA fre-
quencies and UTRA neighbor cells used in cell reselection including common
and cell-specific cell reselection parameters.

* System information block type 7 (SIB7) contains information about GERAN
frequencies pertinent to cell reselection including cell reselection parameters
for each frequency.

e System information block type 8 (SIB8) contains information about
CDMAZ2000 frequencies and CDMA2000 neighbor cells relevant for cell rese-
lection including common and cell-specific cell reselection parameters.

e System information block type 9 (SIB9) contains a home eNB name.

* System information block type 10 (SIB10) contains an earthquake and tsunami
warning system (ETWS) primary notification.

e System information block type 11 (SIB11) contains an ETWS secondary
notification.

o System information block type 12 (SIB12) contains a commercial mobile alert
service (CMAS) warning notification.

e System information block type 13 (SIB13) contains MBMS-related information.

o System information block type 14 (SIB14) contains information about
Extended Access Barring for access control.

* System information block type 15 (SIB15) contains information related to
mobility procedures for MBMS reception. This information element contains
the MBMS service area identities (SAI) of the current and/or neighboring car-
rier frequencies.

e System information block type 16 (SIB16) contains information related to GPS
time and coordinated universal time (UTC). The UE may use the parameters
provided in this system information block to obtain UTC, GPS, or to obtain
the local time.

The MIB is mapped to BCCH and is carried on BCH, while all other system
information messages are mapped to BCCH and are dynamically carried on DL-
SCH where they can be identified through system information RNTI (SI-RNTI).
The MIB and SIB1 use a fixed schedule with a periodicity of 40 and 80 ms,
respectively, while the scheduling of other system information messages is flexi-
ble and signaled in SIB1. The eNB may schedule DL-SCH transmissions associ-
ated with logical channels other than BCCH in the same subframe as that used
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for BCCH. The paging message is used to inform the UEs in RRC_IDLE and the
UEs in RRC_CONNECTED about a system information change. The system
information may also be provided to the UE by means of dedicated signaling and
upon handover.

Depending on the deployment, some of the SIBs may not be transmitted. For
example, SIB9 is not relevant to an operator-deployed node, and SIB13 is not
necessary if an MBMS service is not provided in the cell. Similar to the MIB, the
SIBs are periodically broadcast. The period of an SIB transmission depends on
how fast the UEs need to acquire the corresponding system information when
accessing a cell. In general, lower-order SIBs are more time critical and are trans-
mitted more often relative to higher-order SIBs. As an example, SIB1 is transmit-
ted every 80 ms, whereas the transmission period of higher-order SIBs is flexible
and can be different in different networks. The different SIBs are then mapped to
different System Information messages, which correspond to the actual transport
blocks that are transmitted on DL-SCH. SIB1 is always mapped, by itself, on to
the first System Information message, whereas the remaining SIBs may be group-
wise multiplexed on to the same SI subject to the following constraints: (1) the
SIBs are mapped to the same System Information message, if they have the same
transmission period, e.g., two SIBs with a transmission period of 320 ms can be
mapped to the same System Information message, whereas an SIB with a trans-
mission period of 160 ms must be mapped to a different System Information mes-
sage; (2) the total number of information bits that is mapped to a single System
Information message must not exceed the permissible size of the transport block.
It should be noted that the transmission period of a given SIB may be different in
different networks. For example, different operators may have different require-
ments regarding the period when different types of neighbor cell information is
transmitted. Furthermore, the amount of information that can fit into a single
transport block depends on the deployment parameters such as cell bandwidth
and cell size [20].

The change of system information (other than ETWS) only occurs at specific
radio frames. The system information may be transmitted a number of times with
the same content within a modification period as defined by its scheduling. When
the network changes some of the system information, it notifies the UEs about
this change. In the next modification period, the network transmits the updated
system information, as illustrated in Figure 5.13 where different colors indicate

L 00 0p 00 1]

|
|
BCCH modification period (k+1) |

1 BCCH modlflcat_lc?n p_erlod ( : i
change notification updated information

FIGURE 5.13

Change of system information timing [4].
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different system information. Upon receiving a change notification, the UE
acquires the new system information immediately from the start of the next modi-
fication period. The UE applies the previously acquired system information until
the UE acquires the new system information.

The paging message is used to inform UEs in RRC_IDLE and UEs in
RRC_CONNECTED about a system-information change. If the UE receives a
paging message indicating a system information modification, the UE by default
expects that the system information will change at the next modification period
boundary (see Figure 5.13). Although the UE may be informed about changes in
system information, no further details such as which system information is chang-
ing are provided. The SIBI includes a value tag that indicates if a change has
occurred in the System Information messages. The UEs may use the tag upon
return from out-of-coverage to verify whether the previously stored System
Information messages are still valid. Furthermore, the UE considers stored system
information to be invalid after 3 hours from the moment it was successfully con-
firmed as valid, unless otherwise specified.

The E-UTRAN may not update the tags upon change of some system informa-
tion such as ETWS information, or regularly changing parameters such as
CDMA2000 system time. Similarly, the E-UTRAN may not include the system
information modification within the paging message upon change of some system
information. The UE verifies that stored system information remains valid by
either checking the tags in SIBI after the modification period boundary or by
attempting to find the system information modification indication during the mod-
ification period in case no paging is received in every modification period. If no
paging message is received by the UE during a modification period, the UE may
assume that no change of system information will occur at the next modification
period boundary. If a UE in RRC_CONNECTED state, during a modification
period, receives one paging message, it may assume from the presence/absence of
system information modification whether a change of system information other
than ETWS information will occur in the next modification period.

The UE performs the system information acquisition procedure to acquire the
AS and NAS system information that is broadcast by the E-UTRAN. The proce-
dure applies to UEs in RRC_IDLE and UEs in RRC_CONNECTED. The UE
applies the system information acquisition procedure upon cell selection and rese-
lection, after handover completion, after entering E-UTRA from another RAT,
upon return from out-of-coverage, upon receiving a notification that the system
information has changed, upon receiving an indication about the presence of an
ETWS notification, upon receiving a request from CDMA2000 upper layers, and
upon exceeding the maximum validity duration. Unless explicitly stated in the
procedural specification, the system information acquisition procedure overwrites
any stored system information [1].

If the UE is in the RRC_IDLE state, it must ensure that it has a valid version
of the MIB and SIBI, as well as SIB2 through SIBS, depending on the support of
other radio access technologies. If the UE is in the RRC_CONNECTED state, it
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must ensure that it has the MIB, SIBI, and SIB2 as well as SIBS, depending on
the UE’s support of CDMA2000 [18].

In LTE, the system information is classified into five categories as follows:
(1) information valid across multiple cells; (2) information needed at cell
search; (3) information needed prior to cell camping; (4) information needed
before cell access; and (5) information needed while camping on a cell. From
the UE perspective, the information that is needed at cell selection and prior
to camping are very similar. Before a UE can camp on a cell, it needs to
know if the access is allowed to that cell. Thus, it would be very beneficial to
know all access restrictions already at cell search phase. In order to support
full mobility within the serving frequency layer, the UEs need to perform a
cell search periodically, and thus it is important that the information needed
for a cell search is readily available to reduce cell search latency and mini-
mize UE power consumption.

More specifically, before a UE can camp on a cell, it needs to know any
access-related parameters in order to avoid camping on cells where access is
restricted, i.e., any cell access restriction parameters such as TA identity, cell bar-
ring status, and cell reservation status. Thus, the UE needs to know whether the
cell is barred or reserved in order to avoid camping on a barred cell. Also barring
time might be needed in order to ensure that the UE does not have to poll barring
time frequently from the system information. Another option is that barring status
is indicated also in the neighbor cell list and radio access limitation parameters,
i.e., any radio condition parameters that limit the access to the cell [1].

When a UE has camped on a cell, it needs to continue measuring the
neighbor cells in order to stay camped. In order for the UE to start mobility
procedures, it needs to receive parameters such as reporting periods, reporting
event parameters, and time to trigger. The UEs in the RRC_IDLE state need
cell reselection parameters. The UEs in the RRC_CONNECTED state need
parameters of the neighbor cells for handover and for error recovery cases.
Neighbor cell lists are needed to start neighbor cell measurements. UEs in dif-
ferent states may use different sets of neighbor cell lists. The LTE system
information can be classified into two distinctive groups in terms of timing:
static and flexible. The static part is sent more frequently, e.g., once per
frame, in the cell and has a limited capacity for information transfer. The flex-
ible part has a flexible amount of scheduled resources available and thus
encompasses most of the system information. The flexible part has different
types of information elements which require independent scheduling in order
to allow sufficiently fast reception and efficient resource utilization.

Paging
The DRX reduces UE power consumption in the idle mode. The UE monitors

only one paging occasion (PO) every DRX cycle. This is the shortest of the UE-
specific DRX cycle and the default DRX cycle broadcast in SIB2. The default

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 279 of 1122



5.5 RRC procedures

267

Table 5.5 UE and Network ldentifiers in LTE/LTE-Advanced [27]

Abbreviation

IMSI

PLMN ID

MCC

MNC

MSIN

GUTI

TIN

S-TMSI

M-TMSI

GUMMEI

MMEI

Identifier

International
mobile
subscriber
identity
PLMN
identifier

Mobile
country code
Mobile
network
code

Mobile
subscriber
identification
number

Globally
unique
temporary
UE identity

Temporary
identity used
in next
update

SAE
temporary
mobile
subscriber
identity

MME mobile
subscriber
identity
Globally
unique MME
identity
MME
identifier

Description

Unique
identification of
mobile subscriber
in the network
Unique
identification of
PLMN

Assigned by ITU

Assigned by
national authority

Assigned by
operator

|dentifies a UE
(oetween the UE
and the MME) on
behalf of IMSI for
security reasons
GUTl is stored in
TIN parameter of
UE’s context. TIN
indicates which
Temporary ID will
be used in the
next update

To locally identify
a UE in short form
within an MME
group (unigue
within an MME
Pool)

Unique within an
MME

To identify an
MME uniquely in
a global sense
To identify an
MME uniquely
within a PLMN

Value/Structure

IMSI (not more than 15 digits) =
PLMN

ID + MSIN = MCC + MNC + MSIN

PLMN ID (not more than 6
digits) = MCC + MNC

3 digits

2 or 3 digits

9 or 10 digits

GUTI (not more than 80 bits) =
GUMMEI + M-TMS]

TIN =GUTI

S-TMSI (40 bits) =
MMEC + M-TMS|

32 bits

GUMMEI (not more than 48
bits) = PLMN ID + MMEI

MMEI (24 bits) = MMEGI + MMEC

(Continued)
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Abbreviation
MMEGI

MMEC

C-RNTI

IMEI

IMEI/SV

ECGI

ECI

PGW ID

TAIl

TAC

Table 5.5 (Continued)

Identifier

MME group
identifier

MME code

Cell-radio
network
temporary
identifier
International
mobile
equipment
identity
IMEI/
software
version

E-UTRAN
cell global
identifier

E-UTRAN
cell identifier

PDN GW
identity

Tracking
area identity

Tracking
area code

Description

Unique
identification of an
MME group
within a PLMN
To identify an
MME uniquely
within an MME
Group

To identify a UE
uniquely in a cell

To identify an ME
(Mobile
Equipment)
uniquely

To identify an ME
(Mobile
Equipment)
uniquely

To identify a cell
in global (Globally
Unique)

EPC can know
UE location
based on ECGI

To identify a cell
within a PLMN

To identify a
specific PDN GW
(P-GW)

HSS assigns P-
GW for PDN (IP
network)
connection of
each UE

To identify TA
which is globally
unique

To indicate to

which TA the eNB

belongs (per cell)
which is unique
within a PLMN

Value/Structure
16 bits

8 bits

0 X 0001 ~ OxFFF3 (16 bits)

IMEI (15 digits) =
TAC + SNR + CD

IMEI/SV (16 digits) =
TAC + SNR + SVN

ECGI (not more than 52 bits) =
PLMN | D + ECI

ECI (28 bits) =eNB ID + cell ID

IP address (4 bytes) or FQDN
(variable length)

TAI (not more than 32 bits) =
PLMN ID + TAC P-GW

16 bits

(Continued)
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Table 5.5 (Continued)
Abbreviation
TAI list

Identifier

Tracking
area identity
list

PDN ID Packet data
network

identity

EPS bearer ID  Evolved
packet
system
bearer
Identifier
E-UTRAN
radio access
bearer
identifier
Data radio
bearer
identifier
LBI Linked EPS
bearer ID

E-RAB ID

DRB ID

Description

UE can move into
the cells included
in TAI list without
location update
(TA update) which
is globally unique
To identify a PDN
(IP network) with
which mobile data
user
communicates

PDN Identity
(APN) is used to
determine the P-
GW and point of
interconnection
with a PDN

With APN as
query parameter
to the DNS
procedures, the
MME will receive
a list of candidate
P-GWs, and then
aP-GW is
selected by MME
To identify an
EPS bearer
(Default or
Dedicated) per
UE

To identify an E-
RAB per UE

To identify a DRB
per UE

To identify the
default bearer
associated with a
dedicated EPS
bearer

Value/Structure

Variable length

PDN Identity = APN = APN—NI +
APN—OI (variable length)

APN—NI: APN Network |dentifier
APN—QI: APN Operator Identifier

4 bits

4 bits

4 bits

4 bits

(Continued)
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Table 5.5 (Continued)

Abbreviation Identifier Description Value/Structure
TEID Tunnel To identify the 32 bits
endpoint endpoint of a
|dentifier GTP tunnel when
the tunnel is
established

Table 5.6 E-UTRA Paging Parameters [2]
FDD TDD
PO PO PO PO PO PO PO PO

when when when when when when when when
Ns is=0 is=1 is=2 is=838 is=0 is=1 is=2 jis=3

1 9 N/A N/A N/A 0 N/A N/A N/A
2 4 9 N/A N/A 0 5 N/A N/A
4 0 4 5 9 0 1 5 6

paging cycle can be 320, 640, 1280, or 2560 ms. The PO is defined in terms of
paging frame (PF) and subframe index. Every UE uses its own IMSI (Table 5.5)
to determine the PF, and within the PF, the PO. The network uses the S-TMSI,
which is part of the globally unique temporary identifier (GUTI), to send the pag-
ing message to the UE. The GUTI is assigned to the UE during the attach proce-
dure. If the network uses the IMSI for paging, the UE locally detaches and
initiates the attach procedure.

One PO is a subframe containing a PDCCH, whose CRC is scrambled with P-
RNTI, for the purpose of addressing the paging message. One PF is one radio
frame, which may contain one or multiple PO(s). When idle-mode DRX is
enabled, the UE needs only to monitor one PO per DRX cycle [2]. The para-
meters PF and PO are determined by following equations using the DRX para-
meters provided in the System Information message:

* PF is given by following equation: SFN mod T = (T'/N)(UE_ID mod N).

e i_s is an index which points to a PO (Table 5.6) and is derived from the fol-
lowing equation: i_s = LUE_ID /NJ modNs.

T= min(TUE-specific-paging-cycle, TCell-speciﬁc-paging-cycle)'

The DRX parameters stored in the UE must be updated whenever the DRX
parameter values are changed in the system information. If the UE has no IMSI,
for instance, when making an emergency call without USIM, the UE uses, by
default, UE_ID =0 in the above equations. In the above equations, 7' denotes
the DRX cycle of the UE. The value of T is determined by the smallest of the

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 283 of 1122



5.5 RRC procedures

UE-specific DRX values, if allocated by upper layers, and a default cell-specific
DRX value is broadcast in the system information. If UE-specific DRX is not
configured by  upper layers, the default value is  applied;
nB = {4T, 2T,T,T/2,T/4, T/8,T/16,T/32} is used as one of parameters to
derive the PF and PO and is broadcast in SIB2; N = min(7, nB)indicates the num-
ber of PFs within the paging cycle of a UE; Ny = max(1,nB/T)(i.e., number of
POs (subframes) per PF); and UE_ID = IMSI mod 1024 is the same as the UE
Identity Index provided to the eNB by the MME through the S1-AP Paging mes-
sage. Note that IMSI is given as sequence of digits of type integer and in the
above equation is interpreted as a decimal integer number, where the first digit
given in the sequence represents the highest order digit [2]. Table 5.6 provides
the relationship between the paging parameters in FDD and TDD (for all down-
link/uplink ratios) systems.

As we just learned, in the idle mode, the UE does not have to continuously moni-
tor the paging channel. Based on the paging control channel configuration informa-
tion that is broadcast in SIB2, the UE can go to the DRX mode between POs. Let us
try to understand this process through an illustrative example. Figure 5.14 illustrates
an example where the paging cycle defined by the defaultPagingCycle parameter is
set to T = Tug-specific-paging-cycle = I Cell-specific-paging-cycle = 128 frames. The total num-
ber of POs per paging cycle is defined by parameter nB, which is broadcast in SIB2.
In this example (assuming an FDD system), we assume that:

nB=T; N=128,N;=1

IMSI of UE (in decimal) = 262022008880715
UE_id =262022008880715 mod 1024 = 587
i_s=0-PO=9

Thus, one PO is available in every paging cycle. The specific SFN number
that each UE should monitor during each paging cycle is derived from the
UE’s IMSI. The maximum number of POs that can be defined per radio frame
is 4 (nB=4T), and these will only be transmitted in subframes 0, 4, 5, and 9
(see Table 5.6). Therefore, in this example, whenever SFN mod 128 =75, the
UE will wake up and look for a possible paging message addressed to it in
the 9th subframe of PF (i.e., SFN = 75,203,331,...) The value of N is cell-
specific and is set according to the cell load and paging capacity. The choice
of 4th and 9th subframes for lower paging capacity configurations is due to
the fact that these subframes are adjacent to the 5th and Oth subframes which
carry the primary and secondary synchronization signals. This allows the UE
to detect the synchronization signals at the same time that it wakes up to
check for a paging message. The Oth and the 5th subframes are not selected
for narrowband configurations because the Oth subframe carries the MIB and
the 5th subframe includes SIB1. For wideband systems, there are usually suffi-
cient resources to accommodate both MIB/SIB1 and the paging messages.

We now change of our focus to tracking the UEs in the RRC_IDLE mode and
how paging messages are sent to these UEs in the network. The MME keeps track
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FIGURE 5.14

Illustration of an example paging procedure.
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of the location of all UEs in its service area. When a UE registers in the network,
the MME creates an entry for the UE and signals the location to the home
subscriber server (HSS) in the UE’s home network. The MME requests the appro-
priate resources to be set up in the eNB, as well as in the S-GW which it selects
for the UE. The MME then continues tracking the UE’s location either at the
level of eNB, if the UE remains connected or at the level of a tracking area,
which is a group of eNBs which send the paging messages to the UEs in the idle
mode (Figure 5.15). The MME controls the setup and release of resources based
on the UE’s activity. The MME also participates in control signaling for handover
of an active mode UE between eNBs, S-GWs, or other MMEs. The MME is
involved in every eNB change. An idle-mode UE reports its location either peri-
odically or when it moves to another TA. If data is received from the external net-
works for an idle-mode UE, the MME will be notified, and it subsequently
requests the eNBs in the UE’s TA to page the UE [22].

The UE’s location in the RRC_IDLE state is known by the MME with the
granularity of a TA. The size of the TA can be optimized in network planning

UE eNB
RRC connection request —————p»

«¢——RRC connection setup

RRC connection setup complete
EMM: tracking area update request

o ———- Downlink information transfer _ _ _ _ |

(EMM: Authentication request)
Uplink information transfer

(EMM: Authentication response)

<——— Downlink information transfer ~ _ _ _ |
(EMM: Security mode command)

Uplink information transfer

(EMM: Security mode complete)

<¢—— Security mode command

Security mode complete ———p»]

Downlink information transfer
(EMM: Tracking area update accept)

Uplink information transfer }
(EMM: Tracking area update complete)

«——  RRC connection release

FIGURE 5.15
Tracking Area Update procedure in E-UTRA [1].
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phase. A larger TA is beneficial to avoid frequent TA update signaling. On the
other hand, a smaller TA is beneficial to reduce the paging signaling load for the
incoming packet calls. The UE can be assigned multiple TAs to avoid unneces-
sary TA updates at the TA boundaries, e.g., when the UE moves back and forth
between cells of two different TAs. The UE can also be assigned both an LTE
TA and a UTRAN routing area to avoid signaling when changing between the
two systems [22].

When an idle-mode UE moves across a TA boundary, this event will trigger the
TA update procedure, which is initiated by the UE (Figure 5.16). In this case, the
UE sends to the (new) target resources a Tracking Area Update Request message.
The target MME requests and receives the bearer context information from the (old)
source MME. Authentication may be performed at this point, if the source MME
does not authenticate the UE. After authentication, the target MME sends a Create
Session Request message to the target S-GW, which triggers a Modify Bearer
Request message to be sent to the P-GW. The P-GW responds to the S-GW with a
Modify Bearer Response message which, in turn, responds to the MME with a
Create Session Response message. Then, the location of the UE needs to be updated
in the HSS. This is accomplished by the target MME sending an Update Location
Request to the HSS, which cancels the location of the UE in the source MME and
confirms the location update to the target MME. Finally, the Tracking Area Update
is confirmed with a Tracking Area Update Complete NAS PDU sent as part of a

-
MME pool 1

FIGURE 5.16

Illustration of TAs and MME pool [18,22].

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 287 of 1122



5.5 RRC procedures

downlink information transfer message from the target eNB to the UE. The UE initi-
ates the Tracking Area Update procedure in two scenarios:

*  When the TA has changed (the UE reselects a cell that does not belong to the
TAI list provided by the MME in the Attach Accept). The TAI is used to iden-
tify TAs. The TAI is constructed from the PLMN identity which the TA
belongs to and the tracking area code (TAC) of the TA.

* When timer T3412 expires (also provided in the Attach Accept or the last
Tracking Area Update Accept).

In EPS and during normal operation, the UE registers with an MME
group, which may have multiple MMEs sharing the traffic load (see
Figure 5.16). This group may have one or more TAs. This implies that the
UE can roam in the coverage areas of the eNBs broadcasting these TAs with-
out having to re-register with the network. Note that a UE in the ECM-IDLE
(or RRC_IDLE) state is paged in all cells of the TAs in the TAI list. When
the UE moves into an eNB coverage area that broadcasts a different TAI, reg-
istration with the network is required. In the context of EPS, this is known as
the TA update procedure. An EMM-REGISTERED UE also performs periodic
TA updates with the network after the periodic TAU timer expires. The UE is
still covered by the eNB that is broadcasting the TAC assigned by the regis-
tering MME. If GUTI is allocated or changed, the Tracking Area Update
Complete message must be sent back to the eNB.

At this point, since we have referred to various UE and network identifiers in
this chapter, it is worthwhile to review the definition, construction, and applica-
tion of those identifiers to help better understanding of the procedures described
in this chapter. The classification and structure of those identifiers are depicted in
Figure 5.17 and summarized in Table 5.5.

PLMN and cell selection

Before the UE can camp on a cell, the cell must meet a number of requirements.
Depending on the UE’s subscription or access class, the UE may or may not have
access to certain cells due to access barring, closed-subscriber-group femto-cell,
or reserved cell restrictions. The UE measures the RSRP based on cell-specific
reference signals to determine whether the candidate cell satisfies a certain crite-
rion S. The criterion S is also considered during cell reselection. The cell selection
criterion § is satisfied when the following conditions are met [2]:

erlev >0 Squal >0
where
erlev = erlevmeas - (erlevmin + er]evminoffset) —P compensation

Squal = Qqualmeas - (Qqualmin + Qqualminoffset)
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FIGURE 5.17

Classification of UE and network identifiers in LTE/LTE-Advanced [26,27].

In the above equations

Sixiev: Cell selection receive level value (dB).

Squar: Cell selection quality value (dB).

Oixlevmeas: Measured cell receive level value (RSRP).

Ogualmeas: Measured cell quality value (RSRQ).

O:xlevmin: Minimum required receive level in the cell (dBm).

Oquaimin: Minimum required quality level in the cell (dB).

Orxievminofiset: Offset to the signaled Qixjevmin taken into account in the Siyjey
evaluation as a result of a periodic search for a higher priority PLMN while
camped normally in a visited PLMN.

Ogqualminoftset: Offset to the signaled Qguaimin taken into account in the Squ, eval-
uation as a result of a periodic search for a higher priority PLMN while cam-
ped normally in a visited PLMN.

Pcompensation = max(PEmax — PpowerClass» 0) (dB).

Pemax: Maximum transmit power level that the UE may use when transmitting
in the uplink in the cell (dBm) as defined in 3GPP TS 36.101 [8].
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*  Ppowerclass: Maximum RF output power of the UE (dBm) according to the UE
power class as defined in 3GPP TS 36.101 [8].

The signaled values Qixievminoffset a1d Qqualminofiset are only applied when a cell
is evaluated for cell selection as a result of a periodic search for a higher priority
PLMN while camped normally in a visited PLMN. During this periodic search
for a higher priority PLMN, the UE may check the criterion S of a cell using
parameter values stored from a different cell of this higher priority PLMN.

After the UE is camped for normal service, it performs attach and PDN con-
nectivity procedures to register its location with the selected PLMN and obtain
TA information. This enables the PLMN to reach the UE. In addition, the UE is
required to measure the RSRP level of the serving cell and evaluate the cell
selection criterion S defined for the serving cell at least every DRX cycle. The
UE is further required to identify new intra-frequency cells and perform RSRP
measurements on the identified intra-frequency cells without an explicit intra-
frequency neighbor list containing physical cell identities. The LTE specifies the
time duration for a UE to detect a cell, as well as the frequency at which the
UE measures RSRP. This is true for cells on the serving frequency or other fre-
quencies. The standard also specifies the RSRP levels that are used for the detec-
tion of the cells. The UE is required to apply filtering on RSRP during
measurements. The NAS is informed, if cell selection and reselection results in
changes in the received system information relevant to NAS.

SIB1, SIB3, and SIB4 provide parameters that are used during cell reselection.
SIB3 contains measurement rule parameters. The E-UTRAN requires the UEs to
detect and measure neighbor cells when the serving cell Sy is lower than a spe-
cific threshold. The UE may choose not to perform the measurements, if the serv-
ing cell’s metric is greater than the threshold. After conducting the measurements,
the UE applies the ranking criterion and the highest ranked cell is selected during
cell reselection. Note that hysteresis is applied through Qnyseresis and Qofser before
the new cell is selected. During the DRX cycle, if the UE has determined that the
serving cell does not fulfill the cell selection criterion S, it initiates measurements
of all neighbor cells, irrespective of the measurement rules currently limiting UE
measurement activities. If a UE in the RRC_IDLE state searches for 10 seconds
without finding a new suitable cell based on searches and measurements using the
intra-frequency, inter-frequency, and inter-RAT information indicated in the
System Information, the UE is considered to be out of service area.

Figure 5.18 demonstrates an intra-frequency cell reselection procedure. In this
figure, the cell-ranking criterion Ry for a serving cell and R, for neighbor cells is
defined by [2]:

R; = Qmeas(.\') + QHysteresis
Rn = Qmeas(n) - Qoffsel

Omeas: RSRP measurement quantity used in cell reselections.
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FIGURE 5.18

Illustration of intra-frequency cell reselection [1].

—  Qofiser: For intra-frequency: Qofiset = Qofiset(s,n) i Dofiset(s,n) (the offset between
the two cells) is valid; otherwise Qoier = 0. For inter-frequency: Qofrser =
Qoffset(x,n) + Qoffsetf,.equency if Qoffset(s,n) is Valid; otherwise, Qoffset = Qoffsetfrequency
(frequency-specific offset for equal priority E-UTRAN frequencies).

—  OHysteresis: Hysteresis value for ranking criteria.

After a UE is powered-up and a PLMN is selected, the cell selection process
is initiated. This process allows the UE to select a suitable cell to camp on in
order to access network services. During this process, the UE can use initial cell
selection or stored information for cell selection. Initial cell selection requires no
prior knowledge of E-UTRAN RF channels and the UE is required to scan all RF
channels in the E-UTRA bands according to its capabilities to find a suitable cell
[8,9]. On each carrier frequency, the UE only searches for the strongest cell.
Once a suitable cell is found, the cell is selected. Cell selection based on stored
information utilizes the UE stored information of carrier frequencies and cell
parameters from previously received measurement control information elements
or from previously detected cells. If the UE cannot find any suitable cell based on
the latter approach, the initial cell selection procedure is performed. The UE nor-
mally operates in its home PLMN. A visited PLMN is selected when the coverage
is lost. The visited PLMN may also be manually selected by the user.

Cell reselection

Inter-frequency cell reselection is based on absolute priorities that are provided in
SIB5 and are valid for all UEs in the serving cell. In addition, UE-specific
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priorities may be signaled as part of the RRC Connection Release message. The
dedicated signaling priorities are deleted when the UE enters the
RRC_CONNECTED state, timer T320 expires, or when PLMN selection is per-
formed. Only the frequencies listed in SIB5 are considered for inter-frequency
reselection. The list can contain a maximum of eight inter-frequencies that the
UE may be allowed to monitor in E-UTRAN. The parameters provided in SIB3
are also considered for ranking evaluations.

Once a cell is selected or reselected, the UE is not allowed to reselect a new
cell for at least one second. Furthermore, the latter constraint ensures that rese-
lection decisions are not made in response to instantaneous RF signal variations.
For inter-frequency neighbor cells, it is possible to indicate a cell-specific offset
to be considered during reselection. These parameters are common to all cells on
a different frequency. Blacklists can be provided to prevent the UE from rese-
lecting the specific intra/inter-frequencies. Cell reselection can also be mobility
dependent (based on UE speed). SIB6, SIB7, and SIB8 provide the related infor-
mation for UTRAN/GERAN/CDMA2000, respectively.

If the Sservingcen Of the E-UTRA serving cell (or other cells on the same fre-
quency layer) is greater than Syonintrasearch, the UE may not search or measure
inter-RAT frequency layers of equal or lower priority. If the UE measures the
UTRA FDD cells, it is required to measure CPICH E. /I, and CPICH RSCP of
detected UTRA FDD cells in the neighbor cell list. Hysteresis, thresholds, suit-
ability, and priorities are considered during the reselection decision to a UTRA
cell. For GSM, the signal level of the GSM BCCH carrier of each GSM neighbor
cell indicated in the measurement control system information of the serving cell
is measured. For HRPD (1xRTT), the UE is required to measure CDMA2000
HRPD pilot strength of HRPD cells (CDMA2000 1x RTT pilot strength of
CDMA2000 1X cells) in the neighbor cell list. In addition, the UE may be
requested to pre-register with the HRPD network, where the network identifies
the pre-registration zone for the UE. Pre-registration reduces the time required for
cell reselection and handover by enabling HRPD and point-to-point protocol
(PPP) session establishment in advance. The E-UTRA node acts as a relay agent
to transfer 1XEV-DO Session Setup messaging.

As mentioned earlier, after camping on a suitable E-UTRAN cell, the UE uses a
NAS registration procedure to register its presence in the TA of the selected cell.
This allows the PLMN to page the user in the registered TA(s). If the location regis-
tration is successful, the selected PLMN becomes the registered PLMN. During reg-
istration, if the network declares that the TA is forbidden, the TA is added to a list of
forbidden TAs for roaming and is stored in the UE. The UE must then search for a
suitable cell in the same PLMN and in a TA that is not in the forbidden lists. If a
PLMN is not allowed, the PLMN is added to the forbidden PLMN list that is stored
on the USIM and is not deleted, even when the UE is switched off. If the UE cannot
find another PLMN, it enters a limited-service state and can only originate emer-
gency calls or receive an ETWS message.
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Figure 5.19 illustrates an inter-frequency (intra-LTE/inter-RAT) cell reselec-
tion procedure. The parameters used in the figure are defined as follows [2]:

—  TReselectionraT: This specifies the cell reselection timer value. For each tar-
get E-UTRA frequency and for each RAT (other than E-UTRA), a spe-
cific value for the cell reselection timer is defined, which is applicable
when evaluating reselection within E-UTRAN or other RAT. This param-
eter is not sent in System Information, rather it is used in reselection rules
by the UE for each RAT.

—  Thresholdign: This parameter specifies the Siyjey threshold (in dB) used by
the UE when reselecting a higher priority RAT/frequency than the current
serving frequency.

— Thresholdyow: This parameter specifies the Siyey threshold (in dB) used by
the UE when reselecting a lower priority RAT/frequency than the current
serving frequency.

—  Thresholdserving)iow: This parameter specifies the Sy, threshold (in dB) used by
the UE on the serving cell when reselecting a lower priority RAT/ frequency.

C1 : cellReselectionPriority, ., . quency > ceI/Rese/ectlonPnontyse,wgr,,equmy

C2 1S, nsemvingcei > Threshold ., for Teo oecionrar
C3: (SServmgCe/l(x) < Thr eShOld(SeNing)/ow) & (SnonServmgCe/l(x) > Thre esholdm/ow) for TeseiectionraT
- UE s
», “
camped No

Cell “n” must satisfy

criterion S
Perform
iti 2 iti ?
Is condition C1 met? TEEEN TS Is condition C2 met?
Apply ranking and
Yes perform
reselection
S onintrasearch Perform
- iti ?
included ? TR Is condition C3 met?
A Cell “n” must satisfy
criterion S
No

?

—< SSelvingCe/I>S

\/

FIGURE 5.19

[llustration of inter-frequency (intra-LTE/inter-RAT) cell reselection procedure (Note that
ranking is only applied to cells with the same reselection priorities) [1].
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Shntrasearch: 1his parameter specifies the Sixey threshold (in dB) for intra-
frequency measurements.

ShonIntraSearch: Lhis parameter specifies the Sy, threshold (in dB) for
E-UTRAN inter-frequency and inter-RAT measurements.

Radio link failure

A UE may declare an RLF in a number of scenarios including the following [1]:

Downlink physical layer failure when the BLER of PDCCH is greater than
10%: Physical layer problems are detected by monitoring the cell-specific refer-
ence signals and estimating the theoretical PDCCH BLER for specific config-
urations. In-sync and out-of-sync indicators are generated based on the DRX
cycle (if configured) and the thresholds Qg (10%) and Qi (2%). If the UE has
not been configured with a DRX mode, and the downlink radio link quality esti-
mated during the past 200 ms time interval becomes worse than threshold Qy,
the physical layer of the UE sends an out-of-sync indication to the higher layers
within 200 ms. When the downlink radio link quality estimated over the past
100 ms time interval becomes better than the threshold Qj,, the physical layer
of the UE sends an in-sync indication to the higher layers within 100 ms. Two
successive indications from the physical layer will be separated by at least
10 ms. The transmitter is turned off within 40 ms after timer T310 expires. If
the UE is configured with DRX, the evaluation period for Q. and Q;, depends
on the DRX configuration. In this case, two successive in-sync or out-of-sync
indications are separated by at least the maximum of 10 ms or the DRX cycle.
Random access problems: If the uplink timing alignment timer expires, then
the UE must perform a random access procedure in order to adjust its timing
and to obtain an uplink grant before any new data can be transmitted in the
uplink. An RLF will be declared, if the UE transmits a maximum number of
preamble retransmissions without receiving any response from the eNB.
Maximum RLC retransmissions: An RLF is declared following the completion
of the maximum number of ARQ retransmissions by the RLC sublayer.
Following an unsuccessful initial transmission of an RLC PDU, the UE’s RLC
entity retransmits the PDU a number of times and then declares an RLF upon
failure of the receiving entity to confirm reception.

Handover failure (T304 expiration): Timer T304 is started by the UE after
receiving the RRC Connection Reconfiguration command ordering a hand-
over. The UE detaches from the source cell and, following successful
acquisition of the target cell, uses a random access procedure to gain
access to the target cell. If the UE is unable to successfully access the tar-
get cell before the expiration of timer T304, an RLF is declared.

Once an RLF has been declared, timer T311 is started. This is only possible,

if the AS security was activated prior to the RLF. In this case, SRB1 is suspended
and SRB2 and all DRBs are released. If the AS security was not activated, the
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UE transitions directly to the idle mode. Upon start of timer T311, the UE
attempts cell reselection. If it is unsuccessful before the expiration of timer T311,
the UE transitions to the idle mode. If it is successful, the UE starts timer T301
and begins the connection reestablishment procedure with the selected cell. If
timer T301 expires without successful reestablishment of the connection, the UE
transitions to the idle mode. If successful, SRB1 resumes and the recovery mecha-
nism is complete. The SRB2 and any DRB can then be established.

RRC timers and constants

A number of LTE/LTE-Advanced RRC functions rely on specific timers to initi-
ate and terminate certain procedures as a result of success or failure of certain
tasks, and to measure the run time of certain processes during the operation of the
system at the UE and the eNB. The use of timers would prevent a process taking
longer than normally expected to perform a task or a series of tasks. The timer
would sometimes allow repetition of the associated process/task a permissible
number of times before terminating the task. Once a timer associated with a pro-
cess/task expires when the process has not been successfully concluded, the expi-
ration of the timer terminates the process/task and triggers another process/task.
Table 5.7 summarizes the RRC timers specified in LTE Rel-11 specification [1],
the conditions to trigger their start and stop, and the actions that the entity would
take upon expiration of the timer. Some processes may have several timers asso-
ciated with them to control different aspects of the process.

RRC message structure
The RRC messages generally consist of three parts (Figure 5.20):

1. Message type: This information helps the receiver to identify the type of mes-
sage and other information elements that might be included in the message.

2. RRC transaction identifier: This numerical information is used to separate and
identify several ongoing signaling procedures.

3. Other information elements: The RRC message may also include other infor-
mation elements such as establishment cause, radio resource configuration for
SRB1, UE identity, selected PLMN identity, and registered MME information
to identify the MME to which the UE is registered.

As an example, the following is an RRC information element that
configures the number of transmit antennas and the transmission mode [1,27]:

| |+ -antennalnfo:: = CHOICE [explicitValue] OPTIONAL:Exist

||| +-explicitValue:: = SEQUENCE [1]

] +-transmissionMode:: = ENUMERATED [tm4]

1] + -codebookSubsetRestriction:: = CHOICE [n2TxAntenna-tm4] OPTIONAL:Exist
|11 | +-n2TxAntenna-tmd:: = BIT STRING SIZE(6) [111111]

1] +-ue-TransmitAntennaSelection:: = CHOICE [setup]

1] +-setup:: = ENUMERATED [closedLoop]
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Table 5.7 RRC Timers [1]

Timer

T300

T301

T302

T303

T304

T305

T310

Start Condition

Transmission of RRC
Connection Request

Transmission of RRC
Connection
Reestablishment
Request

Reception of RRC
Connection Reject
while performing RRC
connection
establishment

Access barred while
performing RRC
connection
establishment for
mobile originating calls

Reception of RRC
Connection
Reconfiguration
message including the
Mobility Control Info or
reception of Mobility
from E-UTRA
Command message
including Cell Change
Order

Access barred while
performing RRC
connection
establishment for
mobile originating
signaling

Upon detecting
physical layer
problems, i.e., upon

Stop Condition

Reception of RRC
Connection Setup or
RRC Connection
Reject message, cell
reselection and upon
termination of
connection
establishment by
upper layers
Reception of RRC
Connection
Reestablishment or
RRC Connection
Reestablishment
Reject message as
well as when the
selected cell becomes
unsuitable

Upon entering
RRC_CONNECTED
and upon cell
reselection

Upon entering
RRC_CONNECTED
and upon cell
reselection

Criterion for successful
completion of
handover to E-UTRA
or CCO is met (this
criterion is specified in
the target RAT in the
case of inter-RAT)

Upon entering
RRC_CONNECTED
and upon cell
reselection

Upon receiving N311
(i.e., the maximum
number of consecutive

Actions upon Expiration

Reset MAC, release MAC
configuration, and
reestablish RLC for all
radio bearers that are
established and inform
upper layers about the
failure to establish the
RRC connection

Go to RRC_IDLE

Inform upper layers about
barring mitigation

Inform upper layers about
barring mitigation

In the case of CCO from
E-UTRA or intra E-UTRA
handover, initiate the RRC
Connection
Reestablishment
procedure

Inform upper layers about
barring mitigation

If security is not activated
go to RRC_IDLE, else
initiate the

(Continued)
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Timer

T311

T320

T321

T325

T330

T340

Table 5.7 (Continued)

Start Condition

receiving N310 (i.e.,
the maximum number
of consecutive “out-of-
sync” indications
received from lower
layers)

Upon initiating the RRC
Connection
Reestablishment
procedure

Upon receiving t320 or
upon cell selection/
reselection to E-UTRA
from another RAT with
validity time configured
for dedicated priorities

Upon receiving
measConfig including a
reportConfig with the
purpose set to
reportCGl. CGl: Cell
Global Identification

Timer started/restarted
upon receiving RRC
Connection Reject
message with
Reprioritization Timer
Upon receiving Logged
Measurement
Configuration message
(Related to
Minimization of Drive
Tests feature)

Upon transmitting UE
Assistance Information
message with
powerPrefindication
set to normal

Stop Condition

“in-sync” indications
received from lower
layers) consecutive in-
sync indications from
lower layers; upon
triggering the handover
procedure, and upon
initiating the connection
reestablishment
procedure

Selection of a
suitable E-UTRA cell or
a cell using another RAT

Upon entering
RRC_CONNECTED,
when PLMN selection is
performed upon request
by NAS, or upon cell
selection/reselection to
another RAT

Upon acquiring the
information needed to
set all fields of
cellGloballd for the
requested cell, upon
receiving measConfig
that includes removal
of the reportConfig
with the purpose set to
reportCGl

Upon log volume
exceeding the
suitable UE memory,
upon initiating the
release of Logged
Measurement
Configuration
procedure

Actions upon Expiration

connection reestablishment
procedure

Enter RRC_IDLE

Discard the cell reselection
priority information
provided by dedicated
signaling

Initiate the measurement
reporting procedure; stop
performing the related
measurements and
remove the corresponding
measld

Stop reprioritization of all
frequencies or E-UTRA
signaled by RRC
Connection Reject

Perform the actions
specified in 3GPP TS
36.331
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5.7 RRC message structure 285

Message type

— ldentifies this message

RRC transaction ID

— ldentifies signaling transaction

Other information elements as
required

[ Contains other information elements such as:
« Establishment cause
« Radio resource configuration

« UE identity
~o Selected PLMN identity
~ \-\Registered MME
~

~

\
\
\
\ ~
\
\
\

RRC ASN.1 RRC message Extension

ASN.1 encoder

Basic production (octet aligned)

RRC padding

RRCAevel

Basic production Seatihg

RRC PDU

FIGURE 5.20
RRC message structure and processing of RRC messages [11.

The LTE RRC PDU contents are encoded using Abstract Syntax Notation
One* (ASN.1) as specified in ITU-T Rec. X.680 [23] and X.681 [24].
Transfer syntax for RRC PDUs is derived from their ASN.1 definitions using

3ASN.1 is a standard for describing a message that can be sent or received in a network. ASN.1 is
divided into two parts: (1) the rules of syntax for describing the contents of a message in terms of
data type and content sequence or structure; and (2) how each data item is encoded in a message.
ASN.1 is defined in two ISO standards for applications intended for the open systems interconnec-
tion framework [23,24]. The following is an example of a message definition specified with ASN.1
notation:

Report:: = SEQUENCE {author OCTET STRING, title OCTET STRING, body OCTET STRING,
biblio Bibliography}

In this example, Report is the name of this type of message. SEQUENCE indicates that the mes-
sage is a sequence of data items. The first four data items have the data type of OCTET STRING,
meaning each is a string of bytes. The bibliography data item is another definition named
Bibliography that is used.

Bibliography:: = SEQUENCE {author OCTET STRING title OCTET STRING publisher OCTET
STRING year OCTET STRING}

Other data types that can be specified include INTEGER, BOOLEAN, REAL, and BIT STRING.
An ENUMERATED data type is one that takes one of several possible values. Other data items
can be specified as optional.
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packed encoding rules as specified in ITU-T Rec. X.691 [25] as shown in
Figure 5.20. The “basic production” is obtained by applying unaligned packed
encoding rules to the abstract syntax value (the ASN.1 description) as speci-
fied in X.691. It always contains a multiple of 8 bits. A transmitter compliant
with LTE Rel-11 sets the extension part empty, unless explicitly indicated on
a PDU type basis. Transmitters compliant with a later version may send non-
empty extensions. If the encoded RRC message does not fill a transport
block, the RRC sublayer adds padding bits. This applies to PCCH and
BCCH. Padding bits are set to zero and the number of padding bits is a mul-
tiple of 8 [1].
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The packet data convergence protocol (PDCP) sublayer is part of the LTE layer 2
protocols (see Figure 6.1), which is responsible for the IP header compression of
user-plane data packets in order to reduce the number of information bits transmitted
over the air-interface. The header compression mechanism is based on the Internet
Engineering Task Force (IETF) standard robust header compression (ROHC)
[8—11]. The PDCP sublayer is also responsible for ciphering and integrity protection
of control-plane RRC messages, as well as in-sequence delivery and duplicate
removal. At the receiver side, the PDCP performs the corresponding deciphering and
decompression operations. There is one PDCP entity per radio bearer (RB) config-
ured for a terminal. More specifically, the PDCP sublayer provides the following
services to other protocol layers on the user-plane: header compression and decom-
pression using ROHC protocol; transfer of user data; in-sequence delivery of upper-
layer PDUs at PDCP reestablishment procedure for RLC acknowledged mode (AM);
duplicate detection of lower-layer service data units (SDUs) at PDCP reestablishment
procedure for RLC AM; retransmission of PDCP SDUs during handover for RLC
AM; ciphering and deciphering; and timer-based SDU discarding in the uplink. The
main services and functions of the PDCP on the control-plane include ciphering and
integrity protection, as well as transfer of control-plane data. Figure 6.1 illustrates the
location of PDCP sublayer in the LTE/LTE-Advanced protocol stack.

The LTE radio-access network provides one or more radio bearers to which IP
packets are mapped according to their QoS requirements. Note that there are two
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FIGURE 6.1
PDCP sublayer in LTE protocol stack.

types of radio bearers: data radio bearers (DRBs) carrying user-plane data; and sig-
naling radio bearers (SRBs) carrying control-plane information. Each radio bearer is
associated with one PDCP entity. Each PDCP entity is associated with one or two
(one for each direction) RLC entities depending on the radio bearer characteristic
(i.e., unidirectional or bi-directional) and the RLC mode [1—3]. The PDCP entities
are located in the PDCP sublayer and are configured by upper layers [2]. A control
service access point (SAP) provides the PDCP interface with the RRC sublayer.

As shown in Figure 6.2, the PDCP entities are located in the PDCP sublayer.
Several PDCP entities may be defined for a UE. Each PDCP entity carries user-
plane data and may be configured to use header compression. Each PDCP entity
transports the data of one radio bearer. The LTE standard supports ROHC protocol
for header compression as specified by IETF standards [9—11]. Each PDCP entity
uses one ROHC instance. A PDCP entity is associated with either the control-plane
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FIGURE 6.2
PDCP sublayer and structure of PDCP PDU [2].

or the user-plane depending on which radio bearer is carrying the data. Figure 6.3
shows the functional decomposition of the PDCP entity in the PDCP sublayer.
The figure is based on the radio interface protocol architecture defined in [1]. The
PDCP provides services to the RRC sublayer and upper layers in the user-plane at
the UE or eNB. As mentioned earlier, PDCP services provided to upper layers
include transfer of user-plane and control-plane data, payload header compression,
ciphering, and integrity protection.

To provide a better understanding of the PDCP services concerning RRC mes-
sages and user data processing, let us further decompose the PDCP functions on the
control-plane and user-plane. Figure 6.4 illustrates the PDCP functions of each
PDCP entity separately for control-plane and user-plane information. Note that
integrity protection and verification functions are only applied to the RRC messages
in the downlink and uplink directions, respectively. The header compression and
decompression functions are only applied to user-plane data in the downlink and
uplink directions, respectively.

The maximum size of a PDCP SDU is 8188 octets [2]. The PDCP uses the
services provided by the RLC sublayer. The lower protocol layers provide the
following services to the PDCP sublayer:

* Acknowledged data transfer service including indication of successful delivery
of PDCP PDUs.

* Unacknowledged data transfer service.

* In-sequence delivery, except at reestablishment of lower layers.

¢ Duplicate discarding, except at reestablishment of lower layers.
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Functional decomposition of PDCP entities [2].
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Illustration of PDCP functions on the control-plane and user-plane.
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The PDCP is used for transmission of SRBs (signaling radio bearers carrying
control-plane data) and DRBs (data radio bearers carrying user-plane data) that are
mapped to dedicated control channel (DCCH) and dedicated traffic channel
(DTCH) logical channels. The PDCP is not used for other types of logical channels.

The IETF ROHC protocol is utilized for header compression in LTE [9—11].
There are multiple header compression algorithms, called profiles, defined for the
ROHC protocol. Each profile is specific to the particular network layer, transport
layer, or upper layer protocol combination, e.g., transmission control protocol/IP
(TCP/IP) or real-time transport protocol/user datagram protocol/IP (RTP/UDP/IP)
[13,14]. The multiplexing of different flows (with or without header compression)
over the ROHC channels, as well as association of a specific IP flow with a spe-
cific context state during initialization of the compression algorithm for that flow,
are described in [9—11]. The implementation of ROHC functionality and the sup-
ported header compression profiles are not specified in 3GPP LTE specifications.
Table 6.1 provides the description of ROHC profiles that are used in LTE.

PDCP entities associated with DRBs can be configured by upper layers to use
header compression. IETF RFC 4995 provides configuration parameters that are
mandatory and must be configured by upper layers between compressor and decom-
pressor entities at the transmitter and receiver sides [11]. Those parameters define
the ROHC channel. The ROHC channel is a unidirectional channel, i.e., there is one

Table 6.1 Supported Header Compression Protocols and Profiles [2]

Profile Identifier Usage Reference

0 X 0000 No compression RFC 4995

0 X 0001 RTP/UDP/IP RFC 3095, RFC 4815
0 X 0002 UDP/IP RFC 3095, RFC 4815
0 X 0003 ESPY/IP RFC 3095, RFC 4815
0 X 0004 IP RFC 3843, RFC 4815
0 X 0006 TCP/IP RFC 4996

0Xx 0101 RTP/UDP/IP RFC 5225

0x0102 UDP/IP RFC 5225

0x 0103 ESP/IP RFC 5225

0Xx0104 IP RFC 5225

4Encapsulating security payload (ESP) is a key component of the IPsec protocol suite. The ESP
protocol provides confidentiality and integrity by encrypting data to be protected and places the
encrypted data in the data portion of the IP ESP payload. Depending on the user’'s security
requirements, this mechanism may be used to encrypt either a transport-layer segment (e.g., TCP
and UDP), or the entire IP datagram. Encapsulating the protected data is necessary to provide
confidentiality for the entire original datagram. ESP also supports encryption-only and authentication-
only configurations, but using encryption without authentication is not recommended because of
insecurity. Unlike the authentication header (AH), ESP does not protect the IP packet header.
However, in the tunnel mode, where the entire original IP packet is encapsulated with a new packet
header, ESP protection is applied to the entire inner IP packet (including the inner header), while the
outer header remains unprotected. ESP operates directly on top of IP using IP number 50 [15].
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channel for the downlink and one for the uplink. Therefore, there is one set of
parameters for each channel and the same values are used for both channels belong-
ing to the same PDCP entity.

Ciphering and integrity protection functions

As shown in Figure 6.5, the ciphering function includes both ciphering and deci-
phering and is performed in the PDCP sublayer. In LTE, the RLC SDUs are
ciphered. For the control-plane, the data unit, that is ciphered, is the data part of the
PDCP PDU and the message authentication code for integrity (MAC-I), i.e., a
32-bit field that carries the message authentication code. For the user-plane, the data
unit that is ciphered is the data part of the PDCP PDU; ciphering is not applicable
to the PDCP control PDUs. The ciphering algorithm and key to be used by the
PDCP entity are configured by upper layers, and the ciphering method is applied
according to the security architecture of 3GPP system architecture evolution [4].
The ciphering function is activated by upper layers. After security activation, the
ciphering function is applied to all PDCP PDUs indicated by upper layers for
the downlink and the uplink transmissions. The parameters that are required by the
PDCEP for ciphering are defined in [2], and are input to the ciphering algorithm. The
required inputs to the ciphering function include the COUNT (a combination of SN
and HEN which is 32 bits) and DIRECTION (one-bit direction of the transmission).
The parameters required by the PDCP which are provided by upper layers are
BEARER (defined as the RB identifier which is 5 bits) and KEY (the 128-bit cipher-
ing keys for the control-plane and for the user-plane) [2].

HFN SN HiN S¢N
Key Count  Bearer Direction Length Key Count  Bearer Direction Length

v v v vy v

EPS encryption algorithm (ciphering)

EPS encryption algorithm
(deciphering)

Plain data
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6.1 Ciphering and integrity protection functions

As shown in Figure 6.6, the integrity protection function includes both integrity
protection and integrity verification and is performed in the PDCP sublayer for
PDCP entities associated with SRBs. The data unit that is integrity protected is the
PDU header and the data part of the PDU prior to ciphering. The integrity protection
algorithm and key to be used by the PDCP entity are configured by upper layers
and the integrity protection method is applied according to the security architecture
of 3GPP system architecture evolution [4]. The integrity protection function is acti-
vated by upper layers. Following the security activation, the integrity protection
function is applied to all PDUs including and subsequent to the PDU indicated by
upper layers for the downlink and the uplink transmissions. As the RRC message
which activates the integrity protection function is itself integrity protected with the
configuration included in that RRC message, the message must be decoded by
the RRC sublayer before the integrity protection verification can be performed
for the PDU in which the message was received. The parameters that are required
by the PDCP for integrity protection are defined in [2], and are input to the integrity
protection algorithm. The required inputs to the integrity protection function include
the COUNT value and DIRECTION (direction of the transmission). The parameters
required by the PDCP which are provided by upper layers are BEARER (defined
as the RB identifier) and the KEY.

During transmission, the UE computes the value of the MAC-I field, and at
reception, it verifies the integrity of the PDCP PDU by calculating the X-MAC,
i.e., computed MAC-I, based on the input parameters. If the calculated X-MAC is
the same as the received MAC-I, integrity protection is verified successfully.
When a PDCP entity receives a PDCP PDU that contains reserved or invalid
values, it discards the received PDU. The PDCP data PDU is used to transport the
PDCP SDU SN and user-plane data containing an uncompressed PDCP SDU,

HFN SN HFN SN
Message Message
Key Count  Bearer Direction (header + Key Count  Bearer Direction (header +
IR R N 2 2 vy oy v ¥
EPS integrity protection algorithm EPS integrity verification algorithm

MAC-I

Message | Message+MAC-| V\ Compare MAC-I and _Valiq/
L/ XMAC-I invalid

FIGURE 6.6
Integrity protection and verification procedures.

 XMAC-I
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user-plane data containing a compressed PDCP SDU, or control-plane data as well
as MAC-I field for SRBs. The PDCP control PDU is used to convey the PDCP sta-
tus report identifying missing PDCP SDUs following PDCP reestablishment and
header compression control information, e.g., ROHC feedback [2].

Header compression

In some services and applications such as voice over IP (VoIP), interactive gam-
ing, multimedia messaging, etc., the data payload of the IP packet is almost the
same size or even smaller than the header itself. Over the end-to-end connection
comprising multiple hops, these protocol headers are extremely important but
over a single point-to-point link, these headers serve no useful purpose. It is pos-
sible to compress these headers, and thus save the bandwidth and use expensive
radio resources more efficiently. The header compression also provides other
important benefits, such as reduction in packet loss and improved interactive
response time [5,8—11]. Payload header compression is the process of suppres-
sing the repetitive portion of payload headers at the sender and restoring them at
the receiver side of a low-bandwidth/capacity-limited link. The use of header
compression has a well-established history in transport of IP-based payloads over
capacity-limited wireless links where more bandwidth efficient transport methods
are required. The IETF has developed several header compression protocols that
are widely used in telecommunication systems [5,8—11,19—-22].

Let us consider some examples of the compression ratios that can be achieved
using header compression schemes. The IP version 4 protocol header consists of
20 bytes [6], when combined with the UDP! header of 8 bytes and RTP? header

"The UDP is part of the IP suite, i.e., the set of network protocols used for the Internet. The use of
UDP would allow computer applications to send datagrams to other hosts on an IP network without
requiring prior signaling to set up data paths. The UDP is defined in IETF RFC 768. The UDP uses
a simple transmission model without implicit handshaking dialogues for guaranteeing reliability,
ordering, or data integrity. Thus, the UDP provides an unreliable service, and datagrams may be lost
or arrive out of order or duplicated. The UDP assumes that error checking and correction is either
not necessary or is performed at the application layer, avoiding the overhead of such processing at
the network interface level. Delay-sensitive applications such as VoIP and interactive gaming often
use UDP because dropping packets would avoid potentially variable and long delays. If error correc-
tion schemes are needed at the transport layer, an application may use the TCP which is designed for
this purpose. Unlike the TCP, UDP is compatible with packet broadcasting and multicasting.
Common applications include media streaming, IPTV, VoIP, and interactive gaming [14,16].

>The RTP defines a standardized packet format for delivering audio and video over the Internet. It
is defined by IETF RFC 3550 [12]. The RTP is used in communication and entertainment systems
that involve media streaming such as telephony, video teleconference applications, and web-based
push-to-talk features. Relying on signaling protocols such as session initiation protocol (SIP), the
RTP is one of the key ingredients of voice and media transport over IP networks. The RTP is usu-
ally used in conjunction with the RTP control protocol (RTCP). While RTP carries the media
streams (e.g., audio and video), the RTCP is used to monitor transmission statistics and QoS infor-
mation. When both protocols are used in conjunction, RTP is usually originated and received on
even port numbers, whereas RTCP uses the next highest odd port number [14,17].
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of 12 bytes results in an IPv4/UDP/RTP header size of 40 bytes. A header
compression scheme typically compresses such headers to 2—4 bytes in the
steady-state. Note that the RTP payload size of some commonly used voice
codecs is approximately 20—40 bytes for active speech; therefore, the 40 byte
IPv4/UDP/RTP protocol header size would be a relatively large overhead. Using
header compression in such cases would result in major bandwidth savings. The
amount of overhead for small packets when using IP version 6 (IPv6), with
increased header size of 40 bytes due to increased IP address space [7], would be
even larger. In low-bandwidth or congested networks, the use of header compres-
sion may yield better response times due to smaller packet sizes. A small packet
may further reduce the probability of packet loss [21]. It has been observed that
in applications such as video transmission over wireless links, the use of header
compression does not improve the video quality in spite of lower bandwidth
usage. For voice transmission, the voice quality may improve while utilizing a
lower transmission bandwidth. In summary, header compression helps improve
network transmission efficiency, quality, and speed by decreasing protocol header
overhead, reducing the packet loss, decreasing interactive response time, and
increasing network core users per channel bandwidth which means less infrastruc-
ture deployment costs. Figure 6.7 illustrates the structure of IPv6, UDP, and
RTP headers.

The IP together with transport protocols such as TCP or UDP and application-
layer protocols (e.g., RTP) are described in the form of payload headers. The
information carried in the header helps the applications to communicate over
large distances connected by multiple links or hops in the network. This informa-
tion consists of source and destination addresses, ports, protocol identifiers, SN,
error checksums, etc. Under nominal conditions, most of the information carried
in packet headers remains the same or changes in specific patterns. By observing
the fields that remain constant or change in specific patterns, it is possible either
not to send them in each packet, or to represent them in a smaller number of
bits than would have been originally required. This process is referred to as
compression.

The process of header compression uses the concept of flow context, which is
a collection of information about field values and change patterns of field values
in the packet header. This context is formed on the compressor and the decom-
pressor side for each packet flow. The first few packets of a newly identified flow
are used to build the context on both sides. These packets are sent without com-
pression. The number of these first few packets, which are initially sent uncom-
pressed, is closely related to link characteristics like bit error rate and round trip
time. Once the context is established on both sides, the compressor compresses
the payload headers as much as possible. By taking into account the link condi-
tions and feedback from the decompressor, the compressed packet header sizes
may vary. At certain intervals and in the case of error recovery, uncompressed
packet headers are sent to reconstruct the context and revert back to normal
operational mode, which is sending compressed packet headers. The header
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FIGURE 6.7

|Pv6, UDP, and RTP header formats [13].
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compression module is a part of the protocol stack on the devices. It is a feature
which must be negotiated before it can be used on a link. Both end points must
agree if they support header compression and on the related parameters to be
negotiated.

Considering the end-to-end connectivity over IP, the header compression does
not introduce any changes in the data payload when it compresses and decom-
presses the header. The header compression is a hop-to-hop process and is not
applied in an end-to-end connection. At each hop in the IP network, it becomes
necessary to decompress the packet to be able to perform operations such as rout-
ing, QoS negotiation, and parameter adjustment, etc. Header compression is best
suited for specific links in the network characterized by relatively low bandwidth,
high bit error rates, and long round trip times. The performance of a header com-
pression scheme can be described with three parameters [18,19]: compression effi-
ciency; robustness; and compression transparency. The compression efficiency is
determined by how much the header sizes are reduced by the compression scheme.
The compression transparency is a measure of the extent to which the scheme
ensures that the decompressed headers are semantically identical to the original
headers. If all decompressed headers are semantically identical to the correspond-
ing original headers, the transparency is considered to be 100%. Compression
transparency is high when damage propagation is low. When the context of the
decompressor is not consistent with the context of the compressor, decompression
may fail to reproduce the original header. This condition can occur when the con-
text of the decompressor has not been initialized properly, or when packets have
been lost or damaged between compressor and decompressor.

Robust header compression

The ROHC scheme reduces the size of the transmitted IP/UDP/RTP header by
removing redundancies. This mechanism starts by classifying header fields into
different classes according to their variation pattern. The fields that are classified
as inferred are not sent. The static fields are sent initially and then are not sent
again, and the fields with varying information are always sent. The ROHC mech-
anism is based on a context’ which is maintained by both ends, i.e., the compres-
sor and the decompressor (see Figure 6.8). The context encompasses the entire
header and ROHC information. Each context has a context identifier, which

3The context of the compressor is the state it uses to compress a header. The context of the decom-
pressor is the state it uses to decompress a header. Either of these or the combinations of these two
are usually referred to as “context.” The context contains relevant information from previous head-
ers in the packet stream, such as static fields and possible reference values for compression and
decompression. Moreover, additional information describing the packet stream is also part of the
context, for example information about how the IP Identifier field changes and the typical inter-
packet increase in sequence numbers or timestamps [14].
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Voice datagrams with IPv6/UDP/RTP headers Voice datagrams with ROHC header Voice datagrams with IPv6/UDP/RTP headers
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compressor Radio link decompressor
A A
v Reference header  / Reference header
I I

FIGURE 6.8

Example ROHC compression/decompression of IP/UDP/RTP headers for communication over a radio link.
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6.3 Robust header compression

identifies the flows. The ROHC scheme operates in one of the following three
operational modes [8—11]:

1. Unidirectional mode (U): In the unidirectional mode of operation, packets are
only sent in one direction, from compressor to decompressor. This mode
therefore makes ROHC usable over links where a return path from decompres-
sor to compressor is unavailable or undesirable.

2. Optimistic mode (O): The bi-directional optimistic mode is similar to the uni-
directional mode, except that a feedback channel is used to send error recov-
ery requests and (optionally) acknowledgments of significant context updates
from decompressor to compressor. The O-mode aims to maximize compres-
sion efficiency and sparse usage of the feedback channel.

3. Reliable mode (R): The bi-directional reliable mode differs in many ways
from the previous two. The most important differences are a more intensive
usage of the feedback channel and a stricter logic at both compressor and
decompressor that prevents loss of context synchronization between compres-
sor and decompressor except for very high residual bit error rates.

The U-mode is used when the link is unidirectional or when feedback is not
possible. For bi-directional links, the O-mode uses positive feedback packets
(acknowledgment (ACK)) and R-mode uses positive and negative feedback pack-
ets (ACK and negative acknowledgment (NACK)). ROHC always starts header
compression using the U-mode, even if it is used in a bi-directional link. ROHC
does not make retransmission when an error occurs and the erroneous packet is
dropped. The ROHC feedback is used only to indicate to the compressor side that
there was an error and probably the context was damaged. After receiving a nega-
tive feedback, the compressor always reduces its compression level.

The ROHC compressor has three compression states as follows [§—11]:

1. Initialization and refresh (IR) where the compressor has just been created or
reset and full packet headers are sent.

2. First order (FO) where the compressor has detected and stored the static fields
such as IP addresses and port numbers on both sides of the connection.

3. Second order (SO) where the compressor is suppressing all dynamic fields
such as RTP SNs, and sending only a logical SN and partial checksum to
cause the other side to generate the headers based on prediction and to verify
the headers of the next expected packet.

Each compression state uses a different header format in order to send the
header information. The IR compression state establishes the context, which con-
tains static and dynamic header information. The FO compression state provides
the change pattern of dynamic fields. The SO compression state sends encoded
values of SN and time stamp (TS), forming the minimal size packets (see
Figure 6.9). Using this header format, all header fields can be generated at the
other end of the radio link using the previously established change pattern. When
some updates or errors occur, the compressor returns to upper compression states.
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No static
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FIGURE 6.9
ROHC state machines [8].

It only transitions to the SO compression state after retransmitting the updated
information and reestablishing the change pattern in the decompressor.

In the U-mode, the feedback channel is not used. To increase the compression
level, an optimistic approach is used for the compressor to ensure that the context
has been correctly established at the decompressor side. This means that the com-
pressor uses the same header format for a number of packets. Since the compressor
does not know whether the context is lost, it also uses two timers, to be able to return
to the FO and IR compression states. The decompressor works at the receiving end
of the link and decompresses the headers based on the header fields’ information of
the context. Both compressor and decompressor use a context to store all the infor-
mation about the header fields. To ensure correct decompression, the context should
be always synchronized. The decompressor has three states as follows: (1) no context
(NC) where there is no context synchronization; (2) static context (SC) where the
dynamic information of the context has been lost; and (3) full context (FC) when the
decompressor has all the information about header fields. In the FC state, the decom-
pressor transitions to the initial states as soon as it detects corruption of the context.
The decompressor uses the “k out of n” rule by looking at the last n packets with
cyclic redundancy check (CRC) failures. If k CRC failures have occurred, it assumes
the context has been corrupted and transitions to an initial state (SC or NC). The
decompressor also sends feedback according to the operation mode (see Figure 6.9).

The values of the ROHC compression parameters that determine the efficiency
and robustness are not defined in ROHC specification and are not negotiated ini-
tially but are stated as implementation dependent. The values of these parameters
stay fixed during the compression process. Those compression parameters are as
follows [8—11]:

e L: In U-mode and O-mode the ROHC compressor uses a confidence variable
L in order to ensure the correct transmission of header information.

e Timer_I (IR_TIMEOUT): In U-mode, the compressor uses this timer to return
to the IR compression level and periodically resends static information.

e Timer_2 (FO_TIMEOUT): The compressor also uses another timer in U-mode
and this timer is used to go downward to the FO compression level if the com-
pressor is working in the SO compression level.
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» Sliding Window Width (SWW): The compressor while compressing header
fields like Sequence Number and Time Stamp uses Window-based least sig-
nificant bit (W_LSB) encoding that uses a sliding window of width equal
to SWW.

*  W_LSB encoding is used to compress those header fields whose change pattern
is known. When using this encoding, the compressor sends only the least sig-
nificant bits. The decompressor uses these bits to construct the original value
of the encoding fields.

* k and n: The ROHC decompressor uses a “k out of n” failure rule, where
k is the number of packets received with an error in the last n transmitted
packets. This rule is used in the state machine of the decompressor to deter-
mine the damage of the context and to move to an initial state after sending a
negative acknowledgment to the compressor, if a bi-directional link is used.
The decompressor does not declare a context corruption and remains in its
current state until k packets arrive with error in the last n packets.

PDCP PDU packet formats

The PDCP PDU packets are used to transport user-plane data or control-plane
information corresponding to the RRC sublayer or NAS. Depending on the type
of information, a PDCP PDU packet may include a PDCP SDU SN and user-
plane data containing an uncompressed PDCP SDU; or user-plane data containing
a compressed PDCP SDU; or control-plane data and a MAC-I field for SRBs.
The PDCP control PDU conveys a PDCP status report indicating which PDCP
SDUs are missing following PDCP reestablishment or header compression control
information, e.g., interspersed ROHC feedback. Figure 6.10 illustrates various
forms of PDCP PDU packets [2].

As shown in Figure 6.10, the PDCP PDU packet is a bit string that is octet-
aligned. The bit string is supposed to be read from left to right, and then in the
reading order of the lines. The bit order of each parameter field within a PDCP
PDU is represented with the first and most significant bit in the leftmost bit, and
the last and least significant bit in the rightmost bit. The PDCP SDUs are bit
strings that are octet-aligned. A compressed or uncompressed SDU is included in
a PDCP PDU from the first bit onward.

The PDCP PDU for carrying control-plane information may contain the sig-
naling messages from the RRC and NAS layers where the signaling messages are
carried on either SRB 1 or SRB 2 and there is a 5-bit SN field and 32-bit MAC-I
checksum field for integrity protection attached to the end of the PDCP control-
plane PDU.

The PDCP PDU for carrying user-plane information may contain DRB. A
one-bit D/C field (D: user-plane data; C: control information generated at the
PDCP layer) is included in the PDCP PDUs carrying user-plane information.
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8 Bits I } 8 Bits
R | R | R | PDCP sequence number Octet 1 D/C| R | R | R |PDCP sequence number| Octet 1
Data Octet 2 PDCP sequence number (cont.) Octet 2
Data Octet 3
MAC-I Octet N-3
MAC-I (cont.) Octet N-2 PDCP data PDU format for DRBs using a 12-bit
sequence number
MAC-I (cont.) Octet N-1 + + 8 Bits —
DIC| R | R R |PDCP sequence number Octet 1
MAC-| (cont.) Octet N
PDCP sequence number (cont.) Octet 2
PDCP data PDU format for SRBs
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MAC-I Octet N-3
8 Bits — Octet 1
MAC-| (cont.) Octet N-2
D/C PDCP sequence number Octet 2
MAC-| (cont.) Octet N-1
Data
MAC-| (cont.) Octet N

PDCP data PDU format for DRBs using 7-bit
sequence number

PDCP data PDU format for relay node DRBs using integrity
protection

FIGURE 6.10
PDCP PDU packet formats [2].

There are two formats corresponding to a 7-bit or a 12-bit sequence number, and
the length of the sequence number is configured on a DRB basis. The unused
fields are marked as reserved.

The PDCP data PDU with a 12-bit SN is used for carrying data from DRBs
mapped to RLC AM or RLC UM SDUs. The PDCP data PDU with a 7-bit SN is
used for transporting data from DRBs mapped on RLC UM. The PDCP control
PDU is used to carry one interspersed ROHC feedback packet and is applicable to
DRBs mapped to RLC AM or RLC UM SDUs. The PDCP control PDU is used to
transport one PDCP status report when a 12-bit SN is utilized. Another form of the
PDCP control PDU may be utilized to carry one PDCP status report when a 15-bit
SN is utilized, which is applicable to DRBs mapped to RLC AM SDUs. The PDCP
data PDU may be used to carry DRBs for relay nodes when integrity protection is
configured. The latter format shown in Figure 6.10 is applicable to DRBs mapped
to RLC AM or RLC UM SDUs [2].

LTE security aspects
The E-UTRAN security has been designed based on the following principles. The
keys used for NAS and AS protection are dependent on the algorithm with which
they are used [1,4]. The eNB keys are cryptographically separated from the EPC
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keys that are used for NAS protection, making it impossible to use the eNB key to
drive an EPC key. The AS and NAS keys are derived in the EPC/UE from key
material that was generated by a NAS (EPC/UE) level authentication and key agree-
ment (AKA) procedure'/1 (KasmE), and is identified with a key identifier (KSIpsmEg)-
The eNB key (Kc.ng) is sent from the EPC to the eNB when the UE is entering the
ECM-CONNECTED state, i.e., during RRC connection or S1 context setup.
Separate AS and NAS level security mode procedures are used. The AS level secu-
rity mode procedure configures AS security (i.e., the RRC and user-plane), and
NAS level security mode procedure configures NAS security. Both integrity protec-
tion and ciphering for the RRC are activated within the same AS security mode
command procedure, but not necessarily within the same message [1].

The user-plane ciphering is activated at the same time as the RRC ciphering.
The keys that are stored in the eNBs never leave a secure environment, and user-
plane data ciphering/deciphering is conducted within the secure environment
where the related keys are stored. The information related to the eNB keys is sent
between the eNBs during ECM-CONNECTED state in intra-E-UTRAN mobility.
An SN denoted as COUNT is used as input to the ciphering and integrity protec-
tion. A given SN must only be used once for a given eNB key, except for identi-
cal retransmission on the same radio bearer in the same direction. The same SN
can be used for both ciphering and integrity protection. An HFN, i.e., an overflow
counter mechanism, is used in the eNB and UE in order to limit the actual num-
ber of SN bits that are needed to be sent over the radio air-interface. The HEN is
synchronized between the UE and eNB. If corruption of keys is detected, the UE
has to restart the radio level attach procedure, e.g., similar radio level procedure
to the RRC_IDLE to RRC_CONNECTED mode transition or initial attach. Since
subscriber identity module (SIM) access is not supported in E-UTRAN, an idle-
mode UE not equipped with USIM cannot attempt to reselect the E-UTRAN.
To prevent handover to the E-UTRAN, the UE which is not equipped with USIM
indicates E-UTRA support in UE capability signaling in other radio access

“The AKA mechanism is based on challenge-response mechanisms and symmetric cryptography.
The AKA scheme is typically used in a UMTS universal subscriber identity module (USIM), or a
¢dma2000 removable user identity module (RUIM). The third generation AKA provides substan-
tially longer key lengths and mutual authentication compared to the second generation mechanisms
such as GSM AKA. The introduction of AKA inside EAP further enables several new applications,
including the use of the AKA as a secure PPP authentication method in devices that already contain
an identity module, the use of the third generation mobile network authentication infrastructure in
the context of wireless LANs as well as relying on AKA and the existing infrastructure in a seam-
less way with any other technology that can use EAP. In AKA, the identity module and the home
environment have agreed on a secret key in advance. The “home environment” refers to the home
operator’s authentication network infrastructure. Furthermore, the actual authentication process
starts by having the home environment produce an authentication vector, based on the secret key
and a sequence number. The authentication vector contains a random part, an authenticator part
used for authenticating the network to the identity module, an expected result part, a 128-bit session
key for integrity check, and a 128-bit session key for encryption [1.4].
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technologies (RATs). A simplified key derivation algorithm is illustrated in
Figure 6.11, where [1]:

¢ Kyasint 18 a key, which is only used for the protection of NAS traffic with a
particular integrity algorithm. This key is derived by the UE and MME from
Kasme, as well as an identifier for the integrity algorithm.

*  Kyasenc 18 @ key, which is only used for the protection of NAS traffic with a
particular encryption algorithm. This key is derived by the UE and MME from
Kasme, as well as an identifier for the encryption algorithm.

¢ Keng is a key derived by the UE and MME from Kagyp. Keng may also be
derived by the target eNB from the next hop (NH) during handover. K.np is
used for the derivation of Krrcints Krrcenes and Kypene, for the derivation of
Keng+ upon handover.

e K.ng- is a key derived by the UE and source eNB from either K.np, or from a
fresh NH. K.ng- is used by the UE and target eNB as a new K.yg for RRC
and user-plane traffic.

* Kypenc 18 a key which is only used for the protection of user-plane
traffic with a particular encryption algorithm. This key is derived by the
UE and eNB from K.ng, as well as an identifier for the encryption
algorithm.

*  Kgrcine 1S @ key which is only used for the protection of RRC traffic with a
particular integrity algorithm. Kggrcin is derived by the UE and eNB from
Keng, as well as an identifier for the integrity protection algorithm.

fUSIM/ AuC

{ UE/HSS

K

; ASME
UE / MME I—I—,

. Y Y v_tl v o
| . |
| KNas enc | Kyas int |”"'{”[J‘I"E‘/;\"lg"“"|29&| Ba“aé :
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I
. I
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FIGURE 6.11

Key derivation procedure in LTE [1].
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*  Kgrrcenc 18 @ key which is only used for the protection of RRC traffic with a
particular encryption algorithm. Kgrgrcenc is derived by the UE and eNB from
Keng as well as an identifier for the encryption algorithm.

¢ The NH is used by the UE and eNB in the derivation of K.xg+ for the provision of
Forward Security. The NH is derived by the UE and MME from Kagyg and Keng
when the security context is established, or from Kasyg and the previous NH.

e Next hop chaining count (NCC) is a counter related to NH, i.e., the amount of
key chaining that has been performed, which allows the UE to be synchro-
nized with the eNB and to determine whether the next K.yg+ needs to be
based on the current K.ng or a fresh NH.

The AuC, HSS, and MME entities shown in Figure 6.11 are authentication
center (i.e., the network entity that can authenticate subscribers in a mobile net-
work), home subscriber service (i.e., the main IP multimedia sub-system (IMS)
database which also acts as a database in EPC that combines legacy home loca-
tion register and AuC functions for circuit-switched and packet-switched
domains), and mobility management entity, respectively [1].

In Figure 6.11, CK and IK denote keys that have been agreed during the AKA
procedure. The MME invokes the AKA procedures by requesting authentication
vectors from the home environment (HE), if no unused evolved packet system
(EPS) authentication vectors have been stored. The HE sends an authentication
response back to the MME that contains a fresh authentication vector including a
base-key named Kasyme. Consequently, the EPC and the UE share Kagyg. From
Kasme, the NAS keys, and indirectly K.ng keys and NH are derived. The Kagmg
is never transported to an entity outside of the EPC, but K.yg and NH are trans-
ported to the eNB from the EPC when the UE transitions to ECM-CONNECTED
state. From the K.ng, the eNB and UE can derive the user-plane and RRC keys.

The RRC and user-plane keys are refreshed during handover. K np-~ is derived
by the UE and source eNB from target physical cell identifier, target frequency
and K.np, or alternatively from target physical cell identifier, target frequency
and NH. K.np- is then used as a new Keng for RRC and user-plane traffic at the
target. If the UE transitions to the ECM-IDLE state, all keys are deleted in
the eNB. The reuse of COUNT is avoided for the same radio bearer identity in
the RRC_CONNECTED mode without K.ng change, and this is left to eNB
implementation. If HFN becomes unsynchronized in the RRC_CONNECTED
mode between the UE and eNB, the UE is forced to transition to the idle mode.
Table 6.2 shows the security termination points in LTE.

Integrity protection for user-plane is not required and thus it is not supported
between the UE and serving gateway, or for the transport of user-plane data between
the eNB and the serving gateway on the S1 interface (i.e., the interface between
eNB and MME). In general, upon RRC_IDLE to RRC_CONNECTED state transi-
tion, RRC protection and user-plane protection keys are generated, while keys for
NAS protection as well as higher layer keys are assumed to be already available in
the MME. These higher layer keys may have been established in the MME as a
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Table 6.2 Security Termination Points in LTE [1]
Ciphering Integrity Protection

NAS signaling Required and terminated in MME  Required and terminated in
MME

User-plane data Required and terminated in eNB Not required

RRC signaling (AS) Required and terminated in eNB Required and terminated in
eNB

MAC signaling (AS) Not required Not required

result of an AKA run, or transferred from another MME during handover or idle
mode mobility. Upon RRC_CONNECTED to RRC_IDLE state transition, the eNB
deletes the keys that it stores such that the context for idle-mode UE only resides in
the MME. The state and current keys of the UE are assumed to have been deleted at
the eNB upon such transition. In particular, the eNB and UE delete NH, K.ns,
Krrcenes Krrcine and Kypene and related NCC, while MME and UE keep KaswmE,
Knasine and Kyasene-

The RRC and user-plane keys are derived based on the algorithm identifiers
and K.ng which results in new RRC and user-plane keys in each handover.
Source eNB and UE independently create K.ng+. The K.np+ is provided to target
eNB during the handover preparation time. Both target eNB and UE consider the
new K.np to be equal to the received Kenp+. If AS keys (Kupenes Krrcine, and
Kgrrcenc) need to be changed in RRC_CONNECTED state, an intra-cell handover
is used. Inter-RAT handover from UTRAN to E-UTRAN is only supported after
activation of integrity protection in UTRAN.
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The radio link control (RLC) sublayer is located between packet data convergence
protocol (PDCP) and medium access control (MAC) sublayers as shown in
Figure 7.1. The RLC sublayer is responsible for transferring upper layer protocol
data units (PDUs) generated by radio resource control (RRC) or PDCP sublayers
[3,4]. The RLC sublayer can operate in one of the three modes of operation
defined as transparent mode (TM), unacknowledged mode (UM), and acknowl-
edged mode (AM). Depending on the mode of operation, the RLC entity controls
the usage of error correction, concatenation, segmentation, resegmentation, dupli-
cate detection, and in-sequence delivery of service data units. Other functions of
the RLC sublayer include protocol error detection, recovery, and service data unit
(SDU) discarding. The RLC entity can be reestablished by the RRC such that a
reset will cause the transmit/receive buffers to discard any non-transmitted or
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incompletely transmitted SDUs. Furthermore, RLC can also be instructed to dis-
card any unmapped RLC SDU by the upper layers such as PDCP [10].

The RLC sublayer communicates with the PDCP sublayer through a service
access point (SAP), and with the MAC sublayer via logical channels [1]. The RLC
sublayer reformats PDCP PDUs in order to fit them into the payload size permissi-
ble by the MAC sublayer, i.e., the RLC transmitter segments and/or concatenates
the PDCP PDUs, and the RLC receiver reassembles the RLC PDUs to reconstruct
the PDCP PDUs. In addition, the RLC reorders the RLC PDUs if they are received
out of sequence due to a hybrid automatic repeat request (HARQ) operation per-
formed in the MAC sublayer. The functions of the RLC sublayer are performed
by RLC entities. An RLC entity is configured in one of three data transmission
modes: transparent mode, unacknowledged mode, or acknowledged mode.

Non-access stratum
(NAS) Internet protocol (IP)
7y
v
Radio resource control | _ P packets
(RRC) ™~ P
RRC PDU
A -
A
Packet data
- convergence protocol
Control/ (PDCP)
configuration I Radio
bearers
. Radio link control
Control/ g (RLC)
configuration
Logical
channels
_ | Medium access control
Control/ g (MAC)
configuration
4 Transport |
v channels
Control/configuration/ > Physical layer (PHY)
physical layer measurements
Physical
channels

FIGURE 7.1
The RLC sublayer in the LTE protocol stack.
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The main services and functions of the RLC sublayer include transfer of upper
layer PDUs, error correction through automatic repeat request (ARQ) (AM data
transfer), concatenation, segmentation and reassembly of RLC SDUs (UM and
AM data transfer), resegmentation of RLC data PDUs (AM data transfer), reor-
dering of RLC data PDUs (UM and AM data transfer), duplicate detection
(UM and AM data transfer), protocol error detection (AM data transfer), RLC
SDU discard (UM and AM data transfer), and RLC reestablishment [8].

The segmentation and concatenation functions are meant to generate RLC
PDUs of appropriate size from the incoming RLC SDUs. One option would be to
define a fixed PDU size; however, if the chosen size is too large, it will not be
possible to efficiently support small-packet applications and low data rates.
Moreover, excessive padding would be required in some scenarios. On the other
hand, a single small PDU size would result in an excessive overhead due to the
the protocol header included in each PDU. To avoid these disadvantages, which
are especially important given the large variety of data applications and services
supported by LTE, the RLC PDU size is designed to dynamically vary. The RLC
header includes information fields such as sequence number (SN), which is used
by the reordering and retransmission mechanisms to sort the PDUs. The reassem-
bly function at the receiver side performs the reverse operation to reassemble the
SDUs from the received PDUs [11].

Retransmission of missing PDUs is one of the main functions of the RLC
sublayer. Although most of the errors can be detected and corrected by the
HARQ protocol at the physical layer and MAC sublayer [1,5,7], there are bene-
fits in having a complementary retransmission mechanism such as ARQ. By
inspecting the SNs of the received PDUs, missing PDUs can be detected and a
retransmission can be requested from the transmitting entity. Different services
have different requirements, i.e., for some services (e.g., FTP), error-free deliv-
ery of data is essential, whereas for other applications (e.g., streaming services
and VoIP), a small amount of missing packets will not cause a significant
degradation.

In-sequence delivery implies that data blocks are delivered by the receiver in
the same order as they were transmitted. This is an essential task of the RLC sub-
layer. The HARQ processes operate independently and the transport blocks may
be delivered out of sequence to the RLC sublayer. In-sequence delivery implies
that SDU n should be delivered prior to SDU n + 1. This is an important feature,
as many applications require the data to be received in the same order as it was
transmitted. As an example, TCP transport protocol can limitedly handle IP pack-
ets arriving out of sequence with some performance degradation; however, for
some streaming applications in-sequence delivery is critical. The main idea
behind in-sequence delivery is to store the received PDUs in a buffer until all
PDUs with lower SN have been delivered. In practice, the RLC retransmission
module, when operating in the acknowledged mode, operates on the same buffer
as the in-sequence delivery mechanism [11].
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The RLC PDUs are exchanged with the MAC sublayer, and the data transfer
between the two protocol layers in the uplink and downlink is through logical
channels. The RLC PDUs are of variable size and can be formatted based on the
transport block size available to the MAC sublayer considering the physical chan-
nel conditions. The MAC sublayer notifies the RLC sublayer when a transmission
opportunity becomes available, including the size of the RLC PDUs that can be
transmitted in the current transmission opportunity.

In this chapter, we will take a top-down systematic approach to describe
various functions and services of the LTE/LTE-Advanced RLC sublayer, start-
ing with the RLC architecture and then analyzing each function and service
separately to provide an in-depth understanding of this E-UTRA protocol
layer.

RLC architecture

The functions of the RLC sublayer are controlled by the RRC sublayer and are
performed by RLC entities. For each RLC entity configured at the eNB, there is a
corresponding RLC entity configured at the UE. As shown in Figure 7.2, an RLC
entity receives RLC SDUs from the upper layer and sends RLC PDUs to its peer
RLC entity via lower layers. An RLC PDU can either be an RLC data PDU or an
RLC control PDU. In the transmitter side, the RLC entity receives RLC SDUs
from the upper layer through a single SAP between the RLC and the upper layer,
and after forming the RLC data PDUs from the received RLC SDUs, the RLC
entity delivers the RLC data PDUs to the lower layer through a single logical
channel. Similarly, in the receiver side the RLC entity receives RLC data PDUs
from a lower layer, through a single logical channel, and after constructing the
RLC SDUs from the received RLC data PDUs, the RLC entity delivers the RLC
SDUs to the upper layer through a single SAP between the RLC and the upper
layer. Depending on the link direction, an RLC entity delivers or receives RLC
control PDUs to or from lower layers through the same logical channel that it
delivers or receives the RLC data PDUs.
The RLC sublayer receives data from upper layer radio bearers (signaling and
data) called SDUs. The transmission entities in the RLC sublayer convert them to
RLC PDUs after performing functions such as segmentation, concatenation, and
adding RLC headers. In the other direction, the receiving entities receive RLC
PDUs from the MAC sublayer. After performing reordering, the RLC PDUs are
reassembled into RLC SDUs and are delivered to the upper layer. For each mode,
there is a transmitting entity and a receiving entity. The transmitting and receiving
entities operate independently for TM and UM. For AM, the transmitting and
receiving entities operate together since retransmissions have to be performed.
Therefore, feedback received by the receiving entity is given to the transmitting
entity to make retransmission decisions.

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.

Case No. IPR2025-00036; U.S. Patent No. 11,627,631

Page 325 of 1122



Upper layers (RRC or PDCP sublayers)

i

Radio
bearers
- L Transmitting Receiving
Transmitting Receiving .
TM RLC entity TM RLC entity U IR CMIRES AUIRIC @iy eNB
entity entity
_ _¢_ J_¢_> (_T_) Logical
) ;A_f ) ;‘rf ~ y channels

Lower layers

! |

Radio air-interface

Lower layers

! .

. . Logical
? channels

Receiving Transmitting Receiving Transmitting
TM RLC entity TM RLC entity U RUe UMRLC AM RLC entity UE
entity entity
| ( > < Radio
4 r'y T bearers
= v v

Upper layer (RRC or PDCP sublayers)

FIGURE 7.2
RLC sublayer architecture [2].
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FIGURE 7.3
Downlink and uplink RLC channel mapping.

As mentioned earlier, an RLC entity can be configured to perform data transfer
in TM, UM, or AM modes. As a result, an RLC entity is categorized as a TM RLC
entity, a UM RLC entity, or an AM RLC entity depending on the mode of data
transfer that the RLC entity is configured to operate. As shown in Figure 7.2, a
TM/AM/UM RLC entity is configured either as a transmitting TM/AM/UM RLC
entity or a receiving TM/AM/UM RLC entity (note that the operation modes must
match on both sides). The transmitting RLC entity receives RLC SDUs from the
upper layer and sends RLC PDUs to its peer receiving RLC entity via lower layers.
The receiving RLC entity delivers RLC SDUs to the upper layer and receives RLC
PDUs from its peer transmitting RLC entity via lower layers [2].

Figure 7.3 shows the RLC mode association with different logical channels in
the downlink. The TM usage is limited to common control signaling channels of
BCCH, PCCH, and CCCH. In LTE, the UM is applied only to traffic channels. The
AM is applicable to traffic as well as dedicated control channels. Figure 7.3 also
shows RLC mode association with different logical channels in the uplink where
only AM and UM are applicable. The UM is utilized for common control signaling
in the form of CCCH and can be additionally applied to traffic channels. The AM
is applicable to traffic as well as dedicated control channels.

RLC transfer modes

As we discussed earlier in this chapter, each radio bearer in the LTE is processed
in one of the following three transfer modes:

1. Transparent Mode: This mode can be regarded as null RLC since it is
simply a pass through. None of the major RLC functions are applicable to this
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mode. The RLC sublayer does not add any header or other overhead. The use
of TM is limited to the common signaling channels such as BCCH, PCCH,
and CCCH.

2. Unacknowledged Mode: This mode provides all RLC functions except
retransmissions and resegmentation; therefore providing unreliable service. It
would typically be employed for real-time applications such as VoIP, which
are error tolerant and delay sensitive, but still require other functions such as
in-sequence delivery and duplicate detection.

3. Acknowledged Mode: This mode provides a reliable transmission by offering
error correction and retransmissions. It provides the entire RLC functions and
is suited for applications that require reliability such as TCP/IP packet data
services (e.g., browsing or e-mail).

The octet aligned RLC SDUs of variable sizes are supported for all RLC
entity types (i.e., TM, UM, and AM RLC entities). The RLC PDUs are formed
upon notification of a transmission opportunity and are delivered to the MAC
sublayer. In the following sections, we discuss RLC functions associated with
each of the above transfer modes in more detail. Table 7.1 summarizes the RLC
functions that are supported by each RLC transfer mode [2].

Transparent mode

The TM entity consists of simply a transmission buffer to hold the RLC SDUs
until a transmission opportunity becomes available at the lower layers. No other
processing is done by the transmitting TM RLC entity. The receiving TM RLC
entity passes the received PDUs to the higher layers. The TM entity does not seg-
ment or concatenate RLC SDUs. Therefore, each RLC SDU is an RLC PDU. The
framing and identification of the SDU boundary must be performed by the upper
layers. As shown in Figure 7.4, a TM RLC entity can be configured to deliver/
receive RLC PDUs through BCCH, downlink/uplink CCCH, and PCCH logical
channels. When a transmitting TM RLC entity forms transparent mode data

Table 7.1 Support of RLC Functions in Each Mode [2]

RLC Functions ™ UM AM
Transfer of upper layer PDUs Yes Yes Yes
Error correction through ARQ No No Yes
Concatenation, segmentation, and reassembly of RLC SDUs No Yes Yes
Resegmentation of RLC data PDUs No No Yes
Reordering of RLC data PDUs No Yes Yes
Duplicate detection No Yes Yes
RLC SDU discard No Yes Yes
RLC reestablishment Yes Yes Yes
Protocol error detection No No Yes
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(TM data) PDUs from RLC SDUs, it does not segment or concatenate the RLC
SDUs, and does not include any RLC headers in the TM data PDUs [2,8].

Unacknowledged mode

A UM RLC entity can be configured to deliver/receive RLC PDUs through down-
link/uplink DTCH logical channels. When a transmitting UM RLC entity con-
structs unacknowledged mode data (UM data) PDUs from RLC SDUs, it
segments and/or concatenates the RLC SDUs (so that the UM data PDUs can
match the total size of RLC PDU specified by the lower layer protocol at a partic-
ular transmission opportunity), and includes relevant RLC headers in the UM data
PDU. When a receiving UM RLC entity receives UM data PDUs, it detects
whether duplicate UM data PDUs have been received and discards duplicate
PDUs, it reorders the UM data PDUs, if they are received out of sequence, it
detects the loss of UM data PDUs at lower layers and avoids excessive reordering
delays, it reassembles RLC SDUs from the reordered UM data PDUs and delivers
the RLC SDUs to the upper layer protocol in ascending order of the RLC SN,
and it discards received UM data PDUs that cannot be reassembled into an RLC
SDU due to loss of a UM data PDU which belonged to a particular RLC SDU at
lower layers. At the time of RLC reestablishment, the receiving UM RLC entity
reassembles RLC SDUs from the UM data PDUs that are received out of
sequence and delivers them to the upper layer protocol, discards any remaining
UM data PDUs that could not be reassembled into RLC SDUSs, initializes relevant
state variables, and stops relevant timers [2].

As shown in Figure 7.4, the UM transmitting entity places the received RLC
SDUs in the transmit buffer. When a transmission opportunity becomes available, it
may perform segmentation or concatenation of RLC SDUs depending on SDU size
as well as the size of transmission opportunity. After segmentation/concatenation,
an RLC header is added. The RLC header includes information fields such as SN
and length. The resulting RLC PDU is passed onto the MAC sublayer for transmis-
sion. The UM receiving entity holds received UM RLC PDUs in the receive buffer.
The PDUs may be out of order due to HARQ retransmissions. Therefore, they are
reordered based on their SNs. After removing RLC headers, the data fields of RLC
PDUs are assembled back into SDUs, undoing any segmentation and concatenation,
and are delivered to the upper layers.

Figure 7.5 shows an example segmentation/concatenation operation on RLC
SDUs. In this example, the nth RLC SDU is segmented with the first part trans-
mitted as part of the PDU with SN =1, and the second part transmitted in the
PDU with SN = 2. Two additional complete SDUs (n + 1, n + 2) are concatenated
in this PDU. The last SDU n + 3 is segmented with the first segment included as
the last data field in the PDU with SN =2 and the other segment is included in
the next PDU with SN = 3. For the PDU with SN = 2, the header is set accord-
ingly with the framing info (FI) set to “11” to indicate that the RLC PDU
includes segments of SDUs at both ends. Multiple length indicators (LI) are
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included. Each LI identifies the length of one complete or partial SDU included
in the PDU except the last one. For the PDU with SN = 3, no extension fields are
necessary as it contains only data from one SDU. In this case, the FI field is set
to “10” to indicate that the last byte of the PDU data corresponds to the last byte
of the SDU.

Figure 7.6 illustrates an example UM reordering process, which is controlled
by parameters UM_Window_Size and T_reordering. The reordering window spe-
cifies the number of PDUs that can be received without advancing the window. If
the window advances, any PDUs outside the window, regardless of their status,
are delivered to the upper layers. The reordering timer determines how long the
receiving entity waits for a missing PDU to be transmitted. It is started as soon as
a sequence gap is detected. Upon expiration of the timer, the receiving entity will
deliver any PDUs with contiguous packets before or after the sequence gap to the
upper layers. In this example, the transmitting entity sends PDUs O through 3.
PDUs 0 and 3 are lost, while PDUs 1 and 2 are successfully received. The receiv-
ing entity starts the T_reordering timer once the gap due to PDU 0 is detected.
However, before the expiration of T_reordering, PDU 0 is delivered (out of
sequence) following a HARQ retransmission, thus contiguous PDUs 0, 1, and 2
are delivered to the upper layers. The reordering window is then advanced. Next,
the transmitter sends three more PDUs (4, 5, and 6) which are successfully
received. The T_reordering timer is now started due to the sequence gap caused
by PDU 3. Finally, T_reordering expires, causing the receiver to stop waiting for
PDU 3, and deliver contiguous PDUs beyond PDU 3 (PDUs 4, 5, and 6) to the
upper layers.

Acknowledged mode

As shown in Figure 7.7, an AM RLC entity can be configured to deliver or
receive RLC PDUs through downlink or uplink DCCH/DTCH logical channels.
When the transmitting side of an AM RLC entity constructs acknowledged mode
data (AM data) PDUs from RLC SDUs, it segments and/or concatenates the RLC
SDUs so that the AM data PDUs fit within the total size of the RLC PDU at a
particular transmission opportunity. The transmitting side of an AM RLC entity
supports retransmission of RLC data PDUs (i.e., ARQ). If the RLC data PDU that
needs to be retransmitted does not fit within the total size of the RLC PDU at a
particular transmission opportunity, the AM RLC entity can resegment the RLC
data PDU into AM data PDU segments where the number of resegmentations is
not limited [2].

In general, when the transmitting side of an AM RLC entity forms AM data
PDUs from RLC SDUs received from an upper layer or AM data PDU segments
from RLC data PDUs to be retransmitted, it includes relevant RLC headers in the
RLC data PDU. The receiving side of an AM RLC entity receives RLC data PDUs
and detects and discards the duplicate RLC data PDUs. It reorders the RLC data
PDUs, if they are received out of sequence, and detects the missing RLC data
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FIGURE 7.6

—— 2. Receiver receives PDUs 1
and 2, and starts T_reordering
timer for PDU 0

—— 3. PDU 0 is retrieved from HARQ
retransmissions before timer expiration.
PDUs 0, 1, and 2 are delivered to the upper
layer and the reordering window advances.

— 5. Receiver receives PDUs 4, 5,
and 6, and starts T_reordering
timer for PDU 3

—— 6. T_reordering expires and
PDUs 4, 5, and 6 are delivered
to the upper layer.

[llustration of the UM reordering process.
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PDUs at the lower layers and sends retransmission requests to its peer AM RLC
entity. It further reassembles RLC SDUs from the reordered RLC data PDUs and
delivers the RLC SDUs to the upper layer in sequence. At the time of RLC reestab-
lishment, the receiving side of an AM RLC entity reassembles RLC SDUs from the
RLC data PDUs that are received out of sequence and delivers them to the upper
layer, discarding the remaining RLC data PDUs that could not be reassembled into
RLC SDUs, initializing relevant state variables, and stopping relevant timers.

The transmitting AM RLC entity places the received RLC SDUs in the trans-
mission buffer. When a transmission opportunity becomes available, the SDUs in
the transmission buffer are segmented or concatenated depending on the permissi-
ble size of the packet. An RLC header is added to each PDU prior to passing
them to the MAC sublayer for transmission. The RLC PDUs are also placed in
the retransmission buffer in case retransmission is necessary. When the receiver

AM-SAP
P — .. W _ ]
| !
| o |
X Transmission RLC control SDU reassembly |
| buffer X
| !
| !
| !
! Remove RLC !
[ Segmentation/ Retransmission header !
| concatenation buffer |
| !
| ) |
: Reception ]
! buffer/HARQ !
| reordering |
i !
| !
| Add RLC header [
i Routing |
i !
o M _____®____ !
—e—ee_ Gl - ————- _———a -
DCCH/DTCH DCCH/DTCH

FIGURE 7.7
lllustration of LTE RLC AM entity [2].
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324 CHAPTER 7 Radio Link Control Functions

sends an ACK or NACK, the transmitting entity attempts a retransmission. If an
ACK is received for the entire RLC PDU, then that PDU is flushed from the
retransmission buffer. If an NACK is received for part of a PDU or the entire
PDU, the transmitting entity schedules a retransmission. If the size of transmis-
sion opportunity does not allow the entire RLC PDU to be re-sent, then resegmen-
tation is possible whereby a single PDU is divided into multiple segments. Each
segment can then be transmitted as a separate PDU with the RLC header indicat-
ing how the segmentation was carried out. Otherwise, the entire RLC PDU is
scheduled for retransmission [2].

The receiving RLC entity accumulates the received RLC PDUs in the receive
buffer, and then it performs the reordering before passing the complete SDU to the
higher layers. Status PDUs are sent by the receiving entity to acknowledge the
received PDUs and to signify missing PDUs or parts of missing PDU segments.
Figure 7.8 shows an example illustration of the formation of an RLC AM status
PDU. The status report shows that the receiving entity has received PDUs up to
(but not including) SN = 8. Moreover, NACK_SN fields are included to indicate
that PDUs with SN =0, 3, and 6 are entirely missing. A NACK_SN is included for
the PDU with SN =5, but this is accompanied by SOstart and SOend to indicate
that only a portion of the PDU between bytes 50 and 99 is missing.

The status PDU is sent from the receiving AM RLC entity to indicate success-
fully received as well as missing PDUs or portions of missing PDUs assuming
resegmentation was used. The status PDU is sent when the poll bit is set in a PDU
sent from the transmitting RLC entity while timer T_status_prohibit has expired, or
T_reordering expires (indicating a missing PDU) and T_status_prohibit has already
expired. T _status_prohibit is a timer that ensures duplicate status PDUs are not
sent unnecessarily, and is set based on the RLC round trip time. It is restarted
whenever a status PDU is sent. The transmitting AM entity sets the poll bit to
request the receiving AM entity to send status PDUs. The frequency of the poll bit
inclusion is controlled by the following parameters or events: (1) if the number of

0 1 2 3 4 5 6 7

Compl_etely Compl_etely Not received Comp!etely Pam_ally Not received Comp!etely
received received received received received

ACK_SN=8
NACK_SN=0

NACK_SN=3

NACK_SN=5
SOgiar=50
S0gg=99

NACK_SN=6
Status PDU

Not Received

FIGURE 7.8
[llustration of an RLC AM status PDU.
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7.2 RLC transfer modes

PDUs sent since the last status report is received exceeds Poll_PDU;  (2) if the total
number of bytes of the PDUs sent since receiving the last status report exceeds
Poll_Byte; (3) if the T_poll_retransmit timer expires and there are no PDUs to be
sent in the transmission or retransmission buffer, the transmitting AM RLC entity
resends the last PDU which was sent with poll bit set; (4) if no PDUs can be sent,
the poll bit is set in the last PDU. This trigger is important in LTE since variable
size RLC PDUs are supported [2].

In RLC AM, both transmit and receive entities maintain a window for flow
control and reordering purposes. Figure 7.9 illustrates the mechanism for advanc-
ing the transmit/receive windows, as well as the behavior of the receiving RLC
entity when encountering sequence gaps (missing packets) in the data stream. The
sequence gaps (missing packets) would be filled using HARQ or RLC retransmis-
sions that are triggered by status reporting. For simplicity, the length of transmit

RLC transmitting entity RLC receiving entity

|
Transmit | ; e Receive Window ———»]
ACK_SN=5 i
0 | 1 2 3 4 | NACK_SN=2,3 i 0 | 1 |><|><| 4
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- t
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[llustration of an RLC AM reordering process.
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326 CHAPTER 7 Radio Link Control Functions

and receive windows in this example is equal to 5 packets, whereas in reality the
actual size of the RLC AM window is 512.

Based on the example shown in Figure 7.9, the process of RLC AM reordering
can be described using the following steps:

1. Five PDUs are put in the transmit window for transmission.

2. The receiver receives PDUs 0, 1, and 4, but does not receive PDUs 2 and 3.
PDUs 0 and 1 are delivered to the higher layers. A status PDU is sent
indicating the next not-received PDU is SN =5 and the missing PDUs are 2
and 3. The T _reordering timer is started, since a gap as result of the missing
PDU is created within the receive window.

3. The transmitter retransmits the missing PDUs 2 and 3, and transmits new
PDUs 5 and 6 as the transmit window can be advanced by two PDUs.

4. The receiver does not receive PDUs 2, 3, and 6, but receives PDU 5. The
T _reordering timer associated with PDU 2 is still running.

5. The T_reordering timer associated with PDU 2 expires. This triggers the
transmission of another status PDU, informing the transmitter that the next
not-received PDU is 6, and that gaps exist due to PDUs 2 and 3.

6. After receiving the status PDU, the transmitter retransmits PDUs 2, 3, and 6.

7. The receiver successfully receives PDU 2, delivers it to the upper layers and
advances the receive window. The T _reordering timer is then started for
PDU 3.

8. The T _reordering timer expires as PDU 3 was never received. This causes
the receiver to transmit a status PDU informing the transmitter that the next
not-received PDU is 6, and that a gap exists due to PDU 3.

9. The transmitter receives the status PDU and retransmits PDUs 3 and 6, and
transmits PDU 7 as the transmit widow can now be advanced.

10. The receiver successfully receives PDUs 3, 6, and 7. A status PDU is
transmitted notifying the transmitter that all PDUs up to and including PDU
7 have been received.

The RLC sublayer in LTE has the ability to resegment previously transmitted
PDUs. This enables the RLC sublayer to create segments whose size is suited to
the transmission opportunity reported by the MAC sublayer. The example illus-
trated in Figure 7.10 shows the process of resegmentation with the following steps:

1. The transmitter sends an RLC PDU with SN = 101 with a length of 100 bytes.

2. The receiver sends a status PDU containing NACK_SN = 101.

3. As the indicated transmission opportunity now will only permit a transmission
of 25 bytes, the RLC decides to resegment the PDU. The transmitted SN is
still 101, but now the segment field is included (SO = 0) indicating that this is
a resegmented PDU, and this is the first part of the original PDU. The LSF
field is set to O to indicate that this is not the last segment.

4. The transmitter sends the second segment (25 bytes) of the RLC PDU with
SO = 25. The LSF is still set to 0.
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Transmit side Receive side
SN=101 | Data 100 bytes ]

1. Original transmission

NACK_SN=101 ]
2. Sending NACK in status

SN=101, LSF=0, SO=0 | Data 25 bytes

3 and 4. Re-segment and retransmit

SN=101, LSF=0, SO=25 I Data 25 bytes

NACK_SN=101, SOstart=50, Soend=99 ]

5. Sending NACK in status for missing segment

SN=101, LSF=1, SO=50 I Data 50 bytes

6. Missing segment transmitted

FIGURE 7.10

[llustration of an RLC AM resegmentation process.

5. The receiver sends a status PDU with NACK_SN = 101. It also includes
SOstart = 50 and SOend = 99 to indicate the portion of the RLC PDU that has
not been received yet.

6. The transmitter sends the third segment (50 bytes) of the RLC PDU with
SO =50. The LSF is set to 1 to indicate that this is the last segment of the
RLC PDU. The receiver may send a status PDU, acknowledging the RLC
PDU, if it has received all segments correctly.

RLC ARQ procedure

The ARQ is an error detection and correction mechanism that is incorporated in
the AM RLC entity to improve the reliability and robustness of packet transmis-
sion. In the following sections, we briefly describe the theory of ARQ and later
explain the ARQ procedures and relevant state variables and timers [12,13].

ARQ principles

ARQ is an error-control mechanism for data transmission which uses acknowl-
edgments (ACK) (or negative acknowledgments (NACK)) and timeouts to
achieve reliable data transmission over an unreliable communication link. In an
ARQ scheme, the receiver uses an error detection code, typically a cyclic redun-
dancy check (CRC), to detect if the received packet is in error [6,12,13]. If no
error is detected in the received data, the transmitter is notified by sending a posi-
tive ACK. If an error is detected, the receiver discards the packet and sends a
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328 CHAPTER 7 Radio Link Control Functions

NACK to the transmitter and requests a retransmission. An ACK or a NACK is a
short message sent by the receiver to the transmitter to indicate whether it has
correctly or incorrectly received a data packet, respectively. Timeout is a prede-
termined time interval after the sender sends the packet; if the sender does not
receive an ACK before the timeout, it usually retransmits the packet until it
receives an ACK or exceeds a predefined number of retransmissions. There are
three types of ARQ protocol as follows [12,13]:

1. Stop-and-Wait ARQ is the basic form of ARQ protocol where the sender
sends one packet at a time and then waits for an ACK or NACK signal from
the receiver before sending the same or a new packet. The receiver sends an
ACK signal following receipt of a good packet. If the ACK does not reach the
sender before the timeout, the sender resends the same packet.

2. Go-Back-N ARQ is a form of ARQ protocol in which the sender
continuously sends a number of packets (determined by the duration of
transmission window) without receiving an ACK signal from the receiver. The
receiver process keeps track of the sequence number of the next packet it
expects to receive and sends the sequence number with every ACK it sends.
The receiver will ignore any packet that does not have the exact sequence
number it expects, whether that packet is a duplicate of a packet it has already
acknowledged or a packet with a sequence number higher than the one
expected. Once the sender has sequentially sent all the packets in its
transmission window, it will check whether all of the packets are
acknowledged and will resume sequential transmission of the packets starting
with the next sequence number to the one that was last acknowledged.

3. Selective Repeat ARQ is a form of ARQ protocol for the transmission and
acknowledgment of packets or fragments of a packet where the sending process
continues to send a number of packets specified by a window size even after a
packet is lost. Unlike Go-Back-N ARQ, the receiving process will continue to
accept and acknowledge packets sent after an initial error. The receiver process
keeps track of the sequence number of the earliest packet it has not received,
and sends that number with every acknowledgment it sends. If a packet from
the sender does not reach the receiver, the sender continues to send subsequent
packets until it has exhausted its window. The receiver continues to fill its
receiving window with the subsequent packets, replying each time with an
acknowledgment containing the sequence number of the earliest missing packet.
Once the sender has sent all the packets in its window, it resends the packet
number given by the acknowledgments, and then continues where it left off.

Figure 7.11 provides an example illustration of the ARQ variants. It is shown
how efficiently different ARQ schemes utilize the communication channel and
use the ARQ buffers in the transmitter and receiver. The major advantage of
ARQ over forward error correction (FEC) schemes is that error detection requires
much simpler decoding mechanisms and much less redundancy than error correct-
ing codes. Furthermore, ARQ is adaptive in the sense that information is
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[llustration of different ARQ schemes [12,13].
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retransmitted only when error occurs. On the other hand, FEC may be desirable
instead of, or in addition to, error detection, for any of the following reasons: (1)
a feedback channel is not available or ARQ delay is not tolerable; (2) the retrans-
mission scheme is not conveniently implemented; and (3) the expected number of
errors without correction would require excessive retransmissions [12]. The ARQ
can be used for each connection between the UE and the eNB. Since the use of
ARQ may increase the latency due to more reliable transmission, the ARQ mech-
anism is usually disabled for delay-sensitive applications such as VoIP or interac-
tive gaming.

ARQ operation

The ARQ processes in the transmitter and receiver entities maintain separate state
machines to track the transmission, retransmission, and discarding of the packets
exchanged between the two entities. The state machines on each side employ sev-
eral state variables and counters that are described in this section. The transmit-
ting side of each AM RLC entity maintains the following state variables [2]:

1. Acknowledgment state variable VT(A): This state variable holds the value of
the sequence number of the next AM data PDU for which a positive
acknowledgment will be received in-sequence, and it serves as the lower edge
of the transmitting window. It is initially set to zero and is updated whenever
the AM RLC entity receives a positive acknowledgment for an AM data PDU
with SN = VT'(A).

2. Maximum send state variable VT(MS): This state variable equals to VT(A) +
AM_Window_Size, and it serves as the higher edge of the transmitting window.

3. Send state variable VT(S): This state variable holds the value of the SN to be
assigned for the next newly generated AM data PDU. It is initially set to zero
and is updated whenever the AM RLC entity delivers an AM data PDU with
SN = VT (S).

4. Poll send state variable POLL_SN: This state variable holds the value of VT
(S)-1 upon the most recent transmission of an RLC data PDU with the poll bit
set to one. It is initially set to zero.

The transmitting side of each AM RLC entity maintains the following coun-
ters [2]:

1. PDU_WITHOUT_POLL counter: This counter is initially set to zero. It counts
the number of AM data PDUs sent since the most recent poll bit was
transmitted.

2. BYTE_WITHOUT_POLL counter: This counter is initially set to zero. It counts
the number of data bytes sent since the most recent poll bit was transmitted.

3. RETX_COUNT counter: This counter counts the number of retransmissions of
an AM data PDU. There is one RETX_COUNT counter per PDU that needs to
be retransmitted.
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The receiving side of each AM RLC entity maintains the following state vari-
ables [2]:

1. Receive state variable VR(R): This state variable holds the value of the SN
following the last in-sequence completely received AM data PDU, and it
serves as the lower edge of the receiving window. It is initially set to zero and
is updated whenever the AM RLC entity receives an AM data PDU with
SN = VR(R).

2. Maximum acceptable receive state variable VR(MR): This state variable
equals to VR(R) + AM_Window_Size, it holds the value of the SN of the first
AM data PDU that is beyond the receiving window, and serves as the higher
edge of the receiving window.

3. t-Reordering state variable VR(X): This state variable holds the value of the
SN following the SN of the RLC data PDU which triggered t-Reordering.

4. Maximum status transmit state variable VR(MS): This state variable holds the
highest possible value of the SN which can be indicated by ACK_SN when a
status PDU needs to be constructed. It is initially set to zero.

5. Highest received state variable VR(H): This state variable holds the value of
the SN following the SN of the RLC data PDU with the highest SN among
received RLC data PDUs. It is initially set to zero.

Figure 7.10 illustrates the application of some of the ARQ state variables and
timers in RLC AM. In the process of transmission of packets between peer RLC
entities, the transmitting side of an AM RLC entity may receive an NACK, which
is a notification of reception failure by its peer AM RLC entity, for an AM data
PDU or part of an AM data PDU through a status PDU received from its peer
AM RLC entity. In this case, if the sequence number of the corresponding AM
data PDU falls within the range VT'(A) =< SN < VT(S), the AM data PDU or part
of the AM data PDU for which a NACK was received is retransmitted.

When retransmitting a portion of an AM data PDU, the transmitting side of an
AM RLC entity divides the AM data PDU into a number of segments, where
each segment forms a new AM data PDU segment which can fit within the size
of RLC PDU permissible by the lower layer at a particular transmission opportu-
nity and delivers the new AM data PDU segment to the lower layer.

An AM RLC entity can poll its peer AM RLC entity in order to trigger status
reporting at the peer AM RLC entity. Upon assembly of an AM data PDU or AM
data PDU segment, the transmitting side of an AM RLC entity includes a poll in
the RLC data PDU, when the transmission buffer and the retransmission buffer
become empty after transmission of the RLC data PDU, or when no new RLC
data PDU can be transmitted after the transmission of the last RLC data PDU.

An AM RLC entity sends status PDUs to its peer AM RLC entity in order to
provide positive and/or negative acknowledgments for RLC PDUs. The RRC sig-
naling determines whether the status-prohibit function can be used for an AM
RLC entity. The triggers to initiate status reporting include polling from a peer
AM RLC entity (this ensures that the RLC status report is transmitted after
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HARQ reordering), as well as detection of reception failure of an RLC data PDU
(the receiving side of an AM RLC entity triggers a status report when
t-Reordering expires). A status PDU can be triggered when polling from a peer
entity is received or reception failure of RLC data PDU is detected (t-Reordering
timer expiration). As long as the #-StatusProhibit timer is running, a status PDU
cannot be sent to the lower layer. When a status PDU is sent to the lower layer,
t-StatusProhibit is restarted. Note that the ¢-StatusProhibit timer is configured by
the upper layer [2].

When constructing a status PDU, the AM RLC entity must include an
NACK_SN which is set to the SN of the AM data PDU for the AM data PDUs
with sequence numbers satisfying VR(R) = SN < VR(MS) that have not been
completely received, in increasing SN order of PDUs and increasing byte segment
order within PDUs, starting with SN = VR(R) up to the point where the resulting
status PDU would still fit the total size of the RLC PDU(s) permissible by the
lower layer protocol, or for an AM data PDU for which no byte segments have
been received. For an uninterrupted sequence of byte segments of a partly
received AM data PDU that have not been received, a set of NACK_SN, SOstart,
and SOend are included in the status PDU. The ACK_SN is set to the SN of the
next not-received RLC data PDU, which is not indicated as missing in the result-
ing status PDU [2].

RLC PDU packet formats

The RLC sublayer provides TM, UM, and AM data transfer services including indi-
cation of successful delivery of PDUs to the RRC or PDCP sublayers. The MAC
sublayer provides data transfer services to the RLC sublayer, as well as notification
of a transmission opportunity (along with the total size of the RLC PDUs). The
RLC PDUs can be categorized into RLC data and control PDUs. RLC data PDUs
are used by TM, UM, and AM RLC entities to transfer upper layer PDUs. RLC
control PDUs are used by AM RLC entity to perform ARQ procedures. The status
PDU is used by the receiving side of an AM RLC entity to inform the peer AM
RLC entity about correctly received, as well as lost, RLC data PDUs. Figure 7.12
provides the high-level aspects of packet processing in LTE layer 2 protocols, by
illustrating IP packet processing stages in various sublayers.

The RLC SDUs are bit strings that are octet aligned. An RLC SDU is included
into an RLC PDU starting from its first bit onward. In the following sections, we
discuss the formats of the RLC PDUs when operating in different data transfer
modes.

Transparent mode PDU format

The TM data PDU only consists of a data field and does not include any RLC
headers. The structure of RLC TM data PDUs is shown in Figure 7.13.
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FaanaT ConcatenateEd RLC SDU [ Segmented RLC SDU [ Segmented RLC SDU
- —— -~ —-— — — RLC PDUs (Segmentation.and concatenation) =
pas Multiplexed MAG SDUs A MAC SDU
header : header
_______________________ MAC PDUs (Multiplexing') - DU P P S
Transport block CRC Transport block CRC

IP packet processing in different LTE layer 2 sublayers [8,9].
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334 CHAPTER 7 Radio Link Control Functions

f f f f— 8 bits — } }
Data
N bytes
FIGURE 7.13
TM data PDU format [2,9].
1 1 1 1 i 1 1 1
i 8 bits —+ ! ! SN (5 bits) ~Sequence number
FI (2 bits) —Framing information Fl I E I SN indicates sequence
framing information relating to E | LI, . number of UM PDU
segmented SDUs Ll [ E [ LL(ifK>=3) LI (11 bits) ~Length indicator
LI, indicates length in bytes of
E (1 bit) —Extension data field element
extension bit specifies if data or E |_|K -
further header fields foll .
urther header fields follow U, [E| P
Lly.q
E | Ll
[ [ Padding
Data

FIGURE 7.14
Unacknowledged mode data PDU format [2,9].

Unacknowledged mode PDU formats

The UM data PDU formats for a single and partial SDU are shown in
Figure 7.14. There are different formats based on the length of SN, which may be
5 or 10 bits. The framing info (FI) field indicates whether a PDU contains a seg-
ment of RLC SDU either at the beginning or at the end. When multiple SDUs are
concatenated into a single PDU, header extension fields are used to specify the
size of each SDU with an 11-bit length indicator (LI) specified for each SDU
except the last one. A single-bit extension (E) indicator specifies whether more
header fields follow each LI. The LI for the last data field is not necessary as the
size of the PDU will be signaled by the MAC layer. The UM data PDU header
consists of a fixed part, i.e., information fields that are present for every UM data
PDU, and an extension part, i.e., information fields that are present for a UM data
PDU when necessary. The fixed part of the UM data PDU header is octet aligned
and consists of FI, E, and SN fields. The extension part of the UM data PDU
header is octet aligned and consists of E(s) and LI(s) fields. A UM data PDU
header includes an extension part only when more than one data field elements
are present. In that case, E and LI fields are present for every data field element
except the last one. Furthermore, when a UM data PDU header consists of an odd
number of LI(s), four padding bits will follow after the last LI field [2].
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7.4 RLC PDU packet formats

RF (1 bit) -Resegmentation flag ~ FI (2 bits) —Framing information
indicates whether PDU is AMD framing information relating to

PDU or AMD segment PDU segmented SDUs
} } } t— 8 bits—= } } } SN (10 bits) —Sequence number
D/C (1 bit) -Data/control  —{D/C[RF [ P [ FI__[ E [ SN indicates sequence
indicates whether PDU is data SN number of AM PDU
or control PDU E ‘ m
1 . P
E (1 bit) —Extension m E L(f K>=3 !_I (_11 bits) —Length indicator
extension bit specifies if 1 Lll l o ) indicates length in bytes of data
data or further header 2 field element
fields follow
E ] Ll
il [ E] il
Llyq
E | Laliz
g | Padding
Data
FIGURE 7.15

Acknowledged mode data PDU format [2,9].

Acknowledged mode PDU formats

Figure 7.15 shows the PDU format for transmitting AM data PDUs for the first
time, or retransmitting AM data PDUs without resegmentation. The RLC AM trans-
fer mode always operates with 10-bit SN. There is a one-bit D/C field that indicates
whether the PDU carries data bits from upper layers or is a control PDU. The
resegmentation flag (RF) is a one-bit field that indicates whether this PDU contains
retransmitted PDUs that have been segmented. For first time transmissions, this
flag is set to zero. The polling bit (P) is set whenever the transmitting AM entity
requests that the receiving AM entity sends a status PDU. The FI field indicates
whether parts of the RLC SDU are included in the PDU either at the beginning or
at the end, and the interpretation is identical to the UM case. Similarly, the exten-
sion bit (E) indicates whether LI fields are included in the PDU. If multiple RLC
SDUs are concatenated in the RLC PDU, the E bit and the LI are included for each
SDU. The E bit indicates whether this is the last LI field before a data field [2].

The AM data PDU resegmentation format is used when an RLC PDU is reseg-
mented for retransmission. The RLC header is identical to the normal RLC data
PDU with the exception of the following differences (Figure 7.16):

* Re-segmentation flag (RF): Set to one to indicate resegmentation has been
done.

* Last segment flag (LSF): The LSF field indicates whether this AM PDU
segment contains the last segment of the retransmitted RLC PDU.

e Segment offset (SO): This 15-bit field indicates the position of the segment
within the original RLC PDU. Specifically, the SO field indicates the position
within the data field of the original AM data PDU to which the first byte of
the data field of the AM data PDU segment belongs.

I
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CHAPTER 7 Radio Link Control Functions

P (1 bit) —Polling

indicates whether transmitting side is

requesting acknowledgement of reception
FI (2 bits) —Framing information
framing information relating to
segmented SDUs

RF (1 bit) -Resegmentation flag
indicates whether PDU is AMD
PDU or AMD segment PDU

Dl

D/C (1 bit) —Data/control f | —8 bits: } } f SN (10 bits) —Sequence number
indicates whether PDU is data —| D/C [ RF | [ FI EJ] SN indicates sequence
or control PDU SN ggrrz?grbqtf ?MSPDU ©offeet
LSF (1 bit) ~Last segment flag ———— LSF] SO 30 its) —Segment offse
indicates whether last byte of SO indicates position of AMD PDU
AMD PDU segment corresponds E LI, segment within original AMD PDU
to last byte of AMD PDU Ll [ E [ LI (ifK>=3) LI (11 bits) —Length indicator
. . LI, indicates length in bytes of data
E.(1 b|t):ExFenS|on field element
bit specifies if data or E ] AP
further header fields foll 3
urther header fields follow L, [ E .,
Llyeq
E | LI,
LI, I Padding
Data

FIGURE 7.16
Acknowledged mode data PDU segment format [2,9].

CPT (3 bits) —Control PDU type
indicates type of RLC control PDU
NACK_SN (10 bits)

D/C (1 bit) —Data/control indicates SN of AMD PDU that

g f t t t +—8 bits— t t |
indicates whether PDU is data has been detected as lost
or contrQl PDU —{bLC] E\ET(_SN‘ ACK[—S?‘ at receiving side
ACK_SN (10 bits) NACK SN
indicates SN of next not-received [E1]E2] ~NACK_SN SOend (15 bits) —-Segment offset end
RLC PDU, which is not reported NACK_SN [E1][E2] indicates position of last byte of AMD
as missing in Status PDU SOstart PDU segment within data field of AMD
SOstart (15 bits) —~Segment offset start —| SOstart [ SOend PDU
indicates position of first byte of AMD SOend
PDU segment within data field of AMD SOend [ _NACK SN
PDU
FIGURE 7.17

Status PDU format [2,9].

Status PDU format

The status PDU is sent from the receiving AM entity to the transmitting AM
entity to provide information about received and missing RLC PDUs. The struc-
ture of status PDU is shown in Figure 7.17. The status PDU can also indicate
missing segments of a PDU. The status PDU contains the following fields [2]:

D/C: Data or control flag is set to one to indicate a control PDU.

ACK_SN: The SN of the PDU up to which the receiver has received all the
PDUs excluding those indicated by NACK_SN field(s).

NACK_SN: Indicates the SN of a PDU which is not completely or only
partially received. NACK_SN indicates gaps in the sequence of PDUs
acknowledged by the ACK_SN.
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7.5 RLC variables, constants, and timers 337

Table 7.2 RLC Constants and Timers [2]

Timers and
Constants Description and Usage Value

T_poll_retransmit Used by transmitting side of AM RLC entity to 0 to 200 ms
retransmit a poll

T_reordering Used by receiving side of AM RLC entity and 0 to 500 ms
UM RLC entity to detect loss of RLC PDUs
at the lower layer

T_status_prohibit Used by receiving side of AM RLC entity to 0 to 500 ms
prohibit transmission of a status PDU

AM_Window_Size  Used by both transmitting side and receiving 512
side of each AM RLC entity to calculate
higher edge of window from lower edge

UM_Window_Size  Used by receiving UM RLC entity to define 16 for 5-bit SN
SNs of those UM data PDUs that can be 512 for 10-bit SN
received without causing an advancement of
the receiving window

¢ El1: Extension field which indicates whether a set of NACK_SN, E1, and E2
fields follow.

* E2: Extension field which indicates whether SOstart and SOend fields are
included following NACK_SN.

* SOstart and SOend: Indicate the start and stop positions within a segmented
PDU which has not been successfully received. The SN is specified by the
preceding NACK_SN.

RLC variables, constants, and timers

You may have noticed that the overall data flow of the RLC sublayer seems rela-
tively easy to understand. But understanding the RLC sublayer mechanism in
such detail that would help with troubleshooting and performance optimization in
a real implementation would not be a simple task. One of the challenges is to inti-
mately comprehend the definition and usage of the state variables, timers, and
counters.
The state variables related to the RLC AM data transfer mode can take values from
0 to 1023. All arithmetic operations on state variables related to AM data transfer are
adjusted by the AM modulus defined as final_value = [value from arithmetic
operationmod1024. The state variables related to the RLC UM data transfer mode
can take values from 0 to 2(Fieldbength) _ 1 “A] arithmetic operations on state vari-
ables related to UM data transfer are adjusted by the UM modulus defined as
final_value = [value from arithmetic operationjmod2("Feldlens®) " The AM and UM
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338 CHAPTER 7 Radio Link Control Functions

Table 7.3 Description of RLC Transfer Mode Parameters [2]
Parameter Category Description

VT(A) State variable  ACK state variable
This state variable holds the value of the SN
of the next AM data PDU for which a positive
ACK is going to be received in-sequence,
and it serves as the lower edge of the
transmitting window
It is initially set to zero and is updated
whenever the AM RLC entity receives a
positive ACK for an AM data PDU with
SN =VT(A)

VT(MS) State variable  Maximum send state variable
VT(MS) = VT(A) + AM_Window_Size
It serves as the higher edge of the
transmitting window

VT(S) State variable  Send state variable
This state variable holds the value of the SN
to be assigned for the next newly generated
AM data PDU. It is initially set to zero and is
updated whenever the AM RLC entity
delivers an AM data PDU with SN = VT(S)

VR(R) State variable  Receive state variable

This state variable holds the value of the SN
following the last in-sequence completely
received AM data PDU. It serves as the lower
edge of the receiving window. It is initially set
to zero and is updated whenever the AM
RLC entity receives an AM data PDU with
SN =VR(R)

VR(MR) State variable  Maximum acceptable receive state variable
VRMMR) = VR(R) + AM_Window_Size
It holds the value of the SN of the first AM
data PDU that is beyond the receiving
window and serves as the higher edge of the
receiving window

VR(X) State variable  t-Reordering state variable
This state variable holds the value of the SN
following the SN of the RLC data PDU which
triggered t-Reordering

VR(MS) State variable  Maximum status transmit state variable
This state variable holds the highest possible
value of the SNV which can be indicated by
ACK_SN when a status PDU needs to be
constructed. It is initially set to zero

(Continued)
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7.5 RLC variables, constants, and timers 339

Table 7.3 (Continued)
Parameter
VR(H)

VT(US)

VR(UR)

VR(UX)

VR(UH)

POLL_SN

PDU_WITHOUT_POLL

BYTE_WITHOUT_POLL

RETX_COUNT

AM_Window_Size
UM_Window_Size

Category

State variable

State variable

State variable

State variable

State variable

State variable

Counter

Counter

Counter

Constant
Constant

Description

Highest received state variable

This state variable holds the value of the SN
following the SN of the RLC data PDU with
the highest SNV among received RLC data
PDUs. It is initially set to zero

This state variable holds the value of the SN
to be assigned for the next newly generated
UM data PDU. It is initially set to zero and is
updated whenever the UM RLC entity
delivers a UM data PDU with SN = VT(US)
UM receive state variable

This state variable holds the value of the SN
of the earliest UM data PDU that is stil
considered for reordering. It is initially set to
zero

UM t-Reordering state variable

This state variable holds the value of the SN
following the SN of the UM data PDU which
triggered t-Reordering

UM highest received state variable

This state variable holds the value of the SN
following the SN of the UM data PDU with
the highest SN among received UM data
PDUs, and it serves as the higher edge of the
reordering window. It is initially set to zero
Poll send state variable

This state variable holds the value of VT(S)-1
upon the most recent transmission of an RLC
data PDU with the poll bit set to one. It is
initially set to zero

This counter is initially set to zero. It counts
the number of AM data PDUs sent since the
most recent poll bit was transmitted

This counter is initially set to zero. It counts
the number of data bytes sent since the most
recent poll bit was transmitted

This counter counts the number of
retransmissions of an AM data PDU. There is
one RETX_COUNT counter per PDU that
needs to be retransmitted
AM_Window_Size =512

UM_Window_Size = 16 when SN = 5 bits
UM_Window_Size = 512 when SN = 10 bits

UM_Window_Size = 0 when UM RLC is for
MTCH or MCCH

(Continued)
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Table 7.3 (Continued)

Parameter Category Description

t-PollIRetransmit Timer Used by the transmitting side of an AM RLC
entity in order to retransmit a poll

t-Reordering Timer This timer is used by the receiving side of an

AM RLC entity and receiving UM RLC entity
in order to detect loss of RLC PDUs at the
lower layer. Only one t-Reordering per RLC
entity is running at a given time
t-StatusProhibit Timer This timer is used by the receiving side of an
AM RLC entity in order to prohibit
transmission of a status PDU
maxRetxThreshold Configurable  This parameter is used by the transmitting
parameters side of each AM RLC entity to limit the
number of retransmissions of an AM data

PDU
pollPDU Configurable This parameter is used by the transmitting
parameters side of each AM RLC entity to trigger a poll
for every poll PDU PDUs
poliByte Configurable This parameter is used by the transmitting

parameters side of each AM RLC entity to trigger a poll
for every poll bytes
sn-FieldLength Configurable This parameter gives the UM SN field size in
parameters bits

data PDUs are numbered with integer-valued SNs in the range of 0 to 1023 for AM
data PDU and 0 to 20" Fieldbengh) _ 1 for UM data PDU. A summary of RLC constants
and timers as well as state parameters are provided in Tables 7.2 and 7.3.

References

3GPP Specifications

[1] 3GPP TS 36.321, Evolved Universal Terrestrial Radio Access (E-UTRA); Medium
Access Control (MAC) Protocol Specification (Release 11), December 2012.

[2] 3GPP TS 36.322, Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Link
Control (RLC) Protocol Specification (Release 11), December 2012.

[3] 3GPP TS 36.323, Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data
Convergence Protocol (PDCP) Specification (Release 11), December 2012.

[4] 3GPP TS 36.331, Evolved Universal Terrestrial Radio Access (E-UTRA); Radio
Resource Control (RRC) Protocol Specification (Release 11), December 2012.

[5] 3GPP TS 36.211, Evolved Universal Terrestrial Radio Access (E-UTRA), Physical
Channels and Modulation (Release 11), December 2012.

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 351 of 1122



(6]
(7]
(8]

References

3GPP TS 36.212, Evolved Universal Terrestrial Radio Access (E-UTRA)
Multiplexing and Channel Coding (Release 11), December 2012.

3GPP TS 36.213, Evolved Universal Terrestrial Radio Access (E-UTRA); Physical
Layer Procedures (Release 11), December 2012.

3GPP TS 36.300, Evolved Universal Terrestrial Radio Access (E-UTRA) and
Evolved Universal Terrestrial Radio Access Network (E-UTRAN) Overall descrip-
tion, Stage 2 (Release 11), December 2012.

Books

(9]
(10]
(11]

[12]

C. Johnson, Long Term Evolution in Bullets, second ed., Create Space Independent
Publishing Platform, July 2012.

S. Sesia, 1. Toufik, M. Baker, LTE, the UMTS Long Term Evolution: From Theory
to Practice, second ed., John Wiley & Sons, August 2011.

E. Dahlman, S. Parkvall, J. Skold, 4G: LTE/LTE-Advanced for Mobile Broadband,
Academic Press, May 2011.

S. Lin, D. Costello, Error Control Coding, second ed., Prentice Hall, June 2004.

Articles

[13]

R. Comroe, D. Costello, ARQ schemes for data transmission in mobile radio sys-
tems, IEEE J. Sel. Areas Commun. 2 (4) (July 1984).

341

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 352 of 1122


http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref1
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref1
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref1
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref1
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref2
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref2
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref2
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref2
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref3
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref3
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref3
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref3
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref4
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref4
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref5
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref5
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref5
http://refhub.elsevier.com/B978-0-12-405162-1.00007-1/sbref5

CHAPTER

Medium Access Control
Functions

CHAPTER CONTENTS

8.1 MAC architecture and SEIVICES ........cccererrrrrserrrsnrrsserrsssnesssseess e s sne s e e s smennnas 345
8.2 Logical and transport channel MapPiNg .......ccccveeeerrsrrsssrrsssnesssnresssnresssnesssnseesss 349
8.3 Downlink/uplink data transfer .........ccccvveceeeeiescccerrrrc e 353
8.3.1 HARQ PriNCIPIES et 354
8.3.2 Downlink HARQ timing and signaling protocols..........ccoooeviiiiiiieinennnn. 357
8.3.3 Uplink HARQ timing and signaling protocols..........cccccevviiiiiiiiniiiennnnn. 358
8.4 DRX OPEratiOoN.......cciiiiiiiciiiiiciceries e e e e s sme e e e s s sme e e e e s samn e e e e s samn e e e s mne e e s mne e e e s 366
8.5 MAC control IEMENES ......ccooieeeeieeecece e e e 371
8.5.1 Uplink timing advance control element..........cccoviiiiiiiii i, 372
8.5.2 BSR control €lement.........uuiiiiiiiiiiieiiei e 374
8.5.3 Power headroom control element .........ccoovviviiiiiiiiiiiiii e, 375
8.5.4 Extended power headroom control element..........cccovvviiiiiiiiniiiiiniennnn. 376
8.5.5 C-RNTI control element .........cooomiiiiiiiiiiie e 377
8.5.6 Activation/deactivation control element .........cccoooiiiiiiii . 378
8.5.7 MCH scheduling information control element.........ccccovieiiiiiiinnnennnn. 378
8.5.8 UE contention resolution identity control element .............cccceeieieen. 379
8.6 MAC PDU packet formats........cccceeeeeeicccccissmmcmrereeressss s s ssssseeseese e s e s ss s msmnnes 380
8.7 MAC SCheduling SEIVICES ......ceceeerrrseerssrrrssnrrssssessssresssnsessssesssnesssnsesssnesssssensnes 381
8.7.1 Dynamic and semi-persistent scheduling..........c.oooovvviiiiiiiiiiiinieeeennn, 384
8.7.2 Proportional fair scheduling algorithm ........ccooooiiiiiiiii e, 386
8.8 RNTI MAPPING ...eeererieeieiee e e es s cmee e s s e e e e s e e e e s s ssn e e e s s s mn e e ee s s mne e e s e mneeesnnnnnn 387
8.9 Random access ProCEUUIE......cuuiririeiiiisissssnnmnnrererressssssssssssnnmnesssssesessssssssssnnnnnns 389
8.9.1 Contention-based RACH procedure .......cccccuvieviiiiiiiineeiii e 392
8.9.2 Contention-free RACH ProCedure ........cuuuoieeeieiiiieeiiiiiae e 394
13T T =T 1T 396
LTE-Advanced. 343

© 2014 Elsevier Inc. All rights reserved.

Petitioners' Exhibit 1021

Nokia of America Corp., et al. v. KT Corporation, et al.
Case No. IPR2025-00036; U.S. Patent No. 11,627,631
Page 353 of 1122



344 CHAPTER 8 Medium Access Control Functions

The layer 2 in LTE are classified into medium access control (MAC), radio link
control (RLC), and packet data convergence protocol (PDCP) functions [2,3]. The
MAC sublayer is responsible for data transfer and logical channel multiplexing,
hybrid automatic repeat request (HARQ) retransmissions and uplink/downlink
scheduling, random access procedure, and maintenance of uplink timing. It is also
responsible for multiplexing/demultiplexing data across multiple component car-
riers when carrier aggregation is used. From a physical layer (PHY) perspective,
the MAC sublayer provides and receives services in the form of transport channels.
A transport channel is defined by how and with what characteristics the informa-
tion is transmitted over the radio interface. The data in a transport channel is orga-
nized into transport blocks. In each transmission time interval (TTI), one or two
transport blocks of dynamic size are transmitted over the radio interface to a termi-
nal depending on whether spatial multiplexing is supported. Each transport block
is associated with a transport format, specifying how the transport block is physi-
cally processed and transmitted over the radio interface. The transport format
includes information about the transport block size, the modulation and coding
scheme (MCS), and the multi-antenna mapping [5,6]. By varying the transport for-
mat, the MAC sublayer can realize different data rates and reliability. Figure 8.1
illustrates the MAC sublayer in the LTE protocol stack. The interaction of the
MAC sublayer with other layers in the protocol stack, as well as the service access
points with the physical layer and RLC sublayers, are shown in the figure.

The functions of the MAC sublayer in LTE can be more systematically classi-
fied as follows:

e Channel mapping: MAC sublayer maps logical channels carrying RLC proto-
col data units (PDUs) to transport channels. For transmission, multiple service
data units (SDUs) from logical channels are mapped to the transport block car-
ried over transport channels. In the receiving end, transport blocks from trans-
port channels are demultiplexed and assigned to the corresponding logical
channels.

* Scheduling: MAC sublayer performs all scheduling-related functions in the
uplink and downlink, and thus it is responsible for transport format selection
associated with all transport channels. This includes HARQ functionality.
Since the scheduling services are implemented at the eNB, the MAC sublayer
is responsible for reporting scheduling-related information, such as UE buffer
status and power headroom. It also handles prioritization from both an inter-
UE and intra-UE logical channel perspective.

¢ Random access procedures: MAC sublayer is responsible for random access
procedures in the uplink that can be performed following a contention or non-
contention-based process.

e Uplink timing maintenance: UE needs to maintain timing synchronization
with the cell at all times. The MAC sublayer performs required procedures for
periodic synchronization.
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8.1 MAC architecture and services

Non-access stratum
Internet pr: I (IP
(NAS) ternet protocol (IP)
A A
v
Radio resource control | _ P packets
(RRC) = P
RRC PDU
'} .
\ 4
_ | Packet data convergence
Control/ o protocol (PDCP)
configuration
i Radio
bearers
. Radio link control
Control/ o (RLC)
configuration
1 Logical
channels
_ | Medium access control
Control/ o (MAC)
configuration
A Transport |
v channels
_ Physical layer
Control/configuration/ - (PHY)
physical layer measurements
Physical
channels

FIGURE 8.1
The MAC sublayer in the LTE protocol stack.

Figure 8.2 illustrates the IP packet processing in different parts of LTE layer 2.
As shown in the figure, the MAC sublayer receives the RLC SDUs mapped to vari-
ous logical channels in the downlink and generates the MAC PDUs that further
become the transport blocks in the physical layer. In the following sections, we
take a top-down systematic approach to study and understand various MAC sub-
layer services in LTE/LTE-Advanced and how those functions interact and interop-
erate with other protocol layers.

MAC architecture and services

The architecture of the LTE MAC sublayer is shown in Figure 8.3. It comprises a
HARQ entity, a multiplexing/demultiplexing entity, a logical channel

I
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