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(57) ABSTRACT 

The invention relates to a device, System and method a 
method for applying a certain Quality of Service (QoS) to a 
data stream (31a-31c, 32a-32b, 33a) of an application 
(31-33) communicating data over a Sockets connection. The 
method comprises providing a uniquely identifiable identi 
fier (UID, Stream Type) the application (31-33) or to the data 
stream (31a-31c, 32a-32b, 33a) from or to the application, 
and associating said identifier (UID, Stream Type) with a 
particular QoS in order to apply the particular QoS to the 
particular application (31-33) or to the particular data stream 
(31a-31c, 32a-32b, 33a), which application or data stream is 
identified by the identifier. 

Socket Server 

CSocket 

  

  

    

  

    

  

  

  

AMAZON-1015 
IPR2025-00057



| -61-I 

US 2001/0052012 A1 

suo?ededo uo?SS3S 

• 

Patent Application Publication Dec. 13, 2001 Sheet 1 of 5 

  

  

  

  

  



US 2001/0052012 A1 

92 
| Z 

Patent Application Publication Dec. 13, 2001 Sheet 2 of 5 

  

  

  

      

        

  



e 9 (61-) 

LLL).| | | 

| S 

US 2001/0052012 A1 

B99 

JÐSWOJ? WWWWWW 
| 9 

Patent Application Publication Dec. 13, 2001 Sheet 3 of 5 

  





Patent Application Publication Dec. 13, 2001 Sheet 5 of 5 US 2001/0052012 A1 

w v. 
cy r 

cy) v 
v LO 

  



US 2001/0052012 A1 

QUALITY OF SERVICE DEFINITION FOR DATA 
STREAMS 

FIELD OF THE INVENTION 

0001. The invention relates to defining Quality of Service 
(QoS) for data Streams to or from a particular application in 
a terminal device. More specifically, the invention relates to 
defining a QoS policy for an application communicating 
data over a Sockets connection. 

BACKGROUND OF THE INVENTION 

0002) Obtaining access between a terminal (a client) and 
a server over a network generally involves having Sessions 
between the terminal, Such as a mobile terminal, and the 
Server. Also there exists terminal devices that internally 
establish Sessions between the application as a client and a 
Server that implements a protocol Stack for example. A 
Session is a Series of interactions between a client and a 
Server having a well-defined beginning and end and involv 
ing agreed-upon characteristics. Typically, a Session 
involves a peer announcing to another peer a desire to 
establish a Session, both peers negotiating the characteristics 
of the Session, the peers engaging in a variety of transactions 
and one of the peers ending the Session. The characteristics 
which are negotiated are typically the length of packets to be 
eXchanged, the character Sets which can be understood and 
manipulated and the versions of protocols which are to be 
used. A transaction is a basic unit of interaction and may 
include requesting and receiving information, aborting an 
ongoing Session and informing a peer of a Situation in an 
on-going Session. All Session operations to establish and 
terminate a Session as well as all transactions result in events 
being generated and received by the peer. There are many 
event Sources (Sessions and transactions). 
0003. An active session can involve multiple transactions 
and So can generate multiple events. Depending on the Speed 
at which an application can process events coming from its 
peer, it can happen that there are more transactions than it 
can proceSS and So it receives more events than it can 
process. In this case, the events are queued up and wait to be 
processed within the context of that Session. Events con 
nected or related to the same Session generally need to be 
processed in a specific order. In Some protocols, a Session 
can be Suspended, in which State no transactions are allowed 
except a request to resume or to terminate the Session. 

0004 Terminals, such as personal computers, obtain 
information from the Internet through a Server, Such as a 
gateway server. The Internet uses HTTP which is a simple 
request-reply protocol. Almost the only events are an HTTP 
request and its associated response. The operating System of 
the Server, for example a proxy Server or a mail Server, runs 
a number of applications and So creates a number of threads 
to deal with them. The applications use the available threads 
as they are required. In the case of Internet access by a PC, 
it is convenient to create a thread in the Server dynamically 
to deal with each request because the requests are indepen 
dent from each other. Once the request has been processed, 
the thread has finished its activity and is terminated. Creat 
ing and terminating threads is a big overhead to the Server. 

0005. A thread is basically a path of execution through a 
program and can be the Smallest unit of execution that is 
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Scheduled on a processor. A thread consists of a Stack, the 
State of the CPU registers, and an entry in the execution list 
of the System Scheduler. 

0006 A thread is a single sequential flow of execution in 
program code and has a Single point of execution. To deal 
with a simple process, a program comprising a Single thread 
can be used. For more complex processes which involve 
running a number of applications, a program can rely on a 
number of threads. Operating Systems usually provide 
thread management for the application (creation, termina 
tion and Specifying the entry point: at the Start of the 
program code). 
0007. A process consists of one or more threads and the 
code, data, and other resources of a program in memory. 
Typical program resources are open files, Semaphores, and 
dynamically allocated memory. Each thread shares all of the 
resources of the process. A program executes when the 
System Scheduler gives one of its threads execution control. 
The Scheduler determines which threads should run and 
when they should run. Threads of lower priority may have 
to wait while higher priority threads complete their tasks. On 
multiprocessor machines, the Scheduler can move individual 
threads to different processors to “balance” the load on the 
central processing unit. 
0008 Each thread in a process operates independently. 
Unless they are made visible to each other, the threads 
execute individually and are unaware of the other threads in 
a process. Threads sharing common resources, however, 
must co-ordinate their work, for example by using Sema 
phores or another method of inter-proceSS communication. 

0009. An application in the server will use the operating 
System thread management Service and create a number of 
threads to manage these Sessions. 

0010 Typically when a session is established between a 
client and Server application it is done by first establishing 
a Socket connection. To request a Socket connection the 
client and Server typically have a Sockets application pro 
gram interface, i.e. a Sockets API, which provides a Series of 
System calls that application programs can invoke to request 
Sockets connection. The Sockets API is Supported by most 
major operating Systems including UNIX and MicroSoft 
Windows. For a general discussion of the Sockets interface, 
refer to, Internetworking with TCP/IP, volume 1, by Douglas 
E. Comer, Prentice-Hall, Inc. 1995, pages 335-364. 

0011. The Sockets API typically serves as an interface 
used by applications to communicate with the TCP/IP pro 
tocol Stack. Generally, the client and Server programs each 
invoke operating System functions that Set up an association 
between them referred to as a Socket connection. The client 
and Server applications then invoke operating System func 
tions to Send and receive information between them over a 
network, Such as the Internet, in a Similar manner to calling 
functions to perform ordinary input/output. The information, 
for example, may include graphics, data, instructions and 
even computer programs. 

0012. The sockets connection between the two programs 
uses data structures which allow access to TCP/IP services. 
AS was Said the Sockets API ordinarily provides a Series of 
System calls that application programs can invoke to request 
Sockets connection communication Services. 
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0013 More specifically, the typical approach to using 
Sockets is that a Server application creates an open Socket 
ready to accept connections at a given IP address and 
(possibly well known) port. Once Such a Socket has been 
created, buffer Space can be allocated to Store incoming 
connection requests. The Server Socket ordinarily behaves as 
a passive endpoint waiting for a connection request to arrive 
from a client. In order for a client to Send a connection 
request to a passive Socket, the Socket must have a name. 
Therefore, names are bound to Sockets and are published So 
that a remote client can address the named Socket. To initiate 
a connection to a remote Socket a client application ordi 
narily requests a connection and specifies a local (client) 
Socket and a remote name as parameters. Multiple clients 
can use a Single Server Socket. Client requests can be queued 
in a buffer associated with the server socket. Typically when 
a request is accepted from the queue, a new Socket is created 
and the new Socket is used as the Server Side connection 
endpoint with a client. In this manner, a Single well known 
port number can be used to establish many simultaneous 
Socket connections. A shutdown (or dose) request usually is 
employed to terminate a Socket connection. 
0.014 Sockets are created for communication between a 
client device and Server device over a network, and in the 
Symbian operating system (formerly called EPOC operating 
System) the application establishes Sockets with a Sockets 
Server (that resides within the client device) that e.g. imple 
ments the protocol stack (such as Internet Protocol) which in 
hierarchy is thus below the application and a Sockets API. 
Communication is then performed over a network (e.g. 
Internet) to the server device (not to be confused with the 
Sockets server which is inside the terminal device) where 
communication is passed through a corresponding protocol 
Stack, through a Sockets API to the application on the Server 
device. UMTS (Universal Mobile Telecommunications Sys 
tem) is a so-called “third-generation (3G),” broadband, 
packet-based System for transmission of text, digitized 
Voice, Video, and multimedia at data rates up to and possibly 
higher than 2 megabits per Second (Mbps), offering a 
consistent Set of Services to mobile computer and phone 
users no matter where they are located in the World. In 
UMTS there is a possibility for applications to get various 
QoS (Quality of Service) from the network. Quality of 
Service (QoS) is the idea that transmission rates, error rates, 
and other characteristics can be measured, improved, and, to 
Some extent, guaranteed in advance. QoS is of particular 
concern for the continuous transmission of high-bandwidth 
Video and multimedia information, i.e. normally a high QoS 
is needed for real-time transmissions. Transmitting this kind 
of content dependably is difficult in public networks using 
ordinary “best effort” protocols, which normally does not 
have Strict real-time requirements. 
0.015 A QoS policy is a stored set of QoS parameters that 
describes how the network protocol stack should handle the 
network traffic generated by a particular application or a 
particular type of application. A QoS policy can be identified 
with an arbitrary identifier. A QoS policy can be applied to 
one or more data Streams created by one or more applica 
tions. Defining a certain level of QoS, and thus a certain QoS 
policy typical QoS paramaters used are bandwidth, end-to 
end delay, jitter, packet loSS, and packet loSS correlation. 

0016. In UMTS there can be several QoS pipes (PDP 
contexts, Packet Data Protocol) with different QoS param 
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eters simultaneously open between the UE (User Entity) and 
the UMTS network. QoS requests can be made by an 
application (through Socket API QoS extension) or a user 
(through a Setup Application) or by both of them. The QoS 
Management Entity has the important task of deciding 
which QoS parameters are eventually requested from the 
network. If both the application and the user give QoS 
parameters, the parameters given by the user should domi 
nate over the parameters given by the application. However, 
in a terminal device establishing Sockets with a Sockets 
Server implementing a protocol Stack for an application as 
client, a problem with how to apply these parameters to the 
correct Set of Sockets in the terminal device has been 
identified. Currently a problem exists in that there is no 
general approach to identify in the terminal device, which 
Sockets belong to a particular application. Simply knowing 
the port numbers, that are established for Sockets between 
the terminal device and the network, which applications 
specify as part of socket calls to identify TCP/UDP protocol 
end-points, is not Sufficient to use for identifying an appli 
cation or Socket over the Sockets connection. The reason is 
that presently not all applications use well-known port 
numbers but Some applications may randomly use different 
port numbers. Also IPSec (Internet Protocol Security), 
which is a developing Standard for Security at the network or 
packet processing layer of network communication, which 
when used for Security reasons, hides the port numbers. 
Therefore, a more reliable method of identifying the owner 
of a Socket in the Socket Server is needed. 

SUMMARY OF THE INVENTION 

0017 For applying QoS parameters to a data stream of an 
application communicating data over a Sockets connection 
there is now provided a method, which comprises providing 
an individual or centrally defined unique identifier to a 
particular application or to a particular a data or data Stream 
to or from the application, and associating Said identifier 
with a particular Quality of Service policy. 
0018. In a preferred embodiment the particular operating 
system is the Symbian (EPOC) operating system and the 
identifier is the UID (Unique Identifier) of the Symbian 
(EPOC) operating System which identifies a particular appli 
cation. Alternatively the identifier is the UID (Unique Iden 
tifier) of the Symbian (EPOC) operating system in combi 
nation with a data Stream type identifier, which identifier 
combination identifies a particular application data Stream. 
The present invention is about associating the UID with a 
particular QoS policy, whereby a certain application can 
reliably be provided with certain QoS parameters, i.e. 
according to a certain QoS policy. In this embodiment each 
application can use a particular QoS policy and each differ 
ent application can use a different QoS policy if So desired. 
However, in this embodiment each application can use only 
one QoS policy, So different data Streams from the same 
application all use the same QoS policy. 
0019. In a further embodiment the method further com 
prises that the application provides each Socket with a Socket 
Specific identifier or data Stream type identifier when the 
Socket is established, and the Step of also associating Said 
Socket Specific identifier or data Stream type identifier with 
the particular Quality of Service policy. Thus in this further 
embodiment a QoS policy is associated with the particular 
combination of the application Specific identifier and the 
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data Stream type identifier, or alternatively the identifier 
identifying a particular Socket or data Stream type is a 
centrally defined unique identifier that can be used alone to 
identify a particular Socket or a particular data Stream type. 
Preferably a Socket is established for each Separate data 
Stream from an application, whereby each data Stream from 
a particular application is associated with a particular, but 
possibly, though not necessarily, different QoS policy. This 
enables to specify different QoS parameters, i.e. different 
QoS policies for different data streams from one and the 
Same application. For example different QoS parameters 
may thus be applied for audio data Stream than for Video data 
Stream from one and the same application (e.g. a web 
browser). 
0020. The association of each socket with the mentioned 
identifiers (and with the QoS policy) is preferably done in 
the Socket Server implementing the protocol Stack within the 
terminal device. The Socket Server includes information on 
port numbers for each socket that is established between the 
peering devices. When the Socket Server now additionally 
has an agreed unique application Specific identifier and also 
or only a Socket specific identifier (which can be unique), the 
Socket Server will associate these two identifiers with data 
Stream through any of the Sockets and thus the data Stream 
can be reliably identified over the Socket connection in the 
terminal device, and can also be reliably given individual 
QoS. In this way, all Sockets used by an application can 
always be associated with a named QoS policy. This makes 
it possible to specify QoS parameters for applications using 
a high-level policy abstraction and to identify within the 
protocol Stack, which policy applies to a particular Set of 
Sockets. 

0021 According to a first aspect of the invention there is 
provided a method for applying a certain Quality of Service 
(QoS) to a data stream of an application communicating data 
over a Sockets connection, characterised in that the method 
comprises 

0022 providing a uniquely identifiable identifier to 
at least one of the application and the data Stream 
from or to the application, and 

0023 associating said identifier with a particular 
QoS in order to apply the particular QoS to said at 
least one of the particular application and the par 
ticular data Stream, which application or data Stream 
is identified by the identifier. 

0024. In one embodiment the method further comprises 
0025 providing a Socket application program inter 
face to the application, 

0026 establishing a socket for transfer of the data 
Stream, and 

0027 transferring the identifier over the socket 
application program interface to uniquely identify 
Said at least one of the particular application and the 
particular data Stream, which application or data 
Stream is identified by the identifier, in order apply 
the particular QoS to the data Stream being commu 
nicated over the Sockets connection. 

0028. According to a second aspect of the invention there 
is provided a device comprising 
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0029 an application program for executing a par 
ticular application, and 

0030) means for communicating data over a sockets 
connection, characterised in that the device further 
comprises 

0031 means for providing a uniquely identifiable 
identifier to at least one of the application and the 
data from or to the application, and 

0032 means for associating said identifier with a 
particular QoS in order to apply the particular QoS to 
Said at least one of the particular application and the 
particular data, which application or data is identified 
by the identifier. 

0033 According to a third aspect of the invention there is 
provided a device comprising 

0034) an application program for executing a par 
ticular application, and 

0035) means for communicating data over a sockets 
connection, characterised in that the device further 
comprises 

0036) means for associating a centrally defined iden 
tifier, which identifies at least one of the application 
and the data from or to the application, with a 
particular QoS in order to apply the particular QoS to 
Said at least one of the particular application and the 
particular data, which application or data is identified 
by the identifier. 

0037 According to a fourth aspect of the invention there 
is provided a computer program product for an electronic 
device having an application to communicate data over a 
Sockets connection, characterised in that the computer pro 
gram product comprises 

0038 computer program means for providing a 
uniquely identifiable identifier to at least one of the 
application and the data from or to the application, 
and 

0039) computer program means for associating said 
identifier with a particular QoS in order to apply the 
particular QoS to Said at least one of the particular 
application and the particular data, which application 
or data is identified by the identifier. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0040. The invention will be discussed below in detail by 
referring to the enclosed drawings, in which 
0041 FIG. 1 illustrates the Symbian (EPOC) Socket 
Architecture, including a client and a server within a termi 
nal device, on a general level, 
0042 FIG. 2 illustrates the usage of an application spe 
cific identifier for applying a specific QoS on a specific 
application, 

0043 FIG. 3a illustrates the usage of an application 
Specific identifier and a data Stream type identifier for 
applying a Specific QoS on a Specific Socket, 
0044 FIG. 3b illustrates in relation to FIG. 3a a setup 
application of the operating System of the terminal device, 
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004.5 FIG. 4 shows a client device embodied in hard 
ware, and 
0.046 FIG. 5 shows an arrangement of the protocol 
Stacks in relation to the application and the physical layer. 

DETAILED DESCRIPTION 

0047. To describe the invention in more detail, as an 
example is used the Symbian Operating System (formerly 
EPOC OS) which is is an operating system designed for 
Small, portable computer-telephones with wireleSS access to 
phone and other information services. In the Symbian 
(EPOC) operating system there are UIDs, i.e. globally 
Unique IDentifiers consisting of 32-bit numbers, that are 
used to enable various kinds of file and object identification 
and association. Symbian (EPOC) objects are identified by 
a compound identifier, known as the UID type, which is 
constructed from three 32 bit individual UIDS. The indi 
vidual UlDs making up the UID type are referred to as its 
UID1, UID2 and UID3 components. Symbian OS (EPOC 
OS) makes widespread use of UlDs. UlDs are used to 
identify the types of different objects at runtime and load 
time-for example identifying executables, DLLS (Dynamic 
Link Library), and filestores. UIDs are used to verify that 
objects present compatible and expected interfaces at runt 
ime and loadtime, for example verifying that DLLS are of 
the expected type or that filestores are of appropriate type. 
UIDS are fundamental to the association of applications with 
documents, for example associating a document with an 
application allows the System to launch the application when 
the document is opened. The UIDs are specified centrally by 
Symbian, which is the company developing the Symbian 
(EPOC) operating system, and the UIDs are centrally stored 
in a database. To receive UIDS application developerS need 
to request them from Symbian to ensure the operating 
System knows which application each UID identifies and 
also to ensure the UIDs are centrally fixed so that there are 
not free choice UIDS that applications could use (except for 
development purposes only). Information on requesting and 
providing Symbian OS (EPOC) application developers with 
UlDs is described in Symbian (EPOC) technical papers, and 
at the time of filing this patent application in the following 
web site (which is likely to change): http://developer.epoc 
world.com/techlibrary/technotes/uidinfo.html. 
0048. Now referring to FIG. 1 there is illustrated the 
Symbian operating system (formerly EPOC OS) Socket 
Architecture on a general level. It clarifies the relationships 
between processes of Client module 1 and Socket Server 2 
module side both of them residing in the terminal device 
(which is eg. a radio communication device Such as a 
cellular telephone), preferably as functional modules imple 
mented in Software (computer code). The Socket Server 2 
provides a generic interface to communications protocols 
through communication end points known as the Sockets. 
When Starting any network communication, a connection to 
a Socket Server, a part of the terminal operating System, must 
be made through a function called ConnectO which creates 
an Inter-Process Communication channel to the Socket 
server. Thus first a session3 is established between the client 
1 and the Socket server 2. Then a Socket (a Sub Session) 4 has 
to be opened to the Socket Server 2 by using a function 
named Openo. This opened Socket 4 is then used to connect 
to the desired host or server in the network. 

0049. On the client side the operation is thus the follow 
ing. First a session 3' is established with the socket server 2 
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after which a socket 4" (in the form of a sub session) is 
opened to the socket server 2. Then an IP address (Internet 
Protocol) is created and a port number is given as address 5. 
The opened Socket is used to also connect to the desired host 
and transfer information through the Socket to the host. 
0050. Now referring to FIG. 2 there will be described the 
method according to a first embodiment of the present 
invention. In general the invention is concerned with how to 
identify within the procol Stack, which Sockets belong to a 
particular QoS policy and how to map QoS policies to 
applications. According to the invention the method com 
prises providing an individual application Specific identifier 
UID to a particular application for a particular operating 
system, which in this example is Symbian OS (EPOCOS), 
upon request by the application developer and Storing Said 
application Specific identifier in a central database, and 
controlling the use of identifiers to allow use of only 
requested and centrally stored identifiers (except for devel 
opment purposes). According to the invention, and a first 
embodiment of the invention the method comprises associ 
ating the application specific identifier UID with a particular 
Quality of Service policy. For this purpose there is provided 
a database 20 in the terminal device, which database is used 
by the Socket Server 24. The application program 21 runs on 
a thread 22 of the processor of the client, Such as a mobile 
terminal device, and the application opens a Socket 23 to the 
socket server 24. Every Symbian (EPOC) application 21 has 
a unique identifier called the UID or more specifically UID3. 
In the Symbian (EPOC) operating system each process 25 
can be given a unique identity, known as the process type 26, 
in order to differentiate one process from another. The 
process type 26 can be constructed from one, two or three 
UID components. The first approach is that the client socket 
23 inside the application thread 22 could fetch the UID3 
from Process Type 26 and then give it to socket server 24 
along with other inter-process Signalling 27, So that the 
application can be identified in the protocol stack 28. This 
could be done, for example, in the Open function mentioned 
above in connection with FIG.1. The approach of FIG. 2 is 
particularly useful for Setting the default policy for legacy 
applications that cannot be modified (e.g. Source code is not 
available). 
0051. The operating system, in this case Symbian 
(EPOC), of the client includes a Setup Application 20, where 
the user is allowed to build up his/her own QoS policies. 
P1-P3 stand for different Quality of Service parameters that 
the user may select to include or exclude in a particular QoS 
policy. The QoS Setting interface might as well be much 
Simpler to the user. For instance the user might Set only a 
general QoS level (e.g. levels 1-4) for each application. 
There may also be default QoS policies for applications 
imported to the device when installing applications. In FIG. 
2 there is shown three QoS policies: Appl Settings, App2 
Settings and Default Settings. In this particular embodiment 
each Separate application 21 is allowed to have one QoS 
policy, for which purpose the particular application specific 
identifier UID is associated with a particular one of the QoS 
policies. The association between the particular UID and 
QoS policy is added to the socket server 24 (by means of it 
being in the database 20 from where the socket server 24 
reads information to associate a certain QoS with a certain 
application/socket). Because applications can now be unam 
biguosly identified in the protocol stack by usage of UID3s, 
it is possible to use a different QoS policy for each appli 
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cation. This approach is Suitable especially for legacy appli 
cations which cannot be modified but still require QoS 
policing. 

0052. Now referring to FIGS. 3a and 3b the further, 
Second embodiment of the invention will be described. In 
this embodiment the method further comprises that the 
application provides each Socket with a Socket specific 
identifier when the Socket is established, and the step of 
asSociating the Socket Specific identifier with the particular 
Quality of Service policy. Thus in embodiment a QoS policy 
is associated with the particular combination of the appli 
cation Specific identifier and the Socket Specific identifier. In 
FIG. 3a there is shown three different applications, where 
one is a www browser 31, a second one is a FTP application 
32 and the third one is called Application X, for example a 
word processing application 33. In the example shown in 
FIG.3a the third application 33 has a single data stream 33a 
for which purpose a Single Socket S1 is opened through the 
socket API 34. The second application 32, i.e. the ftp 
application, has opened two data Streams, one 32b for ftp 
data and one 32a for ftp commands for which purpose there 
is opened two different sockets S2 and S3. The first appli 
cation 31, i.e. the web browser has opened three different 
data streams, one 31c for video transfer, a second one 31b 
for audio transfer, and a third one 31a for text transfer for 
which purpose there is opened three different Sockets S4, S5 
and S6. 

0053. In the embodiment of FIG. 2 there is a restriction 
that only one QoS policy can be used by each application. 
However, there are applications 31, 32 that transport very 
different kinds of data streams which have various QoS 
requirements, and for each data Stream a new Socket S1-S6 
is opened. In the embodiment of FIG. 3 the Symbian 
(EPOC) applications 31-33 and the socket interface 34 are 
modified so that when an application 31-33 opens a new 
Socket S1-S6, it will in addition to the application specific 
identifier UID3 Specify a data Stream type, e.g. by giving it 
as a parameter in one of the Socket API calls. An example of 
this could be a FTP application and its two data stream types 
FTP command s3 and FTP data s2. Typically FTP com 
mand, which means transporting the FTP commands, would 
have similar QoS as other terminal sessions like Telnet. 
FTP data which transfers the actual data could be back 
ground-traffic. The application developer can freely define 
own data Stream type names for the application. Thus the 
data Stream type names do not necessarily have to be unique, 
but if they have to, the application identifier UID3 could be 
used as a part of the data Stream type name in order to thus 
provide a unique identifier for the data Stream type. Alter 
natively instead of centrally defining unique application 
Specific identifiers, the centrally defined unique identifiers 
UID, UID3 could be for different data stream types of 
different applications. 

0.054 When an application 31-33 is installed, its data 
stream types 31a-31c, 32a-32b, 33a are stored into the 
application architecture So that the types can be seen in the 
Setup Application 35 of the operating System, as shown in 
FIG. 3b. Preferably, the data stream types are stored auto 
matically in the Setup Application upon installing the appli 
cation. The Setup Application is a Software file Stored in the 
client which is read when a Socket is established to get recent 
fresh configurations. The Setup Application could alterna 
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tively be read for example when power is turned on, 
Similarly as a lini file in personal computers. 
0055. The user is allowed to define different QoS policies 
Pol1-Pol4 into a policy database 36 using a Setup Applica 
tion and the user interface of the client terminal device, and 
names them as he or she wants. In the example shown in 
FIG. 3 the policies are “Default Policy” Pol1, “My Audio 
Profile” Pol2, “VideoProfile” Pol3 and “Background” Pol-4. 
The user can then associate the different application data 
Stream types (www-text, www-audio, www-Video, ftp-com 
mand, and ftp-data) with the wanted policies or just set a 
certain QoS level (e.g. 1-4) as was said earlier. This is done 
in a database table 37 comprising a first column col1 
Specifying the application Specific identifier UID3, a Second 
column col2 Specifying the particular application concerned, 
a third column col3 Specifying the data Stream type, and a 
fourth column col4 specifying the QoS policy. In the 
example shown in FIG.3a the www browser application 31 
has been given the identifier 40, the ftp application 32 has 
been given the identifier 102 and the application X has been 
given the identifier 99. As shown in FIG. 3b for the 
www-text data stream from the www browser application 
the Default Policy Poll has been defined as the QoS policy, 
whereby the www-text data stream will use those QoS 
parameters P1-P3 that has been defined in the policy data 
base 36, where P1 can be e.g. bit rate, P2 delay and P3 
delivery order. 
0056. It is also possible that an operator or mobile 
terminal manufacturer predefines Some QoS policies that are 
seen useful or practical, e.g. a “VOIP profile, which is 
tuned to fit especially to a certain operator's network, and 
thus would be readily stored in the client device in relation 
to having installed the operating System, e.g. Symbian 
(formerly EPOC). 
0057 When an application 31-33 opens a socket S1-S6 for 
one of its data Stream types the protocol Stack 38 looks up 
the policy database 35, 36, 37 if there is a policy defined for 
this data Stream type. If a policy was found, it would 
override any possible QoS parameters given through the 
socket API QoS Extension by the application. If the appli 
cation does not specify any data Stream type for the Socket, 
the QoS policy will be determined according to the unique 
application identifier as in the embodiment of FIG. 2. 
0058. This approach makes it possible to define multiple 
QoS policies per application or to group multiple applica 
tions under a single policy, giving the user more control over 
the QoS Settings. 
0059. The present invention defines a way of mapping 
user defined QoS policies to different applications, and 
moreover to the individual Sockets used by the applications. 
In the specific example of Symbian OS (EPOC), the socket 
server can look up a user defined QoS policy from a QoS 
policy database and configure the data Stream using the QoS 
parameters contained in the QoS policy. The user can define 
at least one QoS policy for any application regardless of 
whether it supports the socket API QoS Extension. This 
extends QoS Support also to legacy applications. AS was 
described in connection with prior art the usual approach in 
the Internet world has been to look up policies based on the 
transport end-point addresses (e.g. port numbers) of the 
opened Sockets. Unfortunately, this prior used approach does 
not apply to those applications that do not have or use 
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well-known port numbers. Nor does it allow differentiation 
between different applications that use the same port num 
bers (e.g. connect to the same kind of Servers). Also, the 
known port number approach is difficult on the user, as it 
requires intimate knowledge of technical issues, Such as 
transport end-point addresses. Thus compared to prior Solu 
tions the present invention provides a simpler and more 
intuitive method of identifying QoS policies by either auto 
matically using an application Specific identifier, which the 
user doesn’t need to know (as the operating System associ 
ates applications and corresponding user configurations) and 
by associating QoS policies with the application Specific 
identifier and alternatively additionally with a Socket Spe 
cific identifier to specify QoS for each data Stream type in a 
Simple table manner in a Setup Application. 

0060. The Socket server 2, 24 will communicate to the 
network the QoS parameters to be used for a certain data 
Stream transmitted from the terminal device, and especially 
the QoS requirements for a certain data Stream to be received 
by the terminal. For example, in UMTS there can be defined 
different QoS for uplink and downlink transmission. The 
user is preferably allowed to define desired level of QoS, 
Since also costs of a transmission can be dependent on 
Selected QoS. For example, in a Video transmission to the 
terminal device, the user could require a higher QoS to 
ensure good quality picture and viewability of the received 
video. Thus, it is especially desirable that the terminal device 
is capable of identifiying each application and each data 
Stream reliably in order to apply a desired QoS to a desired 
data Stream. The present invention provides a Solution to this 
by associating QoS with one of a unique application Specific 
identifier and a unique data Stream Specific identifier. AS the 
Socket Server 2, 24 is able to reliably identify the application 
and/or the data Stream, the Socket Server is able to commu 
nicate to the network exactly desired QoS requirements for 
a certain data stream (and the user is allowed to choose a 
Specific QoS for a certain data Stream). 
0061 FIG. 4 shows a device 40 according to the inven 
tion, Such as a client embodied in hardware Such as a 
computer or a mobile terminal. The client 40 has dynamic 
memory, processing power and memory to Store all of the 
programs needed to implement the gateway Server Such as 
the application program, the protocol Stacks and the oper 
ating System. The client 40 comprises a user interface Such 
as a keyboard 41 (shown here as a computer keyboard but 
can be a traditional mobile phone keypad) and a display (not 
shown). The client 40 has an application program 43 which 
utilizes the underlying communication protocol to be in 
contact with a Server in the network, and process events Such 
as handling a request to retrieve HTML from a server. The 
client also has a protocol stack 44 such as a TCP/IP 
implemented in a Socket Server. The application program 43 
controls flow of data, including commands, requests and 
information, between the computer and the network to 
which it is connected Such as the Internet 45. The client 40 
communicates with a server or host located remotely over a 
network, e.g. the Internet 45 through the protocol stack 44 
and a network interface 46 (Such as a network driver). 
0.062 Individual threads 47 present in the application 
program 43 and the protocol Stack 44 use one or more 
processors 49 (depending on the implementation of the 
client device) in the client 40 to carry out necessary pro 
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cessing tasks. Allocation of threads to processors is provided 
by threading Services 48 present within the operating System 
50 of the computer 40. 
0063. It will be understood that the protocol stack is built 
on top of a So called bearer or physical layer (which provide 
datagram Services) Such as the radio frequency layer utilis 
ing for example W-CDMA (Wideband Code Division Mul 
tiple Access) in UMTS. This is shown in FIG. 5 illustrating 
the application program 43, the Sockets API 34, the protocol 
stack 44 and the physical layer 51. 
0064. The invention can be implemented in Software, i.e. 
as a computer program product Stored on a storage medium. 
The program code implementing the association of the QoS 
and the identifier can be part of the program code imple 
menting the Socket Server. This can be a separate Software 
module or part of the operating System. Thus, in case of the 
Symbian operating System, the present invention can be 
implemented into the operating System Software that can be 
downloaded/programmed from a Storage medium into the 
terminal device using the operating System. 
0065. This paper presents the implementation and 
embodiments of the invention with the help of examples. It 
is obvious to a person skilled in the art, that the invention is 
not restricted to details of the embodiments presented above, 
and that the invention can be implemented in another 
embodiment without deviating from the characteristics of 
the invention. Thus, the presented embodiments should be 
considered illustrative, but not restricting. Hence, the pos 
Sibilities of implementing and using the invention are only 
restricted by the enclosed patent claims. Consequently, the 
various options of implementing the invention as determined 
by the claims, including the equivalent implementations, 
also belong to the Scope of the present invention. 

1. A method for applying a certain Quality of Service 
(QoS) to a data stream of an application communicating data 
over a Sockets connection, wherein the method comprises 

providing a uniquely identifiable identifier (UID, Stream 
Type) to at least one of the application and the data 
Stream from or to the application, and 

associating said identifier (UID, Stream Type) with a 
particular QoS in order to apply the particular QoS to 
Said at at least one of the particular application and the 
particular data Stream, which application or data Stream 
is identified by the identifier. 

2. A method according to claim 1, wherein the method 
comprises transferring the identifier (UID, Stream Type) 
over the Sockets connection. 

3. A method according to claim 1, wherein the method 
further comprises 

providing a Socket application program interface to the 
application, 

establishing a Socket for transfer of the data Stream, and 
transferring the identifier (UID, Stream Type) over the 

Socket application program interface to uniquely iden 
tify Said at least one of the particular application and the 
particular data Stream, which application or data Stream 
is identified by the identifier, in order apply the par 
ticular QoS to the data Stream being communicated 
Over the Sockets connection. 
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4. A device comprising 
an application program for executing a particular appli 

cation, and 
means for communicating data over a Sockets connection, 

wherein the device further comprises 
means for providing a uniquely identifiable identifier 

(UID, Stream Type) to at least one of the application 
and the data from or to the application, and 

means for associating said identifier (UID, Stream Type) 
with a particular QoS in order to apply the particular 
QoS to Said at least one of the particular application and 
the particular data, which application or data is iden 
tified by the identifier. 

5. A device comprising 
an application program for executing a particular appli 

cation, and 
means for communicating data over a Sockets connection, 

wherein the device further comprises 
means for associating a centrally defined identifier (UID, 

Stream Type), which identifies at least one of the 
application and the data from or to the application, with 
a particular QoS in order to apply the particular QoS to 
Said at least one of the particular application and the 
particular data, which application or data is identified 
by the identifier. 

6. A device according to claim 4 or 5, wherein the device 
further comprises 
means for providing a Socket application program inter 

face to the application, 
means for establishing a Socket for transfer of the data, 

and 

means for transferring the identifier (UID, Stream Type) 
over the Socket application program interface to 
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uniquely identify Said at least one of the particular 
application and the particular data, which application or 
data is identified by the identifier, in order apply the 
particular QoS to the data being communicated over the 
Sockets connection. 

7. A computer program product for an electronic device 
having an application to communicate data over a Sockets 
connection, wherein in that the computer program product 
comprises 

computer program means for providing a uniquely iden 
tifiable identifier (UID, Stream Type) to at least one of 
the application and the data from or to the application, 
and 

computer program means for associating Said identifier 
(UID, Stream Type) with a particular QoS in order to 
apply the particular QoS to Said at least one of the 
particular application and the particular data, which 
application or data is identified by the identifier. 

8. A computer program product according to claim 7, 
wherein the computer program product further comprises 

computer program means for providing a Socket applica 
tion program interface to the application, 

computer program means for establishing a Socket for 
transfer of the data, and 

computer program means for transferring the identifier 
(UID, Stream Type) over the Socket application pro 
gram interface to uniquely identify Said at least one of 
the particular application and the particular data, which 
application or data is identified by the identifier, in 
order apply the particular QoS to the data being com 
municated over the Sockets connection. 




