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METHODS AND APPARATUSES FOR
USER-VERIFIABLE TRUSTED PATH IN THE
PRESENCE OF MALWARE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority from U.S. Provi-
sional Patent Application No. 61/273,448, filed Aug. 4, 2009,
which is incorporated herein by reference. This application is
related to U. S. non-provisional patent application No.
12/720,008, filed Mar. 9, 2010, U.S. provisional patent appli-
cation No. 61/273,454, filed Aug. 4, 2009, and U. S. patent
application No. 11/545,924, filed Oct. 10, 2006.

STATEMENT REGARDING
FEDERALLY-SPONSORED RESEARCH AND
DEVELOPMENT

[0002] This invention may have been made with govern-
ment support under contracts DAAD19-02-1-0289 and
WO911NF-09-1-0273, both awarded by the ARO. The United
States government may have certain rights in this invention.

FIELD OF THE INVENTION

[0003] The present invention is directed generally to meth-
ods and apparatuses for a user-verifiable trusted path in the
presence of malware and, more particularly, for such methods
and apparatuses for use on untrusted computer platforms.

BACKGROUND OF THE INVENTION

[0004] A fundamental constructin secure computing is that
of a Trusted Path (TP) [37, 38]. In general, a TP is a high-
assurance connection between a computing device and a
human. For example, the human can gain assurance that their
interaction’s with the computer’s interface is connected with
the intended software on the computing device, and not a
malicious look-alike. In contrast, a trusted channel (TC) is an
authenticated, integrity-protected, and encrypted connection
between two computing devices. The traditional notion of a
TP enables a user to communicate from a trusted input device
(e.g., akeyboard) in a direct, unmediated manner with a set of
trusted commands (implemented by a security kernel or a
trusted application). In turn, the trusted commands upon
execution display a distinct prompt on the user’s terminal that
enables the user to verify the activation of the TP. The proto-
typical example of the use of such a TP is for a secure login
application. However, the need for trusted paths is fundamen-
tal to security and arises in many other contexts. For example,
a trusted path is essential to ensure that the web address of a
bank entered by a user is not altered before it reaches the web
browser on the user’s machine, or that the password for the
bank’s web site is not revealed to malware residing on the
user’s machine. Similarly, a trusted path would enable an
application to display its output on a user’s device with the
assurance that its output is not surreptitiously read or modi-
fied by malware. From a user’s perspective, application out-
put via a trusted path would help assure the user that an
application’s output is secret and authentic.

[0005] A trusted path provides certain basic properties:
confidentiality and integrity of exchanged data, authentica-
tion of the entities at the two ends of the path, and timely
execution of commands (a form of availability) over the
trusted path. In addition, a TP should provide three funda-
mental properties: (1) A TP should be extensible. This means
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that a user can add additional trusted commands to the TP and
remove others, depending upon the needs, sensitivity and
integrity requirements of the application area. (2) The TP
should be persistent. This means that the user can be assured
that the trusted path will always exist. In addition, we can
require a stronger property—user-verifiability—that enables
the user to verify that the TP is activated at any point. (3) The
TP should be recoverable after system compromise. This
means that the user can always recover the TP, e.g., by reboo-
ting the security kernel from a trusted source.

[0006] Traditionally, the existence of a TP that satisfied all
of these properties was predicated on (a) the existence of a
penetration-free, security kernel (i.e., non-circumventable,
isolated, and verifiable kernel)—the trusted computing base
(TCB), and (b) an environment free of malicious software and
insiders, who could potentially modify the kernel. The first
commercially available secure Unix-style system providing
trusted paths was designed by Gligor et al. in Secure Xenix in
the 1980’s [20, 22]. In today’s computing environment, how-
ever, neither of these assumptions are reasonable for commer-
cial off-the-shelf operating systems used in large enterprises,
where insider attacks represent a significant security risk.
Furthermore, connecting such systems to the Internet all but
guarantees the presence of malware with full access to all
system code and data. (At present, an unprotected host con-
nected to the Internet is infected within twelve minutes on
average.) Hence, both the persistence of a TP implemented on
such systems and its recoverability would be lost. This obser-
vation leads us to formulate another property that we require
of the system that implements the trusted path: (4) The prop-
erties that are assumed of the trusted path should be formally
verifiable. Otherwise, design and implementation errors
would leave the TP exposed to attacks by malware and mali-
cious insiders.

[0007] Recent TCG proposals [35] that could be used to
establish trusted paths can be broadly classified as static root
of trust and dynamic root of trust for measurement protocols.
Both protocols use a public key cryptosystem to sign and
authenticate system software since system boot/re-boot. The
processor “measures” the booted code by applying a crypto-
graphic hash function to it and then signs the hash with a
hardware-protected private key. A verifying agent can com-
pare the hash to the hash of the expected boot code of which
it has a copy, thereby attesting that the booted code was not
modified. Upon this base, all trusted software can be attested
and thus a user could, in principle, establish and extend the TP
to sensitive, high-value applications such as those dealing
with financial transactions, cryptographic transactions (e.g.,
keying and re-keying local and remote systems and applica-
tions), command and control applications, and on-line foren-
sic applications even in the presence of malware and mali-
cious insiders.

[0008] In the static root of trust for measurement (SRTM)
protocol, all system code starting with BIOS, firmware on the
adapter cards, bootloader, operating system, and ending with
the desired TP application commands is signed and authen-
ticated by the attestation process. Hence, property (4) cannot
be achieved as formal verification of millions of lines of
source code (comprising the SRTM boot sequence) is beyond
the state of the art of current software verification tools. In
contrast, the dynamic root of trust for measurement (DRTM)
protocol [29, 25] addresses this issue by reducing the trusted
base to a manageable size (e.g., the secure loader and selected
parts of the BIOS) that could potentially be amenable to
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formal analysis and verification. However, whether the (1)
trusted extensibility, (2) persistence and user-verifiability,
and (3) recovery properties of a TP can be achieved by the
SRTM and DRTM protocols depends on the strength of the
adversary attacks. We first note that, as stated in the TCG
specification [35], the Trusted Platform Module (TPM) is not
designed to be tamper-proof, i.e. secure against physical
attacks. Furthermore, even if the physical tamper-resistance
of the Trusted Platform Module (TPM), which stores the
private keys used for attestation is assumed, neither the
SRTM nor the DRTM protocols can support properties (1)-
(3) whenever an insider launches a physical attack against a
system—but not against its TPM—Ileft unattended by its
owner.

[0009] An insider who could access both the Low Pin
Count (LPC) bus on a system’s motherboard and the BIOS
code, which includes the TPM driver, could launch a TPM
reset attack [25, 34, 1]. In this attack, the TPM restarts the
SRTM boot sequence by loading the hashes of the correct
BIOS, adapter-card firmware, bootloader and OS, while the
insider-planted, corrupt version of this boot sequence runs.
This attack is practical because an insider could obtain the
hash values of the correct boot sequence, which the TPM will
sign and which would later pass attestation, by passively
monitoring the LPC bus [28] and recording the correct hash
values of a system identical to that being attacked prior to
launching his attack. The correct hash values would be fed to
the TPM by insider-modified BIOS during the SRTM boot
sequence, as illustrated by recently reported TPM reset
attacks [34, 1]. To counter this attack against the SRTM boot
sequence, the DRTM protocol uses a new CPU instruction
that atomically (i.e., uninterruptably) (1) initializes the CPU
to a known trusted state, (2) transfers the code of a secure
loader to the TPM via the LPC bus where it is hashed into one
of its internal registers, and (3) transfers control to the entry
point of the secure loader [2, 24]. The secure loader then
measures relevant portions of the BIOS and starts the secure
boot sequence. The only effect of a TPM reset attack by an
insider would be to restart the secure DRTM boot sequence.
However, the DRTM protocol could be subverted by another,
equally potent insider attack that would not reset the TPM.
Instead, the insider would circumvent the atomicity of the
new CPU instruction by injecting signals into the LPC bus
pretending to originate from that instruction [34, 1]. This
would enable the insider to communicate the hash values of
the correct loader to the TPM while his/her modified loader
would be run. Thus, an insider-planted boot sequence would
initiate the DRTM protocol, pass attestation, and circumvent
the properties of trusted path. In principle, regardless of how
physically tamper resistant a TPM might be, as long as its
LPC bus is exposed to unauthorized outside access, the
DRTM protocols can not be secured without relying on built-
in secrets that may be vulnerable to new attacks.

[0010] More potent, yet non-physical, attacks against the
SRTM or DRTM protocols could be launched by insiders
and/or malware. These attacks would employ side-channel
techniques that would leak the private keys of a tamper-
resistant TPM to an adversary. For example, the timing attack
of Brumley and Boneh against the private RSA key of Open
SSL [5] was recently used in a demonstration attack against
the private RSA key of a TPM [34]. In principle, other side-
channel attacks, for example based on differential power
analysis [27] and fault-injection [4], could be launched
against a tamper-resistant TPM to discover its private or
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secret keys. Not only would such attacks render the trusted
path unusable, but more importantly recovery from such
attacks by a user (viz., property (3) above) could not be
achieved by either the SRTM or the DRTM protocols.
[0011] A particularly problematic case of TP recovery
arises when the TP design is based on a secret (symmetric)
key that is generated by the hardware itself (e.g., using Physi-
cally Uncloneable Functions (PUFs) [19]), or stored on an
EPROM. In this case, the secret key would become perma-
nently attached to the hardware base and could not be
changed. This would violate a fundamental tenet of cryptog-
raphy that shows that no matter how secure a cipher is, keys
must be changed either because their lifetime expires after a
certain amount of use or because inevitable attacks inahostile
environment (e.g., side-channel attacks, such as timing and
differential power analysis attacks) that could lead to full or
partial key discovery must be thwarted. Further, any potential
hardware failure, either random or induced by fault-injection
attacks, which could compromise key integrity would render
the entire system, not just the TP, unrecoverable. We also note
that minor variants of this architecture would not improve the
situation. For example, if the secret key were stored in pro-
grammable registers and would become mutable, access to
the key would have to be controlled and updates would have
to be performed via some form of TP by a trusted party, if not
by the user herself; i.e., the TP could not be bootstrapped
without a TP! A similar bootstrapping problem would appear
when one would attempt to secure the underlying TPM archi-
tecture assumed by the DRTM process by encrypting the
communication on the LPC bus between the CPU and TPM:
a trusted path would be required to set and reset the secret
bus-encryption keys.

[0012] Therefore, thereis aneed for providing trusted paths
that satisfy properties (1)-(4) identified above for commer-
cially available systems including those running the Windows
and Linux operating systems.

[0013] Accordingly, there is a need for establishing a user-
verifiable trusted path in the presence of malware and, more
particularly, for such methods and apparatuses for use on
untrusted computer platforms. Those and other advantages of
the present invention will be described in more detail herein-
below.

BRIEF SUMMARY OF THE INVENTION

[0014] The present invention is generally directed to a sys-
tem for providing trusted paths that satisfy properties (1)-(4)
identified above for commercially available systems includ-
ing those running the Windows and Linux operating systems.
In addition, variations of the present invention may include
embodiments that encompass existing approaches, in particu-
lar, hardware-based approaches to protecting cryptographic
keys and identifying the software loaded on a device pro-
posed by the Trusted Computing Group (TCG) [35].
Although it is not required by the present invention, one
embodiment of the present invention may, unlike the TCG
proposals, use trusted-path establishment protocols that do
not use any stored secrets in either hardware or software,
thereby eliminating a large attack surface and facilitating user
initiated recovery of trusted path after system compromise
(i.e., property (3)). Furthermore, the trusted components of
our protocols are small, enabling the kind of formal analysis
required to satisfy property (4). Below, we outline arguments
indicating why the TCG proposals fail to satisfy all four
desired properties in the face of insider and malware attacks.
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These points are based on recent research [28, 25, 34, 1] and
an ongoing formal study of the TCG architecture and proto-
cols [18]. We then summarize how our approach avoids these
issues and successfully achieves all four properties.

[0015] One distinctive feature of the TP design of the
present invention (described in detail below) is that it can
optionally operate without relying on hardware-protected
secrets anywhere in the system. Hence, our design provides
both an alternate, fundamentally different approach to TP
design and the basis for trusted recovery from secret-key
compromise whenever such keys are used. It enables the
bootstrapping of application-level, user-verified TP, possibly
using hardware-protected secret keys—as suggested by the
TCG proposals—that can be changed in a secure, practical
manner by the user himself/herself and by a trusted third
party. It also enables users to execute off-the-shelf software
(e.g., Windows, Linux, and their applications) that are not
expected to be either malware-free or operate in environments
free of insider attacks.

[0016] The present invention can include or be embodied as
computer-readable instructions such as software, firmware,
hardware, and other embodiments which, when executed by a
processor, causes the processor to perform certain actions
according to the present invention. In one embodiment, the
present invention includes an apparatus including a proces-
sor, memory, an input device, and an output device, and the
memory includes computer-readable instructions which,
when executed, cause the processor to perform the methods
described herein.

[0017] In summary, the present invention has improved
resistance to attacks from the most powerful adversary known
to date. The present invention can be used, for example, in
sensitive and high-value applications, such as command and
control systems, cryptographic transactions, financial trans-
actions, on-line forensic analysis, in the presence of malware
and malicious insider attacks.

[0018] Many other variations are possible with the present
invention, and those and other teachings, variations, and
advantages of the present invention will become apparent
from the description and figures of the invention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

[0019] Embodiments of the present invention will now be
described, by way of example only, with reference to the
accompanying drawings for the purpose of illustrating the
embodiments, and not for purposes of limiting the invention.
[0020] FIG. 1 illustrates one embodiment of a computer
according to the present invention.

[0021] FIG.2illustrates another embodiment of the present
invention in which several computers are connected together
via a network.

[0022] FIG. 3 illustrates one embodiment of a computing
platform that may be created and used with the present inven-
tion.

[0023] FIG. 4 illustrates one embodiment of how the pro-
cessor interacts with the verification device.

[0024] FIGS. 5A and 5B illustrate one embodiment of a
process according to the present invention that is performed
by the processor in the computer.

[0025] FIG. 6 illustrates one embodiment of a process
according to the present invention that is performed by the
verification device after receiving information related to the
select executable from the processor.
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[0026] FIGS. 7-16 illustrate embodiments of methods per-
formed by the present invention.

[0027] FIG. 17 illustrates one embodiment of a basic sys-
tem architecture overview according to one embodiment of
the present invention.

[0028] FIG. 18 illustrates one embodiment of a state
machine of a trusted verifier according to the present inven-
tion.

[0029] FIG. 19 illustrates one embodiment of Trusted Veri-
fier attestation protocol according to the present invention.
[0030] FIG. 20 illustrates one embodiment of the architec-
ture of the trusted application according to the present inven-
tion. E1 and E2 are two executables.

[0031] FIG. 21 illustrates one embodiment of an overview
of the verifiable code execution protocol according to the
present invention. The numbers represent the temporal order-
ing of events

[0032] FIG. 22 illustrates one embodiment of the verifiable
code execution protocol according to the present invention.
The numbering of events is the same as in FIG. 21. V is the
verifier, P the verification function, and E is the target execut-
able.

DETAILED DESCRIPTION OF THE INVENTION

[0033] FIG. 1 illustrates one embodiment of a computer
110 according to the present invention. In that embodiment,
the computer 110 includes a processor 112, memory 114, an
input device 116, an output or display device 118, and a
verification device 120. The processor 112 is connected to the
memory 114, the input device 116, and the output device 118.
The memory 114 includes computer readable instructions,
such as computer hardware, software, firmware, or other
forms of computer-readable instructions which, when
executed by the processor 112, cause the processor 112 to
perform certain functions, as described herein. The computer
110 may also include one or more other devices not shown
herein. Although this embodiment is illustrated with the veri-
fication device 120 as part of the computer 110, the verifica-
tion device 120 may be separate from the computer 110.
[0034] The processor 112 receives input from the input
device 116, provides signals to control the output device 118,
and provides and receives other signals such as, for example,
signals to and from the verification device 120. The processor
112 also performs certain functions, as described herein.
[0035] The memory 114 can be any form of computer-
readable memory, and may store information in magnetic
form, optical form, electrical form, or other forms. The
memory 114 includes computer-readable instructions which,
when executed by the processor 112, cause the processor 112
to perform certain functions, as described herein.

[0036] The memory 114 may have many variations. For
example, the memory 114 may be separate from the processor
112 or the memory 114 may be integrated with the processor
112.

[0037] The memory 114 may also include one memory
device or the memory 114 may include more than one
memory device. For example, the memory 114 may include
one or more memory devices of non-volatile memory and it
may also include one or more memory devices of volatile
memory. For example, the memory 114 may include a storage
media device 130 for long term data storage, such as a mag-
netic disk drive, an optical drive, or flash memory. The
memory 114 may also include RAM 132 or other memory
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devices for other functions. Other combinations and varia-
tions of memory 114 may also be used with the present
invention.

[0038] The input device 116 may be a keyboard, a touch-
screen, a computer mouse, or other forms of inputting infor-
mation from a user. The input device 116 may also be used for
inputting information from a source other than a human user,
such as a data port for receiving input from another computer.
[0039] The output device 118 may be a video display or
other forms of outputting information to a user. The output
device 118 may also be video device, audio device, a printer,
or other devices such as, for example, lights, speakers, or
other forms of output that can be used to convey information
to, or to get the attention of, a user. The output device 118 may
also be used for outputting information to something other
than a human user, such as a data port.

[0040] The input 116 and output 118 devices will some-
times be referred to as a user interface 150. The user interface
150 may include both the input 116 and output 118 devices, or
the user interface 150 may contain only one of the input 116
and output 118 devices. The present invention may also
include one or more trusted channels 152. In some embodi-
ments the trusted channel 152 exists between the user inter-
face 150 and the processor 112. In other embodiments, the
trusted channel 152 may extend between the processor and
the user interface 150, passing through other system compo-
nents that interconnect the processor 112 and the user inter-
face 150. Such components may include busses, intercon-
nects, memory controller hubs, input-output controller hubs,
and other components. In some embodiments, these other
components may be critical to the trustworthiness of the
channel. In other embodiments, the behavior of these com-
ponents may not affect the channel. Other configurations are
also possible.

[0041] The verification device 120 includes a processor 122
and memory 124. The verification device 120 may also
include aninput device 126 and an output device 128. In some
embodiments, the verification device 120 will be relatively
small for reasons described herein. For example, keeping the
verification device 120 small and simple can offer advantages
for the security offered by the device 120. Also, if the verifi-
cation device 120 is removable from the computer 110 and
meant to be portable with a user, then a relatively small size is
advantageous. However, a small size is not required and it is
possible for the verification device 120 to be larger and to
include other features and functions, particularly if the veri-
fication device 120 is integrated into the computer or if the
verification device 120 is not meant to be portable with the
user. In the case of a removable verification device 120, it may
also include a communications interface 140 so that the veri-
fication device 120 is not permanently attached to the com-
puter 110. The interface 140 may be, for example, a USB port,
an infrared transmitter/receiver or other communications
interfaces that allow the verification device 120 to be con-
nected and disconnected by the user. In those embodiments,
the computer 110 will also have a communications interface
140 that is complimentary to the communications interface
140 of the verification device 120.

[0042] The verification device 120 may be integrated with
the other parts of the computer 110, or the verification device
120 may be removable and portable by auser. In one embodi-
ment, the verification device 120 plugs into a port of the
computer, such as a USB port or any other port that may be
part of a computer and accessible by a user.
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[0043] The verification device 120 includes information or
policies about other parts of the computer 110. For example,
the verification device 120 may include policies about the
secure executable 312 (see FIG. 3) and the hypervisor 316
(see FIG. 3), as well as other information. The verification
device may include a policy for each executable, or it may
include policies that are shared by more than one executable.
For example, the policies may include known good identity
measurements for the select executable 312, the hypervisor
316, and other parts of the computer 110. Identity measure-
ments for an executable may be cryptographic hashes com-
puted over those executables, or they may include digital
signatures, or they may take other forms.

[0044] The policies may also include a list of trusted end-
points on a network 210 (see FIG. 2) for executables that have
a network interface or which otherwise have access to a
network 210. The verification device 120 may, for example,
include a single list of trusted endpoints on the network 210,
or it may include a list of trusted endpoints for each execut-
able, or it may include multiple lists of trusted endpoints,
some of which are unique to a particular executable and some
of which are shared by more than one executable. Each policy
may apply to a different executable or some policies may be
shared by more than one executable.

[0045] The policies may also identify other executables
with which a particular executable may share information or
otherwise communicate. For example, there may be a policy
for a select executable 312 identifying the other executables
with which the select executable 312 may share information.

[0046] The verification device 120 may or may not permit
policies or other information to be added, deleted, or modi-
fied. For example, in one embodiment the verification device
120 allows updates to be made to trusted endpoints on a
network 210. In another embodiment, the verification device
120 is read-only in order to reduce the risk of the verification
device 120 being compromised.

[0047] The verification device 120 is connected to the pro-
cessor 112. This does not necessarily mean that the verifica-
tion device 120 is integrated with or physically attached to the
processor 112, but rather that there is a direct or indirect
communication link between the verification device 120 and
the processor 112 in order to perform the methods described
herein.

[0048] The processor 122 in the verification device 120
performs certain functions, as described herein. The proces-
sor 122 in the verification device 120 is connected to and
communicates with the processor 112.

[0049] The memory 124 in the verification device can be
any form of computer-readable memory, and may store infor-
mation in magnetic form, optical form, electrical form, or
other forms. The memory 124 may have many variations,
such as those described above with regard to memory 114.
For example, the memory 124 in the verification device may
be separate from the processor 122 in the verification device,
or the memory 124 in the verification device may be inte-
grated with the processor 122 in the verification device. The
memory 124 in the verification device may also include more
than one memory device, which may be integrated with the
processor 122 in the verification device, separate from the
processor 122 in the verification device, or both. Other varia-
tions are also possible.

[0050] The memory 124 includes computer readable
instructions which, when executed by the processor 122 in the



US 2012/0198514 A1

verification device, cause the processor 122 in the verification
device to perform certain functions, as described herein.
[0051] Theinput device 126 and the output device 128 may
be the same or different than the input 116 and output 118
devices of the computer 110. For example, the verification
device 120 may be a relatively small device and, as a result,
the input 126 and output 128 devices may be correspondingly
small and simplified. For example, rather than a keyboard or
a computer mouse, the input device 126 may include one or
more buttons or switches for input from a user, such as an
analog switch or a multi-position knob. Similarly, rather than
a full video display, the output device 128 may include one or
more lights, buzzer or other device to provide feedback to the
user. Alternatively, the verification device 120 may also have
larger and/or more complex input 126 and output 128 devices.
In one embodiment, the verification device 120 may include
“soft keys” and an electronic display, such as may be used
with a PDA or smart phone. In other embodiments, the veri-
fication device 120 may include a combination of soft keys
and physical buttons or switches. Other variations are also
possible.

[0052] Many variations are possible with the computer 110
according to the present invention. For example, more than
one processor 112, memory 114, input device 116, output
device 118, and verification device 120 (as well more than
one of each component in the verification device 120), may be
present in or with the computer 110. In addition, devices not
shown in FIG. 1 may also be included in the computer 110,
and devices shown in FIG. 1 may be combined or integrated
together into a single device, or in some cases omitted. Simi-
lar variations and modifications are also possible with other
embodiments described and illustrated herein.

[0053] The present invention may be embodied in many
forms. For example, the present invention may be an embed-
ded system such as software on a chip. In another embodi-
ment, the present invention may be embodied as one or more
devices located in one or more parts of the invention illus-
trated in FIG. 1. For example, the present invention may be
embodied as computer-readable instructions (e. g, software
on a chip, software in a portable or integrated memory device,
hard-wired instructions embodied in a hardware device, or
other variations). In another embodiment, the present inven-
tion may be embodied as one or more discrete computers. The
present invention may also be embodied as computer-read-
able instructions (e.g., computer software, firmware, or hard-
ware). The computer-readable instructions may be stored in
memory devices which may be integrated or embedded into
another device, or which may be removable and portable.
Other variations and embodiments are also possible.

[0054] FIG. 2 illustrates another embodiment of the present
invention in which several computers 110 are connected
together via a network 210. The network 210 provides a
connection between the several computers 110. The comput-
ers 110 may be referred to as “endpoints” on the network 210.
In other words, from the perspective of one of the computers
110 on the network 210, the other computers 110 are end-
points on the network 210 with which a network connection
can be made.

[0055] The network 210 may be, for example, the Internet,
a local area network, a wide area network, a metro area
network, or other types of networks. The network 210 may be
a wired network (such as an electrical network or an optical
network), a wireless network, or a combination of different
kinds of networks.
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[0056] As described above, the present invention may be
embodied as software, hardware, firmware, or in other forms.
The present invention may, for example, be embodied in some
or in all of the computers 110 in the network 210. For
example, only one computer 110 may include a verification
device 120, while the other computers 110 on the network 210
may operate without verification devices 120. In other
embodiments, several or all of the computers 110 may include
verification devices 120. In other embodiments, the network
210 itself may include one or more parts embodying the
present invention, including verification devices 120.

[0057] FIG. 3 illustrates one embodiment of a computing
platform 310 that may be created and used with the present
invention. The computing platform 310 may be created, for
example, when the computer-readable instructions in the
memory 114 of the computer 110, when executed by the
processor 112, cause the processor 112 to create the comput-
ing platform 310.

[0058] In the illustrated embodiment, the computing plat-
form 310 includes a trusted executable, a driver shim 314, and
a hypervisor 316. The computing platform 310 may also
include one or more network interfaces 320 and one or more
untrusted executables 330. The user interface 150, the trusted
executable 312, the driver shim 314, the hypervisor 316, and
the untrusted executable 330 may each have one or more
characteristics, such as a privilege level, an identity, and other
characteristics.

[0059] The trusted executable 312 is an executable that is
assumed uncorrupted and safe to execute. The trusted execut-
able 312 may be, for example, an application which is used
for secure financial transactions, or for exchanging personal
and sensitive information with a healthcare provider, or infor-
mation or some other application that is trusted by the user.
[0060] The untrusted executable 330, in contrast, is an
executable which is not trusted or assumed to be secure or free
from undesirable conditions such as infection by malware.
[0061] The hypervisor 316 has access to both the trusted
executable 312 and the untrusted executable 330 and controls
information and access available to trusted executable 312
and the untrusted executable 330. The hypervisor 316 can
also perform other tasks such as, for example, partitioning
memory 114. In one embodiment, the hypervisor 316 parti-
tions a unique portion of the memory 114 for the exclusive use
of the trusted executable 312, partitions a unique portion of
the memory 114 for the exclusive use of the untrusted execut-
able 330, and partitions a unique portion of the memory 114
for the exclusive use of the hypervisor 316. Many other
embodiments are also possible, such as partitioning memory
114 for more than one trusted executable 312, more than one
untrusted executable 330, and more than one hypervisor 316.
The unique portions of memory 114 may be different parts of
the same memory device or it may be parts of different
memory devices, or combinations thereof. Furthermore, the
hypervisor 316 may also partition memory for shared use by
those devices, and the hypervisor 316 may partition memory
for exclusive or shared use by other parts of the computer 110.
[0062] The network interface 320 provides a connection to
the network 210. In some embodiments, the physical network
interface 320 may be located in the verification device 120.
This is advantageous because it allows the hypervisor 316 to
control access to the network interface 320. In other embodi-
ments, the network interface 320 may be located outside of
the verification device 120, such as in another part of the
computer. As in the case of the network interface 320 being
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located in the verification device 120, this embodiment may
also allow the hypervisor 316 to control access to the network
interface 320.

[0063] The computing platform 310 may take many forms.
For example, the computing platform 310 may include one or
more trusted executables 312, one or more untrusted
executables 330, one or more drive shims 314, and one or
more hypervisors 316. Furthermore, the computing platform
310 may include other features not illustrated herein.

[0064] FIG. 4 illustrates one embodiment of how the pro-
cessor 112 interacts with the verification device 120 to estab-
lish a trusted path according to one embodiment of the present
invention. In the illustrated embodiment, the process repre-
sents a situation in which there is first a request to execute the
trusted executable 312. This process of establishing a trusted
path may include the steps of authenticating a secure connec-
tion.

[0065] FIG. 5A illustrates one embodiment of a process
according to the present invention that is performed by the
processor 112 after the processor 112 receives a signal indi-
cating a request to execute the trusted executable 312. A
request to execute the trusted executable 312 may be received
immediately after creating the computing platform 310, or the
request may be received at a later time after the processor 112
has perform other tasks, such as executing one or more
untrusted executables 330. After receiving the request, the
processor 112 sends certain information related to the trusted
executable 312 to the verification device 120.

[0066] FIG. 6 illustrates one embodiment of a process
according to the present invention that is performed by the
verification device 120 after receiving information related to
the trusted executable 312 from the processor 112. The veri-
fication device 120 determines whether the trusted executable
312 should be executed and sends a signal back to the pro-
cessor 112.

[0067] FIG. 5B illustrates one embodiment of a process
according to the present invention that is performed by the
processor 112 after receiving the signal from the verification
device 120.

[0068] Each of FIGS. 5A, 5B, and 6 will now be described
in more detail.
[0069] FIGS. 5A and 5B illustrate one embodiment of

another method performed by the processor 112. The method
may be performed after the computing platform 310 is cre-
ated and when a user wants to execute the trusted executable
312. The method may be performed, for example, when the
computer-readable instructions in the memory 114 of the
processor 112, when executed by the processor 112, cause the
processor 112 to perform the following steps.

[0070] Step 510 includes receiving a signal indicative of a
request to execute the trusted executable 312. The signal may
be initiated by a human user, or it may be initiated by some
other part of the computer 110 or by another computer.
[0071] Step 512 includes authenticating a secure connec-
tion between the hypervisor 316 and the verification device
120. This step is performed after receiving the signal indica-
tive of the request to execute the select executable 312.
[0072] Step 514 includes measuring the identity of at least
a portion of the hypervisor 316. This step may measure the
identity of the entire hypervisor 316 or it may measure the
identity of less than all of the hypervisor 316. This measure-
ment may be made when the hypervisor 316 is in a known
state. This measurement of the hypervisor 316 can be used to
determine if the hypervisor 316 is in a proper state or if it has
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been modified or otherwise compromised. For example, if
malware has infected the hypervisor 316, the measurement of
the identity of the hypervisor 316 will be different than the
measurement of the uninfected hypervisor 316.

[0073] Step 516 includes sending the measurement of the
identity of the hypervisor 316 to the verification device 120
wherein it will be compared with a policy stored in the veri-
fication device 120. Alternatively, this comparison can be
performed by the processor 112, although the verification
device 120 may be more secure than the processor 112 and,
therefore, the use of the verification device 120 may be pre-
ferred.

[0074] Step 518 includes measuring the identity of at least
a portion of the driver shim 314.

[0075] Step 520 includes sending the measurement of the
identity of the driver shim to the verification device 120
wherein it will be compared with a policy stored in the veri-
fication device 120. Alternatively, this comparison can be
performed by the processor 112, although the verification
device 120 may be more secure than the processor 112 and,
therefore, the use of the verification device 120 may be pre-
ferred.

[0076] Step 522 includes measuring the identity of at least
a portion of the user interface 150.

[0077] Step 524 includes comparing the measurement of
the identity of the user interface 150 with a policy for the user
interface 150. This step may be performed by the processor
112 or it may be performed in the verification device 120.
[0078] The steps performed by the verification device 120
after receiving the measurements are described below with
reference to FIG. 6.

[0079] Step 526 includes receiving a signal from the veri-
fication device 120 indicative of whether the trusted path 152
has been established. If the trusted path 152 has been estab-
lished, the process proceeds to step 520. If the trusted path has
not been established, the process does not proceed to step 520.
[0080] Step528includes executing the trusted executable if
the signal from the verification device 120 indicates that the
trusted path has been established. This step 528 may also
require additional conditions to be satisfied before executing
the trusted executable 312.

[0081] If, however, the signal from the verification device
120 indicates that the trusted executable 312 should not be
executed, then step 528 may not be executed. For example,
the computer 110 may include a default in which the trusted
executable 312 is never executed in these circumstances.
Alternatively, the computer 110 may include an override such
as, for example, if the user provides additional input to
execute the trusted executable 312 (even after the user
receives a signal indicating that the measurement of the
trusted executable 312 received by the verification device 120
does not corresponds with the policy stored in the verification
device 120). This input from the user may be provided, for
example, through an input on the verification device 120 as
described below with regard to FIG. 6.

[0082] Steps 512-524 are performed after step 510, receiv-
ing the signal indicative of the request to execute the trusted
executable 312. Recent measurements are desirable in order
to avoid a situation in which the select executable 312 is
compromised after measurement and before execution. These
steps are also performed without rebooting the computer 110.
This is important because rebooting the computer 110 is time
consuming and it is desirable to reduce the time that the user
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is required to wait. However, the present invention can be
used in different embodiments, such as where the computer
110 is rebooted.

[0083] FIG. 6 illustrates one embodiment of a method per-
formed by the processor 122 of the verification device 120.
The method may be performed after steps 514 and 518 of FIG.
5A to verify that the select executable 312 is still secure and
not compromised. The method may be performed, for
example, when the computer-readable instructions in the
memory 124 ofthe verification device 120, when executed by
the processor 122 in the verification device 120, cause the
processor 122 in the verification device 120 to perform the
following steps.

[0084] Step 610 includes receiving the measurement of the
hypervisor 316 from the processor 112 in the computer 110.
The measurement and the sending of the measurement are
described above in FIG. 5A.

[0085] Step 612 includes comparing the policy stored in the
verification device 120 with the measurement of the hypervi-
sor 316 received by the verification device 120. This step
compares the measured value of the hypervisor 316 with the
known value stored as a policy in the verification device 120
and determines whether the measurement of the hypervisor
316 received by the verification device 120 corresponds with
the policy stored in the verification device 120.

[0086] Steps 614 and 616 are analogous to steps 610 and
612 except that they apply to the driver shim 314.

[0087] Step 618 includes providing a human-perceptible
indication of whether the measurements of the hypervisor
316 and the driver shim 314 received by the verification
device 120 corresponds with the corresponding policies
stored in the verification device 120. In other embodiments
this step may be or may also include providing a human-
perceptible indication the status of each of the hypervisor 316
and the driver shim 314.

[0088] Step 620 includes receiving an input from a user
indicative of confirmation to execute the trusted executable
312. The human confirmation in this step may be confirma-
tion to execute the trusted executable 312 after it is deter-
mined that the measurements of the hypervisor 316 and the
driver shim 314 received by the verification device 120 cor-
responds with the policies stored in the verification device
120. Alternatively, the human confirmation in this step may
be confirmation to override a situation in which the measure-
ments of the hypervisor 316 and the driver shim 314 received
by the verification device 120 does not corresponds with the
policies stored in the verification device 120, but in which the
user still wants to execute the trusted executable 312 despite
the potential problems. This step may also be omitted in some
embodiments. For example, the present invention may not
require input from the user in certain situations, such as when
the policy stored in the verification device 120 corresponds
with the measurements of the identity of the hypervisor 316
and the driver shim 314 that was received by the verification
device 120. In another embodiment, the present invention
may provide a warning but not require user input before
executing the trusted executable 312, even if the hypervisor
316 and the driver shim 314 appear to be compromised.
[0089] Step 622 includes sending a signal to the processor
112 indicative of whether to execute the trusted executable
312. The signal to execute the trusted executable 312 may be
based on whether the measurements of the hypervisor 316
and the driver shim 314 received by the verification device
120 corresponds with the policies stored in the verification
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device 120. Alternatively, the signal to execute the trusted
executable 312 may be based on the confirmation from the
user in step 620.

[0090] Steps 512, 514, 516, 518, 520, 522, 524, 610, 612,
614, and 616 are performed after step 510, receiving the
signal indicative of the request to execute the trusted execut-
able 312. A recent measurement of the trusted executable 312
is desirable in order to avoid a situation in which the trusted
executable 312 is compromised after measurement and
before execution (a time-of-check, time-of-use vulnerabil-
ity). These steps are also performed without rebooting the
computer 110. This is important because rebooting the com-
puter 110 is time consuming and it is desirable to reduce the
time that the user is required to wait. However, the present
invention can be used in different embodiments, such as
where the computer 110 is rebooted.

[0091] The order of the steps do not need to be exactly as
illustrated herein. For example, although steps 610 and 612
areillustrated as being performed before steps 614 and 616, in
other embodiments steps 610 and 612 may be performed after
steps 614 and 616. Other variations are also possible with the
process described in FIGS. 5 and 6.

[0092] FIG. 7 illustrates one embodiment of a method of
the present invention for establishing a trusted path 152
between a user interface 150 and a trusted executable 312,
wherein the trusted path 152 includes a hypervisor 316 and a
driver shim 314.

[0093] Step 710 includes measuring the identity of the
hypervisor 316. This step may include attesting the measure-
ment of the identity of the hypervisor 316. Furthermore,
attesting the measurement of the identity of the hypervisor
316 may include software-based attestation.

[0094] Step 712 includes comparing the measurement of
the identity of the hypervisor 316 with a policy for the hyper-
visor.

[0095] Step 714 includes measuring an identity of the
driver shim 314. This step may include attesting the measure-
ment of the identity of the driver shim 314. Furthermore,
attesting the measurement of the identity of the driver shim
314 may include software-based attestation.

[0096] Step 716 includes comparing the measurement of
the identity of the driver shim 314 with a policy for the driver
shim 314.

[0097] Step 718 includes measuring an identity of the user
interface 150. This step may include attesting the measure-
ment of the identity of the user interface 150. Furthermore,
attesting the measurement of the identity of the user interface
150 may include software-based attestation.

[0098] Step 720 includes comparing the measurement of
the identity of the user interface 150 with a policy for the user
interface.

[0099] Step 722 includes providing a human-perceptible
indication of whether the identity of the hypervisor 316, the
identity of the driver shim 314, and the identity of the user
interface 150 correspond with the policy for the hypervisor
316, the policy for the driver shim 314, and the policy for the
user interface 150, respectively.

[0100] Step 722 may include providing a single human-
perceptible indication, or it may include providing two or
more human-perceptible indications. In one embodiment,
step 722 includes: providing a first human-perceptible indi-
cation when all of the identity of the hypervisor 316, the
identity of the driver shim 314, and the identity of the user
interface 150 correspond with the policy for the hypervisor
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316, the policy for the driver shim 314, and the policy for the
user interface 150, respectively; and providing a second
human-perceptible indication when at least one of the identity
of'the hypervisor 316, the identity of the driver shim 314, and
the identity of the user interface 150 does not correspond with
the policy for the hypervisor 316, the policy for the driver
shim 314, and the policy for the user interface 150, respec-
tively; and wherein the first human-perceptible indication is
different than the second human-perceptible indication.

[0101] Step 724 includes executing the trusted executable
312.
[0102] Many other variations are also possible with the

present invention. For example, in one embodiment the policy
for the hypervisor 316 and the policy for the driver shim 314
is stored in a component that is not part of the trusted path 152
between the user interface 150 and the trusted executable 312.
[0103] In another embodiment, the hypervisor 316 and the
driver shim 314 are implemented in a computer 110, and the
policy for the hypervisor 316 and the policy for the driver
shim 314 are stored in a device separate from the computer
110 in which the hypervisor 316 and the driver shim 314 are
implemented.

[0104] Inanotherembodiment, the policy for the user inter-
face 150 is stored in the driver shim 314.

[0105] FIG. 8 illustrates another embodiment of the inven-
tion in which additional steps are performed between steps
720 and 722 of FIG. 7.

[0106] Step 810 includes measuring an identity of the
trusted executable 312. Variations are possible with this step.
[0107] Step 812 includes comparing the measurement of
the identity of the trusted executable 312 with a policy for the
trusted executable 312.

[0108] Variations are possible with the present invention. In
particular, the order in which the methods are performed can
be modified. For example, as mentioned above, step 714
(measuring the identity of the driver shim) and step 716
(comparing the measurement of the identity of the driver
shim) may be performed after step 710 (measuring the iden-
tity of the hypervisor) and after step 712 (comparing the
measurement of the identity of the hypervisor). Also, with
reference to FIG. 8, step 810 (measuring the identity of the
trusted executable) and step 812 (comparing the measure-
ment of the identity of the trusted executable) may be per-
formed after step 714 (measuring the identity of the driver
shim) and after step 716 (comparing the measurement of the
identity of the driver shim). Other variations are also possible.
[0109] FIG. 9 illustrates another embodiment of the inven-
tion in which additional steps are performed between steps
720 and 722 of FIG. 7.

[0110] Step 910 includes measuring an identity of an addi-
tional component in the trusted path 152 between the user
interface 150 and the hypervisor 316. The additional compo-
nent between the user interface 150 and the hypervisor 316
may be, for example, a memory controller hub, an input/
output controller hub, graphics controller, USB controller,
dedicated keyboard controller, or the bus involved between
the user interface 150 and the hypervisor 316 (e.g., a PCle
bus).

[0111] Step 912 includes comparing the measurement of
the identity of the additional component in the trusted path
152 between the user interface 150 and the hypervisor 316
with a policy for the component. The policy for the additional
component may be stored, for example, in a component that
is not part of the trusted path 152 between the user interface

Page 31 of 43

Aug. 2,2012

150 and the trusted executable 312. For example, the addi-
tional component may be implemented in a computer 110 and
the policy for the additional component may be stored in a
device separate from the computer 110 in which the addi-
tional component is implemented

[0112] Other variations and modification are also possible.
[0113] FIG. 10 illustrates another embodiment of the
present invention in which step 722 includes providing both a
first and a second human-perceptible indication. In this
embodiment, step 1010 is performed after providing the sec-
ond human-perceptible indication and when at least one of
the identity of the hypervisor, the identity of the driver shim,
and the identity of the user interface does not correspond with
the policy for the hypervisor, the policy for the driver shim,
and the policy for the user interface, respectively.

[0114] Step 1010 includes restoring at least one of the
hypervisor 316, the driver shim 314, and the user interface
150 to a known-good state.

[0115] FIG. 11 illustrates another embodiment of the
present invention in which additional steps are performed
after step 722.

[0116] Step 1110 includes determining that the identity of
the hypervisor 316 corresponds with the policy for the hyper-
visor 316.

[0117] Step 1112 includes determining whether the iden-
tity of the driver shim 314 corresponds with the policy for the
driver shim 314. This step is performed after determining that
the identity of the hypervisor 316 corresponds with the policy
for the hypervisor 316.

[0118] Step 1114 includes restoring the driver shim 314 to
a known-good state if the identity of the driver shim 314 does
not correspond with the policy for the driver shim 314.
[0119] Step 1116 includes determining whether the iden-
tity of the user interface 150 corresponds with the policy for
the user interface 150. This step is performed after restoring
the driver shim 314 to a known-good state if the identity ofthe
driver shim 314 does not correspond with the policy for the
driver shim 314.

[0120] Step 1118 includes restoring the user interface 150
to a known-good state if the identity of the user interface 150
does not correspond with the policy for the user interface 150.
[0121] These steps are preferably performed in a strict
order. In particular, the driver shim 314 is verified before the
user interface 150. If the driver shim 314 is bad, then the user
interface 150 is also assumed to be bad. The driver shim 314
is fixed before the user interface 150. Stated another way,
according to one embodiment of the present invention the
identity of the user interface 150 is assumed to not correspond
with a policy for the user interface 150 if the identity of the
driver shim 314 does not correspond with the policy for the
driver shim 314.

[0122] FIG. 12 illustrates another embodiment of the
present invention. This embodiment includes additional steps
after step 1010.

[0123] Step 1210 includes measuring the identity of at least
one of the hypervisor 316, the driver shim 314, and the user
interface 150 that was restored to a known-good state.
[0124] Step 1212 includes comparing the measurement of
the identity of at least one of the hypervisor 316, the driver
shim 314, and the user interface 150 that was restored to a
known-good state with a corresponding policy for the at least
one of the hypervisor 316, the driver shim 314, and the user
interface 150.
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[0125] FIG. 13 illustrates another embodiment of the
present invention. This embodiment includes additional steps
after step 712

[0126] Step 1310 includes determining that the identity of
the hypervisor 316 corresponds with the policy for the hyper-
visor 316.

[0127] Step 1312 includes determining that a TPM device
has been compromised.

[0128] Step 1314 includes reverting the TPM device to a
known good state. This step may be implemented, for
example, by the hypervisor 316 sending appropriate instruc-
tions to the TPM device instructing the TPM device to revert
to a known good state.

[0129] Step 1316 includes destroying the existing keys in
the TPM device. This step may be implemented, for example,
by the hypervisor 316 sending appropriate instructions to the
TPM device.

[0130] Step 1318 includes creating new keys in the TPM
device. This step may be implemented, for example, by the
hypervisor 316 sending appropriate instructions to the TPM
device.

[0131] FIG. 14 illustrates another embodiment of the
present invention in which the trusted path 152 includes a
trusted shell.

[0132] Step 1410 includes measuring an identity of the
trusted shell.
[0133] Step 1412 includes comparing the measurement of

the identity of the trusted shell with a policy for the trusted
shell. The policy for the trusted shell may be stored outside of
the trusted path 152. For example, the trusted shell may be
implemented in a computer 110, and the policy for the trusted
shell may be stored in a device separate from the computer
110 in which the trusted shell is implemented.

[0134] FIG. 15 illustrates another embodiment of the
present invention in which additional steps are performed
after step 724.

[0135] Step 1510 includes pausing the execution of the
trusted executable 312.

[0136] Step 1512 includes providing a human-perceptible
indication that the trusted executable 312 is paused.

[0137] FIG. 16 illustrates another embodiment of the
present invention in which additional steps are performed
between steps 722 and 724.

[0138] Step 1610 includes receiving an input from a human
user indicative of confirmation to execute the trusted execut-
able 312.

[0139] 1 Exemplary Embodiments.
[0140] 1.1 Overview
[0141] The present invention will now be described in

terms of several specific embodiments. These embodiments
are illustrative of the present invention, but the present inven-
tion is not limited to the specific embodiments illustrated and
described herein.

[0142] 1.2 Architecture Overview

[0143] This section includes an overview of one embodi-
ment of the architecture of the present invention (see FIG. 17).
Since an important goal is to build a usable system, we first
describe the steps that a user has to go through to set up a
secure environment—the user experience. We then present
the system components and operation, listing the steps that
the system goes through to establish a secure environment. In
the next section, we present details of the technical approach.
[0144] User Experience. From a user’s perspective, estab-
lishing a secure environment with trusted path for inputs and
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outputs proceeds as follows. By pressing a button on a Trusted
Verifier device 120 (which connects to the PC, for example,
via a USB interface and may be similar in size to a USB
memory stick), the user can launch the secure environment
that provides a trusted path 152 for inputs from the standard
keyboard 116, and a trusted path for output on the standard
display 118. If the secure environment is successfully estab-
lished (which the Trusted Verifier 120 can check), the user
may be alerted with, for example, a green LED lighting up on
the device 120 and a brief “OK” beep emitted by a buzzer. If
malware interferes with the establishment of the secure envi-
ronment, the Trusted Verifier 120 will detect it and may, for
example, light up a red LED on the device 120 and sound an
alarm, alerting the user not to type any secrets into the key-
board 116 and not to trust anything appearing on the display
118.

[0145] System Components

[0146] The major components of the architecture, depicted
in FIG. 17, include the Trusted Verifier 120 (referred to above
as a Verification Device), TrustVisor 316 (referred to above as
a hypervisor), and Trusted Application.

[0147] Trusted Verifier 120. To achieve user-verifiable
trusted paths in the presence of malware on standard PCs (the
computer 110 will sometimes be referred to as a “PC”), we
need an initial trusted entity. We propose a minimal additional
device for this purpose that users can carry with them, which
we call the Trusted Verifier. The Trusted Verifier may be a
small device, similar to a USB memory stick, that connects to
the PC via a USB interface and has minimal user /O capa-
bility such as a multi-color LED, a buzzer, and a button. The
Trusted Verifier provides minimal computation capabilities,
sufficient for performing cryptographic operations during the
verification of the PC environment.

[0148] TrustVisor 316. TrustVisor is a core component of
the system, implementing hypervisor functionality to execute
a legacy OS, as well as providing the ability to execute stan-
dalone applications in strong isolation from the untrusted
components in the legacy OS.

[0149] TrustVisor also provides the trusted paths for input
and output from the keyboard 116 to the trusted application
312, and from the trusted application 312 to the display 118.
TrustVisor is further equipped with a verification function,
which enables the Trusted Verifier 120 to check the correct-
ness of the operation of TrustVisor 316.

[0150] Trusted Application. The Trusted Application is
composed of a Driver Shim 314 and a

[0151] Trusted Shell 1710 to run an Executable 312 in an
isolated execution environment, which is protected by
TrustVisor 316 from any malware within the legacy OS 1712
space. (Section 1.3.3 provides more details on these compo-
nents.) As FIG. 17 depicts, TrustVisor 316 provides trusted
1/O to the trusted application space, via a driver in the Driver
Shim 314. In one embodiment we plan to build two trusted
executables 312 (denoted E in FIG. 17). The first will leverage
the trusted path 152 to support secure disk encryption while
the second will provide a mechanism for rekeying the
endorsement key on a TPM chip in a trustworthy manner.
Section 1.4 provides more details.

[0152] System Operation

[0153] The present invention will sometimes be referenced
in terms of a system, which usually means the computer 110
and the verification device 120, which may or may not be
integrated together. To illustrate the operation of the system,
we now present the life cycle of one possible instantiation of
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the system. The scenario we consider is one in which the
system is set up to establish a trusted environment with a
Trusted Shell 1710 as the application, once the user presses
the button on the Trusted Verifier 120 device.

[0154] In this example, we assume that the boot process of
the PC is set up to load TrustVisor 316 first, which then loads
and executes the legacy OS 1712. From a user’s perspective,
the system is indistinguishable from a legacy system at this
stage. The user now connects her Trusted Verifier 120 device
to the USB interface of the PC. To launch the Trusted Shell
1710, she presses the button on the Trusted Verifier 120. The
Trusted Verifier 120 device first verifies the code and execu-
tion integrity of the TrustVisor 316, i.e., it checks that the
expected TrustVisor 316 code is running and not a version
possibly modified by malware or a malicious insider. For this
purpose, the Trusted Verifier 120 and TrustVisor 316 engage
in a software-based attestation protocol that we describe in
more detail in Section 1.3.4. Other attestation protocols are
also possible. A hardware-based attestation protocol could
also be used. If the verification succeeds, the Trusted Verifier
120 lights up a green LED and sounds a “Success” beep;
otherwise, it lights up a red LED and sounds an alarm.
[0155] To establish the trusted paths 152 for input and
output, the TrustVisor 316 needs to clear the keyboard and
display controllers from any potentially harmful configura-
tions or code residues that may interfere with the trusted paths
152. For example, the keyboard could contain key re-map-
pings, or the display may be configured with a resolution such
that the Trusted Shell 1710 would write outside the visible
area. Hence, TrustVisor 316 resets all state and code associ-
ated with the keyboard 116 and display 118. TrustVisor 316
then loads the Trusted Shell 1710, verifies the code integrity
by comparing the hash of the Trusted Shell 1710 to a known-
good value, and starts executing it.

[0156] Note that if the system is compromised, TrustVisor
316 by itself cannot detect the intrusion and block execution.
To illustrate this, consider a malicious insider that altered the
TrustVisor code on the hard disk to tamper with the trusted
paths 152. In this case, however, the

[0157] Trusted Verifier 120 will detect the alteration and
sound an alarm. The user is thus alerted to refrain from enter-
ing sensitive information.

[0158] 1.3 Technical Approach Details

[0159] Aswediscussin Section 1.2, this embodiment of the
present invention includes three major components: a Trusted
Verifier device 120, a secure hypervisor called TrustVisor
316, and the software-based attestation component. We now
discuss each component in turn. FIG. 17 depicts a high-level
overview of the system.

[0160] 1.3.1 Trusted Verifier Device

[0161] The Trusted Verifier 120 device forms the root of
trust for the user. The Trusted Verifier 120 may be such that
the user can trust its correct operation. More specifically,
according to one embodiment, the requirements of the
Trusted Verifier 316 device are:

[0162] Correct operation: We need to ensure that the soft-
ware executing on the Trusted Verifier 316 provides very high
robustness against compromise. We plan to formally verify
all software that will execute on the Trusted Verifier 316 (see
Section 1.4.3).

[0163] Minimal input capabilities: The device 120 will
have at least one button that the user can use to launch the
trusted environment.
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[0164] Minimal output capabilities: The device should
have output capabilities to indicate different states. For
example, an orange light would indicate that the trusted envi-
ronment is not running, a green light would indicate that the
trusted environment is running correctly, and a red light with
an alarm beep would indicate that trusted environment is not
running correctly or setup has failed.

[0165] The Trusted Verifier device 316 may include three
LEDs (orange, green and red), one buzzer and one button. The
LEDs will indicate the verification status of the system, the
buzzer will provide acoustic feedback (an alarm sounds if the
verification fails), and the button will be used to start the
verification process. The LPC 2148 development board may
be used as the hardware platform, which is a popular solution
for developing USB peripherals. The Trusted

[0166] Verifier 120 may be based on a LPC 214x USB
stack, a USB core stack handling the hardware interface and
USB enumeration/configuration for the built-in USB device
of LPC 214x microcontrollers.

[0167] The Trusted Verifier device 316 may communicate
with the PC via a USB link, as FIG. 17 indicates. In one
embodiment the present invention will include a small stan-
dalone

[0168] USB host controller device driver that will be inte-
grated with TrustVisor 316. This will allow the present inven-
tion to avoid trusting the OS 1712 for communication with the
Trusted Verifier 120.

[0169] FIG. 18 shows the state machine of the Trusted
Verifier 120. When the Trusted Verifier 120 is first plugged
into the PC, it stays in the initial state, lighting up the orange
LED. TrustVisor 316 will periodically query the USB inter-
face 140 for any command from Trusted Verifier 120. When
the user presses the button on Trusted Verifier 120, it sends an
attestation start command to TrustVisor 316. TrustVisor 316
gets the command and requests a challenge from Trusted
Verifier 120. Based on the received challenge, TrustVisor 316
calls the verification function to compute the checksum value
over itself and returns this value to Trusted Verifier 120.
Section 1.3.4 explains the software-based attestation function
in more detail. If TrustVisor 316 returns a wrong checksum
value or returns a correct value too slowly, the Trusted Verifier
120 must assume that some malware may be present and alert
the user by raising an alarm and turning on the red LED.
Otherwise, the verification function will calculate the hash
value of TrustVisor 316 and send it to the Trusted Verifier 120.
Ifthe hash value is incorrect, the Trusted Verifier 120 will alert
the user. Otherwise, the green LED illuminates which means
TrustVisor 316 is correct, and so the user can now trust the
Trusted Application started by TrustVisor 316. After the
Trusted Application exits, TrustVisor 316 notifies the Trusted
Verifier 120, which returns to its initial state.

[0170] FIG. 19 shows a more detailed protocol diagram of
the communication between TrustVisor 316 and the Trusted
Verifier 120. Based on the simplicity of this exchange, we can
thoroughly validate that the code on both components does
not contain any security vulnerabilities.

[0171] Unfortunately, a time-of-check-to-time-of-use
(TOCTTOU) vulnerability needs to be prevented. If verifica-
tion is successful, the Trusted Verifier 120 signals success to
the user and the user now assumes a trusted path 152 for input
and output. However, if the user is distracted for a moment,
and the machine is somehow rebooted quickly without the
user noticing, a malicious application could now present the
expected screen on the display. Of course, the green light on
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the Trusted Verifier 120 will not be on but the user may not
check. To help avoid this admittedly contrived vulnerability,
we add a beep sound to indicate when the Trusted Verifier 120
device resets or is rebooted. Since all attached USB devices
are reset when the PC resets, the beep is likely to alert the user.
[0172] 1.3.2 TrustVisor:

[0173] A Trusted Security Hypervisor TrustVisor 316, the
trusted hypervisor, may have the following requirements and
properties:

[0174] 1. Execute in isolation from the rest of the system
while relying only on the CPU 112 and the memory control-
ler, which form the TCB of the system.

[0175] 2. Provide strong isolation to the Trusted Applica-
tion 312 code from any malware that may be present on the
system (without assistance from OS 1712).

[0176] 3. Prove (attest) to the Trusted Verifier 120 that it is
running the correct code in a completely isolated fashion.
[0177] 4. Be amenable to formal verification to prove (in
the mathematical sense) its security properties.

[0178] 5. Should easily integrate into existing systems i.e.,
should not require a substantial effort to port existing systems
to work with TrustVisor 316.

[0179] TrustVisor 316 executes at the privilege level of a
Virtual Machine Monitor (VMM), which is the highest privi-
lege level on the system. TrustVisor 316 relies on CPU-
supported virtualization present in commodity CPUs from
Intel and AMD, to execute in isolation from the rest of the
system. However, virtualization support on other CPU archi-
tectures can also allow TrustVisor to be ported to those archi-
tectures. TrustVisor is not specific to the x86 architecture. The
CPU 112 and memory controller provide hardware protection
facilities to set up such isolation.

[0180] By executing at a higher privilege level than the OS
1712, TrustVisor 316 can offer strong isolation to the Trusted
Application independent of the OS 1712. It can isolate the
Trusted Application from all OS-level malware, such as ker-
nel rootkits, as well as application level malware. Also,
TrustVisor 316 can prevent malware from executing at the
VMM privilege level. For example, the virtual-machine-
based rootkits (VMBR) Blue Pill [31] or SubVirt [26] avoid
detection by executing with VMM privilege.

[0181] As we describe in Section 1.3.4, the Trusted Verifier
120 can use the software-based attestation component of the
system to verify that the TrustVisor 316 is executing the
correct code in a completely isolated fashion. We have
designed and implement TrustVisor 316 based on SecVisor, a
previous security hypervisor developed by some of the inven-
tors of the present invention [33]. Before presenting the
details of TrustVisor 316, we present a brief overview of
SecVisor.

[0182] SecVisor overview. SecVisor is a tiny hypervisor
that ensures code integrity for commodity OS kernels [33]. In
particular, SecVisor ensures that only user-approved code can
execute in kernel mode over the entire system lifetime. This
protects the kernel against code injection attacks, such as
kernel rootkits. SecVisor can achieve this property even
against an attacker who controls everything but the CPU 112,
the memory controller, and system memory chips. Further,
SecVisor can even defend against attackers that have knowl-
edge of zero-day kernel exploits.

[0183] SecVisor relies on hardware memory protections to
achieve the property that only user-approved code can
execute in kernel mode. SecVisor implements both software
and hardware memory virtualization techniques. Both virtu-
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alization techniques require SecVisor to set up page tables for
address translation. These page tables are also used by SecVi-
sor to set hardware protections over memory.

[0184] The primary design goals of SecVisor are amenabil-
ity to formal verification and the ease of porting commodity
OSes. The code sizes of the runtime portions of the software
and hardware memory virtualization versions of SecVisor are
less than 2000 lines. Such a small code size makes SecVisor
code amenable to formal verification tools. Also, porting the
Linux kernel version 2.6.20 to run on SecVisor only required
minimal changes, fewer than 100 lines of code needed to be
changed out of approximately 4.3 million lines of code in the
kernel.

[0185] TrustVisor 316 design. The hardware memory pro-
tections used by SecVisor can be modified to achieve the goal
of TrustVisor 316, which is to isolate the Trusted Application
from the rest of the system. A substantial component that we
will implement for TrustVisor 316 is the ability to handle
multiple executables and switch between them, in particular,
the OS 1712 is one executable and the Trusted Application the
other.

[0186] Reusing the code base of SecVisor enables TrustVi-
sor 316 to automatically gain the desirable properties of
SecVisor. This should make it possible to formally verify
TrustVisor 316 and simplify its integration into existing sys-
tems. The formal verification of TrustVisor 316 will influence
its design and implementation, because an important goal is
to produce code that is amenable to verification.

[0187] 1.3.3 The Trusted Application

[0188] The Trusted Application consists of multiple pro-
grams (referred to as executables 312), the Trusted Shell
1710, and the Driver Shim 314. The Trusted Shell 1710 offers
a simple execution interface to the executables 312. FIG. 20
shows the architecture of the Trusted Application. We visu-
alize the executables as being small, relatively self-contained
programs, each of which performs one or at most a few,
security sensitive operations. We give examples of two can-
didate executables in Section 1.4. The Trusted Application
can contain an arbitrary number of executables 312, one or
more of which will execute when the Trusted Application is
invoked by TrustVisor 316.

[0189] The Driver Shim 314 is the device handling layer
that has a keyboard and display driver. The Trusted Shell 1710
plays the role of a limited resource manager for the
executables 312 and handles the user interface. The Trusted
Shell 1710 can be thought of as the combination of a stripped
down OS kernel and a very simple shell. The goal is to design
the Trusted Shell 1710 so that its code is small and simple
enough for formal verification. To achieve this goal, we keep
the resource management functions of the Trusted Shell 1710
minimal. One technique we plan to leverage is to allow the
untrusted legacy OS 1712 to perform any resource manage-
ment functions that are not security-critical. Thus, the Trusted
Shell 1710 only performs those resource management func-
tions which cannot be performed by the OS without compro-
mising security. In what follows, we describe the Driver Shim
314, the Trusted Shell 1710, and the executables 312 in more
detail.

[0190] Driver Shim 314. The Driver Shim 314 consists of'a
keyboard and display driver. The display driver supports only
textmode, and is therefore very small and simple. Also, due to
the menu-driven nature of the Trusted Shell 1710, the key-
board driver needs to support only a very limited number of
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keys (the arrow keys, the Enter Key, and the numeric keys).
Hence, the keyboard driver is also very small and simple.

[0191] The main reason for having a display and keyboard
driver within the Trusted Application is to enable the Trusted
Application to control the keyboard and display indepen-
dently of the OS. This enables setting up a trusted path 152
between the user and any executable within the Trusted
Application since all user I/O is handled by the isolated par-
tition. While we could place the Driver Shim 314 within
TrustVisor 316, we choose to place it outside TrustVisor 316
to keep the code size of TrustVisor 316 minimal. This reduces
the vulnerability of TrustVisor 316 to attacks.

[0192] Since the keyboard and the display are time multi-
plexed between the OS and the Trusted Application, there
needs to be a way for the OS to relinquish control of these
devices when it is suspended. Similarly, the Trusted Applica-
tion should relinquish control of the keyboard and the display
before passing control back to the OS. Otherwise, it is very
likely that these devices could transition into unstable states
and lock up the system.

[0193] We propose to build a Trusted Application Interface
Module for the OS that resets the keyboard controller and the
display controller before the OS is suspended. This enables
the Trusted Application to use these devices without the risk
of system lock-ups. Further, if the

[0194] Interface Module fails to reinitialize devices cor-
rectly, TrustVisor 316 and the Driver Shim 314 can detect this
and refuse to establish a TP. Similarly, before yielding control
to the OS, the Driver Shim 314 also resets the keyboard
controller and the display controller.

[0195] Trusted Shell 1710. The Trusted Shell 1710 plays
the role of a limited resource manager for the executables 312
and handles the user interface. In its role as the user interface
handler, it offers a menu-driven interface to the user for invok-
ing the different executables 312. In its role as a resource
manager, it offers a simple scheduler, memory management
facilities, and a program loading facility. The Trusted Shell
1710 also has a simple system call interface to enable the
executables 312 to interact with it. We now describe the
different components of the Trusted Shell 1710 in greater
detail and estimate their complexity.

[0196] The menu interface offered by the Trusted Shell
1710 is very simple. It displays the list of executables avail-
able for execution. The user can, for example, use arrow keys
or numeric keys to select one or more desired executables and
invoke them by pressing the Enter Key. The present invention
is, of course, not limited to specific key combinations or
similar details provided in these examples.

[0197] In one embodiment of the invention, the Trusted
Shell 1710 scheduler is a simple round-robin scheduler that
executes all the executables selected by the user in turn. The
context switch happens using cooperative multitasking,
wherein the currently executing executable explicitly yields
control of the CPU 112, by invoking the Trusted Shell 1710
using a system call. We anticipate the scheduler as being quite
simple and small. Other variations are also possible.

[0198] The memory manager is responsible for handling
memory allocations of varying sizes, ranging from multipage
requests for loading executables to smaller requests made by
dynamic memory allocation routines. It is also responsible for
isolating the executables from each other. We believe that the
memory manager need not be as complex as the memory
manager of an OS since the executables are relatively simple.
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[0199] The program loader within the Trusted Shell 1710 is
capable of relocating binary images in the Executable and
Linkable Format (ELF). The ELF standard is used by binaries
present in several popular UNIX distributions and variants,
including Linux. The ELF program loader is responsible for
allocating memory for the executables and relocating the
executable disk images so that they can execute from their
assigned memory locations. Note that the memory manager
of the program loader can be very simple since it only allo-
cates memory for the executable images and does not support
other dynamic memory allocations. Also, the relocation code
is very small and simple, comprising approximately 100 lines
of C code.

[0200] An important design decision we make that simpli-
fies the program loader is that we allow the OS to load the
executable binaries from disk. However, note that other
designs are possible. This eliminates the need to have file
system and disk drivers in the program loader. However, this
mandates a way to verify the integrity of the executable
images, since they are loaded by the untrusted OS. The com-
mon technique used to verify integrity of executable codeis to
have a Trusted Verifier 120 compute the cryptographic hash of
the executable and check the result against a known good
value. The program loader can hold known good hashes of the
executables and compare the hash of the executable disk
image, loaded by the OS, against these values.

[0201] The system call interface offered by the Trusted
Shell 1710 consists of I/O system calls for using the keyboard
and the display, data transfer system calls for transferring data
between the executables and the OS, and the yield system call
that allows an executable to yield control of the CPU 112. The
1/O system calls consist of terminal line discipline functions
and make use of the Driver Shim 314 to access the hardware.
The data transfer system calls are required to pass data
between the OS and the executables. Finally, the yield system
call is required for cooperative multitasking.

[0202] Executables. We visualize the executables as being
small, relatively self-contained programs, each of which per-
forms one or at most a few, security sensitive operations. We
give examples of two candidate executables in Section 1.4.
While we currently believe that the executables have to be
ported to execute using the system call interface offered by
the Trusted Shell 1710, we will also consider whether it is
possible design the Trusted Shell 1710 system call interface
so that it is possible to execute unmodified programs as
executables, while keeping the Trusted Shell 1710 simple.

[0203] The Trusted Application can contain an arbitrary
number of executables, one or more of which will execute
when the Trusted Application is invoked by TrustVisor 316.
The context switch between the executable happens using
cooperative multitasking. The currently executing executable
yields control of the CPU 112 by calling the yield system call.
The Trusted Shell 1710 then schedules another executable for
execution.

[0204] Since the executables perform security sensitive
operations, it is likely that some of them will have secrets in
their memory. This requires power-down and suspend events
to be handled carefully, to prevent executables’ secrets from
being leaked. Either a power-down event or a suspend event
should cause the executables to erase secrets from their
memory, before the event is completed. Otherwise, the
attacker could read the secrets from memory on the next
power-up or resume.
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[0205] 1.3.4 Software-based Attestation and Verifiable
Code Execution

[0206] In this section, we describe the component of the
system that will be used to enable the

[0207] Trusted Verifier 120 device to obtain assurance that
TrustVisor 316 is correctly executing in isolation of any mal-
ware. Since the technology is quite new, we provide much
technical detail about the system design and pointers to
implemented systems. We then describe alternatives or
improvements that can be implemented in the present inven-
tion to make the system more robust.

[0208] The component for externally-verifiable code
execution enables an external entity (the verifier) to obtain an
assurance that the execution of an arbitrary piece of code,
called the target executable, on a computing device is not
tampered with by any malware that may be present. Assuming
that the target executable is self-contained, i.e., it does not
invoke any other code during its execution and that the target
executable does not contain any software vulnerabilities,
externally-verifiable code execution is equivalent to the fol-
lowing two guarantees:

[0209] 1. Correct invocation: The verifier obtains the guar-
antee that the correct target executable image is loaded into
memory and invoked for execution.

[0210] 2. Untampered execution: No malware that may
exist on the computing device can interfere with the execution
of the target executable in any manner.

[0211] Both software-based and hardware-based tech-
niques for externally-verifiable code execution have been
proposed. Both classes of techniques rely on a root of trust on
the computing device. The root of trust is a trusted computing
base that is responsible for enforcing externally-verifiable
code execution. The root of trust performs an integrity mea-
surement of the target executable, sets up appropriate protec-
tions to isolate the target executable from all other software
running on the computing device, and invokes the target
executable for execution. The root of trust also sends the
integrity measurement to the verifier over an authenticated
communication channel. The verifier, who knows the correct
value of the target executable’s integrity measurement, uses
the received integrity measurement to verify if the correct
target executable was invoked for execution. Also, since the
execution of the target executable is isolated from all other
software on the computing device, the verifier obtains the
guarantee of untampered execution of the target executable.
[0212] Intwo widely available hardware-based approaches
for externally-verifiable code execution, the Secure Virtual
Machine (SVM) [2] technology by AMD and the Trusted
Execution Technology (TXT) [23] by Intel, the root of trust is
composed of a subset of the computing device’s hardware. In
the proposed system we leverage software-based attestation
mechanisms to build a system that does not rely on any secrets
for its operation. Not requiring any secrets is a tremendous
advantage, because this removes the need to keep any secrets,
thereby removing numerous avenues of attack. However,
variants of the present invention that leverage hardware roots
of trust are also possible.

[0213] In software-based techniques for externally-verifi-
able code execution, the root of trust is established dynami-
cally, i.e., on-demand [32]. In Pioneer, the computing device
has a self-checksumming function called the verification
function, which computes a checksum over its own instruc-
tion sequence. The verification function also sets up an iso-
lated execution environment for itself wherein its execution is
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isolated from all other software on the computing device. The
isolated execution environment guarantees that no malware
on the computing device can interfere with the execution of
the verification function. If the attacker modifies the verifica-
tion function in any manner or fakes the creation of the
isolated execution environment, the checksum computed by
the verification function will be incorrect. If the attacker tries
to forge the correct checksum despite having a modified veri-
fication function or an incorrectly created isolated execution
environment, the time taken to compute the checksum will
increase noticeably. Thus, the verifier obtains assurance that
the verification function on the computing device is unmodi-
fied and the isolated execution environment is correctly set up
if the following two conditions hold:

[0214] 1. The checksum returned by the computing device
is correct.

[0215] 2. The checksum is returned within the expected
amount of time.

[0216] When these two conditions hold, the verifier obtains
the guarantee that a dynamically-created root of trust in the
form of the verification function exists on the computing
device.

[0217] Assumptions. We assume that the verifier knows the
exact hardware configuration of the computing device,
including the CPU model, the CPU clock speed, and the
memory latency. We also assume that the CPU 112 of the
computing device is not overclocked.

[0218] We also assume that the target executable is self-
contained, i.e., it does not invoke any other software on the
computing device during its execution. Also, the target
executable can execute at the highest CPU 112 privilege level
without generating exceptions and with all interrupts turned
off.

[0219] Attacker Model. We assume an attacker who has
complete control over the software of the computing device.
In other words, the attacker can tamper with all software,
including the OS, and inject arbitrarily malicious software
into the computing device. However, we assume that the
attacker does not modify the hardware. For example, the
attacker does not load malicious firmware onto peripheral
devices such as network cards or disk controllers, or replace
the CPU 112 with a faster one. In addition, the attacker does
not perform Direct Memory Access (DMA) attacks like
scheduling a DM A-write causing a benign peripheral device
to overwrite the memory regions containing the verification
function or the target executable.

[0220] Verifiable Code Execution Overview. The verifica-
tion function is responsible for instantiating the root of trust
dynamically on the computing device. As shown in FIG. 21,
the verification function consists of three parts: a checksum
code, a send function and a hash function. The checksum code
computes the checksum over the instructions of the verifica-
tion function and also sets up an isolated execution environ-
ment for the execution of the verification function. After the
checksum code finishes computing the checksum, it invokes
the send function to transfer the checksum to the verifier over
the communication channel. After sending the checksum
back to verifier, the checksum code invokes the hash function
which computes the integrity measurement of the target
executable by computing a hash over the executable image.
The hash function returns the hash of the target executable to
the verifier using the send function and invokes the target
executable. Since the target executable is directly invoked by
the hash function which executes in the isolated execution
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environment set up by the checksum code, the target execut-
able inherits the same isolated execution environment. Also,
the target executable is self-contained. Hence, itis guaranteed
that no malware on the computing device can affect the
execution of the target executable.

[0221] The isolated execution environment enforces the
atomicity of execution of the verification function and the
target executable. That is, no other code on the computing
device is allowed to execute until the verification function and
the target executable have finished executing. This atomicity
is achieved by ensuring that the verification function and the
target executable execute at the highest CPU 112 privilege
level with all maskable interrupts turned off. Also, as part of
the checksum computation process, new handlers that are part
of the verification function image are installed for all non-
maskable interrupts and exceptions. Since the target execut-
able is self-contained, no code other than that in the verifica-
tion function or the target executable can execute as long as
either of these two entities is executing.

[0222] Pioneer is based on a challenge-response protocol
between the verifier and the computing device. FIG. 22 shows
the Pioneer protocol. The verifier invokes the verification
function on the computing device by sending a random nonce
as the challenge. The checksum code in the verification func-
tion computes the checksum over the verification function’s
instruction sequence as a function of the random nonce.
Using a random nonce prevents pre-computation and replay
attacks. The checksum code sends the computed checksum
back to the verifier using the send function. The verifier has a
copy of the verification function and can hence independently
compute the checksum. The verifier verifies the correctness of
the checksum returned by the computing device and that the
checksum is returned within the expected amount of time. If
these two conditions are met, the verifier obtains the guaran-
tee that the root of trust has been correctly instantiated on the
computing device. After sending the checksum back to the
verifier, the checksum code invokes the hash function which
computes a hash of the target executable image concatenated
with the random nonce sent by the verifier. The hash function
then sends the hash of the target executable back to the veri-
fier. The verifier verifies the correctness of the hash value
using its own copy of the target executable image. Note that if
the checksum returned by the computing device was success-
fully verified by the verifier earlier, the verifier knows that the
hash function is unmodified and it executes in an isolated
execution environment. Hence, the verifier obtains the guar-
antee that the hash function correctly hashes the target execut-
able image. Finally, the hash function invokes the target
executable for execution.

[0223]

[0224] We have developed a second-generation Pioneer
checksum function that provides a higher attacker time over-
head than the first generation function [32]. The high-level
idea is to exploit the large difference between CPU and
memory speeds: The attacker’s checksum function will be
forced to access memory while the correct checksum function
will not perform any memory accesses. The memory accesses
will slow down the attacker’s checksum computation. We
construct a space optimal checksum function that fills the
CPU’s level 1, level 2, and (if applicable) level 3 caches. Since
the attacker’s checksum function will be larger it will not fitin
the CPU’s caches, thereby forcing the attacker to perform
memory accesses.

Second Generation Pioneer Checksum Function
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[0225] In addition to having an increased attacker over-
head, the second-generation checksum function will also
operate securely on 32-bit x86 CPUs with protected mode
segmentation support, address all virtual memory-based
attacks, and can deal with untrusted System Management
Mode (SMM) handlers. The checksum function executes in
real mode, thereby denying the attacker the use of protected
mode segmentation. Operating in real mode also allows us to
address all virtual memory-based attacks. These attacks can-
not happen since paging is not enabled in real mode. Finally,
the checksum function registers will execute in SMM, mak-
ing it unnecessary to trust the SMM handler.

[0226] These enhancements make the second generation
checksum function substantially more secure than the first
generation function.

[0227] 1.4 Evaluation

[0228] We demonstrate the applicability of the system by
building two important security applications. The first appli-
cation leverages the trusted path 152 to support secure disk
encryption while the second provides a mechanism for rekey-
ing the endorsement key on a TPM chip in a trustworthy
manner. In addition, a major part of the security evaluation of
the system will involve a rigorous formal analysis of its vari-
ous components in order to provide end-to-end security guar-
antees. This integration of secure system design, implemen-
tation, and analysis gives our invention an advantage and is a
distinctive feature of the present invention.

[0229] 1.4.1. Disk Encryption

[0230] There is a strong need for security mechanisms that
protect sensitive information stored on portable devices such
as laptops. This is particularly relevant given the recent spate
of privacy loss incidents resulting from laptop theft. A popu-
lar approach to address this problem is to encrypt the data
stored on the disk using a key derived from a user-supplied
password. A serious weakness of the current approach is that
the key and the user’s password are vulnerable when the
computing device is in use. For example, the attacker could
install a keystroke logger to sniff the user’s password, or it
could compromise the OS to steal the secret key from
memory. Using our invention, one can build an application
that leverages the trusted path 152 set up using our system to
provide secure disk encryption even in the face of malware
and insider attacks. The user’s password and secret key will
only be accessible within the trusted path 152 to the trusted
components—a Trusted Application and TrustVisor 316. The
user experience will be straightforward—exactly as
described in Section 1.2 with the option to choose to encrypt
or decrypt the disk.

[0231] 1.4.2. Trusted Platform Module (TPM) Configura-
tion
[0232] This application supports the rekeying of the

endorsement key on a Trusted Platform Module (TPM) chip
[36], thus allowing recoverability from key compromise (an
issue raised above). TPM chips ship with a Certified Endorse-
ment Keypair (EK) from the manufacturer. This keypair is a
2048-bit RSA keypair used exclusively for encryption and
decryption. The EK serves as the TPM’s ultimate identity.
The EK Certificate from the manufacturer is designed to help
convince third parties that the TPM adheres to the TCG speci-
fication [36]. Unfortunately, due to their low cost, TPM chips
are not tamper-proof. In high security applications, it may be
desirable to achieve a guarantee that the TPM’s EK was
generated on-chip such that its private component has never
been exposed to the outside world. TPM manufacturers have
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the option to set a TPM’s EK as revocable, enabling a com-
mand that will destroy the EK in a TPM when a manufacturer-
supplied secret (EK Reset) is provided as a parameter. One of
two additional commands can be used to cause the TPM to
internally generate a new EK and optionally assign a new EK
Reset value required to revoke the new EK.

[0233] When a new EK is generated internally by the TPM,
no certificate is created to convince third parties that the EK
corresponds to a valid TPM. Thus, the entity (e.g., system
administrator) that invokes the creation of the new EK must
bear the responsibility of certifying that the new EK was
generated properly. On a platform that may contain malicious
BIOS or SMM code, it is challenging to obtain a guarantee
that the EK was generated correctly in-TPM.

[0234] We can design and build a dedicated application,
EKapp, that can accept input from a physically present
administrator and issue the necessary TPM commands to
create a new EK pair. EKapp will run as a Trusted Application
(including the Driver Shim 314 and Trusted Shell 1710)
directly on TrustVisor 316, as in FIG. 17. TrustVisor 316 can
offer as one available function the invocation of EKapp.
When executed, EKapp checks the state of the TPM’s EK and
classifies it into one of three states:

[0235] 1. Valid and Revocable

[0236] 2. Valid and Permanent

[0237] 3. Revoked

[0238] The EKapp will enable a user to configure the TPM

to transition from State 1 to State 3 if the user can demonstrate
possession of EK Reset, and from State 3 to States 1 (by
providing a new EK Reset value) or 2. The EKapp is unable to
make any configuration changes to a TPM with an EK in State
2, as the EK remains permanently installed in that TPM for
the duration of its existence.

[0239] 1.4.3. Formal Analysis Our invention is designed to
facilitate a rigorous security analysis of the designed system
atboth the architecture and implementation levels. The analy-
sis will consist of the following parts:

[0240] 1. We foresee embodiments of the present invention
in which we will develop a precise model of the system and
the attacker, and a specification and verification of the secu-
rity properties of the system architecture, in particular, the
properties (1)-(3) described in the introduction. Furthermore,
the analysis will also explicitly identify the TCB and the
expected properties from the TCB. The technical approach
will build on our prior and ongoing work on Protocol Com-
position Logic (PCL)[9,10,11, 12,13,14,15,16,17,21,30],
which is a logic for specifying and verifying security proper-
ties of network protocols. We envision that the form of rea-
soning supported by PCL will be applicable to the trusted
computing domain, based in part on an ongoing formal study
of TCG protocols [18]. However, there is also going to be a
significant amount of technical work involved in extending
the syntax, semantics and proof system of PCL to formally
reason about trusted computing systems. Specifically, we will
have to extend the process-based model of PCL to allow for
shared memory between processes in order to faithfully
model relevant system properties such as the isolation guar-
antees afforded by a TrustVisor 316-style hypervisor. At a
high-level, this component of the formal analysis task will
draw on techniques from mathematical logic and program-
ming language design and analysis.

[0241] 2.Ourdesign enables verification that the TCB actu-
ally satisfies the expected properties identified in the previous
step, i.e., we can verify that the system implementation sat-
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isfies property (4) described in the introduction. This step can
be carried out using software model-checking techniques.
Specifically, we can analyze the code for the security hyper-
visor using (and extending if necessary) an appropriate soft-
ware model-checker. In an ongoing effort, we are experiment-
ing with model-checkers for C programs, in particular
MAGIC [6] and CMBC [8]. Inrecent work, we have used a C
model-checker to verify the OpenSSL implementation of the
SSL handshake protocol for semantic security properties (au-
thentication and confidentiality) [7]. Analyzing a security
hypervisor with a small code base (such as SecVisor [33]) and
limited concurrency for security properties such as isolation
are within the reach of current model-checkers. We can also
verify the device driver for the Trusted Verifier 120 Device
using a software model-checker in order to provide assurance
that it behaves in the expected manner. Our experience with
software model-checkers and the recent success in device
driver verification indicates that this is a reasonable goal (see,
e.g., the SLAM project at Microsoft Research [3]).

[0242] 1.5 Technical Program Summary

[0243] In the present invention we identify the key proper-
ties for establishing user-verifiable trusted paths 152, which is
a fundamental construct of any secure system. These proper-
ties ensure that secure user communication with a Trusted
Shell 1710 can take place even in the presence of malware and
malicious insiders. Attacks by malware and malicious insid-
ers could corrupt low-level boot sequences of both static and
dynamic root of trust measurements proposed by the Trusted
Computing Group (TCG)—the only other option available to
date for building trusted paths 152 in a commercially avail-
able computing platform. Yet the TCG proposals lack a prov-
able mechanism that withstands attacks which could lead to
the discovery of private keys of the Trusted Platform Module
and would render any trusted path 152 establishment (e.g.,
based on attestation) insecure, unverifiable, and unrecover-
able by a user. In contrast to the TCG proposals, the trusted
path 152 mechanism would be persistent, user-verifiable, and
recoverable in the face of the strongest adversary defined to
date. Further, the mechanism would be formally verified and
thus would guarantee a level of assurance not achievable by
other similar systems.

[0244] A distinctive feature of the TP design is that it does
not rely on hardware-protected secrets anywhere in the sys-
tem. Hence, the design eliminates a large attack surface of the
system and facilitates trusted recovery from private (and
secret symmetric) key compromise for other system compo-
nents. It also enables the bootstrapping of application-level,
user-verified TP, possibly using hardware-protected secret
keys—as suggested by the TCG proposals—that can be
changed in a secure, practical manner by the user himself/
herself and by a trusted third party. Most importantly, the
design enables users to execute off-the-shelf applications
(e.g., Windows, Linux) that are not expected to be either
malware-free or operate in environments free of insider
attacks.

[0245] The approach requires the development of a Trusted
Verifier 120 device that would plug into the USB port of a
computing device and would communicate with the TrustVi-
sor 316—a component that executes on the computing device
and provides small hypervisor functionality that supports the
legacy OS 1712. TrustVisor 316 also implements trusted path
152 functions and is equipped with a verification function that
enables the Trusted Verifier 120 to check the correctness of
TrustVisor 316 operation. The TrustVisor 316 is used to
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extend trusted path 152 functionality to user applications. A
key advantage of the user-pluggable (removable) Trusted
Verifier 120 is its separability and operational independence
from a computing device under attack; i.e., it need not be
on-line until and unless a trusted path 152 is being estab-
lished. TrustVisor 316 is designed in such a way that malware
and malicious insiders cannot access its internal state and
hence the integrity of the verification function it performs can
be assured.

[0246] To summarize, we design, build and formally verify
one of the most fundamental security mechanisms of any
computing system that would withstand attacks from the
most powerful adversary known to date. We envision that a
system like ours would be essential in sensitive and high-
value applications, such as command and control systems,
cryptographic transactions, financial transactions, and on-
line forensic analysis, in the presence of malware and mali-
cious insider attacks.

[0247] 1.6 Risk Analysis and Alternatives

[0248] Experience with the design and operation of secure
systems for the past three decades indicates that three generic
risk factors dominate all others in the system security area,
namely (1) user/administrator/operator errors in using secure
systems, (2) design and implementations errors (i.e., bugs or
excessive complexity) in the development of secure systems,
and (3) system configuration errors.

[0249] Inthe context of the present invention, the design of
human factors that mitigate possible user errors play a key
role. One potential vulnerability (mentioned earlier) is where
a distracted user may not notice a machine reboot after per-
forming TP verification. We addressed this potential time-of-
check-time-of-use vulnerability by adding a “sound dimen-
sion” to the TP verification, not just a visual indicator. Being
keenly aware of the importance of human factors to security
mechanism design and use, we intend to perform an extensive
usability analysis of the design, taking advantage of the sig-
nificant resources dedicated to human factors research at
CyLab (e.g., Professor Lorie Cranor’s group has conducted
extensive research and evaluated numerous designs in the
area of human factors and is currently focusing on access
control usability). Reviews and evaluation of human factors
in trusted path 152 operation will constitute a major source of
design alternatives, which are possible with the present inven-
tion.

[0250] The present invention anticipates the possibility that
a TP technology, which forms an important basis of trust in
any secure system, may contain design and/or implementa-
tion errors. Such errors would lead to failures to achieve
precisely the goals that make the present invention indispens-
able to any secure system operation. The present invention
may be modified to remove this risk in two important ways.
First, by defining a precise adversary model that would iden-
tify the threats the trusted path 152 mechanisms intend to
counter and show that the design counters those threats in an
effective way. Second, is formal verification of the trusted
path 152 technology. In fact, property (4) of our definition for
atrusted path 152 calls for the formal analysis and verification
of the mechanisms. To achieve this would gain significant
assurance that the risk of bugs does not afflict the TP mecha-
nisms.

[0251] Finally, we intend to explicitly address the area of
trusted path 152 configuration errors by identifying the poten-
tial sources for such errors. For example, the software attes-
tation approach, which is the basis of the user-verifiable
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trusted path 152 mechanism, assumes that the Trusted Verifier
120 knows the exact hardware configuration of the computing
device, including the CPU model, clock speed, and memory
latency. Software attestation also assumes that the target
executable that is being attested is self-contained. That is, its
configuration assumed by the Trusted Verifier 120 does not
change; e.g., it does not invoke other software on the com-
puting device during execution. Configuration mismatches in
these areas could lead to security breaches in the user verifi-
cation the of trusted path 152 and, for this reason, we intend
to build in configuration validation checks wherever such
checks become necessary; e.g., in the TrustVisor 316. All
areas of configuration validation will be addressed in the
design of the system.

[0252] Conclusion

[0253] Although the present invention has generally been
described in terms of specific embodiments and implementa-
tions, the present invention is applicable to other methods,
apparatuses, systems, and technologies. The examples pro-
vided herein are illustrative and not limiting, and other varia-
tions and modifications of the present invention are contem-
plated. Those and other variations and modifications of the
present invention are possible and contemplated, and it is
intended that the foregoing specification and the following
claims cover such modifications and variations.
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1. A method for establishing a trusted path between a user
interface and a trusted executable, wherein the trusted path
includes a hypervisor and a driver shim, comprising:

measuring an identity of the hypervisor:

comparing the measurement of the identity of the hypervi-

sor with a policy for the hypervisor;

measuring an identity of the driver shim;

comparing the measurement of the identity of the driver

shim with a policy for the driver shim;

measuring an identity of the user interface;
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comparing the measurement of the identity of the user
interface with a policy for the user interface; and

providing a human-perceptible indication of whether the
identity of the hypervisor, the identity of the driver shim,
and the identity of the user interface correspond with the
policy for the hypervisor, the policy for the driver shim,
and the policy for the user interface, respectively.

2. The method of claim 1, wherein the user interface
includes at least one of an input device and an output device.

3. The method of claim 2, wherein:

the input device is selected from a group consisting of a

keyboard and a computer mouse; and

the output device is selected from a group consisting of a

video display device, printer, and an audio device.

4. The method of claim 1, wherein providing a human-
perceptible indication of whether the identity of the hypervi-
sor, the identity of the driver shim, and the identity of the user
interface correspond with the policy for the hypervisor, the
policy for the driver shim, and the policy for the user inter-
face, respectively, includes:

providing a first human-perceptible indication when all of

the identity of the hypervisor, the identity of the driver
shim, and the identity of the user interface correspond
with the policy for the hypervisor, the policy for the
driver shim, and the policy for the user interface, respec-
tively: and

providing a second human-perceptible indication when at

least one of the identity of the hypervisor, the identity of
the driver shim, and the identity of the user interface
does not correspond with the policy for the hypervisor,
the policy for the driver shim, and the policy for the user
interface, respectively; and wherein the first human-per-
ceptible indication is different than the second human-
perceptible indication.

5. The method of claim 1, wherein the policy for the hyper-
visor and the policy for the driver shim is stored in a compo-
nent that is not part of the trusted path between the user
interface and the trusted executable.

6. The method of claim 1, wherein the hypervisor and the
driver shim are implemented in a computer, and wherein the
policy for the hypervisor and the policy for the driver shim are
stored in a device separate from the computer in which the
hypervisor and the driver shim are implemented.

7. The method of claim 1, wherein the policy for the user
interface is stored in the driver shim.

8. The method of claim 1, further comprising:

measuring an identity of the trusted executable;

comparing the measurement of the identity of the trusted

executable with a policy for the trusted executable.

9. The method of claim 8, wherein:

measuring the identity oldie driver shim and comparing the

measurement of the identity of the driver shim are per-
formed after measuring the identity of the hypervisor
and after comparing the measurement of the identity of
the hypervisor;

measuring the identity of the trusted executable and com-

paring the measurement of the identity of the trusted
executable are performed after measuring the identity of
the driver shim and after comparing the measurement of
the identity of the driver shim.

10. The method of claim 1, wherein:

measuring the identity of the hypervisor includes attesting

the measurement of the identity of the hypervisor;
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measuring the identity of the driver shim includes attesting
the measurement of the identity of the driver shim; and
measuring the identity of the user interface includes attest-
ing the measurement of the identity of the user interface.

11. The method of claim 10, wherein:

attesting the measurement of the identity of the hypervisor

is software-based attestation;

attesting the measurement of the identity of the shim device

is software-based attestation; and

attesting the measurement of the identity of the user inter-

face is software-based attestation.

12. The method of claim 1, further comprising:

measuring an identity of an additional component in the

trusted path 152 between the user interface and the
hypervisor; and

comparing the measurement of the identity of the addi-

tional component in the trusted path between the user
interface and the hypervisor with a policy for the com-
ponent.

13. The method of claim 12, wherein the additional com-
ponent between the user interface and the hypervisor is
selected from a group consisting of: a memory controller hub,
an input/output controller hub, graphics controller, USB con-
troller, dedicated keyboard controller, and a bus between the
user interface and the hypervisor.

14. The method of claim 12, wherein the policy for the
additional component is stored in a component that is not part
of the trusted path between the user interface and the trusted
executable.

15. The method of claim 12, wherein the additional com-
ponent is implemented in a computer, and wherein the policy
for the additional component is stored in a device separate
from the computer in which the additional Component is
implemented.

16. The method of claim 4, further comprising after pro-
viding the second human-perceptible indication when at least
one of the identity of the hypervisor, the identity of the driver
shim, and the identity of the user interface does not corre-
spond with the policy for the hypervisor, the policy for the
driver shim, and the policy for the user interface, respectively:

restoring to a known-good state at least one of the hyper-

visor. the driver shim. and the user interface that does not
correspond with its policy.

17. The method of claim 16, further comprising:

determining that the identity of the hypervisor corresponds

with the policy for the hypervisor;

after determining that the identity of the hypervisor corre-

sponds with the policy for the hypervisor, determining
whether the identity of the driver shim corresponds with
the policy for the driver shim;

restoring the driver shim to a known-good state if the

identity of the driver shim does not correspond with the
policy for the driver shim;

after restoring the driver shim to a known-good state if the

identity of the driver shim does not correspond with the
policy for the driver shim, determining whether the iden-
tity of the user interface corresponds with the policy for
the user interface;

restoring the user interface to a known-good state if the

identity of the user interface does not correspond with
the policy for the user interface.

18. The method of claim 17, wherein the identity of the user
interface is assumed to not correspond with a policy for the
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user interface if the identity of the driver shim does not cor-
respond with the policy for the driver shim.

19. The method of claim 16, further comprising after
restoring at least one of the hypervisor, the driver shim, and
the user interface to a known-good state:

measuring the identity of at least one of the hypervisor, the

driver shim, and the user interface that was restored to a
known-good state;

comparing the measurement of the identity of at least one

of the hypervisor, the driver shim, and the user interface
that was restored to a known-good state with a corre-
sponding policy for the atleast one of the hypervisor, the
driver shim, and the user interlace.

20. The method of claim 1, further comprising:

determining that the identity of the hypervisor corresponds

with the policy for the hypervisor; and

determining that a TPM device has been compromised.

21. The method of claim 20, further comprising after deter-
mining that the ITM has been compromised:

reverting the TPM device to a known good state.

22. The method of claim 21, further comprising after send-
ing instructions from the hypervisor to the TPM device:

destroying the existing keys in the TPM device; and

creating new keys in the TPM device.

23. The method of claim 1 wherein the trusted path
includes a trusted shell and further comprising:

measuring an identity of the trusted shell; and

comparing the measurement of the identity of the trusted

shell with a policy for the trusted shell.

24. The method of claim 23, wherein the policy for the
trusted shell is stored outside of the trusted path.

25. The method of claim 1, wherein the trusted shell is
implemented in a computer, and wherein the policy for the
trusted shell is stored in a device separate from the computer
in which the trusted shell is implemented.

26. The method of claim 1, further comprising after pro-
viding a human-perceptible indication of whether the identity
of the hypervisor, the identity of the driver shim, and the
identity of the user interface correspond with the policy for
the hypervisor, the policy for the driver shim, and the policy
for the user interface, respectively:

executing the trusted executable.

27. The method of claim 26, further comprising after
executing the trusted executable:

pausing, the execution of the trusted executable; and

providing a human-perceptible indication that the trusted

executable is paused.

28. The method of claim 26, further comprising before
executing the trusted executable and after providing a human-
perceptible indication of whether the identity of the hypervi-
sor, the identity of the driver shim, and the identity of the user
interface correspond with the policy for the hypervisor, the
policy for the driver shim, and the policy for the user inter-
face, respectively:

receiving an input from a human user indicative of confir-

mation to execute the trusted executable.

29. A computer, comprising:

a processor;

a user interface connected to the processor;

memory connected to the processor and including com-

puter-readable instructions which, when executed by the
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processor, cause the processor to create a computing

platform having:

a hypervisor;

a driver shim;

atrusted path between the user interface and the proces-
sor,

wherein the trusted path includes the hypervisor and the
driver shim;

a verification device connected to the processor and includ-
ing a processor and memory, wherein the memory of the
verification device includes computer-readable instruc-
tions and wherein the memory of the verification device
includes the policy for the hypervisor and the policy for
the driver shim;

wherein the computer-readable instructions in the memory
of the computer, when executed by the processor of the
computer, cause the processor of the computer to per-
form the steps of:
receiving a signal indicative of a request to execute the

trusted executable;
authenticating a secure connection between the hypervisor
and the verification device after receiving the signal
indicative of the request to execute the trusted execut-
able;
measuring the identity of at least a portion of the hyper-
visor;

sending the measurement of the identity of the hypervi-
sor to the verification device;

measuring the identity of at least a portion of the driver
shim;

sending the measurement of the identity of the driver
shim to the verification device;

measuring the identity of at least a portion of the user
interface;

comparing the measurement of the identity of the user
interface with a policy for the user interface;

wherein the computer-readable instructions in the memory
of the verification device, when executed by the proces-
sor in the verification device, cause the processor in the
verification device to perform the steps of:
receiving the measurement of the hypervisor from the

processor in the computer;

comparing the policy for the hypervisor stored in the veri-
fication device with the measurement of the hypervisor
received by the verification device;

receiving the measurement of the driver shim from the
processor in the computer;

comparing the policy for the driver shim stored in the
verification device with the measurement of the driver
shim received by the verification device;

wherein the steps of authenticating, measuring the identity
of at least a portion of the hypervisor, sending the mea-
surement of the identity of the hypervisor to the verifi-
cation device, measuring the identity of at least a portion
of the driver shim, sending the measurement of the iden-
tity of the driver shim to the verification device, measur-
ing the identity of at least a portion of the user interface,
comparing the measurement of the identity of the user
interface with a policy for the user interface, receiving
the measurement of the hypervisor from the processor in
the computer, comparing the policy for the hypervisor
stored in the verification device with the measurement of
the hypervisor received by the verification device,
receiving the measurement of the driver shim from the
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processor in the computer, and comparing the policy for indicative of the request to execute the trusted execut-
the driver shim stored in the verification device with the able and without rebooting the computer.
measurement of the driver shim received by the verifi-

cation device are performed Lifter receiving the signal BRSOk k%
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