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I, Samuel T. King, declare as follows:

1. I make this declaration based on my own personal knowledge and, if

called upon to testify, would testify competently to the matters contained herein.

2. [ am the author of a Ph.D. dissertation titled, “Analyzing Intrusions

Using Operating System Level Information Flow” (the “King Dissertation”). I
submitted the King Dissertation in partial fulfillment of the requirements for the
degree of Doctor of Philosophy (Computer Science and Engineering) in the
University of Michigan in 2006. I have reviewed Exhibit 1006 in this proceeding,
which is a true and accurate copy of the King Dissertation. I have been asked to
provide details concerning my research (as described in the King Dissertation),
efforts to disseminate this research, and how a person interested in my research
would have located the King Dissertation.

3. At a high level, the King Dissertation included a relatively
comprehensive description of my research that had been presented and published
separately in the years leading to my dissertation defense. Accordingly, individuals
who (1) attended my presentations or read my earlier publications and (2) were
interested in obtaining more details would have specifically searched for my other
publications (e.g., by searching my name directly) and would have obtained a more

detailed description of my work in the King Dissertation. In paragraphs, 4-6 below, I
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provide some detail about my prior presentations and publications that are related to
(and summarized by) the King Dissertation.

4. In the years preceding my dissertation defense in 2006, I presented and
published key concepts of my related research. These details ultimately formed the
foundation of the King Dissertation. For example, I presented a publication,
“Backtracking Intrusions,” at the Proceedings of the 2003 Symposium on Operating
Systems Principles (SOSP) in October 2003. Appendix A is a true and correct copy
of this publication. Additionally, I presented a publication, Samuel T. King et al.,
“Enriching intrusion alerts through multi-host causality,” at the Proceedings of the
2005 Network and Distributed System Security Symposium (NDSS), in February
2005. Appendix B is a true and correct copy of this publication. Both publications
and my presentations related to these two publications describe aspects of my
research that was comprehensively described in the King Dissertation.

5. As I was in the process of finalizing my dissertation, I presented the
work described in the King Dissertation in at least a dozen academic symposia across
the United States between January-December 2006. One such presentation took
place on April 10, 2006 at the Princeton University Computer Science (CS)
Colloquium Series. See Appendix C, which includes a true and correct copy of the
Wayback Machine archive of the website for the Department of Computer Science

of Princeton showing my scheduled April 10, 2006 presentation there. Another
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presentation took place on March 9, 2006, at the Cornell University Computer
Science (CS) Colloquium Series, Fall 2006. See id., which includes a true and correct
copy of the Wayback Machine archive of the website for the Department of
Computer Science of Cornell showing my scheduled March 9, 2006 presentation
there. Demonstrating the overlap between these presentations and the King
Dissertation, both presentations used the King Dissertation’s identical title:
“Analyzing Intrusions Using Operating System Level Information Flow.” Id.
Further, I discussed the same topics covered in the King Dissertation, including the
use of BackTracker, ForwardTracker, and Bi-directional Distributed BackTracker
(BDB) systems to create information flow graphs, as evidenced by the description
of the presentations. /d.

6. My thesis advisor, Dr. Peter Chen, also maintained a publicly accessible
University of Michigan website documenting research he supervised. Appendix D
is a true and correct copy of a Wayback Machine archive that shows many of my
papers related to the research summarized in the King Dissertation were available
on Dr. Chen’s website as of February 2007. Among those relevant papers, both
papers referenced above in 94, and the ACM Journal version of my SOSP 2003 paper
were linked on Dr. Chen’s website as of February 2007. Additionally, the ReVirt
publication in 2002, the USENIX Technical Conference publication from 2003, the

two other publications listed from 2005 that I co-authored, and the SubVirt
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publication in 2006 are related to the work in the King Dissertation. As indicated in
Appendix D, Dr. Chen’s website included a link to the King Dissertation, describing
the document as “Sam King’s Ph.D. thesis.” Id.

7. Further demonstrating that the King Dissertation was indeed available
to individuals interested in this research area, it was cited by at least one academic
article prior to 2010. Specifically, the King Dissertation was cited by the article,
“BorderPatrol: Isolating Events for Black-box Tracing,” published on April 1,2008,
in The Association for Computing Machinery (ACM) SIGOPS Operating Systems
Review (https://doi.org/10.1145/1357010.1352613). Appendix E is a true and
correct copy of this publication.

8. I have also been asked (1) to assume that interested individuals could
have searched library records by thesis title and (2) to consider whether, even
without knowledge of my prior work, the King Dissertation title is adequately
descriptive that an individual interested in this research area would have located it
through keyword searching. It is my opinion that a person interested in this subject
matter could indeed have searched for and discovered the King Dissertation as of
2006. An individual interested in the field of computer intrusion detection and
analysis would have been able to locate the King Dissertation through a reasonable
search given the keywords included in my dissertation’s title, such as “computer

intrusions’ and/or “operating system level information flow.”
Yy
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9. I have been retained on behalf of the Petitioner to provide assistance in
the above-captioned proceedings related to the public availability of the King
Dissertation. I am being compensated for my services in this matter at my normal
consulting rate plus reasonable expenses. My statements are objective, and my
compensation does not depend on the outcome of this matter.

10.  Ideclare under penalty of perjury that the foregoing is true and correct.
I hereby declare that all statements made herein of my own knowledge are true and
that all statements made on information and belief are believed to be true; and further
that these statements were made the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both, under Section 1001 of

Title 18 of the United States Code.

Dated: 03/18/2025

S

Samuel T. King
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Backtracking Intrusions

Samuel T. King Peter M. Chen
kingst@umich.edu pmchen@umich.edu

Department of Electrical Engineering and Computer Science
University of Michigan
Ann Arbor, Ml 48109-2122

ABSTRACT a diligent system administrator should do several things to recover
Analyzing intrusions today is an arduous, largely manual task from the intrus?on. First, the administrator should understarjd_ how
because system administrators lack the information and toolsthemm.jder _galned access t(.) th_e system. Second, the admlnls_,t_rator
needed to understand easily the sequence of steps that occurred iﬁhOUId identify the damage inflicted on the system (e.g., modified
an attack. The goal of BackTracker is to identify automatically lles, leaked secrets, installed backdoors). Third, the administrator
potential sequences of steps that occurred in an intrusion. StartingShould fix the vulnerability that allowed the intrusion and try to
with a single detection point (e.g., a suspicious file), BackTracker undo the damage wrought by the intruder. This paper addresses the
identifies files and processes that could have affected that detectio"ethods and tools an administrator uses to understand how an
point and displays chains of events in a dependency graph. We usdntruder gained access to the system.

BackTracker to analyze several real attacks against computers thaBefore an administrator can start to understand an intrusion, she
we set up as honeypots. In each case, BackTracker is able to highmust first detect that an intrusion has occurred [2]. There are
light effectively the entry point used to gain access to the system numerous ways to detect a compromise. A tool such as TripWire
and the sequence of steps from that entry point to the point at [20] can detect a modified system file; a network or host firewall
which we noticed the intrusion. The logging required to support can notice a process conducting a port scan or launching a
BackTracker added 9% overhead in running time and generateddenial-of-service attack; a sandboxing tool can notice a program
1.2 GB per day of log data for an operating-system intensive work- making disallowed or unusual patterns of system calls [18, 16] or

load. executing foreign code [22]. We use the tedetection pointo
refer to the state on the local computer system that alerts the
Categories and Subject Descriptors administrator to the intrusion. For example, a detection point could

be a deleted, modified, or additional file, or it could be a process

D.4.6 [Operating Systems]: Security and Protection— that is behaving in an unusual or suspicious manner.

information flow controls, invasive software (e.g., viruses,

worms, Trojan horsesK.6.4 [Management of Computing and Once an administrator is aware that a computer is compromised,
Information Systems]: System Managementanagement the next step is to investigate how the compromise took place [1].
audit; K.6.5 [Management of Computing and Information Administrators typically use two main sources of information to

Systems]: Security and Protectiorirvasive software, find clues about an intrusion: system/network logs and disk state
unauthorized access (e.g., hacking, phreaking) [15]. An administrator might find log entries that show unexpected

output from vulnerable applications, deleted or forgotten attack
toolkits on disk, or file modification dates which hint at the

General Terms sequence of events during the intrusion. Many tools exist that

Management, Security. make this job easier. For example, Snort can log network traffic;
Ethereal can present application-level views of that network traffic;
Keywords and The Coroner’s Toolkit can recover deleted files [14] or sum-

marize the times at which files were last modified, accessed, or
created [13] (similar tools are Guidance Software’s EnCase,
1. INTRODUCTION Access Data’s Forensic Toolkit, Internal Revenue Services’ ILook,

The frequency of computer intrusions has been increasing rapidly 21d ASR Data’s SMART).

for several years [4]. It seems likely that, for the foreseeable future, Unfortunately, current sources of information suffer from one or

even the most diligent system administrators will continue to cope more limitations. Host logs typically show only partial, applica-

routinely with computer break-ins. After discovering an intrusion, tion-specific information about what happened, such as HTTP con-
nections or login attempts, and they often show little about what
occurred on the system after the initial compromise. Network logs

Computer forensics, intrusion analysis, information flow.

Permission to make digital or hard copies of all or part of this work may contain encrypted data, and the administrator may not be able
personal or classroom use is granted without fee provided that copi to recover the decryption key. The attacker may also use an obfus-
not made or distributed for profit or commercial advantage and that ¢ cated custom command set to communicate with a backdoor, and
bear this notice and the full citation on the first page. To copy otherwis the administrator may not be able to recover the backdoor program
republish, to post on servers or to redistribute to lists, requires to help understand the commands. Disk images may contain useful
specific permission and/or a fee. information about the final state, but they do not provide a com-
SOSP'03October 19-22, 2003, Bolton Landing, New York, USA. plete history of what transpired during the attack. A general limita-
Copyright 2003 ACM 1-58113-757-5/03/0010...$5.00. tion of most tools and sources of information is that they
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intermingle the actions of the intruder (or the state caused by those
actions) with the actiong/state of legitimate users. Even in cases
where the logs and disk state contain enough information to under-
stand an attack, identifying the sequence of events from the initial
compromise to the point of detection point is still largely a manual
process.

This paper describes a tool called BackTracker that attempts to
address the shortcomings in current tools and sources of informa-
tion and thereby help an administrator more easily understand
what took place during an attack. Working backward from a detec-
tion point, BackTracker identifies chains of events that could have
led to the modification that was detected. An administrator can
then focus her detective work on those chains of events, leading to
a quicker and easier identification of the vulnerability. In order to
identify these chains of events, BackTracker logs the system calls
that induce most directly dependencies between operating system
objects (e.g., creating a process, reading and writing files). Back-
Tracker's god isto provide helpful information for most attacks; it
does not provide complete information for every possible attack.

We have implemented BackTracker for Linux in two components:
an on-line component that logs events and an off-line component
that graphs events related to the attack. BackTracker currently
tracks many (but not al) relevant OS events. We found that these
events can be logged and analyzed with moderate time and space
overhead and that the output generated by BackTracker was help-
ful in understanding several real attacks against computers we set
up as honeypots.

2. DESIGN OF BACKTRACKER

BackTracker's goal is to reconstruct a time-line of events that
occur in an attack. Figure 1 illustrates this with BackTracker's
results for an intrusion on our honeypot machine that occurred on
March 12, 2003. The graph shows that the attacker caused the
Apache web server (httpd) to create a command shell (bash),
downloaded and unpacked an executable (/tmp/xploit/ptrace), then
ran the executable using a different group identity (we believe the
executable was seeking to exploit a race condition in the Linux
ptrace code to gain root access). We detected the intrusion by see-
ing the ptrace processin the process listing.

There are many levels at which events and objects can be observed.
Application-level logs such as Apache’s log of HTTP requests are
semantically rich. However, they provide no information about the
attacker’s own programs, and they can be disabled by an attacker
who gains privileged access. Network-level logs provide more
information for remote attacks, but they can be rendered useless by
encryption or obfuscation. Logging low-level events such as
machine instructions can provide complete information about the
computer’s execution [12], but these can be difficult for adminis-
trators to understand quickly.

BackTracker works by observing OS-level objects (e.g., files, file-
names, processes) and events (e.g., system calls). This level is a
compromise between the application level (semantically rich but
easily disabled) and the machine level (difficult to disable but
semantically poor). Unlike application-level logging, OS-level log-
ging cannot separate objects within an application (e.g., user-level
threads), but rather considers the application as a whole. While
OS-level semantics can be disrupted by attacking the kernel, gain-
ing kernel-mode control can be made considerably more difficult
than gaining privileged user-mode control [19]. Unlike net-
work-level logging, OS-level events can be interpreted even if the
attacker encrypts or obfuscates his network communication.

Figure 1: Filtered dependency graph for ptrace attack.
Processes are shown as boxes (labeled by program names called
by execve during that process's lifetime); files are shown as ovals;
sockets are shown as diamonds. BackTracker can aso show
process IDs, file inode numbers, and socket ports. The detection
point is shaded.

This section’s description of BackTracker is divided into three
parts (increasing in degree of aggregation): objects, events that
cause dependencies between objects, and dependency graphs. The
description and implementation of BackTracker is given for
Unix-like operating systems.

2.1 Objects

Three types of OS-level objects are relevant to BackTracker’s anal-
ysis. processes, files, and filenames.

A process is identified uniquely by a process ID and a version
number. BackTracker keeps track of a process from the time it is
created by a fork or clone system call to the point where it exits.
The one process that is not created by fork or cloneisthefirst pro-
cess (swapper); BackTracker starts keeping track of swapper when
it makesitsfirst system call.

A file object includes any data or metadata that is specific to that
file, such as its contents, owner, or modification time. A file is
identified uniquely by a device, an inode number, and a version
number. Because files are identified by inode number rather than
by name, BackTracker tracks a file across rename operations.
BackTracker treats pipes and named pipes as normal files. Objects
associated with System V IPC (messages, shared memory, sema-
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phores) can a so be treated asfiles, though the current Back Tracker
implementation does not yet handle these.

A filename object refersto the directory data that mapsanameto a
file object. A filename object is identified uniquely by a canonical
name, which is an absolute pathname with all ./ and ../ links
resolved. Note the difference between file and filename objects. In
Unix, a single file can appear in multiple places in the filesystem
directory structure, so writing a file via one name will affect the
data returned when reading the file via the different name. File
objects are affected by system calls such as write, whereas file-
name objects are affected by system calls such as rename, create,
and unlink.

It is possible to keep track of objects at a different granularity than
processes, files, and filenames. One could keep track of
finer-grained objects, such as file blocks, or coarser-grained
objects, such as al files within a directory. Keeping track of
objects on a finer granularity reduces false dependencies (similar
to false sharing in distributed shared memory systems), but is
harder and may induce higher overhead.

2.2 Potential Dependency-Causing Events

BackTracker logs events at runtime that induce dependency rela-
tionships between objects, i.e. events in which one object affects
the state of another object. These events are the links that allow
BackTracker to deduce timelines of events leading to a detection
point. A dependency relationship is specified by three parts. a
source object, a sink object, and a time interval. For example, the
reading of afile by a process causes that process (the sink object)
to depend on that file (the source object). We denote a dependency
from a source object to asink object as source->sink.

We use timeintervals to reduce fal se dependencies. For example, a
process that reads afile at time 10 does not depend on writes to the
file that occur after time 10. Time is measured in terms of an
increasing event counter. Unless otherwise stated, the interval for
an event starts when the system call is invoked and ends when the
system call returns. A few types of events (such as shared memory
accesses) are aggregated into a single event over a longer interval
because it is difficult to identify the times of individual events.

There are numerous events which cause objects to affect each
other. This section describes potential events that BackTracker
could track. Section 2.3 describes how BackTracker uses depen-
dency-causing events. Section 2.4 then describes why some events
are more important to track than others and identifies the subset of
these dependencies logged by the current BackTracker prototype.
We classify dependency-causing events based on the source and
sink objects for the dependency they induce: process/process, pro-
cess/file, and process/filename.

2.2.1 Process/Process Dependencies

The first category of events are those for which one process
directly affects the execution of another process. One process can
affect another directly by creating it, sharing memory with it, or
signaling it. For example, an intruder may login to the system
through sshd, then fork a shell process, then fork a process that
performs a denial-of-service attack. Processes can also affect each
other indirectly (e.g., by writing and reading files), and we
describe these types of dependenciesin the next two sections.

If aprocess creates another process, there is a parent->child depen-
dency because the parent initiated the existence of the child and
because the child’s address space is initialized with data from the
parent’s address space.

Besides the traditional fork system call, Linux supports the clone
system call, which creates a child process that shares the parent’s
address space (these are essentially kernel threads). Children that
are created via clone have an additional bi-directiona par-
ent<->child dependency with their parent due to their shared
address space. In addition, clone creates a bi-directional depen-
dency between the child and other processes that are currently
sharing the parent’s address space. Because it is difficult to track
individual loads and stores to shared memory locations, we group
al loads and stores to shared memory into a single event that
causes the two processes to depend on each other over a longer
timeinterval. We do this grouping by assuming conservatively that
the time interval of the shared-memory dependency lasts from the
time the child is created to the time either process exits or replaces
its address space through the execve system call.

2.2.2 Process/File Dependencies

The second category of events are those for which a process affects
or is affected by data or attributes associated with afile. For exam-
ple, an intruder can edit the password file (process->file depen-
dency), then log in using the new password file (file->process
dependency). Receiving data from a network socket can aso be
treated as reading a file, although the sending and receiving com-
puters would need to cooperate to link the receive event with the
corresponding send event.

System calls like write and writev cause a process->file depen-
dency. System calls like read, readv, and execve cause a file->pro-
cess dependency.

Files can also be mapped into a process's address space through
mmap, then accessed via load/store instructions. As with shared
memory between processes, we aggregate mapped-file accesses
into a single event, lasting from the time the file is mmap’ ed to the
time the process exits. This conservative time interval alows
BackTracker to not track individual memory operations or the
un-mapping or re-mapping of files. The direction of the depen-
dency for mapped files depends on the access permissions used
when opening the file: mapping afile read-only causes afile->pro-
cess dependency; mapping a file write-only causes a process->file
dependency; mapping a file read/write causes a bi-directional pro-
cess<->file dependency. When a process is created, it inherits a
dependency with each file mapped into its parent’s address space.

A process can aso affect or be affected by afile's attributes, such
as the file's owner, permissions, and modification time. System
cdls that modify a file's attributes (e.g., chown, chmod, utime)
cause a process->file dependency. System calls that read file
attributes (e.g., fstat) cause afile->process dependency. In fact, any
system call that specifies a file (e.g., open, chdir, unlink, execve)
causes a file->process dependency if the filename specified in the
call exists, because the return value of that system call depends on
the file's owner and permissions.

2.2.3 Process/Filename Dependencies

The third category of events are those that cause a process to affect
or be affected by a filename object. For example, an intruder can
delete a configuration file and cause an application to use an inse-
cure default configuration. Or an intruder can swap the names of
current and backup password files to cause the system to use
out-of-date passwords.

Any system call that includes a filename argument (e.g., open,
creat, link, unlink, mkdir, rename, rmdir, stat, chmod) causes afile-
name->process dependency, because the return value of the system
call depends on the existence of that filename in the file system
directory tree. In addition, the process is affected by all parent
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foreach event E inlog { /* read events from latest to earliest */
foreach object O in graph {
if (E affects O by the time threshold for object O) {
if (E's source object not aready in graph) {
add E’s source object to graph
set time threshold for E's source object to time of E

}
add edge from E’s source object to E's sink object

}
}
}

Figure 2: Constructing a dependency graph. This code shows
the basic algorithm used to construct a dependency graph from a
log of dependency-causing events with discrete times.

directories of the filename (e.g., opening the file /a/lb/c depends on
the existence of /a and /alb). A system call that reads a directory
causes a filename->process dependency for al filenames in that
directory.

System calls that modify a filename argument cause a pro-
cess->filename dependency if they succeed. Examples are creat,
link, unlink, rename, mkdir, rmdir, and mount.

2.3 Dependency Graphs

By logging objects and dependency-causing events during run-
time, BackTracker saves enough information to build a graph that
depicts the dependency relationships between all objects seen over
that execution. Rather than presenting the complete dependency
graph, however, we would like to make understanding an attack as
easy as possible by presenting only the relevant portion of the
graph. This section describes how to select the objects and events
in the graph that relate to the attack.

We assume that the administrator has noticed the compromised
system and can identify at least one detection point, such as a mod-
ified, extra, or deleted file, or a suspicious or missing process.
Starting from that detection point, our goal is to build a depen-
dency graph of all objects and events that causally affect the state
of the detection point [23]. The part of the BackTracker system
that builds this dependency graph is called GraphGen. GraphGen
isrun off-line, i.e. after the attack.

To construct the dependency graph, GraphGen reads the log of
events, starting from the last event and reading toward the begin-
ning of the log (Figure 2). For each event, GraphGen evaluates
whether that event can affect any object that is currently in the
dependency graph. Each object in the evolving graph has a time
threshold associated with it, which is the maximum time that an
event can occur and be considered relevant for that object. Graph-
Gen is initidlized with the object associated with the detection
point, and the time threshold associated with this object is the ear-
liest time at which the administrator knows the object’s state is
compromised. Because the log is processed in reverse time order,
al events encountered in the log after the detection point will
occur before the time threshold of all objects currently in the
graph.
Consider how this algorithm works for the set of events shown in
Figure 3a (Figure 3b pictures the log of events as a complete
dependency graph):
® GraphGen isinitialized with the detection point, which is file
X at time 10. That is, the administrator knows that file X has
the wrong contents by time 10.

® GraphGen considers the event at time 8. This event does not
affect any object in the current graph (i.e. file X), so we ignore
it.

® GraphGen considers the event at time 7. This event also does
not affect any object in the current graph.

GraphGen considers the event at time 6. This event affects file
X intime to affect its contents at the detection point, so Graph-
Gen adds process C to the dependency graph with an edge
from process C to file X. GraphGen associates time 6 to pro-
cess C, because only events that occur before time 6 can affect
C intime to affect the detection point.

® GraphGen considers the event at time 5. This event affects an
object in the dependency graph (process C) in time, so Graph-
Gen adds file 1 to the graph with an edge to process C (at time
5).

® GraphGen considers the event at time 4. This event affects an
object in the dependency graph (process C) in time, so Graph-
Gen adds process A to the dependency graph with an edge to
process C (at time 4).

® GraphGen considersthe event at time 3. This event affects pro-
cess A in time, so we add file O to the graph with an edge to
process A (at time 3).

® GraphGen considers the event at time 2. This event does not
affect any object in the current graph.

® GraphGen considers the event at time 1. This event affectsfile
lintime, so we add process B to the graph with an edge to file
1 (attimel).

® GraphGen considersthe event at time 0. This event affects pro-
cess B in time, so we add an edge from process A to process B
(process A is aready in the graph).

The resulting dependency graph (Figure 3c) is a subset of the
graphin Figure 3b. We believe thistype of graph to be a useful pic-
ture of the events that lead to the detection point, especidly if it
can reduce dramatically the number of objects and events an
administrator must examine to understand an attack.

The full algorithm is a bit more complicated because it must han-
dle events that span an interval of time, rather than events with dis-
crete times. Consider a scenario where the dependency graph
currently has an object O with time threshold t. If an event P->O
occurs during time interval [x-y], then we should add P to the
dependency graph iff x <t, i.e. this event started to affect O by O’s
time threshold. If P is added to the dependency graph, the time
threshold associated with P would be minimum(t,y), because the
event would have no relevant effect on O after time t, and the event
itself stopped after timey.

Events with intervals are added to the log in order of the later time
in their interval. This order guarantees that GraphGen sees the
event and can add the source object for that event as soon as possi-
ble (so that the added source object can in turn be affected by
events processed subsequently by GraphGen).

For example, consider how GraphGen would handle an event pro-
cess B->file 1 in Figure 3b with atime interval of 1-7. GraphGen
would encounter this event at a log time 7 because events are
ordered by the later timein their interval. At thistime, file 1 is not
yet in the dependency graph. GraphGen remembers this event and
continually re-evaluates whether it affects new objects as they are
added to the dependency graph. When file 1 is added to the graph
(log time 5), GraphGen sees that the event process B->file 1 affects
file 1 and adds process B to the graph. The time threshold for pro-
cess B would betime 5 (the lesser of time 5 and time 7).
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time O: process A creates process B
time 1: process B writes file 1
time 2: process B writes file 2
time 3: process A reads file 0
time 4: process A creates process C
time 5: process C reads file 1
time 6: process C writes file X
time 7: process C reads file 2
time 8: process A creates process D

process A

process C

(a) event log (b) dependencgraph (c) dependency graph
for complete event log generated by GraphGen

Figure 3: Dependency graph for an example set of eventswith discrete times. The label on each edge shows the time of the event.
detection point is file X at time 10. By processing the event log, GraphGen prunes away events and objects that do not affect file
10.

GraphGemmaintains several data structures to accelerate its pro- /tmp. Timing channels [24] are an example of an extremely
cessing of events. Its main data structure is a hash table of alllow-control event; e.g., an attacker may be able to trigger a race
objects currently in the dependency graph, called GraphObijects.condition by executing a CPU-intensive program.

GraphGen uses GraphObjects to determine quicKly if the event pq,y1ely BackTracker is able to provide useful analysis without
under consideration affects an object that is _alre_ady n the graph'tracking low-control events, even if low-control events are used in
Gr?pé‘efﬁ also reinte.mbeés.those eventsd V.V'ththt'mle |nt(e;rvalli c;ha‘tthe attack. This is because it is difficult for an intruder to perform a
incluce the current ime being processed In he log. Lrapnen gy solely by using low-control events. Consider an intruder who
stores these events in an Objectsintervals hash table, hashed on the, s 1 yse low-control events to accomplish an arbitrary task; for

sink object for that event. When GraphGen adds an object to ;
GraphObjects, it checks if any events in the Objectsintervals hash ﬁxsa:arzg l:’nhe%ﬂi?gnt;ﬁg ESBZZrair? r/?r?&m to install a backdoor when

table affect the new object before the time threshold for the new o ] S
object. Finally, GraphGen maintains a priority queue of events Using an existing program to carry out this task is difficult because
with intervals that include the current time (prioritized by the start- €xisting programs do not generally perform arbitrary tasks when
ing time of the event). The priority queue allows GraphGen to find they see incidental changes such as a new filename in /tmp. If an
and discard events quickly whose intervals no longer include the attacker can cause an existing program to perform an arbitrary task
current time. by making such an incidental change, it generally means that the
. program has a bug (e.g., buffer overflow or race condition). Even if
2.4 Dependencies Tracked By Current BackTracker does not track this event, it will still be able to high-
light the buggy existing program by tracking the chain of events

Protot i i
O_ 0 ype. ) . . from the detection point back to that program.
Section 2.2 lists numerous ways in which one object can poten- ) ]
tially affect another. It is important to note, however, thfiécting Using a new, custom program to carry out an arbitrary task is easy.
an object is not the same amntrolling an object. Depen- However, it will not evade BackTracker’s analysis because the

dency-causing events vary widely in terms of how much the source events of writing and executing such a custom program are
object can control the sink object. Our current implementation of high-control events and BackTracker will link the backdoor to the
BackTracker focuses on tracking the events we consider easiest fofntruder’s earlier actions through those high-control events. To
an attacker to use to accompﬁsh a task; we call these eventsillustrate thiS, consider in Figure 3b if the event “file 1->prOCESS (o
high-control events. was a low-control event, and process C was created by process B
. . f(rather than by process A as shown). Even if BackTracker did not
Some examples of high-control events are changing the contents ofy oo\ the event “file 1->process C”, it would stil link process B to
afile or creating a child process. Itis relatively easy for an intruder o qatection point via the event “process B->process C”.
to perform a task by using high-control events. For example, an i ]
intruder can install a backdoor easily by modifying an executable BackTracker currently logs and analyzes the following high-con-
file, then creating a process that executes it. trol events: process creation through fork or clone; load and store
. - to shared memory; read and write of files and pipes; receiving data
Some examples of low-control events are changing a file's accessg,n 5 socket; execve of files; load and store to mmap'ed files; and
time or creating a filename in a directory. Although these events opening a file. We have implemented partially the logging and
can affect the exec.““c’.” of other processes, they tend to generatg ?racking of file attributes and filename create, delete, and rename
high degree of noise in the dependency graph. For example, if yheqe events are not reflected in Section 5's results). We plan to
BackTracker tracks the dependency caused by reading ad're‘:toryimplement logging and tracking for System V IPC (messages,
then a process that lists the files in /tmp would depend on all pro- %hared memory, semaphores) and signals.

cesses that have ever created, renamed, or deleted filenames i
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ger’s log from the intruder, one could store the log on a remote

apgﬁfastﬁon: apghjcegition computer or in a protected file on the local computer.
------ ik The results of BackTracker’'s analysis are independent of where
guest operating system EventLogger is implemented. We have ported EventLogger to a
standalone operating system (Linux 2.4.18) to give our local sys-
VMM kernel moduler EventLogger: tem administrators the option of using BackTracker without using
——————————— - —m = a virtual machine. To port EventLogger to the target operating sys-
host operating system tem, we modified the code that gleans information about events

. . and objects; this porting took one day.
Figure 4: Implementation structure. Our current prototype rur

the target operating system (Linux 2.4.18) and applications The main reason we use a virtual-machine-based structure is to
virtual machine contained within a host process. leverage ReVirt, which enables one to replay the complete, instruc-
virtual-machine monitor (VMM) kernel module calls a ker tion-by-instruction execution of a virtual machine [12]. This abil-
procedure (EventLogger) when a guest application invoke ity to replay executions at arbitrarily fine detail allows us to
returns from a system call or when a guest application prc capture complete information about workloads (e.g., real intru-
exits. EventLogger then reads information about the event sions) while still making changes to EventLogger. Without the

the virtual machine’s pisical memory. ability to replay a workload repeatably, we would only be able to

analyze information captured by the version of EventLogger that

3. IMPLEMENTATION STRUCTURE FOR was running at the time of that workload. This ability is especially
) important for analyzing real attacks, since real attackers do not
LOGGING EVENTSAND OBJECTS re-issue their workload upon request. EventLogger can log events

While the computer is executing, BackTracker must log informa- and objects during the original run or during a replaying run.

tion about objects and dependency-causing events to enable thgyne of the standard reasons for using a virtual machine—not trust-
dependency-graph analysis described in Section 2. The part ofj, the target operating system—does not hold for BackTracker. If

BackTracker that logs this information is called EventLogger. o5’ atacker gains control of the guest operating system, she can
After the intrusion, an administrator can run GraphGen off-line on arry out arbitrary tasks inside the guest without being tracked by

alog (or concatenation of logs spanning several reboots) generateqg, i Tracker (in contrast, ReVirt works even if the attacker gains
by EventLogger. GraphGen produces a graph in a format suitable .qniro| of the guest operating system).

for input to the dot program (part of AT&T’s Graph Visualization

Project), which generates the human-readable graphs used in thiVe use a version of the UMLinux virtual machine [8] that uses a
paper. host kernel (based on Linux 2.4.18) that is optimized to support

. virtual machines [21]. The virtualization overhead of the opti-
There are several ways to implement EventLogger. The strategy mizeq UmLinux is comparable to that of VMWare Workstation
for our current BackTracker prototype is to run the target operating 3 1 cpy-intensive applications experience almost no overhead,

system (Linux 2.4.18) and applications inside a virtual machine 4 yernel-intensive applications such as SPECweb99 and compil-
and to have the virtual-machine monitor call a kernel procedure ing the Linux kernel experience 14-35% overhead [21].

(EventLogger) at appropriate times (Figure 4). The operating sys-

tem running inside the virtual machine is called thest operat- 4. PRIORITIZING PARTSOF A

ing system to distinguish it from the operating system that the

virtual machine is running on, which is called thest operating DEPENDENCY GRAPH )

system. Guest processes run on the guest operating system insidePependency graphs for a busy system may be too large to scruti-
the virtual machines; host processes run on the host operating syshize each object and event. Fortunately, not all objects and events
tem. The entire virtual machine is encapsulated in a host processWwarrant the same amount of scrutiny when a system administrator
The log written by EventLogger is stored as a host file (com- analyzes an intrusion. This section describes several ways to prior-
pressed with gzip). The virtual-machine monitor prevents intruders itize or filter a dependency graph in order to highlight those parts

in the guest from interfering with EventLogger or its log file. that are mostly likely to be helpful in understanding an intrusion.
. . . .., Ofcourse, there is a tradeoff inherent to any filtering. Even objects
EventLogger gleans information about events and objects inside 5. oyants that are unlikely to be important in understanding an

the target system by examining the state of the virtual machine. jo. sion may nevertheless be relevant, and filtering these out may
The wrtua_l-machl_ne monitor notifies EventLogger whenever a accidentally hide important sequences of events.

guest application invokes or returns from a system call or when a o . ]
guest application process exits. EventLogger learns about the evenfone way to prioritize important parts of a graph is to ignore certain
from data passed by the virtual-machine monitor and from the vir- objects. For example, the login program reads and writes the file
tual machine’s physical memory (which is a host file). EventLog- /var/run/utmp. These events cause a new login session to depend
ger is compiled with headers from the guest kernel and reads gues®©n all prior login sessions. Another example is the file /etc/mtab.
kernel data structures from the guest’s physical memory to deter- This file is written by mount and umount and is read by bash at
mine event information (e.g., system call parameters), object iden- Startup, causing all events to depend on mount and umount. A final
tities (e.g., file inode numbers, filenames, process identifiers) and€xample is that the bash shell commonly writes to a file named
dependency information (e.g., it reads the address map of a guestbash_history when it exits. Shell invocations start by reading
process to learn what mmap’ed files it inherited from its parent). -bash_history, so all actions by all shells depend on all prior execu-
The code for EventLogger is approximately 1300 lines, and we tions of bash. While these are true dependencies, it is easier to start
added 40 lines of code to the virtual-machine monitor to support analyzing the intrusion without these objects cluttering the graph,
EventLogger. We made no changes to the guest operating systemthen to add these objects if needed.

Another possible strategy is to add EventLogger to the target oper-A second way to prioritize important parts of a graph is to filter out

ating system and not use a virtual machine. To protect EventLog- Certain types of events. For example, one could filter out some
low-control events.
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bind (Fig 5-6) ptrace (Fig 1) openssl-too (Fig 7) self (Fig 8)
time period being analyzed 24 hours 61 hours 24 hours
# of obiects and eventsin lo 155,344 objects 77,334 objects 2,187,963 objects
d 9 1,204,166 events 382,955 events 55,894,869 events
# of objects and eventsin 5,281 objects 552 objects 495 objects 717 objects
unfiltered dependency graph 9,825 events 2,635 events 2,414 events 3,387 events
# of objects and eventsin 24 objects 20 objects 28 objects 56 (36) objects
filtered dependency graph 28 events 25 events 41 events 81 (49) events
growth rate of EventLogger’slog 0.017 GB/day 0.002 GB/day 1.2 GB/day
time overhead of EventL ogger 0% 0% 9%

Table 1: Statistics for BackTracker’s analysis of attacks.This table shows results for three real attacks and one simulated attack. Event
counts include only the first event from a source object to a sink object. GraphGen and the filtering rules drastically reduce the amount of
information that an administrator must peruse to understand an attack. Results related to EventLogger’s log are combined for the bind and
ptrace attacks because these attacks are intermingled in one log. Object and events counts for the self attack are given for two different

levels of filtering.

These first two types of filtering (objects and events) may filter out
avital link in the intrusion and thereby disconnect the detection
point from the source of the intrusion. Hence they should be used
only for cases where they reduce noise drastically with only a
small risk of filtering out vital links. The remainder of the filtering
rules do not run the risk of breaking avital link in the middle of an
attack sequence.

A third way to simplify the graph is to hide files that have been
read but not written in the time period being analyzed (read-only
files). For example, in Figure 3c, file 0 isread by process A but is
not written during the period being analyzed. These files are often
default configuration or header files. Not showing thesefilesin the
graph does not generally hinder one's ability to understand an
attack because the attacker did not modify these files in the time
period being considered and because the processes that read the
filesare still included in the dependency graph. If the initial analy-
sis does not reveal enough about the attack, an administrator may
need to extend the analysis further back in the log to include events
that modified files which were previously considered read-only.
Filtering out read-only files cannot break a link in any attack
sequence contained in the log being analyzed, because there are no
eventsin that log that affect thesefiles.

A fourth way to prioritize important parts of a graph isto filter out
helper processes that take input from one process, perform a sim-
ple function on that input, then return data to the main process. For
example, the system-wide bash startup script (/etc/bashrc) causes
bash to invoke the id program to learn the name and group of the
user, and the system startup scripts on Linux invoke the program
consoletype to learn the type of the console that is being used.
These usage patterns are recognized easily in a graph: they form a
cycle in the graph (usually connected by a pipe) and take input
only from the parent process and from read-only files. As with the
prior filtering rule, this rule cannot disconnect a detection point
from an intrusion source that precedes the cycle, because these
cyclestakeinput only from the main process, and the main process
isleft in the dependency graph.

A fifth way to prioritizeimportant parts of agraph isto choose sev-
eral detection points, then take the intersection of the dependency
graphs formed from those dependency points. The intersection of
the graphs is likely to highlight the earlier portion of an attack
(which affect all detection points), and these portions are important
to understanding how the attacker initially gained control in the
system.

We implement these filtering rules as options in GraphGen. Graph-
Gen includes a set of default rules which work well for all attacks
we have experienced. A user can add to a configuration file regular
expressions that specify additional objects and events to filter. We
considered filtering the graph after GraphGen produced it, but this
would leave in objects that should have been pruned (such as an
object that was connected only via an object that was filtered out).

Other graph visualization techniques can help an administrator
understand large dependency graphs. For example, a post-process-
ing tool can aggregate related objects in the graph, such as all files
in adirectory, or show how the graph grows as the run progresses.

We expect an administrator to run GraphGen severa times with
different filtering rules and log periods. She might first analyze a
short log that she hopes includes the entire attack. She might also
filter out many objects and events to try to highlight the most
important parts of an intrusion without much noise from irrelevant
events. If this initial analysis does not reveal enough about the
attack, she can extend the analysis period further back in the log
and use fewer filtering rules.

5. EVALUATION

This section evaluates how well BackTracker works on three real
attacks and one simulated attack (Table 1).

To experience and analyze rea attacks, we set up a honeypot
machine [9, 25] and installed the default configuration of RedHat
7.0. This configuration is vulnerable to several remote and local
attacks, although the virtual machine disrupts some attacks by
shrinking the virtual address space of guest applications. Our hon-
eypot configuration is vulnerable to (at least) two attacks. A
remote user can exploit the OpenSSL library used in the Apache
web server (httpd) to attain a non-root shell [5], and a local user
can exploit sendmail to attain a root shell [3]. After an attacker
compromises the system, they have more-or-less free reign on the
honeypot—the y can read files, download, compile, and execute
programs, scan other machines, etc.

We ran a variety of tools to detect intruders. We used a
home-grown imitation of TripWire [20] to detect changes to
important system files. We used Ethereal and Snort to detect suspi-
cious amounts of incoming or outgoing network traffic. We also
perused the system manually to look for any unexpected files or
processes.
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Figure 5: Mostly-unfiltered dependency graph generated by GraphGen forbind attack. The only

filtering used was to not show files that were read but not written. The circled areas and |abels identify the swapper, init
major portions of the graph. Of particular interest are the files we filter out in later dependency graphs: Nar/run/ut
Ivar/run/utmp, /etc/mtab, /var/log/lastiog, /root/.bash_history. We will also filter out helper processes that varirun/utmp
take input from one process (usually viaa pipe), perform asimple function on that input, then return data to /ﬂ
the main process. Most objects associated with S85httpd are helper processes spawned by find when Py
S85httpd starts.
. L
mingetty
Y4
autofs,
4
]
1
!
]
S85httpd ’
- EE N NN NN BN EE E gy \ t
——‘—_ ----. - @ui
attack - ~ - ~ fetc/mtab \
onhttp - ~ sshd
’ > fi I
Y4 -’ 4
4 ’
’ ~
]
1 /
| var/log/lastlog
~
~ -
L] -
bind Il bash
-
- L — /
- 1 [root/.bash_history > -
bash bash
bash
/bin/login (detection pdMit) -~

IPR2025-00067
CrowdStrike EX1028 Page 15



We first evaluate how necessary it is to use the filtering rules
described in Section 4. Consider an attack we experienced on
March 12, 2003 that we named the bind attack. The machine on
this day was quite busy: we were the target of two separate attacks
(the bind attack and the ptrace attack), and one of the authors
logged in several times to use the machine (mostly to look for
signs of intruders, e.g., by running netstat, ps, Is, pstree). We
detected the attack by noticing a modified system binary
(/bin/login). EventLogger's log for this analysis period covered 24
hours and contained 155,344 objects and 1,204,166 events (al
event counts in this paper count only the first event from a specific
source object to a specific sink object).

Without any filtering, the dependency graph generated by Graph-
Gen for this attack contains 5,281 objects and 9,825 events. While
thisis two orders of magnitude smaller than the complete log, it is
still far too many events and objects for an administrator to analyze
easily. We therefore consider what filtering rules we can use to
reduce the amount of information presented to the administrator,
while minimizing the risk of hiding important stepsin the attack.

Figure 5 shows the dependency graph generated by GraphGen for
this attack after filtering out files that were read but not written.
The resulting graph contains 575 objects and 1,014 events. Impor-
tant parts of the graph are circled or labeled to point out the filter-
ing rules we discuss next.

Significant noise comes from several root login sessions by one of
the authors during the attack. The author’s actions are linked to the
attacker’s actions through /root/.bash_history, /var/log/lastlog, and
Ivar/run/utmp. /etc/mtab also generates alot of noise, asit is writ-
ten after most system startup scripts and read by each bash shell.
Finaly, a lot of noise is generated by helper processes that take
input only from their parent process, perform a simple function on
that input, then return data to the parent (usually through a pipe).
Most processes associated with S85httpd on the graph are helper
processes spawned by find when S85httpd starts.

Figure 6 shows the dependency graph for the bind attack after
GraphGen applies the following filtering rules: ignore files that
were read but not written; ignore files /root/.bash_history,
Ivar/run/lastiog, /var/run/utmp, /etc/mtab; ignore helper processes
that take input only from their parent process and return a result
through a pipe. We use these same filtering rules to generate
dependency graphsfor all attacks.

These filtering rules reduce the size of the graph to 24 objects and
28 events, and make the bind attack fairly easy to analyze. The
attacker gained access through httpd, downloaded a rootkit using
wget, then wrote the rootkit to the file “/tmp/ /bind” Sometime
later, one of the authors logged in to the machine, noticed the sus-
piciousfile, and decided to execute it out of curiosity (don’t try this
at home!). The resulting process installed a number of modified
system binaries, including /bin/login. This graph shows that Back-
Tracker can track across several login sessions. If the attacker had
installed /bin/login without being noticed, then logged in later, we
would be able to backtrack from a detection point in her second
session to the first session by her use of the modified /bin/login.

Figure 1 shows the filtered dependency graph for a second attack
that occurred in the same March 12, 2003 |og, which we named the
ptrace attack. The intruder gained access through httpd, down-
loaded a tar archive using wget, then unpacked the archive via tar
and gzip. The intruder then executed the ptrace program using a
different group identity. We later detected the intrusion by seeing
the ptrace process in the process listing. We believe the ptrace pro-
cess was seeking to exploit a race condition in the Linux ptrace
code to gain root access. Figures 1 and 6 demonstrate Back-

swapper

| sssshd | | ssshipd |

| nice,initlog |

| nice,initlog|

Figure 6: Filtered dependency graph for bind attack.

Tracker’s ability to separate two intermingled attacks from asingle
log. Changing detection points from /bin/login to ptrace is suffi-
cient to generate distinct dependency graphs for each attack.

Figure 7 shows the filtered dependency graph for an attack on
March 2, 2003 which we named the openss-too attack. The
machine was used lightly by one of the authors (to check for intru-
sions) during the March 1-3 period covered by this log. The
attacker gained access through httpd, downloaded a tar archive
using wget, then installed a set of files using tar and gzip. The
attacker then ran the program openssl-too, which read the configu-
ration files that were unpacked. We detected the intrusion when the
openssl-too process began scanning other machines on our net-
work for vulnerable ports.

Another intrusion occurred on our machine on March 13, 2003.
The filtered dependency graph for this attack is almost identical to
the ptrace attack.

Figure 8a shows the default filtered dependency graph for an attack
we conducted against our own system (self attack). self attack is
more complicated than the real attacks we have been subjected to.
We gain unprivileged access via httpd, then download and compile
a program (sxp) that takes advantage of a local exploit against
sendmail. When sxp runs, it uses objdump to find important
addresses in the sendmail binary, then executes sendmail through
execve to overflow an argument buffer and provide aroot shell. We
use this root shell to add a privileged user to the password files.
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Figure 7: Filtered dependency graph for openss-too attack.

Later, we log into the machine using this new user and modify
/etc/xinetd.conf. The detection point for this attack is the modified
[etc/xinetd.conf.

One goal for this attack is to load the machine heavily to see if
BackTracker can separate the attack events from normal events.
Over the duration of the workload, we continualy ran the
SPECweb99 benchmark to model the workload of aweb server. To
further stress the machine, we downloaded, unpacked, and contin-
ually compiled the Linux kernel. We also logged in severa times
as root and read /etc/xinetd.conf. The dependency graph shows
that BackTracker separates this legitimate activity from the attack.

We anticipate that administrators will run GraphGen multiple
times with different filtering rules to analyze an attack. An admin-
istrator can filter out new objects and events easily by editing the
configuration file from which GraphGen reads its filter rules. Fig-
ure 8b shows the dependency graph generated with an additional
rule that filters out all pipes. While this rule may filter out some
portions of the attack, it will not usually disconnect the detection
point from the from an intrusion source, because pipes are inher-
ited from a process's ancestor, and BackTracker will track back to
the ancestor through process creation events. In Figure 8, filtering
out pipes eliminates objdump, which is related to the attack but not
critical to understanding the attack.

Next we measure the space and time overhead of EventLogger
(Table 1). It isnon-trivial to compare running times with and with-
out EventlL ogger, because real attackers do not re-issue their work-
load upon request. Instead we use ReVirt to replay the run with and
without EventLogger and measure the difference in time. The
replay system executes busy parts of the run at the same speed as
the original run (within a few percent). The replay system elimi-
nates idle periods, however, so the percentage overhead is given as
afraction of the wall-clock time of the original run (which was run
without EventLogger).

For the real attacks, the system isidlefor long periods of time. The
average time and space overhead for EventLogger is very low for
these runs because EventL ogger only incurs overhead when appli-
cations are actively using the system.

The results for self attack represent what the time and space over-
heads would be like for a system that is extremely busy. In particu-
lar, serving web pages and compiling the Linux kernel each invoke
a huge number of relevant system calls. For this run, EventL ogger
slows the system by 9%, and its compressed log grows at a rate of
1.2 GB/day. While this is a substantial amount of data, a modern
hard disk is large enough to store this volume of log traffic for sev-
eral months.

GraphGen is run after the attack (off-line), so its performance is
not as critical as that of EventLogger. On a 2.8 GHz Pentium 4
with 1 GB of memory, GraphGen took |ess than 20 seconds to pro-
cess the logs for each of the real attacks. GraphGen took just under
3 hours to process the log for the intensive self attack. We believe
GraphGen’s running time could be reduced severalfold (without
affecting the performance of EventLogger) by making small
changes to the format of the log written by EventLogger and by
combining several of the processing stages that make up Graph-
Gen.

6. ATTACKS AGAINST BACKTRACKER

In the prior section, we showed that BackTracker helped analyze
several real attacks. In this section, we consider what an intruder
can do to hide his actions from BackTracker. An intruder may
attack the layers upon which BackTracker is built, use events that
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Figure 8: Filtered dependency graph for self attack. Figure 8a shows the dependency produced by GraphGen with the same filtering
rules used to generate Figures 1, 6, and 7. Figure 8b shows the dependency graph produced by GraphGen after adding arule that filters out
pipes. Figure 8b is a subgraph of Figure 8a.
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BackTracker does not monitor, or hide his actions within large
dependency graphs.

An intruder can try to foil BackTracker by attacking the layers
upon which BackTracker's analysis or logging depend. One such
layer isthe guest operating system. BackTracker's analysisis accu-
rate only if the events and data it sees have their conventional
meaning. If an intruder can change the guest kernel (e.g., to cause
arandom system call to create processes or change files), then he
can accomplish arbitrary tasks inside the guest machine without
being tracked by BackTracker. Many operating systems provide
interfaces that make it easy to compromise the kernel or to work
around its abstractions. Loadable kernel modules and direct access
to kernel memory (/dev/kmem) make it trivial to change the kernel.
Direct access to physical memory (/dev/mem) and 1/O devices
make it easy to control applications and files without using the
higher-level abstractions that BackTracker tracks. Our guest oper-
ating system disables these interfaces [19]. The guest operating
system may also contain bugs that allow an intruder to compro-
mise it without using standard interfaces [7]. Researchers are
investigating ways to use virtual machinesto make it more difficult
for intruders to compromise the guest operating system, e.g., by
protecting the guest kernel’s code and sensitive data structures
[17].

Another layer upon which the current implementation of Back-
Tracker depends is the virtual-machine monitor and host operating
system. Attacking these layers is considerably more difficult than
attacking the guest kernel, since the virtual-machine monitor
makes the trusted computing base for the host operating system
much smaller than the guest kernel.

If an intruder cannot compromise a layer below BackTracker, he
can still seek to stop BackTracker from analyzing the complete
chain of events from the detection point to the source of the attack.
The intruder can break the chain of events tracked if he can carry
out one step in his sequence using only low-control events that
BackTracker does not yet track. Section 2.4 explains why this is
relatively difficult.

An intruder can aso use a hidden channel to break the chain of
events that BackTracker tracks. For example, an intruder can use
the initial part of his attack to steal a password, send it to himself
over the network, then log in later via that password. BackTracker
can track from a detection point during the second login session up
to the point where the intruder logged in, but it cannot link the use
of the password automatically to the initial theft of the password.
BackTracker depends on knowing and tracking the sequence of
state changes on the system, and the intruder’s memory of the sto-
len password is not subject to this tracking. However, BackTracker
will track the attack back to the beginning of the second login ses-
sion, and this will alert the administrator to a stolen password. If
the administrator can identify a detection point in the first part of
the attack, he can track from there to the source of the intrusion.

An intruder can also try to hide his actions by hiding them in a
huge dependency graph. This is futile if the events in the depen-
dency graph are the intruder’s actions because the initial break-in
phase of the attack is not obfuscated by a huge graph after the ini-
tial phase. In addition, an intruder who executes a large number of
eventsis more likely to be caught.

An intruder can also hide his actions by intermingling them with
innocent events. GraphGen includes only those events that poten-
tialy affect the detection point, so an intruder would have to make
it look as though innocent events have affected the detection point.
For example, an intruder can implicate an innocent process by
reading a file the innocent process has written. In the worst case,

the attacker would read all recently written files before changing
the detection point and thereby implicate all processes that wrote
those files. As usual, security is a race between attackers and
defenders. GraphGen could address this attack by filtering out file
readsif they are too numerous and following the chain of events up
from the process that read the files. The attacker could then impli-
cate innocent processes in more subtle ways, etc.

Finally, an attacker can make the analysis of an intrusion more dif-
ficult by carrying out the desired sequence of steps over a long
period of time. The longer the period of attack, the more log
records that EventL ogger and GraphGen have to store and analyze.

In conclusion, there are several ways that an intruder can seek to
hide his actions from BackTracker. Our goal is to analyze a sub-
stantial fraction of current attacks and to make it more difficult to
launch attacks that cannot be tracked.

7. RELATED WORK

BackTracker tracks the flow of information [11] across operating
system objects and events. The most closely related work is the
Repairable File Service [29], which also tracks the flow of infor-
mation through processes and files by logging similar events. The
Repairable File Service assumes an administrator has already iden-
tified the process that started the intrusion; it then uses the log to
identify files that potentially have been contaminated by that pro-
cess. In contrast, BackTracker begins with a process, file, or file-
name that has been affected by the intrusion, then uses the log to
track back to the source of the intrusion. The two techniques are
complementary: one could use backtracking to identify the source
of the intrusion, then use the Repairable File Service's forward
tracking to identify the files that potentially have been contami-
nated by the intrusion. However, we believe that an intruder can
hide her actions much more easily from the forward tracking
phase, e.g., by simply touching al files in the system. Even with-
out deliberately trying to hide, we believe an intruder’s changes to
system files will quickly cause al files and processes to be labeled
as potentially contaminated. For example, if an intruder changes
the password file, all users who subsequently log into the system
will read thisfile, and all filesthey modify will belabeled as poten-
tially contaminated.

In addition to the direction of tracking, BackTracker differs from
the Repairable File Service in the following ways: (1) BackTracker
tracks additional dependency-causing events (e.g., shared memory,
mmap’ ed files, pipes and named pipes; (2) BackTracker labels and
analyzes time intervals for events, which are needed to handle
aggregated events such as loads/store to mmap’ed files; and (3)
BackTracker uses filter rules to highlight the most important
dependencies. Perhaps most importantly, we use BackTracker to
analyze real intrusions and evaluate the quality of the dependency
graphsit produces for those attacks. The evaluation for the Repair-
able File Service has so far focused on time and space overhead—
to our knowledge, the spread of contamination has been evaluated
only in terms of number of processes, files, and blocks contami-
nated and has been performed only on a single benchmark (SPEC
SDET) with arandomly chosen initial process.

Work by Ammann, Jgjodia, and Liu tracks the flow of contami-
nated transactions through a database and rolls data back if it has
been affected directly or indirectly by contaminated transactions
[6]. The Perl programming language also tracks the flow of tainted
information across perl program statements [28]. Like the Repair-
able File Service, both these tools track the forward flow of con-
taminated information rather than backtracking from a detection
point to the source of the intrusion.
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Program dlicing is a programming language technique that identi-
fies the statements in a program that potentially affect the values at
apoint of interest [26]. Dynamic dlicers compute the slice based on
aspecific set of inputs. BackTracker could be viewed as a dynamic
program slicer on a self-modifying program, where variables are
operating system objects, and program statements are depen-
dency-causing operating system events.

Several other projects assist administrators in understanding intru-
sions. CERT’s Incident Detection, Analysis, and Response Project
(IDAR) seeks to develop a structured knowledge base of expert
knowledge about attacks and to look through the post-intrusion
system for signs that match an entry in the existing knowledge
base [10]. Similarly, SRI's DERBI project looks through system
logs and file system state after the intrusion for clues about the
intrusion [27]. These tools automate common investigations after
an attack, such aslooking for suspicious filenames, comparing file
access times with login session times, and looking for suspicious
entries in the password files. However, like investigations that are
carried out manually, these tools are limited by the information
logged by current systems. Without detailed event logs, they are
unable to describe the sequence of an attack from the initial com-
promise to the detection point.

8. CONCLUSIONS AND FUTURE WORK

We have described a tool called BackTracker that helps system
administrators analyze intrusions on their system. Starting from a
detection point, such as a suspicious file or process, BackTracker
identifies the events and objects that could have affected that detec-
tion point. The dependency graphs generated by BackTracker help
an administrator find and focus on a few important objects and
events to understand the intrusion. BackTracker can use several
types of rules to filter out parts of the dependency graph that are
unlikely to be related to the intrusion.

We used BackTracker to analyze several real attacks against com-
puters we set up as honeypots. In each case, BackTracker was able
to highlight effectively the entry point used to gain access to the
system and the sequence of steps from the entry point to the point
at which we noticed the intrusion.

In the future, we plan to track more dependency-causing events,
such as System V IPC, signals, and dependencies caused by file
attributes. We have also implemented a tool to track dependencies
forward. The combination of this tool and BackTracker will alow
us to start from a single detection point, backtrack to allow an
administrator to identify the source of the intrusion, then forward
track to identify other objects that have been affected by the intru-
sion. Significant research will be needed to filter out false depen-
dencies when tracking forward because, unlike for backward
tracking, an intruder can easily cause an explosion of the depen-
dency graph to include all files and processes.
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Abstract

Current intrusion detection systems point out suspicious
states or events but do not show how the suspicious state
or events relate to other states or events in the system. We
show how to enrich an IDS alert with information about
how those alerts causally lead to or result from other
events in the system. By enriching IDS alerts with this
type of causal information, we can leverage existing IDS
alerts to learn more about the suspected attack. Back-
ward causal graphs can be used to find which host al-
lowed a multi-hop attack (such as a worm) to enter a local
network; forward causal graphs can be used to find the
other hosts that were affected by the multi-hop attack. We
demonstrate this use of causality on a local network by
tracking the Slapper worm, a manual attack that spreads
via several attack vectors, and an e-mail virus. Causal-
ity can also be used to correlate distinct network and host
IDS alerts. We demonstrate this use of causality by corre-
lating Snort and host IDS alerts to reduce false positives
on a testbed system connected to the Internet.

1. Introduction

Intrusion detection systems (IDSs) are used to alert
system administrators to possible attacks. IDSs moni-
tor events at various levels in a system and attempt to
alert administrators to events that match known attacks
(signature-based IDS) or do not match normal behavior
(anomaly-based IDS). Host-based IDSs monitor events
on a single host, such as system calls or file accesses.
Network-based IDSs monitor packets that are sent or re-
ceived.

One factor that limits the accuracy and usefulness of
IDS alerts is the lack of accompanying context. IDS alerts
point out suspicious events without relating them to other
events and state in the system. For example, Snort [1]

highlights suspicious messages but does not describe how
the receiving system reacted to these messages or what
caused the sending system to send the suspicious message.
Tripwire [6] alerts administrators to modified system files
but does not show what caused the modifications or how
the modified system files were used afterward. Additional
context may help an administrator see the connections be-
tween different alerts or find other hosts that have been
compromised.

This paper describes how to enrich an IDS alert with
causal information about the state or events detected by
the IDS. Informally, causal information shows which
events led to the state/event detected by the IDS and which
events were affected by the state/event detected by the
IDS. Formally, this causal information is defined by Lam-
port’s happens-before relationship [8], which results from
messages between hosts and interprocess communication
within a host. For example, a causal dependency is created
from process A to process B if process A forks process B,
if process A sends a message to process B, or if process
A writes a file that is later read by process B. By itera-
tively analyzing these causal dependencies, we compute
the transitive closure of causal relationships in the form
of a multi-host causality graph. A causality graph with
an IDS alert as a root node shows which events were af-
fected by the state/event that generated the alert. A causal-
ity graph with an IDS alert as a leaf node shows which
events led to the state/event that generated the alert.

Causality graphs can improve the effectiveness of IDS
alerts, as in the following scenarios:

A worm exploits a vulnerability in a company’s pub-
lic web server, then starts infecting machines that are
behind the company firewall. An IDS on one of the
internal machines detects anomalous activity, but no
IDS alerts occur on the company’s public web server.
A causality graph can trace a worm from the ma-
chine that detected the intrusion back to the com-
pany’s public web server that allowed the worm into
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the network. Figures 1-3 demonstrate this capabil-
ity for a testbed of machines infected by the Slapper
worm.

e An intruder logs in as a privileged user and sched-
ules a job (e.g., through the root’s crontab file) for
that night that will scan slowly for other vulnerable
hosts. While logging in as a privileged user and is-
suing a slow port scan are both suspicious, neither
is suspicious enough on its own to trigger an alert to
the administrator. A causality graph can show that
the login session that wrote the crontab file indirectly
led to the slow port scan. Figure 6 demonstrates how
a causality graph linked two IDS alerts during an at-
tack on one of our testbed computers.

The contributions of this paper are (1) to propose
causality graphs as a way to enrich IDS alerts; (2) to
show how to enhance the BackTracker system [7] to create
bi-directional, multi-host causality graphs; (3) to demon-
strate how causality graphs can help track the propagation
of multi-host attacks within an administrative domain; and
(4) to demonstrate how causality graphs can help correlate
otherwise disconnected IDS alerts.

The following is an overview of the paper. Section 2
describes how the original BackTracker system finds and
displays objects and events from a single host that causally
precede a given intrusion detection point, and Section 3
describes how we expand the scope of BackTracker to find
and display events from a network of hosts that causally
precede or causally follow a given intrusion detection
point. We call this extended system BDB, which stands
for Bi-directional, Distributed BackTracker. BDB repre-
sents a mechanism that administrators can use to enrich
IDS alerts; administrators can then use various policies on
top of this mechanism. Sections 4 and 5 describe several
scenarios that demonstrate how an administrator might
use the information provided by BDB to track multi-hop
attacks (worms, manual attacks, and e-mail viruses) and
correlate disconnected IDS alerts. Section 7 describes
some limitations of our approach, and Section 8§ relates
our work to prior research.

2. BackTracker

We introduced the idea of using causality to analyze in-
trusions with the BackTracker system [7]. BackTracker
uses a modified Linux kernel to log system calls that form
dependencies between operating system objects. Back-
Tracker analyzes dependencies between three types of ob-
jects: processes, files, and filenames. For example, a
process=>file dependency is formed when a process writes
a file, and a file=-process dependency is formed when a
process reads a file. Files are identified by inode number

to allow BackTracker to track a file across rename oper-
ations and through symbolic links. A process=>process
dependency is formed when one process creates another
process. Bi-directional dependencies are also possible,
such as when two processes share memory with each other
(process<process). See [7] for more details on the objects
and events analyzed by BackTracker.

BackTracker’s analysis starts from a suspicious object
or event detected by an IDS. BackTracker is independent
of which IDS is used, as long as the IDS can identify a
suspicious operating system event or object. BackTracker
analyzes the causal relationships formed between objects
to construct a graph of the objects and events that led to
the specified intrusion detection point. We call this a back-
ward graph because it looks back in time from a given IDS
alert. BackTracker then filters out the dominant sources of
noise in the backward graph according to default filtering
rules. For example, the login program reads and writes the
file /var/run/utmp, which makes it appear that each new lo-
gin session is affected directly by all prior login sessions.
BackTracker’s default rules seek to filter out events that
generate a lot of noise in the backward graph but enable
only a low degree of control between objects. New rules
can be added easily by an administrator, and we use this
to add 1-3 simple rules for each network service used in
this paper (web, FTP, SMB). For example, we filter out
reads and writes to the list of processes maintained by the
FTP server (/var/run/ftp.pids-all). See [7] for a fuller dis-
cussion of the use of filtering rules.

[7] showed that combining causal analysis and a set of
six simple rules was very effective. We analyzed multiple
attacks on a machine we had set up as a honeypot, and in
each case the resulting backward graph highlighted effec-
tively the source of the intrusion and the path between the
initial compromise and the intrusion detection point.

Figure 2 shows BackTracker’s output for a compromise
caused by the Slapper worm [2]. After an IDS detected
a suspicious process (update), BackTracker generated
the backward graph that led to this detection point. This
graph shows that the worm compromised the Apache web
server (httpd) and caused it to execute a bash shell. The
bash shell downloaded and unpacked a uuencoded tar file,
which contains the Slapper executable and the source code
for another program (update.c). The bash shell com-
piled this program, then ran the slapper process, which ran
the newly compiled update program.

3. Bi-directional, multi-host causality

The original BackTracker tool helps system adminis-
trators determine how an attack occurred by showing the
chain of events that led up to the point at which an intru-
sion was detected. In this section, we show how to gen-
eralize BackTracker’s use of causality in two ways: track-
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ing causal effects forward as well as backward, and using
backward and forward causality across multiple hosts on a
network. We then describe new filtering rules to prioritize
the causal paths most likely to describe an intrusion as it
traverses across multiple hosts.

3.1. Forward tracking

BackTracker shows which events preceding an intru-
sion detection point could have contributed to the mod-
ified state or event that was detected. We would like to
generalize this approach to analyze in the forward direc-
tion. Analyzing causality in the forward direction answers
the question “What events and state were affected by the
intrusion detection point?”. Consider a scenario in which
an attacker replaces the /bin/1s executable with a pro-
gram that sends a user’s private files to a collection site.
Once an IDS detects that /bin/1s was modified, for-
ward tracking will show which files of which users were
leaked as a result; this could help limit the damage done
by the intrusion (e.g., by informing the user which credit
cards should be canceled).

Forward causal analysis is a straightforward extension
to backward analysis. Forward tracking uses the same
log of system calls and objects logged by BackTracker.
Whereas BackTracker adds events to a graph if they af-
fect an object before that object’s time threshold, forward
tracking adds events to a graph if they were affected by an
object after that object’s time threshold.

3.2. Multi-host causality

BackTracker’s analysis is limited to events that occurred
on the same host as the state or event that was detected
by the IDS. Because many attacks propagate via the net-
work, we would like to generalize this approach to track
intrusions as they infect multiple hosts. This will allow
us to leverage one host’s IDS alert to find other com-
promised hosts upstream (using backward causality) and
downstream (using forward causality). As with host-level
causality, this type of tracking is limited to machines un-
der our administrative control.

To track causality across multiple hosts, we extend
BackTracker’s logging to also track network sends and re-
ceives. If process 1 on machine A sends a packet to pro-
cess 2 on machine B, this forms an inter-host causal de-
pendency from process 1 to process 2. Connecting a send
event with its corresponding receive event requires identi-
fying each packet (or connection). There are several ways
to identify packets. The simplest is to use information in
existing network headers, such as the source and desti-
nation IP address, port number, and sequence number (for
TCP messages)'. Another approach is to supplement mes-

'The gateway that receives messages from outside the network can

sages with additional information [10], either at network
routers or using our modified kernel. Finally, one could
identify packets by storing a hash of their contents. We
currently identify packets by their source and destination
addresses and sequence number; this simple approach is
sufficient for the TCP-based attacks evaluated in this pa-
per.

3.3. Prioritizing packets

Tracking the causal relationships caused by network
communication can lead to extremely large graphs. Con-
sider the following scenario: an intruder attains a login
session on an internal computer (A). He then uses that lo-
gin session to compromise an internal SMB server (B).
From the SMB server, he browses the departmental web
server, then launches a worm. Using one of the outgo-
ing worm messages as a starting point, an administrator
can generate a multi-host, backward causality graph. This
graph will include the key link in the attack, which is the
message from the login session (A) to the SMB server (B).
However, the graph will also include the irrelevant mes-
sages from the departmental web server. To make mat-
ters worse, the graph may also include other clients that
happened to affect the execution of the departmental web
server before that server sent pages to the SMB server.

Another example scenario is if a network service han-
dles a series of requests in a single process. If this net-
work service is compromised, it will causally depend on
all prior incoming requests. Fortunately, network services
are often built to create a new process to handle each (or a
few) incoming requests. Creating a new process helps to
limit the set of incoming packets that causally precede an
intrusion.

In order to counteract the tendency of graphs to explode
in size, we must prioritize which packets to include in
multi-host causality graphs. This is analogous to filter-
ing host events that are less likely to be critical steps in an
intrusion. Prioritizing packets leads to the same tradeoffs
inherent to any kind of filtering. Even objects or events
that are unlikely to be important in understanding an in-
trusion may nevertheless be relevant, and filtering these
out may accidentally hide important sequences of events.

There are numerous methods one could use to prioritize
which packets to follow in backward or forward causal
analysis. The first method is a simple heuristic that works
well for today’s simple worms. A common pattern of to-
day’s worms is to connect to a network service, compro-
mise it (e.g., with a buffer overflow), then immediately
start a root shell or a backdoor process. For this pat-
tern, the best process to follow when performing back-
ward causality process is the highest (i.e., earliest) pro-

use ingress filtering to check that these messages do not spoof an internal
network address [5]
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cess in the backward graph that received a network packet.
The best packet to follow for this pattern is the most re-
cent packet received by the highest process. We call this
heuristic highest process, most recent packet.

A more general and robust method for prioritizing pack-
ets is to choose packets that are related causally to another
IDS alert. For example, an administrator may use forward
tracking from a host that has detected a backdoor process.
The forward causal graph from this process will show all
hosts that received a message from the backdoor process,
as well as the subsequent actions on those hosts that were
caused (directly or indirectly) by receiving that message.
Some of these messages are likely innocent or ineffective,
while others may be malicious and effective. Messages
that are malicious and effective are more likely to lead
causally to other IDS alerts and should therefore be pri-
oritized. These other IDS alerts may be from a network
anomaly detector that points out suspicious messages di-
rectly, or they may be from a host IDS that detects suspi-
cious host activity that results indirectly from these mes-
sages.

Another method of prioritizing packets leverages the
fact that most worms repeat their actions as they traverse
hosts. They usually propagate from host to host using the
same exploit, or perhaps using one of a few exploits. They
may also perform the same activities on each host they
compromise, such as installing backdoors, patching vul-
nerabilities, or scanning for private information. These re-
peated actions form a pattern that characterizes the worm.
As we causally follow an intrusion alert from host to host
(forward or backward), we can learn this pattern and use
it to prioritize packets that cause similar patterns on other
hosts.

A pattern for a worm may be characterized in many
ways. It could be the set of files or processes that causally
follow from a received packet. More generally, one could
characterize a worm by the topology of the causal graph
resulting from the received packet. In fact, one can view
the topology or membership of a packet’s forward causal-
ity graph as a signature of a worm and raise an IDS alert
whenever one sees this signature. Similarly, one can view
the topology or membership of a network service’s causal-
ity graph as a profile of that network service and raise an
alarm whenever one sees an anomalous causality graph.

Finally, in some cases one can take advantage of
application-specific knowledge to identify more precisely
which incoming packet causes a given action. For exam-
ple, a mail client may be able to inform the causality track-
ing system which downloaded mail message contained the
attachment that is being viewed. If the viewer is compro-
mised while viewing that attachment, the causality tracker
can focus on the appropriate message.

External Local (2)/ P
Network Network -~ Host B
—® HostA
A
\ Host C
Host D

Figure 1. Inter-host propagation of the Slap-
per worm. The worm first infects Host A,
then launches attacks against Hosts B, C,
and D. After an IDS detects the attack on
Host D, BDB tracks the attack backward to
Host A, then tracks it forward to Hosts B and
C. The solid lines depict the attacks, and the
dotted lines depict the order of BDB’s anal-
ysis.

4. Tracking multi-hop attacks

The prior sections introduced the mechanisms used by
BDB to connect multiple alarms together. In the next two
sections, we discuss and demonstrate several ways to use
these mechanisms. In this section, we track attacks that
traverse several hosts within an administrative domain.

4.1. Overview

Many organizations place most of their computers and
services on an intranet behind a firewall, with only a few
computers and services exposed to the public Internet. Re-
lying too heavily on this type of perimeter defense has
well-known flaws: if an attacker breaches the firewall
(such as through an infected laptop, email virus, or bug
in one of the public network services), he gains access to
the computers on the local network, which are often less
secured. To clean up after such a breach, the administrator
must first find all the computers that have been compro-
mised. It can be quite difficult to find which computers
have been compromised during an attack, because the at-
tacker may break into a system, steal or corrupt data, then
clean up by removing telltale signs of his attack.

In this section, we show how BDB can track attacks
that traverse multiple hosts, even when the intrusion is de-
tected initially on only a single host. After an intrusion
is detected on a single host, BDB tracks backward to de-
termine what led to the intrusion on that host. Tracking

IPR2025-00067

CrowdStrike EX1028 Page 26



back continues across nodes until it reaches the point at
which the attack entered the intranet. Finding the point
the attack entered the intranet is useful in securing the net-
work against future attacks. If the attack entered via an in-
fected laptop, the administrator can chastise and educate
the user; if the attack entered via a buggy network service,
the administrator can disable that service or apply a patch
[13]. After backward tracking is complete, BDB performs
forward tracking to find other compromised hosts. As
BDB finds compromised hosts during backward and for-
ward tracking, it provides the opportunity to learn about
the attack. The information it learns can be used to de-
velop network and host signatures of the attack that can be
used to avoid future compromises or scan other networks
for compromised hosts.

As discussed in Section 3.3, prioritizing which packets
to follow can be done in a variety of ways. In Section 4.2,
we track the Slapper worm backward using the highest
process, most recent packet heuristic. During the forward
tracking phase, we prioritize which packets to follow by
leveraging the signatures learned about the worm while
tracking it backward. In Section 4.3, we prioritize the
packets by following those flagged as suspicious by the
Snort network IDS. In Section 4.4, we use application-
specific instrumentation to identify which e-mail message
led to later events on the host.

4.2. Slapper worm

We first demonstrate the ability of BDB to track attacks
across multiple hosts by releasing a modified version of
the Slapper worm on a local worm testbed (Figure 1).
We modified the spreading pattern of Slapper to look for
new victims on the local network before using its default
method of searching for vulnerable machines among ran-
domly generated IP addresses.

Our testbed contains four vulnerable web servers: one
accessible from both the public Internet and the local net-
work, and three accessible only from the local network.
To make it harder to track the worm, we add background
noise by running the SPECweb99 benchmark between the
web servers. Two machines acted as SPECweb99 servers,
and the other two machines acted as SPECweb99 clients.
This workload generated 95,943 operating system objects
and 1,628,937 events spread out over the four machines.
The test was run for 20 minutes, with the worm being re-
leased 10 minutes after the test began.

The initial detection point occurred on Host D when
an IDS detected a suspicious process named update;
Figure 2 shows the causality graph on Host D that led
to this process. The update process is used by Slap-
per to spread the worm to other machines. This process
on Host D is the starting point of our backward traversal.
The causality graph shows that update is compiled from

source code, which is downloaded by a shell over a socket.
The shell is started by a compromised web server.

Using the highest process, most recent packet heuris-
tic, BDB identifies a packet received by the web server
process as likely to be part of the attack. That packet
originated from Host A and is the starting point for back-
ward tracking on that host. Tracking the packet on Host
A results in sequence of events similar to those found on
Host D. However, the highest process, most recent packet
heuristic identifies a packet that originated from an exter-
nal source, so BDB’s traversal backward stops.

While tracking the worm backward from Host D to Host
B, BDB collects information about the worm in the form
of a backward causality graph. These graphs are signa-
tures that describe how the worm behaves on a computer.
BDB uses this information to go forward and detect other
instances of the worm.

The forward traversal begins with the httpd process
on Host A since that is the starting point of the worm (Fig-
ure 3). BDB initially considers all activity resulting from
this point. In addition to communicating with Host D,
the worm also contacts Hosts B and C. BDB uses forward
tracking to examine the effects of each outgoing packet
on the receiving hosts. To determine if the worm had in-
fected these machines, BDB searches the forward graphs
for the causality signatures found while traversing back-
ward. In both cases, the signature is found, and the hosts
are deemed exploited.

BDB tracks the Slapper worm effectively using the
highest process, most recent packet heuristic and match-
ing host worm signatures found during the backward
traversal phase. Despite the heavy load on the network
service that was exploited, BDB filtered out irrelevant
events and highlighted only the actions of the worm. The
backward and forward graphs of all of the infected nodes
contain a total of 171 objects and 251 events, which is 2-
3 orders of magnitude less than the total activity on the
system.

4.3 Multi-vector manual attack

Although the highest process, most recent packet
heuristic is effective for the Slapper worm and many other
existing exploits we examined, an attacker that knows
about this heuristic could evade detection. For example,
an attacker could implicate an innocent request by receiv-
ing it between the initial exploit and the next phase of the
attack. Another difficult scenario occurs when there are
multiple network services at different roots of the back-
ward graph; in this case, there is no unique highest pro-
cess.

One way to address these shortcomings is to use a net-
work IDS to prioritize which packets to follow. While a
network IDS may not be accurate enough to track attacks

IPR2025-00067

CrowdStrike EX1028 Page 27



S85httpd

| nice, initlog |

collect2

Figure 2. Backward causality graph for Slapper worm for Host D. Processes are shown as boxes
(labeled by program names called by execve during that process’s lifetime); files are shown as
ovals; sockets are shown as diamonds. BackTracker can also show process IDs, file inode
numbers, and socket ports. The intrusion detection point is shaded.
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httpd, sh, bash

update

update update

Figure 3. Forward causality graph of Host A
for the Slapper attack. The subgraph formed
by executing uudecode, tar, and gcc is rep-
resented by the box with double lines.

by itself, it may be accurate enough to prioritize which
packets BDB should follow. In this paper, we use the net-
work IDS Snort [1] to prioritize packets for BDB. Snort
matches messages against a number of known signatures;
for this test, we use rules that find commonly used shell-
code instructions. For example, Snort detects consecutive
no-op instructions, which are used often in buffer over-
flow attacks to compensate for variations in process ad-
dress spaces. Although this type of network anomaly de-
tector is prone to false positives, it is effective enough to
prioritize which causally-related network packets to ex-
amine first.

To evaluate whether a network IDS can prioritize pack-
ets effectively, we carried out an attack on our local
network that exploits several network services on vari-
ous nodes within our system (Figure 4). We simulate
a stealthy attacker by compromising one host at a time,
rather than scanning the network and attacking all vulner-
able hosts. We start by breaking into a publicly accessible
web server. From there, we compromise succeeding hosts
through vulnerabilities in the ftp and samba servers. Each
attack results in an interactive shell, and we use that shell
to download tools and break into the next host.

Our testbed includes 12 hosts: four web servers, four
ftp servers, and four samba servers. Each of the nodes
also doubles as a client. To make it harder to track the
attack, we add background noise through artificial users
who are logged into each computer. Each user mounts
all four samba servers in his file space. The users down-

External Local
Network Network
Host A Host B Host C Host D
web server web server web server web server
7
@ | (3)
\ Al 4
Host E Host F Host G Host H
ftp server ftp server »l ftp server ftp server
\ ) - - \
(O NG O]
Yr - \ A 4
Host I Host J Host K Host L
samba server samba server samba server samba server

Figure 4. Inter-host propagation of the multi-
vector attack. We carried out an attack on
five of the 16 testbed hosts (A, E, I, G, K)
using multiple attack vectors (solid lines).
After an IDS detects the attack on Host |,
BDB tracks the attack backward to Host E
and A, then tracks it forward to Hosts E, |, G,
and K.

load source code from a randomly selected web or ftp
server, then unpack this source code to a randomly se-
lected samba mounted directory and compile it. The entire
process is repeated for the duration of the test. These ac-
tivities result in large amounts of noise; across all twelve
nodes there are over 2 GB of network traffic, 6,589,526
operating system events and 814,262 operating system ob-
jects. The test was run for 20 minutes, and the intrusions
occurred 10 minutes after the test started.

The attack is detected initially on Host I, when the
attacker launches a backdoor process that opens a raw
socket. BDB generates a backward graph using the
backdoor process as the detection point, then sees
which of the causally related incoming packets were
flagged as suspicious by Snort. In this case, one of the
incoming packets in the backward graph had been flagged
as suspicious by Snort. The suspicious packet came from
the ftp server on Host E. Using the suspicious packet as
the starting point for another BackTracker iteration, BDB
again found that one of the causally related packets on
Host E’s backward graph had been flagged as suspicious
by Snort. This packet led us back to the public web server
on Host A. All causally related incoming packets on Host
A are from external connections, so the backward traver-
sal ends here.

Starting from the external web server, BDB uses Snort
to prioritize among the causally related outgoing packets,
with the goal of finding other compromised hosts. The
forward analysis led us back to Host E and then again to
Host 1. From Host I, BDB found that the attacker broke
into Host G and then Host K.
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In the end, BDB found all of the infected hosts and
highlighted 420 operating system objects and 19 network
packets of the 814,262 objects and 2 GB of network data
on the entire system. BDB’s resulting causal graph is
small enough that an administrator who wants to under-
stand the attack in more detail can examine each object
and packet by hand.

Although BDB found all compromised hosts, there
were some false positives in our analysis. In particular,
Snort flagged as high priority seven packets that unsuc-
cessfully attempted to use the samba exploit. These did
not affect our analysis because none of the unsuccessful
break-in attempts generated any extraneous network ac-
tivity, and all of the attacked hosts were eventually broken
into. To reduce these false positives, BDB could prioritize
network packets further by using additional IDSs; for in-
stance, it could see which suspicious network packets led
to other host IDS alerts on the receiving host.

4.4. E-mail virus

Attacks often propagate through a network via e-mail
viruses. E-mail viruses typically spread by fooling a user
into running a suspicious application or by exploiting a
helper process used to handle an attachment. Unfortu-
nately, the structure of e-mail handling programs makes
it difficult for BDB to track the causal relationship be-
tween incoming messages and subsequent actions. E-mail
servers that receive messages and e-mail clients that dis-
play them for users tend to be long-lived and to read mul-
tiple messages at a time. Because BDB tracks causality
at the granularity of a process, it assumes conservatively
that all messages that have been read affect all subsequent
actions. Tracking causality at a more precise granularity
requires program-specific instrumentation, and this sec-
tion demonstrates how one can enhance BDB in this way
to track e-mail viruses.

We made two application-specific changes to support
e-mail tracking across multiple hosts. First, we modified
the exim e-mail server to link the network messages it re-
ceives with e-mail messages IDs. Second, we modified the
pine e-mail client to inform BDB of the “current” e-mail
message ID being read at a given time. We assume that
the saving of an attachment or launching of a helper pro-
cess is caused by the current e-mail message being read
by the user. These changes allow us to track (backward or
forward) the effects of an e-mail message as it is received
by the server, transferred to the client, and viewed by a
user. Resulting actions on a host, such as writing files,
starting new processes, and sending messages, are tracked
via BDB’s normal mechanisms.

We tested the ability of BDB to track an e-mail virus
by installing our instrumented e-mail server and client on
our testbed, then releasing a virus. Figure 5 shows how

BDB’s resulting causality graph is able to track the virus
backward from the initial detection on Host A (Figure 5a),
back to when the virus was received by the exim server
(Figure 5b), back to the upstream Host B (Figure 5c¢).

5. Correlating multiple alerts within and
across nodes

In this section, we discuss the benefits of correlating
multiple IDS alerts using causality, and we show how cor-
relating alerts with causality can reduce false positives on
a testbed system.

5.1. Overview

A major problem with many IDSs is false positives.
One approach to reduce these false positives is to com-
bine multiple host or networks IDS alerts into a single,
higher-confidence alert. Prior approaches connect distinct
alerts through statistical correlation on various features of
the alert, such as the destination IP address or time of the
alert. BDB makes it possible to correlate alerts in a new
way by revealing which alerts are related causally.

The main benefit of relating alerts causally is its po-
tential for increased accuracy—statistical correlation may
suffer from coincidental events, whereas causal relation-
ships are determined by chains of specific OS and network
events.

In addition, using causality to correlate alerts can reduce
dramatically the amount of data each IDS needs to pro-
cess. For example, in Section 4.3, we showed how BDB
revealed which outgoing network packets were causally
related to a host IDS alert. BDB can thus narrow the
search for suspicious network activity to a handful of
packets, even in the midst of a busy network. In the same
way, BDB can reduce the amount of data that a host IDS
must examine. For example, a host IDS need examine
only those processes and files that are related causally to
packets that are flagged as suspicious by a network IDS.
This allows one to use intensive host IDSs that would oth-
erwise be too slow [12].

Two IDS alerts may be related causally in a variety of
ways. One alert may causally precede or follow the other.
Or, two alerts may share a common ancestor, such as when
a single shell process executes two child processes that
each perform a suspicious action. It is up to higher-level
policies to determine how to score these different causal
relationships, and we leave this to future work. We specu-
late that alerts are more likely to be correlated if one is the
direct descendant of the other than if they simply share a
common ancestor.
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Figure 5. BackTracking an e-mail virus. In (a), BDB uses its normal tracking plus an instrumented
e-mail client to track back from an outgoing network connection to the causally related incoming
e-mail message. In (b), BDB uses the instrumented e-mail server to link the suspicious e-mail
message with the incoming network message that delivered that e-mail message. This procedure
identifies the host that sent the e-mail virus, where the backtracking can be repeated.

5.2. Results

To test how effectively causality can be used to corre-
late alerts, we ran BDB on two test systems that were ex-
posed to the Internet. One system was running the de-
fault RedHat 6.2 installation; the other was running the
default RedHat 7.0 installation. Both systems had several
vulnerable servers that were accessible from the Internet,
including the bind, ftp, and web servers. We configured
the system to use a network IDS and a host IDS. We used
Snort with its default rules as a network IDS, and we used
a host IDS that flagged as suspicious any process that runs
as root. While both IDSs are expected to generate many
false positives, correlating alerts from these two IDSs us-
ing causality can increase our confidence that alerts result
from actual compromises. To correlate alerts, we started
with Snort alerts and generated causal graphs on the host
for each suspicious network message. We then reported
any processes in the resulting causal graphs that ran as
root.

We ran the system for two days. > During this period,
Snort generated 39 alerts, and the host IDS detected nu-
merous root processes. Of these alerts, BDB detected
two that were connected causally: an outgoing message
flagged by Snort and two root processes. Figure 6 shows
that the alerts were connected causally through a common

2We also used BDB on one of our desktop computers to correlate
Snort and host IDS alerts. Although we were not attacked successfully
over this period, BDB was effective at filtering out the numerous false
positives generated by Snort.

ancestor (the httpd process), We confirmed by hand that
these two alerts were indeed the result of a successful at-
tack. Snort’s alert resulted from a suspicious outgoing
packet (triggering the “uid=" rule that indicates the out-
put of the id command) that was sent by a shell process
executed by a compromised web server. The shell pro-
cess also downloaded various tools and gained root access
through a local modutils exploit, which triggered the
host IDS alert.

We examined the other Snort alerts by hand to see if
there were any other true positives. We found one other
true positive, in which the attacker compromised the web
server but did not gain root privilege. This illustrates the
tradeoffs involved in correlating IDS alerts. Reporting
only correlating alerts reduces the number of false posi-
tives, but it may mask some true positives as well. Corre-
lating Snort alerts with a more sophisticated host IDS may
have reported both true positives.

Overall, BDB effectively reduced the number of false
positives on our testbed. It also reduced administrative
overhead by allowing us to use Snort’s default rules, rather
than customizing the set of rules by hand to reduce false
positives.

6. Prototype implementation and perfor-
mance

BDB is a working prototype implemented for the Linux
operating system. Causal tracking is implemented as two
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Figure 6. Correlating alerts. This figure shows how a causal graph can connect two distinct IDS
alerts. The two alerts are shown as shaded boxes. One alert is generated by Snort, and the other
is generated by a host IDS that detects root processes. The bold lines highlight the events that

modprobe

most directly relate the flagged IDS alerts.

separate modules: one for logging the specific causal
events and another for generating forward and backward
graphs. The logging requires modifications to the Linux
operating system; the resulting logs can be written to a
local file or streamed out over the network. The graph
generator then parses the logs to create the graphs. BDB
stores logs in a MySQL database; this allows it to generate
graphs quickly even for large logs. For example, generat-
ing a graph from a log containing 2,187,963 objects and
55,894,869 events takes about 26 seconds. The time to
generate graphs is proportional to the number of objects
in the final causal graph rather than the total number of
objects in the log. As a result, the multi-hop example dis-
cussed in Section 4.3 took less than 45 seconds to perform
the complete analysis over all 12 nodes.

7. Limitations

As with most security enhancements, using causal
tracking to enrich IDS alerts has its limits. First, BDB
can track events only on hosts that are using its kernel
modifications. Both backward and forward tracking stop
when they reach a host that is not running BDB. For max-

imum effectiveness, an administrator should run BDB on
all hosts in her administrative domain.

Second, BDB tracks only a subset of the many events
that form dependencies, and events outside this set lead
to covert channels. For example, BDB ignores the de-
pendency that is formed if one process creates a file in a
directory and another process lists the contents of that di-
rectory. [7] describes why it is difficult for an attacker to
use these types of covert channels to carry out an attack
without being tracked by BDB, but it is still possible. An
attacker may also create a covert channel by leveraging an
unmonitored host. BDB cannot track causality on hosts
that lack instrumentation, and an attacker can break the
causal chain by traversing such a host.

Another style of attack against BDB is to deliberately
create noise in the causal graphs, either by generating a
large number of events, or by implicating innocent pro-
cesses and hosts. However, these actions may make it
easier for an IDS to notice the attacker.
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8. Related work

Other research projects have used the idea of causal-
ity to identify the effects of an intrusion. The Repairable
File System [16] identifies potentially tainted files by
tracking the flow of information across operating system
events. While the Repairable File System performs for-
ward causal analysis, it does not track dependencies across
the network or filter the resulting graph to prioritize the
likely paths of an intrusion. In the database area, work
by Ammann, Jajodia, and Liu tracks the flow of contami-
nated transactions through a database and rolls data back
if it has been affected directly or indirectly by contami-
nated transactions [3].

In addition to our approach of using causality, other
techniques have been used to track multi-hop attacks.
Work by Zhang and Paxson detects “stepping stones” used
to carry interactive communication across multiple hops
by seeing which packets have correlated size and tim-
ing characteristics [15]. Wang and Reeves extend this
approach by manipulating the timing of packets to more
easily correlated packets across multiple hops [14]. Our
approach has advantages and disadvantages compared to
prior approaches. The main disadvantage is that our ap-
proach requires one to monitor each host in the chain.
Hence our approach is suitable mainly for communication
within a single administrative domain. The main advan-
tage of our approach is that it is independent of timing
because it can track actual cause-and-effect chains, rather
than relying on less robust characteristics such as timing.
Hence our approach can track non-interactive multi-hop
attacks, such as worms (even stealthy ones).

Many prior researchers have sought to correlate IDS
alerts to reduce false positives [11] [4] [9]. Most prior
projects correlate IDS alerts based on shared features,
such as source or destination IP addresses of packets or
the time at which the IDS alert occurred. Other projects
use prior knowledge about sequences of actions to con-
nect IDS alerts together into an attack scenario. Our work
adds a new way to connect IDS alerts, by tracking actual
cause-and-effect chains to connect prior alerts with later
ones.

9. Conclusions and future work

Causality provides a new mechanism for enhancing IDS
alerts. Instead of seeing each IDS alert in isolation, one
can use causality to see which events and state led up to
the IDS alert, and which events and state were influenced
by the state detected by the IDS. BDB follows causal re-
lationships both forward and backward and follows causal
relationships across multiple hosts.

The mechanism of causality can be used in a variety of
ways to increase the accuracy and reach of IDS alerts. We

demonstrated how causality was able to track the Slapper
worm as it spread within a local network. We also showed
how causality tracked a manual attack that spread via dif-
ferent attack vectors, and we showed how causality could
be enhanced with application-specific knowledge to track
an e-mail virus. Finally, we showed how causality can
correlate distinct network and host IDS alerts to reduce
the number of false positives.

In the future, we plan to explore how the causal graph
generated by BDB can be used as a standalone host IDS.
An administrator can specify or profile a set of causal
graphs for each network service, then restrict the system
to generate an alert if it sees a causal graph outside of this
set. We also plan to study what types of causal relation-
ship are most likely to connect related IDS alerts.

In summary, we believe that causality is a useful way to
gain additional information from existing IDS alerts. By
leveraging true positives found by existing an IDS, BDB
can find other hosts that were also compromised and can
correlate distinct alerts to form fewer, higher-confidence
alerts.
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two main questions when analyzing intrusions: "how did the attacker gain access to my system?", and "what did the attacker do after they broke in".
Current tools for analyzing intrusions fall short because they have insufficient information to fully track the intrusion and because they cannot separate the
actions of attackers from the actions of legitimate users.

This talk will focus on how system administrators can use information flow graphs to help analyze intrusions. BackTracker is used to help answer the
question "how did the attacker gain access to my system?". BackTracker starts with a suspicious object (e.g., malicious process, trojaned executable file)
and follows the attack back in time, using causal OS events, to highlight the sequence of events and objects that lead to the suspicious state. Showing an
information flow graph of these causally connected events and objects provides a system wide view of the attack and significantly reduces the amount of
data an administrator must examine in order to determine which application was originally exploited. ForwardTracker helps answer the question "what did
the attacker do after they broke in?". ForwardTracker starts from the application which was exploited and tracks causal events forward in time to display the
information flow graph of events and objects that result from the intrusion. Finally, Bi-directional distributed BackTracker (BDB) continues the backward and
forward information flow graphs across the network to highlight the set of computers on a local network which are likely to have been compromised by the
attacker.
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Analyzing Intrusions Using Operating System Level Information Flow

Computers continue to get broken into, so intrusion analysis is a part of most system administrators' job description. System administrators must answer two main questions when analyzing intrusions: "how did the
attacker gain access to my system?", and "what did the attacker do after they broke in?”. Current tools for analyzing intrusions fall short because they have insufficient information to fully track the intrusion and because
they cannot separate the actions of attackers from the actions of legitimate users.

This talk will focus on how system administrators can use information flow graphs to help analyze intrusions. BackTracker is used to help answer the question "how did the attacker gain access to my system?".
BackTracker starts with a suspicious object (e.g., malicious process, trojaned executable file) and follows the attack back in time, using causal OS events, to highlight the sequence of events and objects that lead to the
suspicious state. Showing an information flow graph of these causally-connected events and objects provides a system-wide view of the attack and significantly reduces the amount of data an administrator must examine
in order to determine which application was originally exploited. ForwardTracker helps answer the question "what did the attacker do after they broke in?". ForwardTracker starts from the application which was
exploited and tracks causal events forward in time to display the information flow graph of events and objects that result from the intrusion. Finally, Bi-directional Distributed BackTracker (BDB) continues the backward
and forward information flow graphs across the network to highlight the set of computers on a local network which are likely to have been compromised by the attacker.

Bio: Sam King is a PhD student in the CSE Division of the Department of Electrical Engineering and Computer Science at the University of Michigan at Ann Arbor and will be graduating in the summer of 2006. His
research interests include experimental software systems, computer security, and operating systems. His dissertation work focuses on computer forensics, and he has also explored various other topics while at Michigan
including advanced malware defenses, intrusion detection, and debugging operating systems using time-traveling virtual machines. Before arriving at Michigan, he received a BS from UCLA and an MS from Stanford
University. He also worked for two years as a software developer for an embedded systems company in Santa Clara, CA. He is married (his wife's name is also Sam) and has a son, Eli.
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o George W. Dunlap, "Execution Replay for Intrusion Analysis", October 2006. This is George Dunlap's Ph.D. thesis.

¢ Samuel T. King, Peter M. Chen, Yi-Min Wang, Chad Verbowski, Helen J. Wang, Jacob R. Lorch, "SubVirt: Implementing malware with virtual machines", Proceedings of the 2006 IEEE Symposium on Security and Privacy ,
2006 (presentation by Sam King).

2005

o Ashlesha Joshi, Samuel T. King, George W. Dunlap, Peter M. Chen, "Detecting past and present intrusions through vulnerability-specific predicates", Proceedings of the 2005 Symposium on Operating Systems Principles (SO
October 2005 (presentation by Ashlesha Joshi).

¢ Edmund B. Nightingale, Peter M. Chen, Jason Flinn, "Speculative Execution in a Distributed File System", Proceedings of the 2005 Symposium on Operating Systems Principles (SOSP), October 2005 (presentation by Ed
Nightingale). Award paper.

¢ Dominic Lucchetti, Steven K. Reinhardt, Peter M. Chen, "ExtraVirt: Detecting and recovering from transient processor faults", 2005 Symposium on Operating Systems Principles (SOSP) work-in-progress session, October 20
(presentation by Dominic Lucchetti).

Best Paper Award.
o Samuel T. King, Peter M. Chen, "Backtracking Intrusions", ACM Transactions on Computer Systems , February 2005. This is the journal version of our SOSP 2003 paper.

e Samuel T. King, Z. Morley Mao, Dominic G. Lucchetti, Peter M. Chen, "Enriching intrusion alerts through multi-host causality", Proceedings of the 2005 Network and Distributed System Security Symposium (NDSS), Februa
2005 (presentation by Sam King).

2004

o Ashlesha Joshi, Peter M. Chen, "The ghost of intrusions past", 2004 Symposium on Operating Systems Design and Implementation (OSDI) work-in-progress session, December 2004 (presentation by Ashlesha Joshi).
o Murtaza Basrai, Peter M. Chen, "Cooperative ReVirt: Adapting Message Logging for Intrusion Analysis", University of Michigan CSE-TR-504-04, November 2004.
o Peter M. Chen, "An Automated Feedback System for Computer Organization Projects", IEEE Transactions on Education, May 2004.

2003

¢ Samuel T. King, Peter M. Chen, "Backtracking Intrusions", Proceedings of the 2003 Symposium on Operating Systems Principles (SOSP), October 2003 (presentation by Sam King). Award paper.

November 2002 (presentation by Subhachandra Chandra).
2001
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BorderPatrol: Isolating Events for Black-box Tracing

Eric Koskinen
Department of Computer Science
Brown University
115 Waterman St., Providence,
Rhode Island 02912, USA
ejk@cs.brown.edu

ABSTRACT

Causal request traces are valuable to developers of large con-
current and distributed applications, yet difficult to obtain.
Traces show how a request is processed, and can be ana-
lyzed by tools to detect performance or correctness errors
and anomalous behavior.

We present BorderPatrol, which obtains precise request
traces through systems built from a litany of unmodified
modules. Traced components include Apache, thttpd, Post-
greSQL, TurboGears, BIND and notably Zeus, a closed-
source event-driven web server. BorderPatrol obtains traces
using active observation which carefully modifies the event
stream observed by modules, simplifying precise observa-
tion. Protocol processors leverage knowledge about standard
protocols, avoiding application-specific instrumentation.

BorderPatrol obtains precise traces for black-box systems
that cannot be traced by any other technique. We con-
firm the accuracy of BorderPatrol’s traces by comparing to
manual instrumentation, and compare the developer effort
required for each kind of trace. BorderPatrol imposes lim-
ited overhead on real systems (approximately 10-15%) and
it may be enabled or disabled in at run-time, making it a
viable option for deployment in production environments.

Categories and Subject Descriptors

C.4 [Performance of Systems]|; D.2.5 [Software Engi-
neering|: Testing and Debugging—Distributed debugging,
testing tools, tracing; K.6.1 [Project and People Man-
agement|: Systems analysis and design; K.6.4 [System
Management]

General Terms

Performance, Measurement

Keywords

Performance debugging, black box systems, distributed sys-
tems, performance analysis, causal paths
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bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
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John Jannotti
Department of Computer Science
Brown University
115 Waterman St., Providence,
Rhode Island 02912, USA
jj@cs.brown.edu

PostgreSQL-1

Figure 1: A BorderPatrol trace of a three-tier web appli-
cation. Four external requests (each shown with a different
arrow type) are handled by Apache in two processes. The
first request, shown in solid black, is passed on to a web-
application written in Python which makes several database
calls to fulfill the request. The programs were not modified
to obtain the trace.

1. INTRODUCTION

Today’s large-scale applications consist of many indepen-
dent modules that leverage concurrency for performance.
In many cases, the components are developed by different
groups and in different languages. Individual components
may exploit concurrency with threaded, multi-process, or
event-driven designs.

Regardless of this heterogeneity, developers want answers
to questions about their entire applications. “What path
through the system do search requests take, and where do
they spend the most time?” or “What resources are used by
clients reading email, as compared to sending email?” The
principals of interest in these queries are requests, not indi-
vidual modules. Developers would benefit from tracing tools
that follow single requests as they are passed between mod-
ules, including third-party binary modules, even as those
requests are passed and returned from remote, unmodified
systems. Figure 1 shows a trace produced by BorderPatrol,
our tool for tracing unmodified systems of black-boxes.

Beyond being used as an aid to developers, recent work
has shown that request traces can be valuable input to au-
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tomated tools. Systems such as Pinpoint [7], Pip [13], and
Stardust [19] analyze precise request traces to identify faulty
modules, discover anomalous request paths, and make ca-
pacity plans. However, these systems rely on simple trace
gathering techniques that are unable to trace complex sys-
tems.

Obtaining precise request traces in a heterogeneous, con-
current system is difficult. It is insufficient to obtain tradi-
tional trace data, such as system call or function call logs,
since these logs do not indicate when high-level requests have
been handed off from module to module. Instead, most trac-
ing systems have advocated module-specific programmer-
supplied instrumentation which requires source-level access
and an understanding of the module architecture. While
some|[1] have avoided instrumentation, they have sacrificed
precise traces for statistical information.

When an application spans multiple modules, or when a
module multiplexes several requests, request flow does not
follow module control flow. Instead requests are executed in
fragments by modules that multiplex their time among many
such requests. These modules may use operating system ab-
stractions such as processes or threads, or they may manage
concurrency themselves, using an event loop or user-level
threading package.

BorderPatrol follows requests as they move through this
cacophony of modules, written by disparate teams, loosely
aggregated with protocols that do not share a unifying re-
quest abstraction. We understand, before we begin, that
perfection is impossible. In the general case, precise black-
box tracing is impossible, since modules may act in arbitrary
ways inside their “black-boxes” particularly when presented
with simultaneous requests. However, our observation is
that real applications are not arbitrary. Through careful ob-
servation and a light-weight form of module isolation, causal
paths can be reconstructed in real-world systems.

Previous tracing systems have also recognized the impos-
sibility of precise tracing without programmer assistance.
Some have required programmer assistance in the form of
a “bread crumb” trail emitted by instrumentation, or by
stashing request identifiers inside of datastructures that are
carried throughout a framework. Neither solution is satisfy-
ing in a heterogeneous environment. Others have sacrificed
precision in favor of statistical results. In these systems,
common paths through unmodified modules can be found
with some probability, but precise traces of specific anoma-
lous paths cannot be determined. We discuss all of these
approaches in Section 8.

Our compromise, and therefore our contribution, is dif-
ferent. We present a tracing technique that actively iso-
lates black-box inputs so that request paths can be pre-
cisely observed, without materially affecting the overall ap-
plication’s ability to multiplex requests. Fwvent isolation
(Section 3.3) unbundles concurrent input events in order
to allow the observation of a module’s behavior on a per-
event basis. When event isolation is impossible or unde-
sirable, we identify request propagation by inspection. Mes-
sage witnesses (Section 3.2) identify matched messages, usu-
ally request/response pairs. Event isolation and message
witnesses are provided by protocol processors (Section 3.1),
an abstraction that allows developers to implement protocol-
specific, rather than implementation-specific, tracing. A sin-
gle HT'TP protocol processor can be used to trace various
web servers, web proxies, or even XML-HTTP services.

The techniques described in this paper are realized in a
tool called BorderPatrol, which is publicly available. Bor-
derPatrol uses library interposition to insert protocol proces-
sors between the unmodified black-boxes of a multi-module
system. For BorderPatrol to be effective, the black-boxes
must follow certain assumptions that we outline in the fol-
lowing section. We argue that these assumptions are rea-
sonable because they follow from common software archi-
tectures.

Our evaluation consists of case studies (Section 6) and
a performance evaluation (Section 7). We show that Bor-
derPatrol reconstructs causal paths through a range of di-
verse servers including Apache, thttpd, Zeus, BIND, Post-
greSQL, and TurboGears, without modifications to server
source code or the use of statistical methods. Further, we
show that the overhead of tracing is about 10-15% and can
be activated at runtime, making it a viable technique for
production environments.

2. BLACK BOX MODEL

BorderPatrol seeks to follow the repeated transfer of a
request from one black-box module to another in order to
construct causal paths that show which modules handled a
given request, in what order, and for how long. For exam-
ple, when a web application queries a database, we want to
associate the computation in the database with the origi-
nal HTTP request. Although BorderPatrol treats modules
as “black boxes,” it makes some assumptions about the way
real-world applications work that allow it to follow request
transfers.

Request traces can be thought of as chains that are made
up of two types of links. External links connect the output
of one black-box module to the input of another. Internal
links connect a module input to a module output.

External links can be observed by monitoring communica-
tion channels using any number of techniques, i.e. network
snooping, virtual machine monitoring, and system or library
call interposition.

The internal links of black boxes cannot be observed di-
rectly. Instead, BorderPatrol makes inferences based on the
assumption that the internals of black boxes are honest, im-
mediate, and independent. A black box is honest if it faith-
fully implements the basic structure of the protocols it par-
ticipates in. It is immediate if, when presented with a single
input event, it processes the input event before requesting
another input. Finally, black boxes are independent if they
process concurrent input events in the same way that they
would have processed the events if they arrived sequentially,
except for timing effects. The remainder of this section de-
tails these assumptions, and describes why we expect that
the operation of real-world black boxes operate within them.

2.1 Honesty

Sometimes, internal links can be established by observing
the contents of input and output messages. This is common
when a request is passed out of a module using the same
protocol that passed the request in, so that an identifier is
visible in both messages, for example in the nonce of an RPC
request/reply, or the URL in a proxy server request that is
forwarded to the origin server. We refer to these identifiers
as witnesses and BorderPatrol assumes they are accurate if
they exist. We expect that bugs affecting witnesses are so
basic that they are unlikely in systems mature enough to
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consider tracing. Woitnesses are used only to patch paths
when BorderPatrol’s request following techniques cannot be
used, such as when building a path through a remote, un-
traced module.

In effect, a “dishonest” module is violating its specification
so badly that it’s hard to define what BorderPatrol should
do. If a module changes the identifiers associated with a
request in an unrecognizable violation of the protocol, is it
really forwarding the original request? BorderPatrol does
not trace black-box systems, it traces systems made up of
black-boxes. The definition of a black-box is an unknown
module that adheres to a specification, and honesty requires
that adherence.

2.2 Immediacy

Usually, determining internal links is more difficult than
matching witnesses. An internal link matches a module’s
input messages to its output messages. However, the pro-
tocols used may be unrelated and the follow-on messages
may carry no identifying information that can be tied to the
original request. For example, a web page request arrives as
an HTTP request, but the application server may issue SQL
requests to the database server that bear no resemblance to
the original HT'TP request. No witness oriented approach
could produce internal links for such modules.

In addition, modules multiplex requests. Tracing cannot
be accomplished simply by maintaining a map between re-
quests and the module (or even the thread within the mod-
ule) which will be handling it, then associating any fur-
ther communication with that request. For example, event-
driven systems rotate among outstanding requests using a
single thread. Additionally, a single process may collect mul-
tiple inputs (via read for example), and then work on them
consecutively with no externally identifiable break between
them.

Our model assumes that black boxes are immediate—they
are composed of pieces we refer to as fragments that do not
multiplex requests. A fragment is an internal control path
that handles individual inputs and processes them to com-
pletion. These fragments usually do not process an entire
request. The execution of the fragment runs from one in-
put event (such as data becoming available on a socket) to
another, not from request start to finish.

Since fragments immediately begin work on the request as-
sociated with their input event, BorderPatrol can determine
internal links by supplying that input, noting the output
caused by the fragment, and connecting the two. BorderPa-
trol takes a general view of output that includes any inter-
action with an outside module, such as connection creation.
We describe this process in detail in Section 5.5.

Immediacy is illustrated in Figure 2. On the left, two con-
current requests enter a black-box module, and since noth-
ing is known about the module internals, it is impossible to
match the inputs to the outputs. However, the right side
of the diagram illustrates the module’s true structure. Al-
though BorderPatrol cannot determine this structure, it is
easy to see that if the events are supplied independently, the
output can be matched with the input.

2.3 Independence

Our final assumption about black-box modules is inde-
pendence. We assume that modules will respond to two se-
quential inputs the same way they would have treated those

J
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| ~—>~—8
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B
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Figure 2: An illustration of the immediacy and indepen-
dence assumptions. Immediacy tells us that when A is sup-
plied, the black box’s next observable action will be to create
the output labeled A. Independence tells us that the black
box would not have treated A differently had it been sup-
plied simultaneously with B.

inputs if they had been received simultaneously. In a con-
crete example, we assume that an application that uses poll
will not behave differently if it must call poll twice to obtain
two ready file descriptors.

Like immediacy, the independence assumption says noth-
ing of entire requests, only the individual events that com-
prise them. We believe that inside real-world modules, mul-
tiple input events are immediately separated by the struc-
ture of well-written software. Libraries such as libevent [10]
and libasync [11], dispatch to independent event handlers
for each event. If multiple events are supplied to an event-
driven module, the internal event loop dispatches these events
serially to event handlers. In threaded applications, inde-
pendence is even clearer. Each thread in these applications
blocks waiting for a single next event (such as the completion
of a read) to proceed. There is no danger that the behav-
ior of these applications will change when event arrival is
serialized.

Although batch-oriented interfaces are a common perfor-
mance optimization, we explain in Section 4 how BorderPa-
trol is able to take advantage of independence without foiling
these optimizations. Briefly, the batch interface is still used
across the slow kernel-user boundary, but individual events
are supplied from BorderPatrol’s interposition layer to the
original module.

Independence does not imply that modules will function
internally in an identical fashion when events are reordered.
For example, a server that uses caching techniques will re-
spond with an alternate code path when the cache is pop-
ulated by an earlier request. BorderPatrol will faithfully
follow the new path. The independence assumption says
that the alternative path is correct, not identical to what
would have occurred without BorderPatrol. This change
means that BorderPatrol is not the optimal debugging tool
for finding errors due to race conditions or locking mistakes
that require fine-grained replay of identical traces. However,
correct implementations of black-box specifications will ex-
hibit independence, and remain correct while running under
BorderPatrol.

3. ACTIVE OBSERVATION

BorderPatrol employs active observation to observe and
subtly modify the event streams sent and received by mon-
itored modules. Active observation, allows BorderPatrol to
precisely trace modules that follow the assumptions of the
previous section without materially affecting module behav-
ior.

Protocol processors implement active observation in a mod-
ular way, encoding protocol knowledge, not implementation
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knowledge. Protocol processors are used to understand and
separate multiple messages on a single channel. These pro-
cessors also record witnesses that allow path reconstruction
when external modules are used that are not traced by Bor-
derPatrol, and protocol specify attributes that may be in-
teresting to distinguish requests for user queries.

3.1 Protocol Processors

BorderPatrol uses library interposition to pass input to
protocol processors before passing it on to unmodified mod-
ules. The protocol processors identify message boundaries,
log protocol-specific attributes that users may wish to query,
and track message witnesses (see below). Although the de-
velopment of protocol processors requires more specialized
knowledge than pure black-box approaches, the knowledge is
not application-specific, but protocol-specific. We have used
the same HTTP protocol processor to trace many different
web servers with wildly varying implementations. Further-
more, these protocol processors do not fully implement the
protocol, they usually understand little beyond the basic
“envelope” of the protocol messages.

Protocol processors operate by looking for message delim-
iters or length counts in the data stream, and understand
messages only enough to log application-specific identifiers
such as URLs, SQL queries, or sequence numbers. The inter-
face from the interposition library to the protocol processor
has been designed to make these tasks easy. As a result,
the protocol processors we have implemented are between
30-150 lines of code. We discuss the details of the protocol
processor interface and implementation in Section 5.2.

3.2 Message Witnesses

Message witnesses are the simplest way to establish the
internal links from module inputs to outputs. A message
witness is data that can be extracted from input messages
and output messages to allow direct linking. Unfortunately,
witnesses are unlikely when input and output messages are
of different protocols, so they are useful mainly for linking
requests and replies, particularly for requests into modules
that cannot be traced by BorderPatrol, such as remote web
services.

Protocol processors find and log message witnesses such as
URLs and RPC identifiers. When these witnesses reappear
in responses, BorderPatrol can stitch together the request
trace that might have otherwise been lost when the request
was being handled by a remote module.

3.3 Event Isolation

In order to directly follow internal links without witnesses,
BorderPatrol supplies input events to modules one at a time.
BorderPatrol then monitors the module’s output, and as-
sumes (due to immediacy) that any activity can be attributed
to the same request as the input event. As a concrete exam-
ple consider poll, an interface that modules use to obtain
events for any number of file descriptors. At the time poll is
called, BorderPatrol has tracked the input that is available
on each channel, and can attribute each potential input to a
high-level request. By returning only one event at a time to
the black-box module, BorderPatrol can attribute the fol-
lowing fragment of computation and outputs to the request
associated with the event.

The events returned by poll are indivisible, they can be
attributed to only one request. However, when a module

Concurrent Inputs

Multi-Threaded Paradigm Event-Driven Paradigm
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Figure 3: BorderPatrol works because real-world servers
have straightforward internal structure. Multi-threaded
servers dispatch events independently, to separate threads
(left). Event-driven server execute in fragments that can be
pieced together by running them sequentially (right).

reads input data, there is the danger that input from sev-
eral messages, and therefore several requests, is combined.
Protocol processors allow BorderPatrol to isolate events at
the protocol level, preventing reads containing multiple mes-
sages.

When data arrives on a channel with a protocol processor,
the data may contain multiple input events that should be
isolated. The protocol processor examines the data in search
of message boundaries. If a boundary is found, only the data
leading up to the boundary is returned. On the next read,
the processor considers the cached data first, though it may
find yet another boundary, and again return a “short read.”

4. WHY DOES BORDERPATROL WORK?

Do real-world applications follow our assumptions and de-
compose cleanly to code fragments that operate on individ-
ual events? Can BorderPatrol obtain that decomposition?
This section explores typical application architectures and
explains when and why applications can be decomposed and
traced accurately.

Fundamental to real-world interactive programs, of which
servers are a subset, is the ability to handle concurrent re-
quests. Therefore, these applications must be able to accept
new requests continuously, even as previous requests are still
being processed. There are several common paradigms for
multiplexing requests. Using the taxonomy presented by Pai

et al. [12], we consider some of the most popular.
Multi-process or Multi-threaded. Servers written in
the MP/MT style maintain a pool of individual threads (or
processes). These threads loop, continuously accepting new
requests, processing each one to completion. In pseudo-code:

while (fd = accept())
while (req = read(£fd))

handle_request(req) ;
close(fd);

Such a server is immediate and independent. While in-
side handle_request, the server will service only a single
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request. It may interact with additional modules to aid in
servicing the request, but BorderPatrol’s tracing job is easy.
For example, the request might be an HTTP request for a
page containing user customized data obtained via an RPC
interface. BorderPatrol attributes the RPC to the top-level
request, and continues path reconstruction in the destination
module. If the destination module is not running Border-
Patrol, a witness in the RPC response can reestablish the
request path, treating the entire remote module as a sin-
gle black box. BorderPatrol does not simply assume that
sequential behavior across the RPC call, in two separate
fragments, is related. BorderPatrol follows the request back
into the web server from the remote module. The link is es-
tablished by active observation, not by assumptions about
single-threaded code.

Single Process Event-driven. SPED servers multiplex
requests across a single thread. In pseudo-code:

while(1)
events = poll();
for e in events
handler = find_handler(e);
execute(handler, e);

The handling of a single request is divided into many
smaller stages. The equivalent of handle_request () might
consist of several handlers: (1) parse the request and initiate
a connection to the RPC server (2) complete the connection
to the RPC server (3) write a message to the RPC server (4)
read the response from the RPC server and (5) compute the
HTML response and write it to the client. Further, each of
these stages might re-register the same handler to complete
a lengthy operation.

BorderPatrol ensures that the SPED process receives only
one event at a time, so all of the following actions, until the
next input, can be attributed to the input event’s request.
An illustration of this architecture appears on the right-hand
side of Figure 3.

Asymmetric Multi-Process Event-Driven AMPED
servers are similar to SPED servers, with the addition of
helper processes used to simulate asynchronous I/0O. Bor-
derPatrol observes the requests from the main process and
attributes the work of the helper to the high-level request
that initiated contact with the helper. BorderPatrol will re-
quire a protocol processor in the case that the communica-
tion between the main process and helper persists on a single
channel. Simpler interactions with subprocesses that span
a single request can be handled by BorderPatrol’s default
“One-shot” protocol processor. We expect that these ad-hoc
protocols are conveniently delimited or use fixed frame sizes.
We expect implementations in the 10s of lines.

Work Queues. Applications that make use of “hidden”
work queues to pass requests from module to module will
present a problem for BorderPatrol’s tracing because of un-
observable fragment interactions. Work queues may be im-
plemented with internal data structures that cannot be ob-
served without more invasive techniques. However, some
work queue implementations do have standardized inter-
faces, and if they are implemented as shared libraries or via
IPC, fragment interactions might be observed by an “API
processor” akin to BorderPatrol’s protocol processors. Re-
gardless we were somewhat surprised, but pleased, not to
find this model in the many modules we examined.

Whodunit [6] aims to derive information from (nearly)
unmodified servers that pass requests in this manner. There

Protocol Processor

()
FF]

[ Path Reconstruction

libbtrace

v v

Figure 4: System Overview. The solid black box represents
a traced application module. Communications (messages,
IPC, and signals) are monitored by the protocol and/or API
processors. Events are relayed through the Logging Daemon
to a raw database. Databases from multiple hosts may be
aggregated, and causal paths are reconstructed.

is potential synergy with BorderPatrol’s mechanism, though
Whodunit’s output is statistical making it inappropriate for
use in precise tracing without further adaptation.

User-level Scheduling. User-level threads may also
present difficulties for BorderPatrol, depending on imple-
mentation. Cooperative thread packages context switch only
when the current thread attempts a blocking system call. A
non-blocking version is substituted, and the thread context
is switched. The thread may be resumed when an OS notifi-
cation indicates the operation would not block. This archi-
tecture is identical to SPED for BorderPatrol’s purposes and
presents no difficulties. However, other thread packages use
asynchronous signals in order to support preemption at reg-
ular intervals. BorderPatrol does not currently support the
interception of these signals. Even if it did, these signals are
periodic and indicate only that time has passed. Treating
the package as a black box would prevent BorderPatrol from
understanding the user-level scheduling code and knowing
which thread has been activated. BorderPatrol could re-
sume tracing when an interaction with a known resource is
observed.

S. IMPLEMENTATION

BorderPatrol collects trace data from unmodified modules
through the extensive use of library interposition which can
be supplemented with data from a kernel module. The trace
data is aggregated and processed in one forward pass to
obtain request paths. An overview of the architecture is
given in Figure 4.

5.1 Library Interposition (1ibbtrace)

BorderPatrol’s interception framework is a series of wrap-
per functions for roughly 20 standard library functions. Our
library of wrappers, libbtrace, is pre-loaded before system
libraries using the LD_PRELOAD mechanism. Libbtrace in-
tercepts calls to libc, isolates events, invokes protocol pro-
cessors, and emits logging events. Often, an intercepted
function invokes the real 1ibc routine as part of its work.

Libbtrace tracks the requests associated with each con-
nection in a process. BorderPatrol tracks all connection cre-
ation operations (open, socket, pipe, etc.) and modification
operations (close, dup, fcntl).

Libbtrace also tracks messages as they flow through read
and write operations. Many connections do not need to be
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monitored since request causality doesn’t flow across them.
For example, the work involved in opening a file should be
attributed to the current request, but the request typically
doesn’t flow into the file (although we believe BorderPatrol
could be enhanced to track architectures such as mail servers
in which requests pass through the file system). For simple
file operations, BorderPatrol simply logs the interaction.

By contrast, requests do flow over many connections in a
distributed system (e.g. FastCGI connections and database
connections). In these cases, BorderPatrol (a) identifies
the protocol involved (b) invokes the protocol processor on
read/write operations on the connection, and (c) buffers
data and events when event isolation requires it.

Currently, BorderPatrol does not trace some interfaces
that it ought to in order to gain the most comprehensive
coverage. For example, signals, the kevent API, and the
AIO system calls are all ignored. These interfaces do not
appear to pose fundamental challenges, they have been ne-
glected thus far only because of their rarity.

5.2 Protocol Processors

Libbtrace also contains the protocol-specific code that
implements protocol processors. These processors provide
tracing for any application that implements the protocol,
regardless of architecture. While we envision the possibility
of dynamically selecting the appropriate protocol processor
by observing passing data, BorderPatrol currently selects
the appropriate processor based on conventions such as port
number, Unix domain path, or executable name.

The protocol processor interface consists of four functions,
two of which are used for initialization and tear-down. The
following descriptions use pseudo-code data types to elide
the details of C typing and buffer handling.
pp-state pp_init() Processors allocate and initialize a struc-
ture to store protocol specific state for a given communica-
tion channel in between invocations of the processor. The
allocated state is passed as the first argument to all other
functions.
void pp_shutdown(pp_state) When an application closes
a communication channel, processors are called to allow the
deallocation of resources obtained in pp_init.
int pp_read(pp-state, buffer) When data arrives on an
input channel, pp_read is invoked to log and demarcate re-
quests. The processor returns the number of bytes from the
buffer that may be passed safely to the application with-
out crossing a protocol message boundary. If the border
between two requests is found in the buffer, the processor
returns the offset of the boundary. If there is no message
boundary, the entire buffer may be passed through to the
application even if the buffer only represents a partial mes-
sage. However, for the convenience of protocol processors,
BorderPatrol can buffer partial messages in order to supply
pp_read with the complete message when more data arrives.
The processor indicates the desire for buffering by returning
PP_NEED_MORE.
int pp_write(pp_state, buffer) When data is being writ-
ten to an output channel, pp_write demarcates and logs,
just as pp_read. However, when BorderPatrol writes data,
there is no need to perform event isolation. The protocol
processor is invoked only to log events and witnesses.

Two protocol processors must be written for most proto-
cols. The read and write functions are used to process the
messages for a protocol in one direction. The write func-

int pp_http_read(pp_http_t state, buffer buf) {
switch(state->s) {
case DONE_1_0:
return buf.length();

case AWAIT_HEADER:
i = find_re(buf, "GET.*7HTTP/1.1\r\n.*7\r\n\r\n")
if (i==0) return PP_NEED_MORE;

url = extract_url(buf)

httpv = extract_version(buf)
log(http_req, url, state->seq++)
state->s = httpv == 1.1 ? AWAIT_HEADER :
return i

DONE_1_0;

Figure 5: Example protocol processor for client to server
communication using HTTP. pp_http_read illustrates an
HTTP protocol processor for client to server communica-
tion. Due to the simplified interface, pp_http_read always
operates from the start of the message.

Protocol Processor | Lines of Code
HTTP (1.0 & 1.1) 105
FastCGI 118
PostgreSQL 147
X11 (client-side only) 50
DNS (client-side only) 27
One-shot 28
Line-oriented 37

Figure 6: Protocol processor line counts. Each count in-
cludes both the client- and server-side of the protocol, except
where noted. “One-shot” is used to handle any protocol with
one request /response per connection. “Line-oriented” han-
dles any protocol that uses newline to delimit sequential
messages.

tion is invoked at the sender, and read at the receiver, but
they perform nearly the same work, except for a difference
in logging a receive or send. To process a protocol in both
directions, a second protocol processor is used that under-
stands the format of response messages.

An example pp_read for HTTP is shown in Figure 5.
HTTP is a simple, sequential protocol in which each request
is separated by two pairs of line-feed/newline characters.
This example is organized in a state transition style. The
DONE_1_0 state only applies to HT'TP/1.0 clients. Once a
request header is received, the protocol processor enters this
final state since HTTP/1.0 forbids reusing a connection for
multiple requests. In the alternate state AWAIT_HEADER, the
processor looks for the request separator. If it isn’t found in
the current data, it returns PP_NEED_MORE, indicating that
the processor should be invoked again when more data has
arrived. While the partial request is cached for the benefit of
the processor, BorderPatrol also passes it through to the ap-
plication because there is no danger that the partial request
contains a request boundary. Finally, when the complete
request is recognized, attributes are parsed from the header
and logged.

BorderPatrol’s actual HT'TP processor is somewhat more
complex, but not much, weighing in at 105 lines total for
all functions. Figure 6 shows line counts for several other
protocol processors, each less than 150 lines long.

BorderPatrol tracks data flowing through each file descrip-
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__Data Presented to Protocol Processor

8 v ' [ ' ]
‘C—ET /img/border.jpg HTTP/1.}\r\nHost: ... \r\n\r\n | GET ¥img/backg ‘
; ; + ; ;

Isolated boundaries returned to the application

Figure 7: Data may arrive in chunks (dotted lines) on a
multiplexed channel without regard to message boundaries.
Protocol processors ensure that this data is supplied to ap-
plications in chunks that respect message boundaries (solid
line), allowing BorderPatrol to track the behavior of appli-
cations from the point that a message has been provided,
without confusion from further additional messages.

tor and maintains cursors to indicate which portions have
been sent to the application, presented to the protocol pro-
cessor, and not yet considered. Figure 7 demonstrates this
tracking for HTTP.

If there is any data that the application has not yet col-
lected, as much data as possible is passed to the application,
considering the application’s buffer size and the position of
the protocol processor. Otherwise, there may be additional
data, collected during a previous read, that the protocol
processor has not yet seen. This happens whenever a pro-
tocol processor consumes a partial message or one of two
contiguous messages. Finally, in the event that the proto-
col processor has been presented with all data in the buffer
(even if it contains a portion of the next protocol chunk)
and there is no cached data that can be passed to the appli-
cation, the real version of read is used to refill the internal
buffer.

Using the protocol processor on out-bound data is far sim-
pler. Application writes are never shortened. Instead, the
protocol processor is called repeatedly until all messages in
the stream have been identified and logged. The remaining
data is buffered until the next time write is invoked.

When BorderPatrol retains data in order to perform event
isolation, it must also modify the result of any future call
to poll. The buffered file descriptor is labeled readable re-
gardless of its actual condition. In this way the application
will call read again, which can be fulfilled from the buffer.

5.3 Kernel Page fault Monitor

User-level library interception is insufficient for captur-
ing entry and exit from some kernel-related processes. Bor-
derPatrol can install monitoring points in the Linux kernel
in order to observe page-fault activity. Some processes use
mmap to allow the operating system to page in data on de-
mand without an explicit call to read. Library interposition
cannot be used to observe I/O that results from page faults
on mmap-ed pages, because page faults cause a transparent
trap to the kernel. BorderPatrol includes a kernel process,
pftrace that logs page faults in specified processes. pftrace
uses kprobes to register call-backs whenever page faults oc-
cur. The process ID and time-stamps are passed through
relayfs to a user-space daemon, which forwards them to
the logging daemon.

5.4 Logging

Traces collected from the interposition library and the ker-
nel page fault monitor are sent across a named pipe to the

per-host logging daemon (logd). The logging daemon exists
to collect events from traced processes, buffer them, and
write them in batches to disk. Each thread maintains a sep-
arate connection to the log daemon, so events from different
threads may be received out of order. However, events from
any particular thread are ordered by the pipe.

The volume and frequency of events motivated a binary
logging format to limit space requirements and avoid re-
peated calls to expensive formatting functions. Each event
consists of a fixed-length header, optionally followed by a
character string and a number of integers. The event header
record includes process and thread identifiers, a cycle count
time-stamp, and event details, such as system call arguments
and return values.

5.5 Recovering Request Paths

Events are collected from each module and sorted by clock
cycles. The correlation of external links between modules
with the internal links within modules provides the causal
path of a request. Two rules allow the construction of paths
while scanning forward in time:

1. When a module receives a message associated with re-

quest r, a fragment initiates computation for r.
2. When a fragment computing r sends a message, that
message is associated with r.

Moving forward through an event stream, BorderPatrol
reconstructs the history of modules, the communication chan-
nels they engage in, and messages transmitted. As virtual
time proceeds, BorderPatrol maintains a mapping from file
descriptors to communication channels as they are created,
duplicated or destroyed. During the execution of fragments,
a module designation identifies which request the module is
currently processing. Finally, events from protocol proces-
sors indicate when messages are transmitted or received. In
accordance with Rule 2 above, these messages are associated
with the sender’s current designation. An event signaling re-
ceipt of such a message updates the recipient’s designation.

BorderPatrol can only determine the single most direct
cause of a given fragment’s executions. For example, con-
sider a module that invokes two other modules and proceeds
when both have responded. BorderPatrol will recognize that
the request has moved into each of the called modules, but
when the first returns, no further action will be observed.
When the second module returns, BorderPatrol will deter-
mine that the request has returned and will continue within
the original module, perhaps to move on yet again. In sum-
mary, BorderPatrol correctly follows forks in the request
processing path, but cannot directly detect joins because
they reflect information about what might have happened
(if a different module had returned last), rather than what
did happen in the particular trace.

In addition to explicit module communication through
IPC or data streams, causal paths also continue across pro-
cess creation. Often a module will spawn a helper module
to assist computation. For example when a web server re-
ceives a request for a CGI URL, it will fork a process which
then execs the CGI. Spawned modules consist of an implicit
initial fragment which is associated with the same request
that the parent was processing the moment it called fork.

The rules we use to recover request paths are similar in
spirit to the work of Isaacs et al. [5] in which temporal joins
correlate events in accordance with an application-specific
join schema to reconstruct paths. BorderPatrol obtains ex-
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plicit internal and external causal links, so it is immediately
known when requests enter and exit modules.

As a result, BorderPatrol is application independent. In
contrast to join schemas, protocol processors exist solely
to identify request boundaries, and contain no application-
specific information.

Events on a single host use the cycle count as a total
order, but these clocks will not be perfectly synchronized
across multiple hosts. Since messages are logged at transmis-
sion and receipt, an approximate mapping between clocks on
each host can be obtained. This mapping is sufficient to or-
der messages, though one-way delays will not be measured
precisely.

6. CASE STUDIES

Before considering performance overhead in the next sec-
tion, we first show how BorderPatrol copes with two typi-
cal scenarios that require manual instrumentation to obtain
precise paths with previous tracing systems.

6.1 Multi-Threaded Tiers (dearinter.net)

dearinter.net is a social networking web site which invites
users to post and vote on public questions. dearinter.net
consists of a multi-threaded Python application tier (Tur-
boGears [20]) between an Apache web server [3] front-end
and a PostgreSQL database back-end.

The tiers of dearinter.net communicate using several stan-
dard protocols. Web requests arrive as HTTP requests,
Apache forwards application requests to TurboGears as Fast-
CGI messages, and TurboGears issues queries to the database
through the PostgreSQL protocol. BorderPatrol contains
protocol processors for each of these protocols. The proces-
sors are straight-forward, and none is longer than 150 lines
of code.

Examining an access log excerpt from a typical page load
motivates the need for event isolation using protocol proces-
sors. Here we see that a top-level “question” page is loaded,
followed by almost simultaneous requests for several embed-
ded images.

9:32:42.03 /question/521 HTTP/1.1 200 1949
9:32:42.24 /img/House. jpg HTTP/1.1 200 19317
9:32:42.30 /img/Mark2.jpg HTTP/1.1 200 18820
9:32:42.34 /img/Meter.jpg HTTP/1.1 200 19947

Figure 8 illustrates a portion of the events logged by Bor-
derPatrol during this page load. Only the log entries for the
Apache process are shown, in order to minimize details while
motivating protocol processors. First, the client establishes
a connection. The HTTP protocol processor recognizes a re-
quest for the URL /question/521. To service the request,
Apache connects to the FastCGI server (not shown), which
responds with data that is returned to the client. The images
are also served through the dearinter.net application server.

BorderPatrol separates protocol messages when multiple
messages occur over a single connection, a property shared
by all of the protocols used by dearinter.net. Apache sup-
ports HT'TP /1.1 pipelining over persistent connections, Fast-
CGI allows multiple outstanding requests over a single socket,
and the PostgreSQL protocol allows clients to issue multiple
outstanding queries.

Notice the Protocollsolate event just after the request
for House. jpg. As the application is reading, the HTTP pro-
cessor notices the boundary between two HTTP requests.

KCycles Event

2,000,585 Protocollnit(3) — https
2,000,592 Accept(16,0) — (3,:60983-:80)

2,000,860 ProtocolMsgRecv(3,https) [/question/521]
2,002,447 Socket() — 5

2,002,524 Protocollnit(5) — fegic

2,002,526 Connect(5,0) — (:40682-:9797)

2,002,591 ProtocolMsgSend(5,fcgic) [URI=/q...]

2,432,164 ProtocolMsgRecv(5,fcgic)
2,432:201 Close(5)
2,432,260 ProtocolMsgSend(3,https) [200]

2,435,414 ProtocolMsgRecv(3,https) [House.jpg]
2,435,462 Protocollsolate(67,161)

2,436,817 Socket() — 5,

2,436,914 Protocollnit(5) — fegic

2,436,916 Connect(5,0) — (:40683-:9797)

2,436,969 ProtocolMsgSend(5,fcgic) [House.jpg]

2,559,082 ProtocolMsgRecv(5,fcgic)
2,559,135 ProtocolMsgSend(3,https) [200]
2,560,658 Close(5)

2,560,808 ProtocolMsgRecv(3,https) [Mark2.jpg]
2,562,252 Socket() — 5

2,562,348 Protocollnit(5) — fcgic

2,562,351 Connect(5,0) — (:40684-:9797)

2,562,391 ProtocolMsgSend(5 fcgic) [URI=Mark2...]~

2,596,653 ProtocolMsgRecv(5,fcgic)
2,596,703 ProtocolMsgSend(3,https) [200]
2,598,234 Close(5)

Figure 8: Log of events relevant to the Apache process
with Event Isolation enabled on dearinter.net. Dashed lines
indicate the beginning of a code fragment. Fragments begin
at every input event and when poll indicates that a file
descriptor has become writable.

Rather than passing the compound request to the appli-
cation, it isolates and passes through the first of the two.
Apache continues immediately by contacting the FastCGI
server and relaying House.jpg. Afterward, Apache calls
read again to collect the second request for Mark2. jpg.

To illustrate independence, we generated the same work-
load with event isolation disabled in BorderPatrol. Now a
single call to read fetched multiple image requests. Regard-
less, Apache handled the requests sequentially—it created a
connection to the FastCGI server, relayed the first image,
and then repeated the process for the second image. This
serial behavior is an artifact of Apache’s architecture, not
BorderPatrol.

This scenario is a concrete example of a module inter-
action that cannot be precisely deciphered without instru-
mentation using any other tracing tool. If Apache were to
read in both requests it would be impossible to correlate
which FastCGI connection corresponded to which client re-
quest. In this example, both requests are for images that
are handled quite similarly, and we might happen to know
that Apache handles requests sequentially. In general, the
requests might be quite different, and require several module
interactions to service. An error in constructing the causal
path might, for example, attribute database access to a re-
quest for a static image rather than a dynamic Python page.

Validating Traces. We used BorderPatrol to create
traces from a workload generated by actual dearinter.net
clients from an access log provided by its developers. We val-
idated the correctness of the traces in two ways: by detailed
discussion with the developers and by comparison with ex-
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Figure 9: The original trace of the application shown in
Figure 1. BorderPatrol made it easy to see that two requests
where being handled by the database in a workload that
should only require one. The application was reconfigured
to serve images from Apache.

plicit instrumentation. During these discussions, the de-
velopers confirmed even the most surprising aspects of the
trace, and found multiple opportunities for optimization.

We used the trace to create two types of user digestible
output. First, we generated a graphical view of the paths
through each module, as shown in Figure 9. Using this figure
alone, the dearinter.net developers noticed their suboptimal
configuration was causing access to the database for certain
static images. With a minor modification, the application
was reconfigured and yielded Figure 1, shown earlier.

Second, we found all PostgreSQL messages associated with
specific URL requests. A request for /tag/rabbits, caused
the following cycle-stamped queries:

316264 BEGIN; SET TRANSACTION ...
316522 SELECT NEXTVAL(’tg_visit_id_seq’)
317336 INSERT INTO tg_visit (id,visit_key,expiry)
VALUES (419704,’5c4...’,°2007-03-18...
335990 SELECT expiry,... FROM tg_visit WHERE id = 419704
336605 END
479741 BEGIN; SET TRANSACTION ...
479891 SELECT id,user_id FROM tg_visit_identity
WHERE visit_key = ’5c4...°
484013 SELECT id,tag,count FROM tag WHERE tag ’rabbits’
485311 SELECT id,tag,count FROM tag WHERE tag ’rabbits’
485928 SELECT id FROM qu_tag WHERE exttag_id = 1528
487024 SELECT question_id FROM qu_tag WHERE id = 2914
487778 SELECT title,sum,weight,user_id,numcomments,...
FROM question WHERE question_id = 1107
511741 SELECT user_name,email,... FROM tg_user ...
514104 SELECT id FROM qu_tag WHERE question_id = 1107
514841 SELECT tag_id FROM qu_tag WHERE id = 2911

515353 SELECT tag_id FROM qu_tag WHERE id = 2912
515782 SELECT tag_id FROM qu_tag WHERE id = 2913
516238 SELECT tag,count FROM tag WHERE id = 1525
516874 SELECT tag,count FROM tag WHERE id = 1526
517362 SELECT tag,count FROM tag WHERE id = 1527

539487 END

The first transaction generates a new unique browser cookie
to act as a temporary user identifier. The second transac-
tion generates the content of the page using several selects.
First an identifier for the “rabbits” tag is obtained, from
which the list of questions associated with that identifier
can be loaded. The developers confirmed that the subse-
quent identical query was due to a previously unknown inef-
ficiency in the structure of the application. Finally, statistics
and related questions are loaded for each question (here, only
1107). BorderPatrol followed internal and external links to
obtain the request path without knowledge of the internals
of dearinter.net.

Indeed it would have been possible to obtain the above
query log by simply inspecting PostgreSQL access logs. How-
ever, examining access logs is only effective when a single
request is being served by the system. As soon as multiple
requests arrive the log begins to conflate requests. Even if
a given server’s log has unique per-request identifiers (such
as a session ID) it would not be possible to correlate the ac-
tivity in one server’s log with the activity generated by the
same request in another server. To find the bug mentioned
above, one would have to set up an instance of dearinter.net
outside of a production environment and than manually in-
ject requests one at a time. By contrast, BorderPatrol can
automatically accumulate per-request information across all
subsystems involved.

We also manually instrumented all tiers of the dearinter.net
application. Modifications were necessary in Apache’s ac-
cept loop, HTTP processing, and FastCGI implementation;
in TurboGears’ FastCGI library; in Python’s SQLObject [16]
library; and in Postgres’ connection handling. Explicit in-
strumentation matched BorderPatrol’s inferred traces pre-
cisely. Of course, each modification consisted of only a sin-
gle line of code, but we were struck by the difficulty in two
ways. First, three very different code bases were involved,
spanning two languages. Second, it was difficult to know for
sure that our instrumentation was correct and complete.

The instrumentation would have missed communication
that we were not explicitly aware of, such as DNS lookups.
BorderPatrol’s interposition can observe all communication.
Worse, our instrumentation would have been incorrect if the
internal architectures of these programs had used multiple
threads to satisfy a single request, or multiplexed requests
on a single thread. Instrumentation code must explicitly
observe the internal links that BorderPatrol infers.

To observe these links, request information can be placed
in a data structure that is passed throughout the module
and logged during communication. Unfortunately, real sys-
tems rarely pass a request structure through their entire
code base. For example, SQLObject is not tightly tied to
TurboGears. When instrumenting SQLODbject, the request
object is not accessible. In this case, it is convenient to
keep the request object in thread-local storage. However,
this technique is prone to error if the module to be instru-
mented does not have a one-to-one mapping of threads to
requests. In these cases, we believe manual instrumentation
would require pervasive understanding of the entire module
to manage knowledge of the current request.

6.2 Event-Driven Web Server (Zeus)

Zeus [21] is an enterprise-scale commercial web server,
only available to the public in binary form. We have no
direct knowledge of the internals of Zeus, though we are
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aware it is a high-performance event-driven design. Without
source, instrumentation is impossible, and with an event-
driven architecture, binding requests to threads will not suc-
ceed.

BorderPatrol traced Zeus, including its use of FastCGI,
using the same protocol processors that traced dearinter.net,
plus a DNS processor for Zeus’s reverse lookups. A sample
access pattern is shown below.

7:568:10.03 GET /.../index.fcgi?... HTTP/1.1" 200
7:58:10.16 GET /.../statimg.fcgi HTTP/1.1" 200
7:68:10.17 GET /.../1t.gif HTTP/1.1" 200

KCycles Event

1,137,563 Protocollnit(8,:41170-:80) — https
1,137,567 Accept(4) — 8

1,137,756 Socket() — 9

1,137,758 Protocollnit(9) — dnsc

1,137,780 Connect(9) — (:32784-:53)
1,137,817 ProtocolMsgSend(9,dnsc,3668)

1,141,262 Socket() — 9
1,141,342 Protocollnit(9) — fegic
1,141,346 Connect(9) — (/tmp/s.zeus)

1,409,687 Protocollsolate(101,193,0) — 0
1,409,811 ProtocolMsgSend(9,fcgi)

1,421,878 Protocollsolate(8,9716,0) — 0
1,422,567 ProtocollsoPoll(0,0,0) — 2

I )

1,4227666 ProtocolMsgRecv(9,fcgi)
1,422,668 Protocollsolate(8,16,0)
1,422,927 Open(1t.gif) — 10
1,422,953 Close(10)

1,422,980 ProtocolMsgSend(8,https,2) [200]

Figure 10: Log of events with Event Isolation enabled on
Zeus. Bold events show protocol processors demarcate mes-
sage borders, detect data parameters, and perform event
isolation (ProtIsolate).

The events collected are listed in Figure 10. As in the pre-
vious case study, activity begins with the arrival of a client
connection. Zeus then connects to a name server to reverse
resolve the client IP address. The DNS protocol processor
tracks the outstanding DNS request using a witness that
consists of the UDP 4-tuple and DNS request ID. Border-
Patrol properly constructs paths and attributes time spent
in remote, unmonitored modules.

After the name is resolved, Zeus reads an HTTP request
from the client for index.fcgi. A FastCGI subprocess is
forked and a connection is established via a Unix domain
socket. Finally, Zeus writes a FastCGI message to the Fast-
CGI server, receives the response, and relays it to the client.
Next, the client requests a dynamic GIF (statimg.fcgi).

Although the requests are nearly simultaneous, overlap
in time, and are handled by a single thread in Zeus, Bor-
derPatrol can correctly correlate the FastCGI activity with
statimg.fcgi rather than with 1t.gif. This tracking does
not require serialized requests, as Figure 10 illustrates. Event
isolation supplies Zeus with the message for statimg.fcgi
first, and Zeus immediately contacts the FastCGI server.
With that connection in progress, Zeus returns to its event
loop and receives the request for 1t.gif. With the second
request in hand, Zeus receives the response from the first
request which is forwarded to the client. Finally, Zeus reads
the static image and forwards it to the client.

Validating Traces. Zeus is a binary module, and we
have no relationship with the Zeus developers, so validating
BorderPatrol’s traces was challenging. We carefully exam-
ined request paths to ensure that, for example, the expected
files were opened on the path associated with the associated
URLs and that paths reconstructed during a heavy, concur-
rent workload matched the individual paths reconstructed
from single requests.

6.3 Other Cases

In addition to the above case studies that include traces
through Zeus, Bind, Apache 1.3, TurboGears, and Post-
greSQL, we have traced many other modules in combina-
tion with these components. BorderPatrol has successfully
traced Perl scripts used as CGI and FastCGI components,
multiple web servers such as thttpd and a Java web server,
and several simple protocols using our generic “one-shot” and
“line-oriented” processors.

7. PERFORMANCE EVALUATION

Our methodology introduces overhead. In this section, we
quantify this overhead both as absolute micro-benchmarks,
and under realistic workloads for the case studies examined
in Section 6. Our experiments were conducted on a server
with a single 2.0GHz Athlon CPU and 512MB of RAM. In
all experiments the overhead of collecting and writing logs
is included. The logging daemon is run on the local machine
with the experimental application, although it could be run
remotely.

Libbtrace is interposed between the application and libc
at run-time. Library interposition by itself has negligible
overhead: less than 1%. However, libbtrace contains ini-
tialization code that produces startup overhead. For ex-
ample, when the first application call is trapped, pointers
are initialized to the real 1libc versions of the routines that
are interposed upon. Then BorderPatrol initializes various
data structures and connects to the logging daemon. The
first and all subsequent trapped application calls typically
involve some logging, invoking protocol processors (in the
case of I/O) and implement event isolation.

7.1 Micro-benchmarks

A series of micro-benchmarks is shown in Figure 11. We
ran experiments measuring how the request latency of a
web server (Apache) degrades under various workloads as
the number of concurrent clients are increased. In each
graph, the solid line indicates the control scenario — mea-
surements of a pure Apache server. The dotted line indi-
cates the measurement of Apache wrapped with our tracing
layer libbtrace. All workloads were generated by closed-
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Figure 11: Latency overhead for three different micro-benchmark workloads. Each graph shows the untraced web server as
a solid line, and the BorderPatrol traced version as a dotted line. The workloads are disk-bound, network-bound, small- file

bound, and fork/exzec-bound.

loop feedback clients, so performance reaches a plateau at
saturation.

The leftmost benchmark shows latency degradation under
a disk-bound workload. We generated a variety of files at
10MB each, and the clients fetched random subsets. At
around 5 concurrent clients, the server becomes saturated
as it cannot serve files faster than they can be loaded from
disk. The overhead was roughly the same for any level of
concurrency, with an overall mean of 5.37%.

In the second benchmark, a workload was generated con-
sisting of a single 1MB file, repeatedly fetched by increas-
ingly many clients. The file is immediately loaded into the
buffer cache, so this test measures the overhead of a network-
bound workload. As compared with the disk-bound bench-
mark, it takes longer to reach a plateau but does reach a
plateau when Apache maximizes its ability to use the net-
work. Most of the overall 7.65% overhead came from the
highly concurrent workloads.

The third benchmark shows the overhead for a workload
consisting of one small file repeatedly fetched by concurrent
clients. The file immediately is loaded into the buffer cache
and so the workload is representative of system-call intense
scenarios. Across the entire range of concurrency, the mean
overhead was 37.2%.

Finally, the far right benchmark illustrates the overhead
when workloads involve fork and exec operations. In this
benchmark, clients access a URL served by a bare-bones C
program. During fork, our implementation performs sev-
eral initializations, such as connecting the child process to
the logging daemon and allocating our bookkeeping data
structures. Our wrapped exec call performs additional ini-
tialization such as looking up the real libc calls through
dynamic linking, and more extensive bookkeeping initializa-
tion. The mean overhead for this benchmark was 307.7%, an
enormous penalty, but one that is paid only for exec. Real
workloads, particularly in performance critical applications,
will not be exec-heavy.

In summary, our methodology generates the most over-
head for workloads that involve a large amount of process
creation because each time a new process is created some
initialization routines must execute. However, if the pro-
cess is subsequently used to load data from disk (such as
a database) or communicate with other processes (such as
a web or application server) the cost is negligible. We will
now turn to realistic workloads that illustrate this point.

Mean latency for dearinter.net
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Figure 12: Latency and bandwidth overhead versus con-
current clients for dearinter.net (Apache, TurboGears and
PostgreSQL) under a representative workload generated by
replaying actual access logs.

Case Study Events
dearinter.net 603,962
Zeus 268,973

Log (MB) Time (s)
21.63 46.29
10.84 203.45

Figure 13: dearinter.net consumed approximately 470kB
of log space per second during our benchmark runs. Zeus
consumed approximately significantly less — 53kB per second
— as the communication channels had few attributes to be
logged.

7.2 Case Studies

We now revisit the case studies discussed in Section 6,
and analyze the overhead for a more realistic day-to-day
workload. In addition to the computational overhead that
we discuss below, executing the application with Border-
Patrol accumulates log entries as summarized in Figure 13.
The logs are not particularly large and, of course, could be
deleted when their likely value has declined.
dearinter.net. The overhead of our implementation on dear-
inter.net is shown in Figure 12. Here the workload involves
more computation and random disk access than in the micro-
benchmarks and so it quickly reaches capacity. Additionally,
the workload includes both static and dynamic content, so
we show the overhead for each in Figure 12. For the higher-
latency dynamic pages, the overhead of our implementation
is 16.96%, whereas the overhead is 8.4% for static images
and JavaScript. The variance profile was unchanged with
our tracing methodology enabled.
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Figure 14: Latency and bandwidth overhead versus con-
current clients for Zeus (closed-source high-performance
event-driven web server) under a workload of mixed images.

System calls

Application Component | Traced Untraced
Apache 1.3 and TurboGears | 357248 324227
PostgreSQL 16194 14582

Figure 15: BorderPatrol introduces a modest overhead in
terms of system calls. Apache and TurboGears execute 10%
more system when traced. PostgreSQL executes 11% more.

Zeus. Figure 14 illustrates the latency overhead of our
implementation. We generated two workloads: dynamic
FastCGI pages to the left and static images on the right.
The mean overhead for dynamic pages is 2.0%, while static
images have a 96.4% overhead. Zeus is highly tuned for
serving static pages that fit in memory, so it is unsurprising
that BorderPatrol imposes a larger relative penalty. When
serving dynamic content through FastCGI (a workload more
reminiscent of the systems we are focused on) the overhead
is lost in the noise. The 100% error bars also show that
BorderPatrol has not negatively affected Zeus’ concurrency
profile by causing some requests to be queued excessively.

8. RELATED WORK

Previous work in request tracing has generally focused on

either simplifying the instrumentation burden, or the use of
statistical methods that eliminate instrumentation but also
lose the ability to trace precisely.
Instrumentation. The most accurate way to correlate
concurrent inputs with outputs is to leverage application-
specific knowledge and explicitly declare which input corre-
sponds to which output.

Magpie [5] seeks to provide precise traces of applications
while minimizing the burden on developers. Their approach
is two-pronged. First, they simplify instrumentation re-
quirements by applying a general temporal join to logged
events. A temporal join allows a submodule to emit trace
events without knowledge of the global request that invoked
it. Magpie builds a path by joining locally significant at-
tributes across modules to produce a path. In addition,
Magpie takes the pragmatic step of modifying an applica-
tion framework, Microsoft’s IIS and SQL Server. Modules
written within this framework require no further modifica-
tion, though calls to external libraries would not be traced.

TraceBack [4] uses program analysis to inject runtime in-
strumentation into modules that enables a source-statement
reconstruction of program execution. From that reconstruc-
tion, Traceback attempts to reconstruct paths using tech-
niques similar to [1].

A variety of commercially available products use similar
techniques. These products instrument application frame-
works (such as WebSphere, WebLogic, Oracle E-Business,
and Siebel) with logging calls to annotate the nodes of a
causal path. The products range from the simplistic 2-tier
reconstructions in [17] to many-tier reconstructions in [18,
15].

As we found in our experience with dearinter.net (see Sec-
tion 6.1), a shortcoming of instrumentation is a practical
one: all points in the application where inputs arrive must
be modified. In large-scale applications where components
span developer groups, are written in multiple languages,
and may lack source code, modifying the application (or the
frameworks) is not always possible. Further, developers may
need to modify the application to make necessary informa-
tion available at the time it is needed for logging, adding to
their burden. Magpie’s general temporal join seeks to re-
duce this requirement though it is not clear that a join-able
attribute is easily accessible in applications that multiplex
requests on threads.

More distantly related, King [9] shows how information

flow can be used to detect intrusion. Like BorderPatrol, the
work tracks the inputs and outputs of processes. However,
where BorderPatrol uses knowledge about protocols to distill
a causal tree into per-request branches, King’s work simply
collects the causal tree entirely so that a root cause can be
found.
Pervasive Frameworks. Alternatively, some approaches
enforce infrastructure change. Specifically, the interface of
all modules is widened to include request information. This
work assumes that all participating modules will be modified
to implement the new interface.

Pinpoint [7] is designed specifically for J2EE web appli-
cations that associate each request with exactly one thread.
This association allows any module to record the request
it is working on by examining a thread-local variable. By
contrast, BorderPatrol, allows applications to be written in
almost any language, to use a variety of execution models
(multi-threaded/event-driven), and to cross process and ma-
chine boundaries.

Causeway [2] advocates pervasive changes to applications
and protocols in order to bundle meta-data alongside exist-
ing module communication. X-Trace [8] is philosophically
similar work that focuses on debugging paths through many
network layers. Each layer must be modified to carry X-
Trace meta-data that allows path reconstruction. Border-
Patrol focuses on tracing without changing applications.
Probabilistic Correlation. An alternative approach
avoids augmenting the control- or data-flow by compromis-
ing on precision: the correlation between inputs and outputs
can be done statistically. HP Labs has used this approach on
network traffic [1], and more recently [14] on a per-process
granularity using library interposition. In both cases, causal-
ity is inferred from the relative time-stamps of input arrivals
and output departures.

Whodunit [6] obtains transactional profiles that follow re-
quest hand-offs that occur in shared memory, invisible to
BorderPatrol’s tracing mechanism, by observing and analyz-
ing module lock usage. Whodunit obtains aggregate perfor-
mance information, rather than precise traces of individual
requests. Nonetheless, it represents an interesting comple-
mentary approach that could augment BorderPatrol in the
context of difficult to trace architectures.
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Analysis From Causal Paths. Analysis of causal paths
is an emerging area of research. These analyses [13, 7] as-
sume causal paths can be obtained and perform higher-order
analysis such as failure detection or capacity planning. Bor-
derPatrol provides the opportunity to take advantage of this
research in systems that are otherwise untraceable. Pip [13]
finds bugs by dynamically detecting request paths that de-
viate from paths specifications provided by developers. Pin-
point [7] finds faulty modules by recording the modules in-
volved in handling each request and applying data mining
techniques to failure cases. BorderPatrol could be used to
ease the adoption of these promising tools.

9. CONCLUSIONS

The lesson of BorderPatrol is that traces can be obtained
for unmodified programs without sacrificing precision. We
present a model for understanding the behavior of black-box
distributed systems. Our model allows us to safely employ a
mechanism that isolates conflated input events arriving at a
module, without preventing the application from multiplex-
ing requests. Rather than requiring systems to adopt new
conventions to make request paths explicit, we are able to
automatically extract causal paths through active observa-
tion.

BorderPatrol is freely available from
http://cs.brown.edu/research/borderpatrol/.
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