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CrowdStrike Falcon Platform Request a Technical Demo 4

Real-time Detection and Attribution of Targeted Attacks
ABOUT CROWDSTRIKE
CrowdStrike Falcon is a Big Data Active Defense platform focused on raising the TECHNOLOGY

adversaries' costs and giving the strategic advantage back to defenders. Designed
to continuously monitor, share, and mitigate the adversary's Tactics, Technigues, and
Procedures (TTPs), CrowdStrike Falcon provides unmatched real-time detection,
attribution, flexible range of response actions, and intelligence dissemination
capabilities.

* Detects zero-day threats and prevents damage from targeted attacks

« |dentifies malware and provides attribution of the attackers

* Provides a flexible range of responses to raise the cost and risk to the adversary A :
Dmitri Alperovitch, Co-Founder & CTO,

« Shares information across an entire community of like-minded trusted defenders talks technology 4

* Leverages a cloud based platform and a global network of event driven security
Sensors

A key component of the Crowd5Strike platform is our redundant and highly scalable
and secure cloud architecture that correlates intelligence and security events in real-
time from our global network of sensors and provides unprecedented level of insight
into adversary activities and business impact from their attacks. Storing vasts
amount of event data in a scalable elastic cloud allows us to pinpoint targeted
attacks in real-time. This massive intelligence repository is constantly mined, and
advanced analytics are used to reveal insights that have escaped existing

solutions. Through its algorithmic approach to identify adversary behavior,
CrowdStrike is pioneering the science of security.

Applications

Falcon Host: Cloud-managed host-based adversary detection application
Falcon Intelligence: Cutting-edge cyber threat intelligence application
Falcon DNS: Geographically distributed threat mitigation application

Falcon Email: Email protection application

* |dentify and protect against damage from determined attackers who are
undetected by existing passive defense solutions

* Understand who is attacking you, why and what they want to steal or damage

* Share and receive real-time intelligence on attacks relevant to your industries and
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* Detects zero-day threats and prevents damage from targeted attacks

« |dentifies malware and provides attribution of the attackers

* Provides a flexible range of responses to raise the cost and risk to the adversary
« Shares information across an entire community of like-minded trusted defenders

* Leverages a cloud based platform and a global network of event driven security

sensors

A key component of the CrowdStrike platform is our redundant and highly scalable
and secure cloud architecture that correlates intelligence and security events in real-
time from our global network of sensors and provides unprecedented level of insight
into adversary activities and business impact from their attacks.
amount of event data in a scalable elastic cloud allows us to pinpoint targeted
attacks in real-time. This massive intelligence repository is constantly mined, and

advanced analytics are used to reveal insights that have escaped existing

solutions. Through its algorithmic approach to identify adversary behavior,

CrowdStrike is pioneering the science of security.

Falcon Host: Cloud-managed host-based adversary detection application

Falcon Intelligence: Cutting-edge cyber threat intelligence application

Falcon DNS: Geographically distributed threat mitigation application

Falcon Email: Email protection application

« |dentify and protect against damage from determined attackers who are

undetected by existing passive defense solutions

* Understand who is attacking you, why and what they want to steal or damage

« Share and receive real-time intelligence on attacks relevant to your industries and

sectors

+ No on-premises equipment needed, reducing overall total cost of ownership

« Remote users are protected when outside of the corporate network
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FALCON PROTECT

INQUIRE TODAY ON HOW TO IDENTIFY AND RESPOND TO ADVANCED THREATS WITH
CROWDSTRIKE FALCON PLATFORM AND CROWDSTRIKE SERVICES
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