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1. My name is June Ann Munford. I am over the age of 18, have personal
knowledge of the facts set forth herein, and am competent to testify to the

same.

2. 1 earned a Master of Library and Information Science (MLIS) from the
University of Wisconsin-Milwaukee in 2009. I have over ten years of
experience in the library/information science field. Beginning in 2004, I have
served 1n various positions in the public library sector including Assistant
Librarian, Youth Services Librarian and Library Director. I have attached my

Curriculum Vitae as Appendix CV.

3. During my career in the library profession, I have been responsible for
materials acquisition for multiple libraries. In that position, | have cataloged,
purchased and processed incoming library works. That includes purchasing
materials directly from vendors, recording publishing data from the material
in question, creating detailed material records for library catalogs and
physically preparing that material for circulation. In addition to my experience
in acquisitions, I was also responsible for analyzing large collections of library

materials, tailoring library records for optimal catalog search performance and
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creating lending agreements between libraries during my time as a Library

Director.

. I am fully familiar with the catalog record creation process in the library
sector. In preparing a material for public availability, a library catalog record
describing that material would be created. These records are typically written
in Machine Readable Catalog (herein referred to as “MARC”) code and
contain information such as a physical description of the material, metadata
from the material’s publisher, and date of library acquisition. In particular, the
008 field of the MARC record is reserved for denoting the date of creation of
the library record itself. As this typically occurs during the process of
preparing materials for public access, it is my experience that an item’s

MARC record indicates the date of an item’s public availability.

. Typically, in creating a MARC record, a librarian would gather various bits
of metadata such as book title, publisher and subject headings among others
and assign each value to a relevant numerical field. For example, a book’s
physical description is tracked in field 300 while title/attribution is tracked in
field 245. The 008 field of the MARC record is reserved for denoting the
creation of the library record itself. As this is the only date reflecting the

inclusion of said materials within the library’s collection, it is my experience
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that an item’s 008 field accurately indicates the date of an item’s public

availability.

. I have reviewed Exhibit 1005, "Forensix: A Robust, High-Performance
Reconstruction System" by Ashvin Goel as published in Proceedings of the
25th International Conference on Distributed Computing Systems Workshops,

2005.

. Attached hereto as Appendix GOELO] is a true and correct copy of the MARC
record for Proceedings of the 25th International Conference on Distributed
Computing Systems Workshops, 2005 as held by the Linda Hall library. I
secured this record myself from the library’s public catalog. The MARC
record contained within Appendix GOELO1 accurately describes the title,
author, publisher, and ISBN number of Proceedings of the 25th International

Conference on Distributed Computing Systems Workshops, 2005

. Attached hereto as Appendix GOELO2 is a true and correct copy of "Forensix:
A Robust, High-Performance Reconstruction System" as published in
Proceedings of the 25th International Conference on Distributed Computing
Systems Workshops, 2005 as held by the Linda Hall library. These scans were

secured from the library’s collection. In comparing Exhibit 1005 to Appendix
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GOELO02, it is my determination that Exhibit 1005 is a true and correct copy
of "Forensix: A Robust, High-Performance Reconstruction System" by
Ashvin Goel as published in Proceedings of the 25th International

Conference on Distributed Computing Systems Workshops, 2005.

9. The 008 field of the MARC record in Appendix GOELO1 indicates the date
of record creation. The 008 field of Appendix GOELOI indicates the Linda
Hall library first acquired these proceedings as of June 6, 2005. Considering
this information, it is my determination that Proceedings of the 25th
International Conference on Distributed Computing Systems Workshops,
2005 and therefore "Forensix: A Robust, High-Performance Reconstruction
System" was made available to the public shortly after its initial acquisition

as of June 6, 2005.

10.1 have reviewed Exhibit 1006, Analyzing Intrusions Using Operating System

Level Information Flow by Samuel Talmadge King.

11.Attached hereto as Appendix KINGOI is a true and correct copy of the MARC
record for Analyzing Intrusions Using Operating System Level Information
Flow as held by the University of Michigan library. I secured this record

myself from the library’s public catalog. The MARC record contained within
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Appendix KINGO1 accurately describes the title, author, publisher, and ISBN
number of Analyzing Intrusions Using Operating System Level Information

Flow by Samuel Talmadge King.

12. Attached hereto as Appendix KINGO2 is a true and correct copy of selections
from Analyzing Intrusions Using Operating System Level Information Flow
as held by the University of Michigan library. In comparing Exhibit 1006 to
Appendix KINGO02, it is my determination that Exhibit 1006 is a true and
correct copy of Analyzing Intrusions Using Operating System Level

Information Flow by Samuel Talmadge King.

13.The 008 field of the MARC record in Appendix KINGO1 indicates the date of
record creation. The 008 field of Appendix KINGOI indicates the University
of Michigan library first acquired Analyzing Intrusions Using Operating
System Level Information Flow as of November 28, 2006. Considering this
information, it is my determination that Analyzing Intrusions Using Operating
System Level Information Flow was made available to the public shortly after

its initial acquisition as of November 28, 2006.

14.1 have been retained on behalf of the Petitioner to provide assistance in the

above-illustrated matter in establishing the authenticity and public availability
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of the documents discussed in this declaration. I am being compensated for
my services in this matter at the rate of $200.00 per hour plus reasonable
expenses. My statements are objective, and my compensation does not

depend on the outcome of this matter.

15.1 declare under penalty of perjury that the foregoing is true and correct. |
hereby declare that all statements made herein of my own knowledge are true
and that all statements made on information and belief are believed to be true;
and further that these statements were made the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or

both, under Section 1001 of Title 18 of the United States Code.

Dated: 10/22/2024

i P ’z/“f

June Ann Munford
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Appendix CV
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June A. Munford
Curriculum Vitae

Education

University of Wisconsin-Milwaukee - MS, Library & Information Science, 2009
Milwaukee, WI

e Coursework included cataloging, metadata, data analysis, library systems,
management strategies and collection development.
e Specialized in library advocacy, cataloging and public administration.

Grand Valley State University - BA, English Language & Literature, 2008
Allendale, MI

e Coursework included linguistics, documentation and literary analysis.
e Minor in political science with a focus in local-level economics and
government.

Professional Experience

Researcher / Expert Witness, October 2017 — present
Freelance e Pittsburgh, Pennsylvania & Grand Rapids, Michigan

e Material authentication and public accessibility determination.
Declarations of authenticity and/or public accessibility provided upon
research completion. Experienced with appeals and deposition process.

e Research provided on topics of public library operations, material
publication history, digital database services and legacy web resources.

e Past clients include Alston & Bird, Arnold & Porter, Baker Botts, Fish &
Richardson, Erise IP, Irell & Manella, O'Melveny & Myers, Perkins-Coie,
Pillsbury Winthrop Shaw Pittman and Slayden Grubert Beard.

Library Director, February 2013 - March 2015
Dowagiac District Library @ Dowagiac, Michigan

e Executive administrator of the Dowagiac District Library. Located in
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Southwest Michigan, this library has a service area of 13,000, an annual
operating budget of over $400,000 and total assets of approximately
$1,300,000.

e Developed careful budgeting guidelines to produce a 15% surplus during
the 2013-2014 & 2014-2015 fiscal years while being audited.

e Using this budget surplus, oversaw significant library investments
including the purchase of property for a future building site, demolition of
existing buildings and building renovation projects on the current facility.

e [ ed the organization and digitization of the library's archival records.

e Served as the public representative for the library, developing business
relationships with local school, museum and tribal government entities.

e Developed an objective-based analysis system for measuring library
services - including a full collection analysis of the library's 50,000+
circulating items and their records.

November 2010 - January 2013
Librarian & Branch Manager, Anchorage Public Library ® Anchorage, Alaska

e Headed the 2013 Anchorage Reads community reading campaign
including event planning, staging public performances and creating
marketing materials for mass distribution.

® Co-led the social media department of the library's marketing team,
drafting social media guidelines, creating original content and instituting
long-term planning via content calendars.

e Developed business relationships with The Boys & Girls Club, Anchorage
School District and the US Army to establish summer reading programs for
children.

June 2004 - September 2005, September 2006 - October 2013
Library Assistant, Hart Area Public Library
Hart, MI

e Responsible for verifying imported MARC records and original MARC
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cataloging for the local-level collection as well as the Michigan Electronic
Library.

e Handled OCLC Worldcat interlibrary loan requests & fulfillment via
ongoing communication with lending libraries.

Professional Involvement

Alaska Library Association - Anchorage Chapter
e Treasurer, 2012

Library Of Michigan
e [ evel VII Certification, 2008
e Lecvel II Certification, 2013

Michigan Library Association Annual Conference 2014
e New Directors Conference Panel Member

Southwest Michigan Library Cooperative
e Represented the Dowagiac District Library, 2013-2015

Professional Development

Library Of Michigan Beginning Workshop, May 2008

Petoskey, MI
e Received training in cataloging, local history, collection management,
children’s literacy and reference service.

Public Library Association Intensive Library Management Training, October 2011
Nashville, TN
e Attended a five-day workshop focused on strategic planning, staff
management, statistical analysis, collections and cataloging theory.

Alaska Library Association Annual Conference 2012 - Fairbanks, February 2012
Fairbanks, AK
e Attended seminars on EBSCO advanced search methods, budgeting,
cataloging, database usage and marketing.
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Depositions

2019 e Fish & Richardson

Apple v. Qualcomm (IPR2018-001281, 39521-004211P, [PR2018-01282
and 39521-004211P2)

2019 e Erise IP
Implicit, LLC v. Netscout Systems, Inc (Civil Action No. 2:18-cv-53-JRG)

2019 e Perkins-Coie
Adobe Inc. v. RAH Color Technologies LLC (Cases IPR2019-00627,
[PR2019-00628, IPR2019-00629 and IPR2019-00646)

2020 e O’Melveny & Myers
Maxell, Ltd. v. Apple Inc. (Case No. 5:19-cv-00036-RWS)

2021 e Pillsbury Winthrop Shaw Pittman LLP
Intel v. SRC (IPR2020-1449)

2022 e Perkins-Coie
Realtek v. Future Link (IPR2021-01182)

2023 e Fish & Richardson
Neuroderm Ltd. v. Abbvie, Inc (Case No. PGR2022-00040)

2023 e Fish & Richardson
Nearmap US Inc. v. Pictometry International Corp. (IPR2022-00735)

2023 e Fish & Richardson
Samsung Electronics v. MemoryWeb LLC (Case No. 39843-0136PS1)
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2023 e Pillsbury Winthrop Shaw Whitman LLP

Gravel Rating Systems v. Costco Wholesale Corp. (Civil Action No.
4:21-cv-149-ALM)

2024 e Willkie-Farr
Netflix, Inc. v. VideoLabs. Inc. (IPR2023-00628)

Limited Case and Clientele History

Alston & Bird
e Ericsson

v. Collision Communications (IPR2022-01233)

e Nokia
v. Neptune Subsea, Xtera (Case No. 1:17-cv-01876)

e Universal Electronics Inc

v. Roku Inc (IPR2022-00818)

Arnold & Porter
e [vantis

v. Glaukos (Case No. 8:18-cv-00620)

e Samsung

v. Jawbone (Case No. 2:21-cv-00186)
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Benesch Friedlander Coplan & Aronoff
e Voyis
v. Cathx (Case No. 5:21-cv-00077-RWS)

Deschert LLP
e Smaxtec Animal Care

v. ST Reproductive Technologies, LLC (IPR2024-00885)

Erise I.P.
e Apple

v. Ericsson Inc. (IPR2022-00715)

v. Future Link Systems (IPRs 6317804, 6622108, 6807505, and
7917680)

v. INVT (Case No. 20-1881)
v. Navblazer LLC (IPR2020-01253)

v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

v. Quest Nettech Corp (Case No. 2:19-cv-00118-JRG)
v. Telefonaktiebolaget LM Ericsson (IPR2022-00275)
v. Theta IP, LLC (IPR2024-00818)

e Fanduel

v. CGT (Case No. 19-1393)

e Garmin

v. Phillips North America LLC (Case No. 2:19-cv-6301-AB-KS)
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e Netscout
v. Longhorn HD LLC (Case No. 2:20-cv-00349)
v. Implicit, LLC (Civil Action No. 2:18-cv-53-JRG)

e Sony Interactive Entertainment LLC
v. Bot M8 LLC (IPR2020-01288)
v. Infernal Technology LLC (Case No. 2:19-CV-00248-JRG)

e Unified Patents

v. GE Video Compression (Civil Action No. 2:19-cv-248)

Fish & Richardson
e Apple
v. AliveCor (3:21-cv-03958)
v. LBS Innovations (Case No. 2:19-cv-00119-JRG-RSP)
v. Koss Corporation (IPR2021-00305)

v. Masimo (IPR 50095-0012IP1, 50095-00121P2, 50095-00131P1,
50095-00131P2, 50095-0006IP1, 50095-01351P1)

v. Neonode (Case No. 21-cv-08872-EMC)

v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

e Dell
v. Neo Wireless (IPR2022-00616)

e Dish Network
v. Entropic Communications, LLC (Case No. 2:2023-CV-01043)
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v. Realtime Adaptive Streaming (Case No. 1:17-CV-02097-RBJ)
v. TQ Delta LLC (Case No. 18-1798)

e Evapco Dry Cooling
v. SPG Dry Cooling (IPR2021-00688)

e (Genetec

v. Sensormatic Electronics (Case No. 1:20-CV-00760)

e Huawei

v. Bell Northern Research LLC (IPR2019-01174)

e Kianxis

v. Blue Yonder (Case No. 3:20-cv-03636)

e .G Electronics

v. Bell Northern Research LLC (Case No. 3:18-cv-2864-CAB-BLM)

e Metaswitch

v. Sonus Networks (IPR2018-01719)

e Microsoft

v. Throughputer Inc (IPR2022-00757)

e Mom Enterprises

v. Ddrops Company (Case No. 1:22-cv-00332)

e MLC Intellectual Property
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v. MicronTech (Case No. 3:14-cv-03657-SI)

e Nearmap Inc

v. EagleView Technologies (IPR2022-01009)

e Neuroderm Ltd.

v. Abbvie, Inc (Case No. PGR2022-00040)

e Realtek Semiconductor

v. Future Link (IPR2021-01182)

® Quectel

v. Koninklijke Philips (Case No. 1:20-cv-01710)

e Samsung
v. Aire Technology (IPR2022-00877)
v. Bell Northern Research (Case No. 2:19-cv-00286-JRG)
v. Communication Technologies Inc (IPR2022-01221)
v. Jawbone Innovations (IPR2022-00865)
v. MemoryWeb LLC (IPR2022-00885)
v. Dodots Licensing Solutions (IPR2023-00701)
v. Telefonaktiebolaget LM Ericsson (IPR2021-00615)

e Texas Instruments

v. Vantage Micro LLC (IPR2020-01261)

e Xilinx

v. Sentient Sensors LCC (Case No. 1:22-cv-00173)
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Groombridge Wu
e Nearmap

v. Eagle View Technologies Inc. and Pictometry International Corp.
(Case No. 2:21-cv-00283-TS-DAO)

Irell & Manella

e Curium

O’Melveny & Myers
e Apple
v. Maxell (Case No. 5:19-cv-00036-RWS)

e Disney Media & Entertainment Distribution LLC
v. Digital Media Technology Holdings, LLC (Case No. 2:22-
cv-01642)

e Micron Technology Inc.

v. Besang Inc (IPR2023-00900)

e Samsung

v. Daedalus Prime LLC (1335 Investigation)

Perkins-Coie
e Amazon

v. Nokia (IPR2024-00847 and IPR2024-00848)
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e Heru Industries

v. The UAB Research Foundation (IPR2022-01148)

e Intel Corporation
v. BeSang Inc. (IPR2023-00991)
v. BitMICRO (Case No. 5:23-cv-00625)
v. Telefonaktiebolaget L M Ericsson (IPR2024-00610)

e Realtek Semiconductor

v. Future Link (IPR2021-01182)

e Twitter Inc

v. VOIP-Pal.com (Case No. 3:20-cv-02397-JD)

o TCL Industries

v. Koninklijke Philips NV (IPR2021-00495, IPR2021-00496
and IPR2021-00497)

Pillsbury Winthrop Shaw Pittman

e Intel

v. FG SRC LLC (Case No. 6:20-cv-00315)

e (Gravel Rating Systems

v. Costco (Case No. 4:21-cv-149)

v. Lowe’s Home Centers (Case No. 4:21-cv-150)
v. T-Mobile USA (Case No. 4:21-cv-152)

v. Kohl’s Inc. (Case No. 4:21-cv-258)

v. Under Armor (Case No. 4:21-cv-356)
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Quinn Emanuel
e ServiceNow, Inc.
v. InQuisient, Inc. (Case No. 22-900-CJB)
e Wolfspeed
v. The Trustees of Purdue University (Case No. 1:2021-cv-00840)

Sheppard, Mullin, Richter & Hampton LLP
e Cadence Design Systems Inc.

v. Semiconductor Design Technologies (Case No. 3:23-cv-01001)

Stern, Kessler, Goldstein & Fox

e Preliminary Research

Willkie, Farr & Gallagher LLP
e Neurent
v. The Foundry, LLC (IPR2024-00669)
e Netflix, Inc.
v. VideoLabs, Inc. (IPR2023-00628)
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https://catalog.lindahall.org/discovery/fulldisplay?context=L&vid=01LINDAHALL_INST:LHL&search_scope=MyInstitution&tab=LibraryCatalog&docid=alma994855253405961
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Proceedings
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IWOEKSHop I CoTamittee N e TS o I T o L R SO S O R A 2 0 XXV

Fourth International Workshop on Assurance in Distributed Systems and Networks

ADSN
Session 1: Fault-Tolerance and Security
Adding Confidentiality to Application-Level Multicast by Leveraging the Multicast Overlay ............ccccceceeeecnnennene. 5
C. Abad, 1. Gupta, and W. Yurcik
Linda Hall Uibrary v
Kansas Clty, MO, IPR2025-00069
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Session 4: Adaptive Systems

A New TCP Congestion Control Method Considering Adaptability over Satellite Internet .............coceoevereienerrennnnne. 75
H. Obata, S. Takeuchi, and K. Ishida

= = e @ i ae e . - . s ~ 1 ar . 1 an

vi
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Session 4: Wireless and Sensor Network Security

Increasing Attack Resiliency of Wireless Ad Hoc and Sensor NetWorks............c.ouoveueeeeereceueeeeeeeeeee oo 179
H. Vogt
1IUVUL 4IU UUIUOUT LOCAUOI DASEU DETVICES I0T FOTTADIE WITEIESS LIEVICES ...uunneeereererenenneeeenneeneeeeeennaaaaaeeseesssnnsnnns 244

C. di Flora, M. Ficco, S. Russo, and V. Vecchio

A Sensor-Based Tracking Systeny USINE WINOSEEE ... siissetsiibrnmimmimsasisinss i sssasstbosidesaammsissbs tisssensorsaratessass 251
J.-H. Huang and S. Mishra

Session 2: Middleware Support for the Mobile Internet

An Intermediary Software Infrastructure for EAge SErviCes...........ovuiumrmimrmrreieeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeesessesses e 259
R. Grieco, D. Malandrino, V. Scarano, F. Varriale, and F. Mazzoni
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Session 3: Enabling Technologies: Mobile Agents

Integrating Web Services and Mobile AZEnt SYSLEINS. .......cc.eueeeuererirriierinieieriseieseseteeeeesteeee e saassestessessesseasessesenses 283
P. Bellavista, A. Corradi, and S. Monti

(Generatino Mnhile Aoent Qecnrelv hv TTeina MAQT 201

AL AUAPU YL LVAIUUITOWALT WU DUPPUIL WULICAL AWALT DU WICUZT OHALIE eeeieetieetetetttatoesststtteetasesnersctsesesssnsssssassscnne JIL

R. Boselli, F. Cabitza, F. De Paoli, and M. Loregian

Fourth International Workshop on Distributed Event-Based Systems -

DEBS
Session 1: Matching and Multicasting
Analysis and Algorithms for Content-Based Event MatChing..........ccccuoueeiemiienneneneeeeecne e teeeaenenas 363
S. Kale, E. Hazan, F. Cao, and J. Singh
viii

IPR2025-00069
CrowdStrike EX1009 Page 33



Session 2: Publish-Subscribe with State

Policy-Controlled Event Management for Distributed Intrusion Detection.................

C. Kreibich and R. Sommer

Integrating Databases with Publish/Subscribe............ccovevcvenrvieniernnenciccecee

L. Vargas, J. Bacon, and K. Moody

Integrating Distributed Object Transactions with Wide-Area Content-Based

Eublish/Subscribe Systems el st et s Lt s Ll il o n e |

A. Michlmayr and P. Fenkam

Session 3: Ad Hoc and Dynamic Topologies

CHR: A Distributed Hash Table for Wireless Ad Hoc NetWOTKS .......ocovveeeveeeeeeeeenn,

F. Araujo, L. Rodrigues, J. Kaiser, C. Liu, and C. Mitidieri

Publish-Subscribe Tree Maintenance oVer @ DHT ........oovveueeeeeeeeeeeeeeeeoeoeeeeoe

P. Costa and D. Frey

Publisher Mobility in Distributed Publish/Subscribe Systems ..........c.ccooveurverrrenn...

V. Muthusamy, M. Petrovic, D. Gao, and H.-A. Jacobsen

Session 4: Short Papers

A Stateful and Open Publish-Subscribe Structure for Online Marketplalces ..............

.............................................. 431
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Session 2: Wearable Computers
An Information Retrieval System for Supporting Casual Conversation in Wearable

COMPUHING ENVITONIMENLS .....couovurrirermersnsiesssessess s sssess it b sss s s bbb s SR Y Y|
N. Pham. T. Terada. M. Tsukamoto, and S. Nishio

1N€ 1NIra 1nerndauvildal vv OrsSIivp Uil lVAUULIT LVIDUL IVUWLTU UL ULRILE

MDC

Session I: Keynote Address

Mobility in Ad Hoc Wireless Networks: A Villain or @ FIend? ..o s 547
J. Wu

Session II: Wireless and Ad Hoc Networks

Angular Routing Protocol for Mobile Ad HOC NEWOTKS .......co.vvurruserissrisenissessssnsmmme s s 551
V. Giruka and M. Singhal

Hybrid Uplink Scheduling in an Integrated 3G/WLAN Network with Relaying........ccooouuiriusirimsssiissinsesenenninens 558
J. Wang and J. Liu

Self-Stabilizing Optimal Local Routing in Ad HOC NEtWOTKS. ..ot 564
D. Bein, A. Datta, and V. Villain

x IPR2025-00069
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Session II1: Mobile Distributed Systems

Consistency of Cooperative Caching in Mobile Peer-to-Peer Systems over MANET ..........ccoooeeeuemeeeeeeeeeseeeerennn. 573
J. Cao, Y. Zhang, L. Xie, and G. Cao

A Formal Framework for Agent Itinerary Specification, Security Reasoning and
RIORIC PABBINETS .o i 80k i vwei i i s i s S N8 S e s ol i ek b ensagommasems 580
S. Lu and C.-Z. Xu

Communication Partner Identification in Distributed Job Workflow Execution over the Grid............oevveeveeeveennn, 587
Y. Feng, W. Cai, and J. Cao

A Framework for Reconfiguring Mobile APPLICAtIONS.........ceeiieuieieiererrerete ettt eeeceeeeeeeeees e eeeeeseseeseseseeseenens 594
H. Abdu

Session IV: Wireless Network and Mobile Systems

Stable, Time-Bund Object References in Context of Dynamically Changing Environments.................ccccooeueevne... 603
R. Kapitza, H. Reiser, and F. Hauck

ARecy Bstablishment Protocol for BIUSLOOU SEAIEIIELS «..uisisesseassismsssmsmmmrassrsmssassnsmsinesasassassrossessseseansesnsssaseres 610
H. Li and M. Singhal

A Middleware Architecture for Mobile 3D GraphiCs ..........coueueueureieierereueeeereseecseeiesteseeeeeeeeseeeeseseeeeeeeesseseseseseseneans 617
E. Agu, K. Banerjee, S. Nilekar, O. Rekutin, and D. Kramer

Available Bandwidth Detection with Improved Transport Control Algorithm for
T TRy R R S S O SOOI W L 656
Q. Fang, W. Jia, and J. Wu

A Path-History-Sensitive Access Control Model for Mobile Agent ENVIronment................o.oveeeeeereeeereeessereron.. 660
C. Caoand J. Lu

Secure Enhancement Scheme for Routing Protocol in Mobile Ad HOC NEtWOIKS ..............o..oveveeeeereeeereresereseessans 664
R. Yang, Q. Pan, W. Wang, and M. Li
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Seventh International Workshop on Multimedia Network Systems and Applications
MNSA

Session 1: Web and Network Applications

Cllall s Al jJall ulltly LUUDIAIAG Jlalt UVIIVEIdILYy U

A New MAC Protocol for Robot Communication and Its Performance Evaluation ...........ccoccoeeiiiiiiiiciiiininiennnnans 743
J. Arai, A. Koyama, and L. Barolli

Optimized Geographical Routing Protocol for Inter-vehicle Communications...........ccceoeieieiinieniininienincninienincen 749
M. Durresi, A. Durresi, and L. Barolli

Concurrency Control Using Role Ordering (RO) Scheduler for Distributed Objects..........ccooovnieennciiiiniiiiiccnnne. 756
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kill, exit and setuid. Important file system calls in-
- clude open, read, write, close, symlink, 1ink, mount,
unmount, dup and chown. Upon collecting the data in a

kernel buffer, the audit module periodically transmits the
records directlv over a nrivate network ta the hackend thne

Active_Processes(start_time, end_time) {
SELECT DISTINCT pid FROM event
WHERE date ;= %1 AND date j= %2;

Immediate_Children(PID) {
SELECT rc FROM event /* return code */
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WHERE (syscall =23 OR syscall=70 OR syscall = 164)
AND u.id=0 AND eu.id=0 AND pid = %1
AND ppid=%2 AND name = %3 AND rc=0
/* setuid() = 23 ; setreuid = 70 ; setresgid = 164 */
UNION
SELECT name FROM event
WHERE (syscall = 46 OR syscall=71 OR syscall = 170)
AND g.id=0 AND eg.id =0 AND pid = %1
AND ppid = %2 AND name = %3 AND rc=0
/* setgid() = 23 ; setregid = 70 ; setresgid = 170 */

Figure 4. Local privilege escalation query

162
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contributions to the Forensix project.
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