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I. Introduction 

GoSecure, Inc. (“Patent Owner”) respectfully submits this Preliminary Patent 

Owner’s Response to the Petition of CrowdStrike, Inc. (“Petitioner”) for inter partes 

review of U.S. Patent No. 9,954,872 (the “’872 patent”).  

Every ground in the Petition fails because Petitioner relies entirely on Capalik 

as allegedly disclosing the “transmitting to one or more computer systems … 

information … for preventing attacks to the one or more computer systems” 

limitation of the independent claims.  But the only thing Petitioner can point to for 

this limitation is its expert’s conclusory statement, which is wrong.  Capalik does 

not disclose this limitation.  Because Petitioner failed to establish a reasonable 

likelihood of success with respect to any challenged claim of the ’872 patent, the 

Board should deny institution.   

II. Background  

A. The ’872 Patent (Ex. 1001) 

The ’872 patent is entitled “System and method for identifying unauthorized 

activities on a computer system using a data structure model,” and issued on April 

24, 2018.  Stemming from a non-provisional application filed in 2011, which in turn 

claims priority to a provisional application filed on June 24, 2010, the ’872 patent is 

directed to “systems and methods for analyzing malicious activities on a computer 

system in order to better protect the computer system from future malicious 

activity.”  ’872 patent at 1:44-48.   
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The specification of the ’872 patent explains that “networked computers are 

… vulnerable to attacks, unwanted intrusions, and unauthorized access” by 

malicious computer programs such as malware.  ’872 patent at 1:53-57.  The 

specification highlights that prior security systems suffered significant drawbacks 

because they focused on stopping known threats by matching “low-level IP data 

packets” against a preexisting database of “malware fingerprints.”  Id. at 1:58-2:8.  

But relying on a library of “malware fingerprints” in connection with “low-level IP 

data packets” left computer systems vulnerable to previously unknown threats:  “A 

critical threat to computer networks is the so-called zero-day attack that exploits 

security vulnerabilities previously unknown ….”  Id. at 2:9-11.  Likewise, because 

conventional solutions using an IDS (intrusion detection system)  or IPS (intrusion 

prevention system) relied on “match[ing]” fingerprints, they were vulnerable to 

slight modifications in the packaging of malicious code, which could suffice to avoid 

signature-based detection while still exploiting the same or similar security 

vulnerabilities.  Id. at 2:5-8. 

The inventors of the ’872 patent, therefore, saw “a great need for efficient 

methods of identifying fingerprint data for previously unknown types of malicious 

and/or unauthorized activities.”  Id. at 2:20-23.  However, “identifying the 

fingerprints of malicious activities in the middle of numerous other non-malicious 

processes is not a trivial task.”  Id. at 2:17-19.  The inventors solved that 
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technological problem with specific techniques for “monitoring and identifying 

associations between activity sources and activity targets without using pre-

determined fingerprints” and propagating that information to other computing 

devices.  Id. at 3:11-16.  The ’872 patent describes a series of inventive steps to that 

end.   

First, the invention monitors activity directly on a computer system (e.g., an 

endpoint device such as a laptop, desktop, or server).  Id. at cl. 1.  The invention 

thereby shifts the focus of malware detection and prevention away from monitoring 

incoming data at the gateway to a network to instead monitoring activity directly on 

endpoint devices.  Compare id. at 2:3-8 (discussing prior art systems that 

“examine[d] the low-level IP data packets and compare[d] them to its library of 

fingerprints for a match”), with id. at 4:58-60 (“The decoy network device 106 is a 

decoy system that is monitored to collect fingerprint data of unauthorized 

activities.”), and id. at 5:25-30 (“Although the methods described herein are 

described with respect to monitoring the decoy network device 106, persons having 

ordinary skill in the art would recognize that similar methods may be used for 

monitoring one or more non-decoy systems, such as the protected network device 

136.”).  

Figures 4A-4D (reproduced below) and the accompanying portions of the 

specification (id. at 12:2-26) are illustrative.  As shown in Figure 4A, “unauthorized 
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activities on the file X 310 and the file Y 312 in the virtual machine 113-1 are 

detected.”  Id. at 12:2-4.  For example, the ’872 patent teaches that the claimed 

invention may “us[e] checksum values of the file X 310 and the file Y 312 (e.g., a 

different checksum value can indicate that a corresponding file has been modified 

by an unauthorized process).”  Id. at 12:4-8.  Alternatively, the “unauthorized 

activity may be detected by monitoring data execution prevention (DEP) exceptions 

associated with the file X 310 and the file Y 312, generated by the one or more 

processors.”  Id. at 12:8-12.  In either case, detection of unauthorized activity begins 

by monitoring activity within virtual machine 113-1.    
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Next, as shown in Figure 4B, the ’872 patent discloses techniques for tracking 

the transfer of malicious activity within the computer system.  For example, “process 

A 308 [which] accesses both the file X 310 and the file Y 312” is “treated as affected 
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by unauthorized activities.”  Id. at 12:15-17.  Likewise, because “file X 310 initiates 

the process B 314, … the process B is treated as affected by unauthorized activities” 

as well.  Id. at 12:17-19.   
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Next, as shown in Figure 4C, the ’872 patent discusses techniques for tracing 

the unauthorized activities back to the socket from which they originated.  Id. at 

12:20-22 (“In FIG. 4C, data from the socket 306 is directed to the process A 308, 

and the socket 306 is treated as affected by unauthorized activities.”).  
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Lastly, the invention of the ’872 patent teaches that the “packet stream 304” 

received over socket 306 “is treated as affected by unauthorized activities,” which 
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may allow “the attacker 302 who sends the packet stream 304 to the socket 306 [to 

be] identified (e.g., by the IP address).”  Id. at 12:24-26.    
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The ’872 patent thus claims techniques for analyzing how malware 

manifested within a computer, as opposed to relying on signature-based approaches 

that were restricted to identifying malware at the threshold to a network.  As just one 

example, the ’872 patent explains how the disclosed techniques “are able to follow 

a chain of unauthorized activity across multiple virtualized operating systems,” 

which is “important in identifying and thwarting advanced threats that involve 

multiple attackers spread across multiple systems and that evolve over long periods 

of time.”  Id. at 19:24-30.  By focusing on the “chain of unauthorized activity” as 

opposed to the conventional, signature-based approach for monitoring “low-level IP 

data packets” whenever “a connection is attempted to a network port” (id. at 2:2-5), 

the techniques disclosed in the ’872 patent represented a paradigm-shifting approach 

to protecting computers. 

Second, and more pertinent here, the invention shares the newly-identified 

security information with other computer systems in order to “prevent[] future 

attacks” on the other computer systems.  Id. at cl. 1.  For example, the ’872 patent 

discusses techniques by which the other computer systems can use the information 

they receive to protect themselves by “modifying the activity targets” (id. at 14:5-

16) or “blocking activity sources that match a pattern of unauthorized activities” (id. 

at 14:43-50).  This groundbreaking approach allowed computers to crowdsource 

malware protection by collecting information about malware behavior (e.g., what 
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files the malware attempted to access) and sharing that information with other 

computers that needed to be protected (as opposed to updating a separate library of 

signatures residing outside of the computers).   

These inventive steps distinguish over prior approaches, such as those found 

in Capalik.  As further explained below, the claims are not rendered obvious by any 

theory advanced by Petitioner. 

B. Prosecution History 

The ’872 patent issued from U.S. Application No. 14/823,916, filed August 

11, 2015, which is a continuation of U.S. Application No. 13/163,590, filed on June 

17, 2011, which in turn claims the benefit of U.S. Provisional Application No. 

61/358,367, filed on June 24, 2010.  ’872 patent, Cover.  The specification of the 

’872 patent specifically incorporates Petitioner’s primary prior art, Capalik, by 

reference.  See ’872 patent at 1:30-40.  

During prosecution, the Examiner issued a first office action on August 30, 

2016, rejecting claims 1-20.  Ex. 1002 at 127-39.  In response, Patent Owner 

amended the claims to require storing “a data structure that identifies the activity 

sources, the activity targets, and the associations for the plurality of activities; and 

transmitting one or more of the activity sources, the activity targets, and the 

associations to prevent future attacks associated with the one or more of the activity 
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sources, the activity targets, and the associations.” Id. at 112-15 (additions 

underlined).  

The Examiner subsequently issued a final rejection on June 6, 2017, alleging 

that the prior art disclosed “transmitting one or more of the activity source, activity 

target and associations to prevent future attacks associated with the one or more of 

the activity sources, the activity target, and the associations.”  Ex. 1002 at 76-77.  In 

response, Patent Owner amended independent claim 1 to recite “transmitting to one 

or more computer systems other than the first computer system information 

identifying one or more of the activity sources the activity targets, and the 

associations for [[to]] preventing future attacks, to the one or more computer 

systems, associated with the one or more of the activity sources, the activity targets, 

and the associations.”  Id. at 55 (additions underlined, deletions in brackets).  Patent 

Owner amended independent claims 19 and 20 to recite similar limitations.  Id. at 

57-58. 

Thereafter, the Examiner issued a Notice of Allowance because “the cited 

prior art of record fails to teach or render obvious the claimed limitations in 

combination with the specific added limitation recited in each of independent claims 

1, 19, and 20 (and associated dependent claims).”  Ex. 1002 at 15. 
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C. Person of Ordinary Skill in the Art (“POSITA”) 

Solely for the purpose of this Preliminary Response, Patent Owner does not 

challenge Petitioner’s proposed definition of a POSITA.  Patent Owner reserves the 

right to provide an alternative definition of a POSITA if IPR is instituted. 

D. Claim Construction 

The prior art relied upon in the Petition fails to disclose the subject matter of 

the challenged claims under any reasonable construction of the claims’ terms, 

including their plain meaning.  Although Petitioner advances a proposed 

construction for one term (Pet. 4-7), denying institution does not require explicit 

construction of any term.  See, e.g., Realtime Data, LLC v. Iancu, 912 F.3d 1368, 

1375 (Fed. Cir. 2019) (“The Board is required to construe ‘only those terms … that 

are in controversy, and only to the extent necessary to resolve the controversy.’” 

(quoting Vivid Techs., Inc. v. Am. Sci. & Eng’g, Inc., 200 F.3d 795, 803 (Fed. Cir. 

1999))).  Patent Owner reserves the right to advocate for claim constructions in the 

event the Board institutes review in this case, as well as in other proceedings, such 

as the parties’ concurrent district court litigation. 

E. Overview of Petition 

Though the Petition labels five grounds, Petitioner asserts eight grounds in its 

Petition.  Pet. 9.  As shown in the table below, Capalik is the primary reference in 

each ground:  
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Ground Claim(s) Reference(s) 
1 1-6, 12, 15, 20, and 21 Capalik 
2 1-6, 12, 14, 15, 20, and 

21 
Capalik and Goel  

3[A]1 7-11, 14, 16, and 18-19 Capalik and King 
3[B] 7-11, 14, 16, and 18-19 Capalik, Goel, and King 
4[A] 13 Capalik and Pike 
4[B] 13 Capalik, Goel, and Pike 
5[A] 17 Capalik and Farley 
5[B] 17 Capalik, Goel, and Farley 

  

F. Overview of Capalik (Ex. 1004) 

Capalik, entitled “System and method for analyzing unauthorized intrusion 

into a computer network,” is directed to “methods and systems that adequately 

protect networks from new and undefined attacks and that allow for real-time 

updates to a network’s library of attack signatures.”  Capalik at Cover, [0007].  

Capalik’s disclosure can be understood with reference to Figure 1, reproduced 

below, which “illustrates attacker activity 10 directed at protected computer network 

20.”  Capalik [0022].  Capalik’s invention “comprises a modular decoy network 

 
1 The [A] and [B] notations are added by Patent Owner to differentiate Petitioner’s 

Grounds relying on Capalik alone ([A] Grounds) and Capalik and Goel ([B] 

Grounds). 
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appliance” that includes: 1) “front-end fully functional operating system modules” 

and 2) “a separate processing back-end module.”  Id. [0008].  Capalik’s “front-end 

presents a standard fully functional operating system … that returns a standard 

operating system fingerprint when it is scanned by tools that attackers typically use 

to identify vulnerable systems” such that an “attacker is thus lured into accessing the 

identified operating system and running custom or known exploits on that system.”  

Id. [0009].  More specifically, “[w]hen an attacker connects to a port, and begins 

interacting with decoy operating system 32, sentinel 34 monitors and captures 

information from the connection including port numbers, data streams, keystrokes, 

file uploads and any other data transfers.”  Id. [0027].     



IPR2025-00070 (USP 9,954,872)   PO’s Preliminary Response 
 

16 

 

“The captured information, or attack-identifying information, is then sent for 

processing to processing module 40.”  Id. [0028].  “The processing module is used 

to generate an attack signature by analyzing all the data passed through the socket,” 

which includes “analyzing the attack payload including the keystrokes or transferred 

bytes and any files uploaded to the client operating system of an ASCII or binary 

nature.”  Id. [0013].  

Lastly, “the signature may be sent from the back end processing module 40 to 

IDS/IPS 62 through a second connection which is used by the processing module 40 
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to directly interact with IDS/IPS 62.”  Id. [0028].  By “applying the generated 

signature to the IDS/IPS library of signatures to update the information contained in 

the library of signatures,” Capalik thereby seeks “to prevent the attacker from 

accessing the primary network with a zero-day attack.”  Id. [0033]. 

Capalik’s system is further explained with reference to Figure 5 (reproduced 

below), which includes “a decoy computer network 502” (bottom) and a “protected 

computer network 504” (top), “each comprising one or more separate computing 

devices.”  Id. [0038].   
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Capalik’s “protected computer network 504 includes an IDS/IPS library of 

signatures 534 and an IDS/IPS system 542 coupled to multiple protected network 

devices 536.”  Id. [0053]. 
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Capalik’s decoy computer 502 contains multiple individual modules, 

including virtualized operating system module 506 and processing module 508.  

“These modules may be hosted on the same computing device or on separate 

computing devices.”  Id. [0039].   

The virtualized operating system module 506 hosts hypervisor operating 

system 510, on which “virtualized operating systems 512” and “normal hypervisor 

operating system userland processes 514” run.  Id. [0040]-[0041].  The hypervisor 

operating system 510 also includes a “hypervisor kernel 516,” which includes 

components that “support[] virtualization” of virtualized operating systems 512, 

including a “virtual-machine-based rootkit module 520.”  Id. [0042].      

When an attacker “connects to a virtualized decoy operating system 512 

through an open port, the attacker sees a fully-functional standard operating system 

fingerprint,” such that “[t]he instigator of the attack 550 is … lured into accessing 

the decoy 512.”  Id. [0045].  By interacting with decoy 512, “the attacker provides 

decoy 512 with the data used to obtain control of the decoy 512.”  Id.  Specifically, 

Capalik’s introspection module 538 “examines the memory assigned to virtualized 

decoy operating systems 512 in order to acquire low-level data about the interaction 

between the decoy operating systems and [the] attack activity.”  Id. [0048].  

Examples of such “low-level” data include “port numbers, data streams, file uploads, 
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keystrokes, ASCII or binary files, malicious payloads, memory manipulation 

attempts, and any other data transfers or malicious attempts.”  Id. [0049].  

The “captured information … is then sent from introspection module 538,” 

which resides within virtualized operating system module 506, to the other 

component of decoy computer 512: processing module 508.  Id. [0050].  Within 

processing module 508, “signature generation engine 530 then uses this forensic data 

to generate a signature of the attack.”  Id. [0052].  Once generated, the signature is 

sent “from the back-end processing module 508 to the intrusion detection and/or 

prevention (IDS/IPS) signature library 534.”  Id. [0054].  “The generated attack 

signature is thus applied to the IDS/IPS library of signatures 534, thereby updating 

the information contained in the signature library and preventing the attacker from 

accessing the protected network 504.”  Id. [0059].  

III. Argument 

The Board should deny institution because Petitioner failed to establish a 

reasonable likelihood of success on any challenged claim.  In every ground, 

Petitioner relies exclusively on Capalik as allegedly disclosing the “transmitting to 

one or more computer systems … information … for preventing attacks to the one 

or more computer systems” limitation of the independent claims.  However, Capalik 

fails to disclose this limitation.  And while Petitioner attempts to rely on its expert’s 

testimony to remedy this failure of Capalik’s disclosure, his testimony is incorrect, 
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and in any event, the Board’s precedent is clear that an expert’s conclusory testimony 

cannot supply a missing limitation.  Thus, the Board should deny institution.    

Claim 1 in the ’872 patent requires “transmitting to one or more computer 

systems other than the first computer system information … for preventing attacks 

to the one or more computer systems.” 2  That is, claim 1 requires transmitting 

information to one or more computer systems to protect those computer systems 

from attack.  Independent claims 20 and 21 contain nearly identical limitations and 

are patentable over Capalik for at least the same reasons as discussed herein with 

respect to claim 1. 

Petitioner relies exclusively on Capalik as allegedly disclosing this limitation.  

Pet. 33 (“Once the signature is created, Capalik discloses transmitting its signature 

in a similar manner as the ’872 Patent.”); id. at 39, 40 (incorporating discussion of 

claim 1 by reference in Ground 2 (Capalik/Goel)).  Specifically, Petitioner contends 

that Capalik discloses this limitation because, in Capalik, “once the attack signature 

is generated, it can be sent ‘to the intrusion detection system (IDS) or intrusion 

prevention system (IPS) for the protected network 504.’”  Pet. 33 (quoting Capalik 

[0059]).  But transmitting information to Capalik’s IDS/IPS does not satisfy this 

limitation because the IDS/IPS is not itself the subject of future attacks.    

 
2 All emphasis added unless noted otherwise.  
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As shown in Figure 5 of Capalik (reproduced below with annotations), 

Capalik’s IDS/IPS (red) resides at the gateway of computer network (blue), which 

contains multiple protected network devices (green).  Although Capalik’s IDS/IPS 

is “coupled to multiple protected network devices” (Capalik [0053]), the IDS/IPS is 

a distinct component of Capalik’s system from the protected network devices 

themselves.3  Capalik does not teach that the IDS/IPS is a device to be protected or 

the subject of attack prevention.  To the contrary, Capalik describes the IDS/IPS as 

a system that is intended to protect other devices (i.e., “protected network devices”) 

from attack.  See, e.g., Capalik [0013] (“[T]he signature generation engine … creates 

a pattern signature which when applied to an IDS or IPS system, enables the IDS or 

IPS systems to detect the attack if repeated on production systems.”).   

 
3 For example, Capalik provides examples of “[s]uitable IDS/IPS systems” (Capalik 

[0053]) that a POSITA would have understood to be separate from “protected 

network devices.”  Ex. 2001 ¶¶ 43-44. 
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Petitioner alleges “Capalik discloses transmitting its signature in a similar 

manner as the ’872 Patent,” relying on a portion of the ’872 patent that describes 

transmitting a fingerprint “to the IDS/IPS system 142.”  Pet. 33 (citing ’872 patent 

at 18:47-51).  But Petitioner must compare the prior art to the ’872 patent’s claims, 

not the specification.  See, e.g., Laitram Corp. v. NEC Corp., 163 F.3d 1342, 1347 

(Fed. Cir. 1998).  And claim 1 specifically requires transmitting the information to 

“the one or more computer systems” that are the subject of future attacks.  In any 

event, the specification, just before Petitioner’s citation, expressly describes what is 

claimed and what is missing from Petitioner’s analysis: “decoy network device 

transmits (644) the fingerprint to one or more protected network devices 136.”  ’872 

patent at 18:44-47.  So, although the ’872 patent describes sending the information 

to both the IDS/IPS and to the one or more protected devices, claim 1 expressly 

requires that the attack-identifying information ultimately reach one or more 

protected network devices.  That is, while the claimed invention does not foreclose 

the possibility that the attack-identifying information is transmitted from the “first 

computer system” to an IDS/IPS, to satisfy claim 1, the attack-identifying 

information must ultimately reach the “one or more computer systems other than the 

first computer system” within the protected network.  Merely sending the 

information to the IDS/IPS is not enough.    
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Petitioner does not contend it would have been obvious to modify4 Capalik to 

transmit information to the protected devices as claimed; instead, Petitioner’s sole 

theory is that Capalik discloses the transmitting limitation.  See Pet. 33 (“Capalik 

discloses transmitting its signature in a similar manner as the ’872 Patent.”).  But 

Capalik does not.   

Implicitly recognizing this failure, Petitioner turns, in a parenthetical, to its 

expert to try to bridge this chasm.  Pet. 33-34 (citing Ex. 1003 ¶¶ 143-144).  But its 

expert’s opinions only serve to underscore the deficiencies in Petitioner’s analysis.  

Indeed, Petitioner’s expert readily acknowledges that claim 1 of the ’872 patent 

requires more than just sending information to an IDS/IPS.  Specifically, Dr. 

Jakobsson argues that “[a] POSITA would have understood that signatures updated 

in the signature library are also transmitted to the multiple protected network devices 

536 coupled to the IDS/IPS system[.]”  Ex. 1003 ¶ 143.  But, while Dr. Jakobsson 

 
4 Although the Petition applies Goel to other aspects of claim 1, Petitioner’s analysis 

of this limitation does not allege that Goel cures any deficiency of Capalik with 

respect to the “transmitting” requirement, nor is there any argument in the Petition 

that Goel transmits information as recited.  (Goel does not do so.)  Thus, even a 

hypothetical Capalik-Goel combination would not disclose or render obvious this 

subject matter of claim 1. 
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apparently appreciated what was missing from Petitioner’s analysis of Capalik, his 

“conclusory and unsupported” testimony, untethered to “additional supporting 

evidence or … technical reasoning to support his statement,” is “entitled to little 

weight” on this critical claim requirement.  Xerox Corp. v. Bytemark, Inc., IPR2022-

00624, Paper 9 at 15 (PTAB Aug. 24, 2022) (precedential) (citing 37 C.F.R. § 

42.65(a)); see also TQ Delta, LLC v. Cisco Sys., Inc., 942 F.3d 1352, 1359 (Fed. Cir. 

2019) (“This court’s opinions have repeatedly recognized that conclusory expert 

testimony is inadequate to support an obviousness determination.”).  Indeed, as the 

Board has held, using an expert’s conclusory testimony “is particularly problematic 

in cases where, like here, expert testimony is offered not simply to provide a 

motivation to combine prior-art teachings, but rather to supply a limitation missing 

from the prior art.”  See Xerox, Paper 9 at 16 (citations omitted).  Simply put, Dr. 

Jakobsson’s bald opinion does not cure Petitioner’s failures or create a reasonable 

likelihood of success for Petitioner’s challenge.     

And to be sure, as Dr. Greenfield explains, a POSITA would not have 

understood that signatures updated in an IDS/IPS signature library would also be 

transmitted to the multiple protected network devices themselves.  Ex. 2001 ¶¶ 46-

49.  Indeed, doing so would serve no purpose in Capalik’s system, which seeks to 

prevent attacks from ever reaching a protected network device in the first place by 

monitoring traffic at the gateway to the network.  See, e.g., Capalik [0033] (“This is 
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accomplished by applying the generated attack signature to the IDS/IPS library of 

signatures to update the information contained in the library of signatures to prevent 

the attacker from accessing the primary network with a zero-day attack.”); id. at cl. 

2 (“providing the attack signature to an intrusion prevention system configured to 

control access to a protected network using the attack signature to identify 

subsequent attacks”); see also Ex. 1003 ¶ 44 (Petitioner’s expert explaining that 

“Intrusion Detection Systems are normally connected to a network to, for example, 

monitor incoming traffic on the network connection”).  Because Capalik’s IDS/IPS 

already monitors the network traffic at the gateway to the protected network, 

providing the same signatures to the protected devices themselves would impose 

significant burdens on the system, without any associated benefit.  Ex. 2001 ¶¶ 46-

49.    

This is not a case that merits institution for further development of the record.  

The claims say one thing: transmitting information to devices that are to be protected 

from attacks.  The Petition describes another thing—transmitting information to 

devices that are not the focus of attack prevention—and offers nothing but 

unsupported expert testimony about transmitting information to devices that are to 

be protected.  Fatally, Petitioner’s grounds all rely only on Capalik for this limitation, 

and thus Petitioner’s analysis cannot be supplemented without impermissibly 

deviating from the Petition.  Thus, the Board should deny institution.   
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Claims 2-19 all depend from claim 1, either directly or indirectly, and thus are 

not rendered obvious by Capalik, alone or in combination with Petitioner’s other 

alleged prior art, for at least the same reasons as claim 1.  Petitioner’s remaining 

grounds address only the additional limitations of various dependent claims and thus 

do not cure the deficiencies discussed above with respect to claim 1.  Pet. 9.  For at 

least the same reasons Petitioner fails to demonstrate a reasonable likelihood of 

prevailing against claim 1, Petitioner fails to demonstrate a reasonable likelihood of 

prevailing against claims 2-19.    

IV. Conclusion 

For at least the reasons set forth above, the Board should deny the Petition 

for inter partes review.  
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