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I. INTRODUCTION 

A. BACKGROUND 

CrowdStrike, Inc. (“Petitioner”) filed a Petition for inter partes review 

of claims 1–21 of U.S. Patent No. 9,954,872 B2 (Ex. 1001, “the ’872 

patent”).  Paper 1 (“Pet.”).  GoSecure, Inc. (“Patent Owner”) filed a 

Preliminary Response.  Paper 7 (“Prelim. Resp.”).  We authorized Petitioner 

to file a Preliminary Reply and Patent Owner to file a Preliminary 

Sur-Reply.  Paper 9 (“Prelim. Reply”); Paper 10 (“Prelim. Sur-Reply”). 

We have authority to determine whether to institute an inter partes 

review.  See 35 U.S.C. § 314 (2018); 37 C.F.R. § 42.4(a) (2024).  To 

institute an inter partes review, we must determine that the information 

presented in the Petition and the Preliminary Response shows “a reasonable 

likelihood that the petitioner would prevail with respect to at least 1 of the 

claims challenged in the petition.”  35 U.S.C. § 314(a).  For the reasons set 

forth below, we determine that there is a reasonable likelihood that 

Petitioner will prevail with respect to at least one challenged claim.  We 

institute an inter partes review of claims 1–21 based on the grounds set forth 

in the Petition. 

B. RELATED PROCEEDINGS 

The parties note that the ’872 patent is involved in GoSecure Inc. v. 

CrowdStrike, Inc., and Crowdstrike Holdings, Inc., Case No. 24-cv-526 in 

the Western District of Texas, Austin Division.  Pet. 77; Paper 5, 1.  

Additionally, Petitioner notes that it has filed another petition challenging 

claims of the ’872 patent in IPR2025-00068.  Pet. 77. 

C. THE ’872 PATENT 

The ’872 patent “relates generally to systems and methods for 

protecting computer networks, including but not limited to systems and 
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methods for analyzing malicious activities on a computer system in order to 

better protect the computer from future malicious activity.”  Ex. 1001, 

1:44–48.  The ’872 patent discusses more details in connection with 

Figure 1, which is reproduced below. 

 
The ’872 patent explains that “[Figure] 1 is a high-level block diagram 

illustrating an exemplary distributed computer system.”  Ex. 1001, 3:26–28. 

More specifically, Figure 1 shows distributed computer system 100, 

which “includes a decoy computer network 102, a communications 

network 148, and protected computer network 104.”  Ex. 1001, 4:5–8.  

Additionally, client computers 101 may have access to decoy computer 

network 102 and protected computer network 104 via communications 

network 148.  Id. at 4:13–24.   
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“Typically, the protected computer network 104 includes a 

firewall/router 198 to protect the protected network devices 136 and route 

network traffic to and from the protected network devices 136.”  Ex. 1001, 

4:30–33.  “In some embodiments, the protected computer network 104 also 

includes an IDS/IPS system 142 (intrusion detection and prevention 

system).”  Id. at 4:37–39.  IDS/IPS system 142 may use “fingerprints of 

unauthorized activities” to “prevent[] unauthorized activities matching the 

stored fingerprints by modifying the protected network devices 136 and/or 

the firewall/router 198.”  Id. at 4:39–47. 

“The decoy computer network 102 includes one more decoy network 

device(s) 106.  The decoy network device 106 is a decoy system that is 

monitored to collect fingerprint data of unauthorized activities.”  Ex. 1001, 

4:57–60.  “In some embodiments, the decoy network device 106 is 

intentionally kept vulnerable to unauthorized or malicious activities (e.g., 

known security weaknesses may be intentionally left unfixed or other 

security components (e.g., firewalls) are intentionally not installed).”  

Id. at 4:60–65.  “The purpose of the decoy network device 106 is to allow 

attackers to attack the decoy network device 106, so that the pattern of attack 

can be monitored and analyzed to generate a fingerprint,” which can be used 

to forestall similar future attacks.  Id. at 5:3–9.  Along with other 

components, decoy network device 106 may include at least one virtual 

machine.  Id. at 5:31–32, 59–61, 6:6–9, 6:24–28, Fig. 2. 

The ’872 patent discusses a method that decoy network device 106 

may perform in connection with Figures 6A–6C, which are reproduced 

below. 
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The ’872 patent explains that “[Figures] 6A-6C are flowcharts representing a 

method of identifying unauthorized activities on a computer system.”  

Ex. 1001, 3:47–49. 

In this method, “[t]he decoy network device monitors (602) activity 

on the virtual machine.”  Ex. 1001, 15:7–8.  Additionally, “[t]he decoy 

network device identifies (604) a plurality of activities being performed at 

the virtual machine.”  Id. at 15:25–26.  “In some embodiments, the decoy 

network device identifies (610) a respective association between a first 

activity source and a first activity target as unauthorized.”  Id. at 15:48–50.  



IPR2025-00070 
Patent 9,954,872 B2 

8 

Later, “[t]he decoy network device stores (624) the activity sources, activity 

targets, and associations in its memory.”  Id. at 16:56–57.  The decoy 

network device also “creates (636) a fingerprint indicative of the activity on 

the virtual machine from the stored activities.”  Id. at 18:4–6.  The decoy 

network device may share the fingerprint: 

The decoy network device transmits (644) the fingerprint 
to one or more protected network devices 136 to prevent future 
attacks that comprise the same or similar activities as indicated 
by the fingerprint.  In some embodiments, the decoy network 
device transmits the fingerprint to the IDS/IPS system 142 to 
prevent future attacks that comprise the same or similar activities 
on one or more protected network devices 136. 

In some embodiments, one or more other computer 
systems (e.g., protected network devices 136) on the network are 
modified (646) to prevent future attacks that comprise the same 
or similar activities as indicated by the fingerprint (e.g., in FIG. 
1A, the IDS/IPS system modifies at least one of the protected 
network device(s) 136 to prevent future attacks that comprise the 
same or similar activities). 

Ex. 1001, 18:44–58. 

D. ILLUSTRATIVE CLAIMS 

Of the challenged claims, claims 1, 20, and 21 are independent.  Each 

of claims 2–19 depends, directly or indirectly, from independent claim 1.  

Claim 1 is illustrative for our analysis herein and is reproduced below with 

certain reformatting:1 

1.  [1(pre)]  A computer implemented method of identifying 
unauthorized activities on a first computer system attached to a 
computer network, wherein the first computer system comprises 
one or more processors and memory, the method comprising: 

[1(a)]  monitoring activity on the first computer system; 

 
1 We have added the same labels that Petitioner uses to identify portions of 
claim 1.  See, e.g., Pet. 80. 
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[1(b)]  identifying a plurality of activities being performed at the 
first computer system, wherein each of the activities 
includes an activity source, an activity target, and an 
association between the activity source and the activity 
target; 

[1(c)]  storing in the memory a data structure that identifies the 
activity sources, the activity targets, and the associations 
for the plurality of activities; and 

[1(d)]  transmitting to one or more computer systems other than 
the first computer system information identifying one or 
more of the activity sources, the activity targets, and the 
associations for preventing future attacks, to the one or 
more computer systems, associated with the one or more 
of the activity sources, the activity targets, and the 
associations. 

Ex. 1001, 19:39–59. 

E. ASSERTED GROUNDS 

Petitioner asserts that claims 1–21 would have been unpatentable on 

the following grounds (Pet. 9):  

Ground Claim(s) 
Challenged 

35 
U.S.C. § Reference(s) 

1 1–6, 12, 15, 
20, 21 103 Capalik2 

2 1–6, 12, 14, 
15, 20, 21 103 Capalik, Goel3 

3 7–11, 14, 16, 
18, 19 103 Capalik, Goel, King4 

 
2 Alen Capalik, United States Patent Application Publication No. 
2008/0016570 A1, published Jan. 17, 2008 (Ex. 1004, “Capalik”).   
3 Ashvin Goel et al. “Forensix: A Robust, High-Performance Reconstruction 
System,” Proceedings of the 25th International Conference on Distributed 
Computing Systems Workshops, 2005 (Ex. 1005, “Goel”). 
4 Samuel T. King, “Analyzing Intrusions Using Operating System Level 
Information Flow” (Ex. 1006, “King”). 
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Ground Claim(s) 
Challenged 

35 
U.S.C. § Reference(s) 

4 13 103 Capalik, Goel, Pike5 
5 17 103 Capalik, Goel, Farley6 

In support of its challenges, Petitioner also relies on the Declaration of 

Markus Jakobsson, Ph.D.  Ex. 1003.  Patent Owner supports its Preliminary 

Response with a Declaration of Joseph Greenfield, Ph.D.  Ex. 2001. 

II. MULTIPLE PETITIONS CHALLENGING THE ’872 PATENT 

In addition to challenging the claims of the ’872 patent with the 

instant Petition, Petitioner filed a petition in IPR2025-00068, which also 

challenged claims of the ’872 patent.  IPR2025-00068, Paper 1 (“the ’68 

Petition”).  Petitioner ranked the instant Petition first and the ’68 Petition 

second.  Paper 3, 5.  Arguing that the circumstances here do not warrant two 

petitions, Patent Owner suggests that we discretionarily deny the instant 

Petition, stating that “[i]f the Board is inclined to institute either of 

[Petitioner’s] Petitions, [Patent Owner] respectfully submits the Board 

should institute IPR2025-00068.”  Paper 8, 5.  Because Petitioner ranks the 

instant Petition higher than the ’68 Petition, we decline to discretionarily 

deny this Petition due to Petitioner’s filing of the ’68 Petition. 

III. ANALYSIS 

A. LEVEL OF ORDINARY SKILL 

Petitioner explains the applicable level of skill in the art as follows: 

As of June 24, 2010, a person of ordinary skill in the art 
(POSITA) would be a person having a bachelor’s degree in 

 
5 Geoffrey Pike et al., U.S. Patent No. 8,819,822 B1, issued Aug. 26, 2014 
(Ex. 1007, “Pike”). 
6 Timothy P. Farley et al., U.S. Patent No. 7,089,428 B2, issued Aug. 8, 
2006 (Ex. 1008, “Farley”). 
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computer science, computer engineering, or an equivalent, as 
well as two years of industry experience.  A POSITA would also 
have had a working knowledge of software security analysis and 
dynamic malware analysis.  Additional graduate education could 
substitute for professional experience, or significant experience 
in the field could substitute for formal education. 

Pet. 8 (Ex. 1003 ¶¶ 30–31).  Patent Owner does not dispute Petitioner’s 

explanation of the level of skill in the art.  See Prelim. Resp. 13. 

At this stage of the proceeding and on the present record, we adopt 

Petitioner’s uncontested proposed level of ordinary skill in the art, which we 

find consistent with the level of ordinary skill in the art reflected by the 

’872 patent and the prior art of record.  See Okajima v. Bourdeau, 261 F.3d 

1350, 1355 (Fed. Cir. 2001); In re GPAC Inc., 57 F.3d 1573, 1579 (Fed. Cir. 

1995); In re Oelrich, 579 F.2d 86, 91 (CCPA 1978). 

B. CLAIM CONSTRUCTION 

In an inter partes review, we apply the same claim construction 

standard as would be used by a district court to construe a claim in a civil 

action involving the validity or infringement of a patent.  37 C.F.R. 

§ 42.100(b).  Under that standard, claim terms are given their ordinary and 

customary meaning, as would have been understood by a person of ordinary 

skill in the art at the time of the invention, in light of the language of the 

claims, the specification, and the prosecution history of record.  Id.; Phillips 

v. AWH Corp., 415 F.3d 1303, 1312–19 (Fed. Cir. 2005) (en banc); Thorner 

v. Sony Comput. Entm’t Am. LLC, 669 F.3d 1362, 1365–66 (Fed. Cir. 2012). 

Additionally, only terms that are in controversy need to be construed, 

and these need be construed only to the extent necessary to resolve the 

controversy.  See Realtime Data, LLC v. Iancu, 912 F.3d 1368, 1375 

(Fed. Cir. 2019) (“The Board is required to construe ‘only those terms . . . 
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that are in controversy, and only to the extent necessary to resolve the 

controversy.’”) (quoting Vivid Techs., Inc. v. Am. Sci. & Eng’g, Inc., 

200 F.3d 795, 803 (Fed. Cir. 1999)). 

The parties’ arguments raise one claim-construction dispute that 

warrants detailed discussion at this stage of the proceeding, specifically the 

parties’ dispute regarding the scope of limitation 1(d): 

transmitting to one or more computer systems other than the first 
computer system information identifying one or more of the 
activity sources, the activity targets, and the associations for 
preventing future attacks, to the one or more computer systems, 
associated with the one or more of the activity sources, the 
activity targets, and the associations. 

Ex. 1001, 19:53–59.   

The parties do not agree about where information must be transmitted 

in order to perform the claimed step.  E.g., Prelim. Reply 1–3; Prelim. 

Sur-Reply 1–3.  Petitioner contends that transmitting information to a 

“protected network, including protected endpoint devices and the IDS/IPS” 

falls within the scope of the claimed step.  E.g., Prelim. Reply 2.  Patent 

Owner contends that the claimed step requires transmitting the information 

“to ‘protected network device’ that are actually the subject of future 

attacks.”  E.g., Prelim. Sur-Reply 3.  According to Patent Owner, this does 

not encompass transmitting the information to an IDS/IPS.  Id. at 1. 

Weighing the parties’ arguments and evidence, we determine 

Petitioner has shown a reasonable likelihood of prevailing on this 

claim-construction dispute.  In particular, we determine there is a reasonable 

likelihood of Petitioner demonstrating that limitation 1(d) encompasses 

transmitting the information to a group of components that includes 

components subject to future attacks, such as a protected network.  E.g., 
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Prelim. Reply 2–3.  The arguments and evidence currently of record do not 

support a conclusion that limitation 1(d) narrowly requires transmitting the 

recited “information” specifically to “protected network devices,” as Patent 

Owner contends.  Prelim. Resp. 24; Prelim. Sur-Reply 3. 

We first look to the claim language itself.  It recites “transmitting to 

one or more computer systems,” not transmitting to “devices.”  Ex. 1001, 

19:53.  Although the claim language “one or more computer systems” may 

encompass “protected network devices,” we do not see a reason that its plain 

meaning would be limited to network devices, much less protected network 

devices. 

Nor do we see a reason that the plain meaning of “one or more 

computer systems” is limited to protected network devices to the exclusion 

of a network that includes protected network devices and one or more other 

components.  In support of its suggestion that the claim language “one or 

more computer systems” excludes a combination of protected network 

devices and one or more other components, Patent Owner cites the claim 

language “for preventing future attacks, to the one or more computer 

systems.”  Prelim. Resp. 20–24; Prelim. Sur-Reply 1–2.  But Patent Owner 

does not provide reasoning or evidence persuading us to read the claim 

language more narrowly than its plain meaning, which encompasses 

preventing future attacks to a computer system that includes both protected 

network devices and one or more other components. 

When discussing attack-prevention, the Specification discloses 

transmitting a fingerprint to protected network devices 136 or to IDS/IPS 

system 142.  Ex. 1001, 18:44–58.  Patent Owner argues that limitation 1(d) 

is limited to transmitting information to protected network devices.  Prelim. 

Sur-Reply 3.  But Patent Owner does not provide persuasive reasoning or 
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evidence that the claims do not also encompass the disclosed approach of 

transmitting to a protected network by transmitting to the network’s 

IDS/IPS, which protects other devices on the network. 

Patent Owner argues that the Specification supports its construction, 

but Petitioner more persuasively argues that the Specification supports its 

construction.  Prelim. Sur-Reply 2–3; Prelim. Reply 2–3.  Both parties cite 

the following passage: 

The decoy network device transmits (644) the fingerprint 
to one or more protected network devices 136 to prevent future 
attacks that comprise the same or similar activities as indicated 
by the fingerprint.  In some embodiments, the decoy network 
device transmits the fingerprint to the IDS/IPS system 142 to 
prevent future attacks that comprise the same or similar activities 
on one or more protected network devices 136. 

In some embodiments, one or more other computer 
systems (e.g., protected network devices 136) on the network are 
modified (646) to prevent future attacks that comprise the same 
or similar activities as indicated by the fingerprint (e.g., in 
FIG. 1A, the IDS/IPS system modifies at least one of the 
protected network device(s) 136 to prevent future attacks that 
comprise the same or similar activities). 

Ex. 1001, 18:44–58. 

Patent Owner suggests that this discloses two embodiments: one 

embodiment involving transmitting the fingerprint to the IDS/IPS and a 

different embodiment involving transmitting the fingerprint to protected 

network devices.  Prelim. Sur-Reply 3.  According to Patent Owner, “[o]nly 

the latter is claimed.”  Id.  Patent Owner does not persuasively support this 

position.  Indeed, Patent Owner does not clearly explain its basis for this 

position. 

To the extent Patent Owner’s position stems from a belief that the 

’872 patent uses the language “computer system” to mean only protected 



IPR2025-00070 
Patent 9,954,872 B2 

15 

endpoint devices, the Specification does not support Patent Owner’s 

position.  Rather, consistent with Petitioner’s arguments, the Specification 

repeatedly uses the term “computer system” to refer to things that are not 

limited to protected endpoint devices.  Prelim. Reply 2–3.  For instance, the 

Specification refers to “one or more other computer systems (e.g., protected 

network devices 136).”  Ex. 1001, 18:52–53.  Thus, the Specification lists 

“protected network devices 136” as only an example of “other computer 

systems,” demonstrating that “computer systems” refers to things other than 

protected network devices. 

Consistent with this, as Petitioner notes, the Specification uses the 

language “distributed computer system” when referring to numerous 

components, including “protected network devices” and an “IDS/IPS 

system.”  Ex. 1001, 3:26–28; Prelim. Reply 2.  This demonstrates that, 

contrary to Patent Owner’s arguments, a “computer system” (1) can include 

components other than protected endpoint devices, and (2) can include an 

IDS/IPS system.  See, e.g., Prelim. Sur-Reply 2 (“[T]he specification 

repeatedly distinguishes IDS/IPS and computer systems.”). 

Patent Owner argues that the ’872 patent “distinguishes between” a 

“computer system” and a “distributed computer system.”  Prelim. 

Sur-Reply 3.  This argument does not support a narrow construction of the 

“one or more computer systems” recited in limitation 1(d).  The 

Specification’s use of “distributed computer system” to refer to a particular 

type of computer system does not support a narrow understanding of the 

language “computer system.”  Logically, although the language “distributed 

computer system” refers to a particular type of computer system, the 

language “computer system” omits the modifier “distributed” and thus, 
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refers to all types of computer systems, including distributed computer 

systems. 

Moreover, to the extent Patent Owner’s claim construction stems from 

a belief that “protected network devices” constitute the only thing that can 

be protected from the “future attacks” recited in limitation 1(d), Patent 

Owner does not provide persuasive evidence or reasoning for such a 

position.  For example, Patent Owner does not provide persuasive reasoning 

or evidence that the claim language “preventing future attacks, to the one 

more computer systems” would only mean preventing attacks that harm 

every part of a computer system, as opposed to also preventing attacks that 

harm only parts of the computer system. 

In sum, as noted above, based on all of the evidence and arguments of 

record, we find a reasonable likelihood of Petitioner demonstrating that 

limitation 1(d) encompasses transmitting the information to a group of 

components that includes components subject to future attacks, such as a 

protected network. 

C. GROUND 1 – ALLEGED OBVIOUSNESS OVER CAPALIK 

1. Overview of Capalik 

Capalik “relates to the field of methods and systems for protecting 

computer networks.”  Ex. 1004 ¶ 2.  Capalik discusses an embodiment in 

connection with Figure 5, which is reproduced below. 
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Figure 5 is a block diagram showing “a system for analyzing and preventing 

unauthorized intrusion into a computer network.”  Ex. 1004 ¶¶ 20, 37. 

Specifically, Figure 5 shows system 500, which comprises decoy 

computer network 502 and protected computer network 504.  Ex. 1004 ¶ 38.  

“The decoy computer network 502 includes a virtualized operating system 

module 506 for monitoring the decoy network 502, and a processing 

module 508 for obtaining, analyzing, and responding to exploits.”  Id.  “The 

protected computer network 504 includes an IDS/IPS library of 
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signatures 534 and an IDS/IPS system 542 coupled to multiple protected 

network devices 536.”  Id. ¶ 53. 

“In use, attacker activity 550 is directed at the decoy computer 

network 502 through one more ports . . . that are left open as a gateway for 

attacker activity.”  Ex. 1004 ¶ 44.  When an attacker connects to an open 

port, decoy computer network 502 “monitors and captures information from 

the connection, including port numbers, data streams, file uploads, 

keystrokes, ASCII or binary files, malicious payloads, memory manipulation 

attempts, and any other data transfers or malicious attempts.”  Id. ¶ 49.  

Decoy computer system 502 stores attack information as forensic data.  Id. 

¶ 52.  If an interaction warrants creating an attack signature, decoy computer 

network 502’s processing module 508 may generate an attack signature 

using the forensic data.  Id. ¶¶ 52, 59.  The attack signature may be sent “to 

the intrusion detection system (IDS) or intrusion prevention system (IPS) for 

the protected network 504.”  Id. ¶ 59. 

2. Discussion 

In asserting obviousness of claims 1–6, 12, 15, 20, and 21 over 

Capalik, Petitioner argues that Capalik teaches most of the challenged 

claims’ limitations.  Pet. 13–40.  When addressing limitation 1(c)’s 

requirement for “storing in the memory a data structure,” Petitioner argues 

that “[a person of ordinary skill in the art] would have understood or found 

obvious that Capalik’s ‘forensic data’ is stored in a data structure, as 

claimed.”  Id. at 29. 

At this stage, Patent Owner raises one dispute regarding Ground 1.  

Specifically, Patent Owner argues that Petitioner has not shown Capalik 

teaches limitation 1(d).  Prelim. Resp. 1. 
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Having reviewed all of the parties’ arguments and evidence, we 

determine Petitioner has demonstrated a reasonable likelihood of 

establishing that at least claim 1 of the ’872 patent would have been obvious 

over Capalik.  Pet. 10–11, 13–34; Prelim. Resp. 20–28; Prelim. Reply 1–3; 

Prelim. Sur-Reply 1–3.  We turn now to a detailed discussions of the dispute 

regarding limitation 1(d). 

a) Limitation 1(d) 

As noted above, limitation 1(d) recites the following: 

transmitting to one or more computer systems other than the first 
computer system information identifying one or more of the 
activity sources, the activity targets, and the associations for 
preventing future attacks, to the one or more computer systems, 
associated with the one or more of the activity sources, the 
activity targets, and the associations. 

Ex. 1001, 19:53–59. 

Addressing this limitation, Petitioner cites Capalik’s disclosure of 

transmitting an attack signature generated at decoy computer network 502 to 

protected computer network 504.  Pet. 33 (citing Ex. 1004 ¶¶ 52, 53, 59, 

Fig. 5; Ex. 1003 ¶¶ 143–144).  Petitioner argues that Capalik “teaches that 

once the attack signature is generated, it can be sent ‘to the intrusion 

detection system (IDS) or intrusion prevention system IPS) for the protected 

network 504.’”  Id. (citing Ex. 1004 ¶¶ 53, 59; Ex. 1003 ¶¶ 143–144).  

Petitioner contends that “a [person of ordinary skill in the art] would have 

understood that Capalik transmits the fingerprint, including information 

identifying one or more of the activity sources, the activity targets, and the 

associations to prevent future attacks that comprise the same or similar 

activities as indicated by the fingerprint.”  Id. at 34 (citing Ex. 1003 

¶¶ 137–144).  Petitioner further argues that “[a person of ordinary skill in the 
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art] would have further understood that Capalik transmits this information to 

a computer system other than computer decoy 502 since the signature is sent 

‘through a standard network connection’ to IDS/IPS 534 of protected 

network 504.”  Id. (citing Ex. 1004 ¶ 59, Fig. 5; Ex. 1003 ¶¶ 137–144). 

Patent Owner counters that Capalik does not disclose limitation 1(d).  

Prelim. Resp. 20–28.  According to Patent Owner, limitation 1(d) “expressly 

requires that the attack-identifying information ultimately reach one or more 

protected network devices.”  Id. at 24.  Capalik’s disclosure of transmitting 

information to the IDS/IPS does not meet this requirement, Patent Owner 

argues.  Id. at 21–24.  Patent Owner argues that Capalik’s “IDS/IPS is a 

distinct component of Capalik’s system from the protected network devices 

themselves.”  Id. at 22.  Patent Owner argues that Capalik’s IDS/IPS does 

not need protection but provides protection for other devices.  Id. 

In its Preliminary Reply, Petitioner counters that Patent Owner’s 

argument “turns entirely on whether the claimed ‘computer systems’ should 

be construed narrowly to mean the individual endpoint themselves—as PO 

contends—or more broadly to capture the protected network, including 

protected endpoint devices and the IDS/IPS—as Petitioner contends.”  

Prelim. Reply 2.  Petitioner argues that Patent Owner errs in asserting that 

“‘sending the information to the IDS/IPS is not enough,’ even where the 

IDS/IPS is coupled to protected endpoint devices in a protected network.”  

Id. 

In its Preliminary Sur-Reply, Patent Owner maintains that the proper 

interpretation of limitation 1(d) requires “transmitting [the information] to 

‘protected network devices’ that are actually the subject of future attacks.”  

Prelim. Sur-Reply 3.  And Patent Owner reiterates that Capalik does not 
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teach the disputed limitation because “Capalik only discloses transmitting 

information from a ‘decoy’ system to an IDS/IPS.”  Id. at 1. 

Additionally, Patent Owner suggests that Capalik’s IDS/IPS cannot be 

considered part of the same “computer system” as protected network 

devices 536 but separate from decoy computer network 502: 

if Petitioner’s argument—that “computer systems” encompass 
Capalik’s IDS/IPS because the IDS/IPS is coupled to the 
endpoints (Reply 2)—were correct (it is not), then Petitioner has 
utterly failed to show that Capalik’s IDS/IPS is the claimed 
“computer system[] other than the first computer system.”  
Capalik’s IDS/IPS is also coupled to its decoy computer (Ex. 
1004, Figure 5), which Petitioner maps as the “first computer 
system” (Pet. 19-20).  But Petitioner fails to explain why, under 
its claim interpretation, the IDS/IPS is not “the first computer 
system.” 

Prelim. Sur-Reply 2 (alteration in original). 

Weighing all of the parties’ arguments and evidence, we determine 

Petitioner has demonstrated a reasonable likelihood of establishing that 

Capalik discloses limitation 1(d).  For the reasons discussed above in 

Section III.B, contrary to Patent Owner’s argument that the claim requires 

transmitting information to “protected network devices,” the record evidence 

demonstrates a reasonable likelihood of Petitioner establishing that the claim 

encompasses transmitting the information to a group of components that 

includes components subject to future attacks, such as an IDS/IPS connected 

to endpoint devices. 

Additionally, Petitioner demonstrates a reasonable likelihood of 

establishing that Capalik discloses such an approach.  Capalik discloses that 

the IDS/IPS system 542 and protected network devices 536 are components 

of protected computer network 504.  Ex. 1004 ¶ 53.  Capalik does not 

disclose that decoy computer network 502 is part of protected computer 
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network 504.  See, e.g., id. ¶ 38, Fig. 5.  Given this, we find a reasonable 

likelihood of Petitioner demonstrating Capalik’s decoy computer 

network 502 corresponds to the claimed “first computer system” and 

protected computer network 504 corresponds to the claimed “one or more 

computer systems other than the first computer system.”  E.g., Pet. 15 (“[A 

person of ordinary skill in the art] would have understood that the Decoy 

Computer 502 is a first computer system.”), 48 (citing IDS/IPS of protected 

network 504 as recipient of transmitted signature).  And Patent Owner does 

not dispute Petitioner’s argument that Capalik discloses transmitting a 

fingerprint from decoy computer network 502 to computer network 504’s 

IDS/IPS.  Pet. 33–34; Prelim. Resp. 20–28; Prelim. Reply 1; Prelim. Sur-

Reply 1–3.  Moreover, Petitioner’s evidence tends to show that Capalik 

transmits the fingerprint from decoy computer network 502 to computer 

network 504’s IDS/IPS for preventing future attacks to computer 

network 504.  Pet. 33–34 (citing Ex. 1004 ¶¶ 52, 53, 59, Fig. 5); Ex. 1003 

¶¶ 157–158. 

In sum, the evidence of record demonstrates a reasonable likelihood 

of Petitioner establishing that Capalik discloses transmitting the fingerprint 

from a first computer system (decoy computer network 502) to one more 

computer systems other than the first computer system (protected computer 

network 504) for preventing future attacks to the one or more computer 

systems.  Accordingly, Petitioner demonstrates a reasonable likelihood of 

establishing that Capalik discloses limitation 1(d). 

D. GROUND 2 – ALLEGED OBVIOUSNESS OVER CAPALIK AND GOEL 

1. Overview of Goel 

Goel “describe[s] the design, implementation, and evaluation of 

Forensix.”  Ex. 1005, 1.  “The goal of Forensix is to build a system that 
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supports reliable reconstruction of all computer system activity for forensic 

purposes.  Forensics is concerned with the capture, analysis and 

reconstruction of system activities in order to determine, post-facto, how or 

whether a machine was compromised.”  Id. 

“With Forensix, the target system’s kernel is instrumented with a 

logging facility.”  Ex. 1005, 2.  Goel observes that “a successful attack can 

only be caused by system-calls issued by processes running on the attacked 

system (provided the system is built correctly).”  Id.  Goel adds that “if all 

system-call activity is captured and can be attributed to users, processes or 

connections, then it should be possible to accurately reconstruct all security 

incidents, immaterial of the type of attack.”  Id. 

In Goel’s system, “the backend periodically loads log data to a 

relational database.”  Ex. 1005, 3.  Goel explains that “Forensix logs within 

the kernel.  In its current implementation, all activity across the system-call 

interface is captured and logged.”  Goel shows system activity in Figure 2, 

which is reproduced below. 
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“Figure 2 shows a diagram of various system activities and their 

relationships.”  Ex. 1005, 3.   

Goel discloses that “incoming sessions, file accesses and outgoing 

connections are all associated with a process, while process creation via exec 

or fork is associated with the parent process.”  Ex. 1005, 3.  Goel adds that 

“each system-call trace record has an associated PID and a time-stamp that 

helps to construct the activity relationship.”  Id. 

2. Discussion 

In Ground 2, “Petitioner relies on Capalik’s teachings as set forth in 

Ground 1” for many of the limitations of claims 1–6, 12, 14, 15, 20, and 21.  

Pet. 40.  Petitioner cites Goel as “teaching identifying and storing 

unauthorized activities wherein each activity includes an activity source, an 

activity target, and association,” as required by limitations 1(b), 20(b), and 

21(b).  Id.  At this stage, Patent Owner does not dispute Ground 2 separately 

from the argument Patent Owner presents regarding Ground 1, i.e., the 

argument that Capalik does not teach limitation 1(d).  In view of our 

determination that Petitioner has demonstrated a reasonable likelihood of 

prevailing on its Ground 1 assertion that claim 1 would have been obvious 

over Capalik, we will institute inter partes review for Ground 2.  See SAS 

Inst. Inc. v. Iancu, 138 S. Ct. 1348, 1354, 1359–60; PGS Geophysical AS v. 

Iancu, 891 F.3d 1354, 1360 (Fed. Cir. 2018); 37 C.F.R. § 42.108(a) (“When 

instituting inter partes review, the Board will authorize the review to 

proceed on all of the challenged claims and on all grounds of unpatentability 

asserted for each claim.”). 
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E. GROUND 3 – ALLEGED OBVIOUSNESS OVER CAPALIK, GOEL, AND 
KING 

1. Overview of King 

King notes that “[m]odern computer systems are under attack.”  

Ex. 1006, 9.7  With this background, King “propose[s] using operating-

system-level (OS-level) information-flow graphs to highlight the activities 

of an attacker.”  Id. at 11.  King notes that “[i]nformation-flow graphs can be 

used to describe behavior on a computer system”: 

A graph of known-good behavior defines how a service interacts 
with the system and how information flows between 
components, any deviations from this graph of known-good 
behavior may indicate potentially suspicious activity. In 
addition, a graph of known-bad behavior defines known 
malicious activities, acting as a signature for an intrusion 
detection system.  

Ex. 1006, 64. 

King’s discloses that its “EventLogger keeps track of a process from 

the time it is created by a fork or clone system call to the point where it 

exits.”  Ex. 1006, 20.  King elaborates that “EventLogger logs events at 

runtime that induce dependency relationships between objects, i.e. events in 

which one object affects the state of another object.  These events are the 

links that allow us to deduce timelines of events connecting various objects 

together.”  Id. at 21. 

King “save[s] enough information to build an information-flow graph 

that depicts the dependency relationships between all objects seen over [an] 

execution.”  Ex. 1006, 24.  King does so “[b]y logging objects and 

dependency-causing events during runtime.”  Id.   

 
7 We cite to the page numbers in the lower, righthand corner of King, rather 
than King’s native page numbers. 
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King also discloses that a part of its system called GraphGen builds a 

dependency graph “of all objects and events that causally affect . . . the state 

of the detection point (backward information flow) or are causally affected 

by the state of the detection point (forward information flow).”  Ex. 1006, 

25.  King shows an exemplary dependency graph in Figure 3.2, which is 

reproduced below. 

 
Figure 3.2 is a “[b]ackward dependency graph for an example with discrete 

times,” showing “(a) an event log,” a “(b) dependency graph for complete 

event log,” and a “(c) dependency graph generated by GraphGen.”  

Ex. 1006, 27. 

2. Discussion 

In Ground 3, Petitioner builds from Grounds 1 and 2, arguing the 

following: 

As explained above with respect to [limitations 1(b) and 1(c)], 
Capalik (Ground 1) or Capalik-Goel (Ground 2) teaches 
identifying a plurality of activities (including activity sources, 
activity targets, and associations) performed at the computer 
system, and retaining detailed forensic data that can be used to 
generate signatures indicative of the activities.” 

Pet. 48.  Petitioner cites King to address claim 7’s added step of “graphically 

displaying at least a subset of the stored activities.”  Id.  According to 
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Petitioner, “King teaches graphically displaying the stored activities, 

including a subset of the stored activities.”  Id.  Petitioner further argues that 

“[a person of ordinary skill in the art] would have been motivated to modify 

Capalik/Capalik-Goel per King to display a subset of the stored activities, 

including activity sources, activity targets, and associations for each 

activity.”  Id. at 52. 

At this stage, Patent Owner does not dispute Ground 3 separately from 

the argument Patent Owner presents regarding Ground 1, i.e., the argument 

that Capalik does not teach limitation 1(d).  In view of our determination 

that Petitioner has demonstrated a reasonable likelihood of prevailing on its 

Ground 1 assertion that claim 1 would have been obvious over Capalik, we 

will institute inter partes review for Ground 2.  See SAS Inst., 138 S. Ct. at 

1354, 1359–60; PGS Geophysical, 891 F.3d at 1360; 37 C.F.R. § 42.108(a). 

F. GROUND 4 – ALLEGED OBVIOUSNESS OVER CAPALIK, GOEL, AND 
PIKE 

1. Overview of Pike 

Pike “relates generally to computational systems and, more 

particularly, to security techniques for identifying and (in some cases) 

interdicting information system intrusions.”  Ex. 1007, 1:8–11.  Pike 

discloses that computational systems may interact with external computers, 

which may be untrusted.  Id. at 4:62–65. 

In such interactions, “input streams may contain (or encode) 

subsequences suitable for use in an exploit.”  Ex. 1007, 6:51–54.  Pike 

discloses “a strategy of identifying subsequences of interest and 

instrumenting a computational system to detect their inappropriate use.”  

Id. at 6:60–62.  Pike discloses “us[ing] any of a variety of techniques, 

including setting a relevant no-execute bit, unmapping the corresponding 
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memory page, marking a page as non-readable or non-writable, truncating a 

code segment, truncating a data segment or setting a breakpoint.”  

Id. at 8:65–9:5. 

2. Discussion 

In Ground 4, Petitioner builds from Grounds 1 and 2, arguing that 

“Capalik (Ground 1) or Capalik-Goel (Ground 2) teaches Claims 1, 12.”  

Pet. 66.  Petitioner cites Pike to address claim 12’s recitation of “wherein the 

identifying activity sources that are affected by unauthorized activities 

includes identifying activity sources that request to access a portion of 

memory that is set as non-executable.”  E.g. id. at 66–67.  Petitioner asserts 

that “[t]he ’872 Patent describes identifying activity sources that request to 

access a portion of memory that is set as non-executable can be achieved by 

data execution prevention (DEP) mechanisms, including using a 

non-executable bit.”  Id. at 67.  Petitioner contends that “Pike teaches one 

such DEP mechanism.”  Id. 

At this stage, Patent Owner does not dispute Ground 4 separately from 

the argument Patent Owner presents regarding Ground 1, i.e., the argument 

that Capalik does not teach limitation 1(d).  In view of our determination 

that Petitioner has demonstrated a reasonable likelihood of prevailing on its 

Ground 1 assertion that claim 1 would have been obvious over Capalik, we 

will institute inter partes review for Ground 2.  See SAS Inst., 138 S. Ct. at 

1354, 1359–60; PGS Geophysical, 891 F.3d at 1360; 37 C.F.R. § 42.108(a). 
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G. GROUND 5 – ALLEGED OBVIOUSNESS OVER CAPALIK, GOEL, AND 
FARLEY 

1. Overview of Farley 

Farley relates to security of computer systems.  Ex. 1008, 1:16–17.  

Farley discusses an embodiment in connection with Figure 2, which is 

reproduced below. 

 
Figure 2 “is a functional block diagram” showing “[s]ystem 20 for managing 

security information collected from one or more data sources.”  Ex. 1008, 

5:23–24, 9:31–33. 

Security system 20 includes fusion engine 22, event collector 24, 

event database 26, data sources 28, and console 30.  Ex. 1008, 9:33–34, 

9:43–47.  Data sources 28 “provide the event collector 24 with various types 

of information as it may relate to the network, host or single computer being 

monitored by the security management system 20.”  Id. at 9:66–10:3.  Event 

collector 24 sends “information received from the data sources 28 to the 

fusion engine 22.”  Id. at 10:13–15.  “The fusion engine assembles or ‘fuses’ 

the raw events or information received from the event collector 24.”  

Id. at 10:20–22.  Figure 5C, which is reproduced below, shows “an 
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exemplary raw event that has been processed by the CoBRA processor of 

the fusion engine.”  Id. at 5:38–40. 

 
Figure 5C shows “a CoBRA-(Context Based Risk Adjustment) processed 

raw event,” specifically, CoBRA-processed raw event 502.  Ex. 1008, 

12:13–15. 

Farley explains that the CoBRA-processed raw event includes 

“detector assigned parameters” in combination with “CoBRA-processed 

parameters,” which may include the following: 

a CoBRA-assigned vulnerability value 504; a CoBRA-assigned 
historical frequency value 506; a CoBRA assigned source Zone 
value 508; a CoBRA-assigned destination Zone value 510; a 
CoBRA-assigned sensor Zone value 512; a CoBRA-assigned 
original priority status 514; and a priority change reason 516 text 
string comprising a reason why the priority of the raw event was 
adjusted (if adjusted). 

Ex. 1008, 12:15–25. 
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2. Discussion 

In Ground 5, Petitioner builds from Grounds 1 and 2, arguing that 

“[a]s explained above, Capalik (Ground 1) or Capalik-Goel (Ground 2) 

teaches Claim 1.”  Pet. 69.  Petitioner cites Farley to address claim 17’s 

recitation of the further step of “determining an activity level representing a 

frequency of unauthorized activities on the first computer system during a 

predefined time interval.”  Id. at 69–74.  According to Petitioner, “a [person 

of ordinary skill in the art] would have understood that Farley’s ‘historical 

event frequency value’ is an activity level representing a frequency of 

unauthorized activities on a computer system during a predefined interval.”  

Id. at 72.  Petitioner argues that “[a person of ordinary skill in the art] would 

have been motivated and found it obvious to modify Capalik/Capalik-Goel 

per Farely such that Capalik-Farley/Capalik-Goel-Farley would have 

determined an activity level (i.e., historical frequency value) representing a 

frequency of unauthorized activities on the computer system.”  Id. 

At this stage, Patent Owner does not dispute Ground 5 separately from 

the argument Patent Owner presents regarding Ground 1, i.e., the argument 

that Capalik does not teach limitation 1(d).  In view of our determination 

that Petitioner has demonstrated a reasonable likelihood of prevailing on its 

Ground 1 assertion that claim 1 would have been obvious over Capalik, we 

will institute inter partes review for Ground 2.  See SAS Inst., 138 S. Ct. at 

1354, 1359–60; PGS Geophysical, 891 F.3d at 1360; 37 C.F.R. § 42.108(a). 

IV. ORDER 

It is: 

ORDERED that inter partes review of claims 1–21 of the ’872 patent 

is instituted on all grounds presented in the Petition; and 
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FURTHER ORDERED that pursuant to 35 U.S.C. § 314(c) and 

37 C.F.R. § 42.4, notice is hereby given of the institution of a trial; the trial 

will commence on the entry date of this decision. 
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