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Next-Generation Threat Protection CrowdStrike
Falcon Platform

Host-based Detection Sensor

Crowdstrike Falcon Host is the cloud-managed threat protection
application running on the CrowdStrike Falcon Platform. Fe
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y Endpoint Activity Monitoring technology. The infersection of
permanently recorded adversary attack information, which is available for
future recall and confinuous in-the-cloud refrospective analysis, and next-
generation fargeted attack identification and aftfribution is a unique
capability not offered by any other security technology.
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Answers the following questions with Enterprise Activity Monitoring:
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CrowdStrike Falcon Host's Threat Detection leverages Execution Profiling to

GoSecure, Inc.
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Crowd5trike Falcon Host addresses these problems by leveraging a
redundant, highly scalable, secure cloud architecture that comelates
intelligence and security events in real-fime. Storing a vast amount of event
datain a scalable elastic cloud allows enterprises fo pinpoint targeted
attacks in reak-time. CrowdStrike Falcon Host's Endpoint Activity Monitoring
(EAM) saves time and money while reducing risk by avoiding "silent failure”.
EAM offers real-time forensics by tracking all execution on all hosts at all
fimes, shortening the window between infection and detection while
providing users with live forensics.

Answers the following questions with Enterprise Activity Monitoring:

What suspect programs have been executed?

What processes have run across my systems with different file names?
Which programs are listening for network connections?

Which machines and users were affected?

Whe did this and how long have then been here?

What were they after?

What programs attempt to maintain persistence?

CrowdStrike Falcon Host's Threat Detection leverages Execution Profiling fo
constantly search for a match between activities on your machines and a
massive catalog of adversary behaviors. With enhanced visibility of each
systemn, CrowdSfrike Falcon is able to focus on the Tacfics, Techniques, and
Procedures (TTPs) - the malicious behaviors themselves - rather than a
specific exploit or piece of malware. An adversary doesn’'t have to use
rmalware, so long as they exhibit a behavior we recognize as malicious
based on our extensive intelligence and understanding of aftacker
fradecraft. CrowdStrike Falcon Host detects browser exploits, Java, Adobe
Acrobat, and Microsoft Office docurnents (Ouilook, Word, Excel, and
Powerpoint).

Falcon Host Key Features

Host-based kernel mode sensor with Activity Flight Recorder (AFR)
technology

Detect adversary activity through Execution Profiing

Provide real-time damage assessment and detect Adversaries-in-Motion
Global network of event driven sensors

Affrioution of aftacks by fargeted adversaries

Crowdstrike Falcon Host supports Microsoft Windows and Mac workstations
and servers,
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