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perturbing their execution

‘ S120

Extrapolate guest functions by interpreting the virtual machine internal
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Transparently encapsulate and present the interpreted virtual machine
internal system states to anti-malware software
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[9T Applications _ Actions QINIF K] root@xen-demo(: Jlll /vmwatch_xen  |_|OIX
|8 root@xen-demol: [l /vmwatch xen |__|O|X]| [[root@xen-domU xenJ# xm list

Name ID Mem(MiB) VCPUs State Time(s)

Domain-0 0 3035 2 r—— 3170

[root@xen-dom0 vmwatch_xen}# ./vmwatch .fc4.img

Mounting /fc4.img in /mnt (read_only) m

Successfully mounted in /mnt . PO e

~ # [root@xen-domU demo]# insmod /1ib/ 2.6.16-xenU -ng-
F[root@xen dom0 vmwatch_xen}# [ 26ko
[a)

root@xen-demo(: [l /vmwatch xen |_|OX]| [iroot@xen-domU xen}# /rootidemorbackdoor

[root@xen-dom0 vmwatch_xen# Is -al /mnt/reot/demo/ [IT;;(;@xendomU xen]# pidof backdoor

total 360
drwxe-xr-x 2 root root 4096 Oct 23 23:05 . [root@xen-domU xen]# ava
drwxi-x— 4 oot root 4096 Oct 23 23:05 .. Usage: ava {hu,,R,Lv,U} [file or PID]

fcd 6 256 1 -b—- 9.8
[root@xen-domU xen}# xm console 6

_rwxr-xt-x | 2618748389 4063569279 354108 Oct 23 print info (secret UID etc)
22:37 backdoor hldé file
unhide file

[root@xen-dom0 vmwatch_xen]¥ [J

\J

Trash

execute as root

remove PID forever m
uninstall adore

make PID invisible

make PID visible

[root@xen-domU demol# ava h backdoor
Checking for adore 0.12 or higher ...

Adore 1.53 installed. Good luck.

File ‘backdoor’ is now hidden.

[root@xen-domU demo]# 1s -al

total 8

drwxr-xr-x 2 root  root 4096 Oct 23 22:05.
drwxr-x~- 4 root root 4096 Oct2322:05 ..
[root@xen-domU demol# ava i 1490

Checking for adore 0.12 or higher ...

Adore 1.53 installed. Good luck.

Made PID 1490 invisible.

[root@xen-domU demol# ps -80 pid,ppid.comm

<= gQmn e o

|8 root@xen-demoO: il /vmwatch_xen |__|O[X

[root@xen-dom0 vimwatch_xen]# xm list

Name ID Mem(MiB) VCPUs State Time(s)
Domain-0 0 3035 2 —— 3182
fc4 6 256 1 b 99
[root@xen-dom0 vmwatch_xen]# ./vmwatch_xen 6 processes
VMwatcher v0.2 B, (c) 2006

1: Analyzing Xen DomU (Linux-2.6.16) Memory Dump

2. Process List (sorted by PID):
Proc# PID PPID Name: PID PPID COMMAND
0 1 0 init 1 Q init
1 2 1 migration/0 2 1 migration/0
2 3 1 ksoftirqd/0 3 1 ksoftirqd/0
3 4 1 watchdog/0 4 1 watchdog/0
4 5 1 events/0 5 1 events/0
5 6 1 khelper 6 1 khelper
6 7 1 kthread 7 1 kthread
7 8 1 xenwatch 8 1 xenwatch
8 9 7 xenbus 9 7 xenbus
9 15 7 kblockd/0 15 7 kblockd/0
10 40 7 pdftush 40 7 pdflush
11 4] 7 pdftush 41 7 pdflush
12 43 7 aio/0 43 7 aio/0
13 42 1 kswapd/0 42 1 kswapd/0
14 559 7 kseriod 559 7 kseriod
15 588 1 kjournald 588 1 kjournald
16 1384 1 syslogd 1384 1 syslogd
17 1386 1 klogd 1386 1 klogd
18 1399 1 login 1399 1 login
19 1400 1 mingetty 1400 1 mingetty
20 1401 1 mingetty 1401 1 mingetty
21 1402 1 mingetty 1402 1 mingetty
22 1403 1 mingetty 1403 1 mingetty
23 1404 1 mingetty 1404 1 mingetty
24 1414 1399 bash 1414 1399 bash
25 1445 1 udevd 1445 1 udevd
26 1490 1 backdoor ) 1490 1414 ps

[root@xen-domU demol¥ [

FIGURE 12

[root@xen-dom0 vmwatch_xenl# [J

13
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MALWARE DETECTOR

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims the benefit of provi-
sional patent application Ser. No. 60/895,546 to Jiang, filed
on Mar. 19, 2007, entitled “Malware Detector,” which is
hereby incorporated by reference.

BACKGROUND OF THE INVENTION

[0002] Host-based anti-virus software is facing intense
competition from emerging stealthy and sophisticated mal-
ware. Internal deployment of host-based anti-virus software
can provide visibility of the dynamic system state of a
machine. Unfortunately, its very internal presence can make
itself visible, tangible, and potentially subvertable by
advanced malware if present on the system.

[0003] In the meantime, internet malware is getting more
stealthy and sophisticated. Beyond providing regular mali-
cious functions, such as backdoor access, emerging malware
is more intended to accommodate advanced techniques that
allow them to avoid detection from commodity anti-virus
software. Reports [51, 54] have shown that new computer
worms (including botnet-related ones) and viruses deliber-
ately avoid fast massive propagation. They now tend to lurk in
infected machines and stealthily inflict contaminations over
time based on installed rootkits. Moreover, it is not uncom-
mon that advanced malware has the capability to detect,
evade, and subvert current anti-virus software. For example, a
detailed analysis of an “in-the-wild”” Agobot variant [30] has
revealed that it contains malicious logic to detect and remove
more than 105 legitimate anti-virus processes, if currently
running in the target system.

[0004] These real-world threats can significantly weaken
the effectiveness and reliability of host-based anti-virus soft-
ware, which indicate that current models on the deployment
and management of host-based anti-virus software may need
reconsideration. The current de-facto model appears to be
seriously flawed. Host-based anti-virus software installed
and running “inside-the-box™ may provide needed visibility
on a running system. However, it remains vulnerable to
advanced malware if also present on the system. Due to
software complexities in existing operating systems (OSes)
[44], OS-level vulnerabilities may be discovered [39, 59].
The exploitation of these vulnerabilities may directly com-
promise the kernel integrity. Once the kernel is contaminated
(for instance, with the installation of a kernel-level rootkit
[33, 47], the effectiveness of these anti-virus software can
become seriously questionable [32], no matter how advanced
is the anti-virus software.

[0005] Consequently, what is needed is a mechanism for
operating anti-virus software from outside the operating sys-
tem that is being monitored for malware.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0006] FIG. 1 shows an embodiment of a block diagram of
a tangible computer readable medium housing a method for
detecting malware on a virtual machine.

[0007] FIG. 2 shows another embodiment of a block dia-
gram of a tangible computer readable medium housing a
method for detecting malware on a virtual machine.

Dec. 25, 2008

[0008] FIG. 3 shows a block diagram of an exemplified
malware detection system with three key techniques behind
VMwatcher: nonintrusive virtual machine introspection
(VMI), guest function extrapolation, and transparent repre-
sentation.

[0009] FIG. 4 shows a block diagram of an exemplified
malware detection apparatus.

[0010] FIG. 5 shows another block diagram of an exempli-
fied malware detection system.

[0011] FIG. 6 is a block diagram showing a direct kernel
object manipulation (DKOM) attack in Linux.

[0012] FIG. 7 shows part 1 of a compromised virtual
machine honeypot (RedHat 7.2) that is externally examined
with Windows File Manager.

[0013] FIG. 8 shows part 2 of the compromised virtual
machine honeypot (RedHat 7.2) that is externally examined
with Windows File Manager.

[0014] FIG. 9 shows an internal scan on a Windows XP
image (infected by the Hacker Defender or hxdef rootkit).
[0015] FIG. 10 shows an external scan on the same Win-
dows XP image (infected by the Hacker Defender or hxdef
rootkit).

[0016] FIG. 11 shows a VMwarebased Windows XP VM
infected by the FU rootkit.

[0017] FIG. 12 shows a Xenbased Fedora Core 4 VM
infected by the adoring rootkit.

[0018] FIG. 13 shows a comparison between an internal
scanning time and an external scanning time.

[0019] FIG. 14 is a graph showing memory analysis
latency.
[0020] FIG. 15 shows an incomplete graph of Linux kernel

memory management structures: linking together related ker-
nel level data structures.

[0021] FIG. 16 shows various separate and individual struc-
tures of FI1G. 15.

[0022] FIG. 17 shows an external inspection of a honeypot
with the Symantec AntiVirus software before launching a
scanning.

[0023] FIG. 18 shows an external inspection of a honeypot
with the Symantec AntiVirus software after completing a
scanning.

[0024] FIG. 19 shows external inspection of the honeypot
with Microsoft Windows Defender before launching a scan-
ning.

[0025] FIG. 20 shows external inspection of the honeypot
with Microsoft Windows Defender after completing a scan-
ning.
[0026] FIG. 21 is a list of real-world antivirus software.

DETAILED DESCRIPTION OF THE INVENTION

[0027] Embodiments of the present invention enable “out
of the box” malware detection with virtual machines by pro-
viding mechanisms for malware detection software running
outside of a virtual machine to detect malware infections
inside the virtual machine. Throughout this disclosure,
embodiments of the present invention are sometimes referred
to as VMwatcher.

[0028] Deploying anti-virus software “out of the box” (e.g.
over a network) has the potential to provide an extra level of
integrity and reliability over internally deployed anti-virus
software. But, unfortunately, it can be at the cost of signifi-
cantly reducing its visibility on the internal system state.
Limited visibility may prevent anti-virus software from run-
ning. Embodiments of the present invention enable the design
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and implementation of a virtual machine (VM)-based system
that essentially solves this challenge. Furthermore, embodi-
ments of the present invention use non-intrusive virtual
machine introspection to reliably inspect low-level VM sys-
tem states. Moreover, a new technique described herein,
called “guest function extrapolation” that extracts meaning-
ful semantic-rich information from these low-level system
states, is disclosed. The extracted information can then be
transparently encapsulated and natively presented to off-the-
shelf anti-virus software running outside the VM. Operating
embodiment prototypes have been implemented in both
Linux and Windows platforms, transparently supporting a
wide variety of real-world anti-virus software, such as
Symantec AntiVirus, Microsoft Windows Defender, and
McAfee VirusScan. These VM watching prototypes may
enable external execution of off-the-shelf host-based anti-
virus software, while maintaining desirable, internal visibil-
ity. Experimental results with real-world malware have suc-
cessfully shown its practicality and effectiveness. In addition,
experiments with prototypes on more than a dozen stealth
malware (e.g., kernel-level rootkits) demonstrate the new
opportunity enabled by VM watching embodiments in per-
forming live cross-view differential analysis to detect stealth
malware.

[0029] Embodiments of the present invention use recent
advances on virtualization, in particular virtual machines, to
address the growing malware problem. A virtual machine
may strictly confine any processes running inside the VM.
Even if compromised (and/or lead to malicious malware
installation), it may be extremely difficult, if not impossible,
to affect processes now running outside the VM, a desirable
isolation property needed to protect anti-virus software.
However, to allow off-the-shelf anti-virus software (e.g.,
Symantec AntiVirus [46], etc.) that is now running outside a
VM to detect possible malware infections inside a VM, vari-
ous challenges may need to be overcome.

[0030] One challenge is external inspection. External
inspection allows an external process to examine the system
state of a running VM. Current VMs (such as VMware [55]
and Xen [3]) are mainly designed to create a confined envi-
ronment with virtualized physical resources to support com-
modity OS’s and applications. As a side effect, they may
enforce mutual-invisibility between internal processes (run-
ning inside a VM) and external processes (running outside a
VM). External inspection may need to break this barrier
unidirectionally by only allowing external inspection on a
VM’s internal system states (e.g., virtual disks and memory)
without perturbing its normal operations.

[0031] Another challenge is semantic gap. Most virtual
machines encapsulate the whole machine state with all of
internally running processes, which can be a useful and desir-
able property for dynamic resource re-mapping and machine
mobility. However, such encapsulation may unintentionally
cause significant difficulties. In particular, encapsulation can
introduce a large semantic gap between the level of abstrac-
tion in which the off-the-shelf anti-virus software would natu-
rally use and the level of abstraction that may be exposed by
the VM (through external inspection). For example, a virtual
machine monitor can expose the physical memory that is
being virtualized and allocated to a VM to an external pro-
cess. However, interpreting content to identify running pro-
cesses and loaded kernel modules may require semantic
information (such as page tables of running processes and
other sensitive kernel-level data structures) of that particular
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VM. Different guest VM kernels often require different ways
to resolve the semantic gaps (e.g. a Windows XP memory
image certainly contains different semantic meanings from a
Linux memory image), posing additional complexities.

[0032] A further challenge can involve transparent support
of custom or off-the-shelf anti-virus software. Off-the-shelf
anti-virus software tend to have implicit assumptions on their
target environments. For example, Tripwire [12] (available
from Tripwire, Inc. of Portland, Oreg.), one of the earliest
change auditing software, assumes a standard UNIX-like file
system layout to calculate the checksums of protected files
and directories. As another example, “chkrootkit™ [49] (de-
veloped mostly at the Univ. of Hamburg) also assumes a
UNIX-like /proc file systems to enumerate active processes.
These assumptions, which do not necessarily hold true today,
are based on the original perception that anti-virus processes,
protected files and directories, /proc file system, and malware,
if present, are inside the same system. As a result, the infor-
mation may need to be transparently encapsulated after the
resolution of semantic gaps and natively presented to the
off-the-shelf anti-virus software for malware detection.

[0033] The VMwatcher and embodiments of the present
invention address the above challenges using virtual machine
introspection (VMI) [7] to monitor low-level VM system
states (without perturbing its execution). Semantic gaps may
be resolved using a new technique herein called “guest func-
tion extrapolation” (also known as “guest view casting”). By
extrapolating guest functions, embodiments extract seman-
tic-rich information (e.g., files, directories, processes, and
kernel-level modules) from low-level system states, in a simi-
lar way how they are interpreted by the VM. The extracted
information may then be transparently encapsulated and
natively represented, with another technique called transpar-
ent representation, to commodity anti-virus software running
outside the VM.

[0034] Tal Garfinkel and Mendal Rosenblum [7] (hereinaf-
ter referred to as “Garfinkel and Rosenblum™) describes a
VMI technique in the article “A Virtual Machine Introspec-
tion Based Architecture for Intrusion Detection,” published in
Proc. of the 2003 Network and Distributed System Security
Symposium, February 2003. However, their architecture is
intrusive. Unlike Garfinkel and Rosemblum’s technique, the
present invention implements a non-intrusive VMI that
avoids unnecessary perturbations on the examined VM state.
Prototypes have been built for four different virtual machine
monitors (VMMs): VMware [55] (available from VMware,
Inc. of Palo Alto Calif.), QEMU, Xen [3] (available from
XenSource, Inc. of Palo Alto Calif.), and User Mode Linux
(UML) [5] (open source software available at user-mode-
linux.sourceforge.net).

[0035] VMware and QEMU are examples of a full virtual-
ization approach. Xen and UML are examples of a para-
virtualization approach. Table 1 below lists the VMM level
state observations offered by these four examples. The open-
source VMMs (QEMU, Xen, and UML) allow full access to
low-level VM states and events. The close-source VMware
only exposes the raw blocks and raw memory pages allocated
to aVM. Embodiments of the VMwatcher generically support
various VMMs in both approaches.
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TABLE 1

VMM-level VM state observations

Full virtualization _ Para-virtualization

VMM-level observation VMware QEMU Xen UML
Raw VM disk image Yes Yes Yes Yes
Raw VM memory image Yes Yes Yes Yes
Other VM hardware states No Yes Yes Yes
(e.g., machine registers)

VM-related low-level events No Yes Yes Yes

(e.g., interrupts/traps)

[0036] With the development of two additional techniques,
namely guest function extrapolation and transparent repre-
sentation, embodiments may support off-the-shelf anti-virus
software. This difference contrasts against VMMs that only
supports its own specialized IDS system, such as Livewire
(built by Garfinkel and Rosenblum).

[0037] The “out of the box™ approach also enables unique
opportunities in detecting more advanced stealth malware,
especially kernel-level rootkits [ 18, 33, 34,36, 37, 47]. From
an external perspective, this “out of the box™ approach pro-
vides an unmasked view of current system (e.g., disk files,
running processes, loaded kernel modules, etc.), which can
then be compared with an internal (possibly contaminated)
view of the same system. The comparison essentially enables
a new opportunity—a live cross-view differential analysis
[25] that is powerful in identifying sophisticated malware.

[0038] VMwatcher embodiments have been implemented
in both Linux and Windows platforms, transparently support-
ing a number of real-world anti-virus software (such as
Symantec AntiVirus [46], Microsoft Windows Defender [40],
McAfee VirusScan [38], Sophos Anti-Virus [45], ClamAV
[31], and Tripwire [ 12]. Experimental results with a variety of
real-world malware have successfully demonstrated the prac-
ticality and effectiveness of the “out of the box™ approach.
Furthermore, the experiments with more than a dozen stealth
kernel-level rootkits have shown its unique capabilities and
applications in detecting these advanced malware.

[0039] Keeping the above in mind and referring to FIGS.
1-5, the present invention may be embodied in the form of a
physical or tangible computer-readable medium (e.g., com-
puter program product, etc.), a system, or an apparatus. In
addition, methods of implementing the present invention are
also embodied. All of these forms enable tamper-resistant
malware detection without losing the semantic view. They
incorporate a VMM “out of the box” approach that overcomes
a semantic gap challenge.

[0040] As atangible computer readable medium, examples
include, but are not limited to, a compact disc (cd), digital
versatile disc (dvd), usb flash drive, floppy disk, random
access memory (RAM), read-only memory (ROM), erasable
programmable read-only memory (EPROM), optical fiber,
electronic notepad or notebook, etc. It should be noted that the
tangible computer readable medium may even be paper or
other suitable medium in which the instructions can be elec-
tronically captured, such as optical scanning. Where optical
scanning occurs, the instructions may be compiled, inter-
preted, or otherwise processed in a suitable manner, if neces-
sary, and then stored in computer memory.
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[0041] The instructions may be written using any computer
language or format. Nonlimiting examples of computer lan-
guages include Ada, Ajax, Basic, C, C++, Cobol, Fortran,
Java, Python, XML, etc.

[0042] Asshown in FIG. 1, the tangible computer readable
medium 105 may be encoded with instructions for detecting
malware on a virtual machine. The virtual machine may
reside on a host operating system. Examples ofhost operating
systems include, but are not limited to, any Windows based
platform operating systems (e.g., Vista, XP, 2000, Me, 98,
etc.), Linux, etc. Such examples also include all of their
editions, versions, service packs, updates, etc.

[0043] The instructions for detecting the malware may be
executed from outside the virtual machine. Upon execution,
one or more processors may retrieve for inspecting virtual
machine internal system states from virtual resources S105,
extrapolating guest functions by interpreting the virtual
machine internal system states S110, and transparently
encapsulating and presenting the interpreted machine internal
system states to anti-malware software S115.

[0044] Inspection may be based on non-intrusive virtual
machine introspection without perturbing execution of the
virtual machine internal system states. The virtual resources
housing such states may include a virtual machine memory
and at least one virtual disk. These states may comprise vir-
tual memory states and/or virtual disk states. Each of these
types of states may be interpreted to enable guest function
extrapolation. Extrapolation generally aids in extracting
semantic-rich data (e.g., files, directories, processes, kernel
modules, etc.) from the virtual machine internal system states
to resolve or minimize semantic gaps. In particular, extrapo-
lating guest functions systematically reconstructs the VM’s
internal semantic view (e.g., files, directories, processes, ker-
nel-level modules, etc.) for out-of-the-box malware detec-
tion. This new technique is based on the key observation that
the guest operation system of a VM may provide all necessary
semantic definitions of guess data structures and functions to
construct the VM’s semantic view. As such, they can be casted
on VMM -level observations. This unique feature can enable
external reconstruction of the semantic view of the target VM.
In an embodiment, guest function extrapolation can perform
high-fidelity restoration of semantic objects so that the
restored objects are presented to the anti-malware software in
exactly the same way as inside the VM.

[0045] As for the anti-malware software, such software
may be configured to use the various interpreted virtual
machine internal system states (i.e., interpreted virtual
memory states, interpreted virtual disk states) to detect sys-
tem compromises. Examples of anti-malware software
include, but are not limited to, Symantec AntiVirus,
Microsoft Windows Defender, McAfee VirusScan, Sophos
Anti-Virus, ClamAV, and Tripwire.

[0046] Itshould be noted that not all the instructions need to
be executed from outside the virtual machine for the present
invention to work. In some instances, at least some of the
instructions are executed on the host operating system.
[0047] The instructions may further include retrieving vir-
tual network interface states from at least one virtual network
interface. The virtual network interface is another type of
virtual resource that can be found in the virtual machine. The
virtual network interface may serve as an interconnection
point or network connection point between at least two com-
ponents and/or user. Nonlimiting examples of connection
points include the user and the VMwatcher, the VM and guest
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operating system, the VM and host operating system, guest
operating system and operating system, VM and VMwatcher,
guest operating system and VMwatcher, host operating sys-
tem and VMwatcher, VM monitor and host operating system,
VM monitor and guest operating system, VM and VM moni-
tor, VMwatcher and virtual hardware, VMwatcher and anti-
malware software, etc. One skilled in the art would appreciate
that this list is not exhaustive and may include other combi-
nations, including more than 2 objects with or without (in
conjunction) the user.

[0048] In addition to virtual network interface states, the
instructions may further include, as shown in FIG. 2, retriev-
ing for inspection virtual machine internal system events
from the virtual resources S210. Retrieval may also be based
on non-intrusive virtual machine introspection without per-
turbing their execution. The retrieval process may be
achieved by using instructions executed between the host
operating system and the virtual machine. The virtual
machine internal system events may comprise virtual
memory events and/or virtual disk events.

[0049] FIG. 2 also goes on to show that the instructions
further include interpreting the virtual memory events and/or
virtual disk events S220. After interpretation, the instructions
may further include transparently encapsulating and present-
ing the interpreted virtual memory events and/or the inter-
preted virtual disk events to the anti-malware software S230.

[0050] Interpreting either or both these types of events also
help enable guest function extrapolation. Just as with the
virtual machine internal system states, extrapolation can aid
in extracting semantic-rich data (like the ones above) from the
virtual machine internal system events.

[0051] All of the embodied instructions for the tangible
computer readable medium may be separately and indepen-
dently embodied as methods (i.e., S110, S120, S130, S210,
S220, S230) of detecting malware on a virtual machine.
These methods may be incorporated in a malware detection
system or apparatus.

[0052] Referring to FIGS. 3 and 5, a malware detection
system 305 is shown. The modules comprising this system
include at least one guest operating system 320, 530 and at
least one virtual machine examiner 360, 560.

[0053] The guest operating system 320, 530 may run on at
least one virtual machine 310, 312, 319, 510. The guest oper-
ating system 320, 520 may run one or more guest applications
332, 334, 339. Each of these guest applications 332, 334, 339
should have one or more guest functions. The virtual machine
310,312,319, 510 may reside on a host operating system 380,
580. The virtual machine 310, 312, 319, 510 may have virtual
resources 340 that include virtual machine memory 342, 542
and at least one virtual disk 344, 544. Quite possible, virtual
resources 340 (such as the virtual machine memory 542 and
atleast one virtual disk 544) may also be found in one or more
virtual hardware 350. In a separate embodiment, the virtual
resources 340 may also include at least one virtual network
interface 556, which may be found in the virtual hardware
350.

[0054] The virtual machine examiner 360, 560 may reside
outside the virtual machine 310, 312, 319, 510. Yet, at the
same time, the virtual machine examiner 360, 560 is also
capable of running on the host operating system 380, 580.
Modules that make up the virtual machine examiner may
include a virtual machine inspector 362, a guest function
extrapolator 364, and a transparent presenter 366.
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[0055] The virtual machine inspector 362 can be config-
ured to retrieve for inspection virtual machine internal system
states from the virtual resources 340. Retrieval may be based
on non-intrusive virtual machine introspection without per-
turbing the execution of the virtual machine internal system
states. The virtual machine internal system states may com-
prise virtual memory states (which may be found in the virtual
memory 342, 352, 542, 552) and virtual disk states (which
may be found in the virtual disks 344, 354, 544, 554).
[0056] Furthermore, the virtual machine inspector 362 can
also be configured to retrieve virtual network interface states
from the at least one virtual network interface 356, 556. This
type of interface may be found as part of the virtual resources
and serve as an interconnection point as previously men-
tioned.

[0057] The guest function extrapolator 364 can be config-
ured to interpret the virtual memory states and the virtual disk
states.

[0058] The transparent presenter 366 can be configured to
encapsulate and present the interpreted virtual memory states
and the interpreted virtual disk states to anti-malware soft-
ware 390, 590. One or more anti-malware software 392, 394,
399, 592, 594, 599 may be configured to use the interpreted
virtual memory states and the interpreted disk states to detect
system compromises.

[0059] Not only can the malware detection system 305
retrieve, interpret, and transparently encapsulate and present
virtual machine internal system states, but it can also do the
same for virtual machine internal system events. Such events
can be retrieved from the virtual resources 340 for inspection.
Retrieval of these events is also based on non-intrusive virtual
machine introspection without perturbing their execution.
The virtual machine internal system events may comprise
virtual memory events (which may be found in the virtual
memory 342, 352, 542, 552) and virtual disk events (which
may be found in the virtual disks 344, 354, 544, 554).
[0060] The malware detection system 305 may use the
virtual machine inspector 362 may be configured to retrieve
the virtual memory events from a virtual machine monitor
370, 570. Generally running between the host operating sys-
tem 380, 580 and the virtual machine 310, 312, 319, 510, the
virtual machine monitor 370, 570 may be configured to inter-
cept the virtual memory events. Upon interception, the guest
function extrapolator 364 may extract semantic-rich data by
interpreting the virtual memory events. Afterwards, the trans-
parent presenter 366 may encapsulate and present the inter-
preted virtual memory events to the anti-malware software.
Like above, the anti-malware software 390, 392, 394, 399,
590, 592, 594, 599 may be configured to use the virtual
memory events to detect system compromises.

[0061] Similarly, the malware detection system 305 may
also use the virtual machine inspector 362 to retrieve the
virtual disk events from a virtual machine monitor 370, 570.
The virtual machine monitor 370, 570, running between the
host operating system 380, 580 and the virtual machine 310,
312, 319, 510, may be configured to intercept the virtual disk
events. After interception, the guest function extrapolator 364
may extract semantic-rich data by interpreting the virtual disk
events. Then, the transparent presenter 366 may encapsulate
and present the interpreted virtual disk events to the anti-
malware software 390, 392, 394, 399, 590, 592, 594, 599 for
detecting any system comprise.

[0062] Referring to FIG. 4, a malware detection apparatus
405 is shown. The same modules and components used to
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create the malware detection system can be used to create a
malware detection apparatus (such as a computer or proces-
sor) or “other device” that is configured or configurable to
execute embedded instructions. Examples of “other device”
include, but are not limited to, PDA, cd player/drive, dvd
player/drive, cell phone, etc. Hence, the malware detection
system may include a guest operating system and a virtual
machine examiner. Modules comprising the virtual machine
examiner 460 may include a virtual machine inspector 462, a
guest function extrapolator 464, and a transparent presenter
466. The features, configurations and capabilities taught
herein also apply to the apparatus’s modules.

1. VMWATCHER
An Overview

[0063] Three virtualization-based key techniques that
enable the external execution of anti-virus software and real-
ize the “out of the box™ vision are presented. After that,
interesting opportunities that are enabled by VMwatcher to
detect stealth malware are discussed.

[0064] A. Key Techniques

[0065] FIGS. 3 and 5 show the three key techniques behind
VMwatcher: non-intrusive VMI, guest function extrapola-
tion, and transparent representation. Non-intrusive VMI
allows an external authorized process to collect and examine
states and events related to a VM without perturbing its nor-
mal execution. Guest function extrapolation interprets these
states and events with high-level semantic information.
Transparent representation supporting their normal opera-
tions by encapsulating the collected information and making
them “native” to legacy anti-virus software.

[0066] 1.Enabling External Inspection with Non-Intrusive
Virtual Machine Introspection

[0067] The first challenge is to allow an authorized external
process to examine and monitor system state of a VM. As
mentioned earlier, VMwatcher uses new non-intrusive
improvements on the VMI technique initially proposed by
Garfinkel and Rosenblum to externally monitor states (e.g.,
disk blocks, physical memory pages, registers, etc.) and
events (e.g., interrupts, memory, I/O accesses, etc.) related to
a VM. As noted before, Garfinkel and Rosenblum’s VMI
technique can be intrusive in that it disallows or prevents
unauthorized modifications (e.g., on the kernel’s text seg-
ment) initiated by an internal process. The intrusive manner
may introduce some undesirable consequences, such as
inconsistencies in the system state that essentially perturb the
VM execution.

[0068] Considering the current focus is geared towards
malware detection (not malware removal and recovery),
VMwatcher takes a non-intrusive VMI approach. This design
decision may disable certain features (e.g., virus quarantine)
in commodity anti-virus software. Also, by design, non-in-
trusive VMI would not likely support anti-virus software if
they require the installation of their own hooks to proactively
intercept file read and write operations.

[0069] Here, a threat model is assumed where an attacker
arbitrarily compromises the target system (e.g., a kernel-level
rootkit installation), but cannot break out of the target system
and corrupt the VMM or the VML. It may be relatively harder
for attackers to compromise them because their code base
tends to be smaller and more stable than the code in the legacy
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operating systems. In addition, the assumed threat model
seems to be consistent with other VM-based security research
projects [6, 7, 8, 10, 15, 16].

[0070] 2. Bridging Semantic Gap with Guest Function
Extrapolation
[0071] The second challenge is how to understand and

interpret the states and events that are collected and observed
via external inspection. To address this challenge, first
observe that the guest OS already contains necessary func-
tionalities that needed to interpret those states and events. As
aresult, one may externally extrapolate those guest function-
alities to bridge the semantic gap. For example, based on the
inspection of the physical memory pages that are being allo-
cated (by the VMM) to a VM, one may extrapolate guest
memory functionality to extract the list of running processes
(including their corresponding attributes, such as process
names, user IDs, group IDs, etc.). Additionally, one may also
extrapolate the list of kernel-level modules inside the VM, a
capability that may be extremely useful when detecting
advanced kernel-level rootkits.

[0072] Such guest functionalities may be externally
extrapolated and do not reside inside the target guest OS.
Hence, any software running inside a VM may not be able to
tamper with the extrapolated guest functionalities. This prop-
erty may be directly inherited from the strong isolation pro-
vided by current VMMs.

[0073] 3. Supporting Legacy Anti-Virus Software with
Transparent Representation

[0074] As mentioned earlier, the proposed “out of the box”
malware detection approach essentially breaks the implicit
assumptions of deploying and running traditional anti-virus
software. This breakage may lead to the possibility that they
cannot be directly supported. Though a VMI-aware security
software [7, 10] may take advantage of its capabilities and
utilize new possibilities, existing legacy anti-virus software
will simply operate in their traditional ways. For instance,
McAfee VirusScan examines local file directories and
attempts to spot existing viruses or worms, if present in the
examined directories. Similarly, Tripwire assumes a standard
UNIX-like file system layout and calculates the checksums of
encountered files and directories to identify possible changes.
[0075] A solution to this challenge is to encapsulate the
exported semantic-rich information from a VM and seam-
lessly present them in the same abstraction that is “native” to
legacy anti-virus software. For example, semantic-level
information/objects (such as files, directories, processes, ker-
nel modules, etc.) can be extracted and presented to anti-virus
software. Transparent representation essentially intercepts
the read operations of legacy anti-virus software and redirects
them to the virtualized resources that are being allocated and
used by a VM. In some prototypes, legacy anti-virus software
provided as kernel-level services are not supported. However,
the new opportunities enabled by VMwatcher provide an
interesting alternative, especially when detecting more
advanced stealth malware (such as kernel-level rootkits, etc.).
[0076] B. New Opportunities

[0077] Beyond the support for traditional anti-virus soft-
ware, the externalization with VMwatcher also provides new
opportunities for malware detection. More specifically,
VMwatcher enables live cross-view differential analysis on a
suspicious system by correlating an internal and external
view. Any discrepancy between these two views can indicate
the existence of stealth malware on the system. For example,
running the “Is” command inside a Linux VM can provide an

27



US 2008/0320594 A1

internal view of those files under current directory. Note that
this internal view might be altered or manipulated by stealth
malware since there may exist a significant number of mal-
ware capable of manipulating the internal view and deliber-
ately hide the existence of certain files or processes. To pre-
vent this kind of alteration, VMwatcher provides an
unmasked external view on the states of a VM, which may
then be used to corroborate the internal view. Any difference
can immediately lead to the detection of hiding malware. The
view need not be limited to a VM’s persistent states, such as
disk files and directories. It can also be related to a VM’s
volatile states, such as running processes, loaded kernel-level
modules, and current statistics about a particular NIC device.
A number of real-world examples can be seen below.

[0078] The notion of cross-view differential analysis was
initially proposed by Wang et al. in their Strider GhostBuster
system [25]. The Strider GhostBuster system can perform
two scans—an inside-the-box infected scan and an outside-
the-box clean scan. The resulting two scans may then com-
pared for malware detection. The outside-the-box clean scan
is derived by rebooting the examined machine with a clean
OS (i.e., WinPE CD), which unfortunately, destroys current
non-persistent states (running processes, kernel-level mod-
ules, and others).

[0079] In contrast, embodiments of the VMwatcher pre-
serve these non-persistent states by collecting them while the
target OS is still running. As a result, VMwatcher is able to
perform a “live” cross-view differential analysis on the sys-
tem without the need to reboot the system. This capability
may be important, especially when detecting those advanced
kernel-level rootkits that hide running processes or kernel
modules. One possible concern is to ensure that the two views
for differential analysis are collected at the same time. How-
ever, in practice, under a small time skew (e.g., less than 1
second), problems were not encountered that lead to false
positives.

1I. DETAILED DESIGN

[0080] A. Non-Intrusive Virtual Machine Introspection

[0081] Embodiments of VMwatcher run on the host OS
domain and externally examine resource states (of a VM) that
are being used or modified by a VM. In a current embodiment,
disk states and memory states may be of interest. From the
disk states, one can extract high-level meaningful persistent
state information, such as, but not limited to, files and direc-
tories. Memory states can be used to extract non-persistent
state information, such as, but not limited to, running pro-
cesses and loaded kernel modules.

[0082] Several challenges exist in achieving efficient exter-
nal inspection. First, VM states are dynamic. A VM may
dynamically launch a new process or delete a local file at its
will. When a VMwatcher observes the presence of a local file,
it might be removed even before the external scanning is
completed. Moreover, a subtle cache inconsistency problem
may occur if a file that is being modified by an internal
process is not timely reflected in the disk. It should be noted
that the modified contents or states can be cached for perfor-
mance reasons. Second, to ensure state consistency, VMM
usually grants an exclusive access (e.g., with a write lock) on
the virtualized resource (e.g., a disk file emulating a disk drive
or physical memory) to a VM. As a result, it may prevent an
external process to even “open” it. Third, different VMM
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techniques usually impose their own interfaces for the VM
state access, thus posing additional complexities for the
actual VMI implementation.

[0083] To address these challenges, certain VMM features
or host OS-level services may be needed. Particularly,
VMwatcher may need a common VMM capability to tempo-
rarily pause and later resume a VM execution. A paused VM
execution should allow VMwatcher to take a consistent view
on its dynamic states while avoiding perturbations on the
running system. A two-pronged approach may be taken for
the cache inconsistency problem. First, VMwatcher may pro-
vide unbuffered reading on the examined resources so that
every read will actually reflect current state. Second, certain
features of VMMSs may also be leveraged. For example,
VMware contains the “disable write caching” option for a
VM, which essentially flushes the “dirty” content directly to
the disk at the VMM level. Note that this option may incur
non-trivial performance overheads, especially for a VM with
I/O intensive operations. Due to the non-intrusive consider-
ation, one should not interfere with the guest kernel. As such,
the guest kernel may still buffer the modified file content for
performance reasons, which could be potentially exploited by
attackers. This attack is discussed below.

[0084] Additionally, difficulties may be encountered in
Windows regarding the exclusive write lock by a running VM
instance. It should be noted that the file lock under UNIX, by
default, is advisory [57]. This aspect means that one can
ignore the lock and “read” the file even when it is locked.
However, the file lock in current versions of Windows
imposed by a running VMware-based VM instance is man-
datory, which means another host process, such as
VMwatcher, may not be able to read the locked file. There are
two possible ways to get around this problem. One is to
leverage the Windows system service (e.g., the Volume
Shadow Copy Service [56]) to create a shadow copy of the
locked file. Once created, the shadow copy will be accessed
by VMwatcher for inspection. Another way is to write a
device driver that essentially subverts the host Windows ker-
nel and allows VMwatcher to read the locked file directly
through the device driver while ignoring the write lock. Pref-
erably, a non-intrusive VMI should not modify the locked file.

[0085] B. Guest Function Extrapolation and Transparent
Representation
[0086] Once raw states about a VM can be externally exam-

ined, embodiments of VMwatcher may extrapolate guest
functionalities to extract high-level semantic-rich informa-
tion (e.g., files and processes) and then represent them to
anti-virus software. Extrapolations and representations may
be differentiated on two main resources: disk and memory.
[0087] 1. Disk States

[0088] It is surprisingly straightforward to interpret and
represent disk states. The only extrapolation one may need is
to infer the disk format and its file system. Note that Xen and
UML do not introduce new virtual disk formats as they can be
regular partitions or files with supported file systems (e.g.,
ext2/ext3). VMware introduces its own virtual disk format,
whose specification is now open to public. As such, once one
is aware of the disk format and the file system, the disk states
of'a VM can just be lively interpreted and “mounted” onto a
local directory, which may be considered as a form of trans-
parent representation and be readily subject to external scan-
ning. This process is relatively straightforward in Linux envi-
ronments. However, it may not be as easy in Windows
platforms. The reason is that the Windows kernel does not
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have the corresponding drivers for the Linux root file systems,
including ext2/ext3. To resolve such problem with Windows
platforms, the present invention provides for a new Windows
device driver that supports the ext2 file system for the experi-
ment. This solution is shown in FIG. 12.

[0089] 2. Memory States

[0090] External interpretation and representation on raw
memory pose a significant challenging task. For the sake of
simplicity, the following discussion focuses only on current
popular 32-bit architecture (that implies the addressable
memory range is [0, 4G-1]). There exists a Physical Address
Extension (PAE) feature in modern OS implementations that
allows support for physical memory with a size of more than
4 G in current 32-bit architectures. Using Linux as an
example, the total 4 G memory space is split between user
space (the bottom 3 G memory) and kernel space (thetop 1 G
memory). The Linux kernel is mapped into every user-level
process, starting at virtual address OxC0000000. Due to the
way the physical memory is managed, the first Linux kernel
page (with virtual address 0xC0000000) is located in the first
physical memory page. In other words, if there is a file con-
taining the raw memory of a running VM, the offset 0 in the
memory file corresponds to the current memory address
0xC0000000 inside the VM. Based on this understanding,
one can further identify those important kernel-level data
structures. For instance, in Linux, processes are represented
by a process control block (defined as task_struct); running
processes (in a normal system) are linked by a doubly linked
list. The head of this list is kept in a structure called the
init_task_union, which can be exported by the kernel and be
found in the System.map file. With this value, one can further
parse the raw memory image and traverse the doubly linked
list to retrieve all of related information (e.g., page tables and
memory layout in the, for example, mm_struct, data struc-
ture) about running processes. FIG. 15 shows an incomplete
graph linking together a number of important kernel-level
data structures (in Linux) that is helpful for memory extrapo-
lation purposes. To illustrate a closer look at several of these
structures, FIG. 16 shows a separate and individual task_
struct data structure, a separate and individual mm_struct data
structure, and a separate and individual vm_area_struct data
structure.

[0091] From the same memory image, the present inven-
tion also allows for the casting and reconstruction of a number
of other important kernel data structures (e.g., the system call
table, the interrupt descriptor table, and the kernel module
list). It may also allow for the identification of areas contain-
ing core kernel instructions or instructions in the loadable
kernel modules. It is should be noted that when accessing a
user-level memory address (<3 G), it is usually referring to a
virtual memory address specific to a particular process run-
ning inside the VM. Since VMwatcher is running outside of
the VM, it may need to translate the virtual memory address
into the corresponding physical memory address, which can
then be accessed through the low-level VMM observations.
[0092] Essentially, the memory extrapolation technique is
to obtain these kernel-level data structures and extrapolate
guest memory functions by walking through these data struc-
tures. In Linux platforms, the final result is an external trans-
parent representation of the internal /proc file system. For
performance reasons, the final representation may be
dynamically generated only when it is being accessed. In
Windows platforms, though this memory extrapolation tech-
nique is able to successfully retrieve and dump every memory
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page associated with each internal process, the memory scan-
ning behaviors from commodity anti-virus software are not
yet supported. One possible alternative is to dump the process
images as individual files that can be subject to scanning by
anti-virus software.

[0093] A number of challenges may be encountered in the
implementation of some embodiments. First, in some com-
modity OSes such as Windows, the symbols like init_task_
union may not be available. Under such circumstance,
memory extrapolation essentially resorts to a full scan on the
raw memory by looking for some certain “signature” that is
unique to a particular kernel-level data structure. For
example, we have used so far 0x03001b0000000000 to iden-
tify potential process instances in the Windows XP raw
memory file. The full scan may inevitably incur scanning
delay. Second, when there is memory contention on a high-
workload system, some memory pages initially allocated to a
process may be temporarily swapped out. If amemory page is
swapped out, the bits 0 (PRESENT bit) and 7 (PROTNONE
bit) in the corresponding page table entry may be cleared and
additional information written to provide “leads” on how to
find out the swapped-out page in the backing storage, which
may be used later to swap the page back. Memory extrapola-
tion utilizes this information to find out the swapped page in
the backing storage. Third, different versions of the same OS
may have variations even for the same kernel-level data struc-
ture. For example, the offsets to the PID within the EPRO-
CESS block (the Windows counterpart of process control
block) in Windows NT, 2000, XP, XP SP2, and 2003 are
respectively 0x94, 0x9C, 0x84, 0x84, and 0x84. In some
embodiments, one may assume such knowledge is already
known and can be utilized for memory extrapolation pur-
poses. Based on current implementation, the VMwatcher pro-
totype is able to successfully scan Windows XP/2000 raw
memory images, as well as all experimented Linux raw
memory images.

[0094] Another challenge comes from possible advanced
kernel-level attacks. Petroni et al. [20] has described a data-
only technique to hide running processes in Linux without
modifying any kernel code. This date-only attack is the same
in nature as the Direct Kernel Object Manipulation technique
implemented by the FU rootkit [33] in the Windows platform.
To illustrate this attack, FIG. 6 shows how normal running
processes in Linux are linked with a doubly linked list, called
the “all-tasks list,” while an attack process is successfully
hidden.

[0095] The all-tasks list may be maintained in the Linux
kernel for accounting purposes. It can even be accessible
through the /proc file system (e.g., with the readdir( ) system
call) that is being used by user-level programs, such as “ps.”
However, it should be noted that this all-tasks list is not the list
that is actually used in the CPU process scheduling. As a
result, if an advanced attacker simply removes an attack pro-
cess from the all-tasks list (as shown by the solid lines in FIG.
6), while still leaving it in the scheduling list (as shown by the
dotted lines in FIG. 6), it can successfully hide the process
while still allowing the process to be executed. Such attack
can be defeated by parsing the memory through the CPU
scheduler list (as defined in the runqueue data structure). The
parsing result with the CPU scheduler can be compared with
the original all-tasks list and any discrepancy should reveal
the hidden process. Similarly, in the Windows platform, there
are three scheduling-related lists. These include KiDispatch-

29



US 2008/0320594 A1

erReadyListHead, KiWaitInListHead, and KiWaitOutList.
They may be parsed to detect similar DKOM-based attacks in
Windows platforms.

[0096] It is noted that existing hardware has the capability
of automating the process of traversing the page table for the
address translation. However, it has the implicit assumption
that the running process has the same page table base (CR3)
as the memory address to be accessed. As a result, an embodi-
ment of the present invention allows for externally identifying
and walking through the page table of an internal process to
obtain the corresponding physical memory address and read
its content for inspection. The corresponding code is illus-
trated below in function vmwatcher vir_mem_read32,
where addr is the virtual memory address to be queried. The
task points to the process control block (assuming the task_
struct data structure in FIGS. 15 and 16) of an internal process
of interest. The pde and pte respectfully refer to a page direc-
tory entry and a page table entry associated with the internal
process. The vmwatcher_phy_mem_read32 reads the actual
physical memory content with the given physical memory
address from VMM-based observations.

unsigned int vmwatcher_ vir_mem_ read32(task, addr) {

/* Step 1: obtain the page directory entry */

pde_addr = task->mm->pgd + (addr >> 20) &~3;

pde = vmwatcher_phy_mem_ read32(pde_addr);
/* Step 2: obtain the page table entry */

if ({(pde & PG_PRESENT) ) return -1;

pte_addr = pde&~Oxfff+ (addr >> 10) & Oxffc;
pte = vmwatcher __phy__mem_ read32(pte__addr);

/* Step 3: obtain the physical address */

if (!(pte & PG_PRESENT) ) return -1;

phy_addr = pte&~Oxfff + addr&Ox{ff;
return vimwatcher _phy__mem_ read32(phy__addr);
¥
[0097] Although the above description is in the context of

Linux, the guest view casting-based semantic view recon-
struction (also guest function extrapolation-based semantic
view reconstruction) provides a generic, systematic method-
ology that can be applied to various VMM platforms (e.g., full
and para-virtualization approaches) and operating systems.
While different operating systems, service patches, and sys-
tem configurations may impact the casting of VM states and
events, embodiments of the present invention (e.g., guest
feature extrapolation (also guest view casting)) methodology
remain effective.

1II. EVALUATION

[0098] Embodiments of the system were evaluated by
deploying a number of real-world anti-virus software and
managing them to scan possible malware instances that are
running inside virtual machines. In particular, two different
sets of experiments were conducted to show: (1) How tradi-
tional anti-virus software can be supported by VMwatcher;
and (2) How VMwatcher enables a new opportunity to detect
the most stealthy and significant threats—kernel-level root-
kits. The first set of experiments mainly shows how persistent
disk states can be externally extrapolated and transparently
represented. The second set of experiments demonstrates
how non-persistent memory states can be extrapolated and
represented. Finally, some performance measurement results
are presented.
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[0099] A. Supporting Real-World Anti-Virus Software
[0100] FIG. 21 shows a list of real-world anti-virus soft-
ware that have been tested with VMwatcher. As VMwatcher
essentially makes the whole internal file system accessible to
outside, most, if not all, file scanning-based anti-virus soft-
ware can be readily supported.

[0101] The VMwatcher can support at least three different
types of VMMs. Nonlimiting examples include VMware,
Xen, and User Mode Linux (UML). While Xen and UML
support Linux as their guest OSes, as well as their host OSes,
the VMware VMM operates differently in that it supports a
variety of guest OSes that do not need to be the same as the
host OS. This distinction opens up an interesting possibility
for cross-platform malware detection. In particular, a mali-
cious software detection tool that is developed for one plat-
form can be readily used for other platforms. For example,
Microsoft Windows Defender that is developed for Windows
operating systems can be deployed to detect viruses or worms
in Linux platforms. Similarly, McAfee VirusScan for Linux,
originally only supporting Linux platforms, can be used to
scan for viruses in Windows platforms. In the following, an
experiment that uses the Symantec AntiVirus software (the
Windows version) to detect possible malware instances inside
a compromised (VM-based) Linux honeypot is described.
[0102] Referring to FIGS. 7 and 8, a compromised virtual
machine honeypot (RedHat 7.2) that is externally examined
with Windows File Manager is shown. This Linux honeypot
was a VMware-based Red Hat 7.2 system that contains a
number of remotely exploitable vulnerabilities. In this experi-
ment, an attacker first exploited the Apache web server vul-
nerability [58] and gained system access. Later on, the ptrace
local vulnerability [59] in the unpatched Linux 2.4.x kernel
was taken advantage of to escalate the attacker’s privilege to
system root. Afterwards, a rootkit named SHv4 [18] was
installed to hide attack processes and local malicious files.
Specifically, the SHv4 rootkit replaced a number of system-
wide commands/tools (e.g., ps, is, ifconfig, netstat, syslogd,
etc.) with their own tools and made a number of attack files
“invisible” (such as those files under the directory /lib/1dd.so).
These figures show a screenshot of two different views on the
same Linux honeypot. The internal view of the system about
the directory /lib/ldd.so is located on the right while the
external view with the same directory by the Windows File
Manager is shown on the left. The virtual disk allocated for
the VM is already externally interpreted and transparently
represented as a local “Z:” drive. The inconsistency between
the internal view and the external view shown here is most
likely an anomaly. Symantec AntiVirus and Microsoft Win-
dows Defender were ran to detect possible malware installa-
tions in this compromised system. Symantec AntiVirus
reported 21 infected files by this attack, whereas Microsoft
Windows Defender reported no single infection. Thus, it
seems that the current Microsoft Windows Defender version
only detects malware in the Windows platform, while the
Symantec AntiVirus software is capable of detecting malware
in multiple platforms.

[0103] Referring FIGS. 17-20, a further analysis of the
experiment is illustrated. These figures contain the following
screenshots: one showing the malware scanning results from
the Symantec AntiVirus software, and one showing the scan-
ning results from Microsoft Windows Defender. These two
scans are performed on the same Linux honeypot image.
[0104] FIGS. 17 and 18 show external inspection of the
honeypot with the Symantec AntiVirus software. Specifi-
cally, FIG. 17 shows a screenshot of the Symantec AntiVirus
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software before launching its scanning. FIG. 18 shows a
screenshot of the Symantec AntiVirus software after complet-
ing its scanning.

[0105] FIGS. 19 and 20 show an external inspection of the
honeypot with Microsoft Windows Defender. Specifically,
FIG. 19 shows a screenshot of Windows Defender before
launching its scanning. FIG. 20 shows a screenshot of Win-
dows Defender after completing its scanning.

[0106] Itis believed that detection results by the Symantec
AntiVirus software misclassified the three files under the
directory /lib/1dd.so (as shown in the dashed box of FIG. 18).
They are not related to the Linux Lion Worm. Manual analy-
sis reveals that (1) tksb is a shell script that functions as a log
cleaner; (2) tks is as a network sniffer; and (3) tkp is a Perl
script that essentially looks for user names and passwords in
collected network traffic.

[0107] Inanotherexperiment, a Windows XP system thatis
infected by an infamous rootkit (i.e., Hacker Defender or
hxdef [36]) was run. This system ran on top of VMware as a
VM. Both host OS and guest OS are installed with the same
version of Symantec AntiVirus software. With the same soft-
ware, an internal scan and external scan are conducted. Their
results are shown in FIG. 9 and FIG. 10, respectively. FIG. 9
shows the internal scan performed by an internally-running
Symantec AntiVirus Software, whereas FIG. 10 shows the
external scan performed by an externally-running Symantec
AntiVirus Software. The dashed box in FIG. 10 highlights
those files that are hidden from the internal scan, but identified
by the external scan.

[0108] Itisinteresting to point out that hxdefis able to hide
processes and/or files based on a configuration file. In this
experiment, the default configuration was used. Particularly,
in the default [H<<<iddenT>>a/ble] option, it contains >h”
xdef*. These configuration entries are obfuscated by hxdef,
which essentially ignores special characters such as |, <, >, :,
\, / and ““. As a result, it may attempt to hide any files, direc-
tories, or processes if their names start with the “hxdef”
string.

[0109] In the internal scan (as illustrated in FIG. 9), the
Symantec AntiVirus software was instructed to scan the
directory c:\demo, where two rootkits files (hxdef [36] and
NTRootkit [41]) are located. Here, the hxdef rootkit was
installed before the scan; the NTRootkit was not installed. As
the figure shows, the NTRootkit is accurately identified, but
other hxdef-related files are not detected. However, another
run of the Symantec AntiVirus software with memory scan-
ning enhancement was able to successfully identify the hxdef
process.

[0110] In the external scan (as illustrated in FIG. 10), the
same directory is configured for the scanning. In addition to
the NTRootkit files, the Symantec AntiVirus software also
detected hxdef-related files, including the configuration file
hxdef100.ini. The dashed box in the figure highlights those
hxdef-related files that are successfully identified by the
external scan but not by the internal scan. Such malicious files
may be surreptitiously hidden by rootkits or other advanced
forms of malware. They can still be externally identified since
the external scanning behavior and results are not manipu-
lated and/or controlled by internal malware.

[0111] Altogether, these experiments show VMwatcher’s
effectiveness in externalizing anti-virus software to detect
viruses and worms that are stored in persistent disk states. In
the next section, another application of VMwatcher in detect-
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ing advanced malware is demonstrated. This application is a
part of non-persistent memory states.

[0112] B. Dealing with Stealth Malware

[0113] Stealth malware may deeply plant themselves in
compromised machines and cause significant challenges for
internal malware detectors. Among others, rootkits are con-
sidered as one of the most stealthy and significant threats. In
this section, the unique capability offered by embodiments of
VMwatcher in detecting these advanced stealth malware is
demonstrated. The detection from VMwatcher is based on the
exact nature and purpose of rootkits, especially in hiding
attack processes and preventing certain files from being “vis-
ible.” The experiments described here deal with Windows-
based rootkits and Linux-based rootkits.

[0114] 1. Windows Rootkits

[0115] Experiments with more than 10 Windows rootkits
were conducted. Some of the rootkits (including, but not
limited to, AFX [29], hxdef [36], Vanquish [53], and NTTllu-
sion [11]) are considered as user-level rootkits as they mainly
infect user-level library API functions. These user-level root-
kits are relatively easy to detect as the underlying OS kernel
can still be trusted. However, some more advanced rootkits
(such as FU [33]/FUTo [34], HE4Hook [35], and NTRootkit
[41]) are kernel-level rootkits that can substantially subvert
the kernel and make them extremely hard to detect. It is
encouraging to point out that embodiments of VMwatcher are
surprisingly able to defeat all of these experimented rootkits
and accurately identify running processes and disk files even
though they may be deliberately hidden by rootkits. As pre-
viously shown, a one user-level rootkit example (namely
hxdef) is able to successfully hide the presence of malicious
processes and related files from user-level programs (e.g.,
Windows File Manager and Windows Task Manager). The
following shows experiments with a Windows kernel-level
rootkit (i.e., the FU rootkit).

[0116] One main design goal of the FU rootkit is to hide
running processes in a compromised machine. It achieves its
goal through a technique called Direct Kernel Object
Manipulation without relying on any existing common hook-
ing techniques. FIG. 11 shows a VMware-based Windows XP
VM infected by the FU rootkit. More specifically, FIG. 11
shows a screenshot when the FU rootkit is used to hide a
process with its PID 336. This figure shows a Windows XP
system that is instantiated as a VMware-based VM while the
host OS is running Linux (more accurately, Scientific Linux
4.4). However, it should be noted that this screenshot does not
result from a real-world attack. Within the Windows XP, a
command shell (PID: 1080) may be created and used to
invoke the FU rootkit to hide a process whose PID equals 336.
This hidden process corresponds to a running SSH client
program (e.g., SSH Secure File Transfer (version 3.2.9)). This
screenshot also shows help information on how to invoke the
FU rootkit and current Windows Task Manager output.
Essentially, the Windows Task Manager output reveals cur-
rent interaction with the SSH client process while being suc-
cessfully hidden.

[0117] On the left of FIG. 11, the VMwatcher output (en-
capsulated with a dashed box) that is generated by an external
full scan on current memory states of the running Windows
XP system is shown. In particular, it contains a list of internal
running processes. The small box with solid lines further
highlights a process named SshClient.exe that is being hidden
by the FU rootkit. Although this rootkit attack is manually
conducted, embodiments of the VMwatcher system can be
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used in real-world honeypots to actually detect in-the-wild
attacks. For instance, recent incidents show that the same FU
rootkit has already been used to hide the presences of certain
sophisticated botnets, including Rbot [42].

[0118] 2. Linux Rootkits

[0119] In addition to the rootkits on the Windows platform,
experiments with more than a dozen rootkits on the Linux
platform have been conducted. Similarly, Linux-based root-
kits can be classified into two main categories: (1) user-level
rootkits (e.g., LRK, torn, R3dstorm, etc.) and (2) kernel-level
rootkits (e.g., adore/adore-ng, suckit, superkit, etc.). A one
user-level rootkit example (such as SHv4 [18]) that was col-
lected in-the-wild from a compromised honeypot has been
shown. These rootkits are able to hide a number of malicious
files and attack processes. In the following, experiments with
an advanced Linux rootkit (such as adore-ng) are shown.
Others similar to this adore-ng experiment are not described
here.

[0120] Unlike its predecessor (namely adore [48]), which
hijacks a number of syscall table entries, adore-ng [47] sub-
verts the kernel by directly replacing the kernel-level direc-
tory handler routines with its own ones. Hence, it provides the
capability of manipulating information about the root file
system (“/”) and the “/proc” pseudo-filesystem. The “/proc”
pseudo-file system tends to be frequently used by user-level
programs (such as “ps”) to enumerate running processes.
[0121] FIG. 12 shows an adore-ng infection against a Xen-
based Fedora Core VM. On the right (the xterm window with
number 0), the adore-ng kernel-level module (LKM) is first
loaded (insmod/lib/modules/2.6.16-xenU/misc/adore-ng-2.
6.ko). It is pointed out that there exists a user-level program
called ava that can be used to control its functionality. Then,
a backdoor daemon is executed (/root/demo/backdoor). After
this execution, adore-ng can be instructed to conceal exist-
ences of any local file named “backdoor” (ava h backdoor), as
well as the backdoor daemon (ava i 1490). As indicated by the
pidofbackdoor command, the PID of'the “backdoor” daemon
is 1490. Outputs from the commands “Is” and “ps” are
already manipulated to conceal the existences of any file with
the “backdoor” name and any process with the PID 1490.
[0122] Still referring to FIG. 12, the external examination
on the same system is displayed on the left. In particular, the
first xterm window with number 1 mounts the Linux VM’s
virtual disk locally under the /mnt directory. The second
xterm window with number 2 lists the file under the directory
/root/demo/ within the VM. The third xterm window with
number 3 further enumerates current running processes
inside the Fedora Core 4 VM. As shown in the xterm window
with number 2, the internally-concealed backdoor file is “vis-
ible” with VMwatcher. Similarly, the xterm window with
number 3 highlights the internally-hidden “backdoor” pro-
cess with PID 1490. The main reason is that the external view
from VMwatcher is not manipulated by the internal adore-ng.
The cross-view comparisons effectively expose this stealth
rootkit.

[0123] C. Performance

[0124] This section describes the measured performance of
VMwatcher. Here, VMwatcher is operated externally from a
VM. As a result, it will not affect the normal run of a VM even
when it is being examined. Below are two sets of measure-
ment results.

[0125] The first set of experiments compare the internal
scanning time with the external scanning time on a set of VM
systems. Specifically, 7 different anti-virus software pro-
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grams were chosen to perform an external scan and an inter-
nal scan on a particular VM system. Symantec AntiVirus,
Microsoft Windows Defender, and Malicious Software
Removal Tool may be used to scan a Windows XP VM
(2560M memory and 6 G disk) with the host OS running the
Windows XP Professional (2 G memory and 120 G disk). The
Kaspersky Anti-Virus may be used to inspect a Red Hat 8.0
VM (1 G memory and 4 G disk) with the Scientific Linux 4.4
as the host OS (2 G memory and 180 G disk). F-PROT
AntiVirus may be used to examine a Debian 3.1 Linux VM
that is based on the Xen VMM while the domain 0 is running
Scientific Linux 4.4 (4 G memory and 330 G disk). McAfee
VirusScan and Sophos Anti-Virus may be assigned to look
into a Red Hat 7.0 VM (128 M memory and 512 M disk) that
is running inside a UML VMM. The host OS can be Red Hat
Enterprise Linux 4 with 2 G memory and 135 G disk. FIG. 13
shows the results, as well as total scanned files, as a compari-
son between the internal scanning time and the external scan-
ning time.

[0126] It is interesting to point out that an internal exami-
nation tends to result in a longer scanning time than its exter-
nal counterpart. Although such result may sound counter-
intuitive, the reduction in external scanning time may actually
bereasonable, considering potential disk I/O slowdown intro-
duced by the virtualization and availability of larger memory
space in the host domain.

[0127] The second set of experiments calculates the time
needed to analyze a live raw VM memory. The current pro-
totype assumes that the Windows kernel-level symbols are
not available due to its close-source nature. It further assumes
that the Linux symbols are available and can be used to speed
up memory extrapolation.

[0128] FIG. 14 shows Memory Analysis Latency. More
specifically, FIG. 14 shows the analysis time needed to exam-
ine a raw Windows memory when the memory size varies
from 128 M to 1 G. As expected, analysis time grows linearly
with the size of available memory allocated to a VM. Results
show that with the availability of Linux symbols, the overall
raw memory analysis can be finished just within about 1
second, regardless of the allocated memory size for the VM.

IV. ATTACKS AND IMPROVEMENTS

[0129] One aspect of VMwatcher is that it can externalize
the execution of commodity anti-virus software while still
allowing them to detect internal malware infections. Three
specific attacks against VMwatcher and possible improve-
ments will now be examined.

[0130] A. Cache Inconsistency Attacks/Guest Caching
Exploitation
[0131] This type of attack may occur if a modified file is not

timely reflected in the disk that is being examined by
VMwatcher. One potential result from this attack is that mal-
ware may avoid any file scanning-based detection as it can
deliberately hide itself inside the cache without actually com-
mitting to the disk. There are two possible counter-measures.
The first counter-measure is to make sure that those related
guest kernel threads (such as “bdflush” and “kupdate”) in
Linux will dutifully look for dirty pages and flush them to the
disk. The second counter-measure is to directly examine the
cached contents through memory extrapolation. It should be
noted that the cached contents may still be contained in the
volatile memory and allowing embodiments of VMwatcher to
examine their volatile states. However, one challenge here is
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to seamlessly integrate the memory contents with disk files
and natively present them to the external anti-virus processes.

[0132)]

[0133] This attack is based on the observation that
VMwatcher may need to correctly extrapolate guest func-
tions for the interpretation and understanding of guest VM
states. As such, an attacker can intentionally subvert certain
guest functions to mislead the VMwatcher extrapolation. For
example, in addition to the original “runqueue” process list
(the default process list used by the Linux kernel scheduler as
shown, a subverted scheduler can maintain an additional
shadow list with hidden processes. Without the knowledge of
these subverted guest functions, VMwatcher may not be able
to detect them. It should be noted that though it is challenging
to understand the details of subverted guest functions, the
subversion behavior itself can be externally detected. Con-
sidering the same example, the subversion on the original
scheduler code will essentially modify the text segment of the
original Linux kernel. A simple hash calculation (e.g, MD5)
can directly lead to its detection. To counter this type of
attack, VMwatcher can further measure the integrity of cer-
tain memory ranges (e.g., sys_call_table and kernel text seg-
ment). It can also register (which, if modified, could allow
critical kernel structures to be relocated) and detect any vio-
lations. Note that recent research efforts (such as Copilot [21]
and Semantic Integrity [20]) have been proposed to detect
these subversion attacks. However, it still remains an impor-
tant area for further study to accurately identify and effi-
ciently measure the integrity of dynamic kernel data struc-
tures.

[0134] C.VMM Subversion Attacks

[0135] Along with prior research projects on virtual
machine-based security [6, 7, 8, 10, 15, 16], VMwatcher
assumes a similar threat model where the underlying VMM
can be trusted to provide external inspection. An extremely
capable attacker may choose to directly subvert the underly-
ing VMM. First, the virtualization overheads, including rela-
tive differences in the amount of time needed to complete
certain I/O operations or virtualized instructions (as com-
pared to a non-virtualized hardware interface), provide
“hints” to infer the existence of a VMM. Second, based on the
detected VMM interface, “proper” design and implementa-
tion flaws may be discovered in the VMM code that allows the
subversion attacks. However, it is currently unclear to what
extent such attacks would succeed. It should be noted that the
VMM code base is relatively smaller and more stable than the
legacy OS code. This current assumption may be considered
reasonable for the time being. Furthermore, precaution
counter-measures can also be taken to mitigate this threat by
defensively screening the VMM code and thoroughly analyz-
ing them to reduce and hopefully eliminate these flaws.

[0136]

[0137] The virtualization environment can potentially be
fingerprinted and detected [23, 60] by attackers. In fact, a
number of recent malware systems are able to check whether
they are running inside a VM, and if so, choose to inhibit
different behavior [30]. As a counter-measure, the fidelity of
VM implementation (e.g., as proposed in [61, 62]) can be
improved to thwart some of the VM detection schemes.
Meanwhile, from another perspective, perspective, as virtu-
alization continues to gain popularity, the concern over VM
detection may become less significant because most malware

B. Guest Function Subversion Attacks

D. VM Fingerprinting
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would become VMM -agnostic once again as VMs could be
attractive targets for attackers as well.

V. RELATED WORK

[0138] Current embodiments of VMwatcher are related to
three areas of prior work: enhancing security with virtual
machines, implementing malware with virtual machines, and
detecting system integrity violations with independent secure
monitors.

[0139] Leveraging recent advances in virtual machine tech-
nologies, researchers have used virtual machines to detect
intrusions [7, 10, 16], analyze intrusions [6, 15], diagnose
system problems [13, 26, 27], isolate services [4, 17], and
implement honeypots [50, 1, 9]. These services leverage the
desirable properties (e.g., encapsulation, isolation, and com-
patibility) provided by virtual machines to enhance the secu-
rity of systems without relying on the correctness of the guest
OS and other application-level programs. Livewire [7]
applies virtual machine introspection to detect intrusions.
[0140] Besides the design difference in using non-intrusive
VMLI, the current embodiments differ from these works in
three other ways. First, current embodiments use a new guest
function extrapolation technique to derive semantic-rich
internal information (e.g., files, processes, and kernel mod-
ules) that cannot be directly obtained via virtual machine
introspection. Second, current embodiments use another key
technique (i.e., transparent representation) that allows the
direct support of off-the-shelf anti-virus software, while
Garfinkel and Rosenblum only supports a specialized IDS
that is built from scratch to detect possible intrusions. Third,
current embodiments apply the idea of cross-view differential
analysis and obtain an internal and external view on a system
to detect the most stealth malware, whereas Garfinkel and
Rosenblum mainly examines the VM states from an external
system view.

[0141] IntroVirt [10] is another closely related work that
applies the same technique to execute custom vulnerability-
specific predicates in a VM for intrusion detection. There are
two major differences between IntroVirt and embodiments of
VMwatcher. First, IntroVirt develops a specialized predicate
engine that does not accommodate commodity anti-virus
software that are being supported by VMwatcher. Second,
IntroVirt needs to overwrite a portion of vulnerable program
code with its own predicates or invoke existing code in either
guest applications or the guest kernel. Such an approach may
be considered as intrusive and may inevitably introduce unde-
sirable perturbations on the target system. Some of them may
even lead to elusive race conditions in the guest OS that are
hard to detect. Consequently, it must resort to taking a check-
point of the whole virtual machine before making any
changes to the target VM state and then rolling back to the
saved checkpoint after the predicate execution [10]. In con-
trast, embodiments of VMwatcher utilize a non-intrusive
approach and are able to readily support a wide variety of
anti-virus software.

[0142] Also leveraging the very same techniques, research-
ers have demonstrated possible threats in implementing
stealth malware based on virtualization [14, 23, 28]. For
instance, Sam King et al. [14] proposes the notion of virtual
machine-based rootkit (VMBR) that can be dynamically
inserted underneath an existing operating system. Joanna
Rutkowska [23] further implemented a hardware virtualiza-
tion-based rootkit prototype called “Blue Pill”, claiming the
creation of 100% undetectable malware. Dino Dai Zovi [28]
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independently implemented another hardware virtualization-
based rootkit called “Vitriol”, confirming this significant
threat.

[0143] These threats exactly reflect the “dark™ side of the
double-sided sword brought by advanced technologies such
as virtual machines. In contrast, embodiments of VMwatcher
have an opposite goal: to strive to detect stealth malware that
may be deeply planted inside a VM. These threats can be
defeated by recent research efforts on secure booting [2], as
well as secure hypervisors, such as sHype [ 24] and TRANGO
[52]. Based on secure booting, these secure hypervisors aim
to securely maintain the lowest-level access on the system,
and prevent them from being subverted. VMwatcher can be
naturally combined with them to achieve better protection.

[0144] The third area of related research involves projects
that enable the detection of system integrity violation by
independent secure monitors [20, 21, 22]. Copilot [21]
detects possible kernel integrity violation by running the
monitor software entirely on its own PCI add-in card. As
such, it does not rely on the correctness of the host that it is
monitoring and is resistant to tampering from the host. The
follow-up work [20] advances the violation detection through
a specification-based semantic integrity checker on dynamic
kernel data. It should be noted that these two systems only
take snapshots of volatile states (i.e., physical memory). Stor-
age-based intrusion monitor [22] leverages the isolation pro-
vided by a file server (e.g., a NFS server) and independently
detects possible symptoms of malware infections. Generally,
it only captures a system’s persistent states while sacrificing
the visibility on its running volatile states. In contrast,
VMwatcher examines both volatile states (e.g., physical
memory) and persistent states (e.g., the virtual disk) to detect
malware infections.

[0145] Finally, an embodiment of VMwatcher is compared
with other general intrusion detection systems, in particular
host-based IDSes [38, 40, 46, 12] and network-based IDSes
[43, 19]. Network-based IDSes are deployed outside of a
system, allowing them to achieve high attack resistance but at
the cost of reducing the visibility on the internal system states.
Host-based IDSes running inside the system may be able to
directly inspect the state of monitored systems, thus provid-
ing better visibility. Simultaneously however, they sacrifice
attack resistance as they could be potentially compromised by
attackers after break-ins. In contrast, VMwatcher may offer
high attack resistance by the external execution of anti-virus
software while still maintaining high visibility on the internal
semantic-rich system states.

VI. CONCLUSION

[0146] Embodiments of a VMwatcher, a novel virtual
machine-based system that is configured to run commodity
anti-virus software outside of a VM while still detecting inter-
nal malware infections is disclosed. Embodiments of
VMwatcher include three virtualization-based techniques:
(1) virtual machine introspection, (2) guest function extrapo-
lation, and (3) transparent representation. These techniques
successfully export internal semantic-rich information to
external anti-virus processes. Evaluations in both Linux and
Windows platforms have demonstrated its practicality and
effectiveness. Moreover, the experiments with advanced
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stealth malware demonstrate its unique capability in detect-
ing these sophisticated malware.
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[0211] Many of the elements described in the disclosed
embodiments may be implemented as modules. A module is
defined here as an isolatable element that performs a defined
function and has a defined interface to other elements. The
modules described in this disclosure may be implemented in
hardware, software, firmware, wetware (i.e., hardware with a
biological element) or a combination thereof, all of which are
behaviorally equivalent. For example, modules may be
implemented as a software routine written in a computer
language (such as C, C++, Fortran, Java, Basic, Matlab or the
like) or a modeling/simulation program such as Simulink,
Stateflow, GNU Octave, or LabVIEW MathScript. Addition-
ally, it may be possible to implement modules using physical
hardware that incorporates discrete or programmable analog,
digital and/or quantum hardware. Examples of program-
mable hardware include: computers, microcontrollers,
microprocessors, application-specific integrated circuits
(ASICs); field programmable gate arrays (FPGAs); and com-
plex programmable logic devices (CPLDs). Computers,
microcontrollers and microprocessors are programmed using
languages such as assembly, C, C++ or the like. FPGAs,
ASICs and CPLDs are often programmed using hardware
description languages (HDL), such as VHSIC hardware
description language (VHDL) or Verilog, that configure con-
nections between internal hardware modules with lesser
functionality on a programmable device. Finally, it needs to
be emphasized that the above mentioned technologies are
often used in combination to achieve the result of a functional
module.

[0212] While various embodiments have been described
above, it should be understood that they have been presented
by way of example, and not limitation. It will be apparent to
persons skilled in the relevant art(s) that various changes in
form and detail can be made therein without departing from
the spirit and scope. In fact, after reading the above descrip-
tion, it will be apparent to one skilled in the relevant art(s) how
to implement alternative embodiments. Thus, the present
embodiments should not be limited by any of the above
described exemplary embodiments. In particular, it should be
noted that, for example purposes, the above explanation has
focused on the example(s) of embedding a block authentica-
tion code in a data stream for authentication purposes. How-
ever, one skilled in the art will recognize that embodiments of
the invention could be used to embed other types of informa-
tion in the data blocks such as hidden keys or messages. One
of many ways that this could be accomplished is by using a
specific hash function that results in a value that either
directly or in combination with other data can result in one
learning this other type of information.

[0213] Inaddition, it should be understood that any figures
which highlight the functionality and advantages, are pre-
sented for example purposes only. The disclosed architecture
is sufficiently flexible and configurable, such that it may be
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utilized in ways other than that shown. For example, the steps
listed in any flowchart may be re-ordered or only optionally
used in some embodiments.

[0214] Further, the purpose of the Abstract of the Disclo-
sure is to enable the U.S. Patent and Trademark Office and the
public generally, and especially the scientists, engineers and
practitioners in the art who are not familiar with patent or
legal terms or phraseology, to determine quickly from a cur-
sory inspection the nature and essence of the technical dis-
closure of the application. The Abstract of the Disclosure is
not intended to be limiting as to the scope in any way.
[0215] Finally, it is the applicant’s intent that only claims
that include the express language “means for” or “step for” be
interpreted under 35 U.S.C. 112, paragraph 6. Claims that do
not expressly include the phrase “means for” or “step for” are
not to be interpreted under 35 U.S.C. 112, paragraph 6.

What is claimed is:

1. A computer readable medium, the computer readable
medium including a series of computer readable instructions
that when executed by one or more processors performs a
method for detecting malware on a virtual machine, the vir-
tual machine residing on a host operating system, the instruc-
tions executed from outside the virtual machine, the method
comprising:

a. retrieving for inspection virtual machine internal system
states from virtual resources, based on non-intrusive
virtual machine introspection without perturbing their
execution, the virtual resources including:

1. virtual machine memory; and

ii. at least one virtual disk; and

the virtual machine internal system states comprising:
i. virtual memory states; and

ii. virtual disk states;

b. extrapolating guest functions by interpreting the virtual
memory states and the virtual disk states; and

c. transparently encapsulating and presenting the inter-
preted virtual memory states and the interpreted virtual
disk states to anti-malware software; and

wherein the anti-malware software is configured to use the
interpreted virtual memory states and the interpreted
virtual disk states to detect system compromises.

2. The computer readable medium according to claim 1,
wherein at least some of the instructions are executed on the
host operating system.

3. The computer readable medium according to claim 1,
wherein the instructions further include retrieving virtual net-
work interface states from at least one virtual network inter-
face.

4. The computer readable medium according to claim 1,
further including retrieving for inspection virtual machine
internal system events from the virtual resources, based on
non-intrusive virtual machine introspection without perturb-
ing their execution, the virtual machine internal system events
comprising:

a. virtual memory events; and

b. virtual disk events.

5. The computer readable medium according to claim 4,
wherein the virtual machine internal system events are
retrieved using instructions executed between the host oper-
ating system and the virtual machine.

6. The computer readable medium according to claim 4,
further including interpreting the virtual memory events.

7. The computer readable medium according to claim 6,
further including transparently encapsulating and presenting
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the interpreted virtual memory events to the anti-malware
software, the anti-malware software further configured to use
the virtual memory events to detect system compromises.

8. The computer readable medium according to claim 4,
further including interpreting the virtual disk events.

9. The computer readable medium according to claim 8,
further including transparently encapsulating and presenting
the interpreted virtual disk events to the anti-malware soft-
ware, the anti-malware software configured to use the virtual
disk events to detect system compromises.

10. A malware detection system, comprising:

a. a guest operating system running on a virtual machine,
the virtual machine residing on a host operating system,
the virtual machine having virtual resources, the virtual
resources including:

i. virtual machine memory; and

ii. at least one virtual disk; and

b. a virtual machine examiner residing outside the virtual
machine, the virtual machine examiner including:

i. a virtual machine inspector, the virtual machine
inspector configured to retrieve for inspection virtual
machine internal system states from the virtual
resources, based on non-intrusive virtual machine
introspection without perturbing their execution, the
virtual machine internal system states comprising:

1. virtual memory states; and
virtual disk states;

ii. a guest function extrapolator, the guest function
extrapolator configured to extrapolate guest functions
by:

1. interpreting the virtual memory states; and
2. interpreting the virtual disk states; and

iii. a transparent presenter, the transparent presentor
configured to encapsulate and present the interpreted
virtual memory states and the interpreted virtual disk
states to anti-malware software, the anti-malware
software configured to use the interpreted virtual
memory states and the interpreted disk states to detect
system compromises.

11. The malware detection system according to claim 10,
wherein the virtual machine examiner runs on the host oper-
ating system.

12. The malware detection system according to claim 10,
wherein the virtual resources further include at least one
virtual network interface.

13. The malware detection system according to claim 12,
wherein the virtual machine inspector is further configured to
retrieve virtual network interface states from the at least one
virtual network interface.
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14. The malware detection system according to claim 10,
wherein the virtual machine inspector is further configured to
retrieve for inspection virtual machine internal system events
from the virtual resources, based on non-intrusive virtual
machine introspection without perturbing their execution, the
virtual machine internal system events comprising:

1. virtual memory events; and

ii. virtual disk events;

15. The malware detection system according to claim 14,
wherein

a. the virtual machine inspector retrieves the virtual

memory events from a virtual machine monitor;

b. the virtual machine monitor runs between the host oper-

ating system and the virtual machine; and

c. the virtual machine monitor is configured to intercept the

virtual memory events.

16. The malware detection system according to claim 15,
wherein the guest function extrapolator is further configured
to interpret the virtual memory events.

17. The malware detection system according to claim 16,
wherein

a. the transparent presentor is further configured to encap-

sulate and present the interpreted virtual memory events
to anti-malware software; and

b. the anti-malware software is further configured to use the

virtual memory events to detect system compromises.

18. The malware detection system according to claim 14,
wherein:

a. the virtual machine inspector retrieves the virtual disk

events from a virtual machine monitor;

b. the virtual machine monitor runs between the host oper-

ating system and the virtual machine; and

c. the virtual machine monitor is configured to intercept the

virtual disk events.

19. The malware detection system according to claim 18,
wherein the guest function extrapolator is further configured
to interpret the virtual disk events.

20. The malware detection system according to claim 19,
wherein

a. the transparent presentor is further configured to encap-
sulate and present the interpreted virtual disk events to
anti-malware software; and

b. the anti-malware software is configured to use the virtual
disk events to detect system compromises.
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