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A dedicated endpoint monitoring tool is quickly becoming a necessity among organizations to
increase visibility, logging, and alerting to combat targeted attacks and commodity malware.
Sysmon is a free endpoint monitoring tool by Microsoft Sysinternals and was recently updated
to version 2.0. Sysmon is a great tool for home use, as another way to track malware ina
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sandbox=<1> and for anyone interested in discovering the value of endpeint monitoring. Sysmon
monitors a computer system for several action: process creation with command line and hash,
process termination, network connections, changes in file creation timestamps, and

driver/image loading. Sysmon logs this information in a standard Windows event log format that Get S‘tarted

can also be sent to a SIEM if used in an enterprise. While Sysmon does provide some maonitoring With CFOWdStri ke
capabilities, it can be easily shut down by attackers and provides no automated alerting.

Sysmon is available at http://technet.microsoft.com/en-us/sysinternals/dn798348 While logging is for free

nice, it provides no value if the log is not reviewed. The purpose of this postis to provide an easy
and automated way to present the Sysmon event log for review and a batch script using the
tools and techniques described in this post will be available for download. If Sysmon is not
already installed, download from Microsoft Sysinternals and install using a command line such
as: sysmon —i —accepteula -h md5 -n -l This installs Sysmon as a service that will survive
reboots, collect network connection information, record MD5 hashes for all created processes,
and record loading of modules.

The LogFile

Once Sysmon is installed, it records everything to a standard Windows event log. On a Windows
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and record loading of modules.

The LogFile

Once Sysmon is installed, it records everything to a standard Windows event log. On a Windows
7 system and above, this file is located here: C:\Windows\System32\winevt\Logs\Microsoft-
Windows-3ysmon%4QOperational.evix This log file is in a standard event log format and thus not
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easily read. A sample log entry can be seen on the Sysinternal’s Sysmon page®=~. Microsoft

Event Viewer can open the log, but each entry must be individually reviewed; proper analysis

requires something a little more automated. To see examples of using Event Viewer and further

Sysmon information in general, see Carlos Perez's post®. To copy the log file for further

parsing, use a command like this: robocopy C:\Windows\system32\winevi\Logs\ FEATURED ARTICLES

C:\Users\User\Desktop\sysmon Microsoft-Windows-Sysmon%4QOperational.evtx This

command will simply copy out the log file and place it on the user's desktop in a folder named
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To turn the XML event log into an easier to digest file, we can use Microsoft Logparser<4>. Community

Logparser will parse the event log into a CSV file using this command: logparser -i:evt -0:csv

"Select . . _ )

RecordMumber, TO_UTCTIME(TimeGenerated),EventlD,SourceName,ComputerName,SID,String Eg?ﬁﬂ?;ﬁ;?ig:ggspEg{rﬁﬁésiEgﬁ;ﬂg%‘:ﬁ%";‘;h

s from %src% WHERE EventlD in ('1,'2','3,'4",'56';'6";'7’)" = sysmon\sysmon_parsed.txt Now we SIEM and Identity Protection

have a plain text file we can easily open in Excel or use for further automated parsing. If
reviewing in Excel, open as a delimited file with both *,” and *|” chosen as delimiters. To pull
further information out of the file, we can turn to TekDefense's TekColle <5= python script. This
script will help us gather all IP Address, MD5 hashes, domain names, and executable names.
TekCollect requires Python 2.7 and we can launch the script using a command like: python
tekcollect.py -f sysmon\sysmon_parsed.txt -t MD5 = sysmoni\Hashes.txt This command will SUBSCRIBE
automatically search the parsed Sysmon log for any MD5 hashes it can find. The resulting Sign up now to receive the latest notifications and
Hashes.txt will contain a de-duplicated list of all the MD5 hashes found. The —t switch also updates from CrowdStrike.

allows us to designate the information we want to pull from the file. We can repeat the command

using “ip4”, "exe”, and "domain” to finish collecting the desired information and create additional

easy to read text files for review.

Analysis \
Now we have nice and neat text files parsed from the Sysmon event log, suitable for analysis. A \\

manual review of the text files created could lead to a discovery or previously unknown

indicators. However, since manual review can sometimes be time consuming, there are a few See CrowdStrike FCIlCOﬂ® in
automated tricks we can employ to make our job easier. Action

Detect, prevent, and respond to attacks— even
malware-free intrusions—at any stage, with next-

Keyword Search

generation endpoint protection.
Included with the script that accompanies this blog post is a file called "sysmon_keywords.tx".
This file contains 15 example keywords that might warrant further follow-up. The keywords
include searches for terms like "whoami”, “tasklist”, and "quser” as well as file extensions like
“.bat”, ".cmd”, and “.rar”. Any results for these terms will placed in a separate file named
Keywords.csv. The “sysmon_keywords.txt" file is easily editable and can contain IP Addresses,
domain names, file names, or any other Regex search term you might want to monitor for quick
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Included with the script that accompanies this blog post is a file called "sysmon_keywords.tx".

This file contains 15 example keywords that might warrant further follow-up. The keywords
include searches for terms like “whoami”, “tasklist”, and “quser” as well as file extensions like

“.bat”, ".cmd”, and “.rar”. Any results for these terms will placed in a separate file named

Keywords.csv. The "sysmon_keywords.txt" file is easily editable and can contain IP Addresses,

domain names, file names, or any other Regex search term you might want to monitor for quick

and easy wins when reviewing the activity taking place on the system. This type of automated

search could help narrow down the hunting process Jack Crook describes in his recent blog

post<6=,

Hash Analysis

The first file to examine is the list of MD5 hashes. While a list of hashes on its own does not mean
much, we can use an automated VirusTotal lookup to determine if any of the hashes warrant a
closer look. | prefer to use WoanWare's virustotalchecker<7=, however, it does require Net 4.5
and a VirusTotal APl key<8=. Another option is to use Didier Stevens’ virustotal-search.py
script<9=, but an APl key is still needed. The great thing about this tool is the use of caching. If
you use caching and have searched the same hash in the past 30 days, you get the cached
result, which can greatly speed up analysis. This is an excellent option if you end up completing
this Sysmon analysis process once a week. After the initial run, the tool will only need to search
new hashes it hasn't checked recently. Using this command will automate the VirusTotal lookups
and give us two files to review: virustotalchecker.exe -m c -f sysmon\Hashes.txt —o . This
produces two CSV files, one file contains matches and one file contains hashes without
matches. Searching the file with matches will tell us if there were any hashes on VirusTotal with
a high confidence of positive anti-virus detects. If a hash is deemed suspicious, copy the hash
and search the sysmon_parsed.txt file to see which process and command line are responsible
for the entry. Keep in mind that not all suspicious hashes will have matches on VirusTotal.

IP Address Analysis

The second file to check is the one containing IP addresses. A nice way of checking these in
bulk is using the GUI program IPNetInfo from NirSoft=9>. The program allows the user to paste a
list of IP addresses as input and will automatically filter out any non-public IP Addresses. For
scripting you can automatically launch the program with the list as input using a command like:
ipnetinfo.exe /ipfile sysmon\IPs.txt This command will still launch the GUI to allow for bulk
review of the Whols results. With a huge list of IP Addresses to check, it might be beneficial to
use the option “Pause for 30 Seconds after Retrieving 50 IP Addresses”. This will limit the
program from making too many requests and getting your IP Address temporarily blacklisted
from making additional queries. There is also an option to retry failed queries. A second optionin
automatically searching IP Addresses is to use Team Cymru's server<10= for bulk lookups. This
process involves using a NetCat connection to send the list of IP Addresses for automatic
processing. The process is very quick and the command to use looks like: ncat.exe
whois.cymru.com 43 < sysmon\IPs.txt > sysmon\Whois_Results.ixt After the IP Addresses have
been resolved and the Whols information has been collected, it is easy to view and sort the
results. After completing this process once or twice and collecting a nice baseline of results, it
should be easy to pick outinformation that seems out of place. For instance, it is easy to sort by
Country to see if any unexpected connections have been made. If an IP Address warrants
further follow-up, search the sysmon_parsed.txt file to see which process is making the
connection.

Conclusion
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Country to see if any unexpected connections have been made. If an IP Address warrants
further follow-up, search the sysmon_parsed.txt file to see which process is making the
connection.

Conclusion

Sysmaon is great for providing some simple monitoring information on the host system and the
recent version allows for the use of configuration and filter files. The process outlined above
gives us automated parsing for the endpoint monitoring that Sysmon completes. The data
presented by the parsing is easy to review and should help when looking for indicators of
attacker activity. To make this process even easier, the commands listed above are compiled
into an easy to use batch script. The script will automatically collect and parse the Sysmon
Event Log when run on the system to investigate or you can optionally designate an already
collected log file. The script will then follow the process outlined by parsing the event log,
running TekCollect to grab specific indicators, searching for keywords, launching a VirusTotal
hash comparison, and completing a bulk Whols search. To get full access to CrowdStrike's next-
gen antivirus solution for 15 days visit the Falcon Prevent free trial page. The batch script can be
downloaded

at https:/github.com/CrowdStrike/Forensics. <1= http://digital-
forensics.sans.org/blog/2014/08/12/sysmon-in-malware-analysis-lab <2>
http://technet.microsoft.com/en-us/sysinternals/dn798348 <3=
http://www.darkoperator.com/blog/2014/8/8/sysinternals-sysmon\ <4=
http:/fwww.microsoft.com/en-us/download/details.aspx?id=24659 <5>
hitp:/fwww.itekdefense.com/tekcollect/ <6> https://findingbad.blogspot.com/2016/07/my-

thoughts-on-threat-hunting.html <7> http://wwwwoanware.co.uk/forensics/virustotalchecker.html

<8> https://docsvirustotal.com/do

s/api-overview <9>

http://blog.didierstevens.com/programs/virustotal-tools/ <10= http:/www.nirsoft.net/utils/ipnetinfo.htm

<11> https:/www.team-cymru.org/Services/ip-to-asn.html#whois>
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