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CRONDSTRI KE, | NC. ,
Petiti oner,
VS. Case | PR2025-00070
U S. Patent No. 9, 954,6 872
GOSECURE, | NC.
Pat ent Omer.
DEPCSI TI ON OF ANGELOS STAVRQU, Ph. D.
Taken on behal f of the Petitioner

March 11, 2026

Saundra Ti ppi ns, CCR

(The deposition began at 8:56 a. m)
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QUESTI ONS BY: PAGE NO.

MR, HART 5

MR. PETERS 148

| NDEX OF EXHI BI TS MARKED

EXH BI' T DESCRI PTI ON OR PAGE

NO. BEAQ NNI NG BATES NUVMBER

Exhibit 1 Declaration WZ v. O ca 15

(Exhibit was attached.)
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UNI TED STATES PATENT AND TRADEMARK OFFI CE
BEFORE THE PATENT TRI AL AND APPEAL BQARD
CRONDSTRI KE, | NC. ,
Petitioner,
VS. Case | PR2025- 00070
U S. Patent No. 9, 954,872
GOSECURE, | NC.,
Pat ent Omer.

DEPCSI TI ON OF DR. ANGELOS STAVROU,
produced, sworn, and exam ned on the 11th day of
March, 2026, between the hours of nine o'clock in
the forenoon and five o' clock in the afternoon of
t hat day, via Zoom before SAUNDRA TIPPINS, a
Notary Public, and Certified Court Reporter within
and for the States of M ssouri and Kansas, in a
certain cause now pendi ng before the U. S. Patent
and Trademark O fice, Before the Patent Trial and

Appeal Board, wherein CROANDSTRIKE, INC is

Petitioner, and GOSECURE, INC. is Patent Omer.
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APPEARANCES (by Zoom

For the Petitioner:

MR PAUL R HART

ERI SE | P

717 17th Street, Suite 1400
Denver, Col orado 80202

paul . hart @ri sei p. com

For the Patent Omer:

MR. STEVEN W PETERS

CLEARY, GOTTLI EB, STEEN & HAM LTON
1841 Page M 11| Road

Palo Alto, California 94303
speters@gsh. com

The Court Reporter:

Ms. Saundra Ti ppins

Lexi tas Legal

1608 Locust Street

Kansas City, M ssouri 64108
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| T | S HEREBY STI PULATED AND AGREED,
by and between counsel for parties that the
deposition of DR ANGELOS STAVROU may be taken in
shorthand by Saundra Tippins, a notary public and
shorthand reporter, and afterwards transcribed into
typewiting; and the signature of the witness is
expressly reserved.
%k ok k%
THE REPORTER. Wbul d you Ii ke
real time, rough draft and final on Saturday?
MR, HART: Friday woul d be good.
THE REPORTER: Woul d you al so |ike
the realtine, rough draft and final on Friday?
MR. PETERS. Yes.
ok ok * %
DR, ANGELOS STAVROU,
of | awful age, produced, sworn and exam ned on
behal f of Petitioner, deposes and says:
EXAM NATI ON
QUESTI ONS BY MR HART:
Q Good norning, Dr. Stavrou. Can you
pl ease state your full nanme for the record to get
us started.
A Yes. M full nanme is Angel os Stavrou.
Q Have you been deposed before,
o agLom A Mt e XEXITAS
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Dr. Stavrou?
A Yes, Sir.
Q Approxi mately how many tines have you

been deposed?

A | woul d say six or seven tines.

Q Ckay. How many of those were patent
cases?

A | would say the majority of them were

pat ent cases.

Q Okay. Well, let nme just as a quick
refresher go over the nost inportant ground rul es.

It's ny job to ask cl ear questions today.
| f you don't understand anything | ask you or any
aspect of a question | ask you, please let ne
know so | can rephrase or clarify.

Second inportant rule, the court reporter
can only capture one of us speaking at a tine. |
will do ny best not to speak over you, and |'d
just ask that you try not to speak over ne.

To this end, if | cut you off while you're
answeri ng one of ny questions, please do |let ne
know so | can stop speaking and let us finish
your answer.

| s there any reason, nedical or otherw se,

you woul d be unable to answer ny questions fully
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and truthfully today?

A No.

Q Because we are conducting this
deposition renotely, | want to ask a few questions
regardi ng your setup.

|s there anyone in the roomw th you
t oday?

A No.

Q Do you have any open |ines of
comruni cati on wi th anyone?

A No.

Q Ckay. Do you have any nmaterials with
you potentially relevant to your testinony today?

A | have a binder with clean copi es of
the exhibits for ny deposition and ny deposition,
and | have online versions, also clean and
unt ouched, that were provided by the counsel.

Q Ckay. Let ne just take a quick
I nventory of what you have before you.

Before | create that |list, did you say
that everything you have access to is a clean
copy, W thout annotations or notes?

A Correct.

Q Ckay. Do you have your declaration
submtted in this proceedi ng?

(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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A Yes.

Q Do you have the prior art references
submtted in this proceedi ng?

A | believe |I have sone. | don't know
i f | have everything, but | have the ones that |
referenced in ny deposition, | believe.

Q I n your decl aration?

A Sorry, in ny declaration. M
apol ogi es.

Q That's okay. GCkay. It sounds I|ike
you're going to have everything that | need.

What is your preference when | ask you a
guesti on about a docunent that you have anal yzed
inthis case or created in this case? Wuld you
like to use those | ocal clean copies?

A | would prefer that, yes.

Q Ckay. | wll presune -- | wll
doubl e-check to nmake sure you have access to any
docunent |'m asking a question about. And | wll
presune that you are using your |ocal clean copy.

Pl ease do let nme know if you would prefer
that | screen-share anything that |I'm asking a
question about, so we can all | ook at the sane
docunent. But otherwise, | wll just |let you use

your | ocal copi es.
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| s that the easiest way to handl e things
today for you?

A Yes, Sir.

Q Al right, very good. Wat did you
do, if anything, to prepare for today's
deposition?

A | went over the docunents in ny
decl aration, the declaration itself, and then, you
know, the references and exhibits in ny
decl arati on.

Q Did you neet with anyone in
preparation for today's deposition?

A We had neetings wth the counsel over
Zoom

Q Okay. Approxi mately how nuch tine did
you spend neeting with counsel in preparation for
t oday' s deposition?

A | would say a few hours.

Q Over how many days?

A Coupl e of days.

Q And how nuch tine did you spend on
your own preparing for today's deposition?

A Again, a few hours, | would say,
bet ween t hese neeti ngs.

Q Fewer than ten hours total neeting

IPR2025-00070
CrowdStrike EX1034 Page 9
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with counsel. Is that accurate?
A That's accurate. | think around, |
nmean, that nunber, yes. | cannot recall exact

nunber, but that's accurate.

Q As part of preparing for today's
deposition, did you conmuni cate wi th anyone ot her
t han counsel for GoSecure?

A No, sir.

Q Can | have you open your declaration
submtted in this proceeding, which is
Exhi bit 2031

A Yes.

Q And | would like you to -- | don't
know i f you're scrolling or flipping, but to take
yourself toward the end to paragraph 98, please,
and | et nme know when you're there.

A | "' m here.

Q Al right, very good. In paragraph 98
in a section titled CrowdStrike's materials from
around 2013, show that its product at that tine
practiced at least Clains 1 and 2 of the '872
pat ent .

You introduce an anal ysis that you
performed conparing what you believe is

CrowdStrike's systemin approximately 2013 to two

(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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clains in the '872 patent. |Is that right?

A That appears to be correct, yes.

Q What is the relevance of that opinion
to this proceeding, if you know?

MR. PETERS. (Object to form calls
for a |l egal concl usion.

A | mean, I'mnot a lawer. | was asked
to reviewthis material and provide the mapping to
the clains of 1 and 2 of the '872 patent.

Q (By M. Hart) Do you know why it
matters to the current invalidity chall enge
whet her CrowdStri ke's systemin 2013 practiced
these clains of a patent it issued in 20187

A | was not privy to that, you know,
presenting before that. | would be remss to
basically provide a | egal opinion about that.

So | would say that | was asked about a
technical validity of what | show, and | provided
an opi nion about that.

Q Are you famliar with the | egal
concept of secondary consi derations of
nonobvi ousness?

A | "' mvaguely famliar, but I don't
remenber it on top of ny mnd, and | don't know --

| don't see it in ny declaration.
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Q Ckay. Do you believe you opined on
any secondary consi derations of nonobvi ousness in
this decl aration?

MR. PETERS. (Object to form

A As | said before, | was asked to
provide a mapping of the materials produced and
given to nme from CrowdStri ke from approxi mately
2013, which are marked Exhi bits 2015 all the way
to 2017 and 2051.

And | was asked to opine if these
materials show that the CrowdStri ke Fal con
Platformin 2013 practiced at least Cains 1 and
2 of the '872 patent.

Q (By M. Hart) | understand that you
provi ded that analysis. | understand what you
anal yzed, what you conpared to the clains of the
pat ent .

|"mtrying to nake sure | understand the
scope of your anal ysis.

A As | said --

MR. PETERS: (Object to form \Was
there a question?

MR. HART: There was not a
question. | will ask a question right now.

Q (By M. Hart) Have you anal yzed

(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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secondary consi derations of nonobvi ousness in any
prior case?

A Prior to what case, sir? |I'msorry.

Q Have you ever anal yzed secondary
consi derations of nonobviousness in a prior patent
case other than this proceedi ng?

MR. PETERS. Objection, scope.

A It was a whil e ago.

Q (By M. Hart) Do you recall which
case that was?

MR, PETERS. QObjection, scope.

A That was done in a prior proceedings
that I don't knowif I'"mprivy to disclose, nunber
one; and nunber two, it was irrelevant to the
specifics of this specific case. And | was not --
| did not opine to -- | nean, there's no secondary
consi deration argunents. Let nme rephrase that.

My opinionisn't -- | was asked -- what |
was asked to do is conpare the materials that |
was given to CrowdStrike's platformin 2013, and
to opine if they practiced at least Cains 1 and
2 of the '872 patent, to which | opined yes.

Q (By M. Hart) Let ne drop into the

chat -- let nme nake sure this is a clean copy

her e.
(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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|"mgoing to drop into the chat your
declaration submtted in | PR2024- 01190, which was
WZ, Inc. versus Oca Security Limted.

Do you recall your work in that case?

MR. PETERS: First I'mgoing to
object to the docunent in ternms of both hearsay
and scope, but you can answer.

A So this was a lot of tinme, many, many,
obviously a few years ago. And, you know, while
this is ny docunent and declaration, | would say
that this was -- | haven't taken good tine to
reacquai nt nyself with the docunent, and |
woul dn't be able to opine in these proceedi ngs
about this specific docunent, because it's out of
scope for this specific proceedings.

Q (By M. Hart) To ease your mnd -- to
ease your mind a bit, I'mnot going to be asking
about the technology in that case. | don't know
what it was about, and it would certainly be a
wast e of our tinme today.

But | do want to take you to the | eading
principles that you set forth in your declaration
I n that case.

Can | have you turn to paragraph 18.

(Counsel presented to the

(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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Wi tness electronically Exhibit No. 1.)
(O f the record.)

Q (By M. Hart) Dr. Stavrou, in
paragraph 18 -- I"'msorry. Going back, | think
there was an objection, and I'mnot sure if we
got an answer.

|s this your declaration fromthe
proceeding WZ v. Oca that you submtted an
opi ni on in?

A As | said, it's been a while ago. |

do not -- | don't see any markings on this
docunent. It mght well be, but | cannot attest
because | haven't read that docunent. |It's a very

| ong docunent. And | don't knowif it is or not,
based on the fact that | have not personally
val i dated t hat.

Q But you did submt a declaration in
that proceeding. Correct?

A That is correct.

Q Very good.

MR. PETERS. Bl anket objection to

scope about any questions to this exhibit, so that

| don't have to do it every question. So go

ahead.
Q (By M. Hart) In paragraph 18 that we
(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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IPR2025-00070
CrowdStrike EX1034 Page 15




© 00 N oo o b~ w N B

N N NN NN B B R R R R R R R
o A W N P O © 0 N O U0 M W N B O

Angelos Stavrou, Ph.D.
March 11, 2026 Page 16

can all see on the screen share, I'mgoing to
read in your discussion of a |egal standard.

| have been advised that there are several
factors that may be considered as a secondary
consideration. These factors include the
comrerci al success of the invention, industry
praise for the invention, skepticismof the
I nvention, licensing of the invention, copying of
the invention, any long-termneed that the
I nvention solved, failure of others, and
unexpected results of the invention.

Do you see that, Dr. Stavrou?

A | do.

Q In the GoSecure case that we are
di scussi ng today, have you anal yzed any of these
secondary considerations with respect to any
invention clained in the '872 patent?

MR, PETERS. (Object to form

A As | expl ained in paragraph 98 of ny
declaration, | was asked to provide an opinion
about -- ny technical opinion about how t hese
materials sold at CrowdStrike's platformin 2013
practiced at least Clains 1 and 2 of the '872
patent. That is the extent of which | opined.

| think that | was not -- to the extent
(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
www.lexitaslegal.com Nevada Registration #116F - California Firm Registration #179
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that this applies in this case for the secondary
consideration, | amnot a |legal expert, so |
cannot opi ne about that.

But I wll -- what | opined -- and agai n,
|"m pointing you to ny declaration. | |ooked at
the materials from 2013, so that the product at
that tine practiced at least Clains 1 and 2 of
the '872 patent.

Q (By M. Hart) The next paragraph in
your declaration fromthe WZ v. Oca IPR
proceedi ng states, | have been further advised
that in order for evidence of secondary
considerations to be significant, there nust be a
sufficient nexus between the clainmed invention
and the evidence of secondary considerations. |
understand that this nexus serves to provide a
link between the nerits of the clained invention
and the evidence of secondary consi derations
provi ded.

Do you see that, Dr. Stavrou?

A | do.

Q For the GoSecure case that we're here
today to tal k about, have you anal yzed the nexus
bet ween any invention clainmed in the '872 patent

and any secondary consi derati on?

(888) 893-3767 Lexitas operates in all 50 states and is licensed where required
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MR. PETERS: (bject to form

A Again, | will repeat what | said
before. | was asked to opine specifically about
the rel evance, not the relevance, the materials
from 2013 that showed that CrowdStri ke's platform
mat eri al product, product itself, the Fal con
Platform exhibit and practice at | east the C ains
1 and 2 of the '872 patent.

That is the scope of ny opinion that's
expressed in ny declaration.

Q (By M. Hart) | think we are done
with Exhibit 1. And you can -- | have
effectively stopped the screen share. Correct?
You are no | onger seeing ny screen; is that
right, Dr. Stavrou?

A Yes, sir.

Q Turning back to your declaration, in
that section that begins at paragraph 98.

(Of the record.)

Q (By M. Hart) Okay. |In paragraph 98
you state, |'ve been asked to consider certain
materials, which | have been infornmed were
created and published by CrowdStrike in

approxi mately 2013. These materials are Exhibits

2015 through 2017 and 2051. | wll refer to
(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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these materials as the Falcon Platform materi al s.

Now, these materials show that
CrowdStrike's Falcon Platformin 2013 practiced
at least Cains 1 and 2 of the '872 patent.

VWhat are the primary conponents of the
CrowdStri ke Falcon Platformthat you anal yzed?

MR, PETERS. (Object to form

A | think that | go into details on the

next paragraphs, explaining the mappi ng bet ween

these materials and the CrowdStri ke Fal con

Platformstarting with -- | don't want to -- | can
go ahead and read -- this is ny declaration -- if
you' d |ike.

Q (By M. Hart) | don't need you to
read it into the record, but | do want to just
ask, at a high level, what are the conponents
that you anal yzed that make up this Fal con
Pl at f or n®?

A Again --

MR. PETERS. (Object to form

A Again, | would like to reiterate that
my opinion is formed based on conpari son of the
Clains 1 and 2 of the '872 patent and the materi al
that was presented by the CrowdStri ke Fal con

Platform And | can go into details.

(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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My goal was not to perform an exhaustive
techni cal analysis of the Falcon materials and
platform but to map at least for Cains 1 and 2
of the '872 patent how these materials basically
allowne if this material show that the
CrowdStri ke Falcon Platformin 2013 practiced
t hose cl ai ns.

Q (By M. Hart) In paragraph 99 that we
see here on page 61 of your declaration, you
quote Exhibit 2016, which makes a reference to a
i ght wei ght host - based sensor as part of the
Fal con host platform

Do you see that reference?

A | see the reference that says that,
Exhi bit 2016 simlarly describes that the Fal con
host | everages a |ightwei ght host-based sensor
t hat shadows, captures and correlates | owl evel
operating systemevents to instantly identify the
adversary tradecraft and activity through our
pat ent - pendi ng execution profiling technol ogy.

Q Where does the |ightwei ght host-based

sensor reside in the CrowdStri ke's Fal con

Pl at f or n?
A So again, it says host-based sensor.
| take it at its value. This is not ny -- you
(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
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know, this is not ny text. [It's comng froman
Exhi bit 2016.

Al'so, | want to point out that
Exhi bit 2015, which | cite imediately prior to
that, describes that the Falcon Platform
identifies malware and provides attribution of
t he attackers.

So simlarly, the Falcon host simlar in

2016 descri bes the Fal con host, which is part of

i ghtwei ght -- |ightweight host-based sensor.

Q Are you done with your answer,
Dr. Stavrou?

A | am sir.

Q Do you know where physically the
I i ght wei ght host - based sensor resides in

CrowdStri ke's Fal con host platformat the tinme?

host - based sensor, as | explain.

Q And what does that nean to you,

sensor, if anything?

A It says that this host-based sensor,

the Falcon Platformnaterials. And so that's the

A Only to the extent Exhibit 2016 says,

What does that tell you about the I ocation of the

It says, Falcon host is described as an on-prem se

on- prem se host-based sensor? Wat does that say?
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which neans it is located in a host. And on
prem se neans that it's on prem se, what soneone
woul d read.

Q What soneone woul d read?

A A person of ordinary skill in the art

woul d understand that it's on prem se.

Q Whose prem se?
A The docunent itself. And let ne just
give nme one second. | want to open the docunent,

I f you don't m nd.

Q And whi ch docunent are you opening,
Dr. Stavrou?

A 2016, sir. Al right. So reading
this docunent, it tal ks about in the mddle of the
first page about endpoint activity nonitoring,
detection and response. And it says that,
CrowdStri ke Fal con host solves the main business
probl ens that enterprises face today, to include
visibility into targeted threats, detects zero-day
attacks, lack of tinme to hunt through enterprise
activity, and insufficient resource to provide
flexible responses. And it says clearly up here
endpoi nt activity.

And then it goes along and says,

CrowdStri ke Fal con host's endpoint activity
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nmoni toring EAM saves tinme and noney by reducing
risk. By avoiding silent failure, EAMoffers
real-tinme forensics by tracking all execution on
all hosts at all tines, shortening the w ndow
bet ween infection and detection, while providing
users wth Iive forensics.

So as far as |I'mconcerned, when | read
this, it says it does it on all hosts at all
tinmes.

Q s it your testinony that the sensor
referred to in these CrowdStri ke Fal con host
materials is installed and running on endpoi nt
devi ces?

A |"'mnmerely reading what it says in the
docunent in front of me from CrowdStri ke that says
clearly that CrowdStri ke Fal con host's endpoi nt
activity nonitor saves tine, noney, while reducing
risk by avoiding silent failure.

EAM which is basically CrowdStri ke's
Fal con host endpoint activity nonitoring, offers
real-tinme forensics by tracking all execution on
all hosts at all tines.

Q So you have conpared a systemt hat
exi sted over a decade ago to patent clains of the

'872 patent, and I'mtrying to nake sure |
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under stand what the systemis that you are
conparing to the clains.

So |I'm asking you specifically about the
sensor in the CrowdStri ke Fal con Platformthat
you anal yzed.

Where does that sensor reside?

A Again, and | want to be very clear,
| " mreading fromthe docunent that | have in front
of me. |I'mnot nmaking up ny owmn mnd. [|'m nmaking
up nmy own opinion based on extended naterial .

|"'mreading what is in front of nme. It
says very clearly that the CowdStri ke Fal con
host's endpoint activity nonitoring, EAM that
refers to host right there. And then it talks
about real-tine forensics by tracking all
execution on all hosts at all tines.

To me, that shows that it can be and is
installed on all hosts at all tinmes and tracks
all execution. I'mreading directly fromthe
text.

Q | understand you're reading the text,
but | did not see the word "sensor" in that
par agraph, which is why |I'm com ng back and aski ng
for clarification.

Can you please scroll up to the top of
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t hat docunent. Maybe we can lay a little better
foundati on here.

A Yes.

Q In this docunent, Exhibit 2016 that
you' ve been reading from it starts out with the
followng: CrowdStri ke Fal con host is the
cl oud- managed threat protection application
running on the CrowdStri ke Fal con Pl atform
Fal con host is conprised of two core conponents,

t he cl oud- based application and the on-prem se
host - based sensor.

Do you see that, Dr. Stavrou?

A | do.

Q Do you have an understandi ng of where
physically the cl oud-based application resides and
where physically the on-prem se host-based sensor
resi des?

A As far as | can tell, this docunent
does not explain that.

Q Ckay. And do you have an
under st andi ng of those concepts from any ot her
docunents that you have anal yzed as part of this
opi ni on?

A So what | can tell you is that it goes

ahead and says that, Falcon Host | everages a
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| i ght wei ght host - based sensor. To ne that
statenent neans that this is a host-based sensor.

Later when it tal ks about the endpoint
activity nonitoring, usually anybody would tell
you that endpoints are usually hosts or include
hosts, and in fact that the sane sentence
conti nues and tal ks about all hosts at all tines
and all execution.

Executi on happens at endpoints, too. So
to ne it captures everything. It can be done in
the cloud. It can be done on the host. It's a
host - based sensor.

Q Let's go back to your declaration. |
think you can stop sharing your screen and | can
share mne. Al right.

So in this portion of your declaration, if
| scroll down to paragraph 100 regarding
limtation 1A fromCaim1l1l on the '872 patent,
you state, The Falcon Platform materials descri be
nmonitoring activity on the first conputer system

Do you see that, Dr. Stavrou?

A | do.

Q What is the first conputer systemthat
you have mapped fromthe Falcon Platform

mat eri al s?
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A As | showed you, for exanple, on the
previous Exhibit 2016, it describes that the
Fal con Host shadows, captures and correl ates
| ow | evel operating systemevents, and al so
provides a highly efficient real-tinme nonitoring
of all systemactivities, right there.

Al so Exhibit 2017 describes that, Fal con
sensors capture over 100 security-related events
i ncluding things |ike process creation, drivers
bei ng | oaded, registry nodifications. |It's right
t here on paragraph 100.

Q What is a conputer systemas recited
inlimtation 1A? Wat are the requirenents of a
conput er systentf

A | don't think I nention conputer
systens here other than -- so | covered that in ny
declaration, | believe, but we have to go to a
different section, if you'll do it.

Q Have you opined in this section in
par agraph 100 as to whether the Falcon Pl atform
i ncluded a first conputer systenf

A | have opined in ny declaration, but
not specifically here.

Q Ckay. Let ne nake sure | understand.

Solimtation 1A in CUaiml of the '872
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patent states, Monitoring activity on the first
conputer system The first sentence in paragraph
100 of your declaration states, The Fal con
Platformmaterials describe nonitoring activity
on the first conputer system

What is the first conputer systemin your
analysis in the Falcon Pl atfornf

A What is the first conputer analysis of
the Falcon Platforn? Falcon Platformnentions
clearly that the sensors run on hosts, at all
times nonitoring all activity.

So | think that this is inportant to say,
that basically there are -- | nean, there is no
need for a specific conputer to be mapped,
because it is being perfornmed on all hosts,
according to 2016.

Q G ve ne one exanple of what a first
conmputer systemis and your understanding of the
Fal con Platformat the tine.

MR. PETERS. (bjection, form
asked and answered.

A | mean, we can go back to 2016
Exhibit. It's pretty obvious that it states
clearly that it's being done on all hosts,

monitors all activity at all tines. And in 2016
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that tal ks about next level. | wll share ny
screen if you don't m nd.

First of all, it says that these had
host - based detection sensors we discussed. Let
me find it. It says that, EAMoffers real-tine
forensics by tracking all execution on all hosts
at all tines.

So as a product, it neans that it can act
anywhere. | don't see a limtation here that
says that this product should run on this
conputer or that conputer.

Q What hardware and/or software are you
mappi ng to the phrase first conputer systemin
limtation 1A of CQaiml of the '872 patent?

MR. PETERS. (bjection, form
asked and answer ed.

A Again, | think it's really clear from
paragraph 100 that Exhibit 2017 and 2016 descri be
Fal con sensors are the host. And | think I
explained from 2016 that it can run -- it doesn't
seemto have any limtation based on the materi al
in front of ne where it can be run.

Q (By M. Hart) Is a Fal con sensor
running on a host the first conputer system

according to your anal ysis?
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A It can be. Yes, that's correct. It
can be.
Q You anal yzed a system from over a

decade ago and concluded that it satisfied these
claimlimtations, and I"'mtrying to understand
how you concl uded that and what specifically you

| ooked at that nmapped onto these claim

limtations.
So I'mgoing to ask it again. |Is the
Fal con host running on an endpoint device -- |I'm

sorry. Let ne start over.

| s the sensor running on an endpoi nt host
device the first conputer systemin your
I nfringenent analysis set forth in your
decl arati on?

MR, PETERS: (bjection, form
asked and answer ed.

A Again, 1A is talking about nonitoring
activity on the first conputer system | believe
that | have answered the entirety the 1A by
expl ai ni ng that Fal con sensors, they capture
security-related events, including things |like
process creation, drivers being |oaded, registry
nmodi fi cati ons.

And it can be done on all hosts at all
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times and can capture basically all activity,
based exactly on what it says here on 2016, all
execution on all hosts at all tines.

| nmean, to ne that statenment covers the
fact that basically it can handl e anyt hi ng.

Q s the first conputer systemin your
i nfringenment analysis all hosts, or is it an
I ndi vi dual single host?

A My opi ni on was about being able to
performnonitoring activity on the first conputer
system | believe that nmy decl aration covers that
very clearly. There's no need to pick a system
when it can run like -- | nean, | can give you
exanples, but it's obvious that the sensor based
on the description of 2016 can run on all hosts at
all tinmes and nonitor all execution based on what
it says in 2016.

Q Caimlis a nethod claim Right?

A Correct.

Q And your opinion is that the nethod
recited in Caiml1l was perforned on the Fal con
Platform at approximately 2013 as it existed in
approxi mately 2013. Correct?

A That's what | state in ny decl aration.

That is correct.
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Q And if we think about that method
bei ng perfornmed on CrowdStri ke's 2013 Fal con
Platform one exanple of that nethod being
perforned, is the recited first conputer systema
si ngl e i ndividual endpoint device, or is it all
endpoi nt devi ces?

MR, PETERS. Qbjection, form
asked and answered.

A Agai n, 2016, Exhibit 2016, does not

provide a limtation to that extent. So ny

opinion is that it says all hosts. | nean, you
can -- | can give you exanples, but that's what it
st at es.

Q (By M. Hart) In your infringenent
anal ysi s, have you aligned first conputer system
with one machine or nmultiple nmachi nes?

MR. PETERS:. (bjection.

A Again, | did not consider this
guestion because the docunent itself states all
hosts, which nmakes it is visible to be on one or
nor e.

In fact, if we go a little bit down --
gi ve me one second -- where you would see that in
paragraph 103, Exhibit 2015 as | have it here

descri bes that the Fal con Pl atform shares
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I nformati on across an entire community of
i ke-m nded trusted defenders.

Simlarly, Exhibit 2051 describes the
product is a gane changer, primarily because it
focuses on the concept of community hel pi ng each
other. People need to basically share indicators
of what the bad guys are doing, so the bad guys
and the adversaries use these techniques.

This inplies that sharing neans that there
IS one or nore conputers that individually or
col | aboratively basically share indicators, but
there is a point that it doesn't clarify that.

But it's clear here that sharing requires, you
know, potentially nore than one conputer.

Q (By M. Hart) If we stay on paragraph
103 that you have shown on your screen right now,
this is in reference tolimtation 1Din Caim1l,
whi ch states, Transmtting to one or nore
conputer systens other than the first conputer
systeminformation identifying one or nore of the
activity sources, the activity targets and the
associ ations for preventing future attacks to the

one or nore conputer systens, and then it goes

on.
So there is a transm ssion fromthe first
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conputer systemto other conputer systens require
of this limtation. Correct?

A That is correct.

Q Where in the Falcon Platformis that
transm ssion occurring, between what conputer
systens, according to your infringenent analysis?

A Here it tal ks about sharing of
I nformati on across an entire community of
| i ke-m nded trusted defenders.

That sharing of information as being
basically perfornmed indicates that there is a
transm ssion of information, because it says
sharing of indicators, which | have highlighted
here on basically Exhibit 2051, which it's part
of that.

So the indicators, sharing of indicators
requires -- indicates the basic transm ssion to
ot her conputer systemindicators here is the
claiminformation identifying one or nore of the
activity sources, the activity targets and
associ ations to protect ourselves, neaning to
prevent future attacks to the other conputer
systens associated with the identified sources,
targets and associ ati ons.

Accordingly, these materials show that the
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Fal con Platform practiced 1D.

Q So what is the one or nore other
conputer systens to which that information is
transmtted, according to your infringenent
anal ysi s?

A Again, the Falcon Platform and | have
it here, shares information across an entire
community of |ike-m nded trusted defenders.

And again, let nme break 2015 up just to
make nore clear. You can see 20157

Q Yes.

A Agai n, what we have here that, as you
notice, is part of the Falcon host that we have
di scussed before, is a host-based adversary
detection application. And it tal ks about
identify and protect against damage from
determ ned attackers who are undetected by
exi sting passive defense sol utions.

And then the third bullet here under
benefits is, Share and receive real-tine
intelligence on attacks relevant to your
I ndustries and sectors, and then continues,
Shares informati on across an entire community of
i ke-m nded trusted defenders.

To ne, sharing intelligence, and here the
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point, it's also real-tine, according to the
docunent | have in front of nme, says clearly that
it's basically used to share anong endpoi nts.

It says that correlates intelligence and
security events in real-time fromour global of
networ k sensors and provi des unprecedented | evel
of insight into adversary activities and business
I npact fromthese attacks.

Again, | believe, and as you see here with
the Fal con Host it says, d oud-nmanaged,
host - based adversary detection application.

So maybe managenent of the system cl oud,
based on what | read, is host based. That's what
| eads nme to believe that there is a transm ssion
because it clearly states that the data is shared
anong |i ke-m nded individuals, as | point out.

Q Can you give ne, based on your
under st andi ng of these materials, one exanpl e of
what type of device would receive this recited
transm ssi on?

MR. PETERS: (Object to form

A Again, | was not asked to opi ne about
the type of device. Here |I'mopining about if the
specific product basically infringes or perforns

the 1D, that the Falcon Platformpracticed 1D
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Q (By M. Hart) So 1D recites
transmtting to one or nore conputer systens
other than the first conputer system

What are those one or nore conputer
systens other than the first conputer systemin
your infringenent anal ysis?

MR. PETERS. (Object to form asked
and answer ed.

A | think I answered that question. |
believe that it's pretty obvious that this
Information is shared, and the Falcon Platform
transmts to other conputer systens' indicators
the clainmed information identified on one or nore
of the activity source targets, associations to
protect ourselves, neaning to prevent future
attacks to other conputer systens associated wth
the identified sources, targets and associ ati ons.

That's part of what | cite, and that's
part of what is part of the Exhibit 2015 and
2051.

Q In this paragraph referring to
I ndi cators, the center of paragraph 103 in your
decl aration you state, These materials indicate
that the Falcon Platformtransmts to other

conputer systens indicators.
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Are the other conputer systens not part of
the Falcon Platform based on your understandi ng?

A Again, |'mreading paragraph from
2016, sorry, 2015, and I"'mbringing it up. | see
the platformis consisted, or at least it says
here, The applications are consisted from Fal con
Host, Falcon intelligence, Falcon DNS, Fal con
emai | .

| see that it says clearly that,
identifies malware and provides attribution of
the attackers, detects zero-day threats, and
prevents damage fromtargeted attacks. And then
It says also as the fourth bullet, Shares
i nformati on across an entire comunity of
| i ke-m nded trusted defenders.

Q Are those |ike-m nded trusted
def enders not part of the Falcon Platform
according to your analysis?

A It doesn't specify, sir. It can be or
It cannot be. | don't know. There's no
l[imtation here.

Q Well, you' ve analyzed a limtation
that recites transmtting to one or nore conputer

systens other than the first conputer system And

|"'mtrying -- I"'mtrying to figure out based on
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your understanding of the Fal con Pl atform where
that transm ssion occurs between what entities.

It looks like in this paragraph you have
stated, Materials are transmtted froma Fal con
Platformto other conputer systens. | want to
know what those other conputer systens are and
whet her they are external to the Falcon Platform

MR, PETERS.: (Object to form asked
and answer ed.

A These materials indicate that the
Fal con Pl atform shares information to ot her
conputer systemindicators. | did not claimthat
t hese conputer systens are within the Fal con
Pl atf orm or not, because that's not specified in
2016 and 2051.

Q (By M. Hart) So you have fornmed no
opi nion as to whether the other conputer systens
mapped in your infringenent analysis are part of
the Falcon claim

Do | understand your testinony correctly?

A | believe ny testinony and the
declaration is pretty clear. | have identified
the infringenent of 1D by identifying
transm ssions to one or nore conputer systens

associated with one or nore of the activities
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sources, activities targets and associ ations. |
do not quantify where these conputers are | ocat ed.

Q | "' m not asking for physical |ocations.
|"mjust trying to understand the nature of your
anal ysi s and your understandi ng of the Fal con
Platform so |I'mgoing to ask that same question
again.

When you state, These materials indicate
that the Falcon Platformtransmts to other
conputer systens indicators, have you assessed
whet her those ot her conputer systens are part of
the Falcon Platformor not?

MR, PETERS. (bject to form asked
and answer ed.

A | did not get enough information to
make a determ nation. M focus was if the Fal con
Platformwas -- is basically was perform ng or
practiced 1D, and that's what | perfornmed here as
a task.

Q (By M. Hart) Limtation 1C recites,
Storing in the nenory a data structure that
identifies the active sources, the activity
targets and the associations for the plurality of
activities.

Do you see that, Dr. Stavrou?
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A | do, sir.

Q Where have you identified the recited
data structure in the Fal con Pl atfornf

A | explain in paragraph 102 of ny
decl arati on.

The Fal con Platform material s describe
storing in the nenory of data structure recited
in 1C. | give an exanple. For exanple,

Exhi bit 2017 descri bes that Fal con sensors
capture over 100 security-related events

i ncluding things |ike process creation, drivers
bei ng | oaded, registry nodifications, et cetera.

That paragraph explains that we need nore
than just this. W need the context as well.

The Falcon Platformis a situational nodel that
keeps track of all the relationships and contexts
between all of these different processes in a

gr aph dat abase.

Q You first reference that the Fal con
sensor captures over 100 security-related events.

Do you know what specific information is
captured by the sensor about these events?

A Only to the extent that is recited and
mentioned in Exhibit 2017, which | put in ny

decl ar ati on.
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Q VWhat specific information i s captured
by the sensor about these events?

A | believe | just answered that
guestion. It says including things |ike process
creation, drivers being | oaded, registry
nodi fication, et cetera.

Q Those are events. Correct?

A | apol ogi ze. You cut ne off. Please
tell nme.

Q | defer to you. So please go ahead
and finish the answer that | interrupted.

A | want to say that | can bring up --
Exhi bit 2017 is a video, which wll make it
difficult for us to scroll through. But it
further explains that we need nore than just the
data. We need the context as well.

It tal ks about all the relationships and
contexts between all these different processes in
a graph database. To ne, in order for you to be
able to keep track of relationships and contexts,
we need to have the full picture of processes,
whi ch neans that basically it keeps a | ot of
I nformati on about the processes, which naps
directly to activity sources, activity targets

and associ ati ons, because these rel ationships are
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I ndi cative of associations and rel ationshi ps and
contexts between nodes, assumi ng that basically
the draft data identifies sources and targets,
because it's being -- it's being basically --
that's what it says.

Q | want to make sure | understand your
testi nony.

You're testifying that because the data
capture allows the systemto create this graph
dat abase, the data captured nust at |east include
activity sources, activity targets and the
associations for the activities. |Is that right?

MR, PETERS: (Object to form

A Again, | think that I'mnot relying on
that. The docunent itself basically nentions --
the exhibit itself nentions process creation,
drivers being | oaded, registry notifications, et
cet er a.

My decl aration further and ny opinions
further are enforced by the fact that it says
further down that the Falcon Platformhas a
situational nodel that keeps track of all the
rel ati onshi ps and contexts between all these
different processes in a graph database.

To me, that's an indication that in order
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for you to be able to keep all these different
processes and the rel ationshi ps and contexts, you
need information that will allow you to use that
graph database. And that source of materials
fromthe Falcon Platformis from 1C.

MR. HART: W' ve been goi ng about

an hour. Wy don't we take a quick ten-mnute

br eak.
(Recess.)
Q (By M. Hart) Wl cone back,
Dr. Stavrou. |'mgoing to share ny screen so

Saundra has an easier tinme follow ng the
conversation here.

W were, before we broke, we were
di scussi ng your analysis of the Falcon Platform
materials relevant to limtation 1Cin Caim1l of
the '872 patent.

Do you recall that?

A Yes, sir.

Q Ckay. You referenced a graph dat abase
that is described in the Falcon Platform
materials. In this paragraph 102 that we see on
the screen in your declaration you state, The
rel ati onshi ps and contexts correspond to the

recited associ ati ons between sources and targets.
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Further, storing the data in a graph database
identifies the sources and targets, e.g. the nodes
in the graph, and the associations, e.g. the

rel ati onshi ps and contexts between nodes.

Do you see that, Dr. Stavrou?

A | do, sir.

Q Have you seen the underlying data used
to generate these graph databases in the Fal con
Pl at f or n?

A Not beyond extent that is described in
Exhi bit 2017.

Q And have you provided the |evel of
detail Exhibit 2017 describes here in your
decl aration?

MR, PETERS. (Object to form

A | believe so.

Q (By M. Hart) So beyond the detail
descri bed in your declaration, you have not seen
any other |ower-|level detail as to how that data
I's connected by the Falcon Platform allowng it
to create a graph database that you're discussing
here?

A The extent of ny opinionis l[imted by

the exhibits that are |isted here.

Q Ckay. It's your opinion that because
(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
www.lexitaslegal.com Nevada Registration #116F - California Firm Registration #179

IPR2025-00070
CrowdStrike EX1034 Page 45




© 00 N oo o b~ w N B

N N NN NN B B R R R R R R R
o A W N P O © 0 N O U0 M W N B O

Angelos Stavrou, Ph.D.
March 11, 2026

Page 46

the Fal con Pl atform system can generate this graph
dat abase, that it nmust be storing data identifying
activities sources, activities targets and the
associations for the activities. Correct?

MR. PETERS. (Object to form
m schar acteri zes.

A That's not exactly what |'mclaimng
here. Also | want to point you out that in a
previ ous section of my declaration paragraph, the
Fal con Platformsays that it tracks all hosts, all
execution at all tines.

So this is not just from-- | nean, when
|"mtal king here, |I'mtalking about all the
exhibits that | have provided in ny declaration
I n support of this argunent.

Here 1'm highlighting 2017, but my opinion
Is informed based on nore than one exhibit.

Q (By M. Hart) In limtation 1C,
storing in the nenory a data structure that
identifies specific things, what does the word
"structure" mandate in that limtation?

A | don't believe that | opine about
that in this specific section. | nean ...

Q How did you interpret the phrase "data

structure” in limtation 1C for purposes of
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assessing i nfringenent?
MR. PETERS: (Object to form

A | | ooked at the graph database and |
conpared -- and | asked the question, is the graph
dat abase a data structure? And the answer was
yes.

Q (By M. Hart) So the graph database
IS the data structure that you have nmapped in
your analysis. |Is that right?

A Yes, because it says storing -- |
clarify that further, storing the data in a graph
dat abase. I|dentifies the sources, targets,
associ ations, relationships. And the graph
dat abase can be considered a data structure.

Q Do you know how data is stored
representing the graph database in the Fal con
Pl at f or n?

A Again, my opinion is fornmed based on
all the exhibits that | have listed in ny
decl aration. Those exhibits point to tracking,
keeping track of all the relationships and
contexts between all these different processes in
a graph dat abase.

To the extent that this stores the

information that we need for 1C, neaning activity
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sources, activity targets and associations for
the plurality of activities, a graph database is
data structure.

Q What is a graph database?

A | believe that | explain that. | say,
Further, storing the data in a graph database
identifies the sources and targets, e.g. the nodes
of the graph, and the associations, e.g. the
rel ati onshi ps and contexts between nodes. And
again, | point to Exhibit 2017 at 1:42 all the way
to 2:11.

Q In the art, what is your understandi ng
of the phrase "graph database"?

A | have explained that. The graph
dat abase identifies, it has nodes and letters, and
| mark those clearly to sources and targets, which
are considered the nodes in the graph, and their
associ ations, the relationshi ps and contexts
bet ween nodes.

Q That is a description of your
under st andi ng of the Fal con Pl atform graph
dat abase. |'m asking nore generally, what is a
graph database as that phrase is used in the art?

MR, PETERS. Object to form

scope.
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A | nmean, | believe that | respond to
that directly by mapping here what | perceive to
be the graph database for the specific product,
Fal con Pl atform

It has nodes and letters, and | mark those
clearly to sources and targets, which are
consi dered the nodes in the graph, and their
associ ations, the relationships and contexts
bet ween nodes.

Q (By M. Hart) Were you famliar with
t he phrase "graph database" before you | ooked at
these Falcon Platform material s?

A O course.

Q And what is a graph database, separate
and apart fromthe Fal con Pl atfornf

MR, PETERS. Sane objections.

A A graph dat abase can take different
forms. It's a data structure, and it can take
different forns. Mapping here what | understand
to be the graph database in the Falcon Platform
specifically nodes that identify the source and
targets and their associations, relationship and
contexts between the nodes.

Q (By M. Hart) What are the

characteristics of a graph database that
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di stinguish it from other databases, separate and
apart fromthe Fal con Pl atfornf
MR. PETERS:. (bject to scope.

A Again, it can take different forns.
And there would be different database products
that claimto be graph database.

Here | specifically explained how that
graph dat abase could | ook based on what |'ve seen
on the exhibits.

Q (By M. Hart) Are you able to
descri be characteristics that are common between
graph dat abases separate and apart fromthe
Fal con Pl atfornf

MR, PETERS. Sane objection.

A Agai n, the Fal con dat abase has evol ved
over tinme. And | would be remss if | don't bring
this up. It's very basic. And there is a set of
nodes and associ ati ons between them

Q (By M. Hart) And is the phrase
"graph database" referring just to the storage of
data, or is there a display conponent that cones
along wth a graph dat abase?

A | won't be able to tell you based on
what | see in front of ne.

Q Scrolling down to paragraph 103 in
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your decl aration, we covered this a bit earlier
but | want to revisit the discussion with
I ndi cat or s.

About hal fway down paragraph 103 you
state, These materials indicate that the Fal con
Platformtransmts to other conputer systens
i ndicators, the clainmed information identifying
one or nore of the activity sources, the activity
targets and the associations, to protect
oursel ves, neaning to prevent future attacks to
the other conputer systens associated with the
identified sources, targets and associ ati ons.

Do you see that?

A | do.

Q VWhat is the relationship between these
i ndi cators and the graph dat abase?

A | don't think that | opine about that
here, and that was not sonething that |
consi der ed.

Q Ckay. Have you seen any exanpl es of
these indicators you di scuss?

A | have seen what is being described in
Exhi bit 2015 and 2051 in the sense that it
di scusses certain indicators and tal ks about --

and again, | want to bring up 2015 if you don't
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mnd so | can point you.

Let nme see if | have it here. Do you mnd
if I share ny screen?

Q Go ahead.

A Thank you. All right, can you guys
see ny screen?

Q Yes.

A So based on the description of the
platformit says, Designed to continuously nonitor
share and mtigate the adversary's tactics,

t echni ques and procedures. That sentence al one
requires basically a lot of information.

CrowdStri ke Fal con provi des unnmat ched
real -tinme detection, attribution, flexible range
of response actions and intelligence
di ssem nation capabilities.

And based on the |list of bullets which I
will cite here, detects zero-day threats and
prevents damage fromtargeted attacks, identifies
mal war e, and provides attribution of the
attackers, provides a flexible range of responses
to raise the cost and risk to the adversary,
shares informati on across an entire community of
i ke-m nded trusted defenders, and then says

| everages a cl oud-based pl atform and a gl obal
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network of event-driven security sensors.

To ne, to be able to performthese
functions and basically |l ater on the benefits,
identify and protect agai nst danage from
determ ned attackers who are undetected by
exi sting passive defense sol utions.

It says, Understand who is attacking you,
why, and what they want to steal or danage.
That's a lot of information you need to extract.

And share and receive real-tine
intelligence on attacks relevant to your
I ndustries and sectors. | believe it says
sect ors.

To nme, this requires the sharing of a | ot
of information regarding the attack and basically
event data as it's -- the product states itself.
So while I have not seen an exanpl e because t hat
doesn't provide an exanple, it says that it can
actually pinpoint targeted attacks in real-tine.

And it says, This massive intelligence
repository is constantly m ned, and advanced
anal ytics are used to reveal insights that have
escaped existing sol utions.

| think it clearly indicates that -- it

clearly indicates that there's a | ot of
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i nformati on being shared and received in
real-time by relevant -- basically not only just
attacks, on attacks, but relevant to industries
and sectors.

And it says, No on-prem ses equi pnment
needed, reducing the overall total cost of
owner shi p.

But the section that is inportant is that
it basically identifies a |lot of information.

And that is from endpoints.

And again, let ne swtch to 2016, which is
rel evant because again it tal ks about the Fal con
Platform It tal ks about all execution on all --
tracks all execution on all hosts at all tines.
To nme, being able to, in order to detect
sophi sticated attacks, you would need to transfer
a lot of informati on between hosts, as it says
her e.

And in fact, it talks about all hosts at
all times, all execution. So this here is very
br oad.

Q Right. 1'd like to shift gears a
little bit and turn next to the '872 patent
itself. I1'mgoing to refer to your discussion of

the '872 patent in your declaration, Exhibit 2031.
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Let nme share ny screen for Saundra.

So for paragraph 17 through 34 in your
decl aration, you sunmarize inportant aspects of
the '872 patent. |'mgoing to start at paragraph
20 with ny questioning. You see it in paragraph
20, The '872 patent shifted the focus of malware
detection fromthe network perineter to activity
occurring within a given conputer system

This shift, which is reflected throughout
the specification and in the clainms, see e.qg.
Caiml, which recites nonitoring activity on the
first conputer system represented a paradi gm
shift and serves as a key distinction between the
'872 patent and the prior art referenced in the
petition, including Capalik, as explained further
bel ow.

|'"d like to better understand your opinion
as to how the malware nonitoring differs between
the '872 patent and what Capal ik describes. So
to start, | want to lay a little foundati on.

You agree that both Capalik and the '872
patent utilize decoy systens. Correct?

A VWiile | would agree the detail is
here, so the way that they have been used,

exerci sed, nonitored is inportant.
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Q And I'mgetting there. | want to |ay
alittle foundation to nake sure we agree on the
basics, so we can get into the nore specifics as
to the di sagreenent.

So they both utilize decoy systens. You
woul d agree that both deploy virtual machines in
t hose decoy systens that are susceptible to
attack. R ght?

MR. PETERS. (bject to form

A Whil e there are sone nentions, there
are in many cases exanples as to how clains are
being listed in the specification as exanpl es
to -- that's about it.

| didn't see the requirenent in any of the
clainms, but please point ne if that's the case.

Q (By M. Hart) |I'mnot asking you
about the clains yet. |1'mjust |aying sone
ground -- laying a little foundation to nake sure
we're on the sane page as to the simlarities,
whi ch shoul d hel p the conversation focus in on
the differences that you have discussed in your
decl arati on.

You woul d agree that both Capalik and the
'872 patent nonitor attacks to decoy systens that

occur in virtual machines, wouldn't you?
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MR. PETERS: (bject to form

A | don't think that it is a realistic
view of what is happening. | would say it's not
accurate, in ny opinion.

| nmean, while there is nonitoring of
activity, the way it's perforned and the type of
howit's perfornmed is inportant.

Q (By M. Hart) Let's get to the
di ff erence.

You descri be a key distinction between the
'872 patent and the prior art reference in the
petition, including Capalik. Wat is that key
di stinction?

A | believe | have the restrictions that
| nmention later in ny declaration. |[|f you have --
| mean, | could point you to ny decl aration, but
there are plenty of places where |I show the
di fferences basically.

Q Let nme junp in here to clarify. |I'm
not asking -- |I'mnot suggesting that you have
identified one and only one distinction between
the prior art in the '872 patent. | read into the
record your discussion in paragraph 20 that
identifies an all eged paradi gmshift which you

contend serves as a key distinction between the
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'872 patent and Capali k.

What is the key distinction you're
alluding to in this paragraph?

A So there are nore than one, as | said,
key descriptions. And basically |I describe them
further down. |'m happy to point you to ny
decl aration and di scuss them

But basically they have to do nostly with
the way that the two patents here are conpletely
different clains. So they're related to clai ns.
So | would be remss if | just focus on one of
t hem

Q Well, this paragraph refers to one.
You identify a paradigmshift and an all eged key
di stinction.

What is the key distinction you're
referring to in this paragraph of your

decl arati on?

A So | can point you to, for exanple,
this is an exanple, so | don't want to -- | don't
want to nmake it -- | nean, again, this was a

phrase that | use here, but there are nore than
one distinctions.
So I"'mgoing to point you, if you go to

page 43 where, it talks about Claim2. |[|f you go
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to paragraph 67, Claim2 recites nonitoring of
all activity on the first conputer system where
the first conputer systemis the system on which
unaut hori zed activities are being identified.

As described above, Capalik nonitors only
activity associated with a network connecti on
t hrough a socket and only after an attacker
connects to the decoy. And | have a reference to
Capal i k 0027, 0049, 0059 of Capali k.

It does not nonitor all activity across
t he decoy conputer, including the processing
nmodul e 508, which has its own operating system
and perforns substantial work, such as storing
attack information, creating signatures and
transmtting signatures to the I1DS/IPS.

Again, this is from Capalik 0051 to 0052.
CrowdStri ke does not identify any disclosure in
Capal i k of any nonitoring of that processing
modul e. To the contrary, the processing 508 is
nmerely a trust part of the decoy and not
nmoni tored by the introspection of the nodul e.

Capal i k 0051, processing nodule is part of
a secure and separate adm nistrative network from

the introspection nodul e.

And | go to -- | have a lot nore. And I
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go 69 if you don't mnd, where | contrast it,
since you want the contrast. By contrast, the
'872 patent explicitly discloses nonitoring
various types of internal activities, such as
file nodifications, user actions, instructions or
processes, threads, data streans and socket
connecti ons.

And | have a reference to '872 patent,
15:41 all the way to 47. And it's illustrated in
Fi gures 4A through 4D. And the system can det ect
unaut hori zed activity in files X and Y.

There is a |lot of detail here. | can go
on, recite ny declaration if you like. But one
of the key differences is what | just describe.

Q Goi ng back to paragraph 67 that you
read into the record you state, As discussed
above, Capalik nonitors only activity associ at ed
wi th a network connection through a socket and
only after an attacker connects to the decoy.

Are you suggesting that Capalik's
monitoring is limted to data passing through the
socket ?

A | explicitly -- that's incorrect,
first of all. Let's start with that.

Capal ik nmonitors activity associated with
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net wor k connection through a socket and only
after an attacker connects to the decoy. That is
my statenent, and | stand by it.

Q So Capal ik does nonitor the attack as
it runs on the virtual machine. Correct?

A Yes, to the extent that the sensors
provide information about this attack, |ike
what ever is collected by CapaliKk.

Q Does Capal ik nmonitor activities as
they run on the virtual machi ne?

A VWhat are you referring to? Can you
rephrase that statenent?

Q You state, Capalik nonitors only
activity associated with a network connecti on
t hrough a socket and only after an attacker
connects to the decoy.

So once an attacker connects through
the -- to the decoy through a socket, does
Capal ik nmonitor the attack-related activities
running on the virtual machine?

A That is correct. The attack
activities, that's correct.

Q And hel p nme understand, how is that

different fromwhat the '872 patent nonitors?

A | believe | state that very clearly on
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paragraph 69. | say -- and you can go there. By
contrast, the '872 patent explicitly discl oses
nmoni toring various types of internal activity,
such as file nodifications, user actions,

I nstructions or processes, threads, data streans
and socket connections, as described in patent
'872, 15:41 to 47, also illustrated in Figures 4A
t hr ough 4D.

The system can detect unauthorized
activities in files X and Y, propagate that
activity to process A and B, and only later
identify a socket and incom ng packet stream as
affected by unauthorized activity. Again, it's
patent '872, colum 12, lines two through 26.

These internal events can be detected and
nodel ed even before any suspici ous network
activity is recognized. A person of ordinary
skill woul d have understood such a solution to be
fundanmentally different fromthe nonitoring
described in Capalik, which is based on
monitoring data that flows through a socket.

Q You agree that Capalik nonitors
Internal activities of an attack. Correct?

A You have to explain to ne what you

mean by internal activities of an attack.
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Q Par agraph 69 you state, The '872
patent explicitly discloses nonitoring various
types of internal activity, such as file
nmodi fi cations, user actions, instructions or
processes, threads, data streans and socket
connecti ons.

Does Capal i k nonitor those types of
Internal activities?

A Capalik is nonitoring only activities
as in relation to a network connection from an
attacker.

Here | think you are m staking the type of
internal activities that I['mreferring to, which
are very clear in ny declaration, talking about
file nodifications that are not necessarily --
they are not necessarily because of socket
creation or incom ng network, network
connecti ons.

| state that, These internal events can be
detected and nodel ed even before any suspici ous
network activity is recognized.

Q | understand that you are drawi ng a
di stinction between triggering events that cause
the nonitoring to occur, and | want to | ook

specifically at the types of nonitoring that is
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occurring.

You agree wwth ne that in both the '872
patent and in Capalik, the systens are nonitoring
the internal activities running on a virtual
machi ne as part of an attack. Correct?

A | di sagr ee.

Q And why don't you agree with that?

A | will explain why. | disagree
because the scope is very limted. In one case
you are relying -- and actually if you can bring
up Capali k.

| want to be very clear. Capalik 0049, if
you have it. If you don't have it, | can bring
It up.

Q | can share Capali k.

A | apol ogi ze. | just want to be
preci se.

Q | appreciate the precision. Capalik

I's on the screen.

|s there a particular place in Capalik you
would like me to scroll?

A Yes, sir. If you can go to 0049.

Q 0049 is currently on the screen.

A So it starts by saying, Wen an

attacker connects to a network port and begins
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interacting wwth a virtualized decoy operating
system 512, the introspection nodule 538 nonitors
and captures information fromthe connection,

i ncl udi ng port nunbers, data streans, file

upl oads, keystrokes, ASCI| or binary files,
mal i ci ous payl oads, nenory nmani pul ati on attenpts,
and any other data transfers or malicious
attenpts.

This is clearly predicated by a network
connection by the attacker. That is not the sane
as to say that the virtual nmachine is nonitored
all the tinme for activity that does not --
necessarily an attacker activity is not
necessarily attributed or started or instigated
or triggered by a network connecti on.

Q So once the triggering event occurs in
Capalik with an attack entering the port and
attacking the virtual nmachine, Capalik is
moni toring activity subsequent to that as they
occur in the virtual machine. Correct?

MR. PETERS: (Object to form

A Again, | would say that | read 0049.
That is what it says here. There is an
I ntrospection nodul e 558 that captures

I ntrospection, that information.
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To the extent that this information is
captured by the introspection nodule, then yes,
that information is gonna be avail abl e.

Q (By M. Hart) Is the introspection
nodul e in Capalik nonitoring activities as they
occur on the virtual nmachine?

A | believe so.

Q Let's go back to your description of
the '872 patent. Let me switch ny screen share
her e.

| n paragraph 21 you state that, The '872
patent discloses and clains techniques for
i dentifying unauthorized activities by nonitoring
and identifying associ ati ons between activity
sources and activity targets w thout using
predeterm ned fingerprints, and in turn, using
the collected data to generate fingerprints of
zer o-day attacks.

On the next page in the sanme paragraph
that | have up on the screen, you note that, The
system conti nuously observes activity occurring
I nside the endpoint, enabling the identification

of malicious behaviors undetected by prior

syst ens.
I n support of that, you cite the '872
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patent, column ten, lines eight through ten,

whi ch states, In sone enbodi nents, the

I ntrospection nodule nonitors all activity, e.g.
systemcalls, library calls, kernel calls, et
cetera, on virtualized decoy operating system
112.

s it your opinion that the introspection
nodule in the '872 patent nonitors and identifies
associ ati ons between activity sources and
activity targets consistent wwth the clains of
the '872 patent?

MR. PETERS: (Object to form

A Again, | believe that it's clear there
It says in sone enbodinents. It's just an exanple
as an exenplar that states that introspection
monitors all activity.

Q (By M. Hart) There are a nunber of
pl aces in your analysis where you identify
certain enbodi nents that you contend fall outside
the scope of the claimand certain enbodi nents
that you contend are consistent with the clains.

For exanpl e, you di scuss sendi ng
fingerprints to an I DS/ I PS versus sendi ng
fingerprints to an endpoi nt devi ce.

Do you recall that discussion?
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MR. PETERS: (bject to form

A | would like to see what exactly is it
that you are pointing to.

Q (By M. Hart) Let ne -- | am not
asking you about the IPS/IDS right now So what
| want to nmake sure | do right nowis nake sure
under stand what teachings in the '872 patent you
bel i eve are consistent with the '872 clai s.

And so when we're tal king about the
cl ai med process of nonitoring and identifying
associ ati ons between activity sources and
activity targets, w thout using predeterm ned
fingerprints, is it your understandi ng that the
I ntrospection nodul e operation is one exanple
that is consistent wwth the clai mprocess of
i dentifying an unauthorized activities by
nmonitoring and identifying associ ati ons between
activity associations and activity targets?

MR. PETERS: (Object to form

A | would say it is consistent, yes.

Q (By M. Hart) Okay, very good. Let's
go to the '872 patent itself, which is
Exhi bit 1001 in this proceeding. |I'mgoing to
scroll down to paragraph -- I'msorry, colum six

toward the end and the top of colum seven.
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Colum six, line -- starting at |line 58
states, The introspection nodule is configured to
exam ne the nmenory assigned to virtualized decoy
operating systens 112 in order to acquire
| ow- | evel data about the interaction between the
decoy operating systens 112 and attack activity.

Do you see that?

A | amsure. |It's too small for ne.
Can you --

Q Yes, | can. And obviously feel free
to use your own. |'mputting this on the screen
for Saundra's benefit nostly.

"Il read that again. The introspection
nodul e is configured to exam ne the nenory
assigned to virtualized decoy operating systens
112 in order to acquire | owlevel data about the
i nteraction between the decoy operating systens
112 and attack activity.

Do you see that?

A | do.

Q Ckay. Then 23, we go to the bottom of
t hat paragraph, which fl ows over to col um seven,
the second to | ast sentence here. In this manner,
the introspection nodul e exam nes the contents of

the nenory segnents of the virtualized decoy
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operating systens 112 in an instrunented context
that generates and retrieves forensic data or
fingerprint.

Do you see that?

A Yes.

Q s this forensic data produced by the
I ntrospection nodule consistent with the activity
sources, activity targets and the associ ations
bet ween the sources and targets that are
referenced in the '872 patent clains?

MR PETERS. Qbject to form

A | don't see any nention. | cannot
based on this text. It doesn't seemthere is a
contradi ction.

Q (By M. Hart) It does not seemlike
there is a contradiction? D d | hear you
correctly?

A Yes.

Q This forensic data that is generated
by the introspection nodule, if | scroll down and
take a look at Caim1l1 of the '872 patent, which
refers to a data structure that identifies the
activity sources, the activity targets and the
associations for the plurality of activities, is

the forensic data produced by the introspection
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nodul e sufficient to teach this data structure?
MR. PETERS: (Object to form

A Again, | think the question is very
generic, but I would say that the information that
you need to create the data structure m ght be
present, but the formation, storage and
identification of the specific elenents of data
activity sources and activity target and
associ ations have to be present and clearly
delineated and stored in nenory for a data
structure to happen.

Q (By M. Hart) So your opinion is that
the data structure required Caim1l uses the
forensic data created by the or generated by the
I ntrospection nodule, but then organizes it in a
different way. |Is that right?

A | believe it requires -- it mght
require additional steps, |ike processing,

I nference, a forensic information. Al forensic
I nformati on by nature can be very big and al so
m ght require additional processing.

| woul dn't know, because again this is
sonething that's not described. But | would say
that while the information m ght be present in a

forensic | og, how you organize it, present it
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and, you know, structure data structuring where
you store it, here identifying activity sources,
activity targets and associ ations, is what
separates it fromthe forensics data.

Q kay. So the claimdata structure
differs fromthe forensic data in how the data is
organi zed and presented. |Is that right?

MR. PETERS: (Object to form

A Not exactly true. Again, it's
I nportant that we understand that there is no
cl ear description here how you pass fromthe
forensic data to the -- there is no clear
expl anation on how the data structure -- there is
clear requirenent that there is a data structure
that identifies the activity sources, activity
targets and associ ations, which can be derived on
this case by the forensic information.

But how the data is anal yzed, processed to
reach the point of creating that data structure
that has that information inside is not sonething
that is -- | would have understood that this is
feasible, but it's not clearly delineated as far
as | can tell.

Q So the '872 patent does not descri be

how you transition fromforensic data to the claim
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data structure. |Is that right?
MR. PETERS: (Object to form

A | didn't say that.

Q (By M. Hart) Ckay.

A | think that -- | think that is
described -- it's not described in the -- in
detail, but it shows that basically that

information is used to formthe data structure.
MR. HART: My apol ogies. W' ve
not been going quite an hour, but | could use a
qui ck break. |s everybody okay wth another ten
m nut es?
(Recess.)
Q (By M. Hart) Wl cone back,
Dr. Stavrou. Wen we broke, we were discussing
the forensic data generated by the introspection
nodule in the '872 patent. | want to take you to
a discussion of that forensic data in the
I ntrospection nodule in the '872 patent at colum
ten. You should see ny screen share. |'ve
hi ghl i ghted the portion I'mgoing to read in.
Colum ten, starting at line 30, The '872
patent states, In use, the introspection nodul e
captures through the introspection raw attack

information. The raw attack information i s then
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communi cated to and stored on the database server
128 as forensic data 236 for |ater analysis.

The fingerprint generation engine 130 or
the trace anal yzer 226 then uses this raw
forensic information 236 to generate a signature
of the attack.

Do you see that, Dr. Stavrou?

A | do, sir.

Q So the introspection nodul e produces
raw forensic data reflecting attack activities.
Correct?

A In this specific portion of the
patent, that's what it says, yes.

Q And then that raw forensic data is
used to create a signature of the attack. Right?

A | believe it also says that it's
communi cated to and stored on the database server
128.

Q Was there a "yes and" in your answer?

A Yes and, yes.

Q Let's go down to the claim so | can
better understand how these disclosures tie into
the clainmed invention.

In Caim1l1l that | have here on the screen,

there is a nethod step, storing in the nenory a
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data structure that identifies the activity
sources, the activity targets and the
associations for the plurality of activities.

And then in Cdaim3 it recites, Further
conprising creating fromthe stored information a
fingerprint indicative of the activity on the
first computer system

Do you see that, Dr. Stavrou?

A | do, sir.

Q |s the data structure recited in
Caim1l consistent with that raw forensic data
generated by the introspection nodul e?

MR, PETERS: (Object to form

A For that | would |ike to point you to
par agraph 60 of ny declaration. |If you can bring
it up, that would be hel pful.

Q (By M. Hart) Al right, paragraph 60
fromyour declaration is on the shared screen.

A So |'m saying here that, The '872
patent stands in sharp contrast, as it expressly
describes and illustrates data structures,

I ncluding Figures 5A to 5C, that identify for each
of the plurality of activities, their sources,
their targets, and the associ ations between them

The '872 patent in 12, colum 12, line 45
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to 48, there is a lot of references there,

i ncluding Figures 3Ato 3C and 4A to 4E and 5A to
5C. In other words, for each activity or event,
the data structure nust identify a source,

target, associations between the source and
target.

Capal i k provi des no conparabl e di scl osure.
CrowdStri ke does not provide any rationale for
addi ng such structure to Capalik's network-based
si gnat ur e-generati on approach.

While there are sone excerpts in the
patent that focus on different elenents of the
patent, the patent clearly illustrates data
structure.

And if we go back to the patent, if you go
to Figure 5A -- and | apol ogi ze about swappi ng,
but unfortunately this is our references fromthe
patent -- 5A yes, here you go, you can see here
that there is a clear data structure that says,
Status, frequency, global tinestanp.

It's an exanple, of course, but this is
basically what it | ooks like. And of course, if
you continue, | nean, it delineates what these

are further down, Figures 5B and 5C.

Q s it your understanding that the
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claimed data structure nust store sources, targets
and associ ations, as depicted in these figures?
MR, PETERS. (Object to form

A They can. These are exenpl ars, which
shoul d not be taken as the only nmechanism They
are just exanples. And in these exanples, |
believe all these el enents are displayed.

But they are not the only ways that this
i nformati on can be displayed. [It's just an
exanpl e.

Q (By M. Hart) How el se m ght
i ndi vidual data itens be stored to satisfy the
claimdata structure if not in the way depicted
in these figures?

MR, PETERS. (Object to form calls
for specul ation.

A Again, | nmean, | was not asked to
opi ne about all the possibilities that data can be
put in a data structure. And that's basically
sonet hing | have not contenpl at ed.

But | have an exanple in front of ne that
shows that, which nmakes it conpletely different
than forensic data | ook, which m ght or m ght not
have i nformation di spl ayed here immedi ately. It

m ght require post-processing.
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In fact, in Capalik, the forensic |oad
data are not -- are never clearly described.

Q (By M. Hart) So your testinony is
that the claimdata structure does not
necessarily require storing data as depicted in
these figures, but it does require organizing
data beyond just the raw forensic data produced
by the introspection nodule. |Is that right?

MR. PETERS. (bject to form

A Again, I'mnot entirely sure. Your
question is a little bit m sl eadi ng, because |
expl ain that these just an exanple.

| believe the claimis pretty clear about
what it requires. It requires basically to store
in menory a data structure that identifies the
activity sources, the activity targets and their
associations for the variety of activities.

Q (By M. Hart) Let's just focus on the
second hal f of ny questi on.

s it your testinony that the clained data
structure requires sonething beyond the raw

forensic data produced by the introspection

nodul e?
A Once it's beyond in terns of data
processing -- | nean, beyond is not clearly
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defined, in what sense you nean beyond.

Q |s the raw forensic data produced by
the introspection nodule sufficient to satisfy the
cl ai med data structure?

A Clearly the information -- the
information for the raw forensic data i s not
usually -- logs are not usually organized in the
formof a data structure that clearly delineates
activity sources, activity targets and
associations for a variety of activities.

And | didn't see any nention of that in
Capal i k.

Q And this is the understanding |'m
trying to get to.

It's your understanding that if you take
raw forensi c data produced by the introspection
nodul e as described in the '872 patent, that
woul d not necessarily be organized in a way that
woul d satisfy the clained data structure.

Do | have that right?

A | think again you m sunderstand. |
t hi nk that naybe the elenents to create the data
structure information is probably -- could
potentially be present. And we can | ook at an

exanpl e of how this information should be stored
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in menory as part of the claim

| don't see -- | nean, the information
produced is part of the description of the
packet, which nakes it consistent. | don't see
any inconsi stencies here.

Q There's a difference between
consi stent and sufficient when it cones to
aligning the specification wwth the clains. |I'm
trying to get to sufficient.

If we -- if we |look at the introspection
nmodul e and the forensic data that it produces, |
bel i eve you have already testified unanbi guously
that that forensic data is consistent with the
clained invention. [|I'mtrying to get to whether
it is sufficient to satisfy the clained data
structure.

A So again, | believe that | answered
t hat questi on.

First of all, and just to be clear, it
doesn't nention any organi zation of any forensic
data. So the presentation identifies sources,
targets and associations is necessary, and |
believe the '872 patent is nmaking it clear by
provi ding figures and expressly describes and

illustrates date structures, including Figures 5A

(888) 893-3767 Lexitas operates in all 50 states and is licensed where required LEXITAS
www.lexitaslegal.com Nevada Registration #116F - California Firm Registration #179

IPR2025-00070
CrowdStrike EX1034 Page 80




© 00 N oo o b~ w N B

N N NN NN B B R R R R R R R
o A W N P O © 0 N O U0 M W N B O

Angelos Stavrou, Ph.D.
March 11, 2026 Page 81

to 5C that identify for each of the variety of
activities their sources, their targets and their
associ ati ons between them

And the patent '872, patent columm 45 to
48, Figures 3Ato 3C, Figures 4A to 4E and 5A to
5C all indicate that. So while there's
description of what is in data, this data
organi zed as a data structure is clear invention
by the patent.

Q The organi zed data is the invention of
t he patent.

| s that what your testinony was just then?

MR, PETERS: (Object to form

A Again, | think you are
m scharacterizing what |'mjust suggesting. No.
| nmean, to satisfy -- you are asking ne about
specific limtation 1C

And ny position there is Capalik does not
teach or suggest storing nenory data structure
that identifies the activity sources, the
activity targets and the associations for the
plurality of activities.

Q (By M. Hart) Again, |'m not

mentioning Capalik at all in this |line of

questions. I'mtrying to get to the bottom of
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what the '872 patent is teaching and what the
'872 patent is claimng, based on your
under st andi ng of the record here.

And as | understand your testinony, there
Is a difference between raw forensic data
produced by the introspection nodul e and
organi zed data reflecting the data structure as
recited in limtation 1C

Do | have that right?

MR. PETERS.: (Object to form

A Again, it's not enough. dCaimlC
requires data structure stored in nmenory that
basically identifies the activity sources,
activity targets and associ ati ons.

An exanple of that is in the specification
of the patent.

Q (By M. Hart) Let's go back to the
columm ten discussion in the '872 patent that we
covered earlier

So columm 10, description of the
I ntrospection nodule functionality that we read
earlier, starting at line 30 in colum ten, In
use, the introspection nodul e captures through
the introspection raw attack information. The

raw attack information is then comunicated to
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and stored on the database server 128 as forensic
data 236 for |ater analysis.

The fingerprint generation engine 130 or
the trace anal yzer 226 then uses this raw
forensic information 236 to generate a signature
of the attack.

Let nme go back to the clains here. In
Caim3 that we | ooked at earlier, creating a
fingerprint indicative of the activity on the
first conputer system is the signature of attack
that was described in colum 10 consistent with
the clainmed fingerprint indicative of the
activity on the first conputer systemin Caim 3?

MR PETERS. Qbject to form

A Again, | want to point you back to the
pat ent .

Q (By M. Hart) This is the patent.

Did you answer?

A No. | point you to the discussion
about the data structures, because | think you're
directing the attention fromdata structure.

| f you go to columm one, page one, colum
one of the patent, please. So the patent is
entitled System and Method for Identifying

Unaut hori zed Activities on a Conputer System
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Using a Data Structure Model. | nean, that's in
the title.

Now, it's nmentioned nmultiple tines in the
specification. You're pushing and you're reading
excerpts of a specification without actually
putting it in context.

| repeat that Figure SA illustrates an
exenpl ary data structure of an authorized
activity data, in accordance with sone
enbodi nents. And 5B is again an exenplary data
structure of fingerprint in accordance with sone
enbodi nents. 5C illustrates another exanple of
data structure of fingerprint in accordance with
enbodi nent s.

So you have it there, both for
unaut hori zed activity data and for fingerprint.
| don't have to guess because the patent already
explains it.

Q | don't have to guess because the
patent already explains it, I'"'mnot entirely sure
what you nean by that.

A | nmean the patent describes it. |If
you go again to columm three.

Q Yes.

A Pl ease go to colum three. |t says
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explicitly what figure 5A, 5B and 5C are. [|I'm
reading fromthe patent.

Here 5A il lustrates an exenplary data
structure of unauthorized activity data in
accordance wth sonme enbodi nents. 5B, Figure 5B,
illustrates an exenplary data structure of
fingerprint in accordance what sone enbodi nents.

Figure 5C illustrates another exenplary
data structure of fingerprint in accordance with
sone enbodi nents. It provi des exanpl es.

We can go to 5A, and I can wal k you
t hrough what it shows, in 5B and 5C. It's up to
you.

Q | would |ike you to answer ny
guestion, which relates to the discussion of a
signature of the attack generated fromthe
forensic data produced by the introspection
nodul e.

| s the signature of the attack descri bed
in the '872 patent consistent with the
fingerprint clainmed in Caim3?

MR, PETERS. (Object to form

Q (By M. Hart) O is that an

enbodi nent that falls outside the scope of these

cl ai ns?
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MR. PETERS. (bjection.

A Again, | would point you further down
in the sane colum. It says, In sone enbodi nents,
the fingerprint generation engine 130 or the trace
anal yzer 226 uses the raw attack information to
generate a signature of the attack, w thout
storing the raw attack information in data
storage, data server.

It should be appreciated that although the
signature of the attack may be used to generate
an attack signature suitable for use in security
applications, the signature of the attack is
di stinct fromthe attack signature.

The signature, also called a fingerprint,
may be used for providing detailed forensic
anal ysis of the character and nature of the
attack or the nature of the attack and its i npact
on the operating system which can be used as the
basis for generating triggers.

Such triggers may be used to deny
mal i ci ous systemor library calls on the decoy
operating system 112. And it goes on.

So | think that this is clear there what
it does.

Q | wsh it were. |I|s the signature of
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the attack or the attack signature, which this
par agraph di sti ngui shes, which one of those is
consistent with the clained invention that recites
a fingerprint?
MR. PETERS: (Object to form

Q (By M. Hart) The signature of the

attack or the attack signature?
MR. PETERS: (Object to form

A Again, | think that I'"'mnot sure if we
are reading the sane thing.

| believe that here we have the
information is stored in a formin the data, in
this data format, that allows you basically to
extract signatures. | nean, the data structure
aids in that, in that, in that.

But the data structure contains
i nformati on or sone of the information --
actually it contains the information to create
the signature. But also basically again -- I'm
not understandi ng your question, sir.

Q Sure. So the paragraph you read into
the record says, It should be appreciated that
al though the signature of the attack may be used
to generate an attack signature suitable for use

in security applications e.g. IPS, AV, et cetera,
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the signature of the attack is distinct fromthe
attack signature.

Wi ch of those, if either, between the
signature of the attack and the attack signature
Is consistent wwth the clained invention?

MR. PETERS: (Object to form

A | believe both of them because of the
information -- the information you can derive both
of them based on that information.

Q (By M. Hart) And are they both
potentially consistent with the fingerprint
recited in Caim3?

MR, PETERS: (Object to form

A | don't see any fingerprint in
G aim 3.

Q (By M. Hart) Is it because | don't
have it on the screen?

A Yes, sir.

Q Ckay. Nowit's on the screen.
Caim3, creating fromthe stored information a
fingerprint indicative of the activity on the
first conputer system

A Yes. The fingerprint, it is
fingerprint of the activity is consistent,

correct.
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Q kay. So both the signature of the
attack and the attack signature referred to in
colum 10 are consistent with this fingerprint
I ndi cative of the active on the first conputer
system Correct?

MR. PETERS: (Object to form

A Again, there is no limtation that
prevents fromyou using that information to
construct either of those or both.

Q (By M. Hart) What -- what
information are you referring to in that answer?

A Again, the signature, | nean, what we
read in fromthe patent.

Q You said there is no limtation that
prevents you fromusing that information to
construct either of those or both. | need nore
specificity, | think. I'mjust not able to foll ow
t hat answer.

A So it tal ks about the stored
information, fromthe stored information. The
stored information is sufficient to create a
fingerprint indicative of the activity of the
first conputer system That's what |'m...

Q Ckay. So the forensic data includes

I nformation sufficient to generate a fingerprint
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I ndicative of the activity on the first conputer
syst enf?
MR, PETERS. (Object to form

A Again, you're tal king about forensic
information in abstract. Are you tal king about
the forensic information collected by the '872
patent as described in the introspection nodul e?

Q (By M. Hart) Yes.

A Yes.

Q Goi ng back to your earlier testinony
about putting that forensic data into the clained
data structure, is there any description of how
the system converts raw forensic data fromthe
I ntrospection nodule into a data structure that
satisfies the limtation 1C?

MR. PETERS: (Object to form
scope.

A A person of ordinary skill in the art
woul d have understood that given the information
presented in the specific forensic, it's not --
you have the information that is of the
I ntrospection nodule, and that information can be
organi zed and presented in the formrequired by
claim 1C

So that, of course, sonething that
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could -- a person of the ordinary skill in the
art woul d have understood at | east sonething that
can be done, because it's not -- it was not
difficult to convert or to transforminformation
fromone formw th processing or additional
algorithnms to another formand store it in nenory
as a data structure.

But that requires additional steps. |It's
not done autonmatically.

Q (By M. Hart) What is involved in
that process? 1Is it deleting information,
reorgani zing informati on, adding information, a
conbi nati on of those? Can you help ne understand
what's involved in going fromthat raw forensic
data, fromthe introspection nodule to sonething
that you would contend satisfies l[imtation 1C?

MR. PETERS. (Object to form calls
for specul ation.

A Again, | don't know. It would have
been a lot of things on inplenentation, on the
I ntrospection nodule, how the information is
stored, what type of information is stored and
when, if it's correlated with tinestanps or not.

There's a lot of information that | don't have

avai | abl e.
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But a person of the ordinary skill in the
art woul d have understood that this is, given the
description in the patent and the exanples and
exenplars, that this is sonething that can be
achi eved, because it's not a gap in -- there's no
gap.

This is a step that can be done, but it
requi res additional steps that given the
i npl ementati on of the systens coul d have been
per f or med.

Q (By M. Hart) So again, this is the
'872 patent standing alone. And I'm not asking
you to specul ate outside of the '872 patent.

Just based on what the '872 patent
descri bes, your testinony, as | understand it, is
that there would be a conversion or processing
between the raw forensic data and a data
structure that satisfies the limtation 1C. And
| want to understand exactly what's happening in
t hat process.

Does the patent give us any guidance as to
how we get fromraw forensic data to a data
structure that you contend is aligned with
limtation 1C?

A | explained that that's correct,
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because there is an exenplary of how the data
woul d be stored, because 5A to 5C describe that.
And they describe that for clearly a person of the
ordinary skill in the art would have had cl ear
exanpl e of how this would occur.

Q Does the patent provide an exenpl ar of
forensic data produced by the introspection
nodul e?

A | believe it does. It does. It
Illustrates activities. | believe absolutely if
you go -- one second. |If you go to Figure 3A
pl ease, in the patent.

And this is an exenplar, right? It shows
the attacker. It shows the source here. It
shows the association and the target. So soneone
who has observed that fromintrospection nodul e
woul d be able to convert that to the desired data
structure we discussed in 1C

And if you continue further, there are
nore exanples. You can go to Figure 3B and then
Fi gure 3C.

Q So we have Figure 3C on the screen
here, which depicts a virtual nachine 113-1 and a
sequence of events starting with attacker 302 that

creates a packet stream 304, that enters socket at
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step 306, creates a process A 308 and process A
generates two files, file X at 310 and file Y at
312.

Do you see all that?

A | do.

Q Are you -- is it your testinony that
this is information that is captured as raw
forensic data by the introspection nodul e?

A It's an exenplar of what could be
captured, yes.

Q Ckay. And so it tells us the sources,
the targets and the associations of all these
activities. Correct?

A It gives us an exanple. It doesn't
tell us all of them It gives an exanple. It's
an exenplar for a POSI TA to under st and.

You asked how to transl ate between data
I ntrospection nodule to an organi zed data
structure that contains that information
specifically.

Q | see. And so the data structure that
we see in, you know, Figures 5A, 5B or | guess 5A
specifically, your testinony is that that could
easily be created fromraw forensic data, such as

the data we see in Figure 3C?
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MR. PETERS: (bject to form

A Again, it's not automatic. It
requires an additional step. It has to be done by
design, and it requires, you know, soneone to
del i neate those elenents, identify themand store
them properly in the database, as an exanpl e of
whi ch we show in 5A. There are other exanples in
5B and 5C, | believe.

Q (By M. Hart) Let's switch gears a
bit back to your declaration. |[|'malready there.
Ckay.

From paragraph 61 to paragraph 66 in your
decl aration, you're discussing Petitioner's
theory that Capalik transmts activity
i nformation to other protected conputer systens,
which is required of the limtation 1D.

| want to ask a few questions about
paragraph 64 to 66. Here in paragraph 64, you
start out by stating, To the extent CrowdStri ke
i ntended to argue that a PCSI TA woul d have
understood the IDS to forward the signatures to
the protected network devices, | disagree?

As an initial matter, | note that
CrowdStri ke has not cited to any passage in

Capal i k suggesting such transm ssion nor any
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evidence that it happens. To the contrary, the
signature is sent to and stored in the |IDS/IPS

signature library, separate fromthe protected

net wor k devi ces.

And this is the kind of substantive
distinction | want to dig into here. You then
state, Capalik's attack signature is initiated by
network activity. In addition, it is derived
fromthe network data that traversed the socket,
such as keystrokes and upl oaded files, and is
intended to allow the IDS/IPS to match | ow | evel
| P packets in the future. It is for use by the
| DS, not by the protected devices.

s it your opinion that Capalik does not
generate attack information that endpoint devices
could use to prevent simlar attacks on
t hensel ves?

MR, PETERS. (Object to form

A | don't believe | say that.

Q (By M. Hart) Okay. Could you help
me understand --

A | say that --

Q Go ahead.

A No, pl ease go ahead.

Q

No, no, no. | interrupted you, and |
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told you at the beginning I wouldn't do it, and I
just did, so please go ahead.

A It's actually there. Capalik is
collecting informati on about the attack signature
that is initiated by a network activity as a
matter of principle. That's a huge distinction to
begin wth.

Again, the information that is basically
then collected is triggered by this network
activity and then collected as part of the decoy.
But that information does not necessarily capture
data that the host creates prior or any attacks
that do not necessarily correlate to an attack
signature initiated by network activity.

Q Capalik is nonitoring attack
activities as they occur on the virtual nmachine.
Correct?

MR, PETERS. (Object to form

A As a response to a network activity,
as an initial nmonitor of network activity, that is
correct, yes.

Q (By M. Hart) And Capalik is
generating attack information that describes the
attack activity occurring on virtual machine.

Correct?
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MR. PETERS: (bject to form

A Again, in the limted fashion where
Capal i k has collected that attack signature,
because of initiating network activity through a
socket, but that is correct.

Al so, information collected in Capalik is
for use for intrusion detection, not by the
protected device. And what | nean by that is it
does not have -- an inclusion detection system
does not necessarily have -- inclusion detection

system does not have and cannot test an attack

only because it -- | don't want to go down t hat
pat h, because | will have to go to ny
declaration. It's okay. Scratch that. I'm

sorry about that.

Q (By M. Hart) | would like to
understand -- I'mstill struggling to understand
the distinction between the attack information
generated by Capalik and its use to protect other
devi ces, and the attack information generated in
the '872 and the way it's used to protect other
devi ces.

A Absolutely. | can help you with that.

MR. PETERS: (Object to form

There's no question pendi ng.
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Q (By M. Hart) So going back to your
answer, you said, The information collected in
Capalik is for use for intrusion detection, not
by the protected device. What | nean by that is
It does not have an inclusion detection system
does not necessarily have -- inclusion detection
system does not have and cannot test an attack
only because it doesn't, and then you stopped.
don't want to go down that path because I'Il have

to go to ny declaration.

A Yeah. So | would scratch that because
it is an inconplete sentence. | apol ogi ze about
that. If you have any question, | will answer it.

Q | would |ike to understand why the

attack information that describes attack
activities running on a virtual machine in Capalik
coul d not be used by an endpoint device to avoid
damage fromsimlar activities.
MR. PETERS: (Object to form

A As a matter of principle, I did not
state that. | nean, | didn't say that it cannot
be used, just to be clear.

Q (By M. Hart) Ckay. So it could be

used - -
MR, PETERS. Can you |let him
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finish his answer?
MR HART: |If he's not done, go
ahead.

Q (By M. Hart) Go ahead, Dr. Stavrou.

A No, I'mnot done. What | neant to say
Is that there is activity information that occurs
prior or without a network attack being initiated
that is necessary -- that can be necessary for an
attack to be characterized.

And | can show you in the patent basically
how that | ooks |ike at the sane tinme the attack
signatures generated by Capalik are basically
intended to allow the intrusion prevention system
to mask | P packets in the future. |It's stated
clearly by Capalik in 004, 013, 022 and 055. It
is for use by the IDS, not by the protected
devi ces.

So again, and | wll repeat, Capalik's
attack signature is initiated by another
activity. In addition, it is derived fromthe
network data that traversed the socket, such as
keystrokes and upl oaded files, and is intended to
allowthe IDS/IPS to match | ow | evel | P packets
in the future.

That is what | neant, and | apol ogize if |
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did not explain properly before.

Q You' ve referred a nunber of tines
today to the triggering event being a key
di stinction between Capalik and the '872 patent,
and specifically to the nonitoring that occurs in
Capal ik, only nmonitoring activity that inmediately
follows an attack that enters into a port.

Do I -- do | understand your
interpretation of Capalik correctly, that
Capalik's nonitoring is limted to attack
activities that occur immedi ately after an attack
enters a port into the virtual machine?

A | amnot stating that Capalik is
stating that.

Q But that is your interpretation of
Capal i k' s teachi ngs?

A No. If you can bring up Capalik, I
will showit to you.

Q | want to make sure | am accurately
characterizing your description of Capalik.

Do | have it right?

A It's not a description of Capalik that
| make. |If you go to paragraph 49 of Capalik --
and | would like for the record to bring Capalik

up.
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Q |"mgoing to stop you because | think
we're m ssing each other. |'mnot disputing your

interpretation and asking you to support it with
express teachings in Capalik. [I'masking if |
have it correct that that is your understandi ng of
Capal i k' s teachi ngs.

MR. PETERS. (Object to form

A This is what | read from Capali k. He
mentions it in paragraph 49.

Q (By M. Hart) Is it your
interpretation of Capalik's teachings that its
attack activity nonitoring only occurs after an
attack has entered a port?

MR PETERS. bject to form Note
that M. Hart is refusing to open up Capalik
al t hough aski ng questions about Capalik and the
W t ness has Capalik --

MR. HART: Steven, the w tness has
Capalik in front of him He can reference
anything he would |ike to.

A |"mreferring to Capalik 0049. And |
can bring it up to share. It clears states, Wen
an attacker connects to a network port and begins
interacting wwth a virtualized decoy operating

system 512, the introspection nodule 538 nonitors
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and captures information fromthe connection,

I ncl udi ng port nunbers, data streans, file

upl oads, keystrokes, ASCI| or binary files,
mal i ci ous payl oads, nenory nani pul ati on attenpts,
and other data transfers or nmalicious attenpts.

And also if we go to the figure
describing, it says in Figure 2, start, wait for
I ncom ng intercept.

Q What is an intercept in the context of
Capal i k' s teachi ngs?

A | nmean, we can look it up. It says, A
network attack on the virtualized operating system
Is then intercepted by a virtual nachine-based
rootkit nodule running on the hypervisor operating
system That is in paragraph 0015.

And also 23 it says, Attack 10 is
noni t ored by decoy 100 that includes at | east one
nmoni tor/intercept nodule 30 nonitor/intercept
nodul e 30 conprises fully functioning decoy
operating system 32 that nonitors each of the
access ports for network 20.

There are plenty of references. | don't
think I have to be exhaustive.

Q Am | correct that you interpret

Capal i k's teachings to nonitor attack activity

IPR2025-00070
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only immedi ately followng an intercept in the

formof an attack entering a port to the virtual

machi ne?
MR. PETERS. (Object to form
A |"mgoing to read again from Capalik
0049. It clearly states that, Wen an attacker

connects to a network port and begins interacting
with a virtualized decoy operating system 512, the
I ntrospection nodul e 538 nonitors and captures
information fromthe connection. And it goes on
about what type of information it captures. |
don't have to specul ate.

Q (By M. Hart) I'mnot asking if
you' re speculating or not. |'masking for a yes
or no answer.

Am | clearly understandi ng your take on
Capal i k's teachi ngs, yes or no?

MR, PETERS. (bject to form asked
and answer ed.

MR. HART: It has not been
answered. Every tine | ask a question to nake
sure | understand his testinony, he just reads
| ong portions of the record. |It's unhelpful, and
it's obstructing ny ability to probe his opinions

in this case.
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MR. PETERS: You asked hi m about
Capal ik, and he's telling you what's in CapaliKk.
You're not entitled to a yes or no question just
because you said yes or no.

MR. HART: |'masking if |
understand -- if | correctly understand his
opinions. |It's unbelievable that I can't get a
yes or no answer to that.

Q (By M. Hart) Dr. Stavrou, can you
take ne to Caiml and explain to ne why this
portion that you keep readi ng from paragraph 49
i n Capalik distinguishes Capalik's process from
the clained invention in the '872 patent?

MR PETERS. njection,
argunentative and form

A | wll take you to ny declaration,
which is there. And you will see that basically I
say here paragraph 67, Claim?2 recites nonitoring
all activity on the first conputer system where
the first conputer systemis the system on which
unaut hori zed activities are being identified. As
di scussed above, Capalik nonitors only activity
associated with a network connection through a
socket and only after an attacker connects to the

decoy. And | point to Capalik 0027, 0049, 0059.
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It does not nonitor all activities --
activity across the decoy conputer, including in
processi ng nodul e 508, which has its own
operating system and perforns substantial work,
such as storing attack information, creating
signatures and transmtting signatures to the
| DS/ | PS.

|"mgoing to Capalik 0051 to 52.
CrowdStri ke does not identify any disclosure 234
Capal i k of any nonitoring of that processing
nodul e. To the contrary, the processi ng nodul e
508 is nerely a trust part of the decoy and not
noni tored by the introspection nodul e.

Capal i k 0051, and then Capali k assunes
that the nonitored systemis unconprom sed unti |
an attacker connects to a port and starts
interacting wwth the decoy. Any nonitoring in
Capalik is only triggered by such network
I ntrusion.

| believe | answered that in ny
decl arati on, your question.

Q (By M. Hart) My question was about
Caiml and you took me to a discussion of Caim

2.

A The discussion is pertinent to exactly
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what you asked.

Q | expressly asked you to explain how
this feature of Capalik is relevant to Caim1 of
the '872 patent.

Is it relevant to Caim1l1 of the '872
patent, or is it only relevant to Caim 2, which
requires nonitoring all activity?

A Agai n, the discussion that we had was
about Capalik abilities. You didn't ask nme about
Caiml before. And we can go to Claim1l and
di scuss Claim1.

Which of the limtations of daim1 would
you like nme to talk about? |'mhappy to talk
about them There are many |imtations that |
tal k about. Sone of themare relevant. Sone of
them are not.

Q My question was, Dr. Stavrou, can you
take ne to Caiml and explain to nme why this
portion that you keep reading from paragraph 49 in
Capal i k di stingui shes Capalik's process fromthe
claimed invention in the '872 patent?

The paragraph in -- the discussion in
par agraph 49 of Capalik, that the nonitoring
occurs only after the triggering event of an
attack comng in the port, is sonething you' ve
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referred to repeatedly today.

| would like to understand, is that a
rel evant distinction with regard to Caiml in
the '872 patent?

MR, PETERS. (Object to form

A Again, |I'm happy to answer that
guestion if you point nme in ny declaration where |
mentioned that, because | don't -- | don't see it
in ny declaration, and I want you to point ne
where is it.

Q (By M. Hart) I'masking. Is it --
iIs that characteristic of Capalik's process or
Capal i k's teachings relevant to Caim1?

A Let ne get to Claiml1, if you don't
m nd.

Q Sur e.

A Yes. If we goto Cdaiml, what's
clained is activities nonitoring activity on the
first conputer system So we can actually share.
| can share ny screen.

Now, to the extent that these activities
are nonitored after an attack while the decoy is
operating and what is the breadth of the
activities nonitored, it affects Caiml, but it

doesn't affect it basically -- it's just
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basically, that is not nentioned in Caiml.

Q |"msorry. Could you restate the end
of your answer if |I'mnot sure --

A We are nonitoring of all activity is
mentioned in daim2. It's not nentioned in
Claim1l1l. You are correct. But the activities
are -- identifying a plurality of activity being
perfornmed on the first conputer system the
breadth of these activities, |like what type of
activities they are and may not be perforned is
affected by if you don't have all of -- all
activity nonitored.

Like the trigger will affect it, but it
does not affect the claimas it states, Caiml.

Q So Caiml1l does not require nonitoring
all activities. Correct?

A It doesn't seem so, yes.

Q And C aim 1l does not exclude Capalik's
process that nonitors activities only after an
attack is received in the virtual machine. |Is
that also correct?

MR, PETERS. (Object to form

A It wouldn't be as conprehensive, but

it does not.

Q (By M. Hart) Ckay. This is a good
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breaking point. | don't think I'll have nore
than one nore session, but | knowit's one

o' cl ock where you guys are. So why don't we --
you want to break for a quick lunch, half an
hour ?

A We can power through if you think it's
not going to take you |ike two hours.

(Recess.)

Q (By M. Hart) Al right, wel cone
back, Dr. Stavrou. | want to get into the
cl ai med conputer system

" mgoing to take you back to the cl ains
in the '872 patent. Let ne show ny screen so
we'll be on the sanme page. All right.

So the Cdaiml in the '872 patent recites
inthe first limtation 1A, Mnitoring activity
on the first conputer system And then Caim 2,
as we've covered today a bit, recites, Werein
the nonitoring further conprises nonitoring all
activity on the first conputer system

Do you see those two [imtations?

A | do.

Q Ckay. Starting with daiml1, what
specific exanples of a nonitored conputer system

are described in the '872 patent that are
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consistent wiwth this clained invention?

MR. PETERS: (Object to form

A | nmean, | was not asked to cone up
wi th, you know, exanples. | nean, it nentions
conputer system | was not -- | nean, | didn't
try to cone up with exanples. | nean, did | --

mean, someone can conme up with an exanple.

What | can tell you is that on paragraph
43 of ny declaration, | discuss about conputer
system

Q (By M. Hart) Sorry if ny question
was unclear. | wasn't asking for all exanples,
just any exanple of a nonitored conputer system
described by the '872 patent that is consistent
Wi th the conputer systemin Caiml.

MR, PETERS. Sane objection.

A | mean, again, the conputer system
here is a termthat's been used. A person of the
ordinary skill in the art would have understood
what the conputer systemis. And as | claim
personal |y, a conputer system can enconpass
mul ti pl e conponents that work together as one
unit. That does not nean it covers connection of

net wor kK conput ers.

For exanple, there are -- there are
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references I'mciting as Aziz, which is
Exhi bit 1002, page 76, and Arnstrong in '872
patent cover are the references.

Again, in those references, conputing
systens or conputer systens are described as
I ndi vi dual devices that are connected to a
network, not as the network itself. For exanple,
Aziz refers to conputing systens as conputing
devices typically found in a conputer network.
And there is a figure here for Aziz.

Simlarly, Arnstrong describes, Each
conputer systemin the network or array as a
physically separate entity with its own network
attachnent, operating system and so forth.

Then | go on. There are -- basically this
Is nmy basis for conparison.

Q (By M. Hart) So | asked you to
identify any exanple of a conputer systemthat is
monitored in the '872 patent, and you took ne to
two extrinsic patents, Aziz and Arnstrong, and
how t hey treat conputer system |'mnot sure |'m
follow ng how that is responsive to ny question.

MR. PETERS: (Object to form
Q (By M. Hart) Can | take you to --

m ght reclaimthe screen share here.
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A No probl em

Q Can | take you to Figure 1 in the '872
patent. Figure 1, | believe, is described as a
di stributed conputer system |t has a decoy
conmput er network 102 that includes decoy network
device 106. It has protected conputer network
104, firewall router, other conmunication networks
and ot her devi ces.

| s there a nonitored conputer system
consistent with Claiml that is depicted in
Figure 1?7 And if so, which aspects of Figure 1
are the nonitored conputer systenf

MR, PETERS: (Object to form

A Agai n, the device decoy network device
106 is present there. Let ne go to the patent.
Yes.

Q (By M. Hart) Are you done with your
answer, Dr. Stavrou?

A Yes, sir.

Q Ckay. Just to recenter this, is it
correct that you' ve identified decoy network
device 106 in Figure 1 as a conputer systemthat
Is consistent wwth the nonitored conputer system
in Caim1l?

MR, PETERS. (Object to form
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A Just give ne one second. Correct.
It's the conputer network 102. I'mreferring to
basically as the decoy device 106, decoy network
devi ce 106, yes.

Q (By M. Hart) Is it the decoy network
devi ce 106 or the decoy conputer network 102 that
aligns with the nonitored conputer systemin
G aim1?

A It is --

MR. PETERS.: (Object to form

A Again, it says only one el enent, which
Is 106 right there. So | would say 106 is the
correct, but 102 is described as a network, but it
doesn't give ne el enents.

So the two of themare basically the sane
because it doesn't help. They're depicted as
different elenents and they are di scussed
different elenents, but it says the decoy
conmputer network 102 with decoy network 106 in
the Figure 1 device.

Q (By M. Hart) |'ve scrolled down one
figure to Figure 2 in the '872 patent, which is a
depi ction of the decoy network device 106.

Can you see that, Dr. Stavrou?

A Yes, sir.
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Q Where does the nonitoring occur within
decoy network device 106 as depicted in Figure 2?

A | nmean, the patent describes this. |
nmean, | have to look in the patent, but it's been
described in the patent.

Q Were you going to look it up in the
patent, or was that your full answer?

A | nmean, if you want ne to, | can.

Q | would |like to understand how t he
nmoni toring works within decoy network device 106
pursuant to the '872 patent teachings.

A Again, I'mgoing to go to patent. Let
nme share ny screen so | can explain for you, too,
SO we can see exactly what it says. Gve ne one
second.

You nmentioned Figure 2, and | want to be
precise. Figure 2 is a block diagram
illustrating the decoy network device in
accordance wth sonme enbodi nents, which is an
Il lustration here.

So it's not the only way that we can
actually translate things. And that's why |
wanted to cone here. The decoy network device
106 typically includes one or nore processing

units 202, one or nore network or other
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comruni cations interfaces nenory, and one or nore
communi cati on buses, 208, for interconnecting
t hese conponents.

I n sone enbodi nents, which is again an
exenplar, includes circuitry, sonetines called a
chi pset, that interconnects and controls
communi cati ons between system conponents.

I n sone other enbodi nents, the decoy
networ k device 106 includes a user interface. It
goes on and on. It tal ks about the nenory and
continues. Then it talks about -- | wll go a
little bit further down. It talks about -- it
tal ks about the interfaces.

And then it tal ks about, columm six, the
host operating system 110, al so called hypervisor
CS, that includes procedures for handling various
basi ¢ system services and for perform ng hardware
dependent tasks, and database server 128, which
stores data and fingerprint, and fingerprint
generation interface 130, which generates the
fingerprint data.

And then it goes on to say, In sone
enbodi nents -- again, these are all exenplary, so
| want to be careful. This is a lot of different

exanples, and | don't want to put this into one
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exanple. This is one exanple.

The host operating system the host 110,
i ncludes one or nore of the following: A virtual
machi ne nonitor, also called hypervisor 214,
virtual machines 216, including virtual machine
one, which is 113.1, and optional virtual machine
two, 113-2, and normal hypervisor OS user
processes 114-1 and 114-2, such as admnistrative
utilities, and goes on.

The virtual machi ne nonitor 214 includes a
hypervi sor kernel 116 that resides in the
physi cal nmenory and provi des the basic services
to the virtual machine nonitor 214. |In sone
enbodi nents, again anot her exanple, you have
hypervi sor kernel is part of hypervisor operating
system I n such environnents, the hypervisor
kernel is a part of the operating system
activity.

I n such enbodi nents, the hypervisor kernel
116 is a part of the operating systemthat
activates the hardware directly or interfaces
wi th anot her software layer that in turn drives
t he hardwar e.

The hypervi sor kernel 116 includes a

hypervi sor virtual machi ne kernel nodule 118 that
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supports virtualization of a guest decoy
operating system 112. The hypervi sor kernel 116
al so includes an introspection nodule 120

I nterposed between the virtual nmachi ne nonitor
214 and the decoy operating systens 112.

The introspection nodul e 120 perforns
I ntrospection physical nonitoring into the
physi cal nenory segnents assigned to each of the
virtualized decoy operating system 112.

And I'mgoing to stop here. That's an
exanpl e.

Q What is that an exanple of?

A It is placed in architecture as
described in Figure 2, which | recited fromthe
patent. |1'mgoing to Figure 2.

That shows different elenents as that can
be i npl enented here. You can see here virtual
machi ne one, which is 113-1, with a decoy
operating system which is |abeled 112-1.

And the reason that | want to go through
this is because it states in nmultiple different
sections of that description on the specification
that this is an exanple. |It's not the only way

of doing this.

Q In this exanple, where is the activity
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noni toring occurring?

A | believe in this specific exanple,
this nodule called introspection. |It's basically
120.

Q | s that doing the nonitoring?

A | believe that's what the

specification states. Gve ne just one second to
identify it.

It says that the introspection node 120
perforns introspection, for exanple nonitoring
into the physical nenory segnents assigned to
each of the virtualized decoy operating system
112.

Q And so if we go back to Figure 2,
where are the activities occurring that are being
nmoni t or ed?

A | nsi de the decoy operating systens,
whi ch are part of virtual nmachine, in this case
one and two.

Q So activities occur inside the virtual
machi ne, and the introspection nodule nonitors
those activities inside the virtual machine. |Is
that right?

A That's what it says in the specific

exanpl e, yes.
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Q Ckay.

A That's not the only exanpl e, but
that's an exanpl e.

Q Does the patent describe nonitoring
activities that occur in anything other than the
virtual nmachine wthin the decoy device?

A You have to point nme to what exactly
you nmean. | give you an exanple of what -- how
this is inplenented.

What do you nean? The question is very --
"' m happy to answer your question, but you have
to point ne to what you nean as an exanpl e.

Q | think I'"'mgoing to have to take back
control of the screen share. |It's just
I npossible, talking while we're trying to connect
to deposition.

Let ne keep Figure 2 on the screen, and
you can use your |ocal copy of the patent if you
would like to refer to any other teachings.

Ckay?

A Yes.

Q So what we have gotten to the bottom
of so far with respect to Figure 2 is that in at
| east one exanple, activities occur in the virtual

machi ne w thin decoy network device 106. And
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those activities are nonitored by the
I ntrospection nodul e 120.

Do | have that right?

A Correct.

Q Okay. And what I'mtrying to
determine is if the patent describes nonitoring
activities as they occur anywhere else in the
decoy network device; for exanple, outside the
virtual machi ne.

| s there any description in the '872
patent of nonitoring activities within the decoy
networ k devi ce other than activities occurring
within the virtual machi ne?

A So let ne take you then to Figure 6A
if you don't m nd.

Q | can scroll down to Figure 6A, sure.

A | apol ogi ze. Ckay. So you wll see
that on the top right of Figure 6A, it says
monitoring activity on the virtual machine. And
then it goes on to identify plurality of
activities being perforned at a virtual machine,
but then continues to A if you go to the next
page, on Figure 6B.

| dentify activity sources that are

af fected by unauthorized devices. This is
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basically all -- it doesn't specify -- it's
monitoring all the activities inside the virtual
machine, as it is described, but it doesn't
prevent it to nonitor activities.

As you wll notice, there were two virtual
machi nes. To the extent that the two virtual
machi nes are comuni cating, if you go back to --
| apol ogi ze. Go back to Figure -- the one that
we started, Figure 2.

You'll notice that there are virtual
machi nes plural, and then they have a second
virtual machine. Right? To the extent that
there are interactions between these virtual
machi nes, the virtual machines nonitor that this
basically, the introspection would potentially
detect those within that block because it's part
of the virtual nmachine block 216 that is present
her e.

And again, this is an exanple. [|'mjust
using it for illustration purposes.

Q Does the '872 patent ever descri be

nmonitoring activity occurring in the introspection

nodul e?
A The introspection nodule itself, give
me just one second. It doesn't specify either
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way.

Q So the introspection nodul e does
monitor. It perforns nonitoring. Is it itself
nmoni tored by sonet hing el se?

A Agai n, the patent does not preclude
that, does not specify that.

Q Does it describe that?

A Again, this provides sone enbodi nents.
It does not necessarily specify every potenti al
enbodi nrent here. W' re tal king about an exanpl e.

At Figure 2 is an exanple. So, | nean,
maybe i n anot her exanple that woul d have
happened. |In this specific exanple, doesn't show
it.

Q Does the ''872 patent descri be
monitoring activities wthin the fingerprint
generati on engi ne 1307?

A Again, | would answer the sanme way.

It doesn't specify either way, because it does not
describe that either way. And it's not precluding
it frombeing able to do it or not. There is no
enbodi nent that provides it or shows it.

Q | s there any express description of
monitoring activities within the decoy network

devi ce that occur outside the virtual nachi ne box
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2167

A Again, that is a set of virtual
machines. So while again this is an exenplar, the
specific exenplar 216 descri bes nore than one
virtual conputers, which does allow for nore than
one systens to be involved, as you probably
realize there.

You're asking nme if that can happen
outside. And ny answer remains the sane, that
t he patent does not show a negative of that or as
an exenpl ar.

Q | asked that question intentionally to
capture any nunber of virtual machines that may be
runni ng at any given tine.

As | understand the disclosure in the '872
patent, activities occur in one or nore virtual
machi nes. Those activity are nonitored. |In sone
enbodi nents, all activities in the one or nore
virtual machi nes are nonitored.

And what |'mtrying to get at fromyou is
whet her there are any activities occurring
anywhere el se in the decoy network device that
are described as nonitored.

MR. PETERS: (Object to form
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of us don't show that, but they don't preclude it
ei t her.,

Q (By M. Hart) Ckay. Is there any
description of any conputer systemin the '872
patent where activities are nonitored outside a
virtual machi ne?

A The conputer needs -- because you have
nore than one virtual machines, for exanple 113-1le
and 113-2.

So are you tal king about outside of the
virtual machi nes containing 216, or are you
tal king outside of the virtual machi nes one or
two or three?

What is nonitored is the virtual machine
106, and in that sense you m ght be capturing
t hi ngs during that.

Q | nmeant to capture all potential
virtual machines, so let nme ask ny question again.

| s there any description of any conputer
systemin the '872 patent where activities are
nmoni t ored outside of virtual machi nes?

A There are no exanples that show that.

That's correct.

Q Ckay.

A That doesn't nean that they're
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exhausti ve.
Q |"mgoing to swtch over to your

decl aration, page 29 in your declaration.

A Just give ne one second to orient.
Yes, sir
Q Ckay. So in footnote two, this is in

a section in your declaration discussing claim
construction of conputer system

And in footnote two on page 29 you state,
| note that in this passage and others that use
t he | anguage a conputer systeme.g. the virtual
machi ne 113-1, the '872 patent is noting that the
virtual machine is the conponent of the conputer
system where the described activity occurs and is
not equating conputer system and virtual machi ne.

Do you see that?

A Yes, Sir.

Q Ckay. Now, if we go back to -- so
your opinion is that the virtual nmachine is not a
conputer system Is that right? It is a
conponent of a conputer systenf

A No, sir. | nmerely, in ny declaration,

|"'mmerely stating what is defined in the '872

pat ent .
The ' 872 patent defines AVM as enul ati ng
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conputer systens, and it's actually in '872. You
have it in front of you. It's '872 patent,
colum seven, 59, all the way to 61. That is
further reinforced by Dr. Jakobsson's definition.

Q In Claim1l that recites a nonitored
first conputer system can the virtual machi ne be
the first conputer systenf

MR. PETERS: (Object to form

A The virtual machine requires -- it's
emul ating, emulating a conputer system And it
requires a conputing device to operate on.

So the '872 patent defines AVM as an
emul ati ng conputer systens, which is very simlar
to what Dr. Jepperson says.

Q (By M. Hart) In this enbodi nent that
we' ve been di scussing of the decoy network device
that includes one or nore virtual machines,
| ooking at Caim1l1, it describes nonitoring
activities on a first conputer system

What is the first conputer systemin that
exanpl e?

A Again, the '872 patent clearly notes
that the virtual nmachine is a conponent of the
conput er system where the described activity

occurs and does not equate conputer system and
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virtual machi ne.

This is ny statenent in declaration, and |
stand by it. And point in case, if you | ook, as
you pointed out, there's nore than one virtual
machi nes enul ati ng conput er systens.

Q Let's get back to Figure 2. 1'm going
to try and get an answer that | can foll ow up.
Ckay.

W have decoy network device 106 depicted
in Figure 2 of the '872 patent. W' ve
established that it can include one or nore
virtual machines, and that activities occurring
on those virtual machines are nonitored.

If I try to align this disclosure with
Caiml, what is the first conputer systemin
Caiml? Is it the entire decoy network device,
or is it just the virtual machine, or sonething
el se entirely?

MR. PETERS: (Object to form

A As | expl ained, the patent notes that
virtual machine is a conponent of the conputer
system And as you notice, the entire bl ock that
you show nme in Figure 2 is called nenory 206. |
believe that is enconpassed in the entirety of all

the conponents in there.
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And | state that CPU nenory and network
interfaces are conponents of a conputing -- a
conputer system So a conputer system cannot be
equated with a virtual nachine.

Q (By M. Hart) Ckay. So in Claiml,
the nonitored first conputer systemis not an
i ndi vidual virtual machine, but it is the entire
networ k device that contains the virtual machine.

Do | have that right?

A | did not say that is the entire
network device. It's a conputer system would be
required to execute to run the virtual machi nes,
the sane way that's depicted very clearly in
Figure 2 CPU and network interface are all
conponents of the conputer system

Q And all of those would be included in
the first conputer systemrecited in Caiml.
Correct?

A In our exanple, that's correct, yes,
as an exenplar. W're tal king about exanpl es
her e.

Q If we go to Claim?2, that further
requires nonitoring all activities occurring on
the first conputing system

If the first conputer systemis everything
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we see in Figure 2, is there any description in
the '872 patent of nonitoring all activities that
occur across the entirety of Figure 2, which is
t he decoy network device?

MR. PETERS: (Object to form

A First of all, let ne state what you
see in Figure 2 is an exanple. W do not need the
virtual machine, and there is no nention of
virtual machine stated in the clains for the
patent nethods to be applicable.

So what you see here is an exanple that's
not all enconpassing of what clains can be
applied to.

So that exanple that you have in front of
you, the virtual nmachines 216 is being used to do
the introspection, but that does not preclude
that the absence of a virtual machine, the
entirety of the system nenory, which would be 206
woul d not be nonitoring.

So what |"'mtrying to explainis that --
and | apol ogi ze. | have noise. Gve ne one
second. | apologize. They're cleaning outside,
and there m ght be small noise, but it's gonna
st op.

Q (By M. Hart) It's not com ng through
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to us, so it's probably a noise only you can
hear .

A |'' msorry about that.

Q Al right. Are you -- is it okay to
nove forward?

A Yes.

Q That's okay. W couldn't hear. |
think it was just a noise that you were hearing
that wasn't com ng through the m crophone.

A | thought that you were hearing it,
too. That's why | told themto stop, just in
case.

Q Sure, sure, sure. | appreciate it.
Ckay, let's try and get back to where we |eft off.

So we were discussing in terns of support
for the idea that all activities occurring on a
first conputer systemare nonitored. | think you
were telling me that Figure 2 is just one
exanpl e, but there nay be ot her exanpl es.

Can you kind of find your spot where you
left off and maybe conpl ete your answer?

A Yes. So if we go to clains, Caim1l
does not require a virtual machine to be present
anywhere in the claim A person of ordinary skill
in the art would have understood that Figure 2 is

o agLom A Mt e XEXITAS
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an exanpl e that does contain a virtual machine.

In the absence of a virtual nachine, for
exanpl e as you notice there, there is a
hypervi sor virtual machine. The sane principles
can apply if the hypervisor woul d have been
sonewhere in the conputing device, outside of the
host operating system for exanple. |[|'mjust
maki ng up an exanpl e.

In other words, the teachings of the
patent does not require this specific layout. In
fact, they don't even contain the words "virtual

machi ne" in there.

Q You said the patent. You neant the
cl ai ns.

A The clains. | apologize. |'msorry
about that. Yes, the clains. | nean, if we go to

Caim1l, for exanple.

Q Claim1l does not recite virtual
machine. |s that your point?
A | think so. AmI| wong?

Q And I'mtrying to get to the bottom
of, what intrinsic support is there for the
concept of nonitoring all activity on a first
conputer systen? |s there any description of

nmonitoring all activity on a first conputer system
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in the '872 patent?

MR, PETERS. Qnbjection, form

scope.

A | believe there is. And again, this

Is an exenplar that you have, but it doesn't have

to have the sane elenents. There is nmenory CPU,

interface. There is a conputer system But the

presence of virtual

is a virtual

require the virtual

machi ne,

machi ne,

but

about a conputer inplenented nethod.

machi ne.

in this exanple there

in Cdaimlit talks

It doesn't

In this case, the exanpl e states what

soneone m ght do, but it doesn't exhaustively do

so. They are exanples, as | was trying to
expl ain even before.

Q (By M. Hart) Where in the
specification of the '872 patent does it describe
nmonitoring all activities occurring on a conputer
syst enf?

A There are exanpl es where activities
that hit both network and nonnetwork origin are
descri bed,

Caim 2. I

and it's also stated as part of

mean, that's w thout saying.

But you asked specifically before, that in

Claim2, basically it talks about all activity on

www.lexitaslegal.com
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the first system just to be clear. So | think
that is the patent itself states that in Caim?2.

Q Just to be clear, before we get to the
clainms, where in the witten description of the
I nvention does it describe nonitoring all
activities on a conputer system | ending support
to Caim2?

Do you understand ny question?

MR. PETERS: (bjection, form and
scope.

A It provides exhaustive exanples. And
| can point you. Let ne go actually, since we
want to discuss that if you don't mnd, go to
col um 15.

M ddl e of the page, it says clearly, 15,
yes, it says clearly in the mddle -- and |I'm
there -- 25, The decoy network device identifies
604, a plurality of activities being perforned on
the virtual machine. Each of the activities
I ncl udes an activity source.

For exanple, the activity between the file
X 310 and process B-314, Figure 3D, includes the
file X. And goes on and on, and providing, for
exanple, a file, activity type provided of the

file, a user, an instruction such as conputer
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processes or systens calls, a thread, a thread of
processes, data stream network packets and
net wor k socket connections or sockets.

I n sonme enbodi nents, the respective
activity target is an internet protocol address.

So when there's a specification in the
patents that | have revi ewed, people provide
exanples. | think this is exanples of show ng
the type of activity that are being recorded,
including in Figures 3, set of Figures 3 and set
of Figures 4 and set of Figures 5.

Q (By M. Hart) Is this describing
nmonitoring all activities occurring on a conputer
syst enf?

MR, PETERS. (Object to form
THE WTNESS: Again, |'msorry.
Go ahead, Steve.

Q (By M. Hart) You can go ahead. He
j ust obj ect ed.

A So for a person skilled in the art, a
| evel of description of the type of activities and
exanpl es woul d here pointed toward because -- and
because of the purpose that is to basically
construct and attack and understand what has

happened in the system the nethod shoul d coll ect
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inclaimto all activities, to be able to
construct, as we have discussed.

Q You started off reading columm 15,
line 25 that begins, The decoy network device
identifies a plurality of activities being
perfornmed at the virtual nachine.

Do you see that?

A | do.

Q And | believe you testified that a
virtual machine is not a conputer system It is a
conponent of a conputer system

Did | get that right?

A | testified that it doesn't equate to
a conputer system exactly.

Q Ckay. So how does this portion of the
specification support nonitoring all activities on
a conputer systemif this is describing nonitoring
a virtual machine which cannot be a conputer
syst enf?

A Again, if you go alittle bit above,
it tal ks about, In sone enbodi nents, the
nmonitoring further includes nonitoring all
activity on the virtual machine. And all activity

on the virtual machines is shown to be

unaut hori zed, in sone enbodi nents. In this
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context, it's used as an exenpl ar.

It does not have to be a virtual machine.
A conputer system-- a conputing systemis what
is clainmed in the clains. Here exanples talk
about a virtual machine, but they're not
exhausti ve.

Q Does the '872 patent ever descri be
nmonitoring all activities on anything other than a
virtual machi ne?

MR. PETERS. (bjection, form
asked and answer ed.

A Again, | would point you to the patent
clains. They do not have the words "virtual
machine” in them They tal k about conputer
devi ce.

| f the virtual machine |[imtation was
I nportant or necessary, that would be included in
the clains, but it's not there.

Q (By M. Hart) | wasn't asking about
the claim | was asking about the description of
the i nvention.

|s there any description in the '872 of
any enbodi nent where all activities are nonitored
on anything other than a virtual machine?

MR. PETERS. Sane objections.
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A Again, the patent shows exanples. For
sone reason they chose to show exanples with
virtual machi nes, which are nore conplex, to nmake
sure that virtual machines are covered as part of
t he exanpl es.

But virtual nachines are not necessary for
the nethod to be inplenented. |In fact, as
poi nted out by CrowdStri ke docunents that |
vi ewed, they did not have a virtual machine
necessarily necessitating the presence of the
nmonitoring. That's another exanple.

| don't have to |l ook at the patent. The
patent has the clains, and you asked for an
exanple. That was an exanple, for exanple, that
you can have a host systemthat perforns the
sane. It doesn't claimanywhere that the
I ntrospection nonitor, the relationship of
I ntrospection nonitor in the conputer systemis
not prescri bed.

Q (By M. Hart) Is CrowdStrike's system
relevant to the intrinsic support for aim2 in
the '872 patent?

MR. PETERS:. (bject to scope.
A WIl you pl ease repeat the question?

Q (By M. Hart) Sure. I'mtrying to
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get to the bottomof what intrinsic support there
is, if any, for daim2 in the '872 patent. And
you di scussed CrowdStri ke's system that does not
use a virtual machine. I'mtrying to understand
the rel evance there.

Does CrowdStrike's -- is CrowdStrike's
systemrelevant as intrinsic support for Claim?2
in the '872 patent?

MR. PETERS:. (bject to scope.

A Agai n, not opining about that. But
what | can tell you is that when | | ooked at
one-day nonitoring activity, or basically
nmonitoring all activity, host is described as
tracking all execution on all hosts at all tines.
It doesn't tal k about virtual machines. It talks
about hosts.

So if we want to be precise, there is a
host, and providing host described as tracking
all execution on all hosts at all tinmes and
providing maximnumvisibility into all adversary
activities, Exhibit 2016 at 1.

In this case, | don't see the nention of a
virtual machine here. And in fact, in the
brochures, there was no nention of virtual

machi ne anywher e.
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Q (By M. Hart) It sounds to ne |ike
there's a fundanental disconnect between what
CrowdStri ke is doing and what's described in the
'872 patent, which is obviously relevant for a
nunber of reasons, but I'mnot sure that it's
rel evant to the question of intrinsic support for
Caim2 in the '872 patent.

So just to confirm is there any
description in the '872 patent itself of
nmonitoring all activities on anything other than
a virtual machine?

MR. PETERS: (Object to form asked

and answer ed, object to scope.

A | wll repeat that I'mreading the
clains of the patent. | do not see the words
"virtual machine" present. | see exenplars that

t hey use virtual nachine.

But again, a person of ordinary skill in
the art would realize that the virtual machine is
not a necessary conponent of the conputing
system It's part of the exanples. They
probably nake exanples to avoid soneone claimon
virtual machine is not a commuting system

Virtual machi nes do not equate to conputer

systens that are conponent s of conput er systens,
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and | agree with that.

Q (By M. Hart) Okay. So all exenplars
are described in the context of a virtual
machine. |s that right?

A | have not exhaustively | ooked at all
exenplars. The ones that we discussed, the
virtual machine is a conponent. But again, the
virtual machine here, it tries to exenplify and
illustrate the fact that the decoy operating
systemis enulated within the conputer or
conputing system but it does not -- it doesn't
require it to be part of the conputing systemfor
the patent or nethod to be applied.

Q Are you aware of any exenpl ars
described in the '872 patent that are not virtual
machi nes?

MR. PETERS.: (Object to form

A Again, the way that, for exanple,
Figure 2 is laid out, the person of ordinary skill
in the art could have understood that the
di fferent conponents could be a different I|ayer.

| woul d not extrapolate froman exanple
that it's meant to be an exenplar what is the
met hod or all possibilities of the nmethod and

what the nethod descri bes.
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| woul d repeat that the claimdoes not
require the virtual machine. And the virtual
machine is a nore conplex way of perform ng the
patent than sinply having a host sensor that
woul d performthe sane tasks as an introspection
pi ece.

Q (By M. Hart) Let's shift gears a
little bit back to your declaration. Let's
scroll down to paragraph 74 in your declaration.
It's the beginning of a section where you address
the petition's proposed conbination of Capalik
and Coel .

Do you recall that analysis that you
performed?

A | performthe anal ysis, yes.

Q You note that, A person of ordinary
skill in the art would not have been notivated to
conbi ne the teachings attributed to Capali k and
Goel. As noted above, Capalik describes an
undet ect abl e decoy systemthat records and
anal yzes attacker activity, quote, w thout
know edge of the attacker, end quote, by running a
rootkit in the hypervisor while | eaving the decoy
operating systemunnodi fied. Undetectability is

central to its design, is your claim
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Do you see that?

A Yes, Sir.

Q Ckay. Paragraph 75, you note that,
Goel in contrast is not a decoy systemand is not
concerned with hiding fromattackers. You al so
note that Goel's authors report a significant and
measur abl e performance overhead, with a potenti al
7 to 36 percent decrease in throughput.

s it your opinion that Capalik's system
anal yzes attacker activity with no noticeabl e
sl owdown that m ght be noticeable to the
attacker?

A It is ny opinion that Capalik's design
goal is to remain undetected and avoid
nodi fi cations that woul d be either detected by the
attacker, sophisticated attacker, or avoided. And
that includes a performance recordation that coul d
have been neasured externally.

| go on, and I'mreading fromthe sane
pl ace. Froma security practitioner's
perspective, a systemthat introduces that |evel
of overhead and requires kernel-1evel hooks is by
design nore likely to be detectable or be
subverted by a sophisticated adversary.

This point is consistent with other work
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showi ng that nonitoring nmechani sns placed inside
or coupled to the guest operating system can

I ntroduce observable effects and expose attack
sur f aces.

And | give an Exhibit 2050 as an exanpl e,
Yin. And also | continue, if you don't m nd,

di scussing tools that detect kernel hooks and
proposi ng nethods to detect installation of any
hooks into the system

Then further on, Exhibit 2052, Jones,
describing how rootkits target kernel-resident
nmoni toring and how VMM | evel techniques attenpt
to avoid detectability.

Then | say that a person of ordinary skill
woul d appreciate that conbi ning Goel's
kernel -1evel logging with Capalik's decoy system
woul d underm ne the very property that Capalik
enphasi zes, remai ni ng hidden fromthe attacker.

| can go on, but it's explained clearly
t here.

Q And if we focus for ny next question
solely on Capalik, is it your opinion that Capalik
Is able to anal yze attacker activity with no
noti ceabl e sl owdown that m ght be detectabl e by

t he attacker?
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A Again, | think you are
m sunder standing ny point. The goal here is for
the attacker to not observe changes in the
behavi or by anal yzi ng the behavior before it
becane -- or |ooking at kernel hooks or
nodi fi cations of the decoy that woul d not appear
ot herwi se on regul ar conputers. That includes,
but not just their performance anal ysis.

And here the inportant part is adding
pervasi ve kernel hooks and acceptabl e performance
nodi fication, directly counter to instigator of
the attack with no di scoverabl e i npact on the
decoy operating systens.

And that is ny statenent, that having the
pervasi ve kernel hooks nodifies the operating
system because it can substantially affect
performance, which woul d have been obvious to a
sophi sticated attacker.

"' m not opining on what Capalik's
performance in fact is. |'mnoting that
basically the Goel conbined with Capalik would
requi re pervasive kernel hooks and woul d use
addi tional noticeabl e perfornmance, based on what

Goel is saying.

Q So if one were to incorporate Goel's
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process, including its hooks and these other
features that you're describing here, it would
result in a nodified Capalik systemthat would be
det ect abl e by attackers.

Do | have that right?

MR. PETERS: (Object to form

A Again, | believe that it's sinplified,
but yes. In a sinplified manner, | would say yes.

Q (By M. Hart) Going back to paragraph
74, I"'mnot sure |'myet clear on your opinion.

If we just | ook at what you're saying in

par agraph 74, Capalik describes an undetectabl e
decoy systemthat records and anal yzes attacker
activity wthout knowl edge of the attacker by
running a rootkit in the hypervisor while | eaving
t he decoy operating system unnodifi ed.

Are you suggesting that an attacker woul d
noti ce nothing out of the ordinary when
interacting wwth Capalik's systenf

A Again, | am pointing out that
Capal i k's design at that tinme was -- design goal
at that tine was to remamin as undetectable as
possi bl e.

Goel 's design did not care about

addi tional kernel hooks, excessive |log, that the
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host conpany wanted to operate under observati on.
And these two are by design opposite directions,
and conbining the two is basically not what
Capal i k woul d have | i ked.

The system woul d have opposed that because
Capal ik criticizes prior art honeypots as
generally not useful against sophisticated
attackers who can detect and effectively avoid
the honeynet. This is from Capalik 006.

To avoid that problem Capalik is using
the rootkit to be hidden fromthe instigator of
the attack with no discovered inpact on the decoy
operating systeni s perfornmance.

That is not what |'msaying. |'mreading
Capalik, and I"'mreporting that. |In contrast, it
Is not the decoy systemand is not concerned wth
hiding fromattackers. That is what |'m pointing
out in this part.

Q Ckay. | have no further questions for
you. Thank you very nmuch for your tine,

Dr. Stavrou. Your counsel may have redirect.
MR. PETERS. Yeah, can we get
about 20 m nutes to cone back?

MR, HART: Sur e.

(Recess.)
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EXAM NATI ON
QUESTI ONS BY MR PETERS:

Q Dr. Stavrou, do you recall being -- do
you recal |l discussing Figure 3 in relation to raw
forensics data in the '872 patent?

A Yes, sir.

Q Can you turn to Figure 3 in the '872
patent, just on your |ocal copy.

A Yes, sir. |'mthere.

Q When | say Figure 3, | nean 3A, 3B,
3C, 3D, collectively. Understand?

A Yes, Sir.

Q How does the '872 patent describe

Fi gure 3?
A So if we goto Figure 3, |I can share
my screen, description. Gve ne one second. |It's

on colum seven. Let ne share ny screen if you
don't mnd for the sake of the reporter.

It says at the Figures 3Ato 3D and 4A to
4E il lustrate exenplar network di agrans
representing unauthorized activity on a conputer
system e.g. the virtual nmachine 113-1 in
accordance wth various enbodi nents, and

conti nues al though Figures 3A and 3B and 4A and

4B, illustrate unauthorized activity on the
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virtual machine. Anal ogous net hods can be used
to represent and anal yze unaut hori zed activities
on non-virtualized conputer systens.

And here there's nention of a
non-virtualized conputer system which answered
the question also that was asked if this patent
has any nention of non-virtual nmachines or |ike
non-virtual systems. | believe that qualifies
here. But yes, |'m here.

Q Does the '872 patent describe Figure 3
as raw forensics data?

A No, sir.

MR. HART: (bjection, |eading.

Q (By M. Peters) And where did you
refer to Figure 3 when you were answering your
guesti on about raw forensic data?

A | was | ooking at Figure 3 as an
exanpl e of the types of information. | wll go to
Figure 3. 1'd be |looking at Figure 3, for exanple
Figure 3C, for the type of information that may be
i ncluded inside this information inside the --
inside the forensics, raw forensic |l og or raw
f orensi c dat a.

This is the type of information. It

doesn't have any annotation or any of that. It
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just attaches information, for exanple the packet
stream or socket or process.

To that extent, | gave an exanpl e of what
m ght be inside this information, inside the raw
forensics | og.

Q Did you intend to equate raw forensic
data in the '872 patent with a graph formor the
structure that's shown in Figure 3A?

MR. HART: (bjection, |eading.

A No. That was not ny intention.

MR, PETERS: | have no further
guesti ons.

MR. HART: Nothing else from
Petitioner.

THE REPORTER: Wuld you like to
read and sign?

MR. PETERS. We'Ill read and sign.

(The wi tness was excused, and

the deposition ended at 1:54 p.m)
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CERTI FI CATE OF REPORTER

I, Saundra Tippins, Certified Court Reporter
(Mssouri) and Certified Shorthand Reporter
(Kansas), do hereby certify that the w tness whose
testi nony appears in the foregoing deposition was
duly sworn by ne pursuant to Section 492. 010 RSM;
that the testinony of said witness was taken by ne
to the best of ny ability and thereafter reduced to
typewiting under ny direction; that | am neither
counsel for, related to, nor enployed by any of the
parties to the action in which this deposition was
taken, and further that I amnot a relative or
enpl oyee of any attorney or counsel enployed by the
parties thereto, nor financially or otherw se

interested in the outcone of the acti on.

| . = _.'
S : i ¥
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. |
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Certified Court Reporter
State of M ssouri No. 254

Certified Shorthand Reporter
State of Kansas No. 1613
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|, DR ANGELOS STAVRQU, do hereby certify:
That | have read the foregoi ng deposition;
That | have nmade such changes in form
and/ or substance to the within deposition as
m ght be necessary to render the sane true and
correct;
That havi ng made such changes thereon, |
her eby subscribe ny nane to the deposition.
| declare under penalty of perjury that

the foregoing is true and correct.

Executed the day of :
20 , at

My Comm ssion Expires:

Not ary Publi c:
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Wt ness:
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Page

Page

Page

Page

Page

Page

Reporter:

CROVWDSTRI KE,
t he deponent
changes shoul d be made:

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned

Li ne
Reason assi gned for

Err at a Sheet

I NC. V.

Shoul d r ead:
for change :

Shoul d r ead:
f or change :

Shoul d r ead:
for change :

Shoul d r ead:
for change :

Shoul d read:
f or change :

Shoul d r ead:
for change :

Shoul d r ead:
for change :

Shoul d read:
f or change :

Shoul d read:
for change :

Shoul d read:
f or change :

Shoul d read:
change :

Saundr a Ti ppi ns

DR. ANCGELCS STAVROU

GOSECURE,

I NC.

Upon readi ng the deposition and before subscri bing
i ndi cated the foll ow ng
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Lexi tas Legal
1608 Locust Street
Kansas City, M ssouri 64108

Phone (816) 221-1160 * Fax (816)221-1160

March 13, 2026

MR. STEVEN W PETERS

CLEARY, GOTTLI EB, STEEN & HAM LTON
1841 Page M Il Road

Palo Alto, California 94303

In Re: CROWNWDSTRI KE vs. GOSECURE
Dear M. Peters:

Pl ease find enclosed a copy of the deposition
of DR ANGELCS STAVRQU, taken March 11, 2026,
In the above-referenced case. Also enclosed is
t he original signature page and errata sheets.

Pl ease have the witness read this copy of the
transcript, indicate any changes and/ or
corrections desired on the errata sheets, and sign
t he signature page before a notary public.

Pl ease return the errata sheets and notari zed
signature page to Production Departnent, 1608
Locust Street, Kansas City, M ssouri, 64108,
for filing wwthin 30 days of receipt of this
|l etter.

Thank you for your attention to this matter.

Si ncerely,

Saundra Ti ppi ns
CC: M. Paul R Hart
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