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’872 Patent’s Disclosure

Petitioner’s DX-2 

} “[M]ethods for analyzing malicious activities on a computer system in order to better protect 
the computer system from future malicious activity.” ’872 Patent, 1:44-48

} Virtual machine (VM) on decoy device monitors unauthorized activities and a fingerprint of the 
unauthorized activities is generated. ’872 Patent, 2:27-48

} Fingerprint used to stop similar attacks on non-decoy devices. ’872 Patent, 2:44-48; 5:3-9

Petition, 1-3, 18; ’872 Patent, 1:44-48, 2:27-48, 2:44-48, 5:3-9, Figs. 2, 3D 



’872 Patent - Illustrative Claims

Petitioner’s DX-3 ’872 Patent, Claims 1-3



Capalik-Based Grounds Prevent Improper 
Claim Scope Recapture

Petitioner’s DX-4 

} Capalik & ’872 Patent have common inventor and 
both disclose same core concepts:
} Decoy network w/ decoy devices running VMs 

} Attract and monitor attacks

} Capture forensic data of attack
} Generate signatures of attack from forensic data
} Transmit attack info to protected network 

} Protected network
} IDS/IPS
} Protected end devices

Petition, 10; Reply, 1-3



Capalik-Based Grounds Prevent Improper 
Claim Scope Recapture (cont.)

Petitioner’s DX-5 Petition, 14; Reply, 1-2; ’872 Patent, Fig. 1; Capalik, Fig. 5



Petitioner’s Grounds

} Grounds 2-5:  If PO disputes that Capalik identifies and stores 
a source, target, and association for each attack activity, Goel 
provides additional detailed disclosure.

Petition, 9, 40              

Proposed Grounds Basis Disputed Claims

Ground 1: Capalik § 103 1-6, 12, 15, 20-21

Ground 2: Capalik/Goel § 103 1-6, 12, 14-15, 20-21

Ground 3: Capalik/King or Capalik/Goel/King  § 103 7-11, 14, 16, 18-19

Ground 4: Capalik/Pike or Capalik/Goel/Pike § 103 13

Ground 5: Capalik/Farley or Capalik/Goel/Farley § 103 17

Petitioner’s DX-6 



Remaining Issues – Independent Claim 1

Petitioner’s DX-7 

} Computer System is not limited to a single endpoint device
} Capalik sends attack information to “one or more computer 

systems other than the first computer system”
} Capalik’s forensic data is a data structure

} The same structured “forensic data” is stored and used to 
generate fingerprints in both Capalik and the ’872 Patent 

} The combination of Capalik and Goel is technically feasible
} Goel’s process is not bodily incorporated into Capalik

} The combination simply supplements which datapoints are stored

} PO’s secondary consideration arguments are unsupported
} PO fails to show that CrowdStrike copied the ’872 Patent or 

that its success has a nexus to the ’872 Patent

See generally POR; Reply; PO’s Sur-Reply



Remaining Issues – Dependent Claims

Petitioner’s DX-8 

} Ground 1
} Claim 2 - Capalik monitors all attack activity

} Ground 3
} Claim 8 – King “visually distinguish[es]” subset of associations by 

displaying only malignant associations
} Claim 16 – King “determin[es] an activity status” as “complete” 

before creating graph
} Claim 19 -  Malignant association “types” are contained in Capalik’s 

forensic data structure, pursuant to King

} Ground 4
} Claim 13 - Pike’s DEP detects a request to access memory in the 

same manner as the ’872 Patent’s DEP

See generally POR; Reply; PO’s Sur-Reply



Petitioner’s DX-9 

Computer System

Claim 1 “monitoring activity on the first computer 
system; . . .
transmitting [attack activity information] to one or 
more computer systems other than the first computer 
system . . . for preventing future attacks, to the one or 
more computer systems”



Computer System: No New Mapping
Petition Mapped Protected Computer Network as Claimed Second/Other 
Computer System

Petitioner’s DX-10 Petition, 34; Dec., ¶143; POPR, 24-27; Reply to POPR, 1-3; ID, 12; POR, 23-24; Reply, 10-11; Sur-Reply, 9-10 

Petition, 34

Dec., ¶143

ID, 12



Computer System: The ’872 Patent’s Varied Uses of 
“Computer System”

Petitioner’s DX-11 

} ’872 Patent uses “computer system” to refer to a 
subcomponent, a device, or a collection of devices

ID, 15-16; Reply, 12-15; ’872 Patent, 3:26-28, 4:5-12, 11:15-18, 7:59-61, Fig. 1 

’872 Patent, 3:26-28

’872 Patent, 11:15-18

’872 Patent, 7:59-61



Computer System: Capalik and the ’872 Patent Describe 
Nearly Identical Architectures

Petitioner’s DX-12 

} Both transmit attack info from decoy computer network 
to protected computer network

Reply, 1-2, 11-12; ’872 Patent, Fig. 1; Capalik, Fig. 5

’872 Patent, Fig. 1 (annotated) Capalik, Fig. 5 (annotated)



Computer System: Extrinsic Evidence Cannot Supplant 
Unambiguous Intrinsic Record

Petitioner’s DX-13 Reply, 15

Reply, 15



Petitioner’s DX-14 

Data Structure

Claim 1(c) “storing in the memory a data structure that 
identifies the activity sources, the activity targets, and 
the associations for the plurality of activities”
Claim 3 “creating, from the stored information, a 
fingerprint indicative of the activity on the first 
computer system”

Petitioner’s DX-14 



Data Structure:  
GoSecure’s Secondary Indicia Copying Allegations Point to Attack 
Nodes and Connections as Evidence of Claimed Data Structure

Petitioner’s DX-15 POR, 16; Reply, 7-9; Ex. 1034, 46:24-47:14; Ex. 2017 

POR, 16

Ex. 1034, 46:24-47:14 
(Deposition of GoSecure’s Expert, Dr. Stavrou)

Ex. 2017, (YouTube video at minute 2:11)



Data Structure: 
PO’s Expert Agrees “Forensic Data” Captures Attack Nodes and 
Connections

Petitioner’s DX-16 Ex. 1034, 93:6-18; ’872 Patent, Fig. 3A

Ex. 1034, 93:6-18 
(Deposition of GoSecure’s Expert, Dr. Stavrou)

’872 Patent, Fig. 3A



Data Structure:
Verbatim Forensic Data Disclosures in Capalik and ’872 Patent

Petitioner’s DX-17 Reply, 2-3; ’872 Patent, 6:53-7:18, 10:30-36; Capalik, [0048], [0052]



Data Structure:
Claims Track Disclosure re Creating Fingerprint from Forensic Data

Petitioner’s DX-18 ’872 Patent, Claims 1, 3; see Reply, 7 



Data Structure:
The ’872 Patent Does Not Disclose a Process to Convert Forensic 
Data into a Data Structure

Petitioner’s DX-19 Ex. 1034, 71:12-72:4, 72:5-23

Ex. 1034, 71:12-72:4 (Deposition of GoSecure’s Expert, Dr. Stavrou) Ex. 1034, 72:5-23



Petitioner’s DX-20 

Motivation to Combine Capalik 
and Goel

A POSITA would have been motivated to supplement the 
information collected by Capalik’s system pursuant to Goel



Motivation to Combine:
Proposed Mapping Modifies Only Data Collected

Petitioner’s DX-21 Reply, 21

Reply, 21



Motivation to Combine:
’872 Patent and Capalik’s Forensic Monitoring Already Slows the 
System—Addition from Goel Immaterially Modifies Detectability

Petitioner’s DX-22 Reply, 21 n.6; ’872 Patent, 7:43-53

Reply, 21 n.6

’872 Patent, 7:43-53



Petitioner’s DX-23 

Secondary Considerations

PO secondary considerations arguments are unsupported



Secondary Considerations:
No Evidence of Copying

Petitioner’s DX-24 

} PO fails to provide evidence the Falcon Platform copies 
either the claimed data structure or architecture of the 
’872 Patent 

Reply, 27; Ex. 1034, 38:16-21 

Reply, 27 Ex. 1034, 38:16-21 
(Deposition of GoSecure’s Expert, Dr. Stavrou)



Petitioner’s DX-25 

Claim 2 – Monitoring All Activity

2. The method of claim 1, wherein the monitoring further 
comprises monitoring all activity on the first computer system.

Capalik monitors all attack activity



Claim 2 – PO’s Interpretation That Claim 2 Requires Monitoring the 
Monitoring Finds No Support in ’872 Patent

Petitioner’s DX-26 Reply, 17, 19

Reply, 17

Reply, 19



Claim 2 - Capalik is Identical to ’872 Patent—Only Attack 
Activity on the VM is Monitored

Petitioner’s DX-27 Reply, 16-17, 20; Ex. 1034, 125:19-23 

Ex. 1034, 125:19-23
(Deposition of GoSecure’s 
Expert, Dr. Stavrou)

Reply, 20

Reply, 16-17



Petitioner’s DX-28 

Claim 8 – “Visually Distinguishing” 
a Subset of Associations

7. The method of claim 1, further comprising: graphically 
displaying at least a subset of the stored activities.

8. The method of claim 7, wherein the displaying includes visually 
distinguishing at least a subset of the associations.

King “visually distinguish[es]” subset of associations by displaying 
only malignant associations



Claim 8 – King’s Fig.  3.2(c) Graph Visually Distinguishes 
a Subset of Associations

Petitioner’s DX-29 Petition, 54-56; Reply, 22; King, Fig. 3.2  



Claim 8 – King’s Fig.  3.2(c) Graph Visually Distinguishes 
a Subset of Associations (cont.)

Petitioner’s DX-30 ’872 Patent, Claims 7-8; Reply, 23



Petitioner’s DX-31 

Claim 16 – Determining an Activity 
Status

16.  [] determining an activity status for the stored events, the 
activity status comprising . . .:
a complete status, representing that a source of unauthorized 
activities is identified, and each activity target in the stored activities 
is associated with the source through one or more associations;

King “determin[es] an activity status” as “complete” before creating 
graph



Claim 16 – King Determines a “Complete” Status

Petitioner’s DX-32 ’872 Patent, Claim 16; Reply, 23-24 



Petitioner’s DX-33 

Claim 19 – “Type” in the Identified 
Information

19. The method of claim 1, wherein the association includes a 
type that represents whether or not the activity source has 
modified the activity target to perform the unauthorized 
activities.

Malignant association “types” are contained in Capalik’s forensic 
data structure, pursuant to King



Claim 19 - “Type” in the Identified Information:
King Teaches “Type” of Association

Petitioner’s DX-34 

} King teaches determining whether an association contributes 
to unauthorized activity (a “type”). Petition,  64-66

Petition, 64-66; Reply, 24-25 

Petition, 65-66



Claim 19 - “Type” in the Identified Information:
No Additional Data Structure Requirement

Petitioner’s DX-35 

} King’s type is stored in Capalik’s structured forensic 
data
} Claim 19 modifies the “association” of Claim 1
} Claim 19 does not impose additional requirements on the 

data structure recited in Claim 1(c)

’872 Petition, Claim 19; Reply, 25

’872 Petition, Claim 19



Petitioner’s DX-36 

Claim 13 – Pike’s DEP

13. The method of claim 12, wherein the identifying activity 
sources that are affected by unauthorized activities includes 
identifying activity sources that request to access a portion of 
memory that is set as non-executable.

Pike’s DEP detects a request to access memory in the same 
manner as the ’872 Patent’s DEP



Claim 13 - Pike’s DEP:
Pike’s and the ’872 Patent’s DEP Identify Activity Sources That Request 
Access to Memory

Petitioner’s DX-37 ’872 Patent, 16:10-14; Reply, 25-26;  Petition, 66-68

’872 Patent, 16:10-14

Petition, 67


