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The Problem: Network IDS/IPS Systems Miss Zero-Day Endpoint Activity

’872 Patent

Exemplary network security systems also
include intrusion detection systems (IDS) and intrusion
prevention systems (IPS) that typically contain a library of
malware fingerprints (e.g., fingerprints of malware payloads
and other unauthorized activities). By using the malware
fingerprints, the IDS or the IPS can detect attempts to access
computer systems without authorization. When a connection
is attempted to a network port, the IDS or IPS examines the
low-level [P data packets and compares them to its library of
fingerprints for a match. When a match is identified. the IDS
or IPS provides notification of the match and/or prevents
further access. Therefore, the malware fingerprints play a
critical role in network security.

Ex. 1001 *872 Patent at 1:63-2:8
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The ’872 patent identifies sources, targets, and associations

’872 Patent, Figures 3A, 3C
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The ’872 patent identifies sources, targets, and associations

’872 Patent
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The ’872 patent stores attack information in data structure

’872 Patent

FIG. 5A is a block diagram illustrating exemplary data
structures of unauthorized activity data 502 and unauthor-
ized activity entries 505 in the unauthorized activity data
502, in accordance with some embodiments.

Ex. 1001 "872 Patent at 12:45-48
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Figure 5A Ex. 1001 872 Patent Fig. SA
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The ’872 patent transmits information to other protected devices

’872 Patent

In FIG. 4E, multiple packets of data streams
(e.g., 304-1 and 304-2) are detected, and all activity on the
computer system 498 are monitored and recorded.

Ex. 1001 ’872 Patent at 12:30-32

The decoy network device transmits (644) the fingerprint
to one or more protected network devices 136 to prevent
future attacks that comprise the same or similar activities as
indicated by the fingerprint. In some embodiments, the
decoy network device transmits the fingerprint to the IDS/

Ex. 1001 ’872 Patent at 18:44-48

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 9



POR at 2

The Claimed Solution: Endpoint Monitoring +

Organized Relationships + Shared Protection

’872 Patent Claim 1

1. A computer implemented method of identifying unau-
thorized activities on a first computer system attached to a
computer network, wherein the first computer system com-
prises one or more processors and memory, the method
comprising:
monitoring activity on the first computer system;
identifying a plurality of activities being performed at the

first computer system, wherein each of the activities

includes an activity source, an activity target, and an
association between the activity source and the activity
target;

storing in the memory a data structure that identifies the
activity sources, the activity targets, and the associa-
tions for the plurality of activities; and

transmitting to one or more computer systems other than
the first computer system information identifying one
or more of the activity sources, the activity targets, and
the associations for preventing future attacks, to the one
or more computer systems, associated with the one or
more of the activity sources, the activity targets, and the

associations. Ex. 1001 ’872 Patent Claim 1
e e e et ARl

19 9/

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Claim 2: “Monitoring All Activity” Is A Separate, Important Requirement

’872 Patent Claim 2

2. The method of claim 1, wherein the monitoring further
comprises monitoring all activity on the first computer

SyStem° Ex. 1001 872 Patent Claim 2

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 11



Overview Of Capalik

US 2008001657041

a9 United States

12y Patent Application Publication
Capalik

"

) flaventor:  Alen Capalik, Los Angeles, CA (US)

SYSTEM AND METHOD FOR ANALYZING
UNAUTHORIZED INTRUSION INTO A
COMPUTER NETWORK

{51

POR at 10

1| Monitoring/intercept Module

Correspondence Address
MORGAN, LEWIS & BOCKIUS, LLP
2 PALO ALTO SQUARE

3000 EL CAMINO REAL

PALO ALTO, CA 94306 (US)

Appl. No. 11/788,795

‘iled Apr. 20, 2007

Related U5, Application Data

Continnation-in-part of application No. 11/488,743,
17, 2006.
Publication Classification
Int. CL
GOGF 1214 {2006.01)
Aftacker

10— Activity

. —

Decoy OS

| / Sentinel Kernal Driver

(52) VS Ch o

10y Pub. No.: US 2008/0016570 A1

43y Pub. Date:

Jan. 17, 2008
T26/23

ABSTRACT

pervisor operating system hosted o

he done b

mify and pre

web-based visualizion interface [

I

1DSPS
library of

signatures

62

I

1

i .

! Protected
Network

0\ Devices

i

i

1

1

1

20a
20
Admin and
Reporting
Interface

32 34 } 100
e l
/
42 Processing i
Module i
40

IPR2025-00070
CrowdStrike EX1004 Page 1

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE

Capalik
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| Overview of the ’872 Patent

Ground 1: Capallk Does Not Render the Claims Obvious

t:a pahk d aas;-..;nat: mon‘tnr all ﬂﬂll\" aes :_'required by slarm Q

Ground 2: A POSITA would not have combined Goel and Capalik

| Grounds 3-5: Claims 8, 13, 16, and 19 are patentable

" CrowdStrike’s Copying Favors Non-Obviousness
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POR at 2

Capalik Does Not Teach Element 1[c]

’872 Patent Claim 1

1. A computer implemented method of identifying unau-
thorized activities on a first computer system attached to a
computer network, wherein the first computer system com-
prises one or more processors and memory, the method
comprising:
monitoring activity on the first computer system;
identifying a plurality of activities being performed at the

first computer system, wherein each of the activities

includes an activity source, an activity target, and an
association between the activity source and the activity
target;

storing in the memory a data structure that identifies the
activity sources, the activity targets, and the associa-
tions for the plurality of activities; and

transmitting to one or more computer systems other than
the first computer system information identifying one
or more of the activity sources, the activity targets, and
the associations for preventing future attacks, to the one
or more computer systems, associated with the one or
more of the activity sources, the activity targets, and the

associations. Ex. 1001 ’872 Patent Claim 1
st S e SO T cnsusil

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Limitation 1[c]: Petitioner Maps “Forensic Data” As “Data Structure”

P ETITI 0 N Ns:\rr:::‘g::me Netiork De:'n:a Netl:.work i;e:ice Figure 5
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Petitioner Uses The ’872 Patent To Fill Gaps In Capalik

PETITIONER’S REPLY

First, the patent does not materially distinguish between forensic data and the

claimed data structure.

Petitioner’s Reply to POR at 6

The '872 patent never equates Figure 5A: “[A] block diagram illustrating exemplary data structures of unauthorized
“forensic data” with a data structure activity data 502 and unauthorized activity entries 505" (‘872 Patent 12:45-13:64)
’ ’
872 Patent 872 Patent
In this manner, the introspection :"'gt;;;;mf'"{';;e;;;n;;;éa"['élaéa'l%fmmﬂ'e's};rﬁﬁ 1, s
module examines the contents of the memory segments of soures [ pot1 [ocon 1| Type TProbaniityFTins Siamp) - 506-1
i g . . . 512:1 | 5141 | 5151 | 5161 | 5181 | 5201 |
the virtualized decoy operating systems 112 in an instru- source 2| target 2 | action 2| Type | Probabiliy | Time Stamp) - 5052
mented context that generates and retrieves forensic data (or Set1 504:1 5122 | 5142 | 152 | 5162 | 5182 | 502
= source 3| target 3 | aclion 3| Type 1Probabilityi Time Stamp! 505-3
fingerprint). W 5123 | 5143 | 5159 | 5163 | 5183 | 5203 |
Ex. 1001 °872 Patent at 7:14-18; Sur-Reply at 2-3 b ; A e e e e ok e
i____sleif_?_%%___: source 5| target 5 | action 5 -Fy?p;-ﬁgbzglﬁt;:?i-n:e-s-t;aal 505-5
: | 12- 14- 1 165 | 5185 | i
The raw attack infor- | Setd 5oe4 | =N e _5?75_%_}_?_—%‘:_____“7
mation is then communicated to and stored on the database T s | | . . . I

server 128 as forensic data 236 for later analysis.

Ex. 1001 ’872 Patent at 10:31-33: Sur-Reply at 3 Actvey Dats 502

Figure 5A Ex. 1001 ’872 Patent Fig. 5A

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Petitioner Uses The ’872 Patent To Fill Gaps In Capalik

PETITIONER’S REPLY Capalik does not include

Fig. 3C or its description

' ’872 Patent

Ll
! N
i Attacker 302 |
5\ /

-

Ex. 1034, 93:22-94:20. Fig. 3C depicts nodes and

their associations in even more detail than CrowdStrike’s marketing video:

Ex. 1001, Fig. 3C. Because Capalik teaches the same functionality, using nearly

identical language (see Section II), its forensic data similarly identifies the claimed

data structure. Petitioner’s Reply to POR at 8-9

Process A
308

Virtual Machine 113-1

Figure 3C

Ex. 1001 ’872 Patent Fig. 3C
DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 17



The “data structure” Has Meaning in Element 1[c]

PETITION

Indeed, the claims do not impose any specific structure of the stored data,

generically recited as “data structure.” Given the breadth of this element and the fact

that Capalik’s system processes the stored data to generate a signature of the attack,
a POSITA would have understood that Capalik teaches or suggests storing its

forensic data in a ““data structure.” Dec. 134-136.
Petition at 29

’872 Patent, Element 1[c]

storing 1n the memory a data structure that identifies the
activity sources, the activity targets, and the associa-
tions for the plurality of activities; and

POR at 16 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 18



Generating A Signature Does Not Imply The Claimed Data Structure

PETITION

A POSITA would have understood or found obvious that Capalik’s “forensic
data” 1s stored in a data structure, as claimed, at least because the stored data is used

by “[t]he signature generation engine 530 [annotated red] ... to generate a signature

of the attack.”

Petition at 29

’872 Patent, Element 1[c]

storing in the memory a data structure that identifies the

activity sources, the activity targets, and the associa-
tions for the plurality of activities; and

POR at 17 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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CrowdStrike: Capalik’s Signature Does Not Need the “sources” or

“associations” of the Claimed Data Structure

PETITION

A POSITA would have understood or found obvious that Capalik’s “forensic
data” 1s stored in a data structure, as claimed, at least because the stored data is used

by “[t]he signature generation engine 530 [annotated red] ... to generate a signature

of the attack.”
Petition at 29

The fingerprint can
include “one or more of’’ an activity source, activity target, and other data descriptive
of an identified attack. Id., 14:1-4. The patent is clear that fingerprints can include

both source and target data or even just source or target data. /d., 14:17-53

* * *

$ Capalik and the *872 Patent expressly teach generating a fingerprint/signature of

an attack that identifies the port (or socket) targeted by the attack.

Petition at 31

POR at 17-18; POSR at 7-8 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 20



Limitation 1[c]: Dr. Stavrou’s Testimony

Refutes CrowdStrike’s “Forensic Data” Theor

Q: “... [l]s the forensic data produced by the introspection module sufficient to teach this data structure?”

A: “... | would say that the information you need to create the data structure might be present, but the
formation, storage and identification of the specific elements of data activity sources and activity target and
associations have to be present and clearly delineated and stored in memory for a data structure to happen.” (Ex.
1034, 70:19-71:11)

Q: “Is the raw forensic data produced by the introspection module sufficient to satisfy the claimed data structure?”

A: “Clearly the information — the information for the raw forensic data is not usually — logs are not usually
organized in the form of a data structure that clearly delineates activity sources, activity targets and
associations for a variety of activities. And I didn’t see any mention of that in Capalik.” (Ex. 1034, 79:2-12)

Q: “Does the '872 patent describe Figure 3 as raw forensics data?”
A: “No, sir.” (Ex. 1034, 149:10-12)

Q: “Did you intend to equate raw forensic data in the ‘872 patent with a graph form or the structure that's shown
in Figure 3A?”

A: “No. That was not my intention.” (Ex. 1034, 150:6-10)

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 21



Limitation 1[c]: The ’872 Patent Has

Detailed Data Structures; Capalik Does Not

‘872 PATENT CAPALIK

— P « “forensic data”
q; g (:;) 4 * No figures of data structures
L. i
& @{\ — « No graph or node structure
\ % \ _
fi"’%/\/ =) Q‘%g /X(@ « Does not even use the term "data structure”
\_”9 NN =
dachion 113:1 o0 113 s
WAy Figure 4D (o K"Hr“\l
ot b o g onelo
5ATERE
SR & P
H o O
T e .;“w

Ex. 1001 °872 Patent Figs. 3D, 4D, 4E, SA

Figure 5A

Sur-Reply at 5-7 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 29



POR at 2

Capalik Does Not Teach Element 1[d]

’872 Patent Claim 1

1. A computer implemented method of identifying unau-
thorized activities on a first computer system attached to a
computer network, wherein the first computer system com-
prises one or more processors and memory, the method
comprising:
monitoring activity on the first computer system;
identifying a plurality of activities being performed at the

first computer system, wherein each of the activities

includes an activity source, an activity target, and an
association between the activity source and the activity
target;

storing in the memory a data structure that identifies the
activity sources, the activity targets, and the associa-
tions for the plurality of activities; and

transmitting to one or more computer systems other than
the first computer system information identifying one
or more of the activity sources, the activity targets, and
the associations for preventing future attacks, to the one
or more computer systems, associated with the one or
more of the activity sources, the activity targets, and the

associations. Ex. 1001 ’872 Patent Claim 1
st S e SO T cnsusil

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Limitation 1[d]: Petition Compares Capalik To ’872 Specification

’872 Patent

transmitting to one or more computer systems other than
the first computer system information identifying one
or more of the activity sources, the activity targets, and
the associations for preventing future attacks, to the one
or more computer systems, associated with the one or
more of the activity sources, the activity targets, and the

associations.
Ex. 1001 872 Patent Claim 1

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 24



Limitation 1[d]: Petition Compares Capalik To ’872 Specification

PETITION

Once the signature is created, Capalik discloses transmitting its signature in a
similar manner as the *872 Patent. The 872 Patent explains that “the decoy network
device transmits the fingerprint to the IDS/IPS system 142 to prevent future attacks
that comprise the same or similar activities on one or more protected network devices
136.” ’872 Patent, 18:47-51. Capalik similarly teaches that once the attack signature
1s generated, it can be sent “to the intrusion detection system (IDS) or intrusion
prevention system (IPS) for the protected network 504.” Capalik, [0059], Fig. 5; see
also id., [0052] (teaching that the entire process may occur automatically, without

human intervention).

Petition at 33

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 25



Limitation 1[d]: Recipient Must Be The Protected Computer System

’872 Patent Claim 1

1. A computer implemented method of identifying unau-
thorized activities on a first computer system attached to a
computer network, wherein the first computer system com-
prises one or more processors and memory, the method
comprising:
monitoring activity on the first computer system;
identifying a plurality of activities being performed at the

first computer system, wherein each of the activities

includes an activity source, an activity target, and an
association between the activity source and the activity
target;

storing in the memory a data structure that identifies the
activity sources, the activity targets, and the associa-
tions for the plurality of activities; and

transmitting to one or more computer systems other than
the first computer system information identifying one
or more of the activity sources, the activity targets, and
the associations for preventing future attacks, to the one
or more computer systems, associated with the one or
more of the activity sources, the activity targets, and the

associations. Ex. 1001 ’872 Patent Claim 1
st S e SO T cnsusil

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Limitation 1[d]: Computer System Is Not A Network

Becton, Dickinson & Co. v. Tyco Healthcare Grp.

“lilf the hinged arm and the spring means are one and the same, then the hinged
arm must be ‘connected to’ itself,” rendering the claims “facially nonsensical.”

Becton, Dickinson & Co. v. Tyco Healthcare Grp., LP, 616 F.3d 1249, 1255 (Fed. Cir. 2010)

’872 Patent

1. A computer implemented method of identifying unau-
thorized activities on a first computer system attached to a
computer network, wherein the first computer system com-
prises one or more processors and memory, the method
comprising:

* * *
transmitting to one or more computer systems other than
the first computer system information identifying one
or more of the activity sources, the activity targets, and
the associations for preventing future attacks, to the one
or more computer systems, associated with the one or
more of the activity sources, the activity targets, and the

associations.
Ex. 1001 872 Patent Claim 1

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE =oeaaaammisssssiisssstmes i it o cneiiha 27




Limitation 1[d]: Computer System Is Not A Network

THE SPECIFICATION NEVER USES "COMPUTER SYSTEM" TO REFER TO A NETWORK.

100

¥

Client Client
1011 LN 101-n

Communications Network(s) 148

Firewall / Router 198 Distributed
' computer system

Decoy
Network
Device 106
Decoy Computer
Network 102 Protected Protected Protected IDS/IPS
Network Network Network
- . : System
Device Device Device 142

Protected Computer
Network 104

Figure 1

’872 Patent Fig. 1 (annotated)
POR at 30-31 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 28




Limitation 1[d] Does Not Cover Distributed Computer System Of Fig. 1

100

Client Client
1011 LN 101-n

Communications Network(s) 148
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Network |
Device 106 | St

Decoy Computer
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Figure 1

’872 Patent Fig. 1 (annotated)
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Limitation 1[d]: Board’s Construction Yields Absurd Results

ANY TRANSMISSION WOULD BOTH SATISFY AND NOT SATISFY CLAIM.

kus Jakobsson

Q. .. If you draw a box around both 504 and 502, one big box, does that change the operation of 502?

A. It’s really a matter of identifying and naming things to understand what the claim is saying. So
think of computer system as dough. You’re baking a bread, right? So computer system could be all of
the dough. It’s, you know, every computer on earth, and the internet and all the routers of the
internet. You could also cut off a piece of your dough, you know, form a bun. That’s the computer
system that comprises all the devices in your home. Computer system is a little bit like this
dough. You could cut it in different places and say identify this portion. This, of course, is
dough. This is a computer system. It comprises one or more computational devices. Now, some of
these cuts make it kind of hard to explain, you know. So, you know, you can cut it in many, many

ways LI B
Ex. 2033, 57:3-24

POR at 36-37 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 30



Limitation 1[d]: Capalik Sends Signature To IDS/IPS Library

PROTECTED DEVICES NEVER RECEIVE SIGNATURE.

i | | Pesiaded ] | Bttt Figure 5 [0059] If a determination is made that attack signature
generation is warranted, an attack signature is generated as

| (536) (536) (5386)

| |

: , illustrated in Step 52. In one or more embodiments of the
|

|
d Computer | 500
|

. = i invention, the processing module 508 may generate a sig-
Systom (542) nature whenever data is found to be transferred through the
P s e e S socket. Alternatively, if the attack signature already exists, or
SRR T ket. Alternatively, if the attack signature already exist
‘ecoy Lompulter Networl . - . . . .
e \ if the data transfer is of a nature that indicates probing rather
- than attack, then the attack signature may not be generated.
‘"T:.Z':::i:’“] oo powriony For example, the processing module 508 may not generate
(AIAX.based) "0 ez a signature when it is found that no data has been transferred
2
through the socket, even though the socket may have been
[ O Kemel 526 (Linux-based) J opened and closed. The conditions under which the process-
4 J

ing module 508 generates an attack can be configured and
automated by an administrator. Once the attack signature 1s
generated, the signature can be reviewed by the system

Private Network Interface Communication Channel (524)
4 ™
Virtualized OS Module (506)

( ) administrator, who decides whether to send the attack sig-
Ui oy | operating Systam | [ operating Acter nature (shown at Step 56) to the intrusion detection system
— | oo (550) (IDS) or intrusion prevention system (IPS) for the protected

network 504. The attack signature is sent through a standard
network connection or via a wireless connection and is

514

N I Ni ] irtual-
Hypzr:vnlasor Hypoe"r:i_asor M‘::hinle- % . )
Opwatng | | oparaing s Based generally sent on a private portion of the protected network
User User Userland

538

504 that the attacker cannot observe. The generated attack
signature is thus applied to the IDS/IPS library of signatures

process Process

process

I
| I
| |
| |
| 1
| |
! |
' |
' |
| |
| |
| |
I I
| [
| [
| [
| I
I [
| [
: Hypeg::?’ i Virtualized Decoy Virtuallizm Decoy :
| T
| [
! [
| [
| [
| [
| [
I [
| I
| I
| I
| I
| |
| I
| !
| [
|

Hypenrisor Kernel i /
Elasteiin Hyparvisor VATNS e 534, thereby updating the information contained in the
Machine Rootkit Module * * * ' * X
518 | Korneimoduie | | (520 signature library and preventing the attacker from accessing
S, the protected network 504. _
Ex. 1004 Capalik Fig. 5 Ex. 1004 Capalik at 59

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 31



Overview of the ’872 Patent |

Ground 1: Capalik Does Not Render the Claims Obvious

Ground 2: A POSITA would not have combined Goel and Capalik

Grounds 3-5: Claims 8, 13, 16, and 19 are patentable

CrowdStrike’s Copying Favors Non-Obviousness

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Claim 2 requires monitoring all activity on the computer system

PETITION

F. Claim 2: “The method of claim 1, wherein the monitoring furthe
comprises monitoring all activity on the first computer system.”

As explained above, Capalik teaches monitoring activity on the computer

’872 Patent
— system. See Claim [1(a)]. Capalik further teaches monitoring all activity on the VM

2. The method of claim 1, wherein the monitoring further within the computer system. Capalik, [0059] (“[T]he processing module 508 may

comprises monitoring all activity on the first computer
system. generate a signature whenever data is found to be transferred through the socker”),
Fx: 1001 *832Rard Glaung [0049]; Dec., 99145-146 (explaining that a POSITA would have understood

——— e Capalik’s detailed forensic data monitors all activity on the VM that begins with a
connection through a VM network port). Accordingly, a POSITA would have
understood that Capalik teaches monitoring all activity on the computer system.

Dec., 19145-146.

Petition at 34
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CrowdStrike did not show Capalik monitors all activity on VM

PETITION

F. Claim 2: “The method of claim 1, wherein the monitoring further
comprises monitoring all activity on the first computer system.”

As explained above, Capalik teaches monitoring activity on the computer

system. See Claim [1(a)]. Capalik further teaches monitoring all activity on the VM CAPALIK

within the computer system. Capalik, [0059] (“[T]he processing module 508 may

[0027] When an attacker connects to a port, and begins

generate a signature whenever data is found to be transferred through the socker”), L X : : ]
interacting with decoy operating system 32, sentinel 34

[0049]; Dec., Y145-146 (explaining that a POSITA would have understood plonitqrs and captures information from the connection
including port numbers, data streams, keystrokes, file
Capalik’s detailed forensic data monitors all activity on the VM that begins with a uploads and any other data transfers.

Ex. 1004 Capalik [0027]

connection through a VM network port). Accordingly, a POSITA would have
understood that Capalik teaches monitoring all activity on the computer system.

: | - :
Dec., 1145-146 Petition at 34
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CrowdStrike: Only attack activity needs to be monitored

PETITIONER’S REPLY

Petitioner’s Reply to Patent Owner’s Response
IPR2025-0007

Capalik Monitors All Attack Activity, Satisfying Claim 2

Reply at 16

Critically, in both systems, there is nothing to detect unless the VM is being

attacked. Ex. 1035, 494-10. The decoy device exists to be attacked, and until it has
been attacked, there is no attack activity to monitor. /d. Neither Capalik nor the *872
17

Reply at

POR at 44

’872 Patent

2. The method of claim 1, wherein the monitoring further
comprises monitoring all activity on the first computer
system.

Ex. 1001 ’872 Patent Claim 2

e e ot sttt

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Conventional OSes have non-attack activity

Jakobsson

Q. Does the operating system perform tasks without user interaction?

A.So there are background tasks that are performed without a particular request from a
user. So, for example, there’s what’s called a trash collection. Trash collection is
when the operating system determines what stored information is not going to be useful
for anybody anymore, and then free up the memory space for the portions of memory that
contains the information. You’re not explicitly asking the operating system please do
trash now, but it’s a desirable thing for the operating system to do things like that in

the background every once in a while.
Ex. 2053, 127:4-18

Sur-Reply at 14 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 36



Monitoring activity on the VM is insufficient

PETITION MAPPED “DECOY COMPUTER"” 502
( ) TO FIRST COMPUTER SYSTEM

Decoy Computer Network (502) f540

-
Processing Module (508)

Processing Module and its

|
I [
I |
: I
-
| Visualization Signature Relational 1 — Llnux-ba Sed os ( ) Al'e
I Interface Generation Database | =
(532) Engine Server
: (AJAX-based) (530) (528) [ Un d IS pUted Iy Not
| -
| d Monitored
ll 08 Kernel 526 (Linux-based) ) I
|
I =0
| I
: Private Network Interface Communication Channel |524]|
n N |
| | Virtualized OS Module (5086) [
|
1| |
I H isor 0S W
I ype(r;;;?r Virtualized Decoy Virtualized Decoy :
11l (Linux-Based) Operating System | | Operating System
| (512) (512) I
|
| Virtual Machine Virtual Machine |
| 514 [
I |
| Normal Normal (" Virtual- |
I Hypervisor | | Hypervisor Machine- [
| Operating | | Operating /| Based
System System e Rootkit I
| User User Userland I
| process process Process 538 |
| |
| Hypervisor Kernel |
] (516) Hypervisor Virtual-Machine- |
| (Linux-based) Virtual Based |
I Machine Rootkit Module
I 518—/ | Kernel Module (520) J I
| .- ; ; ;
DEMONSTRATIVE EXHIBITS A\ /) | | Petition at 14 (annotating Capalik Fig. 5)
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| Overview of the ’872 Patent

Ground 1: Capalik Does Not Render the Claims Obvious

Ground 2: A POSITA would not have combined Goel and Capalik

Grounds 3-5: Claims 8, 13, 16, and 19 are patentable

CrowdStrike’s Copying Favors Non-Obviousness

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Ground 2: Capalik Requires Undetectability

Ground 2 Fails for the Same Reasons as Ground 1

Proposed Grounds of Unpatentability Exhibits
Ground 1: Claims 1-6, 12, 15, and 20-21 of the 872 Patent are

obvious under §103(a) over US Application Publication No. Ex. 1004
2008/0016570 to Capalik (“Capalik™)
Ground 2: Claims 1-6, 12, 14-15, and 20-21 of the 872 Patent are

obvious under §103(a) over Capalik in view of “Forensix: A | Ex. 1004

Robust, High-Performance Reconstruction System” by Goel et al. op

(“Goel”).

Petition at 9

To avoid repetition, the Capalik-Goel combination set forth here highlights
Goel’s role in teaching identifying and storing unauthorized activities wherein each
activity includes an activity source, an activity target, and association, as recited in
Claims [1(b)], [20(b)], and [21(b)]. Petitioner relies on Capalik’s teachings as set
forth in Ground 1 for the rest of the limitations of these independent claims. See

Ground 1, Claims [1[Pre]-[1(a)], [1(c)]-[1(d)].

Petition at 40

POR at 54 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 39



Ground 2: Capalik Requires Undetectability

i Private Network Interface Communication Channel {524)'
S i 1 . \ |
Such systems typically run emulated operating | ((Virtualized 0S Module (506) |
systems and services and are generally not useful against | |
sophisticated attackers who can detect and effectively avoid " Y
adi heir 7z -day ¢ > [| Hypervisor OS
the honeynet, never unloading their zero-day attack or I yp s Virtualized Decoy | | Virtualized Decoy : i
payload for the honeynet to capture and analyze. 1| (Linux-Based) Operating System | | Operating System | | L { Activiey
I (512) (512) : (550)
Ex. 1004 Capalik [0006]; POR at 55 | Virtual Machine Virtual Machine |
| 514 |
! |
|||  Normal Normal Virtual- |
| Hypervi.sor Hypervi_sor Machine- |
Since both the virtual machine-based rootkit module [ e || e 522 ey |
520 and its associated userland processes 522 run com- | User User Userland s |||
pletely outside the virtualized decoy operating systems 512, : \PEOCESS process Process |
they remain hidden from the instigator of the attack, with no ||! (Hypervisor Kernel ) :
discoverable impact on the decoy operating systems’ 512 I (516) Hypervisor Virtual-Machine- |
performance | (Linux-based) Virtual Based |
J Machine Rootkit Module
| 518 Kernel Module (520) !
Ex. 1004 Capalik [0047]; POR at 55-56 ' L\ I
1 Q = |

Ex. 1004 Capalik Fig. 5 (excerpt); POR at 56

Sur-Reply at 15-17 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 40



Ground 2: Goel is Indisputably Detectable

DETECTABLE THROUGHPUT DECREASE

Throughput (Mb/s)
No auditing 296.8
Auditing, No network 276.2
Auditing with network 186.9

Table 3. Webstone throughput.

The next row shows
the throughput when auditing data and retrieving it from
the kernel. The decrease in throughput in this case is 7%,
which is similar to the overhead observed earlier for the ker-
nel build benchmark.

The final row shows the result when data is also streamed
to the backend and stored in log files. In this case, the
throughput decreases by approximately 36%.

Ex. 1005 Goel 6-7; POR at 57

DETECTABLE OS HOOKS

5 Implementation

Forensix has been implemented on Linux and is freely
available [1]. The implementation consists of 1) an auditing
module on the target system, 2) a receiver daemon and a
database injector running on the backend, and 3) database
queries and scripts that allow replay of system activities for
forensic purposes. Each is described below.

5.1 Target System

The auditing module of the target system consists of a
Linux kernel module that traps system calls and logs data
in a kernel buffer. The module code, which is derived
from the SNARE project [11], hijacks the system call ta-
ble and adds stub code around several system calls to cap-
ture the system call, its timing, its parameters, its return
value and the PID of the process making the call.

Ex. 1005 Goel 4; POR at 57; Sur-Reply at 16
Ex. 2031 (Stavrou Decl.) §75: Ex. 2050 (HookFinder) at 1

Sur-Reply at 15-17 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Ground 2 Combines Goel’s Detectable Hooks with Capalik

Sur-Reply at 16

PETITION

unauthorized activities. Dec., §182. Goel teaches that its system implementation can
be achieved by adding lines of code. Goel, 4-5 (explaining implementation on Linux
OS, and that auditing module code is derived from the SNARE project, database is
MySQL). Therefore, a POSITA would have understood that modifying Capalik’s
system (e.g., Linux-based) to additionally monitor, identify, and store each
individual activity of an attack including “activity sources, activity targets, and
associations” would have required straightforward modifications to programs/code

instructions, which would have been well-within the skillset of a POSITA. Dec.,

Petition at 46

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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| Overview of the ’872 Patent

" Ground 1: Capalik Does Not Render the Claims Obvious

" Ground 2: A POSITA would not have combined Goel and Capalik

Ground 3-5: Claims 8, 13, 16, and 19

CrowdStrike’s Copying Favors Non-Obviousness

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Ground 3: Claims 7-11, 14, 16, and 18-19 Are Not Invalid

Ground 3: Claims 7-11. 14. 16. and 18-19 of the 872 Patent are
obvious under §103(a) over Capalik alone or in view of Goel and
further in view of “Analyzing Intrusions Using Operating System

Level Information Flow” by King (“King™).

’872 Patent

8. The method of claim 7, wherein the displaying includes
visually distinguishing at least a subset of the associations.
* * *

16. The method of claim 1, further comprising:
determining an activity status for the stored events, the
activity status comprising one of:

a complete status, representing that a source of unau-
thorized activities is identified, and each activity
target in the stored activities is associated with the
source through one or more associations; and

an incomplete status, which represents that the source
of unauthorized activities 1s not identified, or at least
one activity target in the stored activities 1s not
associated with the source through one or more

associations.
*k *k *k

19. The method of claim 1, wherein the association
includes a type that represents whether or not the activity
source has modified the activity target to perform the unau-
thorized activities.

Ex. 1001 ’872 Patent Claims 8, 16, 19
e e s A S e A et e M i, cittrson et BTl

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Claim 8: King does not “visually distinguish” associations

’872 Patent

7. The method of claim 1, further comprising:

graphically displaying at least a subset of the stored
activities.

8. The method of claim 7, wherein the displaying includes
visually distinguishing at least a subset of the associations.

PETITION

King, Fig. 3.2 (annotated); Dec., f188-212. Accordingly, a POSITA would h
understood that King’s dependency graphs visually distinguish a subset of the
associations by depicting only malignant associations in a filtered dependency

graph. Id. Accordingly, a POSITA would have understood that Capalik-
Petition at 55
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Claim 8: King does not “visually distinguish” associations

KING DISPLAYS FILTERED DEPENDENCY GRAPH

‘872 PATENT KING: NO VISUAL DISTINCTION

When the
type of associations is identified (e.g., malignant, benign.
etc., as described 1 more detail below with reference to a
type 516 in FIG. S5A), at least a subset of the associations can
be visually distinguished (e.g., a respective bold arrow
representing a malignant association; a regular arrow rep-
resenting a benign association; alternatively, any other
graphical scheme can be used to visually distinguish the
subset of the associations, such as color, font. shape. icons,
etc.). It is also noted that certain objects drawn with dashed
lines (e.g., files, processes, etc.) may have been identified as
affected by unauthorized activities, but their associations
with other objects may not have been identified.

Ex. 1001 ’872 Patent 12:32-44; POR at 61

process A

ad

process B

process C

(¢) dependency graph
generated by GraphGen

Ex. 1006 King Fig. 3.2(c)

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Claim 8 does not encompass merely displaying a subset

AK Steel Corp. v. Sollac and Ugine

“[Dlependent claims are presumed to be of narrower scope than the [] claims from
which they depend.”

AK Steel Corp. v. Sollac and Ugine, 344 F.3d 1234, 1242 (Fed. Cir. 2003)

’872 Patent Claim 1 ’872 Patent Claims 7-8

1.. A computer implcm‘cntcd method of identifying unau- 7. The method of claim 1, further comprising:
thorized activities on a first computer system attached to a anhically EETEEEEEEE of the stored
computer network, wherein the first computer system com- grap Hea Y SEEDAEE.cuiig D eey OF The sStorex
prises one or more processors and memory, the method activities.
comprising: , . , ..
monitoring activity on the first computer system; 8. The method of claim 7, wherein the displaying includes
identifying a plurality of activities being performed at the visually distinguishing at least a subset of the associations.
first computer system, wherein each of the activities Ex. 1001 *872 Patent Claims 7-8

includes an activity source, an activity target, and an .|

association between the activity source and the activity
target; Ex. 1001 ’872 Patent Claim 1 (excerpt)

POR at 60-61 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 47



Claim 16: King does not determine an “activity status” for events

’872 Patent, Claim 16

16. The method of claim 1, further comprising: PETITION
determining an activity status for the stored events, the

activity status comprising one of: LB 40

a COHlPIEte StEl‘FLl?,‘ rep{es?lltlllg that a source of el ’872 Patent, King’s Fig. 3.2(c) illustrates a complete activity status for an attack. As
thorized activities is identified, and each activity
target in the stored activities 1s associated with the illustrated below, King’s system identifies a source of unauthorized activities (e.g.,

source through one or more associations; and
an incomplete status, which represents that the source
of unauthorized activities is not identified, or at least process C, file X) through one or more identified associations.
one activity target in the stored activities is not ¥ 5
. . Petition at 63
associated with the source through one or more
associations.
e e e e e e e ittt e o e et

file 0) and that source’s relation to every activity target (e.g., process B, file 1,

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 48



Claim 16: King does not determine an “activity status” for events

‘872 PATENT

| _ - y 1 KING: NO ACTIVITY STATUS
| Determine an activity status for the stored events. The activity status

I includes one of: |
| @ complete status, representing that a source of unauthorized activities is | file O
632 | identified, and each activity target in the stored activities is associated |

| with the source through one or more associations; and
| an incomplete status, which represents that the source of unauthorized

process A

| activities is not identified, or at least one activity target in the stored
| activities is not associated with the source through one or more | /
| associations. |
—————————————— A USROS R O process B
A T e e R e e T )
: Status 506 : | Global Time Stamp
| |

505-1 Clile 1 3

1
source 1| target 1 | action 1| Type |Probab|||!y|T|me Stamp

]
Frequency 508 ' 503
4 ' 510 :

]
514-1 515-1 516-1 5181: 520-1 |

1
Probabllnty 1 Time Stamp | 505-2
5_8_21 - . 5202 process C

target 2 | action2 | Type
514-2 | 5152 | 516-2

._sc‘-_,:
>3 |
L S
N

source 3| target 3 | action3 | Type

Pro ly i1 Time Shmp} 505-3
512-3 | 514-3 | 5153 | 516-3

|
|
1
|
|
]
1
I
1 520-3
————— P P =
source 4 | target 4 | action4 | Type :P babmtyuTlmeSlamp: 505-4 file X
|
1
|
|
|
1
I
|
|
]
I

512-4 | 5144 | 5154 | 5164 518-4 | 5204 |

source 5| target 5 | action 5 | Type | _p?o_bEE.HQ:frTn-Te_é:;rEEE 505-5 (c) dependency graph
2125 | 2149 | M58 | S162 | 2103 ) 5209 eenerated by GraphGen
- s . “ - : 0 :
L L L L L ] . |
L L L J L ] L : L ] :

Ex. 1006 King 3.2(c¢)

——

Ex. 1001 "872 Patent Figs. 6C, SA (excerpt); POR at 63-64
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Claim 16: CrowdStrike’s New Reply Argument Is Wrong

PETITIONER’S REPLY

The Petition explained

King’s filtered dependency graph Fig 3.2(c) is created only after the system has
determined a complete status, identifying (1) a source of unauthorized activities and
(2) associations to every activity target. Petition, 63-64; see also Ex. 1003, 9231

Reply at 23

No binary status determination:
King merely creates a graph from
stored data, prunes it, and displays
pruned graph

Sur-Reply at 20 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 50



Claim 19: No stored data structure identifying association type

’872 Patent Claim 1

1. A computer implemented method of identifying unau-
thorized activities on a first computer system attached to a PETITION
computer network, wherein the first computer system com-
prises one or more processors and memory, the method In other words, King's
comprising: — gt 3 : :
* s s dependency graph in Fig. 3.2(c) removes any associations that did not contribute
storing in the memory a data structure that identifies the (directly or indirectly) to the unauthorized activity identified at time 10 (i.e.,
activity sources, the activity targets, and the associa-
tions for the plurality of activities; and suspicious content written into file X). Dec., §235. A POSITA would have
Ex. 1001 872 Patent Claim 1 (excerpt) understood that the associations remaining after this filtering are of a type that

represents a source modifying its target to perform unauthorized activities either

872 Pate nt, Claim 19 directly (e.g., writing incorrect content into file X) or indirectly (e.g., causing a

subsequent source to write incorrect content into file X). /d.

19. The method of claim 1, wherein the association
includes a type that represents whether or not the activity
source has modified the activity target to perform the unau-
thorized activities.

Petition at 65-66
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Claim 19: King does not determine an “activity status” for events

‘872 PATENT KING: NO ASSOCIATION TYPE

e N sy L W |
| Status506 | Frequency 508 : Sl - LA P

e, | R R 5_—_9_*____|

source 1| target 1 | action 1| Type _]Probabilutleime Stamp} 505-1
512-1 | 514-1 | 5151 | 516-1 | 5181 | 5201
~~~~~ e ey

source 2| target 2 | action 2| Type | Probability ! Time Stamp1 - 505-2
5122 | 514-2 | 5152 | 5162 | 5182 | 5202 |
----- [T Cw—va—

source 3| target 3 | action 3| Type 1Probability | Time Stamp 505-3
512-3 | 514-3 | 515-3 | 516-3 | 51&-3 | 5203 |
----- I orobcttiy | Thme St

source 4 | target 4 | action4 | Type |Probability | Time Stamp 505-4
5124 | 5144 | 5154 | 5164 | :uu | 5204 |
----- [T Tr———

source 5| target 5 | action 5| Type |Probability: Time StampI 505-5
§12-56 | 514-5 | 5155 | 5165 | m;& | 5205 |
______ T ———
° © ° B : o : o :
L3 L] o . I - I g '
L L] L] L] | L] I L I
\ s R o o AR i o e

Ex. 1001 ’872 Patent Fig. SA (excerpt); POR at 65-66

time 0: process A creates process B
tume |: process B writes file |

time 2: process B writes file 2

time 3: process A reads file 0

time 4: process A creates process C
time 5: process C reads file |

time 6: process C writes file X

time 7: process C reads file 2

time 8: process A creates process D

(a) Event log

process A

<

process B

process C

(¢) dependency graph
generated by GraphGen

Ex. 1006 King Fig. 3.2(a), (¢)

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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Ground 4: Pike does not disclose identifying “request to access”

POR at 67-68

’872 Patent

13. The method of claim 12, wherein the identifying
activity sources that are affected by unauthorized activities
includes identifying activity sources that request to access a
portion of memory that is set as non-executable.

Ex. 1001 ’872 Patent Claim 13

et et ettt vttt st Bl mtond™

PETITION

19, 5:13-38, 8:65-67, 2:7-33. Pike discloses several techniques to trigger an action
when memory of the target system is accessed by the potentially dangerous data in

the input string. Pike, 8:65-9:5.

Petition at 67

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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17. The method of claim 1, further comprising:

determining an activity level representing a frequency of
unauthorized activities on the first computer system
during a predefined time interval. R

P e ettt ettt
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| Overview of the ’872 Patent

Ground 1: Capalik Does Not Render the Claims Obvious

Ground 2: A POSITA would not have combined Goel and Capalik

| Ground 3-5: Claims 8, 13, 16, and 19

CrowdStrike’s Copying Favors Non-Obviousness

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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CrowdStrike Principals Had Access to GoSecure Technology

| DMITRI ALPEROVITCH (CTO) JEREMY GOULD (Senior Engineer)

« Board member of GoSecure (then
CounterTack) beginning November 2011.

» Had unfettered access to GoSecure's
confidential technical information.

+ Co-founded CrowdStrike as CTO shortly

- Senior Engineer at GoSecure (then NeurallQ) for
approximately 3 months.

* Had broad access to GoSecure's code and confidential
information.

« Left GoSecure and joined CrowdStrike.

thereafter.
June 2011 Nov. 2011 Dec. 2011 Feb. 2012 Mar.-May 2012
’590 App. Filed Alperovitch joins Gould joins Board meeting with Alperovitch and
GoSecure Board GoSecure as senior patent details; Gould leave
engineer Alperovitch Co- GoSecure for
Founds CrowdStrike CrowdStrike
as CTO
POR at 68-70

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 56



CrowdStrike Immediately Copies the Invention

FALCON STORED SOURCES, TARGETS, AND ASSOCIATIONS IN A DATA STRUCTURE (GRAPH DATABASE)

in a graph database.

CrowdStrike Falcon Use Case: True Endpoint Visibility

e (.;r?‘wdStrike Haau P A> Share 4 Ask [] save

DEMONSTRATIVE EXHIBITS - NOT EVIDENCE
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CrowdStrike Immediately Copies the Invention

FALCON TRANSMITTED INFORMATION TO OTHER COMPUTER SYSTEMS FOR THEIR PROTECTION

CrowdStrike Falcon Platform

CrowdStrike Falcon is a Big Data Active Defense platform focused on raising the
adversaries' costs and giving the strategic advantage back to defenders. Designed
to continuously monitor, share, and mitigate the adversary's Tactics, Technigques, and
Procedures (TTPs), CrowdStrike Falcon provides unmatched real-time detection,
attribution, flexible range of response actions, and intelligence dissemination
capabilities.

« Detects zero-day threats and prevents damage from targeted attacks

Identifies malware and provides attribution of the attackers

Provides a flexible range of responses to raise the cost and risk to the adversary

&

Shares information across an entire community of like-minded trusted defenders

Leverages a cloud based platform and a global network of event driven security
Sensors

POR at 72; Ex.2015 at 1 DEMONSTRATIVE EXHIBITS - NOT EVIDENCE 58



CrowdStrike Immediately Copies the Invention

FALCON MONITORED ALL ACTIVITY ON THE COMPUTER SYSTEM

Endpoint Activity Monitoring, Threat Detection & Response

CrowdStrike Falcon Host solves the main business problems that enterprises

face today, to include visibility info tfargeted threats, detection of zero-day

aftacks, lack of fime o hunt through enterprise activity, and insufficient

data in a scalable elastic cloud allows enterprises fo pinpoint targeted
attacks in realtime. CrowdStrike Falcon Host's Endpoint Activity Monitoring
(EAM) saves time and money while reducing risk by avoiding "silent failure”
EAM offers real-time forensics by tracking all execution on all hosts at all
times, shortening the window between infection and detection while

providing users with live forensics.
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CrowdStrike’s Copying: Nexus to the Claimed Invention

Without performing intrusive and performmance-impacting scans of the
systemn, Falcon Host's highly efficient real-time moniforing of all system
activity is the only security solution that provides maximum visibility into all

adversary activities, including Adversary-in-Motion: reconnaissance,

Ex.2016at 1
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CrowdStrike’s Copying: Nexus to the Claimed Invention

o _og oge Ex. 2017 2:03-2:21
* “unparalleled visibility”

* “situational model that keeps track of all the relationships and
context between all these different processes in a graph database”
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CrowdStrike’s Copying: Nexus to the Claimed Invention

CrowdStrike Falcon Platform

CrowdStrike Falcon is a Big Data Active Defense platform focused on raising the
adversaries' costs and giving the strategic advantage back to defenders. Designed
to continuously monitor, share, and mitigate the adversary's Tactics, Techniques, and
Procedures (TTPs), CrowdStrike Falcon provides unmatched real-time detection,
attribution, flexible range of response actions, and intelligence dissemination
capabilities.

Detects zero-day threats and prevents damage from targeted attacks

« |dentifies malware and provides attribution of the attackers
+* Provides a flexible range of responses to raise the cost and risk to the adversary
« Shares information across an entire community of like-minded trusted defenders

+ Leverages a cloud based platform and a global network of event driven security
Sensors
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CrowdStrike’s Copying: Nexus to the Claimed Invention

CrowdStrike Holdings, Inc.

Class A Common Stock

This is the initial public offering of shares of Class A common stock of CrowdStrike Holdings, Inc.

Overview

We founded CrowdStrike in 2011 to reinvent security for the cloud era. When we started the company, cyberattackers had a decided,
asymmetric advantage over existing security products. We turned the tables on the adversaries by taking a fundamentally new approach that
leverages the network effects of crowdsourced data applied to modern technologies such as artificial intelligence, or Al, cloud computing, and
graph databases. Realizing that the nature of cybersecurity problems had changed but the solutions had not, we built our CrowdStrike Falcon
platform to detect threats and stop breaches.
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CrowdStrike Enjoyed Commercial Success

Subscription Revenue Dollar-based Net
YoY Growth Rate Retention Rate

$313
Annual Recurring iR
RBVB”UE ($ in millions) @

GM4FT GIFN8 026 Q38 Q4B DAS Q28 Q3FNS Q48

STARTING ARRE @ NET NEW ARR

POR at 75-76; Ex.2035 at 3

Subscription
Customers

ARR
YoY Growth Rate

Loss from
Operations | Q4 Fv19
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CERTIFICATE OF SERVICE

Pursuant to 37 C.F.R. § 42.6(e), I certify that on this 9" day of June, 2026, a
true and correct copy of the foregoing Patent Owner’s Demonstratives was served
by electronic mail on Petitioner’s lead and backup counsel at the following email

addresses:

Paul R. Hart, (Reg. No. 59,646)
Paul.Hart@eriseip.com
PTAB@eriseip.com

ERISE IP, P.A.

717 17th St., Suite 1400
Denver, Colorado 80202
Telephone: 913.777.5600

Fax: 913.777.5601

Adam P. Seitz (Reg. No. 52,206)
Adam.Seitz@eriseip.com
ERISE IP, P.A.

7015 College Blvd., Suite 700
Overland Park, Kansas 66211
Telephone: 913.777.5600

Fax: 913.777.5601

By: /s/ Steven W. Peters

Steven W. Peters (Reg. No. 73,193)
speters@cgsh.com

Cleary Gottlieb Steen & Hamilton LLP
2112 Pennsylvania Ave., NW
Washington, DC 20037

Telephone: 202.974.1500

Fax: 202.974.1999

Counsel for Patent Owner
GoSecure, Inc.



