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SYSTEM FOR AND METHOD OF
PERFORMING RESIDENTIAL GATEWAY
DIAGNOSTICS AND CORRECTIVE ACTIONS

BACKGROUND INFORMATION

[0001] Residential gateway devices support a number of
interfaces and devices. Configuration, maintenance, and
diagnostics of residential gateway devices is too complex for
many users. The inability of users to configure and trouble-
shoot residential gateway devices results in an increase of
requests for technical support. The inability of users to con-
figure and troubleshoot residential gateway devices also
results in the return of a number of correctly operating resi-
dential gateway devices.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present invention, together with further objects
and advantages, may best be understood by reference to the
following description taken in conjunction with the accom-
panying drawings, in the several figures of which like refer-
ence numerals identify like elements, and in which:

[0003] FIG. 1 is a schematic diagram illustrating a system
for performing residential gateway diagnostics and corrective
actions, according to a particular embodiment;

[0004] FIG. 2 is a block diagram of a hardware component
of the system for performing residential gateway diagnostics
and corrective actions, according to a particular embodiment;
[0005] FIG. 3 illustrates the appearance of a user interface
of a system for performing residential gateway diagnostics
and corrective actions, according to a particular embodiment;
[0006] FIG. 4 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure;

[0007] FIG. 5 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure;

[0008] FIG. 6 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure;

[0009] FIG. 7 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure;

[0010] FIG. 8 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure; and

[0011] FIG. 9 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0012] Residential gateways, broadband home routers,
Customer Premise Equipment, and other remotely located
network access devices provide an increasing level of ser-
vices and interfaces. The increasing number of services and
interfaces enhance the complexity for setup and maintenance.
According to an exemplary embodiment, a residential gate-
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way, a broadband router, or other network access device may
include one or more of: a module, an agent, or a process for
performing one or more diagnostic tests. The module, pro-
cess, or agent may be configured to analyze data from the
diagnostic test and perform one or more corrective actions in
response to the analysis. The state of the network access
device may be captured and saved in persistent storage for
further analysis. The administration of the agent in terms of
activation, configuration, execution, and retrieval of test
results may be performed via a network access device man-
agement system. For certain network access device error
conditions, an end user of the device may be prompted with a
supporting help user interface (e.g., web pages provided or
served by the network access device) to assist in troubleshoot-
ing and fixing the error conditions.

[0013] FIG. 1 is a schematic diagram illustrating a system
for performing residential gateway diagnostics and corrective
actions, according to a particular embodiment. As illustrated,
network 102 may be communicatively coupled with one or
more devices including network element 104, network ele-
ment 106, data storage 108, and network element 114. Net-
work element 114 may contain module 122. Other devices
may be communicatively coupled with network 102 via one
or more intermediary devices. Set-top box 118 may be com-
municatively coupled with network 102 via network element
114. Wireless device 126, network client 116, and set-top box
118 may communicate with network 102 via network ele-
ment 114. Television set 120 may be communicatively
coupled to set-top box 118.

[0014] The description below describes network elements,
computers, and/or components of a system of and method for
performing residential gateway diagnostics and corrective
actions that may include one or more modules. As used
herein, the term “module” may be understood to refer to
computing software, firmware, hardware, and/or various
combinations thereof. Modules however are not to be inter-
preted as software which is not implemented on hardware,
firmware, or recorded on a processor readable recordable
storage medium (i.e., modules are not software per se). It is
noted that the modules are exemplary. The modules may be
combined, integrated, separated, and/or duplicated to support
various applications. Also, a function described herein as
being performed at a particular module may be performed at
one or more other modules and/or by one or more other
devices instead of or in addition to the function performed at
the particular module. Further, the modules may be imple-
mented across multiple devices and/or other components
local or remote to one another. Additionally, the modules may
be moved from one device and added to another device,
and/or may be included in both devices.

[0015] Network 102 may be a wireless network, a wired
network or any combination of wireless network and wired
network. For example, network 102 may include one or more
of a fiber optics network, a passive optical network, a cable
network, an Internet network, a satellite network (e.g., oper-
ating in Band C, Band Ku or Band Ka), a wireless LAN, a
Global System for Mobile Communication (“GSM”), a Per-
sonal Communication Service (“PCS”), a Personal Area Net-
work (“PAN”), D-AMPS, Wi-Fi, Fixed Wireless Data, IEEE
802.11a, 802.11b, 802.15.1, 802.11n and 802.11 g or any
other wired or wireless network for transmitting and/or
receiving a data signal. In addition, network 102 may include,
without limitation, telephone line, fiber optics, IEEE Ethernet
802.3, a Wide Area Network (“WAN”), a Local Area Network
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(“LAN™), or a global network such as the Internet. Also,
network 102 may support, an Internet network, a wireless
communication network, a cellular network, or the like, or
any combination thereof. Network 102 may further include
one, or any number of the exemplary types of networks men-
tioned above operating as a stand-alone network or in coop-
eration with each other. Network 102 may utilize one or more
protocols of one or more network elements to which it is
communicatively coupled. Network 102 may translate to or
from other protocols to one or more protocols of network
devices. Although network 102 is depicted as one network, it
should be appreciated that according to one or more embodi-
ments, network 102 may comprise a plurality of intercon-
nected networks, such as, for example, a service provider
network, the Internet, a broadcaster’s network, a cable tele-
vision network, corporate networks, and home networks.
[0016] Network elements 104, 106, 114, and data storage
108 may transmit and receive data to and from network 102
representing residential gateway diagnostic data, error cor-
rection data, and other data. The data may be transmitted and
received utilizing a standard telecommunications protocol or
a standard networking protocol. For example, one embodi-
ment may utilize Session Initiation Protocol (“SIP”). In other
embodiments, the data may be transmitted and/or received
utilizing other Voice Over IP (“VoIP”) or messaging proto-
cols. For example, data may also be transmitted and/or
received using Wireless Application Protocol (“WAP”), Mul-
timedia Messaging Service (“MMS”), Enhanced Messaging
Service (“EMS”), Short Message Service (“SMS”), Global
System for Mobile Communications (“GSM”) based sys-
tems, Code Division Multiple Access (“CDMA”) based sys-
tems, Transmission Control Protocol/Internet (“TCP/IP”)
Protocols, or other protocols and systems suitable for trans-
mitting and receiving broadcast or parallel search data. Data
may be transmitted and received wirelessly or may utilize
cabled network or telecom connections such as an Ethernet
RJ45/Category 5 Ethernet connection, a fiber connection, a
traditional phone wireline connection, a cable connection or
other wired network connection. Network 102 may use stan-
dard wireless protocols including IEEE 802.11a, 802.11b and
802.11 g. Network 102 may also use protocols for a wired
connection, such as an WEE Ethernet 802.3.

[0017] Wireless device 126 may be a wireline phone, a
cellular phone, a mobile phone, a satellite phone, a Personal
Digital Assistants (PDA), a computer, a handheld MP3
player, a handheld video player, a personal media player, a
gaming device, or other devices capable of communicating
with network 102 via network element 114. According to
some embodiments, wireless device 126 may be use Voice
Over IP (“VOW?) to provide one or more services.

[0018] Network client 116 may be a desktop computer, a
laptop computer, a server, a personal digital assistant, or other
computer capable of sending and receiving network signals.
Network client 116 may use a wired or wireless connection.
Although depicted as connected via a residential gateway in
FIG. 1, in one or more embodiments, network client 116 may
connect directly to network 102 or via other network connec-
tivity devices. According to one or more embodiments, net-
work client 116 using a wireless connection may authenticate
with a network using Wired Equivalent Privacy, Wi-Fi Pro-
tected Access or other wireless network security standards.
[0019] Network elements 104 and 106, data storage 108,
and network element 114 may include one or more processors
(not shown) for recording, transmitting, receiving, and stor-
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ing data. Although network elements and data storage 108 are
depicted as individual elements, it should be appreciated that
the contents of one or more of a network element and data
storage 108 may be combined into fewer or greater numbers
of devices and may be connected to additional devices not
depicted in FIG. 1. Furthermore, the one or more devices may
be local, remote, or a combination thereof to a first network
element and data storage 108.

[0020] Datastorage 108 may be network accessible storage
and may be local, remote, or a combination thereofto network
elements 104 and 106. Data storage 108 may utilize a redun-
dant array of inexpensive disks (“RAID”), tape, disk, a stor-
age area network (“SAN”), an internet small computer sys-
tems interface (“iSCSI”) SAN, a Fibre Channel SAN, a
common Internet File System (“CIFS”), network attached
storage (“NAS”), a network file system (“NFS”), or other
computer accessible storage. In one or more embodiments,
Data storage 108 may be a database, such as an Oracle data-
base, a Microsoft SQL Server database, a DB2 database, a
MySQL database, a Sybase database, an object oriented data-
base, a hierarchical database, or other database. Data storage
108 may utilize flat file structures for storage of data.

[0021] According to some embodiments, data storage 108
may be a relational database that may store diagnostic data,
configuration data, and data associated with corrective
actions. Data may be aggregated, sorted, processed, and que-
ried to identify memory trends, network connectivity prob-
lems, configuration problems, and other issues. Associations
may be made between identified issues identified in the diag-
nostic data and appropriate corrective actions. According to
some embodiments, data storage 108 may provide one or
more APIs or other interfaces which may be used by a web
server or other application to distribute, present, and share
information.

[0022] Network elements 104 and 106 may be one or more
servers (or server-like devices), such as a Session Initiation
Protocol (“SIP”) server. Network elements 104 and 106 may
include one or more processors (not shown) for recording,
transmitting, receiving, and storing data. According to one or
more embodiments, network elements 104 and 106 may con-
tain SNMP (Simple Network Management Protocol) Manag-
ers and other network management tools. Network elements
104 and 106 may be servers of a service provider, the Internet,
a broadcaster, a cable television network, or another media
provider. According to some embodiments network element
104 may be a Domain Name Server (DNS), a gateway, or
other network infrastructure.

[0023] According to some embodiments, Network element
106 may be a broadband home router management system, a
Customer Premise Equipment (CPE) management system, or
a residential gateway management system. Network element
106 may receive or query diagnostic test results and other data
from residential gateways, broadband home routers, and
other Customer Premise Equipment (CPE). Network element
106 may store diagnostic test results locally or remotely such
as on data storage 108. Network element 106 may administer
an agent, process, or module on a residential gateway, a
broadband home router, or other Customer Premise Equip-
ment (CPE). For example, network element 106 may activate
module 122, configure module 122, or initiate the execution
of'one or more diagnostic test results or corrective actions by
module 122. Network element 106 may contain or access
configuration information for configuring residential gate-
ways and other network access devices. For example, net-
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work element 106 may receive data from module 122 indi-
cating that network element 114 has accessed network 102.
Network element 106 may configure network element 114.
Configuration may include configuring module 122 to run
one or more diagnostic tests on a periodic schedule. Configu-
ration may also include providing network element 114 with
data associating one or more corrective actions with one or
more diagnostic test results. Module 122 may be capable of
running diagnostic tests and performing corrective actions
independently of network element 106 and independent of a
status of network connectivity for network element 114.
According to some embodiments, network element 114 may
be provided to a customer pre-configured.

[0024] Network elements 104 and 106 may provide Appli-
cation Programming Interfaces (“APIs™), interface tables,
Remote Procedure Calls (“RPCs”), web services, Extensible
Markup Language (“XML”) based interfaces, Simple Object
Access Protocol (“SOAP”) based interfaces, Common Object
Request Broker Architecture (“CORBA”) and other inter-
faces for sending or receiving media searches, preferences or
other information. Network elements 104 and 106 may
receive data from broadcasters, users, service providers,
internet information sources, or other media related informa-
tion sources.

[0025] According to one or more embodiments, network
element 114 may be a residential gateway, such as a router, or
another piece of Customer Premises Equipment (“CPE”) pro-
viding access to one or more pieces of equipment. For
example, network element 114 may provide audio/video pro-
gramming content feeds to a set-top box, such as set-top box
120. Network element 114 may also provide network con-
nectivity for other clients such as network client 116 and
wireless device 126. One or more additional devices may be
present. For example, network element 114 may be connected
to network 102 via an Optical Network Terminal (ONT). A
gateway may also be present which may provide or deny
network element 114 access to network 102.

[0026] According to some embodiments, module 122 may
perform one or more diagnostic tests, may store diagnostic
test results, analyze one or more diagnostic test results, and
may perform one or more corrective actions in response to a
diagnostic test result. Module 122 may include an agent or a
process for performing diagnostic test results or corrective
actions. According to some embodiments, module 122 may
be executable software stored on electronic storage of net-
work element 114 and executed by one or more processors of
network element 114. Tests and corrective actions performed
by module 122 may be performed in response to a request,
such as a request from an equipment management system.
Module 122 may also perform tests and corrective actions as
aperiodic scheduled event. According to some embodiments,
if a measured parameter on network element 114 meets a
specified criteria, one or more diagnostic tests or corrective
actions may be performed. For example, one or more diag-
nostic tests may be performed or scheduled if a CPU,
memory, or other component of network element 114 exceeds
a specified threshold.

[0027] Diagnostic tests performed by module 122 may
include internal system resource tests, WAN tests, LAN tests,
and other tests. Internal system resource tests may include,
but are not limited to, a memory utilization test, a CPU utili-
zation test, and a software version test. LAN diagnostic tests
performed by module 122 may include, for example, a test to
verify that a LAN interface is enabled and active, a test to
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verify that bandwidth for a Multimedia over Coax Alliance
(MoCA) based interface meets a specified threshold, a test to
verify that errors ofa LAN Ethernet port are below a specified
threshold (e.g., CRC (Cyclic Redundancy Check) errors,
framing errors, hardware port failures), a test to verify that a
WiFi signal level meets a specified threshold, a test to deter-
mine a number of connected and active LAN devices, a test to
determine whether a connected LAN device has an IP address
assigned, a test to determine the bandwidth of a LAN inter-
face, and a test to verify IP connectivity of a Multimedia over
Coax Alliance (MoCA) based set-top box device. WAN diag-
nostic tests performed by module 122 may include, but are not
limited to, a test to ensure that a connected residential gate-
way has a single WAN interface active; a test to verify that a
WAN interface transmission rate meets a specified threshold,
atest to verify that errors of a WAN Ethernet port are below a
specified threshold, a WAN IP assignment test, a WAN IP
connectivity test, and a WAN interface bandwidth test.

[0028] Module 122 may store one or more diagnostic test
results. Diagnostic test results may be stored locally on elec-
tronic storage of network element 114, or remote from net-
work element 114 such as in data storage 108. Diagnostic test
results may be stored in one or more formats including, but
not limited to, a log file and as a Technical Report 069 com-
pliant parameter extension (“TR-069” is a Customer Premise
Equipment WAN management protocol published by the
Broadband Forum in technical report 7R-069 CPE WAN
Management Protocol v.1.1, Issue 1, Amendment 2, (Decem-
ber 2007) and incorporated herein by reference in its
entirety). Module 122 may transmit diagnostic test results or
provide an interface to diagnostic test results. For example,
module 122 may transmit diagnostic test results to network
element 106 or be queried by network element 106. Accord-
ing to some embodiments, module 122 may transmit diag-
nostic test data using TR-069 to network element 106.

[0029] Corrective actions performed by module 122 may
include resetting a network interface of network access equip-
ment such as a residential gateway or broadband home router.
Corrective actions performed by module 122 may also
include rebooting a residential gateway, and resetting one or
more parameters of the residential gateway to a default setting
(e.g., a factory setting). Corrective actions to execute may be
identified based on stored data associating a corrective action
with a diagnostic test result. According to one or more
embodiments, corrective actions for a particular test result
may be prioritized indicating a first corrective action to try
and one or more subsequent corrective actions to try if a fault
or error persists. For example, the number of reboots of a
piece of network access equipment may be counted. After a
specified number of reboots (e.g., three) parameters of the
network access equipment may be reset if the fault or error
persists.

[0030] According to some embodiments, corrective actions
may comprise providing a user interface to a user of the
network access equipment. For example, a user interface may
be a web page served by module 122 to wireless device 126 or
network client 116. The user interface may provide results of
a diagnostic test, such as an error code, an error description,
suggested corrective actions, pictures of network equipment
identifying features or aspects of the equipment, screenshots
showing configuration information, and support group con-
tact information. For example, a broadband home router may
be depicted and connections, interfaces, tags, controls, and
other aspects of the router may be identified. Descriptive text
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may be included in the user interface explaining configuration
and use of the depicted broadband home router. In some
embodiments, a user interface may include a web page pro-
vided via public wireless access (e.g., not using WEP (Wired
Equivalent Privacy)). The public wireless access may be lim-
ited to configuration instructions, troubleshooting instruc-
tions, support contact information, and diagnostic informa-
tion which does not provide any confidential, proprietary, or
sensitive information. The public wireless access may be
disabled automatically after success resolution of a setup or
configuration issue. The public wireless access may provide
information on how to connect a wired connection to network
element 114 (e.g., a diagram may show an Ethernet port or
other port of network element 114 and provide instructions on
how to configure a laptop to connect to network element 114).
More detailed instructions may be provided via a non-public
wired connection. The user interface may be generated by
module 122 regardless of whether network element 114 has
network connectivity. Thus, a user may be able to receive
support prior to establishing connectivity for network ele-
ment 114.

[0031] The various components of system 100 as shown in
FIG. 1 may be further duplicated, combined and/or integrated
to support various applications and platforms. Additional ele-
ments may also be implemented in the systems described
above to support various applications.

[0032] FIG.2 is a block diagram of a hardware component
of the system for performing residential gateway diagnostics
and corrective actions according to a particular embodiment.
As illustrated, the residential gateway diagnostic and correc-
tion module 202 may contain one or more components
including diagnostic module 204, corrective actions module
206, schedule module 208, user interface module 210, and
error handling/reporting module 214. Although residential
gateway diagnostic and correction module 202 is depicted as
a single module, functionality or modules of residential gate-
way diagnostic and correction module 202 may be located on
a single device or distributed across a plurality of devices
including one or more centralized servers and one or more
pieces of customer premises equipment or end user devices.

[0033] Diagnostic module 204 may run one or more diag-
nostic tests, may store diagnostic test results, and analyze one
or more diagnostic test results. Diagnostic tests performed by
diagnostic module 204 may include internal system resource
tests, WAN tests, LAN tests, and other tests. Internal system
resource tests may include, but are not limited to, a memory
utilization test, a CPU utilization test, and a software version
test. LAN diagnostic tests performed by diagnostic module
204 may include, for example, a test to verify that a LAN
interface is enabled and active, a test to verify that bandwidth
for a Multimedia over Coax Alliance (MoCA) based interface
meets a specified threshold, a test to verify that errors of a
LAN Ethernet port are below a specified threshold (e.g., CRC
(Cyclic Redundancy Check) errors, framing errors, hardware
port failures), a test to verify that a WiFi signal level meets a
specified threshold, a test to determine a number of connected
and active LAN devices, a test to determine whether a con-
nected LAN device has an IP address assigned, a test to
determine the bandwidth of a LAN interface, and a test to
verify IP connectivity of a Multimedia over Coax Alliance
(MoCA) based set-top box device. WAN diagnostic tests
performed by diagnostic module 204 may include, but are not
limited to, a test to ensure that a connected residential gate-
way has a single WAN interface active; a test to verify that a
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WAN interface transmission rate meets a specified threshold,
atest to verify that errors of a WAN Ethernet port are below a
specified threshold, a WAN IP assignment test, a WAN IP
connectivity test, and a WAN interface bandwidth test.

[0034] Corrective actions module 206 may perform one or
more corrective actions. Corrective actions may be performed
in response to a received command, in response to a diagnos-
tic test result, or as a scheduled event. Corrective actions
performed by corrective actions module 206 may include
resetting a network interface of network access equipment
such as a residential gateway or broadband home router.
Corrective actions performed by corrective actions module
206 may also include rebooting a residential gateway, and
resetting one or more parameters of the residential gateway to
a default setting (e.g., a factory setting). Corrective actions to
execute may be identified based on stored data associating a
corrective action with a diagnostic test result. According to
one or more embodiments, corrective actions for a particular
test result may be prioritized indicating a first corrective
action to try and one or more subsequent corrective actions to
try if a fault or error persists. For example, the number of
reboots of a piece of network access equipment may be
counted. After a specified number of reboots (e.g., three)
parameters of the network access equipment may be reset if
the fault or error persists.

[0035] Schedule module 208 may schedule one or more
diagnostic tests, corrective actions, or other events. Upon the
arrival of a scheduled time, schedule module 208 may initiate
execution of a diagnostic test or corrective action via com-
munication with diagnostic module 204 or corrective actions
module 206 respectively.

[0036] User interface module 210 may provide a user inter-
face to a user of the network access equipment. For example,
a user interface may be a web page served by user interface
module 210 to wireless device 126 or network client 116. The
user interface may provide results of a diagnostic test, such as
an error code, an error description, suggested corrective
actions, pictures of network equipment identifying features
or aspects of the equipment, screenshots showing configura-
tion information, and support group contact information. For
example, a broadband home router may be depicted and con-
nections, interfaces, tags, controls, and other aspects of the
router may be identified. Descriptive text may be included in
the user interface explaining configuration and use of the
depicted broadband home router. In some embodiments, a
user interface may include a web page provided via public
wireless access (e.g., not WEP enabled). The public wireless
access may be limited to configuration instructions, trouble-
shooting instructions, support contact information, and diag-
nostic information which does not provide any confidential,
proprietary, or sensitive information. The public wireless
access may be disabled automatically after success resolution
of a setup or configuration issue. The public wireless access
may provide information on how to connect a wired connec-
tion to network element 114 (e.g., a diagram may show an
Ethernet port or other port of network element 114 and pro-
vide instructions on how to configure a laptop to connect to
network element 114). More detailed instructions may be
provided via a non-public wired connection. The user inter-
face may be generated by user interface module 210 regard-
less of whether network element 114 has network connectiv-
ity. Thus, a user may be able to receive support prior to
establishing connectivity for network element 114.
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[0037] Error handling and reporting module 214 may
handle one or more errors associated with diagnostic tests or
corrective actions. Error handling and reporting module 214
may provide alerts or messages to administrators in the event
of an error. Error handling and reporting module 214 may
produce one or more reports including diagnostic test result
reports and corrective action reports. Error handling and
reporting module 214 may produce log files, TR-069 format-
ted reports, and reports in other formats.

[0038] FIG. 3 illustrates the appearance of a user interface
of a system for performing residential gateway diagnostics
and corrective actions according to a particular embodiment.
[0039] The diagnostic tests of FIG. 3 specify an exemplary
logging format for results. Upper case words may represent
labels while lower case words may be variables representing
assigned values. Threshold labels (e.g., MEM_THRESH-
OLD) may be values defined in a configuration file or as a
TR-069 parameter extensions. For interface tests, the associ-
ated test may be performed if the interface is enabled; other-
wise the test may be skipped and the returned result may be
treated as TRUE. For an interface which is enabled, but in a
disconnected state, the returned result may be treated as
TRUE as well.

[0040] At block 302, the method 300 for residential gate-
way diagnostics may begin.

[0041] Atblock 304, the diagnostics mode may be verified.
Diagnostics modes may include periodic and immediate
execution of diagnostic tests. If a diagnostic test is scheduled,
the method 300 may continue at block 306. If a request for an
immediate diagnostic test has been received, the method 300
may continue at block 310.

[0042] At block 306, a process, agent, or module, such as
module 122 may determine whether the scheduled period has
arrived. If the scheduled period has arrived the method 300
may continue at block 310. If the scheduled period has not
arrived the method 300 may wait at block 308. After a speci-
fied wait, the method 300 may return to block 306.

[0043] Atblock 310, one or more diagnostics tests may be
performed. The number and type of diagnostics tests may be
configurable. The configuration of diagnostic tests may occur
prior to providing equipment, such as network element 114,
to a user. Diagnostic tests may also be configured or sched-
uled remotely by a network access device management sys-
tem, such as, network element 106. At block 310, one or more
internal diagnostic tests may be performed to verify resources
of a network access device such as, by way of non-limiting
example, memory utilization, CPU utilization, electronic
storage utilization, network interface status, software version,
and firmware version. Thresholds of diagnostic tests may be
defined using labels which may be specified as TR-069
parameters. As described below, labels, or threshold levels
may be specified as uppercase terms. Actual values may be
lower case terms.

[0044] According to some embodiments, an internal sys-
tems resource test may ensure that there are sufficient internal
resources in order for a network access device, such as a
broadband home router, to operate optimally. The internal
systems resource test may be labeled with a TR-069 param-
eter of “ITBHR.” A CPU and memory utilization snapshot
may be taken at the time during the self-diagnostics operation
or using a polling interval. The polling interval may be speci-
fied with a label of “BANDWIDTH_POLLING_INTER-
VAL” as defined in greater detail below. The memory thresh-
old test for a network access device may a condition labeled

Jun. 23, 2011

“CBHR_MEM.” The memory threshold for a network access
device may be tested using a label of “MEM_THRESHOLD”
which may be configurable. An exemplary test for a memory
threshold may be:

If the memory utilization <MEM_THRESHOLD then return
TRUE else return FALSE

[0045] Internal systems resource tests may also test the
CPU utilization which may be a condition labeled “CBHR _
CPU?” An exemplary test for the CPU utilization may be:

If CPU utilization <CPU_THRESHOLD then return TRUE
else return FALSE

[0046] The internal systems resource test labeled “TBHR”
may also capture other device statistics including: “pc” (a
count of a total number of active processes); “mu” (a total
percentage of memory utilized); “fu” (a total percentage of
flash storage utilized); “cpu” (a total percentage of CPU uti-
lized); “nat” (a total percentage of a NAT (Network Address
Translation) table in use); “x” (an integer value indicating a
status of one or more LEDs of a network access device (where
O=off, 1=on, and 2=flashing LED state, if applicable)); a
listing of processes with corresponding memory utilization in
decreasing order or in another order, (e.g., pl=mul, p2=mu2;
according to one embodiment only the top 5 processes will be
listed); and a listing of processes with corresponding CPU
utilization in decreasing order or in another order, (e.g.,
ppl=cpul, pp2=cpu2; according to one embodiment only the
top S processes will be listed). According to some embodi-
ments, output from the an internal systems resource test may
be written to a log, displayed, or stored as:

[0047] TBHR=cpu,mu,fu,pc,nat, WMOCALED=x,

[0048] WETHLED=x,LANMOCALED=x,

[0049] LANETHLED=x,LANWIFILED=x,

[0050] pl=mu, p2=mu2,...

[0051] ppl=cpu, pp2=cpu2, ...

[0052] WMOCALED may indicate a status of an LED

associated with a WAN MOCA interface. LANMOCALED
may indicate a status of an LED associated with a LAN
MOCA interface. LANETHLED may indicate a status of an
LED associated with a LAN Ethernet interface. After internal
systems resource tests are completed, the method 300 may
continue at block 312.

[0053] Atblock 312, one or more WAN interface tests may
be performed. A first WAN interface test may verify that only
one WAN interface is enabled and active at a time when a
device is in a connected state. This WAN Interface Type test
may be labeled “TWANTYPE.” The condition tested may be
labeled “CWANTYPE.” The “CWANTYPE” condition test

may be:

[0054] If and only if one WAN interface is enabled return
TRUE else return FALSE

[0055] OR

[0056] Ifboth interfaces are enabled but disconnected then
return TRUE.

[0057] The output from the diagnostic test may be:

[0058] TWANTYPE=ETH=tr, MOCA=tr

[0059] The “tr” may be a variable for True or False, where

True=enabled and False=disabled. “ETH” may be an abbre-
viation for an WAN Ethernet interface and “MOCA” may be
an abbreviation for a WAN MOCA interface.

[0060] Another WAN interface test performed at block 312
may include a WAN MoCA Interface test which may be
labeled “TWANMOCA” This test may be performed if the
MoCA interface is enabled. It may ensure that the transmis-
sion rate for both Tx (transmission rate) and Rx (reception
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rate) is greater than a MoCA threshold level for expected
performance. A first condition tested may be for a WAN
MOCA port status and the condition may be labeled “CWAN-
MOCA_PORT.” The test may be:

[0061] Ifthe physical port is operational (no hardware fail-
ure) then TRUE else FALSE.

[0062] A second condition may test the transmission and
reception rate and may be labeled “CWANMOCA_RATE.”
The test may be:

[0063] If both transmission rate (Tx and Rx) are greater
than MoCA_THRESHOLD then return TRUE else return
FALSE.

[0064] The “tr” may be a variable for True or False where
True=good, False=bad. The “xx” may represent an integer
value for a number of bytes or other unit of data transmission
measurement. According to some embodiments, output from
the test may be written to a log, displayed, or stored as:

[0065] TWANMOCA=PORT=tr, MOCATX=xx,
MOCARX=xx
[0066] Another WAN test run at block 312 may include a

WAN FEthernet Interface test which may be labeled
“TWANETH.” This test may verify that a WAN Ethernet port
is operating optimally, i.e., no hardware issue, excessive
framing errors, CRC (Cyclic Redundancy Check) errors, or
other issues. This test may be run ifa WAN Ethernet interface
is enabled. A first condition tested may be labeled
“CWANETH_PORT. The test may be:

[0067] If Ethernet port is operational (no hardware failure)
then TRUE else FALSE

[0068] According to some embodiments, output from the
test may be written to a log, displayed, or stored as:

[0069] TWANETH=PORT=tr.

[0070] The “tr” may be a variable holding “xx” and “yy”
variables. The “xx” variable may be True or False where
True=port enabled, False=port disabled. The “yy” may True
or False where True=device attached and False=no device
attached.

[0071] Still another WAN interface test performed at block
312 may be a WAN IP Assignment test which may be labeled
“TWANIP” This test may ensures that a network access
device has a WAN IP assigned. A first condition tested may be
labeled “CWANIP.” The test may be:

[0072] If WAN IP address is assigned then TRUE else
FALSE
[0073] According to some embodiments, output from the

test may be written to a log, displayed, or stored as:

[0074] TWANIP=[P=XXX XXX.XXXXXX

[0075] “XXX XXX XXX.XXX” may be a variable con-
taining an IP address.

[0076] Other WAN interface tests run at block 312 may
include a WAN IP Connectivity test which may be labeled
“TWANIPCON.” This test may ensure that a network access
device has WAN IP connectivity. The IP connectivity may be
validated via ping tests to both a default gateway (the first hop
network router) and a DNS (Domain Name Server). Several
conditions may be tested. A first condition may test a default
gateway and may be labeled “CWANIPCON_PNGDF.” The
test may be:

[0077] If default gateway responds to ICMP PING then
TRUE else FALSE

[0078] A second condition of WAN IP connectivity which
is tested may be labeled “CWANIPCON_PNGDNS.” The
test may be:

[0079] If DNS server responds to ICMP PING then TRUE
else FALSE
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[0080] A third condition of WAN IP connectivity which is
tested may be labeled “CWANIPCON_DNSR . The test may
be

[0081] If DNS resolution is successful then TRUE else
FALSE
[0082] According to some embodiments, output from the

test may be written to a log, displayed, or stored as:

[0083] TWANIPCON=DGIP=xxX.XXX.XXX.XXX, rt,
DNSIP=xxx.XXX .XXX.XXX,rt,dnsr

[0084] “DGIP” may be a variable for a default gateway IP.
“XXX.XXX.XXX. XXX may be an IP address. “DNSIP” may be a
variable for the IP address of a DNS. The variable “rt” may be
an average ping response time in milliseconds. If a ping times
out, then rt may equal -1. The variable “dnsr” may equal “T”
or “F” where T equals “DNS resolution passed” and “F equals
“DNS resolution failed.”

[0085] Still another WAN interface test performed at step
312 may test WAN Bandwidth Statistics and may be labeled
“TWANBW.” This test may ensure that the WAN interface is
able to send and receive network traffic based on the delta
bytes count. The delta bytes count may be the difference
between the current value and the last recorded polled value.
The poll interval may be configurable and may be set
remotely by a network access device management system. A
default value may be every hour. The delta bytes test condi-
tion may be labeled “CWANBW.” The test may be:

[0086] Ifboth the delta number of bytes sent and number of
bytes received are greater then WANBW_THRESHOLD
return TRUE else return FALSE

[0087] According to some embodiments, output from the
test may be written to a log, displayed, or stored as:

[0088] TWANBW=TB=xx,RB=xx

[0089] The label “TB” may signify transmission band-
width. The label “RB” may signify reception bandwidth. The
variables “xx” may hold an integer value representing a num-
ber of bytes.

[0090] Insomeembodiments, no WAN testing may be per-
formed. In other embodiments, one or more WAN tests may
be performed. After completion of WAN testing, the method
300 may begin L AN testing at block 314. A first test may be
a LAN interface types test which may be labeled “TLAN-
TYPE” This test may ensure that at least one of the LAN
interfaces is enabled and active. A condition associated with
this test may be labeled “CLANTYPE.” The test may be:
[0091] Ifoneormoreofthe LAN interface are enabled (i.e.,
LANMoCA, LAN Ethernet, and LAN WiFi) then TRUE else
FALSE.

[0092] According to some embodiments, output from the
test may be written to a log, displayed, or stored as:

[0093] TLANTYPE=LMOCA=xx,LETH=xx,LWIFI=xx

[0094] The label “LMOCA” may be an abbreviation for a
LAN MOCA interface. The label “LETH” may an abbrevia-
tion for a LAN Ethernet interface. The label “LWIFI” may be
an abbreviation for a LAN WiFi interface. The variables “xx”
may hold a “T” or “F” (where T=true; F=false).

[0095] A second LAN interface test which may be per-
formed at step 314 may be a LAN MoCA Interface test which
may be labeled “TLANMOCA.” This test may be performed
if the MoCA interface is enabled and active. It may ensure
that the transmission rate for transmitted data (Tx) and
received data (Rx) meets a specified criteria such as by way of
non-limiting example 180 Mbps. A first condition of this test
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may check a LAN MOCA port and may be labeled “CLAN-
MOCA_PORT.” The test may be:

[0096] Ifthe physical port is operational (no hardware fail-
ure) then TRUE else FALSE

[0097] A second condition of this test may check a LAN
MOCA data rate and may be labeled “CLANMOCA_RATE.”
The test may be:

[0098] If both transmission rate (Tx and Rx) are greater
than MoCA_THRESHOLD then return TRUE else return
FALSE

[0099] OR
[0100] If Tx=0 and Rx=0 and MoCA LED is OFF then
return TRUE
[0101] According to some embodiments, output from the

test may be written to a log, displayed, or stored as:

[0102] TLANMOCA=PORT=tr, TX=xx,RX=xx

[0103] The variable “tr” may="T" or “F” where “T”=good
and “F”=bad. The variables “xx” may hold an integer value
representing a number of bytes.

[0104] A third LAN interface test which may be performed
at step 314 may be a LAN Ethernet interface test and may be
labeled “TLANETH.” This test may be performed if the LAN
Ethernet interface is enabled. It may ensure that one or more
the Ethernet ports with devices attached are operating opti-
mally, e.g., have no hardware port failures, excessive framing
or CRC errors. A condition of this test may be labeled
“CLANETH_PORT” The test may be:

[0105] Ifallthe LAN Ethernet ports with attached device(s)
are operating optimally (no hardware failure, etc.) then return
TRUE else return FALSE

[0106] The variable “tr” may equal “xx, yy” where “xx”
may equal (“T”’=port enabled or “F’=port disabled), and “yy”
may equal (“T=device attached or “F’=no device connected
to the port). According to some embodiments, output from the
test may be written to a log, displayed, or stored as:

[0107] TLANETH=PORT1=tr,PORT2=tr,PORT3=tr,
PORT4=tr
[0108] Yet another LAN interface test which may be per-

formed at step 314 may be a LAN WiFi Interface which may
be labeled as “TLANWIFL.” This test may ensure that a WiFi
signal level (RSSI) is acceptable for one or more WiFi device
that is visible in an interface. The test may only be performed
if a Wifi interface is enabled. A condition of the test may be
labeled “CLANWIFI_PORT.” The test may be

[0109] Ifthe WiFiinterface is operating optimally, (i.e., not
hardware issues or errors) then return TRUE else return
FALSE.

[0110] According to some embodiments, output from the
test may be written to a log, displayed, or stored as:

[0111] TLANWIFI=PORT=tr,dc,mal=r,ma2=r, ...

[0112] The variable “tr” may="T" or “F”” where “T”=good
and “F”=bad. The variable “dc” may hold an integer value
representing a total device count. The variable “r” may hold
an value representing a percentage of a RSSI (Received Sig-
nal Strength Indication) level of an attached WiFi device
where 100% may imply a maximum signal. The variable
“mal” may hold an value representing a MAC (Media Access
Control) Address for a first device (mal). Other MAC address
variables may be present for second and subsequent devices
(e.g., “ma2”).

[0113] Another LAN interface test which may be per-
formed at step 314 may be a LAN Device Visibility test which
may be labeled “TLANDEV?” This test may determine how
many LAN devices are currently attached and active on the
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various LAN interfaces (e.g., LAN Ethernet, LAN MoCA,
and LAN WiFi) of a network access device. The device count
determination may be done at the physical medium level and
not at the IP level. A LAN device may be included in the count
if it has been attached and active for more than a specified
configurable period of time (e.g., 30 minutes). The specified
period of time may be correlated to a frequency of record
updates on a network access device. A first condition of this
test may be labeled “CLANDEV?” The test may be:

[0114] Ifoneor more LAN devices are attached and active
then return TRUE else return FALSE

[0115] According to some embodiments, output from the
test may be written to a log, displayed, or stored as:

[0116] TLANDEV=DMOCA=xx,DETH=xx,DWIFI=xx

[0117] The label “TLANDEV” may signify the total LAN
device count. The label “DMOCA” may signify the count of
devices attached via a LAN MOCA interface. The label
“DETH” may signify a count of devices attached via a LAN
Ethernet interface. The label “DWIFI” may signify a count of
devices attached via a WiFI interface. The variables “xx” may
hold an integer value representing a number of devices asso-
ciated with that interface.

[0118] Still another LAN interface test which may be per-
formed at step 314 may be a LAN Device IP Address Assign-
ment test which may be labeled “TLANIP” This test may
ensure that one or more LAN devices that are currently
attached and active have an IP address assigned correctly.
One of the method to determine if the LAN device is active or
inactive may be sending an ARP request from a network
access device, such as network element 114. A condition of
the test may be labeled “CLANIP.” The test may be:

[0119] Ifall LAN devices have IP assigned then TRUE else
FALSE
[0120] According to some embodiments, output from the

test may be written to a log, displayed, or stored as:
[0121] TLANIP=IPMOCA=xx,IPETH=xx,IPWIFI=xx

[0122] The label “TLANIP” may signify the total LAN IP
address assignments. The label “IPMOCA” may signify the
count of addresses assigned to devices attached via a LAN
MOCA interface. The label “IPETH” may signify the count
of'addresses assigned to devices attached via a LAN Ethernet
interface. The label “IPWIFI” may signify a count of
addresses assigned to a device attached via a WiFI interface.
The variables may hold an integer value representing a num-
ber of devices attached to a particular interface with a valid IP
address assignment.

[0123] A LAN interface test which may be performed at
step 314 may be a LAN Bandwidth Statistics test which may
belabeled “TLANBW.” This test may ensures that at least one
or more of the enabled LAN interfaces are able to send or
receive network traffic based on a delta bytes count. The delta
bytes count is the difference between the current value and the
lastrecorded poll value. The poll interval may be configurable
and may be set remotely by a network access device manage-
ment system. A default value may be every hour. The delta
bytes test condition may be labeled as “CLANBW.” The test
may be:

[0124] In any LAN interface, if both the delta number of
bytes sent and number of bytes received are greater then
LANBW_THRESHOLD return TRUE else return FALSE
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[0125] According to some embodiments, output from the
test may be written to a log, displayed, or stored as:

[0126] TLANBW=LMOCATB=xx,LMOCARB=xx,
[0127] LETHTB=xx,LETHRB=xx,LWIFITB=xx,
LWIFIRB=xx

[0128] Thelabel “TLANBW” may signify total LAN band-

width. The label “LMOCATB” may signify transmission
bandwidth for a LAN MOCA interface. The label
“LMOCARB” may signify reception bandwidth for a LAN
MOCA interface. The label “LETHRB” may signify trans-
mission bandwidth for a LAN Ethernet interface. The label
“LETHRB” may signify reception bandwidth for a LAN
Ethernet interface. The label “LWIFITB” may signify trans-
mission bandwidth for a LAN WiFi interface. The label
“LWIFIRB” may signify reception bandwidth for a LAN
WiFi interface. The variables “xx” may hold an integer value
representing a number of bytes for a particular interface.
[0129] A test performed at step 314 may include a LAN
MoCA STB (Set-Top Box) Devices IP Connectivity test,
which may be labeled “TLANIPCONSTB.” This test may
ensure that one or more STB devices that are attached and
active on this LAN interface respond successfully to a PING
test operation. Set-Top Box devices that failed a PING test
may be logged. Set-Top Box devices may have associated
hostnames such as, for example, “IP-STB1”, “IP-STB2”, etc.
Other devices supported in the MoCA network via MoCA
adapters which respond to a ping test may also be tested. A
condition of the test may be labeled “CLANIPCONSTB_
PNG.” The test may be:

[0130] If all attached and active STBs respond to ICMP
PING then return TRUE else return FALSE.

[0131] According to one or more embodiments, output
from the test may be written to a log, displayed, or stored as:
[0132] TLANIPCONSTB=FCNT=sc, xx,IPLIST=yy
[0133] Thelabel “TLANIPCONSTB” may signify the total
set-top boxes that passed a LAN IP connectivity test. The
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variable “sc” may hold an integer value of a number of
devices passed the test. The variable “xx may hold an integer
value of a number of devices failed the test. The variable “yy”
may provide a list of devices that failed the ping test in the
form of MAC address, IP address for each device that failed
the test.

[0134] In some embodiments no LAN testing may be per-
formed. In other embodiments, one or more LAN tests may be
performed. After completions of LAN testing the method 300
may begin store one or more diagnostic test results at block
316.

[0135] Diagnostic test results stored at block 316 may be
stored in one or more formats. According to some embodi-
ments, test results may be stored both in a persistent log file on
a network access device, such as a broadband home router, as
well as in a TR-069 parameter extension. Test results returned
from an agent, process, may be saved in the persistent log file,
and in a TR-069 vendor extension parameter. The persistent
log file may keep a history of self-diagnostics results while
the TR-069 vendor extension parameter may keep the latest
result instance.

[0136] For each test, information to be saved in the persis-
tent log file may contain the following:

[0137] Test start date and time written as [mm:dd:yy
HH:MM:SS] SCHKS UPTIME=t (where mm=month,
dd=day,yy=year, HH=hour, MM=min,SS=second, t=device
uptime).

[0138] Test results written as [HH:MM:SS| Output Test
Log as illustrated in the output examples of the diagnostic
tests of blocks 310, 312, and 314.

[0139] Inaddition, the following events may be recorded in
the persistent log file when they occur:

Table of logged events according to an embodiment

Event Type

Persistent Log Output

Device Reboot
Device Factory Reset
A failed TR-069

Transaction

[mm:dd:yy HH:MM:SS] REBOOT

[mm:dd:yy HH:MM:SS] FRESET

[mm:dd:yy HH:MM:SS] MethodName, ParameterValue,
FaultCode

The MethodName and FaultCode are defined in TR-069
Technical Report. The ParameterValue may not contain
any special symbols (i.e., {, }, <, >). These special symbols
may be discarded to avoid complications in XML parsing.
If there is no ParameterValue, then ParameterValue may

be represented using “NULL” as the string value.

WAN IP not assigned or if
there a new WAN IP
address assigned. (WAN IP
may be checked periodically
(e.g., every hour), which
may configurable via a
customer premise
equipment management
system to check for no
WAN IP assignment. In
addition, any new WAN IP
assignment which is
different than the last IP
before may be logged.)

[mm:dd:yy HH:MM:SS] xx where xx = NOW ANIP or
new WAN IP address
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[0140] The results from one or more tests may also be
stored as a TR-069 vendor extension parameter.

[0141] At block 318, the method 300 may determine
whether one or more corrective actions may be taken. If one
or more corrective actions may be taken, the method may
continue at block 320. If no corrective actions may be taken,
the method 300 may end at block 322.

[0142] Whether or not a corrective action may be taken
may, according to some embodiments, be determined by a
mapping between a condition and a corrective mappings.
Exemplary conditions include the conditions specified as test
conditions for blocks 310, 312, and 314. The following table
illustrated default list of exemplary corrective actions. These
corrective actions may be re-defined using a network access
device management system. Redefinition may be based on
test results returned, e.g., for each condition expression listed,
the associated corrective action is invoked if the condition
expression is FALSE. In addition, the list of condition expres-
sion may be implicitly joined using the logical OR operation.
For example, in the exemplary corrective action table below,
if there are more than one condition expressions returning a
FALSE value, the corrective action performed may be chosen
by identifying the correction action with the highest prece-
dence in the group.

[0143] According to an embodiment, a definition of correc-

tive actions priority precedence from highest to lowest may
be:

[0144] Factory Reset (FRESET)

[0145] Reboot (REBOOT)

[0146] Re-Initialize Interface (RESETINT)
[0147] No Operation (NOOP)

Table of corrective mappings according to an embodiment

Condition Expression Corrective Action

CBHR__MEM REBOOT
CBHR__CPU REBOOT
CWANTYPE REBOOT
CWANIP REBOOT
CWANIPCON__ PNGDF REBOOT
CWANBW REBOOT
CLANBW NOOP
CLANTYPE NOOP
CWANMOCA__ PORT NOOP
CWANETH__ PORT NOOP
CWANMOCA_ RATE REBOOT
CWANIPCON_ PNGDNS REBOOT
CWANIPCON__DNSR REBOOT
CLANMOCA_ RATE REBOOT
CLANIPCONSTB__ PNG REBOOT
CLANMOCA_ PORT RESETINT
CLANETH_ PORT RESETINT
CLANWIFI_PORT RESETINT
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-continued

Table of corrective mappings according to an embodiment

Condition Expression Corrective Action

CLANDEV NOOP
CLANIP NOOP
[0148] Other conditions or rules may be used when apply-

ing a corrective action mapping such as the above table. For
example, if the FactoryReset correction option is enabled, the
factory reset operation may be applied instead of a reboot
operation, if and only if] the last “X” number of consecutive
self-diagnostics operations by the agent resulted in rebooting
the network access device as the corrective action. The “X”
number consecutive count may be configurable via a cus-
tomer premise equipment management system. A default
value may be three. If a corrective action is to be performed
the method 300 may continue at block 320.

[0149] At block 320, after one or more diagnostics opera-
tion are completed, the method 300 may determine whether a
corrective action is to be performed immediately or sched-
uled. Scheduled invocation may imply that a corrective pro-
cedure is invoked at a pre-established time such as defined in
a TR-069 parameter configuration, for example. Immediate
invocation may imply that a corrective procedure may be
invoked immediately after the self-diagnostics operation has
completed. Whether a corrective action is to be performed
immediately or scheduled may be specified by one or more
parameters, a type of corrective action to be performed, a user
preference, or other factors. If a corrective action is scheduled
the method 300 may continue at block 322. If a corrective
action is to be performed immediately, the method 300 may
continue at block 326.

[0150] At block 322, a process, agent, or module, such as
module 122 may determine whether the scheduled period has
arrived. If the scheduled period has arrived the method 300
may continue at block 326. If the scheduled period has not
arrived the method 300 may wait at block 324. After a speci-
fied wait, the method 300 may return to block 322.

[0151] At block 326, the corrective action (if enabled via
configuration) may be invoked. According to some embodi-
ments, a corrective action may include providing a user inter-
face as discussed in greater detail with reference to FIG. 4
below.

[0152] At block 328, the method 300 may end.

[0153] As discussed above in reference to FIG. 3, one or
more TR-069 Vendor Extension Parameters may be used.
Exemplary TR-069 vendor extension parameters which may
be used to administer an agent, process, or module, such as
module 122, are provided below. Administration of an agent,
process, or module may include activation/deactivation,
scheduling, and saving one or more returned results. In the
embodiment below, X_VENDOR may be a generic place-
holder, and may be assigned appropriately by a network
access device vendor.

[0154] Atable of self-diagnostic test parameters, corrective
action parameters, and scheduling parameters is provided
below, according to an embodiment.
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Description

Default

Name Type
InternetGatewayDevice.X  Object
_ VENDOR.SDERA

Enable Boolean
ScheduleOption Boolean
TestCases String

SelfDiagPeriodicInterval Integer

StartTime DateTime

EnableCorrection Boolean

CorrectionStartTime DateTiim
e

EnableCorrectionFactory Boolean

Reset

REBOOTCOUNT Int

WANIP_POLLING__INT Int
ERVAL

BANDWIDTH_POLLIN  Int
G_INTERVAL
MEM__THRESHOLD Int

The top-level object for an
Internet Gateway Device for
the self-diagnostics and
error resolution agent
Enable or disable the agent,
Default is disabled.

True implies that the self-
diagnostics is scheduled
periodically and false
implies immediate, i.e.,
performs the self-
diagnostics now, followed
by the correction procedure
if enabled.

Defines one or more test
cases used in self-
diagnostics.

The default is ALL available
test cases are used.

In seconds (applies only if
scheduled mode is true).
Default is once a day. This
works similarly to periodic
inform.

Local time to start self-
diagnostics.

Note: Applies only if
scheduled mode is True, i.e.
Self-diagnostics is
scheduled periodically.
Enable or disable the
corrective action support.
Default is disabled.

Local time to start
correction procedure.
00:00:00 implies immediate
following the completion of
Self-diagnostics

When enabled, the
correction action will
perform a factory reset
instead of a reboot operation
if and only if in the last 3
consecutive self-diagnostics
operations which had
resulted in rebooting the
device as the corrective
action.

Number of reboots
performed by agent before
applying a factory reset
operation as the corrective
action; Default is after 3
consecutive reboots.

Time interval before next
WAN IP check; default is 1
hour

Time interval before next
bandwidth polling test.
Memory utilization in
percentage

False

True

TBHR,
TWANTYPE,
TWANMOC
A,
TWANETH,
TWANIP,
TWANIPCO
N,

TWANBW,
TLANTYPE,
TLANMOC
A, TLANETH,
TLANWIFIL,
TLANDEV,
TLANIP,
TLANBW,
TLANIPCO
NSTB

86400

Default
execution
time is 2 AM

False

Default
execution
time is 3 AM

False

3600

3600

Vendor
defined
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-continued
Name Type R/W  Description Default
CPU_THRESHOLD Int R/W  CPU utilization in Vendor
percentage defined
MoCA_RATE_THRESH int R/W  MoCA Tx or Rx rate (Mbps) 180
OLD
WANBW__THRESHOLD Int R/W  Number of bytes 0
LANBW__THRESHOLD Int R/W  Number of bytes 0
CorrectiveAction.{i}. R/W  This object defines the
condition expression and
associated corrective action
ConExpression String R/W  Condition expression Default
definition values are
listed in
Section 5.2
ActionName String R/W  One of the string value: Default
FRESET, REBOOT, values are
RESETINT, or NOOP. listed in
Section 5.2

[0155] Parameter values assigned using a remote network
access device management system via a “set parameter
value” operation may be persistent across device reboot
operations. These parameter values may revert back to the
default values in a factory reset operation. One or more of the
test cases may be specified by default to be used by the agent
during diagnostics. However, a network access device man-
agement system may add or remove one or more test case
entries as desired.

[0156] A table of seclf-diagnostics result parameters,
according to an embodiment, is provided below.

the test cases may be sent immediately via the TR-069
VALUE CHANGE inform method. In addition, a GET_PA-
RAMETER_VALUE operation may be performed by a net-
work access management system to retrieve the results.

[0158] According to some embodiments, certain errors
may have specific logging, software objects, and parameters
associated with them. For example, a Video-on-Demand
(VOD) pixilation issue may have specific TR-069 parameter
extensions defined in a module of a network access device. A
potential cause may be ifa MoCA link transmission or recep-
tion rate is below a recommended level. When enabled,

Name Type R/W  Description

Default

InternetGatewayDevice. X__ VENDOR.  Object The top-level

SDERA.Result

SelfDiagCompleted

SelfDiagState

TestCase.{i}.

Name

Log

DateTime R

Integer R

String R

String R

object for an
Internet Gateway
Device self-
diagnostics results
The date and time
upon completion
of self-
diagnostics.

1if self-
diagnostics test
completed, 0
otherwise

The test cases
object

The name of an
enabled test case,
e.g., TBHR, as
specified above
The result log
returned from the
corresponding test
case, as specified
above.

[0157]

The parameters defined in the above table may sup-

port both active and passive notifications. With passive noti-
fication, the self-diagnostics results upon completion of one
or more of the test cases may be sent during the next periodic
inform (an update from a network access device to a network
access device management system). With active notification,
the self-diagnostics results upon completion of one or more of

MoCA network performance may be recorded in a BHR
persistence log as well as a TR-069 parameter for trouble-
shooting analysis when necessary.

[0159] According to some embodiments, a set of TR-069
vendor extensions (LAN_MoCA_CurrentRate, WAN_
MoCA_CurrentRate, LAN_MoCA_THRESHOLD_
CROSSING, WAN_MoCA_THRESHOLD_CROSSING)
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may be implemented to record the MoCA network perfor-
mance level whenever there is an active Video-on-Demand
session. To better understand the operational behavior of the
MoCA network, the THRESHOLD_CROSSING parameter
may record the number of times the MoCA transmission or
reception value falls below a recommended THRESHOLD
level during a Video-on-Demand session.

[0160] This table below provides an example of an object
and associated parameters that may be used to support
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agement system operation. Internal periodic scheduling may
imply that the self-diagnostics operation may occur repeat-
edly at a scheduled time (e.g., once a day at 2 A.M.).

[0163] The agent, process, or module may be configurable
through one or more methods such as, for example, via a
network access device management system or through a con-
figuration file, unless additional new test cases are needed.
This may allow the flexibility to fine-tune the agent’s opera-
tional behavior while deployed in the field without having to

TR-069 passive notification.

upgrade the network access device firmware.

Name

Type R/'W

Description

Default

InternetGatewayDevice.X_ VENDO
R.VoDMonitor

Enable

LAN_MoCA_ CurrentRate

WAN_ MoCA__ CurrentRate

LAN_MoCA_THRESHOLD_ CROS
SING

WAN_ MoCA__ THRESHOLD_ CRO
SSING

Object

Boolean R/W

String R

String R

String R

String R

The top-level object for
an Internet Gateway
Device for monitoring
the VoD traffic and
MoCA Tx and Rx levels.
Enable or disable VoD
monitoring

Current MoCA Tx, Rx
rate

Format: Tx = xx, Rx = xx
Current WAN MoCA
Tx, Rx rates

Format: Tx = xx, Rx = xx
Number of times the
THRESHOLD has been
crossed.

Format: TxCount = xx,
RxCount = xx

Number of times the
THRESHOLD has been
crossed for MoCA Tx

and Rx
Format:

TxCount = xx, RxCount = x

X

[0161] The MoCA network performance level during an
active VOD session may be recorded (at a maximum rate of 2
entries per hour) in the BHR log which may use the following
format:

Event Type Persistent Log Output

VoD Session Monitoring [mm:dd:yy HH:MM:SS] VODM

WAN_ MoCA__CurrentRate,
WAN_MoCA__THRESHOLD_ CROSSING,
LAN_MoCA___ CurrentRate,

LAN_ MoCA_ THRESHOLD_ CROSSING

[0162] According to some embodiments, an agent, module,
or process for diagnostics and corrective actions may be ini-
tiated using one or more methods such as, for example, by
internal periodic scheduling, or by a support personnel using
a network access device management system. In addition, a
corrective action may be performed by the network access
device immediately, or at a scheduled time depending on the
results returned from the self-diagnostics operation. The
immediate mode may be initiated via a network access device
management system using a “set parameter value” operation,
and the assignment of the parameter values Scheduled to
False. In this mode, the agent may be invoked immediately
following the completion of the network access device man-

[0164] The self-diagnostic agent may run independently of
whether a network access device can communicate with a
network access device management system. [f a diagnostics
agent, module, or process cannot retrieve time from a NTP
(Network Time Protocol) server, the agent may perform a
self-diagnostics test after 5 minutes even if it’s using the
scheduled mode option. The self-diagnostics agent may run
independently of whether the network access device can
access the NTP server. During the self-diagnostics operation,
the network traffic flow may not be interrupted. During the
execution of the self-diagnostics operation, a vendor defined
fault-code (e.g., 9801) with the description “Unable to pro-
cess request due to self-diagnostics test in progress.” may be
returned for any new incoming TR-069 transaction request.
The self-diagnostics operation may take less than 30 seconds
from start to completion.

[0165] The persistent log file may be capable of recording a
specified number of consecutive self-diagnostics results (e.g.,
24). Since the persistent log file may have a static file size, the
logged entries may be removed using the FIFO (first-in-first-
out) principle.

[0166] FIG. 4 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions according to an embodiment of the disclo-
sure. One or more error conditions may be supported by a user
interface. The user interface may provide a user of a network
access device such as network element 114 with help infor-
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mation. Help information may include troubleshooting and
error resolution information. Error conditions for which a
user interface may include common errors such as, for
example, when a WAN IP is unavailable. If applicable, based
on the error condition, a user may be presented with help
information (which may reside on the network access device)
that may guide a user through a troubleshooting and error
resolution process.

[0167] As illustrated, in FIG. 4, user interface 402 may
contain multiple elements such as error text 404, suggested
diagnostic and corrective actions 406 and network access
device status 408. Error text 404 may contain a description of
an error associated with a displayed error code. According to
some embodiments, suggested corrective and diagnostic
actions may contain a link, button, or other user interface
control enabling a user to trigger a diagnostic test or a cor-
rective action. For example, a link may be provided enabling
a user to reboot a network access device. Support contact
information such as a phone number, an email address, or a
web address may be provided.

[0168] FIG. 5 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure. As illustrated in FIG. 5, another issue which may be
addressed by an agent or module on a network access device
may be a WAN connectivity issue. For example, a network
access device may be unable to pass traffic through a WAN
connection (Ethernet or MoCA) and to the Internet. The prob-
lem may be due a faulty ONT (Optical Network Terminal) or
due to other WAN networking issues, even though the net-
work access device may be operating correctly with a LAN
devices.

[0169] To assist a user, amodule of a network access device
may attempt to self-diagnose the issue and present an appro-
priate help support Web page to assist the customer in the
troubleshooting steps, i.e., a Web page with the associated
“Error Code XX (if applicable) will be displayed to the
customer. In addition, the Web page may also display a sup-
port number if the issue is not resolved by the user and the
agent or diagnostic module of the network access device. In
the event a user calls the support center, the error code may be
provided.

[0170] Web pages with corresponding error codes may be
displayed to the user if the network access device does not
receive a response from the ONT (Optical Network Termi-
nal), Gateway (e.g., Juniper ERX) or Domain Name Server
(DNS) server. The error codes may be useful to the support
agent in the event if the customer calls the support center.
[0171] For example, an error code display may be “Error
Code 1 (ONT Down).” This error code may indicate that a
network access device, such as a residential gateway has lost
physical connection with the ONT. This web page may appear
when the user attempts to access a website while there is no
physical WAN connection such as, for example, a WAN Coax
or WAN Ethernet connection.

[0172] FIG. 6 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure. FIG. 6 illustrates an error code which may be received if
anetwork access device is unable to obtaina WAN IP address.
An error message such as “Error Code 2 (WAN IP Address
Unavailable)” may be displayed. This error code may indicate
that the network access device is not able to obtain a WAN IP
Address from a WAN side DHCP (Dynamic Host Configu-
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ration Protocol) server. When a LAN client attempts to send
a DNS request without the network access device having a
WAN IP Address, the Web page of FIG. 6 may be displayed to
the user.

[0173] FIG. 7 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure. FIG. 7 illustrates a user interface displaying an error
code which may be displayed if a network gateway is down
(e.g., “Error Code 3 (Gateway Down)”). This error code may
indicate that a network access device has connectivity to the
ONT (Optical Network Terminal) but not to a Gateway (e.g.,
Juniper ERX). When a DNS request is not responded to after
going through a DNS retry, the network access device may
ping the Gateway address of the Gateway. If the ping test fails
upon a specified number of attempts (e.g. 4 tries), the Web
page illustrated in FIG. 7 may be displayed to the user.
[0174] FIG. 8 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure. F1G. 8 illustrates an error code which may be received if
a network access device is unable to receive a response from
a DNS. An error message such as “Error Code 4 (DNS
Down)” may be displayed. This error code may indicate that
a network access device has connectivity to the ONT and
Gateway, but is not receiving any responses from the DNS
servers. If the network access device does not receive any
DNS responses after going through the DNS retry, the net-
work access device may first ping the Gateway, then the DNS
servers. If an error occurs, the Web page depicted in FIG. 8
may be displayed to a user.

[0175] FIG. 9 illustrates an exemplary screen diagram of a
system for performing residential gateway diagnostics and
corrective actions, according to an embodiment of the disclo-
sure. As depicted in FIG. 9, a user interface may be provided
to handle wireless networking configuration for a wireless
network device. A wireless network device, such as, a broad-
band home router or a residential gateway may be provided to
a user configured with security enabled. Many users may not
know how to find a default security code, such as by way of a
non-limiting example, a WEP key. The security code may be
located on a labels on the network access device.

[0176] According to one embodiment, a network access
device may have dual SSIDs (Service Set Identifiers): a public
SSID (to provide wireless help), and a primary SSID which is
secured (e.g., using WEP encryption on the network access
device). For security reasons, devices connected wirelessly
via the wireless help SSID may be able only to access local
web pages hosted by the network access device for wireless
help such as, for example, the interface displayed in FIG. 9
below detailing where to find the primary SSID name and
WEP key. As illustrated, section 904 may contain a help
message such as: “Important: You are connected to the wire-
less help network and not have full Internet or Router access.
Please follow the information below to connect to the main
wireless network for full access.” Element 906 may provide a
picture of a network access device with one or more circles,
highlights, or other indicators showing important features
such as the location of a tag containing network access infor-
mation. Element 908 of FIG. 9 may contain an enlarged
image of a portion of a wireless network access device show-
ing the detail of that portion (e.g., illustrating the location of
a WEP KEY and SSID on a tag). Element 910 may contain
help information associated with elements 906 and 908,
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which may explain how to locate default security information We claim:
and how to reset a network access device to use default 1. A method, comprising:
security information. running one or more diagnostic tests on a residential gate-
[0177] The wireless help option using a public SSID can be way using a module of the residential gateway;
disabled or enabled. According to some embodiments, wire- storing a diagnostic test result;
less help may be disabled or enabled remotely via a TR-069 analyzing the diagnostic test result; and
vendor extension. By default it may be off. An example of a performing one or more corrective actions in response to
wireless public help parameter is provided below: the diagnostic test result.
Name Type R/W  Description Default

InternetGatewayDevice. WANDevice. X Boolean R/W  Enable or disable False

__Vendor__WifiHelpAccessEnable public WiFi SSID

[0178] According to some embodiments a parameter such
as, for example, a TR-069 vendor extension parameter, may
be implemented to track the number of times a web page
provided by a network access device has been accessed in
order to gauge the success of the implementation. This may be
retrieved from a remote network access device management
system for support analysis.

2. The method of claim 1, wherein the diagnostic test
comprises an internal system resource test.

3. The method of claim 2, wherein the internal system
resource test comprises at least one of: a memory utilization
test, a CPU utilization test, a software version test, and a
combination of the preceding.

Name Type R/W  Description

Default

InternetGatewayDevice. WANDevic  String R Number of times each

e.X__Vendor_ WebPageAccess error Web page has been
Legend: accessed by the customer.
xx = # of times each Web page had Format: Errorl = xx,
been displayed to the customer Error2 = xx, Error3 = xx,

Error4 = xx, WiFiHelp =
XX

[0179] User troubleshooting web pages may be performed
using the HTTP redirect function without having a computer
or network access device be rebooted to clear the cached DNS
on the computer side. This may be done via the HTTP 302
temporary redirect implementation.

[0180] Itis further noted that the software described herein
may be tangibly embodied in one or more physical media,
such as, but not limited to, a compact disc (CD), a digital
versatile disc (DVD), a floppy disk, a hard drive, read only
memory (ROM), random access memory (RAM), as well as
other physical media capable of storing software, or combi-
nations thereof. Moreover, the figures illustrate various com-
ponents (e.g., servers, computers, etc.) separately. The func-
tions described as being performed at various components
may be performed at other components, and the various com-
ponents may be combined or separated. Other modifications
also may be made.

[0181] In the preceding specification, various preferred
embodiments have been described with references to the
accompanying drawings. It will, however, be evident that
various modifications and changes may be made thereto, and
additional embodiments may be implemented, without
departing from the broader scope of invention as set forth in
the claims that follow. The specification and drawings are
accordingly to be regarded in an illustrative rather than
restrictive sense.

4. The method of claim 1, wherein the diagnostic test
comprises a LAN diagnostic test.

5. The method of claim 4, wherein the LAN diagnostic test
comprises at least one of: a test to verify that a LAN interface
is enabled and active, a test to verify that bandwidth for a
Multimedia over Coax Alliance (MoCA) based interface
meets a specified threshold, a test to verify that errors of a
LAN Ethernet port are below a specified threshold, a test to
verify that a WiF1i signal level meets a specified threshold, a
test to determine a number of connected and active LAN
devices, a test to determine whether a connected LAN device
has an IP address assigned, a test to determine the bandwidth
of a LAN interface, a test to verify IP connectivity of a
Multimedia over Coax Alliance (MoCA) based set-top box
device, and a combination of the preceding.

6. The method of claim 1, wherein the diagnostic test
comprises a WAN diagnostic test.

7. The method of claim 6, wherein the WAN diagnostic test
comprises: a test to ensure that a connected residential gate-
way has a single WAN interface active; a test to verify that a
WAN interface transmission rate meets a specified threshold,
atest to verify that errors of a WAN Ethernet port are below a
specified threshold, A WAN IP assignment test, a WAN IP
connectivity test, A WAN interface bandwidth test, and a
combination of the preceding.
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8. The method of claim 1, wherein the diagnostic test result
is stored as a log file.

9. The method of claim 1, wherein the diagnostic test result
is stored as a Technical Report 069 (TR-069) compliant
parameter extension.

10. The method of claim 1, further comprising transmitting
the stored diagnostic test result to a remote equipment man-
agement system.

11. The method of claim 1, wherein the one or more cor-
rective actions comprise resetting a network interface of the
residential gateway.

12. The method of claim 1, wherein the one or more cor-
rective actions comprise rebooting the residential gateway.

13. The method of claim 1, wherein the one or more cor-
rective actions comprise resetting one or more parameters of
the residential gateway to a default setting.

14. The method of claim 13, further comprising determin-
ing a number of reboots of the residential gateway prior to
resetting one or more parameters of the residential gateway

15. The method of claim 1, wherein the one or more cor-
rective actions comprise providing a user interface to a user of
the residential gateway.

16. The method of claim 15, wherein the user interface
comprises an interface provided by the residential gateway
using public wireless networking to provide help with a net-
work connectivity issue.

17. The method of claim 1, wherein the module of the
residential gateway runs the one or more diagnostic tests on
the residential gateway, analyzes the diagnostic test result,
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and performs one or more corrective actions independent of a
status of network connectivity of the residential gateway.

18. The method of claim 1, the one or more diagnostic tests

are run in response to a request received from an equipment
management system.

19. The method of claim 1, the one or more diagnostic tests

are run in response to a scheduled request.

20. A computer readable media comprising code to per-

form the acts of the method of claim 1.
21. A system, comprising:
a residential gateway, wherein the residential gateway
comprises one or more processors configured to:
run one or more diagnostic tests on the residential gate-
way;

store a diagnostic test result;

analyze the diagnostic test result; and

perform one or more corrective actions in response to the
diagnostic test result.
22. A system, comprising:
a broadband router;
a diagnostics module communicatively coupled to the
broadband router, wherein the diagnostics module is
configured to:
run one or more diagnostic tests on the broadband
router;

store a diagnostic test result;

analyze the diagnostic test result; and

perform one or more corrective actions in response to the
diagnostic test result.
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