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NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
27557 7590 02/22/2023
BLANK ROME LLP AZIZ, ABDULMAJEED
1825 EYE STREET NW
WASHINGTON, DC 20006-5403 | ART UNIT PAPER NUMBER |
3695
DATE MAILED: 02/22/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/535,424 08/08/2019 Robert Evan POLLIN 124452.00122 2047

TITLE OF INVENTION: Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First Computing System

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 05/22/2023

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

27557 7590 02/22/2023 Certificate of Mailing or Transmission
BLANK ROME LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
1825 EYE STREET NW addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
WASHINGTON, DC 20006-5403 the USPTO via EFS-Web or by facsimile to (571) 273-288S5, on the date below.

(Typed or printed name)

(Signature)|

(Date)|

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/535.,424 08/08/2019 Robert Evan POLLIN 124452.00122 2047

TITLE OF INVENTION: Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First Computing System

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $480 $0.00 $0.00 $480 05/22/2023
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
AZIZ, ABDULMAJEED 3695 705-044000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363).

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/ATA/122 or PTO/SB/122) attached.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [JpPublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued_patent

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or (Qgﬁ§\10f 442
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.



Application No. Applicant(s)
) o 16/535,424 POLLIN et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
ABDULMAJEED AZIZ 3695 No

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to the amendment submitted on 1/5/23.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-4,7,12-13,16-19,22 27-28,31-33,35,38,40-42 and 46-50 . As a result of the allowed claim(s), you may
be eligible to benefit from the Patent Prosecution Highway program at a participating intellectual property office for the
corresponding application. For more information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an

inquiry to PPHfeedback@uspto.gov.
4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) JAIl b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.

3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (¥} Examiner's Amendment/Comment

2.(1J Information Disclosure Statements (PTO/SB/08), 6. Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. [0 Other .

of Biological Material
4. Interview Summary (PTO-413),
Paper No./Mail Date.
/ABDULMAJEED AZIZ/
Primary Examiner, Art Unit 3695

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20230110
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Application/Control Number: 16/535,424 Page 2
Art Unit: 3695

DETAILED ACTION

Notice of Pre-AlA or AlA Status

1. The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AlA.

2. Claims 1-4, 7, 12-13, 16-19, 22, 27-28, 31-33, 35, 38, 40-42 & 46-50 (the claimed

invention) are allowed.

3. A Terminal Disclaimer has been filed for US 10423940 & US 9576279 on 2/3/23.

Reasons for Patent Eligibility under 35 USC §101

4. The claimed invention overcomes 101. Applicant's arguments regarding 101 filed in the
response on 1/5/23 were fully considered, along with the Examiner’s amendment, and are
persuasive in light of the 2019 Patent Eligibility Guidance (PEG). Related to the analysis:

Step 1: The claims are directed to a method or system? YES

Step 2A-PRONG 1: The limitations of Claim 1 (additional elements are emphasized in bold and

to be removed to identify the abstract idea):

Page 7 of 442



Application/Control Number: 16/535,424 Page 3
Art Unit: 3695

1. (Currently Amended): A method of processing a payment transaction from a payer to
a payee, the method being performed by one or more secure servers, the method comprising:
providing, by the one or more secure servers to a merchant server providing a
webpage to a payer computing system used by the payer, an application programming
interface (API) that:
provides financial account registration and token retrieval functions that can be
executed to process the payment transaction;
provides access to the financial account registration and token retrieval
functions to the merchant server;
receives, from the merchant server via the API, at least one data element
associated with the payer and a payment amount from the payer to the payee;
authenticates the payee; and
executes the financial account registration function, upon initiation by the
merchant server, by:
generating a uniform resource locator (URL), for establishing a secure
socket layer connection via the internet between the secure server and the payer computing
system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and

the payee; or
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Application/Control Number: 16/535,424 Page 4
Art Unit: 3695

a static URL and a hypertext transport protocol (HTTP)

parameter used by the secure server to identify the payer and the payee;

establishing the secure socket layer connection, in response to an HTTP
request received from the merchant server for the generated URL, between the secure server
and the payer computing system within a window or frame that is displayed within the
webpage provided by the merchant server;

outputting instructions to the payer computing system, in response to
the HTTP request for the generated URL, to render a financial account registration request
form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account
information associated with a financial account; and

outputting instructions to the payer computing system, in response to
the HTTP request for the generated URL, to encrypt the sensitive financial account information
provided by the payer and transmit the encrypted financial account information to the secure
server via the secure socket layer connection;

receiving the sensitive financial account information provided by the payer via the
secure socket layer connection;
storing the sensitive financial account information in a secure storage location and

performing each software process required to maintain compliance with one or more
information security standards;

executing a token retrieval function, upon initiation by the merchant server via the API,

by:
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Application/Control Number: 16/535,424 Page 5
Art Unit: 3695

providing a non-sensitive electronic data token representing the sensitive
financial account information to the merchant server without providing the sensitive financial
account information to the merchant server and without providing the non-sensitive
electronic data token to the payer; and

processing the payment transaction using the sensitive financial account
information by generating and transmitting an electronic request requesting the payment
amount from the financial account, obtaining the payment amount, and forwarding at least a

portion of the payment amount to the payee.

includes a process that under its broadest reasonable interpretation, covers performance of the
limitation as a Certain method of organizing human activity (fundamental economic practice
or commercial or legal interaction) of processing a payment from a payer to a payee.. YES,

the claims are abstract.

Step 2A-PRONG 2: Is the judicial exception integrated into a practical application? The
limitations, identified at least by the additional elements in the above analysis, are indicative of
integration into a practical application. The limitations are an improvement to computing

security.
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Application/Control Number: 16/535,424 Page 6
Art Unit: 3695

Arguments presented on 1/5/23 (p. 8-9), provide further nexus to integration into a practical

application:

[p. 22-23] “technical challenges of complying with data security standards (such as the
PCl standard attached as Appendix A) ...thereby reducing the time and cost of
developing the merchant server 204: [0028] ... Using the methods disclosed herein, in
preferred embodiments merchants are able to process such transactions without
transmitting, processing or storing Financial Account data. This reduces the potential
liability of the merchants for data loss, and avoids placing their customer tracking and
payment processing systems (such as merchant server 204) within the scope of the
present Payment Card Industry Data Security Standard (PCI-DSS), thus reducing

compliance costs, development costs, and accelerating time-to-market.”

[p. 23] “The claimed invention improves the functioning of the prior art merchant server

itself by eliminating the need for the merchant server to "store financial account
information in a secure storage location and perform each software process required
to maintain compliance with one or more information security standards" By
eliminating the need for merchant servers to receive, store, and transmit financial
account information, the claimed invention eliminates the need for those merchant
servers to include the hardware components and perform the software processes

required to maintain compliance with information security standards, like the PCI Data
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Application/Control Number: 16/535,424 Page 7
Art Unit: 3695

Security Standard that was in place on the effective filing date of the present

application*? that is attached as Appendix A.”

[p. 27-28] “By providing a financial account registration request form to payers of
multiple merchants via an application programming interface (for example, within
windows or frames that are displayed within the webpages provided by those merchant
servers), the secure server can provide a single interface that masks that PAN when
displayed,” a single process to remove stored cardholder data exceeding the
requirements defined in the secure system's data retention policy,’® and a single process
to securely delete sensitive authentication data.”® The secure system can protect that
cardholder data for all of those merchant systems by generating strong data-encrypting
cryptographic keys, encrypting those data-encrypting cryptographic keys using key-
encrypting cryptographic keys, securely storing the cryptographic keys, and retiring or
replacing the cryptographic keys when required.® One particularly beneficial
improvement provided by the claimed invention is the secure system can perform a
single key rotation process and ensure that all cryptographic keys used for all merchants

are changed before they reach the end of their cryptoperiod.”

Therefore, the claimed invention is eligible under step 2a prong 2.
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Application/Control Number: 16/535,424 Page 8
Art Unit: 3695

EXAMINER’S AMENDMENT

5. An examiner’'s amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the

payment of the issue fee.

Authorization for this examiner’s amendment was given via email correspondence

based on an interview with Jonathan King (Applicant’s representative) on 1/9/23.

The application has been amended as follows:

Claims:

1. (Currently Amended): A method of processing a payment transaction from a payer to
a payee, the method being performed by one or more secure servers, the method comprising:

providing, by the one or more secure servers to a merchant server providing a webpage

to a payer computing system used by the payer, an application programming interface (API)

that:
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Application/Control Number: 16/535,424 Page 9
Art Unit: 3695

provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval

functions to the merchant server:

receives, from the merchant server via the API, at least one data element

associated with the payer and specifying-the-ameount-efthepaymenta payment amount from

the payer to the payee;
authenticates the payee; and

executes the financial account registration function, upon initiation by the

merchant server, by:

generates-a-universal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and
the payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establishes-establishing the secure socket layer connection, in response

to an HTTP request received from the merchant server for the generated URL, between the

secure server and the payer computing system within a window or frame that is displayed

within the webpage provided by the merchant server;
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eutputs-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutputs-outputting instructions to the payer computing system,_in

response to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server[[,]] via the secure socket layer connection,witheutprovidingthefinancial
accountinformationto-the merchantserver,

receiving the sensitive financial account information provided by the payer via the
secure socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more
information security standards;

executing a token retrieval function, upon initiation by the merchant server via the API,

providing [[an]] a_ non-sensitive electronic data token[[,]] representing the

sensitive financial account information previded-by-the-payer-to the merchant server without
providing the sensitive financial account information to the merchant server and without

providing the non-sensitive electronic data token to the payer; and
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processing the payment transaction using the sensitive financial account

information previded-by-the-payer—and-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount,

and forwarding at least a portion of the payment amount to the payee.

2. (Currently Amended): The method of claim 1, further comprising:
receiving a second payment transaction instruction from the merchant server, the
second payment transaction instruction including a representation of the non-sensitive

electronic data token and specifying a second payment amount-the-ameount-ofthesecond

paymentfrom-the-payerto-thepayee;

processing the second payment by obtaining the second payment amount using the

sensitive financial account information represented by the non-sensitive electronic data token;
and

forwarding at least a portion of the second payment amount to the payee.

3. (Currently Amended): The method of claim 2, wherein the representation of the non-

sensitive electronic data token is the non-sensitive electronic data token.

4. (Currently Amended): The method of claim 1, wherein the-paymentiransaction

provided-by-the-secure-server non-sensitive electronic data token constitutes a symbolic

representation of the sensitive financial account information.
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5. (Cancelled)

7. (Currently Amended): The method of-elaim-4 claim 1, wherein the at least one data
element associated with the payer is a customer identification number generated by the

merchant server to identify the payer.

12. (Currently Amended): The method of claim 1, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server,

to receive enrollment data provided by the payer.

13. (Currently Amended): The method of claim 1, wherein the sensitive financial account

information includes at least one of a credit card number or bank account number.

14. - 15. (Cancelled)

16. (Currently Amended): A secure server that processes a payment transaction from a
payer to a payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause

the secure server to:
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provide an application programming interface (API) to a merchant server

providing a webpage to a payer computing system used by the payer, the API configured to:

provide financial account registration and token retrieval functions that

can be executed to process the payment transaction;

provide access to the financial account registration and token retrieval

functions to the merchant server:

receive, from the merchant server via the API, at least one data element

associated with the payer and specifyinganamount-ofthepaymenta payment amount from

the payer to the payee;
authenticate the payee;

execute the financial account registration function, upon initiation by the

merchant server, by:

generatea-universalgenerating a uniform resource locator (URL)

to establish a secure socket layer connection via the internet between the secure server and
the payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the
payer and the payee; or

a static URL and a hypertext transport protocol (HTTP)

parameter used by the secure server to identify the payer and the payee;
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establish-establishing the secure socket layer connection, in

response to an HTTP request received from the merchant server for the generated URL,

between the secure server and the payer computing system within a window or frame that is
displayed within the webpage provided by the merchant server;

eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server[[,]] via the secure socket layer connection;witheutproviding-thefinancial
accountinformationto-the merchantserver;

receive the sensitive financial account information provided by the payer via the
secure socket layer connection;

store the sensitive financial account information in a secure storage location and
perform each software process required to maintain compliance with one or more information
security standards;

execute a token retrieval function, upon initiation by the merchant server by the

API, by:
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provide-an-providing a non-sensitive electronic data token[[,]]

representing the sensitive financial account information previded-by-thepayer-to the merchant
server without providing the sensitive financial account information to the merchant server and

without providing the non-sensitive electronic data token to the payer; and

he financial . . dad butl ;

processing the payment transaction using sensitive the financial account

information previded-by-the-payer—and-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount,

and forwarding at least a portion of the payment amount to the payee.

17. (Currently Amended): The secure server of claim 16, wherein the instructions further
cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein
the second payment transaction instruction includes a representation of the non-sensitive
electronic data token and specifies arameunteta second payment amount-frem-thepayerte
the-payee;

process the second payment by obtaining the second payment amount using the

sensitive financial account information represented by the non-sensitive electronic data token;
and

forward at least a portion of the second payment amount to the payee.
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18. (Currently Amended): The secure server of claim 17, wherein the representation of

the non-sensitive electronic data token is the non-sensitive electronic data token.

19. (Currently Amended): The secure server of claim 16, wherein thepaywment

nterfaceprovided-by-thesecureserver non-sensitive electronic data token constitutes a

symbolic representation of the sensitive financial account information.

20. (Cancelled)

22. (Currently Amended): The secure server of-elai349 claim 16, wherein the at least

one data element associated with the payer is a customer identification number generated by

the merchant server to identify the payer.
27. (Currently Amended): The secure server of claim 16, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server,

to receive enrollment data from the payer.

28. (Currently Amended): The secure server of claim 16, wherein the sensitive financial

account information includes at least one of a credit card number or bank account number.

29. - 30. (Cancelled)
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31. (Currently Amended): A method of enrolling a payer by a merchant server operated
by or for the benefit of a payee, the method comprising:

providing a webpage to a payer computing system used by a paver:

receiving enrollment data identifying-a-payer the paver;

generating-an-electronicinstructionfora-secureserverthatineldades-providing, to a

secure server via an application programming interface (API) provided by the secure server, at

least one data element associated with the payer-the-electronicirstructionreguesting-the

establishmenteof and a payment amount from the payer to the payee:

displaying a window or frame within the webpage provided to the payer computing

system;

providing authentication credentials to the API to establish an authenticated session,

the authentication credentials identifying the payee and authenticating the payee:

initiating a financial account registration function of the API during the authenticated

session, the financial account registration function:

establishing a secure socket layer connection via-theinternet-between the

secure server and the payer computing system within the window or framea-cemputingsystem
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outputting instructions to the payer computing system to render a financial

account registration request form, within the window or frame, that provides functionality for

the paver to provide sensitive financial account information associated with a financial account:

and

outputting instructions to the payer computing system to encrypt the sensitive

financial account information provided by the payer and transmit the encrypted financial

account information to the secure server, via the secure socket layer connection, without

providing the sensitive financial account information to the merchant server;

receiving-from-the-secure-server—an-initiating a token retrieval function of the API

during the authenticated session, the token retrieval function outputting a non-sensitive

electronic data token representing the sensitive financial account information received-by-the

secureserverviathe secure connection to the merchant server:

receiving the non-sensitive electronic data token from the secure server, wherein the

merchant server does not receive the sensitive financial account information represented by
the non-sensitive electronic data token and the secure server does not provide the non-
sensitive electronic data token to the payer;

storing the non-sensitive electronic data token in association with the enrollment data
identifying the payer; and

processing a payment from the payer by electrenicatly-generating a payment

transaction instruction, using the token retrieval function of the API, that includes a

representation of the non-sensitive electronic data token and instructs-a-paymentprocessing
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tokenr the secure server to generate and transmit an electronic request requesting the payment

amount from the financial account, obtain the payment amount, and forward at least a portion

of the payment amount.

32. (Currently Amended): The method of claim 31, wherein the representation of the

non-sensitive electronic data token is the non-sensitive electronic data token.

33. (Currently Amended): The method of claim 31, wherein-the-electronicinstractionis

secure-server the non-sensitive electronic data token constitutes a symbolic representation of

the sensitive financial account information.

34, (Cancelled)
35. (Currently Amended): The method of-elaisn-33 claim 31, wherein the at least one
data element associated with the payer is a customer identifier generated by the merchant

server to identify the payer.

37. (Cancelled)
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38. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection provides access to the secure server using a static or dynamic-aniversal uniform

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server,

to receive enrollment data from the payer.

42. (Currently Amended): The method of claim 31, wherein the sensitive financial

account information includes at least one of a credit card number or bank account number.

43. - 45, (Cancelled)

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,
comprising:

one or more computer processors; and

non-transitory computer readable storage media storing instructions that, when
executed by the one or more computer processors, cause the merchant server to:

provide a webpage to a payer computing system used by a payer:

receive enrollment data identifying athe payer;
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generate-an-electronicinstructionfora-secureserverthatincludes-provide, to a

secure server via an application programming interface (API) provided by the secure server, at

least one data element associated with the payer;the-electronicinstructionrequesting-the

establishmentef and a payment amount from the payer to the payee;

display a window or frame within the webpage provided to the payer computing

system;

provide authentication credentials to the API to establish an authenticated

session, the authentication credentials identifying the payee and authenticating the payee:

initiate a financial account registration function of the API during the

authenticated session, the financial account registration function:

establishing a secure socket layer connection wiatheinternet-between

the secure server and [[a]] the payer computing system-used-by-thepayerforthe-secure-server

to-receivefinancial-accountinformation-provided-by-thepayer within the window or frame;

outputting instructions to the payer computing system to render a

financial account registration request form, within the window or frame, that provides

functionality for the payer to provide sensitive financial account information associated with a

financial account: and

outputting instructions to the payer computing system to encrypt the

sensitive financial account information provided by the payer and transmit the encrypted

financial account information to the secure server via the secure socket layer connection:
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receivefrom-thesecureserrer—an-initiate a token retrieval function of the API

during the authenticated session, the token retrieval function outputting a non-sensitive

electronic data token representing the sensitive financial account information received-by-the

secure-serverprovided-by-the-payervia-the-communicationsdink-to the merchant server;

receive the non-sensitive electronic data token from the secure server, wherein

the merchant server does not receive the sensitive financial account information represented
by the non-sensitive electronic data token and the secure server does not provide the non-
sensitive electronic data token to the payer;

store the non-sensitive electronic data token in association with the enroliment
data identifying the payer; and

process a payment from the payer by electronically-generating a payment

transaction instruction, using the token retrieval function of the API, that includes a

representation of the non-sensitive electronic data token and electronicathy-transmitbing-the

accountinformationrepresented-by-the-electronic-datatoken-instructs the secure server to

generate and transmit an electronic request requesting the payment amount from the financial

account, obtain the payment amount, and forward at least a portion of the payment amount.

47. (Currently Amended): The merchant server of claim 46, wherein-secdre-connection

the non-sensitive

electronic data token constitutes a symbolic representation of the sensitive financial account

information.
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48. (Currently Amended): A method of processing a payment transaction from a payer
to a payee, the method being performed by one or more secure servers, the method
comprising:

providing, by the one or more secure servers to a merchant server providing a webpage

to a payer computing system used by the payer, an application programming interface (API)

that:

provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval

functions to the merchant server:

receives, from the merchant server via the API, at least one data element

associated with the payer and specifying-the-amount-ofthepaymenta payment amount from

the payer to the payee;
authenticates the payee; and

executes the financial account registration function, upon initiation by the

merchant server, by:
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generates-a-bhiversal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and
the payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establishes-establishing the secure socket layer connection, in response

to an HTTP request received for the generated URL, between the secure server and the payer

computing system-w

themerchantserser;

eutputs-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form-wi

merchantserver; that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutputsoutputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to encrypt the financial account

information provided by the payer and transmit the encrypted financial account information to

the secure server, via the secure socket layer connectionwitheutpreviding-thefinancial

Ak . | | ’_
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receiving the sensitive financial account information provided by the payer via the
secure socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more
information security standards;

executing a token retrieval function, upon initiation by the merchant server via the API,

providing [[an]] a_ non-sensitive electronic data token[[,]] representing the

sensitive financial account information previded-by-the-payer-to the merchant server without
providing the sensitive financial account information to the merchant server and without
providing the non-sensitive electronic data token to the payer; and

processing the payment transaction using the sensitive financial account

information previded-by-the-payer—and-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount,

and forwarding at least a portion of the payment amount to the payee.

50. (New): The method of claim 48, wherein the non-sensitive electronic data token

constitutes a symbolic representation of the sensitive financial account information.
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REASONS FOR ALLOWANCE

6. The following is an examiner' s statement of reasons for allowance: the prior art fails to

teach or suggest the limitations of the claimed invention.

The claimed invention is non-obvious as nothing in the prior art of record would suggest that
the references would be combined the way they are set forth in the rejection to teach the

claimed invention without knowledge of the applicant' s disclosure.

Most Relevant Prior Art:

Soman (US 20120005038) provides a system and method for PCl-compliant transactions.

Tieken (US 20110161233) provides a method for providing secure transactions that include

receiving an identifier of a financial account at a payment processor system (secure server).
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Basu (US 9342832) provides a method for securing external systems with account token

substitution.

Therefore, the claimed invention has been deemed to be allowable over the prior art of record.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the
issue fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion

7. The prior art made of record, and not relied upon, considered pertinent to applicant’s

disclosure or directed to the state of art is listed on the enclosed PTO-892.

8. The following is a brief description for relevant prior art that was cited but not applied:
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Hammad (US 20120259782) provides a method for authenticating a cardholder using multiple

tokenization authentication.

Hammad (US 20120136796) provides a method of enrolling a mobile device in a program that

provides the mobile device with the ability to conduct card-present transactions.

First Data (NPL) discusses how the TransArmor solution can enable scope reduction and ease

the burden of PCl compliance.

Stringfellow (US 20120030066) provides a payment system that processes payment
authorization requests for payment transactions to be conducted via a data communications
network on behalf of online merchants, and is particularly, but not exclusively, suited to the

processing of orders placed by financial instrument holders.

Moore (US 20100235286) provides a method and system for generating tokens in a transaction

handling system.

Yanni (US 20040098350) provides a framework and system for purchasing of goods and

services.

Franklin (US 5883810) provides an electronic online commerce card with transaction proxy

number for online transactions.
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Fleishman (US 20040148252) provides a person-to-person (P2P) payment platform and identity
management system which facilitates online banking by allowing consumers to send and
receive money in real-time, with no special registration outside of the users' existing banking

relationship, and under the security, brand and control of their own respective banks.

9. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ABDULMAIJEED AZIZ whose telephone number is (571)270-
5046. The examiner can normally be reached on M-F 7-4:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ryan Donlon can be reached on 571-270-3602. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
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PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ABDULMAIJEED AzIZ/

Primary Examiner, Art Unit 3695

Page 35 of 442



Application No. Applicant(s)
16/535,424 POLLIN etal.
. s . i Al AlA (First Inventor P
Applicant-Initiated Inferview Summary EE%TJ': ,arA JEED U:it to Fi(le) Status "9
AZIZ 3695 | No 1oft

ABDULMAJEED AZIZ Primary Examiner Telephonic
Jonathan King Attorney of Record

Date of Interview: 09 January 2023

Issues Discussed:

35U.8.C. 101
Examiner and Applicant negotiated agreement on 101 per the Examiner's amendment.

Attachment

/ABDULMAJEED AZ|Z/
Primary Examiner, Art Unit 3695

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this
interview summary form, whichever is later, to file a statement of the substance of the interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office

PTOL-413/413b (Rev. Oct. 2019) Interview Summary P%g % 28?32&1%



Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 16/535,424 POLLIN et al.
)
ABDULMAJEED AZIZ 3695

CPC - Searched*
Symbol Date Examiner
G06Q20/10 03/12/2021 PM
G06Q20/10; G06Q10/107; G06Q20/102; G06Q20/12; GO6Q20/305; 11/26/2021 PM
G06Q20/40; G06Q20/4014; G0O6Q10/00
(G06Q20/10 OR G06Q10/107 OR G06Q20/102 OR G06Q20/12 OR aa
G06Q20/305 OR G06Q20/40 OR G06Q20/4014 OR G06Q10/00) - 09/28/2022
limited by text
(G06Q20/10 OR G06Q10/107 OR G06Q20/102 OR G06Q20/12 OR aa
G06Q20/305 OR G06Q20/40 OR G06Q20/4014 OR G06Q10/00).cpc | 02/10/2023
. -limited by text
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

/ABDULMAJEED AZIZ/
Primary Examiner, Art Unit 3695

U.S. Patent and Trademark Office
Page 1 of 2




Application/Control No.

Applicant(s)/Patent Under Reexamination

Page 2 of 2

Search Nofes 16/535,424 POLLIN et al.
INNORERR [~
ABDULMAJEED AZIZ 3695
Search Notes
Search Notes Date Examiner
G06Q20/10 03/12/2021 PM
East Text Search 03/12/2021 PM
Dialog NPL search 03/12/2021 PM
G06Q20/10; G06Q10/107; G06Q20/102; G06Q20/12; G06Q20/305; 11/26/2021 PM
G06Q20/40; G06Q20/4014; G06Q10/00
Updated "Search" text search 11/26/2021 PM
Updated Dialog NPL search 11/26/2021 PM
Inventor/assignee, text/npl/foreign, bf-citation 09/28/2022 aa
Inventor/assignee, text/npl/foreign, bf-citation 02/10/2023 aa
Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol
G06Q 20/00 02/10/2023 aa
/ABDULMAJEED AZIz/
Primary Examiner, Art Unit 3695
U.S. Patent and Trademark Office PM@M




Bibliographic Data

Application No: 16/535 ,424

Foreign Priority claimed:
35 USC 119 (a-d) conditions met:
Verified and Acknowledged:

Title:

O Yes ®No

[ yes [No [IMet After Allowance
UABDULMAJEED Aziz/ | ||
Examiner's Signature Initials

Processing A Payment By A Second Computing System From A Payer

To A Payee Operating A First Computing System

FILING or 371(c) DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
08/08/2019 705 3695 124452.00122
RULE

APPLICANTS

Autoscribe Corporation, Gaitherburg, MD,

INVENTORS
Robert Evan POLLIN, Rockville, MD, UNITED STATES
Brian Edward DOWNEY JR., Alexandria, VA, UNITED STATES
Sean Allen FLEMING, Germantown, MD, UNITED STATES

CONTINUING DATA
This application is a CON of 15408185 01/17/2017 PAT 10423940
15408185 is a CON of 13679545 11/16/2012 PAT 9576279
13679545 has PRO of 61698574 09/08/2012
13679545 has PRO of 61655482 06/05/2012

FOREIGN APPLICATIONS

IF REQUIRED, FOREIGN LICENSE GRANTED**
08/19/2019

** SMALL ENTITY **

STATE OR COUNTRY
UNITED STATES

ADDRESS

BLANK ROME LLP
1825 EYE STREET NW
WASHINGTON, DC 20006-5403
UNITED STATES

FILING FEE RECEIVED

$1,035

Page 39 of 442



PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 16535424
Filing Date 08-Aug-2019
First Named Inventor Robert POLLIN
Attorney Docket Number 124452.00122

Title of Invention

Processing A Payment By A Second Computing System From A Payer To A Payee
Operating A First Computing System

< Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

AUTOSCRIBE CORPORATION 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

10423940
9576279

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.
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@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.

| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 65967

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signat
Ignature /Jonathan R. King/

Name Jonathan R. King

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

16535424

Filing Date:

08-Aug-2019

Title of Invention:

Processing A Payment By A Second Computing System From A Payer To A

Payee Operating A First Computing System

First Named Inventor/Applicant Name:

Robert Evan POLLIN

Filer:

Jonathan R. King/Crystal Corsey

Attorney Docket Number:

124452.00122

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

.. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 2814 1 170 170

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

170
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 16535424
Filing Date: 08-Aug-2019

Applicant/Patent under Reexamination: POLLIN

Electronic Terminal Disclaimer filedon  February 3, 2023

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFSID: 47477031
Application Number: 16535424
International Application Number:
Confirmation Number: 2047

Title of Invention:

Processing A Payment By A Second Computing System From A Payer To A

Payee Operating A First Computing System

First Named Inventor/Applicant Name:

Robert Evan POLLIN

Customer Number:

27557

Filer:

Jonathan R. King/Crystal Corsey

Filer Authorized By:

Jonathan R. King

Attorney Docket Number: 124452.00122
Receipt Date: 03-FEB-2023
Filing Date: 08-AUG-2019
Time Stamp: 13:28:43

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $170

RAM confirmation Number E202323D28373658
Deposit Account 022555

Authorized User

Crystal Corsey

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

41200

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2

ddeeed63bd94e617a5747f0f74b6270ce61
db976

Warnings:

Information:

38239

2 Fee Worksheet (SB06) fee-info.pdf no 2

4ad9b14d9eef06f7febab62b28c53b90bc3
ba2e8

Warnings:

Information:

Total Files Size (in bytes): 79439

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

USPTO Automated Interview Request (AIR)

Jan 6 2023

This paper requesting to schedule and/or conduct an interview is appropriate because:

This submission is requested to be accepted as an authorization for this
interview to communicate via the internet. Recognizing that Internet
communications are not secure, I hereby authorize the USPTO to communicate with
the undersigned concerning scheduling of the interview via video conference,
instant messaging, or electronic mail, and to conduct the interview in accordance
with office practice including video conferencing.

Name (s) :
Jonathan R King

S—-signature:
/Jonathan R King/

Registration Number:
65967

U.S. Application Number:
16535424

Confirmation Number:
2047

E-mail Address:
jrking@blankrome.com

Phone Number:
+1 2155695432

Proposed Time of Interview:
1-17-2023 11:00 AM ET

Alternative Proposed Time(s) of Interview:
1-18-2023 11:00 AM ET

Alternative Proposed Time(s) of Interview:
1-19-2023 11:00 AM ET

Prefered Interview Type:
Telephonic

I am the applicant or applicant's representative for this application.

Topic for Discussion:

Because Applicants representative and Examiners Maccagno and Behncke
have conflicting interpretations of the subject matter eligibility
guidelines themselves (and not merely on how those guidelines should
be applied in this instance), the Applicant respectfully requests
that a subject matter eligibility expert from the TQAS attend the

. UNITED STATES agreements. If this regquest cannot

PATENT AND TRADEMARK OFFICELl1cants representative.
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Bocket No.: 124452.00122
(PATENT)

INTHE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of’
Robert Evan POLLIN et al.

Application No.: 16/535,424 Confirmation No.: 2047

Filed: August 8, 2019 Art Unit: 3695

For: ENROLLING A PAYER BY A MERCHANT Examiner: Abdulmajeed AZIZ
SERVER OPERATED BY OR FOR THE
BENEFIT OF A PAYEE AND PROCESSING A

PAYMENT FROM THE PAYER BY A
SECURE SERVER

RESPONSE TO NON-FINAL OFFICE ACTION

Comrissioner for Patents
PO Box 1450

Alexandria, YA 22313-1450
Dear Commissioner;

INTRODUCTORY COMMENTS

In response to the Office Action dated October S, 2022, the Applicant respectiully

submits the following:
Amendments to the Claims begin on page 2 of this paper.
Remarks/Arguments begin on page 13 of this paper.

The Payment Card Industry (PCI) Data Security Standards (DSS) Requirements and

Security Assessment Procedures, Version 2.0 (October 2010) 1s attached as Appendix A

The PCI Data Security Standard Self-Assessment Questionnaire (SAQ) A-EP and
Attestation of Compliance; Partially Outsourced E-commerce Merchants Using a Third-Party

Website for Payment Processing, Version 3.2.1 {June 2018} is attached as Appendix B.

124452.00322/130171655v }
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Application No. 16/535424 Docket No.: 124452.00122
Amerdment dated January 5, 2023

Reply to Office Action of October 5, 2022

AMENDMENTS TO THE CLAIMS

1. {Currently Amended): A method of processing a payment from a payer {0 a payee, the

method being performed by a-seenve-serverone or more secure servers, the method comprising:

providing an application programmine nterface (AP that

provides an AP endpoint that receives seserving-an electronically-generated

payment transaction instruction from a merchant server providing a webpage {0 a payer

computing system used by the payer, the payment transaction tnstruction including at least ong

data element associated with the payver and specifying the amount of the payment from the payer
to the pavee,

authenticates the pavee;

URL comprising either:

a dyvnamic URL generated by the secure server for the paver and the

pavee, of
a static URL and a hypertext transport protocol (HTTP) parameter used by

the secure server o identifv the paver and the pavee;

establishes the secure socket laver connection between the secure server and the

paver computing system within a window or {rame that is displaved within the webnage

vrovided by the merchant server:

Quipuls instructions 1o the paver computing svstem to render a financial account

registration request form, within the window or frame that i1s displaved within the webpage

provided by the merchant server, that provides functionality for the paver to nrovide financial

account information: and

Quiputs instructions 1o the paver computing svstem to encrypt the financial

account information provided by the paver and transmit the encrvpted financial account

information to the secure server. via the secure socket laver connection, without providing the

financial account wformation to the merchant server:

124452.00322/130171655v }
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Application No. 16/535424 3 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

laver connection;

storing the financial account information in a secure storage location and performing each

software process required to maintain compliance with one or more information security

standards;
providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account

information o the merchant server and without providing the electronic data token to the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

2. (Previously Presented): The method of claim 1, further comprising:

receiving a second payment transaction instruction from the merchant server, the second
payment transaction instruction including a representation of the electronic data token and
specifying the amount of the second payment from the payer to the payee;

processing the second payment using the financial account information represented by
the electrontc data token: and

tforwarding at least a portion of the second payment to the payee.

3. (Previously Presented): The method of claim 2, wherein the representation of the

electronic data token is the electronic data token.

4. (Currently Amended): The method of claim 1, wherein the payment transaction

tnstruction 15 generated by the merchant server using 4

application programming interface provided te-the-merehant-server-by the secure server,

124452.00322/130171655v }
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Application No. 16/535424 4 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

S. {Previcusly Presented): The method of claim 4, wherein the payment transaction
instruction is generated using a token retrieval function of the application programming interface

provided to the merchant server by the secure server.

&. {Cancelled)

7. {Previously Presented): The method of claim 4, wherein the at least one data element
associated with the payer is a customer identification mumber generated by the merchant server

to identify the payer.

8. - 11 {Cancelled)

12. (Previously Presented): The method of claim 1, wherein the secure connection is
synchronous or asynchronous with a process, performed by the merchant server, to recetve

enrollment data provided by the payer.

13. (Original}: The method of claim 1, wherein the financial account information includes

at least one of a credit card number or bank account number.

14. {Previously Presented): The method of claim 1, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

15. {Previously Presented): The method of claim 1, wherein the secure server enables the
merchant server to process transactions using the financial account information without

transmitiing, processing ot storing the financial account information.

124452.00322/130171655v }
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Application No. 16/535424 5 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

16, (Currently Amended): A secure server that processes a payment from a payerto a
payee, the secure server comprising:

OBe OF more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
SECUTC COmMPUHRESYHeR-Server to!

provide an anplication programmine interface {APD confisured to:

provide an API endpeint configured to recetve an electronically-generated

payment fransaction instruction from a merchant server providing a webpage 1o a paver

computing system used by the payer, the payment transaction instruction including at east one

data element associated with the payer and specityiog an amount of the payment from the payer
to the payee;

authenticate the paves:

generate a yniversal resource locator (URLY to establish a secure socket

svstem, the URL comprising either

a dvnamic URL generated by the secure server for the paver and

the payee; or

a static URL and a hvpertext transport protocol {HTTP) parameter

used by the secure server to identifv the paver and the pavee;

establish the secure socket laver connection between the secure server and

the payver compuiing svstem within a window or frame that is displaved within the webpage

provided by the merchant server:

output insiructions 1o the paver computing svstem to render a financial

account registration reguest form. within the window or frame that 1s displaved within the

webpaze provided by the merchant server. that provides functionality for the paver to provide

financial account information: and

cutput instructions to the paver computing svstem to encrvpt the financial

account information provided by the paver and transmit the encrypied financial account

124452.00322/130171655v }
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Application No. 16/535424 6 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

information {0 the secure server, via the secure socket laver connection, without providing the

financial account information to the merchant server:

recetve the financial account information provided by the payer via the secure
connection;

store the financial account information in a secure storage location and perform

each soltware process required to maintan compliance with one or more informalion security

standards;

provide an electronic data tolen, representing the financial account tinformation
provided by the payer, to the merchant server without providing the financial account
information o the merchant server and without providing the data token to the payer,

store the financial account information provided by the payer,;

process the payment using the financial account information provided by the
payer, and

forward at least a portion of the payment to the payee.

17, (Previously Presented): The secure server of claim 16, wherein the instructions
further cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein the
second payment transaction instruction includes a representation of the electronic data token and
specifies an amount of a second payment from the payer to the payee;

process the second payment using the financial account wforruation represented by the
electronic data token; and

forward at least a portion of the second payment to the payee.

18, (Previously Presented): The secure server of claim 17, wherein the representation of

the efectronic data token 1s the electronic data token.

19 (Currently Amended): The secure server of claim 16, wherein the payruent

transaction instruction is generated by the merchant server using an-apphcation-programarag

124452.00322/130171655v }
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Application No. 16/535424 Docket No.: 124452.00122
Amerdment dated January 5, 2023

Reply to Office Action of October 5, 2022

intertace-the application programming interface provided by the secure

SEIVEr.

20. (Previously Presented}: The secure server of claim 19, wherein the payment
transaction mstruction is generated using a token retrieval function of the application

programming interface provided to the merchant server by the secure server,

21. {Cancelled}

22 {Previously Presented): The secure server of clairo 19, wherein the at feast one data
element associated with the payer is a customer identification number generated by the merchant

server to identify the paver.

23.- 26 {Cancelled)

27. {(Previously Presented): The secure server of claim 16, wherein the secure connection
is synchronous or asynchronous with a process, performed by the merchant server, 1o receive

enrollment data from the payer.

28. {Previously Presented): The secure server of claim 16, wherein the financial account

information includes at least one of a credit card number or bank account number.

29 (Previously Presented) The secure server of claim 16, wherein the electronic data
token enables the merchaunt server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

30. (Previously Presented): The secure server of claim 16, wherein the secure server
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

124452.00322/130171655v }
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Application No. 16/535424 8 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

31 (Previously Presented) A method of enrolling a payer by a merchant server operated
by or for the benetit of a payee, the method comprising:

receiving enrollment data identifying a paver;

generating an electronic instruction for a secure server that includes at least ove data
element associated with the paver, the electronic instruction requesting the establishment of 3
secure connection via the internet between the secure server and a computing system used by the
paver for the secure server to receive financial account information provided by the payer;

outputting the electronic instruction to a communications network for transmittal to the
SeCUre Server;

receiving, from the secure server, an electronic data token representing financial account
information received by the secure server via the secure connection, wherein the merchant server
does not receive the financial account information represented by the electronic data token and
the secure server does not provide the electronic data token to the payer;

storing the electronic data token in asscciation with the enroliment data identifying the
payer; and

processing a payment from the payer by electronically generating a payment transaction
instruction that includes a representation of the electronic data token and instructs a payment
processing systen having access {o the financial account information represented by the

electronic data token.

32. (Previously Presented): The method of claim 31, wherein the representation of the

electronic data token is the elecironic data token.

33 {(Previously Presented) The method of claim 31, wherein the electronic tnstruction s
generated using an application programming interface provided to the merchant server by the

SECUre server.

34, (Previously Presented): The method of claim 33, wherein the application

programming interface is imoplemented within a website hosted by the merchant server,

124452.00322/130171655v }
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Application No. 16/535424 9 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

35. (Previously Presented): The method of claim 33, wherein the at least one data element
associated with the payer is a customer identifier generated by the merchant server to identity the

payer.

36, {Cancelled)

37. (Currently Amended): The method of claim 31, wherein the secure connection is a

widget-erwindow or frame within a website provided by the merchant server.

38. (Previously Presented): The method of claim 31, wherein the secure connection

provides access to the secure server using a static or dynamic universal resource locator {URL).

39 (Previously Presented}): The method of claim 31, wherein the secure connection 138
established by a redirect URL that redirects the computing system used by the payer to the secure

server.
40. (Previously Presented}: The method of claim 31, wherein the secure connection is

synchronous or asyuchronous with a process, performed by the merchant server, to receive

enrollment data trom the payer.

41. (Previously Presented). The method of claim 31, wherein the enrollment data

identitying the payer is received from the payer over a network.

42 (Previously Presented): The method of claim 31, wherein the financial account

information includes at least one of a credit card number or bank account number.

124452.00322/130171655v }
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Application No. 16/535424 10 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

43 (Previously Presented): The method of claira 31, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

44 (Previously Presented): The method of claim 31, wherein the secure server enables
the merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.

45, (Previously Presented): The method of claim 31, wherein the payment processing

system i3 the secure server.

46. (Previously Presented). A merchant server, operated by or for the benefit of a payee,
comprising:
One Of more computer processors; and
non-~-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:
recetve enroliment data identifying a payer;
generate an electronic instruction for a secure server that includes at ieast one data
element associated with the payer, the electronic instruction requesting the establishment of a
secure connection via the internet between the secure server and a computing system used by the
payer for the secure server to receive financial account information provided by the payer,
output the electronic instruction to a communications network for transmittal o
the secure server;
receive, from the secure server, an electronic data token representing financial
account information received by the secure server provided by the payer via the communications
fink, wherein the merchant server does not receive the financial account information represented
by the electronic data token and the secure server does not provide the electronic data token to

the payer;

124452.00322/130171655v }
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Application No. 16/535424 i Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

store the electronic data token in association with the enrollment data wdentitying
the payer; and

process a payment from the payer by electronically generating a payment
transaction instruction that includes a representation of the electronic data token and
electronically transmitiing the payment transaction instruction to a payment processing systerm

having access to the financial account information represented by the electronic data token.

47 {Currently Amended): The merchant server of claim 46, wherein secure connection 18

a widget-or-window of frame within a website provided by the merchant server.

48. {(New): A method of processing a payment from a payer to a payee, the method being
performed by one or more secure servers, the method comprising:
providing an application programming interface {API) that
provides an AP endpoint that recetves an electronically-generated payment
transaction instruction from a merchant server providing a webpage to a payer computing system
used by the payer, the payment transaction instruction including at least one data element
associated with the payer and specifying the amount of the payment from the payer to the payee;
authenticates the payee;
generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynamic URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee,
establishes the secure socket layver connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage

provided by the merchant server;

124452.00322/130171655v }
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Application No. 16/535424 12 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functiovality for the payer to provide financial
account information; and
outputs instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server;
receiving the financial account information provided by the payer via the secure socket
jayer connection,
storing the financial account information inn a secure storage location and performing each
software process required to maintain compliance with one or wore information security
standards;
providing an ¢lectronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;
processing the payment using the financial account information provided by the payer;
and

) Wl l s al 1Qast ¢ + ‘7""3 ayment to the payee.
forwarding at least a portion of the payment to the payee

49 {New): The method of claim 48, wherein the URL is a redirect URL that redivects the

payer computing system to the secure server.

124452.00322/130171655v }
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Application No. 16/535424 13 Docket No.: 124452.00122
Amerdment dated January 5, 2023
Reply to Office Action of October 5, 2022

REMARKS
L INTRODUCTION

The Office Action dated October 5, 2022 (hereinatter, “the pending Office Action”™) has
been carefully considered. In response thereto, the Applicant respectfully fraverses the stated
rejection. Accordingly, reconsideration and withdrawal of the outstanding Office Action and

issuance of a Notice of Allowance are respecttully solicited tn view of the following remarks.
i STATUS OF THE CLATMS

Clairos 1-7, 922, 24-35, and 37-47 are pending. By way of this Ameundment,
independent claims 1 and 16 are amended to recite teatures described throughout the
specification as originally filed,! including providing an application programming interface
{ API) that authenticates the payee,” generates universal resource locator (URL) for establishing
a secure socket layer connection between the secure server and the payer computing system (the
URL comprising either a dynamic URL® generated by the secure server for the payer and the
payee or a static URL® and a hypertext transport protocol (HTTP) parameter® used by the secure
server to identify the payer and the payee), establishes the secure socket layer connection within
a window or frame that is displayed within a webpage provided by the merchant server,” outputs
tnstructions to the payer computing system to render a financial account registration request form
(within the window or frame within the webpage provided by the merchant server} that provides
functionality for the payer to provide financial account information,® and outputs instructions to
the payer computing system to encrypt the financial account information provided by the payer

and transmit the encrypted financial account information to the secure server (via the secure

P The scope of claimed features are not Hmited by the description in the specification of various exemplary
cmbodiments. However, citations to the specification are provided to show support for newlv-claimed features.
* See, e.g., paragraphs [0028], {00321, {0036 (“API engine™), FIGS. 4{-41 {(“Pay AFT), cic.

* See, e.g., FIG. 41, step 578; paragraph {0072}

* See, e.g., FIGS. 4b-4c, paragraph {0059 ef seq.

* See, e.g., FIGS. 4d-4e, paragraph [0066] ef seq.

¢ For example, the “session identifier” of paragraph [0072], etc.

7 See, e.g., paragraphs {00391, {0067}, etc.

% See, e.g., paragraphs [0060], {0067}1-{0068], eic.
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socket fayer connection) without providing the financial account information to the merchant
-9
server.
Independent claims 1 and 16 are also amended to further reciie storing the financial

10

account information in a secure storage location™ and performing each software process required

to maintain compliance!! with one or more information security standards.'

Dependent claims 6 and 21 are amended for consistency with independent claims 1 and
15 and dependent claims 9-11 and 24-26 are cancelled. New independent claim 48 is added,
which recites many of the features of independent claim 16. New dependent claim 49 is added to

recite the features previously recited in newly-cancelled dependent claim 26.
No new matter is added.
], SUMMARY OF THE OFFICE ACTION

In the pending Office Action, the pending claims are rejected under 35 U S.C. § 101 as

allegedly directed to non-patent eligible subject matter.
IV, PATENT ELIGIBLE SUBJECT MATTER REJECTION (38 U.K.C. § 161}

As described in the previcusly-filed Amendment, shown in the attached documentary
evidence, and discussed below, electronic payment processing 1s a techuical process (Section A)
and the claimed invention improves both the prior art technology itself and the prior art technical
process by eliminating the need for prior art merchant servers to include numerous components
and to perform numerous computer processing steps (Section E}, eliminating redundant
computer components and redundant processing steps {Section F), eliminating the need to ensure

that payment processing components and processes do not negatively impact merchant

¥ See, e.g., paragraphs [0062]-{0063], {00691-{0670], etc.

U See, e.g., paragraphs [0011], {0036], etc.

U See, e.g., paragraph {0005} {“Underlying software applications may require substantial modifications to achieve
compliance™; “security ... measures required to comply”) and {0052} (“The secure server 202 or “hosted system”
preferably meets acknowledged security standards, such as the PCI standard, to safeguard the financial account
irformation secured there.”)

“ For exampie, the Payment Card Industry (PCE Data Security Standard (DSS) information secunty standard
described in paragraphs {D004]-]0005].
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functionality or customer experience (Section G}, and eliminate the need for merchant

organizations to perform numercus tasks (Section H).

The pending Office Action repeats those specific factual assertions but does not actually
address them. Instead, the pending Office Action asserts that the specification does not describe
a technological probiem,"” argues that electronic payment processing in general {and all but eight
words of independent claim 1 in particular) is “a ruethod of organizing human activity,”'* asserts
—without evidence — that the claimed ordered combination of processing steps is
“conventional”,}” and concludes — again, without addressing any of the specific factual assertions
or documentary evidence to the contrary - that “there are no improvements to another

technology or technical field {and] no improvements to the functioning of the computer itself”. 16

The Applicant respectfully traverses the stated rejection. As described in detail below,
electronic payment processing is a technical process {Section A), the claimed ordered
combination of specific processing steps are “additional elements” {Section B) that are not
“conventional” {Section U}, the specification identifies a technical problem and describes a
technical solution (Section D}, and the claimed invention improves both the prior art technology
itself and the prior art techuoical process by eliminating the need for prior art merchant servers to
include numerous components and to perform numerous computer processing steps (Section E},
eliminating redundant computer components and redundant processing steps (Section F},
eliminating the need to ensure that payment processing components and processes do not
negatively impact merchant functionality or customer experience (Section G}, and eliminate the

nieed for merchant organizations to perform numerous tasks (Section H).

A. Flectronic payment processing is not “a method of erganizing human
activity”

The Federal Circuit has held that inventions engingered in the context of serving potential

customers and merchants are patent eligible if “the invention [is] not claiming a business method
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per se, but [is] instead claiming a technical way to satisty an existing problem for website hosts

» 17

and viewers.”"" Similarly, while the invention at issue is used in service of a business

transaction, the claims are not divected to a process for marketing or arranging that business

transaction, but are instead directed to a system for glectronically processing a pavment via the

internet.

To that end, independent claimos 1 and 16 recite a secure server and application
programming interface (API) that receive an electronically-generated payment transaction
tnstruction from a merchant server {providing a webpage to a payer corputing system),
authenticate the merchant, generate a URL for establishing a secure socket fayer connection
between the secure server and the payer computing system, output instructions to the payer
computing system to render a financial account registration request form (that provides
functionality for the payer to provide financial account information) within a window or frame
that is displayed within the webpage provided by the merchant server, output instructions to the
payer computing system to encrypt the financial account information and transmit the encrypted
financial account toformoation via the secure socket layer connection, receive the financial
account information via the secure socket layer connection, provide an electronic data token
{representing the financial account information provided by the payer) to the merchant server,

and process the payment using the financial account information,

Furthermore, independent claims 1 and 10 recite that the secure server stores the financial
account information in a secure storage location and performs each software process required o
maintain compliance with one or more information security standards. Meanwhile, as shown in
the attached Exhibit A and enumerated in Section E below, in some instances the hardware
components required for “secure storage” and the software processes “required to maintain
compliance” include rendering any primary account number (PAN) unreadable anywhere it is
stored {(by one-way hashing the entire PAN using strong cryptography, using index tokens and
securely stored pads, or using strong cryptography with associated key-management processes

and procedures, masking PAN when displayed, generating strong data-encrypting cryptographic

T BASCOM v. AT&T Mobilitv, 827 F.3d 1341, 1351 (Fed. Cir. 2016) chamctenzing the claims at issuc in DDA
Holdings, v. Hotels.com, 773 F.3d 1245 (Fed. Cir. 2016)
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keys, encrypting those data~encrypting cryptographic keys using key-encrypting cryptographic
keys, storing the key-encrypting cryptographic keys separately from the data-encrypting
cryptographic keys, securely distribute the data-encrypting cryptographic keys, changing
cryptographic keys that reach the end of their cryptopericd, functionality to retire or replace
cryptographic keys when required (for example, by destroying and/or revoking cryptographic
keys and, if necessary, securely archiving those retired or replaced cryptographic keys, e.g.,
using a key encryption kev}, managing logical access to disk encryption independently of native
operating system access control mechanisms, functionality to manage manual clear-text
cryptographic key management operations using split knowledge and dual control, a
programmatic process to automatically remove stored cardholder data exceeding the
requirements defined in the merchant’s data retention policy, a process to securely delete
sensitive authentication data received from cardholders, strong cryptography and secunity
protocois {e.g., SSL/TLS, IPSEC, or SSH) to safeguard sensttive cardholder data transmiited
over open, public networks, systems configured to accept only trusted cryptographic keys and/or
certificates, a protocol implemented to use only secure configurations (that did not support
insecure versions or configurations), use of “the proper encryption strength” (according to vendor
recommendations/best practices} for the encryption methodology in use, rendering PAN
unreadable or secured with strong cryptography when sent to end-user messaging technologies,
wireless networks that use indusiry best practices to implement strong encryption for
authentication or transmission {e.g., Advanced Encryption Standard block cipher, which requires

a dedicated chip that was not commouly included in most wireless network hardware).

None of those software processes {or bardware componenis) recited 1o the claims or
required to maintain compliance organize human activity. The pending Office Action argues
that the claims are directed to a “tundamental economic practice or commercial or legal
interaction”.'* However, unlike the patent-ineligible claims described in MPEP

§2106.04(a )2 X1}, the claims at 1ssue are not directed to an economic practice itself (such as

¥ Page 28
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offer-based price optimization!” or financial instruments designed to protect against the risk®®),
an “agreement in the form of contacts” (such as managing a stable value protected life insurance
policy® or processing insurance claims for a covered loss or policy event under an insurance
policy*®}, a “legal obligation” {such as hedging ** mitigating settlement risk,** or arbitration®) or
“advertising, marketing or sales activities or behaviors” {such as structuring a sales force or
marketing company,”” or determining the optimal number of visits by a business
representative’ ). In other words, the claims are not directed to a commercial interaction itself,
but rather to a specific technical process for electronically processing a payment tn connection
with that commercial interaction.

B. The specific processing steps recited in the claims are “more than simply
stating the [concept of processing a payment from a payee te a payer] while
adding the words *apply it’” {or an equivalent)™®

The stated rejection is that, except for eight words (server, electronic, secure connection,

computing system, and communications nefwork), all of the features recited the claims are

directed to the abstract idea of “processing a payment from a payer to a payee.” Meanwhile, the
pending Office Action asserts™ that the ordered combination of specific processing steps recited
in the clairos amounts to “merely reciting the words “apply it” (or an equivalent) with the judicial

» 30

exception”.
Even if the Patent Office asserts that the broad concept of “processing a payment from a
payer to a payee” 18 a judicial exception under § 101, the ordered combination of specific

processing steps recited in the claims — rather than eight individual words — are “additional

W OIP Techs, Inc. v. Amazon.com, inc. T88 F3d 1359, 1362-63, 115 USP(G24 1090, 1092-93 (Fed. Cir. 2015)
H In ve Chorna, 656 Fed. App’x 1016, 1021 (Fed. Cir. 2016) (non-precedentiab)

B Bancorp Servs., LLC v. Sun Life Assur. Co. of Canada (.5, 687 F.3d 1266, 1280 (Fed. Cir. 2012)
2 decenture Global Services v. Guidewire Sofiware, Inc., 728 ¥.3d 1336, 1338-39 (Fed. Cir. 2013)

B Bilskiv. Kappos, 561 U.8. 593, 595 (2010);

B Alice Corp. Piy. Lid. v. CLS Bank {nt’], 373 U 8. 208, 218 (2014}

B In re Comiskey, 554 F.3d 967, 981 (Fed. Cir. 2009).

% In re Ferguson, 558 F.3d 1359, 1364 (Fed. Cir. 2009)

Y In re Maucorps, 509 F 2d 481, 485, 203 USPQ 812, 816 (CCPA 1979);

2 MPEP § 2106.05()

¥ Pages 7,9, and 21, referting o “the ‘apply-it” standard”

30 MPEP § 2106040
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elements.” After all, the ordered combination of specific processing steps recited in the claims is
not a “building blocks of human ingenuity” or one of “the basic tools of scientific and
technological work.” Meanwhile, those specific processing steps cannot be characterized as “a
drafting effort designed to monopolize” the broad concept of “processing a payment trom a
payer to a payee.” Rather, systems can — and often do — process payments without the use of a

secure server performing the specific processing steps recited in the claims.

Nevertheless, in an effort to advance prosecution, independent claims 1 and 16 are
amended to further reciie additional technical processing steps that enable the claimed secure
server to solve the technical problems and provide the technical benefits outlined below. Claim
I recites {emphasis added):

I. A method of processing a payment from a payer to 3 payee, the method
being performed by one or more secure servers, the method comprising:
providing an application programming interface {APY) that:

provides an API endpoint that receives an elecironically-generated
payment transaction instruction from a merchant server providing a webpage toa
payer computing device used by the payer, the payment transaction instruction including
at least one data element associated with the payer and specifying the amount of the
payment from the payer to the payee;

authenticates the payee;

generates universal resowree locator (URL) for establishing a secure
secket layer connection via the internet between the secure server and the payer
computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and the
payee; of

a static URL and a hypertext transport protocel (HTTP) parameter
used by the secure server to identity the payer and the payee;

establishes the secure socket layer connection between the secure
server and the payer computing system within a window or frame that is displayed
within the webpage provided by the merchant server;

outputs instructions to the payer computing system (o render a
financial account registration request form, within the window or frame that 1s
displayed within the webpage provided by the merchant server, that provides
functionality for the payer to provide financial account information; and

outputs instructions to the payver computing system {o encrypt the
financial account information provided by the payer and transmit the encrypted
financial account information to the secure server, via the secure socket layer
connection, without providing the financial account information to the merchant server,;
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receiving the financial account information provided by the payer via the secure
socket layer connection;

storing the financial account information in a secure storage location and
performing each sofiware process reguired {o maintain compliance with one or
mere information security standards;

providing an electronic data token, representing the financial account
information provided by the payer, to the merchant server without providing the
financial account information to the merchant server and without providing the electronic
data token to the payer;

processing the payment using the financial account information provided by the
payer; and

forwarding at least a portion of the payment to the payee.

The Applicant respectfully submits that, particularly as av ordered combination, the
specific processing steps shown above {e.g., in bold) were not “well-understood, routine or
conventional”, would not “monopolize” the broad concept of “processing a payment from a
payer to a payee’ through the grant of a patent, and integrate that broad concept into a practical
application for at least the reasons described below.

C. Whether the processing steps recited in the claims were “conventional”
should not be considered in Step 2A Prong Twe and, in Step 2B, requires
factual evidence that the ordered combination of processing steps was s¢
“widely prevalent or in common use in the relevant industry” that they “need
not be described in detail in the patent specification™ to satisfy the written
description requirement of 38 11.S.C. § 113{a)

The pending Office Action repeatedly argues that a judicial exception has not been
integrated into a practical application under Step 2ZA Prong Two because processing steps recited
in the claims are “conventional” *' However, the subject matter eligibility guidelines specifically
state that examiners should “give weight to all additional elements” in Step 2A regardless of

“whether or not they are conventional” *?

4 Pages 8and 14

¥ Step 2A specifically excludes consideration of whether the additional clements represent well-understood,
routine, conventional activity. Accordingly, in Step 2A Prong Two, examiners should ensure that thoy give weight
to all additional elements, whether or not they are conventional, when evabluating whether a judicial exception has
been integrated into a practical apphication. Additional clements that represent well-understood, routine,
convenional activity may iniegrate a recited judicial exception into a practical application.” MPEP § 2106.04{dxD
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Meanwhile, in Step 2B, “a factual determination 1s required to support a conclusion that
an additional element (or combination of additional elements) 1s well-understood, routine,
conventional activity. > To support such a conclusion, the subject matter eligibility guidelines
require factual evidence that the specific “combination” of elements recited in the claims were
so “widely prevalent or in common use in the relevant industry” that they “need not be described
in detail in the patent specification” to satisfy the written description requirement of 35 U.S.C.

§ 112¢a).””

The pending Office Action argues that the Examiner did not apply the “well-known and
conventional WURC standard™:

Per the 101 rejection below, the claims do not recite significantly more. It’s not clear

how the solution overcomes the “apply-it” standard regarded in the rejection {applicant

potnts to the well-known and conventional WURC standard, which the Examiner did not

apply in the rejection).*®

However, the subject matter eligibility guidelines state that “when making a
determination whether the additional elements 1o a claim amount to sigraficantly more thao a
judicial exception, the examiner should evaluate whether the elements define only well-
understood, routine, conventional activity.””’ In this instance, the pending Office Action
provides no evidence that the ordered combination of specific processing steps recited in the
claims was “conventional” as asserted in the pending Office Action, let alone so “widely
prevalent” that they did not need description in a patent specification.

B. The specification identifies a technical problem and identifies technical
improvements realized by the claims over the prior art

The pending Office Action argues that the “specification in the instant application does

not ... describe technological problems with a technological soiution” and instead “describes a

B MPEP § 2106.05@(1)2) citing Beridheimer v. HP, Inc., 881 F3d 1360, 1368 (Fed. Cir. 2018)
#MPEP § 2106.05(e) citing BASCOM, 827 F3d at 1349

5 MPEP § 2106.05@0N 1)

¥ Pages 8 and 14

7 MPEP § 2106 050
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recognized business problem with a solution in the computer arts where a server is used to

process information and perform computationally-intensive analysis for other locations. ™"

As an initial matter, there 18 no requirement under § 101 that the claims address a
technical problem® or that the technological problem be described in the specification ™
Additionally, the problem described in the specification is that maintaining compliance with an
information security standard like the PCI Data Security Standard requires both organizational

measures and “software applications” that perform “security ... measures required to comply

with the PCT standards” and “may require substantial modifications to achieve comphance”.

[0003] Fraud in credit card and other financial transactions 18 a major problem, and
considerable resources are devoted to securing credit card and other account
information provided to merchants by payers.

[0004] The Payment Card Industry Data Security Standard (PCI DSS) 15 an information
security standard for organizations that handle cardholder information for the major debit,
credit, prepaid, e-purse, ATM, and POS cards.

[0005] Defined by the Payment Card Industry Security Standards Council, the standard
was created to increase controls around cardholder data to reduce credit card fraud. ...
The security and organizational measures required to comply with the PCI
standards, and the cost of the annual audits, are borne by the individual organization.
Underiving software applications may require substantial modifications to achieve
compliance, and significant changes in organizational structure and operating procedures
may also be required. Thus, the time, effort, and cost required for merchants and
processoers te ebtain PCY certification to receive and use credit card data are
substantial.

The specification then goes on to describe an unconventional technical solution, recited
in the pending claims, that overcomes that technical problem (by eliminating the need for a

merchant server 204 to include the components and perform the software processing steps

& Page 14

¥ For instance, in DR Holdings, v. Hotels.com, 773 ¥.3d 1245, 1257, the problem addressed by the claimed
invention was that “upon the click of an adveriserent for a third-party product displaved on a host’s website,” the
host website would lose that visitor as he or she 18 “transported to the third party’s website.”

40 “The specification need not explicitly set forth”™ an improvement to the functioning of a computer or another
technology or techmical field, but rather “it must describe the invention such that the improvement would be
apparent 0 one of ordinary skill inthe art.” MPEP § 2106.04(d){1). Here, those of ordinary skill in the art would
have been aware of the technical chatlenges of complying with data seconty standards (such as the PCI standard
attached as Appendix A} referenced in the specification,
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required to matutain compliance), thereby reducing the tiroe and cost of developing the merchant

server 204

[0028] ... Using the methods disclosed herein, in preferred embodiments merchants are
abie to process such transactions without transmitting, processing ot storing Financial
Account data. This reduces the potential liability of the merchants for data loss, and
avoids placing their customer tracking and payment processing systems {such as
merchant server 204} within the scope of the present Payment Card Industry Data
Security Standard (PCE-DSS), thus reducing compliance costs, development costs, and
accelerating time-to-market.

The pending Office Action argues that “the specification describes a recognized business
problem”™ *! However, the Applicant respectfully submits that the fact that “underlying software
applications may require substantial modifications” in order to perform the “security ...
measures required to comply” with an information security standard s a technical probler, as is
the desire to reduce “development costs” and “acceleratfe] time-to-market.”

E. The claimed invention improves the functioning of the prior art merchant

server itself by eliminating the need for the merchant server to “store
financial account information in a secure storage location and perform each

software process required {o maintain compliance with one or more
information securily standards”

By eliminating the need for merchant servers 1o recetve, store, and transmit financial
account information, the claimed invention eliminates the need for those merchant servers to
include the hardware components and performo the software processes required to roaintain
compliance with information security standards, like the PCI Data Security Standard that was in
place on the effective filing date of the present application®? that is attached as Appendix A.
instead, in the years since the claimed invention has become available, the Payment Card

43

Industry Security Standards Counctl has published requirements,” attached as Appendix B, that

are applicable to e~commerce merchants with websites that do not receive cardholder data and

U Page 14

(=)
2 pCl DSS Reqguirements and Security Assessment Procedures, Version 2.0 (October 2010 (hereinafier, “PCLDSS
v2.07)
2 pCl Data Seourity Standard Self-Assessment Questionnaire (SAQ) A-EP and Attestation of Compliance; Partially
Outsourced E-commerce Merchants Using a Third-Party Website for Payvment Processing, Version 3.2.1 (June
2018y (hercinafter, “PCIDSS v3.2.1 SAQ A-EP”)
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outsource their e~commerce payment channel to a PCLDSS validated third-party payment

processor.**

To comply with the information security standard of Appendix A prior to the claimed
invention, prior art merchant systems were required to protect stored cardholder data by
rendering any primary account number (PAN) unreadable anywhere it is stored® by one-way
hashing the entire PAN using strong cryptography, using index tokens and securely stored pads,

or using strong cryptography with associated key-management processes and procedures.*

Prior art merchant systems were required to generate strong data-encrypting
cryptographic keys," encrypt those data-encrypting cryptographic keys using key-encrypting
cryptographic keys,*® store the key-encrypting cryptographic keys separately from the data-

5

encrypting cryptographic keys,” and securely distribute the data-encrypting cryptographic

keys. ™

Prior art merchant systems were required to change cryptographic keys that had reached
the end of their cryptoperiod (e.g, after a defined period of time and/or a defined amount of
ciphertext had been produced).’’ Prior art merchant systems were also required to include
functionality to retire or replace cryptographic keys when required,”™ for example by destroying
and/or revoking cryptographic keys and, if necessary, securely archiving those retired or replaced
cryptographic keys {e.g., using a key encryption key).”" Prior art merchant systems were also

required to mask PAN when displayed ™

* Page 11

 including on portable digital media, backup media, and in logs

1 Requirement 3.4, If the “full PAN is not needed” (page 28}, the PCT Data Securnity Standard also permitted
truncation of cardholder data as long as tnncated segment of the PAN was not hashed. However, to process a
payment, prior art merchant systems needed to store the full PAN.

7 Requirement 3.6.1

& Requirements 3.5.2, Testing Procedure 3.5.2.4

9 1bid.

N Requirement 3.6.2

N Requirement 3.6.4

¥ The retirement or replacement of a cryptographic key was required if the crvptographic key was suspected of
being compromised or when the integrity of the cryptographic key had been weakened (for example, if an emiployee
with knowledge of a cleartext cryptographic key left the organization)

* Requirement 3.6.5

¥ Requirement 3.3
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If the prior art merchant system used disk encryption,® the prior art merchant system was
required to manage logical access independently of native operating system access conirol
mechanisms.”® A prior art merchant system was not compliant with the PCI Data Security

Standard if it used local user account databases or tied decryption keys to user accounts.”’

If the prior art merchant system used manual clear-text cryptographic key management
operations, the prior art merchant systero was required to provide functionality to roanage those
operations using split knowledge and dual control *® For example, the PCI Data Security
Standard suggested a system requiring two or three people, each knowing ouly their own key

39

component, to reconstruct the whole key.

To avoid the requirement to conduct quarterly manual reviews to verify that stored
cardholder data did not exceed the requitements defined in the werchant’s data retention policy,
a prior art merchant system was required to include a programmatic process to automatically
remove stored cardholder data exceeding the requirements defined in the merchant’s data

retention policy.”

Except in limited circumstances,® prior art merchant systems were required to perform a
process to securely delete sensitive authentication data received from cardholders, including the
full contents of any magnetic stripe or chip,®® any card validation code,* and any personal
identification number (PIN)} or encrypted PIN block.* While merchant systems that partially
outsource their e-commerce payment channel using the claimed invention are still required to
securely delete any sensitive authentication data they receive,® the claimed invention allows

merchant systems {o process payments without recetving any sensitive authentication data.

* rather than file- or column-level database encryption

¥ Requirement 3.4.1

¥ Ibid.

* Requirement 3.6.6

¥ Ibid.

% Requirement 3.1.1, Testing Procedure 3.1.1.d

% fgsuers and companies that support issuing services were permitied o securely store sensitive authentication data
if there was “a business justification” to store that sensitive authentication data
# Requirement 3.2.1

# Requirement 3.2.2

# Requirement 3.2.3

S PCIDSSv3.2.1 SAQ A-EF, Reguirement 3
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Prior art merchant systems were required {o use strong cryptography and security
protocols to safeguard sensitive cardholder data transmitted over open, public networks such as
the Internet, wireless networks, and mobile networks.®® The PCI Data Security Standard
suggested using SSL/TLS, IPSEC, or 88H to transmit sensitive cardholder data over open, public
networks.®” Prior art merchant systems were required to accept only trusted cryptographic keys
and/or certificates,”® to use a protocol implemented to use only secure configurations (that did
not support insecure versions or configurations),®” and to use “the proper encryption strength”
(according to vendor recommendations/best practices) for the encryption methodology in use. ™
Prior art merchant systems were required to render PAN unreadable or secured with strong
cryptography whenever sent to end-user messaging techoologies such as email, instant
messaging, or chat programs.’! Again, merchants who partially outsource their e-commerce
payment channel using the claimed invention are still required to safeguard any sensitive
cardholder data they transmit.”” However, the claimed invention allows merchant systems to

process payments without transmitting any sensitive cardholder data.

Wireless networks traunsmitiing cardbolder data or connected to the cardholder data
environment were required to use industry best practices to implement strong encryption for
authentication or transmission.” The PCI Data Security Standard noted that the use of Wired
Equivalent Privacy (WEP) as a security control was prohibited and suggested IEEE 802 111 as an
example of industry best practices.” Note that the IEEE 802 1 1i standard makes use of the
Advanced Encryption Standard {(AES) block cipher, which requires a dedicated chip that was not

commonly included in most wireless network hardware.””

% pCI DSS v2.0, Regquirement 4.1

7 Ibid.

8 Requirement 4.1, Testing Procedure 4.1.b

% Requiremert 4.1, Testing Procedure 4.1.¢

" Requirement 4.1, Testing Procedure 4.1.d

" Requiremert 4.2, Testing Procedure 4.2.a

TRCIDSE v3.2.1 SAQ A-EP, Reguirement 4

TPCIDSS v2.0, Requirenent 4.1.1

" Ibid.

7 See 802,114, TechTarget, fune 2006, hitps://www techiarget com/searchmobiiccomputing/definition/802 1 H
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The pending Office Action argues that “outsourcing the processing to another device
does not meaningfully reduce the processing that needs to occur in maintaining PCI
compliance.””’® However, as described above, the claimed invention reduces the processing that

needs to be performed by the merchant server (and components that need to be included in the

merchant system), thereby improving the functioning of the merchant server. Meanwhile, as

described below tn Section ¥, outscurcing payment processing {0 a secure server that provides
functionality for multiple merchant servers significantly reduces the processing that needs to

OCCUr.

F. Additionally, because the secure server recited in the claims can process
payments for multiple merchant servers, the claimed invention improves the
functioning of the combined system (i.e., both the merchant servers and the
secure server} by eliminating redundant computer compeonents and
redundant processing steps

The claimed invention allows multiple merchant systerns to outsource the processing of
cardholder data to the secure server recited iy the claims while maintaining PCI compliance as
described in the PCI Data Security Standard of Appendix B. Accordingly, rather than each
merchant system being required to include the required computer components, only the secure
server 18 required to include many of the computer components required by the PCI Data
Security Standard of Appendix A, Additionally, rather than each merchant system being
required to perform each of the software processing steps required by the PCI Data Security
Standard of Appendix A, many of those software processing steps are only required to be
performed once by the secure server recited in the claims for each of those merchant systems to

maintain PCI compliance.

By providing a financial account registration request form to payers of multiple
merchants via an application programming interface (for example, within windows or frames
that are displayed within the webpages provided by those merchaunt servers), the secure server

can provide a single interface that masks that PAN when displayed,”” a single process to remove

° Page 9
TTPCIDSS v2.0, Requirement 3.3
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stored cardholder data exceeding the requirements defined in the secure system’s data retention

policy,” and a single process to securely delete sensitive authentication data.”

The secure system can protect that cardholder data for all of those raerchant systems by

generating strong data-encrypling cryptographic keys, encrypting those data-encrypting
cryptographic keys using key-encrypting cryptographic keys, securely storing the cryptographic
keys, and retiring or replacing the cryptographic keys when required ™ One particularly

beneficial improvement provided by the claimed invention s the secure system can perform a

single kev rotation process and ensure that all eryptographbic keys used for all merchants are

changed before they reach the end of their cryptoperiod.®

While receiving and transmitting sensitive cardholder data for multiple merchants, the

secure server recited in the clairos only requires one set of coroponents that uses strong

cryptography and security protocols to safeguard that sensitive cardholder data during
transmission over open, public networks™ (including wireless network hardware with the
dedicated chip®’ required by the IEEE 802.111 standard™ if needed to transmit cardholder data

wirelessly).

Again, the pending Office Action argues that “outsourcing the processing to another
device does not meaningfully reduce the processing that needs to occur in maintaining PCI
compliance” However, as described above, outsourcing payment processing to a secure server
that provides functionality for multiple merchant servers significantly reduces the components

needed for compliance and the processing that needs to occur.

" Requirement 3.1.1, Testing Procedure 3.1.1.d

" Requirement 3.2

8 Requiremert 3.4 through Reguirement 3.6

8 Requirement 3.6.4

# Requirement 4.1

8 See 802,111, TechTarget, June 2006, https:/Avww techtarget com/searchmobilecomputing/definition/802 1 11
#PCIDSS v2.0, Requirement 4,11
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G. The claimed invention improves the prior art electronic payment processing
processes by eliminating the need for merchants to ensure that the
components and processes required to maintain compliance with an
information security standard do not pegatively impact the merchant
functionality and customer experience

Prior to the claimed invention, merchants were required to integrate their systems with
the computer components required for compliance described above while ensuring that those
components did not negatively impact the functions performed by the merchant system,
including the user experience provided to thewr customers. By enabling those merchants to
outsource the processing of cardholder data to the secure server recited in the claims and simply
request, via an APL that the claimed secure server provide a financial account registration
request form (in a window or frame within the webpage provided by the merchant server™ or a
separate webpage™), the secure server and merchant server recited in the claims form a hybrid
system {similar to the hybrid webpage®’ at issue in DR™) that enables merchants to focus their
efforts on their own core systems — and the user experience provided to their customers — while

maintaining compliance with an information security standard.

The pending Office Action argues that “it’s not clear how” the claimed processing steps
“impose[} a meaningful limit on the judicial exception, such that the clairn 1s more than a
drafting effort designed to monopolize the judicial exception.” First, as described above, those
specific processing steps are hardly “a drafting effort designed to monopolize the judicial
exception” of “processing a payment from a payer to a payee”, as systerns can — and do — process
payments from a payer to a payee without the use of a separate secure server, let alone one that

provides an APL, authenticates the payee, generates universal resource focator (URL) for

 as recited in independent claims 1 and 16

% gee, e.g., dependent claim 49

¥ Note that, in the embodiments of claims 1 and 16, the “secure socket layer connection between the secure server
and the payer computing system within a window or frame that is displayed within the webpage provided by the
merchant server” is strikingly similar to the solution in DDR in that it is “an automatically-gencerated hvbrd web
page that combines visual “fook and feel” elements” from the merchant server website and functionality to provide
financial account information to the third-party secure server. In those embodiments, the merchant server sends its
visitors to a website “that 1) incorporates “look and feel’ clements from the {merchant server] website, and 2)
provides visitors with the opportunity” to submit sensitive financial account information {o the third-party secure
server “without actually entering” that secure server’s websiie.

8 DDR, 773 F3d at 1257-58
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establishing a secure socket layer connection, ete. Additionally, the claimed 1nvention
“integrates the judicial exception” by improving the prior art electronic payment processing
process. In this section 1o particular, the Apphicant points out that the claimed system eliminates
the need for merchants to ensure that the components and processes required to maintain
compliance with an information security standard do not negatively impact the merchant
functionality and customer experience. lustead, those merchants can focus their efforts on their
own merchant functionality— and the user experience provided to their customers — and simply
request, via an APL that the claimed secure server provide the claimed financial account
registration request form {e.g., in a window or frame within the webpage provided by the

G
merchant servert)

The pending Office Action also argues that the claims are distinguishable from DOR
because “the claimed solution 15 not necessarily rooted in computer technology in order to
overcome a problem specifically arising in the realm of computer [networks]”*® However, the
Applicant respectfully submits that the need fo securely receive and store sensifive data while
electronically processing paymenis to comply with information security standards reguired for
electronic payment processors is a problem “specifically artsing in the realm of computer
networks”, as is the specific problem described above of ensuring that those components and
processes do not negatively impact the merchant functionality and customer experience af an
online retailer. Moreover, the claimed secure server performing the claimed processing steps is

4

a solution “rooted in computer technoiogy™.

H. Additionally, the claimed invention impreves prier art electrenic payment
processing methods by eliminating the need for each wmerchant {o perform
numerous organizational tasks to comply with an information security
standard

Another way that patent eligible inventions can improve a technological process is by
reducing the tirmne necessary for humans to maintain that technology. For example, the Federal

Circutt tn BASCOA held that filtering content at the ISP server (rather than on each end-user’s

# as recited in independent claims 1 and 16
%0 Page 15
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client machine) was patent eligible under § 101 because it eliminated the “difficult and time

consuming” process of installing software “on every end-user’s client machine 7

In addition to the required computer components and computer processing steps outlined
above, the PCI Drata Security Standard also required that employees or agents of merchants using

prior art merchant systems perform all of the organizational tasks outlined in detail below.

As an rutial matter, merchants using prior art merchant systems were required to verify
that the prior art merchant systems complied with each and everv one of the requirements above.
Additionally, protect stored cardholder data, merchants were required to implement data
retention and disposal policies, procedures, and processes to keep cardholder data storage to a
minimum.” To comply with the PCI Data Security Standard, the data retention and disposal
policy was required to linit data storage and retention time “to that which is required for legal,

53

regulatory, and business requirements.””” Merchants were required to have specific retention
requirements for all cardholder data™ specifying the tinme period that cardholder data needed to
be stored and the legal, regulatory, or business reason why that cardholder data needed to be
stored for that time period.” The data retention and disposal policy was also required to include
provisions for secure disposal of data (including disposal of cardholder data} when no longer
needed for those legal, regulatory, or business reasons.® If the merchant system did not include
the programmatic process to automatically remove stored cardholder data exceeding the
requirements defined in the merchant’s data retention policy, the merchant was required to
conduct quarterly reviews to verify that stored cardholder data did not exceed the requirements

defined in the merchant’s data retention policy.”’

Merchants were required to examine data sources — including incoming transaction data,

all logs (e.g., transaction logs, history logs, debugging logs, and error logs), history files, trace

9 BASCOM, 827 F.3d at 1344

7 Requirement 3.1

7 Requirement 3.1.1

7 Requirement 3.1.1, Testing Proceduse 3.1.1.¢
% Requiremert 3.1.1, Testing Procedure 3.1 14
% Requirement 3.1.1, Testing Procedure 3115
¥ Requirementd 3.1.1, Testing Procedure 3.1.1.d
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files, several database schemas, and database contents — to verity that the full contents of
magnetic stripes or chips,” card validation codes,” and PINs or encrypted PIN blocks'™ were

not stored under any circumstance,

To verity that displayed PAN was masked, merchants were required to obtain and
examine writing policies and examine displays of PAN {e.g., on screen or on paper receipts) to
verify that the PAN was masked'™ and examine documentation about the system, including the

vendor, the type of system/process, and any applicable encryption algorithms %

To verity that stored PAN was rendered unreadable, merchants were required to examine
documentation about the system, including the vendor, the type of system/process, and any
applicable encryption algorithms. ' Additionally, merchants were required to confirm that PAN
was rendered unreadable by examining several tables or files from a sample of data
repositories,!™ a sample of removable media (e.g., back-up tapes),’® and a sample of audit
166

fogs.

=}

To protect cryptographic keys, merchants were required to document and implement key-

. . . g - 107
management processes and procedures.

The key-management processes and procedures were
required to restrict access to the fewest number of custodians necessary'®® and to store
cryptographic keys in the fewest possible locations and forms.'"” Merchants were required to
periodically change cryptographic keys once they reached the end of their cryptoperiod (for
example, as after a defined period of time had passed and/or after a defined amount of cipher-

text had been produced) as defined by the associated application vendor or key owner and based

* Requirement, 3 Testing Procedure 3.2.1
¥ Requirement, 3 Testing Procedure 3.2.2
10 Requirernent, 3.2.3, Testing Procedure 3.2.3
0t Requirernent 3.3, Testing Procedure 3.3

102 Regquirernent, 3.4, Testing Procedure 3.4.a

U Requirement, 3.4, Testing Procedure 3.4.a

U Requirement, 3.4, Testing Procedure 3.4.a

U5 Requirement, 3.4, Testing Procedure 3.4.¢

U Requirement, 3.4, Testing Procedure 3.4.4

O Requirement 3.6

8 Requirement 3.5.1

0 Requirement 3.5.2, Testing Procedare 3.5.20

N2 N2

A,
3
2,
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on industry best practices and guidelines {e.g., NIST Special Publication 800-5373.1*% Merchants
were also required to retire or replace cryptographic keys if the cryptographic key was suspected
of being compromised!!! or when the integrity of the cryptographic key had been weakened (for
example, if an employee with knowledge of a clear-text cryptographic key left the
organization},!" for example by destroying and/or revoking cryptographic keys and, if
necessary, securely archiving those retired or replaced cryptographic keys (e g, using a key

encryption key).!?

If the merchant systemn used manual clear-text cryptographic key management operations,
the merchant was required to manage those operations using split knowledge and dual control 11
For example, the PCI Data Security Standard suggested a system requiring two or three people,

Y5 The merchant

each knowing only their own key component, to reconstruct the whole key.
key-management procedures were required to prevent unauthorize substitution of cryptographic
keys 1'% Merchants were required to obtain written or electronic acknowledgement from all
custodians of the cryptographic keys that those custodians understood and accepted their key-

custodian responsibilities. !V

Merchants were required to observe a sample of transactions as they occurred to venity
that cardholder data was encrypted during transit."’® For SSL/TLS implementations, merchants
were required to verify that HTTPS appeared as a part of the browser Universal Record Locator
(URL) and that no cardholder data was required when HTTPS does not appear in the URL. "’
Merchants were also required to maintain a policy stating that unprotecied PANs were not to be

- k - N : 120
sent via end-user messaging technologies.

Y0 Requiremnent 3.6.4

U Requitement 3.6.5, Testing Procedure 3.6.5b
U2 Requirernent 3.6.5, Testing Procedure 3.6.5.a
W Requirernent 3.6.5

4 Requirement 3.6.6

93 fbid.

U8 Requirement 3.5.7, Testing Procedure 3.6.7
Y7 Requirement 3.5 .8, Testing Procedure 3.6.8
Y% Requirement 4.1, Testing Procedure 4.1.a

Y% Requirement 4.1, Testing Procedure 4.1 ¢

0 Requirement 4.2, Testing Frocedore 42
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By providing functionality for multiple merchants to outsource the processing of
cardholder data, the claimed invention improves the prior art process of processing a payment by
eliminating the need for each merchant to individually perform each of the organizational tasks

above.

The pending Office Action asks “How is this invention like Bascom?”**! In both
instances, one prior art solution was to install separate software on rultiple, separate computing
devices {separate internet content filters “on every end-user’s client machine” and separate
inforration security standard-compliant payrent processing devices tor each of a nuruber of
merchants). One problem addressed by the claimed invention in 8ASCOM was that it was
“difficult and time consuming” to install the software and update the client database on every
end-user’s client machine. Stmilarly, to maintain compliance as described above, each merchant
must cach perform all of the required organizational tasks. The claimed solution in PASCOM
was to instead use a rerote server at the ISP to perform internet content filtering for each end-
user client machine, eliminating the time and difficulty of providing and maintaining separate
software instances for each of a number of end users. Similarly, by providing functionality for
multiple merchants to cutsource the processing of cardholder data, the claimed invention
eliminates the need for each merchant to wdividually perform each of the organizational tasks
identified above.

Accordingly, the Applicant respectfully submits that the pending claims are patent
eligible subject roatier uoder § 101
Y. CONCLUSION

in view of the above Remarks, the Applicant believes the pending application is in
condition for allowance.

Please charge any shortage or credit any overpayment of fees to BLANK ROME LLP,
Deposit Account No. 23-2185, under Order No. 124452.00122. In the event that a petition for an

extension of time is required to be submitted herewith and in the event that a separate petition

ClPage 14
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does not accompany this Amendroent or 18 insufficient to render this Amendment timely, the

Applicant hereby petitions under 37 C.F R. §1.136(a} for an extension of time for as many

months as required to render this submission timely. Any fee due is authorized above.
Dated: January 5, 2023 Respectfully submitted,

By: /Michael C. Greenbaum/
Michael C. Greenbaum
Registration No.: 28,419
BLANK ROME LLP
Correspondence Customer Number: 27557
Attorney for Applicant
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Document Changes

Date Version Description Pages

¢ Toinfroduce PCIHDSS v1.2 as “PCIDSS Requirements and Secwrify Assessment Procedures,” eliminaling
Gcitober 15 i redundancy between documents, and make both general and specific changes from PCH D88 Security
2008 - CAudt Procedures vil1. For complefe information, see FCI Data Secunity Standard Summary of Changes

from PCI D88 Version 1110 1.2

July

2003 ‘-
i For Compensaling Confrels Workshee! - Completed Example, correct wording at fop of page fo say “Use

i this workshest fo define compensaling controls for any requirernent noted as in place’ via compensaling
i controls.”

Qctober i Update and implement changes from v1.2.1. For defails, please gge "PCI DSS - Summary of Changes from
2010 ' PCHDSS Version 1.2.1t0 2.8

Cotober 20710

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0
Fage 2

Copyright 2010 PCI Secwrity Standards Council LLC
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introduction and PCl Data Security Standard Overview

The Fayment Card industry (PCi} Data Security Standard (D88) was developed o encourage and enhance cardholder dats security and facilitate
the broad adoeption of consistent data security measures giobally. PCI DSS provides a baseline of technical and operational requirements
designed to protect cardholder data. PCHOSS appiies to all entities involved in payment card processing — including merchants, processors,
acquirers, issuers, and service providers, as well as all other enfifies that siore, process or transimit cardholder data. PCI DSS comprises g
minimum sef of requirements for proteciing cardholder data, snd may be enhanced by additional controls and practices to further mitigate risks.
Below is a high-level overview of the 12 PCI DSS requirements.

PO O Seounily Slandang - Migh Lay
Build and Maintaing 1o tnsiattand madataie 3 eowalt configirativa gs ectusrdhatdsrdata
§ P ) > N 3
Dentre otk R s T R LSG V«‘i“(jﬂ”ﬁkg Saatas ﬁtv oA o vaas\,\,f‘\/ﬁg ang r}iha_

Protect Dardholder Rata 3.
Encrypt ranasmissio

Maintsin g Vulnerabiling
Management Progam

8. Use and resudary codade 3
6. Develnp aid mainizin stcuis & vzier% o anp

Control Maoasures

3
8
S

Implement Strong Rceess 7.0 Restriot access to cardboider data by business nesd fo know
8 iprea unigue o sanh parson with Compainy aecess
R}, Reaasirier physioal acoesy by cardhnlder data

Rogulariy Mauiior ang R i
Tast Metworks 1

SOUDAS an cardhoidar date:

Riaintain an information 12, Mairdaly 5 policoy st gddres i weaton aacurity for ail personngd.
Seeurity Rolivy

This docurnemt, PCI Data Security Standard Reguirements and Security Assessment Procedures, combines the 12 PCI DSS requiremenis and
corresponding testing procedures inte a security assessment tool. It is designed for use during PCH DSS compliance assessments as part of an
entity’s validation process. The following sections provide detailed quidelines and best practices to assist entities prepare for, conduct, and report
the resuiis of g PCI DSE assessment. The PCI DSE Requirements and Testing Procedures begin on page 18.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
Copyright 2010 PCI Secwrity Standards Council LLC Fage &5
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The PCI Seourity Standards Council (PCH SSC) website (www. pciseouritystandards.org} containg a nuraber of additional resources, including:
o Attastations of Compliance

Noteinfeimaton SUgmements

= Navigating PCIl DSS: Understanding the Intent of the Requirements B o :
gatng it : g e i o e sompleinent fhe PO DSS and identity

= The PCI DSS and PA-DSS Glossary of Terms, Abbreviafions and Acronyms addiionsd considerations and
TECOMINEnURISHS o meeing fCEDSE

= Freguently Asked Questions (FAQS) IR eienis w e 00 N Chande,
Slirtingie O Suphrseds (e PCIIISS & any

= Information Supplements and Guidelines ofis repairements,

Please refer to www.pcisecuritystand ards.org for more information.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
Copyright 2010 PCI Secwrity Standards Council LLC Fage &
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PCI D8ES Applicability Information

PCIDES applies whergver account data is stored, processed or transmitted. Account Data consists of Cardhoider Dafa plus Sensifive
Authentication Dala, as Dliows:

Cardhoider Data inclades; Rensitive Suthentication Daia inciudes;

Full magnetic stripe data or equivalent

= Primary Account Number (FAN)

= Cardhoider Name on a chip
= Expiration Date = CAVZ/ICVCZICWRICID
= Service Code = PiNs/PIN blocks

The primary account number is the defining factor in the applicability of PCI DSS requirements, PCI DSS requirements are applicable ifa
primary account number (FAN) is stored, processed, or transmitted. If PAN is not stored, processed or transmitted, PCI DSS requirements do not

apply.

if cardholder name, senvice code, and/or expiration date are stored, processed or iransmitted with the PAN, or are otherwise present in the
cardholder data environment, they must be protected in asoordance with all PCIDSS requirements except Requirements 3.3 and 2.4, which apply
only to PAN,

PCIDSE represents a minimum set of controt objectives which may be enhanced by local, regional and sector laws and regulations. Additionally,
legistation or requlatory requirements may require specific protection of personally identifisble information or cther data elements (for example,
cardholder name), or define an entily’s disclosure practices related o consumer information. Exarnples include legisiation related o consumer
data protaction, privacy, identity thefi, or data security. PCI DSS does not supersede local or regional laws, government regulations, or other legal

requiremeants,

The following table iHlustrates comrmonly used eleraents of sardholder and sensitive authentisation data, whether storage of each data element is
permitted or prohibited, and whether each daia element must be protected. This table is not exhaustive, but is presented to illustraie the different
types of requirements that apply to each data slement,
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Storage Render Stoved Account Data

{Sata Element Permitied Unreadabie pey Reguirement 304
Cargholder ‘
3 : SRR
=z Daty : Senvice Code
E Expiration Date
o 2l Magnetic Stripe Data ?
g Do Bensiive F-LE\,Eagneﬂr ..... rpei)aa ...............................................................................................................
Auhenticstion CAVZICVC2/OWN2/CID
: Data e N
: PINPIN Block

PCIDSE requirements 3.3 and 3.4 apply only to PAN. If PAN is stored with other elements of cardhoider data, only the PAN must be rendered
unreadable acsording to PCHDSS Reguirement 3 4,

FCIDISS ondy appiies if PANS are stored, processed and/or ransmitted,
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Relationship between PCI DES and PA-DSS

Use of a PA-DSS compliant application by itself does not make an entity PCI DS compliant, since that application must be implemented inic a
PCIDSS compliant environment and according 1o the PA-DSS Implementation Guide provided by the payment application vendor {per FA-DSS
Reguirement 13.1).

N

W

The requirements for the Payment Application Data Security Sfandard (PA-DSS) are derived from the PO DSS Requirements and Security

Assessment Proceduras {this document). The PA-DSS details what & payment application must suppor o facilitate a customer's PCl D8S
compliance.

Secure payment applications, when implemented in g PGl DSS-compliant environment, will minimize the poiential for security preaches leading to
comprormises of full magnetic stripe data, card verification codes and values (CAVZ, GID, CVCZ, CVWV2), and FPiNs and PIN biocks, along with the
damaging fraud resulting from these breaches.

Just 3 few of the ways payment applications can prevent compliance include:
= Storage of magnetic stripe data and/or equivalent data from the chip in the customer's network after authorization;
o Applications that require cusiomers to disabig other features required by the FCIHDSS, like anti-virus software or firewalls, in order to get
the payment appilication to work properly; and
s Vendors' use of unsecured methods {0 connect o the application to provide support to the cusiomer.
The PA-DSS appilies to software vendors and others who develop payment applications that store, process, or transmit cardhokier data as part of
authorization or setftlement, where these payment applications are sold, distributed, or livensed io third parties.
Flease note the following regarding PA-DSS applicability:
»  PA-DSS does apply to payment applications that are typically sold and installed “off the shelf” without much customization by software
vendors.

= PA-DSS does nof apply to payment appiications developed by merchants and service providers if used only in-house (nof sold,
distributed, or licensed to a third party), since this in-house developed payrment application would be covered as part of the merchant's or
service providers normai PC{ DSS compliance.

For detaited guidance on determining whether PA-DSS applies o a given payment apglication, please refer to the PA-DSS Requirements and
Sesurity Assessment Procedures, which can be found at www . poigecuritystandards.om.
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Scope of Assessment for Compliance with PCI DS8 Requirements

The FCHDES security requirements apply o all system components. in the context of PCIDSS, "system componenis” are defined as any network
component, server, or application that is included in or connedted to the cardholder data environmeant. “System componaents” also include any
virtualization components such as virtual machines, virtual switches/routers, virtual appiiances, virtual applications/deskicps, and hypervisors, The
cardholder data environment is comprised of people, processes and {echnology that storeg, process or transmit cardhoider data or sensitive
authentication data. Network componants include but are not limited {o firewalls, switches, routers, wireless access points, nefwork appliances,
and other security appliances. Server types include, but are not limited o the Tollowing: web, application, database, authentication, mail, proxy,
networi fime protocol (NTF), and domain name server {DNS). Applications include all purchased and custom applications, including internal and
external (for example, Internet) applications

The first step of 2 PCI DSS assessment is {o accurately determine the scope of the review. Al least annually and prior {o the annual assessment,
the assessed entity should confirm the accuracy of their PCH DSS scope by identifving all locations and flows of cardhoider data and ensuring they
are includad in the PCI DSS scope. To confinm the acouracy and appropriatensss of PCLDSES scope, perform the following:

»  The assessed enlily identifies and documents the existence of aif cardholder daia in their environment, to verify that no cardnolder data
exists outside of the cumrently defined cardholder data environment (CDE}.

o Onoce all locations of cardholder data are identified and documented, the entity uses the results 1o verify that PCI DSS scope is appropriate
{for example, the results may be a diagram or an inventory of cardhoider data locations).

= The enlily considers any cardhoider data found to be in scope of the PCH D38 assesament and part of the COE unless such daia is
deleted or migrated/consolidated into the currently defined CDE.

= The entity retains dosumentiation that shows how PCHDSS8 scope was confirmead and the results, for assessor review and/or for reference
during the next annual PCl SCC scope confirmation activity.

Network Segmentation

Metwork segmentation of, or isofating (segmenting), the cardhoider data environment from the remainder of an entity’s network is not a PCI DS8S
requirement. Howaever, it is strongly recommended as a method that may reduce:

o The scope of the PCIDSS assessment
= The cost of the PCIDSS assessment
»  The cost and difficuity of implementing and mainiaining PCI DSS controis

= The risk to an organization {(reduced by consolidating cardholder data into fewer, more controlied noations)

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Without adequate network segrmentation (sometives called & "flat network™ the entire network is in scope of the FCI DSS assessmaent. Network
segmentation can be achieved through a nuraber of physical or logical means, such as properly configured infernal network firewalls, routers with
strong acoess control fists, or other technologies that restrict access to a particuiar segment of a nefwork,

An important prerequisite 1o reduce the scope of the cardhoeider data environment is a clear understanding of business ngeds and processes

related to the storage, processing or transmission of cardholder data. Restricting cardholder data to a5 few locations as possibie by elimination of
unnecsssary data, and consolidation of nesessary data, may require reenginesring of long-standing businass practices.

Documenting cardholder data flows via a dataflow diagram helps fully understand all cardholder data flows and ensures that any network
segmentation is effective at isolating the sardholder data envirenment.

If network segmeaniation is in place and being used to reduce the scope of the PCI DSS assessment, the assessor must verify that the
segmentation is adequate {o reduce the scope of the assessment. At g high level, adequate network segmentation isolates systems that store,
process, or ransmit cardhoelder data from those that do aol. Howsver, the adequacy of a specific implementation of network segmentation is highly
variabie and dependent upon a number of factors, such as a given network's configuration, the technslogies deployed, and other controis that may
pe implemented.

Appendix D Segmentation and Sampling of Business Faciliies/System Components provides more information on the effect of network
segmeniation and sampling on the scope of a PCI D83 assessment.

Wireless

if wireless technology is used o store, process, or transmif cardholder data (for example, point-of-sale transactions, “ling-busting™, or if 3 wireless
ncal area network (WLAN) is conneacted to, or part of, the cardholder data envirorniment {for exarnple, not cleady separated by a firewail), the PCI
DSS requirements and testing procedures for wireless envirenments apply and rmust be performed (for example, Requirements 1.2.3, 2.1.1, and
4.1.1). Before wireless technology is implemented, an entity should carefully evaiuate the need for the {echnology against the risk. Consider
deploying wirgless technology only for non-sensitive data transmission.

Third Parties/Quisourcing

For service providers required to undergo an annual onsite assessmenti, compliance validation must be performed on ali system components in
the cardhoider data environment,

A service provider or merchant may use a third-party serviceg provider to siore, proocess, or transmit cardholder data on their behali, or e manage
components such as routers, firewails, databases, physical security, and/or servers. If so, there may be an impact on the security of the cardholder
data environment.

For those entities that outsource storage, processing, or transmission of cardholder data to third-party service providers, the Repori on
Compliance (ROC) must dosument the role of each service provider, clearly identifying which requiremeants apply fo the assessad entity and which
appely to the servioe provider, There are two options for third-parly service providers i validate compliance:

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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1)} They can undergo a PCI DSS assessment on their own and provide evidence to their customers to demonstrate their compiiance; or

N

} IFthey do not undergo their own PCIDSS asse
customers’ PCI DSS agsessments.

sment, they will nead {o have their services reviewed during the course of each of their

Ses the bullet beginning "For managed service provider (MSP) reviews,” in tem 3, "Detsils about Reviewed Environment,” in the “Instructions and
Content for Repori on Compliance” section, below, for more information.

Additionally, merchanis and service providers must manage and monitor the PCI DSS compliance of alt associated third-party service providers
with access to cardholder data. Refer fo Requirement 12.8 in this docurnent for defaiis.

Sampiing of Business Facilifies/System Components

Sampiing is not a PCIDSS requirement. However, afier considering the overall scope and compiexity of the environment being assessed, the
assessor may independently select representative samples of business facilities/system components in order to assess PCH DS8 requirements.
These samples rmust be defined first for business fasiities and then for system components within 2ach selected business facility. Sarples must
be a representative selection of all of the types and locations of business facilitias, as well as types of sysiern components within selected

business facilities. Samples must be sufficiently large to provide the assessor with assurance thai controls are implemented as expected.

Sampiing of business facilitiss/system components for an assessment does aol reduce the scope of the cardholder data snvironment or the
applicabiiity of PCI1 DSS requirements. Whether or not sampling is to be used, PCI D88 requirements apply 1o the entire cardholder dafa
environment. If sampling is used, each sample must be assessed against all spplicable PCI DSS requirements. Sampling of the PCIDSS
Raguirements themselves is not permitted.

Examples of business facilities include but are not limited to: corporate offices, stores, franchiss locations, processing facilifies, data centers, and
other facility types in different locations. Sampling should include system components within each selested business facility. For exampleg, for each
pusiness facility selected, include a variely of operating systems, functions, and appiications that are applicabie to the area under review.

As an exampie, the assessor may define a sample at a business facilify to include Sun servers running Apache WWW, Windows servers running
Oracle, mainframs systems running fegacy card processing applications, data transier servers running HP-UX, and Linux Servers running
MYSQL. I all applications run from a single version of an 08 {for example, Windows 7 or Solaris 10}, then the sample should still include a variety
of applications {for example, datgbase servers, web servers, dats fransfer servers).

When independently selecting samples of business facilities/system cormponents, assassors should consider the following:

= f there are standard, centralized PCl DSS security and operational processes and controls in place that ensure consistency and that each
business facility/system component must follow, the sample can be smaller than if there arg no standard processes/conirols in place. The
sampie must be large enough o provide the assessor with reasonable assurance that alf busingss facilities/system components are
configured perthe standard processss.

= |fthere is more than one fype of siandard security and/or operational process in place (for example, for different types of business
facilities/system components), the sample must be large enough to include business facilifies/systam components secured with each type
of Process.
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= |Fthere are no standard PCIDES processes/contenls in place and each business facility/systemn cormpeonent is managed through non-
standard processes, the sampie must be larger for the assessor {o be assured that each business facility/system component hias
implemented PCHE DSS requirements appropriately.

For each instance where sampling is used, the assessor rmust:

= Document the rationale behind the sampling technigue and sample size, Ploase also rofor o
«  Daocurnent and vaiidate the standardized PCI DSS processes and conirols used to detenmine sample Appeﬁndzx {3 Seg&mer@taimn
size, and and Sampling of Business
s . . . . i ) Fagiities/System
= Explain how the sampie is appropriate and representative of the overall population. Copohsnts:

Assessors must revalidate the sampling rationale for gach assessment. If sampling is to be used, different
sampies of business facilities and system cornpenents must be selected for each assessment.
Compensating Controfs

Cn an annual basis, any compensating controls must be documaeanted, reviewed and validated by the assessor and included with the Regort on
Compliance submission, per Appendix 8: Compensating Controls and Appendix C: Compensating Controls Worksheet

For each and every compensating controi, the Compensating Controis Worksheet (Appendix C) must be compieted. Additionally, compensating
control resuiis should be documented in the ROC in the corresponding PCI DSS requirement section.,

See the above-raentioned Appendices B and C for more details on “compensating sontrals.”
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instructions and Content for Report on Compliance

This document must be used as the template for creating the Reporf on Compliance. The assessed entity should follow gach payment brand’s
respective reporting requirements to ensure each payment brand asknowledges the entity’s compliance status. Gontast each payment brand o
determine raporting reguirements and instructions.

Report Content and Format
Foliow these instruciions for report content and format when completing a Report on Compiliance:
1. Executive Summary
Include the following:
= Describe the entity's payment oard busingss, including:
- Their business role with payment cards, which is how and why they slore, process, and/or transmit cardholder data
Noter This s notinleared o be 8 catsgnd-pasie fromh e Solild's wely Site; but shouly be g faffored dessriplion that shows the
ASTECEON UNOSrsiands payient ang the ety s role;
- How they process payment (directly, indirectly, etc.)
- What types of payment channeis they serve, such as card-nol-present (for example, maii-order-ielephong-crder (MOTO), e-
Comrnarees), or sard-presant

- Any entities that they connedt to for payment transmission or proces
= A high-level nefwork diagram (either obtained from the enfity or created by assessorn) of the entify’s netwarking topegraphy that
includes:
- Connections into and out of the network
- Critical components within the cardholder data environment, including POS devices, systems, databases, and web servers, as
applicabie
- Other necessary payment componenis, as applicable

ing, including processor relationships
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2. Description of Scope of Work and Approach Taken

Dascribe the scope, per the Scope of Assessment section of this document, including the following:
= Diocument how the assessor validated the accuracy of the PCI DSS scope for the assessment, inciuding:
- The methods or processes used (o identify and document all existences of cardholder data
- How the resuits were 2valuated and dooumented
-~ How the effectiveness and acouracy of the methods used were verified
-~ That the asssssor validates that the scope of the assessment is accurate and appropriate.
= Environment on which assessment fosused (for example, client's Internet access points, internal corporate network, processing
conneactions)
« [ network segmentation is in place and was used to reduce scope of the PGl DISS review, briefly explain that segmentation and
how assessor validated the effectiveness of the segmentation
« I samipling is used during the assessment, for each sample set selected {of business facilities/system componenis} dosument the
foliowing:
- Total population
- Number sampied
-~ Rationale for sarnple selected
-~ Description of the standardized PCH D88 sacurity and operational proce
how the processes/controls were validsied
- How the sampie is approprigte and represeniative of the oversll population
- DBesoription of any locations or environments that store, process, or transmit cardholder data that were EXCLUDED from the
scope of the review, and why these locations/environments were excluded
= List any wholly-owned entities that require compliance with the PCI DSS, and whether they are reviewed separately or as pat o
this assessment
x  List any intemational entities that require compiiance with the PCI DSS, and whether they are reviewed separately or as part of this
assessment
s List any wireless LANSs and/or wireless payment applications (for exarmnple, POS terminais) that are connected to, or could impact
the securily of the cardholder data environment, and describe security in place for these wireless environments
o The version of the PC| DSS Requirements and Security Assessment Procedures document used {o conduct the assessmen

5 and controls used o delermine sample size, and

N
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3. Details about Reviewed Environment
Include the foliowing details in this section:
x A diagram of each piece of the communication link, including LAN, WAN or Internet
x  Description of cardholder data environmeni, for example:
-~ Document transmission and processing of cardholder data, including autborization, capiure, settlement, chargeback and other
flows as appiicable
- List of files and tables that store cardhslder data, supporied by an inventory created (or shiained from the client) and retained
by the assessor in the work papers. This inventory should include, for each cardholder data store (file, table, eic):
«  List all of the elements of stored cardholder data
« How daia is seoured
« How acoess {o data stores are logged
= List of hardware and critical software in use in the cardholder data envirenment, along with description of function/use for each
= List of service providers and other third parties with which the entity shares cardholder data
Noter Hese enfites org Suljett io PCEERS Regurement 1283
= List of third-party payment appiication products and versions numbers in use, including whether each payment appiication has
baen validated according o PA-DSS. Even if a payment application has been PA-DSS vaiidated, the assessor still needs to verify
that the application has been implemented in 3 PCI DSS compiiant manner and environment, and acsecording to the payment
appiication vendors PA-D8S Implementation Guide.
Note: fisnolba PCEDSS reGuiremeniic use: PA-DES validared applications: Flrase consullb with achipavment brand individualiv
(0 pnderstand e RAIS S comphance regiivements )
= List of individuais interviewed, their organizations, titles, and iopics covered
= List of documentation reviewed
x  Formanaged service provider (MSP) reviews, the assessor must clearly identify which requirerments in this document apply to the
MSF (and are included in the review), and which are nol inciuded in the review and are the respoasibility of the M3P’s cusiormers
to include in their reviews. Include information about which of the MSP's [P addresses are scanned as part of the MSP's quarierly
viinerability scans, and which 1P addresses are the responsibility of the M8P's customaers to include in their own quariedy soans.
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4, Contact information and Report Date
Inciude:
o Conlact information for merchant or service provider and assessor
o Timefrare of agsessment-—specify the duration and the time period over which the assessment occurred
°  Date of report

5. Quarterty Scan Results
Summarize the four most recent gquarterty ASV soan results in the Executive Summary as well as in comments af Requirement

11.2.2.
Nater it nolreguired gt four passing guaiferly: S68ng must be compleied B iniial FCTDSS complianee i1 1 aaae880r

verfes:
EThe st recent 3osn re S was a passing Seen
The entity: has docunenicod policie s and procedure s Fegiinnyg ouarnerfy seannng gaing fanvard; ahd
Amevalnerabifie s aoted Mthe it scan Have bedn Chirenied an showniird resscan.
For subsenuent vears sllerhe inlial FCEDSS revievy fowr passing guarteniy Scans musthave ogcured,
Socan must cover all extemally accessibie (Internet-facing) 1P addresses in existence at the entity, in accordance with the PO/
Approved Scanning Vendors (ASV} Program Guide.

N

i

8. Findings and Observations
Summarize in the Executive Summary any findings that may not fit into the standard Report on Compliance template format.
All assessors must
o Usge the Detailed PCHDSS Requirements and Sscurity Assessment Frocedures templats to provide detaited report descriptions
and findings on each requirement and sub-requirement
= Ensure that all N/A responses are clearly explained.
*  Review and document any cornpensating controls considerad to conclude that a control is in plase.

See ‘“Compeansating Controls” section above and Appendices B and C for more details on cornpensating cortrols.

Revafidation of Open flems

A “contrels in place” report is required to verify compliance. The report is considerad non-compliant if it contains “open items,” or iterns that will be
finished at a future date. The merchant/service provider must address these items before validation is completed. After open items are addressed
by the merchant/service provider, the assessor will then reassess to validate that the remediation occurred and that alf requirements are satisfied.
After revalidation, the assessor will issue a new Report on Cornpliance, verifying that the cardholder data envirenment is fully compiiant, and
submit it consistent with insiructions (see below).

Cotober 20710
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PCI D8E Compliance - Completion Steps
1. Comglete the Report on Compliance (ROC) according o the section above entitled “Instructions and Comtent for Report on Cormpliance.”

2. Ensure passing vulnerability scan{s) have been completed by a PCI 88T Approved Scanning Vendor (ASV}, and obiain evidence of
ing scan(s) from the ASV.

‘(,J

Complete the Altestation of Corapliance for Service Providers or Marchants, as applicable, in its entirsty. Attestations of Complianse ars
available on the PCI SSC website (www.pcisecuritysiandards.org}.

4. Submit the ROC, evidence of a passing sean, and the Attestation of Compliance, along with any other requestad dosumentation, to the
aocquirar {for merchanis} or to the payment brand or other requester {for service providers).

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Detailed PCI DSE Requirements and Security Assessment Procedures

For the PCI DSS Requirements and Securily Assessment Frocedures, the following defings the table column headings:

PCE DS Reguirements - This colump defines the Data Secunity Standard and lists requiremenis to achieve PCI DES sompliance;
compliance will be validated against these reguirements.

"

Testing Procedures - This ooluma shows processeas o be llowed by the assessor to validate that PCI DS8S requirements are “in place.

in Place - Th:s‘ c_olumn rriul._s‘il be used .by the e§ssessor {o prc.v:ce a ?'ne _des_zcripixcn of Nodta: T Mhiinn miniior bt Jicads
SOF s whiok re vaid s ;I olace” g horeaguirs YOI i 3
the controls which were validated as “in place” for each reguirement, inoluding conirols that are riol yat i place or for npen

descr;pt'mns of _contmis :ognd“-.o ro.ehm piace af: a resuit of compensating controis, oras a Hems 5 be complated at e fufire Sale
result of a requirement bBeing “Not Applicable.

Not in Place ~ This column must be used by the assessor ie provide a brief description of controls that are not in place. Note that a non-
compliant report should not be submitted to a payment brand or asquirer unless specifically requested. | For further instrustions on non-
compliant reports, please refer {o the Attestations of Complianice, avallable on the PCI S8C websile (www . psisacuritystandards.om).

Target Date/Comments ~ For those controls “Not in Place” the assessor may include a target date that the merchant or service provider
expacts to have controls “in Place.” Any additional notes or commaents may be included here as well.
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Build and Maintain a Secure Network

Reguirernent 1 insiall and maindain a firewall configuration o protect cardholder data

Firewalls are devices that control computer traffic allowed between an entity’'s networks ({intemal) and untrusted networks (extemal), as well a3
traffic into and out of more sensitive areas within an entity’s internal trusted networks. The cardholder data environment is an example of a more
sensitive area within an entity’s trustad network.

A firewall examings all network traffic and blocks those transmissions that do not meet the specified security oriteria.

All systermns must be protected from unauthorized access from unirusted networks, whether entering the system via the Intemet as e-commerce,
erapioyee internel access through deskiop browsers, employse e-mall access, dedicated connections such as business-to-business conaections,
via wireless networks, or via other sources. Often, seemingly insignificant paths to and from untrusied networks can provide unprotected pathways
into key systems. Firewalis are a key protection mechanism for any somgputer nefwork,

Giher system components may provide firewall functionality, provided they meet the minimurn requirernents for firewails as provided in
Reguirement 1. Where other sysiem components are used within the cardhoider data environment o provide firewall funcitionality, these devices
must be included within the scope and assessment of Regquirement 1.

PCIDES Reguiremenis Testing Brocedurey W Place Target Dated
Camments

1.1 Establish firewali and router i 4.1 Obtain and inspect the firewall and router configuration
configuration standards that include the E standards and other ﬁwumentatmn xpf—ufeﬁ beiow to verify that
following: .

and testing al l network connections and ¢ of all network connecti
changes to the firewall and router i configurations.
configurations

1.1.2.8 Verily that a current network diagram (for examgple, one

4.4.2 Current natwork diagram with all

connactions to carghoider data, that shows cardholder data flows over the network) exists and that !
including any wireless networks ©itdocuments all connections to cardholder data, including any :

35 nehwor

i 14.2.b Verify that the diagram is kept current.
1.1.3 Requirements for a firewall 3t 1.4.3.a Vearify that firewall configuration standards inciude
each Intemet connection and between | requirements for a firewalt at each Internet connection and
any demititarized zone (DMZ) and the | between any DMZ and the intermnal network zone.
infernal network zone 1.1.3.b Verily that the current network diagram is consistent with

the firewall configuration standard
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Motin | TargetDatel

PLIDSE Reguirsments Testing Procedures . mPiace Blace 1 Sommenta

1.1.4 Desaiptlior

of groups, roles, and 1.1.4 Verify that firewall and router configuration standards include |

responsid) s for logical management a description of groups, roles, and responsibiiities for logical
of network components management of network components.

1.4.5 Documentation and business 1.4.5.a Veaiify that firawall and router configuration standards

justification for use of all services, i include a documented list of seivices, protocols and ports
protoools, and ports glfowed, Including | necessary for business—Iior exampls, hypertext transfsr protoost

documentation of security features
implemented for those protocols

considered o be insacure, D 4456 .cer*t:fg

{(HTTP) and Secure Sockets Layer (S8L), Secure Shell (88H),
e Network (VPN) protoco

) . : igecure services, protocols, and porta aliowed
Examples ofinsecure services, i and verity they are necessary and that security feature

protocols, of ports include butare not | gocumented and implemented by examining frewali and router
fimited to FTP, Teinet, POP3, IMAF, i configuration standards and settings for each service.

and SNMP. :

1.1.8 Req it o review firewall 1.1.8.a Vearify that firewall and router configuration standards
and router rule ssts at least avery six i require review of firewall and router rule sets at least every six

months ;. months,

1.1.8.b Obtain and sxamine documentation to verily that the rule
viewed af least every six months

1.2 Build firewall and router | 1.2 Examine firewall and router configurations to verify that

configurations that restrict connections | connections are restrictad batween untrusted networks and system
between untrusted networks and any ¢ components in the cardholder data environment, as follows:
system components in the caréhoider ;

data snvironment.

Note: An “untrusted network” is any

network that is externai to the nelworks
elonging fo the enlity under review, :

and/or which is out of the entity’s ability to |

1.2.4.aVerify that
sary forthe | which is nece ry for the car dhcldé- data en‘r;mnment and that
cdmhoidﬂr data f—-iv(ronment. ; s are docurnented.

ify that all other inbound and outhound &
specifically denied, for example by using an explicit “deny all” or
deny after aliow statery

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
Copyright 2010 PCI Secwrity Standards Council LLC Page 27

Page 104 of 442



NRNEN

4

-
A
NN
\\\\\;\\\.‘\
PLTDSS Reguiterments

1.2.2 Secure and synchronize router
configuration files.

1.2.3 instali perimeter firewalis hetween |

any wircless networks and the
cardholder data environment, and
configure these firewalls to deny or
control (if such traffic is necessary for
business puiposes) any taffic from the
wireless environment into the
cardholder dala environmen

4.3 Prohibit direct public access between
the internet and any system oomponent
in the cardholder data environment.

4.3 Examine firew
: limited to the choke router at the intemet, the DMZ router and

Testing Procedures B Place
1.2.2 Verify that router configuration files are secure and

synchironized—for example, running configuration files (used for

nonmal running of the routers) and starf-up configuration files
{used when machines are re-hooted), have the same, secure
configurations.

1.2.3 Verify that there are perimeter firewslis instalied between

any wireless networks and systems that store cardholder data,

and that these firewalls deny or conirdl (i such traffic is necessary |
for business purposes) any traffic from the wireless environment |
into the cardholder data environment.

il and router

figurations——including but not

Mot Target Date!

Plage Commarnds

i firewall, the DMZ cardholder segment, the perimeter router, and the
! internal cardholder network segment—io determine that there is no

1.3.1 implement a DMZ to iimit inbound
traffic 1o only system components that
provide authorized publicly accessible
sarvices, protocois, and poris

1.3.2 Limit inbound internst traffic
addresses within the DM

1.3.3 Do not alow any direct

connections inbound or outbound for
traffic between the internet and the
cardholder data envi

cutbound fraffic from the cardhoider
data environment to the internat,

; direct access between ihe Internet and system components in the

within the DMZ.

ment, as detailed below.

a DMZ is implemented to fimit inbound traffic to
only system componants that provide authorized publicly
accessible services, protocots, and ports.

it

1.3.2 Verify that inbound intemnet trafiic is fimited to 1P addresses

&

i

1.3.3 Varify direct connections inbound or outbound are not
aflowed for traffic betwaan the Internet and the cardholder data
environment.

1.3.4 Verily that internal addresses
into the DMZ.

1.3.5 Verily thai outbound traffic from the cardholder data
environment 1o the Intemet is explicitly authorized

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0
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1.3.8 implement statefyl inspaction, 1.3.8 Verify that the firewall perforny ateful inspection (dynamic :

also known as dynamic packet filtering. | packet filterin ections should be allowed

g). {Only established

(That is, only “estahlished” connections in, and only if they are associated with a praviously established
are allowed into the network.) i session)

1.3.7 Place system components that P 4.8.7 Verify that system components that store cardholder data
store cardholder data (such as a i are on an intemal network zons, segregated from the DMZ and
database) in an internal network zone, | other untrusted networks.

segregated from the DMZ and other
untrusted networks.

1.3.8 Do noi disclose private P 1.3.8.a Verify thal methods are in place to prevent the disclosure

addresses and routing information to of privaie {P addresses and routing information from intemal

unauthorized parties. natworks {0 the Inlemet.

Note: Methods to obscure 1P
addressing may iriclude, but are not
finited te:
s Network Address Transiation (NAT)
o Placing servers containing
cardholder data behind proxy
serversfirewalls or content caches,
o Removal or fifering of route ;
advertisements for private networks |
that employ registered addressing,
e infarnal use of RFC1918 address
space instead of registered

that any disciosure of private IF add
routing information to external entities is authorized.

1.4 install personat firewall software on i 1.4.a Verify that mobile and/or employee-owned computers with
any mobile and/or employee-owned ¢ direct connectivity to the intermet (for exampie, Iaptops used by
computers with direct connectivity to the employees), and which are used to access tha organization’s
intemet (for exampie, Iaptops used by ed and active.
employeas), which are used to access
the ciganization's network.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Reguirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

Malicious individuals {external and internal to an entity} often use vendor defauft passwords and other vendor default settings to compromise
systems. These passwords and settings are well known by hasker communities and are easily determined via public information.

Target Dated
Commerns

I Place

PCIDAS Reguements

Testing Progeduies

2.1 Always change vendor-supplied i 2.4 Choos wvpte of system componant cmnpt to log on
defaults before instafling a systam on the | {with system administrator help) to the devices using default
network, inciuding But not fimited to i vendor-supplied acoounts and passwaords, o verify that defaull

passwords, simple network management | accounts and passwords have been changed. (Use vandor manuals
protocol (SNMP} communiy strings, and | and sources on the Internet to find vendor-supplied H
elimination of ssary account unts/passwords.)

2.4.4 For wireless enviranmants
connected to the cargholder data

environment or transmitting cardhoider
data, changa wireless vendor defauks,
including but not limited to defauit

wire aencryplion keys, passwordgs, ;
and SNMP community strings. P 241D Verify default SNMP community stiings on wireless
s were changed.

i 2.A4.1 Verify the following regarding vendor default sefting
L wirsless environments:

2.1.1.a Verify encryplicn keys were changead from default at
installation, and are changed anytime anyone with knowledge of
the keys teaves the company or changes positions

i 24.1.¢ Verily defaull passwo
i were changed.

2.4.4.d Verily firmware on wirgless devi is ypdated to support
strong encryption for authentication and transmission over
wireless natworks.

2.4.1.e Verily other security-reisted wireless vendor defauits were
changed, if applicable

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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2.2 Develop configuration standards for
ali system components. Assure that
these standards address all known
security vuinerabilities and are consistent
with industry-accepted system hardening
standards.

Sources of industry-accepted sysiem

hardening standards may include, but are © S - . : .
i 2.3.¢ Verily that system configuration standards are applied whan
i new

not limited to:

e« Center for Internet Security (CIS)

* intemational Crganization for
Standardization (18Q)

o SysAdmin Audit Network Security
{SANS) Institute

= Nationat Institute of Standards

Technology (NIST)

ement only cne primary
S0 pEr server o prevent functions
ire differant security levels
from co-existing on the same server.
(For example, web servers, database
servers, and BNS should be
implemented on separate servers.)

Nofe: Where virtualization fechnologies |

are in use, implement oniy one primary
function per virtual system component.

i standards,
i 2.2.b Verify that system
new vulnerability issues are identified, as defined in Requirerment

| 2.2.0 Ve
 haiow (2.2.1 ~2.2.4).

; Mot in Jarget Datey
Ei }
asting Progedures ' i Place Sl B ommiais
2.2.a Examine the organization’s systern configuration standands for
¢ all types of system componsnts and verify the system configuration
standards are consistent with industiy-accepled hardening

onfiguration standards are updated as

istems are configured.

fy that svstem configuration standards include each tem

2.2.4.a For a sample of svstermn components, verify that only one
primary tunction is implemented per server.

2.2.1.b W virtualization technologies are used, verify that only ong
primary function is implemeniad per virtual system compenent or
device.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0
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2.2.2 Enable only necessary and 2.2.2.a For 3 sampls of sysiem components, inspect enabled
secure services, prolocols, daemons, :

>y:,iem Services, daerr oS, dﬂd pmt(* ‘ols Verify that only
alc., as required for the function of the ) ;
system.

2.2.2.b ldentify any enabled insecure services, dagmons, o

Implement security features for any protocols. Verify they are justified and that security featuras are
required services, protocols or i documented and implamented.

daemoens that are considerad to be
insecure—ior exampie, use secured
ologies such as S8H, 8-FTP,

3 [P8ec VPN o protect insecurs
services such as NetBIOS, file-sharing,
Telnet, FTP, atc.

2.2.3 Configure system security i 2.2.3.3 Interview sysi inistrators and/or security managers
parameters 1o prevent misuse, i to verify that they have knowledge of common security parameter

2.2.3.b \/emy that common security paiametex sellings are
included in me system mnfguiatm- E

2.2.4 Remeve 3l un i 2.2.4.a For a sample of system component:
functionality, such as scripts, drivers, unnecessary functionality (for example, s¢
features, subsystams, file systems, and | subsystems, file systams, at
unnecassary web servers.

erify that all
wipts, drivers, features,

2.2.4.b. Verify enabled functions are documernts
secure configuration.

2.2.4.c. Verify that only doocumented fun
the sampled system componsants.

onality is present on

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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2.3 Encrypt ail non-console 2.3 For 3 sampls of system components, verify that non-console
adrinistrative access using strong i3

crypiography. Use technologies such
as S8H, VPN, or S8L/TLS for web-
based management and other non-
cansole administrative access,

2.3 110 veriy
that a strong encryption methed is invoked before the
administrator's password is requested.

2.3.8 Re
determine that Telnet and other ramote fogin commands are not
available for use intarnally

2.3.¢ Verily that administrator access io the web-based
management inferfaces is encrypled with strong cryptography
2.4 Shared hosting providers must i 2.4 Perform testing procedures A1 through A1.4 detailed in
protect each entity’s hosted environment | Appendix A: Additional PCHDSS Requirements for Shared Hosting

angd cardholder data. These providers Providers for PCIDSS assessments of shared hosting providers, o

musi meet specific req ants as i verify that shared hosting providers protect their entities’ (merchants

detailed in Appendix A: Additionai PC! and service providers) hosted environment and data. :

D3S Reguiraments for Shared Hosting

Froviders.
PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Protect Cardholder Data

Reguirerment 3;  Profect stored cardhoider dats

Frotection methods such as encryption, iruncation, masking, and hashing are critical components of cardholder data protection. If an intruder
circurnvents other security controls and gains acoess {o encrypted data, without the proper oryptographio keys, the data is unreadable and
unusable to that person. Other effective methods of protecting stored data should be considersd as potential risk mitigation spportunities. For
example, msthods for minimizing risk include not storing cardholder data unless apsolutely necessary, runcating cardholder data if full PAN is not

neaded, and not sending unprotected PANS using end-user meassaging technologies, such as g-mail and instani messaging

Please refer to the PCI DSS

D88 terms,

PCEDSS Reguiremenis

3.1 Keep cardholder data storage o a
minirmurn by implementing data retention

and disposal policies, proceduras and

folicws.

disposal policy that includes:

Limiting data storage amount and
ratantion time to that which is
required for legal, regulatory, and
business requirements

Processes for secure deletion of
data when na longer naeded
Specific retention requirements for
cardholder data

A guana) snatic or manual
process for identifying and securely
deleting stored cardholder data that
exceeds definad retention
requirements

and PA-DSS Glossary of Terms, Abbreviations, and Acroriyms for defiaitions of “strong or

vptegraphy” and ather PCI

i Blaca Targel Dats!

Testing Brocedurss Comments

3.1 Obtain and examine the policies, procedures and processes for
i data retention and disposal, and perform the following:

3.4.1. Verily that policies and procedures are implemented and
include legal, ragulatory, and business requirements for data
retention, including specific reguirements for relention of
cardholder data (for example, cardhoider data needs io be heid
for X pericd for Y husiness reascns)

3.1.1.b Verily that policies and procedures include provisions for
secure disposal of data when no longer nesdsd for legal,
requiatory, or Business reasons, including disposal of cardholder
BEIED

3.1.1.¢ Verify that policies and procedures include coverags for all |
storage of cardholder data. :

lude at least ong of

that policies and procedures i

the following:

A programmatic process {automatic or manual} to remove, at

least quarterly, stored cardholder data that exceeds requiremeants
defined in the data retention policy

Requirements for a review, conducted at least gquarterly, to verify
that stored cardholder daia does not excesd requirements defined |

in the datla retention policy.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0
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3.1.1.e For a sample of system components that store cardholder :

dats, verify that the data stored does not exceed the requirerments
: 'ieﬁned in the data retention policy.

3.2 Do not store sensitive authentication 3. ?. R For issuers and/or companies that support issuing senvices
data afler authorization (even if i and store sensitive authentication data, verify there is a business
sncrypted). jx,htlﬁ(,alm-] for the storage of sensitive autherntication data, and that
Sensitive authentication data ncludes the |
data as cited in the following
Reguirements 3.2.1 through 3.2.3:

: s, if sensitive authentication data is
i received ancs cseieted c-btam zmd révxﬂw the processas for securely

erabie,

Note: It is permissible for issuers and ;L
companies that suppori issuing services | 3.2.¢ For each Hem of sensitive
i s?are seasitive authentication data if the foliowing steps:

2 is & business justification and the :

turad securely.

-ation data beiow, pé-fcm

wnpde of system camponents, examine data sources, |

3.2.1 Do not store the full contents of

any track (from the magnetic stripe including but not limited to the following, and veriy that the full
fccated on the back of a card, contents of any track from the magnetic stripe on the back of card
equivalent data contained on a chip, or | or equivalent data on a chip are not stored under any
alsewhere). This data is alternatively i circumstanc

called fulf track, track, track 1, track 2, | = incoming iransaction data

and magneatic:

pe data = Ali fogs (for example, transaction, history, debugging. error)

Notea: in the normal course of business, | s History files
the following data elements from the : s Trace filss
rriagristic strive may nead o be :

= Sevaral databasa schemas
x  Database contents

retained:

= The cardhoider’s name

o Primary account number (PAN}

s Expirafion date

*  Seyvice code

To miniirnize risk, store only these data
elements as nesdsd for business.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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3.2.2 Do not store the card verification 3.2.2 For a sampie of system components, examine data sources, :
code or value (three-digit or four-digit including but not lirmiled to the following, and verify that the thres-
number printed on the front orback ofa | digit or four-digit card verification code or value printed on the
payment card) used to verify card-not- front of the card or the signature panel (CVV2, CVCZ, CID, CAVZ
present transactions. i data) is not stored under any circumstance:

* Incoming transaction data

= Al fogs (for example, transaction, history, debugging. error)
History files

s Traca files

» Several database schemas

~

323

Y] the personal 3.2.3 For a sample ©
identification number (FIN) or the including but not limited to the following and verify thal PINs and
encrypted PIN block. i encrypied PIN biccks are not stored under any circumsiance:

* Ipcoming transaction data

= Al fogs (for example, transaction, hisiory, debugging, error)
History files

s Trace files

» Several database schemas

3.3 Mask PAN when displayed (the first

six and last four digits are the maximum | PAN (for example, on screen, on paper receipts) to verify that

number of digits o be displayed). primary account numbers (PANS) are masked when displaying

N 3 i cardholder data, except for those with a legitimate business need o
otes: | see fuil PAN.

©  This requirement does not apply o ;

emnpioyees and ofher parties with a

iegitimate business need io see the

full PAN.

*  This requirement doss not supersede
stricter requirements in place for
displays of cardholder data—ior
exampie, for point-of-saie (FOS)

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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3.4 Rendsr PAN unreadable anywhere it &.4.a Oblain and examing documentation about the system used to

is stored {including on portable digital i protect the PAN, including the vendor, type of system/p , and
media, backup media, and in logs) by the encryplion algorithms (if applicabie). Verify that the PANis
using any of the following approaches: renderad unreadable using any of the following methods:
»  One-way hashes based on sirong i = One-way hashes based on strong oryptography
cryptography (hash must be of the & Trupncation

entire PAN)

= Truncation (hashing cannot be used
to replace the truncated segrment of
PAN}Y

« index {ckans and pads, with the pads being securely slored
s Strong oryptography, with associated key-management

: procasses and procedures

i 3.4.b Examine several tables or files from a sampie of data

= ipdex tokens and pads (pads must | o : AN \ .
" F (pads Y i repositories to varify the PAN is rendered unreadabile (that is, not
be securely stored) Yo X S
tored in plain-texd).

5 SHONG Cryplogra Ry wWHN @800t b
key-management processes and P34 E ne a sampie of removabie media (for exampie, back-up
proceduras tapes) (o confirm that the PAN is rendered unreadable.

Note: it is a relatively trivial effort for a B e e oA P
o i 3.4.4 Examine a sample of audit logs {o m that the PAN is
maficious individual fo reconstruct original

PAN data if they have access fo botl the i rendered unreadabie or removed from the logs.
sl - SN 3 N

truncated and hashed version of a PAN.
Where hashed and truncated versions of
the same PAN are present in an entity's
envirenment, additional coritrols shouid

be in piace to enswre that the hashed and |
truncated versons cannot be correlated

o reconstruct the original PAN.

3.4.1 H disk encryp
than file- or column-level database
encryption), logical access must be
managed independently of native
operatling system access contro!
mechanisms (for example, by not
focal user account databases).
Decryption kavs must not be tied to
user acoounts.

e { 4, verify th
nerypted file systems is implemented via a mechani% i that is
>f—pa-ate from the nat:ve aperating systems mechanism {for
exampie mt us count databs

1g raphic keys are stored securely {for
ovable media that is adequately protectad

1ing

= data on removable maed

ancryptad wherever stored.

Nofe: if disk encryption is not used {o encrypt removable media,
the data stored on this media wilf need to be rendered unreadable

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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PCIDSE Requirsmignity Testing Procedures W Rlace

3.5 Protect any keys used to secure 3.8 Verify processes to protect keys used for encryption of

cardhoider data against disciosure and i cardholder data against disclosure and misuse by performing the

misuse: | foliowing:

Note: This requirement also applies to
key-encrypting keys used to protect data-
ericrypting keys-——such key-encrypting
keys must be at least as strong as the

3.8.1 Rastrict access to cryptographic
kﬂ),s o the fewest number of

3.5.1 Examine user access lists to veiify that access to kays is
restricted to the fawest number of custedians nacessary.

3.8.2 Store crvplog
in the fewest possibie ioca--c-r- and :
forms. storﬂd separately from data-

are stored

3.5.2.b identify key storage tions fo verify that k
in the fawest possitile locations and forms.

3.6 Fully document and implement ali i 3.8.a Verify the existence of key-management procedures for keys
key-management processes and ¢ usad for encryption of cardholder data.

rocedures for cryptographic keys used 7T I O NN
Fii ancryption G;gér(ig(\gdﬁ;r (i,‘t,fl ~ : 3.6.b For service providers only: i the service provider shares keays
Ha ety {1 ] 2NENAGT Lola, H

including the foliowing: i with their customers for ransmission or storage of cardholder dats,
19153 < § N H . . . . Smsn
i verify that the service provider provides documentation fo

Note: Numerous industry stendards for | customers that inciudes guidance on how to securely transmit, stora
key management are available from i and update customer's keys, in accordance with Reguirements ‘

Various resourcss including NIST, which
can be found at Ftiplesre nist.gov.

3.8.¢ Examine the key-management procedures and perform
: foliowing:

3.8.1 Generalion of strong
cryplographic keys

3.8.1 Verify that key-management procedures are implemented to
require the generation of stron ko S

3.6.2 Secure cryptographic key
distribution

3.8.3 Secure cryptographic key siorage

3.8.3 Verily that key-management procedures are impiemented o
require secure key storage.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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3.5.4 Cryptographic key changss for 3.6.4 Verify that key-management procedures are implemented to :
keys that have reached the end of their require pericdic key changes at the end of the defined
cryptoperiod {(for example, after 3 i crypfoperiod,

defined period of time has passed
andior after a certain amount of cipher-
text has been produced by a given
key), as defined by the associated
application vendor or key owner, and
based on industry bast practices and
guidetines dor example, NIST Speacial
tication 800-57).

3.6.8 Retirement or replacement (for ¢ 3.8.5.a Verify that key-management procedures are implemented
example, archiving, destruction, and/or | 1o require the retiremsnt of keys when the integrity of the key has

revecation) of keys as deamead i haen weakened.
necassary when the integrity of the key |
has been weakanad (for example,
departure of an employee with

3.8.5.0 Verify that the key-management procedures are

knowladge of a clear-text key), or keys | implemented to require the replacement of known or suspected
are suspected of being compromised. | compromisad keys.
Naote: If relired or replaced

cryptographic -"'E‘J‘f need io’be "E'f?“"‘edf i 3.8.5.c If retired or replaced cryplographic kevs are ratainad,
hege ko ¢ ke securehs aroi ; H " . .
these keys must be secwely arohived 1 Lons inat these keys are not used for encryption operations.

(for exarmiple, by using a key encryption
ey, Archived cryptographic keys
should ondy be used for
decryptioniverificalion purposes.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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3.8.8 Hmanual clear-text cryptographic 3.8.8 Verify that manual clear-text key-management procedures :
kay management oparations are used, require split knowledgs and dual control of keys.

thesa operations must be managed
using spiit knowledge and dual control
(for example, requiring two or three
people, each knowing only their own
kay component, 1o reconstruct the
whole key).

Mote: Exampies of manual key
management operations include, but
are riot imited to: key generation,

3.8.7 Varify that key-management procadures are implel
quire the prevention of unauthorized substitution of key

3.6.8

3.6.7 Pravention of unauthorized
substitution of crypt phic keys.

for cryptographic

fy it

ddures are implemented

t Key-rhar

gement p

key custodians to formally acknowledge require key custodians to acknowledge (in wiiting or electronically)
{hat they understand and accept their | that they understand and accept thel key-custodian

key-custodian respons

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
Copyright 2010 PCI Secwrity Standards Council LLC Page 34

Page 117 of 442



\\\\\\\\“‘
\\ \\\\

"//

Reguirement 4:  Encrypt transmission of cardholder data across open, public networks

Sensitive information must be encrypted during transimission over networks that are easily accessed by malicious individuals. Misconfigured
wireless networks and vuaingrabiiities in legacy encryption and authentication protossls continue to be targets of malisisus individuais who exploit
thase vuinerabilities to gain privileged access to cardholder data environments.

POLDSS Beguivemenis E;?t " Target batel

Testing Procaises PiRce

4.1 Use strong cryplography and security X the use of security protocols wh

protocols (for example, SSLITLS, IPSEC, | transmitted or recaived over open, public networks.

S8H, etc.) to safeguard sensitive | Verify that strong cryptography is used during data transmission, as
cardholder data during ransmission over | isllows
apen, public networks. a
Exampies of open, public ristworks that
are i scepe of the FCOI DSS include but
are riot fimited {o:

| 4.1.3 Select 3 pls of transactions as
| observe transactions as they ocour 1o verify ma cardholder data is
- enorypted during bz

_ 4.14.b Verily that oniy trusted keys and/or certificates are acceptad.
= The Intarnet :

»  Wireless technologies,

s Gilohal System for Mobile
communications (GSM)

»  General Packet Radio Servioe
(GFRS).

4.4.¢ Verify that the protocol is implemented to use only secure

4.4.d Verily that the proper encryption strength is implern
the encryption methodology in use. {Check vendor
: mendations/bsest pra

4.4.8 For SSL/TLS implementations:
L s Ve ify that HTTRS appears 35 a pari of the browser Universal
Record Locator (URL).
= Verity that no cardhoilder data is required when HTTPS doas
not appear in the URL.
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: ; . Notin | Target Date/
RCIDRS Requirements Testing Procsdines i Piace Bl Comaenta
4.1.1 Ensure wireless nstworks | 4.4.1 For wireless networks ransmitting cardholder data of :
transmitting cardholder data or connacted to the cardholder data environment, verify that industry
connected to the cardhelder data . best practices (for example, [EEE 802.11%) are used 0 implement

ise industry best | strong encryption for avthentication and fransmission.
practices {for example, IERE 802.11i) o

implement strong encryption for !

authentication and transmission.

Notfa: The use of WEP as a security
coniral wag prohitited as of 30 June

2010, :
4.2 Never send unprotected PANS by 4.2.a Verily that PAN is rendered unreadable or secured with strong
and-user messaging technologies (for - eryptography whenever it is sent via end-user messaging ;
exarmple, e-mail, instant messaging, chat, | technologies.
ele.). 4.2.b Verify th istence of a pelicy stating that unprotected PANs

- are not to be sent via snd-user messaging technologies.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Maintain a Vulnerability Managemaent Program

Reguirernent 8;  Use and regufarly vpdate anti-virus software or programs

Malicious software, commonly referred {o 35 “malware”—inciuding viruses, worms, and Trojans——enters the natwork during many business-
approved activities including employee e-mail and use of the intermet, mobile L,Lrnpmers, and sicrage devices, resulling in the exploitation of
system vuinerabilities. Anti-virus software must be used on all systems commonly affected by malware to protect systems from current and

evoiving maiicious software threats.

PCL DS S Reguraments Testing Procedures

§.1 Deploy anti-virus software on ali 8.1 For a sample of sys components including all operating
systerns commonly affected by malicious : system typas commonly affected by malicious software, verily that
software (particularly personal computers | anti-virus software is deployed if applicable anti-virus technology
and S}

Targdt nate)
Conments

§.1.1 Ensure that all anti-virus §
programs are capable of detecting, i programs ce{ect remove, and protect agai r*st al known typas of
gainst all i malicious software (for example, viruses, Trojans, wornms,

8 are, adware, and rootkiia‘;

§.2 Ensure that all anti-virus mechanisms |
are currant, actively running, and :
ganaiating audit logs.

: 8.2.a Obtain and examing the polic
uptiating of anti- software and defin
| 5.2 Verfy th
i for automatic updates and pe

the master installation of the software |
adic scans.

including all operating
alicious sofiware, verily that
enabled.

; sr;ﬂwaw iog genemi:on is enabi oc. and ti‘al surh !ogs arg mramud
i in accordance with PCHDSS Requirement 10.7.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Reguirement §:  Develop and mainiain secure systems and applications

Unscrupulous individuals use security vulnerabiiities {o gain privileged aocess to systems. Many of these vulnerabilities are fixed by vendor-
provided security patoches, which must be installed by the entities that manage the systems. All critical systems must have the most recently
released, appropriate software patches to protect against exploitation and compromise of sardhoider data by malicious individuals and malicious
sofiwars.

Nofe! Apgropiate softwars patchay are those paiches that have Gesh evaluated and losted sulficiently o determing thal the patche s ido not
confichwith exisiing sechntbe configuraiions Forinhnuse developed applicalions: numerous valnerabiiies can be avoided Dy using sandard
SyStermn develo DRl (NoCesseE gnd sE0ire Ghding Bchaigiies

PO OSE Regultements

Testing Procedures i Riace

8.1 Ensure that all system components 8.1.a For a sample of sysiem components and relaied scitware,

and software are profected fromknown | compare the list of secuiity paiches instalied on each system io the

wvuinerabilities by having the fatest ¢ mast recent vendor security pateh list, to verity that current vendor

vandor-suppliad security patches paiches are installed.

xn'sta.ilerj_ Install critical security patches {6.1.b Ex ¢ policies related to secuiily paich installation fo verify

within one month of release. they require instalistion of 3l crilical new security patches within
Note: An organization may consider | one month.
applying a risk-based appreach o :
pricrilize their patoh in ions., For
example, by pri f

astructure {for example, public-facing

devices and systems wses) higher
thar less-critical infernal devices, to
ensure high-priority systems and devices
are addressed within ane month, and
addressing less crifical devices and
systems within three moniths.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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BCIOSE Regultemants Tasting Procedusss i Place : Dlacs Conmente
6.2 Establish a process to identify and | 8.2.a Interview responsible personnel to verify that processes are
assign a risk ranking to newly discovered | implsmanted {6 identify new sscurity wvulnerabiiities, and that a risk
security vulnerabhilities. i ranking is assigned to such vuinerabilities. (At minimum, the most
i critical, highest risk vulnerabilities should be ranked as “High.”
Notas: H
©  Risk raniings should be based on §.2.b Verify that processes {0 identify new security vuinerabitities

industry best practices. For example, | include using outside sources for security vulnerability information.
oriteria for ranking “High” risk :

vulnerabilities may inciude a CVSS

base scare of 4.0 or above, andfor a

vendor-supplied patch classified by

the vender as “critical,” andror a

vulrierability affecting a critical

System componei.

e The ranking of vuinerabilities as
defined in 8.2.a is considered a best
practice untii June 3@, 2012, affer
which it becormne wirement.

6.3 Develop software applications a Obtain and examine written software development pri
(interal and extemal, and including web- | ify that the processes are based on indusiry standards a
basad administrative access o | best practices.
applications) in accordance with PCIDSS
(for example, secure authentication and |
logging), and basad on industry best
practices. Incorporate information : 8.3.¢ Examine wiitten software development processes {o verily
security throughout the sofiware i that software applications are developad in accordance with PCI
development fife cycle. These processes | D8S.

must include ths following:

o i

§8.3.4 Froman twa'mratson of written qoﬁ ware devo.oprr‘ort

$.3.1 Remova ustorm applicati
acoounts, user 10s, and passwords i are removed before system goes into production or is released 10

before applications become active or customers.

are released {o customers : : :
PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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PCIOSS Regulremants : Tasting Frocedures i PlRge
4 5 g | Place Comments
€.3.2 Review of custom cods prior to 6.3.2.a Obtain and review policies to confirm that all custom :
release to production or customers in ¢ application code changes must bﬂ reviewad {using either manual
arder to identify any potentisi coding or automated processes) as follows
vuinerability. i = Gode changes are reviewed by individuals other than the

ariginating code author, and by individuals who are
knowledgeabie in code review techniques and secure coding
practices.

« Code reviews ensure coda is developed accoiding o secure
coding guidelings (see PCIl DSS Requirement 8.5).

= Appropriste corrections are implemented prior to release

Note: This requirernent for code

reviews applies to ail custom code :
{both infernal and pubfic-facing), as part
of the system developiment fife cycle. :
Code reviews can be conducted by
knowledgeable internal personnef or

third parties. Webh applications are aiso s Code review results are reviewed and approved by

subject fo addifional controls, if they are management pricr o release.

public facing, (o address ongoing  8.3.2b Select 3 sample of recent cusiom application changes and
threats and vulnerabilifies after i verify that custom application code is reviewed according to

N
w

implementation, as defined at PCI D,
P&({M.’eum 6.8,

8.3.2.a, ahove.

§.4 Foilow change conirol processas and | 8.4 From an examination of change control processas, interviews
procedures for all changes fo system ¢ with systern and natwork administrators, and examination of
components. The processes must include rele\,ar*t data (network conf;gu-atm- 1 documerntation, production and

the follov

fronments are separate
production environmant, w&th access controt in place o enforce
separation
6 4.2 There is

6.4.1 Saparate developmentite
production environments

&.4.2 Saparation of duties between

a separation of duties between personnel assigned

davelopmentiest and production tc the developmentitest environments and those assigned to the
environmenis ¢ production environment.

8.4.3 Production data (ive PANS) are not used foresting or
development.

st data and accounts are removed before a producti
system becormes active,

&.4.3 Preduction data (live PANS) are
not used for testing or development

5.4.4 Removal of tast data and
acoounts betore production systems

become active

i1l

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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PCINSE Reauitaments Testing Procedurss I Placs ?;?:;:
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Target Batel
Comments

v that changs-control prooedures related to
v patches and software modifications are
8.4.5
6.4.5.b F sample of system components
changes/securily patches, trace thoss changes back to related
change mmmi dmu-nei tation. For each change examined,

je control procedures for the | 6.4.8.a Ve
implemeqtmo sec

€.4.8 Ch
impiementation of security patches and
sofiware modifications. Proceduras
must include the following:

§.4.5.2 Documented change approval
by authorized parties.,

rify that documented apprwa! b\' authorized parties is
anit each mpted change.

ing to verify : 6 4.8.3.a For each sampled change, verify that functionality
ihai m@ Fhm‘ 4 doss not adversely i testing is performed to verify that the change does not adversely
impact the security of the system i impact the security of the system.

6.4.5.3.b For custom co de changes, verily that ail updates are :
tested for comphi Cl DSS Requirement 8.5 before being !
depioyed into

6.4.8.4 Back-out procedures.

S BICCas!

8!

P 8.5.a Obtain and review scftware deval

6.5 Develop applications basad on +1ify
sacure coding guidelines. Prevent : that processes require training in secure coding fechnigques for

common coding vuinarabilities in i davelopers, based on industry best practices and guidance.
sy s v o Seesses, 1 N . | N S
saftware Cﬁ.vf}k)p!jﬂ nt processes, 1o : 8.8.5 Interview a sampie of developers and obtain evidence that
include the foliowing: [ ra s . o feae b

¥ i they are knowledgeable in secure coding techniques.

Mote: The vulno;abi,‘iﬁ's fisted at 6.5.1
through 6.5.9 were current with industry
best pracf.tcu when fhis version of PCI
D3S was published. However, as
industry bast practices for vuineradility
management are updated (for example,
the OWASP Guide, SANS CWE Top 25,
CERT Secure Coding, etc.), the curreni
best practices must be used for these
requiresments.

10 €

y that processes are in plac nsure that
tions are not vulnerable to, at a minimum, the following:

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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8 . : Nt Target Dates
PCIOSS Regulremants Tasting Frocedures L P RNCe

4 : g Plage COmTEnts
6.5.1 Injection flaws, particularly SGL 8.8.1 Injection flaws, particularly SQL injsction. (Validate input to
injection. Also consider 08 Command | verify user data cannot modify meaning of commands and
injection, LDAP and XPath injection queries, ulilize parameterized queries, etc.)
flaws as well as other injection fiaws. ;
6.5.2 Buffer overflow i 8.5.2 Buffer overflow (Validate buffer boundaries and truncate

ioinput s )

6.5.6 Al "High” vulnerabilities identified :  8.8.8 All "High” vulnerabilities as identified in PCI DSS
in the vuinerability identification process | Requirement 8.2

(as defined in PCI DSS Requirement :

8.2).

Nate: This requirement is considered a
best practice untit June 30, 2012, after
which it becomes & req

Noter Regiirements 5.5 7 ithroagh
5 e oW, A0k I el A
and appf:’(:ai‘(un nHortace s Gienal or

aters before

6.8.8 Improper Access Control (such as 6.5.8 Improper Access

i, such as insecura direct objed

Contre

insecure direct objact references, failure references, failure fo restrict URL access, and directory traversal
to restrict URL access, and directory

{Properly authenticate users an
internai object references

o sanitize input. DG not axpose

6.8.9 Cross-site request forgery (CSRF) Y forgery (CSRF). (Do not reply on
i authorization credantials and tokens avtomatically submitied by
browsears )

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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BCIOSE Regultemants Tasting Procedusss i Place

§.§ For public-facing web applications, | 8.8 For public-facing web applications, ensure that effher one of the

address new threats and vulnerabilies | following methods are in place as follows:
on an ongoing basis and enswre these ¢« vaerify that public-facing web applications are reviewed (using
applications are protected against known | either manual or autormatad vulnerability security assessment

ks by gither of the following tocls or methods), as follows:
At least annually
- After any changes

s Reviewing public-facing web
applications via manuai or

automated application vuinerability By a3n organization that specializes in application security

security assessment tools or - That ali vulnerabiiities are corrected

methods, at feast annually and after -~ That the application is re-evaluated after the corrections

any changes « Verify thatl a web-application firewall is in place in front of :
v Installing a web-application firewallin | public-facing web applications to detect and pravent web-based

front of public-facing web aftacks. :

applications Note: “An organization that specializes in appiication

i securtty” can be sither a third-party cormpany or an

ntemal organization, as long as the reviewers specialize

| in application security and can demonsirate independence from the
eveiopment feam.

Target Batel
Comments

N
Place

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0
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Iimplement Strong Access Conirol Measures

Reguirernent 7;  Restrict access o cardholder dafa by business need {0 know

To ensure critical data can only be accessed by authonized personnel, systems and processes must be in place to limit access based on nsed to
know and accerding to job responsibilities.

‘MNeed {o know™ is when access rights are granted to only the least amount of data and privileges needed 1o perform & job.

Target Diatel
Comments

froPiace

Testing Procaises

PCLDSS Reginrenmienis

0ess to System componers 7.1 Obtain and examing written policy for data control, and verity
and cardholder data © only those tt at the policy incorporates the foliowing:

individuals whose job requires such :

aecess. Access limitations must include

7.1.1 Confirm that acoess rights for privileged user 1Ds are

privileged user IDs to least privilegas ragtricted to least privileges necessary to perform job
ary to perform job | responsibilities.

7.1.2 Contirm that privileges are igned 1o individuals based on

on individual personnei’s job job classification and function (aiso called "role-based access
classification and function i control” or RBAC).

7.4.3 Requirement for a ¢ i 7.4.3 Confirm that documented approval by authorized parties is
approval by authorized partias i required (in writing or electronically) for ali access, and that it must

sped
7.1.4 Confirm that acee ntrols are implemenied via an
automated accaess aow"ol syst

ify required privileges.

7.2 Establish an access control syslem ne system :,eiimgx and vendor documentation to varify
for systems components with multiple iha* an access control system is implemented as follows:

users that restricts access bassd on g ;

user's nead o know, and is sei io "deny
ali" unless specifically aliowed.

This ao (,eas controd system must include

7.2.1 Confirm that aco systerns are in place on all

system componeants.

.0 Gotober 2070
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Mot | Targst Dates

PBCIDBS Regquirements Testing Procsdines i1 Place Place | Comments
7.2.2 Assignment of privileges 1o 7.2.2 Confirmn that access control systems are configured {o :

individuais based on job classification | enforce privileges assigned to individu
and function i classification and funclion.

based on job

7.2.3 Defauit “deny-ail” sefting 7.2.3 Contirm that the access control systems have a de

»

“deny-ail” setling.

Note: Sorme access control sysfems
are set by default fo “allow-all,” thereby
permiffing access unless/untit a rule is
written to specificaliy deny it

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Reguirement 8:  Assign a unigue ID to each person with computer access

Assigning a unique identification (1) {0 each persen with access ensures that each individual is uniquely accountable for his or her actions. When
such accountability is in place, actions taken on cntical data and systems are performed by, and can be traced o, known and authorized users.

Noter These reguirsments am goplicable for gff accourids indlosivg poitanfsale socounts; with alforrislosiive capabities aod all avoounils ased
Review or access vargholder data:or T acoess syskems with cardhtlder data: However: Regirements 848 2:and B 8.2 8ough 3 5 fthare oot
interded fo appiy to Ser avDOURIS Wilthin g pointotsale vayment apuiicelion gt oniv iave sccess o one sard dumper al s me i onder i
faciitate 3 Sirgle ransschivn (Such as vasfies secouaish

Not Target Datef
Place Domments

PO DSS Reguinsments Testing Provedures WePace

gn all users 3 unigue I hefors ¢ 8.1 Verify that all usars are assigned a unique 1D for access to
allowing them to access system i system components or candholdar data.
onerts or cardhoider data. ‘

g unique iD and

s are authen

8.2 In addition {0 assigning a u

que il 8.2 To verify that us {

empicy at least one of the following additionsl authentication (for example, a password) for access to
mathods to authenticate all usars: ¢ the cardholder data environment, perform the following:
= Something you know, such as a s Obtain and examine documentation desaribing the
password or passphrase ; authentication method(s) used.
« Something you have, such a5 & o For each type of authentication method usad and for each type
token device or smart card ; of systern component, observe an authentication fo verify
< Something you are, such as 2 authentication is functioning consistent with documented

{s)
-

biometric

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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POEDNSE Requirenenis

8.3 incorporate two-facior authentication
for remocie accass (network-tevel e
originating from outside the natwork) to
tha natwork by empicyass,
adrministrators, and third parties. (For
example, remote authentication and dial-
in service (RADILS) with token
accass controlier access controd
{TACACSE) with iokens; or cther
technologias that facilitate two-factor
authantication.)

svstem

Note: Two-factor awthertication requires
that fwo of the three authentication
mefhods {see Requirement 8.2 for
dascriptions of authentication methads)
be used for authentication. Using one
factor twice (for example, using two

words unreadable
fing transmission and storage on ail
system components using stiong
tography.

ure proper user identification and
authentication management for non-

consumar users and administratars on all
syst

&.58.1 Control addition, d . and
modification of user IDs, credentials,
and other identifier objecis

1 8.3
i remoie network access, observe an employ
i administraior} conneciing remotely te the network and verify that
i two of the three authentication methods are used.

minal |

i to verify that passwords are unreadable during transmission and
| storage.

that customear passwords are encrypted.

i proceduras are implemented for user identification and
i authentication management, by periorming the following:

3 v
Testing Procedures Not i Target Qeste‘,
Plate Conunents

To verify that two-factor authentication is implemented for all
{for example, an

roviders only, cbserve password files to

nd inlerview personnal 1o ve

8.5.1 Select 3 sample
and general users. Varify that each user is authorized o uyss the
sysiem according 1o policy by performing the foliowing:

x  Obtain and examine an authonization form for each ID.

s Varify that the sampled user IDs are implementad in

accord with the suthorization form (including with
privileges as specifiad and all signatures obtainad}, by tracing
from the authoriz m to the system.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Not s Target Date)
Place Conmments

8.5.2 Verify user identity before ion p:\)vedures and ohserve

performing password resetls. E :ty permnnel o \,er:.y rhai, xfa er reguest word
reset by phone, e-mail, web, or other non-face-to- face mathad,
assword is reset.

POEDNSE Requirenenis : Testing Procedures

8.58.3 Set passwords for first-time use 1 8.5.3 Examine password procedurss and observe securily
and reseis {6 3 unigue value for gach parsonnel io verify that first-time passwords for new users, and
user and change immediately afterthe | reset passwords for existing users, ara set to & unique value for
first use. each user and changed atier first use.

8.5.4 immediately revoke access for 4 a sampie of users terminated in the past six months,
any lenminated users. nd revigw \ment user access lisis 1o verify that their IDs have
been deadtivated or removed.

3.5.5 Remove/d
t least every 60 d

ihle accounts used by vendors . 8.5.6.a Verify at
for remote accass only during the time | support and maintain system compenents are disabled, and
pericd needed. Monitor vendoer remote enabled only when n by the vendor.

ACCeSS ACCOUNS WREN T USE. 1 0 ik b \rarif fhat wisiid s rormta A B s e are amforad

8.5.8.b Verify that vandor remote access accounts are monitored
while being us

8.8.7 Communicate authentication i 8.8.7 Interview the users from a samyple of user 1Ds, to verify that
procedures and policies {o all users o they are familiar with authentication procedures and policies.
who have accass {0 cardholder data. :

8.5.8 Do not use group, shared, or i 8.5.8.a For a sample of system components, examine user (D lists |
generic gcoounts and passwords, or i o vertfy the following: :
other authentication methods. ! = Qenaric user DS and acoounis are disabled or removed

: x  Shared user iDs for system administration activities and other

aritical functions do not exist
Sf}ared and ger-enc_ user IDs are not used to administer any

8.5.8.b Bxaming /procedures to verify that

group and shared passwords or ather authentication methods ara
explicitly prohibited.

&.5.8.¢ Inler iF10s erify that group a
shaf&d SRS or other authentication methods are not
ted, evan if requested.
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Mot i

Target Date)

Testing Procedures inPiace

Place Camments
8.5.% Change user passwords atleast | 8.8.%.a For a sample of system components, oblain and inspect
every 80 days system configuration sattings to verily that user password

parametars are st 1o require users to change passwords af Jeast
avery 90 davs.

8.5.8.b For service providers only, review internal processes and
customer/user documentation to verify that non-consumer user
passwords are required to change pericdically and that non-
consumer users are given guidance as to when, and under what
mstances, passwords must change.

¢

8.5.18% Require a minimum password i 8.5.10.8 For a sample of systern ponents, obtain and inspact
length of at lzast seven characters. i system configuration settings to verify that password parameters
¢ are set to require passwords to be at least sevan charactars fong.

8.5.18.b For service providers only, review internal processes and
customer/user documentation to varify that that non-consumer
usar passwords are requirad to maat minimum length

8.8.11.a For a sample of system components, oBitain and inspact

8.5.11 Use passwords containing both |

numeric and alphabetic charactars. i system configuration settings to verify that password parameters
i are set to raquire passwords to contain both numeric and

it. characters.

service providers only, review interal precesses and
customer/user documentation to verify that non-consumer user
passwords are reguirad to contain both numeric and alphabeti
characters.

8.8.12.a For a sample of system components, oBitain and inspact

8.5.12 Do not allow an individual io

submit a new password that is the i system configuration settings to verify that password parameters
same 3s any of the last four passwards | are set to require that new passwords cannot be the same as the

he or she has used. sly used passwords

8.5.12.b For service providers only, review internal processes and
customer/user documentation to verify that new non-consumer
user passwords cannct be the same as the previous four

passwords.
8.5.13 Limit repested access attempls 8.8.13.a For a sample of system components, oBitain and inspact
by locking out the user 1D afier not i system configuration settings to verify that authentication
more than six attempts. i parameters are set to require that 3 user's account be locked out

after not more than six invalid logon attempts.
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Place b Canwmients

POEDNSE Requirenenis
8.8.13.b For service providers only, review inlemal pig
customer/user documentation {0 verily that non-consumer user
accounts are temporarily locked-out after not more than six invalid

Testing Procedures inPiace

8.5.14 Set the io

ckout duration to a 8.5.14 For a sampie of systern components, oblain and inspect

minimum of 30 minutes or unti system configuration setlings to varify that password parameters
administrator enables the user iD. ¢ are set to require that once a user account is tocked cut, it

remains lockad for 3 minimum of 30 minutes or until a system
iistrator resets count.

8.8.18 {f a session has baen idle for i 8.5.18 For a sampie of system components, obtain and inspact
more than 15 minuies, require the user | system configuration setlings fo verify that syster/session idle
to re-authenticate to re-activate the i time out faatures have baen set to 15 minutes or less.

§.8.186 Authenticate all 3co
database containing cardholder data
This includes access by applications,
administrators, and ali cther users.

8.5.18.a Reviaw database and appiication configuration seftings
and verify that all users are authenticated prior {0 access

8.5.18.b Verify that database and application configuration
settings ensure that all user access to, user gueries of, and user

Restrict user direct access or queties 0 | astions on (for sxample, move, copy, delete), the database are
databases to database administalors. | {nrough programmatic methods only (for exarmple, through stored

procedures).
8.5.18.¢ Verify that database and application configuration
settings restrict user direct access or gueries to databases to

tabase applications and the related ap
1Ds o verify hat application 1Dis snly be used by the
applications (and not by individual users i
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Reguirement 8 Restrict physical access to cardholder data

Any physical access to dafa or sysiems that house cardhoider data provides the opportunity for individuals to access devices ordata and {o
remove systems or hardcopies, and should be aprropnate\y restricted. For the purpoeses of Requrement @, “onsite personnal” refers to f\i\i--sme
and part-time employees, temporary employees, coniractors and consuifants who are physically present on t']e antity’s pre'mbeb A Mvisitor” refers
{o a vendor, guest of any onsite personnel, senvice workers, or anyone who needs {o enfer the facility for a short durstion, usuailly nof more than
one day. "Media” refers {o all paper and electronic media containing cardholder data.

POIDSHE Requsremants : Testing Procediires

Targel Date/
Comments

8.1 Use appropriate facility entry controls 8.1 Verify the existence of physical security comtrols for each

to limit and monitor physical access to ¢ computer room, data center, and other physical areas with systems
systems in the cardholder data | in the cardholder data environment.

envifonment. ! Versify that access is conirofied with badge readers or other
: davices including authorized badges and lock and key.
= Observe 3 sysiem administrator's attempt t¢ log into consoles
for randomiy salected sysfé-ns in the cardholder environment
and verify that they are “lockad” to prevent unauthorized use.

$.1.1 Use video cameras and/or access | 8.1.1.a Verify that video cameras and/or access control

control mechanisms 1 monitor ¢ mechanisms are in place to monitor the entry/exit points to
individual physical access to sensitive | sensitive araas.
areas. Review collected data and

corralate with other entries. Stors for st
least three months, unless otherwise
rastricted by law. 3 1 1.¢ Verify that vsd@o carmeras and/or access conirol
¢ mechanisms are monitored and that data from cameras or other
Note: "Sensitive areas”refers to any | macharnisms is stored for af least three months.

data center, server room or any area
ihat houses systems ihai store,
Process, oF trancmit cardholder data.
This exclude. reas where onfy
point-of-sale te:mma:s are presert,
such as the cashier areas in a retall
sto5e.

ical 3coess {0 9.1.2 Verilfy by interviewing netwark administrators a
publicly accassibie network jacks. observation that netwark jacks are enabled only when needed by
For example, areas accessible to authorized ansite personnel. Alternatively, varify that visitors are
visitors should not have network ports | escerted at all times in areas with active network jacks

ensbied unless network aces
explicitty authorized

sis
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POEDNSE Requirenenis inPiace

Testing Procedures

g1, rict physical access to © 91,3 Verify that physical access 1o wirsless accass poinis,
wireless access points, gateways, ¢ gateways, handheld devices, networking
handheld devices, i hardware, and telecommunication lines is appropriately restricted.

networking/communioations hardware,
and telfecommunication fines.

8.2 Davalop proceduras to easily i 8.2.a Review processes and procedures for assigni :g {0
distinguish batween onsite personnei and | onsite personnat and visitors, and varify these processes include
visitors, gspecially in areas where the following:
cardholder data is accessible. s Grarting new badges,
Pow Changing access requiremenis, and
= Revoking tenminated onsite persennel and expired visitor
badges

$.2.b Verily that secess {o the badge system is limited to authorized
| personnel.

i 8.2.¢ Examine badges in use fo verify that they clearly identify

i visitors and it is sasy to distinguish between onsite persennel and
ViSito

tor controis are in place as follows:

i 8.3 Verify that vis

8.3 Make sure all visiters are handied as
follows:

$.3.1 Authorized before eniering areas 8.3.1 QBbserve the use of visitor 1D badges o verify thati a visilor
where cardholdar data is processed or 1D badge does not permit unescorted access fo physical ateas
maintained. i that store cardholder data. :
$.3.2 Given a physical token (for 8.3.2.a Observe people within the facility to verify the use of visitor
example, a badge of access device) i 1D hadges, and that visitors are easily distinguishable from onsite

that expires and thal ideniifies the
visilors as not onsite parsonnel.

& visitors fzaving the facifity to verify vi

9.3.3 Askad to surrender the physical @
token before leaving the facility or atthe | asked to surrender their 1D badge upon departurs ar expiration.

axpiration.
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Not s Target Date)
Place Conmments

POEDNSE Requirenenis

Testing Procedures inPiace

8.4 Use a visitor log to maintain a i 8.4.a Verify that a visitor log is in use to record physical access to
physical audit trail of visitor activity, ¢ the facility as well as for computer rooms and data centers where
Documant the visiter's name, the firm i cardholder data is stored or trangmitted.

represented, and the onsite parsonnel

authorizing physical access on the og.

Retain this log for a minimum of three
. unless otherwise

: $.4.b Verily that the log o ns the visitor's name, the firm
represeniad, and the onsite personnel authorizing physical access,
i and is refained for at least three months.

ve the storage ocation’s physica

fity to confirm

9.5 Store media back-ups in 3 secure
focation, preferably an off-site facility, i that backup media storage Is secure

such as an allemate or back-up site, ora
commercial storage {acility. Review the

8.5.b Verify that the storage focation security is reviewed at least

N NN . annually.
location's security at least annually. :
9.6 Physically secure all madia. 9.8 Verify that procedures for proleciing cardhelder daia include

i controls for physically securing all media {including but not limited to |
i computers, removable electronic media, paper receipts, paper
¢ reports, and faxes).

and
that the policy covers all distributed media including that distributed
16 individuals.

8.7 Maintain strict control over the 9.7 Verify that a policy exists to control distiibution of madi
internal or external distribution of any
kind of media, including the folicwing:

ify media so the sensitivity
can be determined.

9.7.2 Verly that ail media sent cutside the facifity is loggad ang
authorized by management and sent via secured courier or other
delivery method that can be tracked.

9.7.2 Send the media by secured
courier or other delivery method that
can be accurately tracked.
2.8 Ensure management approves any | 9.8 Select 3 recent sampla of several days of offsite tracking logs
and alf media that is moved from a for all media, and verily the presencs in the logs of tracking details
secured araa {espacially when mediais | and proper management authorization.

distributed to individuais).

i 8.9 Obiain and examing the policy for controliing storage and
storage and accessibilily of media. i maintenance of all media and verify that the policy requires periodic
¢ media inventories.

9.9.1 Propery maintain inventory logs of ¢.8.1 Oblain and review the media inventary log to verily that
all media and conduct media inventories | pericdic media invenicries are performed at least annually.
i ieast annually.

o]
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Mot i
Place

Target Date)
Conmments

na iong 8.18 Obtain and examine the pericdic m

naadad for businass or legai reasons 35
folfows:

¢ varify that # covers all media, and confirm the following:

2.18.1 Shred, incinerate, or pulp i 9.18.1.a Verify that hard-copy material cul shredded, :
hardcopy materals 56 that cardholder | incinerated, or puiped such that there is reasonable assurance the

data cannot be reconstructed. hard-copy materials cannot be reconstructed,

9.18¢.1.b Examine storags containers usad for information to be
destroyed to verify that the containers are securad. For example,
verify that 3 “to-be-shredded” containgr has a lock preventing
ss fo its contents

$.16.2 Render cardholder data on b 8.48.2 Verify that cardholder data on electronic media is rendered

electronic media unrecoverable so that unrecoverable via a secure wipe program in accordance with
cardhotder data cannot be i industry-accepted standards for secure deletion, or otherwise
reconstructed. i physically destroying the media (for example, degaussing).
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Regularly Monitor and Test Networks

Reqguirernent 10: Track and monfior all access o network resources and cardholder dala

Logsing mechanisms and the abilify to track user activities are critical in preventing, detecting, or minimizing the impacst of a data compromise. The
presence of logs in ali environments aliows thorough tracking, alerding, and analysis when sormething does go wrong. Detenmining the cause of &
compromise is very difficult, if not impossiple, without sysiem aclivity logs.

Targst Date!
Comments

BCEDES Requirements Testing Procedures in Plate Notin Place

18,1 Establish a process for linking all 181 Verify through observation and interviewing the system
ccess to system compoenents i administrator, that audit trails are enabled and active for system

2255 done with | components.

{especially ace
administrative privileges such as roob) to

each individual user.

184.2 Implement automated audit trails for 1 16.2 Through interviews, ¢ nation of audit fogs, and
all system componsnts o reconstruct the | examination of audit fog setlings, perform the following:

19.2.1 All individual acoesses to
cardholder data

18.2.2 All actions taken by any i 40.2.2 Verily actions taken by any individual with root or
individual with root or administrative . administrative privileges are logged.
privilac ;

18.2.4 Verify invalid logical access atiempis are logged.

19.2.4 Invalid logical

coess attempis

18.2 & Use of identification and 16.2.8 Verily use of identification and authentication
authentication mechanisms i mechanisms is logged.

18.2.8 Initiakization of the audit logs 48.2.6 Verify initiglization of audit logs is logged.

on and deletion of
ohjects

crestion and deletion of system level obj

18.3 Record at leas lowing audit 18.3 Through interviews and observation, for each auditable
traif entries for all system components  © event (from 10.2), perform the following:
for sach event: :
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PO OSY Reguiramants Testing Procsdines I Place Notin Plage Comments
18.3.1 User identification 48.3.1 Verify user identification Is included in fog entiies.

18.3.8 Identity or name of affected 18.3.6 Verify identity or name of 2 3, system

data, system compoenent, or resource. compenent, or resources is included in log entries.

18.4 Using time-synchronization 10.4.a Verify that ime-synchronization technology is
technology, synchronize ali aritica i implemented and kept current per PCI DISS Requirements 8.1
system clocks and times and ensure . | and

that the foliowing is implementad for

. RN S i 48.4.0 Obiain and review the process for acquining, distributing
acquiring, distributing, and storing time. |

and storing the correct thme within the organization, and review

Nofe: One example of time i the time-related system-parameter setlings for a sample of
synchronization technology is Network i system components. Verify the following is included in the
o

Time Protocol (N process and implemented

[/

10.4.1 Critical systems have the ¢ 16.4.1.a Venfy that only designated central time servers receive
correct and consistent tirme. i time signals from external sources, and time signals from
i external sources are based on international Atomic Time or

10.4.1.b Verity that the designated central time serv

i PEET
with each other o keep accurate time, and other intermnal servers |
receive time only from the central tima servers. ‘

18.4.2 Time data is protected. 18.4.2.a Review system configurations and ti ynchronization |
¢ seftings to verify that access to time data is restricted 16 only
with 3 business need to access time data.

ses fo verify that any changes {o time :
2 {ogged, m 3 and reviewed. !
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Target Date/

PCI 153 Reguirements Testing Procedures | mPlos | NotinPres (8 0T

18.4.3 Time settings are received from 18.4.3 Verify that the time servers accept time updates from
industry-accepted time sources. specific, ndustry-accepted external sources (o prevent a

malicious individual from changing the clock). Cptionally, those

upd can be encrypied with a symmetic key, and access

control lists can be created that specify the 1P addresses of

client machines that will be provided with the time updates {o
avant unattharizad ues of teimal Hie G

158 O

<} Y for and examine permis
¢ verify that audit trails are secured 50 that they cannot be altered

18.8.1 Verify that only individuals who hi
can view

wing of audif trai
h 3 job-relaied need.

Verify that currant audit trail files are protected from

fized modifications via access control mechanisms,
sagregation.

18.5.2 Protect audit trait files from Po18.8.2
unauthorizad modifications. ;

q s 1 10.5.3 Verify that current audit trait files are promptly backed up
t a centralized log server or media to a centralized log server or media that is difficult o alter
that is difficult to alter.

10.8.4 Wite logs for exdemal-facing 18.5.4 Verify that logs for external-facing technologies (for
technologies onto 3 iog serveronthe | example, wireless, firewalls, DNS, mail) are officaded or copied
infernal LANL i onte a secure centralized intemal log server or media.

10.58.8 Uss file-integrity monitoring or - 1 10.5.5 Verify the use of file-integrity monitoring or changs-
change-detection software onlogs to | detection software for iogs by examining system setlings and

ansure that existing log data cannot be monitored files and resulls from monitoring activities.
changed without generating aleris :

(although new data being added

Ad not cause an alert).
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Target Date/
Comments

PO OSY Reguiramants s Place Mot Place

Testing Procsdines

18.€ Review logs for all system 10.6.a Chtain and examine sacurity policies and proo
components at least daily. Log reviews | veiify that they include procedures 1o review security fogs at

plions is required.

; and that follow-up to &

must include those servers that i leastdal
pariorm security functions jike :
infrusion-detection syvstem (ID8) and
authentication, authorization, and
accounting protocol (AAA) servers (for
axample, RADIUS).

tion and intervisws, verify that regular
fog reviews are performed for all systern components.

Note: Log harvesting, parsing, and
alerting tools may be used fo meet
compliance with Requij 3

audit trail hisiory for at least | 18.7.a Obtain and examing se
one year, with a minimum of three i verify that they include audit log retention policies and require
months immediately avaiiable for i audit [og retention for at least ong y
analysis (for exampie, onling, archived, L 40.7.b Verify that audit |
or restorable from back-up;). :

ogs are available for at least one year and
| processes are in place o immediately resiore at least the last
i three months’ logs for analysis
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Reguirement 11: Regularly test security systems and processes.

Vulnerabilities are being discoversd continuatly by malicious individuals and researchers, and being intreduced by new software. Systemn
components, processes, and custom software should be tested frequently to ensure security controls continue (o reflect & changing environment.

11.1 Test for the presence of wirgless
access points and detect unauthorized
wireless acoess points on a quarterly
basis.
Naote: Meihods that may be used in the
process include but are not fimited fo
wirgless nefwark scans, physicalfogical
inspections of system components and
infrastructure, network access controi
(NAC), or wireless IDS/APS.
Whichever metheds are used, they must
& sufficient to defect and identify any
unauthorized devices,

i 11.1.a Verify that the entity has 3 documented process to datact
i and identity wirsless accass points on a quartery basis.

14.1.b Verity that the methodology is adeguate 1o dete
¢ identify any unauthorized wireless access points, including at teast
i the following:

11.1.d If automated monitoring is utilized (for exampile, wireless

IDBAPS, NAC, eic.), verify the configuration will g
i personnei,

14.1.e Verity the organization’s incidaent responsea plan
¢ (Reguirement 12.9) includes a response in the e
¢ wireless de

Testing Procedures

ot and

s WLAN cards inserted into system componants

= Postable wireless devices connected to system componenis
{for example, by USS, etc)

= Wirelass devicas attached to a network port or network device

14.1.¢ Verify that the documented process to identify unauvihorized

wirgless access points is performed at least quarterly for all sysiem
components and facilities,

ate alerts to

<
(9]
3
8
o
3
[
<
=3
3
Q
=
N
(0]
(=5

ices are detected.

Notin

Target Daes
Conuments
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Targst Date/
Commenis

i1 Place

RCIDES Requirements

Testing Procsdines

11.2 Run internal and extemal network | 11.2 Verify that internal and external vulnarability scans ave
vulnerability scans at least gusrierdy and | performed as follows:

afler any significant change in the

natwork (such as new system compenent |

installations, changes in network ;

topology, firewall rule modifications,

product upgrades),

Note: Ii is not required ihai four passing
guarterfy scans must be picted for
initial PC] DSS complianes if the
assessor verifies 1} the most recent scan
resuff was & passing scan, 23 the enfity |
has documented pofivies and procedures
requiring quarterdy scanning, and 3) :
vulnerabilifies noled in the scan resufls
have been corrected as shovm in & re-
Sean. For subseqguent years aiter the
initial PCI DSS review, four passing

14.2.4 Parform quarterty internal

41.2.1.a Review the scan reports and verily that four quartarly
vulnerability scans. i

internal scans occurred in the most recent 12-month g

11.2.1.b Review the scan reporits and verify that the soan process
includes rescans until passing rasults are obtained, or all "High”
ierabilities as defined in PCI D88 Requirement 5.2 are

11.2.1.¢ Validate that the scan was pericimed by a qualified
internal resource(s) or qualified exermal third party, and if
applicable, organizational independence of the tester exists (not
required {0 be a QBA or ASVY)
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RCIDES Requirements

11.2.2 Pegform quarterly external
vulnerability scans via an Approved
Scanning Vendor (ASV), approved by
tha Payment Card Industry Security
Standands Council (PCISS8C).

Note: Quarterly external vuinerability
scans must rformed by an

Approved Scanning Vendor (ASV),
approved by the Payment Card
Industry Security Standards Councit
{PCI S3C). Svans conducted affer
network changes may be performed by
internal staff,

14.2.2 Perform internal and extemal
scans after any significant change.
Note: Scans conducted afler changes
may be performed by internal staif.

¢ automatic failures)

Mot in Targst Date/
Plage Commenis

Testing Procsdines i1 Place
11.2.2.a Review output from the four most recent guariers of
extemal vuinerability scans and verify that four quartarly scan
occurred in the most recent 12-month pearic

@

suide reqqiremeq*s {for example,
abitities ralod w.ghor t':an a 4.0 by the CVSE and no

11.2.2.¢ Review the scan reports to verify that the
completed by an Approved Scarnning Vendor (A‘.:\/‘,, 3nnmvod by
the PCI 88C.

11.2.3.a inspect change control documentation and scan reports
to verify that system components subject to any significant
change were scanned.

11.2.3.b Review scan reporis and verify that the scan process
inciudes rescans until:
s For external scans, no vuinerabilities exist that are scored
greater than a 4.0 by the CVSS,
= Forinternai scans, a passing resulf is obtained or ail “High”
vuinerabilities as defined in PCI D38 Requirement 6.2 are
resclved.

11.2.3.¢ Validate that the scan was pericimed By a quatified
internal resource(s) or qualified external third party, and if
applicable, organizational independance of the tester exists (not

required {0 be a QSA or ASV).
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Notin 0 Target Date/

RCIDES Requirements Testing Procsdines i1 Place :
4 4 Blase. | Comments
11.2 Periorm external and internal { 11.3.a Obtain and examine the resuits from the most recent :
penetration festing atleast once 3 year | penetration test to verify that penetration testing is performed at

vironment.

and afler any significant infrastruciure or teast annuaily and after any significant ¢t

to the
application upgrade or modification (such ©

as an operating system upgrade, a sub- | 11.3.b Vearify that noted exploitable vulnsrabilities were corrected
network added to the environment, ora | and testing repeated.

wal server added to the environmant). :
These penetration tests must inciude the 11.3.¢ Verifv that the test was parformed by a gualified internal
foliowing: i resource of qualified external third party, and if applicable,

¢ crganizational independence of the tester exists {not required o be
L a QSA or ASY).

11.3.1 Verify that the penetration test includes natwork-layer
penetration tests. These tests should include components that
suppoit network functions as well as operating systems.

¢ 41.3.2 Verify that the penetration test includes application-iayer
tests i penetrgtion tests. The tests should include, al a minimum, the
i vulnerabilities listed in Requirement 8.5,

vstems, : 4. rify the uss of intrusion-detection systems andior
d that all traffic at the permeter of

11.4 Uss intrusion-detsction
and/or intrusion-pravention systems to

monitor ali traffic at the perimeter ofthe | rdholder data environmeant vell as at oritical points in the
cardholder data environmeant as well 35 | cardholder data envirenment is monitorad.

at critical points insids of the cardholdar

data environment, and aleit parsennel o

suspected compromises.

Keep all infrusion-detection and
prevention engines, baselines, and
signatures up-to-date.

{114 Bxamine IDS/APS configurations and confim IDSAPS
¢ devices are configured, maintained, and updated per vendor
¢ instructions o ensure optimal protect
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i1 Place

Notin o Target Date/
Plage: = Comments

RCIDES Requirements

Testing Procsdines

11.8 Deploy file-inlegrily monitoring tocls 11.8.a Verify the use of file-integrity moniioring 1005 within the

to alert personnel 1o unauthorized i cardholder data environment by cbserving system settings and
madification of critical sysiem files, o monitored files, 85 well as reviewing resulfs from moniforing
configuration files, or content filas; and i activities,

configure the softwaie to perform critical

: . . | Examples of fles that should be monitored:
fite comparisons at least weekly. ‘ o =

= Sysiem execuisbles
= Agpplication executables
s Configuration and parameter files

Note: For file-integrity manitoring
purposes, critical files are usually those
that do not reguiarly change, but the
maodification of which could indicate a
Systam compromise or risk of
compramise. Filg-integrity monftoring
products usuaily come pre-configured
with critical files for the reiated operafing
system. Giher orifical fites, such as thase
for custom applications, must be
evaluated and defined by the eritity
is, the merchant or servica pro

| comparisons at least waekly.

(that
1]
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Maintain an Information Security Policy
Reqguiremnent 12: Maintain a policy that addresses information security for all personnel.

A strong security policy sets the security tone for the whole entity and informs personnel what is expected of them. All personne! should be aware
of the sensitivity of data and their responsitilities for protecting if. For the purpeses of Requirement 12, “persannetl” refers to full-time and part-fims
empioyees, tlemporary employees, contractors and sonsultants who are “resident” on the entity’'s site or otherwise have access to the cardholder
data environment.

Motin o Target Datel
Piace Comments

PO DS Reguirements : Tasting Procedures G Blce

42.1 Establish, publish, maintain, and i 12.1 Examine the information security policy and verify that the
dissaminaie a security policy | policy is published and disseminated to ail relevant personnel
umlu vendors and business padners)

12.1.2 Includes an annual proc L 12.4.2.a Verify that an annual risk assessment process is
identifies threats, and vulnerabilities, . documentaed that identifies threats, vuinerabilities, and resuits in a

and resuits in a farmal risk assessmant. | formal risk 3sses

{Exampies of risk assessment | 12.1.2.b Review risk assessment documentation lo verify that the
methodologies include but are not | risk assessment process Is parformed at least annually.

fimited to QCTAVE, 180 27005 and
NIST §P 800-30)

12.1.3 Includes a review at least - 12.4.3 Verify that the information security policy (s reviewsd a
annually and updates when the | least annually and vpdated as needed to reflect changes o
nvironment changes. bussneqq objectives or the risk o'mrormort

ily operationai s ty | 12.2 Exar & daily operational security pm.ecﬁures. Verify that
p;oceduxes that are consistent w:th they are consistent with this specification, and include
requirements in this specification (for - administrative and technical procedures for each of the
example, user account maintenance | requirements.
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in Place Place Commerns

RCIDES Requirements

Testing Procsdines

12.3 Develop usage policies for ¢ 12.3 Chtain and examine the usage policies for critical technologies
hnologies {for example, remote- | and perform the icllowing:
access technologies, wireless :

{echnologies, removable elecironic

madia, laptops, tablets, personal

data/digital assistants (PDAg), e-mail

usage and internet usage) and define

proper use of these techinologies. Ensurg

these usage policies require the

foliowing:

12.3.1 Explicit approvai by authorized the us:

s Ao

G

12.3.2 Verify that the usage poiicies require that all technology
use be authenticated with user I and password ar other

- 12.3.2 Authentication for use of the
technology

12.3.3 Verify that the usage poiici
and personnet authorized {0 use the devices.

12.3.3 Aldist of all such devices and
personnei with access

io delermine |
pose |

12.3.4 Labeling of devices
ownar, contact information and pur

12.3.8 Acceptable uses of the
technology

12.3.6 Acceptable network locations for ¢ 12.3.8 Verify that the usage policies require accaptable natwork
the technologies locations for the technology.

12.3.7 Verify that the usage poii
oved produd

12.3.7 List of company-approved
producis

12.3.8 Automatic disconnect of - 12.3.8 Verily that the usage policies require 3

sessions for ramote-accass ¢ of sessions for remote-access technologies after a specitic period
technologies after a specific pericd of 1 of inaciivity,

inactivity :

12.3.8 Activation of remote-access (o 12.3.9 Verify that the usage policies require activation of remote-
technologies for vendors and business | access technologies used by vendors and business partners only
partners only when needed by vendors when needed by vendors and business partners, with immediate
and business partness, with immediate deactivation after use.

stivation aiter use

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Botis | Target Datel
Plage o Commads

Testing Procsdines i Place

12.3.48 For parsonnal
midhoim—i data vig remote

12.3.18.3 Verify that the usage policies prohibit ¢
or storing of cardholder data onto local hard diriv

pying, moving,
nd removable |

cchnologies, prohibit copy, move, and electronic media when accessing such data via remote-aocess
storage of cardhoider data onto locai i technologies.

hard drives and removable electronic
media, unless explicitly authorized for a
dafined business need.

12.3.18.b For parsonnel wilh proper authorization, verify that
usage policies require the protection of cardholder data in
accordan\o with PCI D88 Requirements.

13.4 Ensure that the secur.ty policy and ¢ 12 4 Verify that information security policies clearly define
procedures clearly defir ation | information security responsibilities for alf personnel,

ty responsibilities for all personnel

123.8 Assign to an individual orteamthe | 12.8 Verify the formal assignment of information sacurity to a Chief

foliowing information security | Security Officer or other security-knowladgeable mamber of
management respeonsibilities: | management.

omam and examine infonmation security policies and procedures to
: y that the foi owmq miorn iation secur.fy responsibilities are

. document, and

ifity for creating and distributing

distribute security policies and | security policies and procedures is formally assigned,
procedures. :
12.8.2 Monitor and analyze security 12.5.2 Verify that responsibility for moenitoring and analyzing
alerts and information, and distribute to | security alerts and distributing information o appropriate
appropriate persennel. - information security and business unit management personnel is
| formaily assigned.
12.5.2 Establish, document, and | 42.8.3 Verily that responsibliity for creating and distributing
distribute security incident response L security incident response and escalation procedures is formally
and ascalation procedures {0 ensurg assigned.
timely and effective handling of ali
situations. :
12.5.4 Adminisier user accounts, | 12.8.4 Verify that responsibility for administering user account and

including additions, deletions, and
modifics

authentication management is formally assigned.

Hon

12.8.8 Verily that responsibility for monitoring and controliing ali
acoess to data is formally assi

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Testing Procsdines i Place

12.6.a Verify the existence of a formal securily awarenass program
| for alt personnel.

12,61 Cbtain and ex

12.8 Implement a formal security
aware program to make all
parsonnel aware of the importance of
cardholder data security.

reness program
orm the foliowing:

12.8.1.a Verify that the rity awareness program provides
multiple methods of communicating awareness and educating
ample, posters, letters, memos, wab based

N

12.6.1 &d
and at least annually,

al upon hire

Note: Methods can vary depending on
the role of the personnel and their level
of aceess te the cardihwoider data.

fv that per
and at least annually.

12.6.2 Require pe
acknowledgs at least annually that they
have read and undarstood the security
ficy and procedures

n potent Of {0
vize the risk of altacks from

Human Resource departmer

hire {0 mini | verify that background checks are conducted (within the constraints

internal sources. (Examgples of of local laws) on potential personnel prior 1o hire who will have

background checks include previous | access 1o cardholder data or the cardholder data environment.
emplovment history, criminal racard, :
credit history, and reference checks.)

Note: Forthose potential personnel! (o
be hired for ain posifions such as

store cashiers who only have aceess {o
ane card number at a time when

facititating 8 fransaction, this requirement
is a recemmendation oniy.

12.8 If cargholder d is shared with
service providers, maintain and

cardholder data wi
e, Back-ug tape storage facilities, manags

providers (for
d service providers

impiement policies and procedures {0 : such as Web hosting companias or sacurity service providears, or
manage sarvice providers, o includs the  : those that receive data for fraud modeling purposes), through
foliowing: | ohservation, review of policies and procedures, and review of

g documer parform the follo

12.8.1 Maintain a list of senvice

providers.
PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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12.8.2 Maintain a written agreament - 12.8.2 Verify that the written agreament includss an :
that includes an acknowiedgement that acknowledgement by the seivice providers of their responsibility
the service providers are responsibls i for securing cardholder data

{or the security of cardholder data the

12.8.3 Ensure there is an established | 12.8.3 Verify that policies and procedures arg documented and :
process for engaging sarvice providers were followed including proper due diigence prior (e engaging any |
including proper due diligence priortc | sarvice provider, ;
engagement. :

12.8.4 Maintain 3 program to monitor 12.8.4 Verify that the entity mainiains a8 program to monilor ils

sarvice providers’ PC1DES complianee status at least annually.

12,8 Obtain and examine the Incident Rasponse Plan and related
- proceduras and perform the following:

12.9 Implement an incident response
plan. Be prepared to respond
mediately 10 a system b i
12.2.4 Cra
pian to be impl

12.9.1.a Verily that the incident respensa plan includes:
s Rolas, responsibifities, and communication strategies in the

system breach. Ensure the plan : avent of a compromise including notification of the payment
addresses the following, at a minimum: | brands, at a minimum:
= Rolss, responsibifities, and | s Spedific incident response procedures

communication and contact

strategies in the event of a : « Data back-un DIocEs
_ ) _— : Data back-up procass

compromise including notification | Ry

of the payment brands, at a |5 Analysis of tegal reg
| exarnple, California Bilt 1388 which requires notification of

= Businass recovery and continuity procedur
]
ermnants for reporting compromisas (for

minimum
< Specific incident response affected cons 1s in the event of an actual or suspected
T - compromise for any business with California residents in their
procedures - N
Busi 4 _— database)
= Business recovary and continuity . " . .
= Covarage and responses for all critical system compenents
procadures g ponses SYS P

s Reference of inclusion of incident response procedures from

the payment brands

s Daia back-up processes

»  Analysis of legal requirements for
reporting compromisas

*  Coverage and responses of aif
criticat system componants

o Rsfarence of inclusion of incident
response procedures from the
payment brands

12.9.1.b Review documentation from a previously reporied
incident or alert to verify that the decumented incident response
plan and procedures were followed.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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12.8.2 Test the plan at jeast annually. 12.8.2 Verify that the plan is tested at least annually. :
12.9.% Designate specific personnelto | 12.9.3 Verily through observation and review of policies, that
be available on g 24/7 basis to respond | designated personned ars gvailable for 24/7 incident response and
o aieris monitoring coverage for any evidences of unauthorized activity,

. detection of unauthorized wireless access points, critical 108 ;

alerts, and/or reports of unauthorized critical system or content file

. changes. :
12.2.4 Provide appropriate training o 12.8.4 Verify through observation and review of policies that staff
staff with security breach response with responsibilitias for security breach rasponse are pariodically

respon trained.

12.8.5 Include aletts from intrusion- . 12.8.5 Verfy through observation and review of processes that
detection, intrusion-prevention, and file- | monitoring and responding to alers from security systems
integrity monitoring systems. . including detection of unauthorized wireless access points are

covered in the Incident Response Flan.

12.%.8 Develop a process o modify and 12.9.8 Verify through cbservation and review of policies that thers

avolve the incidernt response plan | is a process to modify and evoive the incident response plan
according to fessons ieamed and Lo i according to iessons leamed and o incorporate industy
incorporate industry deveiopments. - developmants.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Appendix A:  Additional PCI DSE Regquirements for Shared Hosting Providers

Reguirement A.1: Shared hosting providers must profect the cardbolder data envirenment

As referenced in Reguirement 12.8, all service providers with access to cardholder data (including shared hosling providers) must adhere o the
PCIDSE. In addition, Requirement 2.4 states that shared hosting providers must protect each entity’s hosied environment and data. Thersfore,
shared hosting providers must additionally comply with the requirements in this Appendix.

Targer ey
CoREments

Reguivemants Testing Piocedurss fnPlace

At Protect each entity's (that
merchant, service provider, or

: verify that shared hosting providers profect entitiss’ (merchants and service

iher entily) hosted i providers) hosted environment and data, select a sample of servers
environment and data, per A1.1 | (Microsoft Windows and Unix/Linux) across a representative sample of
through A.1.4; i hosted merchants and service providers, and perform A1.1 through A1.4

A hosting provider must fulfill
these requiremenis as well as |
all other raievant sections ofthe |
PCIDSS. :

i below:

Note: Even though a hosting
provider may meei these i
requirements, the compfiance of |
the entity that uses the hosting |
provider is riot guarantead.
Each entity must comply with
the PCI DSS and validate
ance as applicable.

A Ensure that egch entity | AL 1 I g shared hosting provider alfows sntities (for example, merchants
only iuns processes that have or service providers) to run their own applications, verify thase application

access to that entity's P processes run using the unique (D of the entity. For example:
cardhoider data environment. | No entity on the systern can use a shared web server user iD.

Al G seripts used by an entity must be created and run as the entity's
unigue user iD.

PCiDSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 20710
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Target Date/
CoREments

Testing Piocedurss fnPlace

A1.2Re each antity’s
and privileges to its
own cardholder data
environment only

not a privileged

AL1.2.b Verily sach entity (merchant, servioe provider) has read, write, or
axecute permissions anly for files and directories it owns or for necessary
systam files {restricted via file system permissions, access control lists,
chroot, jailshell, atc)

important: An eniity’s files may not be sharad By group.

A1.2.¢ Verify that an entity’s users do not have wrile aceess to shared
svstern binaries

exploit vuinervabiiities (for example, arror, race, and restart conditions,
resulting in, for example, butier overflows), varify rastrictions are in piace
for the use of these systam resourcas:

x  Disk space

= Bandwidth

s Memory

* CPU
A.1.3 Verily the shared hosting providar has enabled logging as folfows,
for each merchant and service provider environment:
Logs are gnabled for common third-parly applications.

audit trails are enabied and
unigue o each antity’s
cargholder data environment
and consistent with PCI DSS
Requiremernt 19.

Q
Logs are active by defaull.
Logs are available for review Dy the owning entily.
L.ag focations are clearly communicated to the owning antity.
A4 Verify t d hosting provider has written policies that provide
{or a timely forensics investigation of refated servers inthe eventofa
COMpromise.

provide for timely forensic
investigation in the eventof a
compromise to any hasted

merchant : ider.
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Appendix B: Compensating Controls

Compensating controls may be considered for most PCHDSS requirerments when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documentsd business constraints, but has
sufficiently mitigated the risk associated with the requirement through implementation of other, or
compensating, controls.

Compensating controls must satisty the following criteria:
1. Meet the intent and rigor of the original PCHE DSS requirement.

2. Provide a similar level of defense as the original PC1 DRSS requirement, such that the compensating
control sufficiently offsets the risk that the original PCI DSS reguirement was designed to defend
against. (See Navigating PCI DES for the intent of gach PCIH DSS requirement.)

3. Be “above and beyond” other PCI DSS requirements. (Simply being in compliance with other PCI
DSS requirements is not a compensating control)

When evaluating “above and beyond” for compensating controls, consider the following:

Nole: The dems at al theough ¢ below are infended as examples oy, All compensating confrals must be
reviewed and validarod for sufficiency by the assessor who conducts the PO DES review. The
effectivenars of 4 compensaling cantral s dependent an the specifics of the emdronment in which the
costrolis inpleimented, the suprounding sectrity contirols, and the condauation of the control. Companies
shioudol he aware that a parficular compansaling control will not be effective n all envircnmenis,

ay Existing PCI D38 requirements CANNOT be considered as compensating controls if they are
already required for the itemn under review. For example, passwords for non-console
administrative access must be sent encrypted o mitigate the risk of intercepting clear-text
administrative passwords. An entity cannot use other PCl DSE password requirements (infruder
lockout, complex passwords, elc.) to compensate for lack of encrypled passwords, since those
other password requirements do not mitigate the risk of interception of cleariext passwords. Also,
the other password controls are already PCI DSS requirements for the item under review
{passwords).

L) Existing PCI DSS requirements MAY be considered as compensating controls if they are required
for another area, bul are not required for the item under review. For example, two-facior
authentication is a PCI DSS reguirement for remote access. Two-~factor authentication from within
the internal network can also be considered as a compensating control for non-console
administrative access when transmission of encrypted passwords cannot be supported. Two-
factor authenticagtion may be an acceptable compensating control if: {1) & meets the intent of the
original requirerment by addressing the risk of intercepting clear-text adminisirative passwords;
and (2) it is set up properly and in a secure environment,

¢y Existing PCI DSS requirements may be combined with new controls {0 become a compensating
control. For example, if a company is unable to render cardholder data unreadable per
Requirement 3.4 (for example, by encryption), a compensating conirol could consist of a device
or combination of devices, applications, and controls that address all of the following: (1) intemal
network segmentation; 2} IP address or MAC address fillering; and (3) two-factor authentication
from within the internal network.

4. Be commaensurale with the additional risk imposed by not adhering (o the PO DES requirement

The assessor is required to thoroughly evaluate compensating controls during each annual PCHDESS
assessment to validate that each compensating control adequately addresses the risk the original PCI
D& requiremnent was designed 1o address, per items 1-4 above. To maintain compliance, processes and
controls must be in place to ensure compensating controls remain effeclive afler the assessment is
complete,

PCI DES Requirements and Security Assessment FProcedures, Version 2.0 October 2010
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Appendix C: Compensating Controls Worksheet

Use this worksheef (o define compensating conirols for any requirement where compensating conirols
are used {o meetf g PCI DSE requirement. Nofe that compensating controls should alse be documented in

the Report on Compliance in the carresponding PCIH DSS requirement section.

Note: Only companies thal have underiahen a 1isk analysis ang have legiimate technologivel o
documented business constraints van consider the Use Of compensaling confrals o achicve complhiance.

Reguirement Number and Definition:

information Reguired Explanation
1. Constrainis List consiraints precluding compliance ;

| with the original requirement.

2. Objective Disfine the objective of the original '
i controf; identify the objective met by the
compensating control. ‘

3. identified Risk identify any additional risk possd by the
- lack of the original control.

4. Definition of Define the compensating confrols and
Compensating - explain how they address the objectives
Controls - of the original control and the increased

Prisk, if any.

5. Validation of i Define how the compensating controls

Compensating | were validated and tested.
Controls f
é. Maintenance Define process and conirols in place to

! maintain compensating controls,

PCI DES Requirements and Security Assessment FProcedures, Version 2.0
Copyright 2010 PCI Security Standards Councit LLC

Cetober 2010
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Compensating Controls Worksheet ~ Completed Example

Use this worksheet fo define compensating controls for any requirement noted as “in place” via
compensating controls,

Reguirement Numbenr 8 1—Are all users identified with a unigue user name hefore alfowing them o
aceess system components or cardholder data?

information Reguired Expianation
1. Constraints List constraints preciuding Company XYZ empioys stand-alone Unix
compliance with the original Servers without LDAP. &s such, they each
- requirement. | require a “root” login. It is not possibie for

: Company XYZ fo manage the “root” login nor
L is it feasible to fog alf 'root” gotivity by sach

L user.
2. Objective - Define the objective ofthe  The objective of requiring unique logins is
| original control; identify the | fwofoid. First, it is not considered acceplable
| objective met by the | from a security perspective (o share login
compensating control. credentials. Secondly, having shared logins

i makes i impossible fo state definifively that g
| person is responsible for a particular action.

3. identified Risk identify any additional risk Additional risk is infroduced 1o the access
| posed by the lack of the { controf system by not ensuring all users have
| original control. | a unigue 1D and are able fo be tracked.

4. Definition of Define the compensating Company XYZ is going to require aif users o
Compensating i controls and explain how i Jog into the servers from their deskiops using
Controls | they address the objectives | the SU command. SU afiows a user fo access

of the original control and the “root” account and perform actions under
| the increased risk, if any. Cthe “root” account but is able fo he logged in

the Sii-log directory. in this way, each user’s
| aotions can be tracked through the SU

- account.
& Validation of Define how the Company XYZ demonsirales fo assessor that
Compensating i compensating controls were | the SU command being executed and that

Controls - validated and tested. - those individuals utilizing the command are
5 s ogged to identify that the individual is
| performing acfions under root privileges.

§. Maintenance i Define process and controls | Company XYZ documenis processes and

| in place to maintain i proceduras to ensure SU configurations are

| compensating controls. | nof changed, affered, or removed to affow

5 | individual users fo execute roof commands
| without being individually fracked or fogged.

PCI DES Requirements and Security Assessment FProcedures, Version 2.0 October 2010
Copyright 2070 PCI Security Standards Council LLC Pagexdb74of 442
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Appendix ;. Segmentation and Sampling of Business Facilities/System
Components
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Document Changes
Date pel ?Sg $AQ Dasoription
Mersion | Revision
NA 1.8 Not used
NA 20 Not used.

February 2014 3.0 New SAQ to address requirements applicable o e-
commerce merchanis with a website(s) that does not itself
receive cardholder data but which does affect the securily
of the payment fransaction and/or the integrity of the page
that accepts the consumer’s cardholder data.

Content aligns with PCH DSS v3.0 requirements and
{esting procedures.

April 2015 34 Updated to align with PCI DSS v3.1. For details of PCI
DSS changes, see PCI DES ~ Summary of Changes from
PCHDSS Version 3.010 3.1.

June 2015 31 Update Requirement 11.3 to fix error.

July 2015 3.4 44 Updated to remove references o "best practices” prior to
June 30, 2015, and remaove the PCHDSE v2 reporting
option for Requirement 11.3

April 2018 ) 10 Updated to align with PCI DSS v3.2. For details of PCI
DSS changes, see PCI DES —~ Suminary of Changes from
RPCIDSS Version 310 3.2.
Requirements added from PCI DSS v3.2 Requirements 1,
5,8,7,8, 10, 11, and Appendix A2,

January 2017 3.2 14 Updated Document Changes fo clarify requirements

added in the April 2016 update.

June 2018 394 10 Updated 1o align with PCI DSS v3.2.1. For details of PC

D38 changes, see PO DS - Summary of Changes from
PCIDSS Version 3.210 3.2.1.
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Before You Begin

SAQ A-EP has been developed to address requirements applicable {0 e-commerce merchants with a
websiie(s) that does not itself receive cardholder data but which does affect the security of the payment
fransaction and/or the integrity of the page thal accepts the consumer's cardholder data.

SAQ A-EP merchants are s-commerce merchants who partially outsource their e-commerce payment
channel to PCI DSS validaled thivd parties and do not slectronically store, process, or transmit any
cardholder data on theilr systems or premises.

SAQ A-EP merchants confirm that, for this payment channel:
= Your company accepls only g-commerce fransactions;

= All processing of cardholder data, with the exception of the payment page, is entirely outsourced
{0 a PCIDSS validated third-party payment processor;

e Your e-commerce website doas not receive cardholder data but controls how consumaers, or their
cardholder data, are redirected to a PCI DSS validated third-party payment procsssor;

= {f merchant website is hosted by a third-party provider, the provider is validated {o all applicable
PCHDSS requirermnents {e.g., including PCI DSS Appendix A if the provider is a shared hosling
providen,

= Each element of the payment page{s) delivered o the consumer's browser originales from either
the merchant's website or a PCI DSS compliant service provider(s),

= Your company does not elecironically store, process, or transmit any cardholder data on your
systems or premisss, but relies entirely on a third party(s) to handie all these functions;

= Your company has confirmed that all third party(s) handling storage, processing, and/or
iransmission of cardholder data are PCI DSS compliant; and

= Apny cardholder data your company retains is on paper {or example, printed reports or receipis),
and these documents are not received electronically.

This SAQ is applicable only to e-conwnerce channels.

This shortened version of the SAQ includes questions that apply to a spacific type of small merchant
environment, as defined in the above eligibility criteria. If there are PCI DSS requirements applicable to
your environment that are not covered in this SAQ, it may be an indication that this SAQ is not suitable for
your environment, Additionally, you must still comply with gl applicable PCH D38 reguirements in orderto
be PCHDSS compliant.

Nate: Foythe puarposes ol s SAR PO DSE requiremenis Siatyefer to the “cardholder dala
Snuranmend sve aosicatie ta ihe mcrananr venhonaigs Thas Js Because e marchant wahoda daaathy
impacts how ihe pavinenl card data is ansmitied, even though the websile iiseif does nol recsive
garaholder data,
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PCI DSS Seif-Assessment Completion Steps

1. ldentify the applicable SAQ for your environment-—refer {o the Self-Assessment Questionnaire
Insiructions and Guidelines document on PCI SSC website for information.

2. Confirm that your environment is properly scoped and meets the eligibility criteria for the SAQ you
are using {(as defined in Pari 2¢g of the Altestalion of Compliance).

Assess your environment for compliance with applicable PCI D88 requirements.
4. Complete all sections of this document:
= Section 1 (Parts 1 & 2 of the AQC) — Assessmeant Information and Executive Summary.
= Seclion 2 - PCI DSS Self-Assessment Questionnaire (SAQ A-EP)

= Section 3 (Parts 3 & 4 of the AGC) ~ Validation and Attestation Details and Action Plan for
Non-Compliant Reguirements (if applicable)

5. Submil the SAQ and Atlestation of Compliance (AOC), along with any other requestad
documentation—such as ASY scan reporis—to your acquirer, payment brand or other requester.

Understanding the Self-Assessment Questionnaire

The guestions contained in the "PCI BSE Question” column in this self-assessment questionnaire are
based on the requirements in the PCI DBSS.

Additional resources that provide guidance on PClDSS requirements and how {o complete the seli-
assessment questionnaire have been provided to assist with the assessment process. An overview of
some of these resources is provided below:

e — e ——

RPCEDSS Guidance on Scoping
(PCI Data Security Standard = Guidance on the intent of ail PCI DSS Requirements
Requirements and Security Assessment = Details of testing procedures
Frocedures) | = Guidance on Compensating Controls
SAQ Instructions and Guidelines = Information about all SAQs and their eligibility criteria
documents s How to determine which SAQ is right for your

: organization
PCI DSS and PA-DSS Glossary of = Descriptions and definitions of terms used in the PCI
Terms, Abbreviafions, and Acronvms D88 and self-assessment questionnaires

These and other resources can be found on the POl 8§8C website {www. poisecuriiyvstandards.orgl.
Organizations are encouraged 1o revisw the PCI DSS and other suppeorting documenis before beginning
an assessment.

Expected Testing

The instructions provided in the “Expected Testing” column are based on the testing procedures in the
PCI D88, and provide a high-level description of the types of testing activities that should be performed in
grder to verily that a requirement has been met. Full details of testing procedures for each requirement
can be found in the PCIDSS.

PCIOSS v3.2.1 SAQ A-EP, Rev. 1.0 June 2018
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Compieting the Self-Assessment Questionnaire

For each question, there is a choice of responses (o indicate your company’s staius regarding that
requirement. Oniy one response should be selecied for sach guestion,

A description of the meaning for each response is provided in the table below:

The expecied testing has been performed, and all elemenis of the
requirement have been met as stated.

Yes with CCW The expected {esting has been performed, and the requirement has

. been met with the assistance of a compensating control.
{Compensating

Control Worksheet) | All responses in this column require completion of a Compensating
Control Worksheet {CCW) in Appendix B of the SAQ.

information on the use of compensating controls and guidance on how
1o complete the worksheet is provided in the PCIDSS.

No Some or all elements of the requirement have not been met, orare in
the process of being implemented, or require further testing before # will
be known if they are in place.

Ni& The requirement does not apply 1o the organization’s environment. (See
Guidance for Non-Applicability of Cerfain, Specific Requirements below
for examples.)

All responses in this column require a supporting explanation in
Appendix C of the SAQ.

Guidance for Non-Applicability of Certain, Specific Requirements

i any requirements are deemed not applicable to your environment, select the “N/A” option for that
specific requirement, and complete the "Explanation of Non-Applicability” worksheet in Appendix C for
gach “N/A” entry.

Legal Exception

if your organization is subject 1o g legal restriction that prevents the organization from meeting a PCIDSS
requirement, check the "No” column for that requirement and complete the relevant attestation in Part 3.

PCIOSS v3.2.1 SAQ A-EP, Rev. 1.0 June 2018
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Section 1: Assessment Information

instructions for Submission

This document must be completed as a declaration of the resulis of the merchant’s self-assessment with the
Payment Card Industry Data Securily Standard Reguirements and Security Assessment Procedures (PCI
0835} Compiete all sections: The merchant is responsible for ensuring that each section is completed by the
relevant parties, as applicable. Conlact your acquirer (merchant bank} or the payment brands to determine
reporting and submission procedures.

§\§\\\N\\\\\Q\\Q\\\\\\\\\\\\\\\\\\i\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\T

: DBA (doing
! business as):

et e e eaeaeeaeaeeaeaeeeeaeataeaeataeeseataseseataseaeatastaentetenentattentatteatan e ea e ea e e ea e e ea e e ea e e ea e e ea e e ea e e e ea e e ea e e e ea e e ea e ea e e eat e e ea e e eatee e ea e e e eaeea et e et e e ranraaaras

Contact Nams:

Company Name;

Telephone:

State/Province:

URL

Company Name;

Taleghone: { E-mail:
Business Address: City:

.........................................................................................................................................................................

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

1 Retailer 1 Telecommunication I} Grocery and Supermarkeis
[ ] Petroleum ] E-Commerce 1 Mait orderftelephons order (MOTO)

What types of paymeni channels does your business VWhich payment channels are coverad by this

serve? | SAG?

1 Mail orderftelephone order (MOTO) {71 Mail orderftelephone order (MOTO)
(1 &-Commerce [} &-Commerce

L1 Card-present (face-to-face) E:} Card-present (face-to-face)

Note: [T your arganization Bas @ pavimery channe! or pmue S8 that s nol covered By IS SAGL consulf vour
acquiver or pavimient brand about validation Tor the other channsls,

FOHOSS v3.2.1 SAQ A-EP, Rev. 1.0 - Section 1. Assessment Information Jung 2018
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How and in what capacily does your business
store, process and/or transmil cardholder daia?

List types of facilitiss (for example, retail outlets, corporate offices, data centers, call centers, gic) and a
summary of locations included in the PCI DS8 review.

Numberof faciliies

of this type Location{s) of facility {city. country}

Tvoe of faciity

Exampie. Retait vutlets 3 Boston MA USA

....................................................................................................................................................................................................................................................

....................................................................................................................................................................................................................................................

Does the organizaiion use one or more Payment Applications? ] Yes [_INo

Payment Applicalion Yersion Application is application PA-DSS Listing Expiry
Name Number Yendor PA-DSS Listed? date {if applicable}

Frovide a high-feve! description of the environment

covered by this assessment.

For example:

« Coanections into and owt of the cardbolder dafa
environment {CDE}L

o Crifical system componenis within the CDE such as
POS devices, datahases, web servers, efe., and any
other necessary payment componsals, as applicable.

Does your business use network segmentation o affect the scope of your PCI DSS Myes []No
environmeant?
{Refer fo “Network Segmentation” secfion of PCI DS& for guidance on nefwork
segmentafion )
FOHOSS v3.2.1 SAQ A-EP, Rev. 1.0 - Section 1. Assessment Information Jung 2018
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Does ym.,;r. c&mpan; use"z.i. Quai:f;e.c.iuimeér.aim & R;e"seiie;"(QER)? i Tyes [INo

if Yes ‘
NamengiRCompam \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\
QR adividuat Name:

Descriplion of services provided by QIR: :

Does your company share cardholder data with any third-party service providers (for Myes [nNo

example, Qualified Integralor & Resellers (QIR), galeways, payment processors,
payment service providers (PSP), web-hosting companies, airline booking agents, lovalty
program agents, sic)?

if Yosu:

Name of service provider: | Description of services provided:

Notel Requiremieiyt 12.8 spplies fo gl anfities in this st

Merchant certifies eligibility to compleie this shortenad version of the Self-Assessmeni Questionnaire
because, for this payment channel

1 | Merchant acoepis only e-commerce transactions;

(1 @ All processing of cardholder data, with the exception of the payment page, is entirely oulsourced to a
FCHDES validated third-party payment processor;

1 | Merchant's e-commerce website does not receive cardholder data but controls how consumers, or
their cardholder dala, are redirected to a PCE DSS validaled third-pary paymeni processor,

1 1 if merchant website is hosted by a third-party provider, the provider is validaled to all applicable PCI
DSS requirements (e.g., including PCI DRSS Appendix A if the provider is g shared hosting providen);

1 | Each element of the payment page(s) defivered to the consumer’s browser originates from either the
merchant’s websile or a PCI DSS compiliant service provider(s);

Merchant does not electronically store, process, or transmit any cardholder data on merchant
systems or premises, bul relies entirely on a third party(s) to handie all these functions;

cardholder data are PCI DSS compliant; and

i
1 | Merchant has confirmed that all third party(s) handling storage, processing, and/or tranamission of
i1

Any cardholder dala the merchani retains is on paper (for example, printed reporis or receipts), and
these documenis are not received alectronically.
FOHOSS v3.2.1 SAQ A-EP, Rev. 1.0 - Section 1. Assessment Information Jung 2018
© 2008-2018 PCI Securify Standards Council, LLC. All Righls Reserved. =/
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Section 2: Seif-Assessment Questionnaire A-EPR

Noge: The folfowing onestionSwre numbered aeeording 10 PC DSSrequirament s and festing wocetiine s as defnsdin the PUIBSS
Reguliemens and Secunby Assessient Progedures document,

Self-assessment compietion date:
Build and Maintain a Secure Network

Reguirement 1:  Install and maintain a firewall configuration to protect dala

1.1 Are firewall E\\}\\\\X\}\\}}mms \\\\\\\\\\\\\\\ :

blished and imp lude the following:
natwork connections and changes to the firewall and
router configurations?

s Interview personnel.

o Examing network configurations.

1.1.2 | {(a) Is there a current network diagram that docu
Ay 5]

all conneclions between the cardholder data

environment and other networks, including any wirgless

ments »  Review current network diagram. ] [ I
o Examing network configurations. i

{b) is there a process to ensure the diagram is kept
ourrent?

1.1.4 | (@ Is a frewall required and implemented at sach » Review firewall configuration 1 ] I
Internet connection and between any demiltarized standards. i
zone (OMZ) and the intemal network zone?

Qpsarve network configurations to
verily that a firewali(s) is in piace.

(b} s the current network diagram consistent with the * Compare firewsll configuration I I 00y O
firewall configuration standards? standards to currant natwork diagrar. :

June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 4
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{a) Do firewall and router configuration standards
include a documented list of services, protocols,
ang ports, including business justification and

?

\\

e

* Reviaw firewsll and router configuration
standards.

Review firawall and router configuration
standards.

o Examine firewail and router
configurations.

(ay Do firewall and router configur
require review of firewail and rouier rule seis at
st every six months?

= Review firgwall and router configuration
standards.

® Exar documentation from firewail

reviews.,

Do firewall and router configurations restrict connections
batween untrusted networks and any svstem in the
cardhoider data environment as fcllows:

Morer An ldringsted netwan IS A0y patworcthat s
SXOTNAL IO e DRIWOTKS DIOnGInG 10 e anTity vt
OOV AN WSS QU OT IR SRty s abiity o

specificatly denied (for example by using an
explicit “dany all” or an implicit deny after aliow
statemeanty?

Are router configuration filas secured from unauthorized
access and synchronized—ior example, the running (or
active) configuration matches the stari-up configuration

{used when machines are booted)?

= Rev. 1.0-- Sec : Self-Assessment Que

s
i Rights Reserved.

standards,

* Examine firewall and router

configurations.

aw firewsl! and router configuration
standards.

* Examine router configuration files and

rauter configurati

s inbound and outboun Review firswall and rouler configur
which is necessary for the standards.
. ” . .
emvironments » Examine firewail and router
configurations.
by s all cther inbound and out « Review firewali and router configuration ] ] L T
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1.2.3 | Are perimeter firewalls installed between all wireless * Review firewall and router configuration 1 [} [ N
netwarks and the cardholder data environment, and are standards. 1
thase firewails configured o deny or, i traffic is s Examine firewall and routar

necessary for business purposes, permit only
authorized traffic between the wirsless envirenment and
ihe cardholder data environment

1.3 is direct public access prohibited between the Inter
and any system component in the cardholder data
Snvirenim ; follows:

1.3.1 | Is a DMZ implemented fo limit inbound traffic {o only L]
systern components that provide authorized publicly
ible servi protocols, and ports?

configurations

amine fire
configurations.

itand rout i (1 { O

is inbound Internet traffic limited to 1P addresses within
oMZ?

1.3.3 | Are anti-spoofing measures implemented to detect and
g {

biock forged sourced 1P addresses from amaring the

network?

{For example, block traffic onginating from the intermnet
with an internai address)

1.3.4 | s cuthound traffic from t dholder dats
o the Inlemet explicitly authorized?

1.3.5 | Are only established connections permiti Examine firewall and routas
network? contigurations.

2 2.1 SAG 1.
© 2006-2018 PC! Sacurity Standards Counci
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Are methods in place to prevent the disclosure of

private P addresses and routing information to the

internat?

Mo Methods to obscive IR adressing gy inctuds,

futare ot fimitsdito!

s NSSvericAdOress Tranelaton (NAT)

<L RBoig Seers sontaining vardhniger data behing
DRORyISENe IS evEls:

< R mOVaLGr BHSIG O e e Sovariisenidiis for
Orivete etk ihat eipioy registered addressing,

Henat use OF REGTRIS addre se spassinstaag of

e aguresses

Fa)
@y

ny disclosure of private IP addresses and
rauting information to extemal entities authorized?

s Examine firewail and router
configurations.

o Examine firewall and router
configurations.
s Interview persennel.

1.4

is personal firewall software (or equivaient
functionatity) installed and active on any poriabie
computing devices (inciuding company and/or
employee-ownead) that connect {o the Intermest when
outside the network (for example, laptops used by
employees), and which are aiso used to access the
ChE?

{by ls the personal firewall software (or eguivalent
functionality) configured to specific configuration
settings, actively running, and not alterabie by
users of mobile and/or employee-gwned devices?

Are security policies and operational procedures for
managing firewalls:
o Doocumented

s inuse

» Review policies and configuration
standards.

o Examine mobile and/or employee-
ownied davices.

Review po
standards.

icies and configuration

s Examine mebile andior employae-
owned devices.

*» Review s y policies and
operational proceduras.

Interview parsonnel.

»  Kpown to all affected parties?

PCIDSE v3.2.1 SAG A- ;5
© 2008-2018 PC! Sacurity Standards Council, LLC. Al
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Reguiremnent 2: Do not use vendor-suppiied defaults for system passwords and other securily parameters

21 (a) Are vendor-supplied defaults atways changad befare | » Review policies and procedures.
installing a system an the natwork? = Examing vendor documeantation.
THIS Apnlies to ALL el Dasswords mdluding But gt
THTeC IO THOSE Sl DY Bperating BysTtems; Safwara that
PrOVIgas BeCUIY SEdnEs applcation aniisysiem
aeoomS point-of Sale (POSHeninals paviner
appications Sl Netwark Mavagemant #rotocs!
{SNMEN commnnty sldngs ele )

= Observe system configurations and
account sattings.

x nterview parsonnal,

(1) Are unnecessary default accounts removed or s Review poiicies and procedures. N
i =d hafore installing 3 system on the network? : ; - e ;i
disabled hefore installing 3 system on the network ¢ Review vendor documentation.

= Examine system configurations and
account settings.
s interview personnal.
22 (ay Are configuration standards developed for ali system s Review system configuration 3 i i
components and are they consistent with industry- standards.
anee Sic ardent standards? Lo : : .
ancepted system hardening standards «  Review industry-accepted hardening
Sorrces ofndustiv-arceed Systemhardening standards.
standards may inclpds bt arenat invted fo Svs At
AugitNenvork Secuiy (SANSHInSinte: Naticral nstitite
OFSTANCRNdS  Technoiogy IS T nternationat
reanizatan WrSiandardizainn HeO) aodoemeritan
SECUntIGES):

x  Raview policies and procedures.
= nterview personnel

(by Are system configuration standards updated as new x  Review policies and procedures. 1 3 ]
vulnerahility issues are identified, as defined in e Interview personnel

R

s Review policies and procedures. 3 i i

s nlerview personnel.

5

PCIDSE v3.2.1 SAQ A-EF Rev. 1.0-- Sec : Self-Assessment Qua
© 2006-2018 PC! Sacurity Standards Councit, LLC. All Ri
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{d) Do system configuration standards include all of the
following:

- Changing of all vendor-supplied defauits and
elimination of unnecessary default acoounts?

- impiementing only one primary function per
server o prevent functions that require different
security levels from co-existing on the same
server?

Enabiling only necessary sarvices, protocols,
daemons, etc., 85 required ior the function of
the system?

- implementing additional securily features for
any required services, protocols or dagmons
that are considered to be insacurs?

- Configuring system secuiity parameters to
prevent misuse?

- Removing all essary functionality, such as

scripts, drivers, features, subsystems, file
systems, and unnecaessary web ser ors’>

(a) s only one primary funciion impleme! 'i 0Ers
o prevent funciions that require different security
fevals from co-axisting on the same server?

For example; Wl s8neers; datalians severs and BNS

Shoukd g ing

(by i virtua e usad, is only one
primary function xmpiememed per virtual system
compenent or device?

-
\‘\\\\\\\

s Review systern configuration
standards.

/

= Examine system configurations.,

= Exarnine system configurations.

e

2.1 SAG 71
© 2006-2018 PC! Sacurity Standards Counci

i
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2.2.2 1 (8) Are only necessary services, protocols, daemons, s Review configuration standards.
etc. enabled as required for the function of the system
{savices and protocols not directly needed to perform
ihe device’s specified & ied)’

3

/

s Examine system configurations.

anabled insecure senvi
protocols justified per documented configurat
siandards?

» Review configuration standards. 7 i i 3
s inferview personnel.

= Examine configuration sattings.
LR umaxe enabled services, sic. to

2.2.3 | Are additional security features documented and = Review configuration standards. i 7 ] I
implemented for any required services, protocols or o Examine configuration settings.

daemons that a

onqasored {0 be insecure?

2.2.4 | (8) Are system admin 'utfdtﬁf: and/or personnel that = Interview personnel. ] i i
configure system components knowiedgeable about
COMIMen security parameter settings for those system
compoenents?

sacurity parametar sati
syste"n components? N

ecursty parameter aettings.
s Compare somnq» o system

ity parameters on
>ysle'n compoenentis.

Raview documentation.

““F‘F‘L it secure "0”"‘3““’“0” ? s Examing security parameters on
systern components.
() s only documented functionality present on system s Review documentation. 1 i i M
compoenents? N

Examine security parameters on

PCIDSSE v3.2.1 SAQ A-EF Rev. 1.0-- Section 2: Self-Asgsessment Que. &
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 10
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2.3 Is non-console administrative access encrypted as
foliows:

non-console administrative access encrypted
with strong oryptography, and is a strong encryption
method invoked before the administraior's password

@)

(b) Are system

s and pararngter files configured to
prevent the use of Telnet and other insecure remote
fogin commands?

strong oryptography?

slogy in use, is strong cryptograph
implemented according to industry best practice

PCIDSS v3.2.1 SAG A-EF - Section 2: Self-Assessment Q
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved.

_

Examine system
x Exarning system configurations.

= OChserve an administrater log on.

s Exarnine system ooy

x Exarning services and files.
s Examine system components.
s Observe an administrator log on.

s Examine system components.

s Review vendor documentation.
s interview personnal.

Jupne 2078

fiaire
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Protect Cardholder Data

Reguiremnent 3;  Frotect stored cardholder data

-l

Is sansitive authentication data deleted or = Review policies and procsdures.
randered unrecoverabie upon complation of the s Examine systam configurations
authorization process?

X

{d) Do sl systems adhere o the following

fequire is regarding non-storage of sensitive
authentication data after authorization (even if

encrypted):

ation code or value (hree-digit or four- “xamine data sources including:
gigi inted on the front or back of a payment ~  Incoming transaction data
card) is not stored after authorzation? _ o1

/ All fogs

History files

Trace files

Database schema
~  Database contents

5 persongl identification numbsr (PIN} or the » Examine data sources inciuding: 1 . ] i
encrypted PIN block is not stored afler authorization? ~ ipcoming transaction data

All fogs

History files

Trace files

Database schema
~  Database contents

PCIDSSE v3.2.1 SAQ A-EF Rev. 1.0-- Section 2: Self-Assessment Quastiorinaire June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 12
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Reguirement 4; Em:rypt tnnsmisssion of cardholder data across open puiaiir netwarks

(3) Ara ftm’sg ,iyrtoﬁ aphy a'sd fecurii\ protocols usad to hev!ew docgmentec standards. 7 : ] {3 : [
safeguard sensitive cardhalder data -'Jur:ng ; !
transmission aver open, public networks?

| INSTeL EXaples O Open; pubi e tvorks inbiude but wre
ot imis g i the Inismek wWiBlEs s Iesinoinaia s iasiding

S—

\\\

= Review policies and procedures.
» Review all locations where CHD is

transmitied or raceived.

Examine system configurations.

ISgZ s and Rluslonli celluiar techincio gis s, or ex amipis,
U Glsbal Sstem tor WoBilE dintinisation s (GEMI £odé
Gnsion mulils Beness (COMA L and Generat Packet

| RGG Sevice (GRS

= O ve inbound and outhound
{ransmissions.

mine keys and castific

Review vendor docums

= Examine system configurations.

(&) For TLS implementations, S enabled whenaver
: cardhelder data is transmitted or received?

For e ampe, far o weehbasedh npismeitations:
sHTTREST appeari as e browserUniversal Rgcow
Etsestor TUREE orafol and

» (‘@rJhJ!(‘er datyiis ol reguessd T TES  anoesrs

Examine system configurations. I R d ]

s Review policies and procedures. I R {:i 1

Page 13

_b &

2.1 SAG 71 :
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Maintain a Vulnerability Management Program

Reguirernent 5:  Frotect alf systems against malware and reguiarly update anti-virus software or programs

51 is anti-virus software depioyed on all systerns commoni e Examing system configurations.
affected By maticious software? :

5.14.1 i Are anti-virus programs capable of delecting, removing, Reaview vendor documentation. 1 1 0 1
and protecting against all known types of malicious ! x Examine systam configurations.

software (for example, viruses, Trojans, worms, spyware,
adware, and rootkits)?

interview personng. 1 1 { 1

51.2 | Are periodic evsluations performed fo identify and
avaluaie evolving malware threatls in order to confirm
whether those sysiems considered to not be commonty
affectad by maticious software continue as such?

alicies and procedures.

(a) Are sl anti-virus sofiware and definitions kept
AN ) . - .
Cufrant: i s Examine anti-virus configurations,
i including the master instailation.
* Examing sysiem compenents.

(1) Ave automatic updates and periodic scans enabled | = Examine anti-virus configuiations, i M M 1
and being performed? ¢ including the master instatiation.

systern components.

(cy Are sl anti-virus mechanisms generating audit logs,
and are logs refained in accordance with PCI D88
Requirement 10.77

Jupne 2078
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 15
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N

Are all anti-virus mechanisms: { = Examine anti-virus configurations.
= Activaly running? = Examing system compoenents,

s Unable to be disabled or altered by users? o ChServe processes.,

oo Antvirs SORIIDBS inay be teranaradly disabing s interview personnal.

Sy ihers s legliinidic fechinidal Beell 48 Slitntrsda by |
manapement on A taserbydse basis i antiings !
profection needs i De gisalied 1o d Spegiic paigasei i |
iHust b fosinally slsfionieg Addnicnal sBtuiy iisaturey. |
me ,/ AlO HEEd T e e s e g for e DEOd BE TN :
ch BOEVHUE PIDEROHOITIS Ot BCTivE

\\\\\\\\\\:\\\\\\\\\

Ase secumy pu s and operational procedures for x
protacting systems against malware: P procedures.

s Documented L interview personnsl.

s Inuse

x Known {o all aif

PCIDSSE v3.2.1 SAQ A-EF Rev. 1.0-- Section 2: Self-Assessment Quastiorinaire

© 2006-20

18 PCI Security Standards Council, LLC. Al Rights Reserved,

Jupne 2078
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Reguirement 8: Develop and maintain secure systems and applications

e

i Is there a process o identify security vulnerabilitias,
¢ including the following:

P s Using reputable outside sources for vulnaerability
i information?
= Assigning a risk ranking o wulnerabilities that

| NokE! Riskitankiigs Shoidn be BaSeH oh feabE Y beg

| ipractices aswellasiconsidention of polential ipad,

| For Brample. Sitdia Tor ranking vilharSniiees may

| ol Sonsideration of the CVSS Base seéanidir

| iR slassnaion by the veridor andor (D of sysiems
| dheiied.

| MeHiods for s valiaing viligi alilies s dssigniniy

L HSkratnns Wil vary based ondn organizatian’s
§dnviroriierit afid Sis Bs8Badinen Strate sl Risk

| rankings EhoWs At Ay, ddentity il

| VilngrablitEs onsideredio Be & FISt 0 e

| ignidranmient 10 a0dion e e sk raking,

| Viilerabiites may ba boisidered it it thby hosh
L dn iaiient ireatin the Briirdimignl Tnisact gl

L Syateis: andlon woug resuit in e potential compromisse
| iEhot addrdssed Exaitpics BF chitoal systemEmby

| include Seonly BYSISmS Dubicasiig devices and

| Syistama datahasbs And GHEr BUSIES thgr Atord

| pincgsy o Bansmill cardtiolden daid;

=

-

6.2

(8) Ara all system compc
from known vainerabilit

: upplied secur

(k) Are crilical secwity paiches instalied within one

: month of release?

NG GGl Secinity EtcRe s Shoid ba identited

| ACCOorgmgio e viskiranking prass defnedin

» Review paolicies and procedures.

s Review policies and procedures.
x Examine sysiem components.

= Compars list of security patches

installed to recent vendor patch lists.

;5
© 2008-2018 PC! Sacurity Standards Council, LLC. Al

= Rev. 1.0-- Sec : Self-Assessment Que

s
i Rights Reserved.
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3 Are change-control procedures documented and

require the following?

- Documentation of impact

- Documented change control approval by
authorized parties

- Functionality testing to verify that the change
does not adversely impact the security of the
systerm
Back-out proceduras

e

Raview change control procssses and
orocedures.

i (1) Are the folicwing performed and documantad for alf
changes:

Functionality testing to verify that the change does
nct adversely impact the security of the system?

For custom code changes, {esting of updates for
compliance with PCl D8S Requirement 8.5 before
being deployed into production?

Trace chang ange control

documentation.
Examine change controd

documentation.
Examine change control

Trace changes to change control
documertation.

Examine change control
documentation.

Trace changes to change control
documentation.

Examine change control
documentation.

Trace changes io change control
documentation.

Examine change controf
documentiation

Page 18
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8.4.6 1 Upon completion of 3 significant change, are ali
refevant PCI DSS requirements implemented on all
new or changed systems and networks, and
 documentation updated as applicable?

6.5 1 Do software-development processss address common
i coding vulnarabilities?

L Age developers ad at least annually in up-to-date
! secure coding lechnigues, including how o avoid
i common coding vuinerabilities”

s Trace changes {o change control
documentation.

= Examine change control
documentiation
s Interview personnel.

x Observe affected systems or networks.,

s Review software-development poli
and procedures,

x  Examing software-deveiopment
policies and procedures.

s Examine training records.

i {cy Are applications developed based on secure
coding guidelinas to protect applications from, 3t 3
minimum, the foliowing vuinerabilities:

£.5.1 | Do coding techniques address injection flaws,

| particularly SGL injection?
| INGE ARG Sonsider OS Command inscinn LOAR dnd

DO

XEahiniechan faws aswell ag other infechon flaws)

{ vuinerabilities?

Exarnine software-development
paolicies and procedures.
s Interview responsible parsonnel.

§.5.4 | Do coding technigues address insacurs
{ communications?

8.5.5 | Do coding techniques address

1 Do coding techniques address all “high ris
! vuinerabilities identified in the vulnerabiilly identification
i process (as defined in PCI DSS Requirement 8.1)7

PCIDSS v3.2.1 SAG A-EF. Rev. 1.0 Section 2 Self-

: Self-Assessment Que
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved.

= Examing software-davelopment
policies and procedures.

sible personnel.

s inferview res|

@mine scitware-development
policies and procedures.
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8.5, ding techniques address improper access contrel | = Examine software-davelopment
uch as insecure direct object referenceas, failure to policies and procedures.
H Siripd N apepes diractary o 1 oang ol .
: eahy URL access, d.:yecio':y traversal, and fatlure to = lnterview responsible personnel.
estrict user access to functions?

Examine scffware-developmant
palicies and procedures.

0 coding techniguas adds
X88) vulnarabilities?

= Interview responsible parsonnel.

niques address cross-site ragquaest Examing software-davelopment
1 forgery (CSRF)Y? policies and procedures.
i f

Interview responsibile personnel.

0 coding technigquas address bvoken a Examine scffware-developmant
and session management? policies and procedures.

responsible personneal

PCIDSSE v3.2.1 SAQ A-EF Rev. 1.0-- Section 2: Self-Assessment Quastiorinaire June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 20
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hese applications protected against known attacks by
applving either of the following methods?

« Reviewing public-facing web appiications via
manual or automated appiication vuinerability
security assessment t00is or methods, as follows:

- Atleast annually
After any chanqes
- By an organization that spacializas in
application security
That, at a minimum, ail vulnerabilities in
Regquirement 8.5 are included in the
assessment
That all vulnarabilities are corrected
- That the application is re-evaluated after the
corsotions
NGte TS asseSSment is not e saimne 8 the
vilnerability §dans performed for Regunement 112
- OR -
= Instafling an automated technical solution that
detects and prevents wab-based attacks (for
example, a web-application firawall) as follows:

i5 situated in front of public-facing web
applications to detect and prevent web-based
attacks.

is actively running and up to date 33
applicania.

Is genarating audit logs.

is configured to either block wab-based
attacks, or generate an alert that is

2 2.1 SAG 1.
© 2006-2018 PC! Sacurity Standards Counci

interview parsonnel,
Examing records of application
security assessrnents.

Examine system configuration setlings

Review documented processeas.

Page 21
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i rocedures
stams and

Afe 5 { ic
deveioping
applications ]
. b
:
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Assessment Quastionnaire
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Implement Strong Access Controf Msasurss

Reguirement 7' Restria:t access to cardhoider daia by business need to know

H > ¢ { % interview managament.
° Asmgrecﬁ criy to roles that specifically require that | & maview privileged user iDs.

ad actess?

Examine written aocess control policy.
i s interview parsonnal.

S5 aswgne’i based on individuat personnels job | = mine written access control policy. 1 ] 4 1
classification and function? { s Interview management.
i s documented approval by authorized parties required, © = Qev iew user 1Ds. 1 1 IR 1
| specifying required privileges? i« Compare with documented approvals.

* Compare assigned privileges with
i documented approvais.

PCIDSSE v3.2.1 SAQ A-EF Rev. 1.0-- Section 2: Self-Assessment Quastiorinaire Jupne 2078
© 2006-2018 PC! Sacurity Sf'srw'srds Counci, LLC. Ali Rights Reserved. Page 23

Page 188 of 442



NN
NI

Reguiremnent 8 Identify and authenticate access fo system components

\\\\\\\\\\&

¢ management controls dafined and in place for non-
i consumer users and administrators on all system
i components, as foliows:

Are st users assigned 3 unique 1D before allowing s Review password procadures. 1 1 o0 i3
i them to access systemn components or cardhoider ;

x nterview parsonnel.
dat

8.1.2 | Ave additions, delet = Review password procedures. 1 1 O ¢+ O

: ;'8‘18'1“"‘% and oth ; o hored » Examine privileged and general user

§that user DS are implemented only as author c < gerete

 thal user iLJs are implemented only as authorize 15 and associated authorizations.

¢ (including with spacified privilagas)? )

; = Qhserve system settings.

H - . o " N - N N I B — E i
8.1.3 i Is access for any terminated users immediately * Review password procedures. [ [ i3

i o ) d? ) . :
E deactivated or removed & Examine terminated users acoounts.

= Review current accass iists,

s Observe retumed physical
autherntication devic

re inactive user
within 90 days?

Review password pf

= Observe user accounts

/ ird parties {0 access,
SUpPO, oF maint systern compoenents via

ramote gecess enabled only during the time period
¥ d and disabled when not in us

s Review password pr

= Interview personnel.

& Qhserve processes

K rd-party remote access
when in use?

ountts monitored | s interview parsonnel.

s {bserve processas.

ass attempts fimited by locking

v 1D after no maove than six attempis?

ed out, is the |
set {0 a minimum of 30 minutes or untill an
i administrator enables the user iD?

Review password procedures.

s Examine system configuration settings.

PCIDSE v3.2.1 SAQ A-EF Rev. 1.0-- Sec : Self-Assessment Qua 18
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 24
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8.1.8 | If a session has been idle for more than 15 minutes, are | s Review password procedures, 1 1
i users required to re-authenticate Jor exampls, re-enter |
i the password) to re vate the terminal or sess

Examine system canfiguration settings.

3.2 i In addition fo assigning a unique 1D, is »F more of = Review password procedures. 1 1
i the foliowing methods employed to authenticate all = Ohserve authentication processes.

i users?
= Something you know, such 3s a password or
; passphiase

i s Something you have, such as a token device or
smart card

8.2.1 | (a) Is strong cryptography used to render all »  Review password procadures.
; authantication ore.deniisis {such as _ s Review vendor documentation.
passwords/passphrases) unreadable during . - " . ;
transmission s Examine system configuration settings.

CoOmponents? = Obsgerve password filas.

= Observe dafa fransmissions.

822 ¢ ls user identity verified before modifying any s Review ¢
i suthentication credential (for example, performing
i passwond resets, provisioning new tokens, or

tication procedures.
= Observe persennel.

password parameters configured (o ] tem configuration seftings
require passwords/passphrases meet the to verily password parametars,
following?

A minimum password length of 3t least seven

Contain both numeric and alphabetic
characters
Alternatively, the passwordsipassphrases musi
have complexily and strength al least equivalent to
the parameters specified above.

3.2.4 (8) Are user passwords/passphrases changed atleast | » Review password procadures. M M R

[

ance every 9 9 ) . .
once every 80 days? s Examine sysiem configuration setting

PCIDSE v3.2.1 SAQ A-EF Rev. 1.0-- Sec : Self-Assessment Qua
© 2006-2018 PC! Sacurity Standards Councit, LLC. All Ri

s
i Rights Reserved. Page 25
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i each user for first

i () Must an individual submiit a new password/phrase

that is different from any of the last four

{use?

s all individual no

i guthentication, as follows:

| iNote: Mascior suthenticanon Teaunes that 3

iy of T oF e three authertication mathins

L SECIRC) DSE Requireimicn! 8.2 for descrpiens g

| auffeatcation meihods be isad ior alrhantication,
SRR RSor AWice (o sXample asing iwo separates
| pEsSwordsl e not cansidered molisactor

2 2.1 SAG 1.
© 2006-2018 PC! Sacurity Standards Counci

s mutt

ennctien

s multi-factor authentication incorporated for sl non-

tity's network?

passwords/passphrases he or she has usad?

Are passwords/passphrases set (o a unique value for
€ use and upon reset, and must
i each user change their password immediately after the

: sole administiative access and
i ali remote access to the CDE secured using mutti-factor

ation incorperated for all remote
¢ network aocess (both user and administrator, and
35 for support or maintenance)

e

s Review password procedures.

s Sample systemn components.

x Examine s

stern configuration sellings.
s Review password procedures.
x  Examine system configuration sellings.

= Observe security personnel.

= Examine sysiem configurations
= Observe administrator logging inte
CDE.

s Examine system configur

= (Observe persennel connacti
remotely.

Page 26
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8.4 i () Are authentication policies and procedures s Review policies and procedures. I I 7 I
H 0 t micatad ta s S 3 N o P
documented and communicated 1o all users? s Review distribution method.

e aterview parsonnel,

= {nterview users.

Do authentication policies and pro

the following? = Review documentation provided to
Guidance on selecting sirong authentication Uusers
credentials

Guidance for how users should protect their
authantication credentials

- instructions not to reuse previously used
passwords

- instructions that users should change
passwords if thave is any suspicion the
password could be compromised

Interview parsonnel.

8.5 i Are group, shared, or generic accounis, passwords, or = Raview policiss and procadures. 1 1 O v O
i other authentication methods prohibited as follows: s Examine user 1D lists.
i s Generic user IDs and accounts are disabled or s

removad;
i = Shared user tDs for system adminisiration activities
: and other critical functions do not exdst; and

i« Shared and generic user IDs are not used to
i administer any system components?

3.8 Where other authentication mechanisms are used {for = Reovi
sxample, physical or logical security tokens, smart s
i cards, and cerlificatas, &tc.), is the use of these
mechanisms assigned as follows?

ew policies and procadures.

nterview personnel,

=

s Examine system configuration sellings
; L . . andior physical controis.
i s Authentication mechanisms must be assigned {6 an

individual account and not shared among muttiple
aceoumnts

i s Physical andfor logical controls must ba in place to

ensure only the inlended account can useg that
i meachanism to gain access
PCIDSSE v3.2.1 SAQ A-EF Rev. 1.0-- Section 2: Self-Assessment Quastiorinaire June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 27
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SSEEHEN

Are security ies and cperali roceduras s Examine securi
identification authentication operational proo
= = {nterviey
@
s

¢ 5
o na
Docume terview personnel.
i use
WOWN flected

Know partie

Assessment Quastionnaire
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Reguiremnent 8;  Restrict physical access {o cardhoider dlaia

\\ N

Are appropriate facility entry controls in place to limit and = QObserve physical acoess controis.
monitor physical acoess 1o systems in the cardholderdata | v opserve personnel.
enviropment?

9.5 Ars gli media physically sscursd (including but not limited
to computers, removable electronic media, paper re
paper reports, and faxes)?

Farpiiposes CERSQUFSMEnt O media i isfers i gl
vaperand slechonic rmedig ConINng cardholder dats:

s

HEN

Review policies and procedures for
Npts, physically securing media.

Interviaw personnel.

assified so the sensitivity of the data can be = Revi olicies and procedures for 1 1 1 A
determined? media classification.

s Interview 5

adia sent by secured courier or other delivery method
that can be accurately tracked? N

* [nterview personnel. 1 ] i3 [

Examine media d\Str:bmson tracking

nan > v
media (mpéuaii;’ Wh“ﬂ medxa is di““ bUtﬁ‘d to = Examine media distribution tracking
indhiduals)? logs and documentation.
9.7 is strict control maintained over the storage and * Review policies and procedures. 1 i3 (] [

acoessibiiity of media?

Ji Riq s F:“e,ve . Page 29
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Regularly Monitor and Test Networks

Reguirement 10: Track and monitor all access fo network resources and cardholder dala

1014 Are audit trails enabled and active for system » ODSeIve Processes.
componems?

interview system administrator.

» ODSeIve Processes.

interview system administrator.

0.2 Are automated audi trails implemented for alf
components to reconstruct the folfowing events:

10.2.2 | All actions taken by any individual with root or interview personnel.
administrative privilegss? « Observe audit logs.

« Examine audit jog setlings.

10.2.3 | Acocess to ail audit trails?  lriterview personnel.
e Opserve audit logs.

= Examine 3udit fog settings.

invalid fogical access attempis? Interview parsonnel.

= QObserve audit logs.
» Examine audit log settings.

1 changes to identification and authentication = Ipterview personnel.
mechanisms—including but nollimited to creation of new o« Observe sudit logs.
accounts and elevation of privileges ~ and all changes,
additions, or deletions to accounts with root or
administrative privileges?

s Examine audit log settings.

10.2.6 | initialization, stopping, or pausing of the audit logs? s Interview parsonnel.
e Opserve audit logs.

= Examine audit log seltings.

10.2.7 | Creation and deletion of system-leve] objecis? o [nterview parsonnel.
= Qbserve audit logs

Examine audit iog settings.

~REEES! 2

Ji Rights Reserved,

e

A
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Are the following audit trail entries recorded for all
Y components for each event:

e

L
S

e

TeET

Interview personnel.

» Observe audit logs.

* Inlerview personnel.

s Observe audit logs.

« Examing audit log settings.

s interview parsonnel.
= Observe audit logs.

= Examine audit log setlings.

© irterview parsonnel.
= Qbserve audit logs

» Examine audit fog settings.

13.32.5 | Origination of event? = Interview personnel. ] i“__"j i i
= Observe audit logs.
s Examine audit log settings.

16.3.8 | identity or name of affected data, system component, or | » Interview personnel. M M i 7

Fasourca?

through use of time synchronization technology, and is
the technology kept cuirent?

Nole: One exampie of ine Suhranizannn iechnalogy
N Network e Erolocol N TR

PCIDSEv3.2.1 SAQ A-

© 2008-2018 PC! Security S.f:snmrds Cmmu.’, LLC. A.’: Rights F:e served.

s Chserve audit fogs.
s Examine audit log setting

s Review iime confiquration standarnds
and processes.

fiaire

Page 197 of 442
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Are the following processes implemented for critical
systems to have the correct and consistent time:

(a) Do only designated central tima
time signals from external sources, and ara time
signals from exernal sources nasoc. on

intemational Atomic Time of

server, do thﬂ t:me servers pee: wit 1 aach oti-f—i to
keep socurate time?

() Do systems e time only from designated
central time sarver(sy?

is time data is protected as follows:

{(a} i> aecess o ime data restricted m on -y pﬂrs‘mnﬂl

(b) Are chang
-oggeﬁ momim» d, md reviewed?

me sﬁmas :ece:ved f- SE ic, industry-

accepted time scurces? (This is to pravent a malicious

individual from changing the clack).

oatonalivthose tpdates tan e engypiswel g
Ayrameide ey and Avre s contratlists van begresed

bEpOVIGE ST IR Time Lpnate s 10 prevent
anaaihonzed vse ol sl ine Servers)

ihat Speciy e 1P agdressas ol ollery miachmas that wilk

ang pracesses.

Examine time-related system

time configuration standa
and processes.

s Examine time-refated system

e Review time configuration standards
and processes.

Examine time-refated sysfem

ng system configurat
tima-synchronization settings.

Examine system ¢
time

ne system configurations.

PCIDSS

© 2006-20

v3.2.7 SAGQ A-EF, Rev. 1.0 - Section 2: Self-#

sessment Qua
18 PCI Security Standards Council, LLC. Al Rights Reserved,
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10.5 Are audit trails secured 56 they cannct be altered, a
follows:

is viewing of audit trails limited to those with a job-
ralatad nesd?

s protected from unau 2}
coess controf mechanismm
ion, and/or network segregation?

trail files promptly backed up to a centralized
 or rmedia that is difficull to alter?

Are logs for exdemali-facing technologies (for example,
wireless, firawalls, DNS, maily writlen onm Q sedcure,
centralized, internal log server orr

is file~-integrity monitoiing or change-detection soft
used on logs to ensure that existing log data cannot ba
changed without generating aleits (althcugh new data
being added should not cause an alerty?

_b &

2.1 SAG 71 :
© 2006-2018 PC! Sacurity Standards Council, LLC.

i Riq his F:“e,ve .
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Interview system adminis
» Examine system configurations and
permissions

= [nterview system administrators.
» Examine system configurations and

interview system administrators.
s Examine system configurations and

ermi
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Arg logs and security eve
raviewed to identify anom

TR

or all system compon

follows?

Are at least the iast three menths’ logs immedistely

Nole: Log haweding parsing, abd slenivg tonie wmay
bedsed o sohisve compiance wikiRey

()

al least daily, either manually or via log tools?
Al security avents
Logs of aif system compoenents that store,
process, or transmit CHD and/or SAD
Logs of all crificat system components
Logs of all servers and systern components

that perform secwity funclions {for example,

firgwalis, intrusion-detection
systerns/ntrusion-prevention systems
(IDSNPS), aut ation servers, e-
COMMET

Are 1ogs of all other system components
periodically reviewed-—either manuaily ar via log

{oois—hased on the organization’s policies and risk

mianagement strategy?

Is follow up to exceptions and anom
during the reviaw process performed?

available for analysis?

oF suspictous activily as

re the following logs and security avents reviewed

\\\\\\\\\ ‘

proceduras,

©  Observe processes.
= Ipterview parsonnel,

Review security policies and

procadures.

»  Raview risk assessment
documentation.

Ll arvigw personnel,

= Reaview sacurily policies and
procadures.

s Observe processes.

s interview parsonnal.

Review security policies and
0Ioeadures.

= {nterview personnel.

»  Examine audit logs.

= {nterview personnel.

»  Observe pre

£55€8
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Reguirernent 11 Regularly test securily systems and processes

By

(8) Are quarterly extamal vulnerability scans performead?

122

Noteruaniedy exiemaivineiabidy Seans st be
ey an Aggroved Seanning Vandor (a SVl
COToVEd By IRePaymient Caril Inaust Sectirt Stangaris
L GORCIEPCE BT

Refer e ASN Progran Suide ipebished oniihs PCESSC
| welisite for sean CuSiomal re SPOnSIDI S, BLat Prepaiation,

te8

by Do exdemal quanerily sc nd rescan resuls satisfy the
ASY Program Guide requirements for a passing scan (for
exampie, no vuinerabiities rated 4.0 or higher by the
CV8S, and no automatic fail

Y Are quartaily exterrvuir*erabnty scans performed by a
PCL8SC Approved Scanning Vendor (ASV?

1123 Are internal and & ans, and rascans as needed,
: performed alter any significant change?
Nofar Seans O BEFEGTTIS

Dogs the scan process inciude rescans until:

- Forexternal scans, no vuinerabilities exist that are
scored 4.0 or higher by the CVES,;

- Forinternal scans, a passing result is oblained or afl
“high-risk” wulngrabilities as defined in PCIDSS
Raquirement 8.1 are resobved?

recent quarters of external
wilnarability scans.

Review rgsults of each external
quarterly sCan and rescan

Examine and caeiste changsa
conirol documentation and scan
reports.

Review scan reports.

3

Arg scans performed by a qualifisd in E 3
or gualified extarnal third party, and if applicable, does
arganizational independence of the iester exist {not

required to be a QSA or ABV)?

2 2.1 SAG 1.
© 2006-2018 PC! Sacurity Standards Counci

Page 36
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1.3 Does the penetration-testing methodology include the = Examing panstration-iesting
following? methodology.
« i3 based on industry-accepted penetration testing s interview responsible personnel.

approachas (for example, NIST SP800-115)

» includes coverage for the entire CDE perimeter and
critival systems

o includes testing from both inside and cutside the network

= includes testing to validate any segmentation and scope-
reduciion controls

« Dafines application-layer penetration tests 1o inciude, at
a minimum, the vuinerabilities listed in Requirement 8.5

*  Defines network-layer penatration {ests 1o include
compoenents that support network functions as well as
oparating systems

» includes review and consideration of threats and
vulnerabilities experienced in the last 12 months

= 3pecifies retention of penetration testing resuits and
remediation activities results

11.3.1 | (@) Is exfernal penetration esting performed per the s Exarnine scope of work.
iner dology, at least annual ¥ a7 - N - <
d.efxr'xerj me_thorjo!agy, at least a_'ma.a ly, and aftar any ¢ Examine results from the most
ignifican astiucture or applic 3 25 {0 the . ;
sgr.sf ,a:tm(r'equuiuu 3 app!}at:or changes to th recent axternal penatration tast.
environment (such as an operating system upgrade, a
sub-network added o the environment, or an added
web sarven?
Q) Are tests perdformad by a quslified internal resource or s interview responsible personned,

gualified extarnal third party, and if applicable, does
organizational independence of the tester exist (not

PCIDSE v3.2.1 SAQ A-EF Rev. 1.0-- Sec : Self-Assessment Qua
© 2006-2018 PC! Sacurity Standards Councit, LLC. All Ri

s
i Rights Reserved. Page 37
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11.3.3 | Are expioitable vuinerabilities found during penetration = Examine penetrafion testing I L I i 3
tasting corrected, followsd by repeated testing to verify the rasuits.
coirections?

11.3.4 !ffwr'sert:-tmn is used {0 isolate the CDE from other
networks:

8y Arep n-testing procedures defined to tes
segmentation methods, to confirm they are operationai
and effective, and isolate alf cut-of-scope sysitems from
systems in the CDE?

Examine segmentation controls, 100 T S o ¢«
= Review penetration-testing
methodology.

&) Does penetration testing to verify segmeniation x  Exarnine results from the most oo 3 I} I
controls meet the foilowing? recent penetration test. :

Performed at least annually and after any
changss to segmentation controls/meathods.
- Covers all tation controls/methods in use.
- Verifies that segmentation methods are
operational and effective, and isolale ali out-of-
scope systems from systems inthe C

(€} Ave tests performed by a qualified internal resource of
gualified external third pary, and if appiicable, does
organizational indapandence of the taster axist {not
required 1o be a Q8A or ASV)7?

2 2.1 SAG = + Sel e 2
© 2008-2018 PC! Sacurity Standards Councit, LLC. Al Riq his F:“e,ve s Page 38
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Are intrusion-detection and/or intrusion-prevention
techniques that detect and/or prevent intrusions into the
network in place to monitor ali traffic:

At the perimeter of the cardhelder daia
environment, and

At eritical points in the cardholder data
anvironment.

intrusion ion and/or intrusion-pravention
techniques configured to alert personnal of suspected
COMPromises?

sion-detection and pravention engines,
and signatures kept up-lo-date?
is a changs-defection machanism (for eaxample, file-
inlegrity monitoning tools) deployed to detect

unauthorized modification (ncluding changes, additions,
and deletions) of critical system files, configuration files,

: of content files?

| Examplesariles gt shiouda fie maniared incliis!

Systern preutables

ABDiCaton e xecuiahies

CORBEUralion and pararigter flés

Certraliv Storey; Historical or grehived, 10g ang dudi flee
AdSiionahcrticat fles determined iy entity (o examuls;
IO TISK BSseEgment of ptigrimaans)

J?.'
2
Q
::.
&
ZU
s
a?
3
£

2.1 SAG 71
© 2006-2018 PC! Sacurity Standards Counci

i
5

——
S

Examing sysiem configurations.
Examing natwork diagrams.

figurations.

interview responsible personnel.

Chsearve system satting
monitored files.
Examine system configuration
sattings.

e
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(B Is the change-delection mechanism configured to alert . que;\,{\\\q\\y\\i\\\\\\\f\\\\a\;\\\\

changes, additions, and deletions) of oritical system files, | ¢ peview resuits from moniforing
contiguration filas or contert files, and do the tools A

N 7 ! activities.
: paricrm critical file comparisons at least weekly?
| Nots: Far change dereciing puiolises oritical Rles grg

| isHAaly H0SE Hhiat do notregulanly change: Birine

| niodification et wich Could fndicaie B SuStein CONIIGiSE OF
| sk GCCONIGONSS L GhangE deterlic MEChiasing Sucii &g

| filesintsonn  monioning prodicts Geiailly Sorie Gresconfigied
| wmthionecal Hies B thaieiaten nueraling Syste i Other

| Gntioal e BRck a8 08 TOr CUSINM SRORCaHONS MUStias

| evaluated and defined by thi sty {that s the meroliant or

i 1Is a process in place 1o respond to an
i the changa-detection solution?

i
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 40
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Maintain an Information Sscurity Policy

Reguirernent 12: Malntain a policy that addresses information security for alf personnef

NogerForthe plrooses of Reguirement 12, "oersonnal” refers fo Tall-time pari-iine piiplovees teiiporsry smployess and personnel and
COnPECions and consuliants wing arg Tresidenton he entity s siie oy pihenwise hiave Bocess o e companv s Sife cardholder data povironiment

121 is a security policy established, published, maintained,
and disseminated to ali relevant personnel?

information security responsibifities for all persennel?

procedures,

L

Review the information secl

Review informa

interview a sample of responsible

D

urity policy.

125 (b) Are the following information sacurity management

{eam:

{26 (a) Is 3 forme ufity awareness program in place to
make all parsonne! aware of the cargholder data
ity policy and procedu

S and pro maintained and
implamanted to manage service providers with whom
cardholder data is shared, or that could atfect the
security of carghoider data, as follows:

viders maintained, including a
descriplion of the service(s) provided?

responsibilities formally assigned 1o an individual or

R

aVIEW

information sacu
procedures.

Raview sacurily swareness program.

W F g,
¥

Raview polictes and
i s Observe processes.
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12.8.2 | is 3 written agresement maintained that includes an i s Observe wiitlen agreements. S 0 - N
acknowledgerment that the service prowvi are : : :
responsibie for the security of candholder data the
sarvice providers possess or otherwise storg, prooess,
oF transmit on behalf of the customer, or to the axtent
that they could impact the security of the customer’s
cardhoider data enmvironment?
Modar The exant wording ot st atinowlsdysinsat wit
depend ontthe agresnsnt fetweogn the lwa panies;: tha
HaRS O The Service Geutg ravided mand the
FESDONSIGE s gesignad 10 each Aty The
aoknowledgement doss ot eveamude the exact
wording provided i inis iequiamant.

ablished process ngaging service

i s Review policies and procedures.

Chserve processes.

providers, including proper due difigence prior fo i o Review policies and procedures and
. " : . X .
engagement? i supporting documentation.

12.8.4 | Is 3 program maintained to monitor service providers’ i s Observe processes.
PCEDSS compliance status at least annually? i = Review policies and procedures and

orting documentation.

12.8.5 | is information maintained about which PCI DES tox o Observe processes.
requiremeants are managed by each service provider, . Review policies and procadures and

and which are managed Dy the entity? | supporting documentation.

2 2.1 SAG 1.
© 2006-2018 PC! Sacurity Standards Counci
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12.10.1 | (&) Has anincident response plan been created to be s Raview the incident response plan.
impiernented in the event of systam breach?

i s Review incident response plan
rocedures.

(B) Doss the plan address the following, at a minimum:

Roles, responsibilities, and communication and Review incident response plan
contact strategies in the event of a compromise | procedures.

including notification of the payment brands, at '

a rminimum?

Speciiic incident response procedures? i Review incident response plan
procadures.

- Business recovery and continuity procedures? | = Review incident response plar

procedures.
Data backup processes? i e Review incident response plan S {1 P 3
i procedures. ;
- Analysis of legal requirements for reporting i s Raview incident response plan SO 0 P ]
compromisas? i procedures. ‘
Coverage and responses of all critical system { s Baview incident response plan ] ] 1 ]
componenis? Y procedures. ' :

PCIDSSE v3.2.1 SAQ A-EF Rev. 1.0-- Section 2: Self-Assessment Quastiorinaire June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 43
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Appendix A: Additional PCl DS Requirements
Appendix A1:  Additional PCI BDSS Reguirements for Shared Hosting Providers

This appendix is not used for merchant assessmenis.

Appendix AZ2:  Additional PCI DSS Reguiremenis for Entifies using S8L/Early TLS for Card-Present POS POI Terminail

L T

A2 For POS POl terminals (at the merchant or payment- = Review documentation (for example,
accaptance focation) using SSL andfor early TLS: Are vendor documantation,

the devices confirmead {0 not be susceptible to any P systerm/network configuration details
known exploits for SSl/early TLS? ; 5. that verifies POS POI devics
not susceptible (o any known exploits
for SSl/eary TLS.

Mot Thig roguisement i Iniended 16 appiv o thaansity: |

W e POSIPOY fenmingl sucl a8 aieronant This

FOGUISIISHE IS 0T Inten0Ra Ior Serite DIBVISIE Who

SEVE S e ISrmialion or comedion poibtin thnbe

POSEOHErningls Reqursmenis AR2 aad 82.2 applyt
BOSPOESSNAce providers:

Appendix A3:  Designated Entities Supplemental Validation (DESV}

This Appendix applies only to entities designated by a payment brand(s) or acquirer as requining addilional validation of existing FC1 DS8S
requirements. Enfities required fo validate to this Appendix should use the DESV Supplemental Reporting Template and Supplemental Attestation
of Compliance for reporting, and consult with the applicable payment brand and/or acquirer for submission procedures,

PCIDSSE vw3.2.1 SAGQ A-EF, Rev. fic 88 inaine June 2018
© 2006-2018 PC! Sacurity S.f:snmrds Cmmu.’, LLC. A.’: Rights F:e seived.
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Appendix B: Compensating Controls Worksheet

Use this worksheet to define compensating conlrols for any requirement where “YES with COW” was
checkead,

Note: Only compasties that have undsriaken g risk analysis and bave legitinale Ieclological or
documented Business consaints can consider the Use of compensaling conbols (o achieve commpliancs.

Neferio Appendices B, & and D of PCEDSS for information aboul compensaling controls and guidance
on fow fo coinpiste this worksheer

Reguirement Number and Definition:

r— S

Constraints i List constraints precluding compliance
| with the original requiremnent.

2. Obijective Define the objective of the original
i control; identify the objective met by
i the compensating control

3. ldentified Risk i Identify any additional risk posed by the
i lack of the original control.

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

4. Definition of Define the compensating controls and
Compensating i explain how they address the
Conirols objectives of the original control and

| the increased risk, if any.

5. Validation of Define how the compensating controls

Compensating were validated and tested.
Controls 5
&. Maintenance Define process and controls in place o

maintain compensating controls.

POIDSS v3.2.7 SAQ A-EP, Rev. 1.0 - Section 2: Seif-Assessment Questionnaire June 2018
© 2008-2018 PCI Securify Standards Council, LLC. All Rights Reserved. £ 5
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Appendix C: Explanation of Non-Applicability

if the “N/A” (Not Applicable) column was checked in the questionnaire, use Ihis worksheet lo explain why
the related requirement is not applicable fo your organization.

POIDSS v3.2.7 SAQ A-EP, Rev. 1.0 - Section 2: Seif-Assessment Questionnaire June 2018
© 2008-2018 PCI Securify Standards Council, LLC. All Rights Reserved. £ 8
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Section 3: Validation and Attestation Details

This ADC is based on resuits noted in SAQ A-EP {Section 2}, dated {SAQ completion date).

Based on the resulis documented in the SAQ A-EP noted above, the signatories identified in Parts 3b-34d,
as applicable, assert(s) the following compliance status for the entily identified in Part 2 of this document:
(check onej:

(1 | Compiliant: All sections of the PCIDSS SAQ are complete, ali questions answered affirmatively,
resulting in an overall COMPLIANT rating: thereby (Merchant Company Name} has demonsirated full
compliance with the PCI D3S.

(1 | Non-Compliant: Not all sections of the PCI DSS SAQ are complets, or not all questions are answered
affirmatively, resulting in an overall NON-COMPLIANT rating, thereby {Merchant Company Name) has
not demonstrated full compliance with the PCIDSS.

Target Date for Compliance:

An entity submitting this form with a siatus of Non-Compliant may be required 1o complete the Action
Plan in Parl 4 of this document. Check with vour acquirer or the paymeant brand(s) before completing
Part 4.

1 | Compiiant but with Legal exception: One or more requirements are marked “No” due to a legal
resiriction that prevents the requirement fromy being met. This oplion requires additional review from
acqguirer or payment brand.

if checked, complete the following:

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

Signatory{s}) confirms:
{Check ali that apply}

3 PCIDSS Seif-Assessment Questionnaire A-EP, Version (version of S4Q), was completad according to
the instructions therein.

1 | Allinformation within the above-referenced SAQ and in this atiestation fairy represents the resulis of
my assessment in all material respects.

[1 | 1 have confirmed with my payment application vendor that my paymenti sysiem does not store sensitive
authentication data after authorization.

[3 1§ 1have read the PCIDSS and | recognize that | must maintain PCIDSS compliance, as applicable to
my environmant, at all times.

L3 | if my envirenment changes, | recognize | must reassess my environment and implement any additional
PCIDSE requiremenis thal apply.

PCIDSS v3.2.1 SAQ A-EP, Rev. 1.0 - Section 3: Validation and Atestation Details  June 2018
© 2008-2018 PCI Securify Standards Council, LLC. All Rights Reserved. £ 7
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1 No evidence of full track data", CAVZ, CVC2, CID, or CVV2 data?, or PIN daia® siorage after
transaction authorization was found on ANY system reviewed during this assessment.

1 | ASV scans are being completed by the PCI 8SC Approved Scanning Vendor (ASY Name)

Signature of Merchant Executive Officer P ¢ Date:

Merchant Executive Officer Name: Tiﬁe

if a QSA was involved or assisted with this
assassment, describe the role parformed:

.......................................................................................................................................................................................................................................................

Duly Authorized Officer Name! QaA Company:

if an ISA(s) was involved or assisted with this
asseasment, identify the 1SA personnel and
describe the role performed:

© Data encoded in the magnetic stripe or equivalent data on a chip used for authorization during a card-present transaction. Entities
may not retain full track data after transaction authorization. The only elements of irack data that may be retained are primary
aocount number (PAN), expiration dale, and cardholder name.

¢ The three- or four-digit value printed by the signature panel or on the face of 3 payment card used to verify card-not-present
transactions.

3 Personal identification number entered by cardholder during a card-present transaction, and/or encrypted PIN block present
within the transaction message.

POIDSS v3.2.1 SAQ A-EP, Rev. 1.0 - Section 3. Validalion and Altestation Details June 2018
© 2008-2018 PCI Securify Standards Council, LLC. All Rights Reserved. £ ]
" Page@i%of 442
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Sefect the appropriale response for "Compliani to PCIH DES Requirements” for each requirement. If you answer
“No” 10 any of the requirements, you may be required (o provide the date vour Company expecis 1o be compliant
with the requirement and a brief description of the actions being taken to meet the requirement.

Check with your acquirer or the pavment brand(s) before complsiing Fart 4.

I
N Ny \\

install and maintain a firewall
configuration to protect cardholder data.

: Do not use vendor-supplied defaulls for

2 .
i systern passwords and other security
| parameters.
3 Protect stored cardholder data.
4 Encrypt transmission of cardhoider data

i across open, public networks.

| Protect all systems against malware and |
5 : reguiarly update anti-virus software or :
| programs.

i Develop and maintain secure systems

6 | and applications.
i Restrict access 10 cardholder data by
7 H .
¢ business need o know.
8 | ldentify and authenticate access to
| system compoenents.
9 Restrict physical access 1o cardholder
P data.
16 i Track and monitor alt access to network
i resources and cardholder data.
11 Raguiarly test security systems and
| processes.
19 Maintain a policy that addresses
- ¢ information security for all personnel.
Additional PCI DSE Requirements for : |
i ac | niities using SSL/Early TLS for Card- |
Appendix AZ o sent POS POI Terminal T

| Connections.

______________________________

DISCOVER.

o
.......,_\s-.\i\&\m

QL

PCIDSS v3.2.1 SAQ A-EP, Rev. 1.0 - Section 3: Validation and Atestation Details  June 2018
© 2008-2018 PCI Securify Standards Council, LLC. All Rights Reserved. £ 9
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UNITED STATES o eo ma
PATENT AND TRADEMARK OFFICE ARG, Y et Hepio o

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/535,424 01/05/2023 09:47:17 PM ET 124452.00122

Title of Invention

Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First
Computing System

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 2047 FILED BY Tami Day
PATENT CENTER # 61396304 FILING DATE  08/08/2019
CUSTOMER # 27557 FIRST NAMED  Robert Evan POLLIN
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Jonathan King
ADDRESS

Documents TOTAL DOCUMENTS: 3
DOCUMENTY PAGES DESCRIPTION SIZE (KB}
Amendment- padi 167 - 1886 KB

Amendmeni--A.._pdi {1-1} 1 Amendment/Begquest for 90 KB

Haconsideration-After Non-
Final Rejection

Amendment--CLM pdi {2-12) 11 Claims 108 KB

Amendment--REM.pdi {13-167) 155 Applicamt Argumenis/Hemarks 1874 KB
Made in an Amendmert

Digest
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DOCUMENT MESSAGE DIGEST(SHAS1Z)
Amendiment-.pdf 1FEETFOCROS2CSC4E3606FBeCCATOAB4SRRDRG4F20DACETD
85 HGBE FEZIDERBACEETEADENEACC4E8COBTITERT74808AABE

251F250000EES04C4FCOZENR001854

-

Amendment--A. . pdf 3434058 TESDBOSDFEFR2SFARIF7RDEATTRG 1 DA BOBARGTIF
2081C004FESAESASBULFICFRBERTTO814FECFE230OFE234085
SH3E35DEASC2HETE253DCCE3N40CTS

Ameandment--CLM pdf F1785474D0F1 SABBDATIGN 3DERECARS03D2DLFOTABZDIFG
O004BED00AFE4AARLT4BCACZ7OARZER7IFABT4F2SEF4EZ1048
168CODABEAZC2R7TFROCCTCIRNSIBC

s

Amendment--REM.pdi SDBCLFOADSTOGEERBUD4CTEFO4AR4DEBUST1 2FELSACFE6005A
0782A130870341080EB14DAFSBRGERIT2O07DEFBCE480FSE
SESAFDEFFOFOASEDEIDC4C48428BDA3E

This Ackn c:wiwqe:*mr*i Mecelpt svidances raceipt on the nolad date by the USPTO of the indicaled documaenis,
by the applicant, and including pags oot ;.ﬁ.a, where apphicabie. it serves as evidenes of receipt similarioa P
desgcribed in ME’LF—’ 534,

New Applications Under 35 LS.C, 111

If a new application is baing fled and the application inciudas the necessary componanis for filing date (see 37 OFR 1.53{L)-{dh
d MPER 508}, & Filing Receipt (37 CFR 1.54) will ba issued in dus cowrsa and the date shown on this Acknowledgement

Rsce:,m‘ will & s‘sb ish the Hiling date of the application

National Stage of an international Application under 33 U.S.C. 371

& himely submission o enter the national slage of an intemational application is s_smp fiant with the conditions of 35 1L.8.C.
371 and other applicable reguiraments a Form PUT/DOEGANS indating acceptancs of the application as a national stage
subrnission under 35 U.S.C. 371 will he issued in addition o the Fiiing Recaipl, in dus cowrss.

New international Applicadion Filed with the USPTO as a Recsiving Office

# a new international ;arspiimtiﬂ' 5 bein gf ed and the internalional application includes the necessary components for an
nternational filing date {(ses PUT Article 11 and MFER 1810), 3 Notification of the Infernational L\ps\i atiorn Number and of the
international Filing {uu {Form POT/RG/ E'? Vwill be issuad in due coursa, subject o prascrigtions concaming national securty,

and the dale shown on this Acknowledgement Recsipt will asiablish the infernational filing dale of the appiicai‘im‘a.
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UNITED STATES o BocE
PATENT AND TRADEMARK OFFICE Alexandta, VA 22513 - 1450

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/535,424 O1O5/20233 04T 1T PM EY 124452.00122

Title of Invention
Processing & Payment By A Seeond Computing System From A Payer To & Payee Operating A First
Computing System

Application Information

APPLICATION TYPE  Liiility - Nonprovisional Application PATENT # -

CONFIRMATION # 2047 FILED BY Tami Day
PATENT CENTER # {1388304 AUTHORIZED BY  Jonathan King
CUSTOMER # 27557 FILING DATE {8/08/2014%
CORRESPONDENCE - FIRST NAMED Raobeart Svan POLLIN
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY

DA/ Boe22 B2023151 48183837 Tami Day

FRE-AUTHORIZED ACCOUNTY PRE-AUTHORIZED CATEQORY

501832 37 OFH 1,16 (Natlonal application filing, search, and examination fess); 37

CFR 17 (Patant application and reexamination processing fses); 37 CFR 148
{Document supply fees); 37 CFR 1.20 (Pos! issuance fees); 37 OFR 1.21
{Miscsllansous foas and charges)

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
2201 EACH INDEPENDENT CLAIM IN 192.00 2 384.00
EXCESRS OF THREE
TOTAL $384.0¢
AMOUNT:

This Acknowlsdgemant Receipt evidences recaipt on the notad date by the USPTO of the indicaled documsnis, characiarized
oy tha apphcant, and including page counts, whers apgiicabia. It servas as avidence of racaipt similar o & Post Card, ag

daserinad in MPEPR 503,
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New Applications Under 38 .80, 111

Hanew :a'spi‘ic”i«::-r: is beng fled and the application includes the necessary components for filing date {see 37 CFR 1.583(b-(h
3, & Filing Receipt (37 CFR 1.54) will ba issued in dus courss and the date shown on this Acknowledgement
Racaint will e:smb;; 3h is:i:. filing dads of the application

National Stage of an International Application under 38 UE.C. 381

¥ a Hmely subraission o enter the national stags of an international application is compliant with the conditions of 35 UL8.C.
371 and other applicable requiremnanis a Form FOT/DOEGRNS .*Hca ting accegtance of the application as a national stag
saion under 35 BE.C. 371 will be issued in addition o the Fiing Hecaipl, in Cus courss.

New International Application Flled with the USPTO as 2 Recsiving Offics
i g new intermalional appication is baing filed ¢

and the international application includes the nacesaary componants for an
international filing date {see PET Asticle 11 and MF

* 18133, a Notification of the Inlernational Application Number and of the

Intsrnational Filing Date (Form PCT/RO/T05) will he issuad in dus course, subject o preseriptions concerning nalional securily,
and the dale shown on this Acknowledgement Receipl will eslablish: the international filing dale of the application.
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
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DETAILED ACTION

Status of Claims

1. Claims 1-7, 9-22, 24-35 & 37-47 are currently pending and have been examined in this
application. This NON-FINAL communication is in response to the amendment submitted on
4/11/22.

2. The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AlA.

Continued Examination Under 37 CFR 1.114

3. A request for continued examination under 37 CFR 1.114, including the fee set forth in
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is eligible
for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) has been
timely paid, the finality of the previous Office action has been withdrawn pursuant to 37 CFR

1.114. Applicant's submission filed on 4/11/22 has been entered.
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Response to Arguments
4. Applicant's arguments filed regarding 101 have been fully considered but they are not

persuasive.

Issue #1

Applicant: A. The claimed invention improves the functioning of the prior art merchant
server itself by eliminating the need for that merchant server to include numerous
components and to perform numerous computer processing steps required by the PCl Data
Security Standard Claims that "purport to improve the functioning of the computer itself' are
patent eligible under § 101.10 In Enfish, for example, the Federal Circuit held that claims
directed to a "self- referential” table were patent eligible because the self-referential table
allowed for faster searching of data, allowed for more effective storage of data other than
structured text, and allowed more flexibility in configuring the database." To process payments
prior to the claimed invention, prior art merchant systems were required to receive, store,
and transmit cardholder data. Therefore, as described in paragraphs [0004]-[0005] of the
instant specification, prior art merchant systems were required to comply with Payment Card
Industry (PCI) Data Security Standards. The PCl Data Security Standard that was in place on the
effective filing date of the present application" is attached as Appendix A. The claimed
invention eliminates the need for merchant servers to receive, store, and transmit cardholder
data by allowing those merchant servers to outsource the processing of cardholder data to

the secure server. As a result, the claimed invention eliminates the need for that merchant
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server to comply with the PCl Data Security Standard of Appendix A. Instead, in the years since
the claimed invention has become available, the Payment Card Industry Security Standards
Council has published requirements applicable to "e-commerce merchants with a website(s)
that does not itself receive cardholder data,"3 which ar® attached as Appendix B. The PCl Data
Security Standard of Appendix B is applicable to "e-commerce merchants who partially
outsource their e-commerce payment channel to PCI DSS validated third parties,”" meaning "All
processing of cardholder data, with the exception of the payment page, is entirely outsourced
to a PCI DSS validated third-party payment processor." As described below, the PCl Data
Security Standard of Appendix B does not require that merchant systems that outsource the
processing of cardholder data to the secure server recited in the claims include a number of
computer components or perform a number a computer processing steps that were required of
prior art merchant systems that received cardholder data. Additionally, if any of the
requirements of the PCl Data Security Standard of Appendix B are not applicable, that PCl Data
Security Standard allows those merchants to simply indicate that those requirements are not
applicable.> Meanwhile, as described below, several requirements of the PClI Data Security
Standard of Appendix B are not applicable to merchant systems that outsource the
processing of cardholder data to the secure server recited in the claims. Therefore, just like
the self-referential table at issue in Enfish improved the functioning of the computer itself, the
claimed invention improves the functioning of the merchant server itself by eliminating the
need for that merchant server to include the following components and to perform the
following computer processing. Prior to the claimed invention, prior art merchant systems

were required to protect stored cardholder data by rendering any primary account number
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(PAN) unreadable anywhere it is stored by one-way hashing the entire PAN using strong
cryptography, using index tokens and securely stored pads, or using strong cryptography with
associated key-management processes and procedures. Prior art merchant systems were
required to generate strong data-encrypting cryptographic keys, encrypt those data-encrypting
cryptographic keys using key-encrypting cryptographic keys, store the key-encrypting
cryptographic keys separately from the data- encrypting cryptographic keys, and securely
distribute the data-encrypting cryptographic keys. Prior art merchant systems were required to
change cryptographic keys that had reached the end of their cryptoperiod (e.g., after a defined
period of time and/or a defined amount of ciphertext had been produced). Prior art merchant
systems were also required to include functionality to retire or replace cryptographic keys when
required,? for example by destroying and/or revoking cryptographic keys and, if necessary,
securely archiving those retired or replaced cryptographic keys (e.g., using a key encryption
key).?* Prior art merchant systems were also required to mask PAN when displayed.

If the prior art merchant system used disk encryption,? the prior art merchant system was
required to manage logical access independently of native operating system access control
mechanisms.?” A prior art merchant system was not compliant with the PCI Data Security
Standard if it used local user account databases or tied decryption keys to user accounts.28 If
the prior art merchant system used manual clear-text cryptographic key management
operations, the prior art merchant system was required to provide functionality to manage
those operations using split knowledge and dual control.?” For example, the PCl Data Security
Standard suggested a system requiring two or three people, each knowing only their own key

component, to reconstruct the whole key. To avoid the requirement to conduct quarterly
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manual reviews to verify that stored cardholder data did not exceed the requirements defined
in the merchant's data retention policy, a prior art merchant system was required to include a
programmatic process to automatically remove stored cardholder data exceeding the
requirements defined in the merchant's data retention policy. Except in limited circumstances,
prior art merchant systems were required to perform a process to securely delete sensitive
authentication data received from cardholders, including the full contents of any magnetic
stripe or chip,® any card validation code,** and any personal identification number (PIN) or
encrypted PIN block.®* While merchant systems that partially outsource their e-commerce
payment channel using the claimed invention are still required to securely delete any sensitive
authentication data they receive,? the claimed invention allows merchant systems to process
payments without receiving any sensitive authentication data. Prior art merchant systems
were required to use strong cryptography and security protocols to safeguard sensitive
cardholder data transmitted over open, public networks such as the Internet, wireless
networks, and mobile networks.?” The PCl Data Security Standard suggested using SSL/TLS,
IPSEC, or SSH to transmit sensitive cardholder data over open, public networks.?® Prior art
merchant systems were required to accept only trusted cryptographic keys and/or certificates,
to use a protocol implemented to use only secure configurations (that did not support insecure
versions or configurations),* and to use "the proper encryption strength" (according to vendor
recommendations/best practices) for the encryption methodology in use.* Prior art merchant
systems were required to render PAN unreadable or secured with strong cryptography
whenever sent to end-user messaging technologies such as email, instant messaging, or chat

programs.® Again, merchants who partially outsource their e-commerce payment channel using
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the claimed invention are still required to safeguard any sensitive cardholder data they
transmit.** However, the claimed invention allows merchant systems to process payments
without transmitting any sensitive cardholder data. Wireless networks transmitting cardholder
data or connected to the cardholder data environment were required to use industry best
practices to implement strong encryption for authentication or transmission.* The PCl Data
Security Standard noted that the use of Wired Equivalent Privacy (WEP) as a security control
was prohibited and suggested IEEE 802.1 li as an example of industry best practices.* Note that
the IEEE 802.1 li standard makes use of the Advanced Encryption Standard (AES) block cipher,
which requires a dedicated chip that was not commonly included in most wireless network

hardware.

Examiner: The use of tokenization and applying the concept of tokenization to a particular
server that outsources what the merchant server could have done to process a payment does
not go beyond the ‘apply-it’ standard. Applicant’s comparisons of the claims of the instant case
with those of Enfish are not persuasive. In Enfish, the claims describe the steps of configuring a
computer memory in accordance with a self-referential table. On the other hand the claims of
the instant case employ a generic computer system comprising a memory and a generic
processor with suitable programming to perform the claimed functions. The claims in the
instant application are applying computers to a problem rooted in abstract idea. There are no
improvements to another technology or technical field, no improvements to the functioning of
the computer itself, transformation or reduction of a particular article to a different state or

thing or any other meaningful limitations beyond what is mentioned in the rejection below
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using the claimed system. The claimed sequence of steps comprises only "conventional steps,
specified at a high level of generality," which is insufficient to supply an "inventive concept.” Id.
at 2357 (quoting Mayo, 132 S. Ct. at 1294, 1297, 1300). Also the addition of merely novel or
non-routine components to the claimed idea does not necessarily turn an abstraction into
something concrete (See Ultramercial, Inc. v. Hulu, LLC, _F.3d __, 2014 WL 5904902, (Fed. Cir.

Nov. 14, 2014).

Issue #2

Applicant: B. Additionally, because the secure server recited in the claims can perform
cardholder data functions for multiple merchant servers, the claimed invention improves the
functioning of the combined system for processing payments (i.e., both the merchant servers
and the secure server) by eliminating redundant computer components and redundant
processing steps - The claimed invention allows multiple merchant systems to outsource the
processing of cardholder data to the secure server recited in the claims while maintaining PCI
compliance as described in the PCl Data Security Standard of Appendix B. Accordingly, rather
than each merchant system being required to include the required computer components, only
the secure server is required to include many of the computer components required by the PCI
Data Security Standard of Appendix A. Additionally, rather than each merchant system being
required to perform each of the software processing steps required by the PCl Data Security
Standard of Appendix A, many of those software processing steps are only required to be
performed once by the secure server recited in the claims for each of those merchant systems

to maintain PCl compliance. When providing functionality for payers of multiple merchants to

Page 228 of 442



Application/Control Number: 16/535,424 Page 9
Art Unit: 3695

provide PAN (e.g., via an application programming interface (API) or a secure connection via the
internet, such as a redirect URL or a widget or window within a website provided by the
merchant server), the secure server can provide a single interface that masks that PAN when
displayed,®! a single process to remove stored cardholder data exceeding the requirements
defined in the secure system's data retention policy,> and a single process to securely delete
sensitive authentication data. The secure system can protect that cardholder data for all of
those merchant systems by generating strong data-encrypting cryptographic keys, encrypting
those data-encrypting cryptographic keys using key-encrypting cryptographic keys, securely
storing the cryptographic keys, and retiring or replacing the cryptographic keys when required.
One particularly beneficial improvement provided by the claimed invention is the secure
system can perform a single key rotation process and ensure that all cryptographic keys used
for all merchants are changed before they reach the end of their cryptoperiod. While
receiving and transmitting sensitive cardholder data for multiple merchants, the secure server
recited in the claims only requires one set of components that uses strong cryptography and
security protocols to safeguard that sensitive cardholder data during transmission over open,
public networks®¢ (including wireless network hardware with the dedicated chip’ required by

the IEEE 802.1 li standard® if needed to transmit cardholder data wirelessly).

Examiner: Outsourcing the processing to another device does not meaningfully reduce the

processing that needs to occur in maintaining PCl compliance. Similar to above, it does not go

beyond the apply-it standard. Where is the technical problem described in the specification as
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well as the technical solution, and where are said technical elements mapped to in the claim

language?

Issue #3

Applicant: C. Processing a payment, by a server, is a technical process - In addition to
improvements to computer functionality, the subject matter eligibility guidelines recognize that
"an improvement to other technology or technical field" may integrate a judicial exception into
a practical application under Prong Two of Step 2A or recite "significantly more" than an
instruction to apply the judicial exception under Step 2B. In BASCOM, the claims were directed
to filtering content on the internet.59 As described in BASCOM, prior art content filtering
methods included installing filtering software on each local computer.60 However, it was
"difficult and time consuming to install" that software "on every end-user's client machine."61
Other prior art methods included relocating the filtering software to a local server or an ISP.62
However, those "om-size-fits-all" solutions were not ideal because "a single set of filtering
criteria is often not appropriate for all of the end-users."63 Therefore, the claims at issue in
BASCOM provided individually customizable filtering at the remote ISP server.64 The ISP stored
customized filtering mechanisms for different users, required each user to log in, and applied
the filtering mechanisms associated with each user.65 The Federal Circuit noted that, when

nn

viewed individually, the claimed components ("local client computer," "remote ISP server,"
"Internet computer network," and "controlled access network accounts") were described in the

specification as well-known, generic computer components.66 Meanwhile, the specification

stated that "the filtering scheme" performed by those components "can be any of a number of
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known-schemes, or hybrids thereof."67 However, the Federal Circuit held that the claims were
patent eligible under § 101 because the "particular arrangement of elements" was "a technical
improvement over prior art ways of filtering such content.” Installing a filtering tool at a
location remote from the end-users, with customizable filtering features specific to each end
user, gave that filtering tool both the benefits of a filter on a local computer and the benefits of
a filter on the ISP server.® The court also noted that the claims do not "preempt all ways of
filtering content on the Internet” but "rather, they recite a specific, discrete implementation of
the abstract idea of filtering content. " In DDR Holdings, the claims were directed to
constructing and serving a hybrid web page that merges content associated with the products
of the third-party merchant with stored "visually perceptible elements" from a host website.
There, the specific issue was that, "upon the click of an advertisement for a third-party product
displayed on a host's website, the host website would lose that visitor as he or she is
"transported to the third party's website." To solve that problem, the claims were directed to
"an automatically-generated hybrid web page that combines visual 'look and feel' elements
from the host website and product information from the third-party merchant's website related
to the clicked advertisement" so that, "rather than instantly losing visitors to the third-party's
website, the host website can instead send its visitors to a web page on the outsource
provider's server that 1) incorporates 'look and feel' elements from the host website, and 2)
provides visitors with the opportunity to purchase products from the third- party merchant
without actually entering that merchant's website." The Federal Circuit held that such claims
were patent eligible "because they do not merely recite the performance of some business

practice known from the pre-Internet world along with the requirement to perform it on the
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Internet” and instead provided a claimed solution that was "necessarily rooted in computer
technology in order to overcome a problem specifically arising in the realm of computer
networks." The court also noted that the claims "do not attempt to preempt every application
of the idea of increasing sales by making two web pages look the same,” but rather "recite a
specific way to automate the creation of a composite web page by an 'outsource provider' that
incorporates elements from multiple sources in order to solve a problem faced by websites on
the Internet.” In both instances, the Federal Circuit held that the claims improved a technical
process. As explained by the court in BASCOM: Although the invention in DDR's patent was
engineered in the context of retaining potential customers, the invention was not claiming a
business method per se, but was instead claiming a technical way to satisfy an existing problem
for website hosts and viewers. Similarly, although the invention in the '606 patent [at issue in
BASCOM] is engineered in the context of filtering content, the invention is not claiming the idea
of filtering content simply applied to the Internet. The '606 patent is instead claiming a
technology-based solution (not an abstract-idea-based solution implemented with generic
technical components in a conventional way) to filter content on the Internet that overcomes
existing problems with other Internet filtering systems. By taking a prior art filter solution (one-
size-fits-all filter at the ISP server) and making it more dynamic and efficient (providing
individualized filtering at the ISP server), the claimed invention represents a software-based
invention that improves the performance of the computer system itself.75

Similarly, the claims at issue are directed to the technical process of processing a payment using
a server. While the invention is used in service of a business transaction, the claims are not

directed to the process of marketing or arranging that business transaction, but rather to the
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technical process of receiving, safeguarding, and transmitting cardholder data while
complying with the PCl Data Security Standard. As described in the instant specification (e.g.,
with reference to FIGS. 4a through 41), receiving and transmitting cardholder data is a technical
process. Meanwhile, as described in exhausting detail in Sections A and B above, complying
with the PCl Data Security Standard to safeguard that cardholder data requires specific

computer components and the performance of specific computer processing steps.

Examiner: The argument is not persuasive. Regarding Bascom, applicant argues a non-
conventional and non-generic arrangement. The BASCOM court agreed that the additional
elements were generic computer, network, and Internet components that did not amount to
significantly more when considered individually, but explained that the district court erred by
failing to recognize that when combined, an inventive concept may be found in the non-
conventional and non-generic arrangement of the additional elements, i.e., the installation of a
filtering tool at a specific location, remote from the end-users, with customizable filtering
features specific to each end user (note that the term "inventive concept" is often used by the
courts to describe additional element(s) that amount to significantly more than a judicial
exception). In BASCOM, as discussed in the specification, the one-size-fits-all filter on the local
server was not ideal because “a single set of filtering criteria is often not appropriate for all of
the end-users.” By taking a prior art filter solution (one-size-fits-all filter at the ISP server) and
making it more dynamic and efficient (providing individualized filtering at the ISP server), the
claimed invention in BASCOM represented a “software- based invention[ ] that improve(s] the

performance of the computer system itself.” The specification in the instant application does
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not similarly describe technological problems with a technological solution. Instead, the
specification describes a recognized business problem with a solution in the computer arts
where a server is used to process information and perform computationally-intensive analysis
for other locations (See 0004-0005 “Underlying software applications may require substantial
modifications to achieve compliance, and significant changes in organizational structure and
operating procedures may also be required. Thus, the time, effort, and cost required for
merchants and processors to obtain PCl certification to receive and use credit card data are

III

substantial”). Looking at the limitations in the instant application as an ordered combination
adds nothing that is not already present when looking at the elements taken individually. There
is no indication that the combination of elements improves the functioning of a computer or

improves any other technology. Their collective functions merely provide conventional

computer implementation. How is this invention like Bascom?

Issue #4

Applicant: D. The claimed invention improves the prior art process of processing a payment
by eliminating the need for merchants to integrate their systems with the components
required for PCl compliance - Prior to the claimed invention, merchants were required to
integrate their systems with the computer components required for PCl compliance described
in Sections A and B above, while ensuring that those components did not negatively impact the
functions performed by the merchant system, including the user experience provided to their
customers. By enabling those merchants to outsource the processing of cardholder data to

the secure server recited in the claims, the secure server and merchant server recited in the
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claims form a hybrid system (similar to the hybrid webpage at issue in DDR”) that enables
merchants to focus their efforts on their own core systems - and the user experience provided
to their customers - while maintaining compliance with the PCl Data Security Standard of

Appendix B.

Examiner: Asfar as the comparison to DDR is concerned, the patent at issue in DDR provided
and Internet-based solution to solve a problem unique to the Internet ( the problem in DDR
Holdings (conventional Internet hyperlink protocol preventing websites from retaining visitors),
that (1) did not foreclose other ways of solving the problem, and (2) recited a specific series of
steps that resulted in a departure from the routine and conventional sequence of steps after
the click of a hyperlink advertisement. In the instant invention, the claimed solution is not
necessarily rooted in computer technology in order to overcome a problem specifically arising
in the realm of computer” analysis. Id. Claim 1 generically requires “supervised machine
learning”. It’s not clear how the generic recitations of a basic computer
implementation/components integrates the judicial exception as to “impose[] a meaningful
limit on the judicial exception, such that the claim is more than a drafting effort designed to
monopolize the judicial exception.” Guidance, 84 Fed. Reg. at 53. The applicant does not
indicate that the operations of Claim 1 invoke any assertedly inventive programming, require
any specialized computer hardware or other inventive computer components, i.e., a particular
machine, or that the claimed invention is implemented using other than generic computer
components to perform generic computer functions. See DDR Holdings, LLC v. Hotels.com, L.P.,

773 F.3d 1245.
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Issue #5

Applicant: E. Additionally, the claimed invention improves the prior art process of processing
a payment by eliminating the need for each merchant to perform numerous tasks to comply
with the PCI Data Security Standard - As described above, the Federal Circuit in BASCOM held
that filtering content at the ISP server (rather than on each end-user's client machine) was
patent eligible under § 101 because it eliminated the "difficult and time consuming" process of
installing software "on every end-user's client machine." In addition to the required computer
components and computer processing steps outlined in Sections A and B above, the PCl Data
Security Standard also required that employees or agents of merchants using prior art
merchant systems perform all of the tasks outlined in detail below. By providing functionality
for multiple merchants to outsource the processing of cardholder data, the claimed invention
improves the prior art process of processing a payment by eliminating the need for each
merchant to individually perform those tasks. Therefore, just like BASCOM's process of filtering
internet content by an ISP server (rather than on each end-user's client machine) improved
the prior art internet content filtering processes, outsourcing the receipt, storage, and
processing of cardholder data from each merchant's system to the secure server recited in
the claims improved the prior art payment processing process by eliminating the need for
each merchant to each perform all of those tasks. Prior to the claimed invention, merchants
using prior art merchant systems were required to verify that the prior art merchant systems

complied with each and every one of the requirements above. To protect stored cardholder
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data, merchants were required to implement data retention and disposal policies, procedures,
and processes to keep cardholder data storage to a minimum.” To comply with the PCl Data
Security Standard, the data retention and disposal policy was required to limit data storage and
retention time "to that which is required for legal, regulatory, and business requirements."°
Merchants were required to have specific retention requirements for all cardholder data™
specifying the time period that cardholder data needed to be stored and the legal, regulatory,
or business reason why that cardholder data needed to be stored for that time period.?2 The
data retention and disposal policy was also required to include provisions for secure disposal of
data (including disposal of cardholder data) when no longer needed for those legal, regulatory,
or business reasons.® If the merchant system did not include the programmatic process to
automatically remove stored cardholder data exceeding the requirements defined in the
merchant's data retention policy, the merchant was required to conduct quarterly reviews to
verify that stored cardholder data did not exceed the requirements defined in the merchant's
data retention policy. Merchants were required to examine data sources - including incoming
transaction data, all logs (e.g., transaction logs, history logs, debugging logs, and error logs),
history files, trace files, several database schemas, and database contents - to verify that the
full contents of magnetic stripes or chips,® card validation codes,*¢ and PINs or encrypted PIN
blocks®” were not stored under any circumstance. To verify that displayed PAN was masked,
merchants were required to obtain and examine writing policies and examine displays of PAN
(e.g., on screen or on paper receipts) to verify that the PAN was masked® and examine
documentation about the system, including the vendor, the type of system/process, and any

applicable encryption algorithms.® To verify that stored PAN was rendered unreadable,
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merchants were required to examine documentation about the system, including the vendor,
the type of system/process, and any applicable encryption algorithms.® Additionally, merchants
were required to confirm that PAN was rendered unreadable by examining several tables or
files from a sample of data repositories,® a sample of removable media (e.g., back-up tapes),”
and a sample of audit logs.?® To protect cryptographic keys, merchants were required to
document and implement key- management processes and procedures.** The key-management
processes and procedures were required to restrict access to the fewest number of custodians
necessary® and to store cryptographic keys in the fewest possible locations and forms.*
Merchants were required to periodically change cryptographic keys once they reached the end
of their cryptoperiod (for example, as after a defined period of time had passed and/or after a
defined amount of cipher- text had been produced) as defined by the associated application
vendor or key owner and based on industry best practices and guidelines (e.g., NIST Special
Publication 800-57).97 Merchants were also required to retire or replace cryptographic keys if
the cryptographic key was suspected of being compromised® or when the integrity of the
cryptographic key had been weakened (for example, if an employee with knowledge of a clear-
text cryptographic key left the organization), for example by destroying and/or revoking
cryptographic keys and, if necessary, securely archiving those retired or replaced cryptographic
keys (e.g., using a key encryption key). If the merchant system used manual clear-text
cryptographic key management operations, the merchant was required to manage those
operations using split knowledge and dual control.’* For example, the PCl Data Security
Standard suggested a system requiring two or three people, each knowing only their own key

component, to reconstruct the whole key.'® The merchant key-management procedures were
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required to prevent unauthorize substitution of cryptographic keys.*** Merchants were required
to obtain written or electronic acknowledgement from all custodians of the cryptographic keys
that those custodians understood and accepted their key- custodian responsibilities. 1%
Merchants were required to observe a sample of transactions as they occurred to verify that
cardholder data was encrypted during transit.% For SSL/TLS implementations, merchants were
required to verify that HTTPS appeared as a part of the browser Universal Record Locator (URL)
and that no cardholder data was required when HTTPS does not appear in the URL.16
Merchants were also required to maintain a policy stating that unprotected PANs were not to

be sent via end-user messaging technologies.

Examiner: See responses to Issue #1-3.

Issue #6

Applicant: F. The specific processing steps recited in the claims are not "extra-solution
activity" and the Patent Office provides no evidence that those processing steps were so
"widely prevalent or in common use in the relevant industry" that they "need not be
described in detail in the patent specification™ to satisfy the written description requirement
of 35 U.S.C. § 112(a) To support a factual determination that claimed features were "well-
understood, routine, conventional activity," the subject matter eligibility guidelines require
factual evidence that the specific "combination"!®® of elements recited in the claims were so
"widely prevalent or in common use in the relevant industry" that they "need not be

described in detail in the patent specification™ to satisfy the written description requirement
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of 35 U.S.C. § 112(a).*® The pending Office Action provides no evidence that the specific
processing steps recited in the claims performed by the secure server recited in the claims are
known, let alone so "widely prevalent” that they did not need description in a patent
specification. The Interview Summary states that "the additional insignificant extra solution
activity amount only to data gathering and data storing that are recognized by courts as well-
understood routine conventional." First, the term "extra-solution activity" refers to "activities
incidental to the primary process or product that are merely a nominal or tangential addition
to the claim."110 Here, the claimed processitsteps are not "incidental to the primary process”
or "merely a nominal or tangential addition to the claim.” Instead, performing those
processing steps by the secure server (thereby outsourcing the processing of cardholder data)
differentiates the claimed invention from a conventional transaction where a payer provides
financial account information directly to the merchant server. Second, courts have not held
that performing the specific "combination™ of features recited in the claims - a secure server
receiving an electronically-generated payment transaction instruction from a merchant server,
establishing a secure connection via the internet with a computing system used by the payer
to receive financial account information provided by the payer, receiving the financial account
information provided by the payer via the secure connection, providing an electronic data
token (representing the financial account information provided by the payer) to the merchant
server without providing the financial account information to the merchant server and
without providing the electronic data token to the payer, storing the financial account
information provided by the payer, and processing the payment using the financial account

information provided by the payer - are well-understood, routine or conventional.
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Examiner: Per the 101 rejection below, the claims do not recite significantly more. It’s not
clear how the solution overcomes the “apply-it” standard regarded in the rejection (applicant
points to the well-known and conventional WURC standard, which the Examiner did not apply

in the rejection).

Mo Prior Art refection

5. Claims 1-7, 9-22, 24-35 & 37-47 overcome 35 U.S.C. 102/103 for the following reasons:

Based on prior art search results, the prior art of record neither anticipates nor renders obvious

the claimed subject matter, as a whole or taken in combination, and does not teach:
establishing a secure connection via the internet between the secure server and a
computing system used by the payer to receive financial account information
provided by the payer; receiving the financial account information provided by the

payer via the secure connection;

The closest prior art of record includes:
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Tieken (US 20110161233) provides a method for providing secure transactions that include

receiving an identifier of a financial account at a payment processor system (secure server).

Fleishman (US 20040148252) provides a person-to-person (P2P) payment platform and identity
management system which facilitates online banking by allowing consumers to send and
receive money in real-time, with no special registration outside of the users' existing banking

relationship, and under the security, brand and control of their own respective banks.

Double Patenting

6. The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the “right to exclude” granted by a patent and to prevent
possible harassment by multiple assignees. A nonstatutory double patenting rejection is
appropriate where the conflicting claims are not identical, but at least one examined
application claim is not patentably distinct from the reference claim(s) because the examined
application claim is either anticipated by, or would have been obvious over, the reference
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman,
11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d

438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).
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A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be
used to overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference application or patent either is shown to be commonly owned with the
examined application, or claims an invention made as a result of activities undertaken within
the scope of a joint research agreement. See MPEP § 717.02 for applications subject to
examination under the first inventor to file provisions of the AlIA as explained in MPEP § 2159.
See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for applications not subject to examination under the
first inventor to file provisions of the AIA. A terminal disclaimer must be signed in compliance
with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used.
Please visit www.uspto.gov/patent/patents-forms. The filing date of the application in which
the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or
PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely
online using web-screens. An eTerminal Disclaimer that meets all requirements is auto-
processed and approved immediately upon submission. For more information about eTerminal

. . . 5 o ey ety Foen et 1
AMAAAT FEOMTeY e A mmt et e Sevrmtean o e fate fevisistam e e o Sa T e el Tom
Disclain 1ers, refer to wiwvw. Soig.sov natants/oroceasd filgdelsd nuidancgfe TR info-Lisn.

Issued Patents

7. Claims 1-7, 9-22, 24-35 & 37-47 are rejected on the ground of nonstatutory double
patenting as being unpatentable over Claims 1-26 of U.S. Patent No. 10423940 or ‘940

(15/408185). Although the claims at issue are not identical, they are not patentably distinct
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from each other because the claims of the instant application are taught by the intervening

claims associated with patent (‘940).

Claim 31. (instant application)

‘940 teaches the following limitations:

A method of enrolling a payer by a merchant server operated by or for the benefit of a

payee, the method comprising: receiving enrollment data identifying a payer;

(‘940 — [Claim 1])

generating an electronic instruction for a secure server that includes at least one data

element associated with the payer,

(‘940 — [Claim 1])

the electronic instruction requesting the establishment of a secure connection via the
internet between the secure server and a computing system used by the payer for the

secure server to
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(‘940 — [Claim 4])

receive financial account information provided by the payer;

(‘940 — [Claim 1])

outputting the electronic instruction to a communications network for transmittal to

the secure server;

(‘940 — [Claim 1])

receiving, from the secure server, an electronic data token representing financial
account information received by the secure server via the secure connection, wherein
the merchant server does not receive the financial account information represented
by the electronic data token and the secure server does not provide the electronic

data token to the payer;

(‘940 — [Claim 1])
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storing the electronic data token in association with the enrollment data identifying

the payer; and

(‘940 — [Claim 1])

processing a payment from the payer by electronically generating a payment

transaction instruction that includes a representation of the electronic data token and

(‘940 — [Claim 1])

instructs a payment processing system having access to the financial account

information represented by the electronic data token.

(‘940 — [Claim 1])
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Claim Rejections - 35 USC § 101

8. 35 U.S.C. 101 reads as follows:
Whoever invents or discovers any new and useful process, machine,
manufacture, or composition of matter, or any new and useful improvement
thereof, may obtain a patent therefor, subject to the conditions and

requirements of this title.

9. Claims 1-7, 9-22, 24-35 & 37-47 are rejected under 35 U.S.C. 101 because the claimed
invention is directed to an abstract idea without significantly more.

The claims are either directed to a system or method, which is one of the statutory
categories of invention. (Step 1: YES).

The Examiner has identified method Claim 31 as the claim that represents the claimed
invention for analysis and is similar to system Claims 46 and method/system (Claim 1 &
16). Claim 31 recites the limitations of (additional elements emphasized in bold and are

considered to be parsed from the remaining abstract idea):

A method of enrolling a payer by a merchant server operated by or for the benefit of a payee,
the method comprising: receiving enrollment data identifying a payer; generating an electronic

instruction for a secure server that includes at least one data element associated with the
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payer, the electronic instruction requesting the establishment of a secure connection via the
internet between the secure server and a computing system used by the payer for the secure
server to receive financial account information provided by the payer; outputting the electronic
instruction to a communications network for transmittal to the secure server; receiving, from
the secure server, an electronic data token representing financial account information received
by the secure server via the secure connection, wherein the merchant server does not receive
the financial account information represented by the electronic data token and the secure
server does not provide the electronic data token to the payer; storing the electronic data
token in association with the enrollment data identifying the payer; and processing a payment
from the payer by electronically generating a payment transaction instruction that includes a
representation of the electronic data token and instructs a payment processing system having

access to the financial account information represented by the electronic data token.

which is a process that, under its broadest reasonable interpretation, covers performance of
the limitation(s) as a Certain method of organizing human activity (fundamental economic

practice or commercial or legal interaction) of processing a payment from a payer to a payee.

If a claim limitation, under its broadest reasonable interpretation (BRI), covers

performance of the limitation as a certain method of a fundamental economic practice
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or commercial or legal interaction, then it falls within the “Certain Methods of

Organizing Human Activity” grouping of abstract ideas.

Accordingly, the claim recites an abstract idea. (Step 2A-Prong 1: YES. The claims are abstract)
This judicial exception is not integrated into a practical application. Limitations that are
not indicative of integration into a practical application include: (1) Adding the words “apply it”
(or an equivalent) with the judicial exception, or mere instructions to implement an abstract
idea on a computer, or merely uses a computer as a tool to perform an abstract idea (MPEP
2106.05.f), (2) Adding insignificant extra-solution activity to the judicial exception (MPEP
2106.05.g), (3) Generally linking the use of the judicial exception to a particular technological
environment or field of use (MPEP 2106.05.h). The servers, secure connection via the internet,
computing system, communications network and payment processing system in Claim 31 (as
well as processors, memory of Claim 16 and the processors, non-transitory CRM of Claim 46)
are just using generic computer components. The computer hardware is recited at a high-level
of generality (i.e., as a generic processor performing a generic computer function) such that it
amounts to no more than mere instructions to implement an abstract idea by adding the
words “apply it” (or an equivalent) with the judicial exception. Accordingly, these additional
elements, when considered separately and as an ordered combination, do not integrate the
abstract idea into a practical application because they do not impose any meaningful limits on
practicing the abstract idea. Therefore claim 31 is directed to an abstract idea without a
practical application. (Step 2A-Prong 2: NO. The additional claimed elements are not integrated

into a practical application)
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The claims do not include additional elements that are sufficient to amount to
significantly more than the judicial exception because, when considered separately and as an
ordered combination, they do not add significantly more (also known as an “inventive
concept”) to the exception. As discussed above with respect to integration of the abstract idea
into a practical application, the additional element of using computer hardware amounts to no
more than mere instructions to implement an abstract idea by adding the words “apply it” (or
an equivalent) with the judicial exception. Mere instructions to implement an abstract idea on
or with the use of generic computer components, cannot provide an inventive concept -
rendering the claim patent ineligible. Thus claim 31 is not patent eligible. (Step 2B: NO. The
claims do not provide significantly more)

The dependent claims further define the abstract idea that is present in their respective
independent claims and hence are abstract for at least the reasons presented above. The
dependent claims do not include any additional elements (including Claim 4, 19 & 33 - API/
website — which is just a computer tool used to further implement the abstract idea; Claims 6,
21 & 34 - API/ website — which is just a computer tool used to further implement the abstract
idea; Claims 9, 24, 37 & 47 — widget — a computer tool used to implement the abstract idea;
Claim 10/11, 25/26, 38/39 — URL — which is just a form of data representation; Claim 12, 27,
40 - synchronous secure connection — which further implements the abstract idea using
generic computer components) that integrate the abstract idea into a practical application or
are sufficient to amount to significantly more than the judicial exception when considered both
individually and as an ordered combination. Therefore, the dependent claims are directed to

an abstract idea. Thus, the aforementioned claims are not patent-eligible.
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Conclusion
10. The prior art made of record, and not relied upon, considered pertinent to applicant' s
disclosure or directed to the state of art is listed on the enclosed PTO-892.

11. The following is a brief description for relevant prior art that was cited but not applied:

Hammad (US 20120259782) provides a method for authenticating a cardholder using multiple

tokenization authentication.

Hammad (US 20120136796) provides a method of enrolling a mobile device in a program that

provides the mobile device with the ability to conduct card-present transactions.

Stringfellow (US 20120030066) provides a payment system that processes payment
authorization requests for payment transactions to be conducted via a data communications
network on behalf of online merchants, and is particularly, but not exclusively, suited to the

processing of orders placed by financial instrument holders.

Moore (US 20100235286) provides a method and system for generating tokens in a transaction

handling system.
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Basu (US 9342832) provides a method for securing external systems with account token

substitution.

Yanni (US 20040098350) provides a framework and system for purchasing of goods and

services.

12. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ABDULMAJEED AZIZ whose telephone number is (571)270-
5046. The examiner can normally be reached M-F 7-4:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ryan Donlon can be reached on 571-270-3602. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is available
to registered users. To file and manage patent submissions in Patent Center, visit:
https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-center for

more information about Patent Center and https://www.uspto.gov/patents/docx for
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information about filing in DOCX format. For additional questions, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO

Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ABDULMAIJEED AzIZ/

Primary Examiner, Art Unit 3695
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RESPONSE TO FINAL REJECTION

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Dear Commissioner:

INTRODUCTORY COMMENTS

In response to the Final Office Action dated December 10, 2021, the Applicant

respectfully submits the following together with a Request for Continued Examination:

Amendments to the Claims are reflected in the listing of claims which begins on page 2

of this paper.

Remarks/Arguments begin on page 11 of this paper.
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AMENDMENTS TO THE CLAIMS

1. (Currently Amended): A method of processing a payment from a payer to a payee, the
method being performed by a secure server, the method comprising:

receiving an electronically-generated payment transaction instruction from a merchant
server, the payment transaction instruction including at least one data element associated with the
payer and specifying the amount of the payment from the payer to the payee;

adiadesaasdiad

establishing s-eowmiant
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hatweaen the seoure sevver and a commuting avstom wsed by the naver to receive financial account

information provided by the payer;

receiving the financial account information provided by the payer via the

e
1%,

providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;

storing the financial account information provided by the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

2. (Previously Presented): The method of claim 1, further comprising:

receiving a second payment transaction instruction from the merchant server, the second
payment transaction instruction including a representation of the electronic data token and
specifying the amount of the second payment from the payer to the payee;

processing the second payment using the financial account information represented by
the electronic data token; and

forwarding at least a portion of the second payment to the payee.
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3. (Previously Presented): The method of claim 2, wherein the representation of the

electronic data token is the electronic data token.

4. (Previously Presented): The method of claim 1, wherein the payment transaction
instruction is generated by the merchant server using an application programming interface

provided to the merchant server by the secure server.
5. (Previously Presented): The method of claim 4, wherein the payment transaction
instruction is generated using a token retrieval function of the application programming interface

provided to the merchant server by the secure server.

6. (Previously Presented): The method of claim 4, wherein the application programming

interface is implemented within a website hosted by the merchant server.

7. (Previously Presented): The method of claim 4, wherein the at least one data element
associated with the payer is a customer identification number generated by the merchant server
to identify the payer.

8. (Cancelled)

9. (Currently Amended): The method of s}

1. wherein the secure connection

w2

is a widget or window within a website provided by the merchant server.

10. (Currently Amended): The method of eia:

i, wherein the secure connection

is established via a static or dynamic uniform resource locator (URL).

11. (Currently Amended): The method of-stnise$§:

i, wherein the secure connection
is established by a redirect URL that redirects the computing system used by the payer to the

Secure server.
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12. (Currently Amended): The method of claim 1, wherein-the-sesnsusremtans-fniensed

1 18 synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data provided by the payer.

13. (Original): The method of claim 1, wherein the financial account information includes

at least one of a credit card number or bank account number.

14. (Previously Presented): The method of claim 1, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

15. (Previously Presented): The method of claim 1, wherein the secure server enables the
merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.

16. (Currently amended): A secure server that processes a payment from a payer to a
payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
secure computing system to:

receive an electronically-generated payment transaction instruction from a

merchant server, the payment transaction instruction including at least one data element
associated with the payer and specifying an amount of the payment from the payer to the payee;

Dot Dale o}
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receive the financial account information provided by the payer via-fe
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provide an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the data token to the payer;

store the financial account information provided by the payer;

process the payment using the financial account information provided by the
payer; and

forward at least a portion of the payment to the payee.

17. (Previously Presented): The secure server of claim 16, wherein the instructions
further cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein the
second payment transaction instruction includes a representation of the electronic data token and
specifies an amount of a second payment from the payer to the payee;

process the second payment using the financial account information represented by the
electronic data token; and

forward at least a portion of the second payment to the payee.

18. (Previously Presented): The secure server of claim 17, wherein the representation of

the electronic data token is the electronic data token.

19. (Previously Presented): The secure server of claim 16, wherein the payment
transaction instruction is generated by the merchant server using an application programming

interface provided to the merchant server by the secure server.

20. (Previously Presented): The secure server of claim 19, wherein the payment
transaction instruction is generated using a token retrieval function of the application

programming interface provided to the merchant server by the secure server.
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21. (Previously Presented): The secure server of claim 19, wherein the application

programming interface is implemented within a website hosted by the merchant server.

22. (Previously Presented): The secure server of claim 19, wherein the at least one data
element associated with the payer is a customer identification number generated by the merchant
server to identify the payer.

23. (Cancelled)

&, wherein the secure

2

24. (Currently Amended): The secure server of-et

connection is a widget or window within a website provided by the merchant server.

25. (Currently Amended): The secure server of-sia \%, wherein the secure

connection is established via a static or dynamic uniform resource locator (URL).

26. (Currently Amended): The secure server of-siaim-23. 8

&, wherein the secure

connection is established by a redirect URL that redirects the computing system used by the

payer to the secure server.

27. (Currently Amended): The secure server of claim 16, wherein shs-gomsuiaaiians

o~
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ait 1s synchronous or asynchronous with a process, performed by the

merchant server, to receive enrollment data from the payer.

28. (Previously Presented): The secure server of claim 16, wherein the financial account

information includes at least one of a credit card number or bank account number.
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29. (Previously Presented): The secure server of claim 16, wherein the electronic data
token enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

30. (Previously Presented): The secure server of claim 16, wherein the secure server
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

31. (Currently Amended): A method of enrolling a payer by a merchant server operated
by or for the benefit of a payee, the method comprising:

receiving enrollment data identifying a payer;

generating an electronic instruction for a secure server that includes at least one data

element associated with the payer, the electronic instruction requesting the establishment of «
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receive financial account information provided by the payer;
outputting the electronic instruction to a communications network for transmittal to the
secure server,

receiving, from the secure server, an electronic data token representing financial account

information received by the secure server via the-sosmmuneatiions-tink 1He sgQurg gonnegiion,

wherein the merchant server does not receive the financial account information represented by
the electronic data token and the secure server does not provide the electronic data token to the
payer,

storing the electronic data token in association with the enrollment data identifying the
payer; and

processing a payment from the payer by electronically generating a payment transaction
instruction that includes a representation of the electronic data token and instructs a payment
processing system having access to the financial account information represented by the

electronic data token.
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32. (Previously Presented): The method of claim 31, wherein the representation of the

electronic data token is the electronic data token.

33. (Previously Presented): The method of claim 31, wherein the electronic instruction is
generated using an application programming interface provided to the merchant server by the

Secure server.

34. (Previously Presented): The method of claim 33, wherein the application

programming interface is implemented within a website hosted by the merchant server.

35. (Previously Presented): The method of claim 33, wherein the at least one data element

associated with the payer is a customer identifier generated by the merchant server to identify the

payer.

36. (Cancelled)

connection is a widget or window within a website provided by the merchant server.

38. (Currently Amended): The method of-eiaiw-

connection provides access to the secure server using a static or dynamic universal resource

locator (URL).

39. (Currently Amended): The method of's

connection is established by a redirect URL that redirects the computing system used by the

payer to the secure server.

40. (Currently Amended): The method of claim 31, wherein the sewssisatonsdis
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synchronous or asynchronous with a process, performed by the merchant server, to receive

enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enrollment data

identifying the payer is received from the payer over a network.

42. (Previously Presented): The method of claim 31, wherein the financial account

information includes at least one of a credit card number or bank account number.

43. (Previously Presented): The method of claim 31, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

44. (Previously Presented): The method of claim 31, wherein the secure server enables
the merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.

45. (Previously Presented): The method of claim 31, wherein the payment processing

system is the secure server.

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,
comprising:
one or more computer processors; and
non-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:
receive enrollment data identifying a payer;
generate an electronic instruction for a secure server that includes at least one data

element associated with the payer, the electronic instruction requesting the establishment of-s
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he naver for the secure server to

receive financial account information provided by the payer;

output the electronic instruction to a communications network for transmittal to
the secure server;

receive, from the secure server, an electronic data token representing financial
account information received by the secure server provided by the payer via the communications
link, wherein the merchant server does not receive the financial account information represented
by the electronic data token and the secure server does not provide the electronic data token to
the payer;

store the electronic data token in association with the enrollment data identifying
the payer; and

process a payment from the payer by electronically generating a payment
transaction instruction that includes a representation of the electronic data token and
electronically transmitting the payment transaction instruction to a payment processing system

having access to the financial account information represented by the electronic data token.

47. (New): The merchant server of claim 46, wherein secure connection is a widget or

window within a website provided by the merchant server.
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REMARKS
L INTRODUCTION

The Office Action dated December 10, 2021 (hereinafter, “the pending Office Action”)
and the Interview Summary of February 17, 2022 (hereinafter, “the Interview Summary”) have
been carefully considered. In response thereto, the Applicant respectfully traverses the stated
rejection. Accordingly, reconsideration and withdrawal of the outstanding Office Action and

issuance of a Notice of Allowance are respectfully solicited in view of the following remarks.
I1. STATUS OF THE CLAIMS

Claims 1-46 are pending. By way of this Amendment, independent claims 1, 16, 31, and
46 are amended to recite features previously recited in dependent claims 8, 23, and 36;
dependent claims 9-12, 24-27, and 37-40 are amended for consistency with the independent
claims; and new claim 47 is added to recite the features of dependent claim 37. No new matter is
added.

II1. SUMMARY OF THE OFFICE ACTION

In the pending Office Action, the pending claims are rejected under 35 U.S.C. § 101 as

allegedly directed to non-patent eligible subject matter.
IV.  INTERVIEW SUMMARY

At the outset, the Applicant would like to thank Examiner Pierre Maccagno and
Supervising Patent Examiner Christine Behncke for the courtesies extended during the interview
of February 11, 2022. During the interview, the Applicant argued that the pending Office Action
does not clearly differentiate between the “abstract idea” identified by the Patent Office under
Prong One of Step 2A (namely, processing a payment from a payer to a payee) and the
“additional elements” that should be considered under Prong Two and Step 2B. Specifically, the
Applicant argued that the stated rejection improperly characterizes the entire claim as an abstract
idea' under Prong One of Step 2A and that the specific processing steps recited in the claims

both “impose a meaningful limit” on the broad concept of processing a payment under Prong

! See Interview Agenda of February 10, 2022, Section B
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Two of Step 2A? and amount to “significantly more” than a mere instruction to apply the broad

concept of processing a payment on a computer under Step 2B.*

Examiner Behncke disagreed that the relevant standard under Prong Two is whether a
claim “imposes a meaningful limit on the judicial exception, such that the claim is more than a
drafting effort designed to monopolize the judicial exception” and, instead, appeared to believe
that only claim elements directed to an improvement in technology are sufficient under Prong
Two and Step 2B. Examiner Behncke also argued that the Federal Circuit holdings in BASCOM*
and Amdocs® were not applicable because, in Examiner Behncke’s opinion, the pending claims
do not improve computer functionality. Additionally, Examiner Behncke argued that, under
§ 101, neither the manipulation of data nor adding additional nodes to a system are considered
sufficient “additional elements.” Furthermore, Examiner Behncke argued that the claimed
processing steps were insufficient because “tokenization” was a known process. Finally, while
not mentioned during the interview, the Interview Summary characterizes the processing steps

recited in the claims as “insignificant extra solution activity.”
V. PATENT ELIGIBLE SUBJECT MATTER REJECTION (35 U.S.C. § 101)

The Applicant respectfully disagrees with Examiner Behncke’s interpretation of the
subject matter eligibility guidelines. Improvements in the functioning of a computer (for
example, as described in Enfish®) is only one way in which additional elements can integrate a
judicial exception into a practical application. Meanwhile, the subject matter eligibility
guidelines include a number of instances where the Federal Circuit has held that data processing

steps’ and/or adding additional nodes to a prior art system® — even an unconventional

2 See Interview Agenda of February 10, 2022, Section C

3 See Interview Agenda of February 10, 2022, Section C

4 BASCOM v. AT&T Mobility, 827 F.3d 1341 (Fed. Cir. 2016)

> Amdocs v. Openet Telecom, 841 F.3d 1288 (Fed. Cir. 2016)

® Enfish v. Microsoft, 822 F.3d 1327 (Fed. Cir. 2016)

7 See BASCOM, 827 F.3d at 1349 (filtering internet content using “any type of code which may be executed” along
with database entries); DDR Holdings, v. Hotels.com, 773 F.3d 1245, 1257 (constructing and serving a hybrid web
page that merges content associated with the products of the third-party merchant with stored “visually perceptible
elements” from a host website)

8 See BASCOM, 827 F.3d at 1343-44 (filtering internet content by the internet service provider server rather than on
each local computer or a server located on a local network); Amdocs v. Openet Telecom, 841 F.3d at 1291-92
(performing known data gathering and filtering processes in a distributed architecture)
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arrangement of well-known hardware components performing well-known processing steps’ —
integrated a judicial exception into a practical application under Prong Two of Step 2A and/or
amounted to “significantly more” than a mere instruction to apply an abstract idea under Step
2B. As described below in Sections C through E, processing a payment by a server is a
technical process akin to filtering internet content as described in BASCOM and/or displaying
third-party advertisements on a host website as described in DDR and, similar to the ISP-level
filtering arrangement described in BASCOM and the hybrid web page described in DDR,
performing the processing steps recited in the claims by the secure server recited in the claims is

a technical improvement to the prior art ways of processing payments over computer networks.

Even under Examiner Behncke’s interpretation of the subject matter eligibility
guidelines, however, the Applicant respectfully submits that the claims are patent eligible subject
matter under § 101. As described in detail below in Section A, the claimed invention improves
the functioning of the prior art merchant server itself by eliminating the need for that merchant
server to include numerous computer components and to perform numerous computer processing
steps required by the PCI Data Security Standard. Additionally, as described below in Section B,
by moving the required computer components to a secure server that can provide functionality to
multiple merchant servers, the claimed invention improves the functionality of the combined
system (i.e., both the merchant servers and the secure server) by eliminating redundant computer

components and redundant processing steps.

 In BASCOM, 827 F.3d at 1349, the claimed components (“local client computer,” “remote ISP server,” “Internet
computer network,” and “controlled access network accounts™) were described in the specification as well known
generic computer components. Meanwhile, the specification stated that “the filtering scheme can be any of a
number of known-schemes, or hybrids thereof.” Id. Similarly, in Amdocs, 841 F.3d at 1300-01, the court noted that
the claims recited “arguably generic components,” including network devices and “gathers” that gathered
information. However, the court held that those generic components operated in an unconventional manner —
working together in a distributed manner — to achieve an improvement in computer functionality.
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A, The claimed invention improves the functioning of the prior art merchant
server itself by eliminating the need for that merchant server to include
numerous components and to perform numerous computer processing steps
required by the PCI Data Security Standard

Claims that “purport to improve the functioning of the computer itself” are patent eligible
under § 101.1° In Enfish, for example, the Federal Circuit held that claims directed to a “self-
referential” table were patent eligible because the self-referential table allowed for faster
searching of data, allowed for more effective storage of data other than structured text, and

allowed more flexibility in configuring the database.!!

To process payments prior to the claimed invention, prior art merchant systems were
required to receive, store, and transmit cardholder data. Therefore, as described in paragraphs
[0004]-[0005] of the instant specification, prior art merchant systems were required to comply
with Payment Card Industry (PCI) Data Security Standards. The PCI Data Security Standard
that was in place on the effective filing date of the present application'? is attached as Appendix

A.

The claimed invention eliminates the need for merchant servers to receive, store, and
transmit cardholder data by allowing those merchant servers to outsource the processing of
cardholder data to the secure server. As a result, the claimed invention eliminates the need for
that merchant server to comply with the PCI Data Security Standard of Appendix A. Instead, in
the years since the claimed invention has become available, the Payment Card Industry Security
Standards Council has published requirements applicable to “e-commerce merchants with a

»13

website(s) that does not itself receive cardholder data,”"” which are attached as Appendix B. The

PCI Data Security Standard of Appendix B is applicable to “e-commerce merchants who

1O MPEP § 2106.05(a) citing Alice v. CLS Bank, 573 U.S. 208, 225 (2014); see also MPEP § 2106.04(d)(1) citing
Visual Memory v. NVIDIA, 867 F.3d 1253, 1259-60 (Fed. Cir. 2017) (an enhanced computer memory system);
Finjan v. Blue Coat Systems, 879 F.3d 1299 (Fed. Cir. 2018) (virus scanning); SR/ v. Cisco Systems, 930 F.3d 1295,
1303 (Fed. Cir. 2019) (detecting suspicious activity by using network monitors and analyzing network packets)

W Enfish v. Microsoft, 822 F.3d 1327, 1333 (Fed. Cir. 2016)

12 pCI DSS Requirements and Security Assessment Procedures, Version 2.0 (October 2010) (hereinafter, “PCI DSS
v2.07)

13 PCI Data Security Standard Self-Assessment Questionnaire (SAQ) A-EP and Attestation of Compliance; Partially
Outsourced E-commerce Merchants Using a Third-Party Website for Payment Processing, Version 3.2.1 (June
2018) (hereinafter, “PCI DSS v3.2.1 SAQ A-EP”)
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partially outsource their e-commerce payment channel to PCI DSS validated third parties,”
meaning “All processing of cardholder data, with the exception of the payment page, is entirely

outsourced to a PCI DSS validated third-party payment processor.”!*

As described below, the PCI Data Security Standard of Appendix B does not require
that merchant systems that outsource the processing of cardholder data to the secure server
recited in the claims include a number of computer components or perform a number a computer
processing steps that were required of prior art merchant systems that received cardholder data.
Additionally, if any of the requirements of the PCI Data Security Standard of Appendix B are not
applicable, that PCI Data Security Standard allows those merchants to simply indicate that those
requirements are not applicable.!> Meanwhile, as described below, several requirements of the
PCI Data Security Standard of Appendix B are not applicable to merchant systems that outsource
the processing of cardholder data to the secure server recited in the claims. Therefore, just like
the self-referential table at issue in Enfish improved the functioning of the computer itself, the
claimed invention improves the functioning of the merchant server itself by eliminating the need
for that merchant server to include the following components and to perform the following

computer processing.

Prior to the claimed invention, prior art merchant systems were required to protect stored
cardholder data by rendering any primary account number (PAN) unreadable anywhere it is
stored'® by one-way hashing the entire PAN using strong cryptography, using index tokens and
securely stored pads, or using strong cryptography with associated key-management processes

and procedures.!’

Prior art merchant systems were required to generate strong data-encrypting

cryptographic keys,'® encrypt those data-encrypting cryptographic keys using key-encrypting

Y Page iii

15 See PCI DSS v3.2.1 SAQ A-EP, Appendix C: Explanation of Non-Applicability

18 including on portable digital media, backup media, and in logs

17 Requirement 3.4. If the “full PAN is not needed” (page 28), the PCI Data Security Standard also permitted
truncation of cardholder data as long as truncated segment of the PAN was not hashed. However, to process a
payment, prior art merchant systems needed to store the full PAN.

18 Requirement 3.6.1
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cryptographic keys,!? store the key-encrypting cryptographic keys separately from the data-

% and securely distribute the data-encrypting cryptographic

encrypting cryptographic keys,?
keys.?! Prior art merchant systems were required to change cryptographic keys that had reached
the end of their cryptoperiod (e.g., after a defined period of time and/or a defined amount of
ciphertext had been produced).?? Prior art merchant systems were also required to include
functionality to retire or replace cryptographic keys when required,? for example by destroying
and/or revoking cryptographic keys and, if necessary, securely archiving those retired or replaced
cryptographic keys (e.g., using a key encryption key).?* Prior art merchant systems were also

required to mask PAN when displayed.?’

If the prior art merchant system used disk encryption,”® the prior art merchant system was
required to manage logical access independently of native operating system access control
mechanisms.?” A prior art merchant system was not compliant with the PCI Data Security

Standard if it used local user account databases or tied decryption keys to user accounts.”®

If the prior art merchant system used manual clear-text cryptographic key management
operations, the prior art merchant system was required to provide functionality to manage those
operations using split knowledge and dual control.”> For example, the PCI Data Security
Standard suggested a system requiring two or three people, each knowing only their own key

component, to reconstruct the whole key.*

To avoid the requirement to conduct quarterly manual reviews to verify that stored

cardholder data did not exceed the requirements defined in the merchant’s data retention policy,

1% Requirements 3.5.2, Testing Procedure 3.5.2.a

20 1bid.

2L Requirement 3.6.2

22 Requirement 3.6.4

23 The retirement or replacement of a cryptographic key was required if the cryptographic key was suspected of
being compromised or when the integrity of the cryptographic key had been weakened (for example, if an employee
with knowledge of a clear-text cryptographic key left the organization)

2 Requirement 3.6.5

3 Requirement 3.3

26 rather than file- or column-level database encryption

¥ Requirement 3.4.1

28 Ibid.

2 Requirement 3.6.6

30 1bid.
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a prior art merchant system was required to include a programmatic process to automatically
remove stored cardholder data exceeding the requirements defined in the merchant’s data

retention policy.’!

Except in limited circumstances,®? prior art merchant systems were required to perform a
process to securely delete sensitive authentication data received from cardholders, including the
full contents of any magnetic stripe or chip,* any card validation code,>* and any personal
identification number (PIN) or encrypted PIN block.’®> While merchant systems that partially
outsource their e-commerce payment channel using the claimed invention are still required to
securely delete any sensitive authentication data they receive,*® the claimed invention allows

merchant systems to process payments without receiving any sensitive authentication data.

Prior art merchant systems were required to use strong cryptography and security
protocols to safeguard sensitive cardholder data transmitted over open, public networks such as
the Internet, wireless networks, and mobile networks.’” The PCI Data Security Standard
suggested using SSL/TLS, IPSEC, or SSH to transmit sensitive cardholder data over open, public
networks.>® Prior art merchant systems were required to accept only trusted cryptographic keys
and/or certificates,’” to use a protocol implemented to use only secure configurations (that did
not support insecure versions or configurations),*® and to use “the proper encryption strength”
(according to vendor recommendations/best practices) for the encryption methodology in use.*!
Prior art merchant systems were required to render PAN unreadable or secured with strong

cryptography whenever sent to end-user messaging technologies such as email, instant

31 Requirement 3.1.1, Testing Procedure 3.1.1.d

32 Issuers and companies that support issuing services were permitted to securely store sensitive authentication data
if there was “a business justification” to store that sensitive authentication data
33 Requirement 3.2.1

3 Requirement 3.2.2

35 Requirement 3.2.3

3 PCIDSS v3.2.1 SAQ A-EP, Requirement 3

37PCI DSS v2.0, Requirement 4.1

38 Ibid.

39 Requirement 4.1, Testing Procedure 4.1.b

40 Requirement 4.1, Testing Procedure 4.1.¢

L Requirement 4.1, Testing Procedure 4.1.d
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messaging, or chat programs.*> Again, merchants who partially outsource their e-commerce
payment channel using the claimed invention are still required to safeguard any sensitive

t43

cardholder data they transmit.”> However, the claimed invention allows merchant systems to

process payments without transmitting any sensitive cardholder data.

Wireless networks transmitting cardholder data or connected to the cardholder data
environment were required to use industry best practices to implement strong encryption for
authentication or transmission.** The PCI Data Security Standard noted that the use of Wired
Equivalent Privacy (WEP) as a security control was prohibited and suggested IEEE 802.11i as an
example of industry best practices.*> Note that the IEEE 802.11i standard makes use of the
Advanced Encryption Standard (AES) block cipher, which requires a dedicated chip that was not
commonly included in most wireless network hardware.*®

B. Additionally, because the secure server recited in the claims can perform

cardholder data functions for multiple merchant servers, the claimed
invention improves the functioning of the combined system for processing
payments (i.e., both the merchant servers and the secure server) by
eliminating redundant computer components and redundant processing
steps

The claimed invention allows multiple merchant systems to outsource the processing of
cardholder data to the secure server recited in the claims while maintaining PCI compliance as
described in the PCI Data Security Standard of Appendix B. Accordingly, rather than each
merchant system being required to include the required computer components, only the secure
server is required to include many of the computer components required by the PCI Data
Security Standard of Appendix A. Additionally, rather than each merchant system being
required to perform each of the software processing steps required by the PCI Data Security

Standard of Appendix A, many of those software processing steps are only required to be

2 Requirement 4.2, Testing Procedure 4.2.a

3 PCIDSS v3.2.1 SAQ A-EP, Requirement 4

“PCI DSS v2.0, Requirement 4.1.1

 Ibid.

46 See 802.11i, TechTarget, June 2006, https://www.techtarget.com/searchmobilecomputing/definition/80211i

124452.00122/128594188v.5

Page 277 of 442



Application No. 16/535,424 19 Docket No.: 124452.00122
Amendment dated April 11, 2022
Reply to Office Action of December 10, 2021

performed once by the secure server recited in the claims for each of those merchant systems to
maintain PCI compliance.

When providing functionality for payers of multiple merchants to provide PAN (e.g., via

t,* such as a

an application programming interface (API)*’ or a secure connection via the interne
redirect URL* or a widget or window within a website provided by the merchant server™®), the
secure server can provide a single interface that masks that PAN when displayed,’! a single
process to remove stored cardholder data exceeding the requirements defined in the secure
system’s data retention policy,’? and a single process to securely delete sensitive authentication

data.”?

The secure system can protect that cardholder data for all of those merchant systems by
generating strong data-encrypting cryptographic keys, encrypting those data-encrypting
cryptographic keys using key-encrypting cryptographic keys, securely storing the cryptographic
keys, and retiring or replacing the cryptographic keys when required.>* One particularly
beneficial improvement provided by the claimed invention is the secure system can perform a
single key rotation process and ensure that all cryptographic keys used for all merchants are

changed before they reach the end of their cryptoperiod.>

While receiving and transmitting sensitive cardholder data for multiple merchants, the
secure server recited in the claims only requires one set of components that uses strong
cryptography and security protocols to safeguard that sensitive cardholder data during

transmission over open, public networks® (including wireless network hardware with the

47 e.g., via an application programming interface (API) as recited in dependent claims 4-7, 19-22, and 33-35,
48 Dependent claims 8-11, 23-26, and 35-39

4 Dependent claims 11, 26, and 39

30 Dependent claims 9, 24, and 37

SLPCIDSS v2.0, Requirement 3.3

32 Requirement 3.1.1, Testing Procedure 3.1.1.d

33 Requirement 3.2

31 Requirement 3.4 through Requirement 3.6

35 Requirement 3.6.4

36 Requirement 4.1
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dedicated chip’ required by the IEEE 802.11i standard’® if needed to transmit cardholder data

wirelessly).
C. Processing a payment, by a server, is a technical process

In addition to improvements to computer functionality, the subject matter eligibility
guidelines recognize that “an improvement to other technology or technical field” may integrate
a judicial exception into a practical application under Prong Two of Step 2A or recite
“significantly more” than an instruction to apply the judicial exception under Step 2B. In
BASCOM, the claims were directed to filtering content on the internet.”” As described in
BASCOM, prior art content filtering methods included installing filtering software on each local
computer.®® However, it was “difficult and time consuming to install” that software “on every
end-user’s client machine.”®! Other prior art methods included relocating the filtering software
to a local server or an ISP.%> However, those “one-size-fits-all” solutions were not ideal because
“a single set of filtering criteria is often not appropriate for all of the end-users.”® Therefore, the
claims at issue in BASCOM provided individually customizable filtering at the remote ISP
server.®* The ISP stored customized filtering mechanisms for different users, required each user
to log in, and applied the filtering mechanisms associated with each user.®> The Federal Circuit

2%

noted that, when viewed individually, the claimed components (“local client computer,” “remote
ISP server,” “Internet computer network,” and “controlled access network accounts”) were
described in the specification as well-known, generic computer components.®® Meanwhile, the
specification stated that “the filtering scheme” performed by those components “can be any of a
number of known-schemes, or hybrids thereof. ”®” However, the Federal Circuit held that the

claims were patent eligible under § 101 because the “particular arrangement of elements” was “a

57 See 802.11i, TechTarget, June 2006, https://www techtarget.com/searchmobilecomputing/definition/80211i
S PCI DSS v2.0, Requirement 4.1.1
39827 F.3d at 1341

0 Jd at 1333

1 Jd at 1344

62 Id.

83 Id.

4 Id.

8 Id at 1345-46

% Id. at 1349

67 Id. at 1350
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technical improvement over prior art ways of filtering such content.” Installing a filtering tool at
a location remote from the end-users, with customizable filtering features specific to each end
user, gave that filtering tool both the benefits of a filter on a local computer and the benefits of a
filter on the ISP server.® The court also noted that the claims do not “preempt all ways of
filtering content on the Internet” but “rather, they recite a specific, discrete implementation of the

abstract idea of filtering content.”%’

In DDR Holdings, the claims were directed to constructing and serving a hybrid web
page that merges content associated with the products of the third-party merchant with stored
“visually perceptible elements” from a host website.”” There, the specific issue was that, “upon
the click of an advertisement for a third-party product displayed on a host’s website, the host
website would lose that visitor as he or she is “transported to the third party’s website.””! To
solve that problem, the claims were directed to “an automatically-generated hybrid web page that
combines visual ‘look and feel” elements from the host website and product information from the
third-party merchant's website related to the clicked advertisement” so that, “rather than instantly
losing visitors to the third-party’s website, the host website can instead send its visitors to a web
page on the outsource provider’s server that 1) incorporates ‘look and feel” elements from the
host website, and 2) provides visitors with the opportunity to purchase products from the third-
party merchant without actually entering that merchant's website.”’> The Federal Circuit held
that such claims were patent eligible “because they do not merely recite the performance of some
business practice known from the pre-Internet world along with the requirement to perform it on
the Internet” and instead provided a claimed solution that was “necessarily rooted in computer
technology in order to overcome a problem specifically arising in the realm of computer
networks.””® The court also noted that the claims “do not attempt to preempt every application
of the idea of increasing sales by making two web pages look the same,” but rather “recite a

specific way to automate the creation of a composite web page by an ‘outsource provider’ that

8 Id.

Id.

70773 F.3d at 1257

.

2 Id. at 1257-1258 (internal footnote omitted)
73 DDR, 773 F.3d at 1257
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incorporates elements from multiple sources in order to solve a problem faced by websites on the
Internet.””*

In both instances, the Federal Circuit held that the claims improved a technical process.

As explained by the court in BASCOM:

Although the invention in DDR's patent was engineered in the context of retaining
potential customers, the invention was not claiming a business method per se, but was
instead claiming a technical way to satisfy an existing problem for website hosts and
viewers. Similarly, although the invention in the ‘606 patent [at issue in BASCOM] is
engineered in the context of filtering content, the invention is not claiming the idea of
filtering content simply applied to the Internet. The ‘606 patent is instead claiming a
technology-based solution (not an abstract-idea-based solution implemented with generic
technical components in a conventional way) to filter content on the Internet that
overcomes existing problems with other Internet filtering systems. By taking a prior art
filter solution (one-size-fits-all filter at the ISP server) and making it more dynamic and
efficient (providing individualized filtering at the ISP server), the claimed invention
represents a software-based invention that improves the performance of the computer
system itself.”

Similarly, the claims at issue are directed to the technical process of processing a
payment using a server. While the invention is used in service of a business transaction, the
claims are not directed to the process of marketing or arranging that business transaction, but
rather to the technical process of receiving, safeguarding, and transmitting cardholder data while
complying with the PCI Data Security Standard. As described in the instant specification (e.g.,
with reference to FIGS. 4a through 41), receiving and transmitting cardholder data is a technical
process. Meanwhile, as described in exhausting detail in Sections A and B above, complying
with the PCI Data Security Standard to safeguard that cardholder data requires specific computer

components and the performance of specific computer processing steps.

7 1d. at 1259
7> BASCOM, 827 F.3d at 1351 (internal citation omitted)
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D. The claimed invention improves the prior art process of processing a
payment by eliminating the need for merchants to integrate their systems
with the components required for PCI compliance

Prior to the claimed invention, merchants were required to integrate their systems with
the computer components required for PCI compliance described in Sections A and B above,
while ensuring that those components did not negatively impact the functions performed by the
merchant system, including the user experience provided to their customers. By enabling those
merchants to outsource the processing of cardholder data to the secure server recited in the
claims, the secure server and merchant server recited in the claims form a hybrid system (similar
to the hybrid webpage’® at issue in DDR’’) that enables merchants to focus their efforts on their
own core systems — and the user experience provided to their customers — while maintaining
compliance with the PCI Data Security Standard of Appendix B.

E. Additionally, the claimed invention improves the prior art process of

processing a payment by eliminating the need for each merchant to perform
numerous tasks to comply with the PCI Data Security Standard

As described above, the Federal Circuit in BASCOM held that filtering content at the ISP
server (rather than on each end-user’s client machine) was patent eligible under § 101 because it
eliminated the “difficult and time consuming” process of installing software “on every end-user’s

client machine.””®

In addition to the required computer components and computer processing steps outlined
in Sections A and B above, the PCI Data Security Standard also required that employees or
agents of merchants using prior art merchant systems perform all of the tasks outlined in detail

below. By providing functionality for multiple merchants to outsource the processing of

76 Note that, in embodiments of dependent claims 9, 24, 37, and 47, where the secure connection via the internet
between the secure server and the computing system used by the payer “is a widget or window within a website
provided by the merchant server,” the claimed solution is strikingly similar to the solution in DDR in that it is “an
automatically-generated hybrid web page that combines visual ‘look and feel’ elements” from the merchant server
website and functionality to provide financial account information to the third-party secure server. In those
embodiments, the merchant server sends its visitors to a website “that 1) incorporates ‘look and feel” elements from
the [merchant server] website, and 2) provides visitors with the opportunity” to submit sensitive financial account
information to the third-party secure server “without actually entering” that secure server’s website.

"7 DDR, 773 F.3d at 1257-58

78 BASCOM, 827 F.3d at 1344
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cardholder data, the claimed invention improves the prior art process of processing a payment by
eliminating the need for each merchant to individually perform those tasks. Therefore, just like
BASCOM’s process of filtering internet content by an ISP server (rather than on each end-user’s
client machine) improved the prior art internet content filtering processes, outsourcing the
receipt, storage, and processing of cardholder data from each merchant’s system to the secure
server recited in the claims improved the prior art payment processing process by eliminating the

need for each merchant to each perform all of those tasks.

Prior to the claimed invention, merchants using prior art merchant systems were required
to verify that the prior art merchant systems complied with each and every one of the

requirements above.

To protect stored cardholder data, merchants were required to implement data retention
and disposal policies, procedures, and processes to keep cardholder data storage to a minimum.”
To comply with the PCI Data Security Standard, the data retention and disposal policy was
required to limit data storage and retention time “to that which is required for legal, regulatory,
and business requirements.”® Merchants were required to have specific retention requirements
for all cardholder data®! specifying the time period that cardholder data needed to be stored and
the legal, regulatory, or business reason why that cardholder data needed to be stored for that
time period.® The data retention and disposal policy was also required to include provisions for
secure disposal of data (including disposal of cardholder data) when no longer needed for those
legal, regulatory, or business reasons.®® If the merchant system did not include the programmatic
process to automatically remove stored cardholder data exceeding the requirements defined in
the merchant’s data retention policy, the merchant was required to conduct quarterly reviews to
verify that stored cardholder data did not exceed the requirements defined in the merchant’s data

retention policy.®*

7 Requirement 3.1

80 Requirement 3.1.1

81 Requirement 3.1.1, Testing Procedure 3.1.1.¢
82 Requirement 3.1.1, Testing Procedure 3.1.1.a
8 Requirement 3.1.1, Testing Procedure 3.1.1.b
81 Requirement 3.1.1, Testing Procedure 3.1.1.d
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Merchants were required to examine data sources — including incoming transaction data,
all logs (e.g., transaction logs, history logs, debugging logs, and error logs), history files, trace
files, several database schemas, and database contents — to verify that the full contents of
magnetic stripes or chips,® card validation codes,*® and PINs or encrypted PIN blocks®” were not

stored under any circumstance.

To verify that displayed PAN was masked, merchants were required to obtain and
examine writing policies and examine displays of PAN (e.g., on screen or on paper receipts) to
verify that the PAN was masked® and examine documentation about the system, including the

vendor, the type of system/process, and any applicable encryption algorithms.*’

To verify that stored PAN was rendered unreadable, merchants were required to examine
documentation about the system, including the vendor, the type of system/process, and any
applicable encryption algorithms.”® Additionally, merchants were required to confirm that PAN
was rendered unreadable by examining several tables or files from a sample of data

repositories,’! a sample of removable media (e.g., back-up tapes),”” and a sample of audit logs.”

To protect cryptographic keys, merchants were required to document and implement key-
management processes and procedures.”® The key-management processes and procedures were
required to restrict access to the fewest number of custodians necessary® and to store
cryptographic keys in the fewest possible locations and forms.”® Merchants were required to
periodically change cryptographic keys once they reached the end of their cryptoperiod (for
example, as after a defined period of time had passed and/or after a defined amount of cipher-

text had been produced) as defined by the associated application vendor or key owner and based

85 Requirement, 3.2.1, Testing Procedure 3.2.1
86 Requirement, 3.2.2, Testing Procedure 3.2.2
87 Requirement, 3.2.3, Testing Procedure 3.2.3
8 Requirement 3.3, Testing Procedure 3.3

8 Requirement, 3.4, Testing Procedure 3.4.a
% Requirement, 3.4, Testing Procedure 3.4.a
1 Requirement, 3.4, Testing Procedure 3.4.a
92 Requirement, 3.4, Testing Procedure 3.4.c
%3 Requirement, 3.4, Testing Procedure 3.4.d
4 Requirement 3.6

% Requirement 3.5.1

% Requirement 3.5.2, Testing Procedure 3.5.2.b

124452.00122/128594188v.5

Page 284 of 442



Application No. 16/535,424 26 Docket No.: 124452.00122
Amendment dated April 11, 2022
Reply to Office Action of December 10, 2021

on industry best practices and guidelines (e.g., NIST Special Publication 800-57).”” Merchants
were also required to retire or replace cryptographic keys if the cryptographic key was suspected
of being compromised”® or when the integrity of the cryptographic key had been weakened (for
example, if an employee with knowledge of a clear-text cryptographic key left the
organization),” for example by destroying and/or revoking cryptographic keys and, if necessary,
securely archiving those retired or replaced cryptographic keys (e.g., using a key encryption

key).IOO

If the merchant system used manual clear-text cryptographic key management operations,
the merchant was required to manage those operations using split knowledge and dual control %!
For example, the PCI Data Security Standard suggested a system requiring two or three people,
each knowing only their own key component, to reconstruct the whole key.!*> The merchant
key-management procedures were required to prevent unauthorize substitution of cryptographic
keys.! Merchants were required to obtain written or electronic acknowledgement from all
custodians of the cryptographic keys that those custodians understood and accepted their key-

custodian responsibilities. '%*

Merchants were required to observe a sample of transactions as they occurred to verify
that cardholder data was encrypted during transit.!® For SSL/TLS implementations, merchants
were required to verify that HTTPS appeared as a part of the browser Universal Record Locator
(URL) and that no cardholder data was required when HTTPS does not appear in the URL.1%
Merchants were also required to maintain a policy stating that unprotected PANs were not to be

sent via end-user messaging technologies.!?’

97 Requirement 3.6.4

8 Requirement 3.6.5, Testing Procedure 3.6.5.b
% Requirement 3.6.5, Testing Procedure 3.6.5.a
100 Requirement 3.6.5

101 Requirement 3.6.6

102 Ibid.

103 Requirement 3.5.7, Testing Procedure 3.6.7
104 Requirement 3.5.8, Testing Procedure 3.6.8
105 Requirement 4.1, Testing Procedure 4.1.a

106 Requirement 4.1, Testing Procedure 4.1.¢

107 Requirement 4.2, Testing Procedure 4.2.b
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F. The specific processing steps recited in the claims are not “extra-solution
activity” and the Patent Office provides no evidence that those processing
steps were so “widely prevalent or in common use in the relevant industry”
that they “need not be described in detail in the patent specification” to
satisfy the written description requirement of 35 U.S.C. § 112(a)

To support a factual determination that claimed features were “well-understood, routine,
conventional activity,” the subject matter eligibility guidelines require factual evidence that the

specific “combination”!%®

of elements recited in the claims were so “widely prevalent or in
common use in the relevant industry” that they “need not be described in detail in the patent
specification” to satisfy the written description requirement of 35 U.S.C. § 112(a).!% The
pending Office Action provides no evidence that the specific processing steps recited in the
claims performed by the secure server recited in the claims are known, let alone so “widely
prevalent” that they did not need description in a patent specification.

The Interview Summary states that “the additional insignificant extra solution activity
amount only to data gathering and data storing that are recognized by courts as well-understood
routine conventional.” First, the term “extra-solution activity” refers to “activities incidental to
the primary process or product that are merely a nominal or tangential addition to the claim.”1°
Here, the claimed processing steps are not “incidental to the primary process” or “merely a
nominal or tangential addition to the claim.” Instead, performing those processing steps by the
secure server (thereby outsourcing the processing of cardholder data) differentiates the claimed
invention from a conventional transaction where a payer provides financial account information
directly to the merchant server.

Second, courts have not held that performing the specific “combination” of features
recited in the claims — a secure server receiving an electronically-generated payment transaction
instruction from a merchant server, establishing a secure connection via the internet with a
computing system used by the payer to receive financial account information provided by the

payer, receiving the financial account information provided by the payer via the secure

connection, providing an electronic data token (representing the financial account information

188 MPEP § 2106.05(e) citing BASCOM, 827 F.3d at 1349
109 MPEP § 2106.05(d)(T)(1)
110 MPEP § 2106.05(g)
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provided by the payer) to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer,
storing the financial account information provided by the payer, and processing the payment
using the financial account information provided by the payer — are well-understood, routine or

conventional.

Accordingly, the Applicant respectfully submits that the pending claims are patent
eligible subject matter under § 101.

VL CONCLUSION

In view of the above Remarks, the Applicant believes the pending application is in

condition for allowance.

Please charge any shortage or credit any overpayment of fees to BLANK ROME LLP,
Deposit Account No. 23-2185, under Order No. 124452.00122. In the event that a petition for an
extension of time is required to be submitted herewith and in the event that a separate petition
does not accompany this Amendment or is insufficient to render this Amendment timely, the
Applicant hereby petitions under 37 C.F R. §1.136(a) for an extension of time for as many

months as required to render this submission timely. Any fee due is authorized above.

Dated: April 11, 2022 Respectfully submitted,

By: /Michael C. Greenbaum/
Michael C. Greenbaum
Registration No.: 28,419
BLANK ROME LLP
Correspondence Customer Number: 27557
Attorney for Applicant
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The Applicant argued that under step 2A Prong One the use of a secure server to process a payment
from a payer to a merchant — by establishing a communications link with a payer to receive financial
account information and providing an electronic data token representing that financial account
information to a merchant server (without providing the financial account information to the merchant
server and without providing the electronic data token to the payer) — so that the merchant server can
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account information is not “a fundamental economic practice” under § 101 and hence is not an abstract
idea.

Furthermore the Applicant argued that even if the claims are broadly characterized as describing one
method of processing a payment from a payer to a payee, the specific processing steps above “impose
a meaningful limit” on that broad concept such that the claims are directed to a specific, “practical
application” of that broad concept.

Finally the Applicant argued that the specific technical features recited in the claims also amount to “
significantly more” than “a mere instruction to apply” the abstract idea of processing a payment from a
payer to a payee “on a computer and hence represent an "inventive concept”.

The Examiner disagreed that there are additional elements in the claim that impose a meaningful limit on
the abstract idea or that they provide an inventive concept since the additional elements recite standard
computer components used as a tool to implement the abstract idea, and there is nothing in the claims
or specification that would indicate an improvement in technology. Furthermore the additional
insignificant extra solution activity amount only to data gathering and data storing that are recognized by
the courts as well-understood routine conventional..

The Applicant's agenda is included as part of this communication as required by USPTO interview policy
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U.S. Patent and Trademark Office

PTOL-413/413b (Rev. Oct. 2019) Interview Summary PabB 280 B H42




Application No. Applicant(s)
16/535,424 POLLIN et al.
Applicant-Initiated Interview Summary ETSR'“F'{?[ o o Fuoy et | P29€
MACCAGNO 3697 | No 20f2
Attachment
/PIERRE L MACCAGNO/ /CHRISTINE M BEHNCKE/
Examiner, Art Unit 3697 Supervisory Patent Examiner, Art Unit 3697

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this
interview summary form, whichever is later, to file a statement of the substance of the interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office

PTOL-413/413b (Rev. Oct. 2019) Interview Summary PabB2Y0 B H42



Docket No.: 124452.00122
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Robert Evan POLLIN et al.
Application No.: 16/535,424 Confirmation No.: 2047
Filed: August 8, 2019 Art Unit: 3696

For: ENROLLING A PAYER BY A MERCHANT Examiner: Pierre L. MACCAGNO
SERVER OPERATED BY OR FOR THE
BENEFIT OF A PAYEE AND PROCESSING A
PAYMENT FROM THE PAYER BY A
SECURE SERVER

INTERVIEW AGENDA

Pierre Maccagno

Christine M. Behncke

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Examiners Maccagno and Behncke:

In anticipation of our interview tomorrow at 1 pm ET, please consider the following

Interview Agenda, which is not intended to be made of record.

Dated: February 10, 2022 Respectfully submitted,

By: /Jonathan R. King/
Jonathan R. King
Registration No.: 65,967
BLANK ROME LLP
Correspondence Customer Number: 27557
Attorney for Applicant

124452.00122/126639850v.2

Page 291 of 442



Application No. 16/535,424 2 Docket No.: 124452.00122
Interview Agenda

A. Claimed Features

Merchants spend considerable time, effort, and expense securing the financial
information (e.g., credit card numbers, bank account numbers) received from purchasers in order
to provide a secure platform for purchasers and comply with industry security standards. The
claimed invention eliminates that burden by allowing the merchant (payee) and the purchaser
(payer) to conduct a transaction without the merchant receiving — and thus having to safeguard —

the financial information of the purchaser.

1. A method! of processing a payment from a payer to a payee, the method
being performed by a secure server [e.g., 202], the method comprising:

receiving an electronically-generated payment transaction instruction from a
merchant server [e.g., 204], the payment transaction instruction including at least one
data element associated with the payer and specifying the amount of the payment from
the payer to the payee;

establishing a communications link with the payer to receive financial account
information provided by the payer;

receiving the financial account information provided by the payer via the
communications link;

providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the
payer,

storing the financial account information provided by the payer;

processing the payment using the financial account information provided by the
payer; and

forwarding at least a portion of the payment to the payee.

31 A method? of enrolling a payer by a merchant server operated by or for the
benefit of a payee, the method comprising:

receiving enrollment data identifying a payer;

generating an electronic instruction for a secure server that includes at least one
data element associated with the payer, the electronic instruction requesting the
establishment of a communications link between the secure server and the payer for the
secure server to receive financial account information provided by the payer;

outputting the electronic instruction to a communications network for transmittal
to the secure server,

! Independent claim 16, which is directed to the secure server, recites analogous features.
2 Independent claim 46, which is directed to the merchant server, recites analogous features.

124452.00122/126639850v.2
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receiving, from the secure server, an electronic data token representing financial
account information received by the secure server via the communications link, wherein
the merchant server does not receive the financial account information represented by the
electronic data token and the secure server does not provide the electronic data token to
the payer;

storing the electronic data token in association with the enrollment data
identifying the payer; and

processing a payment from the payer by electronically generating a payment
transaction instruction that includes a representation of the electronic data token and
instructs a payment processing system having access to the financial account information
represented by the electronic data token.

The claims recite a secure server [e.g., 202] in communication with a merchant server

[e.g., 204]. In response to an electronically-generated payment transaction instruction from the
merchant server, the secure server establishes a communications link with the payer to securely
receive sensitive financial account information provided by the payer. An electronic data token
representing the payer’s financial account information is generated. The secure server provides
that electronic data token to the merchant server. Critically, the secure server provides the

electronic data token without providing the underlying financial account information to the

merchant server (or providing the electronic data token to the payer). The secure server and the
electronic data token enable payments from a payer to payee to the processed without the payee

having to receive, store, and safeguard the underlying financial account information.

In some embodiments, the secure server may provide an application programming
interface (API),? in some instances implemented within a website hosted by the merchant
server,* with functionality for the merchant server to transmit the payment transaction
instruction. The communications link between the payer and the secure server may be a secure
connection via the internet,® such as a redirect URL.® The secure connection may be a widget or

window within a website provided by the merchant server,’ so that the process of interacting

3 Dependent claims 4-7, 19-22, and 33-35
4 Dependent claims 6, 21, and 34

3> Dependent claims 8-11, 23-26, and 35-39
® Dependent claims 11, 26, and 39

" Dependent claims 9, 24, and 37

124452.00122/126639850v.2
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with the merchant server while transmitting sensitive financial account information to the secure

server is seamless from the viewpoint of the customer.®

Because the electronic data token is non-sensitive, the merchant server may store the
electronic data token (without having to comply with stringent compliance requirements) and, in
some embodiments, that electronic data token may be used to process future payments
authorized by the payer.

B. Step 2A, Prong One: The specific processing steps recited in the claims are not one
of “the basic tools of scientific and technological work” excluded from patentability

under § 101 because “monopolization of those tools through the grant of a patent
might tend to impede innovation more than it would tend to promote it”

“There is no dispute ... that many computer-implemented claims are formally addressed
to patent-eligible subject matter.”® Computer-implemented business methods are also patent
eligible. “[A] business method is simply one kind of ‘method’ that is, at least in some
circumstances, eligible for patenting under § 101.”'° Inventions in one of the four broad
statutory categories'! are patent eligible unless they are directed to one of “the basic tools of
scientific and technological work” — namely, “laws of nature, natural phenomena, and abstract
ideas” — where “monopolization of those tools through the grant of a patent” might “inhibit
further discovery by improperly tying up the future use of these building blocks of human

ingenuity.” 12

Courts have identified “abstract ideas” under § 101 only by way of example. Examples
of concepts that courts have found patent ineligible include claims that would preempt
“fundamental economic principles or practices”, such as intermediated settlement,* hedging

risk, ' rules for conducting a wagering game, '° offer-based price optimization, ' using a marking

8 See paragraph [0046] of the specification

® Alice Corp. Pty. Ltd. v. CLS Bank Intern., 134 S. Ct. 2347, 2358-59 (2014)

10 Bilski v. Kappos, 130 S.Ct. 3218, 3228 (2010)

1 process, machine, manufacture, or composition of matter

12 Alice, 134 S.Ct. at 2354 citing Mayo Collaborative v. Prometheus Labs, 132 S.Ct. 1289, 1293 (2012)
13 1d.

Y Bilski, supra

15 In re Smith, 815 F.3d 816, 818-19, (Fed. Cir. 2016)

16 OIP Techs. v. Amazon.com, 788 F.3d 1359, 1362-63 (Fed. Cir. 2015)
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affixed to the outside of a mail object to communicate information about the mail object, !’

placing an order based on displayed market information, '® and a retailer allowing a customer
requesting goods remotely (e.g., via the internet or by phone) to pay in person at a retail

location.

The pending Office Action argues that all of the following processing steps are directed
to the fundamental economic practice of “processing a payment from a payer to a payee”:
receiving an electronically-generated payment transaction instruction from a merchant server that
includes a data element associated with a payer and specifies an amount of a payment from the
payer to a payee; establishing a communications link with the payer to receive financial account
information provided by the payer; providing an electronic data token (representing financial
account information provided by the payer) to the merchant server without providing the
financial account information to the merchant server and without providing the electronic data
token to the payer; processing the payment using the financial account information provided by

the payer; and forwarding at least a portion of the payment to the payee.*’

However, the Applicant respectfully submits that using a secure server to process a
payment from a payer to a merchant — by establishing a communications link with a payer to
receive financial account information and providing an electronic data token representing that
financial account information to a merchant server (without providing the financial account
information to the merchant server and without providing the electronic data token to the payer)
— so that the merchant server can process a transaction without having access to (or being
required to secure) the underlying financial account information is not “a fundamental economic

practice” under § 101.

7 Inventor Holdings v. Bed Bath Beyond, 876 F.3d 1372, 1378-79 (Fed. Cir. 2017)

18 Tvading Technologies Int’l v. IBG, 921 F.3d 1084, 1092 (Fed. Cir. 2019)

19 Inventor Holdings v. Bed Bath & Beyond, 123 F. Supp. 3d 557, 561 (D. Del. 2015) aff"d 643 Fed.Appx. 1014,
1015 (Fed. Cir. 2016)

20 The pending Office Action states that “Applicant does not argue against the claims being directed to an abstract
idea” in the Response of September 9, 2021. This is not true. As is repeated here, Applicant argued that the specific
technical features recited in the claims are “not ‘a fundamental economic practice”” under Step 2A, Prong One and,
“[e]ven if the claims are not a broadly characterized as describing one method of processing a payment from a payer
to a payee (Step 2A Prong One),” the claims are not “directed to” that fundamental economic practice under Step 2A
Prong Two because “the claims can hardly be characterized as ‘a drafting effort designed to monopolize’ the broad
concept of processing a payment from a payer to a payee” (emphasis original).
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C. Step 2A, Prong Two: Even if the claims are broadly characterized as describing one
method of processing a payment from a payer to a payee, the specific processing
steps above “impose a meaningful limit” on that broad concept such that the claims
are directed a specific, “practical application” of that broad concept

The Supreme Court “has long distinguished between principles themselves (which are
not patent eligible) and the integration of those principles into practical applications (which are
patent eligible).”?! Accordingly, even if a claim recifes a judicial exception (Step 2A Prong
One), MPEP § 2106.04(d) instructs examiners to “evaluate whether the claim as a whole
integrates the recited judicial exception into a practical application of the exception.” (Step 2A
Prong Two). “A claim that integrates a judicial exception into a practical application will apply,
rely on, or use the judicial exception in a manner that imposes a meaningful limit on the judicial
exception, such that the claim is more than a drafting effort designed to monopolize the judicial
exception.”?? For instance, “the claimed invention may integrate the judicial exception into a

practical application by demonstrating that it improves the relevant existing technology.”??

Even if the claims are broadly characterized as describing one method of processing a
payment from a payer to a payee (Step 2A Prong One), the claims can hardly be characterized as
“a drafting effort designed to monopolize” the broad concept of processing a payment from a
payer to a payee (Step 2A Prong Two).* Instead, the claims “impose a meaningful limit” on the
broad concept of processing a payment by further reciting specific technical features — namely, a
secure server that, in response to an electronically-generated payment transaction instruction
from a merchant server (including at least one data element associated with the payer and
specifying the amount of the payment from the payer to the payee), establishes a
communications link with a payer to receive financial account information and provides an
electronic data token representing that financial account information to a merchant server

(without providing the financial account information to the merchant server and without

2L MPEP 2106.04(d) citing Mayo Collaborative Servs. v. Prometheus Labs., Inc., 566 U.S. 66, 80, 84 (2012)

2.

23 MPEP 2106.04(d)(1). Note that, in Step 2A Prong One, whether the claim “pertains to” technological
improvement is determined “without reference to what is well-understood, routine, conventional activity.”

24 Note that, if the claims were a drafting effort designed to monopolize the concept of processing payments, it
would be quite a poor effort. One could simply and easily design around this attempted monopoly by not employing
a secure server that performs the claimed processing steps. Instead, a merchant server could simply be configured to
receive the financial account information directly from the payer and process the payment.
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providing the electronic data token to the payer). Those specific technical features direct the
claim to a specific, practical application of that broad concept — namely, processing a transaction
from a payer to a payee without the payee having access to (or being required to secure) the

underlying financial account information.

In the MPEP, the most relevant example of a “fundamental economic principle or
practice” is the system directed to “local processing of payments for remotely purchased goods”
at issue in Inventor Holdings v. Bed Bath Beyond.?> Similar to the claimed system, the claims at
issue in Inventor Holdings provided functionality for a customer to make a purchase from a
merchant by paying a third party (in that instance, a local merchant that allowed a customer to
pay in person, presumably in cash, in order to keep their credit card information safe).*®
Rejecting an argument that the claims included an inventive step by solving a problem through
the use of computer technology, the court in /nventor Holdings held:

The patent only makes generic references to computers that are not sufficient to render

the claims patentable. These limitations are not sufficient to make an abstract idea

patentable. The Federal Circuit explained that “[s]imply adding a ‘computer aided’
limitation to a claim covering an abstract concept, without more, is insufficient to render
the claim patent eligible.” Dealertrack, Inc. v. Huber, 674 F.3d 1315, 1333. “To salvage
an otherwise patent-ineligible process, a computer must be integral to the claimed
invention, facilitating the process in a way that a person making calculations or

computations could not.” Bancorp Servs., L.L.C. v. Sun Life Assur. Co. of Canada (U.S.),
687 F.3d 1266, 1278 (Fed. Cir. 2012).77

Unlike the claims at issue in /nventor Holdings, the secure server and computer
processing steps recited in the claims are integral to the claimed invention, thereby “facilitating
the process in a way that a person making calculations or computations could not.” In a
conventional transaction, a payer provides financial account information directly to a merchant
server and the merchant is then required to safeguard that sensitive financial account
information. The claimed secure server and computer processing steps eliminate the need for the

merchant to safeguard that sensitive financial account information by establishing a

5 Inventor Holdings v. Bed Bath & Beyond, 123 F.Supp.3d 557 (D. Del. 2015) aff’d without opinion 643 Fed. Appx.
1014 (Fed. Cir. 2016)

28 Inventor Holdings, 123 F.Supp.3d at 561

2 Inventor Holdings, 123 F.Supp.3d at 562
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communications link with the payer (to securely receive sensitive financial account information
provided by the payer), providing an electronic data token (representing the payer’s financial
account information) to the merchant server (without providing the underlying financial account
information to the merchant server or providing the electronic data token to the payer), and
processing the payment using the payer’s financial account information. In some embodiments,
the merchant server can then use a representation of that electronic data token to instruct the
secure server to process additional transactions using the payer’s financial account information

(as further recited in dependent claims 2 and 17).

The secure server and computer processing steps recited in the claims are integral to the
claimed invention because they are the inventive step that differentiates the claimed invention
from a conventional transaction between a customer and a merchant. And they facilitate the
process, enabling the merchant to process payments using the payer’s financial account
information without receiving (and, therefore, having to safeguard) that sensitive financial

account information, in a way that a person making calculations or computations could not.

D. Step 2B: Additionally, the specific technical features recited in the claims also
amount to “significantly more” than “a mere instruction to apply” the abstract idea
of processing a payment from a payer to a payee “on a computer”

Claims directed to a judicial exception under § 101 are nevertheless patent eligible if the
claims recite “significantly more” than an instruction to apply the judicial exception. “Courts
have held computer-implemented processes not to be significantly more than an abstract idea
(and thus ineligible) where the claim as a whole amounts to nothing more than generic computer
functions merely used to implement an abstract idea, such as an idea that could be done by a
human analog (i.e., by hand or by merely thinking). On the other hand, courts have held
computer-implemented processes to be significantly more than an abstract idea (and thus patent
eligible), where generic computer components are able in combination to perform functions that

are not merely generic.”?®

In DDR Holdings, for example, the Federal Circuit held that claims were patent eligible

“because they do not merely recite the performance of some business practice known from the

8 MPEP 2106.05(d)(I) citing DDR Holdings, LLC v. Hotels.com, LP, 773 F. 3d 1245, 1257-59 (2014)
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pre-Internet world along with the requirement to perform it on the Internet. Instead, the claimed
solution is necessarily rooted in computer technology in order to overcome a problem
specifically arising in the realm of computer networks.”?’ There, the specific issue was that,
“upon the click of an advertisement for a third-party product displayed on a host’s website, the
host website would lose that visitor as he or she is “transported to the third party’s website.” To
solve that problem, the claims were directed to “an automatically-generated hybrid web page that
combines visual ‘look and feel” elements from the host website and product information from the
third-party merchant's website related to the clicked advertisement. In this way, rather than
instantly losing visitors to the third-party’s website, the host website can instead send its visitors
to a web page on the outsource provider’s server that 1) incorporates ‘look and feel’ elements
from the host website, and 2) provides visitors with the opportunity to purchase products from

the third-party merchant without actually entering that merchant's website.”*

As stated in the MPEP, claims that “amount to more than merely instructing that the
abstract idea should be applied on the Internet,” *! for example claims that “specify how
interactions with the Internet are manipulated to yield a desired result”,*? may provide a

sufficient inventive concept to render claims patent eligible.

Like the claims at issue in DDR, the pending claims “do not merely recite the
performance of some business practice known from the pre-Internet world along with the
requirement to perform it on the Internet.” Instead, like the claims at issue in DDR, the pending
claims recite specific technical features that “specify how interactions with the Internet are
manipulated to yield a desired result”. Like the claims at issue in DDR, the pending claims
“overcome a problem specifically arising in the realm of computer networks” — namely that, to
process a payment online using conventional technology, merchants need to receive sensitive
financial account information. Finally, like the claims at issue in DDR, the claimed solution to
that problem is rooted in computer technology — specifically, a secure server that, in response to

an electronically-generated payment transaction instruction from a merchant server, establishes a

¥ DDR, 773 F.3d at 1257.

30 14 at 1257-1258(internal footnote omitted)

3L MPEP 2106.05()

32 MPEP 2106.05(d)(emphasis in original) citing DDR, 773 F.3d at 1258

124452.00122/126639850v.2

Page 299 of 442



Application No. 16/535,424 10 Docket No.: 124452.00122
Interview Agenda

communications link with a payer to receive financial account information and provides an
electronic data token representing that financial account information to a merchant server
(without providing the financial account information to the merchant server and without
providing the electronic data token to the payer). Accordingly, because the electronic data token
is non-sensitive, the claimed secure server allows the merchant to conduct a transaction without

the need to receive, store, and safeguard sensitive financial information of the purchaser.?

The pending Office Action argues that the claims “amount to mere instructions to
implement” the abstract idea of processing a payment from a payer to a payee “on a computer.”
However, the abstract idea of processing a payment from a payer to a payee can be performed on
a computer without the secure server and processing steps recited in the claims. The pending
Office Action also characterizes the claimed processing steps as “insignificant extra-solution
activity.”>* However, those processing steps not “incidental to the primary process” or “merely a
nominal or tangential addition to the claim.” Instead, those processing steps are the inventive
step that differentiates the claimed invention from a conventional transaction where a payer

provides financial account information directly to a merchant server.

Accordingly, the Applicant respectfully submits that the pending claims are patent
eligible subject matter under § 101.

33 Note that, in embodiments where the communications link between the secure server and the payer “is a widget or
window within a website provided by the merchant server” (dependent claims 9 and 24), the claimed solution is
even more like the solution in DDR in that it is “an automatically-generated hybrid web page that combines visual
‘look and feel” elements” from the merchant server website and functionality to provide financial account
information to the third-party secure server. In those embodiments, the merchant server sends its visitors to a
website “that 1) incorporates ‘look and feel’ elements from the [merchant server] website, and 2) provides visitors
with the opportunity” to submit sensitive financial account information to the third-party secure server “without
actually entering” that secure server’s website.

31 “The term ‘extra-solution activity” can be understood as activities incidental to the primary process or product that
are merely a nominal or tangential addition to the claim. Extra-solution activity includes both pre-solution and post-
solution activity.” MPEP 2106.05(g)
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Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent provisions.
Status of Claims

This action is a final rejection.

Claims 1-46 are pending

Claims 1-12; 14-25 were amended

Claims 26-46 were added

Claims 1-46 are rejected under 35 USC § 101

e wnN e

Priority

Acknowledgement is made of Applicant’s claim for a domestic priority date of 6-5-2012.

Information Disclosure Statement

The information disclosure statement (IDS) submitted on 8-8-2019, is in compliance with the
provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being
considered by the examiner.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or
composition of matter, or any new and useful improvement thereof, may obtain a patent
therefor, subject to the conditions and requirements of this title.

Claims [1-46] are not patent eligible because the claimed invention is directed to an abstract
idea without significantly more.

Analysis

First, claims are directed to one or more of the following statutory categories: a process, a
machine, a manufacture, and a composition of matter. Regarding claims 1-46, the claims recite
an abstract idea of processing a payment from a payer to a payee.
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Independent Claims 1 and 16 are rejected under 35 U.S.C 101 based on the following
analysis.

-Step 1 (Does the claim fall within a statutory category? YES): claims 1 and 16 recite a
method, system and non-transitory computer readable storage medium for processing a
payment from a payer to a payee.

-Step 2019 PEG 2A Prong One (Does the claim fall within at least one of the groupings
of abstract ideas?: YES): The claimed invention “the payment transaction instruction
including at least one data element associated with the payer and specifying the

“, u

amount of the payment from the payer to the payee®; “establishing a communications

“, u

link for the payer to receive financial account”; “providing an electronic data token

representing the financial account information provided by the payer to the merchant...

without providing the financial account information to the merchant ...and without

u, u

providing the electronic data token to the payer”; “processing the payment using the
financial account information provided by the payer“and “forwarding at least a portion
of the amount of the payment to the payee”; falls under the grouping of certain
methods of organizing human activity under fundamental economic practices as it
recites processing a payment from a payer to a payee. (refer to MPEP 2106.04(a)(2)).

Accordingly this claim recites an abstract idea.

-Step 2019 PEG 2A Prong Two (Are there additional elements in the claim that imposes
a meaningful limit on the abstract idea? NO). Claims 1 & 16 recite: “secure server”;

“merchant server”; In addition claim 16 recites: “one or more processors”; and memory

storing instructions “; amount to mere instructions to implement an abstract idea on a
computer, or merely use a computer as a tool to implement the abstract idea. (refer to
MPEP 2106.05(f))

Claims 1 and 16 also recite: “receiving an electronically-generated payment transaction
instruction”; “receiving the financial account information provided by the payer”; and
“storing the financial account information provided by the payer®; that amount to
additional insignificant extra solution activities to the judicial exception specific to data

gathering and storing. (refer to MPEP 2106.05(g). Accordingly, the claim as a whole does

not integrate the abstract idea into a practical application because it does not impose

any meaningful limits on practicing the abstract idea.
-Step 2019 PEG 2B (Does the additional elements of the claim provide an inventive
concept?: NO. As discussed previously with respect to Step 2A Prong Two, Claims 1 & 16

", i

recite: “secure server”; “merchant server”; In addition claim 16 recites: “one or more

processors”; and memory storing instructions “; amount to mere instructions to
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implement an abstract idea on a computer, or merely use a computer as a tool to
implement the abstract idea (refer to MPEP 2106.05(f))

Claims 1 and 16 also recite: “receiving an electronically-generated payment transaction
instruction”; “receiving the financial account information provided by the payer”; and
“storing the financial account information provided by the payer”; that amount to
additional insignificant extra solution activities to the judicial exception specific to data
gathering and storing. (refer to MPEP 2106.05(g). Under Step 2B further analysis under
well-understood routine conventional (WURC) is required which includes consideration
of the four options per the Berkheimer memo. Using WURC option 2 “receiving data”;
“sending data” ; “transmitting data”; “selecting data”; “presenting data”; “storing data”
or “gathering data” can be said to be recognized by the courts as simply WURC (see

MPEP 2106.05 (d)(I1)). Accordingly, the claim does not provide an inventive concept

(significantly more than the abstract idea) and hence the claim is ineligible.

Independent Claims 31 and 46 are rejected under 35 U.S.C 101 based on the following
analysis.

-Step 1 (Does the claim fall within a statutory category? YES): claims 31 and 46 recite a
method, system and non-transitory computer readable storage medium of enrolling a
payer and processing their payment by a merchant for the benefit of a payee.

-Step 2019 PEG 2A Prong One (Does the claim fall within at least one of the groupings
of abstract ideas?: YES): The claimed invention “generating an electronic instruction ...
that includes at least one data element associated with the payer, the electronic
instruction requesting the establishment of a communications link ...to receive financial
account information provided by the payer”; “wherein the merchant... does not receive
the financial account information represented by the electronic data token ... does not
provide the electronic data token to the payer”; and “processing a payment from the
payer by electronically generating a payment transaction instruction that includes a
representation of the electronic data token and instructs a payment processing system
having access to the financial account information represented by the electronic data
token”; falls under the grouping of certain methods of organizing human activity under
fundamental economic practices as it recites processing a payment from a payer to a
payee. (refer to MPEP 2106.04(a)(2)). Accordingly this claim recites an abstract idea.

-Step 2019 PEG 2A Prong Two (Are there additional elements in the claim that imposes
a meaningful limit on the abstract idea? NO). Claims 31 & 46 recite: “secure server”;

and “outputting the electronic instruction to a communications network for transmittal
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to the secure server”; In addition claim 46 recites: “one or more processors”; and non-
transitory computer readable storage media“; amount to mere instructions to
implement an abstract idea on a computer, or merely use a computer as a tool to
implement the abstract idea. (refer to MPEP 2106.05(f))

", i

Claims 31 and 46 also recite: “receiving enrollment data identifying a payer”; “receiving,
..., an electronic data token representing financial account information received ...via the
communications link”; and “storing the electronic data token in association with the
enrollment data identifying the payer”; that amount to additional insignificant extra
solution activities to the judicial exception specific to data gathering and storing. (refer

to MPEP 2106.05(g). Accordingly, the claim as a whole does not integrate the abstract

idea into a practical application because it does not impose any meaningful limits on

practicing the abstract idea.

-Step 2019 PEG 2B (Does the additional elements of the claim provide an inventive
concept?: NO. As discussed previously with respect to Step 2A Prong Two, Claims 31 &
46 recite: “secure server”; and “outputting the electronic instruction to a
communications network for transmittal to the secure server”; In addition claim 46
recites: “one or more processors”; and non-transitory computer readable storage
media“; amount to mere instructions to implement an abstract idea on a computer, or
merely use a computer as a tool to implement the abstract idea. (refer to MPEP
2106.05(f))

", i

Claims 31 and 46 also recite: “receiving enrollment data identifying a payer”; “receiving,
..., an electronic data token representing financial account information received ...via the
communications link”; and “storing the electronic data token in association with the
enrollment data identifying the payer”; that amount to additional insignificant extra
solution activities to the judicial exception specific to data gathering and storing. (refer
to MPEP 2106.05(g). Under Step 2B further analysis under well-understood routine
conventional (WURC) is required which includes consideration of the four options per

”, u

the Berkheimer memo. Using WURC option 2 “receiving data”; “sending data” ;
“transmitting data”; “selecting data”; “presenting data”; “storing data”; or “gathering
data” can be said to be recognized by the courts as simply WURC (see MPEP 2106.05

(d)(11)). Accordingly, the claim does not provide an inventive concept (significantly more

than the abstract idea) and hence the claim is ineligible.

Claims 2-15, dependent on claim 1; claims 17-30 dependent on claim 16 and claims 32-
45 dependent on claim 31 are rejected under 35 U.S.C 101 based on similar rationale as
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claims 1, 16 and 31 respectively. The additionally recited elements in the dependent
claims were all individually and collectively examined and found to merely refine and/or
further limit the abstract idea(s) of the independent claim(s). They do not add any
feature which integrates the judicial exception into a practical application, nor do they
amount to significantly more, indicative of an inventive concept which cures the
deficiencies of their respective parent independent claim or transforms the nature of
the claims into patent-eligible subject matter under 35 USC §101.

Claim 2 dependent on claim 1, and claim 17 dependent on claim 16 merely adds to the
abstract idea of claims 1 and 16 respectively. By reciting “including a representation of

”, u

the electronic data token”; “specifying the amount of the second payment from the
payer to the payee”; “processing the second payment using the financial account
information represented by the electronic data token”; and “forwarding at least a
portion of the second payment to the payee “; it adds to the abstract idea of processing
a payment from a payer to a payee by specifying the amount of the second payment
from the payer to the payee, and forwarding the payment to the payee without adding
any additional elements that impose a meaningful limit on the abstract idea or any
additional elements in the claim providing an inventive concept. As a result it is rejected

under 35 U.S.C. 101 based on MPEP 2106.04(a)(2).

Claim 2 dependent on claim 1 and claim 17 dependent on claim 16 merely recite
additional steps that amount to no more than insignificant extra-solution activities to
the judicial exception. Specifically claims 2 and 17 recite “receiving a second payment

transaction instruction from the merchant server”. This claim amounts to additional

insignificant extra solution activities to the judicial exception specific to data gathering,
which is a form of insignificant extra-solution activity (refer to MPEP 2016.05 (g). Such
limitation does not integrate the abstract idea into a practical application. Further

”, u

analysis under WURC option 2 “receiving data”; “sending data” ; “transmitting data”;
“selecting data”; “presenting data”; or “gathering data” can be said to be recognized by
the courts as simply WURC (see MPEP 2106.05 (d)(ll)). Such limitation does not amount

to significantly more than an abstract idea and hence the claim is ineligible.

Claim 3 dependent on claim 2, claim 18 dependent on claim 17 and claim 32 dependent
on claim 31 merely adds to the abstract idea of claims 1, 16 and 31 respectively. By
reciting “the representation of the electronic data token is the electronic data token”; it

adds to the abstract idea of processing a payment from a payer to a payee by defining
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the representation of the electronic data token to be the electronic data token without
adding any additional elements that impose a meaningful limit on the abstract idea or
any additional elements in the claim providing an inventive concept. As a result it is
rejected under 35 U.S.C. 101 based on MPEP 2106.04(a)(2).

Claim 4 dependent on claim 1, claim 19 dependent on claim 17 and claim 33 dependent
on claim 31 amount to mere instructions to implement an abstract idea on a computer,
or merely use a computer as a tool to implement the abstract idea of claim 1, 16 and 31
respectively by reciting “wherein the payment transaction instruction is generated by

the merchant server using an application programming interface provided to the

merchant server by the secure server”. Accordingly the claim is rejected under 35 U.S.C.
101 based on MPEP 2106.05(f)

Claim 5 dependent on claim 4 and claim 20 dependent on claim 19 amount to mere
instructions to implement an abstract idea on a computer, or merely use a computer as
a tool to implement the abstract idea of claims 1 and 16 respectively by reciting
“wherein the payment transaction instruction is generated using a token retrieval

function of the application programming interface provided to the merchant server by

the secure server”. Accordingly the claim is rejected under 35 U.S.C. 101 based on MPEP
2106.05(f)

Claim 6 dependent on claim 4, claim 21 dependent on claim 19, and claim 34 dependent
on claim 33 amount to mere instructions to implement an abstract idea on a computer,
or merely use a computer as a tool to implement the abstract idea of claims 1, 16 and
31 respectively, by reciting “wherein the application programming interface is

implemented within a website hosted by the merchant server”. Accordingly the claim is
rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 7 dependent on claim 4, claim 22 dependent on claim 19, and claim 35 dependent
on claim 33 merely adds to the abstract idea of claims 1, 16 and 31 respectively. By

reciting “wherein the at least one data element associated with the payer is a customer

identification number ... to identify the payer”; it adds to the abstract idea of processing

a payment from a payer to a payee by defining at least one data element associated
with the payer is a customer identification number ...to identify the payer without
adding any additional elements that impose a meaningful limit on the abstract idea or
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any additional elements in the claim providing an inventive concept. As a result it is
rejected under 35 U.S.C. 101 based on MPEP 2106.04(a)(2).

Claim 8 dependent on claim 1, claim 23 dependent on claim 16, and claim 36 dependent
on claim 31 amount to mere instructions to implement an abstract idea on a computer,
or merely use a computer as a tool to implement the abstract idea of claims 1, 16 and
31 respectively, by reciting “wherein the communications link is a secure conection via

the internet between the secure server and a computing system used by the payer

enabling the payer to input the financial account information for transmittal to the

secure server”. Accordingly the claim is rejected under 35 U.S.C. 101 based on MPEP
2106.05(f)

Claim 9 dependent on claim 8, claim 24 dependent on claim 23, and claim 37 dependent
on claim 36 amount to mere instructions to implement an abstract idea on a computer,
or merely use a computer as a tool to implement the abstract idea of claims 1, 16 and
31 respectively, by reciting “the secure connection is a widget or window within a

website provided by the merchant server”. Accordingly the claim is rejected under 35
U.S.C. 101 based on MPEP 2106.05(f)

Claim 10 dependent on claim 8, claim 25 dependent on claim 23, and claim 38
dependent on claim 36 amount to mere instructions to implement an abstract idea on a
computer, or merely use a computer as a tool to implement the abstract idea of claims
1, 16 and 31 respectively, by reciting “wherein the secure connection is established via a

static or dynamic uniform resource locator (URL)”. Accordingly the claim is rejected
under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 11 dependent on claim 8, claim 26 dependent on claim 23, and claim 39
dependent on claim 36 amount to mere instructions to implement an abstract idea on a
computer, or merely use a computer as a tool to implement the abstract idea of claims

1, 16 and 31 respectively, by reciting “wherein the secure connection is established by a

redirect URL that redirects the computing system used by the payer to the secure
server”. Accordingly the claim is rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 12 dependent on claim 1, claim 27 dependent on claim 16, and claim 40
dependent on claim 31 amount to mere instructions to implement an abstract idea on a

computer, or merely use a computer as a tool to implement the abstract idea of claims
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1, 16 and 31 respectively, by reciting “wherein the communications link used by the

secure server to receive the financial account information provided by the pavyer is

synchronous or asynchronous with a process performed by the merchant server, to

receive enrollment data provided by the payer”. Accordingly the claim is rejected under
35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 13 dependent on claim 1, claim 28 dependent on claim 16, and claim 42
dependent on claim 31 merely adds to the abstract idea of claims 1, 16 and 31
respectively. By reciting “wherein the financial account information includes at least
one of a credit card number or bank account number”; it adds to the abstract idea of
processing a payment from a payer to a payee by specifying that the financial account
information includes at least a credit card number or bank account number without
adding any additional elements that impose a meaningful limit on the abstract idea or
any additional elements in the claim providing an inventive concept. As a result it is
rejected under 35 U.S.C. 101 based on MPEP 2106.04(a)(2).

Claim 14 dependent on claim 1, claim 29 dependent on claim 1, and claim 43 dependent
on claim 31 merely add to the abstract idea of claims 1, 16 and 31 respectively. By
reciting “wherein the electronic data token enables the merchant server to process

transactions using the financial account information without transmitting, processing or

storing the financial account information”; it adds to the abstract idea of processing a

payment from a payer to a payee by specifying that merchant_transactions are to be
processed using the financial account information without transmitting, processing or
storing the financial account information without adding any additional elements that
impose a meaningful limit on the abstract idea or any additional elements in the claim
providing an inventive concept. As a result it is rejected under 35 U.S.C. 101 based on
MPEP 2106.04(a)(2).

Claim 15 dependent on claim 1, claim 30 dependent on claim 16, and claim 44
dependent on claim 31 merely add to the abstract idea of claims 1, 16 and 31

respectively. By reciting “wherein the secure server enables the merchant server to

process transactions using the financial account information without transmitting,

processing or storing the financial account information”; it adds to the abstract idea of

processing a payment from a payer to a payee by specifying that merchant transactions
are to be processed using the financial account information without transmitting,

processing or storing the financial account information without adding any additional
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elements that impose a meaningful limit on the abstract idea or any additional elements
in the claim providing an inventive concept. As a result it is rejected under 35 U.S.C. 101
based on MPEP 2106.04(a)(2).

Claim 41 dependent on claim 31 merely recites additional steps that amount to no more
than insignificant extra-solution activities to the judicial exception. Specifically claim 41
recites: “wherein the enrollment data identifying the payer is received from the payer
over a network”. This claim amounts to additional insignificant extra solution activities
to the judicial exception specific to data gathering, which is a form of insignificant extra-
solution activity (refer to MPEP 2016.05 (g). Such limitation does not integrate the
abstract idea into a practical application. Further analysis under WURC option 2
“receiving data”; “sending data” ; “transmitting data”; “selecting data”; “presenting
data”; or “gathering data” can be said to be recognized by the courts as simply WURC
(see MPEP 2106.05 (d)(l1})). Such limitation does not amount to significantly more than

an abstract idea and hence the claim is ineligible.

Claim 45 dependent on claim 31, amount to mere instructions to implement an abstract
idea on a computer, or merely use a computer as a tool to implement the abstract idea
of claim 31, by reciting “wherein the payment processing system is the secure server”.
Accordingly the claim is rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim Rejections - 35 USC § 101-Double Patenting

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or
composition of matter, or any new and useful improvement thereof, may obtain a patent
therefor, subject to the conditions and requirements of this title.

Claims 1, 8-10, 12-13, 16, 23-25, 27-28, 31-38, 40-42 and 46 of this application are patentably
indistinct from claims 1-4, 10-11 and 18-19 of Patent No. 10423940 B2 filed 1-17-2017.

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded
in public policy (a policy reflected in the statute) so as to prevent the unjustified or improper
timewise extension of the “right to exclude” granted by a patent and to prevent possible
harassment by multiple assignees. A nonstatutory double patenting rejection is appropriate
where the conflicting claims are not identical, but at least one examined application claim is not
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patentably distinct from the reference claim(s) because the examined application claim is either
anticipated by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg,
140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010
(Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); In
re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used
to overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference application or patent either is shown to be commonly owned with the
examined application, or claims an invention made as a result of activities undertaken within
the scope of a joint research agreement. See MPEP § 717.02 for applications subject to
examination under the first inventor to file provisions of the AIA as explained in MPEP § 2159.
See MPEP § 2146 et seq. for applications not subject to examination under the first inventor to
file provisions of the AlIA. A terminal disclaimer must be signed in compliance with 37 CFR
1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used. Please visit
www.uspto.gov/patent/patents-forms. The filing date of the application in which the form is
filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or PTO/AIA/26) should
be used. A web-based eTerminal Disclaimer may be filled out completely online using web-
screens. An eTerminal Disclaimer that meets all requirements is auto-processed and approved
immediately upon submission. For more information about eTerminal Disclaimers, refer to

www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp.

¢ Claims 1 and 16 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1, 15 and 26 of U.S. Patent No. 10423940 B2 to Pollin.

Patent claims 1, 15 and 26 of Pollin 10423940 B2 recite:

o receive enrollment data identifying a payer;

o generate an electronic instruction for a second computing system that includes
at least one data element associated with the payer and specifies a
communications link for the second computing system to obtain financial
account information from the payer;

o output the electronic instruction to a communications network for transmittal to
the second computing system;
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o receive an electronic data token representing the financial account information
obtained by the second computing system via the specified communications link
from the second computing system, wherein the first computing system does
not receive the financial account information represented by the electronic data
token and the second computing system does not provide the electronic data
token to the payer;

o store the electronic data token in association with the enrollment data
identifying the payer; and

o process a payment from the payor to the payee by electronically generating a
payment transaction instruction that includes a representation of the electronic
data token and electronically transmitting the payment transaction instruction to
a payment processing system having access to the financial account information
represented by the electronic data token.

Although Pollin teaches limitations 2-6 and partially teaches limitation 1 of claims 1 and
16, Pollin does not explicitly teach limitation 1 in its entirety or limitation 7 of claims 1
and 16. It would have been obvious to one of ordinary skill in the art to have modified
claim 1 and 16 of Pollin to include “specifying the amount of the payment from the
payer to the payee” and “forwarding at least a portion of the payment to the payee”
since based on limitations 2-6 the amount of payment sent is implicit and forwarding
the payment to the payee is interpreted by Examiner as being part of processing the
payment. Therefore, the claim would have been obvious because “a person of ordinary
skill has a good reason to pursue the known options within his or her technical grasp. If
this leads to the anticipated success, it is likely the product not of innovation but of
ordinary skill and common sense.” KSR Int’l Co. v. Teleflex Inc. 82 USPQ2d 1385, 1397.

e Claims 31 and 46 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1, 15 and 26 of U.S. Patent No. 10423940 B2 to Pollin.
Although the claims at issue are not identical, they are not patentably distinct from each
other because application claims 31, and 46 are anticipated by patent claims 1, 15 and
26.

Patent claims 1, 15 and 26 of Pollin 10423940 B2 recite:
o receive enrollment data identifying a payer;
o generate an electronic instruction for a second computing system that includes

at least one data element associated with the payer and specifies a
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communications link for the second computing system to obtain financial
account information from the payer;

o output the electronic instruction to a communications network for transmittal to
the second computing system;

o receive an electronic data token representing the financial account information
obtained by the second computing system via the specified communications link
from the second computing system, wherein the first computing system does
not receive the financial account information represented by the electronic data
token and the second computing system does not provide the electronic data
token to the payer;

o store the electronic data token in association with the enrollment data
identifying the payer; and

o process a payment from the payor to the payee by electronically generating a
payment transaction instruction that includes a representation of the electronic
data token and electronically transmitting the payment transaction instruction to
a payment processing system having access to the financial account information
represented by the electronic data token.

Therefore patent claims 1, 15 and 26 of Pollin 10423940 B2 are in essence a “species” of
the generic invention of application claims 31, and 46. It has been held that a generic
invention is “anticipated” by a “species” within the scope of the generic invention. See
In re Goodman, 29 USPQ2d 2010 (Fed. Cir. 1993).

e Claims 8, 23 and 36 are rejected on the ground of nonstatutory double patenting as
being unpatentable over claims 4, and 17 of U.S. Patent No. 10423940 B2 to Pollin.
Although the claims at issue are not identical, they are not patentably distinct from each
other because application claims 8, 23, and 36 are anticipated by patent claims 4, and
17.

Patent claims 4 and 17 of Pollin 10423940 B2 recite:

o wherein the communication link is a secure connection via the internet between
the second computing system and a computing system used by the payer
enabling the payer to input the financial account information for transmittal to
the second computing system
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Therefore patent claims 4 and 17 of Pollin 10423940 B2 are in essence a “species” of the
generic invention of application claims 8, 23 and 36. It has been held that a generic
invention is “anticipated” by a “species” within the scope of the generic invention. See
In re Goodman, 29 USPQ2d 2010 (Fed. Cir. 1993).

o Claims 9, 24 and 37 are rejected on the ground of nonstatutory double patenting as
being unpatentable over claims 5 and 18 of U.S. Patent No. 10423940 B2 to Pollin.
Although the claims at issue are not identical, they are not patentably distinct from each
other because application claims 9, 24, and 37 are anticipated by patent claims 5, and
18.

Patent claims 5, and 18 of Pollin 10423940 B2 recite:
o wherein the secure connection is a widget or window within a website provided
by the first computing system

Therefore patent claims 5 and 18 of Pollin 10423940 B2 are in essence a “species” of the
generic invention of application claims 9, 24 and 37. It has been held that a generic
invention is “anticipated” by a “species” within the scope of the generic invention. See
In re Goodman, 29 USPQ2d 2010 (Fed. Cir. 1993).

e Claims 10, 25 and 38 are rejected on the ground of nonstatutory double patenting as
being unpatentable over claims 6 and 19 of U.S. Patent No. 10423940 B2 to Pollin.
Although the claims at issue are not identical, they are not patentably distinct from each
other because application claims 10, 25, and 38 are anticipated by patent claims 6, and
19.

Patent claims 6, and 19 of Pollin 10423940 B2 recite:
o wherein the secure connection provides access to the second computing system
using a static or dynamic universal resource locator (URL)

Therefore patent claims 6 and 10 of Pollin 10423940 B2 are in essence a “species” of the
generic invention of application claims 10, 25 and 38. It has been held that a generic
invention is “anticipated” by a “species” within the scope of the generic invention. See
In re Goodman, 29 USPQ2d 2010 (Fed. Cir. 1993).
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e Claims 12, 27 and 40 are rejected on the ground of nonstatutory double patenting as
being unpatentable over claims 2 & 16 and 7 & 20 of U.S. Patent No. 10423940 B2 to
Pollin. Although the claims at issue are not identical, they are not patentably distinct
from each other because application claims 12, 27, and 40 are anticipated by patent
claims 2 & 16 and 7 & 20.

Patent claims 2 & 16 of Pollin 10423940 B2 recite:
o wherein the communications link used to obtain the financial account
information from the payer is synchronous with a communications link used to
obtain the enroliment data

Patent claims 7 & 20 of Pollin 10423940 B2 recite:
o wherein the communications link used to obtain the financial account
information from the payer is asynchronous with a communications link used to
obtain the enroliment data

Therefore patent claims 2 & 16 and 7 & 20 of Pollin 10423940 B2 are in essence a
“species” of the generic invention of application claims 12, 27 and 40. It has been held

that a generic invention is “anticipated” by a “species” within the scope of the generic
invention. See In re Goodman, 29 USPQ2d 2010 (Fed. Cir. 1993).

e Claims 13, 28 and 42 are rejected on the ground of nonstatutory double patenting as
being unpatentable over claims 13 and 24 of U.S. Patent No. 10423940 B2 to Pollin.
Although the claims at issue are not identical, they are not patentably distinct from each
other because application claims 13, 28, and 42 are anticipated by patent claims 13, and
24,

Patent claims 13, and 24 of Pollin 10423940 B2 recite:
o wherein the financial account information includes at least one of a credit card
number or bank account number

Therefore patent claims 13 and 24 of Pollin 10423940 B2 are in essence a “species” of
the generic invention of application claims 13, 28 and 42. It has been held that a generic
invention is “anticipated” by a “species” within the scope of the generic invention. See
In re Goodman, 29 USPQ2d 2010 (Fed. Cir. 1993).
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Response to Arguments

Applicant's arguments filed 9/9/2021 have been fully considered but they are not persuasive.
(FP 7.37)

Applicant amended independent claims 1, and 16 and dependent claims 2-12, 14-15 and 17-25,
in addition to adding claims 26-46 as posted in the above analysis with additions underlined.
Deletions were not shown as strike-through-text because of the sizeable amount of them

In response to applicant's arguments regarding claim rejection under 35 U.S.C § 101:
Step 2A Prong One: Applicant does not argue against the claims being directed to an
abstract idea. According to the analysis under step 2A prong one, the selected claim
recitation belongs to the grouping of certain methods of organizing human activity
under fundamental economic practices as it recites processing a payment from a payer
to a payee. (refer to MPEP 2106.04(a)(2)). Accordingly this claim recites an abstract idea.

Step 2A Prong Two and Step 2B : Applicant argues that even if the claims were directed
to an abstract idea the specific claims constitute “significantly more” since the claim
recites a “practical application” and “invention concept” that imposes meaningful limits
related to the processing of a payment from a payer to a payee on the judicial
exception.

Specifically Applicant argues that the claims "impose a meaningful limit" on the broad
concept of processing a payment by reciting specific technical features - namely, a
secure server that, in response to an electronically-generated payment transaction
instruction from a merchant server (including at least one data element associated with
the payer and specifying the amount of the payment from the payer to the payee),
establishes a communications link with a payer to receive financial account information
and provides an electronic data token representing that financial account information to
a merchant server (without providing the financial account information to the merchant
server and without providing the electronic data token to the payer). The Applicant
further argues that those specific technical features direct the claim to a specific,
practical application and inventive concept of that broad concept - namely, processing a
transaction from a payer to a payee without the payee having access to (or being
required to secure) the underlying financial account information in addition to allowing
the merchant to conduct a transaction without the need to receive, store, and
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safeguard sensitive financial information of the purchaser based on the non-sensitive
electronic data token, and the claimed secure server

The Examiner disagrees. Several of the points that the Applicant claims “impose a
meaningful limit” are included as part of the abstract idea under Step 2A Prong One and
were not listed as additional elements. Furthermore, as explained under the PEG2A
Prong Two analysis, all the listed additional recited elements: “secure server”;

", u

“merchant server”; “outputting the electronic instruction to a communications network
for transmittal to the secure server”; “one or more processors”; and non-transitory
computer readable storage media“; amount to no more than mere instructions to
implement an abstract idea on a computer, or merely use a computer as a tool to
implement the abstract idea (refer to MPEP 2106.05(f)). In addition the recited
insignificant extra solution activity to the judicial exception: “receiving enrollment data
identifying a payer”; “receiving, ..., an electronic data token representing financial
account information received ...via the communications link“; and “storing the
electronic data token in association with the enrollment data identifying the payer”
specific to receiving and storing data as listed in the analysis do not amount to an
inventive concept, particularly when the activity is well understood routine conventional
(refer to MPEP 2106.05(g) and (see MPEP 2106.05 (d)(l1)). Accordingly the claim as a

whole does not integrate the abstract idea into a practical application or an inventive

concept because it does not impose any meaningful limits on practicing the abstract

idea and hence the claims remain rejected under 35 U.S.C. 101.

In conclusion for reasons of record and as set forth above, the examiner maintains the rejection
of claims 1-46 as being directed to a judicial exception without significantly more, and thereby
being directed to non-statutory subject matter under 35 USC §101. In addition, the examiner
rejects claims 1, 8-10, 12-13, 16, 23-25, 27-28, 31-38, 40-42 and 46 under 35 USC § 101 non
statutory double patenting as being patentably indistinct from claims 1-4, 10-11 and 18-19 of
Patent No. 10423940 B2 based on the amendments and additions made by the Applicant. In
reaching this decision, the Examiner considered all evidence presented and all arguments
actually made by Applicant.

Conclusion
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Any inquiry concerning this communication or earlier communications from the examiner
should be directed to PIERRE L MACCAGNO whose telephone number is (571)270-5408. The
examiner can normally be reached on M-F 8:00 to 5:00.

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, supervisory patent
examiner, Christine Behncke can be reached at 571-272-8103. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have questions on access
to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-
free). If you would like assistance from a USPTO Customer Service Representative or access to
the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/PIERRE L MACCAGNO/
Examiner, Art Unit 3697

/CHRISTINE M BEHNCKE/
Supervisory Patent Examiner, Art Unit 3697
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L25 28 (payee WITH payer) (US-PGPUB; USPAT; |OR ON ON 2021/11/25
SAME token SAME USOCR; FIT (AU, AP, 05:44 PM
(communication$1 AT, BE, BG, BR, BY,

WITH link) CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L26 14 (payee WITH payer) (US-PGPUB; USPAT; |OR ON ON 2021/11/25
SAME token SAME USOCR; FIT (AU, AP, 05:48 PM
(communication$1 AT, BE, BG, BR, BY,

WITH link) AND @py<= [CA, CH, CN, CS, CU,

"2012" CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L27 219 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/25
OR merchant) WITH USOCR; FIT (AU, AP, 05:57 PM
(payer OR client OR AT, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,

OR buyer)) SAME CZ, DD, DE, DK, EA,

token SAME EE, EP, ES, FI, FR, GB,

(communication$1 HR, HU, ID, IE, IL, IS,

WITH (link OR IT, JP, KR, LT, LU, LV,

connection OR interface [MA, OA, RU, SU, WO,

OR interconnection)) MC, MD, MY, NL, NO,

AND @py<="2012" NZ, PH, PL, PT, RO,

RS, SE, SG, SI, SK,

TH, TN, TR, TW, UA,

VN); FPRS; EPO;
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JPO; DERWENT;
IBM_TDB)

L28 95 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/25
OR merchant) WITH USOCR; FIT (AP, AT, 06:07 PM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,

OR buyer)) SAME CZ, DD, DE, DK, EA,
(token WITH EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection))) NO, NZ, OA, PH, PL,
AND @py<="2012" PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L29 14 "10423940" (US-PGPUB; USPAT; |OR ON ON 2021/11/26
USOCR; FIT (AP, AT, 11:17 AM
AU, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L30 27 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:49 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,

OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection)) NO, NZ, OA, PH, PL,
AND PT, RO, RS, RU, SE,
(G06Q20/10).CPC. SG, SI, SK, SU, TH,
AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L31 2 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:50 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,

OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
11/26/2021 12:13:50 PM rage O A4Z
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WITH (link OR IT, JP, KR, LT, LU, LV,

connection OR interface [MA, MC, MD, MY, NL,

OR interconnection)) NO, NZ, OA, PH, PL,

AND PT, RO, RS, RU, SE,

(G06Q10/107).CPC. SG, SI, SK, SU, TH,

AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L32 23 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:51 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,

OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection)) NO, NZ, OA, PH, PL,
AND PT, RO, RS, RU, SE,
(G06Q20/102).CPC. SG, SI, SK, SU, TH,
AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L33 34 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:52 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,

OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection)) NO, NZ, OA, PH, PL,
AND PT, RO, RS, RU, SE,
(G06Q20/12).CPC. SG, SI, SK, SU, TH,
AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L34 0 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:52 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,

OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection)) NO, NZ, OA, PH, PL,
AND PT, RO, RS, RU, SE,
(G06Q20/305).CPC. SG, SI, SK, SU, TH,
AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
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L35 52 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:53 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,
OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection)) NO, NZ, OA, PH, PL,
AND PT, RO, RS, RU, SE,
(G06Q20/40).CPC. SG, SI, SK, SU, TH,
AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L36 12 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:53 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,
OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection)) NO, NZ, OA, PH, PL,
AND PT, RO, RS, RU, SE,
(G06Q20/4014).CPC. |SG, SI, SK, SU, TH,
AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L37 0 ((payee OR recipient (US-PGPUB; USPAT; |OR ON ON 2021/11/26
OR merchant) WITH USOCR; FIT (AP, AT, 11:54 AM
(payer OR client OR AU, BE, BG, BR, BY,
customer OR purchaser |CA, CH, CN, CS, CU,
OR buyer)) SAME CZ, DD, DE, DK, EA,
token SAME EE, EP, ES, FI, FR, GB,
(communication$1 HR, HU, ID, IE, IL, IS,
WITH (link OR IT, JP, KR, LT, LU, LV,
connection OR interface [MA, MC, MD, MY, NL,
OR interconnection)) NO, NZ, OA, PH, PL,
AND PT, RO, RS, RU, SE,
(G06Q10/00).CPC. SG, SI, SK, SU, TH,
AND @py<="2012" TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L38 34 (US-20010056402-$ | [(US-PGPUB; USPAT; |OR ON ON 2021/11/26
US-20020087704-$ | USOCR; FIT (AP, AT, 12:11 PM
US-20020107791-$ | AU, BE, BG, BR, BY,
US-20040143550-$ | CA,CH, CN, Cs, CU,
US-20050197962-$ | CZ, DD, DE, DK, EA,
US-20060235796-9 | EE, EP, ES, FI, FR, GB,
US-20070250920-$ | HR, HU, ID, IE, IL, IS,
US-20090048953-$ | IT, JP, KR, LT, LU, LV,
US-20090132351-$ | MA, MC, MD, MY, NL,
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US-20110029436-$ |
US-20110078244-$ |
US-20110184853-$ |
US-20120023567-$ |
US-20120030066-$ |
US-20120259782-$ |
US-20130198080-$ |
US-7801825-$).DID.

NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO): FPRS: EPO;
JPO; DERWENT:
IBM_TDB)

PE2E SEARCH - Search History (Interference)

There are no Interference searches to show.
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National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).
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determinations about individuals.
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an application which became abandoned or in which the proceedings were terminated and which application is
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A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
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Docket No.: 124452.00122
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Robert Evan POLLIN et al.
Application No.: 16/535,424 Confirmation No.: 2047
Filed: August 8, 2019 Art Unit: 3696

For: PROCESSING A PAYMENT BY A SECOND Examiner: Pierre L. MACCAGNO
COMPUTING SYSTEM FROM A PAYER TO
A PAYEE OPERATING A FIRST
COMPUTING SYSTEM

AMENDMENT

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Dear Commissioner:

INTRODUCTORY COMMENTS

In response to the Office Action dated March 17, 2021, please amend the above-
identified U.S. patent application as follows:

Amendment to the Title begins on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims which begins on page 3

of this paper.

Remarks/Arguments begin on page 16 of this paper.

124452.00122/126639850v.2
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Application No. 16/535,424 2 Docket No.: 124452.00122
Amendment dated September 9, 2021
Reply to Office Action of August 17, 2021

AMENDMENT TO THE TITLE

Please amend the title as follows:

124452.00122/126639850v.2
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Application No. 16/535,424 3 Docket No.: 124452.00122
Amendment dated September 9, 2021
Reply to Office Action of August 17, 2021

AMENDMENTS TO THE CLAIMS

1. (Currently Amended): A method of processing a payment from a payer to a payee

paiingaystany, the method being performed by a seeand-campriting

the method comprising:

receiving an electronically-generated payment transaction instruction from she-fssd

AT I LR S O S I ¥y
WA ¥

w-the payment transaction instruction:-s

at least one data element associated with the payer:-

amount of the payment from the payer to the payee; ans

~-a communications link

: financial account information § >d by the payer;

v_the payer via the
d«communications link;

we-an electronic data token, representing the financial account

: the payer ssutpuiting the-clostranie-dat

electronic data token to the payer;

storing the financial account information eWainss

financial account information sisaised-dvas

forwarding at least a portion of the-ameusnt-wi-the payment to the payee.

2. (Currently Amended): The method of claim 1, further comprising:

receiving a second payment transaction instruction from the fissE oo Bl srsias

server, wheresi-the second payment transaction instructions-set

representation of the electronic data token;- ving the amount of the second

payment from the payer to the payee;
124452.00122/126639850v.2
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Application No. 16/535,424
Amendment dated September 9, 2021

Reply to Office Action of August 17, 2021
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26. (New): The secure server of claim 23, wherein the secure connection is established by

a redirect URL that redirects the computing system used by the payer to the secure server.

27. (New): The secure server of claim 16, wherein the communications link used by the
secure server to receive the financial account information provided by the payer is synchronous
or asynchronous with a process, performed by the merchant server, to receive enrollment data

from the payer.

28. (New): The secure server of claim 16, wherein the financial account information

includes at least one of a credit card number or bank account number.

29. (New): The secure server of claim 16, wherein the electronic data token enables the
merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.

30. (New): The secure server of claim 16, wherein the secure server enables the merchant
server to process transactions using the financial account information without transmitting,

processing or storing the financial account information.

31. (New): A method of enrolling a payer by a merchant server operated by or for the

benefit of a payee, the method comprising:
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receiving enrollment data identifying a payer;

generating an electronic instruction for a secure server that includes at least one data
element associated with the payer, the electronic instruction requesting the establishment of a
communications link between the secure server and the payer for the secure server to receive
financial account information provided by the payer;

outputting the electronic instruction to a communications network for transmittal to the
secure server,

receiving, from the secure server, an electronic data token representing financial account
information received by the secure server via the communications link, wherein the merchant
server does not receive the financial account information represented by the electronic data token
and the secure server does not provide the electronic data token to the payer;

storing the electronic data token in association with the enrollment data identifying the
payer; and

processing a payment from the payer by electronically generating a payment transaction
instruction that includes a representation of the electronic data token and instructs a payment
processing system having access to the financial account information represented by the

electronic data token.

32. (New): The method of claim 31, wherein the representation of the electronic data

token is the electronic data token.

33. (New): The method of claim 31, wherein the electronic instruction is generated using

an application programming interface provided to the merchant server by the secure server.

34. (New): The method of claim 33, wherein the application programming interface is

implemented within a website hosted by the merchant server.

35. (New): The method of claim 33, wherein the at least one data element associated with

the payer is a customer identifier generated by the merchant server to identify the payer.
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36. (New): The method of claim 31, wherein the communication link is a secure
connection via the internet between the secure server and a computing system used by the payer

enabling the payer to input the financial account information for transmittal to the secure server.

37. (New): The method of claim 36, wherein the secure connection is a widget or window

within a website provided by the merchant server.

38. (New): The method of claim 36, wherein the secure connection provides access to the

secure server using a static or dynamic universal resource locator (URL).

39. (New): The method of claim 36, wherein the secure connection is established by a

redirect URL that redirects the computing system used by the payer to the secure server.

40. (New): The method of claim 31, wherein the communications link used to receive the
financial account information provided by the payer is synchronous or asynchronous with a

process, performed by the merchant server, to receive enrollment data from the payer.

41. (New): The method of claim 31, wherein the enrollment data identifying the payer is

received from the payer over a network.

42. (New): The method of claim 31, wherein the financial account information includes

at least one of a credit card number or bank account number.

43. (New): The method of claim 31, wherein the electronic data token enables the
merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.
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44. (New): The method of claim 31, wherein the secure server enables the merchant
server to process transactions using the financial account information without transmitting,

processing or storing the financial account information.

45. (New): The method of claim 31, wherein the payment processing system is the secure

SErver.

46. (New): A merchant server, operated by or for the benefit of a payee, comprising:
one or more computer processors; and
non-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:
receive enrollment data identifying a payer;
generate an electronic instruction for a secure server that includes at least one data
element associated with the payer, the electronic instruction requesting the establishment of a
communications link between the secure server and the payer for the secure server to receive
financial account information provided by the payer;
output the electronic instruction to a communications network for transmittal to
the secure server;
receive, from the secure server, an electronic data token representing financial
account information received by the secure server provided by the payer via the communications
link, wherein the merchant server does not receive the financial account information represented
by the electronic data token and the secure server does not provide the electronic data token to
the payer;
store the electronic data token in association with the enrollment data identifying
the payer; and
process a payment from the payer by electronically generating a payment
transaction instruction that includes a representation of the electronic data token and
electronically transmitting the payment transaction instruction to a payment processing system

having access to the financial account information represented by the electronic data token.
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REMARKS
L INTRODUCTION

The Oftice Action dated March 17, 2021 (hereinafter, “the pending Office Action”), has
been carefully considered. In response thereto, the present application has been amended and is
believed to be in condition for allowance. Accordingly, reconsideration and withdrawal of the
outstanding Office Action and issuance of a Notice of Allowance are respectfully solicited in

view of the following remarks.
II. STATUS OF THE CLAIMS

Claims 1-25 are pending. By way of this Amendment, claims 1-12 and 14-25 are
amended and claims 26-60 are added. Support for the claim amendments may be found
throughout the Applicant’s Specification, for example (and without limitation) as identified

below. No new matter has been added.

Claims 1, 16, 31, and 46 | secure server 202 (second computing system) and
merchant server 204 (first computing system)

Claims 2 and 17 Paragraph [0012]
Claims 3, 18, and 32 Paragraph [0041]
Claims 4, 19, and 33 Paragraph [0028]
Claims 5 and 20 Paragraphs [0028], [0032]
Claims 6, 21, and 34 Paragraph [0032]
Claims 7, 22, and 35 Paragraph [0048]
Claims 8, 23, and 36 Paragraph [0046]
Claims 9, 24, and 37 Paragraph [0046]

Claims 10, 25, and 38 Paragraph [0032]
Claims 11, 26, and 39 Paragraph [0046]
Claims 12, 27, and 40 Paragraph [0044]
Claims 13, 28, and 42 Paragraph [0036]
Claims 14, 29, and 43 Paragraph [0028]
Claims 15, 30, and 44 Paragraph [0028]
Claim 41 Paragraphs [0010], [0033]
Claim 45 Paragraph [0044]
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II1. SUMMARY OF THE OFFICE ACTION

In the pending Office Action, claims 1-25 are rejected under 35 U.S.C. § 101 as allegedly

directed to non-patentable subject matter.
IV.  PATENT ELIGIBLE SUBJECT MATTER REJECTION (35 U.S.C. § 101)

Merchants spend considerable time, effort, and expense securing the financial
information (e.g., credit card numbers, bank account numbers) received from purchasers in order
to provide a secure platform for purchasers and comply with industry security standards. The
claimed invention eliminates that burden by allowing the merchant (payee) and the purchaser
(payer) to conduct a transaction without the merchant receiving — and thus having to safeguard —

the financial information of the purchaser.

Specifically, the claims recite a secure server [e.g., secure server 202] in communication
with a merchant server [e.g., merchant server 204]. In response to an electronically-generated
payment transaction instruction from the merchant server, the secure server establishes a
communications link with the payer to securely receive sensitive financial account information
provided by the payer. An electronic data token representing the payer’s financial account
information is generated. The secure server provides that electronic data token to the merchant
server. Critically, the secure server provides the electronic data token without providing the
underlying financial account information to the merchant server (or providing the electronic data
token to the payer). The secure server and the electronic data token enable payments from a
payer to payee to the processed without the payee having to receive, store, and safeguard the

underlying financial account information.

In some embodiments, the secure server may provide an application programming
interface (API), in some instances implemented within a website hosted by the merchant server,
with functionality for the merchant server to transmit the payment transaction instruction. The
communications link between the payer and the secure server may be a secure connection via the
internet, such as a redirect URL. The secure connection may be a widget or window within a

website provided by the merchant server, so that the process of interacting with the merchant
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server while transmitting sensitive financial account information to the secure server is seamless

from the viewpoint of the customer.

Because the electronic data token is non-sensitive, the merchant server may store the
electronic data token (without having to comply with stringent compliance requirements) and, in
some embodiments, that electronic data token may be used to process future payments

authorized by the payer.

Claim 1 is directed to a method, performed by the secure server, to processes a payment
from the payer to the payee by:

e receiving an electronically-generated payment transaction instruction (including at
least one data element associated with the payer and specifying the amount of the
payment from the payer to the payee) from the merchant server;

e establishing a communications link to receive financial account information provided
by the payer;

e receiving the financial account information from the payer via the communications
link;

e providing an electronic data token representing the financial account information
received from the payer;

e outputting the electronic data token to a communications network for transmittal to
the merchant server without providing the financial account information to the
merchant server and without providing the electronic data token to the payer;

¢ storing the financial account information received from the payer;

e processing the payment using the financial account information obtained from the
payer; and

o forwarding at least a portion of the payment to the payee.

Claim 16, which is directed to the secure server, recites analogous features.
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A, The specific technical features recited in the claims “impose a meaningful
limit” on the broad concept of processing a payment from a payer to a payee
such that the claims are directed a specific, “practical application” of the
broad concept (Step 2A)

“There 1s no dispute ... that many computer-implemented claims are formally addressed

to patent-eligible subject matter.”!

Computer-implemented business methods are also patent
eligible. “[A] business method is simply one kind of ‘method’ that is, at least in some
circumstances, eligible for patenting under § 101.”2 Inventions in one of the four broad statutory
categories’ are patent eligible unless they are directed to one of “the basic tools of scientific and
technological work” — namely, “laws of nature, natural phenomena, and abstract ideas™ —

without “significantly more” than a mere instruction to apply that basic tool.

Furthermore, the Supreme Court “has long distinguished between principles themselves
(which are not patent eligible) and the integration of those principles into practical applications

(which are patent eligible).”®

Accordingly, even if a claim recites a judicial exception (Step 2A
Prong One), MPEP § 2106.04(d) instructs examiners to “evaluate whether the claim as a whole
integrates the recited judicial exception into a practical application of the exception.” (Step 2A
Prong Two). “A claim that integrates a judicial exception into a practical application will apply,
rely on, or use the judicial exception in a manner that imposes a meaningful limit on the judicial
exception, such that the claim is more than a drafting effort designed to monopolize the judicial

exception.”’ For instance, “the claimed invention may integrate the judicial exception into a

practical application by demonstrating that it improves the relevant existing technology.”®

The pending Office Action argues that the claims recite the fundamental economic

practice of “processing a payment from a payer to a payee.” The Applicant respectfully submits

L Alice, 134 S.Ct. at 2358-59 (2014)

2 Bilski v. Kappos, 130 S.Ct. 3218, 3228 (2010)

3 process, machine, manufacture, or composition of matter

4 Alice, 134 S.Ct. at 2354

S Id. at 2357

¢ MPEP 2106.04(d) citing Aayo Collaborative Servs. v. Prometheus Labs., Inc., 566 U.S. 66, 80, 84 (2012)

Id.

8 MPEP 2106.04(d)(1). Note that, in Step 2A Prong One, whether the claim “pertains to” technological improvement
is determined “without reference to what is well-understood, routine, conventional activity.”
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that a secure server that establishes a communications link with a payer to receive financial
account information and provides an electronic data token representing that financial account
information to a merchant server (without providing the financial account information to the
merchant server and without providing the electronic data token to the payer) so that the
merchant server can process a transaction without having access to — or being required to

secure — the underlying financial account information is not “a fundamental economic practice.”

Nevertheless, even if the claims are broadly characterized as describing one method of
processing a payment from a payer to a payee (Step 2A Prong One), the claims can hardly be
characterized as “a drafting effort designed to monopolize” the broad concept of processing a
payment from a payer to a payee (Step 2A Prong Two).” Instead, the claims “impose a
meaningful limit” on the broad concept of processing a payment by further reciting specific
technical features — namely, a secure server that, in response to an electronically-generated
payment transaction instruction from a merchant server (including at least one data element
associated with the payer and specifying the amount of the payment from the payer to the payee),
establishes a communications link with a payer to receive financial account information and
provides an electronic data token representing that financial account information to a merchant
server (without providing the financial account information to the merchant server and without
providing the electronic data token to the payer). Those specific technical features direct the
claim to a specific, practical application of that broad concept — namely, processing a transaction
from a payer to a payee without the payee having access to (or being required to secure) the

underlying financial account information.

The pending Office Action quotes a few of the processing steps recited in the claims and
argues that those disembodied processing steps “amount to mere instructions to implement” the

abstract idea of processing a payment from a payer to a payee “on a computer.”'® In doing so,

° Note that, if the claims were a drafting effort designed to monopolize the concept of processing payments, it would
be quite a poor effort. One could simply and easily design around this attempted monopoly by not employing a
secure server that performs the claimed processing steps. Instead, a merchant server could simply be configured to
receive the financial account information directly from the payer and process the payment.

19 Note that “mere instructions to implement” the abstract idea of processing a payment from a payer to a payee “on
a computer” could be done in far fewer words than are recited in claim 1. For instance, “mere instructions to
implement” a method of processing a payment would not require a secure server in addition to the merchant server,
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the Patent Office fails to even consider how the claims “as a whole” provide a meaningful limit
on the broad concept of processing a payment from a payer to a payee and are, instead, directed
to a specific practical application of that broad concept.

B. Additionally, the specific technical features recited in the claims also amount

to “significantly more” than “a mere instruction to apply” the abstract idea
of processing a payment from a payer to a payee “on a computer”

Claims directed to a judicial exception under § 101 are nevertheless patent eligible if the
claims recite “significantly more” than an instruction to apply the judicial exception. “Courts
have held computer-implemented processes not to be significantly more than an abstract idea
(and thus ineligible) where the claim as a whole amounts to nothing more than generic computer
functions merely used to implement an abstract idea, such as an idea that could be done by a
human analog (i.e., by hand or by merely thinking). On the other hand, courts have held
computer-implemented processes to be significantly more than an abstract idea (and thus patent
eligible), where generic computer components are able in combination to perform functions that

are not merely generic.”!!

In DDR Holdings, for example, the Federal Circuit held that claims were patent eligible
“because they do not merely recite the performance of some business practice known from the
pre-Internet world along with the requirement to perform it on the Internet. Instead, the claimed
solution is necessarily rooted in computer technology in order to overcome a problem
specifically arising in the realm of computer networks.”'? There, the specific issue was that,
“upon the click of an advertisement for a third-party product displayed on a host’s website, the
host website would lose that visitor as he or she is “transported to the third party’s website.” To
solve that problem, the claims were directed to “an automatically-generated hybrid web page that
combines visual ‘look and feel” elements from the host website and product information from the

third-party merchant's website related to the clicked advertisement. In this way, rather than

nor the establishment of a communications link between the secure server and the payer, let alone generating an
electronic data token representing financial account information received from the payer (and transmitting the
electronic data token for transmittal to the merchant server). Instead, the merchant server could simply receive the
financial account information directly from the payer and process the payment.

U MPEP 2106.05(d)(IT) citing DDR Holdings, LLC v. Hotels.com, LP, 773 F. 3d 1245, 1257-59 (2014)

12 DDR, 773 F.3d at 1257,
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instantly losing visitors to the third-party’s website, the host website can instead send its visitors
to a web page on the outsource provider’s server that 1) incorporates ‘look and feel” elements
from the host website, and 2) provides visitors with the opportunity to purchase products from

the third-party merchant without actually entering that merchant's website.” !

As stated in the MPEP, claims that “amount to more than merely instructing that the
abstract idea should be applied on the Internet,” '* for example claims that “specify how

» 15

interactions with the Internet are manipulated to yield a desired result”,’” may provide a

sufficient inventive concept to render claims patent eligible.

Like the claims at issue in DDR, the pending claims “do not merely recite the
performance of some business practice known from the pre-Internet world along with the
requirement to perform it on the Internet.” Instead, like the claims at issue in DDR, the pending
claims recite specific technical features that “specify how interactions with the Internet are
manipulated to yield a desired result”. Like the claims at issue in DDR, the pending claims
“overcome a problem specifically arising in the realm of computer networks” — namely that, to
process a payment online using conventional technology, merchants need to receive sensitive
financial account information. Finally, like the claims at issue in DDR, the claimed solution to
that problem is rooted in computer technology — specifically, a secure server that, in response to
an electronically-generated payment transaction instruction from a merchant server, establishes a
communications link with a payer to receive financial account information and provides an
electronic data token representing that financial account information to a merchant server
(without providing the financial account information to the merchant server and without
providing the electronic data token to the payer). Accordingly, because the electronic data token
is non-sensitive, the claimed secure server allows the merchant to conduct a transaction without

the need to receive, store, and safeguard sensitive financial information of the purchaser.'®

13 Id. at 1257-1258(internal footnote omitted)

1 MPEP 2106.05(f)

15 MPEP 2106.05(d)(emphasis in original) citing DDR, 773 F.3d at 1258

16 Note that, in embodiments where the communications link between the secure server and the payer “is a widget or
window within a website provided by the merchant server” (dependent claims 9 and 24), the claimed solution is
even more like the solution in DDR in that it is “an automatically-generated hybrid web page that combines visual
‘look and feel” elements” from the merchant server website and functionality to provide financial account
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In Step 2B, the pending Office Action again simply concludes that the claims “amount to
mere instructions to implement” the abstract idea of processing a payment from a payer to a
payee “on a computer.” Again, the Patent Office fails to consider the claims “as a whole” and
even contemplate whether the specific processing steps “perform functions that are not merely

generic.”

Accordingly, the Applicant respectfully submits that the pending claims are patent
eligible subject matter under § 101.

V. NEW CLAIMS

As described above, claims 1-15 are directed to a method performed by a secure server in
a merchant server. Claims 16-25 are directed to the secure server. New dependent apparatus
claims 26-30 are added that recite the features of dependent method claims 11-16. The
Applicant respectfully submits that new claims 26-30 are allowable for at least the reasons

described above.

Additionally, new claims 31-45 are added, which are directed to a method, performed by
the merchant server in communication with the secure server, to enroll the payer by:
e receiving enrollment data identifying a payer;

e generating an electronic instruction for a secure server that includes at least one data
element associated with the payer, the electronic instruction requesting the establishment
of a communications link between the secure server and the payer for the secure server to
receive financial account information provided by the payer;

e outputting the electronic instruction to a communications network for transmittal to the
secure server,

e receiving, from the secure server, an electronic data token representing financial account
information received by the secure server via the communications link, wherein the
merchant server does not receive the financial account information represented by the
electronic data token and the secure server does not provide the electronic data token to
the payer;

information to the third-party secure server. Inthose embodiments, the merchant server sends its visitors to a
website “that 1) incorporates ‘look and feel” elements from the [merchant server] website, and 2) provides visitors
with the opportunity” to submit sensitive financial account information to the third-party secure server “without
actually entering” that secure server’s website.
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¢ storing the electronic data token in association with the enrollment data identifying the
payer; and

e processing a payment from the payer by electronically generating a payment transaction
instruction that includes a representation of the electronic data token and instructs a
payment processing system having access to the financial account information
represented by the electronic data token.

Finally, new claim 46 is added, which is directed to the merchant server. The Applicant

respectfully submits that new claims 31-46 are allowable for at least the reasons described above.
VL CONCLUSION

In view of the above amendment, the Applicant believes the pending application is in

condition for allowance.

Please charge any shortage or credit any overpayment of fees to BLANK ROME LLP,
Deposit Account No. 23-2185, under Order No. 124452.00122. In the event that a petition for an
extension of time is required to be submitted herewith and in the event that a separate petition
does not accompany this Amendment or is insufficient to render this Amendment timely, the
Applicant hereby petitions under 37 C.F R. §1.136(a) for an extension of time for as many

months as required to render this submission timely. Any fee due is authorized above.

Dated: September 9, 2021 Respectfully submitted,

By: /Michael C. Greenbaum/
Michael C. Greenbaum
Registration No.: 28,419
BLANK ROME LLP
Correspondence Customer Number: 27557
Attorney for Applicant
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Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent provisions.
Status of Claims

1. This action is a non-final rejection.
2. Claims 1-25 are rejected under 35 USC § 101

Priority

Acknowledgement is made of Applicant’s claim for a foreign priority date of 6-5-2012.

Information Disclosure Statement

The information disclosure statement (IDS) submitted on 8-8-2019, is in compliance with the
provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being consid-

ered by the examiner.

Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composi-
tion of matter, or any new and useful improvement thereof, may obtain a patent therefor, sub-
ject to the conditions and requirements of this title.

Claims [1-25] are not patent eligible because the claimed invention is directed to an abstract
idea without significantly more.

Analysis

First, claims are directed to one or more of the following statutory categories: a process, a ma-
chine, a manufacture, and a composition of matter. Regarding claims 1-25, the claims recite an
abstract idea of processing a payment from a payer to a payee.

Independent Claims 1, 14 and 25 are rejected under 35 U.S.C 101 based on the following
analysis.
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-Step 1 (Does the claim fall within a statutory category? YES): claims 1, 14 and 25 recite
a method, system and non-transitory computer readable storage medium respectively
for processing a payment from a payer to a payee.

-Step 2019 PEG 2A Prong One (Does the claim fall within at least one of the groupings
of abstract ideas?: YES): The claimed invention “includes at least one data element as-

u, u

sociated with the payer “; “specifies the amount of the payment from the payer to the

“, u

payee’;
amount of the payment from the payer by processing the payment using the financial

", u

obtaining the financial account information from the payer”; “obtaining the

account information obtained from the payer“and “forwarding at least a portion of the
amount of the payment to the payee”; falls under the grouping of certain methods of
organizing human activity under fundamental economic practices as it recites processing
a payment from a payer to a payee. (refer to MPEP 2106.04(a)(2)). Accordingly this

claim recites an abstract idea.

-Step 2019 PEG 2A Prong Two (Are there additional elements in the claim that imposes
a meaningful limit on the abstract idea? NO). Claims 1, 14 & 25 recite: “a first compu-
ting system”; “a second computing system “; “specifies a communications link for the
second computing system to obtain financial account information from the payer”;
“generating an electronic data token representing the financial account information ob-
tained from the payer”; and “outputting the electronic data token to a communications
network for transmittal to the first computing system, wherein the first computing sys-
tem does not receive the financial account information and the second computing sys-
tem does not provide the electronic data token to the payer”. In addition claim 14 re-
cites: “one or more processors”; and memory storing instructions “; and in addition
claim 25 recites “A non-transitory computer readable storage medium storing instruc-
tions that, when executed by a processor”; amount to mere instructions to implement
an abstract idea on a computer, or merely use a computer as a tool to implement the

abstract idea. (refer to MPEP 2106.05(f))

Claims 1, 14 and 25 also recite: “receiving a second payment transaction instruction
from the first computing system”; that amount to additional insignificant extra solution
activities to the judicial exception specific to data gathering. (refer to MPEP 2106.05(g).
Accordingly, the claim as a whole does not integrate the abstract idea into a practical

application because it does not impose any meaningful limits on practicing the abstract
idea.

-Step 2019 PEG 2B (Does the additional elements of the claim provide an inventive
concept?: NO. As discussed previously with respect to Step 2A Prong Two, Claims 1, 14
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& 25 recite: “a first computing system”; “a second computing system “; “specifies a
communications link for the second computing system to obtain financial account infor-
mation from the payer”; “generating an electronic data token representing the financial
account information obtained from the payer”; and “outputting the electronic data to-
ken to a communications network for transmittal to the first computing system, wherein
the first computing system does not receive the financial account information and the
second computing system does not provide the electronic data token to the payer®. In
addition claim 14 recites: “one or more processors”; and memory storing instructions “;
and in addition claim 25 recites “A non-transitory computer readable storage medium
storing instructions that, when executed by a processor”; amount to mere instructions
to implement an abstract idea on a computer, or merely use a computer as a tool to im-

plement the abstract idea. (refer to MPEP 2106.05(f))

Claims 1, 14 and 25 also recite: “receiving a second payment transaction instruction
from the first computing system”; that amount to additional insignificant extra solution
activities to the judicial exception specific to data gathering. (refer to MPEP 2106.05(g).
Under Step 2B further analysis under well-understood routine conventional (WURC) is
required which includes consideration of the four options per the Berkheimer memo.
Using WURC option 2 “receiving data”; “sending data” ; “transmitting data”; “selecting
data”; “presenting data”; or “gathering data” can be said to be recognized by the courts
as simply WURC (see MPEP 2106.05 (d)(I1)). Accordingly, the claim does not provide an

inventive concept (significantly more than the abstract idea) and hence the claim is ineli-
gible.

Claims 2-13, dependent on claim 1 and claims 15-24 dependent on claim 14 are rejected
under 35 U.S.C 101 based on similar rationale as claims 1 and 14 respectively. The addi-
tionally recited elements in the dependent claims were all individually and collectively
examined and found to merely refine and/or further limit the abstract idea(s) of the in-
dependent claim(s). They do not add any feature which integrates the judicial exception
into a practical application, nor do they amount to significantly more, indicative of an
inventive concept which cures the deficiencies of their respective parent independent
claim or transforms the nature of the claims into patent-eligible subject matter under 35
USC §101.
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Claim 2 dependent on claim 1, and claim 15 dependent on claim 14 merely adds to the
abstract idea of claims 1 and 14 respectively. By reciting “specifies the amount of the
second payment from the payer to the payee”; and “forwarding the amount of the sec-
ond payment to the payee®; it adds to the abstract idea of processing a payment from a
payer to a payee by specifying the amount of the second payment from the payer to the
payee, and forwarding the payment to the payee without adding any additional ele-
ments that impose a meaningful limit on the abstract idea or any additional elements in
the claim providing an inventive concept. As a result it is rejected under 35 U.S.C. 101
based on MPEP 2106.04(a)(2).

Claim 2 dependent on claim 1 and claim 15 dependent on claim 14 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the second payment transaction instruction: includes a rep-
resentation of the electronic data token” and “processing the second payment using the
financial account information represented by the electronic data token”; accordingly the
claim is rejected under 35 U.S.C. 101 based on MPEP 2106.05(f).

Claim 2 dependent on claim 1 and claim 15 dependent on claim 14 merely recite addi-
tional steps that amount to no more than insignificant extra-solution activities to the ju-
dicial exception. Specifically claims 2 and 15 recite “receiving a second payment transac-
tion instruction from the first computing system”. This claim amounts to additional in-
significant extra solution activities to the judicial exception specific to data gathering,
which is a form of insignificant extra-solution activity (refer to MPEP 2016.05 (g). Such
limitation does not integrate the abstract idea into a practical application. Further analy-

”n, u

sis under WURC option 2 “receiving data”; “sending data” ; “transmitting data”; “select-

7

”, u

ing data”; “presenting data”; or “gathering data” can be said to be recognized by the
courts as simply WURC (see MPEP 2106.05 (d)(ll1)). Such limitation does not amount to
significantly more than an abstract idea and hence the claim is ineligible.

Claim 3 dependent on claim 1 and claim 16 dependent on claim 14 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the communications link used to obtain the financial account
information from the payer is synchronous with a communications link used by the first
computing system to obtain enrollment data from the payer”. Accordingly the claim is
rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)
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Claim 4 dependent on claim 1 amount to mere instructions to apply the abstract idea of
claim 1 using a generic computer, by reciting “wherein the communications link is at
least one of a telephone number to enable the second computing system to communi-
cate with the payer and obtain the financial account information or a transfer from an
existing telephone call with the payer to a telephone system that receives the financial
account information from the payer”. Accordingly the claim is rejected under 35 U.S.C.
101 based on MPEP 2106.05(f)

Claim 5 dependent on claim 1 and claim 17 dependent on claim 14 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the communication link is a connection via the internet be-
tween the second computing system and a computing system used by the payer ena-
bling the payer to input the financial account information for transmittal to the second
computing system”. Accordingly the claim is rejected under 35 U.S.C. 101 based on
MPEP 2106.05(f)

Claim 6 dependent on claim 5 and claim 18 dependent on claim 17 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the connection is a widget or window within a website pro-
vided by the first computing system”. Accordingly the claim is rejected under 35 U.S.C.
101 based on MPEP 2106.05(f)

Claim 7 dependent on claim 5 and claim 19 dependent on claim 17 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the connection provides access to the second computing sys-
tem using a static or dynamic universal resource locator (URL)”. Accordingly the claim is
rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 8 dependent on claim 1 and claim 20 dependent on claim 14 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the communications link used to obtain the financial account
information from the payer is asynchronous with a communications link used by the
first computing system to obtain enrollment data from the payer”. Accordingly the claim
is rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)
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Claim 9 dependent on claim 8 and claim 21 dependent on claim 20 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the payment transaction instruction for the second compu-
ting system to obtain the financial account information from the payer includes data
sufficient for the second computing system to authenticate the payer”. Accordingly the
claim is rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 10 dependent on claim 9 and claim 22 dependent on claim 21 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the first computing system defines a period of persistence
for the second computing system to obtain the financial account information from the
payer”. Accordingly the claim is rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 11 dependent on claim 1 and claim 23 dependent on claim 14 amount to mere in-
structions to apply the abstract idea of claims 1 and 14 respectively using a generic com-
puter, by reciting “wherein the payment transaction instruction comprises contact infor-
mation for the payer to enable the second computing system to transmit instructions to
the payer for communicating the financial account information to the second computing
system”. Accordingly the claim is rejected under 35 U.S.C. 101 based on MPEP
2106.05(f)

Claim 12 dependent on claim 11 amounts to mere instructions to apply the abstract idea
of claim 1 using a generic computer, by reciting “wherein the contact information com-
prises one of an email address or a telephone number whereby the second computing
system sends a link for a data entry connection to the payer via one of email and text”.
Accordingly the claim is rejected under 35 U.S.C. 101 based on MPEP 2106.05(f)

Claim 13 dependent on claim 1, and claim 24 dependent on claim 14 merely adds to the
abstract idea of claims 1 and 14 respectively. By reciting “wherein the financial account
information includes at least one of a credit card number or bank account number”; it
adds to the abstract idea of processing a payment from a payer to a payee by specifying
that the financial account information includes at least a credit card number or bank ac-
count number without adding any additional elements that impose a meaningful limit
on the abstract idea or any additional elements in the claim providing an inventive con-
cept. As a result it is rejected under 35 U.S.C. 101 based on MPEP 2106.04(a)(2).

Conclusion
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Any inquiry concerning this communication or earlier communications from the examiner
should be directed to PIERRE L MACCAGNO whose telephone number is (571)270-5408. The
examiner can normally be reached on M-F 8:00 to 5:00.

Examiner interviews are available via telephone, in-person, and video conferencing us-
ing a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is en-
couraged to use the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/inter-
viewpractice.

If attempts to reach the examiner by telephone are unsuccessful, supervisory patent ex-
aminer, Boveja Namrata can be reached at 571-272-8105. The fax phone number for the or-
ganization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Ap-
plication Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR sys-
tem, see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have questions on access to
the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-
free). If you would like assistance from a USPTO Customer Service Representative or access to
the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/PIERRE L MACCAGNO/
Examiner, Art Unit 3696

/Robert R Niquette/
Primary Examiner, Art Unit 3696
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Signatura ot & TO4 b | Date (Optionaly | 519 12009
Name Mophe a1 4. Boliin ,
Title CeO

NGTE: Signature -~ This form must be signed by the applicant in accordance with 37 CFR 1.33. Sae 37 CFR 1.4 for signature requirements
and sertifications. If more than one applicant, use mulliple forms.

E:_}Totai of forms are submitied.

This coliection of information is reguired by 37 CFR 1.131, 1.32, and 1.33, The information is required 1o ablain or retzin a benefit by the public which s to fle {and by the
USPTO to process) an application. Gonfidentiality is govemed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This coliection is estimated {0 {ake 3 minutes o compiete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case, Any comments on the amount
of ime you reguire to complete this form and/or suggesiions for reducing this burden, should be sent to the Chiefl Information Officar, U.S. Patert and Trademark Office, U.5.
Department of Commerce, P.C. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patonts, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in compileting the form, call 1-800-PTQ-3109 and sslect option 2.
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Docket No.: 124452-00122

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Patent Application of:
Robert E. Pollin et al.
Application No.: Not Yet Assigned Confirmation No.: Not Yet Assigned

Filed: Concurrently Herewith Art Unit: Not Yet Assigned

For: Processing A Payment, By A Second Computing  Examiner: Not Yet Assigned
System, From A Payer To A Payee Operating A
First Computing System

INFORMATION DISCLOSURE STATEMENT (DS)

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

Pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98, the attention of the United States Patent
and Trademark Office is hereby directed to the references listed on the attached PTO/SB/08. It is
respectfully requested that the information be expressly considered during the prosecution of the
above-identified application, and that the references be made of record therein and appear among

the “References Cited” on any patent to issue therefrom.

This Information Disclosure Statement accompanies the new patent application

submitted herewith.
Copies of the references on the PTO/SB/08 are not provided.

In accordance with 37 C.F.R. § 1.97(g), the filing of this Information Disclosure
Statement shall not be construed as a representation that a search has been made. In accordance

with 37 C.F.R. § 1.97(h), the filing of this Information Disclosure Statement shall not be construed

124452.00122/121620887v.1
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Application No.: Not Yet Assigned Docket No.: 124452-00122

to be an admission that the information cited in this Information Disclosure Statement is, or is

considered to be, material to the patentability as defined in 37 C.F.R. § 1.56(b).

It is submitted that the Information Disclosure Statement is in compliance with

37 C.F.R. § 1.98, and the Examiner is respectfully requested to consider the listed references.

The Director is hereby authorized to charge any additional fees which may be required
with respect to this communication, or credit any overpayment, to Deposit Account No. 23-2185,

under Order No. 124452-00122.

Dated: Respectfully submitted,

Electronic signature:/Michael C. Greenbaum/
Michael C. Greenbaum
Registration No.: 28,419
BLANK ROME LLP
1825 Eye Street, NW
Washington, DC 20006-5403
(202) 772-5800
Attorney for Applicant

124452.00122/121620887v.1
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PTO/AIA/15{1C-17

Approved for use through 11/30/2020. OMB 05520032

.5, Patent and Trademark Office; LS. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number.

f LETE LiTY Attorney Docket No. 12445200122 \

pATENT APPLECATg@N First Nomed Inventor Robert E Pollin
TRANSM EWAL Title Processing A Payment By A Second Computing...

Priority Mail Express®
\‘ (Only for new nonprovisiona! applications under 37 CFR 1.53(b}} Labe! No. V EA E F S j
APPLICATION ELEMENTS Commissionar for Patents
See MEEP chapter 600 concerning utility patent application contents. ADDRESS TO P.0. Box 1450

Alexandria, VA 22313-1450
[_] Fee Transmittai Form ACCOMPANYING APPLICATION PAPERS

{PTO/SB/ 17 or equivalent)

ey

2. m Applicant asserts smal] entity status. 10.§ Assignment Papers
""" See 37 CFR 1.27 {cover sheet & document({s}}
3. u Applicant certifies micro emtity status. See 37 CFR 1.29. Name of Assignee

Applicant must attach form PTO/SEB/15A or B or eguivalent.

P N A
Specification [Total Pages S° ] 11,
Both the claims and abstract must start on a new page.
{See MIPEP § 608.01{u} for informuation on the preferred arrangement} 12

37 CFR 3.73{c} Statement Power of Attorney

{when there is an ussignee}

i

English Translation Document

5.0¢ | Drawingis} (35 U.5.C. 113) {Totai Sheets 18 i (i appiicabie)
6. Inventor's Oath or Beclaration {Total Pages __ 13. information Disclosure Statement
{including substitute statements under 37 € 64 ond ass 7 (PTO/SB/CS or PTO-1443)

OF,
ration under 37 CFR 1.63(e})

seiving as on oath or decie, I:] Copies of citations attached
a. Newly executed (original or copy)

14. Preliminary Amendment

bt v 1 Acopyfrom a prior application {37 CFR 1.63(d})

hmi
o

Return Receipt Postcard
Application Data Sheet  * See note below. {MPEP § 503) (Shouid be specifically itemized)

See 37 CFR 1.76 {PTO/AIA/14 or equivalent)

16, Certified Copy of Priority Document(s)
8. CO-ROM or CD-R {if foreign priority Is claimed)
B [ ga rabla or Compir s — N .
m; duplicate, large table, or Computer Program (Appendixi 17 Nonpublication Reguest
E Landscape Table on CD Under 35 1.8.C. 122{6}{(2}{B}{i}. Applicant must attach form FTO/SB/35
9. Nucleotide and/or &mingc Acid Sequence Submission or equivalent.
{if applicable, items a, — c. are required) 18. ﬂ Cther:

a. i Computer Readable Form {CRF}

b‘D Specification Sequence Listing on:

i { CD-ROM or CD-R {2 copies); or

ii.D Paper

. Statements verifying identity of above copies
*Note: (1) Benefit claims under 37 CFR 1.78 and foreign priority claims under 1.55 must be included in an Application Data Sheef {ADS).
{2) For applications filed under 35 U.S.C. 111, the application must contain an ADS specifying the applicant if the applicant is an

assignee, persen to whom the inventor is under an obligation to assign, or person who otherwise shows sufficient proprietary

arest in the matter. See 37 CFR 1.46(b).

19. CORRESPONDENCE ADDRESS

5
=
=
5

The address associated with Customer Number; 27357 [s}: u Correspondence address below
Name
Address
City State Zip Code
Country Telephone Email
7 - ~
signatwre | {Mlichael C. Greenbaumy/ Date August 8, 2019
Name . Registration No.
| pringryeey | Michael C. Greenbaum (Atrormey/agent) | 28,419 )

This collection of information is required by 37 CFR 1.53(b}. The information is required to obtain or retain a benefit by the public which is to file {and by the USPTO
te process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complets,
including gathering, preparing, and submitting the completed apptication form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reduring this burden, should be sent to the Chief Infermation Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

if you need assistance in completing the form, cail 1-800-PT0O-8199 and sefect option 2.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the altached form reiated o a patent application or pateni.  Accordingly, pursuant to the
requirements of the Acl, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)}(2); (2) furnishing of the information soliciled is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related {0 a patent application or patent. f you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able o process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.  The information on this form will be frealed confidentially 1o the exient allowed under the Freedom of
information Act (& U.S.C. 552) and the Privacy Act (5 U.5.C 552a). Records from this system of
records may be disclosed 1o the Depariment of Justice {o determine whether disclosure of these
records is required by the Freadom of Information Act.

2. Avrecord from this system of records may be disclosed, as a routine use, in the course of preseniing
evidence 10 a court, magistrate, or adminisirative tribunal, including disclosures {0 opposing counsel in
the course of setilement negotiations.

3. A record in this system of records may be disclosed, as a routine use, 10 a Member of Congress
submilting a reguest involving an individual, 1o whom the record pertains, when the individual has
requested assisiance from the Member with respect to the subject maiter of the record.

4. A record in this system of records may be disclosed, as a routine use, {o a contracior of the Agency
having need for the information in order 1o perform a contract. Recipients of information shall be
required {o comply with the requiremenis of the Privacy Act of 1974, as amended, pursuant 1o 5 U.S.C.
552a{m).

5. A record refated io an inlernational Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, 1o the International Bureau of the World
intellectual Property Organization, pursuant {o the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a rouling use, {o another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant io the Alomic Energy Act
{42 U.5.C. 218(¢}}.

7. Avrecord from this system of records may be disclosed, as a routine use, 1o the Adminisirator, General
Services, or his/her designee, during an inspection of records conducied by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U .S.C. 2804 and 2906, Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (e, GSA or
Commerce) directive. Such disclosure shall not be used 1o make determinations about individuals.

8. A record from this sysiem of records may be disclosed, as a routine use, 1o the public afier either
pubtication of the application pursuant to 35 U.S.C. 122(b) or issuance of a palent pursuant {o 35
U.S.C. 151, Further, a record may be disclosed, subject {o the limitations of 37 CFR 1.14, a5 a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open o public inspection or an issued patent.

9. A record from this system of records may be disciosed, as a routing use, {0 a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or polential violation of law or
regulation.
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PTO/AIA/4 (08-12)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | 124452.00122

Application Data Sheet 37 CFR 1.76

Application Number

Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First

Title of Invention Computing System

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
[] 37CFR5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove

Inventor |1
Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Mr. [+| Robert Evan POLLIN ]
Resﬁience Information (Select One) e US Residency Non US Residency Active US Military Service N
City Rockville State/Province MD Country of Residencé LS

Mailing Address of Inventor:

Address 1 045 Wintergreen Terrace
Address 2
City Rockville State/Province | PVID
Postal Code 20850 Countryi | us
Inventor 2
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Mr. [+ Brian Edward DOWNEY ir. [+]
Residence Information (Select One) (@) US Residency Non US Residency Active US Military Service
City lt\lexandria State/Province | VA Country of Residencd | s
Mailing Address of Inventor:
Address 1 6133 Wellington Commons Drive
Address 2
City Plexandria State/Province | t\/A
Postal Code 22310 Countryi | |US
Inventor 3
Legal Name
Prefix| Given Name Middle Name Family Name Suffix

Mr. (~| PBean

Allen

FLEMING

-

Resﬁience Information (Select One) (@ US Residency

Non US Residency

Active US Military Service

EFS Web 2.2 4
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PTO/AIA/4 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 124452.00122

Application Data Sheet 37 CFR 1.76

Application Number

Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First

Title of Invention Computing System

City | fermantown State/Province | MD | Country of Residencd | s

Mailing Address of Inventor:

Address 1 9959 Dunstable Cir.

Address 2

City | [Sermantown State/Province | FVID

Postal Code 20876 Countryi | |US

All Inventor§ I_Vlust_ Be Listed - A_dditional Inventor Information blocks may be 2

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.

For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number P7557

Email Address | AddEmail | |Remove Email
Application Information:

Title of the Invention rocessing A Payment By A second Computing System From A Payer [o A Payee Operating A First

Eomgutlng Systemn

Attorney Docket Number| [124452.00122 Small Entity Status Claimed [X]

Application Type Nonprovisional v
Subject Matter tility v
Suggested Class (if any) Sub Class (if any)

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any) 15 Suggested Figure for Publication (if any)

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.
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PTO/AIA/4 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 124452.00122

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First

Computing System
Please Select One: e Customer Number US Patent Practitioner () Limited Recognition {37 CFR 11.9)
Customer Number D 7557

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

Prior Application Status | Pending -
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
Continuation of ~] 15408185 2017-01-17
Prior Application Status | Patented v Remove
Aﬁﬂ:ﬁ?}g‘;" Continuity Type Prio:\ﬁ?ﬁg;ﬁtion (Y\I,:ll,i\rl?MDJ_t[e)D) Patent Number (Y%?MDIVTSD)
15408185 Continuation of H 13679545 2012-11-16 9576279 P017-02-21
Prior Application Status | [Expired -
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
13679545 hon provisional of | 61655482 2012-06-05
Prior Application Status | [Expired v
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
13679545 hon provisional of ~| 61698574 2012-09-08

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button. Add

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

| Remove |

Application Number Country' Filing Date (YYYY-MM-DD) Priority Claimed
Yes No

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Authorization to Permit Access:
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PTO/AIA/4 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 124452.00122

Application Data Sheet 37 CFR 1.76

Application Number

Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First

Title of Invention Computing System

X Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USFTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPO), the Korean Intellectual Froperty Office {(KIFO), the World Intellectual Froperty Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPQ, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14{h)(3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-{d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14{c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant [1

If the applicant is the inventor {(or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or meore joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor :

If the Assignee is an Organization check here. X

Organization Name

lt\utoscribe Corporation
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PTO/AIA/4 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 124452.00122

Application Data Sheet 37 CFR 1.76

Application Number

Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First

Title of Invention Computing System

Mailing Address Information:

Address 1 D801 Washingtonian Blvd., Ste 200,

Address 2

City aitherburg State/Province MD
Countrf JS Postal Code 20878
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications

Signature [{Michael C. Greenbaum/ Date (YYYY-MM-DD)| [2019-08-08
First Name | [Michael Last Name | |Greenbaum Registration Number | 28419
Additional Signature may be generated within this form by selecting the Add button.

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Cffice may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act {56 U.5.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency’s responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2804 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were|
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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Atty Docket No. 124452.00122

PROCESSING A PAYMENT, BY A SECOND COMPUTING SYSTEM,
FROM A PAYER TO A PAYEE OPERATING A FIRST COMPUTING SYSTEM

[0001] This application is a continuation of co-pending U.S. Appl. No. 15/408,185, filed
January 17, 2017, which is a continuation of U.S. Appl. No. 13/679,545, now U.S. Pat. No.
9,576,279, filed November 16, 2012, which claims the benefit of U.S. Prov. Pat. Appl. No.
61/655,482, filed June 5, 2012, and U.S. Prov. Pat. Appl. No. 61/698,574, filed September 8, 2012.

The aforementioned patent applications are hereby incorporated by reference in their entirety.

Field of the Invention

[0002] The present invention relates broadly to systems and methods for obtaining and using

account information to process financial payments.

Background

[0003] Fraud in credit card and other financial transactions is a major problem, and
considerable resources are devoted to securing credit card and other account information provided
to merchants by payers. A single breach of security incident can compromise millions of credit

card accounts, and such breaches are reported on a regular basis.

[0004] The Payment Card Industry Data Security Standard (PCI DSS) is an information
security standard for organizations that handle cardholder information for the major debit, credit,

prepaid, e-purse, ATM, and POS cards.

[0005] Defined by the Payment Card Industry Security Standards Council, the standard was
created to increase controls around cardholder data to reduce credit card fraud. Annual PCI
compliance audits by an external Qualified Security Assessor (QSA) are required for organizations
handling large volumes of transactions. The security and organizational measures required to
comply with the PCI standards, and the cost of the annual audits, are borne by the individual
organization. Underlying software applications may require substantial modifications to achieve

compliance, and significant changes in organizational structure and operating procedures may also
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be required. Thus, the time, effort, and cost required for merchants and processors to obtain PCI

certification to receive and use credit card data are substantial.

[0006] In one approach to managing these costs, credit card processing organizations have
used tokenization to provide a link to credit card data for purposes of storage and retrieval.
Tokenization is the process of replacing some piece of sensitive data with a value that is not
considered sensitive outside the environment where it is stored and used. The token is a symbolic
representation of a financial instrument or instruction that is only meaningful to participants in the
processing cycle, and safeguards the permissible use of and access to the financial instrument to
authorized users. In the payments industry, tokenization has become a popular means of bolstering
the security of electronic transactions while minimizing the complexity of compliance with

industry standards and best practices.

[0007] In the PCI context, tokens are used to reference cardholder data that is stored in a
separate database, application or off-site secure facility that is PCI compliant to the appropriate
level. Therefore, the token, which is non-sensitive data, can be stored and used in a wide range of
systems in the organization, without bringing those systems within the scope of a higher-level PCI

audit and more stringent compliance requirements.

[0008] However, there are limits in functionality of existing tokenization methods. There is a
need for improvement in conventional approaches to obtaining and using account information to

process financial payments.

Summary of the Invention

[0009] Itis to be understood that both the following summary and the detailed description are
exemplary and explanatory and are intended to provide further explanation of the invention as
claimed. Neither the summary nor the description that follows is intended to define or limit the

scope of the invention to the particular features mentioned in the summary or in the description.

[0010] In an example embodiment, an authenticated customer (payer) enrollment session is
established, and a last stage of the enrollment session is completed via a communications link such
as a telephone or Internet link. The enrollment session is initiated, for example, by a merchant or
collector who has obtained at least an initial identification of the customer (also sometimes referred

to as the payer). In an embodiment, an initial portion of the enrollment session is completed on

124452.00122/121598033v.1

Page 396 of 442



the merchant’s server, or a third-party server providing services to the merchant, with data entered
by a customer service agent who receives information over a telephone, by a customer over a
network such as the Internet, or using an initial data file received from another source, such as a
file listing customer identification information for debt collection purposes. A second portion of
the enrollment session is then completed on a secure server that may be different from the
merchant’s server. In a preferred embodiment, financial account information used to make one or
more payments is submitted to the secure server while other less sensitive data elements such as
the customer’s name and address are submitted to the merchant’s regular server. For convenience
the server that stores the sensitive financial account information will be referred to herein as the
“secure” server, but this naming convention should not be interpreted to suggest that the
merchant’s regular server cannot have security features or be highly secure in its own right. In
some embodiments, the merchant’s server and secure server may operate in the same location or
may be the same hardware using a separated volume or partition, or memory section. However,
in other embodiments particular advantages are realized through logical and/or physical separation

of the merchant’s server and the secure server.

[0011] The secure server, in a preferred embodiment, stores the financial account information
received from the customer (either in the secure server or in a separate secure storage location)
and provides a token to the merchant’s server. Financial account information may include, for
example, credit card numbers and security codes, bank routing and account numbers, or other
financial account identifiers. While certain advantages can be realized by storing financial account
information on the secure server, storage of data on the secure server is not limited to such
information; the secure server may receive and store information other than financial account
information, to the extent the merchant wishes to store such additional information on the secure
server rather than on the merchant’s server. The token is an index to the stored financial account
information for that customer that is stored by the merchant (or a server or service controlled by
the merchant or merchant’s agent) in connection with the customer record and is used to identify

the customer account to be debited to process a payment authorized by the customer.

[0012] To process a payment from the customer, the merchant submits information specifying
the amount of the payment to the secure server. The operator of the secure server then processes
the payment using the financial account pointed to by the token and makes the proceeds available

to the merchant. By retaining the token corresponding to the customer account to be debited, the
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merchant retains control of the customer’s enrollment information and the ability to process
payments whenever authorized (using financial account information provided by the customer)
but does not hold the underlying financial account information or have security responsibility for

that information.

Brief Description of the Drawings

[0013] The accompanying drawings, which are incorporated herein and form a part of the
specification, illustrate various exemplary embodiments of the present invention and, together with
the description, further serve to explain various principles and to enable a person skilled in the

pertinent art to make and use the invention.

[0014] Figure 1 is a block schematic diagram of an example computing system that can be

used to implement functions described herein;

[0015] Figure 2 is a block diagram illustrating connections of servers and systems in an

example embodiment;

[0016] Figure 3 is aflow chart showing a method of registering customer financial information

and processing payments in an example embodiment;

[0017] Figures 4a through 41 together comprise a flow chart showing a further example

embodiment of the process disclosed herein.

Detailed Description of the Preferred Embodiments

[0018] The present invention will be described in terms of one or more examples, with

reference to the accompanying drawings.

[0019] The present invention will also be explained in terms of exemplary embodiments. This
specification discloses one or more embodiments that incorporate the features of this invention.
The disclosure herein will provide examples of embodiments, including examples of data analysis
from which those skilled in the art will appreciate various novel approaches and features developed
by the inventors. These various novel approaches and features, as they may appear herein, may

be used individually, or in combination with each other as desired.

[0020] In particular, the embodiment(s) described, and references in the specification to “one

bR INT3 bR INT3

embodiment,” “an embodiment,” “an example embodiment,” etc., indicate that the embodiment(s)
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described may include a particular feature, structure, or characteristic, but every embodiment may
not necessarily include the particular feature, structure, or characteristic. Moreover, such phrases
are not necessarily referring to the same embodiment. Further, when a particular feature, structure,
or characteristic is described in connection with an embodiment, persons skilled in the art may
implement such feature, structure, or characteristic in connection with other embodiments whether

or not explicitly described.

[0021] Embodiments of the invention may be implemented in hardware, firmware, software,
cloud computing, or any combination thereof. Embodiments of the invention may also be
implemented as instructions stored on a machine-readable medium, which may be read and
executed by one or more processors. A machine-readable medium may include any mechanism
for storing or transmitting information in a form readable by a machine (e.g. a computing device).
For example, a machine-readable medium may include read only memory (ROM); random access
memory (RAM); hardware memory in handheld computers, PDAs, mobile telephones, and other
portable devices; magnetic disk storage media; optical storage media; thumb drives and other flash
memory devices; electrical, optical, acoustical, or other forms of propagated signals (e.g. carrier
waves, infrared signals, digital signals, analog signals, etc.), Internet cloud storage, and others.
Further, firmware, software, routines, instructions, may be described herein as performing certain
actions. However, it should be appreciated that such descriptions are merely for convenience and
that such actions in fact result from computing devices, processors, controllers or other devices

executing the firmware, software, routines, instructions, etc.

[0022] Figure 1 is a block schematic diagram of an example embodiment of a computing
system that can be used to perform the functions disclosed herein in both server and end user
applications. The example embodiment shows a general-purpose computer system 700, such as a
PC system. In particular, the methods disclosed herein can be implemented in hardware, or
implemented as a combination of software and hardware. Consequently, desired features of the
invention may be implemented in the environment of a computer system or other processing
system. The example computer system 700 includes one or more processors, such as processor
704. Processor 704 can be a special purpose or a general-purpose digital processor. The processor
704 is connected to one or more communication infrastructures 706 (for example, a bus or

network). Various software implementations are described in terms of this exemplary computer
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system. After reading this description, it will become apparent to a person skilled in the relevant

art how to implement the invention using other computer systems and/or computer architectures.

[0023] Computer system 700 also includes a main memory 705, preferably random access
memory (RAM), and may also include a secondary memory 710. The secondary memory 710
may include, for example, a hard disk drive 712, and/or a RAID array 716, and/or a removable
storage drive 714, representing an optical disk drive, solid state memory, USB port for a thumb
drive, PC card slot, SD card slot for a flash memory, communications conduit to a cloud storage
server or service, or other storage device. Secondary memory 710 may also include information
storage in another location, but accessible through a network interface, such as storage on a
separate computing system or a cloud. The removable storage drive 714 reads from and/or writes
to a removable storage unit 718 in a well-known manner. Removable storage unit 718, for
example, may be a magnetic drive, optical disk, thumb drive, flash memory device, etc. As will
be appreciated, the removable storage unit 718 includes a computer usable storage medium having

stored therein computer software and/or data.

[0024] In alternative implementations, secondary memory 710 may include other similar
means for allowing computer programs or other instructions to be loaded into computer system
700. Such means may include, for example, a removable storage unit 722 and an interface 720.
Examples of such means may include a program cartridge and cartridge interface (such as that
found in video game devices), a removable memory chip (such as an EPROM, or PROM) and
associated socket, and other removable storage units 722 and interfaces 720 which allow software

and data to be transferred from the removable storage unit 722 to computer system 700.

[0025] Computer system 700 may also include a communications interface 724.
Communications interface 724 allows software and data to be transferred between computer
system 700 and external devices. Examples of communications interface 724 may include a
modem, a network interface (such as an Ethernet interface), a communications port, a wireless
network communications device such as an IEEE 802.11x wireless Ethernet device, 3G or 4G
cellular data connection, a PC slot and card, cloud or network storage, etc. Software and data
transferred via communications interface 724 are in the form of signals 728 which may be
electronic, electromagnetic, optical or other signals capable of being received by communications

interface 724. These signals 728 are provided to communications interface 724 via a
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communications path 726. Communications path 726 carries signals 728 and may be implemented
using wire or cable, fiber optics, a phone line, a cellular phone link, an RF link and other present

or future available communications channels.

[0026] The terms "computer program medium" and "computer usable medium" are used
herein to generally refer to all available types of digital media, for example, removable storage
drive 714, a hard disk installed in hard disk drive 712, and signals 728. These computer program

products are means for providing software to computer system 700.

[0027] Computer programs (also called computer control logic) are stored in main memory
708 and/or secondary memory 710. Computer programs may also be received via communications
interface 724. Such computer programs, when executed by the processor 704, enable the computer
system 700 to implement the present invention as discussed herein. In particular, the computer
programs, when executed, enable the processor 704 to implement the processes of the present
invention. Where the invention is implemented using software, the software may be provided as
a computer program product on media or transmitted digitally via one of the network connections
available to computer system 700, and loaded into computer system 700, for example on raid array
716, removable storage drive 714, hard drive 712 or communications interface 724. The
conventional, general-purpose computer systems described herein are customized to form a special
purpose, inventive device by the installation of novel software that implements and enables novel
methods. This software and the methods employed will now be described in more detail. The
scope of the present invention is not limited to the specific examples provided here, but those
skilled in the art will gain an understanding of the full scope of the invention through illustrations

provided in a series of example embodiments.

[0028] Referring to Figure 2, in one example embodiment, an inventive system and method
make functions available to merchants (and to third-party service providers to merchants) in an
Application Programming Interface (API). A hosted system on a secure server 202 provides
Financial Account Registration functions and Token Retrieval functions that can be accessed by
merchants and others operating websites, for example using merchant server 204, to process
payment transactions. Using the methods disclosed herein, in preferred embodiments merchants
are able to process such transactions without transmitting, processing or storing Financial Account

data. This reduces the potential liability of the merchants for data loss, and avoids placing their
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customer tracking and payment processing systems (such as merchant server 204) within the scope
of the present Payment Card Industry Data Security Standard (PCI-DSS), thus reducing

compliance costs, development costs, and accelerating time-to-market.

[0029] The server that stores the sensitive financial account information will be referred to
herein as the “secure server,” but this naming convention should not be interpreted to suggest that
merchant server 204 cannot also have security features, or otherwise be highly secure in its own
right.  Further, while server 204 is described in these examples as a “merchant” server for
convenience, the systems and processes disclosed herein are not limited to merchants, but are
applicable to any operation that needs to process payments. Thus, merchant server 204 may serve
merchants, debt collectors, non-profit organizations, political campaigns, service providers of any
type, processors serving merchants or sub-merchants, and in general any individual or organization
of any type that wishes to process payments from one or more individuals. Further, merchant
server 204 may be operated by a third-party service provider to one or more merchants or other

entities that wish to process payments using the methods disclosed herein.

[0030] Merchant server 204 and secure server 202 are connected by a communications
network, such as the Internet, and can also be accessed by computer systems at one or more
customer locations represented as 206, 208, and 210. A telephone interactive voice response
interface 212 may be connected to secure server 202 and to the telephone network, allowing
customer location 210 to provide information to the secure server via telephone, by speech
recognition or tone entry. Similarly, a variety of other known communications networks,
represented by the example of SMS data network 214, may be connected to secure server 202 to
provide a link to customer equipment for receipt of payment information. The inventors anticipate
that any available communications network, whether currently available or newly developed, may
be used by the customers to provide financial account information in a secure manner to secure

server 202.

[0031] The secure server 202, merchant server 204, and computers at customer locations 206,
208, and 210 may be, for example, general purpose computers such as the computer hardware
described with reference to Figure 1. Merchant server 204 and secure server 202 are provided
with custom financial information registration software performing one or more functions

described in example embodiments herein. The secure server 202 and merchant server 204 are
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also provided with Internet web server software allowing interactive exchange of information with
customer sites 206, 208 and 210 via the World Wide Web. Computer equipment at customer sites
206, 208 and 210 are preferably provided with standard web browser software to facilitate
interaction with secure server 202 and merchant server 204 as described in the example
embodiments herein. For simplicity, servers 202 and 204 are illustrated in the drawings as single
hardware units, but those skilled in the art will appreciate that the invention is not limited to any
particular hardware configuration; thus, any desired server configuration can be used to implement
the methods disclosed herein, including (as non-limiting examples) multiprocessor, multiple,

grouped, parallel, distributed, replicated, and mirrored server configurations.

[0032] The financial account registration and token retrieval functions provided in the API can
be implemented, in a first example, within the merchant’s website hosted on merchant server 204,
in a “widget” or frame, using either static or dynamic URL access to secure server 202 (the hosted
system that maintains the financial data). Secure server 202 returns a token or other account
identifier constituting a symbolic representation of the financial account information to merchant
server 204 after the financial account information has been registered at secure server 202.
Thereafter, merchant server 204 may use the token to process further payment transactions
authorized by the end user or customer at sites 206, 208, 210 in their interaction with the merchant.
Merchant server 204 may store customer identification information, purchase history, and other
data that does not include financial account information such as credit card information, without

being subject to PCI compliance requirements.

[0033] In an embodiment, an authenticated customer enrollment session is established, and a
last stage of the enrollment session is completed via a communications link such as telephone link
212 or Internet link 216. The enrollment session is initiated by a merchant or collector who has
obtained at least an initial identification of the customer. In an embodiment, an initial portion of
the enrollment session is completed on the merchant’s server, with data entry by a customer service
agent who receives information over a telephone, by input from the customer over a network such
as the Internet, or using an initial data file received from another source, such as a merchant’s

customer information file.

[0034] A second portion of the enrollment session is then completed on secure server 202. In

a preferred embodiment, financial account information used to make one or more payments is
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submitted to secure server 202 while other data elements such as the customer’s name and address
are submitted to merchant server 204. Secure server 202, in a preferred embodiment, stores the
financial account information received from the customer (for example from sites 206, 208, or
210) and provides a token to merchant server 204. Financial account information may include, for
example, credit card numbers and security codes, bank routing and account numbers, or other
financial account identifiers. While certain advantages can be realized by storing financial account
information on secure server 202, storage of data on secure server 202 is not limited to such
information; secure server 202 may receive and store information other than financial account
information, to the extent the merchant wishes to store such additional information on secure server
202 rather than on the merchant server 204. The token is an index to the stored financial account
information for that customer, and is stored by the merchant in connection with the customer
record, then used by the merchant to identify the customer account to be debited to process a

payment authorized by the customer.

[0035] Figure 3 is a flow chart showing an example embodiment of a general method and
process for enrolling a payer in an electronic system and then making a payment based on the
enrollment. The method starts with step 302, in which enrollment data identifying a payer is stored
in a first computing system. The first computing system may be, for example, the merchant server
204 shown in Figure 2. The first computing system may be operated by a merchant, bill collector,
or other individual or organization that will be the payee for anticipated payment transactions. As
an example, this step can be accomplished by taking information from the payer over the telephone
and entering it into merchant server 204, or by the payer entering their identifying information on
an Internet website generated by merchant server 204 and operated by the payee or an agent of the
payee.

[0036] Next, in step 304, the first computing system (for example, the merchant server 204)
generates an electronic instruction to a second computing system, such as secure server 202, to
obtain financial account information from the payer. The desired financial account information is
distinguished, in this example, from identifying information in that financial account information
refers to specific data used to process a payment, such as a credit card number, security code, and
expiration date used to charge a credit card account, or the bank account and routing numbers used
to process Automated Clearing House (ACH) transactions. The second computing system, in this

example secure server 202, may typically be set up to provide a higher level of security than the
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merchant server in order to protect the sensitive financial account information that will be stored
there, as such information could be used to perpetrate a fraud in case of a security breach. The
instruction to the secure server 202 to obtain financial account information may also optionally
include information specifying one or more available communications links to be used to obtain
this financial account information. For example, as shown in Figure 2, the World Wide Web,
computers and mobile devices having access to email, text, SMS messaging, or other data
networks, and voice or tone-responsive telephone connections may all be used to obtain the

financial account information.

[0037] In step 306, this instruction is transmitted to the second computing system, which in

this example is the secure server 202 of Figure 2, for action.

[0038] In step 308, the second computing system communicates with the payer, through any
of the communications channels described herein or any other available communications channel.
The communications channel to be used may be determined by pre-programmed preferences or by
the instruction from the merchant server, as appropriate to the situation. During this
communication, the payer is preferably able to provide the sensitive financial account information
to the second computing system without this information being visible or audible to personnel

employed by the operator of the first computing system.

[0039] Instep 310, the financial account information is stored in the second computing system
and a token is generated for the referring payee (e.g. the merchant or operator of the merchant
server). The token is a pointer that allows the payee to reference the financial account information

of that payer without possessing the actual financial account information.

[0040] In step 312, the first computing system receives the token from the second computing
system in response to its instruction to obtain financial account information for the payer. The
token is stored in the first computing system in association with the electronic enrollment data for
the payer. This completes the registration of the payer so as to enable one or more intended

payments to the payee using the stored financial account information.

[0041] Next, in step 314, at any time after registration is complete, the payee can process an
authorized payment from the payer by electronically generating a payment transaction instruction
in the first computing system, including a representation of the token, and electronically
transmitting the payment transaction instruction to a computing system other than the first
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computing system having access to said financial account information. For example, the
instruction may be transmitted to the second computing system, e.g. the secure server 202.
However, those skilled in the art will appreciate that computing processes may be divided between
computers in a network in any desired manner, and that any number of computers may be used to
perform a set of processing steps as is known in the art. Therefore, in this example the inventors
have described the process in terms of a relatively simple exchange of data and instructions
between two servers, but anticipate that in practice, these functions may be performed in some
cases by a single computing system, and in other cases by a plurality of computing devices with
the tasks divided between the computers in any desired manner. The second computer system or
another computer system that receives the instructions and token (and can access the financial
account information based on the token) processes the payment as requested, without the first
computing system having any direct access to the payer’s financial account information

represented by the token.

[0042] In an example embodiment, to process a payment from the customer, merchant server
204 submits the token corresponding to the customer account to be debited and information
specifying the amount of the payment to the secure server 202. The operator of the secure server
202 then processes the payment using the financial account pointed to by the token, and makes the
proceeds available to the merchant. In this way, the merchant retains control of the customer’s
enrollment information and the ability to process payments whenever authorized, using financial
account information provided by the customer, but does not hold the underlying financial account

information or have security responsibility for that information.

[0043] In an embodiment, the enrollment session described with reference to the flow chart of
Figure 3 is established under the control of merchant server 204 and may optionally have a defined
period of persistence, during which the second portion of the enrollment (submission of financial
account information to the second computing system) is completed through secure server 202. The
session may be set to expire after a specified time, if the second portion of the enrollment, e.g. the
submission of financial account information to be linked with the enrollment, is not completed

within that period.

[0044] The communications link established between the end user at locations 206, 208, 210

and the secure server 202 to complete the enrollment process may be either synchronous with the
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data link used to enter information into the merchant’s server, or may be asynchronous. As non-
limiting examples of communications channels that can be used for storing information on the
secure server, telephone link 212, Internet link 216, and other available links such as SMS link

214 may be used to obtain the information.

[0045] Telephone. The customer may be transferred to, or invited to call, or may receive an
automated call after having provided his/her telephone number, from an interactive voice response
(IVR) system associated with the secure server operating through telephone interface 212. In this
manner the customer may key in or speak the account number, preferably without any merchant
representatives present on the call (although a three-way call can also be implemented if desired),

and thus store this information in secure server 202.

[0046] Internet. Merchant server 204 may provide the customer at site 206, 208 or 210 with a
widget or redirected URL that provides an online window for direct, preferably secure
communication with the secure server 202 for entry of financial account information. If desired,
the widget or window may be designed to appear as part of the merchant’s data entry screen
transmitted to the customer’s browser from merchant server 204, so that the process of registering
with data stored on two separate servers is seamless from the viewpoint of the customer. In
another embodiment, the customer may receive an email via internet connection 216 containing a

secure web address link or other instructions for providing the financial account information.

[0047] Other. Alternatively, the customer may receive a text communication via SMS
interface 214 or any other available communications interfaces (not shown) containing a link to a

secure web address or other instructions for entry of the financial account information.

[0048] In an embodiment, the merchant assigns a unique identification number to the
customer, and the identification number or an index entry to the identification number is
transmitted to the secure server as part of enrollment information that allows linking the data on

the secure server to the particular customer enrollment record on the merchant’s server.

[0049] To establish the second data entry session and link it to the appropriate open enrollment
session, the customer may be invited to enter a shared secret, such as an assigned access key,
partial or complete social security number, account number, telephone number, password, or other
data to authenticate the customer for the second session. If the second session is synchronous with
the first session (for example, the two data entry points are provided simultaneously on the same

13
124452.00122/121598033v.1

Page 407 of 442



web page or a caller is transferred directly to an IVR system at the conclusion of a debt collection
or order taking call) the existence of the connection with the customer for the merchant server data
entry may provide sufficient authentication for a direct transfer to the second data entry process,
without further authenticating steps. If the two processes are non-synchronous, for example, the
second data entry occurs at some later time or even a later date, a further authentication may be
appropriate. In an embodiment, the connection instructions and authentication shared secret may
be provided to the customer by the secure server 202 without the merchant having such
information, thus providing a further level of security to avoid employees of the merchant

accessing the second session or its data.

[0050] Embodiments described herein provide significant unobvious advantages. For
example, the process disclosed eliminates the possibility of security breaches at the merchant
location that would expose financial account data, due to a keystroke logger, camera, or other
similar data breach. The financial account information is never provided to the merchant’s
personnel, nor does it go through the merchant server or network. This mechanism may also

reduce the amount of data entry required of the end user and reduce keyboarding errors.

[0051] In an embodiment, the token provided to the merchant is a symbolic representation of
a financial instrument or account that is only meaningful to the merchant. Knowledge of this token

is required for an authorized user to use the financial instrument or account.

[0052] The secure server 202 or “hosted system” preferably meets acknowledged security
standards, such as PCI compliance, to safeguard the financial account information secured there.
The secure server 202 processes transactions using this secured information upon receipt of
instructions and a token or other customer identifier from the merchant system that identifies the

account to be charged.

[0053] Transactions processed may include, for example, credit card, ACH, and any other type
of transaction processed using stored financial account information. In addition, other information
(beyond financial account information) can be stored in connection with the customer identifier or
token. For example, other customer and credit account information may be stored by the host
system in connection with the customer record associated with the customer identifier or token.

Further, the payee may specify what types of cards are accepted as payment mechanisms. A payee
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can decide to accept or not accept various types of cards, such as debit cards, prepaid cards, and

cards from particular issuing banks.

[0054] Inanother example embodiment, the merchant or other payee may provide an incentive
for the payer to follow through with the process by entering financial account information for
storage in the secure server. Information on an incentive for completing the intended payment
setup may be transmitted to the secure server along with the instructions for obtaining the financial
account information. The secure server then sends a message to the payer through one or more of
the available communications channels (either initially, or in a follow-up message if the process is
not completed promptly), offering the payer the indicated incentive. For example, the payer may
be offered a discount, a gift, a coupon or voucher for additional goods or services, or any other
desired incentive to complete the entry of financial account information and enable an expected

payment.

[0055] Figs. 4a through 41 together comprise a multi-page flow chart of a further detailed
example embodiment of the system and method disclosed herein. The numbered connecting points
in these flow charts correspond to the numbered connecting point the continuing process can be

found. The functions performed are indicated in the flow chart blocks.

[0056] Further, the flow charts of Figs. 4a through 41 incorporate “swim lane” information
indicating where functions may be performed in the example embodiment. Locations shown
include the End User system (for example, systems at location 206, 208 or 210), merchant server
204 (sometimes referred to as the “Payment Application” server), a Web Browser also operating
at locations 206, 208, or 210, and the secure server 202 (sometimes referred to as the “Financial
Account Registration Application” server). Functions are also divided in the example embodiment
of Figure 4a-41 among a calling system (“Integrated System”), and a secure server or combination
of servers comprising the API engine (sometimes designated in the flow chart as PayAP]), a
payment hub associated with the API engine, and a Financial Account Warehouse (secure storage
location). An external credit card network is also connected to the system via a communications

channel such as the Internet.

[0057] Those skilled in the art will appreciate that the flow charts provided herein are only one
example implementation; functions may be reassigned as desired among the functional parts and

locations of the system while remaining within the spirit of the invention.
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[0058] The detailed flow chart starts at Fig. 4a with main branch 502, indicating that the URL
interface provided may be implemented either with a static URL in step 506 (designated as 1B) or
a dynamic URL in step 504 (designated as 1A).

[0059] Figs. 4b and 4c together show the continuing example flow chart for the dynamic URL
implementation. Starting at step 508, the end user communicates with the Payment Application
running on merchant server 204 to request registration of a financial account. The method then
continues with a process of logging into the payment gateway (designated as subroutine “27),
which is disclosed in more detail in Fig. 4f. Next, a financial account registration entry form
(designated as subroutine “3”) is provided, using a process disclosed in more detail in Fig. 4g. In
step 510, the application launches a browser window for the end user with a specified Financial
Account Registration URL. In step 512, the end user’s web browser initiates a Secure Socket
Layer connection to the secure server 202. In step 514, the secure server 202 responds to establish

the SSL connection.

[0060] Next, in step 516, the Financial Account Registration Application in secure server 202
dynamically generates financial account registration request form data and transmits this data to

the end user’s web browser. In step 518, the browser displays the form for the end user.

[0061] The end user, in steps 520 and 522, selects the financial account type to be registered,

either credit card or bank account.

[0062] If a credit card is selected, the process continues at step 524 where credit card fields
are displayed for the end user. Continuing on Figure 4c, in step 530 the end user inputs card data.
Then, in step 534, the browser encrypts the entered card data using SSL protocols. The Financial
Account Registration Application confirms the end user’s login (designated as Subroutine “2”, see
Fig. 4f) and performs the card registration process shown in Figs. 41 and 4j (designed as Subroutine

“57).

[0063] If a bank account is selected, the process continues from step 522 to step 526 where
bank account data entry fields are displayed for the end user. Continuing on Figure 4c, in step 528
the end user inputs bank account data. Then, in step 534, the browser encrypts the entered bank
account data using SSL protocols. The Financial Account Registration Application confirms the
end user’s login (designated as Subroutine “2”, see Fig. 4f) and performs the bank account
registration process shown in Fig. 4k (designed as Subroutine “6”).
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[0064] As shown in Figure 4c, regardless of whether a card or bank account was selected for
registration, after Subroutine 6 or 7 is processed to register the financial account information,
operation continues at step 535 where the financial account registration application parses and logs
the response from the appropriate registration subroutine. Next, in step 536, the application sends
confirmation codes and a success message to the end user’s browser. In an embodiment, the
confirmation codes are an array of values presented to the end user during enrollment confirmation
that serve as a shared secret between the system and the end user. The confirmation codes may be

used in conjunction with the external request ID as a key to retrieving a token from the system.

[0065] The browser displays a confirmation in step 538, and in step 540 the end user’s system
requests a reference ID that identifies the just-registered card or account. After validating the
user’s login to the Payment Application (merchant server 204), the reference ID (also referred to
as a financial account token) is transmitted to the merchant server 204 using the process in Fig. 41,
(designated as Subroutine “7”). The payment application in the merchant server 204 displays a

success message in step 542 and stores the reference ID for future use, in step 544.

[0066] Figs. 4d and 4e combine to show an example flow chart for a static URL
implementation. Referring first to Fig. 4d, this process starts at step 546 when the end user
requests registration of a financial account. Subroutine “2” is then activated in the merchant server
payment application to ensure that the end user is properly identified by the system and that
information entered by the end user is associated with the correct user and account. The payment
application then displays an array of codes in step 548 and launches a web browser with a financial

account registration URL 550.

[0067] Instep 552, the end user’s browser requests an SSL connection from the indicated static
URL pointing to the secure server 202, and in step 554 the financial account registration
application establishes the SSL connection. In step 556 the registration application sends account
registration request form data in a static form to the browser. Then, the browser displays the static
formin step 558. In steps 560 and 562, the end user’s system transmits the array of codes (provided
by the payment application in step 548) in an encrypted form to the financial account registration
application. The financial account registration application then sequentially executes Subroutines

“4” %27, and “3”. Subroutine “4” implements IP address access and restrictions as shown in Figure
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4h. Subroutine “2” verifies identity of the user (see Fig. 4f), and Subroutine “3” obtains the

financial account registration entry form (see Fig. 4g).

[0068] Next, in step 564, the financial account registration entry form is transmitted to the end
user’s browser and rendered in step 566. The end user selects a financial account type in step 568.
If a card is selected, the process continues with step 570 and the card registration fields are

rendered.

[0069] If acredit card is selected, the process continues in Figure 4e at step 530 where the end
user inputs card data. Then, in step 534, the browser encrypts the entered card data using SSL
protocols. The Financial Account Registration Application confirms the end user’s login
(designated in the flow chart as Subroutine “2”, see Fig. 4f) and performs the card registration

process shown in Figs. 41 and 4j (designated in the flow chart as Subroutine “5”).

[0070] If a bank account is selected, the process continues in Figure 4e at step 528 where the
end user inputs bank account data. Then, in step 534, the browser encrypts the entered bank
account data using SSL protocols. The Financial Account Registration Application confirms the
end user’s login (designated in the flow chart as Subroutine “2”, see Fig. 4f) and performs the bank

account registration process shown in Fig. 4k (designated in the flow chart as Subroutine “67).

[0071] Regardless of whether a card or bank account was selected for registration, after
subroutine 6 or 7 is processed to register the financial account information, operation continues as
shown in Figure 4e at step 535, where the financial account registration application parses and logs
the response from the appropriate registration subroutine. Next, in step 536, the application sends
confirmation codes and a success message to the end user’s browser. The browser displays a
confirmation in step 538. In step 539, the array of confirmation codes is provided. In an
embodiment, the confirmation codes are an array of values presented to the end user during
enrollment confirmation that serve as a shared secret between the system and the end user. The
confirmation codes may be used in conjunction with the external request ID as a key to retrieving
a token from the system. In step 540 the end user’s system uses the confirmation codes to request
a reference ID that identifies the just-registered card or account. After validating the user’s login
to the Payment Application (merchant server 204), the reference ID (also referred to as a financial

account token) is transmitted to merchant server 204 using the process in Fig. 41, (designated as

18
124452.00122/121598033v.1

Page 412 of 442



Subroutine “7”’). The payment application in the merchant server 204 displays a success message

in step 542 and stores the reference ID for future use, in step 544.

[0072] Fig. 4f shows an example embodiment of a payment gateway login function subroutine,
referenced in the various flow charts of Figure 4 as Subroutine “2”. Starting at step 573, the
routine determines whether the session identifier provided by the end user is valid for a current
active session. If so, the process concludes at step 598 and the user is permitted to access the
relevant system. If not, a login request method is invoked at step 574. The API then parses the
request at step 576, and authenticates the system user at step 578. During step 578 the system may
access the organization application and user key registry at step 580. In step 582, the system

determines whether the request is authentic.

[0073] If not authentic, an error response is generated in step 592, an error message is
displayed in step 594, and the subroutine concludes at step 596 where the user is not permitted to
advance, 1.e. access the system. If the request is deemed authentic in step 582, the request is
validated in step 584 through a validation engine operational step 586. The request is logged and
an external request ID is stored in step 588. The external request ID is an input parameter for
session requests. In an embodiment, the external request ID serves as a shared secret between the
requesting application and the system, and is later used as a key to retrieving a token from the

system.

[0074] Instep 590, if the validation step 584 indicated a valid request, a login success response
occurs at step 604, the session ID is stored at step 606, a success message is transmitted, parsed
and displayed in step 600, session ID is stored at step 602, and the user is allowed to advance (step
598). 1If the request is deemed invalid at step 590, processing continues with steps 592-596 as

described previously.

[0075] Figure 4g shows an example process for obtaining a financial account registration entry
form. Starting at step 402, the process invokes a method for obtaining the form as established in
the API. In step 404 the system stores the external request ID received from the system requesting
the collection of financial account information. The API engine in the secure server 202 parses
the request in step 406. In step 408, the API validates the request by connecting to the validation
engine (step 410). In step 412, the API determines whether the request is valid. If not, an error

response is generated in step 414 and an error message is displayed in step 416. If the request is
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valid, the process continues at step 418 where the request is checked against any programmed
restrictions at the payee level by interacting with the payment hub (step 420) to ensure validity of
the request. For example, if the payee has indicated it does not wish to accept credit cards, a
request to store credit card information would be invalid. In step 422, the request is similarly
checked against any customer-level restrictions on account type, by obtaining data stored in the
payment hub (step 424). For example, if a particular category of customer is permitted to pay only
with a credit card and not using a bank account, requests outside the permitted operations would
be invalid. Then, in step 426, the request is checked against any “customer account level”

restrictions on account type, by obtaining data stored in the payment hub (step 428).

[0076] In step 430, the API creates a registration URL and (optionally) establishes an
expiration time for the URL. The expiration time may be 5 minutes, 30 minutes, several hours, or
a day or more, depending on the nature of the interaction with the payer, which will determine the
scope of a “reasonable time” to complete the transaction. In a seamless online transaction, the
time allowed might be relatively short, for example, measured in minutes. In a bill collector
transaction where the payer has agreed to go online at a later time and enter payment information,
the time allowed would be longer, for example, measured in days. In step 432, the URL creation
time is logged and the external request ID is stored. In step 434, a success response is generated.
In step 436, the calling system receives the success response from the API and logs the response.
Then, in step 438, the subroutine is concluded and control advances to the next function in the

calling program.

[0077] Figure 4h is a flow chart for Subroutine “4”, which verifies IP address access and
restrictions. First, in step 440, the IP address seeking access to the system is checked for
restrictions, through interaction with a database of restricted addresses (step 442). In step 444, the
subroutine branches based on the restrictions found. If the IP address is restricted, then in step 446
an error response is generated and in step 448 the end user’s web browser displays the error
message. If no restriction is found, the process continues at step 450, and the request is judged as
either authentic or not authentic. If the request is authentic, the subroutine terminates at step 452.
If the request is not authentic, it is logged at step 454 and the time of the request is recorded in step
456. In step 458, the history of requests from the IP address is reviewed with reference to a request
log (step 460). In step 462, if the number of allowed failed requests in a given time period has not

been exceeded, the subroutine terminates at step 452. If the number of allowed failed requests
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from an IP address has been exceeded, the IP address is added to the restricted list in step 464, a
lockout is established in step 466, and a lockout message is displayed in step 468.

[0078] Figs. 41 and 4j (taken together) comprise a flow chart showing the card account
registration process, referenced as Subroutine “5”. Referring first to Fig. 41, the system initially
invokes an API method to add a credit card account, in step 470. In step 472, the external request
ID associated with the customer is stored. In step 474, the API engine parses the request and in
step 476, validates the request. If the request is invalid in step 478, an error response is generated
in step 480, and the error message is displayed in step 482. The subroutine then terminates in step

484 without registering a card.

[0079] If the request is valid in step 478, an authorization request is generated in step 486, and
the request is logged in step 487.

[0080] Continuing in Figure 4j, the authorization request is processed by the card network in
step 488 and a response is generated in step 489. The API engine receives the response and parses
it and records it, in step 490. If the card data was authorized, in step 491, an approval response is
generated in step 495, the approval response is transmitted to the calling system in step 496, and
the subroutine terminates in step 497. Also, in case of authorization, the payment hub logs the
response and stores the reference ID. The financial account secure server (referred to as the
“warehouse”) stores the financial account information (card information) and the external request

ID in step 499.

[0081] If the credit card is not authorized in step 491, a decline response is generated in step
492, an error message is displayed for the user in step 493, and the subroutine terminates at step

494 without storing card information.

[0082] Figure 4k is a flow chart for the bank account registration subroutine (referenced as
subroutine “6”). In step 608, the add bank account method of the API is invoked by the calling
system, and the external request ID is stored in step 612. In step 610, the API engine parses the
request and validates it in step 614 by communicating with a validation engine (step 616). Step
618 determines whether the request is valid. If so, an approval response is generated in step 630.
Then, in step 632 the request is logged, the external request ID is stored, and the reference ID is

stored, and in step 634 the bank account information and external request ID are stored in the
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secure server. At the same time, in step 628, the approval response is received by the calling

system and parsed and logged, whereupon the subroutine terminates at step 626.

[0083] If the request is not valid in step 618, an error response is generated at step 620, the
response is transmitted to the calling system, where it is parsed at step 622 and displayed, and the

subroutine terminates at step 624 without storing any bank account information.

[0084] Figure 4l is a subroutine for a process of obtaining a financial account token. In step
636, the get token request method of the API is invoked by the calling system. The API engine
parses the request in step 646 and validates it in step 648. If the request format is invalid, an error
response is generated in step 652 and an error message is displayed in step 640, whereupon the
subroutine terminates. If the request format is valid, the financial account reference ID(s) are
retrieved in step 654, and a success response is generated in step 656. The response is parsed by

the calling system in step 642 and the subroutine terminates in step 644.

[0085] The programmed functions implementing the methods and processes described herein
can be provided in a variety of forms. In one preferred embodiment, as noted previously, the
functions provided by secure server 202 may be accessed in the form of an API defining functions
available to the merchant server 204. These functions may be implemented in the manner
described in United States Provisional Patent Application Serial No. 61/655,482 filed June 5, 2012
and United States Provisional Patent Application Serial No. 61/698,574 filed September 8, 2012,
the disclosures of which are incorporated herein by reference. Those skilled in the art will
appreciate that the method of defining the API and the particular API features provided may be
varied as desired within the scope of the invention, to implement desired concepts described herein
and variations on those concepts that will be apparent to those skilled in the art after reviewing this

specification.

[0086] The screen displays described herein may be designed in any desired manner consistent
with achieving the goals of a particular variation, and the screen displays may take various forms
without departing from the scope or spirit of the invention. For example, the screen displays may
have the form disclosed in United States Provisional Patent Application Serial No. 61/655,482
filed June 5, 2012 and United States Provisional Patent Application Serial No. 61/698,574 filed

September 8, 2012, the disclosures of which are incorporated herein by reference.
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[0087] Although illustrative embodiments have been described herein in detail, it should be
noted and understood that the descriptions and drawings have been provided for purposes of
illustration only and that other variations both in form and detail can be added thereto without
departing from the spirit and scope of the invention. The terms and expressions in this disclosure
have been used as terms of description and not terms of limitation. Thus, the breadth and scope
of the present invention should not be limited by any of the above-described exemplary
embodiments, but should be defined only in accordance with the claims and their equivalents. The
terms and expressions herein should not be interpreted to exclude any equivalents of features

shown and described, or portions thereof.
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We claim:

1. A method of processing a payment from a payer to a payee operating a first
computing system, the method being performed by a second computing system, the method
comprising:

receiving an electronically-generated payment transaction instruction from the first
computing system, wherein the payment transaction instruction:

includes at least one data element associated with the payer;

specifies the amount of the payment from the payer to the payee; and

specifies a communications link for the second computing system to obtain
financial account information from the payer;

obtaining the financial account information from the payer via the specified
communications link;

generating an electronic data token representing the financial account information
obtained from the payer;

outputting the electronic data token to a communications network for transmittal to the
first computing system, wherein the first computing system does not receive the financial
account information and the second computing system does not provide the electronic data token
to the payer;

storing the financial account information obtained from the payer;

obtaining the amount of the payment from the payer by processing the payment using the
financial account information obtained from the payer; and

forwarding at least a portion of the amount of the payment to the payee.

2. The method of claim 1, further comprising:
receiving a second payment transaction instruction from the first computing system,
wherein the second payment transaction instruction:
includes a representation of the electronic data token; and
specifies the amount of the second payment from the payer to the payee;
processing the second payment using the financial account information represented by
the electronic data token; and
forwarding the amount of the second payment to the payee.

24
124452.00122/121598033v.1

Page 418 of 442



3. The method of claim 1, wherein the communications link used to obtain the
financial account information from the payer is synchronous with a communications link used by

the first computing system to obtain enrollment data from the payer.

4. The method of claim 1, wherein the communications link is at least one of a
telephone number to enable the second computing system to communicate with the payer and
obtain the financial account information or a transfer from an existing telephone call with the

payer to a telephone system that receives the financial account information from the payer.

5. The method of claim 1, wherein the communication link is a connection via the
internet between the second computing system and a computing system used by the payer
enabling the payer to input the financial account information for transmittal to the second

computing system.

6. The method of claim 5, wherein the connection is a widget or window within a

website provided by the first computing system.

7. The method of claim 5, wherein the connection provides access to the second

computing system using a static or dynamic universal resource locator (URL).

8. The method of claim 1, wherein the communications link used to obtain the
financial account information from the payer is asynchronous with a communications link used

by the first computing system to obtain enrollment data from the payer.

9. The method of claim 8, wherein the payment transaction instruction for the
second computing system to obtain the financial account information from the payer includes

data sufficient for the second computing system to authenticate the payer.

25
124452.00122/121598033v.1

Page 419 of 442



10. The method of claim 9, wherein the first computing system defines a period of

persistence for the second computing system to obtain the financial account information from the

payer.

11. The method of claim 1, wherein the payment transaction instruction comprises
contact information for the payer to enable the second computing system to transmit instructions
to the payer for communicating the financial account information to the second computing

system.

12. The method of claim 11, wherein the contact information comprises one of an
email address or a telephone number whereby the second computing system sends a link for a

data entry connection to the payer via one of email and text.

13. The method of claim 1, wherein the financial account information includes at

least one of a credit card number or bank account number.

14. A second computing system that processes a payment from a payer to a payee
operating a first computing system, the second computing system comprising:
one or more processors; and
memory storing instructions that, when executed by the one or more processors, cause the
second computing system to:
receive an electronically-generated payment transaction instruction from a first
computing system, wherein the payment transaction instruction:
includes at least one data element associated with the payer;
specifies the amount of the payment from the payer to the payee; and
specifies a communications link for the second computing system to
obtain financial account information from the payer;
obtain the financial account information from the payer via the specified
communications link;
generate an electronic data token representing the financial account information

obtained from the payer;
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output the electronic data token to a communications network for transmittal to
the first computing system, wherein the first computing system does not receive the financial
account information and the second computing system does not provide the electronic data token
to the payer;

store the financial account information obtained from the payer;

obtain the amount of the payment from the payer by processing the payment using
the financial account information obtained from the payer; and

forward at least a portion of the amount of the payment to the payee.

15. The system of claim 14, wherein the instructions further cause the second
computing system to:
receive a second payment transaction instruction from the first computing system,
wherein the second payment transaction instruction:
includes a representation of the electronic data token; and
specifies the amount of the second payment from the payer to the payee;
obtain the amount of the second payment from the payer by processing the second
payment using the financial account information represented by the electronic data token; and

forward at least a portion of the amount of the second payment to the payee.

16. The system of claim 14, wherein the communications link used to obtain the
financial account information from the payer is synchronous with a communications link used by

the first computing system to obtain enrollment data from the payer.

17. The system of claim 14, wherein the communication link is a connection via the
internet between the second computing system and a computing system used by the payer
enabling the payer to input the financial account information for transmittal to the second

computing system.

18. The system of claim 17, wherein the connection is a widget or window within a

website provided by the first computing system.
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19. The system of claim 17, wherein the connection provides access to the second

computing system using a static or dynamic universal resource locator (URL).

20. The system of claim 14, wherein the communications link used to obtain the
financial account information from the payer is asynchronous with a communications link used

by the first computing system to obtain enrollment data from the payer.

21. The system of claim 20, wherein the payment transaction instruction for the
second computing system to obtain the financial account information from the payer includes

data sufficient for the second computing system to authenticate the payer.

22. The system of claim 21, wherein the first computing system defines a period of

persistence for the second computing system to obtain the financial account information from the

payer.

23. The system of claim 14, wherein the payment transaction instruction comprises
contact information for the payer to enable the second computing system to transmit instructions
to the payer for communicating the financial account information to the second computing

system.

24. The system of claim 14, wherein the financial account information includes at

least one of a credit card number or bank account number.

25. A non-transitory computer readable storage medium storing instructions that,
when executed by a processor, cause a second computing system that processes a payment from
a payer to a payee operating a first computing system to:

receive an electronically-generated payment transaction instruction from the first
computing system, wherein the payment transaction instruction:

includes at least one data element associated with the payer;

specifies the amount of the payment from the payer to the payee; and
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specifies a communications link for the second computing system to obtain

financial account information from the payer;

obtain the financial account information from the payer via the specified communications
link;

generate an electronic data token representing the financial account information obtained
from the payer;

output the electronic data token to a communications network for transmittal to the first
computing system, wherein the first computing system does not receive the financial account
information and the second computing system does not provide the electronic data token to the
payer;

store the financial account information obtained from the payer;

obtain the amount of the payment from the payer by processing the payment using the
financial account information obtained from the payer; and

forward at least a portion of the amount of the payment to the payee.
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ABSTRACT OF THE DISCLOSURE

Processing a payment from a payer to a payee (operating a first computing system), by a
second computing system, by receiving an electronically-generated payment transaction
instruction (identifying the payer, specifying the amount of the payment, and specifying a
communications link for the second computing system to obtain financial account information
from the payer) from the first computing system, obtaining the financial account information
from the payer via the specified communications link, generating an electronic data token
representing the financial account information, outputting the electronic data token for
transmittal to the first computing system (where the first computing system does not receive the
financial account information and the second computing system does not provide the electronic
data token to the payer), obtaining the amount from the payer using the financial account

information, and forwarding at least a portion of the amount to the payee.
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PTORIAGY (08-12)

Approved for uss through 01/31/2014. OMB (8510032

U.8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons ars required to respond 1o a collection of information unless it displays a valid OME control numbar,

DECLARATION (37 CFR 1.63} FOR UTILITY OR DESIGN APPLICATION USING AN

APPLE@ATEQN DATA SHEET (37 CFR 1 ?6)

Teot | SYSTEM AND METHOD FOR REGISTERING FINANCIAL ACCOUNTS

invantion §

As the below named inventor, | hereby deciare that:

This declaration s
is dirscted to: The attached spplication, or

E:E Unlted States application or PCT intemational application number

filed on

The above-identified application was made or authorized to be made by me,

| belleve that | am the original invenior or an original joint inventor of a clalmed Invention in the application

| hareby acknowledge that any willful false statement mada in this declaration is punishable under 18 U.8.C. 1001
by fine or imprisonment of not more than five {(8) ysars, or both,

WARNING:

Pstitionerfapplicant is cautioned 1o avold submitting personal information in documenis filed in a pateni application that may
contribute o identity thefl. Personal information such as social securlty numbers, bank account numbers, or cradit card numbers
{other than a check or credit card authorization form PTO-2038 submitied for paviment purposes) is never required by the USPTO
to support a petition or an application. I this type of personal information is included in documenis submilted to the USPTO,
petitioners/applicants should consider redacting such parsonal information from the documents befors submitting them o the
USPTO. Pelitioner/applicant is advised thatl the record of a patent application is avallable (o the public after publication of the
application (unless s non-publication request in compliance with 37 CFR 1.213(a) Is mads in the application} or issuance of a
patent. Furthermore, the record from an abandoned application may also be available io the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes ara not relainad in the application file and thersfore are nol publicly avaliable.

LEGAL NAME OF INVENTOR

invenior Robert Evan Pollin 16 MNovember 2012

Signature: fQ (f% ? - 'PG’@L/\N

Note: An appiication date shaest (PTO/SB/14 or aquivalent}, Including narming the entire inventive entity, must accompany this form or must have
baen previously filted, Use an additional PTO/AIAIG form for sach additional inventor,

Date (Optional) :

This coflection of information s reguired by 35 UL.5.C, 118 andd 37 CFR 1.83. The information s required 1o obiain o refain 3 bensf by the public which Is to fils (and
by the USFTO to process) an application. Confidentiality s governed by 358 U.8,C. 122 and 37 CFR 1.11 and 1.14. This colleciion is astimated to taks 1 minuts to
complste, including gathering, preparing, and submitting the compieted application form to the USPTO. Time will vary depending upon the Individual case. Any
comments on the ameunt of tme you require to complete this form andfor suggestions for reducing this burden, should ba sent to the Chief Information Officer, U.S,
Patent and Trademark Office, U.S. Department of Commarce, P.O. Box 1450, Alszandra, VA 223134450, DO NQT SEND FEES OR COMPLETED FORMS TQ
THIS ADDRESS, S8END TO: Commissioner for Patents, P.O. Box 1458, Alexandria, VA 22313-1450,

¥ you naod assfsiance in complating ihe form, call 1-800-PT0-2108 and sefect oplion 2.
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PTOIAIAGDT (06-12)

Approved for use through 04/34/2014. TMB 08510032

.8, Patent and Trademark Offics; U8, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Aot of 1895, no persons are required 1o respond o 8 collection of information unless it displaye g valid OMB control numbsr,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

.......................................................................... posgoososasonnopoos

Titleof | SYSTEM AND METHOD FOR REGISTERING FINANCIAL ACCOUNTS

invention |

As the below named Inventor, | hereby declars that

This daciaragtion i __
is directed to: The atiached application, or

E ] Unitad States application or PCT international application number

filed on

The sbove-identified application was made or authorized o be made by me.

{ belleve that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowladge that any willful false siatement made in this declaration is punishable under 18 U.8.C. 1001
by fine or imprisonment of not more than five (5} vears, or both,

WARNING:

Petitioner/applicant is cautioned o avold submitting personal information In documents fled in a patent application that may
contributs to Identlly thefl. Personal information such a5 social security numbars, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTQ-2038 submitted for payment purposes) Is never regulred by the USPTO
fo support a pstilion or an application. if this typse of personat Information Is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documenis before submitting them 1o the
USPTO. Petitioner/applicant is advised that the record of a patent application is avaliable (o the public after publication of the
apphication {unless a non-publication request in compliance with 37 CFR 1.213(a) is mads in the application) or lasuance of a
paient, Furthermore, the record from an abandoned application may also be avaliable o the public if the application s
refaranced in a publishad application or an issued patent (see 37 CFR 1.14). Checks and cradit card authorization forms
PTO-2038 submitted for payment purposes are not retained In the application file and tharafors are not publicly avaiiable.

LEGAL NAME OF INVENTOR

invertor; 584N QAJ;eﬁ Fleming Dats (Optlonal} ; 16 November 2012

Signature: 4 /;255?
1 T
[
MNote: An application data shest (PTO/SB/14 or squivalent), Including naming the entirs Inventivs entity, must acoompany this form or must have
bssn previously flad, Uss an additional PTO/AIA0T form for sach additionat inventor,

This oullection of information i required by 35 U.8.0. 116 and 37 CFR 1,83, The information Is required io obtaln or retaln a benaft by the public which is fo file (end
by the USPTO o process) an application. Confidentiaiity ls governed by 35 U.3.C, 122 and 37 CFR 1.11 and 1.14. This colfection is estimeted (0 ks 1 minute o
complute, including gatharng, preparing, angd submitting the completed application form to ihas USPTO. Time will vary depending upon hs individual case, Any
commants on the amount of time you requirs io complets this form sndior suggestions for reducing this burden, should b sent (o tha Chiel information Dffiser, U3,
Patant and Trademark Office, U.S. Department of Commerse, PO, Box 1480, Alexendris, VA 22313-1480, DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexendria, VA 22313-1450.

if you need assistance in cormplefing the form, oail 1-800-FTC-§189 end seiect aption 2.
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PTOIAINDT (06-12)

Approved for use through 01/31/2014. OMB (8510032

U.B. Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no parsons are required 10 respond o a collsction of information unless H digplays a valid OMB conirol numbar.

DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78)

CCOUNTS

P

Titleof [SYS1 LM

invention |

STERINGF

As the below namsd inventor, | hereby declare thatl:

This declaration g8
Is directed o Eﬁﬂ The atlached application, or

D Unlled States application or PCYT infernational spplication number

filed on

The above-identified application was made or authorized to be made by me.

| belleve that | am the original inventor or an original joint Invenior of & claimed Invention in the application.

i hereby acknowledge that any wiliful false statement made In this declaration is punishabile under 18 U.S.C. 1001
by fine or imprisonment of not more than five (8} years, or both,

WARNING:

Patitioner/applicant is cautioned o avoid submilting personal information in documents filed in a patent application that may
contribiute to Kenilty theft, Personal Information such as soclal securlly numbers, bank account numbars, or cradit card numbers
{nther than a check or credii card authorization form PTO-2038 submitted for payment purposes) Is never required by the USPTO
to suppaort @ petition or an application, ¥ this type of personal information is includsd in documents submilted to the USPTO,
petitionersfapplicants should consider redacting such personal information from the documants befara submitling them o the
USPTO. Petitioner/applicant is advisad that the record of a patent appiication Is available to the public afier publication of tha
application {(unless a non-publication request in compliance with 37 CFR 1.213(a) Is mada in the application) or lssuance of 2
patent, Furthermore, the record from an gbandonad application may also be available io the public if the application is
raferenced in a published appllcation or an issued patent {see 37 CFR 1.14). Checks and credit card authorization forms
PT0-2038 submitted for payment purposes are nol retained in the application fils and therafors are not publicly avaliable.

LEGAL NAME OF INVENTOR

inventor. Ban Edward Downey, Jr. Date (Optional) . | 6 November 2012

Signature: fﬁ-\(mz\
-n

Note: An application data shest (PTO/EB/14 or equivalent}, including naming the entirs inventive entity, must accompany this form or must have
been previeusly fled. Use an additional PTO/AIAGT form for each additional inventor,

This collection of infurmation is required by 35 U.8.C, 115 and 37 OFR 1.83. The information Is required 0 obisin or retain & banefit by the public which is to file {and
by the USPTY to procsss) an application. Confidentiality s governad by 386 U.8.C. 122 and 37 CFR 1.11 and 1.14. This coliection is estimated 1o 1rks 1 minuie to
complele, including gathering, preparing, and submitting the compleled appiication form to ths USPTO. Time will vary depsnding upon s individual case. Any
cofments on e amount of time you require to complats this form andior suggastions for reducing this burden, should be sent to the Chief information Ofticar, .8,
Palent snd Trademark OMce, U.5, Degariment of Commarcs, P.O. Box 14580, Alexandris, VA 223131480, DO NOT SEND FEES OR COMPLETED FORMS TO
THIB ADDRESS, BEND TO: Coruniasioner for Patents, P.0O. Box 1450, Alexandris, VA 22313-1450.

1 you need assistance in completing the form, call 1-800-PT3-9180 and ssledt oplion 2.
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