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VERTICALLY INTEGRATED AUTOMATIC 
THREAT LEVEL DETERMINATION FOR 

CONTAINERS AND HOSTS IN A 
CONTAINERIZATION ENVIRONMENT 

FIELD OF ART 

The disclosure generally relates to the field of container-
ization security, and specifically to automated threat level 
determination for containers running on containerization 
platforms as well as their hosts. 

BACKGROUND 

A recent development in networked infrastructure is the 
container model. In the container model, a kernel of an 
operating system (e.g., Linux) allows for multiple isolated 
user-space instances, or "containers," executing simultane-
ously. Each container is isolated from other containers, and 
may access a set of resources that are isolated from other 
containers. Each container also interacts with a container 
service, which may provide various functions, such as an 
application programming interface (API) to allow each 
container to access various functions of the container service 25 
(e.g., establishing communications, communicating with 
other containers, logging). One advantage of such a con-
tainer system is the ability of the container system, with the 
assistance of the container service, to quickly and transpar-
ently migrate containers between hosts during live opera-
tion, e.g., for load balancing. Another advantage is that, 
since virtual emulation of resources, such as in a virtual 
machine (VM) environment, is not being performed to 
provide resources to the containers, the overhead compared 
to a VM-based environment is much lower. 

However, within such container systems, security and 
threat detection can be a more challenging issue. A container 
system includes many different components, in many cases 
more than a traditional system. The container system has a 
host operating system, a container service, multiple appli-
cation containers with their own configuration, with each 
application container accessing various resources, such as 
with network connections other containers and to the Inter-
net. Such a complex system has a broad surface area for 
malicious attackers to penetrate. While traditional systems 
may have multiple operators for detecting and resolving 
security issues (e.g., developers for applications, operations 
staff for hosts, and network security staff for network access 
operations), having these multiple operators operate on a 
container system is cumbersome, reduces efficiency, and can 
easily cause shortfalls due to the complex division of 
responsibilities. Therefore, what was lacking, inter alia, was 
a vertically integrated system to automatically determine, 
report, and respond to threats and security issues in all 
aspects of a container system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The disclosed embodiments have advantages and features 
which will be more readily apparent from the detailed 
description, the appended claims, and the accompanying 
figures (or drawings). A brief introduction of the figures is 
below. 

FIG. 1 illustrates an example of a container system with 
a threat level analyzer to determine a threat level of appli-
cation containers and hosts on which the container system 
reside, according to an example embodiment. 

2 
FIG. 2A is an exemplary user interface presenting a list of 

containers and their associated threat level scores, along 
with a threat list for a container, as determined by the threat 
level analyzer, according to an example embodiment. 

5 FIG. 2B is an exemplary user interface presenting a list of 
hosts and a detail interface reporting individual threat tests, 
as determined by the threat level analyzer, according to an 
example embodiment. 

FIG. 2C is an exemplary user interface presenting a graph 
10 view of a plurality of containers, and interface elements 

indicating threat level scores and detected high level threats 
for certain containers, according to an example embodiment. 

FIG. 3 illustrates an example container environment with 

15 an exemplary container architecture in which a threat level 
analyzer, such as the threat level analyzer of FIG. 1, may 
operate, according to an embodiment. 

FIG. 4 is a flow chart illustrating an exemplary method for 
determining a threat level of a container and host in a 

20 container system, according to one embodiment. 
FIG. 5 is a block diagram illustrating components of an 

example machine able to read instructions from a machine-
readable medium and execute them in a processor (or 
controller). 

DETAILED DESCRIPTION 

The Figures (FIGS.) and the following description relate 
to preferred embodiments by way of illustration only. It 

30 should be noted that from the following discussion, alter-
native embodiments of the structures and methods disclosed 
herein will be readily recognized as viable alternatives that 
may be employed without departing from the principles of 
what is claimed. 

35 
Reference will now be made in detail to several embodi-

ments, examples of which are illustrated in the accompany-
ing figures. It is noted that wherever practicable similar or 
like reference numbers may be used in the figures and may 

40 indicate similar or like functionality. The figures depict 
embodiments of the disclosed system (or method) for pur-
poses of illustration only. One skilled in the art will readily 
recognize from the following description that alternative 
embodiments of the structures and methods illustrated 

45 herein may be employed without departing from the prin-
ciples described herein. 
Configuration Overview 

Embodiments herein disclose a method in a container 
system for determining a threat level assessment for an 

so application container. A threat level analyzer probes for one 
or more threats within an application container in a container 
system. Each threat is a vulnerability or a non-conformance 
with a benchmark setting. The application container 
includes computer-readable instructions, and is initiated via 

55 a container service and isolated using operating system-level 
virtualization. 

The threat level analyzer further probes for one or more 
threats within a host of the container service. The threat level 
analyzer generates a threat level assessment score based on 

60 results from the probing of the one or more threats of the 
application container and the one or more threats of the host, 
and generates a report for presentation in a user interface 
including the threat level assessment score and a list of 
threats discovered from the probe of the application con-

65 tainer and the host. A report is transmitted by the threat level 
analyzer to a client device of a user for presentation in the 
user interface. 
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VERTICALLY INTEGRATED AUTOMATIC FIG . 2A is an exemplary user interface presenting a list of 
THREAT LEVEL DETERMINATION FOR containers and their associated threat level scores , along 

CONTAINERS AND HOSTS IN A with a threat list for a container , as determined by the threat 
CONTAINERIZATION ENVIRONMENT level analyzer , according to an example embodiment . 

FIG . 2B is an exemplary user interface presenting a list of 
FIELD OF ART hosts and a detail interface reporting individual threat tests , 

as determined by the threat level analyzer , according to an 
The disclosure generally relates to the field of container- example embodiment . 

ization security , and specifically to automated threat level FIG . 2C is an exemplary user interface presenting a graph 
determination for containers running on containerization view of a plurality of containers , and interface elements 
platforms as well as their hosts . indicating threat level scores and detected high level threats 

for certain containers , according to an example embodiment . 
BACKGROUND FIG . 3 illustrates an example container environment with 

an exemplary container architecture in which a threat level 
A recent development in networked infrastructure is the analyzer , such as the threat level analyzer of FIG . 1 , may 

container model . In the container model , a kernel of an operate , according to an embodiment . 
operating system ( e.g. , Linux ) allows for multiple isolated FIG . 4 is a flow chart illustrating an exemplary method for 
user - space instances , or " containers , ” executing simultane determining a threat level of a container and host in a 
ously . Each container is isolated from other containers , and container system , according to one embodiment . 
may access a set of resources that are isolated from other FIG . 5 is a block diagram illustrating components of an 
containers . Each container also interacts with a container example machine able to read instructions from a machine 
service , which may provide various functions , such as an readable medium and execute them in a processor ( or 
application programming interface ( API ) to allow each controller ) . 
container to access various functions of the container service 25 
( e.g. , establishing communications , communicating with DETAILED DESCRIPTION 
other containers , logging ) . One advantage of such a con 
tainer system is the ability of the container system , with the The Figures ( FIGS . ) and the following description relate 
assistance of the container service , to quickly and transpar- to preferred embodiments by way of illustration only . It 
ently migrate containers between hosts during live opera- 30 should be noted that from the following discussion , alter 
tion , e.g. , for load balancing . Another advantage is that , native embodiments of the structures and methods disclosed 
since virtual emulation of resources , such as in a virtual herein will be readily recognized as viable alternatives that machine ( VM ) environment , is not being performed to may be employed without departing from the principles of provide resources to the containers , the overhead compared what is claimed . 
to a VM - based environment is much lower . Reference will now be made in detail to several embodi However , within such container systems , security and ments , examples of which are illustrated in the accompany threat detection can be a more challenging issue . A container 
system includes many different components , in many cases ing figures . It is noted that wherever practicable similar or 

like reference numbers may be used in the figures and may more than a traditional system . The container system has a host operating system , a container service , multiple appli- 40 indicate similar or like functionality . The figures depict 
cation containers with their own configuration , with each embodiments of the disclosed system ( or method ) for pur 
application container accessing various resources , such as poses of illustration only . One skilled in the art will readily 
with network connections other containers and to the Inter- ognize from the following description that alternative 
net . Such a complex system has a broad surface area for embodiments of the structures and methods illustrated 
malicious attackers to penetrate . While traditional systems 45 herein may be employed without departing from the prin 
may have multiple operators for detecting and resolving ciples described herein . 
security issues ( e.g. , developers for applications , operations Configuration Overview 
staff for hosts , and network security staff for network access Embodiments herein disclose a method in a container 
operations ) , having these multiple operators operate on a system for determining a threat level assessment for an 
container system is cumbersome , reduces efficiency , and can 50 application container . A threat level analyzer probes for one 
easily cause shortfalls due to the complex division of or more threats within an application container in a container 
responsibilities . Therefore , what was lacking , inter alia , was system . Each threat is a vulnerability or a non - conformance 
a vertically integrated system to automatically determine , with a benchmark setting . The application container 
report , and respond to threats and security issues in all includes computer - readable instructions , and is initiated via 
aspects of a container system . 55 a container service and isolated using operating system - level 

virtualization . 
BRIEF DESCRIPTION OF THE DRAWINGS The threat level analyzer further probes for one or more 

threats within a host of the container service . The threat level 
The disclosed embodiments have advantages and features analyzer generates a threat level assessment score based on 

which will be more readily apparent from the detailed 60 results from the probing of the one or more threats of the 
description , the appended claims , and the accompanying application container and the one or more threats of the host , 
figures ( or drawings ) . A brief introduction of the figures is and generates a report for presentation in a user interface 
below . including the threat level assessment score and a list of 
FIG . 1 illustrates an example of a container system with threats discovered from the probe of the application con 

a threat level analyzer to determine a threat level of appli- 65 tainer and the host . A report is transmitted by the threat level 
cation containers and hosts on which the container system analyzer to a client device of a user for presentation in the 
reside , according to an example embodiment . user interface . 

35 
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Example Threat Level Analyzer and Container 
Environment 

FIG. 1 illustrates an example of a container system with 
a threat level analyzer to determine a threat level of appli-
cation containers and hosts on which the container system 
reside, according to an example embodiment. FIG. 1 illus-
trates a simplified view of a container system 102. Some 
elements, such as separate servers, a local network, and so 
on, are omitted for sake of clarity. These elements are 
described in further detail with regards to FIG. 3. The 
container system 102 includes one or more application 
("app") containers 104A-N (generally 104), a threat level 
analyzer container 120, and the host 150 and container 
service 160 upon which the containers execute. 
Container System 

The container system 102 is an operating system (OS) 
level virtualization environment whereby one or more "con-
tainers" execute on a shared set of resources of a host. For 
example, a container may be an instance of a user-space 
process executing on a resource isolated instance within an 
OS. Alternatively, the container may itself execute multiple 
processes, each sharing the resources of that container. Each 
container has access to a set of isolated resources, but does 
not have direct access to the actual physical resources of the 
underlying hardware of the host, e.g., host 150. These 
physical resources may include a CPU, I/O devices, network 
devices, memory, physical storage, and so on. The isolated 
resources are not emulated, as would be the case with 
resources within a virtual machine, but are rather presented 
to the app container as a portion of the physical resources, 
with the remainder of the physical resources hidden from the 
app container. A container service executing on the host 150, 
such as container service 160, configures the aforemen-
tioned isolated resources for each container. The container 
system 102 as illustrated in FIG. 1 is a simplified view of the 
components of a container system. Additional details of 
components that may be used in a container system 102, 
including supporting services, underlying hardware, and so 
on, are described with further detail below with regards to 
FIG. 3. 

An advantage of such a container system 102 is that each 
container is isolated from other containers in the container 
system 102, increasing security. Scalability may also be 
improved, as containers can be easily added and removed 
without having to be customized for a specific physical 
resource layout. Other advantages may also be present in a 
container system 102. For example, when the same data is 
accessed by different containers, only the data portions that 
vary between the containers may have different instances. 
The data that is the same is not duplicated, thus saving space. 
The container system 102 may also use less resources than 
a full virtualization environment, as the OS level virtualiza-
tion in the container system 102 does not necessarily require 
the execution of a separate guest OS with its own kernel 
within each container and the precise emulation of all 
hardware components for that guest OS to execute. 

However, a challenge in such a container system 102 is an 
increase in complexity due to the number of components 
compared to traditional systems (e.g., one in which appli-
cations run without a container service and without resource 
isolation). This causes threat analysis of the entire container 
system 102 to become more complex compared to a tradi-
tional system. For example, in a traditional system the 
components that are combined within a container system 
102 may be maintained by different administrators/opera-
tors. However, within the container system 102, such a 

4 
division of labor and monitoring resources may cause vari-
ous threats to be missed due to the separation of resources 
within an integrated system, and due to the added complex-
ity due to the integrated system. In addition, as the container 

5 system 102 is highly automated, traditional countermeasures 
against security threats, such as locking down servers based 
on network (e.g., IP) address and network ports, are inef-
fective and defeat the purpose of deploying containers as 
they are crude and indiscriminate, e.g., by potentially lock-

10 ing down unaffected app containers due to threats detected 
in other app containers. 

This issue is solved by the installation of the threat level 
analyzer operating as the threat level analyzer container 120 
within the container system 102. As described in further 

15 detail below, the threat level analyzer container 120 is able 
to probe within the app containers 104, as well as the 
container service 160 and its host 150, determine a threat 
level assessment of each of these, generate reports based on 
the threat assessment, and perform actions in response to 

20 certain determined threats. 
Application Containers 

The app containers 104A-N (or app containers 104) are 
containers executing within the container system 102. As 
noted above, containers, such as the app containers 104, are 

25 isolated instances executing with OS level virtualization 
within an operating system. The operating system may 
execute with a single kernel, which provides the necessary 
environment to each of the app containers 104. However, 
each app container 104 is isolated from other containers 

30 within the container system 102, and cannot see the 
resources used by the other app containers 104. Therefore, 
each app container 104 cannot share processes with other 
app containers 104, and instead communicate similarly to 
processes running on separate OSs and/or separate 

35 machines, e.g., by network communication, etc. 
Each app container 104 may perform various network 

activities, such as WAN (wide area network) access 106 
(e.g., to the Internet) and network activity 108 (e.g., any 
access via a local area network). Each app container 104 

40 may include various program libraries 110, and each of these 
program libraries may be at a particular patch level 112. 
Each app container 104 also includes container configura-
tion data 114. Note that although these elements are illus-
trated within different app containers 104 in FIG. 1, the 

45 illustration is for the sake of organization and does not mean 
that each app container 104 is limited to these elements as 
shown. Instead, each app container 104 may include all of 
the elements described here. 

The WAN access 106 may include any access to an 
so external network that is not local to the network upon which 

the app container 104 resides (e.g., not on the subnet of the 
app container 104). This may include any WAN, the Internet, 
an external LAN (local area network), and so on. For 
example, an app container 104 may have WAN access 106 

55 by executing a web server process, and may create open 
network sessions, listen on certain network ports, respond to 
requests from clients, and so on. WAN access 106 may 
indicate that the app container 104 includes a connection 
with which an entity in the external network may access the 

60 app container 104, either in an authorized connection, or 
through unauthorized and/or malicious means. Therefore, 
WAN access 106 for an app container 104 carries with it a 
potential risk of having confidential information accessed by 
an unauthorized entity, either maliciously or accidentally. 

65 The network activity 108 may include, but is not limited 
to, transmitting and receiving network data, including net-
work packets, using various network protocols, such as 

in other app 
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Example Threat Level Analyzer and Container division of labor and monitoring resources may cause vari 
Environment ous threats to be missed due to the separation of resources 

within an integrated system , and due to the added complex 
FIG . 1 illustrates an example of a container system with ity due to the integrated system . In addition , as the container 

a threat level analyzer to determine a threat level of appli- 5 system 102 is highly automated , traditional countermeasures 
cation containers and hosts on which the container system against security threats , such as locking down servers based 
reside , according to an example embodiment . FIG . 1 illus- on network ( e.g. , IP ) address and network ports , are inef 
trates a simplified view of a container system 102. Some fective and defeat the purpose of deploying containers as 
elements , such as separate servers , a local network , and so they are crude and indiscriminate , e.g. , by potentially lock 
on , are omitted for sake of clarity . These elements are 10 ing down unaffected app containers due to threats detected 
described in further detail with regards to FIG . 3. The containers . 
container system 102 includes one or more application This issue is solved by the installation of the threat level 
( " app " ) containers 104A - N ( generally 104 ) , a threat level analyzer operating as the threat level analyzer container 120 
analyzer container 120 , and the host 150 and container within the container system 102. As described in further 
service 160 upon which the containers execute . 15 detail below , the threat level analyzer container 120 is able 
Container System to probe within the app containers 104 , as well as the 

The container system 102 is an operating system ( OS ) container service 160 and its host 150 , determine a threat 
level virtualization environment whereby one or more “ con- level assessment of each of these , generate reports based on 
tainers ” execute on a shared set of resources of a host . For the threat assessment , and perform actions in response to 
example , a container may be an instance of a user - space 20 certain determined threats . 
process executing on a resource isolated instance within an Application Containers 
OS . Alternatively , the container may itself execute multiple The app containers 104A - N ( or app containers 104 ) are 
processes , each sharing the resources of that container . Each containers executing within the container system 102. As 
container has access to a set of isolated resources , but does noted above , containers , such as the app containers 104 , are 
not have direct access to the actual physical resources of the 25 isolated instances executing with OS level virtualization 
underlying hardware of the host , e.g. , host 150. These within an operating system . The operating system may 
physical resources may include a CPU , I / O devices , network execute with a single kernel , which provides the necessary 
devices , memory , physical storage , and so on . The isolated environment to each of the app containers 104. However , 
resources are not emulated , as would be the case with each app container 104 is isolated from other containers 
resources within a virtual machine , but are rather presented 30 within the container system 102 , and cannot see the 
to the app container as a portion of the physical resources , resources used by the other app containers 104. Therefore , 
with the remainder of the physical resources hidden from the each app container 104 cannot share processes with other 
app container . A container service executing on the host 150 , app containers 104 , and instead communicate similarly to 
such as container service 160 , configures the aforemen- processes running on separate OSs and / or separate 
tioned isolated resources for each container . The container 35 machines , e.g. , by network communication , etc. 
system 102 as illustrated in FIG . 1 is a simplified view of the Each app container 104 may perform various network 
components of a container system . Additional details of activities , such as WAN ( wide area network ) access 106 
components that may be used in a container system 102 , ( e.g. , to the Internet ) and network activity 108 ( e.g. , any 
including supporting services , underlying hardware , and so access via a local area network ) . Each app container 104 
on , are described with further detail below with regards to 40 may include various program libraries 110 , and each of these 
FIG . 3 . program libraries may be at a particular patch level 112 . 
An advantage of such a container system 102 is that each Each app container 104 also includes container configura 

container is isolated from other containers in the container tion data 114. Note that although these elements are illus 
system 102 , increasing security . Scalability may also be trated within different app containers 104 in FIG . 1 , the 
improved , as containers can be easily added and removed 45 illustration is for the sake of organization and does not mean 
without having to be customized for a specific physical that each app container 104 is limited to these elements as 
resource layout . Other advantages may also be present in a shown . Instead , each app container 104 may include all of 
container system 102. For example , when the same data is the elements described here . 
accessed by different containers , only the data portions that The WAN access 106 may include any access to an 
vary between the containers may have different instances . 50 external network that is not local to the network upon which 
The data that is the same is not duplicated , thus saving space . the app container 104 resides ( e.g. , not on the subnet of the 
The container system 102 may also use less resources than app container 104 ) . This may include any WAN , the Internet , 
a full virtualization environment , as the OS level virtualiza- an external LAN ( local area network ) , and so on . For 
tion in the container system 102 does not necessarily require example , an app container 104 may have WAN access 106 
the execution of a separate guest OS with its own kernel 55 by executing a web server process , and may create open 
within each container and the precise emulation of all network sessions , listen on certain network ports , respond to 
hardware components for that guest OS to execute . requests from clients , and so on . WAN access 106 may 

However , a challenge in such a container system 102 is an indicate that the app container 104 includes a connection 
increase in complexity due to the number of components with which an entity in the external network may access the 
compared to traditional systems ( e.g. , one in which appli- 60 app container 104 , either in an authorized connection , or 
cations run without a container service and without resource through unauthorized and / or malicious means . Therefore , 
isolation ) . This causes threat analysis of the entire container WAN access 106 for an app container 104 carries with it a 
system 102 to become more complex compared to a tradi- potential risk of having confidential information accessed by 
tional system . For example , in a traditional system the an unauthorized entity , either maliciously or accidentally . 
components that are combined within a container system 65 The network activity 108 may include , but is not limited 
102 may be maintained by different administrators / opera- to , transmitting and receiving network data , including net 
tors . However , within the container system 102 , such a work packets , using various network protocols , such as 
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TCP/IP, UDP, VPN, and so on, by processes executing in 
each app container 104. Network activity 108 may include 
any activity by an app container 104 that uses a network 
switch, such as a virtual network switch provided by the 
container service 160 to the app container 104. 

In addition to activities such as WAN access 106 and 
network activity 108, the app containers 104 also include 
various the program libraries 110 which are units of execut-
able code that may be called to perform various functions. 
Examples of such program libraries 110 include data struc-
ture libraries, math libraries, graphical interface presentation 
libraries, image rendering libraries, network access libraries, 
I/O device access libraries, and so on. These libraries may be 
combined in to collections, such as the Apache C++ Stan-
dard Library, Java Class Library, Python standard library, 
Microsoft WindowsTM API, Linux API, and so on. The 
program libraries 110 may also include self-contained appli-
cation packages that perform a function, such as a database, 
file server, web server, virtual security gateway, and so on. 
These may be commercial application packages that are 
installed within an app container 104 to be executed. 

The patch level 112 indicates a version number of each of 
the program libraries 110. The version number of a program 
library 110 indicates a state of revision of the program 
library 110, with each state of revision making changes upon 
a previous state of revision by adding features, removing 
features, correcting errors, removing bugs, and so on. These 
revisions may involve changes to the executable code of the 
program library 110. In particular, a patch level 112 of a 
program library 110 may include executable code that has 
exploitable vulnerabilities. Such a vulnerability occurs when 
there is an error in the logic of the executable code that 
allows an attacker to exploit the executable code by input-
ting data or manipulating the program library 110 in a way 
that is unintended by the creators of the program library 110 
and which causes an undesired behavior. Such an undesired 
behavior may include extracting sensitive data (e.g., person-
ally identifiable information), taking unauthorized control of 
an app container 104, gaining access into restricted memory 
areas (e.g., a memory space allocated to another app con-
tainer 104) and so on. 

The container configuration data 114 indicates various 
configuration information for each app container 104. The 
container configuration data 114 includes various attributes, 
properties, characteristics, initialization parameters, set-
tings, and other metadata related to the app container 104. 
The container configuration data 114 may include, but is not 
limited to access privileges of the app container 104 (e.g., 
root access), type of application executing in the app con-
tainer (e.g., web server, database, etc.), number of processes 
executing in the app container 104, parameters for the 
program libraries 110, and so on. 

Note that although the app containers 104 are shown to be 
within a monolithic container system 102, in practice they 
may be spread among multiple hosts on multiple hardware 
devices, multiple operating system instances, and/or mul-
tiple virtual machines. These are not shown here for clarity 
of illustration. 
Host 

The host 150 is a system upon which the container system 
102 executes. The host may include one or more hardware 
devices, virtual machines, or a combination thereof. In one 
embodiment, a host 150 may be an x86 computing device 
executing a Linux-based operating system. The computing 
device of the host 150 may be similar to the computing 
device described with reference to FIG. 5. The host 150 
includes at least program libraries 152 and a file system 156 

6 
and host configuration data 158, with each of the program 
libraries 152 having a patch level 154. The host also includes 
a container service 160, which also has a patch level. 

The program libraries 152 may be similar to the program 
5 libraries 110 of the app container 104. However, in some 

cases, the program libraries 152 for the host 150 may 
provide additional functions, which are specific to the host 
150. These may include kernel-level operations (e.g., power 
management, network management, access right control, 

10 system calls, etc.), admin-level functions (e.g., user man-
agement, etc.), boot configuration, and so on. The program 
libraries 152 may also include the components of an oper-
ating system, such as a kernel, graphical interface, desktop 
environment software, utility applications, and other pro-

15 grams and applications that may be included with the 
operating system or separately executing or installed on the 
host 150. 

Each of the program libraries 152 of the host 150 may also 
include a patch level 154 indicating a version or state of 

20 revision of the corresponding program library 152. As with 
the patch levels 112 of the program libraries 110, certain 
patch levels 154 may include state of revisions of the 
executable code of a program library 152 that have vulner-
abilities and other issues that may allow exploitation by a 

25 malicious user. 
The file system 156 is a set of all data stored on the host 

150 and the structure of the data stored on the host 150. The 
data may be arranged in a traditional file system structure, 
such as a hierarchal file structure with folders and files 

30 (which are stored and indexed using index files, block 
pointers, and so on). The data may also be arranged in other 
methods, such as within a relational database, object data-
base, and so on. Examples of file system architectures 
include FAT, NTFS, ext3, UFS. The file system 156 may 

35 include files that when read by the host 150 may cause the 
host 150 to execute malicious program code that exploits 
various vulnerabilities in the program libraries 152 of the 
host. 

The host configuration data 158 includes configuration 
40 information for the host. This includes various parameters 

for the host, similar to the container configuration data 114. 
For example, this may include the configuration files and 
data within an /etc/ folder in the case of Linux, or a registry 
file in the case of Windows. As another example, this may 

45 include configuration and settings for programs that may 
execute on the host. The host configuration data 158 may 
include configuration information for various hardware 
devices, such as network devices, storage devices, and so on. 
The host configuration data 158 may also include firmware 

so and other low-level device configuration information, such 
as microcode for processors. 

The container service 160, which is described in addi-
tional detail below with regards to FIG. 3, provides various 
API and other services and functions to enable the contain-

55 erization of the processes executing in the app containers 
104. These may include functions to allow for division of 
resources of the host 150 among the various app containers 
104, and also for isolation of each app container's view of 
the resources from other app containers 104. The functions 

60 of the container service 160 may also allow limiting of the 
resources that are available to each app container 104. The 
container service 160 allows for the initialization and con-
figuration of app containers 104, within which processes 
may execute. Examples of container services include 

65 DockerTM and KubemetesTM 
The container service 160 may also indicate a patch level 

162. The patch level 162 indicates the version number of the 
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TCP / IP , UDP , VPN , and so on , by processes executing in and host configuration data 158 , with each of the program 
each app container 104. Network activity 108 may include libraries 152 having a patch level 154. The host also includes 
any activity by an app container 104 that uses a network a container service 160 , which also has a patch level . 
switch , such as a virtual network switch provided by the The program libraries 152 may be similar to the program 
container service 160 to the app container 104 . 5 libraries 110 of the app container 104. However , in some 

In addition to activities such as WAN access 106 and cases , the program libraries 152 for the host 150 may 
network activity 108 , the app containers 104 also include provide additional functions , which are specific to the host 
various the program libraries 110 which are units of execut- 150. These may include kernel - level operations ( e.g. , power 
able code that may be called to perform various functions . management , network management , access right control , 
Examples of such program libraries 110 include data struc- 10 system calls , etc. ) , admin - level functions ( e.g. , user man 
ture libraries , math libraries , graphical interface presentation agement , etc. ) , boot configuration , and so on . The program 
libraries , image rendering libraries , network access libraries , libraries 152 may also include the components of an oper 
I / O device access libraries , and so on . These libraries may be ating system , such as a kernel , graphical interface , desktop 
combined in to collections , such as the Apache C ++ Stan- environment software , utility applications , and other pro 
dard Library , Java Class Library , Python standard library , 15 grams and applications that may be included with the 
Microsoft WindowsTM API , Linux API , and so on . The operating system or separately executing or installed on the 
program libraries 110 may also include self - contained appli- host 150 . 
cation packages that perform a function , such as a database , Each of the program libraries 152 of the host 150 may also 
file server , web server , virtual security gateway , and so on . include a patch level 154 indicating a version or state of 
These may be commercial application packages that are 20 revision of the corresponding program library 152. As with 
installed within an app container 104 to be executed . the patch levels 112 of the program libraries 110 , certain 

The patch level 112 indicates a version number of each of patch levels 154 may include state of revisions of the 
the program libraries 110. The version number of a program executable code of a program library 152 that have vulner 
library 110 indicates a state of revision of the program abilities and other issues that may allow exploitation by a 
library 110 , with each state of revision making changes upon 25 malicious user . 
a previous state of revision by adding features , removing The file system 156 is a set of all data stored on the host 
features , correcting errors , removing bugs , and so on . These 150 and the structure of the data stored on the host 150. The 
revisions may involve changes to the executable code of the data may be arranged in a traditional file system structure , 
program library 110. In particular , a patch level 112 of a such as a hierarchal file structure with folders and files 
program library 110 may include executable code that has 30 ( which are stored and indexed using index files , block 
exploitable vulnerabilities . Such a vulnerability occurs when pointers , and so on ) . The data may also be arranged in other 
there is an error in the logic of the executable code that methods , such as within a relational database , object data 
allows an attacker to exploit the executable code by input- base , and so on . Examples of file system architectures 
ting data or manipulating the program library 110 in a way include FAT , NTFS , ext3 , UFS . The file system 156 may 
that is unintended by the creators of the program library 110 35 include files that when read by the host 150 may cause the 
and which causes an undesired behavior . Such an undesired host 150 to execute malicious program code that exploits 
behavior may include extracting sensitive data ( e.g. , person- various vulnerabilities in the program libraries 152 of the 
ally identifiable information ) , taking unauthorized control of host . 
an app container 104 , gaining access into restricted memory The host configuration data 158 includes configuration 
areas ( e.g. , a memory space allocated to another app con- 40 information for the host . This includes various parameters 
tainer 104 ) and so on . for the host , similar to the container configuration data 114 . 

The container configuration data 114 indicates various For example , this may include the configuration files and 
configuration information for each app container 104. The data within an / etc / folder in the case of Linux , or a registry 
container configuration data 114 includes various attributes , file in the case of Windows . As another example , this may 
properties , characteristics , initialization parameters , set- 45 include configuration and settings for programs that may 
tings , and other metadata related to the app container 104 . execute on the host . The host configuration data 158 may 
The container configuration data 114 may include , but is not include configuration information for various hardware 
limited to access privileges of the app container 104 ( e.g. , devices , such as network devices , storage devices , and so on . 
root access ) , type of application executing in the app con- The host configuration data 158 may also include firmware 
tainer ( e.g. , web server , database , etc. ) , number of processes 50 and other low - level device configuration information , such 
executing in the app container 104 , parameters for the as microcode for processors . 
program libraries 110 , and so on . The container service 160 , which is described in addi 

Note that although the app containers 104 are shown to be tional detail below with regards to FIG . 3 , provides various 
within a monolithic container system 102 , in practice they API and other services and functions to enable the contain 
may be spread among multiple hosts on multiple hardware 55 erization of the processes executing in the app containers 
devices , multiple operating system instances , and / or mul- 104. These may include functions to allow for division of 
tiple virtual machines . These are not shown here for clarity resources of the host 150 among the various app containers 
of illustration . 104 , and also for isolation of each app container's view of 
Host the resources from other app containers 104. The functions 

The host 150 is a system upon which the container system 60 of the container service 160 may also allow limiting of the 
102 executes . The host may include one or more hardware resources that are available to each app container 104. The 
devices , virtual machines , or a combination thereof . In one container service 160 allows for the initialization and con 
embodiment , a host 150 may be an x86 computing device figuration of app containers 104 , within which processes 
executing a Linux - based operating system . The computing may execute . Examples of container services include 
device of the host 150 may be similar to the computing 65 DockerTM and KubernetesTM 
device described with reference to FIG . 5. The host 150 The container service 160 may also indicate a patch level 
includes at least program libraries 152 and a file system 156 162. The patch level 162 indicates the version number of the 
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container service 160 software, and may also indicate ver-
sion numbers and/or states of revision of sub-components of 
the container service 160. As with the patch level 112 of the 
app containers 104 and the patch level 154 of the program 
libraries 152, updates may be made to the container service 
160 to improve its functionality and to remove issues that 
may cause vulnerabilities in the container service 160 soft-
ware. 

The container service 160 also includes service configu-
ration data 164. This service configuration data 164 includes 
configuration data for the container service 160, and may be 
similar to the container configuration data 114 or the host 
configuration data 158. The service configuration data 164 
may be for a daemon of the container service 160, and may 
configure ports on which the daemon listens on, security 
settings, container initialization settings, container resource 
settings (e.g., how to isolate and limit the resources of each 
container), storage driver settings, and so on. 
Threat Level Analyzer 

The threat level analyzer container 120 determines a 
threat level of each app container 104 based on information 
about the app container 104 as well as the host 150 upon 
which the app container 104 is executing. This threat level 
represents an overall security risk of an app container 104, 
based on objective scans made by the threat level analyzer 
container 120 of the app container 104, and may be repre-
sented by a threat level assessment score. The threat level 
analyzer container 120 includes a threat database 132, a 
container probe 122, a network probe 124, a host probe 126, 
a threat level policy store 130, a threat level assessment 
engine 128, a report generator 134, a report interface 136, a 
data logger 138, a data log 140, and an automated response 
engine 142. 

The threat database 132 lists one or more potential threats 
that may be discovered in the container system 102. These 
threats may include both vulnerabilities and/or benchmark 
settings, and may also include network attack signatures. 
Vulnerabilities may lie (i.e., be found) within multiple 
software sources, such as the program libraries 110, com-
ponents of program libraries 110, container configuration 
data 114, program libraries 152, service configuration data 
164, file system 156, host configuration data 158, and so on. 
These vulnerabilities may be referred to as Common Vul-
nerabilities and Exposures (CVEs). In one embodiment, the 
threat database 132 includes a database of CVE identifiers 
and metadata used to identify the associated CVEs in the 
various software sources noted above. Each CVE is a section 
in executable code, property, configuration data, file, or 
other data that may be utilized and exploited by a malicious 
user to perform an undesired or unauthorized action in a 
computing system. The exploitation of the CVE may be in 
a fashion not originally intended by the creator of the 
software source. Typically, CVEs are identified using unique 
identifiers that are comprised of alphanumeric characters. 
Lists of CVE identifiers, along with their descriptions, may 
be maintained by various entities, such as software product 
producers, a central authority (e.g., the Mitre Corporation of 
the US Government), or a third party. These CVEs may be 
periodically entered into the threat database 132 (e.g., by a 
process in the threat level analyzer container 120). Each 
entry in the threat database 132 may include the CVE 
identifier, metadata regarding the CVE, as well as a com-
puter-readable signature, i.e., a means of allowing a com-
puter to identify the CVE within the actual software source. 
The metadata regarding the CVE may indicate its severity 
level, such as a numerical score, or a labeled score (e.g., low, 
medium, high, critical). The metadata may also indicate 

8 
when the CVE was discovered, if an attack has been 
generated in the wild, based on that CVE, and so on. The 
signature may be a set of instructions that when executed by 
the computing system can return a true or false result 

5 uniquely indicating whether the CVE exists. The signature 
may include a hash value, which may be compared to a hash 
of the software source, such as a program library or other 
element. If a match is found, then this indicates that the CVE 
exists. The signature may also indicate a patch level of a 

10 program library which includes a CVE. If that patch level is 
matched to a patch level in a program library in the container 
system 102, then the CVE exists. Other means of identifying 
the CVE may also exist. 

The threat database 132 may also include a list of bench-
15 mark (i.e., recommended) settings, such as configuration 

parameters, settings, system states, and other actions that 
should be taken in a computing system in order to comply 
with various security standards, to reduce a surface area of 
attack, mitigate fallout from an attack, to prevent an attack, 

20 and so on. The list of benchmark settings may include 
various sub-lists, each directed to a specific sub-component 
of the computing system. For the container system 102, 
these sub-components may include the host 150, the con-
tainer service 160, the various program libraries, and so on. 

25 Each entry in the list of benchmark settings may include an 
identifier for that benchmark setting, metadata for that 
benchmark setting (e.g., a severity level), and a computer-
readable signature, similar to the signature for the list of 
CVEs described above, that allows a computing device to 

30 determine whether that benchmark setting is enabled or 
disabled. For example, the signature may have instructions 
to indicate in which configuration data element (e.g., con-
figuration file, registry entry) to search for a configuration 
setting, and what that setting should be correctly set to (or 

35 not set to). If the setting is not correctly set, then the 
benchmark setting is not set (and as such may be in 
non-conformance or violation with the benchmark setting). 
An example of these benchmark settings is the Center for 
Internet Security (CIS) Benchmarks. 

40 In one embodiment, the threat database 132 also includes 
a list of network attack signatures. These signatures describe 
network activity that may indicate a potential malicious 
activity on the network. The signatures may indicate some 
information about the network traffic, such as a source, a 

45 destination, packet type, packet header data, packet size, 
time of network activity, content of network data, and other 
information within the network data, that when detected, 
may indicate an attack. The signature may also indicate 
various patterns in the network activity, such as a pattern in 

so the timing of data received/transmitted, a pattern in the 
network addresses that receive/send the data, a pattern in the 
types of systems or containers that send/receive the data, a 
pattern in the ownership of containers that are receiving/ 
sending certain data, a pattern in the amount of data that is 

55 being sent/received, a pattern in the content of the data that 
is being sent/received and so on. Each signature may indi-
cate multiple patterns and information about the network 
traffic. When the patterns and information for a signature are 
detected in the network traffic, then malicious activity may 

60 be indicated. For example, an amount of traffic that has a 
pattern exceeding a certain data rate, to a particular desti-
nation, may indicate an attack (e.g., a denial of service 
attack). 

The container probe 122, network probe 124, and host 
65 probe 126 probe the containers, network, and host, respec-

tively, in order to determine whether any of the threats in the 
threat database exist in the container system 102. 

ware . 
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container service 160 software , and may also indicate ver- when the CVE was discovered , if an attack has been 
sion numbers and / or states of revision of sub - components of generated in the wild , based on that CVE , and so on . The 
the container service 160. As with the patch level 112 of the signature may be a set of instructions that when executed by 
app containers 104 and the patch level 154 of the program the computing system can return a true or false result 
libraries 152 , updates may be made to the container service 5 uniquely indicating whether the CVE exists . The signature 
160 to improve its functionality and to remove issues that may include a hash value , which may be compared to a hash 
may cause vulnerabilities in the container service 160 soft- of the software source , such as a program library or other 

element . If a match is found , then this indicates that the CVE 
The container service 160 also includes service configu- exists . The signature may also indicate a patch level of a 

ration data 164. This service configuration data 164 includes 10 program library which includes a CVE . If that patch level is 
configuration data for the container service 160 , and may be matched to a patch level in a program library in the container 
similar to the container configuration data 114 or the host system 102 , then the CVE exists . Other means of identifying 
configuration data 158. The service configuration data 164 the CVE may also exist . 
may be for a daemon of the container service 160 , and may The threat database 132 may also include a list of bench 
configure ports on which the daemon listens on , security 15 mark ( i.e. , recommended ) settings , such as configuration 
settings , container initialization settings , container resource parameters , settings , system states , and other actions that 
settings ( e.g. , how to isolate and limit the resources of each should be taken in a computing system in order to comply 
container ) , storage driver settings , and so on . with various security standards , to reduce a surface area of 
Threat Level Analyzer attack , mitigate fallout from an attack , to prevent an attack , 

The threat level analyzer container 120 determines a 20 and so on . The list of benchmark settings may include 
threat level of each app container 104 based on information various sub - lists , each directed to a specific sub - component 
about the app container 104 as well as the host 150 upon of the computing system . For the container system 102 , 
which the app container 104 is executing . This threat level these sub - components may include the host 150 , the con 
represents an overall security risk of an app container 104 , tainer service 160 , the various program libraries , and so on . 
based on objective scans made by the threat level analyzer 25 Each entry in the list of benchmark settings may include an 
container 120 of the app container 104 , and may be repre- identifier for that benchmark setting , metadata for that 
sented by a threat level assessment score . The threat level benchmark setting ( e.g. , a severity level ) , and a computer 
analyzer container 120 includes a threat database 132 , a readable signature , similar to the signature for the list of 
container probe 122 , a network probe 124 , a host probe 126 , CVEs described above , that allows a computing device to 
a threat level policy store 130 , a threat level assessment 30 determine whether that benchmark setting is enabled or 
engine 128 , a report generator 134 , a report interface 136 , a disabled . For example , the signature may have instructions 
data logger 138 , a data log 140 , and an automated response to indicate in which configuration data element ( e.g. , con 
engine 142 . figuration registry entry ) to search for a configuration 

The threat database 132 lists one or more potential threats setting , and what that setting should be correctly set to ( or 
that may be discovered in the container system 102. These 35 not set to ) . If the setting is not correctly set , then the 
threats may include both vulnerabilities and / or benchmark benchmark setting is not set ( and as such may be in 
settings , and may also include network attack signatures . non - conformance or violation with the benchmark setting ) . 
Vulnerabilities may lie ( i.e. , be found ) within multiple An example of these benchmark settings is the Center for 
software sources , such as the program libraries 110 , com- Internet Security ( CIS ) Benchmarks . 
ponents of program libraries 110 , container configuration 40 In one embodiment , the threat database 132 also includes 
data 114 , program libraries 152 , service configuration data a list of network attack signatures . These signatures describe 
164 , file system 156 , host configuration data 158 , and so on . network activity that may indicate a potential malicious 
These vulnerabilities may be referred to as Common Vul- activity on the network . The signatures may indicate some 
nerabilities and Exposures ( CVEs ) . In one embodiment , the information about the network traffic , such as a source , a 
threat database 132 includes a database of CVE identifiers 45 destination , packet type , packet header data , packet size , 
and metadata used to identify the associated CVEs in the time of network activity , content of network data , and other 
various software sources noted above . Each CVE is a section information within the network data , that when detected , 
in executable code , property , configuration data , file , or may indicate an attack . The signature may also indicate 
other data that may be utilized and exploited by a malicious various patterns in the network activity , such as a pattern in 
user to perform an undesired or unauthorized action in a 50 the timing of data received / transmitted , a pattern in the 
computing system . The exploitation of the CVE may be in network addresses that receive / send the data , a pattern in the 
a fashion not originally intended by the creator of the types of systems or containers that send / receive the data , a 
software source . Typically , CVEs are identified using unique pattern in the ownership of containers that are receiving 
identifiers that are comprised of alphanumeric characters . sending certain data , a pattern in the amount of data that is 
Lists of CVE identifiers , along with their descriptions , may 55 being sent / received , a pattern in the content of the data that 
be maintained by various entities , such as software product is being sent / received and so on . Each signature may indi 
producers , a central authority ( e.g. , the Mitre Corporation of cate multiple patterns and information about the network 
the US Government ) , or a third party . These CVEs may be traffic . When the patterns and information for a signature are 
periodically entered into the threat database 132 ( e.g. , by a detected in the network traffic , then malicious activity may 
process in the threat level analyzer container 120 ) . Each 60 be indicated . For example , an amount of traffic that has a 
entry in the threat database 132 may include the CVE pattern exceeding a certain data rate , to a particular desti 
identifier , metadata regarding the CVE , as well as a com- nation , may indicate an attack ( e.g. , a denial of service 
puter - readable signature , i.e. , a means of allowing a com- attack ) . 
puter to identify the CVE within the actual software source . The container probe 122 , network probe 124 , and host 
The metadata regarding the CVE may indicate its severity 65 probe 126 probe the containers , network , and host , respec 
level , such as a numerical score , or a labeled score ( e.g. , low , tively , in order to determine whether any of the threats in the 
medium , high , critical ) . The metadata may also indicate threat database exist in the container system 102 . 
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The container probe 122 probes the app containers 104 for 
any threats indicated in the threat database 132. As noted 
above, the threat database 132 may include a list of CVEs. 
The CVEs for app containers 104 may be present within the 
program libraries 110 of the app containers 104. The threat 
database 132 may also include a list of benchmark settings 
indicating correct settings for the app containers 104, such 
as access rights for the app container 104. The container 
probe 122 may check a section within the threat database 
132 specifically for the app container 104, and check the 
signatures for vulnerabilities and benchmark settings listed 
in the threat database 132. If any of the signatures are 
matched to various sources within the app container 104, 
then the container probe 122 records the specific source 
from which the signature was detected. The container probe 
122 may send these detections to the data logger 138, which 
records these into the data log 140. Alternatively, the con-
tainer probe 122 may send the results of all signature 
matching operations, regardless of whether a successful 
match is found, such as for the benchmark settings. As an 
example, the container probe 122 may detect that an app 
container has root access using a signature for a benchmark 
setting in the threat database 132. The benchmark setting for 
this signature may indicate that an app container should not 
have root access, and therefore the detection of the root 
access by the container probe 122 indicates non-confor-
mance with the benchmark setting. The container probe 122 
may send to the data logger the benchmark setting for which 
the signature was matched, as well as where or how the 
signature was matched, e.g., within a settings file, or the 
results/log of running instructions of the signature of the 
benchmark setting. 

The network probe 124 probes the network activity 108 of 
the app containers 104 as well as the overall network of the 
container system 102 for any threats indicated in the threat 
database 132. Although the network probe 124 is similar to 
the container probe 122, the network probe 124 checks 
network-related activities rather than container-related 
activities. The network probe 122 checks the signatures for 
vulnerabilities and benchmark settings listed in the threat 
database 132 to see if there are any matches to the signa-
tures. The network probe 122 may check a section of the 
threat database 132 specific to network-related activities. If 
any matches are found, the vulnerability/benchmark setting 
that had a signature matched, as well as the location/log of 
that match is sent to the data logger 140 to be logged in the 
data logger 138. Alternatively, the results of all signature 
matching operations are sent to the data logger 138. As an 
example, the network probe 124 may determine that a 
particular program library 110 has a patch level 112 that 
indicates that the program library 110 includes a bug that 
may allow unauthorized access to the app container 104. The 
network probe 124 sends the patch level 112, program 
library 110 name, and CVE indicator for the bug to the data 
logger 138 to log in the data log 140. 

In one embodiment, the network probe 124 may also scan 
for abnormal network behavior. The network probe 124 may 
take a baseline scan of network activity over time for each 
app container 104, for the host 150 of the app container 104, 
and/or for the network to which the app container 104 is 
connected. This baseline data is verified to represent normal 
behavior. This data may be fed by the network probe 124 
into a model, such as regression model, a neural network, 
etc. Once the model is trained using the baseline data, live 
data of network activity is fed into the model. If the model 
determines that the live data deviates from the baseline 
beyond a certain threshold, then the network probe 124 

10 
determines that abnormal network activity may be occur-
ring. This information is send to the data logger 138. The 
baseline data may be recorded per app container 104, such 
that the abnormal network activity may be determined per 

5 app container 104. In another embodiment, the network 
probe 124 determines that anomalous network behavior is 
occurring when it detects one or more specific behaviors in 
the network, such as TCP (Transmission Control Protocol) 
flooding, ICMP (Internet Control Message Protocol) flood-

10 ing, invalid packets (e.g., packets with bad headers), ping 
death, SSL (Secure Sockets Layer) healthbleed, HTTP (Hy-
pertext Transport Protocol) Slowloris DDoS (Distributed 
Denial of Service) attacks, and so on. 

The network probe 124 may also scan the network traffic 
15 for the app containers 104, host 150, and other related 

networks for network traffic matching the signatures in the 
list of network attack signatures listed in the threat database 
132. If a match is found, then the network probe 124 
determines that abnormal network activity may be occur-

2o ring. The match may be found if an exact match for the 
information and patterns indicated in the network attack 
signature is found, or if a percentage (e.g., 80%) of the 
information and patterns indicated in the network attack 
signature are matched in the network traffic. Once the 

25 network probe 124 finds the match, it may send a log and/or 
the contents of the network traffic that matches the signature 
to the data logger 138, and also transmit an indicator of the 
network attack signature that was matched. 

The host probe 126 probes the host 150 and container 
30 service 160 for any threats indicated in the threat database 

132. Similar to the container probe 122 and the network 
probe 124, the host probe 126 may match signatures in the 
threat database 132 with vulnerabilities and benchmark 
settings in the threat database 132 and send the identifier of 

35 the threat, and any logged information or threat location to 
the data logger 138. As an example, the host probe 126 may 
determine that the host 150 has configuration setting in the 
host configuration data 158 that allows non-root users to 
modify system critical files. This may cause a signature in 

40 the benchmark settings to be not matched. The benchmark 
setting in this case has a signature that matches when certain 
system critical files have only root level access. When the 
host probe 126 fails to find a match for this signature in these 
system critical files, then the host probe 126 transmits this 

45 information to the data logger 138. 
The threat level policy store 130 indicates various policy 

settings for the app containers 104, host 150, and container 
service 160 that may impact a determination of the threat 
level assessment score by the threat level assessment engine 

50 128. These policy settings are not vulnerabilities as they may 
not represent errors in the computer readable instructions of 
program libraries. These policy settings are not benchmark 
settings either, as they are not standardized settings that are 
can be applied to all systems universally. Instead, these 

55 policy settings may define specific conditions that are cus-
tomized for a particular container system 102, and if they are 
detected in the container system 102, may either modify a 
threat level assessment score to increase or decrease that 
score. In particular, various policy settings in the threat level 

60 policy store 130 may indicate conditions that if detected are 
considered mitigating factors that lower the threat level 
assessment. Other policy settings may indicate conditions 
that if detected are exacerbating factors that increase the 
threat level assessment score. For example, conditions that 

65 might lower a threat level assessment score for an app 
container 104 may include various network security policies 
that are detected, such as network segmentation. As another 
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The container probe 122 probes the app containers 104 for determines that abnormal network activity may be occur 
any threats indicated in the threat database 132. As noted ring . This information is send to the data logger 138. The 
above , the threat database 132 may include a list of CVEs . baseline data may be recorded per app container 104 , such 
The CVEs for app containers 104 may be present within the that the abnormal network activity may be determined per 
program libraries 110 of the app containers 104. The threat 5 app container 104. In another embodiment , the network 
database 132 may also include a list of benchmark settings probe 124 determines that anomalous network behavior is 
indicating correct settings for the app containers 104 , such occurring when it detects one or more specific behaviors in 
as access rights for the app container 104. The container the network , such as TCP ( Transmission Control Protocol ) 
probe 122 may check a section within the threat database flooding , ICMP ( Internet Control Message Protocol ) flood 
132 specifically for the app container 104 , and check the 10 ing , invalid packets ( e.g. , packets with bad headers ) , ping 
signatures for vulnerabilities and benchmark settings listed death , SSL ( Secure Sockets Layer ) healthbleed , HTTP ( Hy 
in the threat database 132. If any of the signatures are pertext Transport Protocol ) Slowloris DDoS ( Distributed 
matched to various sources within the app container 104 , Denial of Service ) attacks , and so on . 
then the container probe 122 records the specific source The network probe 124 may also scan the network traffic 
from which the signature was detected . The container probe 15 for the app containers 104 , host 150 , and other related 
122 may send these detections to the data logger 138 , which networks for network traffic matching the signatures in the 
records these into the data log 140. Alternatively , the con- list of network attack signatures listed in the threat database 
tainer probe 122 may send the results of all signature 132. If a match is found , then the network probe 124 
matching operations , regardless of whether a successful determines that abnormal network activity may be occur 
match is found , such as for the benchmark settings . As an 20 ring . The match may be found if an exact match for the 
example , the container probe 122 may detect that an app information and patterns indicated in the network attack 
container has root access using a signature for a benchmark signature is found , or if a percentage ( e.g. , 80 % ) of the 
setting in the threat database 132. The benchmark setting for information and patterns indicated in the network attack 
this signature may indicate that an app container should not signature are matched in the network traffic . Once the 
have root access , and therefore the detection of the root 25 network probe 124 finds the match , it may send a log and / or 
access by the container probe 122 indicates non - confor- the contents of the network traffic that matches the signature 
mance with the benchmark setting . The container probe 122 to the data logger 138 , and also transmit an indicator of the 
may send to the data logger the benchmark setting for which network attack signature that was matched . 
the signature was matched , as well as where or how the The host probe 126 probes the host 150 and container 
signature was matched , e.g. , within a settings file , or the 30 service 160 for any threats indicated in the threat database 
results / log of running instructions of the signature of the 132. Similar to the container probe 122 and the network 
benchmark setting . probe 124 , the host probe 126 may match signatures in the 

The network probe 124 probes the network activity 108 of threat database 132 with vulnerabilities and benchmark 
the app containers 104 as well as the overall network of the settings in the threat database 132 and send the identifier of 
container system 102 for any threats indicated in the threat 35 the threat , and any logged information or threat location to 
database 132. Although the network probe 124 is similar to the data logger 138. As an example , the host probe 126 may 
the container probe 122 , the network probe 124 checks determine that the host 150 has configuration setting in the 
network - related activities rather than container - related host configuration data 158 that allows non - root users to 
activities . The network probe 122 checks the signatures for modify system critical files . This may cause a signature in 
vulnerabilities and benchmark settings listed in the threat 40 the benchmark settings to be not matched . The benchmark 
database 132 to see if there are any matches to the signa- setting in this case has a signature that matches when certain 
tures . The network probe 122 may check a section of the system critical files have only root level access . When the 
threat database 132 specific to network - related activities . If host probe 126 fails to find a match for this signature in these 
any matches are found , the vulnerability / benchmark setting system critical files , then the host probe 126 transmits this 
that had a signature matched , as well as the location / log of 45 information to the data logger 138 . 
that match is sent to the data logger 140 to be logged in the The threat level policy store 130 indicates various policy 
data logger 138. Alternatively , the results of all signature settings for the app containers 104 , host 150 , and container 
matching operations are sent to the data logger 138. As an service 160 that may impact a determination of the threat 
example , the network probe 124 may determine that a level assessment score by the threat level assessment engine 
particular program library 110 has a patch level 112 that 50 128. These policy settings are not vulnerabilities as they may 
indicates that the program library 110 includes a bug that not represent errors in the computer readable instructions of 
may allow unauthorized access to the app container 104. The program libraries . These policy settings are not benchmark 
network probe 124 sends the patch level 112 , program settings either , as they are not standardized settings that are 
library 110 name , and CVE indicator for the bug to the data can be applied to all systems universally . Instead , these 
logger 138 to log in the data log 140 . 55 policy settings may define specific conditions that are cus 

In one embodiment , the network probe 124 may also scan tomized for a particular container system 102 , and if they are 
for abnormal network behavior . The network probe 124 may detected in the container system 102 , may either modify a 
take a baseline scan of network activity over time for each threat level assessment score to increase or decrease that 
app container 104 , for the host 150 of the app container 104 , score . In particular , various policy settings in the threat level 
and / or for the network to which the app container 104 is 60 policy store 130 may indicate conditions that if detected are 
connected . This baseline data is verified to represent normal considered mitigating factors that lower the threat level 
behavior . This data may be fed by the network probe 124 assessment . Other policy settings may indicate conditions 
into a model , such as regression model , a neural network , that if detected are exacerbating factors that increase the 
etc. Once the model is trained using the baseline data , live threat level assessment score . For example , conditions that 
data of network activity is fed into the model . If the model 65 might lower a threat level assessment score for an app 
determines that the live data deviates from the baseline container 104 may include various network security policies 
beyond a certain threshold , then the network probe 124 that are detected , such as network segmentation . As another 
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example, a policy may indicate that a condition that may 
significantly increase a threat level assessment score for an 
app container 104 is if that app container has WAN access 
106. These conditions may be specified using signatures, 
similar to those in the treat database 132. These conditions 
may be detected by the threat level assessment engine 128, 
which is described with more detail below. 

In addition, the threat level policy store 130 may also 
instruct the threat level assessment engine 128 on weighting 
values, which indicate how to combine the log of various 
threats detected by the probes 122-126 to generate the threat 
level assessment score. For example, a detection of a CVE 
in the app container 104 may have a smaller weighting than 
a detection of a CVE in the host 150, when computing a 
threat level assessment score for the app container 104. 
Additional details regarding the generation of the threat 
level assessment score are described below with regards to 
the threat level assessment engine. 

The threat level assessment engine 128 uses the threat 
level policy store 130 as well as the data logged in the data 
log 140 from the probes 122-126 to generate the threat level 
assessment score for an app container 104. The threat level 
assessment engine 128 retrieves the threats recorded in the 
data log 140 for the app container 104, network, and host 
150. Using the threat level policy store 130, the threat level 
assessment engine 128 uses this retrieved threat information 
to generate the threat level assessment score. 

For each app container 104, the threat level assessment 
engine 128, retrieves the threats listed in the data logger 138 
for that app container 104, for network activity related to 
that app container 104, and for the host 150 and container 
service 160 upon which the app container 104 is executing. 
The network activity includes any indication of abnormal 
network behavior detected by the network probe 124. 

The threat level assessment engine 128 also retrieves the 
policies from the threat level policy store 130. As noted, the 
threat level policy store 130 stores weighting values indi-
cating how to combine the log of the various threats into a 
threat level assessment score. The threat level assessment 
engine 128 counts a number of threats detected by each 
probe 122-126. Each of these may be assigned an individual 
score using the weighting values in the threat level policy 
store 130. The score of a detected vulnerability may be 
proportional to its severity as indicated by the threat data-
base 132 for that vulnerability, or may be proportional to a 
number of days for which the vulnerability has been known 
(i.e., published in a CVE database) and/or patched or a 
number of days since a verified in-the-wild attack has been 
created using the vulnerability. The score of a detected 
non-conformance with a benchmark setting may also be 
proportional to its severity level as indicated by the threat 
database 132. 

In addition, the threat level policy store 130 may indicate 
how to combine the individual scores together. Scores for 
threats from the same sections (as indicated by the threat 
database 132) may be combined using a simple sum or other 
simple arithmetic (e.g., average) to generate a section score. 
These section scores may be further combined by the threat 
level assessment engine 128 using additional weight values 
from the threat level policy store 130. In one embodiment, 
the section scores for sections that are related to parts of the 
container system 102 that have a higher probability of being 
attacked by a malicious user are given a higher weighting. 
For example, threats related to the network may be given a 
higher weighting than threats related to the app container 
104. As another example, threats related to the host 150 may 
be given a weighting in-between the weighting given to the 

12 
network threats and the app container threats. The threat 
level assessment engine 128 generates the threat level 
assessment score by combining the section scores using the 
weighting values stored in the threat level policy store 130. 

5 In one embodiment, the threat level assessment engine 
128 additionally modifies the initial threat level assessment 
score (i.e., the score generated by combining the section 
scores) using the additional policies stored in the threat level 
policy store 130. As noted above, in one embodiment, the 

10 threat level policy store 130 may indicate a policy where 
detection of a condition of an app container 104 has access 
to the WAN (or Internet) causes the threat level assessment 
score to be increased. In another embodiment, the threat 

15 
level policy store 130 may indicate a policy where the 
detection of anomalous network behavior (by the network 
probe 124) causes the threat level assessment score to be 
increased. In another embodiment, a type of process and/or 
application running within an app container 104 may be a 

20 detected condition of a policy which causes the threat level 
assessment score to be modified by the threat level assess-
ment engine 128. For example, a type of process which 
creates a number of network sessions above a threshold 
number may be considered a networked process, which may 

25 cause the threat level assessment score for its container to be 
increased. In another embodiment, the threat level policy 
store 130 may include a policy that indicates that the threat 
level assessment score should be increased if extraneous 
files (e.g., those that are not recognized) are found by the 

30 threat level assessment engine 128 in the file system 156 of 
the host. The increase in score may be proportional to the 
number of extraneous files detected. Additional policies may 
be indicated to either reduce the threat level assessment 
score in the case where the condition indicated in the policy 

35 reduces the probability of undesired behavior in the app 
container 104 (e.g., an attack by a malicious user), or to 
increase the threat level assessment score where the condi-
tion indicated in the policy increases the probability of the 
undesired behavior. 

40 In one embodiment, the threat level assessment score for 
an app container 104 may be generated according to a set of 
exemplary policies shown in Table 1 below. 

45 

50 

TABLE 1 

Detected element Contribution to score 

WAN Access—Access to the Internet 
or a wide area network 
A High Priority/Severity CVE detected 
in the app container 104 

A non-conformant CIS benchmark 
setting (i.e., a benchmark 
configuration warning) detected 
in the app container 104 
Anomalous network behavior detected 

55 for the app container 104 
A High Priority/Severity CVE detected 
for the host 150 (and/or 
container service 160) 
A non-confonnant CIS benchmark 
setting (i.e., a benchmark configuration 

60 warning) detected in the host 150 
(and/or container service 160) 

+20 points 

+1 point for each 
CVE detected, 
up to 20 points 
+1 point for each 
non-conformant 
setting, up to 10 points 

+20 points 

+1 point for each 
CVE detected, 
up to 20 points 
+1 point for each 
non-conformant 
setting, up to 10 points 

The score generated above using the example policies 
generates a threat level assessment score that ranges from 

65 0-100. However, in other embodiments, the threat level 
assessment score may be represented differently, such as 
with a larger range of scores, a list of categories (e.g., "high 
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example , a policy may indicate that a condition that may network threats and the app container threats . The threat 
significantly increase a threat level assessment score for an level assessment engine 128 generates the threat level 
app container 104 is if that app container has WAN access assessment score by combining the section scores using the 
106. These conditions may be specified using signatures , weighting values stored in the threat level policy store 130 . 
similar to those in the treat database 132. These conditions 5 In one embodiment , the threat level assessment engine 
may be detected by the threat level assessment engine 128 , 128 additionally modifies the initial threat level assessment which is described with more detail below . score ( i.e. , the score generated by combining the section In addition , the threat level policy store 130 may also scores ) using the additional policies stored in the threat level instruct the threat level assessment engine 128 on weighting 
values , which indicate how to combine the log of various 10 threat level policy store 130 may indicate a policy where policy store 130. As noted above , in one embodiment , the 
threats detected by the probes 122-126 to generate the threat 
level assessment score . For example , a detection of a CVE detection of a condition of an app container 104 has access 
in the app container 104 may have a smaller weighting than to the WAN ( or Internet ) causes the threat level assessment 
a detection of a CVE in the host 150 , when computing a score to be increased . In another embodiment , the threat 
threat level assessment score for the app container 104. 15 level policy store 130 may indicate a policy where the 
Additional details regarding the generation of the threat detection of anomalous network behavior ( by the network 
level assessment score are described below with regards to probe 124 ) causes the threat level assessment score to be 
the threat level assessment engine . increased . In another embodiment , a type of process and / or 

The threat level assessment engine 128 uses the threat application running within an app container 104 may be a 
level policy store 130 as well as the data logged in the data 20 detected condition of a policy which causes the threat level 
log 140 from the probes 122-126 to generate the threat level assessment score to be modified by the threat level assess 
assessment score for an app container 104. The threat level ment engine 128. For example , a type of process which 
assessment engine 128 retrieves the threats recorded in the creates a number of network sessions above a threshold 
data log 140 for the app container 104 , network , and host number may be considered a networked process , which may 
150. Using the threat level policy store 130 , the threat level 25 cause the threat level assessment score for its container to be 
assessment engine 128 uses this retrieved threat information increased . In another embodiment , the threat level policy 
to generate the threat level assessment score . store 130 may include a policy that indicates that the threat 

For each app container 104 , the threat level assessment level assessment score should be increased if extraneous 
engine 128 , retrieves the threats listed in the data logger 138 files ( e.g. , those that are not recognized ) are found by the 
for that app container 104 , for network activity related to 30 threat level assessment engine 128 in the file system 156 of 
that app container 104 , and for the host 150 and container the host . The increase in score may be proportional to the 
service 160 upon which the app container 104 is executing . number of extraneous files detected . Additional policies may 
The network activity includes any indication of abnormal be indicated to either reduce the threat level assessment 
network behavior detected by the network probe 124 . score in the case where the condition indicated in the policy 

The threat level assessment engine 128 also retrieves the 35 reduces the probability of undesired behavior in the app 
policies from the threat level policy store 130. As noted , the container 104 ( e.g. , an attack by a malicious user ) , or to 
threat level policy store 130 stores weighting values indi increase the threat level assessment score where the condi 
cating how to combine the log of the various threats into a tion indicated in the policy increases the probability of the 
threat level assessment score . The threat level assessment undesired behavior . 
engine 128 counts a number of threats detected by each 40 In one embodiment , the threat level assessment score for 
probe 122-126 . Each of these may be assigned an individual an app container 104 may be generated according to a set of 
score using the weighting values in the threat level policy exemplary policies shown in Table 1 below . 
store 130. The score of a detected vulnerability may be 
proportional to its severity as indicated by the threat data TABLE 1 
base 132 for that vulnerability , or may be proportional to a 45 Contribution to score number of days for which the vulnerability has been known 
( i.e. , published in a CVE database ) and / or patched or a +20 points 
number of days since a verified in - the - wild attack has been 
created using the vulnerability . The score of a detected A High Priority / Severity CVE detected +1 point for each 

in the app container 104 CVE detected , 
non - conformance with a benchmark setting may also be 50 up to 20 points 
proportional to its severity level as indicated by the threat A non - conformant CIS benchmark +1 point for each 
database 132 . setting ( i.e. , a benchmark non - conformant 

In addition , the threat level policy store 130 may indicate configuration warning ) detected setting , up to 10 points 
in the app container 104 how to combine the individual scores together . Scores for Anomalous network behavior detected +20 points 

threats from the same sections ( as indicated by the threat 55 for the app container 104 
database 132 ) may be combined using a simple sum or other A High Priority / Severity CVE detected +1 point for each 

for the host 150 ( and / or CVE detected , simple arithmetic ( e.g. , average ) to generate a section score . container service 160 ) up to 20 points These section scores may be further combined by the threat A non - conformant CIS benchmark +1 point for each 
level assessment engine 128 using additional weight values setting ( i.e. , a benchmark configuration non - conformant 
from the threat level policy store 130. In one embodiment , 60 warning ) detected in the host 150 setting , up to 10 points 
the section scores for sections that are related to parts of the ( and / or container service 160 ) 

container system 102 that have a higher probability of being 
attacked by a malicious user are given a higher weighting . The score generated above using the example policies 
For example , threats related to the network may be given a generates a threat level assessment score that ranges from 
higher weighting than threats related to the app container 65 0-100 . However , in other embodiments , the threat level 
104. As another example , threats related to the host 150 may assessment score may be represented differently , such as 
be given a weighting in - between the weighting given to the with a larger range of scores , a list of categories ( e.g. , “ high 

Detected element 

WAN Access Access to the Internet 
or a wide area network 
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threat," "medium threat," and "low threat"), and so on. In 
addition, for the score contribution due to detected threats, 
although Table 1 shows that each detected (high severity) 
threat contributes one point to the score, in other embodi-
ments, the contribution to the score for these threats is 
computed as a proportion to the total number of possible 
threats that may be detected. For example, if the threat 
database 132 lists a total of 100 vulnerabilities for the app 
container 104, then the detection of 20 vulnerabilities would 
cause the score contribution from the vulnerabilities to be 4, 
if the score range for vulnerabilities ranges from 0-20. 

The threat level assessment engine 128 may send the 
threat level assessment score to the data logger 138 to be 
stored, and may also send the threat level assessment score 
to the report generator 134 to generate a report to be shown 
in the report interface 136. Additional information may also 
be sent along with the threat level assessment score, such as 
scores for individual sections, etc. 

The automated response engine 142 responds to a high 
threat level assessment score generated by the threat level 
assessment engine 128 for an app container 104 by perform-
ing an action that may reduce a surface area of attack for the 
app container 104. The automated response engine 142 may 
receive a threat level assessment score that exceeds a thresh-
old value (e.g., 80 or 80%) for an app container 104. The 
automated response engine 142 may perform one or more 
actions against the app container 104 in response, such as 1) 
suspending the app container 104 (e.g., by issuing a suspend 
command, such as "kill-STOP" in Linux, or requesting the 
container service 160 stop the app container 104), 2) freez-
ing network access for the app container 104 (e.g., by 
blocking all network transmissions), 3) transmitting an alert 
(e.g., to a system admin), 4) filtering network data to/from 
the app container 104 to remove any suspicious data and/or 
sensitive information, 5) freezing the file system for the app 
container 104 (e.g., by refusing filesystem system calls from 
the app container 104), and so on. The automated response 
engine 142 may perform different actions based on how high 
the score is. For example, a score above 90% may cause the 
app container to be suspended completely, where as a score 
above 50% may only cause an alert to be generated. The 
automated response engine 142 may also respond differently 
depending on the sections for which the most threats were 
detected, and/or for certain types of conditions in policies 
which were met. For example, a high score indicating many 
network type threats, or policies which increase the score 
due to network-related activity (e.g., anomalous network 
behavior) may trigger a network related action, such as 
blocking network activity. The threat level policy store 130 
may indicate the type of action to be performed by the 
automated response engine 142 according to the threat level 
assessment score, which threats were detected, and which 
policies were triggered. The automated response engine 142 
may also send a report of the action that was taken along 
with any corresponding logs to the data logger 138 for 
logging in the data log 140. 

The report generator 134 generates a report with a threat 
level assessment score, along with other metadata, for app 
containers 104 within the container system. This report may 
be presented in a graphical interface, such as the report 
interface 136. This report interface 136 may allow a user to 
filter, search, notate, drill down, and manipulate data related 
gathered in the data log 140 for a threat level assessment 
score. Additional details and examples of such a report 
interface 136 are described below with reference to FIGS. 
2A-2C. 

14 
Although the above description was made in regards to a 

container environment, it may also apply to other environ-
ments, such as a native cloud and virtual environments. 
Furthermore, although the threat level assessment score 

5 described above relates to app containers 104, it may also 
apply to hosts 150 without probing within the app containers 
104, and thus a score for hosts 150 can be generated as well. 

With this threat level analyzer, a system administrator 
may be able to quickly determine which app containers 104 

10 have high security risks. The system can automatically take 
action in response to these high risk app containers 104. 
Furthermore, the threat level analyzer container 120 may 
continuously probe and generate updated threat level assess-
ment scores for app containers 104 in the container system 

15 102. This allows for real time assessment of the behavior of 
app containers 104. The system also considers the security 
level of a host 150 when determining the threat level 
assessment score, as a secure app container 104 may not be 
secure if its underlying host 150 has many vulnerabilities. 

20 Exemplary User Interfaces for Presenting Threat Level 
Assessments of Application Containers 

FIG. 2A is an exemplary user interface 200 presenting a 
list of containers and their associated threat level scores, 
along with a threat list for a container, as determined by the 

25 threat level analyzer, according to an example embodiment. 
As described above, the report generator 134 may gen-

erate a report interface 136, and in one embodiment the 
report interface 136 may be the user interface 200 shown in 
FIG. 2A. User interface 200 displays a container list 202 

30 indicating the names of app containers, such as app con-
tainers 104 in the container system, such as container system 
102. The user interface 200 also displays the OS 204 
indicating the operating system of the host (e.g., host 150) 
on which the app container is executing on, a network 

35 address 206 indicating a network address of the host, a 
container image 208 indicating a type of application image 
(e.g., database application, web server application, etc.), an 
analysis status 210 indicating the status of the probing and 
generation of the threat level assessment score for the app 

40 container, the threat level assessment score 212 for the 
container, and a threat severity count 214 indicating a count 
of "High" and "Medium" severity threats detected for that 
app container. 

The user interface 200 also includes a legend 228 for the 
45 analysis status 210 of the generation of the threat level 

assessment score 212. This legend may indicate labels for 
"Scanned," "Failed," and "Scheduled," as well as a database 
version for the threat database, e.g., threat database 132. 

For a selected app container in the container list 202, the 
so user interface 200 also displays the detected threats list 216 

for the app container. As shown, these threats are indicated 
by their CVE identifiers. The threat severity level 218 of 
each threat is listed, with a threat individual score 220 for 
each threat, threat package location 222 indicating a pro-

55 gram library or source where the threat is found, a package 
version 220 indicating a patch level of that program library, 
and a package fixed version 226 indicating a patch level for 
that program library for which the threat no longer exists in 
the program library. 

60 FIG. 2B is an exemplary user interface 230 presenting a 
list of hosts and a detail interface reporting individual threat 
and configuration tests, as determined by the threat level 
analyzer, according to an example embodiment. The user 
interface 230, which may be generated by the report gen-

65 erator 134 as part of the report interface 136, displays a list 
of hosts as the node list 232. Each entry in the node list 232 
represents a host. For each host, the user interface 230 lists 

may also 
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threat , " " medium threat , ” and “ low threat ” ) , and so on . In Although the above description was made in regards to a 
addition , for the score contribution due to detected threats , container environment , it may also apply to other environ 
although Table 1 shows that each detected ( high severity ) ments , such as a native cloud and virtual environments . 
threat contributes one point to the score , in other embodi- Furthermore , although the threat level assessment score 
ments , the contribution to the score for these threats is 5 described above relates to app containers 104 , it 
computed as a proportion to the total number of possible apply to hosts 150 without probing within the app containers 
threats that may be detected . For example , if the threat 104 , and thus a score for hosts 150 can be generated as well . 
database 132 lists a total of 100 vulnerabilities for the app With this threat level analyzer , a system administrator 
container 104 , then the detection of 20 vulnerabilities would may be able to quickly determine which app containers 104 
cause the score contribution from the vulnerabilities to be 4 , 10 have high security risks . The system can automatically take 
if the score range for vulnerabilities ranges from 0-20 . action in response to these high risk app containers 104 . 

Furthermore , the threat level analyzer container 120 may The threat level assessment engine 128 may send the continuously probe and generate updated threat level assess threat level assessment score to the data logger 138 to be ment scores for app containers 104 in the container system stored , and may also send the threat level assessment score 15 102. This allows for real time assessment of the behavior of to the report generator 134 to generate a report to be shown app containers 104. The system also considers the security 
in the report interface 136. Additional information may also level of a host 150 when determining the threat level be sent along with the threat level assessment score , such as assessment score , as a secure app container 104 may not be 
scores for individual sections , etc. secure if its underlying host 150 has many vulnerabilities . 
The automated response engine 142 responds to a high 20 Exemplary User Interfaces for Presenting Threat Level 

threat level assessment score generated by the threat level Assessments of Application Containers 
assessment engine 128 for an app container 104 by perform- FIG . 2A is an exemplary user interface 200 presenting a 
ing an action that may reduce a surface area of attack for the list of containers and their associated threat level scores , 
app container 104. The automated response engine 142 may along with a threat list for a container , as determined by the 
receive a threat level assessment score that exceeds a thresh- 25 threat level analyzer , according to an example embodiment . 
old value ( e.g. , 80 or 80 % ) for an app container 104. The As described above , the report generator 134 may gen 
automated response engine 142 may perform one or more erate a report interface 136 , and in one embodiment the 
actions against the app container 104 in response , such as 1 ) report interface 136 may be the user interface 200 shown in 
suspending the app container 104 ( e.g. , by issuing a suspend FIG . 2A . User interface 200 displays a container list 202 
command , such as “ kill - STOP ” in Linux , or requesting the 30 indicating the names of app containers , such as app con 
container service 160 stop the app container 104 ) , 2 ) freez- tainers 104 in the container system , such as container system 
ing network access for the app container 104 ( e.g. , by 102. The user interface 200 also displays the OS 204 
blocking all network transmissions ) , 3 ) transmitting an alert indicating the operating system of the host ( e.g. , host 150 ) 
( e.g. , to a system admin ) , 4 ) filtering network data to / from on which the app container is executing on , a network 
the app container 104 to remove any suspicious data and / or 35 address 206 indicating a network address of the host , a 
sensitive information , 5 ) freezing the file system for the app container image 208 indicating a type of application image 
container 104 ( e.g. , by refusing filesystem system calls from ( e.g. , database application , web server application , etc. ) , an 
the app container 104 ) , and so on . The automated response analysis status 210 indicating the status of the probing and 
engine 142 may perform different actions based on how high generation of the threat level assessment score for the app 
the score is . For example , a score above 90 % may cause the 40 container , the threat level assessment score 212 for the 
app container to be suspended completely , where as a score container , and a threat severity count 214 indicating a count 
above 50 % may only cause an alert to be generated . The of “ High ” and “ Medium ” severity threats detected for that 
automated response engine 142 may also respond differently app container . 
depending on the sections for which the most threats were The user interface 200 also includes a legend 228 for the 
detected , and / or for certain types of conditions in policies 45 analysis status 210 of the generation of the threat level 
which were met . For example , a high score indicating many assessment score 212. This legend may indicate labels for 
network type threats , or policies which increase the score “ Scanned , " " Failed , ” and “ Scheduled , ” as well as a database 
due to network - related activity ( e.g. , anomalous network version for the threat database , e.g. , threat database 132 . 
behavior ) may trigger a network related action , such as For a selected app container in the container list 202 , the 
blocking network activity . The threat level policy store 130 50 user interface 200 also displays the detected threats list 216 
may indicate the type of action to be performed by the for the app container . As shown , these threats are indicated 
automated response engine 142 according to the threat level by their CVE identifiers . The threat severity level 218 of 
assessment score , which threats were detected , and which each threat is listed , with a threat individual score 220 for 
policies were triggered . The automated response engine 142 each threat , threat package location 222 indicating a pro 
may also send a report of the action that was taken along 55 gram library or source where the threat is found , a package 
with any corresponding logs to the data logger 138 for version 220 indicating a patch level of that program library , 
logging in the data log 140 . and a package fixed version 226 indicating a patch level for 

The report generator 134 generates a report with a threat that program library for which the threat no longer exists in 
level assessment score , along with other metadata , for app the program library . 
containers 104 within the container system . This report may 60 FIG . 2B is an exemplary user interface 230 presenting a 
be presented in a graphical interface , such as the report list of hosts and a detail interface reporting individual threat 
interface 136. This report interface 136 may allow a user to and configuration tests , as determined by the threat level 
filter , search , notate , drill down , and manipulate data related analyzer , according to an example embodiment . The user 
gathered in the data log 140 for a threat level assessment interface 230 , which may be generated by the report gen 
score . Additional details and examples of such a report 65 erator 134 as part of the report interface 136 , displays a list 
interface 136 are described below with reference to FIGS . of hosts as the node list 232. Each entry in the node list 232 
2A - 2C . represents a host . For each host , the user interface 230 lists 
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the OS 234, platform 238 (e.g., cloud provider), and various 
hardware information 240 (e.g., number of CPUs, amount of 
memory allocated). These hosts may be individual physical 
machines, or may be virtual machines. 

For the selected host, the user interface 230 presents a 
threat report 242 that provides details of the threats that were 
detected in the host. In the particular example shown in the 
user interface 230, the threat report indicates the benchmark 
settings for which non-conformance was detected. For each 
entry in the threat report 242, a threat severity level 244 is 
indicated for that threat, and a threat description 246 is 
presented for that threat. The threat severity level 244 and 
threat description 246 may be retrieved (e.g., by the report 
generator 134) from the metadata in the threat database 132. 
The threat security level 244 may be indicated by a text 
indicator, such as "WARN," which may indicate a high 
severity level, and "INFO," which may indicate a low 
severity level. The severity level may be indicated in the 
benchmark setting itself in the threat database 132. 

FIG. 2C is an exemplary user interface 260 presenting a 
graph view of a plurality of containers, and interface ele-
ments indicating threat level scores and detected high level 
threats for certain containers, according to an example 
embodiment. 

The user interface 260 may be generated by the report 
generator 134 as part of the report interface 136. The user 
interface 260 represents each app container, e.g., app con-
tainers 104, with container indicators 262. These may be the 
vertices of the graph view. These container indicators 262 
may be rounded square, with a label indicating the name of 
the container below the rounded square. A circular icon 
adjacent to the square (e.g., at the top right of the square) 
may indicate the threat level assessment score for that app 
container using the threat level assessment score indicator 
266 for the corresponding app container. Arrow indicators 
may be presented and be placed in-between two container 
indicators 262, indicating a detected network connection 
between the app containers represented by the container 
indicators 262. These arrows may be the edges in the graph 
view. The direction of data transmission may be indicated 
using the direction of the arrow. These arrows may also be 
labeled with the protocol type 264 of the network connec-
tion. Additional devices on the network which are not 
containers may be represented using a non-container indi-
cator 268 as shown. 

If a threat level assessment score for an app container 
exceeds a threshold value, an additional detected high threat 
indicator 270 may be added to the container indicator 262 
for that app container. This may be represented by a circle 
graphic surrounding the container indicator 262. The circle 
graphic may be in a high visibility color, such as red. The 
high threat indicator 270 may also indicate that some 
responsive action has been taken on the associated container, 
such as any of the actions which may be performed by the 
automated response engine 142. This may include quaran-
tining the container or halting the container. In addition, if 
anomalous network behavior is detected by the network 
probe 124, a detected high network threat indicator 272 may 
be presented in the user interface 274 adjacent to the 
container indicator 262 of the app container for which the 
behavior was detected. The detected high network threat 
indicator 272 may be represented using a red arrow which 
extends from or terminates at the container indicator 262, 
and which is labeled with an "X." This detected high 
network threat indicator 272 may also indicate that the 
network connection has been blocked, due to the detection 
of the threat. 

16 
Example Container Architecture 

FIG. 3 illustrates an example system 300 with an exem-
plary container architecture in which an threat level analyzer 

5 container, such as the threat level analyzer container 120 of 
FIG. 1, may operate, according to an embodiment. The 
system 300 includes the network 390, one or more client 
devices 370, one or more container servers, e.g., 310A, 
310B (generally, 310) of a container system 305, with each 

10 container server 310 including one or more application 
("app") containers, e.g., 320A, 320B (generally 320). A 
container server 310 also may include a security container 
350, a management container 355, an analytics container 
360, and/or a user interface (UI) container 365. Although the 

15 two illustrated container servers 310A and 310B include 
different containers, this is not meant to indicate that the 
container servers 310A and 310B are different. The contain-
ers within each container server 310 may be interchange-
able, and thus each container server 310 is largely the same. 

20 Although the illustrated system 300 may include the ele-
ments shown in FIG. 3, in other embodiments the system 
300 may include different elements. Furthermore, the func-
tionalities of each element may be distributed differently 
among the elements in other embodiments. In the environ-

25 ment 300, the intercept container, such as intercept container 
120, may reside in the security container 350. In one 
embodiment, the container system 305 is the container 
system 102 of FIG. 1. 

The network 390, which can be wired, wireless, or a 
30 combination thereof, enables communications among the 

client devices 370 and the one or more container servers 310 
of the container system 305 and may include the Internet, a 
local area network (LAN), virtual LAN (VLAN) (e.g., with 
VPN), wide area network (WAN), or other network. In one 

35 embodiment, the network 390 uses standard communica-
tions technologies and/or protocols, such as Hypertext trans-
fer Protocol (HTTP), Transmission Control Protocol/Inter-
net Protocol (TCP/IP), Uniform Resource Locators (URLs), 
and the Domain Name System (DNS). In another embodi-

40 ment, the entities can use custom and/or dedicated data 
communications technologies instead of, or in addition to, 
the ones described above. 

The client devices 370 are electronic devices used by 
users to perform functions such as consuming digital con-

45 tent, executing software applications, browsing websites 
hosted by web servers on the network 390, downloading 
files, and interacting with the container servers 310. For 
example, the client devices 370 may be dedicated e-readers, 
smartphones, wearables (e.g., smartwatches or pendants), or 

so tablets, laptops, or desktop computers configured similar to 
an exemplary machine (or computing system) described 
with FIG. 6. A client device 370 may include one or more 
applications, such as a web browser, to interact with services 
provided by the container servers 310. Although two client 

55 devices 370 are illustrated in FIG. 3, in other embodiments 
the environment 300 includes more client devices 370. 

The container servers 310 are electronic devices that 
communicate via network 390 and may execute hypervisors, 
virtual machines (VMs), and one or more containers. Each 

60 container server 310 may be located at a different physical 
location than another container server 310. However, the 
container servers 310 may communicate with each other via 
dedicated network links, such as a tunnel. This may allow 
services on each container server, such as the container 

65 services 330, to communicate with each other within a 
virtual local network. In one embodiment, the container 
servers 310 include an operating system that enables oper-
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the OS 234 , platform 238 ( e.g. , cloud provider ) , and various Example Container Architecture 
hardware information 240 ( e.g. , number of CPUs , amount of 
memory allocated ) . These hosts may be individual physical FIG . 3 illustrates an example system 300 with an exem 
machines , or may be virtual machines . plary container architecture in which an threat level analyzer 

For the selected host , the user interface 230 presents a 5 container , such as the threat level analyzer container 120 of 
threat report 242 that provides details of the threats that were FIG . 1 , may operate , according to an embodiment . The 
detected in the host . In the particular example shown in the system 300 includes the network 390 , one or more client 
user interface 230 , the threat report indicates the benchmark devices 370 , one or more container servers , e.g. , 310A , 
settings for which non - conformance was detected . For each 310B ( generally , 310 ) of a container system 305 , with each 
entry in the threat report 242 , a threat severity level 244 is 10 container server 310 including one or more application 
indicated for that threat , and a threat description 246 is ( “ app ” ) containers , e.g. , 320A , 320B ( generally 320 ) . A 
presented for that threat . The threat severity level 244 and container server 310 also may include a security container 
threat description 246 may be retrieved ( e.g. , by the report 350 , a management container 355 , an analytics container 
generator 134 ) from the metadata in the threat database 132 . 360 , and / or a user interface ( UI ) container 365. Although the 
The threat security level 244 may be indicated by a text 15 two illustrated container servers 310A and 310B include 
indicator , such as “ WARN , ” which may indicate a high different containers , this is not meant to indicate that the 
severity level , and “ INFO , ” which may indicate a low container servers 310A and 310B are different . The contain 
severity level . The severity level may be indicated in the ers within each container server 310 may be interchange 
benchmark setting itself in the threat database 132 . able , and thus each container server 310 is largely the same . 
FIG . 2C is an exemplary user interface 260 presenting a 20 Although the illustrated system 300 may include the ele 

graph view of a plurality of containers , and interface ele- ments shown in FIG . 3 , in other embodiments the system 
ments indicating threat level scores and detected high level 300 may include different elements . Furthermore , the func 
threats for certain containers , according to an example tionalities of each element may be distributed differently 
embodiment . among the elements in other embodiments . In the environ 

The user interface 260 may be generated by the report 25 ment 300 , the intercept container , such as intercept container 
generator 134 as part of the report interface 136. The user 120 , may reside in the security container 350. In one 
interface 260 represents each app container , e.g. , app con- embodiment , the container system 305 is the container 
tainers 104 , with container indicators 262. These may be the system 102 of FIG . 1 . 
vertices of the graph view . These container indicators 262 The network 390 , which can be wired , wireless , or a 
may be rounded square , with a label indicating the name of 30 combination thereof , enables communications among the 
the container below the rounded square . A circular icon client devices 370 and the one or more container servers 310 
adjacent to the square ( e.g. , at the top right of the square ) of the container system 305 and may include the Internet , a 
may indicate the threat level assessment score for that app local area network ( LAN ) , virtual LAN ( VLAN ) ( e.g. , with 
container using the threat level assessment score indicator VPN ) , wide area network ( WAN ) , or other network . In one 
266 for the corresponding app container . Arrow indicators 35 embodiment , the network 390 uses standard communica 
may be presented and be placed in - between two container tions technologies and / or protocols , such as Hypertext trans 
indicators 262 , indicating a detected network connection fer Protocol ( HTTP ) , Transmission Control Protocol / Inter 
between the app containers represented by the container net Protocol ( TCP / IP ) , Uniform Resource Locators ( URLs ) , 
indicators 262. These arrows may be the edges in the graph and the Domain Name System ( DNS ) . In another embodi 
view . The direction of data transmission may be indicated 40 ment , the entities can use custom and / or dedicated data 
using the direction of the arrow . These arrows may also be communications technologies instead of , or in addition to , 
labeled with the protocol type 264 of the network connec- the ones described above . 
tion . Additional devices on the network which are not The client devices 370 are electronic devices used by 
containers may be represented using a non - container indi- users to perform functions such as consuming digital con 
cator 268 as shown . 45 tent , executing software applications , browsing websites 

If a threat level assessment score for an app container hosted by web servers on the network 390 , downloading 
exceeds a threshold value , an additional detected high threat files , and interacting with the container servers 310. For 
indicator 270 may be added to the container indicator 262 example , the client devices 370 may be dedicated e - readers , 
for that app container . This may be represented by a circle smartphones , wearables ( e.g. , smartwatches or pendants ) , or 
graphic surrounding the container indicator 262. The circle 50 tablets , laptops , or desktop computers configured similar to 
graphic may be in a high visibility color , such as red . The an exemplary machine ( or computing system ) described 
high threat indicator 270 may also indicate that some with FIG . 6. A client device 370 may include one or more 
responsive action has been taken on the associated container , applications , such as a web browser , to interact with services 
such as any of the actions which may be performed by the provided by the container servers 310. Although two client 
automated response engine 142. This may include quaran- 55 devices 370 are illustrated in FIG . 3 , in other embodiments 
tining the container or halting the container . In addition , if the environment 300 includes more client devices 370 . 
anomalous network behavior is detected by the network The container servers 310 are electronic devices that 
probe 124 , a detected high network threat indicator 272 may communicate via network 390 and may execute hypervisors , 
be presented in the user interface 274 adjacent to the virtual machines ( VMs ) , and one or more containers . Each 
container indicator 262 of the app container for which the 60 container server 310 may be located at a different physical 
behavior was detected . The detected high network threat location than another container server 310. However , the 
indicator 272 may be represented using a red arrow which container servers 310 may communicate with each other via 
extends from or terminates at the container indicator 262 , dedicated network links , such as a tunnel . This may allow 
and which is labeled with an “ X. ” This detected high services on each container server , such as the container 
network threat indicator 272 may also indicate that the 65 services 330 , to communicate with each other within a 
network connection has been blocked , due to the detection virtual local network . In one embodiment , the container 
of the threat . servers 310 include an operating system that enables oper 



US 11,106,784 B2 
17 

ating-system-level virtualization, such that the kernel of the 
operating system allows for multiple isolated user-space 
instances (i.e., "containers"). In one embodiment, the con-
tainer servers 310 include an operating system that enables 
hardware virtualization, which is a method of simulating or 
emulating a separate set of hardware resources on which a 
guest operating system or other software to executes. In such 
a case, the container server 310 may include one or more 
hypervisors 340 for hardware virtualization, on which one or 
more virtual machines (VMs) 315 execute. In one embodi-
ment, one or more container servers 310 may be represented 
by the host 150 of FIG. 1. In another embodiment, one or 
more VMs 315 may be represented by the host 150. 

The hypervisor 340 is a software and/or hardware com-
ponent executing on the container server 310 that creates 
and runs the VMs 315. The hypervisor 340 may execute 
directly on the hardware (e.g., processor, memory, storage, 
etc.) of the container server 310, may execute on an oper-
ating system of the container server 310, or may execute 
using a hybrid of these two (e.g., in the case of a Kernel-
based Virtual Machine (KVM)). The ability to execute 
multiple VMs on a single hardware platform expands the 
capabilities of the hardware platform and simplifies man-
agement, while improving security. Furthermore, multiple 
different operating system versions and platforms may 
execute on each VM, while all using the same hardware 
platform. 

The VMs 315 are emulations of a computer system or 
hardware platform. Each VM 315 emulates, either fully or 
partially, a set of hardware resources for a computer system. 
For example, the VM 315 may emulate a processor, 
memory, storage, graphics adapter, interrupts, and so on. 
Although the emulation may increase the resources needed 
to execute a task, and may lower efficiency, as noted, the VM 
315 provides other benefits, such as the execution of mul-
tiple operating system versions and high availability, among 
other features. 

Each VM 315 may execute an operating system that 
supports a container environment. As used here, container 
environment refers to the system upon which the containers 
are executing. In the illustrated example, the container 
environment is the VM 315 and operating system executing 
on the VM 315. However, in other cases, the container 
environment may be a physical system such as the container 
server 310 itself and the operating system executing on that 
container server 310. 

As noted, an operating system may support a container 
environment by having a kernel that has enabled operating-
system-level virtualization for multiple isolated containers, 
along with additional resource management features, which 
limit the resources allocated to each isolated container. For 
example, for each container executing within the operating 
system, a kernel may limit the amount of resources (e.g., 
memory, processor cycles) provided to that container 
through the use of various resource management compo-
nents of the operating system (e.g., thread priority, memory 
allocation, etc.). 

In one embodiment, the kernel may be a Linux kernel, and 
may support resource isolation features such as chroot, 
cgroups, kernel namespaces, and union-capable file systems 
(e.g., aufs) in order to isolate each container. These features 
restrict each container's view of the operating system's 
resources. Instead, each app container may only see a set of 
virtual resources, such as the virtual resources 150. For 
example, an app container 320 may only be able to view file 
systems that are authorized for that app container 320. In one 
embodiment, the kernel may be a FreeBSD kernel, and the 

18 
operating-system-level virtualization functions may be 
implemented in a "jail" system call. Compared to virtual 
machines, operating-system-level virtualization does not 
incur an emulation overhead, do not require a separate disk 

5 image for each container, are more resource-efficient as 
dedicated resources do not need to be allocated per con-
tainer, may be more efficiently threaded, and so on. How-
ever, the container may still execute within a VM. Although 
the container environment is described here as executing 

10 within a VM 315, in another embodiment the container 
environment executes directly on the hardware of the con-
tainer server 310. 

The virtual switch 335 may emulate a hardware switch in 
software, and may be similar to the virtual switch 152. 

15 Although the virtual switch 335 is shown to execute within 
the VMs 315, in other embodiments the virtual switch 335 
executes within the hypervisor 340. In a packet-switched 
environment, a hardware switch receives packets with an 
indicated destination network address and routes these pack-

20 ets to an output port which is connected to a path on which 
the destination with the destination network address exists. 
The hardware switch also may support various management 
interfaces and protocols (e.g., quality of service (QoS). 
Similarly, the virtual switch 335 may provide functions that 

25 are similar to the above-described hardware switch, but 
instead of being implemented in hardware, the virtual switch 
335 may be implemented in software (or in a hybrid soft-
ware/hardware implementation). For example, the virtual 
switch 335 may route communications arriving at the con-

30 tamer server 310 or VM 315 to the correct container or other 
service within the container server 310 or VM 315. As 
another example, the virtual switch 335 may route commu-
nications between containers of the same container server 
310 or VM 315. The virtual switch 335 performs the routing 

35 using the network addresses of each container executing 
within the container server 310. While the virtual switch 335 
is shown to be part of the VM 315 in the illustrated 
embodiment, in another embodiment the virtual switch 335 
may be part of the hypervisor 340 or the VM 315 and the 

40 hypervisor 340 may each have a virtual switch. 
The container service 330 is a collection of services to 

assist with the deployment and execution of containers on 
the VMs 315, and may be similar to the container service 
160 of FIG. 1. Although two container services 330A and 

45 330B are illustrated, they perform similar functions and are 
described together here. The container service 330 may 
include an application programming interface (API) for the 
use of software developers creating containerized software. 
The API may allow a software developer to easily create a 

so containerized software application without having to imple-
ment operating system and operating system version specific 
functions, which are instead implemented by the container 
service 330. For example, the container service 330 may 
offer API function calls that may be used by a container to 

55 perform certain functions related to creating a container. The 
container service 330 may manage the isolation of resources 
for each container. These resources may include filesystem 
resources (e.g., system libraries), user and user groups, 
process trees (e.g., viewable processes), network resources, 

60 device resources, and inter-process communication 
resources (e.g., semaphores). The container service 330 may 
perform the isolation through the use of permissions restric-
tions, disk quotas, central processor unit (CPU) scheduling, 
input/output (I/O) scheduling, counters (e.g., beancounters), 

65 and so on. 
The API of the container service 330 also may include 

functions to allow for a software developer to easily deploy 
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ating - system - level virtualization , such that the kernel of the operating - system - level virtualization functions may be 
operating system allows for multiple isolated user - space implemented in a “ jail ” system call . Compared to virtual 
instances ( i.e. , " containers ” ) . In one embodiment , the con- machines , operating - system - level virtualization does not 
tainer servers 310 include an operating system that enables incur an emulation overhead , do not require a separate disk 
hardware virtualization , which is a method of simulating or 5 image for each container , are more resource - efficient as 
emulating a separate set of hardware resources on which a dedicated resources do not need to be allocated per con 
guest operating system or other software to executes . In such tainer , may be more efficiently threaded , and so on . How 
a case , the container server 310 may include one or more ever , the container may still execute within a VM . Although 
hypervisors 340 for hardware virtualization , on which one or the container environment is described here as executing 
more virtual machines ( VMs ) 315 execute . In one embodi- 10 within a VM 315 , in another embodiment the container 
ment , one or more container servers 310 may be represented environment executes directly on the hardware of the con 
by the host 150 of FIG . 1. In another embodiment , one or tainer server 310 . 
more VMs 315 may be represented by the host 150 . The virtual switch 335 may emulate a hardware switch in 

The hypervisor 340 is a software and / or hardware com- software , and may be similar to the virtual switch 152 . 
ponent executing on the container server 310 that creates 15 Although the virtual switch 335 is shown to execute within 
and runs the VMs 315. The hypervisor 340 may execute the VMs 315 , in other embodiments the virtual switch 335 
directly on the hardware ( e.g. , processor , memory , storage , executes within the hypervisor 340. In a packet - switched 
etc. ) of the container server 310 , may execute on an oper- environment , a hardware switch receives packets with an 
ating system of the container server 310 , or may execute indicated destination network address and routes these pack 
using a hybrid of these two ( e.g. , in the case of a Kernel- 20 ets to an output port which is connected to a path on which 
based Virtual Machine ( KVM ) ) . The ability to execute the destination with the destination network address exists . 
multiple VMs on a single hardware platform expands the The hardware switch also may support various management 
capabilities of the hardware platform and simplifies man- interfaces and protocols ( e.g. , quality of service ( QoS ) . 
agement , while improving security . Furthermore , multiple Similarly , the virtual switch 335 may provide functions that 
different operating system versions and platforms may 25 are similar to the above - described hardware switch , but 
execute on each VM , while all using the same hardware instead of being implemented in hardware , the virtual switch 
platform . 335 may be implemented in software ( or in a hybrid soft 

The VMs 315 are emulations of a computer system or ware / hardware implementation ) . For example , the virtual 
hardware platform . Each VM 315 emulates , either fully or switch 335 may route communications arriving at the con 
partially , a set of hardware resources for a computer system . 30 tainer server 310 or VM 315 to the correct container or other 
For example , the VM 315 may emulate a processor , service within the container server 310 or VM 315. As 
memory , storage , graphics adapter , interrupts , and so on . another example , the virtual switch 335 may route commu 
Although the emulation may increase the resources needed nications between containers of the same container server 
to execute a task , and may lower efficiency , as noted , the VM 310 or VM 315. The virtual switch 335 performs the routing 
315 provides other benefits , such as the execution of mul- 35 using the network addresses of each container executing 
tiple operating system versions and high availability , among within the container server 310. While the virtual switch 335 
other features . is shown to be part of the VM 315 in the illustrated 

Each VM 315 may execute an operating system that embodiment , in another embodiment the virtual switch 335 
supports a container environment . As used here , container may be part of the hypervisor 340 or the VM 315 and the 
environment refers to the system upon which the containers 40 hypervisor 340 may each have a virtual switch . 
are executing . In the illustrated example , the container The container service 330 is a collection of services to 
environment is the VM 315 and operating system executing assist with the deployment and execution of containers on 
on the VM 315. However , in other cases , the container the VMs 315 , and may be similar to the container service 
environment may be a physical system such as the container 160 of FIG . 1. Although two container services 330A and 
server 310 itself and the operating system executing on that 45 330B are illustrated , they perform similar functions and are 
container server 310 . described together here . The container service 330 may 
As noted , an operating system may support a container include an application programming interface ( API ) for the 

environment by having a kernel that has enabled operating- use of software developers creating containerized software . 
system - level virtualization for multiple isolated containers , The API may allow a software developer to easily create a 
along with additional resource management features , which 50 containerized software application without having to imple 
limit the resources allocated to each isolated container . For ment operating system and operating system version specific 
example , for each container executing within the operating functions , which are instead implemented by the container 
system , a kernel may limit the amount of resources ( e.g. , service 330. For example , the container service 330 may 
memory , processor cycles ) provided to that container offer API function calls that may be used by a container to 
through the use of various resource management compo- 55 perform certain functions related to creating a container . The 
nents of the operating system ( e.g. , thread priority , memory container service 330 may manage the isolation of resources 
allocation , etc. ) . for each container . These resources may include filesystem 

In one embodiment , the kernel may be a Linux kernel , and resources ( e.g. , system libraries ) , user and user groups , 
may support resource isolation features such as chroot , process trees ( e.g. , viewable processes ) , network resources , 
cgroups , kernel namespaces , and union - capable file systems 60 device resources , and inter - process communication 
( e.g. , aufs ) in order to isolate each container . These features resources ( e.g. , semaphores ) . The container service 330 may 
restrict each container's view of the operating system's perform the isolation through the use of permissions restric 
resources . Instead , each app container may only see a set of tions , disk quotas , central processor unit ( CPU ) scheduling , 
virtual resources , such as the virtual resources 150. For input / output ( I / O ) scheduling , counters ( e.g. , beancounters ) , 
example , an app container 320 may only be able to view file 65 and so on . 
systems that are authorized for that app container 320. In one The API of the container service 330 also may include 
embodiment , the kernel may be a FreeBSD kernel , and the functions to allow for a software developer to easily deploy 
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containers on multiple hardware platforms in a distributed 
fashion, and for each container to be able to share data with 
other containers in a seamless fashion. For example, the 
container service 330 may allow one container to be able to 
access a same shared pool of data as another container 
through a standard API, without the need to manage the 
memory space directly. 

The container service 330 also may be able to combine 
multiple container servers 310 or other hardware platforms 
into a single virtual host (e.g., a clustered host). The con-
tainer service 330 also may include extensions to allow for 
easy integration with cloud services providers, such that a 
software developer may easily deploy a containerized appli-
cation to one of these cloud services. Examples of container 
services include Docker®, Kubernetes®, and so on. 

After receiving a request from an app container 320 (e.g., 
via the API), the container service 330 may also create a 
connection between the app container 320 and the virtual 
switch 335. This connection includes a port pair, with one 
port connected to the virtual switch 335, and the other pair 
connected to the app container 320. This connection also 
may include the network hardware layer address (e.g., media 
access control (MAC) address) and network address (e.g., 
Internet Protocol (IP) address) for the app container 320. 
This information provides the app container 320 with its 
own network address and isolated network path. The con-
nection may be used by the app container 320 to route to 
other containers or destinations that are connected to net-
work 390. The container service 330 also may provide the 
connection as a tunneled connection. 

The app container 320 is a containerized software appli-
cation executing in the container system 305, and may be 
similar to the app containers 104 of FIG. 1. In the illustrated 
embodiment of FIG. 3, the app container 320 is executing in 
the VM 315. However, in other embodiments, the app 
container 320 may execute directly on the container server 
310 (via the operating system level virtualization of the 
container system 315) and not within a VM. Although two 
app containers 320A-B are shown here, in other embodi-
ments each VM 315 (or container server 310) may have 
multiple app containers. The app container 320 may include 
any executable code as created by a software developer. The 
app container 320 may include a network interface to 
communicate with other entities in the network 390 via the 
virtual switch 335. As noted, each app container 320 may be 
isolated from other app containers 320. Each app container 
320 may thus be in its own "domain." As noted, these 
domains may be created using different method of operat-
ing-system-level virtualization, such as through the use of 
namespaces (e.g., Linux namespaces). 

In one example embodiment, the app container 320 may 
be stored as one or more images that include the executable 
code and other data for the containerized software applica-
tion of the app container 320. Each image in the app 
container 320 may include updates and changes to the 
software application. These images may be part of a union 
file system, and may be joined together by the container 
service 330, along with a base image, in order to generate the 
complete application package. The running app container 
320 comprises this complete application package. An addi-
tional read-write layer also may be added by the container 
service 330 to the running app container 320, as the images 
are read only. 

The security container 350 may intercept communications 
from the app containers 320 for network security monitor-
ing. As noted above, in a typical containerized environment, 
the container service 330 facilitates the connection of an app 

20 
container 320 to the network 390. This connection may also 
be tunneled using an encryption protocol (e.g., secure sock-
ets layer (SSL)). Due to this type of connection, intercepting 
the traffic of the app container 320 transparently is chal-

5 lenging. Furthermore, each container is self-contained, and 
as noted above, may be packaged as a read-only image. 
Thus, modifying the app container itself also may be unde-
sirable. 

Instead, the security container 350 monitors the VM 315 
(or container server 310 if the container environment is the 
container server 310 itself) to determine if any new app 
containers 320 are created. To monitor the container envi-
ronment, the security container 350 may communicate with 

15 the container service 330 or request for and/or be given 
special administrative rights that allow it to query or deter-
mine the processes executing on the VM 315. When the 
security container 350 determines that a new app container 
320 is created and connected to the virtual switch 335, the 

20 security container 350 may intercept the network traffic of 
the new app container 320 by moving the connection 
between the virtual switch 335 and the new app container 
320 such that the connection may be made between the 
virtual switch 335 and the security container 350 instead. 

25 The security container 350 also may create a new connection 
between the new app container 320 and the security con-
tainer 350. The security container 350 may also save and 
recover any existing routing entries during this process. 

After performing this intercept operation, network traffic 
30 to and from the new app container 320 flows through the 

security container 350. The security container 350 may be 
able to monitor this traffic and inspect it to determine if a 
network security issue exists. The security container 350 
may perform various actions on the traffic, such as forward-

35 ing it, making a copy of it, and so on. Although a single 
security container 350 is illustrated, the container system 
305 may include multiple security containers 350 clustered 
together. 

Although the app containers 320 are illustrated as con-
40 necting to the security container 350 before connecting to 

the virtual switch 335, in other embodiments the app con-
tainers 320 connect directly to the container service 330, and 
the security container 350 intercepts traffic from the app 
containers 320 via the container service 330, which may 

45 forward traffic from the app containers 320 to the security 
containers 350. 

The container system 305, in one embodiment, also 
includes an analytics container 360 to analyze information 
received from the security containers 350. In one embodi-

50 ment, the security container 350 includes the functions of the 
threat level analyzer container 120 of FIG. 1. The analytics 
container 360 may request or receive longs and statistics 
from the security containers 350 regarding intercepted net-
work traffic and other data. The analytics container 360 may 

55 analyze this information to produce various results. For 
example, the analytics container 360 may determine whether 
a denial of service attack is occurring within some of the 
application containers 320. The analytics container 360 may 
also forward the information and analytical results to the 

60 management container 355. The container system 305 may 
include multiple analytics containers 360 to allow for redun-
dancy and high availability. In the case where the analytics 
container 360 includes the functions of the threat level 
analyzer container 120, the analytics container 360 may also 

65 generate reports indicating a threat level assessment score 
for app containers, and what type of threats were detected 
within each app container. 

10 

15 
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containers on multiple hardware platforms in a distributed container 320 to the network 390. This connection may also 
fashion , and for each container to be able to share data with be tunneled using an encryption protocol ( e.g. , secure sock 
other containers in a seamless fashion . For example , the ets layer ( SSL ) ) . Due to this type of connection , intercepting 
container service 330 may allow one container to be able to the traffic of the app container 320 transparently is chal 
access a same shared pool of data as another container 5 lenging . Furthermore , each container is self - contained , and 
through a standard API , without the need to manage the as noted above , may be packaged as a read - only image . memory space directly . Thus , modifying the app container itself also may be unde 

The container service 330 also may be able to combine sirable . 
multiple container servers 310 or other hardware platforms Instead , the security container 350 monitors the VM 315 into a single virtual host ( e.g. , a clustered host ) . The con- 10 ( or container server 310 if the container environment is the tainer service 330 also may include extensions to allow for container server 310 itself ) to determine if any new app easy integration with cloud services providers , such that a containers 320 are created . To monitor the container envi software developer may easily deploy a containerized appli 
cation to one of these cloud services . Examples of container ronment , the security container 350 may communicate with 
services include Docker® , Kubernetes® , and so on . the container service 330 or request for and / or be given 

After receiving a request from an app container 320 ( e.g. , special administrative rights that allow it to query or deter 
via the API ) , the container service 330 may also create a mine the processes executing on the VM 315. When the 
connection between the app container 320 and the virtual security container 350 determines that a new app container 
switch 335. This connection includes a port pair , with one 320 is created and connected to the virtual switch 335 , the 
port connected to the virtual switch 335 , and the other pair 20 security container 350 may intercept the network traffic of 
connected to the app container 320. This connection also the new app container 320 by moving the connection 
may include the network hardware layer address ( e.g. , media between the virtual switch 335 and the new app container 
access control ( MAC ) address ) and network address ( e.g. , 320 such that the connection may be made between the 
Internet Protocol ( IP ) address ) for the app container 320 . virtual switch 335 and the security container 350 instead . 
This information provides the app container 320 with its 25 The security container 350 also may create a new connection 
own network address and isolated network path . The con- between the new app container 320 and the security con 
nection may be used by the app container 320 to route to tainer 350. The security container 350 may also save and 
other containers or destinations that are connected to net- recover any existing routing entries during this process . 
work 390. The container service 330 also may provide the After performing this intercept operation , network traffic 
connection as a tunneled connection . 30 to and from the new app container 320 flows through the 

The app container 320 is a containerized software appli- security container 350. The security container 350 may be 
cation executing in the container system 305 , and may be able to monitor this traffic and inspect it to determine if a 
similar to the app containers 104 of FIG . 1. In the illustrated network security issue exists . The security container 350 
embodiment of FIG . 3 , the app container 320 is executing in may perform various actions on the traffic , such as forward 
the VM 315. However , in other embodiments , the app 35 ing it , making a copy of it , and so on . Although a single 
container 320 may execute directly on the container server security container 350 is illustrated , the container system 
310 ( via the operating system level virtualization of the 305 may include multiple security containers 350 clustered 
container system 315 ) and not within a VM . Although two together . 
app containers 320A - B are shown here , in other embodi- Although the app containers 320 are illustrated as con 
ments each VM 315 ( or container server 310 ) may have 40 necting to the security container 350 before connecting to 
multiple app containers . The app container 320 may include the virtual switch 335 , in other embodiments the app con 
any executable code as created by a software developer . The tainers 320 connect directly to the container service 330 , and 
app container 320 may include a network interface to the security container 350 intercepts traffic from the app 
communicate with other entities in the network 390 via the containers 320 via the container service 330 , which may 
virtual switch 335. As noted , each app container 320 may be 45 forward traffic from the app containers 320 to the security 
isolated from other app containers 320. Each app container containers 350 . 
320 may thus be in its own " domain . ” As noted , these The container system 305 , in one embodiment , also 
domains may be created using different method of operat- includes an analytics container 360 to analyze information 
ing - system - level virtualization , such as through the use of received from the security containers 350. In one embodi 
namespaces ( e.g. , Linux namespaces ) . 50 ment , the security container 350 includes the functions of the 

In one example embodiment , the app container 320 may threat level analyzer container 120 of FIG . 1. The analytics 
be stored as one or more images that include the executable container 360 may request or receive longs and statistics 
code and other data for the containerized software applica- from the security containers 350 regarding intercepted net 
tion of the app container 320. Each image in the app work traffic and other data . The analytics container 360 may 
container 320 may include updates and changes to the 55 analyze this information to produce various results . For 
software application . These images may be part of a union example , the analytics container 360 may determine whether 
file system , and may be joined together by the container a denial of service attack is occurring within some of the 
service 330 , along with a base image , in order to generate the application containers 320. The analytics container 360 may 
complete application package . The running app container also forward the information and analytical results to the 
320 comprises this complete application package . An addi- 60 management container 355. The container system 305 may 
tional read - write layer also may be added by the container include multiple analytics containers 360 to allow for redun 
service 330 to the running app container 320 , as the images dancy and high availability . In the case where the analytics 
are read only . container 360 includes the functions of the threat level 

The security container 350 may intercept communications analyzer container 120 , the analytics container 360 may also 
from the app containers 320 for network security monitor- 65 generate reports indicating a threat level assessment score 
ing . As noted above , in a typical containerized environment , for app containers , and what type of threats were detected 
the container service 330 facilitates the connection of an app within each app container . 
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The container system 305, in one embodiment, also 
includes one or more management containers 355 for con-
figuration and monitoring of the security containers 350 in 
the container system 305. The management container 355 
may configure the settings and rules for the security con-
tainers 350 and the analytics container 360 in the container 
system 305. For example, these rules may indicate what type 
of network traffic to log or to filter out. The management 
container 355 monitors the activities of other management 
containers 355 and the security containers 350. Activities 
monitored may include start/stop activities, statistics, and so 
on. The management container 355 may also listen for 
reports and other information from the analytics container 
360. Additionally, the management container 355 may 
receive instructions from the user interface (UI) container 
365 regarding the configuration of rules in the security 
containers 350 and other options. Furthermore, the manage-
ment container 355 may also present the reports and other 
information collected by the security containers 350 and 
analytics containers 360 to a user via the UI container 365. 
The container system 305 may include multiple manage-
ment containers 355 to allow for redundancy and high 
availability. 

The container system 305, in one embodiment, also 
includes a user interface (UI) container 365 to provide a user 
interface to a user. The UI container 365 may interface with 
a user using a graphical user interface (GUI) or a command 
line interface (CLI). As noted above, the UI container 365 
communicates with the management container 355 and via 
the user interface the UI container 365 may indicate to the 
management container 355 the various configuration options 
requested by a user. The UI container 365 may also receive 
information, such as various analytical reports, statistics, 
and other data from the management container 355. If the 
interface is a GUI, the interface may be presented using 
various GUI elements, such as drop down menus, tables, and 
so on, and may be interfaced using interface devices such as 
a mouse and touchscreen. The UI container 365 may also 
present the data received from the management container 
355 using various graphical presentation schemes, such as a 
scatterplot, table, graph, and so on. In one embodiment, the 
UI container 365 performs the functions of the report 
generator 134 of FIG. 1 to generate the report interface 136. 

Example Flows 

FIG. 4 is a flow chart illustrating an exemplary method 
400 for intercepting the traffic of an app container, according 
to one embodiment. In one embodiment, FIG. 4 attributes 
the steps of the method 400 to the threat level analyzer 
container 120. However, some or all of the steps may be 
performed by other elements (e.g., the analytics container 
360). In addition, some embodiments may perform the steps 
in parallel, perform the steps in different orders, or perform 
different steps. Also, it is noted that in one example embodi-
ment the steps and/or modules may be embodied as instruc-
tions, e.g., instructions 524, that may be executed by the 
processor 502 described with respect to FIG. 5. 

The threat level analyzer container 120 probes 410 an app 
container, such as app container 104, in a container system 
(e.g., container system 102) for threats, including vulner-
abilities and non-conformance to benchmark settings. These 
may include the threats in the threat database 132. 

The threat level analyzer container 120 also probes 420 
the container service host for threats as well. This may be 
performed by the host probe 126 of the threat level analyzer 
container 120. 

22 
The threat level analyzer container 120 generates a threat 

level assessment score based on the probed results. For 
example, this may be a score between zero and 100 as 
described above. 

5 The threat level analyzer container 120 generates 440 a 
report to present in a user interface. This user interface may 
be the report interface 136 of FIG. 1, which is further 
illustrated in the exemplary interfaces of FIGS. 2A-2C. This 
report interface may include a threat level assessment score 

10 for the app container and a list of threats detected in the app 
container. 

Example Machine Architecture 

15 FIG. 5 is a block diagram illustrating components of an 
example machine able to read instructions from a machine-
readable medium and execute them in a processor (or 
controller). Specifically, FIG. 5 shows a diagrammatic rep-
resentation of a machine in the example form of a computer 

20 system 500. The computer system 500 can be used to 
execute instructions 524 (e.g., program code or software) for 
causing the machine to perform any one or more of the 
methodologies (or processes) described herein. In alterna-
tive embodiments, the machine operates as a standalone 

25 device or a connected (e.g., networked) device that connects 
to other machines. In a networked deployment, the machine 
may operate in the capacity of a server machine or a client 
machine in a server-client network environment, or as a peer 
machine in a peer-to-peer (or distributed) network environ-

30 ment. The computer system 500 is used to execute the 
processes and functionality described in FIGS. 1-4. 

The machine may be a server computer, a client computer, 
a personal computer (PC), a tablet PC, a set-top box (STB), 
a smartphone, an internet of things (IoT) appliance, a 

35 network router, switch or bridge, or any machine capable of 
executing instructions 524 (sequential or otherwise) that 
specify actions to be taken by that machine. Further, while 
only a single machine is illustrated, the term "machine" shall 
also be taken to include any collection of machines that 

40 individually or jointly execute instructions 524 to perform 
any one or more of the methodologies discussed herein. 

The example computer system 500 includes one or more 
processing units (generally processor 502). The processor 
502 is, for example, a central processing unit (CPU), a 

45 graphics processing unit (GPU), a digital signal processor 
(DSP), a controller, a state machine, one or more application 
specific integrated circuits (ASICs), one or more radio-
frequency integrated circuits (RFICs), or any combination of 
these. The computer system 500 also includes a main 

so memory 504. The computer system may include a storage 
unit 516. The processor 502, memory 504 and the storage 
unit 516 communicate via a bus 508. 

In addition, the computer system 506 can include a static 
memory 506, a display driver 510 (e.g., to drive a plasma 

55 display panel (PDP), a liquid crystal display (LCD), or a 
projector). The computer system 500 may also include 
alphanumeric input device 512 (e.g., a keyboard), a cursor 
control device 514 (e.g., a mouse, a trackball, a joystick, a 
motion sensor, or other pointing instrument), a signal gen-

60 eration device 518 (e.g., a speaker), and a network interface 
device 520, which also are configured to communicate via 
the bus 508. 

The storage unit 516 includes a machine-readable 
medium 522 on which is stored instructions 524 (e.g., 

65 software) embodying any one or more of the methodologies 
or functions described herein. The instructions 524 may also 
reside, completely or at least partially, within the main 

5 
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The container system 305 , in one embodiment , also The threat level analyzer container 120 generates a threat 
includes one or more management containers 355 for con- level assessment score based on the probed results . For 
figuration and monitoring of the security containers 350 in example , this may be a score between zero and 100 as 
the container system 305. The management container 355 described above . 
may configure the settings and rules for the security con- The threat level analyzer container 120 generates 440 a 
tainers 350 and the analytics container 360 in the container report to present in a user interface . This user interface may 
system 305. For example , these rules may indicate what type be the report interface 136 of FIG . 1 , which is further 
of network traffic to log or to filter out . The management illustrated in the exemplary interfaces of FIGS . 2A - 2C . This 
container 355 monitors the activities of other management report interface may include a threat level assessment score 
containers 355 and the security containers 350. Activities 10 for the app container and a list of threats detected in the app 
monitored may include start / stop activities , statistics , and so container . 
on . The management container 355 may also listen for 
reports and other information from the analytics container Example Machine Architecture 
360. Additionally , the management container 355 may 
receive instructions from the user interface ( UI ) container 15 FIG . 5 is a block diagram illustrating components of an 
365 regarding the configuration of rules in the security example machine able to read instructions from a machine 
containers 350 and other options . Furthermore , the manage readable medium and execute them in a processor ( or 
ment container 355 may also present the reports and other controller ) . Specifically , FIG . 5 shows a diagrammatic rep 
information collected by the security containers 350 and resentation of a machine in the example form of a computer 
analytics containers 360 to a user via the UI container 365. 20 system 500. The computer system 500 can be used to 
The container system 305 may include multiple manage- execute instructions 524 ( e.g. , program code or software ) for 
ment containers 355 to allow for redundancy and high causing the machine to perform any one or more of the 
availability . methodologies ( or processes ) described herein . In alterna 

The container system 305 , in one embodiment , also tive embodiments , the machine operates as a standalone 
includes a user interface ( UI ) container 365 to provide a user 25 device or a connected ( e.g. , networked ) device that connects 
interface to a user . The UI container 365 may interface with to other machines . In a networked deployment , the machine 
a user using a graphical user interface ( GUI ) or a command may operate in the capacity of a server machine or a client 
line interface ( CLI ) . As noted above , the UI container 365 machine in a server - client network environment , or as a peer 
communicates with the management container 355 and via machine in a peer - to - peer ( or distributed ) network environ 
the user interface the UI container 365 may indicate to the 30 ment . The computer system 500 is used to execute the 
management container 355 the various configuration options processes and functionality described in FIGS . 1-4 . 
requested by a user . The UI container 365 may also receive The machine may be a server computer , a client computer , 
information , such as various analytical reports , statistics , a personal computer ( PC ) , a tablet PC , a set - top box ( STB ) , 
and other data from the management container 355. If the a smartphone , an internet of things ( IoT ) appliance , a 
interface is a GUI , the interface may be presented using 35 network router , switch or bridge , or any machine capable of 
various GUI elements , such as drop down menus , tables , and executing instructions 524 ( sequential or otherwise ) that 
so on , and may be interfaced using interface devices such as specify actions to be taken by that machine . Further , while 
a mouse and touchscreen . The UI container 365 may also only a single machine is illustrated , the term “ machine ” shall 
present the data received from the management container also be taken to include any collection of machines that 
355 using various graphical presentation schemes , such as a 40 individually or jointly execute instructions 524 to perform 
scatterplot , table , graph , and so on . In one embodiment , the any one or more of the methodologies discussed herein . 
UI container 365 performs the functions of the report The example computer system 500 includes one or more 
generator 134 of FIG . 1 to generate the report interface 136 . processing units ( generally processor 502 ) . The processor 

502 is , for example , a central processing unit ( CPU ) , a 
Example Flows 45 graphics processing unit ( GPU ) , a digital signal processor 

( DSP ) , a controller , a state machine , one or more application 
FIG . 4 is a flow chart illustrating an exemplary method specific integrated circuits ( ASICs ) , one or more radio 

400 for intercepting the traffic of an app container , according frequency integrated circuits ( RFICs ) , or any combination of 
to one embodiment . In one embodiment , FIG . 4 attributes these . The computer system 500 also includes a main 
the steps of the method 400 to the threat level analyzer 50 memory 504. The computer system may include a storage 
container 120. However , some or all of the steps may be unit 516. The processor 502 , memory 504 and the storage 
performed by other elements ( e.g. , the analytics container unit 516 communicate via a bus 508 . 
360 ) . In addition , some embodiments may perform the steps In addition , the computer system 506 can include a static 
in parallel , perform the steps in different orders , or perform memory 506 , a display driver 510 ( e.g. , to drive a plasma 
different steps . Also , it is noted that in one example embodi- 55 display panel ( PDP ) , a liquid crystal display ( LCD ) , or a 
ment the steps and / or modules may be embodied as instruc- projector ) . The computer system 500 may also include 
tions , e.g. , instructions 524 , that may be executed by the alphanumeric input device 512 ( e.g. , a keyboard ) , a cursor 
processor 502 described with respect to FIG . 5 . control device 514 ( e.g. , a mouse , a trackball , a joystick , a 

The threat level analyzer container 120 probes 410 an app motion sensor , or other pointing instrument ) , a signal gen 
container , such as app container 104 , in a container system 60 eration device 518 ( e.g. , a speaker ) , and a network interface 
( e.g. , container system 102 ) for threats , including vulner- device 520 , which also are configured to communicate via 
abilities and non - conformance to benchmark settings . These the bus 508 . 
may include the threats in the threat database 132 . The storage unit 516 includes a machine - readable 

The threat level analyzer container 120 also probes 420 medium 522 on which is stored instructions 524 ( e.g. , 
the container service host for threats as well . This may be 65 software ) embodying any one or more of the methodologies 
performed by the host probe 126 of the threat level analyzer or functions described herein . The instructions 524 may also 
container 120 . reside , completely or at least partially , within the main 
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memory 504 or within the processor 502 (e.g., within a 
processor's cache memory) during execution thereof by the 
computer system 500, the main memory 504 and the pro-
cessor 502 also constituting machine-readable media. The 
instructions 524 may be transmitted or received over a 
network 526 via the network interface device 520. 

While machine-readable medium 522 is shown in an 
example embodiment to be a single medium, the term 
"machine-readable medium" should be taken to include a 
single medium or multiple media (e.g., a centralized or 
distributed database, or associated caches and servers) able 
to store the instructions 524. The term "machine-readable 
medium" shall also be taken to include any medium that is 
capable of storing instructions 524 for execution by the 
machine and that cause the machine to perform any one or 
more of the methodologies disclosed herein. The term 
"machine-readable medium" includes, but not be limited to, 
data repositories in the form of solid-state memories, optical 
media, and magnetic media. 
Additional Considerations 

The system as disclosed provides benefits and advantages 
that include the ability to generate a threat level assessment 
score of app containers in a container environment that is 
dynamically updated and includes within the score an 
assessment of both the app container and its underlying host. 

Throughout this specification, plural instances may imple-
ment components, operations, or structures described as a 
single instance. Although individual operations of one or 
more methods are illustrated and described as separate 
operations, one or more of the individual operations may be 
performed concurrently, and nothing requires that the opera-
tions be performed in the order illustrated. Structures and 
functionality presented as separate components in example 
configurations may be implemented as a combined structure 
or component. 

Similarly, structures and functionality presented as a 
single component may be implemented as separate compo-
nents. These and other variations, modifications, additions, 
and improvements fall within the scope of the subject matter 
herein. 

Certain embodiments are described herein as including 
logic or a number of components, modules, or mechanisms, 
for example, as illustrated in FIGS. 1-4. Modules may 
constitute either software modules (e.g., code embodied on 
a machine-readable medium) or hardware modules. A hard-
ware module is tangible unit capable of performing certain 
operations and may be configured or arranged in a certain 
manner. In example embodiments, one or more computer 
systems (e.g., a standalone, client or server computer sys-
tem) or one or more hardware modules of a computer system 
(e.g., a processor or a group of processors, e.g., 502) may be 
configured by software (e.g., an application or application 
portion) as a hardware module that operates to perform 
certain operations as described herein. 

In various embodiments, a hardware module may be 
implemented mechanically or electronically. For example, a 
hardware module may comprise dedicated circuitry or logic 
that is permanently configured (e.g., as a special-purpose 
processor, such as a field programmable gate array (FPGA) 
or an application-specific integrated circuit (ASIC)) to per-
form certain operations. A hardware module may also com-
prise programmable logic or circuitry (e.g., as encompassed 
within a general-purpose processor or other programmable 
processor) that is temporarily configured by software (e.g., 
instructions 624) to perform certain operations. It will be 
appreciated that the decision to implement a hardware 
module mechanically, in dedicated and permanently config-

24 
ured circuitry, or in temporarily configured circuitry (e.g., 
configured by software) may be driven by cost and time 
considerations. 

The various operations of example methods described 
5 herein may be performed, at least partially, by one or more 

processors, e.g., processor 502, that are temporarily config-
ured (e.g., by software) or permanently configured to per-
form the relevant operations. Whether temporarily or per-
manently configured, such processors may constitute 

10 processor-implemented modules that operate to perform one 
or more operations or functions. The modules referred to 
herein may, in some example embodiments, comprise pro-
cessor-implemented modules. 

15 The one or more processors may also operate to support 
performance of the relevant operations in a "cloud comput-
ing" environment or as a "software as a service" (SaaS). For 
example, at least some of the operations may be performed 
by a group of computers (as examples of machines including 

20 processors), these operations being accessible via a network 
(e.g., the Internet) and via one or more appropriate interfaces 
(e.g., application program interfaces (APIs).) 

The performance of certain of the operations may be 
distributed among the one or more processors, not only 

25 residing within a single machine, but deployed across a 
number of machines. In some example embodiments, the 
one or more processors 502 or processor-implemented mod-
ules may be located in a single geographic location (e.g., 
within a home environment, an office environment, or a 

30 server farm). In other example embodiments, the one or 
more processors or processor-implemented modules may be 
distributed across a number of geographic locations. 

Some portions of this specification are presented in terms 
of algorithms or symbolic representations of operations on 

35 data stored as bits or binary digital signals within a machine 
memory (e.g., a computer memory 504). These algorithms 
or symbolic representations are examples of techniques used 
by those of ordinary skill in the data processing arts to 
convey the substance of their work to others skilled in the 

40 art. As used herein, an "algorithm" is a self-consistent 
sequence of operations or similar processing leading to a 
desired result. In this context, algorithms and operations 
involve physical manipulation of physical quantities. Typi-
cally, but not necessarily, such quantities may take the form 

45 of electrical, magnetic, or optical signals capable of being 
stored, accessed, transferred, combined, compared, or oth-
erwise manipulated by a machine. It is convenient at times, 
principally for reasons of common usage, to refer to such 
signals using words such as "data," "content," "bits," "val-

50 ues," "elements," "symbols," "characters," "terms," "num-
bers," "numerals," or the like. These words, however, are 
merely convenient labels and are to be associated with 
appropriate physical quantities. 

Unless specifically stated otherwise, discussions herein 
55 using words such as "processing," "computing," "calculat-

ing," "determining," "presenting," "displaying," or the like 
may refer to actions or processes of a machine (e.g., a 
computer) that manipulates or transforms data represented 
as physical (e.g., electronic, magnetic, or optical) quantities 

60 within one or more memories (e.g., volatile memory, non-
volatile memory, or a combination thereof), registers, or 
other machine components that receive, store, transmit, or 
display information. 

As used herein any reference to "one embodiment" or "an 
65 embodiment" means that a particular element, feature, struc-

ture, or characteristic described in connection with the 
embodiment is included in at least one embodiment. The 
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memory 504 or within the processor 502 ( e.g. , within a ured circuitry , or in temporarily configured circuitry ( e.g. , 
processor's cache memory ) during execution thereof by the configured by software ) may be driven by cost and time 
computer system 500 , the main memory 504 and the pro- considerations . 
cessor 502 also constituting machine - readable media . The The various operations of example methods described 
instructions 524 may be transmitted or received over a 5 herein may be performed , at least partially , by one or more 
network 526 via the network interface device 520 . processors , e.g. , processor 502 , that are temporarily config 

While machine - readable medium 522 is shown in an ured ( e.g. , by software ) or permanently configured to per 
example embodiment to be a single medium , the term form the relevant operations . Whether temporarily or per 
" machine - readable medium ” should be taken to include a manently configured , such processors may constitute single medium or multiple media ( e.g. , a centralized or 10 processor - implemented modules that operate to perform one distributed database , or associated caches and servers ) able 
to store the instructions 524. The term " machine - readable or more operations or functions . The modules referred to 
medium ” shall also be taken to include any medium that is herein may , in some example embodiments , comprise pro 
capable of storing instructions 524 for execution by the cessor - implemented modules . 
machine and that cause the machine to perform any one or 15 The one or more processors may also operate to support 
more of the methodologies disclosed herein . The term performance of the relevant operations in a " cloud comput 
“ machine - readable medium ” includes , but not be limited to , ing ” environment or as a “ software as a service ” ( SaaS ) . For 
data repositories in the form of solid - state memories , optical example , at least some of the operations may be performed 
media , and magnetic media . by a group of computers ( as examples of machines including 
Additional Considerations 20 processors ) , these operations being accessible via a network 

The system as disclosed provides benefits and advantages ( e.g. , the Internet ) and via one or more appropriate interfaces 
that include the ability to generate a threat level assessment ( e.g. , application program interfaces ( APIS ) . ) 
score of app containers in a container environment that is The performance of certain of the operations may be 
dynamically updated and includes within the score an distributed among the one or more processors , not only 
assessment of both the app container and its underlying host . 25 residing within a single machine , but deployed across a 

Throughout this specification , plural instances may imple- number of machines . In some example embodiments , the 
ment components , operations , or structures described as a one or more processors 502 or processor - implemented mod 
single instance . Although individual operations of one or ules may be located in a single geographic location ( e.g. , 
more methods are illustrated and described as separate within a home environment , an office environment , or a 
operations , one or more of the individual operations may be 30 server farm ) . In other example embodiments , the one or 
performed concurrently , and nothing requires that the opera- more processors or processor - implemented modules may be 
tions be performed in the order illustrated . Structures and distributed across a number of geographic locations . 
functionality presented as separate components in example Some portions of this specification are presented in terms 
configurations may be implemented as a combined structure of algorithms or symbolic representations of operations on 
or component . 35 data stored as bits or binary digital signals within a machine 

Similarly , structures and functionality presented as a memory ( e.g. , a computer memory 504 ) . These algorithms 
single component may be implemented as separate compo- or symbolic representations are examples of techniques used 
nents . These and other variations , modifications , additions , by those of ordinary skill in the data processing arts to 
and improvements fall within the scope of the subject matter convey the substance of their work to others skilled in the 
herein . 40 art . As used herein , an “ algorithm ” is a self - consistent 

Certain embodiments are described herein as including sequence of operations or similar processing leading to a 
logic or a number of components , modules , or mechanisms , desired result . In this context , algorithms and operations 
for example , as illustrated in FIGS . 1-4 . Modules may involve physical manipulation of physical quantities . Typi 
constitute either software modules ( e.g. , code embodied on cally , but not necessarily , such quantities may take the form 
a machine - readable medium ) or hardware modules . A hard- 45 of electrical , magnetic , or optical signals capable of being 
ware module is tangible unit capable of performing certain stored , accessed , transferred , combined , compared , or oth 
operations and may be configured or arranged in a certain erwise manipulated by a machine . It is convenient at times , 
manner . In example embodiments , one or more computer principally for reasons of common usage , to refer to such 
systems ( e.g. , a standalone , client or server computer sys- signals using words such as “ data , " " content , ” “ bits , ” “ val 
tem ) or one or more hardware modules of a computer system 50 ues , " " elements , ” “ symbols , " " characters , ” “ terms , ” “ num 
( e.g. , a processor or a group of processors , e.g. , 502 ) may be bers , ” “ numerals , " or the like . These words , however , are 
configured by software ( e.g. , an application or application merely convenient labels and are to be associated with 
portion ) as a hardware module that operates to perform appropriate physical quantities . 
certain operations as described herein . Unless specifically stated otherwise , discussions herein 

In various embodiments , a hardware module may be 55 using words such as “ processing , " " computing , " " calculat 
implemented mechanically or electronically . For example , a ing , " " determining , " " presenting , " " displaying , " or the like 
hardware module may comprise dedicated circuitry or logic may refer to actions or processes of a machine ( e.g. , a 
that is permanently configured ( e.g. , as a special - purpose computer ) that manipulates or transforms data represented 
processor , such as a field programmable gate array ( FPGA ) as physical ( e.g. , electronic , magnetic , or optical ) quantities 
or an application - specific integrated circuit ( ASIC ) ) to per- 60 within one or more memories ( e.g. , volatile memory , non 
form certain operations . A hardware module may also com- volatile memory , or a combination thereof ) , registers , or 
prise programmable logic or circuitry ( e.g. , as encompassed other machine components that receive , store , transmit , or 
within a general - purpose processor or other programmable display information . 
processor ) that is temporarily configured by software ( e.g. , As used herein any reference to " one embodiment ” or “ an 
instructions 624 ) to perform certain operations . It will be 65 embodiment ” means that a particular element , feature , struc 
appreciated that the decision to implement a hardware ture , or characteristic described in connection with the 
module mechanically , in dedicated and permanently config- embodiment is included at least one embodiment . The 

?? 
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appearances of the phrase "in one embodiment" in various 
places in the specification are not necessarily all referring to 
the same embodiment. 

Some embodiments may be described using the expres-
sion "coupled" and "connected" along with their derivatives. 
For example, some embodiments may be described using 
the term "coupled" to indicate that two or more elements are 
in direct physical or electrical contact. The term "coupled," 
however, may also mean that two or more elements are not 
in direct contact with each other, but yet still co-operate or to 
interact with each other. The embodiments are not limited in 
this context. 

As used herein, the terms "comprises," "comprising," 
"includes," "including," "has," "having" or any other varia-
tion thereof, are intended to cover a non-exclusive inclusion. 
For example, a process, method, article, or apparatus that 
comprises a list of elements is not necessarily limited to only 
those elements but may include other elements not expressly 
listed or inherent to such process, method, article, or appa-
ratus. Further, unless expressly stated to the contrary, "or" 
refers to an inclusive or and not to an exclusive or. For 
example, a condition A or B is satisfied by any one of the 
following: A is true (or present) and B is false (or not 
present), A is false (or not present) and B is true (or present), 
and both A and B are true (or present). 

In addition, use of the "a" or "an" are employed to 
describe elements and components of the embodiments 
herein. This is done merely for convenience and to give a 
general sense of the invention. This description should be 
read to include one or at least one and the singular also 
includes the plural unless it is obvious that it is meant 
otherwise. 

Upon reading this disclosure, those of skill in the art will 
appreciate still additional alternative structural and func-
tional designs for a system and a process for generation of 
threat scores in a container environment through the dis-
closed principles herein. Thus, while particular embodi-
ments and applications have been illustrated and described, 
it is to be understood that the disclosed embodiments are not 
limited to the precise construction and components disclosed 
herein. Various modifications, changes and variations, which 
will be apparent to those skilled in the art, may be made in 
the arrangement, operation and details of the method and 
apparatus disclosed herein without departing from the spirit 
and scope defined in the appended claims. 

What is claimed is: 
1. A method in a container system, comprising: 
probing, by an threat level analyzer, for one or more 

threats within an application container in a container 
system, each threat being at least one of a vulnerability 
and a non-conformance with a benchmark setting, the 
application container including computer-readable 
instructions, and the application container initiated via 
a container service and isolated using operating system-
level virtualization; 

probing for one or more threats within a host of the 
container service; 

generating a threat level assessment score based on results 
from the probing of the one or more threats of the 
application container and the one or more threats of the 
host; 

generating a report for presentation in a user interface 
including the threat level assessment score and a list of 
threats discovered from the probing of the one or more 
threats of the application container and the host; and 

transmitting the report to a client device of a user for 
presentation in the user interface, wherein the user 
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interface is a graph view, wherein the application 
container is represented in the user interface by a 
container graphical indicator, wherein the threat level 
assessment score for the application container is indi-

5 cated by a threat score graphical indicator adjacent to 
the container graphical indicator, and wherein connec-
tions between application containers are indicated by 
arrow connection indicators. 

2. The method of claim 1, wherein generating a threat 
level assessment score further comprises: 

probing the application container to determine whether 
the application container generates requests to access a 
Wide Area Network (WAN); and 

15 increasing, in response to determining that the application 
container does generate requests to access the WAN, 
the threat level assessment score for the application 
container by a fixed value. 

3. The method of claim 2, wherein generating a threat 
20 level assessment score further comprises: 

probing a network activity of the application container; 
determining whether the network activity of the applica-

tion container indicates abnormal network behavior; 
and 

25 increasing, in response to determining that the application 
container does generate requests to access the WAN, 
the threat level assessment score for the application 
container by a fixed value. 

4. The method of claim 1, wherein probing, for the one or 
30 more threats within the application container further com-

prises: 
retrieving entries from a threat database, each entry indi-

cating a vulnerability using a Common Vulnerabilities 
and Exposures (CVE) identifier, and each entry indi-

35 cating a signature used to identify the vulnerability; 
probing one or more software sources of the application 

container; 
determining whether one of the one or more software 

sources of the application container matches to the 
40 signature corresponding to the CVE identifier of one of 

the entries of the threat database; and 
wherein generating the threat level assessment score 

further comprises: 
increasing, in response to determining that one of the 

45 one or more software sources of the application 
container matches the signature corresponding to the 
one of the entries of the threat database, the threat 
level assessment score for the application container. 

5. The method of claim 1, wherein probing, for the one or 
so more threats within the application container further com-

prises: 
retrieving entries from a threat database, each entry indi-

cating a benchmark setting using a Center for Internet 
Security (CIS) benchmark, and each entry indicating a 

55 signature used to identify a non-conformance with the 
benchmark setting; 

probing one or more software sources of the application 
container; 

determining whether one of the one or more software 
60 sources of the application container matches to the 

signature corresponding to the benchmark setting in 
one of the entries of the threat database; and 

wherein generating the threat level assessment score 
further comprises: 

65 increasing, in response to determining that one of the 
one or more software sources of the application 
container matches the signature corresponding to the 
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appearances of the phrase " in one embodiment ” in various interface is a graph view , wherein the application 
places in the specification are not necessarily all referring to container is represented in the user interface by a 
the same embodiment . container graphical indicator , wherein the threat level 

Some embodiments may be described using the expres- assessment score for the application container is indi 
sion " coupled " and " connected ” along with their derivatives . 5 cated by a threat score graphical indicator adjacent to 
For example , some embodiments may be described using the container graphical indicator , and wherein connec the term “ coupled ” to indicate that two or more elements are tions between application containers are indicated by in direct physical or electrical contact . The term " coupled , ” arrow connection indicators . however , may also mean that two or more elements are not 2. The method of claim 1 , wherein generating a threat in direct contact with each other , but yet still co - operate or 10 level assessment score further comprises : interact with each other . The embodiments are not limited in 
this context . probing the application container to determine whether 
As used herein , the terms “ comprises , " " comprising , " the application container generates requests to access a 

" includes , ” “ including , " " has , " " having ” or any other varia Wide Area Network ( WAN ) ; and 
tion thereof , are intended to cover a non - exclusive inclusion . 15 increasing , in response to determining that the application 
For example , a process , method , article , or apparatus that container does generate requests to access the WAN , 
comprises a list of elements is not necessarily limited to only the threat level assessment score for the application 
those elements but may include other elements not expressly container by a fixed value . 
listed or inherent to such process , method , article , or appa- 3. The method of claim 2 , wherein generating a threat 
ratus . Further , unless expressly stated to the contrary , “ or ” 20 level assessment score further comprises : 
refers to an inclusive or and not to an exclusive or . For probing a network activity of the application container ; 
example , a condition A or B is satisfied by any one of the determining whether the network activity of the applica 
following : A is true ( or present ) and B is false ( or not tion container indicates abnormal network behavior ; 
present ) , A is false ( or not present ) and B is true ( or present ) , and 
and both A and B are true ( or present ) . increasing , in response to determining that the application 

In addition , use of the “ a ” or “ an ” are employed to container does generate requests to access the WAN , 
describe elements and components of the embodiments the threat level assessment score for the application 
herein . This is done merely for convenience and to give a container by a fixed value . 
general sense of the invention . This description should be 4. The method of claim 1 , wherein probing , for the one or 
read to include one or at least one and the singular also 30 more threats within the application container further com 
includes the plural unless it is obvious that it is meant prises : 
otherwise . retrieving entries from a threat database , each entry indi 
Upon reading this disclosure , those of skill in the art will cating a vulnerability using a Common Vulnerabilities 

appreciate still additional alternative structural and func- and Exposures ( CVE ) identifier , and each entry indi 
tional designs for a system and a process for generation of 35 cating a signature used to identify the vulnerability ; 
threat scores in a container environment through the dis- probing one or more software sources of the application 
closed principles herein . Thus , while particular embodi- container ; 
ments and applications have been illustrated and described , determining whether one of the one or more software 
it is to be understood that the disclosed embodiments are not sources of the application container matches to the 
limited to the precise construction and components disclosed 40 signature corresponding to the CVE identifier of one of 
herein . Various modifications , changes and variations , which the entries of the threat database ; and 
will be apparent to those skilled in the art , may be made in wherein generating the threat level assessment score 
the arrangement , operation and details of the method and further comprises : 
apparatus disclosed herein without departing from the spirit increasing , in response to determining that one of the 
and scope defined in the appended claims . one or more software sources of the application 
What is claimed is : container matches the signature corresponding to the 
1. A method in a container system , comprising : one of the entries of the threat database , the threat 
probing , by an threat level analyzer , for one or more level assessment score for the application container . 

threats within an application container in a container 5. The method of claim 1 , wherein probing , for the one or 
system , each threat being at least one of a vulnerability 50 more threats within the application container further com 
and a non - conformance with a benchmark setting , the prises : 
application container including computer - readable retrieving entries from a threat database , each entry indi 
instructions , and the application container initiated via cating a benchmark setting using a Center for Internet 
a container service and isolated using operating system Security ( CIS ) benchmark , and each entry indicating a 
level virtualization ; signature used to identify a non - conformance with the 

probing for one or more threats within a host of the benchmark setting ; 
container service ; probing one or more software sources of the application 

generating a threat level assessment score based on results container ; 
from the probing of the one or more threats of the determining whether one of the one or more software 
application container and the one or more threats of the 60 sources of the application container matches to the 
host ; signature corresponding to the benchmark setting in 

generating a report for presentation in a user interface one of the entries of the threat database ; and 
including the threat level assessment score and a list of wherein generating the threat level assessment score 
threats discovered from the probing of the one or more further comprises : 
threats of the application container and the host ; and increasing , in response to determining that one of the 

transmitting the report to a client device of a user for one or more software sources of the application 
presentation in the user interface , wherein the user container matches the signature corresponding to the 
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benchmark setting in the one of the entries of the 
threat database, the threat level assessment score for 
the application container. 

6. The method of claim 1, further comprising: 
determining whether the threat level assessment score for 

the application container exceeds a threshold value; and 
suspending, in response to determining that the threat 

level assessment score for the application container 
exceeds the threshold value, the application container 
from execution. 

7. A container system comprising: 
one or more processors; 
memory storing one or more application containers, each 

application container including computer-readable 
instructions and initiated via a container service and 
isolated using operating system-level virtualization, the 
memory further storing code instructions, the code 
instructions, when executed by the one or more pro-
cessors, cause the one or more processors to: 
probe for one or more threats within an application 

container in the container system, each threat being 
at least one of a vulnerability and a non-conformance 
with a benchmark setting, the application container 
including computer-readable instructions, and the 
application container initiated via a container service 
and isolated using operating system-level virtualiza-
tion; 

probe for one or more threats within a host of the 
container service; 

generate a threat level assessment score based on 
results from the probing of the one or more threats of 
the application container and the one or more threats 
of the host; 

generate a report for presentation in a user interface 
including the threat level assessment score and a list 
of threats discovered from the probe of the one or 
more threats of the application container and the 
host; and 

transmit the report to a client device of a user for 
presentation in the user interface, wherein the user 
interface is a graph view, wherein the application 
container is represented in the user interface by a 
container graphical indicator, wherein the threat 
level assessment score for the application container 
is indicated by a threat score graphical indicator 
adjacent to the container graphical indicator, and 
wherein connections between application containers 
are indicated by arrow connection indicators. 

8. The system of claim 7, wherein the threat level analyzer 
further operates to: 

probe the application container to determine whether the 
application container generates requests to access a 
Wide Area Network (WAN); and 

increase, in response to determining that the application 
container does generate requests to access the WAN, 
the threat level assessment score for the application 
container by a fixed value. 

9. The system of claim 8, wherein the threat level analyzer 
further operates to: 

probe a network activity of the application container; 
determine whether the network activity of the application 

container indicates abnormal network behavior; and 
increase, in response to determining that the application 

container does generate requests to access the WAN, 
the threat level assessment score for the application 
container by a fixed value. 
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10. The system of claim 7, wherein the threat level 

analyzer further operates to: 
retrieve entries from a threat database, each entry indi-

cating a vulnerability using a Common Vulnerabilities 
5 and Exposures (CVE) identifier, and each entry indi-

cating a signature used to identify the vulnerability; 
probe one or more software sources of the application 

container; 
determine whether one of the one or more software 

10 sources of the application container matches to the 
signature corresponding to the CVE identifier of one of 
the entries of the threat database; and 

increase, in response to the determination that one of the 
one or more software sources of the application con-

15 tainer matches the signature corresponding to the one 
of the entries of the threat database, the threat level 
assessment score for the application container. 

11. The system of claim 7, wherein the threat level 
analyzer further operates to: 

20 retrieve entries from a threat database, each entry indi-
cating a benchmark setting using a Center for Internet 
Security (CIS) benchmark, and each entry indicating a 
signature used to identify a non-conformance with the 
benchmark setting; 

25 probe one or more software sources of the application 
container; 

determine whether one of the one or more software 
sources of the application container matches to the 
signature corresponding to the benchmark setting in 

30 one of the entries of the threat database; and 
increase, in response to the determination that one of the 

one or more software sources of the application con-
tainer matches the signature corresponding to the 
benchmark setting in the one of the entries of the threat 

35 database, the threat level assessment score for the 
application container. 

12. The system of claim 7, wherein the threat level 
analyzer further operates to: 

determine whether the threat level assessment score for 
40 the application container exceeds a threshold value; and 

suspend, in response to determining that the threat level 
assessment score for the application container exceeds 
the threshold value, the application container from 
execution. 

45 13. A non-transitory computer storage readable medium 
configured to store instructions, the instructions that when 
executed by a processor, cause the processor to: 

probe for one or more threats within an application 
container in a container system, each threat being at 

50 least one of a vulnerability and a non-conformance with 
a benchmark setting, the application container includ-
ing computer-readable instructions, and the application 
container initiated via a container service and isolated 
using operating system-level virtualization; 

55 probe for one or more threats within a host of the 
container service; 

generate a threat level assessment score based on results 
from the probing of the one or more threats of the 
application container and the one or more threats of the 

60 host; 
generate a report for presentation in a user interface 

including the threat level assessment score and a list of 
threats discovered from the probe of the one or more 
threats of the application container and the host; and 

65 transmit the report to a client device of a user for 
presentation in the user interface, wherein the user 
interface is a graph view, wherein the application 
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benchmark setting in the one of the entries of the 10. The system of claim 7 , wherein the threat level 
threat database , the threat level assessment score for analyzer further operates to : 
the application container . retrieve entries from a threat database , each entry indi 

6. The method of claim 1 , further comprising : cating a vulnerability using a Common Vulnerabilities 
determining whether the threat level assessment score for 5 and Exposures ( CVE ) identifier , and each entry indi 

the application container exceeds a threshold value ; and cating a signature used to identify the vulnerability ; 
suspending , in response to determining that the threat probe one or more software sources of the application 

level assessment score for the application container container ; 
exceeds the threshold value , the application container determine whether one of the one or more software 
from execution . sources of the application container matches to the 

7. A container system comprising : signature corresponding to the CVE identifier of one of 
the entries of the threat database ; and one or more processors ; increase , in response to the determination that one of the memory storing one or more application containers , each one or more software sources of the application con application container including computer - readable tainer matches the signature corresponding to the one 

instructions and initiated via a container service and of the entries of the threat database , the threat level isolated using operating system - level virtualization , the assessment score for the application container . 
memory further storing code instructions , the code 11. The system of claim 7 , wherein the threat level 
instructions , when executed by the one or more pro- analyzer further operates to : 
cessors , cause the one or more processors to : retrieve entries from a threat database , each entry indi 
probe for one or more threats within an application cating a benchmark setting using a Center for Internet 

container in the container system , each threat being Security ( CIS ) benchmark , and each entry indicating a 
at least one of a vulnerability and a non - conformance signature used to identify a non - conformance with the 
with a benchmark setting , the application container benchmark setting ; 
including computer - readable instructions , and the 25 probe one or more software sources of the application 
application container initiated via a container service container ; 
and isolated using operating system - level virtualiza- determine whether one of the one or more software 
tion ; sources of the application container matches to the 

probe for one or more threats within a host of the signature corresponding to the benchmark setting in 
container service ; one of the entries of the threat database ; and 

generate a threat level assessment score based on increase , in response to the determination that one of the 
results from the probing of the one or more threats of one or more software sources of the application con 
the application container and the one or more threats tainer matches the signature corresponding to the 
of the host ; benchmark setting in the one of the entries of the threat 

generate a report for presentation in a user interface 35 database , the threat level assessment score for the 
including the threat level assessment score and a list application container . 
of threats discovered from the probe of the one or 12. The system of claim 7 , wherein the threat level 
more threats of the application container and the analyzer further operates to : 
host ; and determine whether the threat level assessment score for 

transmit the report to a client device of a user for 40 the application container exceeds a threshold value ; and 
presentation in the user interface , wherein the user suspend , in response to determining that the threat level 
interface is a graph view , wherein the application assessment score for the application container exceeds 
container is represented in the user interface by a the threshold value , the application container from 
container graphical indicator , wherein the threat execution . 
level assessment score for the application container 45 13. A non - transitory computer storage readable medium 
is indicated by a threat score graphical indicator configured to store instructions , the instructions that when 
adjacent to the container graphical indicator , and executed by a processor , cause the processor to : 
wherein connections between application containers probe for one or more threats within an application 
are indicated by arrow connection indicators . container in a container system , each threat being at 

8. The system of claim 7 , wherein the threat level analyzer 50 least one of a vulnerability and a non - conformance with 
further operates to : a benchmark setting , the application container includ 

probe the application container to determine whether the ing computer - readable instructions , and the application 
application container generates requests to access a container initiated via a container service and isolated 
Wide Area Network ( WAN ) ; and using operating system - level virtualization ; 

increase , in response to determining that the application 55 probe for one or more threats within a host of the 
container does generate requests to access the WAN , container service ; 
the threat level assessment score for the application generate a threat level assessment score based on results 
container by a fixed value . from the probing of the one or more threats of the 

9. The system of claim 8 , wherein the threat level analyzer application container and the one or more threats of the 
further operates to : host ; 

probe a network activity of the application container ; generate a report for presentation in a user interface 
determine whether the network activity of the application including the threat level assessment score and a list of 

container indicates abnormal network behavior ; and threats discovered from the probe of the one or more 
increase , in response to determining that the application threats of the application container and the host ; and 

container does generate requests to access the WAN , 65 transmit the report to a client device of a user for 
the threat level assessment score for the application presentation in the user interface , wherein the user 
container by a fixed value . interface is a graph view , wherein the application 
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container is represented in the user interface by a 
container graphical indicator, wherein the threat level 
assessment score for the application container is indi-
cated by a threat score graphical indicator adjacent to 
the container graphical indicator, and wherein connec-
tions between application containers are indicated by 
arrow connection indicators. 

14. The non-transitory computer readable storage medium 
of claim 13, comprising further instructions that when 
executed by the processor cause the processor to: 

probe the application container to determine whether the 
application container generates requests to access a 
Wide Area Network (WAN); and 

increase, in response to determining that the application 
container does generate requests to access the WAN, 
the threat level assessment score for the application 
container by a fixed value. 

15. The non-transitory computer readable storage medium 
of claim 14, comprising further instructions that when 
executed by the processor cause the processor to: 

probe a network activity of the application container; 
determine whether the network activity of the application 

container indicates abnormal network behavior; and 
increase, in response to determining that the application 

container does generate requests to access the WAN, 
the threat level assessment score for the application 
container by a fixed value. 

16. The non-transitory computer readable storage medium 
of claim 13, comprising further instructions that when 
executed by the processor cause the processor to: 

retrieve entries from a threat database, each entry indi-
cating a vulnerability using a Common Vulnerabilities 
and Exposures (CVE) identifier, and each entry indi-
cating a signature used to identify the vulnerability; 

probe one or more software sources of the application 
container; 

determine whether one of the one or more software 
sources of the application container matches to the 

30 
signature corresponding to the CVE identifier of one of 
the entries of the threat database; and 

increase, in response to the determination that one of the 
one or more software sources of the application con-

5 tainer matches the signature corresponding to the one 
of the entries of the threat database, the threat level 
assessment score for the application container. 

17. The non-transitory computer readable storage medium 
of claim 13, comprising further instructions that when 

10 executed by the processor cause the processor to: 
retrieve entries from a threat database, each entry indi-

cating a benchmark setting using a Center for Internet 
Security (CIS) benchmark, and each entry indicating a 

15 
signature used to identify a non-conformance with the 
benchmark setting; 

probe one or more software sources of the application 
container; 

determine whether one of the one or more software 

20 
sources of the application container matches to the 
signature corresponding to the benchmark setting in 
one of the entries of the threat database; and 

increase, in response to the determination that one of the 
one or more software sources of the application con-

25 tainer matches the signature corresponding to the 
benchmark setting in the one of the entries of the threat 
database, the threat level assessment score for the 
application container. 

18. The non-transitory computer readable storage medium 

30 
of claim 13, comprising further instructions that when 
executed by the processor cause the processor to: 

determine whether the threat level assessment score for 
the application container exceeds a threshold value; and 

suspend, in response to determining that the threat level 

35 
assessment score for the application container exceeds 
the threshold value, the application container from 
execution. 

* * * * * 
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container is represented in the user interface by a signature corresponding to the CVE identifier of one of 
container graphical indicator , wherein the threat level the entries of the threat database ; and 
assessment score for the application container is indi increase , in response to the determination that one of the 
cated by a threat score graphical indicator adjacent to one or more software sources of the application con 
the container graphical indicator , and wherein connec- tainer matches the signature corresponding to the one 
tions between application containers are indicated by of the entries of the threat database , the threat level 
arrow connection indicators . assessment score for the application container . 14. The non - transitory computer readable storage medium 17. The non - transitory computer readable storage medium of claim 13 , comprising further instructions that when of claim 13 , comprising further instructions that when executed by the processor cause the processor to : executed by the processor cause the processor to : probe the application container to determine whether the retrieve entries from a threat database , each entry indi application container generates requests to access a 
Wide Area Network ( WAN ) ; and cating a benchmark setting using a Center for Internet 

increase , in response to determining that the application Security ( CIS ) benchmark , and each entry indicating a 
container does generate requests to access the WAN , 15 signature used to identify a non - conformance with the 
the threat level assessment score for the application benchmark setting ; 
container by a fixed value . probe one or more software sources of the application 

container ; 15. The non - transitory computer readable storage medium determine whether one of the one or more software of claim 14 , comprising further instructions that when 
executed by the processor cause the processor to : sources of the application container matches to the 

probe a network activity of the application container ; signature corresponding to the benchmark setting in 
determine whether the network activity of the application one of the entries of the threat database ; and 

container indicates abnormal network behavior ; and increase , in response to the determination that one of the 
increase , in response to determining that the application one or more software sources of the application con 

tainer matches the signature corresponding to the container does generate requests to access the WAN , 25 
the threat level assessment score for the application benchmark setting in the one of the entries of the threat 
container by a fixed value . database , the threat level assessment score for the 

16. The non - transitory computer readable storage medium application container . 
of claim 13 , comprising further instructions that when 18. The non - transitory computer readable storage medium 
executed by the processor cause the processor to : of claim 13 , comprising further instructions that when 

retrieve entries from a threat database , each entry indi executed by the processor cause the processor to : 
determine whether the threat level assessment score for cating a vulnerability using a Common Vulnerabilities 

and Exposures ( CVE ) fier , and each entry indi the application container exceeds a threshold value ; and 
cating a signature used to identify the vulnerability ; suspend , in response to determining that the threat level 

probe one or more software sources of the application 35 assessment score for the application container exceeds 
container ; the threshold value , the application container from 

execution . determine whether one of the one or more software 
sources of the application container matches to the 
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