Virtual Disk Programming Guide

vSphere Storage APIs for Data Protection (VADP) 6.0
Virtual Disk Development Kit (VDDK) 6.0

This document supports the version of each product listed and
supports all subsequent versions until the documentis replaced
by a new edition. To check for more recent editions of this
document, see http://www.vmware.com/support/pubs.

EN-001430-04

vmware

WIZ, Inc. EXHIBIT - 1019
WIZ, Inc. v. Orca Security LTD.



Virtual Disk Programming Guide

You can find the most up-to-date technical documentation on the VMware Web site at:
http://www.vmware.com/support/

The VMware Web site also provides the latest product updates.

If you have comments about this documentation, submit your feedback to:

docfeedback@vmware.com

Copyright © 2008-2016 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one or more patents listed at
http://www.vmware.com/go/patents.

VMware is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. All other marks
and names mentioned herein may be trademarks of their respective companies.

VMware, Inc.

3401 Hillview Ave.
Palo Alto, CA 94304
www.vmware.com

2 VMware, Inc.



Contents

About This Book 9

1 Introduction to the Virtual Disk API 11
About the Virtual Disk API 11
VDDK Components 11
Virtual Disk Library 12
Disk Mount Library 12
Virtual Disk Utilities 12
Backup and Restore on vSphere 12
Backup Design for vCloud Director 12
Use Cases for the Virtual Disk Library 12
Developing for VMware Platform Products 12
Managed Disk and Hosted Disk 13
Advanced Transports 14
VDDK and VADP Compared 14
Platform Product Compatibility 14
Redistributing VDDK Components 14

2 Installing the Development Kit 15
Prerequisites 15
Development Systems 15
Programming Environments 15
Visual Studio on Windows 15
C++and Con Linux 15
Java Development for VADP 15
VMware Platform Products 15
Storage Device Support 16
Installing the VDDK Package 16
Repackaging VDDK Libraries 17
How to Find VADP Components 17

3 Virtual Disk Interfaces 19

VMDK File Location 19

Virtual Disk Types 19
Persistence Disk Modes 20
VMDK File Naming 20
Thin Provisioned Disk 21
Internationalization and Localization 21
Virtual Disk Internal Format 21
Grain Directories and Grain Tables 21

Data Structures in Virtual Disk API 21
Credentials and Privileges for VMDK Access 22
Adapter Types 23

Virtual Disk Transport Methods 23
Local File Access 23
SAN Transport 23
HotAdd Transport 24

VMware, Inc.



Virtual Disk Programming Guide

About the HotAdd Proxy 25
NBD and NBDSSL Transport 25

NFC Session Limits 26

SSL Certificates and Security 26

4 Virtual Disk API Functions 27
Virtual Disk Library Functions 27
Alphabetic Table of Functions 28
Start Up 28
Initialize the Library 29
Connect to a Workstation or Server 29
VMX Specification 29
Disk Operations 30
Create a New Hosted Disk 30
Open a Local or Remote Disk 30
Read Sectors From a Disk 30
Write Sectors To a Disk 30
Close a Local or Remote Disk 30
Get Information About a Disk 31
Free Memory from Get Information 31
Metadata Handling 31
Read Metadata Key from Disk 31
Get Metadata Table from Disk 31
Write Metadata Table to Disk 31
Check and Repair Sparse Disk Metadata 31
Cloning a Virtual Disk 31
Compute Space Needed for Clone 31
Clone a Disk by Copying Data 32
Disk Chaining and Redo Logs 32
Create Child from Parent Disk 32
Attach Child to Parent Disk 33
Opening in a Chain 33
Redo Logs and Linked Clone Backup 34
Error Handling 34
Return Error Description Text 34
Free Error Description Text 34
Administrative Disk Operations 34
Rename an Existing Disk 34
Grow an Existing Local Disk 34
Defragment an Existing Disk 35
Shrink an Existing Local Disk 35
Unlink Extents to Remove Disk 35
Shut Down 35
Disconnect from Server 35
Clean Up and Exit 35
Advanced Transport APIs 35
Initialize Virtual Disk API 36
Location of Log Files 37
List Available Transport Methods 38
Connect to VMware vSphere 38
Get Selected Transport Method 38
Prepare For Access and End Access 39
SAN Mode on Linux Uses Direct Mode 39
Clean Up After Disconnect 39
Updating Applications for Advanced Transport 40

4 VMware, Inc.



Algorithm for vSphere Backup 40

Backup and Recovery Example 40
Multithreading Considerations 42

Multiple Threads and VixDiskLib 42
Capabilities of Library Calls 42

Support for Managed Disk 42

Support for Hosted Disk 42

5 Virtual Disk API Sample Code 43

Compiling the Sample Program 43
Visual C++ on Windows 43
SLN and VCPROJ Files 43
C++ on Linux Systems 44
Makefile 44
Library Files Required 44
Usage Message 44
Walk-Through of Sample Program 45
Include Files 45
Definitions and Structures 45
Dynamic Loading 46
Wrapper Classes 46
Command Functions 46
Dolnfo() 46
DoCreate() 47
DoRedo() 47
Write by DoFill() 47
DoReadMetadata() 47
DoWriteMetadata() 47
DoDumpMetadata() 47
DoDump() 48
DoTestMultiThread() 48
DoClone() 48
SSL Certificate Thumbprint 48

6 Practical Programming Tasks 49

VMware, Inc.

Scan VMDK for Virus Signatures 49
Creating Virtual Disks 50
Creating Local Disk 50
Creating Remote Disk 51
Special Consideration for ESXi Hosts 51
VMDK File Versions 51
Working with Virtual Disk Data 52
Reading and Writing Local Disk 52
Reading and Writing Remote Disk 52
Deleting a Disk (Unlink) 52
Effects of Deleting a Virtual Disk 52
Renaming a Disk 52
Effects of Renaming a Virtual Disk 53
Managing Child Disks 53
Creating Redo Logs 53
Virtual Disk in Snapshots 53
Windows 2000 Read-Only File System 53
RDM Disks and Virtual BIOS 54
Restoring RDM Disks 54

Contents



Virtual Disk Programming Guide

Restoring the Virtual BIOS or UEFI 54
Interfacing With VMware vSphere 55

The VIX API 55

Virus Scan all Hosted Disk 55

The vSphere Web Services API 55

Virus Scan All Managed Disk 56

Read and Write VMDK Using vSphere API 56

7 Backing Up Virtual Disks in vSphere 57
Design and Implementation Overview 57
The Backup Process 57
Communicating With the Server 58
Information Containers as Managed Objects 58
More About Managed Objects 58
Managed Object References 59
Unique ID for a Different vCenter 59
Gathering Status and Configuration Information 59
PropertyCollector Data 59
Useful Property Information 60
Doing a Backup Operation 60
Prerequisites for Backup 60
Create a Temporary Snapshot on the Target Virtual Machine 60
Changed Block Tracking 61
Extract Backup Data from the Target Virtual Machine 61
Delete the Temporary Snapshot 61
The Restore Process 61
Doing a Restore Operation 62
Prerequisites for Restore 62
Restoring an Existing Virtual Machine to a Previous State 62
Creating a New Virtual Machine 63
Accessing Files on Virtual Disks 63
More VADP Details 64
Low Level Backup Procedures 64
Communicating with the Server 64
The PropertyCollector 64
PropertyCollector Arguments 64
Getting the Data from the PropertyCollector 67
Identifying Virtual Disks for Backup and Restore 68
Creating a Snapshot 69
Backing Up a Virtual Disk 69
Deleting a Snapshot 70
Changed Block Tracking on Virtual Disks 70
Enabling Changed Block Tracking 71
Gathering Changed Block Information 71
Troubleshooting 73
Limitations on Changed Block Tracking 73
Checking for Namespace 73
Low Level Restore Procedures 73
Restoring a Virtual Machine and Disk 73
Creating a Virtual Machine 74
Using the VirtualMachineConfigInfo 80
Editing or Deleting a Device 80
Restoring Virtual Disk Data 80
Raw Device Mapping (RDM) Disks 80

6 VMware, Inc.



Contents

Restore of Incremental Backup Data 81
Restore Fails with Direct Connection to ESXi Host 81
Tips and Best Practices 81
Best Practices for SAN Transport 82
Best Practices for HotAdd Transport 82
Best Practices for NBDSSL Transport 83
General Backup and Restore 83
Backup and Restore of Thin-Provisioned Disk 83
Virtual Machine Configuration 83
About Changed Block Tracking 84
HotAdd and SCSI Controller IDs 84
Windows Backup Implementations 84
Disabling Automount in Windows Proxy 84
Security and Remote Desktop 85
Working with Microsoft Shadow Copy 85
Application-Consistent Backup and Restore 86
The VMware VSS Implementation 87
Linux Backup Implementation 87

8 Backing Up vApps in vCloud Director 89
Introduction to Tenant vApps 89
Prerequisites 90
Other Information 90
Conceptual Overview 90
The Backup Process 91
The Restore Process 91
Use Cases Overview 92
Managing Credentials 92
Finding a vApp 93
Inventory Traversal 93
Using the Query Service 93
Protecting Specified vApps 93
Recovering an Older Version of a vApp 93
Recovering a Deleted vApp 93
Recovering a Single Virtual Machine 93
Backing Up vCloud Director 93
vCloud API Operations 94
Getting Access to vCloud Director 94
Inventory Access 94
Admin Views 95
Admin Extensions 95
Retrieving Catalog information 98
Retrieving vApp Configuration 99
Methods To Retrieve vApp Configuration 99
Virtual Machine Information 100
Preventing Updates to a vApp During Backup or Restore 100
Associating vCloud Resources with vSphere Entities 101
Restoring vApps 103
Conclusion 104

A Virtual Disk Mount API 105
The VixMntapi Library 105
Types and Structures 105
Operating System Information 105
Disk Volume Information 106

VMware, Inc. 7



Virtual Disk Programming Guide

Function Calls 106
VixMntapi_Init() 106
VixMntapi_Exit() 106
VixMntapi_OpenDiskSet() 107
VixMntapi_OpenDisks() 107
VixMntapi_GetDiskSetInfo() 107
VixMntapi_FreeDiskSetInfo() 108
VixMntapi_CloseDiskSet() 108
VixMntapi_GetVolumeHandles() 108
VixMntapi_FreeVolumeHandles() 108
VixMntapi_GetOsInfo() 108
VixMntapi_FreeOsInfo() 109
VixMntapi_MountVolume() 109
VixMntapi_DismountVolume() 109
VixMntapi_GetVolumelnfo() 109
VixMntapi_FreeVolumelnfo() 109
Programming with VixMntapi 110
File System Support 110
Read-Only Mount on Linux 110
Sample VixMntapi Code 111
Restrictions on Virtual Disk Mount 111

B Errors Codes and Open Source 113
Recent Changes 113
Finding Error Code Documentation 113
Association With VIX API Errors 113
Interpreting Errors Codes 113
Troubleshooting Dynamic Libraries 114
Open Source Components 114

Glossary 115

Index 117

8 VMware, Inc.



About This Book

The VMware® Virtual Disk Programming Guide introduces the Virtual Disk Development Kit (VDDK) and the
vSphere Storage APIs — Data Protection (VADP). For VDDK it describes how to develop software using a
virtual disk library that provides a set of system-call style interfaces for managing virtual disks on ESXi hosts.
For VADP it describes how to write backup and restore software managed by vCenter Server® for vSphere.

To view this version or previous versions of this book and other public VMware API and SDK documentation,
go to http://www.vmware.com/support/pubs/sdk_pubs.html.

Revision History
Table 1 summarizes the significant changes in each version of this guide.

Table 1. Revision History
Revision Description

2016-03-25 Removed statement that disks not associated with a virtual machine can be mounted.

2016-02-02 Fallback to NBD, SCSI order for disk mount, no linked clone SAN restore, EUC non-support.

2015-07-13 Clarified connection port and RAID support, more whitelist details, added Linux freeze and thaw.

2015-05-05 Documented whitelist and blacklist for device path selection, corrected install procedures.

2014-12-26 Revision for VDDK 6.0. Virtual volumes support. SSL certificate checking now mandatory.

2014-04-08 VDDK 5.5.1 supports GPT. Snapshot quiesce and memory are incompatible. Describe VMDK version 3.

2013-11-08 Fixed several errors involving roles and licensing, physical or virtual proxy, and log level.

2013-10-14 Corrections regarding 32-bit Windows and PackageCode. Removed Reparent and Combine APIs.

2013-09-22 Final version for the vSphere 5.5 release, with new chapter on vApp backup for vCloud Director.

2012-12-21 Bug fix version of the vSphere 5.1 manual: numeric change ID policy, mount restrictions.

2012-10-05 Final version of this manual for the vSphere 5.1 release.

2011-11-18 Bug fix version for 4Q 2011 refresh of the VMware vSphere Documentation Center.

2011-08-22 Final version for the VDDK 5.0 release, subsuming Designing Backup Solutions technical note.

2010-10-12 Bug fix revision for the VDDK 1.2.1 release

2010-08-05 Version for vSphere 4.1 and the VDDK 1.2 public release.

2009-05-29 Final version for the VDDK 1.1 public release.

2008-04-11 Updated version for release 1.0 of the Virtual Disk Development Kit.

2008-01-31 Initial version of the Virtual Disk Development Kit for partner release.
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Intended Audience

This guide is intended for developers who are creating applications that manage virtual storage, especially
backup and restore applications. It assumes knowledge of C and C++ programming. For VADP development,
this guide assumes knowledge of Java.

Supported Platform Products

You can develop VDDK programs using either Linux or Windows, and test them using VMware Workstation
or ESXi and vSphere. To develop and test VADP programs, you need a vCenter Server and ESXi hosts,
preferably with shared cluster storage.

Document Feedback

VMware welcomes your suggestions for improving our developer documentation. Send your feedback to
docfeedback@vmware.com.

VMware Technical Publications

VMware Technical Publications provides a glossary of terms that might be unfamiliar to you. For definitions
of terms as they are used in VMware technical documentation go to http://www.vmware.com/support/pubs.

To access the current versions of VMware manuals, go to http://pubs.vmware.com/vsphere-50/index.jsp.
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Introduction to the Virtual Disk API

This chapter presents the following topics:

B “About the Virtual Disk API” on page 11

m  “VDDK Components” on page 11

B “Use Cases for the Virtual Disk Library” on page 12

B “Developing for VMware Platform Products” on page 12

The virtual disk development kit (VDDK) is an SDK to help developers create applications that access storage
on virtual machines. The VDDK package is based on the virtual disk API, introduced in this chapter.

The VMware Storage APIs — Data Protection (VADP) use the virtual disk API and a subset of vSphere APIs to
take snapshots of virtual machines running on ESXi, enabling full or incremental backup and restore. VADP
replaces VMware Consolidated Backup (VCB).

About the Virtual Disk API

The virtual disk API, or VixDiskLib, is a set of function calls to manipulate virtual disk files in VMDK format
(virtual machine disk). Function call semantics are patterned after C system calls for file I/O. Using the virtual
disk API, you can write programs to manage VMDK files directly from your software applications.

These library functions can manipulate virtual disks on VMware Workstation or similar products (hosted disk)
or virtual disks residing on file system volumes of an ESXi host managed by vCenter Server (managed disk).
Hosted is a term meaning that the virtualization platform and disk are hosted by a guest operating system
such as Windows or Linux.

The VDDK package installs on either Windows or Linux, so you can write VDDK and VADP applications
using either system. Applications can manipulate the virtual disks of any operating system that runs on a
supported VMware platform product. You may repackage VDDK binaries into your software application after
signing a redistribution agreement. See the VDDK Release Notes for a list of supported platform products and
development systems.

The VDDK and VADP enable you to develop applications that work effectively across multiple virtual disks
from a central location.

VDDK Components

The virtual disk development kit includes the following components:

B The virtual disk library, a set of C function calls to manipulate VMDK files

B The disk mount library, a set of C function calls to remote mount VMDK file systems
B C++ code samples that can be compiled with Visual Studio or the GNU C compiler

B PDF manuals and online HTML reference

VMware, Inc. 1"



Virtual Disk Programming Guide

Virtual Disk Library

VixDiskLib is a standalone wrapper library to help you develop solutions that integrate into VMware platform
products. The virtual disk library has the following capabilities:

m [t allows programs to create, convert, expand, defragment, shrink, and rename virtual disk files.
B [t can create redo logs (parent-child disk chaining, or deltas) and it can delete VMDK files.

B [t permits random read/write access to data anywhere in a VMDK file, and reads metadata.

B [t can connect to remote vSphere storage using advanced transports, SAN or HotAdd.

For Windows, the virtual disk kernel-mode driver should be 64-bit. User libraries could be 32-bit because
Windows On Windows 64 can run 32-bit programs without alteration. VMware provides only 64-bit libraries.

Disk Mount Library

The virtual disk mount library, vixMntapi, allows programmatic access of virtual disks as if they were
mounted disk partitions. For more information see Appendix A, “Virtual Disk Mount API,” on page 105. The
vixMntapi library is packaged in the VDDK with vixDiskLib.

Virtual Disk Utilities

The Virtual Disk Development Kit used to include two command-line utilities for managing virtual disk files:
disk mount and virtual disk manager. They were last delivered in the VDDK 5.0 release. For more information
see the old Disk Mount and Virtual Disk Manager User’s Guide, still available on the Web.

Backup and Restore on vSphere

The VMware Storage APIs — Data Protection (VADP) is a collection of APIs that are useful for developing or
extending backup software so it can protect virtual machines running on ESXi hosts in VMware based
datacenters. For more information see Chapter 7, “Backing Up Virtual Disks in vSphere,” on page 57.

Backup Design for vCloud Director

With VMware vCloud®, the self-service capabilities of vCloud Director provide three levels of data protection.
Backup providers can offer vApp protection at the system level, the tenant level, or the end-user level. For
information about vCloud data protection, see the technical note Backup Design for vCloud Tenant vApps.

Use Cases for the Virtual Disk Library

The library provides access to virtual disks, enabling a range of use cases for application vendors including;:
B Back up a particular volume, or all volumes, associated with a virtual machine.

B Connect a backup proxy to vSphere and back up all virtual machines on a storage cluster.

B Read virtual disk and run off-line anti-virus scanning, or package analysis, of virtual machines.

B Write to virtual disk to perform off-line centralized patching of virtual machines.

B Manipulate virtual disks to defragment, expand, convert, rename, or shrink the file system image.

B Perform data recovery or virus cleaning on corrupt or infected off-line virtual machines.

Developing for VMware Platform Products

In a VMware based data center, commercial backup software is likely to access virtual disks remotely, perhaps
from a backup proxy. The proxy can be a virtual machine or a physical machine with backup-restore software
installed and access to alternate storage such as a tape autochanger or equivalent.

12 VMware, Inc.



Chapter 1 Introduction to the Virtual Disk API

At a given point in time, during the backup window, backup software:

1  Snapshots virtual machines in a cluster, one by one, or in parallel. Virtual machines run off the snapshot.
2 Copies the quiesced base disk, or (for incremental backup) only changed blocks, to backup media.

3 Records the configuration of virtual machines.

4  Reverts and deletes snapshots, so virtual machines retain any changes made during the backup window.

In the above procedure, the virtual disk library is used in the second step only. The other steps use a portion
of the vSphere API (called VADP) to snapshot and save configuration of virtual machines. The virtual disk in
a cluster is “managed” by vSphere.

Managed Disk and Hosted Disk

Analogous to a hard disk drive, virtual disk files represent the storage volumes of a virtual machine. Each is
named with . vmdk suffix. On a system running VMware Workstation, file systems of each guest OS are kept
in VMDK files hosted on the system’s physical disk. VMDK files can be accessed directly on the host.

With the virtual machine file system (VMFS) on ESXi hosts, VMDK files again represent storage volumes of
virtual machines. They are on VMFS, which often resides on shared storage in a cluster. The vCenter Server
manages the cluster storage so it can migrate (vMotion) virtual machines from one ESXi host to another
without moving VMDK files. VMFS storage is therefore called managed disk.

VMES disk can reside on a storage area network (SAN) attached to ESXi hosts by Fibre Channel, iSCSI, or SAS
connectors. It can also reside on network attached storage (NAS), or on directly attached disk.

Figure 1-1 depicts the arrangement of managed disk (in this case VMDK on a SAN-hosted VMFS file system)
and hosted disk (VMDK files on physical disk).

Figure 1-1. Managed Disk and Hosted Disk

cluster

VMFS1 (LUN1)

Workstation

The VDDK supports both managed disk and hosted disk, although some functions are not supported for
managed disk, and other facilities are not supported for hosted disk. Exceptions are noted in documentation.

VMware, Inc. 13
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Advanced Transports

With managed disk, VDDK applications can make use of advanced transports to perform many I/O operations
directly on the SAN, rather than over the LAN. This improves performance and saves network bandwidth.

VDDK and VADP Compared

The Virtual Disk Development Kit (VDDK) includes a set of C library routines for manipulating virtual disk
(VixDiskLib) and for mounting virtual disk partitions (VixMntapi). The VDDK focuses on efficient access and
transfer of data on virtual disk storage.

The vSphere Storage APIs for Data Protection (VADP) is a marketing term for a subset of the vSphere API
that enables backup and restore applications. The snapshot-based VADP framework allows efficient, off-host,
centralized backup of virtual machine storage. After taking a snapshot to quiesce virtual disk, software can
then back up storage using VDDK library routines.

The vSphere APl is an XML-based Web service that provides the interfaces for vCenter Server management of
virtual machines running on ESXi hosts.

Developers need both VDDK and VADP to write data protection software. VADP is presented in Chapter 7,
“Backing Up Virtual Disks in vSphere,” on page 57.

Platform Product Compatibility

To support a new release of vSphere, in most cases you should update and recompile your software with a
corresponding new release of VDDK. This is because VDDK is continually updated to support new features
in vSphere. As of 5.0, the version number of VDDK matches the version number of vSphere.

Since its inception in 2008, VDDK has been backward compatible with virtual platform products such as
VMware Workstation, ESXi, and vCenter Server. VMware Fusion was never supported.

Redistributing VDDK Components

After you use the VDDK to develop software applications that run on VMware platform products, you might
need to repackage library components that are compiled into your software.

To qualify for VDDK redistribution, you must be in the VMware TAP program at Select level or above, and
sign a redistribution agreement. Contact your VMware alliance manager to request the VDDK redistribution
agreement. VMware would like to know how you use the VDDXK, in what products you plan to redistribute it,
your company name, and your contact information.

VMware, Inc.
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VMware offers many options for virtual disk layout, encapsulated in library data structures described here.

“VMDK File Location” on page 19
“Virtual Disk Types” on page 19
“Data Structures in Virtual Disk API” on page 21

“Virtual Disk Transport Methods” on page 23

VMDK File Location

On ESXi hosts, virtual machine disk (VMDK) files are usually located under one of the /vmfs/volumes,
perhaps on shared storage. Storage volumes are visible from the vSphere Client, in the inventory for hosts and
clusters. Typical names are datastorel and datastore2. To see a VMDK file, click Summary > Resources >
Datastore, right-click Browse Datastore, and select a virtual machine.

On Workstation, VMDK files are stored in the same directory with virtual machine configuration (VMX) files,
for example /path/to/disk on Linux or C:\My Documents\My Virtual Machines on Windows.

VMDXK files store data representing a virtual machine’s hard disk drive. Almost the entire portion of a VMDK
file is the virtual machine’s data, with a small portion allotted to overhead.

Virtual Disk Types

The following disk types are defined in the virtual disk library:

VMware, Inc.

VIXDISKLIB_DISK_MONOLITHIC_SPARSE — Growable virtual disk contained in a single virtual disk file.
This is the default type for hosted disk, and the only setting in the Chapter 5 sample program.

VIXDISKLIB_DISK_MONOLITHIC_FLAT — Preallocated virtual disk contained in a single virtual disk file.
This takes time to create and occupies a lot of space, but might perform better than sparse.

VIXDISKLIB_DISK_SPLIT_SPARSE — Growable virtual disk split into 2GB extents (s sequence). These
files can to 2GB, then continue growing in a new extent. This type works on older file systems.

VIXDISKLIB_DISK_SPLIT_FLAT — Preallocated virtual disk split into 2GB extents (f sequence). These
files start at 2GB, so they take a while to create, but available space can grow in 2GB increments.

VIXDISKLIB_DISK_VMFS_FLAT — Preallocated virtual disk compatible with ESX 3 and later. Also known
as thick disk. This managed disk type is discussed in “Managed Disk and Hosted Disk” on page 13.

VIXDISKLIB_DISK_VMFS_SPARSE — Employs a copy-on-write (COW) mechanism to save storage space.

VIXDISKLIB_DISK_VMFS_THIN — Growable virtual disk that consumes only as much space as needed,
compatible with ESX 3 or later, supported by VDDK 1.1 or later, and highly recommended.

VIXDISKLIB_DISK_STREAM_OPTIMIZED - Monolithic sparse format compressed for streaming. Stream
optimized format does not support random reads or writes.
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Persistence Disk Modes

In persistent disk mode, changes are immediately and permanently written to the virtual disk, so that they
survive even through to the next power on.

In nonpersistent mode, changes to the virtual disk are discarded when the virtual machine powers off. The
VMDXK files revert to their original state.

The virtual disk library does not encapsulate this distinction, which is a virtual machine setting.

VMDK File Naming

Table 3-1 explains the different types of virtual disk. The first column corresponds to “Virtual Disk Types” on
page 19 but without the VIXDISKLIB_DISK prefix. The third column gives the possible names of VMDK files
as implemented on Workstation and ESXi hosts.

NOTE When you open a VMDK file with the virtual disk library, always open the one that points to the others,
not the split or flat sectors. The file to open is most likely the one with the shortest name.

For information about other virtual machine files, see section “Files that Make Up a Virtual Machine” in the
VMuware Workstation User’s Manual. On ESXi hosts, VMDK files are type VMFS_FLAT or VMFS_THIN.

Table 3-1. VMDK Virtual Disk Files

Disk Type in API Virtual Disk Creation on VMware Host Filename on Host

MONOLITHIC_SPARSE In Select A Disk Type, accepting the defaults by not checking any ~ <vmname>.vmdk
box produces one VMDK file that can grow larger if more space is
needed. The <vmname> represents the name of a virtual machine.

On VMES partitions, this is name of the disk descriptor file.

MONOLITHIC_FLAT If you select only the Allocate all disk space now check box, space  <vnname>—flat.vmdk
or VMFS_FLAT is pre-allocated, so the virtual disk cannot grow. The first VMDK
or VMFS_THIN file is small and points to a much larger one, whose filename says

flat without a sequence number.

Similarly on VMES partitions, this is the virtual disk file that

points to virtual disk data files, either thick or thin provisioned.

SPLIT_SPARSE If you select only the Split disk into 2GB files check box, virtual =~ <vmname>—s<###>.vmdk
disk can grow when more space is needed. The first VMDK file is
small and points to a sequence of other VMDK files, all of which
have an s before a sequence number, meaning sparse. The number
of VMDK files depends on the disk size requested. As data grows,
more VMDK files are added in sequence.

SPLIT_FLAT If you select the Allocate all disk space now and Split diskinto ~ <vnname>—f<###> . vmdk
2GB files check boxes, space is pre-allocated, so the virtual disk
cannot grow. The first VMDK file is small and points to a sequence
of other files, all of which have an f before the sequence number,
meaning flat. The number of files depends on the requested size.

MONOLITHIC_SPARSE A redo log (or child disk or delta link) is created when a snapshot ~ <diskname>—<###>.vmdk
or SPLIT_SPARSE is taken of a virtual machine, or with the virtual disk library.
snapshot Snapshot file numbers are in sequence, without an s or f prefix.

The numbered VMDK file stores changes made to the virtual disk

<diskname> since the original parent disk, or previously

numbered redo log (in other words the previous snapshot).

SE_SPARSE Space-efficient sparse (seSparse) format. In vSphere 5.1 and later,
used by VMware View to optimize linked clone templates. In the
vSphere AP], see data object SeSparseVirtualDiskSpec. Use of
seSparse as a base disk is neither documented nor supported.

n/a Snapshot of a virtual machine, which includes pointers to all its <vnname>Snapshot.vmsn
.vmdk virtual disk files.

For lazy zeroed thick disk, all blocks are allocated, and data written to used blocks, however unused blocks
are left as-is, so they may contain data from previous use. Many storage systems will zero-out unused blocks
in the background. With eager zeroed thick disk, unused blocks are zeroed-out at allocation time.

VMware, Inc.



Chapter 3 Virtual Disk Interfaces

Thin Provisioned Disk
With thin provisioned disk, the vSphere Client may report that provisioned size is greater than disk capacity.

Provisioned size for a thin disk is the maximum size the disk will occupy when fully allocated. Actual size is
the current size of the thin disk. Overcommit means that if all thin disks were fully provisioned, there would
not be enough space to accommodate all of the thin disks.

Internationalization and Localization

VDDK libraries are not localized, but backup partners can support any locale that uses UTF-8 encoding. Other
than Unicode, VDDK does not support multibyte character encodings such as Extended Unix Code (EUC) for
Chinese, Japanese, and Korean (ISO-2022).

The path name to a virtual machine and its VMDK can be expressed with any character set supported by the
host file system. As of vSphere 4 and Workstation 7, VMware supports Unicode UTF-8 path names, although
for portability to various locales, ASCII-only path names are recommended.

Windows 2000 systems (and later) use UTF-16 for localized path names. For example, in locale FR (Francais)
the VDDK sample code might mount disk at C:\ Windows\ Temp \ vmware-Systeme, where ¢ is encoded as
UTE-16 so the VixMntapi library cannot recognize it. In this case, a workaround is to set the tmpDirectory
configuration key with an ASCII-only path before program start-up; see “Initialize the Library” on page 29.

For programs opening arbitrary path names, Unicode offers a GNU library with C functions iconv_open()
to initialize codeset conversion, and iconv () to convert UTF-8 to UTF-16, or UTF-16 to UTE-8.

Virtual Disk Internal Format

The Virtual Disk Format 5.0 technical note provides possibly useful information about the VMDK format, and
is available at this URL:

http://www.vmware.com/support/developer/vddk/vmdk_50_technote.pdf

Grain Directories and Grain Tables

SPARSE type virtual disks use a hierarchical representation to organize sectors. See Virtual Disk Format 5.0
referenced in “Virtual Disk Internal Format” on page 21. In this context, grain means granular unit of data,
larger than a sector. The hierarchy includes:

B Grain directory (and redundant grain directory) whose entries point to grain tables.
B Grain tables (and redundant grain tables) whose entries point to grains.

B Each grain is a block of sectors containing virtual disk data. Default size is 128 sectors or 64KB.

Data Structures in Virtual Disk API

Here are important data structure objects with brief descriptions:
B VixError - Error code of type uint64.

VixDiskLibConnectParams — Public types designate the virtual machine credentials vmxSpec (possibly
through vCenter Server), the name of its host, and the credential type for authentication. For details, see
“VMX Specification” on page 29. The credType can be VIXDISKLIB_CRED_UID (user name / password,
most common), VIXDISKLIB_CRED_SESSIONID (the HTTP session ID), VIXDISKLIB_CRED_TICKETID
(vSphere ticket ID), or VIXDISKLIB_CRED_SSPI (Windows only, current thread credentials).

typedef char * vmxSpec
* serverName

typedef char *
typedef VixDiskLibCredType credType

m  VixDiskLibConnectParams: :VixDiskLibCreds — Credentials for either user ID or session ID.

VixDiskLibConnectParams: :VixDiskLibCreds::VixDiskLibUidPasswdCreds — String data fields
represent user name and password for authentication.
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VixDiskLibConnectParams::VixDiskLibCreds: :VixDiskLibSessionIdCreds — String data fields
represent the session cookie, user name, and encrypted session key.

VixDiskLibConnectParams::VixDiskLibCredsb: :VixDiskLibSSPICreds — String data fields
represent security support provider interface (SSPI) authentication. User name and password are null.

VixDiskLibCreateParams — Types represent the virtual disk (see “Virtual Disk Types” on page 19), the
disk adapter (see “Adapter Types” on page 23), VMware version, and capacity of the disk sector.

typedef VixDiskLibDiskType diskType
typedef VixDiskLibAdapterType adapterType
typedef uint hwVersion

typedef VixDiskLibSectorType capacity

VixDiskLibDiskInfo — Types represent the geometry in the BIOS and physical disk, the capacity of the
disk sector, the disk adapter (see “Adapter Types” on page 23), the number of child-disk links (redo logs),
and a string to help locate the parent disk (state before redo logs).

VixDiskLibGeometry biosGeo
VixDiskLibGeometry physGeo
VixDiskLibSectorType capacity
VixDiskLibAdapterType adapterType
int numLinks

char * parentFileNameHint

VixDiskLibGeometry — Types specify virtual disk geometry, not necessarily the same as physical disk.

typedef uint32 cylinders
typedef uint32 heads
typedef uint32 sectors

Credentials and Privileges for VMDK Access

Local operations are supported by local VMDK. Access to ESXi hosts is authenticated by login credentials, so
with proper credentials VixDiskLib can reach any VMDK on an ESXi host. VMware vSphere has its own set
of privileges, so with the proper privileges (see below) and login credentials, VixDiskLib can reach any VMDK
on an ESXi host managed by vCenter Server. VixDiskLib supports the following:

Both read-only and read/write modes
Read-only access to disk associated with any snapshot of online virtual machines
Access to VMDK files of offline virtual machines (vCenter restricted to registered virtual machines)

Reading of Microsoft Virtual Hard Disk (VHD) format

With vCenter Server, the Role of the backup appliance when saving data must have these privileges for all the
virtual machines being backed up:

VirtualMachine > Configuration > Disk change tracking
VirtualMachine > Provisioning > Allow read-only disk access and Allow VM download

VirtualMachine > State > Create snapshot and Remove snapshot

On the backup appliance, the user must have the following privileges:

Datastore > Allocate space
VirtualMachine > Configuration > Add new disk and Remove disk

VirtualMachine > Configuration > Change resource and Settings

The user must have these privileges for vCenter Server and all ESXi hosts involved in backup:

Global > DisableMethods and EnableMethods

Global > License

All privileges must be applied at the vCenter Server level. Otherwise the error message returned will be
somewhat misleading: “The host is not licensed for this feature.”
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Adapter Types
The library can select the following adapters:

®  VIXDISKLIB_ADAPTER_IDE - Virtual disk acts like ATA, ATAPI, PATA, SATA, and so on. You might select
this adapter type when it is specifically required by legacy software.

B VIXDISKLIB_ADAPTER_SCSI_BUSLOGIC - Virtual SCSI disk with Buslogic adapter. This is the default on
some platforms and is usually recommended over IDE due to higher performance.

B VIXDISKLIB_ADAPTER_SCSI_LSILOGIC- Virtual SCSIdisk with LSI Logic adapter. Windows Server 2003
and most Linux virtual machines use this type by default. Performance is about the same as Buslogic.

Virtual Disk Transport Methods

VMware supports file-based or image-level backups of virtual machines hosted on an ESXi host with SAN or
NAS storage. Virtual machines read data directly from a shared VMFS LUN, so backups are efficient and do
not put significant load on production ESXi hosts or the virtual network.

VMware offers interfaces for integration of storage-aware applications, including backup, with efficient access
to storage clusters. Developers can use VDDK advanced transports, which provide efficient I/O methods to
maximize backup performance. VMware supports five access methods: local file, NBD (network block device)
over LAN, NBD with encryption (NBDSSL), SAN, and SCSI HotAdd.

Local File Access

The virtual disk library can read virtual disk data from /vmfs/volumes on ESXi hosts, or from the local
file system on hosted products. This file access method is built into VixDiskLib, so it is always available on
local storage. However it is not a network transport method, and is seldom used for vSphere backup.

SAN Transport

SAN mode requires applications to run on a backup server with access to SAN storage (Fibre Channel, iSCSI,
or SAS connected) containing the virtual disks to be accessed. As shown in Figure 3-1, this method is efficient
because no data needs to be transferred through the production ESXi host. A SAN backup proxy must be a
physical machine. If it has optical media or tape drive connected, backups can be made entirely LAN-free.

Figure 3-1. SAN Transport Mode for Virtual Disk
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In SAN transport mode, the virtual disk library obtains information from an ESXi host about the layout of
VMFS LUNSs, and using this information, reads data directly from the storage LUN where a virtual disk
resides. This is the fastest transport method for software deployed on SAN-connected ESXi hosts.

In general, SAN transport works with any storage device that appears at the driver level as a LUN (as opposed
to a file system such as NTFS or EXT). SAN mode must be able to access the LUN as a raw device. The real key
is whether the device behaves like a direct raw connection to the underlying LUN. SAN transport is supported
in Fibre Channel, iSCSI, and SAS based storage arrays (SAS means serial attached SCSI). SAN storage devices
can contain SATA drives, but currently there are no SATA connected SAN devices on the VMware hardware
compatibility list.

SAN transport is not supported for backup or restore of virtual machines residing on VVol datastores.

VMware Virtual SAN (VSAN), a network based storage solution with direct attached disks, does not support
SAN transport. Because VSAN uses modes that are incompatible with SAN transport, if the virtual disk library
detects the presence of vSAN, it disables SAN mode. Other advanced transports do work.

HotAdd Transport

HotAdd is a VMware feature where devices can be added “hot” while a virtual machine is running. Besides
SCSI disk, virtual machines can add additional CPUs and memory capacity.

If backup software runs in a virtual appliance, it can take a snapshot and create a linked clone of the target
virtual machine, then attach and read the linked clone’s virtual disks for backup. This involves a SCSI HotAdd
on the ESXi host where the target VM and backup proxy are running. Virtual disks of the linked clone are
HotAdded to the backup proxy. The target virtual machine continues to run during backup.

VixTransport handles the temporary linked clone and hot attachment of virtual disks. VixDiskLib opens and
reads the HotAdded disks as a “whole disk” VMDK (virtual disk on the local host). This strategy works only
on virtual machines with SCSI disks and is not supported for backing up virtual IDE disks. HotAdd transport
also works with virtual machines stored on NFS partitions.

HotAdd is a good way to get virtual disk data from a virtual machine to a backup appliance (or backup proxy)
for sending to the media server. The attached HotAdd disk is shown in Figure 3-2.

Figure 3-2. HotAdd Transport Mode for Virtual Disk
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Running the backup proxy as a virtual machine has two advantages: it is easy to move a virtual machine to a
new media server, and it can back up local storage without using the LAN, although this incurs more overhead
on the physical ESXi host than when using SAN transport mode.
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About the HotAdd Proxy

The HotAdd backup proxy must be a virtual machine. HotAdd involves attaching a virtual disk to the backup
proxy, like attaching disk to a virtual machine. In typical implementations, a HotAdd proxy backs up either
Windows or Linux virtual machines, but not both. For parallel backup, sites can deploy multiple proxies.

The HotAdd proxy must have access to the same datastore as the target virtual machine, and the VMFES version
and data block sizes for the target VM must be the same as the datastore where the HotAdd proxy resides.

If the HotAdd proxy is a virtual machine that resides on a VMFS-3 volume, choose a volume with block size
appropriate for the maximum virtual disk size of virtual machines that customers want to back up, as shown
in Table 3-2. This caveat does not apply to VMFS-5 volumes, which always have 1MB file block size.

Table 3-2. VMFS-3 Block Size for HotAdd Backup Proxy
VMFS Block Size Maximum Target Disk Size

1MB 256GB
2MB 512GB
4MB 1024GB
8MB 2048GB

NBD and NBDSSL Transport

When no other transport is available, networked storage applications can use LAN transport for data access,
either NBD (network block device) or NBDSSL (encrypted). NBD is a Linux-style kernel module that treats
storage on a remote host as a block device. NBDSSL is similar but uses SSL to encrypt all data passed over the
TCP connection. The NBD transport method is built into the virtual disk library, so it is always available, and
is the fall-back when other transport methods are unavailable.

VMware libraries, and backup applications, often fall back to NBD when other transports are unavailable.

Figure 3-3. LAN (NBD) Transport Mode for Virtual Disk
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In this mode, the ESXi host reads data from storage and sends it across a network to the backup server. With
LAN transport, large virtual disks can take a long time to transmit. This transport mode adds traffic to the
LAN, unlike SAN and HotAdd transport, but NBD transport offers the following advantages:

®  The ESXi host can use any storage device, including local storage or remote-mounted NAS.

®  The backup proxy can be a virtual machine, so customers can use vSphere resource pools to minimize the
performance impact of backup. For example, the backup proxy can be in a lower-priority resource pool
than the production ESXi hosts.
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m  [f virtual machines and the backup proxy are on a private network, customers can choose unencrypted
data transfer. NBD is faster and consumes fewer resources than NBDSSL. However VMware recommends
encryption for sensitive information, even on a private network.

When VDDK opens a non-snapshot disk for NBD transfer (read-only or read/write) it selects the ESXi host
where the disk’s virtual machine currently resides.

However when VDDK opens a snapshot for NBD transfer, the common backup case, VDDK passes the
datastore to vCenter Server, which consults its list of ESXi hosts with access to the datastore; vCenter picks the
first host with read/write access. The list of hosts is unordered, so the host chosen for NBD transfer of the
snapshot is not necessarily the ESXi host where the snapshot’s virtual machine resides.

NBD Performance When reading disk data using NBD transport, VDDK makes synchronous calls. That is,
VDDK requests a block of data and waits for a response. The block is read from disk and copied into a buffer
on the server side, then sent over the network. Meanwhile, no data gets copied over the network, adding to
wait time. To some extent, you can overcome this limitation by using multiple streams to simultaneously read
from a single disk or multiple disks, taking advantage of parallelism.

NFC Session Limits

NBD employs the network file copy (NFC) protocol. Table 3-3 shows limits on the number of connections for
various host types. These are host limits, not per process limits. Additionally vCenter Server imposes a limit
of 52 connections. VixDiskLib_Open() uses one connection for every virtual disk that it accesses on an ESXi
host. Clone with VixDiskLib_Clone() also requires a connection. It is not possible to share a connection
across physical disks. These NFC session limits do not apply to SAN or HotAdd transport.

Table 3-3. NFC Session Connection Limits
Host Platform When Connecting Limits You To About

vSphere 4 to an ESX host 9 connections directly, 27 connections through vCenter Server

vSphere 4 to an ESXi host 11 connections directly, 23 connections through vCenter Server

vSphere 5 and to an ESXi host Limited by a transfer buffer for all NFC connections, enforced by the host;
vSphere 6 the sum of all NFC connection buffers to an ESXi host cannot exceed 32MB.

52 connections through vCenter Server, including the above per-host limit.

SSL Certificates and Security
The VDDK 5.1 release and later were security hardened, with virtual machines set to check SSL certificates.

On Windows VDDK 5.1 and 5.5 required the VerifySSLCertificates and InstallPath registry keys under
HKEY_LOCAL _MACHINE\SOFTWARE to check SSL certificates. On Linux VDDK 5.1 and 5.5 required adding a line
to the VixDiskLib_InitEx configuration file to set 1inuxSSL.verifyCertificates=1.

In VDDK 6.0 both SSL certificate verification and SSL thumbprint checking are mandatory and cannot be
disabled. The Windows registry and Linux SSL setting are no longer checked, so neither has any effect.

Specifically VDDK 6.0 now uses X.509 certificates with TLS cryptography, replacing SSLv3.

The following library functions enforce SSL certificate checking: InitEx, PrepareForAccess, EndAccess,
GetNfcTicket, and the GetRpcConnection interface that is used by all advanced transports. SSL verification
may use thumbprints to check if two certificates are the same. The vSphere thumbprint is a cryptographic hash
of a certificate obtained from a trusted source such as vCenter Server, and passed in the SSLVerifyParam
structure of the NFC ticket.
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This chapter provides an overview of functions in the Virtual Disk API and includes the following sections:
B “Virtual Disk Library Functions” on page 27

m  “Start Up” on page 28

B “Disk Operations” on page 30

B “Metadata Handling” on page 31

B “Cloning a Virtual Disk” on page 31

B “Disk Chaining and Redo Logs” on page 32

®  “Error Handling” on page 34

B “Administrative Disk Operations” on page 34

B “Shut Down” on page 35

B “Advanced Transport APIs” on page 35

B “Updating Applications for Advanced Transport” on page 40
B “Multithreading Considerations” on page 42

B “Capabilities of Library Calls” on page 42

After a presentation of Virtual Disk API functions in alphabetic order, sections focus on what the functions do,
in the normal order they would appear in a program, except advanced transport functions (SAN and HotAdd)
appear after the shutdown functions.

Virtual Disk Library Functions

You can find the VixDiskLib API Reference by using a Web browser to open the doc/index.html file in the
VDDK software distribution. As in most reference manuals, functions are organized alphabetically, whereas
in this chapter, functions are ordered by how they might be called.

When the API reference says that a function supports “only hosted disks,” it means virtual disk images hosted
by VMware Workstation or similar products. Virtual disk stored on VMEFS partitions managed by ESXi or
vCenter Server is called “managed disk.”

The functions described in this chapter are based on concepts and employ data structures documented in
Chapter 3, “Virtual Disk Interfaces,” on page 19.

If the library accesses virtual disk on VMFS, I/O by default goes through the ESXi host, which manages
physical disk storage. To use function calls that provide direct access to SAN storage, start your program by
calling the VixDiskLib_ConnectEx() function, as described in “Advanced Transport APIs” on page 35.
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Alphabetic Table of Functions

Function calls in the Virtual Disk API are listed alphabetically in Table 4-1.
Table 4-1. Virtual Disk API Functions

Function

VixDiskLib_Attach

Description

Attaches the child disk chain to the parent disk chain.

VixDiskLib_Cleanup

Removes leftover transports. See “Clean Up After Disconnect” on page 39.

VixDiskLib_Clone

Copies virtual disk to some destination, converting formats as appropriate.

VixDiskLib_Close

Closes an open virtual disk. See “Close a Local or Remote Disk” on page 30.

VixDiskLib_Connect

Connects to the virtual disk library to obtain services. See also ConnectEx.

VixDiskLib_ConnectEx

Connects to optimum transport. See “Connect to VMware vSphere” on page 38

VixDiskLib_Create

Creates a virtual disk according to specified parameters.

VixDiskLib_CreateChild

Creates a child disk (redo log or delta link) for a hosted virtual disk.

VixDiskLib_Defragment

Defragments the sectors of a virtual disk.

VixDiskLib_Disconnect

Disconnects from the library. See “Disconnect from Server” on page 35.

VixDiskLib_EndAccess

Notifies a host that it may again relocate a virtual machine. See page 39.

VixDiskLib_Exit

Releases all resources held by the library. See “Clean Up and Exit” on page 35.

VixDiskLib_FreeErrorText

Frees the message buffer allocated by GetErrorText.

VixDiskLib_FreeInfo

Frees the memory allocated by GetInfo.

VixDiskLib_GetErrorText

Returns the text description of a library error code.

VixDiskLib_GetInfo

Retrieves information about a virtual disk.

VixDiskLib_GetMetadataKeys

Retrieves all keys in the metadata of a virtual disk.

VixDiskLib_GetTransportMode

Gets current transport mode. See “Get Selected Transport Method” on page 38.

VixDiskLib_Grow

Increases size of an existing virtual disk.

VixDiskLib_Init

Initializes the old virtual disk library. Replaced by InitEx function.

VixDiskLib_InitEx

Initializes new virtual disk library. See “Initialize Virtual Disk API” on page 36.

VixDiskLib_ListTransportModes

Available transport modes. See “List Available Transport Methods” on page 38.

VixDiskLib_Open

Opens a virtual disk. See “Open a Local or Remote Disk” on page 30.

VixDiskLib_PrepareForAccess

Notifies a host to refrain from relocating a virtual machine. See page 39.

VixDiskLib_Read

Reads from an open virtual disk. See “Read Sectors From a Disk” on page 30.

VixDiskLib_ReadMetadata

Retrieves the value of a given key from disk metadata.

VixDiskLib_Rename

Changes the name of a virtual disk.

VixDiskLib_Shrink

Reclaims blocks of zeroes from the virtual disk.

VixDiskLib_SpaceNeededForClone

Computes the space required to clone a virtual disk, in bytes.

VixDiskLib_Unlink

Deletes the specified virtual disk.

VixDiskLib_Write

Writes to an open virtual disk. See “Write Sectors To a Disk” on page 30.

VixDiskLib_WriteMetadata

Updates virtual disk metadata with the given key/value pair.

Start Up

The VixDiskLib_Init() and VixDiskLib_Connect() functions must appear in all virtual disk programs.

28

VixDiskLib_Init() has been superseded by VixDiskLib_InitEx(). See “Initialize Virtual Disk API” on

page 36.
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Initialize the Library

VixDiskLib_Init() initializes the old virtual disk library. The argumentsmajorVersionand minorVersion
represent the VDDK library’s release number and dot-release number. The optional third, fourth, and fifth
arguments specify log, warning, and panic handlers. DLLs and shared objects may be located in 1ibDir.

VixError vixError = VixDiskLib_Init(majorVer, minorVer, &logFunc, &warnFunc, &panicFunc, 1ibDir);

You should call VixDiskLib_Init() only once per process because of internationalization restrictions, at the
beginning of your program. You should call VixDiskLib_Exit() at the end of your program for cleanup. For
multithreaded programs you should write your own logFunc because the default function is not thread safe.

In most cases you should replace VixDiskLib_Init() with VixDiskLib_InitEx(), which allows you to
specify a configuration file. For information about InitEx, see “Initialize Virtual Disk API” on page 36.

Connect to a Workstation or Server

VixDiskLib_Connect () connects the library to either alocal VMware host or a remote server. For hosted disk
on the local system, provide null values for most connection parameters. For managed disk on vSphere,
specify virtual machine name, vCenter Server or ESXi host, user name, password, and port number.

vixError = VixDiskLib_Connect(&cnxParams, &srcConnection)

Always call VixDiskLib_Disconnect() before the end of your program.

Calling vixDiskLib_Disconnect() invalidates any open file handles, so if you use the VixMntapi library, call
VixMntApi_CloseDiskSet() before calling disconnect.

You can opt to use the VixDiskLibSSPICreds connection parameter to enable Security Support Provider
Interface (SSPI) authentication. SSPI has the advantage of not storing plain text passwords in configuration
files or in the registry. In order to be able to use SSPI, the following conditions must be met:

B Connections must be made directly to a vCenter Server instance.

B Applications and their connections must employ one of two user account arrangements. The connection
must be established either using the same user context with the same user name and password credentials
on both the proxy and the vSphere Server, or using a domain user. Attempts by applications to establish
connections using the Local System account context will fail.

B User contexts must have administrator privileges on the proxy and have VCB Backup User role assigned
in vSphere (by the vCenter Server).

If your setup meets all these conditions, you can enable SSPI authentication by setting USERNAME to __sspi__.
For SSPI, the password must be set, but it is ignored. It can be set to "" (null string).

VMX Specification

On VMware platform products, . vmx is a text file (usually located in the same directory as virtual disk files)
specifying virtual machine configuration. The Virtual Machine eXecutable (VMX) process is the user-space
component (or “world”) of a virtual machine. The virtual disk library connects to virtual machine storage
through the VMX process.

When specifying connection parameters (see “Data Structures in Virtual Disk API” on page 21) the preferred
syntax for vmxSpec is as follows:

B Managed object reference of the virtual machine, an opaque object that you obtain programmatically
using the PropertyCollector managed object:

moRef=<moref-of-vm>

The moRef of a virtual machine or disk snapshot on an ESXi host is likely different than the moRef of the
same virtual machine or disk snapshot as managed by vCenter Server. Here are two example moRef
specifications, one for ESXi and one for vCenter Server, both referring to the same snapshot:

moref=153
moref=271
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These functions create, open, read, write, query, and close virtual disk.

Create a New Hosted Disk

VixDiskLib_Create() locally creates a new virtual disk, after being connected to the host. In createParams,
you must specify the disk type, adapter, hardware version, and capacity as a number of sectors. This function
supports hosted disk. For managed disk, first create a hosted type virtual disk, then use VixDiskLib_Clone ()
to convert the virtual disk to managed disk.

vixError =
VixDiskLib_Create(appGlobals.connection, appGlobals.diskPath, &createParams, NULL, NULL);

Currently VixDiskLib_Create () enforces a 4GB limit for virtual disks on FAT32 and FAT file systems, a
16TB - 54KB (hex FFFFFFF0000) limit on NTFS file systems, and a 264 - 1 limit (more than an exabyte) on ReFS
and exFAT file systems. VMDK files > 2TB are supported on vSphere 5.5 and later.

POSIX based file systems including NFS version 3 no longer have a 2GB file size limit. Although various
checks are done to avoid creating impossibly large files, it becomes the customer’s responsibility to cope with
2GB limits on NFS version 2 or Linux kernel 2.4 (EFS).

Open a Local or Remote Disk

After the library connects to a workstation or server, VixDiskLib_Open() opens a virtual disk. With SAN or
HotAdd transport, opening a remote disk for writing requires a pre-existing snapshot.

vixError =
VixDiskLib_Open(appGlobals.connection, appGlobals.diskPath, appGlobals.openFlags, &srcHandle);

The following flags modify the open instruction:

m  VIXDISKLIB_FLAG_OPEN_UNBUFFERED — Disable host disk caching.

B VIXDISKLIB_FLAG_OPEN_SINGLE_LINK — Open the current link, not the entire chain (hosted disk only).
B VIXDISKLIB_FLAG_OPEN_READ_ONLY - Open the virtual disk read-only.

Read Sectors From a Disk

VixDiskLib_Read() reads a range of sectors from an open virtual disk. You specify the beginning sector and
the number of sectors. Sector size could vary, but is defined in <vixDiskLib.h> as 512 bytes because VMDK
files have that sector size.

vixError = VixDiskLib_Read(srcHandle, i, j, buf);

Write Sectors To a Disk

VixDiskLib_Write () writes one or more sectors to an open virtual disk. This function expects the fourth
parameter buf to be VIXDISKLIB_SECTOR_SIZE bytes long.

vixError = VixDiskLib_Write(newDisk.Handle(), i, j, buf);

Close a Local or Remote Disk

VixDiskLib_Close() closes an open virtual disk.
VixDiskLib_Close(srcHandle);

VixDiskLib_Close () returns VIX_OK if successful, otherwise a suitable error code. To obtain a list of possible
return codes, see “Finding Error Code Documentation” on page 113.

If a program has worker threads called from a master process, errors might occur in the threads after the
master process calls VixDiskLib_Close() . Make sure to wait for worker threads to end before calling the
close function.
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Get Information About a Disk
vixError = VixDiskLib_GetInfo(srcHandle, diskInfo);

VixDiskLib_GetInfo() gets data about an open virtual disk, allocating a filled-in VixDiskLibDiskInfo
structure. Some of this information overlaps with metadata (see “Metadata Handling” on page 31).

Free Memory from Get Information

This function deallocates memory allocated by VixDiskLib_GetInfo(). Callit to avoid a memory leak.

vixError = VixDiskLib_FreeInfo(diskInfo);

Metadata Handling

VMware provides mechanisms for reading, writing, and repairing virtual disk metadata.

Read Metadata Key from Disk

vixError = VixDiskLib_ReadMetadata(disk.Handle(), appGlobals.metaKey, &val[0], requiredLen, NULL);

Retrieves the value of a given key from disk metadata. The metadata for a hosted VMDK is not as extensive as
for managed disk on an ESXi host. Held in a mapping file, VMFS metadata might also contain information
such as disk label, LUN or partition layout, number of links, file attributes, locks, and so forth. Metadata also
describes encapsulation of raw disk mapping (RDM) storage, if applicable.

Get Metadata Table from Disk

VixDiskLib_GetMetadataKeys () retrieves all existing keys from the metadata of a virtual disk, but not the
key values. Use this in conjunction with VixDiskLib_ReadMetadata().

vixError = VixDiskLib_GetMetadataKeys(disk.Handle(), &buf[0], requiredLen, NULL);
Here is an example of a simple metadata table. Uuid is the universally unique identifier for the virtual disk.

adapterType = buslogic

geometry.sectors = 32

geometry.heads = 64

geometry.cylinders = 100

uuid = 60 00 C2 93 7b a® 3a 03-9f 22 56 c5 29 93 b7 27

Write Metadata Table to Disk

VixDiskLib_WriteMetadata() updates virtual disk metadata with the given key-value pair. If the key-value
pair is new, it gets added. If the key already exists, its value is updated. A key can be zeroed but not deleted.

vixError = VixDiskLib_WriteMetadata(disk.Handle(), appGlobals.metaKey, appGlobals.metaVal);

Check and Repair Sparse Disk Metadata

VixDiskLib_CheckRepair() checks the metadata of a sparse disk, specified as a file on a connection, and
optionally repairs the metadata if necessary. Sparse disks occupy space on a datastore only when a portion of
the disk is used; the metadata tracks which portions are allocated.

vixError = VixDiskLib_CheckRepair(appGlobals.connection, appGlobals.diskPath, TRUE);
Cloning a Virtual Disk

Compute Space Needed for Clone

This function computes the space required (in bytes) to clone a virtual disk, after possible format conversion.

vixError = VixDiskLib_SpaceNeededForClone(child.Handle(), VIXDISKLIB_DISK_VMFS_FLAT, &spaceReq);
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VixDiskLib_SpaceNeededForClone () mightnot give accurate results, or could return VIX_E_INVALID_ARG,
when used with thin provisioned disk type VIXDISKLIB_DISK_VMFS_THIN.

Clone a Disk by Copying Data

This function copies data from one virtual disk to another, converting (disk type, size, hardware) as specified.

vixError = VixDiskLib_Clone(appGlobals.connection, appGlobals.diskPath, srcConnection,
appGlobals.srcPath, &createParams, CloneProgressFunc, NULL, TRUE);

Disk Chaining and Redo Logs
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In VMDK terminology, all the following are synonyms: child disk, redo log, and delta link. From the original
parent disk, each child constitutes a redo log pointing back from the present state of the virtual disk, one step
at a time, to the original. This pseudo equation represents the relative complexity of backups and snapshots:

backup image < child disk = redo log = delta link < snapshot

A backup image (such as on magnetic tape) is less than a child disk because the backup image is merely a data
stream. A snapshot is more than a child disk because it also contains the virtual machine state, with pointers
to associated file system states on VMDK.

There exist other types of redo log, such as those that perform progressive protection in vSphere Replication
(VR). For disk chaining, the “redo” terminology is especially appropriate for the snapshot revert operation,
when changed blocks in the redo log are applied to the base disk, before deleting the redo log. Afterwards the
base disk contains a “redo” of all changes that the virtual machine made while the snapshot was active.

Create Child from Parent Disk

Usually you create the first child disk from the parent and create successive children from the latest one in the
chain. The disk tracks, in SPARSE format, any disk sectors changed since inception, as illustrated in Figure 4-1.

Figure 4-1. Child Disks Created from Parent
Virtual Machine Writes Here

|

Child3 vm.vmdk vm-001.vmdk

Changed Sectors Only

Child2 vm.vmdk vm-002.vmdk

Child1 vm.vmdk vm-001.vmdk

vm-flat.vmdk

Parent vm.vmdk

Physical Disk
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VixDiskLib_CreateChild() creates a child disk (or redo log) for a hosted virtual disk. After you create a
child, it is generally not necessary to open the parent, or earlier children in the disk chain. The children’s

vm. vmdk files point to redo logs, not to the parent disk, vm—flat.vmdk in this example. To access the original
parent, or earlier children in the chain, you can use VixDiskLib_Attach() on hosted disk.

vixError = VixDiskLib_CreateChild(parent.Handle(), appGlobals.diskPath,
VIXDISKLIB_DISK_MONOLITHIC_SPARSE, NULL, NULL);

Attach Child to Parent Disk

VixDiskLib_Attach() attaches the child disk into its parent disk chain. Afterwards, the parent handle is
invalid and the child handle represents the combined disk chain of redo logs.

vixError = VixDiskLib_Attach(parent.Handle(), child.Handle());

For example, suppose you want to access the older disk image recorded by Child1. Attach the handle of new
Child1a to Child1, which provides Child1a’s parent handle, as shown in Figure 4-2. It is now permissible to
open, read, and write the Child1a virtual disk.

The parent-child disk chain is efficient in terms of storage space, because the child VMDK records only the
sectors that changed since the last VixDiskLib_CreateChild(). The parent-child disk chain also provides a
redo mechanism, permitting programmatic access to any generation with VixDiskLib_AttachQ).
Figure 4-2. Child Disks Created from Parent
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Opening in a Chain

With (parent) base disk B and children C0, C1, and C2, opening C2 gives you the contents of B + C0 + C1 + C2
(not really addition linked data sectors), while opening C1 gives you the contents of B + C0 + C1.

A better solution than recording base disks and which children are descended from which is changed block
tracking, QueryChangedDiskAreas in the vSphere API. See “Algorithm for vSphere Backup” on page 40.
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Redo Logs and Linked Clone Backup

For managed virtual disk on vSphere, snapshots are used primarily for saving system state and for backup,
while linked clones create duplicate images for provisioning of View desktops. A snapshot is usually a single
redo log in a parent-child chain, while linked clones are usually multiple redo logs based on the same parent.

In the vSphere 5.5 release and later, handling of linked clone hierarchies was changed to improve the efficiency
of backup and restore. The disk object now contain a “disk backing” that contains one or more parent backing
objects until the base disk is reached. This allows access anywhere in the parent-child disk chain. With a clean
never-used base virtual machine, the linked clone hierarchy or snapshot chain always has the proper number
of parent backing objects for the nodes in the chain.

VDDK does not contain any convenience interfaces for backing up and restoring the linked clone hierarchy (or
the snapshot chain). Backup applications are responsible for discovering and saving the hierarchy if they want
to support this as a feature. Linked clones cannot be restored using SAN transport.

In VMware View (VDI) environments, linked clone backup might not be necessary or advisable, especially for
nonpersistent desktops that revert to default after use.

When the base disk or a child disk has an extra snapshot, when redo logs used to create linked clones were
never deleted, or when any parent or child in the chain needs disk consolidation or is in a bad snapshot state,
it is possible to have extra (too many) parent backing objects.

Consequently, restore applications should never assume the correct number of parent backing objects. They
must recursively query until the base parent backing object is reached, and make sure when restoring leaf
nodes that the correct parent backing object matches the node being restored.

Error Handling

These functions enhance the usefulness of error messages.

Return Error Description Text
VixDiskLib_GetErrorText() returns the textual description of a numeric error code.

char* msg = VixDiskLib_GetErrorText(errCode, NULL);

Free Error Description Text
VixDiskLib_FreeErrorText() deallocates space associated with the error description text.

VixDiskLib_FreeErrorText(msg);

Administrative Disk Operations

34

These functions rename, grow, defragment, shrink, and remove virtual disk.

Rename an Existing Disk

VixDiskLib_Rename() changes the name of a virtual disk. Use this function only when the virtual machine
is powered off.

vixError = VixDiskLib_Rename(oldGlobals.diskPath, newGlobals.diskPath);

Grow an Existing Local Disk

VixDiskLib_Grow() extends an existing virtual disk by adding sectors. This function supports hosted disk,
but not managed disk.

vixError =
VixDiskLib_Grow(appGlobals.connection, appGlobals.diskPath, size, FALSE, GrowProgressFunc, NULL);
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Defragment an Existing Disk

VixDiskLib_Defragment() defragments an existing virtual disk. Defragmentation is effective with SPARSE
type files, but might not do anything with FLAT type. In either case, the function returns VIX_OK. This function
supports hosted disk, but not managed disk.

vixError = VixDiskLib_Defragment(disk.Handle(), DefragProgressFunc, NULL);

Defragment consolidates data in the 2GB extents, moving data to lower-numbered extents, and is independent
of defragmentation tools in the guest OS, such as Disk > Properties > Tools > Defragmentation in Windows,
or the defrag command for the Linux Ext2 file system.

VMware recommends defragmentation from the inside out: first within the virtual machine, then using this
function or a VMware defragmentation tool, and finally within the host operating system.

Shrink an Existing Local Disk

VixDiskLib_Shrink() reclaims unused space in an existing virtual disk, unused space being recognized as
blocks of zeroes. This is more effective (gains more space) with SPARSE type files than with pre-allocated FLAT
type. On success, the function returns VIX_OK. This function supports hosted disk, but not managed disk.

vixError = VixDiskLib_Shrink(disk.Handle(), ShrinkProgressFunc, NULL);

In VMware system utilities, “prepare” zeros out unused blocks in the VMDK so “shrink” can reclaim them. In
the API, use VixDiskLib_Write() to zero out unused blocks, and VixDiskLib_Shrink() to reclaim space.
Shrink does not change the virtual disk capacity, but it makes more space available.

Unlink Extents to Remove Disk

VixDiskLib_Unlink () deletes all extents of the specified virtual disk, which unlinks (removes) the disk data.
This is similar to the remove or erase command in a command tool.

vixError = VixDiskLib_Unlink(CappGlobals.connection, appGlobals.diskPath);

Shut Down

All Virtual Disk API applications should call these functions at end of program.

Disconnect from Server
VixDiskLib_Disconnect () breaks an existing connection.

VixDiskLib_Disconnect(srcConnection);

Clean Up and Exit

VixDiskLib_Exit() cleans up the library before exit.

VixDiskLib_Exit(Q);

Advanced Transport APls

For managed disk, the first release of VDDK required network access ESXi host (LAN or NBD transport). With
VDDK 1.1 programs can access virtual disks directly on a storage device, LAN-free. Direct SAN access
increases I/O performance. To select the most efficient transport method, a set of APIs is available, including;:

B VixDiskLib_InitEx() —Initializes the advanced transport library. You must specify the library location.
Replaces VixDiskLib_Init() in your application.

B VixDiskLib_ListTransportModes () — Lists transport modes that the virtual disk library supports.

B VixDiskLib_ConnectEx() —Establishes a connection using the best transport mode available, or one you
select, to access a given machine’s virtual disk. Currently it does not check validity of transport type.
Replaces VixDiskLib_Connect () in your application.
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Initialize Virtual Disk API

VixDiskLib_InitEx() replaces VixDiskLib_Init() to initialize new releases of the library. Parameters are
similar, except you should specify an actual 1ibDir, and the configFile parameter is new. For multithreaded
programming, you should write your own logFunc, because the default logging function is not thread-safe.
VixDiskLib loads many libraries (DLLs or shared objects) at start time using the Path or LD_LIBRARY_PATH
environment. At run time, 1ibDir specifies were to load advanced transport modes, whitelist, and blacklist.
On Windows, *1ibDir could be C:\Program Files\VMware\VMware Virtual Disk Development Kit.
On Linux, *1ibDir could be /usr/1ib/vmware-vix-disklib.

VixError vixErr = VixDiskLib_InitEx(majorVersion, minorVersion, &logFunc, &warnFunc, &panicFunc,
*1ibDir, *configFile);

Logged messages appear by default in a temporary folder or log directory, for VDDK and for many other

VMware products. See “Location of Log Files” on page 37.

The currently supported entries in the configFile are listed below. The correct way to specify a configuration
is name=value. See Example 4-1 for a sample configuration file.

m  tmpDirectory = "<TempDirectoryForLogging>"

B vixDiskLib.transport.LoglLevel — Overrides default logging for vixDiskLib advanced transport
functions, not including NFC (see nfc.LogLevel below). The default value is 3, indicating audit. Each
level includes all of the messages generated by lower numbered levels. Here are the levels:

B 0="Panic (failure only)
m  1=Error

B 2=Warning

B 3= Audit

m  4=Info

m 5= Verbose

m  6="Trivia

B vixDiskLib.transport.san.blacklist — Specifies a device node path, or a comma separated list of
device node paths, that VDDK uses as a list of LUNs on which not to attempt VMFS file system discovery.
This has the effect of making fewer device nodes available to SAN transport, and avoids I/O on specific
device node paths. The special string all indicates that VDDK should use only the device node paths
specified by vixDiskLib.transport.san.whitelist.

B vixDiskLib.transport.san.whitelist — Specifies a device node path, or a comma separated list of
device node paths, that VDDK uses as a list of LUNs on which to attempt VMES file system discovery.
This has the effect of making more device nodes available to SAN transport, encouraging I/O on specific
device node paths. Backup applications may create a special device node and whitelist this device node
for use in addition to those found by VDDK’s device node scanner. Backup applications can also blacklist
specific devices found by VDDK’s device node scanner to prevent use by SAN transport. Combining
whitelist and blacklist, applications can establish a preferred device policy for backup I/O.

B vixDiskLib.disklib.EnableCache —Caching by vixDiskLib is off (0) by default. Setting 1 turns it on.
Caching increases performance when information is read repeatedly, or accessed randomly. In backup
applications, information is usually accessed sequentially, and caching can actually reduce performance.
Moreover with caching, backup applications risk getting stale information if a disk sector is rewritten (by
another application) before the cache is refreshed.

B vixDiskLib.1linuxSSL.verifyCertificates — Whether to check SSL certificates and thumbprints
when connecting to a virtual machine. The only possible value is 1 for On, which is the default.

The following NFC related options override the default numbers provided to the various NFC functions. The
NFC timeouts shown in Example 4-1 correspond to default values on ESXi 5.x hosts.

B vixDiskLib.nfc.AcceptTimeoutMs — Overrides default value (3 minutes) for NFC accept operations.

B vixDiskLib.nfc.RequestTimeoutMs — Overrides default value (3 minutes) for NFC request operations.
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B vixDiskLib.nfc.ReadTimeoutMs — Overrides default value (one minute) for NFC read operations.
B vixDiskLib.nfc.WriteTimeoutMs — Overrides default value (ten minutes) for NFC write operations.

B vixDiskLib.nfcFssrvr.TimeoutMs — Overrides the default value (default is 0, indefinite waiting) for
NEFC file system operations. If you specify a value, then a timeout occurs if the file system is idle for the
indicated period of time. The hazard of using the default value is that in the rare case of a catastrophic
communications failure, the file system will remain locked.

B vixDiskLib.nfcFssrvrWrite.TimeoutMs —Overrides the default value (default is no timeout) for NFC
file system write operations. The timeout is specified in milliseconds. If you specify a value, it will time
out when a write operation fails to complete in the specified time interval.

B vixDiskLib.nfc.LoglLevel —Overrides the default logging level for NFC operations. The default value
is 1, indicating error messages only. The meaning of values is listed here. Each level includes all of the
messages generated by lower numbered levels. This is the final NFC setting.

B 0=Quiet (minimal logging)
m  1=Error

® 2 =Warning

m  3=Info

B 4=Debug

Example 4-1. Sample InitEx configuration file

# temporary directory for logs etc.
tmpDirectory="/usr/local/vendorapp/var/vmware/temp"

# log level 0 to 6 for quiet ranging to verbose
vixDiskLib.transport.LoglLevel=2

# disable caching to disk

vixDiskLib.disklib.EnableCache=0

# whether to check SSL thumbprint on Linux - has no effect
vixDiskLib.linuxSSL.verifyCertificates=1

# network file copy options
vixDiskLib.nfc.AcceptTimeoutMs=180000
vixDiskLib.nfc.RequestTimeoutMs=180000
vixDiskLib.nfc.ReadTimeoutsMs=60000
vixDiskLib.nfc.WriteTimeoutsMs=600000
vixDiskLib.nfcFssrvr.TimeoutMs=0
vixDiskLib.nfcFssrvriWrite.TimeoutMs=0

# nfc.LogLevel (0 = Quiet, 1 = Error, 2 = Warning, 3 = Info, 4 = Debug)
vixDiskLib.nfc.LoglLevel=2

Timeout values are stored in a 32-bit field, so the maximum timeout you may specify is 2G (2,147,483,648).
Timeouts are specified in milliseconds and apply to each disk handle. NFC settings apply to NBD/NBDSSL
but not to SAN or HotAdd.

Location of Log Files

On Linux, log messages appear under /var/log by default. On Windows, they appear in a temporary folder,
whose location can change from time to time. Early Windows systems used C: \Windows\Temp. Windows XP
and Server 2003 use C:\Documents and Settings\<user>\Local Settings\Temp\vmware-<users. Vista,
Windows 7, and Server 2008 use C:\Users\<user>AppData\Local\Temp\vmware-<users>.

On all versions of Windows the user’s TEMP environment setting overrides the default Temp folder location.
Temporary is something of a misnomer because files are never deleted from the Temp folder, unless the user
or an application deletes them. If the TEMP or Windows default Temp folder is not found, VDDK (and other
VMware software) have a fallback to <localAppDir>\Temp.

Alternatively, your software can set a custom temporary directory, as shown in Example 4-1.
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List Available Transport Methods

The VixDiskLib_ListTransportModes () function returns the currently supported transport methods as a
colon-separated string value, currently “file:san:hotadd:nbd” where nbd indicates LAN transport. When
available, SSL encrypted NBD transport is shown as nbdss1.

printf("Transport methods: %s\n", VixDiskLib_ListTransportModes());

The default transport priority over the network is san:hotadd:nbdss1:nbd assuming all are available.

The advanced transport license for VDDK includes all transport types.

Connect to VMware vSphere

VixDiskLib_ConnectEx() connects the library to managed disk on a remote ESXi host or through VMware
vCenter Server. For hosted disk on the local system, it works the same as VixDiskLib_Connect().
VixDiskLib_ConnectEx() takes three additional parameters:

B Boolean indicating TRUE for read-only access, often faster, or FALSE for read/write access. If connecting
read-only, later calls to VixDiskLib_Open() are always read-only regardless of the openFlags setting.

B Managed object reference (MoRef) of the snapshot to access using this connection. This is required for
most transport methods (SAN, HotAdd, NBDSSL) and to access a powered-on virtual machine. You must
also specify the associated vmxSpec property in connectParams. When connecting directly to an ESXi
host, provide the ESXi MoRef. When connecting through vCenter Server, pass the vSphere MoRef, which
differs from the ESXi one.

B Preferred transport method, or NULL to accept the defaults. If you specify any advanced transport mode
as the only method, and that method is not available, the VixDiskLib_ConnectEx() call does not fail,
but the subsequent VixDiskLib_Open() call will fall back to NBD mode.

VixDiskLibConnectParams cnxParams = {0};

if (appGlobals.isRemote) {
cnxParams.vmName = vmxSpec;
cnxParams.serverName = hostName;
cnxParams.credType = VIXDISKLIB_CRED_UID;
cnxParams.creds.uid.userName = userName;
cnxParams.creds.uid.password = password;
cnxParams.port = port;

}

VixError vixError = VixDiskLib_ConnectEx(&cnxParams, TRUE, "snapshot-47", NULL, &connection);

Even when a program calls VixDiskLib_ConnectEx () with NULL parameter to accept the default transport
mode, SAN is selected as the preferred mode, if SAN storage is available from the ESXi host. Then if the
program opens a virtual disk on local storage, subsequent writes will fail. In this case, the program should
explicitly pass nbd or nbdss1 as the preferred transport mode.

In the connection parameters cnxParams, the vmxSpec managed object reference would be different on an
ESXi host than on the vCenter Server:

vmxSpec = "moid=23498";
vmxSpec = "moid=898273";

The port is where vCenter Server listens for API queries. Specifying null allows the library to select the port,
usually 443 (HTTPS). By default VADP uses the same port for virtual machine operations as other SOAP-based
Web Services. By default VDDK uses port 902 (VIX automation) for NBD and NBDSSL data transport.

Get Selected Transport Method

The VixDiskLib_GetTransportMode() function returns the transport method selected for diskHandle.

printf("Selected transport method: %s\n", VixDiskLib_GetTransportMode(diskHandle));
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Prepare For Access and End Access

The VixDiskLib_PrepareForAccess () function notifies a vCenter-managed host that a virtual machine’s
disks are being opened, probably for backup, so the host should postpone virtual machine operations that
might interfere with virtual disk access. Call this function before creating a snapshot on a virtual machine.
Internally, this function disables the vSphere API method RelocateVM_Task.

vixError = VixDiskLib_PrepareForAccess(&cnxParams, "vmName");

The connection parameters must indicate one virtual machine only. When opening a managed disk, provide
valid credentials for the vCenter Server that manages the ESXi host with the disk. The second parameter is
currently just for identity tracking purposes, and is limited to 50 characters. It could be the virtual machine
name or the name of your application.

If you run VixDiskLib_PrepareForAccess () directly on an ESXi host, the system throws an error saying
“VDDK: HostAgent is not a vCenter, cannot disable svmotion.”

Every VixDiskLib_PrepareForAccess() call should have a matching VixDiskLib_EndAccess () call.

The VixDiskLib_EndAccess () function notifies the host that a virtual machine’s disks have been closed, so
operations that rely on the virtual disks to be closed, such as vMotion, can now be allowed. Call this function
after closing all the virtual disks, and after deleting the virtual machine snapshot. Normally this function is
called after previously calling VixDiskLib_PrepareForAccess, but you can call it to clean up after a crash.
Internally, this function re-enables the vSphere API method RelocateVM_Task.

vixError = VixDiskLib_EndAccess(&cnxParams, "vmName");

Here is a code snippet showing use of PrepareForAccess in a backup program that waits up to 10 minutes
for Storage vMotion to finish. Regular vMotion would finish much faster than that.

/* New sample code accounts for VMODL_TYPE_VIM_FAULT_METHOD_ALREADY_DISABLED_FAULT */
if (appGlobals.vmxSpec != NULL) {
for (int i = 0; i < 10; i++) {
vixError = VixDiskLib_PrepareForAccess(&cnxParams, "Sample");
if (vixError == VIX_OK) {

break;
}
else {
Sleep(60000);
}

SAN Mode on Linux Uses Direct Mode

With SAN transport on Linux, read and write operations are performed in “direct” mode (O_DIRECT),
meaning that no read or write buffering is done. Direct mode prevents other processes from accessing the
latest data, and avoids loss of information if the process dies before committing its write buffers. In direct
mode, the most time efficient performance can be achieved if applications follow these guidelines when
performing reads and writes:

B The offset into the SAN where the operation is performed should be an even multiple of page size, 4096.
B The buffer used for data transfer should be aligned on a page boundary.

B The transfer length should be an even multiple of the page size.

Clean Up After Disconnect

If virtual machine state was not cleaned up correctly after connection shut down, VixDiskLib_Cleanup ()
removes extra state for each virtual machine. Its three parameters specify connection, and pass back the
number of virtual machines cleaned up, and the number remaining to be cleaned up.

int numCleanedUp, numRemaining;
VixError vixError = VixDiskLib_Cleanup(&cnxParams, &numCleanedUp, &numRemaining);
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Updating Applications for Advanced Transport

To update your applications for advanced transport with managed disk, follow these steps:

1

7

Find all instances of VixDiskLib_Connect () and change them to VixDiskLib_ConnectEx().

The vixDiskLib sample program was extended to use VixDiskLib_ConnectEx () with the —-mod option.
Likewise, change VixDiskLib_Init() to VixDiskLib_InitEx() and be sure to call it only once.
Disable virtual machine relocation with the VixDiskLib_PrepareForAccess() call.

Add parameters in the middle:

a  TRUE for high performance read-only access, FALSE for read/write access.

b Snapshot moRef;, if applicable.

¢ NULL to accept transport method defaults (recommended).

Re-enable virtual machine relocation with the VixDiskLib_EndAccess () call.

Find VixDiskLib_Disconnect() near the end of program, and for safety add a VixDiskLib_Cleanup
call immediately afterwards.

Compile with the new flexible-transport-enabled version of VixDiskLib.

The advanced transport functions are useful for backing up or restoring data on virtual disks managed by
VMware vSphere. Backup is based on the snapshot mechanism, which provides a data view at a certain point
in time, and allows access to quiescent data on the parent disk while the child disk continues changing.

Algorithm for vSphere Backup

A typical backup application follows this algorithm:

Preferably through vCenter Server, contact the ESXi host and discover the target virtual machine.
Ask the ESXi host to take a snapshot of the target virtual machine.

Using the vSphere API (PropertyCollector), capture configuration (VirtualMachineConfigInfo)
and changed block information (with queryChangedDiskAreas). Save these for later.

Using advanced transport functions and VixDiskLib, access the snapshot and save the data in it.
If Changed Block Tracking is enabled, the snapshot contains only incremental backup data.

Ask the ESXi host to delete the backup snapshot.

A typical back-in-time disaster recovery or file-based restore follows this algorithm:

Preferably through VMware vCenter, contact the ESXi host containing the target virtual machine.
Ask the ESXi host to halt and power off the target virtual machine.
Using advanced transport functions, restore a snapshot from saved backup data.

For disaster recovery to a previous point in time, have the virtual machine revert to the restored snapshot.
For file-based restore, mount the snapshot and restore requested files.

Chapter 7, “Backing Up Virtual Disks in vSphere,” on page 57 presents these algorithms in more detail and

includes code samples. For best practices in backup and restore, see “Tips and Best Practices” on page 81.

Backup and Recovery Example

The VMware vSphere API method queryChangedDiskArea returns alist of disk sectors that changed between
an existing snapshot, and some previous time identified by a change ID.

40
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The queryChangedDiskAreas method takes four arguments, including a snapshot reference and a change ID.
It returns a list of disk sectors that changed between the time indicated by the change ID and the time of the
snapshot. If you specify change ID as * (star), queryChangedDiskAreas returns a list of allocated disk sectors
so your backup can skip the unallocated sectors of sparse virtual disk.

Suppose that you create an initial backup at time T1. Later at time T2 you take an incremental backup, and
another incremental backup at time T3. (You could use differential backups instead of 