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[57) ABSTRACT 

A computer program product comprising: a computer use­
able medium having computer readable program code 
means embodied therein for encrypting and decrypting 
information transferred over a network between a client 
application program running in a client computer and a 
server application program running in a server computer, the 
computer readable program code means in the computer 
program product comprising: computer readable program 
code means for providing a socket application program 
interface to an application layer program; computer readable 
program code means for providing encrypted information to 
transport protocol layer services; computer readable pro­
gram code means for encrypting information received from 
an application layer program; and computer readable pro­
gram code means for decrypting information received from 
transport protocol layer services. 

3 Claims, 10 Drawing Sheets 
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The World Wide Web utilizes the client-server model 
to provide a distributed hypermedia interface to the 
wide variety of information sources available on the 
Internet ... 

Sheet 3 of 10 5,657,390 

16 

The concept of the client-server model 
is a very simple one used extensively 
by the .!n1e.rr!.e! ... 

The Internet grew out of work funded 
in the 1960's by the U.S. Defense Department's 
Advanced Research Projects Agency (ARPA) 
which ... 

FIG. 3 
(PRIOR ART) 

16 
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SECURE SOCKET LAYER APPLICATION 
PROGRAM APPARATUS AND METHOD 

BACKGROUND OF THE JNVENTION 

2 
nicate with many different operating system platforms with­
out requiring operating system changes. 

In another aspect, the invention provides a more efficient 
handshake protocol and session key generation scheme. 

1. Field of the Invention 

The invention relates generally to computer networks, and 
more particularly, to securing private communications 
between networked computers. 

2. Description of the Related Art 

5 When a client and server application first establish a secure 
sockets connection, in accordance with the invention, they 
engage in a novel handshake protocol in which they nego­
tiate security procedures, produce a master key and generate 
session keys to be used to encrypt and decrypt information 

There is an increasing need for security in communica­
tions over public and private networks. The expanding 
popularity of the Internet, and especially the World Wide 
Web, have lured many more people and businesses into the 
realm of network communications. There has been a con­
comitant rapid growth in the transmission of confidential 
information over these networks. As a consequence, there is 

10 transferred through the sockets connection. If there are 
multiple connections between the client and server applica­
tions during a prescribed time interval, then the handshake 
protcol may elect to re-use a previously negotiated master 
key, thereby obviating the need to generate a new master 

15 key, and saving time in establishing a secure connection. 

a critical need for improved approaches to ensuring the 
confidentiality of private information. 

20 

These and other features and advantages of the invention 
will become more apparent from the following description 
of exemplary embodiments thereof, as illustrated in the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a pictorial diagram of a computer network; 

Network security is a burgeoning field. There are well 
known encryption alorithms, authentication techniques and 
integrity checking mechanisms which serve as the founda­
tion for today's secure communications. For example, public 
key encryption techniques using RSA and Diffie-Hellman 
are widely used. Well known public key encryption tech­
niques generally described in the following U.S. Patents: 

FIG. 2 is an illustrative drawing of a computer of the 
25 network of FIG. 2; 

FIG. 3 is an illustrative diagram of an electronic document 
with hyperlinks; 

FIG. 4 illustrates client/server message flow, in accor-

30 
dance with a present embodiment of the invention, using the 
RSA protocol where no session-identifier is found; 

U.S. Pat. No. 4,200,770 entitled, Cryptographic Apparatus 
and Method, invented by Hellman, Diffie and Merkle; U.S. 
Pat. No. 4,218,582 entitled, Public Key Cryptographic 
Apparatus and Method, invented by Hellman and Merkle; 
U.S. Pat. No. 4,405,829 entitled Cryptographic Communi­
cations System and Method, invented by Rivest, Shamir and 
Adleman; and U.S. Pat. No. 4,424,414 entitled, Exponen­
tiation Cryptographic Apparatus and Method, invented by 
Hellman and Pohlig. For a general discussion of network 35 

security, refer to Network and Internetwork Security, by 
William Stallings, Prentice Hall, Inc., 1995. 

In spite of the great strides that have been made in 
network security, there still is a need for further improve- 40 
ment. For example, with the proliferation of heterogeneous 
network environments in which different host computers use 
different operating system platforms, there is an increasing 
need for a security mechanism that is platform independent. 
Moreover, with the increasing sophistication and variety of 

45 
application programs that seek access to a wide range of 
information over networks, there is an increasing need for a 
security mechanism that can work with many different types 
of applications that request a wide variety of different types 

FIG. 5 shows client/server message flow, in accordance 
with a present embodiment of invention, using the RSA 
protocol where there is a shared session-identifier; 

FIG. 6 shows client/server message flow, in accordance 
with a present embodiment of the invention, using the RSA 
protocol and there is a common session-identification and 
client authentication is requested; 

FIG. 7 shows client/server message flow, in accordance 
with a present embodiment of the invention, using a Diffie­
Hellman key exchange where there is shared session­
identification; 

FIG. 8 shows a generalized representation of a typical 
Internet protocol stack which resides in each host machine 
(client and server) and a typical subnet protocol stack; 

FIG. 9 is an illustrative view of client side and server side 
application layer and transport layer programs and protocol 
structures in accordance with a present embodiment of the 
invention; 

FIG. 10 is an illustrative view of client and server side 
application layer and transport layer programs and protocol 
structures which employ the Winsock DLL in conjunction 
with the SSL library in accordance with an alternative 

of information from a wide variety of different types of 
50 

server applications. Furthermore, as security becomes more 
important and the volume of confidential network transac­
tions expands, it becomes increasingly important to ensure 
that security can be achieved efficiently, with minimal lime 
and effort. The present invention meets these needs. 

55 embodiment of the invention; 

SUMMARY OF THE JNVENTION 

In one aspect, the invention provides a sockets application 
program interface bound to a security protocol which is 
layered between an application layer and transport layer. The 
socket interface is widely used in network environments. 
This facilitates integration of the invention into a wide range 
of host machines connected to a network. Placing the 
security protocol between the application layer and the 
transport layer enables many different types of application 
programs to employ the new security with only slight 
modification. Moreover, the security protocol can commu-

FIG. 11 is an illustrative view of client and server side 
application layer and transport layer programs and protocol 
structures which employ a variation of the Winsock DLL in 
conjunction with the SSL library in accordance with another 

60 alternative embodiment of the invention; and which employ 
a variation of the Winsock DLL in conjunction with the SSL 
library in accordance with another alternative embodiment 
of the present invention; and 

FIG. 12a, 12b and 12c are an illustrative flow diagram 
65 showing an example of the process involved in secure 

client-server communication in accordance with a present 
embodiment of the invention. 
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DEfAil.,ED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The present invention comprises a novel process and 
related computer program embodied in a computer useable 
medium for ensuring private communications between 
application programs running on different computers. The 
following description is presented to enable any person 
skilled in the art to make and use the invention. Descriptions 
of specific applications are provided only as examples. 
Various modifications to the preferred embodiment will be 
readily apparent to those skilled in the art, and the general 
principles defined herein may be applied to other embodi­
ments and applications without departing from the spirit and 
scope of the invention. Thus, the present invention is not 
intended to be limited to the embodiment shown, but is to be 
accorded the widest scope consistent with the principles and 
features disclosed herein. 

A. The Client-Server Model 

This section provides a general description of exemplary 
host computers ( client and server) and the network environ­
ment in which they operate. 

FIG. 1 is an illustrative pictorial diagram of a typical well 
known computer network 100 such as the Internet, for 
example. The computer network 100 includes small 
computers, such as computers 102, 104, 106, 108, 110 and 
112 and large computers, such as computers A and B, 
commonly used as servers. In general, small computers may 
be "personal computers" or workstations and are sites where 
a human user operates the computer to make requests for 
data or services from other computers on the network. Often, 
the requested data resides in the large computers referred to 
as servers. In this scenario, the small computers are client 
systems and the large computers are servers. In this 
specification, the term "client" refers to a computer's general 
role as a requester of data or services, and the term "server" 
refers to a computer's role as a provider of data or services. 
In general, the size of a computer, in terms of its storage 
capacity and processing capability, does not necessarily 
affect its ability to act as a client or server. Further, it is 
possible that a computer may request data or services in one 
transaction and provide data or services in another 
transaction, thus changing its role from client to server or 
vice versa. 

The illustrative drawing of FIG. 2 shows an exemplary 
well known client computer system 140. It includes a 
display device 142 (such as a monitor), a display screen 144, 

4 
(FTP). More recent protocols include Gopher developed at 
the University of Minnesota and the World Wide Web 
project which defined the Hypetrext Transfer Protocol 
(HITP). HITP has been defined by an Internet Draft dated 

5 Nov. 5, 1993 and subsequent drains. 
By providing uniform protocols so that clients may 

request objects and servers may deliver objects to clients, 
computers on the Internet are able to easily transfer different 
types of information such as text and images. By using the 

10 Hypetfext concept an efficient user interface is provided to 
a human user that allows the user to discover what infor­
mation is available and to request the information. 

An illustration of the Hypetrext concept is shown in FIG. 
3. In FIG. 3, a portion of document 10 is shown. This is 

15 
symbolic of text which would appear, for example, on a 
computer display screen as viewed by a user. Text portion 10 
includes simple text and Hypetrext, the latter being text 
associated with a link. In text portion 10 there are two 
HyperText phrases associated with links. The first one is 

20 
"client-server model" while the second is "Internet". The 
fact that these text phrases are associated with links is 
indicated by the underlining of the text phrases. 

The first phrase "client-server model" is linked to text 
document 12 by means of link 16. Text document 12 is a 

25 separate document from text document 10. Text document 
12 may reside in the same computer system as text document 
10 or text document 12 may be in a remote location such as 
in a storage device connected to a server that is geographi­
cally removed from the computer system that a user is 

30 operating to view document 10. 
In practice, links such as 16 can be implemented in a 

document, such as document 10, by using a special text 
format that allows embedded tags or other symbols within 
the text to specify a link. These embedded tags are not 

35 displayed to a user reading the text. One popular tag syntax 
is part of the HyperText Markup Language (HfML) and 
uses a Uniform Resource Locator (URL) form of addressing. 
The URL is unique for each object on the network. Objects 
may be text documents, images, sounds, programs or other 

40 forms of digital data. In FIG. 3, documents 12 and 14 are text 
objects pointed to by HyperText links. A HyperText link can 
be specified in a number of ways with IITML's. The use of 
URLs is merely a currently popular standard way to specify 
links. 

45 Once specified, link 16 allows a user who is viewing 
document 10 to easily retrieve document 12. The user is 
provided with a simple and obvious indication that the 
phrase "client-server model" is a HyperText link to another 
document by the underlining. Since the phrase is one that is 
being used in context within the document the user is 
reading, the user may make a timely decision to learn more 
about the subject of the HyperText phrase. For example, in 
FIG. 3, the Hypetrext phrase "client-server model" links to 
document 12 which provides a further description of a 

a cabinet 146 (which encloses typical computer components 
such as a CPU, RAM, ROM, video card, hard drive, network 50 

adapter card, serial ports, etc.), a keyboard 148, a mouse 
150, and perhaps a modem 152. The modem, for example, 
allows the client computer system to be connected to an 
Interact network via phone lines, for example. 

55 client-server model. 

B. HfML Documents and HITP 

This section describes the use of identification tags to 
designate hyperlinks using IITML documents and HITP as 
an example. As explained in the specification, however, the 
present invention applies to other types of documents as 
well, such as Adobe PDF, voice documents and motion 
picture and still picture documents. 

In order to make the transfer of data from one arbitrary 
computer to another possible, uniform protocols have been 
developed. An early attempt at creating a uniform protocol 
for data transfers over the Internet is File Transfer Protocol 

A common way for the user to access document 12 while 
viewing document 10 on a display screen of a computer 
system is to move a pointer on the display screen by means 
of an input device, such as a mouse, so that the pointer is 

60 over the phrase "client-server model". The user then 
depresses the mouse button to "click on" the phrase. This 
causes the user's computer system to retrieve document 12 
either from local storage or from a remote location con­
nected to the user's computer via a network such as the 

65 Internet. Once document 12 is retrieved, the user's computer 
system displays the document, or a portion of the document, 
on the user's display screen. 
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Similarly, the second phrase in document 10, "Internet .. 
6 

name as parameters. Multiple clients can use a single server 
socket. Client requests can be queued in a buffer associated 
with the server socket. Typically when a request is accepted 
from the queue, a new socket is created and the new socket 

. allows the user to access document 14 by link 20. In other 
words, if the user clicks on the HyperText phrase "Internet" 
document 14, or a portion of document 14, is displayed on 
the user's screen. HyperText documents can have nested 
linking. Document 12 is the target of a HyperText link and 
may, itself, have Hypet:rext links within it as shown in FIG. 

5 is used as the server side connection endpoint with a client. 

3 where link 18 is associated with HyperText "Internet" in 
document 12. Note that the same word or phrase may 
function as a link in different documents and different 10 

documents may link to a common document. Many varia­
tions on HyperText linking from that shown in FIG. 3 are 
possible. 

In this manner, a single well known port number can be used 
to establish many simultaneous socket connections. A shut­
down (or dose) request usually is employed to terminate a 
socket connection. 

Thus, in a present embodiment of the invention, an 
application layer program makes sockets calls to its SSL 
library which sets up a sockets connection and also ensures 
security during data transmission over the network. There 
are important advantages in binding a connection interface 

C. Overview of Sockets API and Secure Sockets 
Layer (SSL) Interface 

A current embodiment of the invention provides a security 
protocol layered beneath an application protocol used by an 
application program to communicate over a network. The 
security protocol is implemented through a "Secure Sockets 
Layer" library (the SSL library) which is bound to the 
application program. The SSL library modules emulate the 
widely known "sockets" application program interface 
(API). The sockets API is supported by most major operat­
ing systems including UN1X and Microsoft Windows. For a 
general discussion of the sockets interface, refer to, Inter­
networking with TCP/IP, volume 1, by Douglas E. Comer, 
Prentice-Hall, Inc. 1995, pages 335-364. 

15 (sockets API) plus a security protocol (described below) in 
a layer between an application program layer and a transport 
layer in accordance with the invention. For example, since 
the sockets API is so widely used by application programs 
and operating systems, the SSL's sockets API can be 

20 adopted for use in a broad range of network environments. 
Moreover, since the SSL library of the presently preferred 
embodiment of the invention, is disposed between the appli­
cation program layer and the transport layer, security can be 
provided to multiple different types of applications without 

25 significant modification to the applications themselves. 
Furthermore, changes in security requirements or proce­
dures often can be more readily implemented by changing 
security protocols disposed above the transport layer, which 
is typically implemented as part of the operating system, The SSL library establishes a sockets connection with an 

application running on a remote computer and then performs 
a security handshake. Once the security handshake is 
complete, the SSL library then encrypts and decrypts all data 
sent to and received from a remote host computer through 

30 than by changing the operating system itself. As explained 
above, the SSL library is layered between the application 
layer programs and the operating . system transport control 
protocol stack. As a result, SSL security can be modified and 

the socket connection. The SSL library is used with a 35 
reliable transport protocol. For the UNIX Windows 
environments, this is commouly provided by TCP/IP. The 
sockets API also can be used to provide access to Xerox 
XNS, Novell SPX/JPX and the OSI protocols as well. 

upgraded without changing the operating system. 

D. SSL Library's Security: Key Exchange, 
Authentication and Integrity Checks 

This section explains the apparatus and methods whereby 
a client application and a server application ensure adequate 

40 security during an information exchange between them. The sockets API typically serves as an interface used by 
applications to communicate with the TCP/IP protocol stack. 
Generally, the client and server programs each invoke oper­
ating system functions that set up an association between 
them referred to as a sockets connection. The client and 
server applications then invoke operating system functions 45 
to send and receive information between them over a 
network, such as the Internet, in a similar manner to calling 
functions to perform ordinary input/output. The information, 
for example, may include graphics, data, instructions and 
even computer programs. The sockets connection between 50 

the two programs uses data structures which allow access to 
TCP/IP services. The sockets API ordinarily provides a 
series of system calls that application programs can invoke 
to request sockets connection communication services. 

More specifically, the typical approach to using sockets is 55 
that a server application creates an open socket ready to 
accept connections at a given IP address and (well known) 
port. Once such a socket has been created, buffer space can 
be allocated to store incoming connection requests. The 
server socket ordinarily behaves as a passive endpoint 60 
waiting for a connection request to arrive from a client. In 
order for a client to send a connection request to a passive 
socket, the socket must have a name. Therefore, names are 
bound to sockets and are published so that a remote client 
can address the named socket. To initiate a connection to a 65 
remote socket a client application ordinarily requests a 
connection and specifies a local ( client) socket and a remote 

Subsequent sections explain the details of a novel "Record 
Protocol Specification" used during SSL communications 
between client and server and the details of a novel "Hand-
shake Protocol" used to establish a secure "sockets" layer 
(SSL) communication channel between client and server. 
The disclosure in this section references public key 
algorithms, bulk ciphers, authentication processes and integ­
rity checks in general. It will be appreciated that the prin­
ciples discussed in this section can be applied to numerous 
different specific instances of each of these security and 
integrity check mechanisms. The section below describing 
the handshake protocol provides many examples of different 
combinations of public key algorithms, bulk ciphers, authen­
tication processes and integrity checks that can be employed 
consistent with the invention. 
RSA Key Exchange Assuming No "Session-Identifier" 

Referring to FIG. 4, there is shown the message flow 
during handshake protocol negotiation where RSA key 
exchange is employed and no "session-identifier" is stored 
in server cache. Note that at the. stage at which the message 
exchange in FIG. 4 begins, the client and server already have 
established a "sockets" connection between them, and the 
server has determined that the connection is to be a secure 
connection that employs the novel SSL processes and pro­
gram control mechanisms described herein. As explained 
above, the sockets API is well known. Moreover, in accor-
dance with the invention, the sockets connection is initiated 
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by a client application SSL_open call to its SSL library 
which is bound to the client application. The data transferred 
between client and server can be encrypted/decrypted as it is 
channeled through the socket. But first, before any data is 
transferred, the client and the server must negotiate an 5 
encryption technique for the data transfer, authenticate the 
connected parties (server and possibly client too), and check 
the integrity of the agreed upon secure connection. This 
negotiation is carried out in response to the SSL_open call 
through message flow of FIG. 4, which takes place using the 10 

sockets connection previously set up as part of that same 
SSL_open call. 

The client sends to the server, through the sockets 
connection, a client-hello message which includes the fol­
lowing information: challenge data and cipher_specs. In the 15 

current implementation of the invention, the challenge data 
is a random number used to ensure channel integrity as 
explained below. The cipher-specs indicate which bulk 
ciphers are supported by the client. 

The server responds to the client-hello message with a 20 

server-hello message which includes the following informa­
tion: connection_identification, server_certificate and 
cipher_specs. The connection_identification is a randomly 
generated set of bits. The server_certificate is issued to the 
server through well known techniques and is used to certify 25 

the authenticity of the server. The cipher_specs sent by the 
server to the client indicate the bulk cipher to be used during 
the data transfer. The bulk cipher is selected by the server 
from the choices provide by the client in the ciper_specs 
portion of the client-hello message. Since it is possible that 30 
there may be multiple different ciphers supported by the 
client and by the server, it is necessary for the client and 
server to "negotiate" which cipher to use based upon the 
available client and server ciphers. Upon receiving the 
client-hello message, the server determines which server 35 

ciphers match the available client ciphers identified in the 
client cipher_specs portion of the client-hello message. The 
server selects a cipher to be used to encrypt/decrypt the data 

8 
components of the information exchanged in the client-hello 
and server-hello messages. The selected bulk cipher uses the 
session keys to encipher/decipher data and messages trans-
ferred through the socket connection. 

The client sends a client-finished message which indicates 
that the client is satisfied with the server. In a present 
embodiment of the invention, the client-finish message 
includes a hash of all of the handshake protocol messages 
previously sent by the client. The hash is encrypted using the 
agreed upon bulk cipher plus a session key generated by the 
client, referred to in FIG. 4 as the client-write-key. Note that 
the hash function also is negotiated as part of the cipher_ 
specs. In addition, the connection-identification previously 
sent to the client by the server is transmitted to the server 
with the client-finish message to authenticate the channel. 
The server uses the client messages handshake hash to verify 
the integrity of the communication between client and 
server. This final integrity check will expose third party 
intervention even if it occurred at the beginning of the 
handshake protocol. 

The server sends a server-finished message which indi­
cates that the server is satisfied with the client and is ready 
to begin the actual data transfer through the socket connec­
tion. In a present embodiment of the invention, the server-
finish message includes a hash of all of the handshake 
protocol messages previously sent by the server. The hash is 
encrypted using the agreed upon bulk cipher plus a session 
key generated by the server, referred to in FIG. 4 as the 
server_write_key. The hash function also is negotiated as 
part of the cipher_specs. The server uses the server mes­
sages handshake hash to verify the integrity of the commu­
nication between client and server as explained above. 

In addition, a new session_identification is sent together 
with the hashandshake hash encrypted using the bulk cipher 
and the server_write_key. This new_session_ 
identification is stored by both the client application and the 
server application in their respective cache memories 
together with the master key and the encryption algorithm 
selection ( cipher plus hash) so that, as explained below, the to be transmitted and indicates its choice in the cipher_ 

specs portion of the server-hello message. 
The client delivers a master key to the server in a 

client-master-key message. The master key, for example, 

40 
master key can be used again in a future socket connection 
between the client and the server. Note that if a client 

can be a randomly generated number. The master key is used 
by the client and the server to produce session keys which 
will be employed to actually encrypt/decrypt the data to be 
transferred through the sockets connection. The master key 
is a shared secret between the client and the server. The 
master key is delivered by the client to the server in 

machine, for example, is running multiple instantiations of 
the application program then each instantiation will have its 
own session-identification. 

45 
In a present embodiment, the session_identifications are 

stored by client application and server application in a table 
like the following: 

encrypted form using a key exchange encryption algorithm. sessioILidentification table 

In FIG. 4, an RSA public key algorithm is employed for key 50 -------------------­
exchange. 

Once the master key has been delivered to the server. the 
server and the client both can independently generate the 
session keys used to actually encrypt/decrypt data trans­
ferred following successful completion of the handshake 55 
protocol. The session keys are produced using well known 
techniques such as through hash functions referenced in the 
sections below or some other function of the master key and 
another data value. A more detailed explanation of the 
session key production techniques used in the presently 60 
preferred embodiment of the invention is provided below in 
the handshake protocol section. It should be understood that, 
while public key encryption techniques are used for master 
key exchange, the actual encryption/decryption of data 
transferred between client and server through the socket is 65 
achieved using a well known bulk cipher, such as RC2, RC4 
or IDEA, negotiated through the respective cipher_specs 

session_JD machine IP address master key encryption 
algorithm 

timer 

The server-finish message also includes the challenge data 
sent by the client to the server in the client-hello message. 
The challenge data is encrypted by the selected bulk cipher 
using the server_write_key. The client decrypts the chal­
lenge data in order to verify that the key exchange has been 
successful by testing the ability to encrypt and decrypt the 
mutually known challenge data using the newly generated 
session keys. 
RSA Key Exchange Assuming a Session-Identifier Found 
By Client and Server 

Referring to FIG. 5, there is shown a sequence of mes­
sages transferred through the socket connection when the 
client and server negotiate the handshake protocol at a time 
when each stores a common session_identification in its 
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respective cache memory. The session_identification for a 
given handshake protocol is stored for a period of time 
together with the information generated during the hand­
shake. That stored information includes the previously 
agreed upon block cipher and hash function as well as the 5 
earlier master key. A given session_identification together 
with its related information is retained in cache memory in 
the client and in the server for a prescribed period of time, 
100 seconds in a current implementation. During that time 
interval, if the client application again attempts to access the 10 

server through a new SSL library connection, then the new 
connection can use the same block cipher, hash function and 
master key that were negotiated during the prior handshake 
protocol. 

The stored session_identification information advanta- 15 

geously saves time in establishing secure sockets connec­
tions without unreasonably compromising security. The gen­
eration of session keys is a relatively time consuming task 
since it involves the exchange of a master key using a 
relatively slow public key algorithm. By using the previ- 20 
ously derived session_identification information, the master 
key and encryption algorithm (a block cipher plus a hash 
function in the preferred embodiment), the most time con­
suming handshake steps can be avoided. This approach is 
particularly beneficial, for example, in applications such as 25 
client-server data transfers involving a client application 
establishing a secure sockets connection with a secure server 
over the Internet. A client application, such as a web browser 
constructed in accordance with the present invention for 
example, may set up a connection to a remote server in order 30 

to retrieve information requested by a client user. 
For instance, an electronic document containing hyper­

links may be displayed by the client browser application. 
Whenever a user "clicks" on (or selects) portion of the 
document associated with a hyperlink, another electronic 35 

document or file or a graphic or some other remotely stored 
information that corresponds to the link is retrieved over the 
Internet from the server. Before the transfer can occur, 
however, the handshake protocol is negotiated, and 
encryption/decryption information is developed as described 40 

above. That information is stored with the session_ 
identification for that connection. When that new document 
( or other information) has been transferred to the client, the 
SSL library causes the secure sockets connection used to 
accomplish the transfer of that next document to be closed. 45 
The session__identification information (master key, block 
cipher, hash function) is stored in cache by the client and 
server applications for a prescribed time intervals. If within 
that time a user of that same client browser application 
"clicks" on another hyperlink, then the client browser appli- 50 
cation will set up another sockets connection with the server 
to satisfy this latest request. Rather than go through the 
entire time consuming handshake protocol, however, the 
client and server will use the previously generated and 
stored session_identification information (master key, block 55 
cipher, hash function) to secure data transfer through the 
new socket set up by the SSL library to satisfy this latest 
request. 

It will be appreciated that as each subsequent client 
request is made to the secure server, a new session_ 60 
identification with a new interval timer is stored in the client 

10 
negotiated, provided that there is no time gap between any 
two requests that exceeds the prescribed time interval. 

Referring to FIG. 5 in step_the client-hello message 
sends a session_identification which identifies previously 
stored security information (master key, block cipher, hash 
function) together with challenge data and cipher_specs. 
The server-hello message sends a connection_identification 
together with a session_identification_hit indication. Since 
the has been a hit, there is a match between a session_ 
identification stored in the client cache and a session_ 
identification stored in the server cache. This means that 
there was a previous secure sockets connection between the 
client application and the server application, and that the 
session_identification information negotiated and stored in 
conjunction with that prior connection still is available for 
use with this later connection. Therefore there is no need to 
negotiate a cipher_specs or to generate and a new master 
key or to generate new session keys. The remaining steps in 
FIG. 5 are identical to the corresponding steps in FIG. 4. 
Note that a new session_identification is delivered in the 
server-finish message. This new session_identification sup­
plants the prior session_identifications which matched. 
RSA Key Exchange Assuming Session-Identification Match 
and Client Authentication 

In FIG. 6 the first four messages, client-hello, server_ 
hello, client-finish and server-verify are identical to the first 
four messages in FIG. 5. However, the server sends a 
request-certificate message which includes authentication_ 
type and challenge data encrypted with the server_ write key 
(one of the earlier agreed upon master keys). The 
authentication-type specifies an encryption technique to be 
used to authenticate the client; several authentication tech-
niques can be supported by a current embodiment of the 
invention as explained in a following section. The challenge 
data is used in the authentication process. A client-certificate 
message is sent by the client to the server. The client­
certificate message includes certificate_type, client_ 
certificate and response_data, all of which are encrypted 
using the client_write_key (one of the earlier agreed upon 
master key). Several certificate types, described below, are 
supported by the current embodiment. The certificate_type 
indicates which one has been employed. The client_ 
certificate contains the data defined by the certificate_type 
value. The response data contains authentication response 
data which is a function of the authentication_type sent by 
the server in the request-certificate message. The final step 
is the same as the final steps in FIGS. 4 and 5. 
Diffi.e-Hellman Key Exchange Assuming No Session­
Identification 

FIG. 7, illustrates a Diffi.e-Hellman (DH) key exchange in 
accordance with a current implementation of the present 
invention. The client-hello and the server-hello messages, 
are the same as the corresponding messages in FIG. 4. Also, 
the client-finish message and the server-finish message are 
the same as corresponding messages in FIG. 4. In a present 
implementation of a DH key exchange, a "Y'' value and a 
random number are delivered by the client to the server in 
a client-dh-key message. The Y value is a public number 
which corresponds to a secret number which is the result of 
an exponentiation process. The Y value and the random 
number are used by both client and server to generate a new 
randomized key. In a DH key exchange, both sides in the 
exchange independently generate the same master key. The 
client-session-key message delivers the session_key_l 
encrypted by a master_key. The client session-key message 

cache memory and in the server cache memory. Thus, the 
same block cipher. master key and hash functions can be 
used for multiple secure sockets connections, even when the 
connections occur over a time interval which is extends 
beyond the prescribed interval of the original connection for 
which the session_identification information was 

65 _also delivers the random number encrypted by the 
session_key_l. This encrypted random number is impor­
tant in hardware implementations of the DH exchange. 
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E. SSL Library's Sockets API 

Overview of Internet Architecture 
Referring to FIG. 8, there is a generalized illustrative 

representation of a typical protocol stack which resides in 
each host machine (client and server) connected to the 
Internet. Also shown is the encapsulation and decapsulation 
of a typical program data unit (PDU) (or message) as it 
travels from one host to another through the Internet. The 
application layer security mechanisms and processes of the 
present invention ordinarily operate in an Internet 
environment, although the invention can be practiced in 
different network environments as well. 

The typical Internet protocol stack includes five network 
"layers". Note that the Internet model lacks the presentation 
and session layers that are proposed in the International 
Standards Organization (ISO) Open Systems Interconnec­
tion (OSI) Reference Model. During client-server 
communications, information to be transferred from the 
server to the client, for example, is first transferred from 
server application layer computer programs down to the 
server transport layer. Next, the information is transferred 
down through network, data link and physical layers that 
may be associated with the server, and then up through 
physical, data link and network layers that may be associated 
with the client. Information transfer down and back up 
through these lower three layers may involve transfers 
through a communication subnet which may include routing 
devices as illustrated. The information then continues its trip 
up through the client transport layer to the client application 
layer. The transfer of information in the opposite direction, 
from client to server, involves a similar layer by layer 
transfer but in the opposite direction, starting with the client 
application layer and ending with the server application 
layer. Those skilled in the art will appreciate that there are 
various different protocols that can be used to implement the 
different protocol layers, and that many variations of the 
basic network model are possible. For a discussion of well 
known network architectures and the typical functions asso­
ciated with the various layers within the architecture refer to, 
Network Management Standards: SNMP, CMIP, TMN, 
M/Bs, and Object Libraries, Second Edition, by Uyless 
Black. McGraw-Hill, Inc. , 1994. Also see, Computer 
Networks, Second Edition, by Andrew S. Tanenbaum, 
Prentice-Hall, Inc., 1989. 
Focus on Application and Transport Layer Security 

In FIG. 9. there is an illustrative drawing providing a more 
detailed view of client side and server side application layer 
and transport layer programs and protocol structures used 
during client-server network communications in accordance 
with a current embodiment of the invention. The client and 
server application layers each include SSL libraries which 
cooperate to provide an application program interface which 
encrypts and decrypts information passed between different 
client and server application programs through a transport 
layer socket connection. The client application layer. for 
example, may include any of numerous types of computer 
programs which rely upon client-server network connec­
tions. For example. the client application might be a network 
browser application used to provide user access to the World 
Wide Web. Alternatively, for instance, the client application 
might be employed for financial transactions involving 
credit card or home banking. It should be appreciated that 
these are but a few sample types of application programs that 
require security when involved in information transfer using 
a client-server network connection. The server application 
layer, for example, may include an HTTP server which 

12 
provides information to a client browser application in 
response to a client request. In a present embodiment, the 
client application layer may includes multiple application 
layer protocols used during transfers of information in 

5 connection with different categories of applications. For 
example, in a present embodiment of the invention, a client 
application may employ HTTP, network news transfer pro­
tocol (NNTP), file transfer protocol (FfP), and Telnet Each 
different application protocol is used in communications 

10 
involving different server applications. For example, NNTP 
is used to access certain news sources over the Internet; FfP 
can be used for file transfers over the Internet; and a Telnet 
can be used for remote login over the Internet. 

An SSL library provides a sockets API that other appli­
cations can call to encrypt and decrypt information passed 

15 through a socket connection. Moreover, in a current embodi­
ment of the invention, both the client and the server include 
operating system services which implement respective client 
and server transport layer protocols that use socket type 
connections. These built in transport layer operating system 

20 services may be an integral part of the client and server 
operating systems. That is generally the case, for example, 
with the UNIX operating system. 

Alternatively, for example, the present invention may be 
practiced in a host (client or server) environment in which 

25 transport layer socket connection services are implemented 
as part of an application layer dynamic link library (DLL), 
such as Winsock for instance, which runs on top of a 
Windows operating system. Winsock is a DLL which pro­
vides a socket application program interface, but it does not 

30 
provide the socket layer security. 

The illustrative drawing of FIG. 10 shows client and 
server side application layers and transport layers which 
employ the Winsock DLL in conjunction with the SSL 
library in accordance with an alternative embodiment of the 
present invention. In operation, for example, a client appli-

35 cation calls Winsock to request a socket connection to a 
server application. Winsock, in turn, calls the SSL library 
and requests a connection to the server application. The SSL 
library then calls the operating system protocol stack and 
establishes the socket connection with the server side. The 

40 client side and server side SSL libraries negotiate security. 
Once a security scheme has been agreed upon, the client side 
SSL library returns a message to Winsock indicating that a 
socket connection is available. Winsock, in turn, returns a 
message to the calling client application indicating that a 

45 socket is ready. The client then can proceed to communicate 
with the server application through Winsock and the SSL 
library using the secure socket connection set up by the SSL 
library. 

The illustrative drawings of FIG. 11 shows client and 
50 server side application layers and transport layers which 

employ a variation of the Winsock DLL in conjunction with 
the SSL library in accordance with another alternative 
embodiment of the present invention. Winsock has been 
modified to incorporate the SSL library functionality into a 

55 new DLL referred to herein as the Winsock/SSL_library. In 
operation, for example, a client application calls Winsock/ 
SSL_library to request a socket connection to a server 
application. The Winsock/SSL_library, in turn, calls the 
operating system protocol stack and establishes the socket 

60 connection with the server side. The client side and server 
side Winsock/SSL_libraries negotiate security. Once a 
security scheme has been agreed upon, the client side 
Winsock/SSL_library returns a message to the calling client 
application indicating that a socket is ready. The client then 

65 can proceed to communicate with the server application 
through the Winsock/SSL_library using the secure socket 
connection. 
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SSL Library's Sockets API 
Briefly summarized, in a present embodiment, the appli­

cation program interface provided by the SSL library 
includes the following calls: SSL_open, SSL_write, SSL_ 
read and SSL_close. 
SSL_open 

When an application calls SSL_open, the SSL library to 
make a request to the operating system transport layer 
seIVice to open a socket connection. The handshake protocol 
takes place between the client side and seIVer side SSL 10 
libraries. The handshake results in an encryption scheme 
agreed upon by the client and server side SSL libraries. Once 

14 
types of client and seIVer applications. Furthermore, the 
invention can be practiced with a host that employs an 
application layer DLL, such as Winsock, which provides a 
socket application program interface to host applications. 

In FIG. 12A-C a user of a client browser application 
program, for example, may wish to access additional infor­
mation (text, graphics, or sound, etc.) that relates to certain 
text or an image or an icon displayed on a client computer 
screen. Referring to FIG. 3, for instance, the client computer 
screen at first might display the illustrated text describing the 
World Wide Web. Embedded in the text is the word, 
"Internet", which is highlighted through underlining and 
balding. The highlighting indicates to the user that the word, 
"Internet", corresponds to a hyperlink that can be used to 

the handshake has been successfully completed, the SSL 
library returns a message to the calling application indicat­
ing that a socket connection has been opened. 
SSL_write 

15 access a related electronic document that provides more 
information about the Internet When the user "clicks" on ( or 
selects) the word "Internet", the client application retrieves 
from the electronic document a URL such as , 
HTIP:\\HOME.NETSCAPE.COM\FILENAME.HTML, 

When an application calls SSL_ write, the SSL library 
encrypts the information presented to it by the application 
using the agreed upon encryption scheme. The SSL library 
then calls the operating system transport layer seIVice and 20 
requests a write of the encrypted message to a server 
designated by the calling application using the socket con­
nection created during SSL_open. SSL_read 

When a host (client or server) that monitors a port 
designated for SSL library communications receives a 25 
message, the application calls SSLJead which invokes the 
SSL library which then decrypts the message, and passes the 
decrypted message to the application. 
SSL_close 

When a transfer of information through a socket connec- 30 
tion created by an SSL_open call is finished or an error 
condition occurs, SSL_close is called by either the client or 
the seIVer. The SSL library that receives SSL_close sends a 
message instructing the operating system transport layer 
seIVice to close the socket connection. Note that whenever 35 
an error is detected during information transfer, either during 
handshake protocol or actual data transfer, SSL_close is 
called by the host (client or server) that discovers the error. 
This is a security precaution. 

Thus, the SSL library decrypts information before sending 40 
it to an application program, and encrypts information after 
receiving it from an application program. Conversely, the 
SSL library encrypts information before sending it to a 
transport layer socket connection, and decrypts information 
after receiving it from a transport layer socket connection. In 45 
other words, the SSL library only sends and receives clear 
(unencrypted) information to and from application 
programs, and the SSL library only sends and receives 
encrypted information to and from a socket connection. In 
essence, the apparatus and method of the present invention 50 
redirects client-server information transfers between appli­
cation layer and transport layer so that the information 
passes through an encryption/decryption mechanism imple­
mented as client side and seIVer side SSL libraries. The 
operation of the security mechanisms and processes of the 55 
present invention will become more apparent from the 
following explanation of the flow diagram of FIG. E3. 

F. An Example of the SSL Library in Action 

for example, with a header that identifies a server that has the 
additional information about the ''Internet" sought by the 
user. In practice, for example, the electronic document may 
contain an IITML hyperlink tag that is used to set up a 
client-server relationship in which the sought after ''Inter-
net" information stored by a seIVer will be provided to the 
client application in response to the user's "clicking" on the 
word ''Internet" in the electronic document. 

Although this example is cast in terms of a document 
having an IITML format, the invention may be practiced 
with documents or ties using different formats. That is, a 
prefix (like HTIPS), marker or name can be added to the 
URL, or other network address indicator, of almost any file 
or document to indicate that it is to be made "secure" in 
accordance with the invention. For example, a JPEG, GIF, 
MPEG, Postscript or voice files , or almost any hypermedia 
document can be made secure using the apparatus and 
methods of the invention. 

Note that even the act of opening an electronic document 
may involve creating multiple socket connections in order to 
gather information to be displayed as part of the document. 
For example, document text may be retrieved from one 
seIVer, and each graphics image in the document may be 
retrieved from another server. The information in the docu­
ment may be highly confidential. Hence, each of the con­
nections used to open the document in the first place can be 
protected through encryption in accordance with the present 
invention. Moreover, once the document is displayed, it may 
contain hyperlinks to yet other information (text, graphics, 
sound, etc.). It is just such a hyperlink that is the subject of 
the example illustrated in FIG. 12A-C. 

Referring again to FIG. 12A-C, the client application 
calls SSL_open to request a socket connection with the 
server identified in the URL associated with the highlighted 
selected word ''Interact". In this example, the HTIPS header 
in the URL indicates that the seIVer is a secure HTIP server. 
The "S" suffix in the header syntax indicates that the 
connection is to be a secure connection, and that the appli­
cation should invoke the SSL library. The absence of an "S" 
from the header syntax, that is a normal HTIP header, would 

FIG. 12A-C illustrates the operation of the application 
layer and transport layer programs and protocols of FIGS. 9 
and 8 during client-server communications in accordance 
with a present embodiment of the invention. For the pwpose 
of explaining the FIG. 12A-C flow diagram, it is assumed 
that the client application is a network browser and that the 
seIVer application is an HTIP server. However, it should be 
appreciated that the invention can be employed with other 

60 indicate that the connection need not be secure, and that the 
SSL library need not be invoked. Thus, the HTIPS header 
indicates to the application that the SSL library is to be 
called to provide a secure HTIP transfer. Note that the 
protocol known as HTIP itself is not altered or modified. 

65 Rather, information transferred between client and server 
applications is encrypted/decrypted in transit using the client 
side and server side SSL libraries. In effect, the SSL libraries 
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provide an additional security layer between application and 
transport layers. 

It will be appreciated that a URL prefix or suffix or similar 
identifier can be employed to indicate to an application 
program that the SSL library should be invoked in connec- 5 

tion with other types of client-server transfers as well. For 
example, an FfP transfer can be made secure by inserting a 
marker such as, "FfPS", in a URL to indicate that the 
application should call the SSL library to accomplish the 
transfer. The client side and server side SSL libraries handle 10 

security while the Ff P application remains unchanged. The 
same can be done with NNTP or Telnet transfers, for 
example. In each case, the client and server SSL libraries set 
up a secure socket connection through which all information 
is passed in encrypted form. l5 

In response to SSL_open, the client SSL library calls the 
appropriate client operating system service requesting a 
socket connection with the HITP server identified in the 
URL. It will be appreciated that different client computers 

20 may employ different operating systems, such as UNIX or 
Windows, for instance. 

The client and the server establish a socket connection 
between them. At this point in the SSL_open process, the 
socket connection is not yet a secure one. Rather, it is a 

25 
typical connection of the general type that the client oper­
ating system would set up in response to an application 
request to open a socket connection. More specifically, the 
client operating system transport layer service, over a net­
work architecture of the general type disclosed in FIG. 8, 

30 
communicates with the corresponding operating system 
service transport layer service of the designated HTTP 
server to establish a client endpoint and a server endpoint for 
a transport layer socket connection. The client endpoints are 
defined by a combination comprising IP address ( or DNS 

35 
name) and port number. A TCP message header typically 
contains a port number which indicate the source and 
destination ports of a message. The lower level protocols 
carry the IP address. A host (client or server) can determine 
whether or not a message is encrypted based upon the port 

40 
numbers in the TCP header. 

When the client and server operating system services have 
established the socket connection described above, the client 
operating system returns a message to the SSL library 
indicating successful connection. The client side SSL library 45 
and the server side SSL library then engage in a handshake 
protocol in accordance with the invention using the socket 
connection that has been established by the client and server 
operating system services. During the handshake procedure, 
for example, encryption/decryption precautions are 50 
negotiated, the server is authenticated and the integrity of the 
socket security is checked. A detailed explanation of the 
handshake protocol is provided elsewhere in this specifica­
tion. Once the handshake procedure has been successfully 
completed, the client SSL library returns to the cli~nt appli- 55 
cation a message indicating the HITP server endpomt of the 
socket connection. Meanwhile, the server side SSL library 
listens on the endpoint port. 

16 
calls the client operating system transport layer service with 
a request to send the encrypted message addressed to the 
HITP server endpoint using the socket connection created 
during the SSL_open. The client operating system sends the 
encrypted client application request over ~he netw?rk to the 
HITPS server endpoint. Note that the information trans­
ferred through the socket connection is secure since it was 
encrypted before it entered the socket using the agreed upon 
SSL library encryption procedures. 

Upon receipt of the encrypted client application message 
addressed to the designated server port number, the server 
calls SSL_read invokes the SSL library decryption routines 
which then decrypt the received message using the agreed 
upon decryption scheme. Basically, the server knows that 
any message sent to the designated server port number is a 
message that requires decryption. Whenever a message 
arrives on a server port number designated during the 
SSL:_open process, the server calls SSL_read to decrypt 
the received message. Once decrypted, the message is 
passed over to the server application. The HITP server 
retrieves the information requested by the client application 
message. 

As explained above, there is a session_identification 
table stored for each client-server socket connection which 
indicates the master key, cipher and hash for the session. 
This session_jdentification information is used as context 
for the present secure socket connection, and as explained 
above, may be re-used in later connections. 

When the server has retrieved the requested information, 
it then calls the server SSL library with an SSL_write 
requesting delivery of the requested information to the client 
side endpoint. The server side SSL library encrypts 
information, and then calls the server operating system 
transport layer service and requests a write of the encrypted 
message to the designated client endpoint. The server side 
operating system transport layer service handles the request 
and delivers the message to the client application endpoint. 

Upon receipt of the encrypted server message addressed 
to the designated client port number, the client application 
calls SSL read to invoke the SSL library decryption rou­
tines whi~ then decrypt the received message using the 
agreed upon decryption scheme. The client side SSL library 
then delivers the decrypted HITP server message to the 
client application. 

Finally, the client application displays on the client dis­
play screen information corresponding to the selected word, 
"Internet", which was retrieved from the HITPS server. The 
server calls SSL dose to dose the socket connection when it 
has finished sending the requested information. 

G. Record Protocol Specification 

In this section, additional details are provided concerning 
SSL record formats, handshake protocols and security tech­
niques employed by a presently preferred embodiment of the 
invention. 
SSL Record Header Format. 

In SSL, all data sent is encapsulated in a record, an object 
which is composed of a header and some non-zero amount 
of data. Each record header contains a two or three byte 
length code. If the most significant bit is set in the first byte 
of the record length code then the record has no padding and 
the total header length will be 2 bytes, otherwise the record 
has padding and the total header length will be 3 bytes. The 
record header is transmitted before the data portion of the 

Next, continuing with the above example, the client 
application sends an SSL_ write to the client side SSL 60 
library with a message addressed to the designated server 
endpoint requesting the information relating to the selected 
word "Internet" that appeared in the electronic document. In 
response to the SSL_write, the client side SSL library 
encrypts the client application message using an e_ncrypti?n/ 
decryption scheme agreed upon for the connection durmg 

65 record. 

the handshake negotiation process. The client side SSL then 
Note that in the long header case (3 bytes total), the 

second most significant bit in the first byte has special 
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meaning. When zero, the record being sent is a data record. 
When one, the record being sent is a security escape (there 
are currently no examples of security escapes; this is 
reserved for future versions of the protocol). In either case, 
the length code describes how much data is in the record. 

The record length code does not include the number of 
bytes consumed by the record header (2 or 3). For the 2 byte 
header, the record length is computed by (using a "C"-like 
notation): 

RECORD-LENGI1I=((byte[O]&0x7f)<<8))1byte[l]; 

Where byte[O]represents the first byte received and byte[l] 
the second byte received. When the 3 byte header is used, the 
record length is computed as follows (using a "C"-like 
notation): 

RECORD-LENGTII=((byte[O]&Ox3f)<<8))1byte[l]; 
IS-ESCAPE=(byte[Ol & 0x40)!=0; 
PADDING=byte[2]; 

The record header defines a value called PADDING. The 
PADDING value specifies how many bytes of data were 
appended to the original record by the sender. The padding 
data is used to make the record length be a multiple of the 
block ciphers block size when a block cipher is used for 
encryption. The sender of a "padded" record appends the 
padding data to the end of its normal data and then encrypts 

18 
SEQUENCE-NUMBER. The SEQUENCE-NUMBER is a 
32 bit value which is presented to the hash function as four 
bytes, with the first byte being the most significant byte of 
the sequence number, the second byte being the next most 

5 significant byte of the sequence number, the third byte being 
the third most significant byte, and the fourth byte being the 
least significant byte (that is, in network byte order or "big 
ending" order). 

MAC-SIZE is a function of the digest algorithm being 

10 
used. For MD2 and MDS the MAC-SIZE will be 16 bytes 
(128 bits). 

The SECREf value is a function of which party is sending 
the message and what kind of key exchange algorithm/ 
cipher was chosen. 

For the non-token key exchange algorithms ( e.g. RSA, 
15 DH): 

If the client is sending the message then the SECREf is 
the CLIENT-WRITE-KEY (the server will use the 
SERVER-READ-KEY to verify the MAC). If the client is 
receiving the message then the SECREf is the CLIENT-

20 READ-KEY(the server will use the SERVER-WRITE-KEY 
to generate the MAC). 

For the token key exchange algorithms (e.g. RSA­
TOKEN, DH-TOKEN, FORI'EZZA-TOKEN): 

The SECREf value is the RANDOM-NUMBER from the 
25 CLIENT-SESSION-KEY message. The value is used iden­

tically by the client and the server for both sending and 
receiving. 

the total amount (which is now a multiple of the block 
cipher's block size). The actual value of the padding data is 30 

unimportant, but the encrypted form of it must be transmit-

The SEQUENCE-NUMBER is a counter which is incre­
mented by both the sender and the receiver. For each 
transmission direction, a pair of counters is kept ( one by the 
sender, one by the receiver). Every time a message is sent by 

ted for the receiver to properly decrypt the record. Once the 
total amount being transmitted is known the header can be 
properly constructed with the PADDING value set appro­
priately. 35 

The receiver of a padded record decrypts the entire record 
data (sans record length and the optional padding) to get the 
clear data, then subtracts the PADDING value from the 
RECORD-LENGTH to determine the final RECORD­
LENGTH. The clear form of the padding data must be 40 

discarded. 
SSL Record Data Format. 

The data portion of an SSL record is composed of three 
components (transmitted and received in the order shown): 

a sender the counter is incremented. Sequence numbers are 
32 bit unsigned quantities and must wrap to zero after 
incrementing past OxFFFFFFFF. 

The receiver of a message uses the expected value of the 
sequence number as input into the MAC HASH function 
(the HASH function is chosen from the CIPHER-CHOICE). 
The computed MAC-DATA must agree bit for bit with the 
transmitted MAC-DATA. If the comparison is not identity 
then the record is considered damaged, and it is to be treated 
as if an "1/0 Error" had occurred (i.e. an unrecoverable error 
is asserted and the connection is closed). 

A final consistency check is done when a block cipher is 
used and the protocol is using encryption. The mount of data 

MAC-DATA[MAC-SIZE] 
ACfUAL-DATA [N] 
PADDING-DATA [PADDING] 

45 present in a record (RECORD-LENGTH)) must be a mul­
tiple of the cipher's block size. If the received record is not 
a multiple of the cipher's block size then the record is 
considered damaged, and it is to be treated as if an "1/0 
Error" had occurred (i.e. an unrecoverable error is asserted 

ACTUAL-DATA is the actual data being transmitted (the 
message payload). PADDING-DATA is the padding data 
sent when a block cipher is used and padding is needed. 
Finally, MAC-DATA is the "message Authentication Code". 

50 and the connection is closed). 

When SSL records are sent in the clear, no cipher is used. 
Consequently the amount of PADDING-DATA will be zero 55 
and the amount of MACDATA will be zero. When encryp­
tion is in effect. the PADDING-DATA will be a function of 
the cipher block size. The MAC-DATA is a function of the 
CIPHER-CHOICE (more about that later). 

The SSL Record Layer is used for all SSL 
communications, including handshake messages, security 
escapes and application data transfers. The SSL Record 
Layer is used by both the client and the server at all times. 

For a two byte header, the maximum record length is 
32767 bytes. For the three byte header the maximum record 
length is 16383 bytes. The SSL Handshake Protocol mes­
sages are constrained to fit in a single SSL Record Protocol 
record. Application protocol messages are allowed to con-

The MAC-DATA is computed as follows: 60 sume multiple SSL Record Protocol record's. 

MAC-DATA: =HASH[SECREf. ACTUAL-DATA, 
PADDING-DATA, SEQUENCE-NUMBER] 

Where the SECREf data is fed to the hash function first, 65 
followed by the ACTUAL-DATA. which is followed by the 
PADDING-DATA which is finally followed by the 

Before the first record is sent using SSL all sequence 
numbers are initialized to zero. The transmit sequence 
number is incremented after every message sent, starting 
with the CLIENT-HELLO and SERVER-HELLO messages. 
Out of Band Data. 

SSL Version 3 supports the transmission and reception of 
"out of band data". Out of band data is normally defined at 
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the TCP/IP protocol level. but because of SSL's privacy 
enhancements and support for block ciphers, this becomes 
difficult to support. 

To send out-of-band data, the sender sends an escape 
record whose body contains a single byte of data indicating 5 
the escape type code: 

char escape-tee-code 

CLIENT-FINISHED 
SERVER-FINISHED 

Errors 

20 

Error handling in the SSL Handshake protocol is very 
simple. When an error is detected, the detecting party sends 
a message to the other party. Errors that are not recoverable 
cause the client and server to abort the secure connection. 
Servers and client are required to "forget" any session 
identifiers associated with a failing connection. 

The SSL Handshake Protocol defines the following 
errors: 

NO-CIPHER-ERROR 

The escape-type-code value should be SSL_ET_OOB_ 
10 DATA. The record following the escape record will be 

interpreted as "out-of-band" data and will only be made 
available to the receiver through an unspecified mechanism 
that is different than the receivers normal data reception 
method. The transmitted data record and the escape record The above error is returned by the client to the server 

15 when it cannot find a cipher or key size that it supports that 
is also supported by the server. This error is not recoverable. 

are transmitted normally (i.e. encryption, MAC 
computations, and block cipher padding remain in effect). 

Note that the escape record and the following record are 
sent using normal TCP sending mechanisms, not using the 
"out of band" mechanisms. 

NO-CERTIFICXI'E-ERROR 

H. Handshake Protocol 
20 When a REQUEST-CERTIFICXI'E message is sent, the 

above error may be returned if the client has no certificate to 
reply with. This error is recoverable (for client authentica­
tion only). 

In this section. additional details are provided concerning 
the SSL handshake protocol and security techniques 
employed by a presently preferred embodiment of the inven­
tion. 25 BAD-CERTIFICXI'E-ERROR 

Protocol Flow 
The above error is returned when a certificate is deemed 

bad by the receiving party. Bad means that either the 
signature of the certificate was bad or that the values in the 

The handshake protocol includes several phases. In a 
present embodiment of the invention, the first phase is the 
"hello" phase which is used to define the capabilities of the 
client and server and to agree upon a set of algorithms to use 
for privacy and authentication. The first phase also allows 
for the discovery of a "session-identification", and if present, 
to skip some of the successive phases. The following mes­
sages are exchanged in the hello phase: 

30 certificate were inappropriate ( e.g. a name in the certificate 
did not match the expected name). This error is recoverable 
(for client authentication only). 

CLIENT-HELLO 
SERVER-HELLO 
The second phase is the key exchange phase during which 

key material is exchanged between the client and server. The 

35 

key exchange results in the client and server sharing a master 
key. The following are exchanged in the key exchange 40 

phase: 
CLIENT-MASTER-KEY 
CLIENT-DH-KEY 

UNSUPPORTED-CERTIFICATE-TYPE-ERROR 

The above error is returned when a client/server receives a 
certificate type that it can't support. This error is recoverable 
(for client authentication only). 
Handshake Protocol Messages 

Handshake protocol messages are encapsulated using the 
"SSL Record Protocol". The messages are composed of two 
parts: a single byte message code and some data. The client 
and server exchange messages until both sides have sent 
their "finished" message, indicating that they are satisfied The third phase is the session key production phase in 

which the actual session keys that will be used during the 
current communication session are produced. The following 
are exchanged in he session key production phase: 

CLIENT-SESSION-KEY 

45 with the handshake protocol conversation. While one end of 
the conversation may have finished, the other end may not 
Therefore, the finished end must continue to receive proto­
col handshake messages until it receives a "finished" mes-

The fourth phase is the server-verify phase which, in the 50 
current embodiment, is used only when the RSA key 
exchange algorithm is used. This phase verifies the server's 
discovery of the master key and subsequent generation of 
the session keys. The following messages are exchanged in 

sage from its peer. 
After the pair of session keys has been determined by each 

party, the message bodies are encrypted. For the client, this 
happens after it verifies the session-identifier or creates a 
new master key and has sent it to the server. For the server, 
this happens after the session-identifier is found to be good, 

the server verify phase: 
SERVER-VERIFY 

55 or the server receives the client's master key message. 

The fifth phase involves client authentication. This phase 
is used only for key exchange algorithms that do not 
authenticate the client. Currently, only the RSA key 
exchange algorithm fails to authenticate the client. The 60 
following messages are exchanged in the client authentica­
tion phase: 

REQUEST-CERTIFICXI'E 
CLIENT-CERTIFICXI'E 
The sixth phase is the final phase during which both sides 65 

of the conversation exchange "finish" messages. The fol­
lowing messages are exchanged in the finished phase: 

The following notation is used in the preferred embodi­
ment for SSLHP messages: 

char MSG-EXAMPLE 
char FIELDl 
char FIELD2 
char THING-MSB 
char THING-LSB 
char THING-DATA[(MSB«8)1LSB]; 

This notation defines the data in the protocol message, 
including the message type code. The order is presented top 
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to bottom, with the top most element being transmitted first, 
and the bottom most element transferred last. 

For the '"THING-DATA" entry, the MSB and LSB values 

22 

are actually THING-MSB and THING-LSB (respectively) 
and define the number of bytes of data actually present in the 5 

message. For example, if THINGMSB were zero and 
THING-LSB were 8 then the THING-DATA array would be 
exactly 8 bytes long. Titls shorthand is used below. 

When a client first connects to a server it is required to 
send the CLIENT-HELLO message. The server is expecting 
this message from the client as its first message. It is an error 
for a client to send anything else as its first message. 

The client sends to the server its SSL version ( currently 
there are several versions of the novel SSL), its cipher specs 
(see below), some challenge data, and the session-identifier 
data. The session-identifier data is only sent if the client 
found a session-identifier in its cache for the server, and the 
SESSION-ID-LENGTH will be non-zero. When there is no 
session-identifier for the server SESSION-ID-LENGTH 

Length codes are unsigned values, and when the MSB and 
LSB are combined the result is an unsigned value. Unless 10 
otherwise specified lengths values are "length in bytes". 
ERROR Message must be zero. The challenge data is used to authenticate the 

server. After the client and server agree on a pair of session 
keys, the server returns a SERVER-VERIFY message with 

The ERROR message may be sent clear or encrypted. The 
error message may be sent in a number of the Handshake 
Protocol phases. Its format is: 

char MSG-ERROR 
char ERROR-CODE-MSB 
char ERROR-CODE-LSB 

Titls message is sent when an error is detected. If the 
message is sent after session-key have been negotiated then 
the message is sent encrypted, otherwise it is sent in the 
clear. Also, if the error is unrecoverable then the sender shuts 
down its connection after sending the error. In a similar 
fashion the receiver will close its connection upon receipt of 
an unrecoverable error. 
"Hello" Phase Messages: 

The "Hello" phase messages are used by client and server 
inform of security and encryption capabilities. The security 

15 the encrypted form of the CHALLENGE-DATA. 
Also note that the server will not send its SERVER­

HELLO message until it has received the CLIENT-HELLO 
message. Titls is done so that the server can indicate the 
status of the client's session-identifier back to the client in 

20 the server's first message (i.e. to increase protocol efficiency 
and reduce the number of round trips required). 

The server examines the CLIENT-HELLO message and 
will verify that it can support the client version and one of 
the client cipher specs. The server can optionally edit the 

25 cipher specs. removing any entries it doesn't choose to 
support. The edited version will be returned in the SERVER­
HELLO message if the session-identifier is not in the 
server's cache. 

The CIPHER-SPECS-LENGTH must be greater than 
30 zero and a multiple of 3. The SESSION-ID-LENGTH must 

either be zero or 16. The CHALLENGE-LENGTH must be 
greater than or equal to 16 and less than or equal to 32. 

and encryption information is contained the CIPHER­
SPECS data passed initially from the client to the server. 
This data defines the kinds of security and encryption 
algorithms that the client can support. The data is made 
available to the server in the CLIENT-HELLO message. The 
CIPHER SPECS contain the key exchange algorithms sup­
ported by the client in server and the certificate types 
supported by the client. The server is required to examine the 
CIPHER-SPECS sent by the client and remove any that it 
does not support and any that it chooses not to support. In 40 

addition, for SSL version 3, the server is required to choose 

Titls message must be the first message sent by the client 
to the server. After the message is sent the client waits for a 

35 SERVER-HELLO message. Any other message returned by 
the server ( other than ERROR) is disallowed. 
Server-Hello 

The SERVER-HELLO message is sent in the clear. The 
format of the SERVER-HELLO message is as follows: 

char MSG-SERVER-HELLO 
char SESSION-ID-HIT a single key exchange algorithm from the choices provided 

by the client. 
The encryption and security capabilities that are resolved 

by the "Hello" phase messages are: 
The key exchange algorithm and certificates for each 

endpoint (the client's certificate is optional). 
The symmetric cipher algorithm the session-key(s) for it 

and any key argument data. 

char CERTIFICATE-TYPE 
char SERVER-VERSION-MSB 

45 char SERVER-VERSION-LSB 
char CERI1FICATE-LENGTH-MSB 
char CERTIFICATE-LENGTH-LSB 
char CIPHER-SPECS-LENGTH-MSB 
char CIPHER-SPECS-LENGTH-LSB 

The hash function used for MAC computations. hand- 50 
shake hash computation and session key production. 
Client-Hello 

char CONNECTION-ID-LENGTH-MSB 
char CONNECTION-ID-LENGTH-LSB 
char CERTIFICATE-DATA[MSB«8)1LSB] 
char CIPHER-SPECS-DATA[MSB«8)1LSB] 
char CONNECTION-ID-DATA[MSB«8)1LSB] 

The client-hello message is sent in the clear. The form of 
the client-hello message is as follows: 

char MSG-CLIENT-HELLO 
char CLIENT-VERSION-MSB 
char CLIENT-VERSION-LSB 
char CIPHER-SPECS-LENGTH-MSB 
char CIPHER-SPECS-LENGTH-LSB 
char SESSION-ID-LENGTH-MSB 
char SESSION-ID-LENGTH-LSB 
char CHALLENGE-LENGTH-MSB 
char CHALLENGE-LENGTH-LSB 
char CIPHER-SPECS-DATA[(MSB«8)1LSB] 
char SESSION-ID-DATA[(MSB«8)1LSB] 
char CHALLENGE-DATA[(MSB«8)1LSB] 

55 
The server sends this message after receiving the clients 

CLIENT-HELLO message. The server returns the 
SESSION-ID-HIT flag indicating whether or not the 
received session-identifier is known by the server (i.e. in the 

60 server's session-identifier cache). The SESSION-ID-HIT 
flag will be non-zero if the client sent the server a session­
identifier (in the CLIENT-HELLO message with SESSION­
ID-LENGTH 0) and the server found the client's session­
identifier in its cache. If the SESSION-ID-HIT flag is 

65 non-zero then the CERTIFICATE-TYPE, CERTIFICATE­
LENGTH and CIPHER-SPECS-LENGTH fields will be 
zero. 
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The CERTIFICPJE-TYPE value, when non-zero, has one 
of the values described above (see the information on the 
CLIENT-CERTIFICPJE message). 

When the SESSION-D-HIT flag is zero, the server pack­
ages up its certificate, its cipher specs and a connection-id to 5 
send to the client. Using this information the client can 
generate a session key and return it to the server with the 
CLIENT-MASTER-KEY message. 

24 
SSL_KEA_DH_TOKEN_ANONYMOUS_ WITH_ 

DES_EDE3 
SSL_KEA_FORTEZZA_SSL_KEA_FORTEZZA_ 

ANONYMOUS 
SSL_KEA_FORTEZZA_TOKEN 
SSL_KEA_FORTEZZA_TOKEN_ANONYMOUS 

Note that additional or different algorithms may be used 
without departing from the invention. 

The server receives CIPHER-KIND-DlXI'A from the cli­
ent and culls out the ciphers the server does not want to 
support. In addition, for SSL version 3 the server must 
efuninate all but one of the key exchange algorithm's. 

The SSL_CK_RC4_128_EXPORf40_ WITH_MDS 

When the SESSION-ID-HIT flag is non-zero, both the 
server and the client compute a new pair of session keys for 

10 the current session derived from the MASTER-KEY that 
was exchanged when the SESSION-ID was created. The 
SERVER-READ-KEY and SERVER-WRITE-KEY are 
derived from the original MASTER-KEY keys in the same 
manner as the CLIENT-READ-KEY and CLIENT-WRITE­
KEY: 15 cipher is an RCI cipher where some of the session key is sent 

in the clear and the rest is sent encrypted ( exactly 40 bits of 
it). MDS is used as the hash function for production of 
MAC's and session key's. This cipher type is provided to 
support "export" versions (i.e. versions of the protocol that 

SERVER-READ-KEY :=CLIENT-WRITE-KEY 
SERVER-WRITE-KEY :=CLIENT-READ-KEY 

20 can be distributed outside of the United States) of the client Note that when keys are being derived and the SESSION­
ID-HIT flag is set and the server discovers the client's 
session-identifier in the servers cache, then the KEY-ARG­
DlXI'A is used from the time when the SESSION-ID was 
established. This is because the client does not send new 
KEY-ARG-DlXI'A (recall that the KEY-ARG-DlXI'A is sent 25 
only in the CLIENT-MASTER-KEY message). 

or server. 
An exportable implementation of the SSL Handshake 

Protocol will have secret key lengths restricted to 40 bits and 
only support either RC2, RC4 or both. For non-export 
implementations key lengths can be more generous (we 
recommend at least 128 bits). It is permissible for the client 

The CONNECTION-ID-DPJA is a string of randomly 
generated bytes used by the server and client at various 
points in the protocol. The CLIENT-FINISHED message 
contains an encrypted version of the CONNECTION-ID- 30 
DPJA. The length of the CONNECTION-ID must be 
between 16 and than 32 bytes, inclusive. 

and server to have a non-intersecting set of stream ciphers. 
This, simply put, means they cannot communicate. 

The SSL Handshake Protocol defines the SSL_CK_ 
RC4_128_ WITH_MDS to have a key length of 128 bits. 
The SSL_CK_RC4_I 28_EXPORT40_ WITH_MDS 
also has a key length of 128 bits. However, only 40 of the 
bits are secret (the other 88 bits are sent in the clear by the 
client to the server). 

The CIPHER-SPECS-DPJA define the kind of algo­
rithms supported by the sender. Each SESSION-CIPHER­
SPEC is 3 bytes long and looks like this: 

char CIPHER-KIND-0 
char CIPHER-KIND- 1 
char CIPHER-KIND-2 

Where CIPHER-KIND is one of(for SSL version 2 and 
version 3): 

SSL_CK_RC4_128_ WifH_MDS 
SSL_CK_RC4_128_EXPORT40_ WifH_MDS 
SSL_CK_RC2_128_CBC_ WifH_MDS 
SSL_CK_RC2128_CBC_EXPORf40_ WTI1I_MD5 
SSL_CK_IDEA_l28_CBC_ WTI1I_MD5 
SSL_CK_DES_64_CBC_ WifH_MDS 
SSL_CK_DES_l92_EDE3_CBC_ WTI1I_MD5 

The following CIPHER-KIND's are added for SSL ver­
sion 3: 

SSL_CK_'NULL_ WITH_MDS 
SSL_CK_DES_64_CBC_ WITH_SHA 
SSL_CK_DES_l92 EDE3_CBC_ WITH_SHA 

SSL_KEA_RSA 
SSL_KEA_RSA_TOKEN_ WifH_DES 
SSL_KEA_RSA_TOKEN_ WITH_DES_EDE3 
SSL_KEA_RSA_TOKEN_ WITH_RC4 
SSL_KEA_DH SSL_KEA_DH_TOKEN_ WITH_DES 
SSL_KEA_DH_TOKEN_ WITH_DES_EDE3 
SSL_KEA_DH_ANONYMOUS 
SSL_KEA_DH_TOKEN_ANONYMOUS_ WITH_ 

DES 

35 The SERVER-HELLO message is sent after the server 
receives the CLIENT-HELLO message, and before the 
server sends the SERVER-VERIFY message. 
Key Exchange Phase Messages 

The "Key Exchange" phase is used to establish a 
40 MASTER-KEY that is a shared secret between the client and 

the server. The kind of message sent by the client is 
dependent on the key exchange algorithm chosen by the 
server. If an RSA key exchange algorithm is used then the 
CLIENT-MASTER-KEY message will be sent. The 

45 CLIENT-DH-KEY is used for Dillie-Hellman style key 
exchanges (e.g. DH and FORTEZZA). 

In addition, session key production is a function of the 
Kind of key exchange algorithm. ''Token" key exchange 
algorithms use the CLIENT-SESSION-KEY message to 

50 define the session keys. Non-token key exchange algo­
rithm'S use the key production facilities described in below 
in the section describing session-key production. 
Client-Master-Key 

The client-master-key is sent primarily in the clear. The 
55 format of the client-master-key message is as follows: 

char MSG-CLIENT-MASTER-KEY 
char CIPHER-KIND [3) 
char CLEAR-KEY-LENGTH-MSB 

60 char CLEAR-KEY-LENGTH-LSB 
char ENCRYPTED-KEY-LENGTH-MSB 
char ENCRYPTED-KEY-LENGTH-LSB 
char KEY-ARG-LENGTH-MSB 
char KEY-ARG-LENGTH-LSB 

65 char CLEAR-KEY-D1XI'A[MSB«8)1LSB] 
char ENCRYPTED-KEY-DPJA[MSB«8)1LSB] 
char KEY-ARG-DPJA[MSB«8)1LSB] 
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The client sends this message when it has detennined a 
master key for the server to use. Note that when a session­
identifier has been agreed upon, the client-master-key mes­
sage is not sent. 

The CIPHER-KIND field indicates which cipher was 
chosen from the server's CIPHER-SPECS. 

The CLEAR-KEY-DATA contains the clear portion of the 
MASTER-KEY. The CLEAR-KEY-DATA is combined with 

26 

SSL_CK_NULL_ WifH_MDS 
SSL_CK_RC4_128_ WifH_MDS 
SSL_CK_RC4_128_EXPORT40_ WIT1I_MD5 

5 SSL_CK_RC2_128_CBC_ WITH_MDS 
SSL_CK_RC2_128_CBC_EXPORT40_ WifH_MDS 
SSL_CK_IDEA_l28_CBC_ WffH_MDS 

the SECREf-KEY-DATA (described shortly) to form the 10 

MASTER-KEY. with the SECREf-KEY-DATA being the 
least significant bytes of the final MASTER-KEY. The 
ENCRYPfED-KEY-DATA contains the secret portions of 

KEY-MATERIAL-0 :=MDS [MASTER-KEY, 
CHALIBNGE, CONNECTION-ID 

KEY-MATERIAL-I :=MDS[MASTER-KEY, 
CHALIBNGE, CONNECTION-ID 

"0", 

"1"' 

the MASTER-KEY, encrypted using the server's public key. 
The encryption block is formatted using block type 2 from 
PKCS#l, as specified in RSA Encryption Standard, Version 
1.5, Nov. 1993. The data portion of the block is formatted as 
follows: 

char SECREf-KEY-DATA[SECREf-LENGTH] 

SECREf-LENGTH is the number of bytes of each session 
key that is being transmitted encrypted. The SECREf­
lENGTH plus the CLEARKEY-LENGTH equals the num­
ber of bytes present in the cipher key (as defined by the 
CIPHER-KIND). It is an error if the SECREf-LENGTH 
found after decrypting the PKCS#l formatted encryption 
block does not match the expected value. It is also an error 
if CLEAR-KEY-LENGTH is non-zero and the CIPHER­
KIND is not an export cipher. 

If the key algorithm needs an argument (for example, 
DES-CBC's initialization vector) then the KEY-ARG­
IBNGTH fields will be non-zero and the KEY-ARG-DATA 
will contain the-relevant data For the 

SSL_CK.___RC2_128_CBC_ WifH_MDS 
SSL_CK.___RC2_128_CBC__EXPORT40_ WifH_MDS 
SSL_CK_IDEA_l28_CBC_ WifH_MDS 
SSL_CK_DES_64_CBC_ WifH_MDS 
SSL_CK_DES_l92_EDE3_CBC_ WIT1I_MD5 
SSL_CK_DES_64_CBC_WifH_SHA 
SSL_CK_DES_l92_EDE3_CBC_ WIT1I_SHA 

algorithms the KEY-ARG data must be present and be 
exactly 8 bytes long. 

The CLIENT-MASTER-KEY message must be sent after 
the CLIENT-HELLO message and before the CLIENT­
FINISHED message. The CLIENT-MASTER-KEY mes­
sage must be sent if the SERVER-HELLO message contains 
a SESSION-ID-HIT value of 0. 

Session Key Production 
Client and server session key production is a function of 

the CIPHERCHOICE (Note that this step is skipped for 
"token" key exchange algorithm's-the CLIENT­
SESSION-KEY message is used instead): 

15 
CLIENT-READ-KEY :=KEY-MATERIAL-0[0-15] 
CLIENT-WRITE-KEY :=KEY-MATERIAL-I [0-15] 

Where KEY-MATERIAL-0[0-15] means the first 16 
20 bytes of the KEY-MATERIAL-0 data, with KEY­

MATERIAL-0[0] becoming the most significant byte of the 
CLIENT-READ-KEY. 

Data is fed to the MDS hash function in the order shown, 
from left to right: first the MASTER-KEY, then the "0" or 

25 "1 ", then the CHALLENGE and then finally the 
CONNECTION-ID. 

Note that the "0" means the ascii zero character (Ox30), 
not a zero value. "1" means the ascii I character (Ox31). 
MDS produces 128 bits of output data which are used 

30 directly as the key to the cipher algorithm (The most 
significant byte of the MDS output becomes the most 
significant byte of the key material). 

Finally, note that although the NULL cipher produces 

35 session keys in the same was as the other ciphers listed, the 
session keys are not actually used for encryption. However, 
they are used for the SECREf value in the MAC compu­
tation. 

40 

45 

SSL_C:K .. ..DES_64_CBC_ WITIL.MD5 
SSL_CK.....DES_64_CBC_ WITILSHA 

KEY-MATERIAL -0:= HASH[MASTER­
KEY, 

CHALLENGE, CONNECTION-ID 
CLIENT-READ-KEY:= KEY-MA'.IERIAL-0 

[0-7] 
CLIENT-WRITE-KEY:= KEY-MA'.IERIAL-0 

[8-15] 

For DES-CBC, a .single 16 bytes of key material are pro-
so duced using HASH. The first 8 bytes of the hash function 

results are used as the CLIENT-READ-KEY while the next 
8 bytes are used as the CLIENT-WRITE-KEY The initial­
ization vector is provided in the KEY-ARG-DATA. Note 
that the raw key data is not parity adjusted and that this step 
must be performed before the keys are legitimate DES keys. 

SSL_CK...l)ES_l92_EDE3_CBC_ WITIL.MD5 
SSL_CK_DES_l92_EDE3_CBC_ WITII_SHAKEY_MAIBRIAL--0:= 

HASH!MASIBR-KEY, "0", 
CHALLENGE, CONNECTION-ID 

KEY-MA1ERIAL-I:= HASH[MASIBR-KEY, "1" 
CHALLENGE, CONNECTION-ID 

KEY-MAIBRIAL-2:= HASH[MASTER-KEY, "2", 
CHALLENGE, CONNECTION-ID 

CLIENT-READ-KEY-0:= KEY-MAIBRLAL-0[0-7] 
CLIENT-READ-KEY-I:= KEY-MAlERLAL-0[8-15] 
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-continued 

CLIENT-READ-KEY-2:= KEY-MATERIAL-1[0-7] 
CLIENT-WRIIE-KEY-0:= KEY-MAJERIAL-1[8-15] 
CLIENT-WRITE-KEY-I:= KEY-MAJERIAL-2(0-7] 

CLIENT-WRITE-KEY-2:= KEY-MAJERIAL-2[8-IS] 

Data is fed to the HASH function in the order shown, from 
left to right: first the MAS'IER-KEY, then the "O", "1" or 
"2" .then the CHALLENGE and then finally the 10 

CONNECITON-ID. Note that the "0" means the ascii zero 
character (Ox30), not a zero value. "1" means the ascii 1 
character (Ox31). "2"means the ascii 2 character (Ox32). 

A total of 6 keys are produced, 3 for the read side 
DES-EDE3 cipher and 3 for the write side DES-EDE3 15 
function. The initialization vector is provided in the KEY­
ARG-DATA. The keys that are produced are not parity 
adjusted. This step must be performed before proper DES 
keys are usable. 

Recall that the MASTER-KEY is given to the server in 20 

the CLIENT-MASTER-KEY message. The CHALLENGE 
is given to the server by the client in the CLIENT-HELLO 
message. The CONNECITON-ID is given to the client by 
the server in the SERVER-HELLO message. This makes the 
resulting cipher keys a function of the original session and 25 
the current session. Note that the master key is never directly 
used to encrypt data, and therefore cannot be easily discov­
ered. 
Client-DH-Key 

The client-DH-Key is sent primarily in the clear. The form 30 
of the client-DH-Key message is as follows: 

char MSG-CLIENT-DH-KEY 
char Y-LENGTH-MSB 

28 

char CLEAR-KEYl-LENGTH-MSB 
char CLEAR-KEYl-LENGTH-LSB 
char ENCRYPfEDI-KEY-LENGTH-MSB 
char ENCRYPfEDl-KEY-LENGTH-LSB 
char CLEAR-KEY2-LENGTH-MSB 
char CLEAR-KEY2-LENGTH-LSB 
char ENCRYPfED2-KEY-LENGTH-MSB 
char ENCRYPfED2-KEY-LENGTH-LSB 
char KEY-ARG-LENGTH-MSB 
char KEY-ARG-LENGTH-LSB 
char RANDOM-NUMBER-LENGTH-MSB 
char RANDOM-NUMBER-LENGTH-LSB 
char CLEAR-KEY1-DATA[MSB«8/LSB] 
char ENCRYPfED-KEY1-DATA[MSB«8/LSB] 
char CLEAR-KEY2-DATA[MSB«8/LSB] 
char ENCRYPfED-KEY2-DATA[MSB«8/LSB] 
char KEY-ARG-DATA[MSB«8/LSB] 
char RANDOM-NUMBER-DATA[MSB«8/LSB] 

This message is sent by the client after either the 
CLIENT-MASTER-KEY message or the CLIENT-DH­
KEY message. The message is used to establish one ( or two) 
session keys with the server. Each session key is composed 
of two pieces: the CLEAR-KEY-DATA and the 
ENCRYPI'ED-KEY-DATA. If the CIPHER-KIND indicates 
an export grade cipher then some of the key data will be sent 
in the clear (in the CLEAR-KEY-DATA). The CLEAR­
KEY-DATA and the ENCRYPfED-KEY-DATA are concat-

char Y-LENGTH-LSB 
char CERTIFICATE-TYPE 
char CERTIF1CATE-LENGTH-MSB 
char CERTIF1CATE-LENGTH-LSB 
char RANDOM-LENGTH-MSB 

35 enated to produce a session key. This message allows for two 
independent session keys to be established. If two keys are 
used then the first key (KEYl) becomes the 
CLIEN1WRITE-KEY and the SERVER-READ-KEY. The 
second key (KEY2) becomes the CLIENT-READ-KEY and 

char RANDOM-LENGTH-LSB 40 the SERVER-WRITE-KEY. 
char Y-DATA[MSB«81LSB] 
char CERTIF1CATE-DATA[MSB«81LSB] 
char RANDOM-DATA[MSB«81LSB] 

The ENCRYPfED-KEY-DATA's are encrypted using the 
MASTER-KEY (the MASTER-KEY was established by the 
CLIENT-DH-KEY message). The RANDOM-NUMBER­
DATA is encrypted using KEYL 

The KEY-ARG-DATA is used by ciphers that require 
some sort of initialization data (e.g. DES's IV). The 
RANDOM-NUMBER-DATA is used as the SECREf for 
MAC computations (recall that for tokens the session key 
data is not available in the clear) 

The client sends this message to the server to finish a 45 
Dillie-Hellman style key exchange. The client provides it's 
"Y'' value either directly in the YDATA or indirectly in the 
CERTIFICATE-DATA. If the key exchange algorithm is not 
"anonymous" then the client must provide the certificate 
data. 50 Server Verify Phase Messages 

The RANDOM-DATA is used by the server and client to 
produce the MASTER-KEY. This is necessary when mutual 
authentication is used because otherwise the MASTER­
KEY would be a constant, 

The server-verify message is sent encrypted. 
Server-Verify 

The client-session-key message has the following format: 

The CLIENT-SESSION-KEY message must immediately 
follow this message. 

55 char MSG-SERVER-VERIFY 
char CHALLENGE-DATA[N-1] 

Session Key Production Phase Messages 
This message is used by "token" key exchange algo­

rithms. Token's disallow key material to leave the token 
unencrypted and because of this the client must communi- 60 
cate to the server the encrypted value of the session keys 
(because the server cannot produce them). 
Client-Session-Key 

The client-session-key message format is as follows: 

char MSG-CLIENT-SESSION-KEY 
char CIPER-KJND [3] 

65 

The server sends this message after a pair of session keys 
(SERVER-READ-KEY and SERVER-WRITE-KEY) have 
been agreed upon either by a session-identifier or by explicit 
specification with the CLIENT-MASTER-KEY message. 
The message contains an encrypted copy of the 
CHALLENGE-DATA sent by the client in the CLIENT­
HELLO message. 

"N" is the number of bytes in the message that was sent. 
so "N-1" is the number of bytes in the CHALLENGE­
DATA without the message header byte. 
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This message is used to verify the server as follows. A 
legitimate server will have the private key that corresponds 
to the public key contained in the server certificate that was 
transmitted in the SERVER-HELLO message. Accordingly, 
the legitimate server will be able to extract and reconstruct 5 

the pair of session keys (SERVER-READ-KEY and 
SERVER-WRITE-KEY). Finally, only a server that has 
done the extraction and decryption properly can correctly 
encrypt the CHALLENGE-DATA. This, in essence, 
"proves" that the server has the private key that goes with 10 

the public key in the server's certificate. 
The CHALLENGE-DATA must be the exact same length 

as originally sent by the client in the CLIENT-HELLO 
message. Its value must match exactly the value sent in the 
dear by the client in the CLIENT-HELLO message. The 15 

client must decrypt this message and compare the value 
received with the value sent, and only if the values are 
identical is the server to be "trusted". If the lengths do not 
match or the value doesn't match then the connection is to 
be closed by the client. 20 

This message must be sent by the server to the client after 
either detecting a session-identifier hit (and replying with a 
SERVER-HELLO message with SESSION-ID-HIT not 
equal to zero) or when the server receives the CLIENT 
MASTER-KEY message. This message must be sent before 25 

any Phase 2 messages or a SERVER-FINISHED message. 
Client Authentication Phase Messages 

Client Authentication messages are sent encrypted. 
Request-Certificate 

The request-certificate message has the following format: 30 

char MSG-REQUEST-CERfIFlCATE 
char AlITHENTlCATION-TYPE 
char CERfIFlCATE-CHALLENGE-DATA[N-2] 

30 
char CERfIFlCATE-LENGTH-LSB 
char RESPONSE-LENGTH-MSB 
char RESPONSE-LENGTH-LSB 
char CERI1F1CATE-DATA[MSB«8/LSB] 
char RESPONSE-DATA[MSB<<8/LSB] 

This message is sent by one an SSL client in response to 
a server REQUEST-CERTIFICATE message. The 
CERTIFICATE-DATA contains data defined by the 
CERfIFlCATE-TYPE value. An ERROR message is sent 
with error code NO-CERTIFICATE-ERROR when this 
request cannot be answered properly ( e.g. the receiver of the 
message has no registered certificate). 

CERTIFICATE-TYPE is one of: 

SSL_X509 _CERTIFICATE 

The CERTIFICATE-DATA contains an X.509 (1988) 
signed certificate. 

See CCITT, Recommendation X.509: "The Directory­
Authentication Framework". 1988. 

SSL_PKCS7_CERTIFICATE 

The CERTIFICATE-DATA contains a PKCS-7 formatted 
certificate list. 

The RESPONSE-DATA contains the authentication 
response data. This data is a function of the 
AUTHENTICATION-TYPE value sent by the server. 

When AUTHENTICATION-TYPE is SSL_AT_MDS_ 
WITH_RSA_ENCRYPTION then the RESPONSE-DATA 
contains a digital signature of the following components (in 
the order shown): 

35 1. the KEY-MATERIAL-0 
2. the KEY-MXI'ERIAL-1 (only if defined by the cipher 

kind) 
3. the KEY-MATERIAL-2 (only if defined by the cipher 

Kind) 

A server may issue this request asking for the client's 
certificate. This message can be used with the RSA key 
exchange algorithm only. The client responds with a 
CLIENT-CERfIFlCATE message immediately if it has one, 
or an ERROR message (with error code 
NO-CERTIFICATE-ERROR) if it doesn't. The 
CERTIFICATE-CHALLENGE-DATA is a short byte string 
(whose length is greater than or equal to 16 bytes and less 
than or equal to 32 bytes) that the client will use to respond 
to this message. 

40 4. the CERTIFICATE-CHALLENGE-DATA (from the 
REQUEST-CERTIFICATE message) 

The AlITHENTlCATION-TYPE value is used to choose 
a particular means of authenticating the client The follow­
ing types are defined: 

45 

5. the server's signed certificate (from the SERVER-HELLO 
message) 

The digital signature is constructed using MDS and then 
encrypted using the clients private key, formatted according 
to PKCS#l's digital signature standard. See, RSA 
Laboratories, PKCS#l: RSA Encryption Standard, Version 
1.5, Nov. 1993. The server authenticates the client by 

SSL_AT_MDS_ WifH_RSA_ENCRYPTION 50 verifying the digital signature using standard techniques. 

The SSL_AT _MDS_ WII'H_RSA_ENCRYPTION 
type requires that the client construct an MDS message 
digest using information as described above in the section on 
the CLIENT-CERfIFlCATE message. Once the digest is 55 
created, the client encrypts it using its private key (formatted 
according to the digital signature standard defined in 
PKCS#l). The server authenticates the client when it 
receives the CLIENT-CERTIFICATE message. 

This message may be sent after a SERVER-VERIFY 60 
message and before a SERVER-FINISHED message. 
Client-Certificate 

The format of the client-certificate message is as follows: 

Note that other digest functions are supported. Either a new 
AUTHENTICATION-TYPE can be added, or the algorithm­
id in the digital signature can be changed. 

This message must be sent by the client only in response 
to a REQUEST-CERfIFlCATE message. 
Finished Phase Messages 

Finished phase messages are sent encrypted. 
Client-Finished 

The Client-finished message has the following format: 

char MSG-CLIENT-FINISHED 
char CONNECTION-ID-LENGTH-MSB 
char CONNECTION-ID-LENGTH-LSB 
char HANDSHAKE-HASH-LENGTH-MSB 

char MSG-CLIENT-CERfIFlCATE 
char CERfIFlCATE-TYPE 

65 char HANDSHAKE-HASH-LENGTH-LSB 
char CONNECTION-B-DATA[MSB«8/LSB] 

char CERfIFlCATE-LENGTH-MSB char HANDSHAKE-HASH-DATA[MSB<<8/LSB] 
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The client sends this message when it is satisfied with the 
server. Note that the client must continue to listen for server 
messages until it receives a SERVER-FINISHED message. 
The CONNECTION-ID data is the original connection­
identifier the server sent with its SERVER-HELLO mes-
sage. 

The HANDSHAKE-HASH data is the hash of the client's 
handshake messages sent previously to the server. The hash 
function used is defined by the agreed upon cipher (e.g., 
MDS). The client initializes the hash function at the begin­
ning of the communications session and feeds into it every 
SSL record sent to the server. The entire record is sent 
including the record header, MAC, record data and optional 
padding. If the record was sent encrypted then the encrypted 
data is fed to the hash function, otherwise the clear data is 
used. The data is fed to the hash function in the same order 
as it is transmitted. When the client is ready to send the 
CLIENT-FINISHED message, the client "finalizes" the hash 
function retrieving from it the final hash value (in the case 
of MDS, 128 bits of data). 

Note that data sent prior to discovery of the hash function 
must be saved by the client so that it can be fed to the hash 
function once the hash function is determined. 

Also note that the client authentication messages will not 

32 
transmission/reception of the higher level protocols data. 
The SESSION-ID is used by the client and the server at this 
time to add entries to their respective session-identifier 
caches. The session-identifier caches must contain a copy of 

5 any necessary data needed to reconstruct the security 
enhancements. 

The HANDSHAKE-HASH data is the hash of the serv­
er's handshake messages sent previously to the client The 
hash function used is defined by the agreed upon cipher ( e.g. 
MDS). The server initializes the hash function at the begin-

10 
ning of the communications session and feeds into it every 
SSL record sent to the client. The entire record is sen*c 
including the record header, MAC, record data and optional 
padding. If the record was sent encrypted then the encrypted 
data is fed to the hash function, otherwise the clear data is 

l5 used. The data is fed to the hash function in the same order 
as it is transmitted. When the server is ready to send the 
SERVER-FINISHED message, the server "finalizes" the 
hash function retrieving from it the final hash value (in the 

20 
case of MDS, 128 bits of data). 

Note that data sent prior to discovery of the hash function 
must be saved by the server so that it can be fed to the hash 
function once the hash function is determined. 

This message must be sent after the SERVER-VERIFY 

be protected under the cover of the HANDSHAKE-HASH. 25 

This is not a problem, however, because the CLIENT­
CERTIFICA1E message is sent encrypted and is already 
protected with by a MAC. 

message. 
Server-Finished-V2 
char MSG-SERVER-FINISHED-V2 
char SESSION-ID-DATA[N-1] 

The server sends this message when it is satisfied with the 
clients security handshake and is ready to proceed with 
transmission/reception of the higher level protocols data. 
The SESSION-ID-DATA is used by the client and the server 
at this time to add entries to their respective session identifier 
caches. The session-identifier caches must contain a copy of 

For version 2 of the protocol, the client must send this 
message after it has received the SERVER-HELLO mes- 30 

sage. If the SERVER-HELLO message SESSION-ID-HIT 
flag is non-zero then the CLIENT-FINISHED message is 
sent immediately, otherwise the CLIENT-FINISHED mes­
sage is sent after the CLIENT-MASTER-KEY message. 
Client-FinishediV2 35 the MASTER-KEY sent in the CLIENT-MASTER-KEY 

message as the master key is used for all subsequent session 
key generation. char MSG-CLIENT-FINISHED-V2 

char CONNECTION- ID [N-1] 

The client sends this message when it is satisfied with the 
server. Note that the client must continue to listen for server 
messages until it receives a SERVER-FINISHED message. 
The CONNECTION-ID data is the original connection­
identifier the server sent with its SERVER-HELLO 
message, encrypted using the agreed upon session key. 

''N'' is the number of bytes in the message that was sent, 
so "N-1" is the number of bytes in the SESSION-ID-DATA 

40 without the message header byte. 

"N' is the number of bytes in the message that was sent, 
so "N-1" is the number of bytes in the message without the 
message header byte. 

45 

This message must be sent alter the SERVER-VERIFY 
message. 

1 Glossary of Terms 

The words in this specification shall have their commonly 
accepted meaning in the relevant art except where specified 
otherwise. The following glossary is not intended to alter the 
common meaning of the terms explained in this section. The 
purpose of this section is to assist the reader in understand­
ing the specification. 
Application Protocol 

An application protocol is a protocol that normally layers 
directly on top of TCP/IP. For example: HTTP, TELNET, 
FTP and SMTP. 

For version 2 of the protocol, the client must send this 
message after it has received the SERVER-HELLO mes- 50 

sage. If the SERVER-HELLO message SESSION-ID-HIT 
flag is non-zero then the CLIENT-FINISHED message is 
sent immediately, otherwise the CLIENT-FINISHED mes­
sage is sent after the CLIENT-MASTER-KEY message. 
Server-Finished 55 Authentication 

char MSG-SERVER-FINISHED 
char SESSION-ID-LENGTH-MSB 
char SESSION-ID-LENGTH-LSB 
char HANDSHAKE-HASH-LENGTH-MSB 
char HANDSHAKE-HASH-LENGTH-LSB 
char SESSION-ID-DATA[MSB«8/LSB] 
char HANDSHAKE-HASH-DATA[MSB«8/LSB] 

The server sends this message when it is satisfied with the 
clients security handshake and is ready to proceed with 

Authentication is the ability of one entity to determine the 
identity of another entity. Identity is defined by this docu­
ment to mean the binding between a public key and a name 
and the implicit ownership of the corresponding private key. 

60 Bulk Cipher 
This term is used to describe a cryptographic technique 

with certain performance properties. Bulk ciphers are used 
when large quantities of data are to be encrypted/decrypted 
in a timely manner. Examples include RC2, RC4, and IDEA. 

65 Client 
In this specification client generally refers to the applica­

tion entity that is initiates a connection to a server. 
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CLIENT-READ-KEY 
The session key that the client uses to initialize the client 

read cipher. This key has the same value as the SERVER­
WRITE-KEY. 
CLIENT-WRITE-KEY 

The session key that the client uses to initialize the client 
write cipher. This key has the same value as the SERVER­
READ-KEY. 
MASTER-KEY 
The master key that the client and server use for all session 
key generation. The CLIENT-READ-KEY, CLIENT­
WRITE-KEY, SERVER-READ-KEY and SERVER­
WRITE-KEY are generated from the MASTER-KEY. 
MD2 

MD2 is a well known hashing function that converts an 
arbitrarily long data stream into a digest of fixed size. This 
function predates MDS, also a well known hashing function, 
which is viewed as a more robust hash function. 
MDS 

MDS is a well known hashing function that converts an 
arbitrarily long data stream into a digest of fixed size. The 
function has certain properties that make it useful for 
security, the most important of which is it's inability to be 
reversed. 
Nonce 

A randomly generated value used to defeat "playback" 
attacks. One party randomly generates a nonce and sends it 
to the other party. The receiver encrypts it using the agreed 
upon secret key and returns it to the sender. Because the 
nonce was randomly generated by the sender this defeats 
playback attacks because the replayer can't know in advance 
the nonce the sender will generate. The receiver denies 
connections that do not have the correctly encrypted nonce. 
Non-repudiable Information Exchange 

34 
Session cipher 

A session cipher is a "bulk" cipher that is capable of 
encrypting or decrypting arbitrarily large amounts of data. 
Session ciphers are used primarily for performance reasons. 

5 The session ciphers used by this protocol are symmetric. 
Symmetric ciphers have the property of using a single key 
for encryption and decryption. 
Session identifier 

A session identifier is a random value generated by a 
10 client that identifies itself to a particular server. The session 

identifier can be thought of as a handle that both parties use 
to access a recorded secret key (in our case a session key). 
If both parties remember the session identifier then the 
implication is that the secret key is already known and need 

15 not be negotiated. 
Session key 

The key to the session cipher. In SSL there are four keys 
that are called session keys: CLIENT-READ-KEY, 

20 CLIENT-WRITE-KEY, SERVER-READ-KEY, and 
SERVER-WRITE-KEY. 
SERVER-READ-KEY 

The session key that the server uses to initialize the server 
read cipher. This key has the same value as the CLIENT-

25 WRITE-KEY. 
SERVER-WRITE-KEY 

The session key that the server uses to initialize the server 
write cipher. This key has the same value as the CLIENT-

30 READ-KEY. 
Symmetric Cipher 

When two entities exchange information it is sometimes 
valuable to have a record of the communication that is 
non-repudiable. Neither party can then deny that the infor- 35 
mation exchange occurred. Version 2 of the SSL protocol 
does not support Non-repudiable information exchange. 

A symmetric cipher has the property that the same key can 
be used for decryption and encryption. An asymmetric 
cipher does not have this behavior. Some examples of 
symmetric ciphers: IDEA, RC2, RC4. 

J. Source Code Listing 
Public Key Encryption 

Public key encryption is a technique that leverages asym­
metric ciphers. A public key system consists of two keys: a 40 

public key and a private key. Messages encrypted with the 
public key can only be decrypted with the associated private 
key. Conversely, messages encrypted with the private key 
can only be decrypted with the public key. Public key 
encryption tends to be extremely compute intensive and so 45 

is not suitable as a bulk cipher. 
Privacy 

Privacy is the ability of two entities to communicate 
without fear of eavesdropping. Privacy is often implemented 
by encrypting the communications stream between the two 50 

entities. 
RC2, RC4 

Well known bulk ciphers developed by RSA. RC2 is 
block cipher and RC4 is a stream cipher. 

The following source code, which is hereby incorporated 
into this application, is used to implement the SSL library in 
accordance with a presently preferred embodiment of the 
invention. It will be appreciated that it is possible to imple­
ment the SSL library using different computer code without 
departing from the scope of the invention. This listing is 
provided merely to illustrate the best mode currently known 
to the inventors to practice the invention. Thus, neither the 
foregoing description nor the following source code listing 
is intended to limit the invention which is defined in the 
appended claims. 

Notice of Copyright 

A portion of the disclosure of this patent document 
contains material which is subject to copyright protection. 

Server 
In this specification, server generally refers to the appli­

cation entity that responds to requests for connections from 
clients. The server generally is passive, waiting for requests 
from clients. 

55 The copyright owner has no objection to the facsimile 
reproduction by any one of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent file or records, but otherwise reserves all copyright 
rights whatsoever. 
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.... Implement.ar.lcn t,lcen.se Agreement orants you no right s r.o any such 
"'" t.h lrd party n·,.1 r.iu !;d. 
• ; 
lllfnd!? [ ss trct _5s l _h_ 
ltde!lOP. :e;s lreE_s:H_h_ 

1· 
Slfllple API prc vlded t o appl tea r.tons u,~t:. •ISP. SSL . 

/ " c r e,1te an SSL handl~ for- •fd• ,../ 
P.xt ern SSLHandle • ssL_creat.e( Jnr. ra. int fl "1gs l: 

tdef lne SSL .. EN:RY flT _MASK 
idet l ne SSL ENC~YeT 
lfdet lu":? SSL. __ OONT_P.1.:1:RYPT 

(l<<O) 
(1 <.-:0) 
( 0 ) 

13ncrYPt t h e connection " / 
dont enc rypt the connecti on .. , 

llde rlnc SSL._PROXY _M/1.SK 
ldert ne SSL. SECURE.~P~0;{y 
Met lne SSL_PRr>XY 

{J<<l l 
lJ<<l: 
(1 <<11 
101 

;• use ssld as proxy ... , 
i .. 1Js e sock.d as proxy •; 
/,.. direct. ::onnectl on •; llde f ln~ !-,S LJJO_PfHJ)(Y 

/ "" Oes-:roy ,rn SSL t-.and l t'! fot ·td" • t 
P.Xt.P.rn •mid SSL __ D<:1:suoy{SSL!fa:1d l e ·hi ; 

Cont lgnre SSL 3i;n-ver l:1!ormai:lon. 
"'cerr.• P" lrir. o c t:.tJ the Y.S09 cert.lticac.e lnfom.ac.1on 
·c-ertLen · l flnqt. h n! i:.ne XSC5 cert it 1cJ.te 1nto rma t.l. on 
•p:-} VK<:y " r: he se.rver 's prlvat~ k°"'y 

extern 'l c'.d. SSL_S••cVt~r1n !:otuns1qned char • ce r t, ln r:. r.er tlen. 

1• 

RSAerivatelO:ey •privK ey); 

Con!Jgure .:,,1Jthe:1t1cat1on hoo\,;. The " hook: " funct ion 1s ca1led a:tter a 
cer".:Jf!cata h;J.s been received and \falldated by SSL. The "hook" 

• .., retu rns non-2ero l r 1t ~ccepts t he cer i:1 t1catc , or zero 1( lt 
.... decsn' i:. The " -'irg • value ts an untyped pointer o:hat can bl:? used r:.:J 
"" p;.i~B lnformatl r:in r:.o r:l-.e "hook. " f•Jnctlon ., 
~xtern 1.'o ld ss:.,..J\•Ji:..hHr.iok!lnt. (•hook) (Vold • arg, unsigned r: ha r ,,.r:ert, 

1ms!qned -:;cri:Len I, 

r.ont l g1Jre SSL c:llen':. 1:iformatlon 
·cert· pointer --.o the X50~ cer:tifl-: a t e information 
•certLen· l enath at the XS0 9 certl!tcate infonnatton 
"prlvKey• t:he.clier.t•~ pdvate key 

~xr.en: l.'u\d SSl. _1: !l~nr. [ :1.!o tunstgned char "" cert: . ll!t. r.:q:t. l •:m, 
RSA.Pr1\fatc1"..ey .. p rlvt cy~; 

f'~rfr:cu Uit> h--:wd sh.a Y.e protocol 1.1slng b. Retu rn -:.he 91:at:•JS of !'.he 
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•• handshake. 
•h• the handle to i:.he ~sl conntict.lon 
"how• dat&rl!ll1ns how t.!l P",rform i:he handshake If "how• 1 ~ zoro 

•• th-a the hambhake 1:. done as an SSL client . If •how• ls one then the 
-• handshak.e is done a!I an SSL server. If •how'" is two then tha handshake 
•• ls don■ as ,;1,n SSL server >1nd reqUlt'eS clienr.• 5 to authent.1cai:.e 
•• t:hatu.:elves. 
• I 
extern in~ S!iL_H,1ndshake(SSLHandle "h, int howl; 

;• Values for •~ow• • ! 
ltd•fin• SSLJIANOSHAKE_AS_Cl.!blT 
lldeflne SSl.JlANOSHAKE....AS_SERVER 
ltdeflne SSLJ{AIWSHAK.E_,,\!i _SERVER_WITH_C!.IEN'?' .At.mi 

/"' Baslc 1/o operat.ions • t 
ext■rn inc SSL_Reatl(SSLHandle .. h, void •bu!, int lenl: 
extern int SSL_Wrlte{SSUIR.:ldle ~h, v,oid •b•.:f. 1nt lenJ; 

/• Socket opec-atlons • .' 
extarn int SSL_Connect(SSLHandle *h, const void •!;a, int sal':!nl: 
extiJrn int SSL_BJndfSSI.Handle •r., canst: void "'Sa., ~r.t :";alen, long dstaddr),. 
ext•rn int SSL_Llsten ISSLHandlG •h , int backlog); 
ext..r·n SSLH:andle •sSL_Accapt(SSL..'i.andle •h. void •addr, int •addrlenp!: 
•xtern int SSt._Getsockname{SSLHandle •n., void •name, lnt •namelr.npl; 
extern SSlJtandle .. SSL_Rand{char *"'aho:3t, 

1.nt lnpart, 
-::ha r • 1 ocuser . 
cha[' *['e:muser, 
ch.tr •cmd, 
SSLHandle ••h2p, 
int createf lags l; 

extern Jnt SSL_H-3ndleToFD(SSLH,rndle *hl; 

t• Error codes . These ace tne rec.•J ['n va l1Jes • / 
ld■ flna SSL_.ERRORJ:O_CIFHERS -1 
I define SSt.__ERROR_NO_CERTIFICATE - 2 
ldeflne SSL_EP.ROR_BAO_CERT!FICA.'IE -4 
tdef !ne SSL_ERRoR_t.'tlSUPPOR'l"ED_,~ERTI FI<:ATE!_ 'I'YFE 
ldoflne SSL...ERROR_lO -10 
tdeflnQ SSL_ERROH._8A.D_.HESS;.G£ - 11 
ldeUne SSL_ERROR .BAD_MAC -12 
fdef1ne SSL_ERROR .. UNStfPPORT£D - lJ 
•define SSL_.EfUlOR_BAD_CERT _S(G -14 
ideUne SSL....ERROR_BAD_CERT -15 
•cwflne SSL....ERROR_BA.D_PEER -16 
tdetine SSL_.ERROR_PERM!SSIO~J_OE'NIE!} -1 J 

, . 
.... Various and sundry protocol constants. DON'T CHANGE IBESE. Thes,e 
.... values are def I ned t=y t.h~ SSL prot.ocol speci f1c~t1on. 
• I 

ldeflno SSL_PROWCOL_VE~~ICtl 

/"' Securlt.y handshake protncol ::odes •; 
fdG!ine SSLJ1T_ERROR 
tcktfine SSL.....MT_CL1ENT_H£LLO 
tdeUne SSL.....MT_CLIENT.....MASTER_KEY 
lfd«tflne SSLJ1't'_CLIEUT_F'INISHED 
ldeflne SSL_MT_SER.VER_HELLO 
Wda!ine SSL__.HT_SERVER_VERIFY 
lfdeflne SSL.)iT_SERVER_FINISHED 
fdeCine .SSL.....HT_REQUES1'_CERTIFICAT~ 
tdeflnc SSLJiT_Ct.IENT _CERTif IC;.TE 
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/" Cyphqr k 111d' s ~/ 
VdetiwJ SSL_Cf<_RC-l_:2a_wrrn_MD5 
td~r l ne SSL_CK_RC4 _12 B_EXt>ORT40_WI'J'l(_HC5 
tdetlnc S.SL_CK_RC2 _12 8 .CBC _Wrnt_MDS 
•def 1ne SSL_CK_RC2_1:; a_CBC_EXPOFtT40_\'IITH MO'> 
tdefine SSL_Ct:_ IDEA_I 28_CBC_WITII _MD5 
tdefine SSL .CJ~ .. DES_64_CBC_WITH_MDS 
t dct 1 n f'l SSL_O~_OE5_192_ED£3_CBC'_WITII _t-:0 ~ 

1• cert1f1=.:itc type's•/ 
tdP.fln~ SSL .C':" . X5 09 _CF.RT!Fl('AT! 

/ • A.1JthP.ntlc.:it~on t.ypc'!. • ; 
4dP.f In ?. SSLJ\T. MDJ wrnr_F!SA_Et /CR"!M'Tr:N 

t • En:o , codes • _1 

rdeflne SSL _PE_UD_C I PHEP.S 
fdet lne SSL_FE_rm __ CERT!f'ICATE 
Jdet ine SSL_PE_BAD_CERTIFICATE 
tdef in~ SSL __ PE __ {ltJS'.JPPORTEC_CF.RTir='lCATE,_ Ti PF. 

t • Llml t::. ~ / 
Wd~f lt1<..? SSL_MA.X_nLOcK _ CY?HER_ LEN 

DxOl, OxOO' OxBO 
0x02 , oxoo. oxao 
'JXO]. 0><00 , Ox80 
oxo4, oxoo,oxao 
OxOS, oxoo, OxBO 
Ox06, OxOO, Oxol.O 
Ox07, OxOO, OxCO 

0::c01 

·1x01 

OxOOOl 
Ox0002 
OxD004 
U>:000 6 

IJXJ!ff 

40 
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tltndet sslref_ssltypes_h_ 
tdeflm=i ssi rP<f _sslt:.ypes _h __ _ 

typQQef struct D£RLayoui:str VERLayout: 
typ-=!rl~r struct DE:SContextStr DESContext; 
typedef .atruc:t MDContext.Str MDContexc.: 
typedef struct PKC~5KoyStr PKCSSP::ey; 
typedef struct RNGContextStr RNGContext; 
typedef atruct f!SAPr1var.eKeyStt' RSAPrlvateKey; 
c.ypedef struct RSA.PubllcKeyStr RSAPubllcKey; 
typedet sr:ruct SSLHa.ndleStr SSL.Handle; 

42 
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1· 
•• Copyrighi:. {cJ 19?5. t,;et.!!lcapQ Comrnunicat.ions Corpora.t.1on . .\ll rights ... reserved. This 111Je of this Secure Sockets Layer Reference •• Iruplemenc..itior: :-:he •softW<)re•) ls govec-ned by the terms ot t.he £SL ... P••!l=!renco Implemencatic,n l,lcense Agreement.. Pleaso read the ,... accompanylr.g •i.Jcenee" £1.1~ for a de3Ctlptlon ct the rlght9 9ral'\ted. A.r1y other r:.hlrd parcy materials you use wl':.h i:.hls Software may be •• subjiect t.o addltlonal l1cem1e restrlct1 on3 from the llcem:ior::; of !luct. thlzd party software and/or addl!:.ional expor~~ res i:.rlctions . The SSL ... Iroplementatlon LlccnsP. Agreement gnmt s yo•J nn rlghtt: r:o any !. 1.Jch .... t:hlrd P•lrty mar:orl:,l. 
•t 
ttfndef _ss lreCcfg_r._ 
»de tlne _ .ssl roL~~(g_h_ 

~• If you a.re u s. lnq BSt..FE. tt;en yoo.1 may or may nc': be 1:1ble to use Its DES •• code for SSL. If you have a repaired BSAFE (ask RSA ir you do} then .... dctlr.e t.hls t;.c r.r ·J e, otherwise leave lt 1md.efined. lf It 1R 1JndetlnP.d n th e n l~bde~-3.U ls usP.d for DES encrypt1cn. 

~1.mdef flSAFE_WOP.KS 

J 1 fdef 6SAFE 
llnclude "b~a!e21source1globa l h" 
I incl u de "bsa fc2 / 50•1t<:e/bsate2. h" 
lebe /.., !BSAFE ., / 
t lncludP. • rz.).:ot20 1s01JrcR /qlobal. h• 
It include • :'S.Jt"ef20 /source/~sarer. h" 
linc lude •rsaref2tl /sottr ::~ / rs;1.h" 
lend I [ / ~ BSAFE -+ / 



5,657,390 
45 

-81-

ssllib.h 

•• ~opyrigh-: tc ) }<195. ~h!:t.9cap• corr.muni<:&tions corporation . :,11 rlqht.s 
•• r-eserved. Thl~ ••r.e of thls Secure Sor:kets l,ayP.r ~e!erenr;e 
.. Implemcni:;it.ion 1 r.t:.e 'Soft...,.;\re• 1 1s governed by the t:erms of the SSL 
•• Reference Implementat1on License. Agr .. ement. Please rc;;iaid the 
0 '!lr:co111panyl119 ·r,lcense• file tor- a description Qf the right:; qrilnted, 
·• Any or-.her r.hlrd p:,.cc.;• m.'3iter1als you use with thls Soft~re may be 
n subject. t;o addlt.l i:mal license rest.rlctlons trom r;he llcensor9 ~f .9'.lCh 
•• third party so(tW"11fP. 11nd/or -1ddit:lonal e xport restrictloris. The SSL 
•• Implenc."ltae.lcn Lli;en:,e Agrenm~nt. qr,3nts you no rJghts r.o ;iny s11r:h 
.. third paro;y mate ri a l. 
• 1 
Jitndef s!.l ref_sslll, h · --­
•~t.? [lnA cslref_f.s lt b 11 __ 

•• Securir:.y ~ibr;,.ry 1.1:;~d by SSL lmplementa-:.ion and applications. 
•• Provld~s some b;i~ ;:-: =.1p:iblll"..!P.S wr,1-ppe-J '.JP so th,;,i: thq •mderyl1nQ 
.. crypr_o 1 lbr:iry t:. 111 b~ ht :idm:.. 
•1 
flncl•.Jd,;, <sys/typos.h:• 
tlncl1Jde •ssl l'".ypes.h• 
'flnclndP •sslcft;.h" 

lllnclud~ <stdllb.b:­
'incl ud<:i <G tdio, h.:.-
r lncllld.-=J <uni st.cl. h> 
tlnc:l•Jde <st.ring,h> 
tlnc:1 •.Jde ..:nei:ln'!t./lu.t,~-

1• XXX • t 
ext..-irn •in:;i9ned ::::ho'\r _1Jsl_c:f':_desE4131; 
"define Ct PHF.R .. KINO - ~: :.;i ::k __ :1os64 

struct. IO~GCOA'-~x•.Sr.r i 

w 1[ def BSAFE 
B ..A.LGOR!~M_CJBT tr1•.1; 

• e lse 
•.msJ.gned ch-lr sur:.ell5); 
•msigr,f!d cha r ~i:r~-lrn : 1~, I : 
,, nsianC!d ~•.r-"!;m l -:-n: 

'l <?ndi f • 

" 
str11::t r.SAPrlv<!,:fl}(ey si:r , 
•Hde f BSAPE: 

B_KEY_OBJ key: 
h t lse ;• !!!SAFE - / 

R_RSi\_FRIVi\TE_KEY Y.':y; 
tend1! / · esAFE •1 

I, 

struct RSAPublJcKeyS'"#t { 
11 fde f BSAFE 

B_KEY _CBJ key, 
4else / • !BSAFE " / 

R_RSA_E't.lbJ..IC_KEY ~ey: 
•9ndif I "' 'RSAFE •; 

1· 

•• A. han:il e . :J::.~tl ~.u conr.-'\it". r:h e St'1f:.e o { S:.h@ prot.ocol mar:-h1 ni>c q.' 

46 
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lnt. direct.; 
l nt didBlnd : 

uns lgncd Long sockdHo~t:; 
unsigned 9hort :o;.ockdi·or o:. : 
s tt•Jct ~oc=k<1ddr_ln bl 11d Addr ; 

/ " Data r eturned hy sockC • ! 
unsigned long dcslHo!;l; 
1ir,slgned :sh-.nt C.Pst:~f'.'lr ... • 

-82-

ssllib.h 

s truct SSLH.1.nd! eSt-.r- I 

) ; 

r• !Jndet"ly~n:::i 1mlx fll~ u~~r:t· lpt.,~r 
int: fd; 
int !::::Server; 
lnt :.crverE-'lnlshed; 
lnt clientri.nlsheci; 
lnt createE-'li\qs: 
SSLSoc):;!:lln~o 11 ~ock.s: 

1 • Hc,ndshake st,"lr:.A • / 

l nt haveSlD: 
•Jnsignod char *c l l en':Cllal lt'!OQ€'; ; 
•JnsJgned cllentChc1. l l en')~Len; 
•m3 lgned ch"! t" • connec t ! ~nlO; 
un:;lgned c:0~003:ct l on l DLE;n; 
unsigned ch:\r •;:iuthCha l l en9~; 
uns igned ,wthChal ltm91:"J,en; 
RSAP•.lbl id'.e y •p•Jl.;K~y: 

;• MAC state */ 
lnt sendScq; 
int rcvScq: 

t • Record l,lyl'.!r st:.,. tP. 

1Jnslgned r.har h,:!cider::::, : ; 
~ut paddlnq; 

/"" Read b1Jffer -, 
•1nslgned char •bc1.S<;! ; 
unsigned chc1r • '1=c':.,J: 
In t. space; 
In t. l en: 

,- • Cl i:,hcr- ::.tar_':! • / 
1Jns1gned ~!lar •rB.:i.dK<?~•: 
uns 1 gned rnadr.eyLen ; 
•ms igned ch,'lr wwrit.ef. ey: 
unslgned wrlteKeyLen; 

/ • Sessi on - ld stuff • ! 
unsigned char r:3essior.l~; 
unsigned sessionIDLen, 
unsigned ch<H •km; 
unsJgncd krnLen; 
unsigned char c1pherKlt:df Jl: 
"Jnsignod char •),;eyAr-:,; 
\lnsigned keyArgLen; -
unsigned char •masterY.,ey; 
unslgned masc.ecKeyLen; 
1ms1gned char '"'pet:!rCer ... ; 
unsigned F':!etCertLen: 

48 
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ld-ef1ne MSBIXJ 
ldefine LSB(Xl 
•datlne CO>tBltfE(pl 

111msigned char) 11 tunsignedJ {x) >> 81 &: C!xf!} l 
: !·Jnslgned char) I ( {,msigned) (X) ~> 01 &, Oxffl I 
·!{p)I OI .-:< 8) t (pl\1)) 

fd@flnc M02SIZE 16 
lrleflne HDSSI'Z.E 15 

lldet!ne SSL_K02 I 
tdef ine SSl,_MOS 2 

tdetln@ DER_ llrr£GER OxD2 
ldetlne DER_EI1' __ s•r·ri.rN:::; uxoJ 
ldeflne DER_(')CTE"!"' .!aTl-l l?JC: OxU4 
Sdeflne DER_NULL 0x0!> 
•define DER_OBJECT_ .1:'J Ox06 
•define DER_SEOUENCE OxlO 
ldeflne [)ER_SE'T Uxll 
Wd•flne DEP._PRINTABL.E_STl'\INr'; Uxl3 
tdeflne UER. T6l_STP.HlG Oxl4 
td(!f Jne OER_IA5_S1'P.ING Ox1 6 
~-:ieflne DEF._1.1TC ~·rrME: \JXl 7 

lldeflne DER _CONSTRUC'Tf::11 Ox20 
ldcrlne DER_UNIVERSAL. OxOO 
•define DER...>,PPLICATION OxGO 
ldefJne DEJl:_CON'"raXT_SPECIF'tC uxeo 
llldaflne DER_PRl'.'A:'E OxCO 

tddlnA DER_J.NY OxlOO 

~:-:.n1ct DERLayo11 r5 t1 f 
tnt type: 
un:slgnad char "lt 9.m; 
11nstgned I r . <:1 roLgn ; 

ext.err. unsigned DER_Ci":!tEe;id~rLencuns tgned char .. der. •Jn~igned • lenp): e xtern long DER_Gee:Jnt.egr.rcmslgned char ---cerl: 

50 

•: :<:tern vold VF:R_Eno:::~d~.Sr.r '. 1.msiqned char .. ""dest, 1msigned ""destlenp, ln". type, 
•m::::.igned char "src, •Jn5lg:-iP.d 3rclcnl; ~xr:.P,::-:l -...c Id DB? _E:uc:o:1!~ln .. 11ms 1 gned char .-.-d~~r .. •.in:i igr.ed '"":::lestlenp, int: t:yµe, 
!ong t,,',3.l•1a1; 

,:nir.~u• V'lld !H::f< .E11r;od~s~c: 1•11:sl9ned chat" '"""dest. unsigned ",je:;t.lenp, 1n l: t.ype, 
unsigned c:har •srcl. unsigned srclleu, , .. 1; ~~:< tern lnt OER_ 0>'!<:0d~SeqfVERLuyout: •seq, tnr: JJSeq, lnt t;.ypa, 

•mst9ned c har •src. •JnslgnP.d £;rcler.); 

qxt::er:-i ~ESConl;EX": •!1ES_Cr e .:.1t:.~Cantext(uns l9n;ad c:ha.r "key, 1msl9ncd :::h;ir •l v, 
int encr)'Ptl: 

extern void DES_D8s':.roy<:ontext(DE:Scontext "'ex}; 
'!!<tern 'J()Jd DES_E:1erypt 1nr.sc,:mtext • ex, unsigned char •o•.lt, 11r.sl~ned ""c•lt.len, 

·.Jnsigned chac- • in, unsigned lnlenJ; ~xt:ern vo1d r.ES_D...ii~rypr: (DESCc-nr;ext •ex, unsigned cn.ir • out , 1Jnsiqn,;id •o•Jtlen, 
'Jfisl gnP.ci ch11c • ln. •.:nslqncd tnlP.n}; 

extern HDC'ontex':. "MO_Cn:~:ir.r.<..:ontext l int type); 
o:<tern vold MD __ Llpd.lte(MOCorttext. •ex, •.insigned chai- •but. tJn::;!gned !em): extern vold MD_Fln.=il IMDContexr:. '""ex, unsigned char •dtgest , •Jnl:'11gned •lenpl: f!Xt~rn void MD_09sr.roycontext CKOContexr:. •cx1 : 

'!:<tern F!SAPr1V'l':CKey "PK:'S1_Cre-'l.tePr!vateKey(RNGContext •rng, lr:.t keylen, 
lnt p•JbeXpl : 

'9-X t.crn vn ld PKC!H _:.lo?S r:.royf'tl v,-iteKey ( RSAPr 1 vateKey •key) : 
@Xtern 1Jnsl cmed PY.c:Sl _Get Pr l vateKeySl 2e tRSAPri"NJ.":.eKey •":~y) : 
""X".etn vold P.KC'Sl t·rt'-'•1':.~t1-=crypi:.1 RSA.?rlv-lt.eKey .. key, 

unsigned chac ... ~ut, unsigned •outlen. 
·mslgnad ch::i.r --in , •mslgned lnl~nJ; 
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extern void PK:::Sl_EncodePt"iv,11:.l'?KeytunsJ.gned char +•pl-;, 11usig1u,:d • =i.>: l ,=,up , RSAPr1Vat&K ey •key!; extern RSAPubl1 c Key 1t p,:cs1 _con v ert.ToP•Jb l lctRSAPrlvac.eKey •i-; ,;,,y ) ; e xtern RSAPubll d <e y • c r ear.eP1JbllcKcy ( Un !J!gned c ha r c:,ns c •n, •ms1gn ed nl e n , •.msiqn ed char c on$t: •e , 1m:i1 aned ~!en ! ; excern vo id !?!< CSl .,.Destr:::iyF1JbllcKfly [ RSAPublicY.ey " key) : exter-n un9 l gned [' Y.CSl_Ge tPubll c ~: eySJze ( RSAPUbli c Key +.-:~y l : ex.tern void PKCSl_PublJ c Enc rypr. ( RSAPublicKe y '""kl"!y , 
1m s l9ne d char "our., 'JnSlgned • o •J U1;n . uns igned char •:.r1, 1Jr1 ::. i gn ed i n l -on , RNCCo nteX'! • r n9); extern 'Jold Pt:CSl .Eucod<-?f'•JbllcKeytun $ l gnc d ch <t r ""t=~, 1..:n.'".ic:Jnnd •p:-. l ":nµ . fi SI\P•Jbl icl<Ay • 1-:~y ! ; ext1nn l n': FK-: .S l _Vt>tl f y S lcnc1.r:·Jr.,:, ti nt al q , 

l?Xt.Arn vo ld Pf. ·:' S l_Sl::a n ( i at. ,l lg. 

JOSigried ch;it con s r. • b·~ f , ·Jn~lgned h•.: tl ~n , •mslgned i.:: hi>r ~or.~ r: •~ lq. un!: lor·.~~ :-, l q l •1n. RS;'.). P•..1b1lcf'.e-y •',.eyl ; 

•~ns lgn e d cha r ..o• si g , •: ns lqne:J " s1gl~n, unsign r.d c ha r cons t " b•Jf, ·ms l 9n~d bri! l""n, RSA Pr.! WI t-.!Key .. l(ey I ; 
oxtern PY.CS SKey •PY.CSS __ Gcne r ~ t eKey1ch::1r •pw, c har • ~.:i.1 t. . ln r. t r.e r :i-: t ont."01mt.l; 
ex tern vold PKCSS_Do~ tr oyKey(PKCSSf.:ey •key ); extern ve ld PKCSS _Encrypt, { P:':.CSS!l'.e y •key, •JnslgnP.d c:h:u •o•Jt , ,ms l cn~f'.! "'n•J t.1 -c.n . unsigned char "ln, 1.msi yned lnlen) ; exte rn •1old PKCGS_Oec ryp t. ',PKCS5Kt-ty •key. !..! l'\S tg:1ed t:h:ic- •o•Jt , ,111 s l :;r:; s=!,1 •01:f: l e:,, •..1ns lgned char •tn , '.Jnsl gned lnl o;:! n ) : extern \.' o1.d l?J:CSS_Encode lPKCSSY.1w •k'3y, 1; n i:. i9neri c h a r ""b•l fp, 1in:1:a~;"!d "}03r,r:,J: exter n void PKC.51 _Wrap lunslgned 1:har "*dest, 1.1n s ignP.d • d P. s tl enp . unsign ed. r.ha r "rawc1d, uns 1gtacd r,wo l dl~n. •i ns i gn t! d ch .,, r --:;re, unsigned srcl~ nl ; 

e xtern tn t PKCS7_tJnwt·? p( 1J1~si{m e d ct.a r ... ,.o 1dp, 1.1nslgr.C?:I •a:ildlerip , •ms lgned c har •• dat,-ip, •.;nsl gn~d •rfot~l~n~•. ·m s lg,ned er.a r •5rc . •m s l qne<l :o: rc ie: i! : 
e xtern RSAPr l va r:.e Y. ey •!"K('S8 _!k a dFrivat-1.~ RP.yt~TLE' " ln. •:ha r • pw 1 : ':!Xt.e rn vo id r-r.c s s ._wr:1-.err1 •.-·,Jr.At:<:iyfFf L£ "a ·it . ~1-u:s~v. ~y • .:,I( , b AF , i ·.1:, ,.q ... y •>-: c.v , , ~:<tetn P.NGC <"\nt.ex ':. • P.NG _C! '=:--"' t.oConl". ~Xtfc:ha r •p:ci~~d. lr-:t s.:~dl c tiJ : '9 XT:.Crn void Rr-:c (:,:mP.r ,)l: ':!H,u .1:bnByr.,1s!P.t;GContex r:. .. ex , •J11,:;l? t1<:-d ··1L ;1r ri :· rr , •tn!11gned I ••nl ; e)(tern vold RNG_D es t r·c yConr.~x: : P. tJ1:;r.:011r.P. >:t • '7~ : ; 
extern c har • 5_.~e t Pass..:orct(c~ar •prompr:. ) ; o Xtl!!rn vo id s _z tree(vold •b•Jf, unstgned lenJ : extern i nt. S_ReadCcr t.Hlca ':.e.f •.tr.slgned c har .. •-::e t"::, ·m s l gn~d "" c ~r•: l •:>11. Fl i.E " !p l ; 
extern int S_Read \ lnt { C, vn ld • t:uf, int l en); extern in t S_Wrltclln t fr:l , 'Ja ld •b•Jt. l:i. t len); 
extern int SSL_ReadRec~rd l SS t,H<indle '"h i ; i:,x t em lnt SSL_Re,1dHe!;s ,19P.ISSLil-'lndlt> " t\ J ; e:< tern ln r:. SSL_Ser.F.rror r lr1r. Q ! : 

ext~rn lnc. ){5 03 ,.Check.Cer~. ! SSLHilndl o "h, 1..mslgned c ha r c Or.$ 1:. • ::err, 11. t- •:•1 1:1. \,:,-11 1: 
-extorn c h a r • XS09_FlndSubJ ect. (1Jno!9nP.d chrtr c on st. .. r..:irr. , t n r. c qr t l.::11 ! • ~xte rn ch a r • SSL_Gf'lt.Peer CuT:'l..~0:1~1.,,ms? I SSLlla:'"ldl <c!- "h I ; 
, .. intern a l fi;n ~tions "'/ 
exte rn v olr;J s s l_Dc !3r:.roySeck:<li n ! o, s sLSocksi n fo .. !;~ l; extern int. s sl_Cr eateSad::sI:i!o:SSLll~ndl~ • h : ; e xtern SSLHand l e •sslJJ~wl--!l'l n d l ~ rinr. ~d . l n r. f l•g~I; 
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•• C'apyr19h1: (c) 1995. Net.seapa Conwnunicar..lons <.'orporation. All r1;hts 
•• r,uutcved. This •Js,e, ~f r.hl$ Secure Soc:ket:, L.iyer Refeumce 
•• ImpHrnentat.ion P.:.hQ •so!r.wat'e•) ls governed by the ter:ms of i:tie SSL 
u R"!f'!rence Implementation Liccn!!le Ag~eement. rlease read the 
•• -1ccc1npanytng ·Llcense· !ile for a de!Jc:rlptlon of t:he rights granted. 
•• i\ny o• .. hflr ':.hlC'd party materials you use "·l th this Software may b~ 
•• sub,ect t::> additional l1cen9e rescric-:.lons from tt,e. licensors of such 
.. th.lrd party soft:ware and/or add! tlonal export restrlc:>:ions. Tho SSL 
.,. lmplM'lentatlon License A9ree111eni:. qr;inr:s yr:iu no r lghts t:o ;:iny ~ueh 
u t.hh'd part.y mnterh I . . , 
itlncl·Jdf.\ ·ssll!.b.h" 

l!de[ln~ BEGHJ • ·----lH~GlN PfiIVA.CY-ENHA.r.;cEO M2SSAG~-----• 

lnt. lrm: 
Jen = st.rler11cp1: 
whll': 1 len) { 

Ir {(cpJlen-11 ' •,n' I II {Cp[le:-:- 1 1 
cp(-,:~mr -

I else 
break: 

st.at_tc ch,1r •c.11: 1,:hnr •"· r:!'lac •b1 
I 

~ =- fc!i.ar•J r"!aUc-:11. !ltrlen(-'!J .. !':t.rle.n(bJ•ll; 
st.rc,.tr:, [,'l, bl; 

1 qlse r 
a= 1char•1 mc1llvct:::r:.rlen(hJ~i:,; 
:.,1!.rcpy(a, b): 

sr.-1r: t c 111·. S•."1:r:~!;"'r.mp1 ::h sn ""'-· ch.1r .. h , lnt, nl 
I 

wnlle C-·n >-:: UJ : 
ca = •a••: 
(; b :: .. h,. .. : 

Ir {ca ! -:- cbJ l 
1 f ic-'l -::= 0) ret.u,:n -1: 
l f (cbc "" c:, r,;iturn l: 
!f { lt..::i >- 'A'; i;.; tea<" ''!'I) I 

ca .. ::e J:!; 
l 
1f 1:cb >= •;;•1 ,;,; (r::l <= 'Z')} 

Cb +: ]2; 

I 
1~ [C'.1 !- r.t:l r~t.11rn C'i - c:b; 

s'.,11. L:: Jnr. M~pfch,"lr ·u::pp, !n': ... l~np) 
( 

irir:. lf.:n: 

54 
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cp = ~i::ppi 
lcn = "'lenp; 
while (len) I 

':" = •cp••; 
len-- : 
1 r 11c == • ·) 1 1 ; r; -:: , -.i:.· 1 1 1 (,: 

<.onr:l:1•Je; 
} 

brc<lk: 

'"'CPP '" r:p; 
•lenp = \Fn: 

If {(C >= 'A"i && ir. ~.-: '?. ' )) : 
r-er..urn ~ ( l:1LI t::: ·1i.•:: 

; 
l( ({C >= 'a 'I && t ,~ ,:·::, '.::' l l I 

ret11rn l 26 • 1lnr.l 1r· 
) 

if ((c;. : '0'1 &f, ( ~.: ,:::; '~1')1 I 
return 1 • 52 • tlu•. } tc: •n·1: 

} 

it {c "'"' , .. ,J ret ,1r11 l 62: 
1( (c == '/') rct1un 1 • 1:.1; 
if {C == ' =') rcr.u::n ;i; 

return - I ; 

•· •. o• I 11 lo 

•• Hack t.o r~ad in c~rtlt!C".ltc frn;n a C<!rLlficat:e-1:1,Jt.horit.ie.:. €1m,1ll "" response. H;,ndles ~rr.~11 from a PEM baaf'Y.I certlflcat.f-! "1.1.lthodr.•,• ., 
int; S_RcadCertif\c,1t:e(unslqned r:hc1.r ,. ... ~""rt., 1Jnstgn€C'l •·,:-,ertl oa!n, 1"ILE •~p; 

,mslgned r.har .. bln, "'l:p ; 
unsigned blnlen: 
char lihe[2C>OOI; 
char •body, w::p, "bOdVl': 
int got., bcdylcn, t••.1 , t:1. b2, l)j ; 

got = IJ; 
body ., O; 
bin = a; 
Ccr (;; I l 

} 

cp = fgets ( lir.o. c;i ::?.~ot I l 1nei, f;.il; 
lf I !cp) !lrec1i-:; 
ZapNL(cpJ; 
lt (St.rcmp tcp, 3EGTN1 · ·: 01 I 

got = 1; 
'll!.e tf lgot ""'"'" 1) I 

l ! (Strncasecrnp f ::p, • ,:i ri ginator-ce!'t-.1 f 1 r.::r:.e 
cp = si-.rchr !·=p. ·: 'l; 

} 

cp+•; 
body,., \..'\t;.lbod y, r·pl; 
got = 2; 

) elsoe l E (9::>t ;;: 2; \ 
lt l(cpfOl ==' '1 11 tq::IC·J ·= '\r.•): ; 

body = Cc•. rt:-od':I, ,··p l; 
I P-lse 

br-e;:,,~: 

bodyO ..:. r,,,dy: 
If (!got!::. 2) I I !t;ody l G<"-o las .. ,; 
bodylcn = strlcn: bod',-'l ; 

56 
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/* convert body 1oase64 ~ncodlngt back to binary •1 
binlen = (bodyl,;:,;n / .: J ,.. 1; 
bin = bp :: 1unslqned char"') malloc{blnlenl: 
wh1 l-A ibodylgnJ l 

bO = M.'lp(&body, &bodylenl: 
if lbO <= 0) goto loser; 
bl = M-'lpl,body, &bodylen): 
1! lbl <= OJ goto loser: 
b2 = Mapl&body, &bcdylen); 
1 f (b2 < U) got.o lcser; 
bJ :: M<'lp(&budy, t,,!:mdylenl; 
it fb3 < 0) 90 ... r, la~"'r; 
bO- ·; 
bl--; 
If lb2 

bpi OJ .',:l .-:-: ~I I I !bl ->> 41 ~ OxJJ: 
bp+•; 

l ~lse Lt lb.I ::.:. 01 I 
b2--, 
b?[Dl = (b:1 r.< 2) I I tbl >> 4) & {J,cJ): 

bplll - ,'.bl & l:xfJ << 4) I tlb2 >> 21 '- OxfJ; 
bp += 

) alse I 
b2--; 
bJ--; 
bp[OI 
bp[l l 
bpll 1 
hp ... .,. J; 

) 

(ro1,1(bodyOI; 
•r.ert -= hln; 

i!Jtl << 2; I ( (bl >> 4) , OxJ): 
i lhl & •)xf) << 41 I : fb2 ;.;,. 2) & Uxrl; 
i lb2 & Ox]) << 61 J bJ; 

•cert:.len = hp - blu; 
r~turn O; 

•ceri:len = n; 
if fbln) tre<:tlh!n1 
free(bodyt.:): 
return •l: 

58 
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I' 
• ., copyc1gh:. \C) J·J95. ~~tscape Cownunicatlons Corporation. A:l rights .. cc:Jorved. Th Js use or this Ssc11re Sockets LayP.r R~ren:mr.e • .. Impl1:!1r1cnt,1r.lon {r_hr. •software '") ls governed by the tcttn~ of i:he SSL •• Rch:rence lmplementat.lon L i cense Agreement, Flease read the •· acc;::ompanylng ·Llcen:1e· rile (cir a descript.lon ot the rights grantP.rl. "* Any other r.h lrd party m-1terlals yo•.J use with t.hls SoftW'i1ce may be-•• :.ubject: t.n ':lddlt1on~l license restrlctlons trotr, the licehsors of such •• third pat"C.'f' so f tware ar,d/or o.dcUtlonal expar':. rc:Jtr1ct.10h.S. The SSL •• I mplement.at.Ion LlcensF:! AQrF!P.l!lent qrant~s yo1J nr.> rl9hts t.n any such •• f:hlrd p.J.ri:.y rna•.eriill. 

•1 
-lncludR •ssl .h" 
4lnc1 1JdP. ·::::stllb. h ' 

nnclude <=,,:i5er t. 1i :-
f lnc::l11de -c•mlstd - 11 > 
Hnc:l1Jde <stdllh.n.~ 
tlncludo <s tdlo.h> 
Hnclude <si:rlng.h> 
~tncludf;;l <':.lmc.h> 
,1nc}1idB <Sy!J(!:OCt:et.h> 
•1.nclud,-;, c:r,er.lnot:../~n- h> 

/"' Server inf~ •; 
::i:ar:.lc •Jn s lgncd ch-'\r- ... :ier·1';!!:""_Ct"!rt: 
sta.c.lc int server_ cerr:.Len; 
:'l tdt1C P.SAPr i".-'i'l.t.eK o:! y • :e;-e r'ler _1-'..':!y; 

!* Cll~n!:. lnf:i k/ 
s tatic: unsigned :::llJ.r •cllenr:_cert; 
.;.tatlc int r.l 1ern t._cP.rtLcn: 
:i l:.u tlr. R5AE-'rl "J".1'".<::!Y.1-'!~' ... d l<!nt:_r'.ey; 

/"' St?s~lon-!D d.:\T.<l ""i 
~tat.le un!.lgned ::::h.:ir ""sl:! _s ld : 
s tatic unslgr.ed sh! .l~n; 
S':::at.l c un!:.lqned C~l i'H .. Gid_i'.m; 
~t.atl c •msiq:-ted ai:J kmLen; 
-s tatic imslgrwd char sid_dpherK!..ndf:1:; 
~tatlc •;nslqned ch.J.r .. s1 :::1_r; eyArg ; 
:;t:i.tlc unsigne d sld_l~eyArgLen; 
~r:atic •mslgr.ed char --i:;1d.J(laste r Key ; 
s':.atlc •m!Jlgned sldJnast.er!<eyLen: 
s i:atlc un::;l9ned C!'lil: • s ld__pf!;ercert:.; 
:;r:atlc: •Jr,:;.l q:ietJ ::; id_p-=?e rCertL~n: 
~tut1c strrJct:. l1:_-:1ddr ~lc!_lp; 
ttu':.lc r:. Ir.,~~ _t. :::ld . t:.lmt!; 

/"' Random n:unbcr qen':!rar.o: - / 
!tr::atlc f.:NG<:'Ofl':t-!)(I; •:-nq; 

~t.at.lc Ln r. : •a11th_hOllkl f•:old •-'t rg , 1mslgned r.h;ir •c~crt., 1mslgned cer':.!.e:-it; st.a':.l:: •,1::il:..l • -"l •Jl:)i_,) rg: 

·mslgned char __ :a .-;l_c: k _des l5 .1{ J ., ! 
SSL_("K __ ~l:: S_ f:•1 .c nc_Wl Ttl_HOS, 

::;r.-1.th: •m:il,gned r. h-,r c .!pherSpe:;s/ I ~ f 
SSL. _,:·r. __ D!::S _ 64 .. CP.r _w I TH_MDS .. 
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•descp = 1unslgned char•1 rnalloc(srcle11); 
mencpyt •dcsr:.p , src, !';rclettl; 

•• Generate some random by·tes. The RSAP.E:F c:-1ptoq:-aphlcally i;~•JC"'! 1n 
.,. .. ra.ndom number g•;merate-r 1~ not. us,1ble dir-ectly hnca1JsP. o:h~ 
..... P._Genera.teBytes ls nor-. par-: c.l the r1.~c.e,pte:J /\Pf ·1•,:,o b:1d. 
• I 
stat.le lnt. Ge11"'r;i tP.ft,,rndo!f.6yr.-'?sf1m!'.la:,..-U ch~r •rtn:;-:, ,iu:;lqn~d 1•-m! 
I 

lf lrng == 0) ( 
rng = HNG_CrcateCor:tAxr:.10, OJ: 

) 
ru.x::_Gcner·a1..qR~ndomByt~~ trng, cieR t:. , ler.) : 
return O; 

static unsigned c:1ar •1.0,,:-.:1:p!:lDISSl.H-'ln:-Ue "t1, lnt. •!:ldl eri t.o) 

' strucc sock-1ddr_i1i !.: 1:; 
int zinshe; 

, ... Check tor -l sess1:>n-1d •/ 
s!nslze = slzeof1s1n1: 
get.peern;:,,me(h -> (n. 1~r.r1Jct sodc<l.ddr•J &sln, 4-!.h19tz~•; 

•sidlenp = 1); 

62 

lt tsld_sid r.;. lmP.m~.pU.sln .:.. in_add::, ;sid_lp, ~l.:co(lalU Ip : • 0 -= 1111 t 
,• Founc1 scr·✓•Jr i n cur ses~lon-lrl r.:.ache 7 l 
1 f (tlme;oi > !:id_t.lma, 

) 

/• S"!SSlon-1d I~ t:.oo ol<l " ,' 
tree(sld_slCI; 
sld_sld ~ O : 
return U; 

•sldlenp = sld_l-::!".: 
return ::.ld _sJrl; 

return O: 

static void R~r:r.r~SIUISSUl-u1dlf'I •h, •1:1slgnP.d r:t-. ,n ~std , it,r: ~ldl ~ til 
( 

str,1ct sock~dd.r_~n ~!11: 
int slnsiz.=!; 

Copy (&.Sld_5ld. :ild. sli.H-.!nl: 
!ild_len = sldlcn; 
slnslze = sl:zeof (~lnl: 
gat.po<?tnameth->(d, (:.. tr•1ct soc1t.o2ddr"'} &sin, i..~!m:l z.0 1 : 
tHrncpy{!.!>ld_lp, &"Jin . sin_,ddr, .,l:::~o!1$ld_ip\ l: 
sid_i:!me = r-. tme(Oi • lUO; 

CopyU,sid_m~st.erKcy, h->masterKey, h- :•mo1sr_;:!rf:::P.yl/mJ; 
sldJftaSterKeyLen -= 1-.- >masterKeyLcn; 
Copy(4:sld._k~y>.c-g, h->1-.-"?yA.rq, h- >keyA.rgLen l; 
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Copy I s.s i d____peerc ert. t:->peerce r t., :1 - ":>p,::;erC l:'r t.L-en J : 
sld_peerCertl.en ., h->pPertertLen; 
m"i!:n.cpy(s ld _clpher t'.ltul. h .~ctphP. rt< l !'ld . .ll: 

si:.a.t!C 'Nld Re-::nv~rsws ... ~-:"!(SSLHandle "h) 
I 

Copy(&h->mastetY.~y. :,ld .... .ma::.U!C'Key, sid_ma!:lterKeyLcn) ; 
h-:>m,:isterY.eyLen - s!d_mastcrKeyl,,en; 
Copy I t.h • >k,gyAcg, sld_keyArg. ~1d_i<eyArgLenl ; 
h->keyAlgLen = !=t ld_l{~yAr:J!..en; 
C'opy!&h->Y.m, :iid_\.'Jn , c::1d_i'JT1L~n1 ; 
h-:-r..rnLen == a. i ::i_ l-'J11L'::!n; 
Cr,py ( &h->peerr..: ~ r•,, ~ id_peerCP.rr:., 1:.l,:l_peerCer tLeHI ; 
h ·>peerCert.Len = sid _peerC~rr:Len: 
Capy(&h·>!lesslunID, sid_sld, sld_le:il; 
h->ses!;ionIDLe1~ = :.id_len; 
m~~P'/( t, >ciphcrKll:d . .;Ld clphont::ltH.!, JI; 

• .. Pt od•Jt.:P. r~-'ld & wr l te ~ey£ 
•J 
sf:1t.lc ~nr: Prod•1=eKe y s 1ss~.H.'inrllP. •h1 

' MDConr:.~xt ... digest: 
1mslgned char Y.m[Jw:.;1: 
•rnslgned in': O•lt:lcn; 

'l!ssert lh- :>masterKeyLen !-= U): 
assertfh-:-c llP.n r-.Ch,JllengeLen !:: •'.H ; 
.:J.~S~rr..!h->comnH;r.\on TO:.~n i:: •:)): 

j f lmernr-J11p1n ->:.:1pherKlnd, CI PHER_KIND, lt "" C) { 
d.!.g~st " MD_Cre;_:i,r;oP.Co11text:! SSr.._Mli5); 
MD_lJpdat.P.!dlG~sr:. h-:,.masr..erKP.y, h- >mast":lrKeyLer1J: 
MO_llpdaO:.t?{dlgA~H., {•msignc::I Ch'lr•I • o •. 1i : 
HlJ_UpdQ':C(dlgast:., h :-r.l lent Challcuge, h - >cl 1entCha l } P.n q~L<=!:t l ; 
MD_lJpd;;,r:~{d1~est, 11->connect::lo:--ilD, h->1.:onnect.ionIDLen } : 
MD,_F~n,:i.l(dlCJPSt., Y.m, &outlP.nl; 
HD_De:::.t.royl.:ont<?>:-: (dlqestl: 

; ~ Save entire k8't' rnatP.rln.l ln ,:-ase clletit 'l •Jth t s •Jsed •: 
h->krn.., l•ms l :::med char•J ni.,J l oclo•itlenl; 
memcpy( h -.,1-:m. km, o,.:r:lenl: 
h->hl\Ll::!11 - '. I 1t:lf'l~; 

l [ (rl-:ois:5erverl 
Copy(~h -.•readKey, !-:.m•B. 81; 
Copy ( 1,1!-:-wrli:1:>~:ey, 1-:r!\, a:; 

I -el se ( 
Ccpyt!.h•H eadKey , 1-:m, 8 1 : 
C'cpy11,n. :, 1,,1n ~.-..K~y. ~in~A. sq; 

h->rc'ldKl::!Vl.~:-. - Ji: 
h->wr 1 r:.'.:!l': :-iyLe:·1 - 9: 

h->rec:1.dcx = DES_1:r~;ir:. ... t:or-,t'<!xt(h->C"cadKcy, :i->l,f'!yArg , (}J: 
h - :--:rl t.':!r::-: = 025_•.::re'lr.-.Cr>ni:. ... x:t I h->wc-1 r.ef.ey, t,- >1":eyJ.rQ. Ii: 

64 
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,. 
•• Send a handsh.l~e m~ss-1a~ ln t. tl~ :-: l "l-'l r 
• I 
static h "i t Seu:iClt--..acHs9I SSl.,lla:111 l r. •h . •: t:dd •b·1t. Int. l~ul 
( 

char hr.=tcie:-11.1; 
lnt r.b; 

he;sder[OI - Ox8U I MSS ! !en) : 
headeo:-[!.I = LSB[len!; 
nb = s .. Wtite!h-~td, h~a der, ~l: 
if fnb : -= 2 l l 

5SL_S'c!tErrnr:1SSL_ERROB_l()): 
return SSL .EfH!DR TO: 

nb = 5 \·lritctt-,--:>fd, t•Jt, : ':?nl : 
Lf (Ob != len) ( 

SSL_Se:Error(SSL_2RROR_ WI; 
return SSL.ERP.QR JC•; 

return O; 

ct'.ar D\SQ\J/; 

msg 10 I = SSL_MT_ERP.Dfl : 
msg(l I = MSBCerrl; 
msg (21 = LSB(errJ: 
l r (encr:ypred.J l 

ret.1Jrn SSL_'lirlt!.!I~. msq, 31: 

return SemJC..:lq-acMsq1:1, rrsq-, JI: 

s tatlc int S"~11dClie:1U-':<?llc !SS t.Hand le •h: 

un.slgr.ec ct-,:ir •msq, •~ld; 
1nt s~dlen, nb, r v: 

I• Generate cha J lenge • t 
h->cllentChdllengeLeri = 16 ; 
h->cllentChaillenge = i•msl9n1P.d ::h -!!. r"I inal.loci16 ): 
rv = Gen~rat.eRando!'lByr.P.slh•>cll~nr.<:h,'lll~11g~. 161; 
1t Ir\.'< Ol rr!t•irn r J; 

1• Lookup session-id • 1 
sl.d = LookupSE)(h, lasldlenJ: 
1 t: {sldJ ( 

h->h~veS[U ,.. l; 

t• Crellte cllen-:.-hello m@ !.a; r,9 ,• •t 

66 

11\Sg = 1,.mslgned char-1 m'!.lloc::::i 1 :..:izeoftdph'i!rSpecs1 .. sJr:11.r:n, ' "1: 
m9g{0 I -= SSL_MT_CLIENT_HELLO; 
m.!lg[l 1 = MSB(SSL_PROTiK OL_VERSICtH : 
m.sg [2 J :: LSD(SSL_PROTOCOL_VERSI CtJI • 
msg{3J -: MSB(slzeot (c lpherSpe:c:;: 1}; 
:n!!gl4 ) -= LSBlslz~otic:tph~rSpe:cs,:; 
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r.ts:g(8 / = 16; 

-92-

sslhp.c 

memcpylm:Jg•9. clphl:!tSpecs , .:tl zeof (ci phe rsp~cst ! : 
memcpy 1msg ... 9•o::lzeot f clpherS~cs I, sid, s ldlen); 
me:r,cpy lm!'lg ► 9,..~ I 7.t:ul !c :phe["Specs I +sidl en , ~-:.-client.CM l 1 f!nge, l ~); 

nb = SendCl ('!-H M:=::q (h , m;:;q, 3 .. st;eof{ ,;l plte!' ~pec ~l ... si dlen + !Fil; 
(t ee1msq}; 
r et•Jrn r:h; 

si:.:i.i:.lt.: !nt ::i':!ndC! !e:l'·.M.:i.c::~.°"rY.€-y{SSLHandl<:.=! • f. ► 
I 

ckl en 0: 
~kl en :: PKCSl_•~et-. ?>J bl i C'Y.~ySlzc I h - >puhK~yl 
ka l":r; = J; ·>keyAro Lc r.: 

/ * Create c l h m•.-m::ist. e!' -key m.cnsage • ; 
rnsg '::: [,.mslg:ncd d1 -'l. r*I malloC(lO+cklP.n .. 4:'klen•kalen); 
msg IO I = SSL_t-r. __ CI~I ENT_MASTER_REY; 
m9gf 11 = h · >r.1phe['K lndl0} ; 
msg [21 h- >c iprierK!nd( l J 
msg I 3 I = h • >clphert<lndl 21; 
msg l 4 ] = MSBtd:lenl; 
msg l51 = LSB(cklen); 
rnsg(bl = MSB(ek lenf: 
msgl7I LSB(eklen): 
msgl8J c= MSBfk=:ilenJ; 
msq \ ')1 - LSB / k-1 l 1m!; 

Pf.r.St __ F 1l ,l l•·: f.nr r;pr: (h·>p•JbKey , m,;,9 .. IO•c 'klnr,, aio1Jtl-!:!n, 
:-, ,m:,, i=;r: qrK~y. h- ,.r:t,lSterKeyLen, rnrt l : 

1 • S•md r: he m~s s:,~~ • / 
r.b = SendC l •::"'1lt-'..:~u 1h . r..;,(J, :O• ::k l ."lr,,.,,k l <,t rt• lt a l en ! _! 
tro~ {1nqgJ; • 
r~ t: •J r n :-,ti: 

unsigned r.ha.r •~$ 9, •b•J f; 
uns lgncd ch;i c .. r: 
•mslgned den, hl ~rt ; 
lm rv· 

/' 

68 

•• c;ener Et.r:. P. r1::spon~c da ".A by peform!ng a PKC.S l slgn !n9 operation on •• S'!>l':IC ;,:1 r,._lr:•!lar dc1.r:.a. 
'/ 
bl en ::' I". >"ltmLcn .. !en • h- >pe~ c-Ce ro;.?..~n: 
b 11t :: ! •Jns lqno;d c~ar ... ) :nalloc lbl <:!nt; 
memcpy[b1Jf, 1,-::. J.n, h->kmLen); 
memc-py1t•J(•h - >krnLe1, , ch, l en); 
memc~y{b·Jt"'h · :- kmLen-Ien, h- >peec:-Cec:- t:., h- >pee rcer t LenJ ; 
Pl-:C S l _Slqn{S'.:L_MO$, J,r, .:;r1.,.n, j ,Jf, bl~n , d!oP.n i-._ r:.ey J; 
S .Z[:-Q~.::'.b•Jf , :-: I ~ttl: 
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rttsg = \' . .ms1qned ehar•) malloc16..-.::llent. __ t:err~Len .. rlen): m:sglOI = ssi._t1T_CI..te:tiT_CERTlFlC1'.TE: 
msg I 1 J ::! SSL_CTJ:50 9 _CERTIFICJ\TE; 
asg(2J = MSB(clleot_cert.Lcnl: 
trtsg(Jf ; LSB(cllent._:-:eri:Lenl: 
msg{41 = HSB(rlen): 
msglSJ = t,SB1rlenJ: 
msepy(msg+6, cllent._cert. di~t1~_c::ertLen:; me,ncpy(msg•~•c:llent_c1:1rtLcn, c, :-len): 

rv = SSL_Wrlte(h, ms,;, 6•r.l l~n r. _':: .P r-:.Len .. rten); s_ztreo(r, rlenJ: 
ftee(m!:g); 
return 'CV: 

!:l:.:tl;.1.c Int Ser.dCl1':!nt:~lt1!:;:1l~d(S!::Lfl-111<1le •h) 
I 

r· 

•Jn::Jlgne::I d:.Jr •ri.-;g ; 
Int. rv: 

111s9 = :•msigned c har'"i m.:1llocll ·h->•:onnm::t.ltmltLen); m.sg ID l = SSL_MT.SLlENT_FINl.SllEC; 
in.emcpy(msg•l, i-. -:>c::annecclonrc, h->connectlonIDt.enl; rv = SSL_W!'lte(h, msg , 1 .. h-:..conn~c-r:lonIOLen): free {rns9) ; 
ret1Jrn r✓: 

•• Plck ,1 t.:l~her; that we both spe.J.k 
• I 
stat.le lnr: P1clcClpher(SSLHa!'ldl e •h, •JnsJgned ch,:i.t •t;s, int: h:=Ieri! I 

,. 

,. ~.1.ke SIIIi:J ,.,;e h,,•,~ ~ 91.)Cd :;~rver 
~C (hslen i 1) ! 

ss~ • .. S,?t:Error1 SSL_ERfWR_Bf,D i 'El·'.!1 1: 
=ei:.un: SSL_F.f1ROH_Ei\D_r·:=:EI~ ; 

1• f'lnd (!c-st cipher•k!nd t.h:g n-,;:i.rcl1es 
for (; hslen; hslen -- '.H ( 

os = c~phers-pec~r 
oslen •• gi zeot (clpheI"Specsl: 
Ccr (; oslen : ot1len •= 3, os •= )) ( 

if ((os[ OI == hs!C'J) ,, toslll -= hZllll le& (cs{.21 1• Found a match • / 
h->clpherKlnd ! 0 l = as IO I : 
h•>cl pherKlnd (l J sz os l 1 ); 
h-:-clpher.":lndl21 = os[21 1 
rer:um 0; 

SSL_SE?t.Er re r \ SSL_ERRC?._NO_C I PHER5 l : 
c-ei:urn ss:.._EP.ROR .. NO_C:PHERS : 

•• Generate r..lnc!om da':-"l {ur m"'!~ r.er Y..~j-' 
'I 
St.i\tlc 1 n':. ".i~nernteM;i~r-~rK<:!V ( S:iLHa11dJ e .. h) 

70 

hS [21) l ; 
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1n r. ':V: 

h •>masterRey = 11J:-,.s19n!?d c: hnr•l :;:allo ::: (!l); 
h- >masr.erKeVL.'!n = .1:1: 
rv = Genern~~H&ndcr.i8ytes{h - >f'\a9t.'=! rli: ey, RJ ; 
lf trv < IJJ r~':urn ?"'.J: 
h ·>keyArg = !IJr'l!l i;mcd ch,,c-*l m;,,lloc\gJ; 
h ->kcyArgLen :: A; 
r v .._ Genera r:eRandotnByt@s(h ::-keyArg, ;, 1; 
If Ir..., < 111 ~<'f. 1Jrn rJ: 

!" F1rsi: !:end t.:l ien'". •hi?ll o •1 
r v = S;:,ndC llcni:He!lo/h! : 
tf trv, lll r .., r:1J:-n r.1: 

/ " G~t :~~ rv,=,,r r1ello • ; 
r·-1 = SSL _P.eadP~r:o rd :hl: 
l( trv <= •)) t c t.11rn r v: 
l~ lh- >l~n <= 11) { 

I 

'. f {1~ .:.\ ,:a:n == 3) && ! h-.>datalfl l --, SSL)i1'_EkROR! l 
re•~•Jrll - l':'OMl!l HE{h -> •1~r.a•l); 

I 
5SL_SHI f.r tnr l SSL_EP:P.OR_BAD .• PP.F.~1: 
ret!J[ ll ::::s1 EFF.Ufl_bA.Ll_PEER; 

l ! th-:HJ-tt.:a!UI ! ., SH_nT_SP.R'JER_HELL~I ! 
SSL .SP.-.E:rt ::: r lSSL_ ERROR. BAD_PEER 1 ; 
r~ t •Ht1 s:;1, F.JH!'.)(' .11/, ll_2ZER; 

V8tsl -,n :. r:DMBl:-J'E/f',- :.,d;~r:_.:,,, ,i }: 
c-= r-t.l,..;t, • COMBl:JEit'. - >d;:;t.1•~•:; 
csl en ~ ;'QMBi flf.lh-:>d-1ta•7l ; 
r:idlen = COM81NE(h >Ca ta• 91: 
Ir iv~rs!on ! ::. SS L_ PP.O'l'OCOL_VERSION) ( 

SSL .Se".Error I SS L_EP.ROR __ ut-15UPF0P.TEDl ; 
rer:.•J r IJ S'S I. _2RRUF! _fJllSU PPOR'I'ED; 

,:o:ivv !&.h- >conn<!ct i c nIO , h->dat.a• 11 •·=<:?r':.1 en--cslen, ~ ldlen l ; 
h :•co nn,ec t~~onrO:..t!r1 r.ldl'!r. : 

t• Checit ~rnss!~n <i !lag "! 
1 f (h ·>d,t•.a 11 I I 

•• S'?!!Slo:1- ld ,::,;:-:h-> r.i". 1 ll~xt. mP.l'l.~~Q~ f com ~~ r VtH l r; 
•~ ~"!rV -er -·,1,~rl~?-
•1 
1 f ~ ! h->h ,1.•J~STD: ~-? l:•Hn SS!.. _ S:P.::Er ror (SSL _ERROP._BA.O_PE~P. : ; 
R ~c."O'/CCSIDS:•1f.e :r. l; 

) ,:i lse I 
,., Sc:;!3lnn•l,j ':'-'3C:'le missed • 1 
tf lh•>r!:t• '! (~j != SSL_CT_XS09_CEP:TI FICATEl ( 

t "! r.11rn i;sL_s-,i::Error !SSL_ERROR_1_1fJSl:PP0P.Ttll f: 
I 
l f : :"$1<:!n = = ·J J rer:urr, SSL_S-:?tError ! SSL_ERR0fi_3AD .J'EER ) : 
Copy1&t: -:- pe-e rccr-:., h- >dac.;t+ll, r:- er t:len): 
:l - >p~(!r-t.:ertL-en .,. :-=Artlim; 

72 



73 
5,657,390 

-95-

sslhp.c 

/ .. X..XX check cldlcn .. ! 
rv = X.509_CheckCP.r'" fh, \1insl911ed chilr•I tJ .. >d-'l':.-l • i l, ··,:-:-i: ler11: lf (r:V < ~) tet•.ltl. CV; 
I! (a,IJth_hook) r 

t" = 1·~uch_hook) faur:h_:;,,::-3, ?i-~d,,,,ta•~L cen.lenJ: 

74 

! f Irv :.: ()] r.::!r.11rn SSL_S-:!tErrorIss:,_E:!P.OiLPF.ll'MIS:='I 11U._CF.7HED\: 

) 

rv-= Plcl-:Cipherfn, h->data•ll~cl'!ttlen, ::::;len1: 
L! (rv < u : re,_,irn rv; 

f• r.P.nerate m,lst.e:: key "/ 
rv = GenerateMasteri(oyi hi: 
if fr•.1 < C' i r~o:urn rv; 

if Now !>o:>t1d c l lcn,:•m"lst~r-r.co~, m~ss:iqn •; 
r,.. = S,,.ndCl lentM~Sl': HrK""'y'lli ' 
tr Irv ,:: :; ) r~•-•;rn l .. J; 

rv -:: fr:oc'!UCP:K~y::ifhl: 
lt (rv < tJ! rP.r.urn r·.' : 

1"" Ge:. ~P.rv':!r vor ! (y l'l'.ess:~c;i~ • / 
r-v = SSL_ReiidMessagethJ: 
L! (rv <-. O! :-eturr. t'J: 
l f (h-> ten 1 :: 1 •h-;;,.cl lent.Chal leng&Le:1) 

rer.urn SSL s...-tError (SSL_ERROR_BAD_~EER!: 
l f th->d,H~ tu: ! : SSL_MT_SERVER_VEAIFYl 

return SSL_SetEn-or ISSL_ERROR_BAO_P£EP.\; tr (memctr,p(h->dar.a+l. h •>cllentCh-:ille:ige, b--.r.l!,;,ntl.'.h~l \1~:i~~:..•,rn '.1 1 , 11, C"P.".:llrn SSl._SQtErro1 (SSL_ERROP._BAD_PEF.Ri; 

, .. Sflnd cl!E>nt flnlshed !l'.essnqe 
rv .,. ScndC:l l +mtFlnlshed th): 
!f trY < O! rP.t.urn rv; 

/• Gci:. remaining mgssages ttcm s .,-r,.·cr ... 
whl to 1 !h->~.:!rverF[r:lshedJ ( 

r'J = S5L_ Ri->-3dMeS~alSH'II hi . 
Lt {rv <= uJ :·-=t•Jrn rv: 
lf (h• :•hm =-= ,:,1 : e r.,nn ~ ia . _:=- :--.P.r r or1~:;:.,_ ~?:P.:,n i-:1-.n . :•f.f:R I • .c:wtt:=h (ll-:•d.italflll 

~::1se SSL _MT _E:RP.3P. : 
ret1Jrn S::iL_S.ar.E: ror / • ':GHRirJE 11:- >rl-"\t:a•: I I; 

r.asP. S~L_MT_SERVEILF!NI SHED: 
;• Capture ,.;~ssion- ld f~r l at.er 9 

/ 

P.ecordsrOlh, h >data+I. h·>ler, - li; 
~ - >serv<>rFlnl!;hed = l; 
Preaik: 

c,ise SSL_MT _P.EQ1.IEST _CERTIFTCA.T'E: 
If ii:lienr ___ c'?rt 6.lw r.ll~nr:. key &&-

lh·>--:l~r:.a/1] ::,::, SSL_AT _!-!DS_WITl!_RSA_Et-f".:RYP'l'J()~ll 1 rv -: $~nd '..'.1\,=mt.t.'-.:-rr:lfl<.:ai:.eth, l1• >f.<1J:;')•2. !1· .>l<-'!fl .-: 1 : ~Jse r 
c·.1 " 5enrlError;h, ~,s:.._?E_NO_CEW:"Jf:ct.TE, ll: 

I 
1f (rv 01 t:Qr. •1rn rv: 
tire,11':; 

I' Hand:;t'.al<'! b:: al J don.:! • I 
h->Len = •l; 
rer:.OJrn O; 



75 
5,657,390 

76 

-96-

sslhp.c 

, .............. 0 ......... ... ............. . .......... - .. ................................................................ ! 

o;t,..\r.:r- 1 ;1r ~"!'LdS<:>rv~rH~llo -:SSLHeindl<:! •ri , tnt. std. Jnsion':!d ::-h-,.r --~s, t n: =:. t en) 

' •1ns lqned chclr ,.m:;; o. • o·i r., •m~. •~; >Jr.b"l.Sl'I, •c:p: 
i:ir. D'Jtlen, n,sl en. 11b; 

:::11r.ten = :1. 
:JU tb-l 9e : •J11t. : C:":; 

fo:- I : c::;l~n: 1":'S l en -= \, ,-:!=:.•=~I I 
m9 = ,• i pherSpP.cs; 
:nslen ~ 51:-:e:it {clpherSpecsi: 
··'Jr (: :t1:>ler.; msle:i. a: :>J t 

I( 1Im:-: ;o : == i'.S.[l:I) H !m:.:I1I .: -'- r.slll) & & !i.LSl2I == .:s/2I1) f 
; • F'o1.md a 111,1 te~1 ... , 
nt'!rl'IC?}"(CJ!Jr., l.':O, .! I; 

c,i.:.,:. ~ = J; 

'.-f !0utlen ~- :}! { 
:· We losa. No overlap 
SendF.rror I.h, SS L_PE_NO _CIPHER S, 0) ; 
: '2t1Jrn SSL __ S.;:,;.E:r!"or [SSt._F.RR OR _NO_L'rPHEP.SI; 

t • !::'?nd message • / 
.;.8B~r t (h· >COO:l~~t.lor.IC•Len ,,. ; 
mso = i •instgn~<:J d :o C'l 11vlll'3c(J l •:.:<?r..,er_r:err: Len •o•Jtle:n•h - >con:1ecr:.lonlOLcnJ: 

~~g ~ L,7sg ;s~ ~/1T _:': F: P. '.'F.P._f!F.LLO; 
msglll sLd; 
111s9121 " ss~ CT_>:509_CERTIFtCA.TR; 
msg 11 I • MSB ( SSL .. F'P.OTC-COL_VEP.SI OH) : 
msql41 = l..SB(.~~L ~HO'l'CCOL 3ERSION); 
! f lSid) l 

msgl ~ J 

msg 161 
m,;g Ii I 
msq 18 I 

1 •~lse { 

MSB(O); 

LSB(OI: 
MSB(UJ : 
l,SS {OI ; 

1c1s3!S' MSE(s:e:-ver_certLen); 
nsg ( 6 i LSB( s12rver _co;ertL~:1 I ; 
l'.\Sg(7J MSB(O'Jtlen): 
msgj8 J ~SB(O"Jtl,en ); 
memcpyicp, !;Arv,.:i r·_cPrr:., server_certLen); cp •= server_ceri:.Le:i; 
:r,'?mcpy1r=p , :,,Jl'.b<t.l!":'!, oo i-:::c~] ; ::p • = 1.1•Jl:len; 

msgt':I = HSBfh- :•conneci:.lonIDLen 1: 
m5q l10 1 ~ LSBlh•>connc,c t. loulOL?.n); 
111e:n,cpy1 .-:p , 11 >connec:lc.nlD, h->conner.r. lon lD!.enl; !:p •= h-:>cormect.1cnID:..r;n: 

nb : Ser.dCleil rM:l~ lh, ;~~!?, cp ~ msgl; 
tree1rn::;q); 
r ,,, •~rn nt-

•Jns i aned ,::~ :i: ·n~9: 
I n r r: ll; 
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assertlh->cllenc.ChallP.nqeLeo !:- UI: 
m.59 = i,ms1gned char•, malloctl•l1- .-.--:-llenr.1.:h1IIAna~Lf!nl: msg!O) = S~L_MT_SERVER_'IERIF'l: 
rnemcpy(msg• 1, h->1-:l!.enr:cnal lenge, n • :.cl I ~nt:Chal l>!nO,,.Ll-"•t l; nb : S!:1,_Wrtr.e(h, rr,s9, \+h->cll~nt.f.:ha.ll~noP.Le1H; 
!reeJm!iQJ; 
c-at•irn ;,b: 

statk lr.t SenciRlc!q>Jl!s,.,i:'~ri:1C!car.1'.'IS".~:.ll"ndl~ "hi 
( 

•Jn!l lgn~~,j c!1:1 r • 1r1.5q; 
int !",h. n•; 

:,->authCh,1 l len9e =- 1•1nslgn~d r.har•1 malloc !lfl: 
r·1 = G~merat.tc>Ha11dom!!yr:Esfh-:-n 11r-.h<..:t,all•mQ~. IS~: 
1 ! (=v < 0) r~c.urn rv; 
h->a1Jt.ht:halJenqr-L•m = l 'i; 

msg = 1·.:nslg11~ c~ar,..} rlliilloct.!+16}: 
rn~g(Ol = SSL_M'r_REQUEST_CERTIFlCATE; 
rn5g{ll : SSL_AT_M0S_HCTH_RSA_F.NCRYPTI0N: 
mf'Jnepy{mRg•2, h·>-'\1Jthi:hallenge, 16); 
nh = SSL_Writ~ih, m~g, 2•161; 
free-(rosq); 
rat•Jrn nb; 

sea.tic 1:nt s,mdSvrv<!!rF!.r.!shed(SSLHand\~ ·n1 

' unsigned r.h:ir *tr.s9: 
int r.b: 

ag9ertlh<,SP.RsionIDLcn !c 111; 
msg = [1.,;~slgnf'ld char·, mall-ocll•;, ;.sei:.sioniDLc::11: 
ms:9101 = !:.SL_M'T'_SER.\l'ER_FlNISH?:D: 
mcmcpy(rnsg•l, h-:,~es.sionro. h•>sesslonIDLGi:OI : 
nb = SSL_Wt i •.et~. rr . .:Q, 1 •h · ~•:iP.!=i:SlonIOLcill; 
free(msql: 
retur:1 1:t: : 

~c.ot.lc: 111':. ·~:-l"!c¥.c.:.1~nr.Cerr.1 fl c:.n.e;:;SLHandl e •t-., 

78 

•mslgned char .. r:!=r t., ·Jnslgued :::C'rr.L":!11, 
1msl~ned ch~t" "r·. IJl'L!.lcnP.d r:L<:nl 

unelgnAd ct""r •b•J:: 
unsigned :"ll~n: 
int rv: 

;• First: validate r::erU t:!.:::ar_"' • f 
rv = xsoi_c~eckCerr. ft:, rr.rr., r:~tt.Uml: 
1 f Irv <. OJ ret. 11rn r: ; 
1 t (auth_hookl I 

rv = :"=11.1r.h_hookl \,'l1.1th_;,.r9, C'i?!"t:, r.ertLen ; ; 
if 1:.v == lll r~1_1Jrr. SSL_s""r:Erro:tS.S:L_£nRiJR . f'ERMrSSM!l_DEmF.!) ). ) 

Ccpy{,ll->f)FH~.:::-~r~ .. cerr;, (;i~ri:.L..?nt; 
h·>pe,ec.:er t:. :.en :: •:~er.um: 

/ .. Then v~rlfy r<2sp=inr:.-, • / 
blen a. h->kmLen • 11->-'IIJthChal l P llQP.l.~n • ,;,""rv~r .. c,:;r• t.~n; but = iunsignqd r.t:,lr·: mi!.llo-:-tbl;~: : l; 
momcpyfb•.1.f. h •> iGr. , h->lr.rnLen): 
m~c:py lb·JC•h->.'•<rnLt:!n, t, - >e11Jr.hct1a l lenge, t,- >au r.hCh~l l'=lnd'P.Len, : rne.rncpy{b•J! • h->kmL-:!1",•l:• :,.:ttir:hCh:1 i. leuq"!L'm, ,;>c":Vi1r _c-.;it •., ;-:•-:n:et • :•~ri .l.'°''.11 : 
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rv.,. PKC'Sl . 'J°"rlfy:-i1gnai:.•Jr~ !S SL_H05, l-nd, hlen, 
S ,_irr<'P.1b1Jr, :, l~n • • 

l nt cv, Q\.tts l d l en, v~r::;lor .. :::zlen, sl :.ll en, e::hlen. goi:.A•Jt.h; 
Lnt. cklBn, ':.'k]'=ln, l-.':li.e:1; 
·mslqned dPH .. ,: l d. • r: 
mclqr.P.rl in,: ·) 1J':l~:1, : ·t..:m. =~-1 :-1'.:L<;!-n • 

/• i:;.;neratc r.onri'l ~~. 1on 1:i •,-
~ -:- r:onnFeCtlou:D = l 11nsigncd ch.::i.r-.. l rnallor.11£); 
c ;/ = GC!nar;, r.PR-lndo1nD·:1t~:s I h· :--rnr.nccr.!.o nlC, 16 l ; 
I'. In: < -:>I rc.t.utn t'!: 
h , r.onr,,:-,;l;lo1110Leo = :(I; 

P.eaC r.Uer,~, -h-e!l::: m-=!SS<1~ P. ... / 
rv = SSL _ReadRccord \ !lJ; 
I! (rv ,:-, iJ) t~'-ucn If rv == 0 I? -1 r:v ); 
If lh •. -.t"=n <- ?) rl:!t•Jrn SSL_SetEr::-or [S:'iL _EiHHJP._BAD_PEP.RJ; 
~! !h >dar..n(IJ/ ,.,. SSL __ HT_C!.IEN'l'_HELLOI 

t"!t•Jrn $SL_$,e';.Enor (SSL . F.P.ROR_BAD_FEERI : 
ver'llon = C◊MBHIE:h-;,.d'\t~•ll; 
J 1 \'J'-.lrslo:1 1 = S"Sl._ FROTOCO[,_VERSIOtll 

C'P.t.11:::-n !j'SL_s~tError rsst._ERROR_t1NSUPPORTED); 
c$1cn .., CDMB!NE(h~ >.Ja.t<1-JI: 
sidleri COMtltNElh - >d<li:.<J .. Sl: 
ch!~:, "" COMBI!'-."E(h-l-d:1.t.a•71; 

80 

If ( (cslen == l;) ! I :chlcn == Oi I teturn SSL_Sei:ErrcrfSSL_ER!WR_BAO_PEERl; 
Cupy (&h :..r.! iP.ntCha! l0a?11gl!, h - ;,.dar;a •:) •csh~11•1; lrEcm, chlen I : 
h•:-O(.'}Jer.t.Ch'l.l l,-:1·,q~LPn - •.::1 t en; 

t• 1.'!:~c.:k sP.sslon-J,j "r 
::;lri = L-~•Jk•Jµ.'iir·r~ •. !,, )•H::::dl '<:!n!: 
I f t::.lrll I 

) 

:ie~ if It':; ~h-: $<1me ~tn. 
if rm'c:n1cmpu; .:..d. h->'1at.:3, .. 9 .. ~:slf"n. ;;~dl;::n}J 

1 • N<.., t '-hoe ~am~ ::.id. ...... / 
o•.1 rsldl~1t = l:; 

\ e !.se f 
/" [t. ~!': ... hr:: ~'lm~ s1d ... w\nr.rr! 

I ➔ , S~ I 

; • Do n'r:. •JS'= =,m,.r.., fr0m :;ld cache h~r.~,1.use t: ll ent. dt :·!11't. •JSS lt • ; 
o•Jr!.irll ~:i - J; • 

t t (:> •J r!;Ldl""lt -- •; i , 
.:• GenEi r,1.t.~ .,;~:c;sl on-id '"'i 

h->s-=-sslonIO ~ (1ms!9r.ed char"} malloc(16J: 
r·J - G~meca~.eR.andomaycesih->~esslonLD, 16 .1; 
l ! !rv < UI ;-:?r.• irn rv : 
h - >~n :~t.irJc\r[)L-:?t l " l'i; 

S<:!nd serve !' ?1-a ll c ::i.essage •: 
C''J -" 5':'ndServe;Hel l cth. r.>•Jr.Sldl~n ? l r,, h·>d,-:ir.<\•?, cslen1; 
l [ 1,•; < 1;1 t•~r:.•ar: 

It I 1 •."JC s l dl~n: 
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/ .. Get the client-ma.st~r•key r.ieSSi!qe • :' 
r'I' = SSL_aeadRecordlh): 
J [ frv <"' 01 ret•.im ( I r:·., == O J ? -1 !"I.' / ; It lh->len < 101 tetum SSL_Se':.ErrorlSSL_EnROR_ilAU .PEEP.1; if (h · >da.talOJ != SSL_MT_cL:::ENT_MASTER .. KEY) 

rGturn SSL_S'!'.!tError(SSL_ERROR_BAO_PEtRI; 
h->cJpherKlndiOJ = h->datalll; 
h-,.dpherKlnd(ll = h->datal2i; 
h->clpherK1nd 121 -= h->data ( 31 ; 
:::klen = COMBINE lh · >da ta+41 ; 
eklen = COMBINE1h·>data•6); 
kahm = CC'NBINE(h- '>data+B); 
Copy(,h->Jo:.eyArq, h->d'Jt.,'\•lfJ•d: t c-n•ek l~II. k,"l lP.r,1; 
t:->keyArgL~n = io:s:il•m; 

/• Decrypt. in placA ':.h~ sei:;ret. •Jsing 011r prlvar.·e k<'!Y P~CSl _Prt vat.i,{l<:!,C t yp t. ( s.ar·-1er _Y.,1y, II ·>da~::1 • l O •tcl( I en , 
&01J':l.en, h·><i-ita•l □ •c)(len, Pl<len; : 

Copy l&h->m=1sterKey, h->dat,'l • l ::-ck l ~n. ,11ir !tml : 
h->masterK~yLen = out; len: 

I else ( 
;• Copy Into trt:im session -id (':~r:he lnt-.o h .. ! 
HtlCoVerSJDSt.ate(h); 

rv = Produceteys I h); 
1 f ! rv < O I return rv; 

rv = s~ndServetVeri.tyfhJ; 
1[ (rv < 01 retu rn rv: 

ti!det NOTDEF.JSW 
if ({!oursidlen 11 !h-:>pA0rCart:Ler,1 &Ir aur:hClltmt.l I telse 
lf {aur:hcllent.1 

te.ndlf 
1• A.u t.henc.1.c.J.te cllent '"/ 
rv = SP.ndRequa!'ttC+3rt.lficar.~th;: 
If trv < 01 r,;ir:.urn rv; 

t• Now waiT~ ~"r ,--:L1P.nt·t~n t!; t1~d mr:r:S-'tQ'l 
qot.A.'l t h = 0 : 
for I:: I ( 

rv -:- SSL_ReadMessage(b}: 
lt (rv<= 1Jl ret•JCn t Irv==~) 7 --1 r1: I; 
lf (h- > len == OJ (,;! T:.Urn SSL _S~ tErr::n ( SS!.._~P.P.O~_BP.n_H::EP.!; switch (h- > datatOJ) I 

f:ase SSL .. MT_ERROR: 
rec.urn ·t:OMBHW.(h ·> d;:p:a•l 1; 

easo SSL_HT_CLlENT_CEP.Tif'itATE; 
;--. Check ~ut.hent!car..ion r espons-? 
certLAn = COMBINE{h->dat'l .. 2 l; 
rLen : COMBIN£{h->data•41; 
rv -= CheckCl!~ntcertl flcat:e(h , h->d;;s.ta-6, r:enLcn. 

h->d,H"a+ti•ceri:Len, rL'?nl; Lt (rv < ll ) ;- q t1nn rv; 
gotAuth - l; 
break : 

case SSL_t-!'l'_CLIErtT_nr:rsHED : 
1-r Ch~c:k eonne=t lon- td • / 
tr fh->c:onn4':lci:.iontDLen != h - :,,len-11 

cat.urn SSL_SetError :ssr .. _E RROR_.BAD . PEER!: 

82 

If lrncmc:rnp(h- >connect.tonIC, h~>r:lat.a•l. h->~onnt.:!c':lo~(llL"-!ll l :1 1 r.;)ttJt"n SSL .. Sec.Error I S~L_ER.P:OR . RAO f'F..'ER) ; 
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h->cl lenr::F'J rd shed = l: 
::>real-: .-
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See 1f u.•~ r.lme to s t.op"'/ 
Ir (alJ':.hCUent.) I 

1 t (9otAuth U 11 >dleni:.f'inist-.~dl 
bre~k ; 

-else 
If i h - .:-C'l lenr.PI nlsh odi 

l,n-i111'.: 

/"' send s e rv,~r t!nlsti~ri rr.(!!;l$agi! "'! 
R':!<;OtdSlD(t,. Ii ,,.SF!SSionTD, ll•>!;essionlDLen): r-• " S~rir!Scnr"! rf-'1nlshed th l: 
U Irv-: Ol r< : 1 •:rn r•J: 

/ • Handsha\l::'o' ::c: -,JI done .. ,. 
h ->len ':: :l; 
r~':urn O; 
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1·•· ... ,, ~ ...... .... ....................................................... ., ................................... .... .. 

/' 
.,. $Si.. ~,111:,.~;t1,lkP ,·,')r:t;1. F',irtorms the SSL l:and:aha ke prci:.ocol, '/ 
Int SSL,_fl~nd.<:.hak-=:>!!lSLHandl\J •h, i r.t: hoWJ 
( 

I' 

1( 1 I !1 ► e:r" •'~-~F' l1.q ~ J;. SSL _F:'NCR'fPT_MASK I !:-: SSL_DONT.ENCRYPT) f 
:::;;..'!r.r.r. (hOW) i 

•:-lsP. SSL_HMJOSHAKE_AS. C~!£NT: 
h - :-isS~rver : U; 
r~ r•1cl :.:-1 h-mr.H.sndSh.lk~li"II ; 

C•>:<:o? SSI. __ HANOSHAKE AS_SEP.V'EP. : 
:1 :- : :-::,;-:irv~r :: I : 
r " l 11 r:1 '.~~ !"J9f H?Hd!J~Ak~ 1:l , (1\: 

,·., :: •~ ~;!;J •. JIAl·Jl)S}lA~E_N.; _H~P.1/EP. WI '11l_CL! ::irr _AIJTH: 
h •> ~s s~rver .= l: 
r-". r. ,.1r:1 Se.:--.,•~CH,1.ud~t.,ike It", . 1 l: 

~ ls,e I 

c: e~•irn Io 1 : 

*'" A 1,iood pl<H~r. r.o s f'! r. 1 t:reakp::,ln~ .,, 

• • sr.•1::i i:,· 11':?(l ne s .. :. v.o,r l;1(o rr..~,;~':I~ 
·; 
·.10ld s:.:L _~~-t~·J""trlrit c, 11:i:; l m \ed t:h-'lr ••-: , In ... c.l , ES/\Fr l ·~ft. ~ . .,,i". <?y ~koe!y) 

serv-er _i<:cy c i,oy: 
serv11r _cP rt. "' r: ; 
Sf:!C•J'(!f _ :-:~rt. L•:11 c l ; 
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,. 
Stub to deflne cll1-int l:-itonnar.10:-i 

• I 
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void SSL_,:ll•.mr.Jnfo i•insl i; ned ::t.ar • <.: , !.nr:. cl. P.Si\Pri'l'lt.~t(~y " l-'.:P.'(t I 
cl lent key -. !-; l:!:'J,': 
cl.ien,;; _cer t °' :; : 
cllcnt._c~r~. Lr.n = \: l ; 

'Jold SSJ._A•JthHook l lnr.:. ( -.hook ) l'J:.lld "arg, unsiQne:3 •: t-.<1r 'r.4=1rt., 
•mslgn~d C'9: ["t: Le11i, 

au,th_hcoi,; ~ hO !:! k: 
.3.•1th_.\r9 :. -'HQ : 

86 
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1• 
::opyrl g hr: :cJ 19 .;;s . N'::!t !lcap~ C'omm1Jnicat!.ons Corporation . All rights reserved. Th is u~e o f this Sec•J.ce Socket.s Layer Re !enmr.~ lmple.'llenUtlon i ':. t-e • S-:::ifr.wa1 e ') is govnrncd by the term!J af ".he SSL .... Referance lroplt!m<?.ntat lon Li c ense Agreement . P l ease read t he .... ':H:c ompanylng • Licons~ • file for a descrlptlo:1 of r: he rlgtlts qrnnted . •• Any o -.: her 1.tdrd p;i rty :rvH.':tt a l!: you use Wl t; h t.hl s Sot t ware may bP. 

. , 
suD1er. t t o .::id,:;lltlord!. 11cense rt:strlctlons fr::i:'n the licensor !i: ot .su:-:h r.hlc-d ?-" tty ~C! t.w:J re a nd / '.lr ;iddltl ona l ~xpn!'. t. r es t.. cl c tlon.:.. Tt:e SSL Irnp l~menr::a tion L.1.-::cn s <'! A:Jr'::!emenr-. 9 n m':.~ yo•J r.o rlght.c; to -1ny suc::t-, ':h~rd p.arc.y n~tt. P:- 1~1 . 

f1ncl1Jde •!:~l . t:· 
tt n c l u::l.e •~slllb . h· 
•l n c l 1J ri P. -:ci rrn:.,. t··. 

; • 
., .. r~rfc:-rr. sy nirnP-t:ri -.:: C.=!S "':t")'l,J'.o;r-".!='hy. 
• ; 
s~.i,.l::l c ln r. Cr ','Pt:O l•ms ~qned c::h;ir- •ctes t. SSUhmCle ·h. int r~anln g , •m ~ l gn~d c h;ir '":: r e, i n'". lnll 

,. 

it tre!ldlog ) 
CES_Dc c1ypr. !!1-:.:-r~:idcx , tJ'::!st., o. pa t ·r-. , ::;re. ~""nl : 

i -?lso l 
!::•ES .. E11cryp-:. (t1 -:.wr l!':. o;i c;x, d'<'1S r:, kp,:ic·-: , ::. :-!: , le:n ): 

~;"r . .'11'.!. c: !:1 1• Calcf-".ACl 11r.s:gned r: har .. d('!St , SSLH,1nd l ~ "h , Int r-e'ld !n::i . •.n s l 9ned ch ;i. r • c! -':!':a , tt ,r. : (? :, . ~;it:. p s1dC!na 1 

•:ns i g r. ':!:d \.IF.I! '- <-! ::fl 4 ! , r,.vJ 19 I; 
1~ns: q;1~d Int, .,. 11· I •~r: .-
!~ L'C :i:,r.~x,. "l",d: 

md - r-m_c r e a •. e·:.: -:in -:E!x1-. 1:;sL_M:is 1; 
It I r eading) ( 

!>1 0_Upd:atc:( n1d , ~l · > rno:,d!-:~y, h -:, rna dKP-yLenl; l <:! lse f 
~O. J:t= r!at etm:1, I :•wrt t ~Y. Ry, h->wr-lt.eKe7Len1; 

!-10 .. !lpdar.e fmd , da o:. a , ten ) ; 
tr -: paddlng J ! 

:n efnse qp,:, e-L ; -,:..ddlnq , p<.'lldd.ingJ; 
:-ID_ Updatr, 'nid , r a:J , pnddi 119 ): 

l f r r-e::,,dl n,.JJ I 
,; oq f OI . {h :• rc •✓feq :, > 24.) & Ox tt; 
seqlll :: lh- :-- rr.vS!!q > > 16 ) , Or.ff ; 
!;@Ql21 - 1h-> r::::•.·:-.eq !> > ij) & uxrf: 
~:;~; .~S;q : ~~ >' !':VS.?q :- > •J) & O:d( ; 

~ls.:i I 
Ee q! Ol [h· ,... :sF'!nr1Seg » 24) & t:lxtf; 
.'.l f:!q[ l \ -: lh- >sendSl? q :, > 15! .0. :h f t : 
s~ql21 == !h -.-... ser.dSeq ai, Cxt:!; 
seq l)J ~ l ~ - :,sFnd S•.1 q 0 1 ~ Ox(t; 
t: > S•'-l!ldS~ Q• • ; 
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) 

MO_Updatet rnd, seq, 4t; 
l'ID_Final(md. <lest. s.011t.1Gn); 
MD_Dest.roycont:<f!xt·. !mdl ! 

return O: 
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•• Spin readln.:::i •mtli. b•Jtfer ls tlll~U 11p wtr.h r.,.q1Ji.3si:ed .;,mo1mt •>f r.:n .. 1 • I 
Int s_~ead/lnr;. Cd, voJd •b,Jf, lnr: hm1 
( 

int count. =- O; 
whlle ( lenl l 

lnt nb = reod f !d, b•.Jf. l• .. ml; 
i ! lnb < 0) ( 

if ((~rmc -==- E.tN1'RI 11 t.:ffrnc == :='.I.GA.IN)) contln•Je: 
rer;.rJrn nb; 

) 

1f" fnb == O) brenk: 
ccunt; •= nb: 
191 -= nb: 
bur:= (•:old•! ({p.:-:,ar•Jbu!: -. nl:JI: 

return co•m t; 

1nt S_Wdte1Lnt td, vo id •~11(. Jnr. :1-ml 

lnt. count. = O; 

,. 

while Oen) I 
int nb = wr\", f'{{d. ::.n,f, ?~n:: 
ff lnb ..-; C) r 

I 

lf ltC!rrno s:: ElNTFll II •~r rr.o 
roc.,un nr.i; 

l! fnb ~ ~ O I br-=!o;~; 
count ► = r.b : 
len -= nb: 
b1J[= !V~ld*I '.:,:·· 11,lr·•lh•1fl •nLI: 

EAGA l NI; ,·u11r-.1n'.le: 

•• fl:q;id an SS l, C'::!c:or:::I. G:l.th"' r 'JP the r.!:ata and p•J ': 1ni:-:i r.t11:'! h1Jffer t:, :-t • . , 
lnt. SSL_ReadHecordl SSLl-landle •h ) 
( 

int nb; 

h->len = O: 
nb = S_Read( h- '>fd. il • :•he-1der, 21: 
lC {nb !=- 2) : 

l! (ob -== O) C"e t inn nb: 
SSL_Seterror: SSL_ERROR Io I; 
ret1J.rn SSL_ERIWR_[•.'; 

lf l(h->heaC.erl O; .i;. lx8\l} """" 1.' I ' 
1• Gf't rest u ( header . .,. / 
nb ~ s .. Re~dlh·>fd, h- >h~aner,. ?:, l); 
lf [nb ! -: 1) ret1Jrn 5SL_s,~r:.Err6t ISSL_ CRR0'1 .. J0;: 
h->len ,. ({h·>headerJ OI ~ l;x.lfl -~ .. ~I I h- :-~1 ,..,,,rt i: rlll ; 
h->padd\ng: h • :•h~"ldet( ll : 

90 
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If 1h->h~,1i;h:!1(0! & Ox4C• I 

J ... ls ,:, i 

I" Som?.body ~-=?nt an escape ... ha.rumph */ 
re t 1Jn~ SSL_S-E-:"..E rr or I SSL _EflROR_IINSUPPORTE'D); 

h- > len = i(h ->h -1-'\<l<'! r[,,l & Ox7fl ~< 81 j h >headerl l l.­
h · >fi.J rl•.ll: ,,J : :J; 

t • Muke b•Jt tee ::, ~g i"\OO•Jgh 
tt lh• ') l P.n :- h- >:,;uace) i 

1 t ih· >h;i~P,J ·1 
h-';b:j ~e a :•m s li:m""d chac• ; roal:oc(h :>b;:is e, t: - >l <'!n): 

I ~ l se I 
h·>IJ-1 :;:-=, = ,: 111:.tgn P.d ~l:ar- 1 :t:"-lloc:(h-:,.l P. nl ; 

::load r~st. nf re::- o rd -: 
h-> d'3.": li = h >b,'ls~; 
nb .,. S_ R~ad {ti - > rd , h ><l<'tt:.a, i :->llc!n ~; 
l f '.r,b !-= Ii- .:- t en ) r 

SSL __ Ser-.Erro rJSSL ERROfl __ T(> J; 
l "c:tu rn S~ I. __ EP.P.on_IO ; 

I nl' SSU _fT e~<Jf-fes:;,~gA ( S.<;LH~ndl~ • h • 
I 

•msl,;_in~t"l ,~h:,,r mc1.r: ( M[15S IZEI : 
!nf'.. tV; 

t V ~ ~s:.._P'.!-1dRe c:::i rd f t: ) ; 
It fr·.• •:= •J) t"'-!tu:r. r v; 
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I ~ 111 ·•l-'!n • 1,.1:c. •;17,1: , !!· ·?·l •lrl ln·.--:1 r-•,: •nn ;;:;1,_:;,~t:F. rroriS:SL.EP.WJR DM>_~ESSAGE); , , . . , .. ..... ,., .!'.:j 

; • Decrypt". '"r, e- !'~'-·tHd r tnp},1r.ei " / 
If (m~mcmp(h ~dp!i.erJ<tnd, CI PHER._f,lNO, 31 == OJ ( 

1! th- >kn & 7 1 t"'r.u rn SSL_Sei:Erro:-(SSL_ERROR _BADJ1ESSP.GE; 
Crypr:.olh ••:••: -'i'.,1., I:. l, h ~:.,..c_!,3.~,a , h -:-..J an) : 

I • Check r.h~ :!lac • ! 
!:akf-1".AC !mac, 11, 1. h~ >dat.a•MD5SIZE, t:->l e n-HDSS!ZE, l!l: 
If :memctnp!mac , t:-:--dn.a., MOSSIZE) ! = OJ ( 

r~r lJ rJI s.~I. _S~"'-t:Err:it ( !:SL ER.ROR_~,\U _M,v:1: 

l'l·>tfot.-, •- MD5SIZE; 
h->l~n :. h · >:"'l:i MOSS t~E h- .,.r-:1::idln!,1: 

•; o ~r1 s::: ;. _[1.:-,,-,. ,:r ,.,y, .;st.l:'1:dl ·" •h) 
I 

If lh- : .. b~ se1 ~r~.::.!h- :. b;_i s~) ; 
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If (h->cllent:.c.:ha.llenge! f:-eerh-:-clientchall•.:ng1:11; it (h->cannectionIO) treelh->connectHmIO): 1 f fh->pubKey) rKCS~_C-est royP•.1bUcRey !h->pubKey): if {h·>r@adkeyJ s_zrree\h->rea,jKey, !l->readl<eyl..~nl; H Ch->writ.eJ::ey) s_Zftee{h->wrlt.eKey, h-:-.wr1tcKeyL.anl: 1 f {h->sessionlDI freeth-:>sesslonJD}: 
lf fh->keyArg) true(h->keyArgJ; 
if {h->niasterf<CV) S __ Z.[ree(h-:,.maste:-Ke~, h->111a s t P.~f.~vt.cri); l r th->km.) s __ Z!ree{h->krr., t,->kmLen): 
1f (h->peerCert.l free(h->peet"Certl; 
if lh->teadcx) DES_DestroyContexc lh-:,.!'.'ea:kxl; lf th ->writec1q DES_Destroyconr::exi:. { h •>wrltce)C!; t f (h·>~ocksl ssl_Oest.roySock~ln fo ih• >~1ncks ! : i;_z!reeth, ::.l-iP-of ISSl.11:i!ldlo:) I; 

SSLl-fandlc •~~l Jfi?•...-H,l.ndl+-!i l!1: td. l11t ~~-1q:-1J 

' SSLHandle •ti; 
h = (SSLHandl4'-1• 1 (..!a\lo=tt. .-: t zeori~SL.Ee111dle)l • 
If lh) ( 

h-> fd = fd; 
h->creat:';'Fl>1<;!i = f!ag ~ ; 

SSLHandle *SSL. __ C.re~te ( lr.i: Li, tnr. fl.1gs) 
( 

SSLHa.ndle •t:; 
tnt rv: 

! f l h } { 
rv : !;;_qJ~Crcar:.eSac\:.r:lnto Oil; 
lf :'. "°" <. 0 I I 

s~1., o~~'".roY ft.;: 
h ';" ~: 

tnr. ~SL_he-1rl(S~Uh.ndlP. •:J, ,_.olrJ •b·1f, in: lenJ 
( 

Int. amount:, 1:o•Jni:., nil; 

U t ti->creat!:!Fl~as & !,,SL_ENCP.YPT l 
c:01Jnt. = O; 
..,.hlle t 1'm) f 

t • Flg•He o•.tt .'.\OW n11Jch :v rqi:ld t:hl~ 1:~me t.t:rt,•igh 
,1mo•Jnt "' !1 - ~lr.:n; 
~ f 1amoun::. :-:" c,i l 

1t fco 1rnt:J br941-:; 

t• Gt!t~ a new t-l'ncrypr;ed mqss.1c;i~ from :;-?.r.c.ler ".' 
~b " SSL_Ke~dMf!ss.iqe!hl. 
1 f (Ob <': :, ) C'-1':.'JCr: ~1b; 
•lmo,inr. h •;:,, l .;n: 

i• <:opy o•Jr. -i h•Jr,1-: of d-'lt:st • / 
l f lamo1mi:. :- l +-:n1 omu·mt ~ l•.m; 
r.,emcpy(U•.:f. h >di!.t.~, ~Jn:)•Jr,t: I; 
h->➔;ir:.,l •-: -'lr:tCU!'lt.; 

94 
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h- >l~n • :: amo•Jnt.: 
Jen 'lll'IOunr.; 
co'Jnt. •: ~mount; 
b•1t ~ t \•old"I f 11~h.,r"1.b1Jt ;;.mour,t i • 

I '-"ISO I 

·: ( 11.m• . .:. r,!,1d!h :•(d, bqf. len): 

!,lmlt writ-:?'~ S•.l t.:iat -:h~y fl': within a sln:::ilc reco rd. Take lr:t.o 1.cco•m- ~t,~ !':p-tc,:-: r:~.:.;d'-l.d by t.hc !{AC ;;i 11rt by t. h<:! blor.k t:yph?.r IDESI 

~rjlclf lne MAX ,..,.RITE \ 
(SSL __ MAi_E!LOCK_-:'\THETI.},E'J • MD~SIZF. • 13 ) 

lri~ SSL_Wrlt . .:>(55Ll-l;indle •h, ·,rolLl "h'Jf, lnt lP-nl 
I 

•JOS!gned c:h,1r • !1:-tse, •f'.p; 
i r. t: rd.1, a:no1mt, ~ c:unr., p-1ddlnq, rer:nrdL':!n ; 

! r { I h· :,,r_:rn~t!.'Flag::; & 5SL_ENCP.YPT_MASl< 
n ,, r· •1rri !:, _Wrlt.':':!h :-fd, huf", lenJ I : 

r:c •Jnt =- O; 
while ;:en) I 

SSL_ENCR'ff''!' I { 

/" M•1ke i;·ira we den' t :"; '!rtti -:-:io large " record 
~mo•Jnt - l ~n; 
t [ lamo•Jnt MAX)"l'RITEJ 

;:\ffi(}'JIII ; PJ.AX_Wf,ITP.: 

F"onnat. •1p r.ne rer.ord tor i:.ransrnlssion • :' 

96 

bas e;:; ··p 11ms l ;,,ned ,~h 'llr•1 ma.1luc1arr.01Jnt. • l - M05SI Z£ • 7l; 
~ -1ddinq = 'l.m0 1Jn': !to /; 
I ~ ip:1dd i U~! • 

t,:i dd ~ 1q ~ ,; • p -H1dl:-ia: 

r 'a?::ordLeu " :1mo1m"'. • p.:idd!n::, • MC!:.SilZE.: 
11 (p,1dd!:i91 I 

.. cp+-+ ln!cordLer. >=> 9), :Jx?f: 

.. cp.. re.::ardLe.n & 0:;<!"f; 

.,cp•"'" pi.1ddl t19; 
I " lse : 

• cp• • Gxao I Ir record Len ;,:- a 1 Ji: 0x7 r l : 
+cp• • r~cordLen r, Ox(f: 

, 1:-orr.p•Jr.o nae and .">t o re Jt into •. he ¢ •Jtput b11ffel" • 1 
CalcHJ\Ctr.p, h, rJ , (•ms l gr.ed c t-.ar•t b•Jf, a:nount , p:i ddlng) ; 
mem::py!cp .. HD5SIZE, b1.1f, <1mo1mtJ; 
memsot1cp~Mr.:srZE•amoun t, p:iddlng, paddlngl; 

;; 7;:m:.~~~~c~:;.e;:~n~;u~1~~:R~~~~~. d1~a :~I~~ ~he padrttn~ 
t.:rypr.o(r.:[>, r1, O, •=P, MDS srzE .. amo1mi:.•p~rJdin9); 

t· ... JI Lt:e I I. out:: • ,. 
1-. b = S_Wrl •. •~ 11 , " ft:!. b -1s =. ,·:p - bs1se1: 
t re':!I b.=, s eJ: 
! f '. 11b < :> 1 I 
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r eturn nb; 

::o\ln t. • ~ ainoun •, ; 
len --= .vriount: 
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h•1f ::c 1vold• 1 { {c;'lar •1~if ;imouni:.J: 

r e r.u rn c oimt.: : 

98 
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C':,pyrlghl:: t c_1 l99S. He~3cape Cormnunlcation:i corporat.lon. Al l rlghr.g res~tved. J'h~s •Jsc or this Scc,1C""e Sockets La.y¥-r Reterence Implcrnent'ltl on t tt,e "S-:>fr..ware") i!l governed by c.ha terms. of the SSL Reterenc"' Implemeni:ation Lleena t? Agreement. Please read the ... accompanying •License· I lle tor a desc:rtpt:ion o[ r,.he rights gnmted . .... Any o,;t1er t:hlrd ~arty materials you us.e wli:h this Software may t:e ... subject: to addlt.lcnal l1conse rcin:rlctlous from the l!censcLS of such •• third party sortwa.ro and/or additional ~xport rcscriction::i. The SSL •• Imp}c:;'!ent.at. l on License AgreP.menr. g n rnts yo•J no rights r:o any .,;uch .... thJrd part·y m"iteri.:,l . . , 
Hnclud-: •sslllb . h" 
1 lnclurle <: :-.~.daro. h:-

St. ':! tl t: 'lli $ lgM!d l!~c1 d•UL':!n(1m::: lqr11~d >cnJ 
I 

it I l~n :., I 2i I ( 
If (!en .> 7.55 1 ( 

If ( len :., '5 5535) f 
~t (let1 > 161772t'il I 

r:eturn 6: 
1 "!}Se ( 

1et·.i rn 5: 

! ~ls:e f 
t(!t1Jrr. 

I ~l9e t 
r P. t.11rn J ; 

st.at.!(~ void ~:1JrE:HP.r1::itir(1.!r.~i g n~d chJ.!' ... h,J f, •Jn~ iqned code, 1J115Jgned len) 
' 

t-[Ol i:en n :24'. V Vx(f; 
t:f 1 I -= I ien :-·> lf 1 i; C:x(f: 
b{21 : ! lCr; :., :, !lJ ;~ Oxff: 
bl)l -: l ~n &. :J:.:ff; 
.. b•J(t.. :~ad-,: 
1 f :1cn "' t 2; :, I 

l ! ll •?n > 25!d I 
If rlen .~ 6553 5) ( 

l f !1im :> l6 7 77i.1 ) I 
•b•Jft ♦ = llxB-4 
•btJf+• ;:. b l Ui 
•btJ!•• : b[ ll 
• bu t•• ~ hi 21 
.. b 1J( .... = b[ ] I 

I €)!:(! f 
• b1H~ + = OxSJ 
•b•.lt•• = bl 1 1 
•b1J(•+ = b( 21 
•b11f•• :: b\ .11 

<.?:lse f 

I 
>?tse I 

•buf•• = 0x82: 
•b,lf• • "" b l 2l: 
•b1Jf•• - bl 31: 

"b•lf• • -: llXOl: 
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*but:++., U]31; 

i 
I else < 

•b1Jf-.... = hl1l; 

void DER_En=odeSr.r(rJnslqned ch,;ir ,....,dest:p, 1Jnsigned *destlrmp, ~ur. r.yp'!, 
JJns1qned ch1:1r "src, unsigned ~n:lf:'n) 

unsigned chrtc •dp; 
unsigr,ed hlcn; 

hlen = HeaderLen(srclen): 
*destp = dp·= i•Jnsign-ad char•] rr:-".:loc(hlen ~ sr::1..,rd; 
StoreHeaderldp, ty·pe, on.:l~nJ: 
mMcpyldp•hlen, i;rc::, i=:rc!e.,1; 
*destlenp = hlen + srclen: 

void DER_Enc:odelnc ( unsigr.<->rl d1ar ..... ,l!-'>::;t.p, •.:ns l9n~d •.-Jnsr-.J enp, 1 nt: r.yp'7.!, 
long 1 i 

unsigned char bbl4!, ~dp; 
unsigned l'c!n, hhm: 

bb!OI { 1.mstgned char! ( l >> 24); 
bblll (•.msigned cha.i::) (1 >> 15l; 
bb(2! (1Jnsigned char) \l >> ~l; 
bb(31 (1Jnsigned char1 ( l l; 

r• 
..... Small integers are ~nr.ode::I. ln 'l single :,yu::!, Larger 1nt;egHr~-: 
** req,JitE' progc~sslvAly nu1r~ 'c.par.P.. 
• I 
lf ll < ·1281 ! 

1 ( ( 1 ~ -J276H} ,: 
1 f ( ~ < -'!388608) 

.en " '1. • 
1 ~lse ! 

I 
l -i!lse l 

len = 2; 
I 

) else lf (1 > 121) 
lf ti • .. 32767) I 

1f fi > 8J88EC7J 
len = 4: 

I else f 
1,m-. 1: 

) else I 

I 
else t 

len = 2; 

len = 1: 

hlen ,,. HeaderLen1len1 ~ 

•ctestp.: dp = (1Jnslgned c~ar•J ma1:oc!hl,:m • lanl; 
StoreHeader ldp, type, len); 
merncpyldp .. hlen, bb .. {4 - lenl, lP.nli 
•destlenp .,. hlen • t-.n: 

102 



103 
5,657,390 

-I 10-

sslder.c 

1:1sJc11ed ch,n " s ri::-:1. ·1n:1icmed srcllen, 

._,,, _lts>: .-!.p; 

•Jn:signod h}~n. l~n. ca<:.len; 
•111stgncd <"h.,r ,.cilt., •ri;:,, •~re; 

•1.1 _s t..3rt l'lp, s rr.:ll~r·) ; 

; • r.oncatenati! >1r9ume no: d::ita and coun t •J F t otal length .. ., 
C:ilt cc- ( :.msi gned c:i:::ir"I m;i\loc(~ccllen); 
c3tlen = srcl leo; 
memcpy(cilt:., s,rr.l, :s r ct len!; 
r,,r (:;:, i 

s;-c: :: va_,irq \ olp, char•); 
1~,1 = 4•mslq:-.'XIJ v a_'lt::'.IC.!.p, l ot}: 
If :s:c == Ui break; 
C:iJt '- p1nsianed c b<it *) r-eallocic=tt., :;"l-:le:-i , l<:r1J; 
:u~rncpy(c'l~ .• ~;i,t. l ~n .. ,;r ::, l~nl: 
:-:'lt. 1-en •= l~r.: 

hl.en = HQaderL-=n :c::i.i:4 en l; 
~do9tp = dp::: /'ln~l:;incd :::h.:ir"') m~llcc(hlen + catlEn/; 
St-.o reHcild e r \dp, C'ER_SEOUENCEI OER_::::ctrSTIIHCTED! i:ype, catl en): 
merncpy(clp•hl.,,ri, L''lt, i.:atl.e=il ; 
free(t:atl : 
"riA:; r-.l.er1p : hl-s!n • G'!IT:len; 

104 

, ................................ .,., .................... .. ............................................................... , 
t • 
•• Parse il d.,,r },:,.ngt-h (:ode . R~':.•nn ~.he tot:il l•emgth of t he headflr ,ls well 
u '\S n,e l.enqr.h nf objo::cr: that the header- rqfers to f In •ler.pl . . , 
•ln!llOti l-!ri DE~_Cu t. H"?,'ld~rLt!n (11r.~icm<=-'.i ct,a r • s ec, •inslgned •lenpl 

h l':!n ~ 2 • l !ir l"'.l t: ~ Ci:d~ I : 
~•.,;Jtch ( .s rc [ ll.;. Ux7 fi I 

r-:'..'!Se !l:,:•JIJ 

• l t"!np 
brc3k : 

,..'l9e OY.Ul: 

• l enp ·: r -:-1 .l.l: 
break; 

:..!'.1S e 0x0).: 
•l e np = (,-r-.ri1 ~:,: 8i I s:-c f3!; 
bceak: 

~.oise O,co.3: 
•1 enp .c. 1:u:: f :?l -: -:: ti_; ·, (zrcf)I ~< a) I s rd•11: 
break: 

<:as~ OxU4 • 
•tenp -= (~rcl 2 1 ... -.: 2:4: l::irc:[31 --:-: '.61 I (sr::t4J << 8) I sr-c (~ !; 
bre,tk; 

"'lse ! 
hlen-= 2; 
• l""np = .c: r-:-: I : l; 
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•Jnsianed cl:ar •:,rr.. unsignP::i s:-~lc1~) 

J• Check and then strip of! seq'...lerice • ! 
type = ty~e 1 DER_SEQUF.:NCE: I D.C:R_CCNSTRUC'T'E!): 1t (srclOJ ,,, r-.ypel • 

rec.urn - 1: 
; 
hlon = UER_::;Hr.Hea.dcC'Len{sr-::. ~,:,len): 
src • ~ hlen: 
srclon ~ hlen: 

t• Capt1Jre c•Jntents o! ~eq,Jenc~ ~· / 
while 1--n!lAQ >= c: •. 

!( t{seq-:.t-.ype !:c l'lE?._}l.tJY) H {srr.tOI !-:- f;Hq- :-typel) rP.turn 
I 
1':.len = OER_Ce;tHe.1;cierl.en1src, "tol<?nl; 
:1eq->lr:e:ri = src; 
seq->lte.n~n -= hlen • ~1"!n: 
seq• .. ; 
src •:: hleh • clen; 
1! (hlen + ole:i > ,;rc:l~r-.J 

rcr.11rn - l; 
I 
srcl~n _,, l:hm • olen: 

rei:..11rn U: 

long DEP._Gat:ntegcn 11r.s~gned c:'l.ar '"'r.p1 
I 

unsigned len: 
l ong lval = O; 
unsigned nvertlow = C•xt! •:< (t~i:. eo f(\\.•ali 1) ,..AI: 

If {CPlOJ ! " DER_IN~GEf!J r"'!r::1rn iJ ; 
len :: cpll I; 
lf {]er. >::: nx':ltJJ r-=::t1Jrn O: 
cp •= 2: 
while (lenJ : 

i 

lf I l V;t I !". "J·.·~r tlu;,, J I 
l t I l v~l ,: J; ! 

re~.nC"n -:; 

lval = lt.,".11 << R; 
1·.ral I-= •r.p•-: 
--len; 

ret 1.1rn l •.1;11: 

void S_'Zfr-':'!elvold •t::•.Jf, 1.msignP.::! l "?.nl 
I 

roernset.lbu!, O, l""n:; 
fr:eolb•Jfl; 
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° Ccpyright le) :395. N"'tscape Ccmro1Jnlcatlons Corpora r.lon. All rights •• rc9ervM. 'Thi:> •Jse cf t his Sect.1r0 Socketg Layer Re ference 
0 [mplc.itenta tlon ltha •software• ) is governed by t he r:enns of the SS L ... lle(er-ence [r.iol«nentat.lon Llccn~e Agreement. Please read th~ •• ,1cc1J:'lp.anylng · Llcense · rlle Ccr a descdptlon of the rights granted. 
•+ Any other t:J:lrd pact.y m~t.o rlals you 1Jse with this sottware may b" •• subj8Ct c.o -'lridltiona.1 llce.nse re9 t r1ct.1ons from tho llcensors of such third party s ortwarc and /o r additional e xport re!ltrictlons. The SSL •• Implementatlon l,lcensQ AgreemF.1nt: grant.z you rio rights to any such •• t::h1rd p:1rcy materl.:al . . , 
~i nc lude ' ssll1 b .1,· 

H(ndQ( 9 SA;•g .WORt'.S , . 
. , 
•Lnc l l.!dC 'llhd~?:- 1 . 1J i •-:•.:5.h · 
lf P.nd!l 

struct CESC:mtextSt:.r ! 
w !tdet BSAFE_wom;s 

B_KE'i _CBJ ltey: 
B_ALGORITHM Jl~l ;i ~~; 

ti R}S e 

des _cbLock key: 
des .c block 1V: 
d~s _k'c'y _S Ch-?d•ll-.:: :-;:;)rnd: 

f P.n :il t 
I; 

• ltdef BSAFE_\.\ORKS 
~,r-.• 1,t.l-: B_A~CR I"niM_ME:V.00 "":::hocse r l I ,.. f 

&AM_OES_CBC EN<.:RYE'T_UO_PAD, 
&AM_DES_cs: .DF.C~Y?1'_,.'l:J_PA.D, 
,), 

i: 
11 .;indl f 

c:x:: (DESCotit.Hl(l.•J •:all oc f1, s l.z:eof(CES::orir.P.l(t.11 : 
•1 fdef 9S1'FE_~•lQRtS 

B_Creat.t!Y-eyOb1ect. I &ex -:-key); 
8 __ SetKeyI 11 !o tr::<- >kcy, K! _DES8, {~CINTERi Y.eyl; 
B_Cre:itcM.lgoL ltl:rr.Ob1e~t(&cx->alg): 
B_Set:Algorlchmlnfo( c x->a lq, AI .. DES_<.:SC_IVB, f PO!NTEP.J Iv) ; If (enc) r 

B_Encrypr:J:1lt (~x->alg, c-:x->key, chooser, OJ; 
) elze ! 

6_1:Ht:ryp o:Jn l t cc):" :...._lg, cx->k-ey, chc,o9e:-, !:•); 
I 

l el.se / " !BSAFE_W~iRKS •/ 
:nemcpyi::x->l:oy. "=ey, Fl): 
memc:py(cx- >1•1, 1·1, Si; 
des_set_odd_par 1 ty (t:.cx• >key); 
des_kcy_$Ched I (.c,c- >1-'.•..!'J', .::ll'." - >Sch ed) : 

tendlf ; -r- 9S/lFE_Wr)R KS */ 

rer.1Jr:> -::-x : 

vo \ d DES _:.,,::s,.toy•.;un 1_...:,; ,. 1 JESCon t.P.x~. • •..:xi 
I 
r I.rd~ t BSAF:: VWPJ:s 
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landi t /,. BSAFE_WORKS •; 
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vold DES_E:nCt"\,'(lt.1!.lESi:::ont.ext. • ex , unsigned ch;.ar •oco:, 1Jnslar:ed • :: 11..len. 
11nslgt1~d ch!r "~n. 1mslgned inlenl 

I 
1 lfdet BSAFE_WORKS 

B_£ncrypt.llpdate1cx->=3lo, ("111t, 1,n1r:len, 1nlen, 11;, ln1en, C-, 1:;; 
llelst:1 t• !SSAFE WORKS • ! 

dco_cbc _encryPtl( des_c:>lol.:k• ) ~!..n lO !, t<l~s_cb!cct..•1 i;.o,~t:.ltJ', 
(long; 1ol en, cx- :.sched, liCX->l•:, 11: 

/"' 'JPdate ivec c1Jz libdes ·dt.,esn·t 
mGfflepytcx->1v, ,&.ou·.t~nlP.n Al, 6 '1: 
•o•Jtlen ; JnJ.en: 

l,md!! I" eSAFF._WnrtKS ..... 
I 

•,1r,ld DES_Oecr7-pt:!OESCono:.ext •ex, 1ir,sigr.ed char •c1Jr.., •:nslq:,",'!'d •n11r:IP.11, 
uns1gnf\d cl,dr •Jn, •.mslgm~ci inlcnJ 

I 
l1!1IGt BSAF"E_WORtU; 

B_Oecrypt.Update(r.x->~l•J. 011t., o•.1tl<:!n, lnlen, l :,, l r.len. 'J. c:,: 
ielse t• !BSAE"E_WORKS • / 

1Jngigned char last:tv(RJ; 

m•cpy(ltu1t.l•J, &1rdlnlen-91, 3); 
d9s_cbc_on::rypr;((du:::._ch!ock•l &infOI, tdes_cblo~k•J &c1Jr.1111, 

{lo ng I l n \en, ClC->scheC, &cx->l v. •H: 
f• update lvec cuz lll-des don~n· r: •1 
m«ncpy(cx->lv , b.sttv, ::q: 
"'4111\Set(la!Jt.lv, 0, F. ): 
•outlan : 1nltm: 

tendif /'" BSAFE_WORKS •; 
I 

110 
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Copyrlght:. IC! l99S. t~Atscape t;ommnn1ca.tlon9 c~:::porat.lon. Al l r ights-
•• reserved, Thi n •me o! thl ~ secure Socket.El Layer Reference 
•• lmplc:nent::ic.ion (the " So ft.ware•) !..s governed by the t.o?"m3 of ... he SSL .... RQferenc~ Impl.cmenta~lon Llcen.9e Agre91'1'1ent . Ploa~u~ read the 
,.... ac:co:npanylng •Llcense· fll e tor a description of the rights g rantf!d. 
•• Any other ':hlrd p~rty materl~ls ~•ou use with thls Software! may be .,. subject to "ddl.ti::m<il license rest.rictlons trotn th~ llcensors of suet 

third pa;ny ::.oftware and/or additional export restrlctlons. ihe SSL 
•• Impl-ementatlon License Agreement. grants yo11 nc ci!?hts to any S'JCh 
•• t.hird p-1rt.y m.:ii:.e r t al . . , 
•lncludc "::;dllt.>.11' 

:'lr.nt.ic P_ALC0Rl'l1IM'_METHCD .. ('"hoosec! I "' t 
!iAM._HSA Y.E~'_cr:•1, 

• ; 

&AM ,11.SA_ENCRH'T, 
&AM_P.SA._DECRYPT, 
&AM_P.SA_CP.T _ENC'RYP1', 
&AH_P.SA_CRT _(IECRYPT, 
~A.MJ102, 
,A:-i _MD5 , 
J. 

In::.e n l qdd lng zer-o fo:: der encodinq o( pdvata key in(orrnation. OER cncQ,:IJng cif •.111 lilgn"2d inr:eg1:Hs iwhlch t:he private key informaticn ls) 
reqrilre~ :1 lt-!:i.rllnq z e ro If the hlgh blt ls £P.t_ it: the MSB 

st:.at ic 1;~~lgnP..d c:L.=:ir •rt xNZ(ITI::H "lt, uns1gne:,1 •)~nPI 

' 

I 

cp: \ 1inslg11~d ch:ir•) □<:tlloc t l t: :> l -=!n .. 11 : 
l! 11~-..,d::it:=t( C· J & Ox!Hll ( 

.'• ~~<:!ed -P.X~?'<I O ' / 
~p l OI :: O ; 
m.,_mr.:pyt,·:p• l . \t .•. ,(lat.:i, ~1.-:~let"d; 
• I enp ,- ! r_ • > 1 f>!""I • 1 : 

t -? l~e I 
mcrocpy{r.ri, lt - >d'!t:J, P. ·->l~n,; 
"'ler:p:: Jr. ->lBn; 

tAlse : • !Bf.AF? • .' ,. 
•• ~ind tlrst; non-:e:ro l>yte in key datf!. buffer. The key data ls 11n 
.... theoryJ =~ ro tilled. SIEP. encoding requlc-es a 1-:?adlng z er o I( ':.he ,jJ! t:.:l ... l~ •~r.!.igned -'lo•J •.he :\1qh lJt•. ts ser:. :m r: h~ MS3, so add one ~I I ~[ 
•• n~<".:'?ssary . . , 
<:::t.\t ic •J:1siqnqd <:h'! c --FJ;-.dNZl•tnzlsmed r. ~rt r ""ln. •Jr.slg:-ied "l'=!np, 1mslgned. m;,x.len) I 

<cp " (•msigned Ch 'lr--J m::i.llccj!:l"lXlen+l 1: 
~f rlnjO) i;. Or.801 i 

.t "' Add l11 l<:1 'ldln<; z.ero .:,.nd ret:1J rn • / 
cpJDI = O; 
rneir.cpy (~p•l, in, mnxl on 1: 
• lenp " t11¼xlen• l • 
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rat.urn r.s:: 

whlle fln!OI == •JJ I 

I 

tn••; 
maxlen- - : 

lf tintO I & Ox80\ 
cpl 01 = U: 
memcpy1r.p~1. lo, :n11xl1m1: 
•lfmp = m:nclP.n .. 1; 

I el se ( 
rr,emcpytr.f}, 1:, , maxh!r. l : 
·1onp = maxl en : 

114 

Setup a C';J;ndo:r. n 1.1:r.b~t ~~nerat.:or tor R~kP.EF 1 1:~l rzg r-3ntJr.m t,yt.os fr,..,1r. SSL rng. 
• I 
static void Ser:•1pRIJG tP.N~ont.e:,::t_ •rng , H.JtMIDOM S'I'RUCT • c t:Xl I 

I 

un91gned c!l3r •r: 
unslgn.gd n: 

R_RandominJt.:=txl; 
R_GetkandomByt.-esNeededl&n, ctx); 
r ;; (unsigned r:har--! mallocfn) ; 
RNG_CenocateRandorulyt~s(rr;g, r, nl: 
R_RandomUprl;Jite (c tx , r, :i); 
S_Zfree(r, nl; 

lendi f ! " BSAFE • / 

, .......................................................................................... . ,. 
•• create a 11,::1w pri •Jat-..; kl::! y 
• I 
~SAPC"lvar-.~~ey •pr.cs1_c:~.J tl": P:l·,-1r:f'!r.P.yrnNGr:on r.C""::icr- •rn::i, l1~r: kevl~,, . lnr. f=•~~xp) I 

RSAPrlvat.eKi:ty •key; 
1nt. tV; 

lilfdef BSAfE 
S_KEY _OG.J t:i1Jb; 
B_ALGOR ITI-IH_OBJ q,m; 
A._RSA_l<~Y _GEN_PA.RAt-:S k9: 

•else r• ! BSA.FE • , 
R._..RSA_PUBLIC_K.E'{ p,JbKey; 
R_RSA._PRCTO_KEY protoK~y: 
R._RANOOM_STRIJM' c:t: x: 
uns ignod clHH' "r; 
unsigned n; 

IMdi! / * 'SSAFE • : 

1 f { ( key hn .:• HA.X_RSAJ{OOUl.US_IHTS I 11 
( kcylen < t-1!:H_RSA_MaC'ULL'S_BlTS l i I 

i, 1t de [ BSAFE 
rv = EF._M"00ULIJS _LtN: 

telse !• SSAFE • / 
r-v = RE_HOtollLUS_LEN: 

l.@.fldl [ / " BSAFE • t 
SSL_SetEr ror ( r v .1 : 

r er.•Jrn t OI: 
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• I Me f HSAF'E 
B_Cre.:i t cAJgor l~.hmDbjP.cr.. (&gen); 
B_Cri:?-at.at:cynt> 1ect. (&pub1; 
B .. Cn:1atqK1>y n h ject /like\' •>V.Ay ): 
r\' = •J: 
:lo l 

116 

kg.mod•.1J11sO!-:!: = Y.eyl12n .­
~-..w l r.ch I piibl'!xp ) ( 

J• NOT Export:il.ble ~rorn ll. S.A.. ~ 

cas e 3: 
kg .p•lbl lcExponenr:..C,3,,;.a = "\0111, •: 
l-:3.~ubl lcP.Y.ponen-:.: f<n = 1; 
~r,,1av.: 

t• ~Y.ponen•. ls ) +-,1 

kg.p•.lhlicP,xper.Ant:.data = ' \ 02 1'· .1• ~xpon!?!n~ I.'> 17 .. , 
r.g.pub!ic£xper.er.r...1 Hn = l: 
t,real-:, 

r;ts~. 0xv100 01: 
k9.pi1b1!cExpcnent.da.t.a =- '\001\00 0\001 ' ;/ .. Axponent. is tiSSJ'l •t 
kg, pl.lb!! r:F.xponent:. 1 ~n = J: 
breal'..; 

:i.et.iul-:.: 
rv = RE_DJ\ TA; 

) 

l { ll ' V) k.lt~Hlk; 
r•; = B_Sci:Algori':hminfolgen, J;{_R5AK~yUAn, '. POIUTER)&kql: 
: f lrvt br'?ct.it: 
r v = f-i_f:1-merat.~lnfr:.(~l;).n,. choo::er, 0); 
l f (r·vl i.l:-eak; 
rv = B_r:-c,HJtl:l ... eK~vp,1.lr(qen , p 11b, k~y->key, r:nq-::>rn9 , OJ; 
Ir 1rv l t>n<?~V.· 

whl 1'a! !fll: 

tr ! rv) ( 
SSL_Set.Er ror { !VI ; 
B .. Oesr.rnyKey:;bj ect I li.key->key\ ; 
s .. z r:-"'elk e',' , .:it..eof 1RSAPriv.:,r;.eY.ey1 l; 
k ey 1); 

:I _OP,s-: r~yAl qorl ".:1m1Jb Je:-:r. 1 r.aen; : 
8 .Deo.• :::o"y"~'. ~y•.t:doc~ 11.puti l: 
Qen = :); 
Pr.1b : ·:J: 

Nql .se ; • !3S/,FF • 1 
Ser.•Jp!U:C.f rn11, 1.-::r:x l ; 

protoK-2y.blts :. 1-:.:,y: ,=m: 
:1wl tch I p1Jbc-xp t l 

r:a::! ":! ) : 
-proc.::,K,=,y. 'ISPP~,:n~':"4 
brcaiK : 

.. ii:-i:i ox,n 0001 • 
protoi<"!Y. • JSP.Permar:,; 
!:lre::i.k; 

det-1ult : 
ret.·Jr:-,1 :.:: ; 

/ " HOT Exportable from lJ.S,A. ! "I 
1 • NOTE: .RSA REF d!lesn' r. ~eern to • f 

suppori:. !7 for r.he ~xponcnc .-1 

R_G;'3nerai:ePEMK<=E!\'S t!ip1Jbt:e1, &key-> k-ey, ,;prot.o}:ey-, i.ctxl; 
metn£etl&c.~.x, U, $lZRC>f fc txJ ); 
memset I &p1JbKey. iJ, st zAot !p•AbKeyJ J ; 

11'c!nd lf /• SSA?E: 
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void PKCSI_De.$t royPrivat:cJ{ey I R!:APr~ •.r,:1,,:eK""Y •key! 
I 
ltlfde! BSAPE 

B_DeseroyKeyi:b)e<.:r. 1.r.:-<:ey-;-.~-!'!Y i : 
lendlt /" BSA.Ff; ":' 

mem.setlkey, U, !:l;;P.~{ -:R SA.Pri v.at. t-,1(0yl 1; 
~reel key): 

Return t:hg sl=n, 111 ~li:s, o{ the ~J v <?.a prlv-:1.r_e k~y • I 
'J:l!:lgnAd FKCS1_c~1.Prlv.:1r:.er. ~ ys1-:~1R SA. P'1 l\'~ t.eXBy '""piJbl 
( 
IHfdet BS.\FE 

A._RSA_KE'f •k 1; 
unsigned rv; 

B_Get:.Keyinfo { (POYNTER• l &k:, p ·J~·>K~y, Kl_RSAPUbl ~cl ; r-v ; kl->mod1Jl1Js. l +m << 1 ; 
retur-n rv: 

II el se 
t"er.u1:n p 1.Jb-;~lo:tly.b!tS; 

t@nd1f 
I 

,. 
Perbrrn PKCS1 ptiv"'to key d~crypt.~r::1 ., 

VQld PY.CSl_P:: 1V'1te llecrypr. {RSAPr t var.eKey +pr l v, 

( 

11 l fdet BSAPE 
B_ALGORITHM _OS,J a l9 ; 
1m!l 1gn~d pJ.J r ... l, p~r t.2; 
int rv: 

11nsigned char "Out, 1:r:signed ... o,J:.lc:'li, 
1Jnslgned c~Jtl"" • ln, 1111si1:_med tnlen1 

B_CrA-lt.:~ lqor1 t hmObjecr:ii..s !. -g1; 
do I 

118 

cv = 8_Set.Algorl t.t-.. T. lnto1,1 l9, t,l _PKCS_RS.APrlvat~ , [POINTl::r.; 01: 1! (rv) breo.k; 
['V :: e_ DeCrVPt.:.nl r.lali; . prlV- ."'>k ?.y, chOO!.~t", O}; if {rv} breaK; 
r: v = B .. DecryptlJpCatelalg . out., &putl. ir.leo, 1n. lnh-m . 0. t:· 1; U [rvJ break; 
rv = ~-Oecryp'=.Fln.;i. l lill q . o· ,r.~ p;u:tl. &p-:1rt"J:, tnl-=n •r,ar'=.l , o:: I whUe (O): 

1 f Irv> { 
SSL_ser.Errcr( t""/l: 
.. o·..1-:len -= Cl: 

I t:!lse ( 
•out.len ~ parr.. l .. pari:2: 

e_Des t roy,\lgocl r.hm.Ob1.?ct.(«'l l.:tl : 
alg ~ O; 

•else ,"' ! BSi\c'E . , 
RSJ\Privar;eDec:ypt1n1:t .. 1')11r.l~n, in , lnl+:!11, 'ipriv--.~l<P-y); Wendt f ;• P.i SAFE • ! 
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t.:eR £1 ,cod~ ~ prtvat.~ key using PKCS1 

void P1;cs1 __ F.ncnrt"!Prtv,1t:eKeyfunslgned char ••pi::, rrn!.igned •pklenp, 
RSAFrivar.eKey "k~y J 

11nslg11ed char: •n. •e , .. rt, •p, •q, •dmodpl, •ctmodql , •-:o.eff ; 

120 

•mstgned char rdn, .. de, ... dd, •dp, '"'dq, •dctuodpl, *dd:nodql, •~c:oef 1; un!liqned nlcn, ,.,len, dleh, plen, qlen, d11odp1l-en, dm.odqllen. confflen: unsigned dnlen, delen, ddlen, dplEn, dqh:m, d dmoC:pll€n: unsig11ed ddrnodqllon, dc:oett ten; 
1mstgned char "''.'<c!r!:; 
1J.nslgned v~rslP.!1: 

,1ectct f!SAFE 
,;_PKCS_RSA P:! r·.;/,TE .Y.F.Y .. }: ~; 

l f?ndl f 

1 • F.xl:ract. ;i;nd r ~"c!p.:i:re 1-:ey 1n!ormat.lon " / 
• 1 !'det es.we 

k! = 0 ; 
El_GAti<eyt11fo, ,PC-IIITER*lf,kL .key->key, K.l_PKCS RS.\Pctvar.e\: n = FLxNZ(&ki >modulus, &nlenJ; 
~ = F'lxNZ {&kl >publ1cExponent. . &elenl; 
d = F'lxNZ(&i,.1->privar.eExponeni:, kdlenl: 
p = Fixrn t&kl · .•primelOI, &pl~n); 
q ~ F'ixNZt&ld ~(.lrlmelll, &qlenl; 
dmodpl -:: Fl.x.NZ(&kl- >primeExponent.101, &Qllodpllen1: dmod:il = FlxNZ(&k1 ·>pC'im.eExponent(l I, &dmodqllen); r.r:;ett F'lxNZ(I. i<.i·>CQe( ft cLent, &t:oe(flenl: ~e,so 1• 1 BSJI.FE:! •; 
n -= f1ndHZ(kny >key.modulus, &nlen, slzeotlkey->key.modulus ) J: e -;: ftndNZ(key- >k~y.publicExponent., &elen, slzeof{kt:iy->key,publ cExponeni:11: d = rlndNZ (kO:!Y ·>key.exponent., ~dlen, slzco( (key•>J<ey. exponent I) p = FihdNZ(k.,,y- >k.ey.prlme/0/, &plen, s!zeof(key->kcy.pr1rnef0JJ) q :: findNZ(kP.y ->lrny.prim.elll, &qlen, slzeottkey->key.prlme:l!JJ) r.ln,or:lr,! F'lndNZ/key->Key,primeExponenr.raJ, ,:;d.!11odpll ~n, 

sbeaf {key->key .J;:r1meExp::,mmi: I OI I); r..!n,::,dql - Flnr:lNl,lkey->k:<?y.pt"imeExponent[l I, &dmodqll~n. 
siz~o(tKey•>ke\•.primeE::xponer.t!U l l l; i; r.,9tt Flnd!'.7.Clt.e'r··:> f.:ey.coofflcient:, &coetflen, 

·, l 7•:!0t H:F!y- :- <~Y .c::>P.{ f lclen':.i ! .-

; • P.nccct,~ H~A~tl-J;;.r:crey a~.'! PKCSlll .. / 
CER £r:.coddn•. (t. ve 1 s, i.versleo, OER_U~TEGER., U!; UER .. EncodeSLr U,dn, &dnlen, DER_INTEGER. nlen); DER .EncodP.S t r(&-dc, &Uelen, DER_INTEGER, o, elenl: DER_EnccdeSr.r (&-dd, &ddlen, DEfl_INTEGER, d, ,.llenJ; OER .2ncodeSt. r f&dp, i:.dpten, DER_UJTE:GER, p, plcn); DE:R EncodeStr :~dq, ,dqlen, DER_INTEGER, q, qlenl: OE:R_En-.:::odeSt r (&ddmodpl. &ddrnodpllen, OER .. INTEGER, dmodpl, dmodp!len): OER_E:icodP.St.r ! &dd.'nodql, &ddmadqll e n, DER_INTEGER , dJnadql, dmoCq1 l P..nl; DER_EncodeStr1t.d=::-ieff, '-dcoafflen, DER_INTEGE:t, cocff, =.oeffl~r1i; DER Er1:::-~dP.S eq lpk, pl::lenp, OER_CON5TRUCi'EO, 

vers, ·Jerslen, 
dn, dnlen, 
de. deleri. 
dd, ddlen, 
dp, dplen, 
dq, riql en, 
ddmodpl, ::k!modpl 1 en, 
dd:nodql. ddm~rlqll"=n , 
c!~ol'!f f, J<.:.oef flen , 
o. 0) : 

S_Ztreein, nl~nl ; 
S_Z{t~"=t\'"!, ~l er.l; 
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•~nsigned ::har ccun::ir. "'b1Jf, •mslgned buflen, 
~SA Pr i 1,·:iteKey •J,;ey_1 

11nslgned ch,1t •'.it; 

·mslgned ~hlr.n. l<l:!'{51 ze: 
~ t fdef nsAFE 

8J!,.l.GORITIU·U.1fJ.l ~ I :111; 
R~contcxr. · n,d: 
1nt: rv: 

tP.l se 
R_SIGNA111RE _r:·r.< 1o ,1lqn; 

• ~ndl r 

keyS!.z.e = 1-'Y.CSI _c;~•-Prtv::,teKeySL:zetkey1 
!lb = /1Jnslc;m~d -:::1,H .. : 111~lloclkeySlze1: 

t I fdc{ BSAFE 
8_1 : [':!<1.tP.J\l o:.r i, , .. ,,ot- )e~r: 1.1. s l qnJ; 
d◊ f 

8 SMAloc=-lr.hmlnf:iist:::m, 
!~ig -=-= 5Sl,J1D5) 
: A.J_M05W1 thNSAE:nccyptlon 

Al_MD2Wl thR$AEnccyptlon, 
{POINTER) 0); 

,,., • B ... SJ ,;mlr.ltfslyn, r.ay-> key, chooser, 0); 
rv = B ... SlqnUpdate1stgn, f•m,:gfgned char .. ) b'.Jf, bt.:flen, :)J: 
r'/-:- B .. Slqt".F1r.al (slgn, ):lb, &sblen. k-:!\•S!::e, 0, OJ: 

J whl lP. 1•JJ; 
8_Dest.royAly•H I t.h~•.Jbjecr:1.;l'>IQnl; 
l t {rv) ' 

•~l:.e 

.:iSL_SetEr r:::i r ! rv) ; 
•siglen • 
*slg = tl; 

free(.9b:; 
n ~r•nn: 

r. lgn = lfl_SIGU.\'TllRE _(:T.(•: Cillloc il, slzeof(P:_SIGNATUP.£ CTX: I; 
R_St:mlr.lt!SIQri, l-.dg == SSL_..Y.05) ? DA_HOS : DA_HD21: 
R S lqnUpc!at o: t :,;i~:1. (•1:,slgnf'!d c:har'"") buf. t1J:len): 
R_SlgnFln-'li ::: :-::n, ·b, &st l ~:,, t.1-:.=!y-.>t:~y· I ; 
fr~~l!'.l ,:s111: 

4--¾H-il ( 

•slg ::: ~•m:.~<111-?.'1 <.::1,1r •) nMI 1,,,; 1:::tilo'.m1: 
·slghm = sblr:-n: 
merncpy[*:slq, ·-::-, :chlc-nl: 
f t'"i?':?-{St:l; 

122 
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s_ztrce ld, dlen); 
S_Ztree(p, p l enl: 
S_Zfre~( q, qlen1: 
S_Zfrce (dmodpl, dmodpllen1 : 
S_ZfrEe(dmodql. Cmodq:lenl : 
S_Zfroo1coe[L c::iP.frl1C"n1; 
S_Zfrce!dn, dnlen); 
S_Zfreo(de, di?lenl ; 
S_Zfree(dd , Odlen J: 
S-.Zfree (dp, dplenl; 
S_Zfree( d~, dqlen); 
S_Z fr cmCdQ;',odp l , ddmodpll1:11) ; 
S_Ztree 1dC:nodql. d:!rr.0d::Jll P.r:1; 
S_Z[reetdr:a f?(f, ctcocffler. l ; 
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•• Converr:. ,l p r l va r.r.. ':•"!Y ln-:.o ,1 pub l \ ,:: ~P.Y 
·1 
RSAPu bl ldiP.r ... PK CSl_Co:ivet· r.ToP11bl le IRS/:Pr 1 var:.eKey • pr 1 \/: 
I 

RSAPubllcKey " p llb ; 
41 (def BSAFE 

A_RSAJ;'.EY ~Kl : 
int. rv : 

~1;mdU , ., BSM.-'E • ; 

pub = (RSAPu b llcKr.y•J ,:-:.il locll, ~l :Ze'lf iRSAP1JbJl cK •..iVII: 
t l(deC BSAFE 

kl = 0, 
B_Crear.r. Keyobj ec t (&pub ->k t'!y l; 
do I 

rv ~ B_'."ietK~yJntc,:r-oJI N'rnP. •J t,ki, prl.v ->:-CP.y, 1-:1 f. SAl--'11!1\ !1~ ) -
If ( rvl break; 
.v"' B_SetK€yinfot;n!1 •.> 0:i;y, ;:1. J~SAP•Jl.ili:· ff'•'l rn"F.P.) i-: i ! 
I { I !'JI t:t-:!-'lk ; 

I wht lP. iP I : 
lf lrvl { 

t 

SSL_Set F.nor i IV I ; 
n_oe~ t t"t"Jyf<ey,1b ~,;,1 _:1 .1.;,p11b-:•>:ey1; 
S_2.fr••'1"1p•Jb, :;iz,;a:uf [Jl !=.i\P,1t.,1 1,.r.~ y1 I; 
pub = U : 

ll e l ae ,: • !SSAFE • J 
pub->key.bli:~ = pri v-:> io:.ciy .bi ts.: 
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memcpy(pub-.>k4-!y.modulu:s, prlv - >Y.<?y.1T1od•1l1J.s , slie~it ifu1h ."'i<. ••y . 1l'l•>rl>1l11::) I; 
mernr:py (p•JD- >!< ey .exponer.t, pr 1v-:>k~y . p•.Jb\ l r.f.xponPW . 

.s izeot (p1Jb-;,,k.~y.H:>cponenr-.) l: 
tendlf ,'• 8SAFE •; 

r~turn p•1h; 

1· 
.... Oe9t.roy a11 oe'xlstir1g p•JH le J.:,;y 
• i 
veld PKCSl_DestrayPubll cK ':!yfPSAP•.Jbl l r.K~y +J.:.ey) 
{ 

t 1 ( det ESP.FE 
S_DestroyKe ·fOb1 ecr: ( &k~y- ;,J,:~y) : 

1!:!nd1 t I,.. ESAF'E • .' 

1• 

mem9et. t key. u. sl z.co ! !P:<;Ar•1h J k t'. "W! ! ; 
free{J-:er1 : 



125 
5,657,390 

-121-

sslpkcsl.c 

1Jnslqned FKCSl _G•J"..f1Jbl icKeySI ze (RSAP11bl icKey •~•Jbl 
I 
•tt~er BSAFE 

A_RSA_lEY • k I : 
•mslaned rv: 

rv = B_Get.KeylnCo!(POHJTEfP'l&l<t. p•i!>->key, tt:I_RSAPublk~; 
rv ::. t.1- >mod•J! ·J!:. l,.m --:,: 3: 
rer~,irn rv: 

tel i::e 
return p•Jb-:..k;..iy bi -::.1 

fendlt 
I 

P•n(orm PKCSl p1Jtllc k~y t:.m:.!rypr. lon 
•; 
1:old rlT5t_r,1bl l 1:E~1c rypi: I RSAl'ubllcXey •p•.Jb, 

( 

unsigned char •o•Jt., t.!nstgned "outlen, 
•Jn9ignad char "'l:i, 11nslgned lnlen, 
RNGCon texi: • n19 ! 

1 l fdet BSA.FE 
B_ALGORITH~_CS.1 ;a \g ; 
•Jnslgned p'l.rr:l. pdrt.2, rtlen: 
lnr: cv: 

:ilien = PKCS l_G.;i tPubllcK.gySi:ze (p1Jbl ~> J: 
S_Creac.e.Al9'orlt::i::-,objocr.(,:,;ilqJ; 
do i 
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tV -= B_SetAlgorlt.hmlnfo1alg, A!_P!{CS_RSAP..ibll c, (POYNTER> GJ; 
l f (rvl bree.1k:; 
rv = B_Encr~tinlt:.J;i,lg, p1JO->key, :::t'.oos-e:-, OJ; 
1 f (nrl t-reak: 
rv -: 8_£ncr~·ptl1pdate{.alg, Q•Jt:., ;;partt. :-il<:?n, !n, lnlen, ::ng->tTig', l 1): 
1 f I r•Jl br-a;:ii:.; 
rv ., B Encrypi:Flnal (alq, c•Jl: .. p.:'lrt.!, i.part2. nlen-pc1rr:~, rn::1-:-rng, U); 
Lt Ir'/) ~neaio'.; 

J wnUe {UI: 
o_~,,~~••.rtJvAl•1ori r.h!ll;: ;t.-1~"- 1'--'1 \~! ; 
,:ilq = U: 
If :rv) , 

SSL_Sei::Etr·:n; rv): 
... 0 11tlqn :. U; 

•Al Se /"' !BSAFE: ~ .: 
R_RANlJOM _S'rRUCT ctx: 

Set1JpRt:G{cn9, sct,cl; 
RSAP1..1bllcEncrypt:(n-1i:, 011t:.len. in, 1nlen, .:-.pub->key, &ct.X); /• ~RSAREF ... , 

11•:mdi! I" BSA.FE • ! 
I 

DEP. EnCOdi,? il p•1hl le :-:~y IJS!og PKCSl 

vold N:O:-~l_Encod~P•:.b!icKey(ur.siqned char "'"'pl-., •msigned •pJ.:l~np, 
RSAP•ibll;_;Key ,..k,e:yJ 

•JM:;igned Ch·'ll •r'. , .. a, "'dn, ·ee r 
•Jr.signed r:l•m. •c~~n. rJn l-=n. ::!el"!!'n: 

11 l fde! A!=iAFE 
A_PSA_KEY "''d : 



5,657,390 
127 

-122-

sslpkcsl.c 

ttendl f / • BSi\FF. • / 

t if def BSAFE: 
ki = 0; 
B_GetKeyil\!o1 (f>:>HiTER•!&ki, ~ey-::-Key. f:I RSAP•JblJcl; n = F'LxNZ(&ki->mod1Jl ·.:~ . tn len): 
e ~ F lxN2f&kl --•~xpon8r. ... , &elenl; 

t e lse / ~ ! BSAFE • / 
n :: P i ndNZ iY,ey-:- k ey .:n:::id1Jlu~. t..nlen , :d zeot tlt;c~'- :-.l(ey·.m:::idul•J:,;1 :; e = FindNZfl.:.cy-:.J-:<,,y.,-ocpori8n ... , ,r;.,?l ~n, :; lz~o ffl-': ,:::y-:,J.:~y.P. ;.::pc:n~r. r: 11; tend! ( / * BSAF~ • I 
DER __ EncodeStr(&dn, !.. d nl12n, OER_I:~TEGER , n, nl -1;> r1): 
OER_Er.codeStr{& <l>'! , 1irdelen, DER _lrlTE8F.~ . .... ~ ie:, 1: 
DER_F:ncod~S•~q ! pk, l-'J,;l eno, 

,:In, dnl~n. 
J~, do;"!J ,;- 11, 

11, l)); 

s_zfree(n. nll.?n): 
s_z trce fe, ':'!ler.); 
S_Zfree 1dn, dnle11 J ; 
S_Zfre•=nde, <le l t=>.nl: 

128 

lnt PKCSl _ \Jer1fyS iona t•.i.:: '3 (int alg, 11ns1gn+:!d char ccr::.t . ... but, 1msl~n~d }Pn , 
•.msigne d char. c.onst .. !: l~, •J11!'.i9r,ed :1l~l~n , 
P.SAP,Jb l 1::K,,y •p11hKt?yl 

1nt. rv: 
t11fdet RSM':'. 

B_J\LG0f;I'fl!H_OS..1 ·,r"'!rl~~•; 

B_Creac~laor l th:nOb~er:r_ f f,.ve r 1 tyl ; 
ao ( 

P._::; "!: '° A.. lq,,rl r: l.n:, l n t u:vf"':r1{y, ~o1l g :_: ;;. SSL MC'21 

I f (tv) bread-;; 

! AI _ MD2Wlth.P.5AEn::q,·p r: l rm 
;. I -~D!:W I r.~,R ~A..E11 ..-: :-•r';:1. I ~ri, 

:rolNTEfi);J); 

11_·_.·e rlfy ln lr ,-.,..1r:lt~•, 1••JllY.""'..' · ·· .. ..,·,1 , ,·r·.r,c:>• •r, ~ii· U (rv) t- reaY.: 
= ;_w:!rl1yUpd.1i:"!:vf.!r!f ·,:, \ Jt1.•:dqne:I d .a r•1t: ·1f. J.,,n , ,i, ~ lt (n.'I br"°;;ik; 

r:\·-= 8_Ve r1fyt-'111al<v<::rlfy, nJnsi-:,jned ch .~ r •,:~i q , s !al t'! n, 1.1, 01; ) while (OJ; 
9_DestroyA.lgoc1 tt;mOhj~t:t I ;..ved ty J 

telse /" !BSAF'E • 1 
R_SIGNATURE_c·r-.,:. · ,•erl { y; 

verify c-: (R_StCt~An.JRE_cTY.·: ::a llcc ; t, 5lzeot1P._S I GNATURE_r•rz11; R_Verifylnitlverify, f~lg ;;;; SSL_MD2l f D/I_MJ:! OA_MDS!: R_Verlfvllpdatctvcrlty, t 1Jnsl9nP.d char•J b•.1f, l~ul: 
rv = R_Ve r-1fyFir.?l l fVP.t l['{, (•.in~1qned {;ha r •'.• si <J. :dolen, !.p1Jb!-:P.~' ''k'-"YI • rree1verlfy1: 

•endlf / ~ BS1\Ff ".' 

if tr•,,·} { 
SSL_se i:P.:-rorl r·n; 
ret-_1i rr1 -1 ; 

1,'0ld PKCS I_.St gn(lnt: ·llg, 
1JJ:si9 !"l nO d:-1 r • • ;Jq, 11 ns~o:1o:?<J •;c; l g l ..... , : . 
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,. 
•• Copyr!ght ic) l'.J9S. Netscape: Comuaunicatlons Corporat.1on. All clght.s •• re!utrved. This '.JSEI ot this Secut• Sockets Layer Reference •• Impl@menutlon ( the ·sort:w4ro·) ia governed by che tOC'llll'I ot the SSL •• R,~t .,. rence Irnpl~entath1n t,lcen!le Agre.m.ent. Please 1·ead t.haP. ,.. accompanylng ·1.tcenBe• file for a desc:rlpt1on o! the rights granted . .. Any ot.her tl-t.lrd party materials you use wlf:h this SoCtware may be •• subj4!1c:t.. co adc::11 tional 1lc1:m~e reat.rictions from th8 licensees ot such third p<1rty so ft.Wl'I re and/or add! tional export re111:.i;-fctions. The SSL ,... Implemenr.atlon L!cenl=ie Agreement grant.9 yo11 no rights to any a•Jch •• t.hlrd party m1:t.r:erlal. 
•1 
flnchJde •~sllib.h" 

stc-r1ct HDCont.e;,::tStr 1 
IJfdcf ESAFE 

B_ALGOR!THM. 1m.1 rw;I; 
l e lso 

R_OIGEST _(TI 1r1C: 
•emll( 
); 

'1!de! BSArE 
stat.le B_ALGORI1"HM_MEnloP •chooserr] 

&AH....KD2, 
.WAH_MDS, 
0, 

f"!ndif 

MOCont.e:ict ~MD_Credt.f:!Context (!nr. type) 
I 

MDCcntexr. • ,:-x: 

ex:: (MOConrexr_•1 -::al!oc1t. slz4!oftMDCont.ex:.I}; 
t ltdef BSAFE 

B __ Cr-ea.t.e.Algor 1 thmObjgct. {&cx->md); 
B_SetAlgo1·tr.tim.!n totr.x- .""md, (~ypa ="'" SSL_MC2) ? A.!..J,{02 Al .HD5, {POINTER)O}; 3 Olqe5r.fnl' tr:x- :•:nd, I), chooser, 01; 

IC!:lGe 

R_Clge:;t.lnlr . .-~c:,c-:->111.ri , 11:ypq :::: SSL_l-1021 ? D~ _MD1 : OA_HDS); ,t->.m:l.lf 
::-e,:,1.1,rn r:x-: 

vold l1D_U;.,dare 1r.c-c~nt:P.x r. •c.x. 1msi;med ch'lr •h11!, .,nslgned lent I 
t 1.!def BSA.FE 

e_01ge!lt.Upda r.A (cx->md. b•1t. len. 01; 
• e lse 

R_[Hqti!.it"JJpdat.~(J;!:X- >md. b•Jf, lenl; 
ll "'!nd l ( 
) 

'lnld MD_flri.3.l (MO-:o:1toxr. --ex, ,msigned char •di gesr;., 'Jns1gned •tenpl I 
• ltdef BSA.FE 

B .. D1gestF1n,sll~:x •:->md, dlgest, lenp, lE, UI: 
lclz.e 

R_Olg:es r.F!nal u.cx->md, d1.gesc, 1-=npl; 
¥,en:Jl r 
I 

vn!d Hn_oe:.;r:royl'onr..,;;,xt I MDConr:.ext . .. cxl 
I 
1 I fdet BSAFE 

A_Desr:.t'oyA Igor 1 th~Obj~r::r:. (&cx->md): 
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1end1f 
meriset.(cx, 1:.. S!t:P.)t IHDCnw_ext:. I 1 ; 
(ree(c:x!: 

132 
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•• Copyrl;'l'h'- IC) i ?95. N~tacape Cornmunlcat1ons Corporation. All rights •• t1;1:served. Thi .,;; 1.:!.e of r.hls Sec>.Jta Sockets Layer Reference •• rmpl1!11umtatlon l t:he "Software" I ls governed by the t:.erms of the SSL •• Retert11nce Impiementation Llc:ensa Agreem-.nt, Please read the "* ~cccmpany.ir.g "Llcens~• file tor ~ description of the rights granted. •• Any a~h~r r:htrd parq.· mat.erlaJ.s yo•J use wi~h this sortware may bG .,. sub,or.r:. to ~dditlonal llcense r:estrictions from. the licensors ot such •• ':.hlrd party software and/or additional export restrictions. Tile SSL •• lrnplemcntat.lon Licen5e Agre~rn.ent qranr.s you no rlght.s to any s11r:h u t:hl rd pac·ty m,ll:P.rlal . 

,. 
•• 'T\lke .11 ; nJ("I '\u,; : :n m~ n .,.,r .. 1 .-,:vi wr>tp \ 1· •.ip In " PKr.57 l':',"lnt1mr. 1~,!o • ., •itijecr: . . , 
•✓ <•lrJ r-r.r·s1 _wr.1pt1Jr,$lgr.P.-d ch"-:- •--::lest., 1Jnsi9ncd •desi:.lenp, 

1;r;:;l4mH~ char •rs1wold, unsigned :-~wo1dlen, 
11nslot,ed t:h-1r •~re:. unsigned srclt!nJ 

•msigned char •1.•ld : 
,;r.s1qn~d old.h?O: 

l.:ER_Er.c:odAStr (&old, .i-oldl en, DEfL.OBJEt:1'_1 D, n1.woid, rawo! rHen); ~rclUI I-:: UER L"ONTEXT_SFEC!FI:.:'; 
OEP_F.::11::oC-eSeqtU.~91:, !lestlP.np, U. 

:;i td, ::ddler., :1rr., :;:-cler:., 1), :J); 
f ,~e1c, lc!J; 

r• ntven a F·K1:!:;J contrmt.Info i:-hjec:t, 1..:nwrap le lut.o ! t.'s o1d .._nd rJata •:n~10119nr.s . c ,1:ler ct.-e~i(~ ti",¢ 'lid :-or- •.h<;! t:.ype !l( ::.he data. 

In-: rK~s7 _i1:i1,o1r-1,pr•msigned :=liar u•oldp, •msigned ... oidlenp, 
•;n::.\ gned cha.r ---•a:fat.ap, •msigned •dataleup. 
•1m:lun~ci i:-h~r •:-:-re, •ms1Qned .srr.lcnl 

CER!,•:'IY1''Jr J,1y1 .~l • 
I nr. r•.• ; 

J,:1yH)l. typH lH::r._06JF:C':'_[1: : 
: -ty I l l . typ,~ = CER_1'NY; 
r1 = PER_OecoCCS!-:!qli;layltlJ, 2, :_;, :.rr, srr.=lenJ; 
lt lrvl r <a t1un CV; 

•oldp ~ l•Jnslc;n..;d ch.ar•I 1n;eilloc(l::iyll!l.l-:.eml.Er1); 
memcpy1~ol•:1p, l,tylO\.ltem, layJU!.it.P.mL~;1J; 
•,-,ldlenp - l.'ly!Ol. l'.P.ml.-en; 

•,j,it~p:; l'msJqr.ed ch:.:irw) m:alloc{laylll .ltemL•ml; 
rr.emcpy t •-~:i~ -~p. ls!.'t'l 11 . l t?.m, l~y ( I I. 11:~mLenl : 
•Cat-.,=,}o:-np :. l-'l '/111. lt'.!?mLen: 
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·• Copyt"ighr; 11':J 1"95. tJetscape commun1c:at1ons Corporation . .t. l l rlqhts 
"'"' reserved. Thl :J •J~e o t th i s Sec•.: re Sockec.s Laye c RP.(erence 
•• Imp1~ent.'!t10n 1the ·sorr.-.... -:1.ro~) ls governed by the terms. af ·h~ SSL 
•• R<?(P.rence Impll•mentatl11n License Agreement. Ple8se read t.hn 
•• 1:1cc:nrnpany1n~ •1.fc:enSP,' fll e f~r a dascript.icn of tho rlghe.!l gr.inted. 
•• Any other t.:hitd parr.y mat.er1als you use with thls Software may bP. 
•• suhject to /\dd!.t.lonal license cestrlct.lons from ~he licensor.,; of sut:h 

third party softw°'ro .:md/or addit1cnal expor t restrlctlo:i.s. T-h~ ssr. 
** Implementation License Agre~rn~nt grants you no r·fghr:. s t:o any Sl.lch 
•• r;hlrd pa rty m~ti!r lal . . , 
11 lnr;l•J,j e •~s! l lb 'i ' 

Vdefine RSAf)SJ OX2 cl, :':<96, iJX48 , C:,:96, L:x: !'!, l)XOd 
lde!l ne ?KCS1 itSi\CSI. C::xO l. :J :<fJl 
ldef1 n~ PKCSS P.S"AOSI, t:::.:Ot, JY. 1)5 
Wdnf!nP Ft:C:51 '--tSAOSI, •JxUl, ·';xiJ7 

St;J;tl C 1msi911ed c hn.~ ptcn'HhHOSAndDEScb<. I I ::" I P!-:css . OxO), 
scatt (: •J:-Jslgned <.:har r!i~Encrypi:Jon( J = { PKCSl, 1Jx:1Jl, I; 
:.r.,1r...l1.: 1n~Hlq-nod '"'.'t1-1r i':ni:-:rYf-r.edf>rlv,Yt:.eKeylnto[ J -:- [ PKCS7, Ox08 

W 1 f def 5So\FE 
s~.>:1t.lc B_ALGORI TI-01 METI!'.1(1 •choos-ert I :.: f 

&/\K_H.D~ .FANOQ!-1, 
o. 

,. 
u Write d privar:.e 1-:-=?y Ol!t t o ;-, fl143 using f'KC S1 ;md PKCS8. Use PKCS1 i-. r.i 
• r •wr.ip• ':.Im d.,,r.;;i ~o t.tiat r:h e: ti le rJata ls t~-pcd fo r } ;:i r.er re-'!dlnQ . Hse. 
:; Pf:t.:SB: f::11cr;-ptt!dt:.o:!ylr,t., for ,1ctuaJ key ~ r..orage. 

,.,,.,1a Pt:r.sl?_l·/d ":r\P:-lv,:ir:~f:~y{PTLf. •01J':., ?KCSSl".ey · ~ ke~•. RSAPrlvar.eKey ""k <'! Yl 
I 

•m::i: lqC'.eO :..: har •rpk, ~pY., "pl-:otd, .. n otl, .. pkald, ••;ers: 
•m!JJgned r;: Klt,n, pr':.~ ~n, pt:oldlen, nulllen.. pk.3.ldlen, Vt=rslen; 
•msii,i rif'!d .:=Ji.:i.r ""A.t:J:r !"i. "rkl, •:n.wsmcdata, ••mcdata. •01.::l., "pbep; 
11n~;l3nP.d -=1r.o:.r ~ lcn, prtllen, r-1wencd:J.t-lJ.en, on:'!rl,1 t. al.en. nldlen. J:t.ep :~n; 
' Jll !j l :J,O<!:d -.::l•J r • -~ 1-l i rl. "'"Pl': l , •!Lr.al: 
t11 ~ IQ:1~d -"llc;l•:l l-"n, •:p.-:: l"ri, :'1 n,1 L len; 

/"" Exi;r.icr . .'jll(i pr epare key lnt□r.n~r .. ion r; 
PKCSl_Encodefr 1\1;-i !.~KP.y ( 'ic~J-:.. &rpklen . keyl; 
OER _EnccdeStr 1&pk , !:rpkl~n , L'ER _OC TET_STRING, rpk, :pklcn! ; 
;::;_zfr0:t~1rpf,;, rpl-:lo:n1: 

; • :'.nc!:lde prJ\.•a tet:eyAlgo r 1r.hm • 1 
DER _Enc-::idP.St.r l&pkold, &pkol d ler., JEP._OBJECT _JI), 

rnaEnCr'y-pt!.on, slz.eo( (rsaEncryptionJ ): 
[iER .. E:ncodeSr.r {J,ini,:l l, ;;.nulll en, D!;:R_ NULL, 0, DJ; 
f\Ef: F.:1<:Clr:J.~S~q !i,pka ~d. &-pf;uidlen, D12R _CONSTRUCTED, 

pkc1d, pKoldl":!n, 

ftel-!fpY.o!dl: 
f t:~~ lr,111 .! I : 

r:•:11, :11J! !.J.en, 
!), \)J : 

1~ Encod~ Pri•,.v:.-?K~yrnto 1.1sin9 PKcs11g 
DE:P. .En-::ode[t1 1. ('<vers, r,versl Fm, DER_HJTEGER, 0): 
DEP. Etl":-:ideStr lfrdt-. r. r~, &.Jt. tr:a:len, OF.R _ COI-ITEXT_!.PECIE='JC, U, Oi : 
i:ER F.~ir:'1rt'?S~q lf,pk l . i,pl-: I l en. OER_CotlSTRm:n:o. 

vers, ·-·~rsl en, 
pkalcL pY..:iidl en, 
pk, p :,,:\ o>:11, 
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0, OJ; 

fC'e&(vers): 
tre:e(pka.Jdl; 
S_Z[ree(pk, pk.ll?nl; 
free(attrsl; 
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Ht 0 
(FIL£ ,.. ~ .,. (open I• F'o:.•-p~i • , · ·"'• ! • fwr lt.P(pk l , I , p '.w; l ~em, ti : fc:lu :;•.~ l ( I . 

b.ndl[ 

r• Now enctyp t -:he ent.lc-e PrlvateKeylnfo •tsl nq Pt:,:ss • t 
rawcncd:1ta ~ cunsl gned ch ;:ir•) rn:~lloclpkllen • RI: 
PKCSS_Enc:ryptlek.Ey, t·awP.ncd,lta, Jir;iwr>ncd,ll:'llen. pY.l, pkllenl: 
()ER_EncodeSt:r 1,encda ... r1, ,cncdata l en. OER_<K.1'r.T_!=:.T!o. lt!G , 

r~wiencdatr:.a , r,lwer:cdat'-ilen ) : 
S_Zfree1pkl, pk1l12nl: 
S_Zfrefl\ r awencdata , r .1\oli:!nc..·d>it,1lcn1: 

/" Encode en=rypc.ionAlgortthm •,-
OER_Enco:::eS':r (&oid, ,oldl tm, CER_OBJEC:T _1 i>, pheWl t.hM05Aru.JDF.Sr l'lr-, 

sheo f ! pbeWlthMOSA.ndDEScbcl l ; 
PP::CSS~~neodefekey, &pbep, &pbeplenl: 
DEf!_Enc0deS,:,q{&al9id, i,algldlen, CER_CONS'MHfCTF.:O, 

otd. oldlen , pbep. pbeplen, I), OJ : 
frae(otd): 
s_Uree(pbep, pbepler.l: 

r £nc:odP. Enc:ypt.edPrivateKeyTnfo , 
DEN_Enc:;:ideSnq c,epk 1 • .C.eplellen, nER .CO:'JNSTRtlCTED. 

algld. i-J.l9ldlen, 
encdata, f;!nc.dat-1len, 
0, OJ ; 

fr•eta.l9ldl; 
S_Zfree111::11cda,;a, encdrst"!lP.nJ: 

t• F'lnaLly, wr ap t.ha •,1hole t.h i113 ·•sing PKC~"'1 ~ .: 
PKCS7 __ W:-apl&f1nal, r.flnallen, 

encryptcdPrl Var..eKP.yl!1~0, s~z~o t (t=w:r'r·rtedPri v.1.r. eK"'ly!r:fi:il . 
~pkL t!pkl IP.n l: 

S_Z!reelt:!Pki. ,1pkil e 111; 

: • Write o•Jt.n1.1,; • J 
twrlt:e({ln<ll, 1, !ln"!ll e n, ,mt); 
free{ final); 

I lfdef BSA.FE 
:,ta tic void. XCe! l ITEM "::1, DERt.::iyo1.!r: ·• l.=.!y) 
( 

•mslgned h.len, olen: 

h.lGn = OF.R_GatHeaderl,t>Jllh,y-:, t i:.t'!m , .,;,t:hm1; 
d•>data. ; hy·> lte:n • hl P-n: 
d•>l-on '= clen ; 

J 
ll!lse 
static: vr.iid ZernFJ ll l•Jns lgn~d ch;:ir .. rlest , i1~t ::l~si:.l.:ir1, I1ERLayo1J' ... ! 'lYJ 

I 

110.slgnc~ hl~n, oien; 

hlen = DER_G.:it.H-eade rl.(lnllay ->\ t.+11n, ,; ct ~nl ; 
ma1n1qt.(dest, O, de:;t.len: : 
mEl!lc:py(desi:. • tiestl~r:. ()!en, l -3Y-·"li:cm • hie:,, •·l•.~nl; 

llendJ [ 

138 
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fl -3;1 d ln :'i p rL· ,11-., -: ~·, wrlt r;.en 011t •1::Jln9 i:he ~bove wrlr. e r ::>Ut. lne . . ' 
flS,\Ptl'✓Jt.-i'!Rey 0PIW~A . P:~:tdP r1·✓'l r:.eK1?y !FTLE ~tn, c!1ar ~pwl ( 

,mslgned chat •ht1f , •old, •epki, •pk!; 

140 

unolgned b1Jti e n , 11or.1?$<'irl, c ldlen , ""-Pkll.:i, r, , pfd li=:n, 1".':!r~t. \ oncc,mr:: PKCSSKey •rtkey; 
RSAPc lva r:. eKP.y ., '!<P'(: 
DERL~ your;. e plclJ,-,'JJll . :tlgldl21, pbP./21, p ~ll ay [4l, plda. 1dl21. pklay !91; long vers I nn; 

II! i fdef BSAFE 
A_n:cs_l"!S,\_ F'~ IVATP._KEY 1-::1; 

l endl f 

b•JI " Q; 
old ;. ,, ; 
e pkl = IJ; 
pki :: :J ; 
dkey ,.. U; 
k ey = 0; 

b1,1t; (1.mslgned char1 malloc(lOOOOl: 
b•Jfl13,n = fread t1nf, 1, 10000, 1.J il; 
If (lin r:. lb1.Hl o=n <: :- ,; ) g:;ito lo!lcr : 

/ • Fl rs t 11nwrap PKi:7S7 wrapper • / 
PKCS? _1m;.;rap! N11l d, t,oldlen. ;;.epk.l, &P.pkll "!n , b•J r, b11flen1 ; /" Xi:X ~h~ck <;un':~ni:T).•p~ • t 

; • Nex '". , .-.-~kl'! =lPli rt the EncryptedPr lvai:.cKeyrn ro ", €pki ~il ',' !U) . t.yp~.:. OER_SEQUENCE I DER_<:ot~STP.IJCTI:0; epk.11:lylll,t:.'/pe ~ ~Efl_OCTET_STRHJG: 
['EP. _C.e:cod{?Seq (&epld l;;i.y tOI, ~. DEn_CCN'!'EXT_SPEC!F'IC, upki. opkilen!; 
/ " Take ,lpar~. r.he er.c ryptlcnAlgcr!::hrr "/ :dgid{Ol , t:yp~ .,, DER_O&JECT_!D; 
:\lCl!dll),type = !.1£R_ANY : 
c ER_O-et:cC<?5-?Qh-'l!•~t:J 1:J ] , 2 . •l, ep;.,;il-'jy tO J 11.~m. epk lt.Jy(OI. tr.er.11..en); 
t • •-:he-:::Y. ~rit:i•/p tl on ;1! ,1:i r!thr.i .. , 
if t ( 'l lqidJ Ol . l1.em lO \ !-: Oi<061 II 

{a lgld[Ul .! ~r;, rr.i.11 != slzeofCpbeWlthMD5AndDEScbcll I I 1mer.i~p (&a l g l d l 'J l ,lteml2J., pbeWlth!ifDSAJd:JEScbc. !::1Zeof (pbeWlthMD5AndD P.Scb~I I !-:: 0)) I t • Wrong <1l 9orP:hn ld •; 
•Joto 1os~r: 

;"• N~ xr .. i::'Xtr-!c t t;.he: a:-g1Jml::n ts -.o r.he pbe ;i.lqorlr:.hr.i " / pbe[O) .type:: DE:R _OC7ET_STR1NG; 
pbe{l) . typc - CER_INTEGER; 
LJERJ•ecl)d.;::!5F!q!J;pb"'ICJ, 2 , IJ , :1lgld/ l l . lt~m. ,1 lg i dll J.lt:P.JnLE! n l; ,. 
• • <.:on~ t.r•H:r. :l<-H:rypr. :nn ke:1 , 

• 1 
I = DER . . G~tlteude1!..enlpbcf0l .lt.em, &not•Jsed l: l t.era r: lonC.:o•JII~. :: OER_GetlntP.g~rfpb~II J . l.':.eml : :i~ey = fKc:,r::;_r.,m,er-3,r:o?.K~y1pw, ~bc-(0\ .1't":!m+I, it.erationCo,mr.:; 

J • Decr yp r: enc ryptedO~r.a t o reveal r_~e t't ivat.eKey ln to • / p ld = {11:isigned char~) mc:1lloc1epkilayfll .itP.snLen1; l ::. C£P. _G~ t H~:td<?r l.~n I epk l lay 111 , l ':er.i , S-noi:.•..:s~d) : ?r:::: s~_ll•:?<" r yp •.1 1:n:.e\' , pkl. &pkl~en, -P.pKll-,,y l l l . l.": f'Jl\ • 1, ..:,pki!'iY [ l) , l':. emLen - li; 
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1 t (pk! 101 != ID'.E:R_SEOUE:NCE)DEfl _·:''1NSTFL'CTEDJ I I 
/" Probably a bad password "'.' 
got:o l1} !Jer; 

J• Tear :appart :-:hP. Pd·✓ateKeylJ:t :! .. / 
pkll~ylO\ .CJ'Pe = oeR_lN1'EGER; 
pk!layl 11. r.ype : JE::i:_SE~UENCE! I DER __ COl'JSTPll:.'.'C'ED; 
pkilay(:.! I. tYPia = DE:R_OC'T'ET_S7P.JSti: 
pkllayll\ .type = OER_ANY; 
DER_Dec:odPSP.q[&pklL1yl 1J], .a, C·, pld, pkllenJ: 

/ • Nake S'.Jr'e l t.'s 'Jerslo:\ O • .' 
verston = DE:R_GP.tln ": ege r fpk l1-;1y I;) I . l teml: 
i ! (\'•.! rs ton ! = 111 r 

'}Ol".') ) o.'1:'",.Pct'; 

, .., T9ar app.irt pr ivat-.eKeyl\laorL -.1,m 
pk:lah!fOJ .type ::: JER_C·BJECT . .It;: 
pklaidlll .t:yp!:! ..: D~R_ANY; 
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OER_Dccod€!Saql~pkla1dl0J, 2 1 C, pidl.ayll) . l-:ern, p~ll~;·llt.t,.qm;..e:-. 1 ; tr ClpkhldlOl .1temlOI !c.. ilx061 11 
fpkia!d[DJ .ltem!ll != s1:eotfrsaEm::rypt1on!) II 
!mea.r.mp (&pk1a ld( O l .1 tan 121, :saEncr;-ptior., 

$1Zcof(rsaEw::rypt1on) J != 0 )) i 
!• Wrong al god r.h1t1 ld .. / 
go~c JnsP-r; 

/ * Tear .1ppart pclvar:.eKey ,rnd cor.struct RSA prlva':~? kw,, 
key i: IRSA~r1•,n1. r..e KPj,'"} r.-1:l oc (l, .,:: 1zeof{RST\PrlVi\l.,;>!(eyJ); 
tor (1 -= o; 1 < 9: 1 • • l 

pk:lay{ I J . s:.ype = OS:R_ HlTEGER; 
1 ~ OER_CetHe-tde-cLen [pkl.lay 12). Ltem, &nor.used ) ; 
DER_OecodeSeq/&pkhy(OI, 9, 0, ;il.tUa.yt2J.lt.r.m•l, pldl;,,','[(.i ! 1 .;:ml..,nn -l l: f 1t.daf SSAFE 
Xfer{,ld .modulus, &pk.lay! 11 J; 
X.(er(,ki .p1JbllcExponeut, &pklay12 J:; 
X.fer("k1 .prlvateExponenc., ~pklayl3 ;) ; 
:-r.cerU,k 1.pr1ma(UI, Aopiday l 411; 
Xf0r-1,1d.prlmP.llJ , &pk.layl~ll; 
X!er "kl .pr lmeExponta!1': IO I, .i.pkJ :1y [~I l : 
Xfet l&k l .pt ltneExponP.ni:.111 , &pkb·.-·111:: 
Xfer!&ld .i:ofltflclent, .S.pkla.'),I 81): 
B_Create!<eyOb:,lect 1,koy->key); 
B_SetKeylnfoO:ey->key, KI_PKcr._~£A.Prlv-1te, !P:lINTERl P.I): 
mmseitl&kl, 0, ~lzeollkil); 

Selae 
1 ; D£R_CatHeadnrLe1t:pkliiyf ti .1t.em. &notused}; 
key->koy.blts = pklaylll.1r, emLen • 1; 
lf lpklay!1i-1tem / il .::.= OxD OI I 

key->key.hlt :3· - ; 
} 
key->key. bl ts ..:;<..:. 3; 
ZeroFll 1 ('ki!y- :-.key . r.md•Jl1.1sl O I , AA:{_RSA._MODULl.1S_LEN. &pk };i,yI: I l : 
ZaroPl 11 I ,key- '.~key .p•Jbl icExponf'!nt IO J, Mi\X_RSA .. HODULUS_LD.', ~pkl ;>J.y f? l l ; 
Zerofl 111 &-key->k<'\y. e;q;onent I U l, MAX _RSA...MODUt.l15i_LEtJ, &pkl:!y I l I! : 
Zerofll l t,key->ke•r. prime( 0110 I, MAX_R SA._PRlME_LEN . &.pkhy ( '111 : 
ZaroFill (&key- >k'3y .pr 1me( 11 IO I, HAX_RSA_PfUJrl.E _LEN, &pk lay I "i 11 ; 
Zeroft l 1 (&-key· >~ey .pr lmoE:xponent. ( 0 I ( O I, MA.'<_P.SA _PRIME_L£N, &plo: l c1y l ~I) ; 
ZeroFll l tlikey- ;,~,e,y . prlmeExponen"".I 11 (0 I, HAX_RSA_t'RlME_LEN, ~pkl 1t·y I .- 11 ; 
'ZeroFl 11 "~-ey- ,k""Y, co':-!(! lcl enr: IO I . MAX_P.Sl\_PR tME LEN. i..pk J.'.ly I~ I 1 : Sendlt 
goto •Jor:"!; 

loser: 
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lf •k~yl r'KCSl .l.:-':!S O:. !'Oy"Prlv3r.t::Key lkey J : 
lcl;!\! " :J: 

,jrme: 

1114?111 Set.lepkl l:'\V , ll, /'i l=-eo({epKll~y l J; 
1T1emset (alqld , 0, s1zeof (:Jlg1-:!I J : 
me:11set.(poe, u , s l::cot lpl:le; 1: 
rnetnsecfpx.Jlay, O, s n eo tfpkllay)): 
mcrn5ec.tp~ lald. :i, s lzeoflpKlalci l I: 
rnernsc t.lpklay, LI, slzeoflpkl;)j:)/: 
lf !but) freel!"luU: 
1 f (old) f["ee I C ld}; 
it (epkJJ s_zt:ee(epki, t:=pkll~n); 
Ir fpklJ S_Zfre~(pl(i, pk1len): 
lt fdkP.y) PY.Cs!: _,~st.royFC"y (<lkey); 
r~i:•J:-n lo:A!y ; 

144 
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;• 
•• Copyrlght (cl !'?91i. ~.-:it.scape CoIM1unicatlons Ccrporat.lon. !dl rlqhcs 
•• resRr-ved. 'fhl!:! 'J!:.e of this Secure Sockets Layer R~terenr.e 
•• Unplet.:1entatton ,t!'\e •software•) 1s governed by the o:.erms ot the SSL 
,.. Reference Implementac lon Llcenee Agreement, Plea.ae :ea.cl the 
.. -,c!:C1mpanyin9 ·Llcen:.a• file for a daocrlpc.ion of the rights granted . 
.. J!.ny or.her i:hird parq• matP.rials you use with thls S<ltt.ware may be 
... !!Ubjcct. r.a -1ddltLona l llcen!:E rest.dctlons from the 11:::ensors of suc:h 
•• third party snf t."-"i\te aud/or adcU!;.lonal ~xporr.. :eatrlctlons. The SSL 
•• Implementation LlcensR Agr~ernen-;. grants y,:m rm rights r:o ar.y ::;11ch 
•• thlrc! p;:irty n,.,,r.~r1.,.1, ., 
•lncl1Jde •~·.slllb . t:• 
•lncl•1d~ --:r:.<,?rmlc::..h--

!:r.,1i-.1-:: .,.., id .:,,,:-h,; · :f f: ln'. l d.) 
I 

~r llsa.r:t.yltdl l l 
~r-.r:ur.t r. !"cmlo-:; r.lc-; 
tcqt!La,. t.cr!d, .;-:101: 
t.io.c_l!l ,1g &- ·• Et:110: 
r.csei:.atr.rftd, TCSA.F'L'.l!ill, &I.lo-); 

l f ! l3atr:y( tdJ J ( 
~tn:.~t r.~r:niu .i:: ~. le; 
tcget:1tr.c tff.. l;.-:.J.u l ; 
i:1.0.c_I!:,1; : ~ EC.:HO; 
•.r:se~.1t.r:r I td. T('SAFLllSfl, &':lo); 

PT! .F. "in, ••l'l' . . 
c:vu b1if 1.: 1111!1 

!u - f-n:en1· / 1-1v,-r.r:y·. ·r·1 : 
:>Ut:. f -:,p~nl' / d~~·•/'l 'f •, •w•1· 
e:::h:.,-'..H t I [ \ J-~r .1) 1 .,, ; ,. 1 , • 

r:lr i;: I t 
t~rinr:t 11'.'•.l':, pro:-ip~); 
[!lu~h(f.'l• : t.!, 
~•.lf 101 
fge~Slb•it. ::l~~oflh11f l , ln); 
fprlntf10 1Jt, '\n"l; 
~f (b1.1flf_\JJ !:lreu:-:: 

'?:::h:,Onffl l Pnr, , -:,l -::l : 
( ~los e1out1; 
fclosel lnl; 
r,er,qrn si::rd•J~lt•J( I.-
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1• 
.., Copyrigh: 1,:1 ~'l ?S. 1.;<':-:.sc-:.,,,pe Cortmunlca-:.lons ...:orpora:r.ion. ;.ll rtqht s 
•• :-eserv ':!d ~r.1=, •..150 ct t.hls Secuc-e sockets 1.,;;ir·er F:e[erence 
•• Irnpl &nAntatl on fthe "$oft.ware") ls governed by t.he t;.':!:ntt!3 of :t-,':! ssr.. 
•• Refercnca Imrlementatlon License Agr-eemEnt. Ph1ase read th~ 
•• ;iccQmpany1n9 "l.! ccnoe • file for a degcrlptlon ot r.he right!; g r-anted 
•• Any oi:tlet r.h1r;d pa.;r;.y mat.erla la you use with thi s Software ma~• bl-! 
•• ~ubj e=t r:o ;idd:ltlonal 1.!.cense resc.r1cc.1cns r rom the llcensors of s11r.~ 
,.. third party t::ifr.w-1re ::1 nd/or additional -= xporr: restriction:;. :'he SSL 
•• fmpletn(!ntat1c::i Lic:~m~~ 1V1reemenr: gr-'lnts vo•J 11-:, ::-Jght. !': r_:, ~ny o; •.1ch 
•• r.hlrd p,1,r-ty 11,:1t<c!r l ~l . 
•t 
~lncJ11d.;: •:;~111 ~.h • 
V ln.r:lnde .-:sys/r:.ypc.-;. f.:. 
t lnr.l 1Jdc •:sys/-: ,n, ... . Ii:• 
11 !ncl11<'I•! ,....~y::;,~r :,1.: 

111 feet BSAF'r 
:; •.:ti. l e U_ALGORI'11-1.M . ~E':':?t::['I ••;hco.-;c:r l J 

&AH .. MUS .PMIDO~, 

; • 

I ' 

o, 

NOTE : ::i~t::<11..1~..- RSAREF' does11't export P._Generar:e~.andomBytes, we have r:o 
take e•u own ':rner:it.or here. u~e somEthing b<1:sed on NOS I.hat :=.l".ould 
b~ gee d =no•:<rh . ~Jo an.1,lysls o( the secur it;· ot r:h!.s g P.nAr~tot has been 
done. n:> ..,.c11 r,;r1r.y ~xpres!:Gd o: l.mpl led. ~tc . . 

~- Cr~at.e ,1 n<>w 1· -,11d:,,r11 n ·; m'oer a~nerz:i t.o:- . 
... !f r:v :a:~.!ec:i {:;. r><1~s<::d ln t.hen .i:. 1s •:a.ndumly ' !;C~ded. 
•.,. Few i:;y.<;t-';':)')S J.:1ve '~ood ways i: o do t:.hi:J. so w':! t..r·y to g i:! '; 
:; ext-ern:.11 lnl orm,11.Jor: !>P.~id'c'S j •J.:;t. r.h~ r. t me ot d:iy to 1J~P. -

F.tlCWonr:i,,xr: ~pw~_1· r•"'•l''""1.'cn-:extfr-:h::i.r- •ps~ed, ir.r. !:<?e!::.lenl 

tntc:::nnt-ext • •·:~ -
st.r·Jct: r-ln1~v ,:1 I 1;J:..r: 

srr1ct r:tn,er.011" 
ln t:. pld, ppl d; 
str-•lc:t:: st:-:,~ ! : . . d ~-~·. t-~'llp; 

If! fndet BfAF'F. 
1Jnsi9ncd ~r:..,~.Plen: 
R_D! CE'.S:' _•:T:-< ,'l l q,:,.s t • 

wendi r 

ex =- \RN:iC:.111•.~? xt-.•: .-.71. ! Lot.:fl, s!.zeof:P.r:Gcontex·.11: 
It l tdet BSAFE 

B_C reateAl 9ot l thmUbjcci: l&CY. • >r11g) ; 
8_Sc 1:A.lg~r I r.l-:tr1Int o (cx-:>rna, AI_MD5R;inrbm, I FQUJTEP.J O: ; 
B_R-1n d ? m ( n} r . ( •")( · ."!r,'), i : hn':JS<'!f, IJ): 

• ~la::c 
!1_U !.qo;::i,:; t-.1r,1 t; fs~Jlq~;:-:. DA_MDSl; 

#~mdif 

Ir I psee'.J 1 1 
lfifdct SSAFE 

11P.lS"2! 

R_~lqes~.or,n~r:~:11:.H9ec.i-., ?Seed , SP.~dlent • 
R __ ~!l:'l>i!!-.",Fl u~J U,rH.:Fist;, c::,c-;-zr:.,r:. e. 1,;;;r:.,1r:~len); 

•~ndi f 
I ~1$•! l 

.' • r;~t. ,:!;-Jr.1. f ·Jt $':!~din? t ~~ cien'! r.:it.o c- • / 
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gett!neo!d=.iy(&now. H-::l ; 
p!d -:: '1~tp1d( I ; 
ppld = gec.pp1d1 }; 
9tat(•tbln/!~" , &~;o;I; 
st~t 1 • ,'dev• , &dev J ; 
stat!• !r:mp•, ~~.:n::i1: 

111 fdef BSAF£ 
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S_Rar,dcmUpdar.e tcx- ::. rng, 1l11:.lo:-,ed chat·*J ,new, s lze1Jt1r.o-..,,) , OJ; B_fl:andomUpda '-P.(r·x->rng . •msi~ned :-:har .. l i:.pld. :; i zeof tp ~,.;:, :J); 
B_R;,,ndomUpdat.~(L:l< •:> rnq, ·msigned char") ~erp!d, ~ lzeotipt=:ltl1, •ll: B_RandomlJpdate iCX •> rng, unsignP.d char,: ~ls, s i 2 enf(ls1, t:-1; B_RandomUpd.,r,q/c:-; - >rng , •ins19ned char• I s.dev, :;lz.eu( l dP."✓), O!: 
B_f\::i.ndor.iUpd,lr~tcx->r~g. •insl1r.-ad cbtr• 1 Jit,mp, ~•. ll~of 1r.mp1, 1J:: 

R_0 190::stllpdar.er,<Jtges t:, !1m:l1cn~d •.:har•: &new, :; 1.:e-nt (newt J; 
R_Dlges t 1!pda Le (&dl9est, 1•msl. cjn ed char•) .c;. ; ld. Zetl f (:-'lld ll: 
R _Olgest.lrpdat.;i f&r:!lqes t. 11mslgned c!'vir· 1 s.pp~fi . 1;:.et:I ·crri:,11: -
R_Dlgesr:UprJ.l'tCl&dl~P.st, (1Jn:.lgn0d char•, li-l:i, st cot /l;;;:J; 
R_Digesr.llpdar.e(S.dl9~st, {Unsigr.ed char•) ~1~13'1, .s zP-ofldevJ!; R_Oigestllpdat.-e!,diqost., (•1r.siqned chac .. ) ;;t.mp, :'- 7.ent 1r.mp! I; 
R_D~ge.stFln<il /.i t..ll qes t: . t::c -;,, sr:~ t~, &st:.atel er.i: 

lend!! 
l 

return ~x; 

at.atlc vo l d Inc :·J:-i::;igm-i.d r:h~ r • ':>1Jf, 111 1. len : 
I 

lnt. carry " ;_1 : 

wnl le ( lenl ,· 
1 r (•h1JC .:. .:: 2551 

=ar'ry =- l: 
•buf• .. - O; 

► ~lse t 
*~uf :: • :-,,1( • l: 
h r ~~J,.; 

void f!NG_Gene r-'l t.uf!,mdo:nSyr:.~!i:IRNGCon-;~x t. ••·x, •Jr,.:o.iqr.":!"•l r:h~: --i• •J f, ,i: 1:•<if"lr.":'d J, ·111 I 
'1fdet BSAFE 

B_Generit"..l!N~r.dor.-ieyr.-e;.;1,:-x-:-.rnc;, h-:! , L~n. OJ; 
I else 

R_OIGEST_CTX dlger:t; 

While {lenJ I 

I 
tendl f 

l t {cx-:i.strear.'llen -:::: 0) r 

I 

R __ Olqes t. Jr1 lt:( &cl lgest, UA_MD 5l; 
R_Dlgesr:Update/1.dlgest, r.:x·>~r..atc, 16) ; 
ILD1gf-!sr.Ftnal I !.:i l q9st, ex-> s t rea1T1 , ~,x • :--,:i. • n~am l ~r• I ; 

/" Incremen~ st:a t e • / 
Im.:1~x->St:--l r.P.. l!i\; 

... tluf•• ,:-, •~X ·:> S '"~rC,l:'!11 -,"":)t" • :>SO:.t''?:"l?r.l er, I : 
!en -- : 
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llltde~ USAFE 
B_P~s r: 1·•lyA l ,;r) r l 1 .. hmOb1 e-::r. f ~ex- ► ~·ng I : 

-~nrUf 
m~mt1et:!~-x. r, ,;iiooftPtJGC"r:ini:,,.xr:1 i: 
~ t·~•~ (,.,:,:.I . 

152 
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• C'::ipyrJ9ht IC'J !9fl1 , 1993. 1994 
• The Rr?qen f s of tt1"" l'ntversJty o( C'al1tarnta. All clghl;.!; :-eserved. 

• PedlstrJht.1t\C1n ?nd ·1s@ i n ~oucc,e and blnary !ems, • ..,lth er wlthou,; • modl!lc~r.Jon, •H'? perndtted prov ided th~t the followlng ,:ondltlons • -s ee met: 
• \ . Redlstrlbutluns :: f ::.ource code must. reta in the above r.:npyri9ht nor:.lce, t.his :1st of condltions and tho following dlsclalmnr. • :.? . Redl!ltJ lllut.l ons Jn blnary torm mul'l.i: !'e~roduca thff above copyright not lee, th! s J J ,."; '". ct condltlone and ~-ha f0Uow1n9 disclaimer in the doc11mentatlo11 a 1:d/or nther materials provided with r..he clistribuHon . • l . All -1d\lQ'X'.:l~lng m~r.erials mentioning (ca.cures or 1sse o f t~!.s ::.nf1=...,are 

rn·.1st dlspl-1y tJ:ot? tollawlng ackno-wl edgement: 
This prod1Jc ... lr.cll:des software developed by th f! Un l•JArslr.y of 
Cu 11f •:n: n1.:i, Oer ►.e l ey ,'.1.nd its contdb1Jtor~. 

r ,1. r~..ilr.her r-h e 11-,rnn c( r:hf:!, Un!vcrs!r.y no[' che name5 o f lt:s cont:.rib•Jt.ors m-1.y b '"! •J so<l 1_,., H:u:!..,ts~ or promote pro diJc r:s c!c r1v~d fr(l :oi t:h i.9 ~cfr.w;,ar ~ wlt.hout spc c:l r"lt= ~rlc r wrlt.t~n penr,lsslon. 

"' 'll!IS SOf"'l\rli\ fiE IS E'FlOVIOED BY THE REGENTS AND CONTRJBUTOP.S ' 'AS TS'' AND • ANV EX.PR.ESS OR IMrt ,IEV WARRANTIES, JNCLUD!NG, BUT NOT LIMlTEO TO, 'l'HE - IMPI.!ED WA.RRAUTt r-:s :::r MERCttANTAlHLITY ANO FITNESS FOR A PARTICULAR PURPOSE • l\RE DI SC L\l"E!) . J N NO P.VENT SHALL THE RECENTS OP. CCNTRJBUTORS BE LIABl,£ • FOR ANY DIRECT, l UDlRECT, ItJCIDE!NT.t.r... SPECIAL, E~MPI.ARY, CR CONSEQUENT'!'AL • DAMACE:S !HlCLUDtri:;, ?>UT NOT LIMrTE:o 'I"J, PROCUREMENT OF SUBSTITUTE GOODS • OR SERVlC:'.S ; LOSS :1f USE, DATA, CR PROFlTS: OF. BUSINESS INT2RROPTIONJ 
• HOWEVE~ CAUSED AND ON ANY TH£0RY OF LlABfLITY, WHETHER IN CONTRACT, STRICT • LIABIL ITY , OP. 1':1~T (tNCt.UDHlG NEGLIGENCE OR OTHERWISE'} I.RISING l N Af'SY \'JAY .. OV'I' OP TI-!£ USF. ,.w 'llHS SOF'TWARE , EVEN IF ADVISED OF 'rnE pnssraILIT( OF '" nur.H D/JiA(; E'. 

tit d1.!linediLIBC.Sr;;r: s 1 b& !def1ned(l1nl 1 
s r.a.r.l~ .,._.h;i c- sc:c:~ldll -. •Q(llrc::r:td.c ~.J !De[k<3 ley l )/26/94 1

; •end!. f ;• L!BC secs -md nn-: 11nr-.... ! 

•lnc l. •Jdn •:sys /param.h-• 
#Incl 1!:.1e <.s y!'l /~ock0 r . . Ii, 
" ! nr.l• •.:1 "" .-:£ y,~/!'; t, ,J t .. h • 

Vlnr.-l11d•1 .-:n~ ... ir1Ql./!1;.!1• 
ll\nc:l11rt~ <-"iCJFl J ln<-!•. h ; • 

•lncl•Jde <s lgnaJ. h., 
V lnclude <fcntl .Iv 
tlnclud,e <netdh.t1:-. 
llnc:lude <un1st.d . h :-. 
tlncl ude ,.p-...-d.h > 
•tncl1Jde <errno.h:­
th1c lude <s t.dlo.h> 
lllncl1Jde cct.ype.!1 -> 
111ncl rJde <:e;.t rl. ng.h>­
•tnc:l ude • ss \ .ti• 
llincl•;de .. 1,;s ll1 b. 1t• 
ltfdcf S".l ! 
ttnc:lude -:h,:; ,_rJ nq. h :,. 
tP.ndif 

fif:j,af rm_S TPER Rtl P 
~h;\!' •.!'r rtJ11! I l •JI : 

c har • 
s~ rC!rcort lnt: ':!t n 
I 

sprlr,t. f! "lrrb•if. •'A.:j•, ~nl: 
r,;,,t-.•.1rnl•H tt••Jfl: 
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ex:c.ern int. rrcsv;:ior':. t '..nc. "'pe rt. ! ; 

SSLHand1e • 
SSL_Rc:rndfchar ,. •3!Jo s t, 

l:ir. rpoC':., 

it else 

lend! { 

char ... locu:;er, 
char •r~m, .. ~er, 
char: •r:rr,d. 
SSLHandle •*h2p, 
ir,t c:t Mat;efl,11.;i-;; 

stu1ct ~n scenr: ""!1p; 
strl.lr.t socr..iddr .. ~r. ,; ln, t r~,.,: 
fd_se:1: =,2,ads: 
I on<1 o / jJT"l~k: 
pld I pld; 
!.nt s. lpor r., ~~:n-:, ; 
char c; 
SSLHar.c:!1 ..... h, •1:2, "h:! ; 

pid -=- getpld{ l; 
hp = gi•t.hosc.byn;i,m~f• .:,,hr,sr: i ; 
l f 'hp -:: NULL} I 

(prinr.f ! sr.::dcn·, • :r:md: ~e 1.hosc.byn-'lm,;o , 'b::\n-. " ."\hr.~~ J ; return :01; 

*ahost := hp · >h_n;)t:1e : 
old!Msk : stgbloek(.;19;1131_,;J<(S;'.GllRG]); 
tar it. Jmo = 1. lporr. .,, TPPOft T_RP.SER-.rED • L: ,-) ( s .:: rresvport:(klpi.:t~.1; 

1 f Is < 01 ( 
l! ,Artno =- = F.AGAUH 

~1 se 

f ·.·a1<:IJ !pr- lntt (stderr. 
•:-cmd: ~ocket:: l\ll r,::irr . . ,; 1n ,1 :.; P ··. 1•1; 

(·~·vJ:dJtprl1,t.:.fisr:detr, · :·,:ind: :'nr:~-" t_ • i . ~\n " . 
f;'"~rerrcr<••rrr.:;11; 

1octl ,~,. SICCSPGP.P. pld): 

h = SSi.._·:"re,'lte ! 5. cre.ar;e fla;s); 
s in.::::l~_farnlly = hp-:--h_addrtype; 
memcpy{t.-sin.::.ln._addr, hp· >h_~dclr __ l1st[CJ, hp->h .. l~nq'".hl; s ln . sln_pc.rt = rpor i-. : 
lf (S"SL Cannec!"..!h, l.=::t:.r1.1cr, 50Ck -!t ddr ~1o;sln , ~~lzpn((Si:-ll I bre'3k; 
(VoidJclo.coel:<.!; 
tf (ennc =:: EADDRTNUSE) ! 

lport.--; 
::<;Jr,tin•J~: 

) 

1 t" (-ar·rr,c = ;:. ECIJNtlREFUSELJ '-.& t.l m:1 ,:.- 151 ( 
(voldlnl-e'ip!""lrr.cl: 
i:Imo .. = :! : 
ccnr. tu>1e: 

) 

1[ lh t,> • !>h __ ~ddr_l l;.r.Jtl t= ~nLLI ( 
Int u~rrr-.o = ~rrn..:> ; 
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lr1et_ntoa1s1n.sln_;idc::kl l; 
errno " oerrno; 
pert·crtOI; 
hp->h_;iddr_ ! 1 zt;..,.~; 

158 

memc;py(&:91t1 .s ln __ addr, hp - >h_addr _11 sr. IO I. hp->h_te-:i.gthl ; 
(voidlfprintffst.den, "'t'ryini;t is ... \n·. 

Lnet_nr-.r.;i (sin. sl n ___ nrldrl: : 
;;ontinue; 

·vold)fpclnt:f(stderr, ""\s: \s\n". tp- ::.h_n-!mA, !>t.r~rror(~rr~o)); 
:.; lq!'ler.rMSk foldm-1sk); 
r_.~ t.urr, 101; 

'. f i SSL.H-~ndshake(h, SSL_HANDSHAKE_hS_CLIENTl .,_. n J [ 
p~rrorf "SSL_ll<:md:Mnd~r.ake falled•1; 
("l•i'"(.• !J11d; 

Jpor-- -
1 t (h~p =• !l] ( 

I ~l~~ f 

;.:rJ.i:(! i:.:.. 1 l : 
l r:ot· t-.,. ;;; 

ct:o1r n•m( Bl; 
lnr. s2; 
int hm = sl::eof(fromJ; 
st:.r•.1-:.:t sockadcit_lt , hacksln: 
Int-. ;:;lnlen: 

It (s2 < C) 
goto bdd; 

X.Y.7. - :,;P.nd -l bind m':lss~9e r.o so=kd • 1 

:12->~reateFl::1gs & SSL_PROXi'_MASK ) ':: SSL_NO_PR<JXY ; 
ll ( S:~L_61:idih2, &OOcksln, dze::iflbcKslr.:. 

~~1n,!:ln_~.jdc-.s_cldc:lrl .:: :: i ( 
if { 1 h2->~:ick::;~'>direc!. II ~rrnu !- F.INVA~. 1 r 

perroc- ,·ssL_Rcm!'l::;s1 •. 51r,dt 1 • l: 
-closels2); 
q::ito bac!: 

p-ercor l • SSI.._P.cmd :SSl,_G~r:so::i<Jl;u1\~l I• I: 
r:lose /s:?l; 
qor::~ b.-1d; 

S5L_L1.ster. I h2, 1 l ; 
1·.-c Ld} ~pr lntf ln•lffi, ·\1J •, nr:ohs I b'iCksl 11. s1n_port:1 l ; 
if 1ss:._Wc-ice!h, n11m, strlen1m1m!--l) != s1.rl,;::in(n1Jm)•I! l 

(vold} !prln':( (scderr, 

' 

"cctnd: wrJt-e (setr:.lng 1!p sr:derr): ~R\n·, 
strerc:-o?:°(-errno: I: 

:voldlclo~<:?1s2l: 
gor;.o b:;id; 

FO_ZE?.~:~rcad::.I; 
FD .. SET{s, i,.,ceads1; 
FO_SET\~2 , .t;Ce=:!.dSI; 
"!rrno :: •J; 
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l f (s"'lec-tl12, "r'a?•:lld::, tl, C, 'J1 "'1 /1 •FO_lSSF'.T r~ .J. ,l..r''-''Hi•~I! , ! r !~rrno ! -= 01 

' 

!'/Old) r:prlntf (st:der:-, 
•rcmd, select. lse i:.r.tr;q- IJP :,;~,1~,r1: t:s'.n', !:tt"P.rrorlerruo):: 

\void) !prlnt:f (stdert, 
'"Z~ler.:-:.:1, protocol tall11rP. 111 :-: l1r:-1ii ~. :;•p:•1p •,:1 • 1 • ivo l::l)clo::et~21: 

'lOr-.~ bad: 

h] S!>l..Accepr.(t:.!. ( :;r:ruer. :.od:.,,ddr •11,(r:,:r, ... 1~:11; (valdJclv:;.,.t::2 ): 
If l•:',Jl 

1_V1)1d l !pclnr:.f :stdr,,rr, 
•rcmd: 'io C~epr:, l;s\n•, ::•. rrrro 1· • --rrn,-,! •; lpo;r. = !): 

,,l)r.o h ;..i ,:i; 

•h2p = '.1 ~; 
from.!>ln_pcrt. :: nr.ohs l (u_short l !rc:m.sl~_porr J; lf I ' !h)•>f;OCks->dlrect) && 

J 

1rrc:n.sln_r:cimtly != l\.i?_fNET 11 
t rom. sin _port. ,, .,,. I PPORT _RESERVED I I rrnm.sin_rort -: IPPORT_RESERVE:D ! .!I I ! t ·.·o Id) [pr lnt~ (::.td~c r, 

4 Socket, 2: pr-otocol f.11l11rr> lr1 1· lr : 11i1 ;; ~11ir, , n•1; qi,to b,1d2 • 

l ff SS[,.j--landsh.:ik:e (b 1, sst._HA.NDSHAKE _fa S_CL l EfITJ l I p e rr:irf 4 SSL_F<1"lTld:,n~rJqn hanc!sh,ib! t 1 i l o-!d- ) : gn r:.o h-H.l'.!: 

!vold) SS(._Wrlt-,,e (I., :oc:•,ser, s r.rJeh f lo c•1ser I• I) : lvoidlSSL __ Wrft12[h, CP.m1i:;er, ;tdentr-em1.1s~r1 ,: 1; tvaidlSSL_Wdt~(ti , , :rr.d, ::;r. rlent:::ri,d)d) • If :ss:. Re<H! {t,. & c . 11 ! = 11 
1-..1:::ddl fpr::ir_r r~t:do?""r. 

"rcr.d : l!'": 't._s\ri", '".:iho s i:, ~1.rerrur(<:!rrncll : 

I 
lf (:: ! '- •JI ( 

whill, t SSL_Re.idil'",, i.(:. 11 ,,..,, 11 ·, 
(votcl)wT1te[ S'T'DERR_FILENO, !:t1:. t:; 
i ~ {t: - "!' , \ :,' ! 

::Jlgsotm,i s k r o!dmc1s:I: f : 
r-e':.qr:, lhl ; 

It I l porr:t 

hre-1.k; 

!YolC.j c lQ~•dh"t :...tdl : 

{Yold)closefs); 
n igser-.mask ! ol drr.~sk) ; 
rei:•Jrn ( 0 1; 
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,. 
•• CopyrJght (r:=) 19 '}~. :-Jctsc,spe Cclllllun1cc1tlon.s corporation. All rlghts 
•• reserved. Thls 'JS@ of this Sec1Jr-e Sacket.s Layer Reforence 
•• Implemflnt:ation It-he • so f tware·) 1s gov,erned hy the t.erms of t.he SSL. 
,..,. Reference lmpl11mentati cn t..lcense Agreement. Pl ease r ead the 
•• a:::cnmpanying •t, l::ense• file for a description ot the t"ights grantP.d . 
.,. Any ct.her ".hird ~arty rMterials you u::ie with r.hls So(t.ware may b":! 
•• subject to additional l icense rest.rlctions from the Ucenso:-::: o! such 
... thlrd party software and/or additional e)(l)ort restrlct.lons. The SSL 
•• fmplern entatlon Li::::emu~ A(,lreemcnt gran~s y01.1 no :-lghts l';!l any s1!ch 
.... t;hir:.i p'lrt:y m.:1 ~c rl;:il . . , 
t lncl •1de •~!il I lb.I." 

·~t.r11r.r: rKCSSY.eys1-.r 
•in~lg:ned :..=hac ~-eylRI: 
•m:;lgr,ed c:h,u s-1 lt !SJ!: 
11nsl9ned chnr 1•.•191: 
1111: I t:erationt:()•mt.; 

,. 
G1,mP.r~te a DES key ,.::sin9 PKCS5 

N:t.'S!iK"!V .. PP'.CSS r;,=,n .,. t~i:. cl-tl'.!y(1:!'l >1r •p-.., , ct-.ar ·sal. t, lllt. I r:.er.ii. tlor.C01Jntl 
I 

f'KCSSKe,y *k ; 
•mslgned hashlen.; 
1..:nsJ9mid ~h ar l:':1.sh ! In 1 : 
MDC on t.ext: .. rn,1; 
I nt 1. : 

k-= (PKCSSKey•J c-:i.ll oc( l, sl"ZeoflPKCSSK~y)); 
k->lt.ECi'.1. t. lon!.'O'Jtit = i t.g r:i,~ lunCc •m':.; 
m~mcpy lk->s;ilt:. s~ JI., 9 i; 

I"' ,_;*r.erate k<.:i'{ ;ir.d ~•J -elS p er FKCS5 • , 
f,:.r ;~ "'0: l .- lt:'!r~i:. l onC01Jnr:. ; l•+J I 

md ;; ttt)_r~ t •.!•tr:. f'tCnnr "" xt. 1 SSL_MUS 1 : 
1 C ( I := •JI i 

MD ... IJr,~at:e(rn::t , p:.1, ~tclo:-mlpw} I: 
HD .. Up<inr.,,.(rnrJ, Y. ··• f; .1.lt:, :;1 zeo( lk->:1,1.lt:J J; 

; -=ile;e-: 
MO.llpd-" l:~(rnd, h.-lr,h, h•rnh:..o:!nJ; 

) 
MD_Flnal \md, ha ~h , &-ha~hLenl: 
HO_~est: r oy:.;-=,c1t::P.x •. !md ) ; 

r:iemcpylk->k<t'l", has:h, ~i zeof{k >key)); 
rnemcpylY.>>lV, !,~Sh•Ji, r: 1Zl?Qflk -> 1VI I ; 

1,'tJld ?K:S5 _u=s trcyl<e.y( PKC'S5K~y ""kEiy) 
I 

,. 
• J 

memsetfk1,>cy, 11 , ~lz.eofiPY.GSS Ke~•l l; 
trne( key!; 

vn l d H'.•:~~-~n..-:r;·F: ~ !N:CSSKC'! '"l':':'!y, •.1nslgned chat '" :l·Jt, •~r,s i r:Jned •Q•tt:l~n. 
•m s1or,•?j ::h·H •~ n . ·in!llqned ~nl@n) 
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1Jnslgned pnrt: 
un!l1gned ch~r t '.na.1(111: 

while l! n len >= I= } 1 
ae:s~E11cryrr. (d,~s. c,,11;. . i.;,;,r'., 1:1. B): 
ln .. "' .:;; 
o•J'". • = i!; 
l nl -in • -e H • 

rnemcpy! fl:-i ;i. L !n. lnl •?r.f: 
memser:(tln"1l .. )nl..,n, ~-lnlcn. ;i !n! ~nl: 
DES __ Encryptldes, u 11t., <. p,1 rr:, fliv1i, ',t; 
DES_D~s t. roy<:onr.ex r: t d>ls ! : 

•• Decryp t. ~ 't: l ocY. •:> t d a r,.,. •1sin9 PK:ss :;t.yl':? P.rirrvc'"-~o:-i ·r 
void PJ<r.ss_cecrypr:.f f'KCS~Key " kP. V, •.1:-1sl gned c har • 011 r. , 1Jrt$l9n-=d •.-.,:i: .... :1 , 

•m5lgr,P.d r.r.~r • I n, ,m s l::mect lnlent 

OESContelC':: •does; 
·Jn~lgned i:n ddinq, pan: 

des ,:; OES_Createt:011 t.e xU~ev-~•k~y, i-.ey-->lv, u 1; 
DES_Decryp,: !de~ . l'.l'lt, r.i1"1r1. , lr, , lr.l l'-lnl : 
OES_O~.::;tr oyC ontex:f •:le s11 

paddlng ,;,Jt.JpA:t-11: 
• 0 11t.l e n ::. lnlen IM,dd1ri:J; 

•• Gene:::ate f;f-'.fl ,..nccd~d ..... ::'( irifcrm;ir:~c-n 
·1 
vo i d PKCSS _':-:n:::od,-u rr.c- :;",!f~y •1-:~y. :.:1 ~d c,1n~rt ".'h~t ••~11tp , •u ,siq11 r.d '"l · i:,p 1 

qnsigned c:111 r ,.~;iJt., •~~: 
uns19 n<:?d srJ l•.J e1,, ic:~:, ; 

OER _Encorl.uS': :-{&;alt., '(i:,'llt l en . DER _O!:TI:T_ $'rP. lNG, k~y -:- sd.11., ,,: ; DER_Encode[nt.f& le, S.lclcm, DER _H,.'TEGEP., f:"!y ;. ! i-,..ra t lonC.:ci 1111r::) ; 
DER. EncodeSeqtb•1fr=, hmp, O. ::; ,)l•., !.;i. 1':l ~:'l, le, !d•m. ,) , !t!: 

frce( s.a lt.1 : 
fc-~e{ lei; 

164 
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fdetJne SOCKS .FILE; • /Ctc/Got:k~ .~nnf• 
•d~fin~ VEF .sncKr rrm: Ulll!J 

• :C•>Cl.:'~ prl'.'':o~-,1 -t~!ir.• i :> 
·1 

111r~"r1" ... :-,pcr.s vr.11:; r,,u 

trfoflr:.~ 50C~5 c our:F.L .. ·:· 
1:11:(ln~ SOCKS_n1 ~m 

Md~f I 1n.t .:;oCKS_REStJLT ·?O 
•def 1 no SilCKS l'Al L ~ 1 

166 

Vdefln1:: SOCKS_NO rn::wm 92 1• Failed c.:::i connect to Identd on ::I lent :r.achlne • 1 
VrlP.{ln'? SOCKS_OAD .l'J >• 1 !:ltcnr.•~ tden~<l repon:ed 't dlUeceni; •lsec-ld • t 

ll d <>tlne MAKE_ IN_Af);)J;1a , t,.r.,d1 \ 
"'"'nll! l.:.i. l •·•: / .ti I Il l"- ! <.-: 1~: ! flcJ ,:.-: Al I (d)J 

·-· I_ r 'lC r.. S .):::ksCOII f I I <>m:; ~::: I 
·: h:u dtr~-:-r. ; 
•1n !-d ,; !i~d l ◊n'l d -~•ld t : 
Jnslq.-.•~•1 \ •,r1., r:rn:1r.-: : 
l:"lt op; 
·1:1slgned shr.irt p:.-rt.: 
5·~c:',::-.C:m( I t. ~1, • r.•"'!X"'. : 

Vdl•l ~s [or op. ,;:;,;(.] ·,... ti,'!n p~rslno the pcrr. f.i~.!.d of t.he ,;:o:,f file .. / 
tdetine OP LESS 1 • 
I def 1 nP. OP _EQLIAL 
ldef1ne OP . t.EQUAL 
Idell ne OP _GREA':'F.P 
idRflne OP_NDTEQLl,\I, 
ldP.Cl:10 OP_GECUP.l, 
W:d~fl:1,t :)P.ALWAV S 

static u:,slgnell lnr,-g ,:,11rH0 Ct: 
i " •-he 11st of .1ll unt.rles frc:m t.he SOCK[: crmfi'] tll!? 
,,,._?.ir11· C-:,.lcksCcnfI'·~ln ~,:,,1_r.,:11::-k::;_i::m!::; 

lr.t 
-: r I ,. • ... ;i• ."-'!~~o:--:1-'. ~ 111 tc I £S:..H:uirl 1 ~ • t. l 

1h •>~oc:l-::; 1 , 
1 " ,\ I r,:, -!. ·J't h u-=n f!on '-'I 
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:-eturn o • 

si ::- fSSLSock.~Info• i C"d~ lor.ll ,sl 2~o( IS$ LS0c k!;I n fa 1 J ; 
1f fsl) f 

h->SOck::: = ~i; 
1 [ I I h ->crea ~eFl .:J ca. & ,:.;.:;1. . P:1.0 XY _MASI-: : - :: SSL .. Nr:i .r-.::.: 1:X'f ~l - >Ui rec•_ =- l 

ret1Jrn ii: 

rec.urn l: 

ss l . CopySoc- k r,;tnlr:t Sf. l,l l,"1: 1•Jlo.1 ~11, ~Sl.H"lr::1 : <> •,,til 
I 

ft[de[ _r:plusp l •in 
oh = oh; 

icnd 1! 
rv = ssl_Cr '),'ltASnd: s in! o (hJ : 

lftrv<Dlf 
retu rn(cvl; 

menies::iylh·>~;oci-:~, oh - ::-sccF.s, ~;l7.entf :r; SLSock s I:1tol I; 

re t urn r v ; 

void 
ssl _Dest roySo ck s lnf o ( SSLS'(.•t: Y. sln~o .. ~ : l 
I 

U t si ) I 
frec !r-; 11: 

static lnt 
Get.Ou rHost:.I vr, IC I 
I 

t • 

char r.arric I 1or.J; 
str1Jct h ::>st:oP.nr-. •h;i; 

geo:hon t.name (n=e , :'>1 :eo[fn-'lme ) J : 
hp : getho!'. t.: bym i.ma i n,1mei: 
l f (hp } ~ 

ourHo8.I': - .. (1Jn.:Jiqr.~ d lnn9 •; hp- :> h _.; ddr : 
I ol ae { 

f 

/' Total lossag~! • f 
r P.tucn • 1; 

retUth O: 

168 

... Set:up de !au: -: Sock.!:: Contit.Pm lls t. .=rn t ha;i.t. loopb;i::: !-: i~ direct, t. ::1 :. n:.1 :. ' " 11,, .. •• s a tne subnet ; 'I r.1oddC ':!: !:-C. -1 re <l irer; t:, '"!V e ry tti~ri"J ~ ~ SP.- 'l~e~ ,.;n: :kd ·1 
et.ar;ic V O Ld 
Bui ldDeta1JJ r.Cori tLl~t, (Vo I :J) 
I 

SocksC01L!Itern -- :: 1; 
SocksCo n t l tP.m ~•lp: 
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t • Put lor,pb-"Jck onto dJrecr. 11st • ; 
lp : 'i5sl_su•;k:s_r:onts; 
:: 1 -: (SocksCnnfite:m'"I 0.1. l l ocll.st?.eof (!;m;kst..:ontrtem.)J: 
1 f I !cl 1 ! 

) 
-::i :-dlrect. t: 
cl ;,daddr = l"!AKE_I:l_ADDR I 127 , U. 0, l 1: 
r.l >dt'l.-'l3k = MA.KE . rtl .AIJDR ! 2"i C, ,25~.255, 2~5 J ; 
r.1- ><JIJ = •>1'_.,A.l.WAY:=-: 
• 1~ ~ cl ; 
lp ~ &ci- ... 11e;,;r;; 

?-It -:>•Jr h<:1 s t.s' s :::: •.:bner;. •.Jn r.~ dlrect. li st " / 
,:;I .,._ {Sor.ksConf(':.~m'"l r:-1.llocll,stzeot{Sod:::.:; 1;0nfit:cm1l; 
'.f (!r:1) -: 

[~'-•Jrt• : 

cl - >direct. "' I; 
c1- >diiddr - ht.onl ( (ntohl:ourHostJ le -Oxtfl \ Oxf!); 
ci-':-dm,19k = MAKE'~IN_,A.f)DR(2S5,~'.:5,255,0I: 
r.1->0 p ':: OP . .ALWAYS : 
"lp =- ,_• J; 

lp .: Ji.c! • :-11<:?x':. ; 

, .. Everyr.hlng el.s-e goes to sockd "/ 
c l : 1Sor.k~C'(l n f [tem•J <>llJocl 1. s~ze:Jf CSoc:ksCo:-ifllP.:n) I: 
if l!dl i 

I 
::J->daddt - MAKE_IfJ_ADDP.{2S S,25.5,255, 25 5:; 
::J - :-\~ I,) = OP j , LWA..Y-S ; 
• lp = =~ l; 

~ r. ~t; I c I i ,~ 
Ftll'.Jmnri-Lit;••r.-:h:H .. ,-1:, 1·h-1r ~--H~V. '. r. r: P -' X-'trqc ) 

' lnt ,H:::ir. - i:; 
~h.ar "~·"l'/q : 
e h~r ::t\ : 

,-p, 
ro:- (; i<h - • •= t1l ! - tl; c:p .... J l 

1:ch::,-•.-•11: :-.::~-:::'\n'I! C 
/ "' Dow,! 
brP~k : 

I 
if i e!h == ' :' I I 

I 
:. f ( (ct. -'• • ') / l (ch -=: '\ r: •) l 1 

1 • Se par-1.1:or. SP.e l f ~ t ~f:'P"Jrar:ed ;myt~ing •; 
If (,::, - 5-'lVA ::-, .:II I 

.,. -. Put.,) n1Jll -:1t. r.r.e end nf t:"", ':! w,n<l •1 
~ r-p -:: •); 
a rg::: ...... : 
--~rg\'•• -= save; 
l f f-a-r;gc -:c • U,CX"\C'9C) I 

n!!l:•..;cn -1r-;11; : 

cp ... I; 

170 
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J 
1f lq> • savf! ::- 1J : ( 

•c:p : 0; 
3rgc .. +; 

"arcr✓ = 

J• Y.XY. ill'=~ addr':' • ; 
s tat!-= ~har - ,. 
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Con•;,e:,.one(ch:H • t:p, un3l911ej ct, .:u '"' :-VpJ I 
ch;ir .. !: :: SLrchr!cp, '. '); 
if I s) i 

.. ~ ,: -J; 
} 

•rvp = l\':"ol (cpJ 5, Oxtt: 
return s ., s• 1 cp: 

172 

Convert a11 asci ! string !nee. ~d~re~::; Jnt.c an ln1:.~9~r r epr"tsent:.,1 1.ion •1 
scat.le unst c:med long 
ConvertAddr I char '"'but l 
{ 

,. 

unsigned char bO, bl, b2, CJ; 
U!'lS l gned l o:19 addr; 

hut = ConvertOnefbut, Nb0): 
b1t! :: Convc:-tOne ( buL &bU: 
but = Conve n.On<!(but'. &b2); 
but -=- Conv~rt-unelhuf, &b}:: 
addr = (bO <·~ 24.J I {bl<-.: Hil '. ib2 << e1 I b:i; return hLonl t a ddrl: 

" Read. t.h"! so•.;Ks cont1o'.l:-o.tlon !lle 

static int 
ReadConfFl I e !Vo ld '.1 
I 

int r·.,,. 

rv = Get..OurH,::,st: 11 ; 
I f (r-,1 < OJ I 

t c ~.•Jrn -1: 

Soc~:.c:mfJte:r •c1: 
Suck~ConfI·. sm •~l p : 

~~~~ =~~-i-: := ~f·(f.S_Fll-!:: .' 
1:-.~ nr, d\r,;>·;L p -) 1· 1 • Jin-etforl:~r ~ ..:: 

(f.-: f C {><!rll~ llP, •:•; , 
i[ l!fI=) I 

P.ul ldOef":1'.d t.Cr~1d!. i s~ (: ; 
r -=: r- :ru I..'; 
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1• P-lt.:><: c:cnf1;:i t11e .-!rr,l generar.e courJg ite:n llsr: "'/ 
lp -: .&ssJ _sc~k.=:: _eonr s : 
fo1 I:; I l. 

char buf ! 1000 I; 
c-har • s , ";i,:-qv(lL) I ; 
lnr. a::gc : -

s ~ fq ?. :.s(buf, :;lzeot:(buf:. lpl: 
Jf ~ ! !;j i 

break; 

l lneN1Jrr.be!"•• : 
:,r-;,:: ,.. Fra9mern:Lir.~lb1.tf, ar-g•:. 1-'.il: 
!! (arc•=< 3J ( 

J 

j ! . targ~ == 01 -: 
,,. must be ;,, comrnent/enp,:.~• line • i 
:::mi:.lni..ie: 

fp~kttl s tderr. •~s:id: bad conf!.g llne\n", 
r ! IP, line:!'lumbGr): 

~cnt.inue ; 

if (;:,t.rcrnplargvlCJJ, ·c~rec:r:•1 == O} 
direcL = l; 

1 else if (strcmp(a::-gvl ::11, • sockd", == 0) ! 
dlre::::r~ = C; 

I else \ 
!or1r.trr s t.derr. "\s: l d , b3d command: \•\$\• \ n•. 

tl1P., lineN•.1mb"u, argv!OI): 
cont.in•Je: 

/" Loo): for pert. ~pe::- .. / 
-:ip - OP_ALWAYS; 
J f l;;tl' tf:.: ::,. 4) { 

Jf :~t:-:cmpjargvf.)J , "!t·; == 0 ·1 
op "' OP_LESS; 

els!:! if (strcrr.pfa :-gvl3J. •eq•l ,,,,,, 0) 
op = OP_E:QUAL; 

i ~ ~!;e 1f (sr.rcmp (a.rgv{j l, "lF" I == 0) i 
.lI'.= = O?_LEQUAL; 

1 e ls-= lf [strcmptargvlJ J . •91;• ) =-:: OJ I 
op : OP _GRE:ATEP.; 

) ~lse lt (st.r::mp1a:-qv[Jj , •ns:;·1 == 0) i 
op = OP _UOTEQUAL; 

i eise l! tstrcmp(argvl~J. •-ge:•1 ::- OJ ( 
op: = OP _GEQUAL; 

1 '=I lse ( 

174 

tpr ! nt.fist'3~rr , •ts:ld: bad co:nporis('IO op: \•\s \ •\n•, 
f il'=, l lneNwnber, a:-gvlJJ); 

:"::Jr.i:.ir.1J'=: 

ci =- ; .::ocks:: C: nufJ.i: anr'": ::.;;:~o;;,;::il,sizeotJ.Soeks~(,Jt1!rr:.P..m) J ; 
If 1!,:-iJ I 

c:rc.;il-:· 

;,.::!i :'et"': - di r~ :: '. : 
:>d~d ".: ~ - Conv~ r r.Addr 1;:.rg•:l lJ l; 

l ... dma :f,- = 1: onv~rr:Adrl r 1 <1 n:r; { ~ I 1 : 
1 :-op .:. op : 
i->p :- r i: - po r·t ; ,~ :;- •.'..: ; 
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it {ls!:l_s~~"=~-=or,fs) ! 
t • E:mpr.y fil~. Flx lt !"or t·'1ic- •J~~r •! B•J ~ ldD•~ f ~•-"1 ~.1·r:•11 fLbil. I 

176 

, .. XXX - wny Co WP. heed r:.h-e handJ I" '? .. .' t;tatlc int 
ChooseA::idr~.:. s {SSU-!and! .a "'h , ~t.ru-::r-. scct-:'ldrJr in ~:::lltf':C't) I 

t• 

un5lgned lo:1r, dstJ,cicir; 
unr.igned s."'1ort: dstPo r ': ; 
SocksConfI>:-2m •cJ: 
l nt r·., ; 

lf 1 !gi;; l _ sor.ks_conts) ( 
r.· :c l'\c,1d•::onfF ! le{); 
1f !rv) ( 

1ei:.1Jrn rv; 

/* 
Sean :;o:::kz: conf!g lr.f:o and loo~ for a dl r~ct" rnatr:h e.t ~ fore~ ':e> 

..... u ~,;, the sockd. Bc1J l on lirr. ': h i t. •; 
d9tAddr = dire::: t-:>-sln_addr , !;_a:idt; dstPort ~ ntohs (dlre:::t->sin_po.rt J: c l = ssl _ socr:-"_con(s; 
·,1hlle !::iJ l 

~[ ltc i - >d addi: & cl-::--dm?.: s k; 
int i:,o: tMar..ch; 
:;.wi te":.h te.!->op,1 < 

ca s P- OP _LESS : 
casn OP _E:QUAL., 
case or _LEQtrkL : 
cas e O[I _.GREATER, 
ca!Se OP _NOTEOUA.:. : 
cas e OP _GEQUAL : 
c as e OF JL\"IAYS: 

J 
1 t :poctl-:fa ": ctd ( 

pcrtMac.r.r. = ds~.l-'cr-.: ..:; ci-:.port. ; i:lreak; port.M<1tch = ds:1-·orr# ,;;;; cl-:-porr. : bt'eiik : portHatct. = d~cPcrr. <~ c1->por i: ; break: po:-U•1atch ::- dstPort '> cl-'>-port: trea:-;; portMaT".~h - cl:,;t.Port !a: cl->po~t: hreak ; portHat<::h = ds r. ?:rt :• =- c;j ->pcrr-; hreijY. • por-tr.a:=h :. 1; t-,reak ; 

re r. ur:-:i ci '> rll rect. : 

"''"' Flnd i;:ort t and hos r.. r cf !:iOck ::; daem-:ir, . l)S':! ln~ :: i n Ii ;,~od~ ~ ~: r.r 1Jr; r 
,... wher. valld l f n-:,t. ·.•al i d, r.ry ~. ,.: t l~:plt~ lo: -1 1:. 0•11 • I 
stat1 !: i n t. 
f iidDaP.:i.on i SSL}i'l;ndl.<: •ti, sr.r11cr. ::; o:--.:.:. '3 rl d r i ·1 --1: 11 ~ 1 I 

SSLS:,,ct~!iln1c:. " ~ i • 
un~lgn~d sh:irr. pnP. : 
un.;lgned l on9 11::>~·.t; 
s: tru ::: ,_ hcs-:e;,t. •1t~n r • 
ch;\r •r.o s ·.:-,--uu .. ~: 
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, .. For now. as$un1t'! w:: a r~ using t.ltt;'! St.n:ks daemon • ( ho!"lt: = sl · >~nckdHos t. ; 
per'" = !d • ··:;:.,:-:kdPor '.; 
1 I : !pC11 t. l I 

s tatit: ch,u: f.irs-;Tim ? -:e _, 
st.atl:: u:;!',lqr.e •i shor -: sockdPorr-: 

If fUr:ir:.Tlm~J l 
sr.r•1~t server.': '"'~p : 

{!.: st'flme :: 0: 
sp -=- gP.tse:vby 11 ame 1 • soc:"I<~ • , '"t.q:•• I ; 
i ~ Jsp: f 

fi 'Jc~dPuct:. - ~p·~~s~of': 

1 f I I por t \ I 
p o rt CEF' S!lCY. D_POrrl'· 

I 
If lho r:t:. -= C>l I 

1 f ( host.name = getenv{ "SOCKS_HOST• I l ; h~n t = getnos r.bynarngjhostnarna; ; 
! ! ( hent ) ( 

host = "'( 1Jnsi gned long • J henP:.->h_addr_l i s t.{OJ; l \:! lf. c \ 
~:-rno = EI NV/,L; 

I 
I fl l si' 

t• XX:< - i s ~hex-e -1. better -.ra y? 
ernm = E.:NVAL: 
rei:.1u.11 • l : 

/ · We ),;no;.,, t.t~ lp a ddr ot r:hP socks Sl?!"',:("! r •/ :)•Jt.• ;,,:sln_taml ly = AF_lNE'!'; 
u•.J?:.•>sin_port = ht.cmslportl : 
c-'.l•.-::.sln_r1d:1r .s_addr::: hos·~ ; 

st ::,, -::..:. =-: ln '-

178 

S;i y:1e l l c ,sSL!i i!nCJ e ·ti. lnr-. ;:md, st.r•.1cr: s oc:k~dd:-_1n -t s.::\, cha: "'uset) I 
lrn: rv, l er.: 
1Jnslgned c hi't r ::ns g{ Pl: 
1ms.l gned short . port: 
1Jn ;::. lg11e <1 lonq h.,:.;': ; 

/ · :::;-:nd d~:r_ rness-1-:1~ te> ~oc:k t 
a=:::.:r1. = sa • >-~1j r._por i:. ; 
t,v~~ i: s a, ~>:;j tl _ l'.ld~I . s_~dd:- • 
magiOJ - :,~i~• fS_'.'ER .5 H ,rJ: 
ms:1 111 :: ord : 
melll :py t nr,sg•L. !,po [ _-., ~ ! : 
r.1¥m,c-ry1rrsu- -1 . &h:1$1., ./11 ; 
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rv ::- S_Wr1ti:?fh->td. ms:g, .si 2cof(m !=:g)l: If ( rv < OJ ( 
9oto io_errc ~ 

,1 • $end s:c-us e r m~s sag~ ·0 s:ict..:J • ; 
l ~n - :; tclen (user 1•l : 
rv = S_Wrii:.e( h -> fd, lcri; • 
If 1r-.• "'· 0) I 

9 ::: to lo_e trnr; 

1.-,_error: 
re tu :- :-, -1 : 

:. ::.a ti c- in: 
G<=!t:,~:{SSLHandl e --~ ) 
( 

•.ms t ~n~d ~l:ar rnsg I '1 I, cmC: 

S_R <:?adlh- >fd, m~g. S! z;e of (msg} ;: 
cmd ::: rnsgflJ: 
mein::pyf&h->socks•>destPort., msg • 2, 2} , 
memcpyl&h->socks-:>destHost, ms ,:p4 , 4 ); 

; -. Check ztutus bac~: tror:i sockd • / 
sw l tch (cmd } l 

C<l SI:: SOCF: S_FAIL : 
cas e socr.s_NO_IDENTD : 
case SOCKS_ BAP_I O '. 

/.,, XXX - ls there a bet ter \l.'o~'! •; 
er rr.o = ECOtu-:RETUSEn; 
r etur n • l: 

de fo, •;.l t; 
breat: : 

re:turn :: ; 

1• BSDI ain't got no -::'Jse:ldil 
H(de :" _386BSJ_ 
fincl•1de <pwd.h;-
=h-1r "bsdi _cuserldichar • ti1 

' 

I 

ii '.!t:) return pw ? pw->p;..r __ n;im':' NULL ; 

1 f ( ! p\l.· i I ! p w- :.pw_n-:11!'1-i 1 
b!O; - '\0' 

e l se 
strcpy f b, pw->pw_nam~I: 

retur n b; 

• ~ndi f 

l:1t 
s.s r._ :: -:.r.r: e-c·. : ss LH.:iri::ll•-.• ~ii. ~o~.:: • v-:,i.J ~:~'I . .i11•. ~i -".1<?1: : 

s :: r-..ir.r. sock ad di _ r. c.~ err.:.m. •.~!~-. 

180 
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• ~ f ·:l~l _1'.'p1usplus 
s .:i l e?1 = sa ll-':• 
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swl t;.C h ( h->c:rear;.eF1ngs & f.:iL_PROXY_f,Lb.SJ-: I 
c a~~ SSL_ t-,;r_:_?ROXY: 

! ' dl T~?(.0 1. CCTlll.:!.C'"'. 
d i r~cr. = : ; 
brenr.: 

:: ::.1 s"' ss~._Prl.OXY: 
;• do ;,,,f>: :alk 1..c ~eek:'!/ "! 
dlr,.•::- ·. -: c:'\oos(;!Addt!:!S:;fh , Cs t.r·.1::::r;. :;. or.kadd r _ln"J sc:.): breal-: ; 

<.: e1 :=: r:- SSI,_ SE::'...:P.F._PROXY : 
1• t:o lk ~.,:, ss ld • / 
b.te~ t-:: 

d~!.:i.ult.: 
bre;;i~ . 

1 f {dire:: p. J t 
sip - (sr. c:uct. ~ccl<addr_in" ) sa: 
h->socks- >:=i re:::t_. = 1; 

) else 1 
/ " F'igur<= Ln.:.t wl'tere tlce socktl is • ; 
rv ·, FlndDaF.rnon{h, &daemon!; 
: f t rv~ 

ret:•Jr-n -1: 

s ip "' ,daemon: 
h-:>socks ;.diC<;!~t ::, O; 

1• .;:r:empt t I rc,.t conne::t:!on •; 
rv = c onnP.::t i i. - > C-:i, t s t.ru::.t sc::k.addr*1sip, sizeoft•slpJ): 1!" Irv ~· OJ ( 

r ,::, r. •J: :-1 r .;; 

: r t.clklri=t •.1·, socY.d, rto handsha)t.~ .. / 
l t • !dl rfa!c:.1 1 

l .. Find u:i-!"t ..,: 
t l f:::l "c:f . _31;1 68Se_ 

•l~'=!r bsdl_~•.1s e-rld{O /: 

S-::1d uut rnes $ :tQI! t('J it • / 

182 

-:,: ..,. Say~ ?. ! !0 1t:. SorKS_CONNECT. i sr.ruct sar:kaddr_ili*I Si:!, user); i ! i r- v l i 
r i->t1.1rn 

_.· ., (: ::;, ': t.hv rP.p!y .. • 
!',' : 1.:-.,i.[ir,rjJ,1: 

Irv : I 
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int 
SSL_a1nd(SSLH~t:dl e • h, COIISt veld •s;,,., ln,: sal~;. , 10110 d~·:ho ..::; t; ' 

SS L.Sockslnto '"si.-
Jno: rv , diu!'::t;.; 
o::t '..!Ct sockildclr _ iu da P-m::i:,: 
cha r· ••1ser; 
s tru::: t so-::ka:::!d r_lu d~i:.: 

d8t.sJr._fomily ;: AF_n:ET; 
dst:.. sln_addr. s_ a dd:- - ds>;.hl) ::; t; 
d~t.s lr1_po r r:. ~ C•: 

lf ( ( l",->cre,1teFlags !i: G.SL_PROXY_ MA SK J 
!" P t gute out \oo'her-2 tc conn~cr. :.o '"" / 
rv :;:; f'indDacrnon•: :,, &daemon :-; 
it (rv) { 

return -1; 
I 
direct-= Choosel\ddte9~{t;, &dst): I P.lse f 
F' don't even t.Iy ,-:;eeks proxy • / 
direct = 1; 

i:'. !di rect) ( 
h ->socks->direct = 1; 
rv = blndlh->fd, ,~.truc i:. so-::kaddr•) s a, oalenJ; merncpy(&-h·•~socks• >b lndAddr , s a . !:lzeaf{S':.t"".Jcr so~Kaddr_1n l l : I elsR l 
h ->snck.s•>direc t_ = ll; 

184 

/"" F1r.:.t. connect tc soc>-:~ d:1emon. ASYtlC c:lnne:-:i:.s m•.1.:-e be di.:;ab!Hd! r.-v -= connect (t- ,.,. td , {:::.t.r1J=t .sr.i~~3::l.dr'"')hdaernon, slzeof 10:t~moni) ; i ~ ! t V <. 0 ] { 
return rv: 

Plnd ,,1sc r ,. / 
~lfdef _386BS:1_ 

t else 

icndl f 

use .t· ; bs dl_c•.1~er!d[fll; 

! ~ l!use: I ~ 
ercr10 :. EI?NJ1L; 

S<:nd messaae tJ sockd ~ / 
rv - Sc1yHel1o{t,. 50CKS_BIND , &.ds•,, 1.J$cr ,•; if 1rv) ,· 

r P.': •.1 :- 11 r.•: 

/* Gai:.l:~r •.1:.· bl:-.r! re~pc,r.-,; -? f:- on, ,-;n=J.:d • ; 
~ :'..o:t:. r::. ~- I t, ; 

l 1 I=\' -= = 0 I i 
Don'c:' ... I 

sJ ">hind-',,ddr . ; i~1_f a11.i :y - AF' HlET: 
$l ;,.1J i ndAdo1. s iii_por': - ~ : ->des u•c•t •.: l f 111~ut,l i ;:; 1 -..:j~s ·_-1,:.sq lt/1\DOR . .n.r:-,·: I 
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sl >blndAddr. strLadC:t· .s_addr -= d~emor .. sl.:1_actdr .s_addr: 
l else 

s!.·>l;lndAddr.~ l :,_Addr.s_odd1 = sl·>dP.SlHost; 

si-.>dldBin:i ,.. I: 
r~turr, c•1: 

SSl,ltandl\"! • 
S:> I, d•J~!SSLIIM1dl~ •h, l:1r. (f.1 
t 

SSL:1andle •n:,: 

_:• Dup tl.1-1 d,;;se:ipt•J[ ::incl r-.::turr. :.t •/ 

,, . D•ip the socker. s :ruct.ure ..,. i 
r,,"'I = ssl_NewHandle(fd, h->:::rP-ateFla5:1!::); 
ssl _copysocl':s:n co {nh, hi : 
~ f : !nh->sock!:l 

clo::e t fd): 
re-:ur:1 C; 

!'e t1Jru nh: 

5:SI ,H ,rn:ile ' 
SSL .. A::ct:c'pt (SSLH-lnd)e +h, vcid .. gddr, lr.t •addrlenp) 

SSLHandle • nh; 
s:.:.sackslnb '"'i:.l: 
~nt rv; 

:. h->socl-:s; 

: f addr &b. ( •addrlenp c: sl:?eot !st.r1Jct. 5ockadd::. . .!. nJ l) { -erc-nc = Eltl'IAL; 
r~·.urn C; 

If w.:;, a1c::n•i:.. do -:.he bind yet this ::all wll~ genera:e an erro: ..., f n:u- t. h~ OS. t~ ~ dld d e; t;.h~ 'clnd then w~ lnl.1!:t. be direr:t ar.rJ ",. let. t.he OS de -.h ,e, accept . 

r-: ... accept. i h-.>fd, tst:rui::t !-;Cc:kaddr .. l ;oi;dd:, addrlenpJ; 
if !r:v .:: 01 : 

C"~L!tT, :; 

) ?~:!: ,? 

! ~ G'!t nexr. a ,::cept T'R:.";por~se from !':erver • / 
= G,e-t:Jst\h}; 

c e•.11rr, U: 

HFlndsha~e flnls:t,t,:J. Give desr. addres:s back to •.:,11l~r " i 
~ 1!::t.r,;I"'.,.. so•.: ..... .:!ddr_ln•)addr) •>sl11_ farr,1:v = AF_!NET; 
( (;; t.r•wr sock.i ~dr_!n•}addrl -:-sl:(. p:irt = sl->des t?or:: 
• I !': ':r11r ►• S(!Ct'..<1dd:-_l n'"" l .. a:::-t -:-5ln_i!ddL .<= _addr . : s;l->d~!=:t.Hc:.t.; 

nc,-..i d•JE,• t.h,;:: S(' •.:.<-t<=1-

r': - doJf'.ih•.,.~d): 
If < 1} 
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rei::urn c: : 

1nt 
SSL L.!s:cn{~SLH-'lndl~ ~:1, Jnr. bacd:..:~I 

int 

ir.r. rv-

lf ih- :-.sock $ ->d1rcc-:., f 
r e t.ur u llis t ien :l"i ·;, !' :i, ta1=1<.lc~JI; 

SSL_Ge:sod::r,an~ f.!)SLHa.".'\cU.;, •h , void 11 rie1.rn"", lnt. •n~melenpl r 
lr.t rv; 

188 

l f ( ! h- >s oc ks - >dldBln:l 11 h - >~oc k~ - '>direct_1 l rF:tt1Jtn(qe,:sockname(h • :•fC, i~ t.nJ:::: t sockaddr • i name: , n.;,,malenp J): 

int 

l!" 1---narnelenp < s1zeof(~tr1Jct sockadd t _i:1:) errnc - EH,"VAL; 
c-er~•Jru -1; 

•namelcnp °' :::lze:if(struct sockadCr ._in!; rncn:r..py111a:ne , &t-,->sock :o; ->:>indAC:i.::::, a: l~eo!{si::ru :: t: ;;;cckadrk 1n)1: 

SSL_Hand l~Tof!J '. S.SL!Vm:ll~ •11 ! 
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1· 
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tln::lude "s!:l .!1• 
1 lncl•Jde "s!'i:? lb. h. 

s~.'ltic unsigned ch.i::- md2_alc;I _1 = { OxJO, oxod, oxo.;, ux09, Ox2a, oxa6, Ox48. OxPl, oxn. ~xOd. Ox:.•1, OxOl, OxtJ.:!, OxOS, oxGC,, 

sta!.1:: u=-i~lgnM -:;haC' rnd3_als-l 1 = l 

I; 

OxJO, OxOd, oxu6, C•x09, Ox2-:1. Ox86, Ox4B, Ox96, 0Y.f7, oxOd, l!XCI , OxOl, Ox,H., OxC5. OXOC!, 

sr . .;tlc unsigned ct.a, netscei.p,e_te!ltca_narnell = ( 

I; 

Ox] 1. OxOb, Ox30, Ox09, OxU6. UxOJ, oxs!:, Ox04, oxo6, oxD, Ox02, OxSS , Ox53. Ox:Jl, ox10, oxJO, Oxue, Ox06 , Ux0.1, DxSS , Ox04, OxOb, OxlJ, OxO?, Ox54, Ox6S, OxJJ. Ux14 , Ox20, Ox.43, OX41, Ox.31, Ox2 6, Ox3C, OX:Z", O:-c06, Ox.OJ, OxSS, Ox0 4, OxOa, O>:lJ, OxlC, Ox4e, Ox65, Ox74 , Ox73, OX6l, Ox61, Ox70, Ox65, Ox21), Ox43, Ox6f. Ox6d, Ox6d, Ox7S, ux6~, Oxf>9. Ox6J, Ox61. Ox74, Ox6,;, Ox5t, Ox6s. 0:<7), Ox.El, Ox-!:!, Ox6 !, ~x,2, Ox70, OX2P., 

!';t.ai-:1c •ms lsmej ch;:i.: nfitsc-"lpt!_':es-:.t.;a_nl I = f r;,xb.S, ux6:.:, 1Jx8a. Ox~.:. uxt:a, OxlB, Ox7b, ox"J:, Oxal, O:,:Jc, uxcL>, Cxe;, Ox:81, Ox1S , C:x2d., Oxdl. Ox9b, •Jx!>2. Ox82, Ox-'b, t'Xl3, Ox50, Oxo i, oxza. o-xr e , Q)('f-.. Ox!it. Ox07, Oxe6. Oxl4. Oxc3, Oxt.4) , ~xad, oxlS, OxS6, oxde, Qx:!O, Oxa7, OxJ2, 0 xcl. OxaU, Ox34, Ox15, Oxa.3, Ux6a, Ox-4.e, Dxt:f, Qx2 l. DX4 S, Ox~z,, OxJ.c1, Ox2 l. Oxid, Ox.6t:, OxJ 7, 0:-:12, Ox59, Vx&a. Oxb~. Oxc9, Qx.£:5, oxrL O>ca1, OM~. UxaO, Ox16, Oxb7, Oxel, Oxb8, Oxcb, Ox52, OXO !:: , Oxlfi, Oxt:n, OxeO, Oxl5, Qxdd, Oxdd , Oxa'l, OxJ6, Ox67, O;cje, Ux09, Ox.b9, Oxdb, 0:dl, OXb:L Or.74, oxtc. Ox::le, OxSS, ax94, 1.1>:c(, ox20, Cxbl, Ox9(., Oxd:), Ox11~. Ox } }, OxG!, Oxlf, Oxc~. Ux40, OxJ~. Ux2a , tJx'.:9. Ox2d, OxO!:>, Ox68, □ x87, OxlS, OxtiS, Oxtd. :lxC~. OxOO, 01:eO, Ox7J. Ox4~. Oxd2. Qx4:.:. O~: l a, nx'.)~. Ux~f. Ox~c. Oxtl3. ux~c. Ox:16, u:-:r:: .1 . 

s ':e:i• . le 1m~~ian1?tl rhur r: '::!~.s :.:-=tp-:?_ r-.e5t~;, .. 0 ' 1 0 ,ct:) , 

s•.;c,t:~-:: u:i s l ~u-@d ·.::i\:. 
C•:OI, O~UL; , l:x; 
nxi.: ~. 1h:lJ, o:..e 
0:.:1-? t:x:.i~. :):<C 
L.:<52. t):<S L O:<~ 
u:,.;;',l. 1]:,:5·1, :.l>"f. 

r ~a s ~~•Jre _s .,. r v-e::_i.:a_nam,;,] I :. ! Oxl'9'. llxOf.. :JxiJ). Ox5 3, DXLl.:L :.:•x:::, :J:d .1, Vx11 , Ox20, .JY.3:J, ;.: ;-c55 . oxo4 , ox,.::a, ox11, Cx17, ux.::0, o:x.u, ox:1. Ox.74. ur.i:., •:': ;,:'5.1, C>:i':,. ~:~7:.::, CY.~'?. (;:,(!4, 
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0,-:79, 0x2c.:. 0x2 0 , 0x<.9, 0x6e. tix6L D:<:.!<!:, 0>:Ji , 0x2e, 0x-30, 0,::2::, 0xC6, 0x0J, 0x5S , 0x04, C'x0!:>. OX13, Ox25, Ox:S-3, Ox65, Ox6], Ox7S, oxn, OX6~. oxio. ox53, Ox65, Ox72, Ox?6, Ox65. Q;(i'2, Ox2C, OX4), Ox6S, Ox72, Ox74. Ox69, Ox66, OX€'?, Ox63 , Ox61, Ox74, Ox69, 0xf>t, Ux6e. U:<:20. IJX.J. l, C·xl.:, Ox!~, OxH, U:r.f.(. Ox7::. DY. 69 , ~x7 4, llxH- , 

s t a i: ic unz19ncd cha: :sa_se("Ure_s: ":'.C'VE:I" ca,_n I! 

); 

OX92, Oxce, 0>:7a, O>:c: , Ox:1e, (.l:,i:8], OxJ,;:;, ox;i:::i., :Jxola, oxaq, Ox63 , OxS7, Oxar.-., Ox2~, :hc::l, 0>:7t, C:tOc, Ox::td, UY.af':: , Ux8e , Gy_:!.;, Ox)?, Cx-::e, Cxeb, Ux)S. 0~79, OXM, O:<S~, OxO'.\, lixeS, OxS4, Ox40, Oxs,;:, OY.c-9, 0>:~! , OxSt, 3xue, uxe:::, C:<fla, Ux92, oxes, Dxd2 , Cxlf . Ox8b, ox:n. ·:J.x:55, 0:-.:eS,. O>.:bl, Ox21. Ux02, Oxa::I., Cx'/ 6, :>x68, oxel, Ox9~, uxo5, Dxa.2. ux4b, Oxc3, Ox4b, c~2s. ax&6, Cx22. Ox56, Ox6c, oxsB, oxoJ, Ox8[, Oxn. oxRl, Ox5-9, Ox5d, Ox84., OxC7, Gx65, Ox7C, cx1:,, D:<71, 0;,;'76, oxJe, Ox9b, □ Y.71, Ox4c, Oxc), Ox5 <.• , Ox89:, Ox56, 0x9B, Ox4B. Oxb9, Oxld, Oxa 7, Ox29, Oxlu, Dx13, 0>:2c, OxJ3., Oxll, oxs~. Ox!ic, Ox l ti , U>:15, Oxc'IS, O:c49, OxS4, Ox2c, Ox13, OXJ.l, OX69, Ox82, Oxbl, Ox97, Ox39 , Ox!'.:fc, Oxld, Ox70, Ox67, OY.48, DY.Q~, Oxcld , Ox2d, Oxtl6, Dxcb, Ox.le?, Ox7b 

s:.1ci::: ,.m!:iqned char rsa_SP.C\!c~_s erve.: r:a_e { I - { OXOl, o:Xoc, 0>:01 

o La tic RSAPul.JllcKey "net!:cape_testc-:i_x~y: sta r. Ic RSAP•.1l11 icKey •rsa._ser:•Jr-.?_~e::ver_c;i_key; 

II 1 fn::ie f SSA FE 
~t::i":ic void Z€' rQF}!lluns!gn1;1d char '"d~.'iL, Jnl de:<:t::l':!n, ut1slgn,;,,d ch,;r r.ons'". "src:, lnt: :sr·cll:!n~ 

rnl?.msottdo~i:.. U, d est;.P:, } ; memcpy( dc.~•- .. de:=;r.len srcla:r:. src:, sn:ler. ) ; 

192 

RSAP•lbl lcK~y ... ,:rear:eP,;bl l.cKey (u.n~ic;r,ed :h11.r co:i s. r; •n, ·..1nsj gned n J e:1, 1.m~i:med c-t.ar ,:-on:-.-. "'::::!, u11~ls,•r.er:I c..ler:! 
RS.;Publ lc;.;,..y '"'key: 

¥: fde! BSAFE 
~-RSA.SEY t'.i; 
l nt rv; 

llcnd ~ f r• BSi\FF 

;,;,ey = fRSAf•JbllcKey,...I -::.:i.llcr:.il, slzeo[ iRSh P•Jblld<eyJ 1 • ~ 1 tdef BSAFE 
Ki .roodulu3.data = :un,;;igw=?.:i cha ::-" t n; Y.i.madu~ us. len:. nler1. ld .C!Xponen·. , ,j3,r ... 1 ::. l•Jn!:l:g,1..!d ::he;~•! ... ; ki.exp~n,a,nr .. len = else!"\ ; 
B_<_·reateK~yUb1e'..:t' c&l-:oC!/•'>key 1; rv :. E_S:tf+-;!}'Ir,htk~y- ..... ~o·,. fl _fi5..:..Futl: - . ' f••J itJTE2J,:;.1-:,J j f tr\.':1 ( 

SSL _SEtErro r f I'\/' J ; 
E-_r::es t.royr:eyObj~,:·t.1 i~':!Y · • ~-?.;· 1 • t r P<c-'.kFyJ; 
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roi:urn fl; 
I 

I P l:;e /• !BSAfE ..- ! 
key~>kE'!y,b!t:. = nlen • B; 
ZeroFill l"key-:>Key,modulus!OI, MALRSA_MODtJLUS_LEH. n, nlenl: Ze:-~F'i 11 t &key >key. exponeri:.. (0 I. KA.X_RS.\_MODUL1J5_U:tl, P-. elen}; Jenril f _, .. BSAFt "'.' 

rer:.urn key; 

ne-::s:::ipe_i:.est'.c:a_key = 

194 

c:eai::ePUb1 J c?<-1:!-y (netscape_cestc:a_n, slzeof (netscape_testca_n), nets:::apg_te!lt.ca __ e, sl.zeo( lnet.scape_t.est,:a_,e):: r~ a_s 'E!cur.e_serve=_ca_key ;: 
Ct'Yat:eP1.1bl I c:¥.eyf rsa_secure_setver_::a_n, sheof ( rsa_sec'.lre_server_ca Jll, rsil_ge:::•Jre_server_ca_a, sizttof I rsa_secure_g,u·ver_ca_e) J ; 

si:a.t lc: l nt. G~r.LP.nyr.h11.msl9u~a :::har const. .. p, int •lenler,) { 

s wlt.ch (p fOl I l 
r.a.s~ Ox81: 

•J.enlen = 2; 
return pf 11: 

' 

C:3Se Cx82 : 
•iP-nlen = J; 
r~turr. CWtBINF.ip•l): 

a~tault: 
break; 

•lcnlcn ,: l; 
re>;.urn r,101: 

~ta.i:.ic ir.': s;.lp!uni:lgr.-?C chctr con~t ,...bodyp , int •bodylP..llPi i..,~signfl.d char el I 
unslgnP.(I cha:- canst. •boCTf = •bodyp : lnr:. l en, 11, h:::di,'len .,.. ,..bodyler,p ; 

lf (l:C'ldylO! ! = .t:J return 3SL_Set.Ennr(SSL_ERROR_BAD_CERT): lt"r, = Gt1t.Le11<;H.h!&!:lody(ll, &!l): 
if li~n < C·i r~i:.urr, SSL_SetF.rrnr[SSL_F.RfWR_EAC_C'ERT); b:,dy ~ lJody • I + ll • le.n ; 
bodyl,en -: bodvlen - 1 - ll - le:1: 
lf 1:Jcdylen < l'l} re:-.·.a:n SSL_ SetError! SSL....ERROP._BAD_C'ERTI; • boa'.tf = hody; 
"bodylcnp -:- bodylen; 
re,..•.:.rn i' : 

sr.ar.i..-- ~SAY•1bl!ct<~y •Findl:,s1.1er{lms1-::mcd ~hat ::cn$ t: "body, lr:t :,:,dylen) I 
unsil;:med ch:!.?: ::ons': "iS;Suer; 
1rit ler:, l l; 
s ta-:.1:- !nt. ~irs r:r.l m.:::; - 1: 

!.f ifir::;i:.:irnel l 
11 (Set•Jplf:'.l•Je::s( J < 0! 

re<:1Jr·, ·•: 
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1f fbodylOJ ! = O;dO} ( 
SSL_Set:Error (SSL_ E!IROR_BM>_CEF.T; 
.retu:rn O: 

len = GetLe:l~thfF.body;tJ, s1:;; 
U (l~n < OJ t 

I 

SSL_Set. F.rrur I SSL_ C?:?.JWR_3.AD r.EP.'[') ; 
:-er_,Jrn 0 : 

body = body - : • ll: 
hodylE:n = he,,jyl'2r. 1 11 • 
Jr (bodylen < '1J I 

l 

SSL_Se':Er .-~ r : s s~_FFP.G P. __ 6AD_CF.f!'I') -
r~turr, O: 

1f rs.kip(&body, ><boclylcn, oxo~i .1 1 
ss:._scr-.E:r r r;r ( ~SL_F.Rmir._s,..c_cEP-T l ; 
return O; 

; 
lf {Sklp(&body, &bod~•len, OxJ O; ~ t 

SSL_Set-Erro :- f .SSL_ ERROR_Elf,!)_ CEP.T); 
rC!t•Jrn O; 

) 
11 lbody(O l != OxJD) ( 

I 

55L_Se":. Error ◄ SSL .. ERROR_Bf,D_CER'TJ; 
t'.'.!t.urn :J: 

len ~ Get;.Lenqt:.h(.&bc-dy [ l;, &:ll;,; 
1f ( len < UJ I 

SSL_SetErr::ir I ssr._ERHOR_FIA.D_CERT) .. 
return O: 

ls.suer = body - l - 11; 
bodylen = bodyle:1 - 1 l l - lE:r.; 
lt lbodyleu < 01 i 

SSL_SetError fSS'I, .. EHROfl_ !i,a.L1_,:EPT}; 
r~turn C ; 

!• Now s~e tf we r.ave heard of I t ·; 
1 f ( ( len == si:.oof tnetscape. 1.:.estca_n~mC?l 1 &.-; 

/ .. sr. ... : 

l?nc:?mcrnpl i s s uc r , n e,r_5cape_ Le~t::a_1i;:ime, len! C J I t rt!turn netscape_tes1·.,:: a_l-:.e",•; 

1! 1_(len == si;,;eoftrs a_se-:=ur~_serve r_caJ)ame:1) && tmemc:nr,ltssue:, rsa_~ec1Jr..,_serv-:a?r_1:;i_name, ~<:>:1) ::. _ C-) :, r-eturn ri::.i_sccure_seru~r_ca_ k~y: 

SSL_Set:Er ror : SSL_ERllOR_BAD __ CEF.T; ; 
return (,; 

iht l er., ll. basel e n, bs l .-.ri, nl e ri, ~: en; 
unslg:1ed cha r con sr ... base , .. , , , "c ; 
RSAPub! icK<:!y •p•.1bKey; 

1• G~·- to public-i':ey ·/ 
: f :o oC.y tOI !:-: Ox 3:l .: 1 

S.SL Ser:.Erra r I s.-:.L_EP.P:"IR BAD_ CEP.'fl : 

i eu = ::;,;: :.L~:1sr-h !& b::: ::y111, &j]t; 
i r i l<c!n ,: :JJ 1 

$SL _.Ser:~rro 1·1 S':,:L_EP.P.Ofi !.\J\l'. .. CEP'T'I 
r~r: •.U IJ ( I ; 

196 
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l 
bo:iy = bofh: .. 1 - ~ 1 ; 
bodylcn ::: baar•le:-i 1 - i;; 
If tbodylen < 0) { 

SSL_SRt£nor f SS!., ERROR_BAO_CF.R'l't : 

I 
1 ( ISklp{,body, .:.bod:✓len, :x02 1 I ! 

I 

SSL_SO?l~Erro1·: SS I._EHROR_ BAD_CEP.T!; 
ret:1Jrn O; 

: f fSklp(&body, &bodj0 lC!n, Ox30) I I 
SSL_S@t. Er ror !SSL._ r-:n NUH_ 6AD_~EP.'i'/ ; 
r e t•Jtll iJ; 

I 
: f !Sk1p({,body, ;; bodylen, r,x-30) J I 

SSl,_Se t E:rror: SSL_ER~OR_BAL'_GER'r); 
rRr:•Jt"rl 0; 

I 
1 ~ ISklpl"body, •bodylen, Ox30} I I 

SSL_SetErcorl SSt , ERRO~_BAD_ CF.RT); 
ret:urn O; 

) 
If {Sklp("body, lobodylen, DxJ OJ) : 

SSL_SctErtor f SSL_ERP.0~._BAO_CERT); 
reLr.Jcn C ; 

11 ibodyfOI !: O::<J O) I 
SSL_SetEnor I SSL_2RR0fi_BA.:::_cr:RTI : 
::-ei:.1.irn C-; 

bar.;.elen = GetLengtt1 (&body{lJ. &lll ; 
l t lbasele:, < ~ I ( 

SSL_SetEt cot" ( SSL_r:RROR BAC_C'ERTJ : 
c- et'.l.rn I: : 

ba !': P ~ body .. 1 • ~l; 
bo.-iyleu = bodyle:-, - 1 - ll bi\selen: 
j( :bodyl.e:i < C) I 

I 

SSL_SetEt rr:r I SSL_ERlh1? . BA:\_CERT); 
r<?t. ,J :-n 0; 

l ! tSk1p(6.bas~, &baselen, Ox)OI) ( 
SSL_SetEr n~~ I S31._E:P.J!OR_BAO_ G?.T): 

I 
lf ibolse(0 l ! :ac 0X03I ( 

I 

SSL_Se:E:- ror i 5SL_F.RR'JP._ 6AC_'::'ERT ! ; 
nH.•Jrn O : 

b S~"."!;'; = Ge tLen;t.h1&ba.se111 . &11 ; • 
1 f ibs len >! u : { 

SSL_SetE?"rOr '. SSL ERROP. _BAD_ CERT) : 
tet·1rr, fl : 

bar:,;, = !:l'!S-!' • 1 .. ll : 
lt :b-1 ~H• !01 ! = oxo::>: 1 

ss ;: . . s~t!::t ror ( SS L_.E!·Ul::•P._BAO_CF.P'!'•: 
rei: ·irn 1,: 

b~!i~•· : 
b s l~r.·. : 
I! lb-"IS 0 i,'.) ! I. 0,-: )(:) I 

S5l. .. 5fl t.f.:(" :-o: ! ,::.;sr._ERRnt,·_Di\D_C'Efi:T : 
:" ':! ': 'H n :.:: 

198 

J • sn • ! 

J • sub ject .,. ,, 

! " alg info " / 
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if il~n < o; 1 
SSL_SetError { SSL_ERROR._ SAD_CERTI : 
re-:.urn ~; 

I 
b '! S"a' = ba~ '= • 1 • : : : 

1 • Captut"~ p•Jb! le: Y. 1:.y .inf o .. f 
if (bas':!101 ! = OY.G2) 1• n 

SSL_Se:Es:- r or ( SS:. R?:lWR_BAr._t.E:{"!· 1 : 
re,;u,;:-n O; 

) 
ttl c n"' G>=~t.en::Jthf&-h.'l !': G[l], L':11: 
if ln lor, < OJ ( 

SSL_Sernr rnr ( S.SL_ E?.ROP. _BAJ_CF.P.':' t: 
te'-Ucn C: 

b a:=;,e • I • !1; 
ba ~e = n • r,l~n; 
1 ~ fbasellJI ! .,. Vx02 ) 

I 

sst._SelE.rror : SSL_ERROR_SAD_C:ERTJ: 
re►. urra Q; 

ele11 e: Ga tLen9 t.fd& b:1s 2 lll, &:ll;; 
if {ele n < OJ f 

SSL_SeLEnor fSSL_ERROR_BAD_C:ERT); 
r e t.urn O; 

e = bast':: - 1 • 11: 
l [ ln {O I =-= OxlJOJ I 

n++: 
nl cr.--: 

i,::iubY.C?y = Ccea r..~Publ1cRey\n, nlg;1, oP. , elen); 
r oturr, pubKey ; 

unslcmed cha r ' 
FlndAt!:.rinRDt<11uns ! 9ned r:h 'i : contt "rr:lr., 

int tdnl':!t1 , 

lnt 11 , 

•.mstqn€d cl'lat :::: ens•. " .:t ttrtyp£-, 
in t typ+.ilen ) 

int ava len; 
un~!ane~ :::onst ch11,r -- ava: 
int: ien , checkler,, -✓ ::ilie:1 : 
uns igned r.ons r: ch~r ~t ype, •v.:.l : 
wi~!qned ::h':!.I '"re twi.l: 

wUle I rdnl~11 ;. t,: } { 

f" . ,. 

200 

1~ f rdn[OJ !:- OxJ,:,.1 i ( / ,. St.ar :: of ari A1JA{S~0 OF(1''r'P:'.. i.'ALI \ .. , ~SL_SetErro r I 5SL._EP.ROP._BAD . CEF'ft; 
r At.r1rn 0: 

a v;:i.ler, = \in t.Leno t h1t.nl11 !: 1, ;..1::: 
r-dn:.e:1 :: =dnl 1:n • ~ - : ; - -:i~•ai-er: 

H 1. rd1,i cm < 0 ) \ 
SSL, .. se,.Er r:,r {SS I - ~R R( 1P -~:..i\_ ::'EPT ! • 
.: ':! r. Jrr1 D; 

n v:.1 ~ rrJn l • I. ; 
rdfJ = a"J-~ I P r 
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tf , avalOI != Ox6) ( /,.object.id of ;!I';':::::- type* / 
SSL_S &t.Er : ·or (SSL_E!lROF._BAD_CERT); 
:etur,1 (1; 

lei:"' (~,,. tL@noth( , avalll, &ll}; 
! f I len "'-'- ~ypal e11 J l 

typ~ • ava .. 1 • 11; 
ch<':lcl-.let, e avalen - l - 11 - typele11: 
1 f f mP.m::mpfat trt ype, type, len l == O 

, .. :n:i ceh fot:nd */ 
v ~l e t ype • t.ypeler.; 

202 

l f ( vel [OJ I= Ox13 1 { t• value is printable string ~.1 
SSL_SetErrcr ( SSL_£R~OP._6AD_CER'T') : 

un:'.I iqned char 

rqo:urn c,; 

val 1cm e Get.Length(&val (1 J, &1: ) : 
••~l e val • 1 • 11 ; 
che~k.l eo =- cbeckle1: - 1 - 11 - v:1llen : 
II ( ch~ciclen != 0 I I 

SSl,_SetEn:cr!SS!._ERROR . Bi\O_CERT); 
r e-:'.lrn O; 

!* mallo:::: sp;1.:::e for the val 1.1e st.ring and copy 1:: "/ 
rctval = (char "')ca ll cc(l, vallen-tl); 
i C i tatva.i. ) t 

m~::py(:-et.val, val , va!le:11: 
re':.\."a l 1-.,allenJ = O: 

F lndA.tt r! r.Nam~funs iQned ct,~r canst •name , 
i nt. ; ,.ame l e r., 

lnt 11-

v:1;.,i oned c ha r c:on:-;i:. •:,ttrty-pe , 
ht ~.yp~!enl 

11,t. rdnll:'n; 
u11sl9ned con:.,:-: char ,. r.Jr:: 
uuslgned cti,,J: •vc1.l ·.1~; 

whlle t oamelen ;,, ~ ) ! 
lf ( nam-:?( t) ) != ()xJl ~ { r sta re. of <1t1 RDN(SET OF AVA~ 

SSL __ Se t. S:r rnr !SS L_ERROR_BAD_:EP.Tl; 
rei:•..1r n O: 

rdnlP.n" r:;-=~Ltingth/&namellJ, &11): 
na.,1elsr - riam~ l ~n - 1 - 11 .rdnlr.ir, : 

: f I namc1 ~n <: •J ) \ 
S!:> L._ se-r:Zrr~r : ss1 . F.F!P.OR __ ~u_:.:Efffl: 

,dr, - narr.-"? • • 11 ; 
1. ,l!r.:~ .., rt:~1 • rrt:-il er.; 
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val•.Je -= F1ndAttrinP.DN(rdn n:bl-€-m, .attrc.ypE:, typ,alen1; 

1 r 1 ·.Ja l ue ) 
r e::.urn (va lUE- J: 

char *X=OSi_Find:5'JbJe::r. iu:-,s1gn '!d char c:m!;,: . .. c -2! 1., lr:t. ce rtl~r:) 
{ 
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lr:t sut:jler,, leu, 11. basel~11, L:slen, nlen, ~l~ri, b:idylen, o•Jt;erl-:!:1· 
unsigned cl".ar conct •b'l~P.. "n, " E:.' . *boC:y ; 
unsig~i~d c:hnr •cnarr.c; 

1•· Scrip arr outer -..:capping • 1 
if (cert[Cll != OxJOl f 

SSL_SctErroc C SSL_ BRRCP._B/,D_CEP.T); 
r E1t. 1Jrn G; 

outer l-=n = GetLcn:1th (&certl li, Olli ; 
1f (outerlen < 01 ( 

SSL_SetError ( SSL_ F.RROR_BAll_CEP.T I ; 
ret.urn O; 

cert e:: cert .. 1 - 11; 
certlen = certlen - l l l ; 
1t lcert.lon < OJ ( 

S5L_SetError i £SL~ERR OP._ BA.D_ CE"R'f:,; 
ret.urn U; 

f• Find -;.h e certificate bn~y ,. / 
it 1cert [ OI !-= OxJO) I 

SSL_SetErrcr( SSL_ERROR_BAD __ CEP:'T'i; 
ret•J::-n U; 

badylen = c e :Lcngt:.h ! &C':'!'Ct l l l , & 11 I; 
If (bodylen < 0) I 

SS!..._~e:Error t SS l ._Ef;_F.Clll_BAll_.CE~-:'I : 
r i'¼o:urn O; 

bodv : r.ert. : 
bodYlen = 1 + 11 • bodyl e n; 
cert = cert • bodyl -en; 
certl en = c e c-tler: - hcdyleci: 
1 f i cert.len < 01 ( 

SSL_SetError ( SSL_ER~t.iF._BAfl_CER1']; 
c-et1Jrr: 0: 

/ ... (~P~ t.a S•Jb j~~ct 
.!.! !Coty[O) !-= O:OC> 

SS L_5e ►.F.rrn r l:">!:-"L_ !:'.P.P. ('"~ l:i.'-..:1. :~: I-'-: 1 : 
r e t 1Jrn 1.f: 

le~, .:. G':'t LE':ng>: h(t.'.J~C;:;11. ;.11 1· 
i 1 { lcn ..: o; ~ 

SSL _£e ':.£rrn r f~ Sl..,_ERRC,li BAT _1:E:F.T: • 
r~t-•.1n; (J; 
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b:>dy "' h,,,Jy • l • 1 l ; 
hOdylcn - bridyl.,;iri - 1 
if lhodylen < O i { 

) 

sst._Se':Error i S31._E?.P.OR, EAD_CERTJ: 
rct11rr1 O: 

! r IS)'.lpl&body. &OOdylen , OxD/) I ( 
SSL __ Se~.t::r ~or/ SSL_ERF.OF. EA:J_CE:l.1'1 ; 
rot'..trn 1: : 

1 f <Sldp!&bod\•, o,bodylen, Gx30)) I 
SSL_SF.!r:Er-~or I SSL_E:RROR_BAO_CERTI : 
rF.!c.urn C-; 

1 f fSkip(&body, &,bodylen, lixJOI) { 
SSL_Set. Error r SSL_ F.RROR_t!AC_ CEJlTI : 
rP.t:.1r n :1: 

lf CSklp(&bo~y. •badylen, OxJOJ) ( 
SSL_Se•.f:rrn I SSL_EP.R(lR_BAD CER't'J; 
r~r.urn IJ; 

;• w~ !:h.ouid ~ ,!f,t the sub1ect Oeld now •1 
lf : body ! DI != Ox30 ) ( 

SSL_SetError I SSL __ ERROR_BAD_CERT): 
r-FH'Urt i I); 

~11bjle:,-= Ge t.lengthl&-bodylll, !all~; 
b::idy ::-. body ... l - 1:,; 
b odyler1 = bodyle:i - 1 - l!.; 

:• V<'tlidity 

j t I ! bodyhm < 0 } j [ ( bodylcr, < S'.lbjlen l > 
SSL_SetEr ror I B5L .. ERP.OF._BAD_CERTI: 
'.':Rt •JtT1 G ; 
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.re:1.:rn-'.Find,V:trlnName(t,,;,dy, ~,:i,Ojlen, comon.Name, sizeot" 1commonName)} l; 

char • 
s rc L_G'?t PeerCornmcnt,;::1:n~ ~SST,Han::11~ ,.h -• 
) 

i ! I h•>pee,rCerr:. l I 
ret.1Jrll X~C9_FindSubjec t.ih- :•pee r cer:. h·>pe~ccer-tLenJ : 

dse f 
r-7:,:.11~n (); 

un!":lg:,~d char :;ons: ... body, --al;, ""~ii;: 
int rv, outezl er., bodylfm, alg.:.en, slglen , 1~ , da: 
RSAPl.J!>I icKe ~• "";:iu bY.ey; 

1• .:.~:dp cff 0•1t~,- wrapping •1 
U :-::':lt llO) 1 :..: C·:-:.30: return SSI,_Set.E::rr-::r{SSL_ERROR_BAD_CERTI; 
:iJ~~=-l en::. r.-, tLe:19th( &cert[ll, &11 1: 
l f \ t''J ',<:!rlen ,: (J1 t"er-.•.1rn SSL_S-et:E:::ur ISSl._ERRN!_BAD_CP.?':·.•; 
cP.r t- - C: ':::!t • . .. 1 .. l l: 
-= -a rt:lPt1 - L:':!r 1.l ;;c r, - l - 11 : 
: :. 1-:::-~~r-.l"c?I1 , G, rr.i:.•.Jcn 551 , __ :=:•?'.Error ts~:.. ~P.CP._a:..n .('.2:t r : ; 
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/~ Fl:id the cert1flc~te body •1 
if (cer-tlO i != ox301 return SSl,_Set.Eno:-( S~L_ER~O?._BAr• CF.k"l'I . bcdylen :. Get.Len~th(&cer~{ll, '11); 
if lbodylen ,<'. OJ ret1Jt11 SSl ,_SetErrcr(SSL_E:RR()R_eAD_CF.RT: 
body = ce:-t: 
boc!ylen = l • 11 ... bodylP-n ; 
cert. ':" C"e rt • bodyll:"n : 
certlen :- c -e rr:.Je1, hod','l e11; 
lf tcerr. lP.r:,: 0) ret,,rn 5SL_Se t.Errr:r(!?SL_EP.~(,P._ l:!,\L:_CSFT J ; 

/,. Find :r.(; al qorl.thm Jnto r1 
if {cen [ UI !=-0:d C,J rett.rn SS l,_Sl?tEno r!SSL_ ER t''J::t n,\l!_<:EWr1 : 3,lglen :- GetLengt.hr.i.c,;r~(ll, ,:1:i; 
l ! (a.igl e n < /Jl rP.: txrn SSL_SP.t:£:ror ISS'l. _E'.Rfi.OP._Bh[:_CERI) ; 

:i:1:n c:r:.; • 11 • :i.l9lti:-,; 
cert. = cert .,. ;ilgl~:-1; 
certlen = c er tlen - l't.lglen; 
if lceri:. lPr, < UI r e t.11rn SSL_Se tf'.rrnrlSSL_F.R ROP._~C·_CETITJ : 

,.,, find t.he s !onature "/ 
lt !cert IOI !=- Ox03) :eturn SSL_S~tError-(SSL_EP.ROP._ R/I.Il_C:ER1'J; slqlen ::- G,:,tLength ( &c:ert ! 11, &11) ; 
l( lsigler, < OJ return SSL_Se t EcroC'fSSL,_ERROrt .BA.V_CER'f';: 
sig :- cert .. I _. L: 
cert len = cert.len - l 11 - sig len : 
1.f (certlen !=- OJ r-etiJtn SSt._S~tErro.r(SSL_E:RROR_ B,'".D_CERTJ; it fslg/0) 1~ OxOOI r; e :urn SSL_Set.E.rrorlSSL_ERROfl._ AJ,t:_CEWr1: slg••: slgl-en--: 

/ '" Se1:: it we knoTJ the c:ertifl::::ate l~s•.Jet * ! 
pubKey = E-'lndlssu er{body, b:::idylen); 
lf ! !pubKP.yl return ss:,_s~t:Error(SSL_ERROP._8,\D_CEP.TI : 

j• 

•• Next , check the si9n-:1tur-e. First Ilgurc o•Jt wli r.1 1. ~lnd ::i{ h~s ~, •• tunct. lon was 1Js1?.ci b~, e~amlnin~ th-= al gin(o . . , 
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lt { la lglen == z.i7...-,ir:if1r.i, . .J:?_alg)) && imemcrr,r(<\lq, m-:l2_;,lg, alqJ~n: ::::- tlJJ f da :: SSL_MD2 ; 
) P.1£e 

if I (a]qlen ::.= sl:zla'>d /m::Fi_.i.lg) 1 [memcmpl ? lg, 111r.Ei_ 'l l.'.l, ;i::y1 '='n·1 ""·· UI ) 1 d-l ~ SSi..._MO~ ; 
·1 else 

return SS L_Se tErri:-, r IS$L_ERFC)R_3A::)_CEP.T); 

rv = PKCSl_Ver l.fySigna '.'..u~ l=! (da , borly , bodyJer., si1:, :. iqJe::1 . p 11 h K1::, :,; 1t Ind I 
reti.;rn SS L_Se r:P.rr c> :: I SSL_ERROR_BAD_ CF.:~-'T _SlG; • 

/" E>:tr:ili::t p•Jbllc io;ey and p•Jt into r. , 
p"JbKey : Ext. r actPu.b1 l :-:F"~yfocCy, body l erol : 
1 ~ I! pi.:bKey: reti.;rn SSL_S"etError: s.::;L_ERRO~_BJo.D_('ERTJ: 
;~~~•~ ~~: ~~• = F'JbKAy ; 
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Copy r l~:-it: (:;) 19~=· t-1-:,i:scdJ.•~ Cc:m•mlr.:ai:. i on::; Ccr por~t!on. All rlgh• ,; 
re!:c:ved. 1'hJ ~ use of :his Secin-e soc:J.:~ts L~yer Reterencf'!, 
Tmpl e.i..~m.::i.t.ion :c..he •So!twue•) is governet.l hy the terms of thA SSL 
Re(f'lrence Irnplern~ni:a t.l on License Agreement. Please re.!d the 
accorr,panying •Ucensf'!• file tor ct Ce ~crlptior. cf the righ.t.s ;1rant.eC 
Any o-:h er ... hlrd p.:s.rty· ma:erhls you use wlr~h th.ls S~ftware may be 
subj~·.:-: t.:> ad~ltior.:d ll::em;e restrlctlons f ro~ the llc-e?lsor~ of such 
th'i rd party so ft.w::;rEt> ti.nd/ar additional -expur r:. restrlction!a. The SSL 
Unpl@.me.nt.atlcm Ll-=:en~e Agr~ne::: t g:ra n~~s yo·J nc rights lo 1:my sud1 
rt,lrd pn.rcy tnAt~ tial . 

•; 
•1 tds,t BSA.Ft. 

• incluo<? •ssl c:fc. ti· 
lliudude. <st.dlo.:'I> 
•ln:-::J1.1d':! <!'JtdlJl.i . h> 
•Ir,-::-l•J •i ~ .-:s trln9.h :.. 

Star, :fo rd implement,1;tion cf t!1 r.i T_ f•Jnctions !or bs;,,fe2 assuming a 
-:-omp!9te Al:St ~nvircrunenr .. 

void T_ fre~{POIN':'ER !::iloek) 

' 1! /!)lock I= NULL_P'i'R ) 
trcelt l od<. t: 

1c·.urn (POINTE?.) rn~lloc(len ? len 1;: 

111• :'_memrnp(P:JINTEH flt.st'.:llor-:·-:, POINTER 8ec-::m1SlocJt, unsigned int 1en) 

i ~ 1 l en == O) ( 
r1,:i:1Jrn :l ; 

·;·:> iC. :' __ metnt!p~· f P:.>J HTER OU!".J")'.tt., POINTE?. inp•lt , unsigned ln':. len ) 

Ir llen ! = 0) f 

v:.ii d T_m~mmove(?nTNT!::f< o•Jtput-., POINTER Input., •Jnsigned int-. len} 
( 

:1 t-!:-, 1 - Ill t 

ITll?ffl:ii .;,>t_ { c •1•.p·J r .• •;.--..I •:~. ) -"!r. , • 
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1~ fb lor.J.:. .c = N'..1!..L_?Tf.J 
r et.11rn m-llln.:: J E:n? ! An ll; 

n,· -= ~FOHJTE:f,J rea:: ocf b l ocl-:, 1-en? l o" I: 
if ( r-,, == NUU._ P'f?.I i 

ft:€H:~'. hlo::-l-:I; 

liendl l ,'- ESAFE.' 

212 
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What is claimed is: 
1. A computer program product comprising: 
a computer useable medium having computer readable 

program code means embodied therein for encrypting 
and decrypting information transferred over a network 5 

between a client application program running in a client 
computer and a server application program running in 
a server computer, the computer readable program code 
means in the computer program product comprising: 
computer readable program code means for providing 10 

a socket application program interface to an appli­
cation layer program; 

computer readable program code means for providing 
encrypted information to transport protocol layer 
services; 

computer readable program code means for encrypting 
information received from an application layer pro­
gram; and 

15 

computer readable program code means for decrypting 
information received from transport protocol layer 20 

services. 
2. A computer network that encrypts and decrypting 

information transferred over the network, comprising: 
a client computer that runs a client application program; 
a server computer that runs a server application program; 

214 
means for providing a socket application program inter­

face to an application layer program; 

means for providing encrypted information to transport 
protocol layer services; 

means for encrypting information received from an appli­
cation layer program; and 

means for decrypting information received from transport 
protocol layer services. 

3. A method of encrypting and decrypting information 
transferred over a network between a client application 
program running in a client computer and a server applica­
tion program running in a server computer, the method 
comprising: 

providing a socket application program interface to an 
application layer program; 

providing encrypted information to transport protocol 
layer services; 

encrypting information received from an application layer 
program; and 

decrypting information received from transport protocol 
layer services. 

* * * * * 




