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The World Wide Web utilizes the client-server model.1
to provide a distributed hypermedia interface to the

wide variety of information sources available on the 12
Internet ...

The concept of the client-server model
is a very simple one used extensively
by the Internet ...

The Internet grew out of work funded
in the 1960's by the U.S. Defense Department's
Advanced Research Projects Agency (ARPA)
which ...
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client-hello C—S: challenge, cipher_specs

server-hello S—+C: connection-id, server_certificate,
cipher_specs

client-master-key C—+S: {master_key}server_public_key

client-finish C—S: {connection-id,
handshake-hash}client_write_key

server-verify S—+C: {challenge}server_write_key

server-finish S—C: {new_session_id,

handshake-hash}server_write_key

FIG. 4
client-hello C—S: challenge, session_id, cipher_specs
server-hello S—+C: connection-id, server_id_hit
client-finish C—S: {connection-id,
handshake-hash}client_write_key
server-verify S—+C: {challenge}server_write_key
server-finish S-+C: {new_session_id,

handshake-hash}server_write_key
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C—S: challenge, session_id, cipher_specs

S-+C: connection-id, session_id_hit

C—S: {connection-id,
handshake-hash}client_write_key

S—+C: {challenge}server_write_key

S—C: {auth_type,challenge}
server_write_key

C—S: {cert_type,client_cert,
response_datajclient_write_key

S—~C: {new_session_id, - '
handshake-hash}server_write_key
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C—S: challenge, cipher_specs

S—+C: connection-id, server_certificate,
cipher_specs

C—=S: Y,random

C—+S: {session_key_1}master_key,
{random} session_key_1

C—S: {connection-id,
handshake-hashjclient_write_key

S—+C: {new_session_id,
handshake-hash}server_write_key
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SECURE SOCKET LAYER APPLICATION
PROGRAM APPARATUS AND METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates generally to computer networks, and
more particularly, to securing private communications
between networked computers.

2. Description of the Related Art

There is an increasing need for security in communica-
tions over public and private networks. The expanding
popularity of the Internet, and especially the World Wide
Web, have lured many more people and businesses into the
realm of network communications. There has been a con-
comitant rapid growth in the transmission of confidential
information over these networks. As a consequence, there is
a critical need for improved approaches to ensuring the
confidentiality of private information.

Network security is a burgeoning field. There are well
known encryption alorithms, authentication techniques and
integrity checking mechanisms which serve as the founda-
tion for today’s secure communications. For example, public
key encryption techniques using RSA and Diffie-Hellman
are widely used. Well known public key encryption tech-
niques generally described in the following U.S. Patents:
U.S. Pat. No. 4,200,770 entitled, Cryptographic Apparatus
and Method, invented by Hellman, Diffic and Merkle; U.S.
Pat. No. 4,218,582 entitled, Public Key Cryptographic
Apparatus and Method, invented by Hellman and Merkle;
U.S. Pat. No. 4,405,829 entitled Cryptographic Communi-
cations System and Method, invented by Rivest, Shamir and
Adleman; and U.S. Pat. No. 4,424,414 entitled, Exponen-
tiation Cryptographic Apparatus and Method, invented by
Hellman and Pohlig. For a general discussion of network
security, refer to Network and Intemnetwork Security, by
William Stallings, Prentice Hall, Inc., 1995.

In spite of the great strides that have been made in
network security, there still is a need for further improve-
ment. For example, with the proliferation of heterogeneous
network environments in which different host computers use
different operating system platforms, there is an increasing
need for a security mechanism that is platform independent.
Moreover, with the increasing sophistication and variety of
application programs that seek access to a wide range of
information over networks, there is an increasing need for a
security mechanism that can work with many different types
of applications that request a wide variety of different types
of information from a wide variety of different types of
server applications. Furthermore, as security becomes more
important and the volume of confidential network transac-
tions expands, it becomes increasingly important to ensure
that security can be achieved efficiently, with minimal lime
and effort. The present invention meets these needs.

SUMMARY OF THE INVENTION

In one aspect, the invention provides a sockets application
program interface bound to a security protocol which is
layered between an application layer and transport layer. The
socket interface is widely used in network environments.
This facilitates integration of the invention into a wide range
of host machines connected to a network Placing the
security protocol between the application layer and the
transport layer enables many different types of application
programs to employ the new security with only slight
modification. Moreover, the security protocol can commu-
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nicate with many different operating system platforms with-
out requiring operating system changes.

In another aspect, the invention provides a more efficient
handshake protocol and session key generation scheme.
‘When a client and server application first establish a secure
sockets connection, in accordance with the invention, they
engage in a novel handshake protocol in which they nego-
tiate security procedures, produce a master key and generate
session keys to be used to encrypt and decrypt information
transferred through the sockets conmection. If there are
multiple connections between the client and server applica-
tions during a prescribed time interval, then the handshake
protcol may elect to re-use a previously negotiated master
key, thereby obviating the need to generate a new master
key, and saving time in establishing a secure connection.

These and other features and advantages of the invention
will become more apparent from the following description
of exemplary embodiments thereof, as illustrated in the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a pictorial diagram of a computer network;

FIG. 2 is an illustrative drawing of a computer of the
network of FIG. 2;

FIG. 3is an illustrative diagram of an electronic document
with hyperlinks;

FIG. 4 illustrates client/server message flow, in accor-
dance with a present embodiment of the invention, using the
RSA protocol where no session-identifier is found;

FIG. 5 shows client/server message flow, in accordance
with a present embodiment of invention, using the RSA
protocol where there is a shared session-identifier;

FIG. 6 shows client/server message flow, in accordance
with a present embodiment of the invention, using the RSA
protocol and there is a common session-identification and
client authentication is requested;

FIG. 7 shows client/server message flow, in accordance
with a present embodiment of the invention, using a Diffie-
Heliman key exchange where there is shared session-
identification;

FIG. 8 shows a generalized representation of a typical
Internet protocol stack which resides in each host machine
(client and server) and a typical subnet protocol stack;

FIG. 9 is an illustrative view of client side and server side
application layer and transport layer programs and protocol
structures in accordance with a present embodiment of the
invention;

FIG. 10 is an illustrative view of client and server side
application layer and transport layer programs and protocol
structures which employ the Winsock DLL in conjunction
with the SSL library in accordance with am alternative
embodiment of the invention;

FIG. 11 is an illustrative view of client and server side
application layer and transport layer programs and protocol
structures which employ a variation of the Winsock DLL in
conjunction with the SSL library in accordance with another
alternative embodiment of the invention; and which employ
a variation of the Winsock DLL in conjunction with the SSL
library in accordance with another alternative embodiment
of the present invention; and

FIG. 12a, 12b and 12¢ are an illustrative flow diagram
showing an example of the process involved in secure
client-server communication in accordance with a present
embodiment of the invention.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The present invention comprises a novel process and
related computer program embodied in a computer useable
medium for ensuring private communications between
application programs running on different computers. The
following description is presented to enable any person
skilled in the art to make and use the invention. Descriptions
of specific applications are provided only as examples.
Various modifications to the preferred embodiment will be
readily apparent to those skilled in the art, and the general
principles defined herein may be applied to other embodi-
ments and applications without departing from the spirit and
scope of the invention. Thus, the present invention is not
intended to be limited to the embodiment shown, but is to be
accorded the widest scope consistent with the principles and
features disclosed herein.

A. The Client—Server Model

This section provides a general description of exemplary
host computers (client and server) and the network environ-
ment in which they operate.

FIG. 1is an illustrative pictorial diagram of a typical well
known computer network 100 such as the Internet, for
example. The computer network 100 includes small
computers, such as computers 102, 104, 106, 108, 110 and
112 and large computers, such as computers A and B,
commonly used as servers. In general, small computers may
be “personal computers” or workstations and are sites where
a human user operates the computer to make requests for
data or services from other computers on the network. Often,
the requested data resides in the large computers referred to
as servers. In this scenario, the small computers are client
systems and the large computers are servers. In this
specification, the term “client” refers to a computer’s general
role as a requester of data or services, and the term “server”
refers to a computer’s role as a provider of data or services.
In general, the size of a computer, in terms of its storage
capacity and processing capability, does not necessarily
affect its ability to act as a client or server. Further, it is
possible that a computer may request data or services in one
transaction and provide data or services in another
transaction, thus changing its role from client to server or
vice versa.

The illustrative drawing of FIG. 2 shows an exemplary
well known client computer system 140. It includes a
display device 142 (such as a monitor), a display screen 144,
a cabinet 146 (which encloses typical computer components
such as a CPU, RAM, ROM., video card, hard drive, network
adapter card, serial ports, etc.), a keyboard 148, a mouse
150, and perhaps a modem 152. The modem, for example,
allows the client computer system to be connected to an
Interact network via phone lines, for example.

B. HTML Documents and HTTP

This section describes the use of identification tags to
designate hyperlinks using HTML documents and HTTP as
an example. As explained in the specification, however, the
present invention applies to other types of documents as
well, such as Adobe PDF, voice documents and motion
picture and still picture documents.

In order to make the transfer of data from one arbitrary
computer to another possible, uniform protocols have been
developed. An early attempt at creating a uniform protocol
for data transfers over the Internet is File Transfer Protocol
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4
(FTP). More recent protocols include Gopher developed at
the University of Minnesota and the World Wide Web
project which defined the HyperText Transfer Protocol
(HTTP). HTTP has been defined by an Internet Draft dated
Nov. 5, 1993 and subsequent drains.

By providing uniform protocols so that clients may
request objects and servers may deliver objects to clients,
computers on the Internet are able to easily transfer different
types of information such as text and images. By using the
HyperText concept an efficient user interface is provided to
a human user that allows the user to discover what infor-
mation is available and to request the information.

An illustration of the HyperText concept is shown in FIG.
3. In FIG. 3, a portion of document 10 is shown. This is
symbolic of text which would appear, for example, on a
computer display screen as viewed by a user. Text portion 10
includes simple text and HyperText, the latter being text
associated with a link. In text portion 10 there are two
HyperText phrases associated with links. The first one is
“client-server model” while the second is “Internet”. The
fact that these text phrases are associated with links is
indicated by the underlining of the text phrases.

The first phrase “client-server model” is linked to text
document 12 by means of link 16. Text document 12 is a
separate document from text document 10. Text document
12 may reside in the same computer system as text document
10 or text document 12 may be in a remote location such as
in a storage device connected to a server that is geographi-
cally removed from the computer system that a user is
operating to view document 10.

In practice, links such as 16 can be implemented in a
document, such as document 10, by using a special text
format that allows embedded tags or other symbols within
the text to specify a link. These embedded tags are not
displayed to a user reading the text. One popular tag syntax
is part of the HyperText Markup Language (HTML) and
uses a Uniform Resource Locator (URL) form of addressing.
The URL is unique for each object on the network. Objects
may be text documents, images, sounds, programs or other
forms of digital data. In FIG. 3, documents 12 and 14 are text
objects pointed to by HyperText links. A HyperText link can
be specified in a number of ways with HTML’s. The use of
URLs is merely a currently popular standard way to specify
links.

Once specified, link 16 allows a user who is viewing
document 10 to easily retrieve document 12. The user is
provided with a simple and obvious indication that the
phrase “client-server model” is a HyperText link to another
document by the underlining. Since the phrase is one that is
being used in context within the document the user is
reading, the user may make a timely decision to learn more
about the subject of the HyperText phrase. For example, in
FIG. 3, the HyperText phrase “client-server model” links to
document 12 which provides a further description of a
client-server model.

A common way for the user to access document 12 while
viewing document 10 on a display screen of a computer
system is to move a pointer on the display screen by means
of an input device, such as a mouse, so that the pointer is
over the phrase “client-server model”. The user then
depresses the mouse button to “click on” the phrase. This
causes the user’s computer system to retrieve document 12
either from local storage or from a remote location con-
nected to the user’s computer via a network such as the
Internet. Once document 12 is retrieved, the user’s computer
system displays the document, or a portion of the document,
on the user’s display screen.
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Similarly, the second phrase in document 10, “Internet . .
. allows the user to access document 14 by link 20. In other
words, if the user clicks on the HyperText phrase “Internet”
document 14, or a portion of document 14, is displayed on
the user’s screen. HyperText documents can have nested
linking. Document 12 is the target of a HyperText link and
may, itself, have HyperText links within it as shown in FIG.
3 where link 18 is associated with HyperText “Internet” in
document 12. Note that the same word or phrase may
function as a link in different documents and different
documents may link to a common document. Many varia-
tions on HyperText linking from that shown in FIG. 3 are
possible.

C. Overview of Sockets API and Secure Sockets
Layer (SSL) Interface

A current embodiment of the invention provides a security
protocol layered beneath an application protocol used by an
application program to communicate over a network. The
security protocol is implemented through a “Secure Sockets
Layer” library (the SSL library) which is bound to the
application program. The SSL library modules emulate the
widely known “sockets” application program interface
(API). The sockets API is supported by most major operat-
ing systems including UNIX and Microsoft Windows. For a
general discussion of the sockets interface, refer to, Inter-
networking with TCP/IP, volume 1, by Douglas E. Comer,
Prentice-Hall, Inc. 1995, pages 335-364.

The SSL library establishes a sockets connection with an
application running on a remote computer and then performs
a security handshake. Once the security handshake is
complete, the SSL library then encrypts and decrypts all data
sent to and received from a remote host computer through
the socket connection. The SSL library is used with a
reliable transport protocol. For the UNIX Windows
environments, this is commonly provided by TCP/IP. The
sockets API also can be used to provide access to Xerox
XNS, Novell SPX/IPX and the OSI protocols as well.

The sockets API typically serves as an interface used by
applications to communicate with the TCF/IP protocol stack.
Generally, the client and server programs each invoke oper-
ating system functions that set up an association between
them referred to as a sockets connection. The client and
server applications then invoke operating system functions
to send and receive information between them over a
network, such as the Internet, in a similar manner to calling
functions to perform ordinary input/output. The information,
for example, may include graphics, data, instructions and
even computer programs. The sockets connection between
the two programs uses data structures which allow access to
TCP/IP services. The sockets API ordinarily provides a
series of system calls that application programs can invoke
to request sockets connection communication services.

More specifically, the typical approach to using sockets is
that a server application creates an open socket ready to
accept connections at a given IP address and (well known)
port. Once such a socket has been created, buffer space can
be allocated to store incoming connection requests. The
server socket ordinarily behaves as a passive endpoint
waiting for a connection request to arrive from a client. In
order for a client to send a connection request to a passive
socket, the socket must have a name. Therefore, names are
bound to sockets and are published so that a remote client
can address the named socket. To initiate a connection to a
remote socket a client application ordinarily requests a
connection and specifies a local (client) socket and a remote
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name as parameters. Multiple clients can use a single server
socket. Client requests can be queued in a buffer associated
with the server socket. Typically when a request is accepted
from the queue, a new socket is created and the new socket
is used as the server side connection endpoint with a client.
In this manner, a single well known port number can be used
to establish many simultaneous socket connections. A shut-
down (or dose) request usually is employed to terminate a
socket connection.

Thus, in a present embodiment of the invention, an
application layer program makes sockets calls to jts SSL
library which sets up a sockets connection and also ensures
security during data transmission over the network. There
are important advantages in binding a connection interface
(sockets API) plus a security protocol (described below) in
alayer between an application program layer and a transport
layer in accordance with the invention. For example, since
the sockets API is so widely used by application programs
and operating systems, the SSL’s sockets API can be
adopted for use in a broad range of network environments.
Moreover, since the SSL library of the presently preferred
embodiment of the invention, is disposed between the appli-
cation program layer and the transport layer, security can be
provided to multiple different types of applications without
significant modification to the applications themselves.
Furthermore, changes in security requirements or proce-
dures often can be more readily implemented by changing
security protocols disposed above the transport layer, which
is typically implemented as part of the operating system,
than by changing the operating system itself. As explained
above, the SSL Library is layered between the application
layer programs and the operating system transport control
protocol stack. As a result, SSL security can be modified and
upgraded without changing the operating system.

D. SSL Library’s Security: Key Exchange,
Authentication and Integrity Checks

This section explains the apparatus and methods whereby
a client application and a server application ensure adequate
security during an information exchange between them.
Subsequent sections explain the details of a novel “Record
Protocol Specification” used during SSL communications
between client and server and the details of a novel “Hand-
shake Protocol” used to establish a secure “sockets” layer
(SSL) communication channel between client and server.
The disclosure in this section references public key
algorithms, bulk ciphers, authentication processes and integ-
rity checks in general. It will be appreciated that the prin-
ciples discussed in this section can be applied to numerous
different specific instances of each of these security and
integrity check mechanisms. The section below describing
the handshake protocol provides many examples of different
combinations of public key algorithms, bulk ciphers, authen-
tication processes and integrity checks that can be employed
consistent with the invention.
RSA Key Exchange Assuming No “Session-Identifier”

Referring to FIG. 4, there is shown the message flow
during handshake protocol negotiation where RSA key
exchange is employed and no “session-identifier” is stored
in server cache. Note that at the stage at which the message
exchange in FIG. 4 begins, the client and server already have
established a “sockets” connection between them, and the
server has determined that the connection is to be a secure
connection that employs the novel SSL processes and pro-
gram control mechanisms described herein. As explained
above, the sockets APT is well known. Moreover, in accor-
dance with the invention, the sockets connection is initiated
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by a client application SSL_ open call to its SSL library
which is bound to the client application. The data transferred
between client and server can be encrypted/decrypted as it is
channeled through the socket. But first, before any data is
transferred, the client and the server must negotiate an
encryption technique for the data transfer, authenticate the
connected parties (server and possibly client too), and check
the integrity of the agreed upon secure connection. This
negotiation is carried out in response to the SSL__open call
through message flow of FIG. 4, which takes place using the
sockets connection previously set up as part of that same
SSL_ open call.

The client sends to the server, through the sockets
connection, a client-hello message which includes the fol-
lowing information: challenge data and cipher__specs. In the
current implementation of the invention, the challenge data
is a random number used to ensure channel integrity as
explained below. The cipher-specs indicate which bulk
ciphers are supported by the client.

The server responds to the client-hello message with a
server-hello message which includes the following informa-
tion: connection_identification, server_ certificate and
cipher__specs. The connection__identification is a randomly
generated set of bits. The server__certificate is issued to the
server through well known techniques and is used to certify
the authenticity of the server. The cipher__specs sent by the
server to the client indicate the bulk cipher to be used during
the data transfer. The bulk cipher is selected by the server
from the choices provide by the client in the ciper__specs
portion of the client-hello message. Since it is possible that
there may be multiple different ciphers supported by the
client and by the server, it is necessary for the client and
server to “negotiate” which cipher to use based upon the
available client and server ciphers. Upon receiving the
client-hello message, the server determines which server
ciphers match the available client ciphers identified in the
client cipher__specs portion of the client-hello message. The
server selects a cipher to be used to encrypt/decrypt the data
to be transmitted and indicates its choice in the cipher__
specs portion of the server-hello message.

The client delivers a master key to the server in a
client-master-key message. The master key, for example,
can be arandomly generated number. The master key is used
by the client and the server to produce session keys which
will be employed to actually encrypt/decrypt the data to be
transferred through the sockets connection. The master key
is a shared secret between the client and the server. The
master key is delivered by the client to the server in
encrypted form using a key exchange encryption algorithm.
In FIG. 4, an RSA public key algorithm is employed for key
exchange.

Once the master key has been delivered to the server. the
server and the client both can independently generate the
session keys used to actually encrypt/decrypt data trans-
ferred following successful completion of the handshake
protocol. The session keys are produced using well known
techniques such as through hash functions referenced in the
sections below or some other function of the master key and
another data value. A more detailed explanation of the
session key production techniques used in the presently
preferred embodiment of the invention is provided below in
the handshake protocol section. It should be understood that,
while public key encryption techniques are used for master
key exchange, the actual encryption/decryption of data
transferred between client and server through the socket is
achieved using a well known bulk cipher, such as RC2, RC4
or IDEA, negotiated through the respective cipher__specs
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components of the information exchanged in the client-hello
and server-hello messages. The selected bulk cipher uses the
session keys to encipher/decipher data and messages trans-
ferred through the socket connection.

The client sends a client-finished message which indicates
that the client is satisfied with the server. In a present
embodiment of the invention, the client-finish message
includes a hash of all of the handshake protocol messages
previously sent by the client. The hash is encrypted using the
agreed upon bulk cipher plus a session key generated by the
client, referred to in FIG. 4 as the client-write-key. Note that
the hash function also is negotiated as part of the cipher__
specs. In addition, the connection-identification previously
sent to the client by the server is transmitted to the server
with the client-finish message to authenticate the channel.
The server uses the client messages handshake hash to verify
the integrity of the communication between client and
server. This final integrity check will expose third party
intervention even if it occurred at the beginning of the
handshake protocol.

The server sends a server-finished message which indi-
cates that the server is satisfied with the client and is ready
to begin the actual data transfer through the socket connec-
tion. In a present embodiment of the invention, the server-
finish message includes a hash of all of the handshake
protocol messages previously sent by the server. The hash is
encrypted using the agreed upon bulk cipher plus a session
key generated by the server, referred to in FIG. 4 as the
server__write__key. The hash function also is negotiated as
part of the cipher_specs. The server uses the server mes-
sages handshake hash to verify the integrity of the commu-
nication between client and server as explained above.

In addition, a new session__identification is sent together
with the hashandshake hash encrypted using the bulk cipher
and the server_write_key. This new_session__
identification is stored by both the client application and the
server application in their respective cache memories
together with the master key and the encryption algorithm
selection (cipher plus hash) so that, as explained below, the
master key can be used again in a future socket connection
between the client and the server. Note that if a client
machine, for example, is running multiple instantiations of
the application program then each instantiation will have its
own session-identification.

In a present embodiment, the session__identifications are
stored by client application and server application in a table
like the following:

session__identification table

session_ID  machine IP address master key encryption  timer

algorithm

The server-finish message also includes the challenge data
sent by the client to the server in the client-hello message.
The challenge data is encrypted by the selected bulk cipher
using the server_ write_key. The client decrypts the chal-
lenge data in order to verify that the key exchange has been
successful by testing the ability to encrypt and decrypt the
mutually known challenge data using the newly generated
session keys.

RSA Key Exchange Assuming a Session-Identificr Found
By Client and Server

Referring to FIG. 5, there is shown a sequence of mes-
sages transferred through the socket connection when the
client and server negotiate the handshake protocol at a time
when each stores a common session__identification in its
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respective cache memory. The session__identification for a
given handshake protocol is stored for a period of time
together with the information generated during the hand-
shake. That stored information includes the previously
agreed upon block cipher and hash function as well as the
earlier master key. A given session_identification together
with its related information is retained in cache memory in
the client and in the server for a prescribed period of time,
100 seconds in a current implementation. During that time
interval, if the client application again attempts to access the
server through a new SSL library connection, then the new
connection can use the same block cipher, hash function and
master key that were negotiated during the prior handshake
protocol.

The stored session_identification information advanta-
geously saves time in establishing secure sockets connec-
tions without unreasonably compromising security. The gen-
eration of session keys is a relatively time consuming task
since it involves the exchange of a master key using a
relatively slow public key algorithm. By using the previ-
ously derived session__identification information, the master
key and encryption algorithm (a block cipher plus a hash
function in the preferred embodiment), the most time con-
suming handshake steps can be avoided. This approach is
particularly beneficial, for example, in applications such as
client-server data transfers involving a client application
establishing a secure sockets connection with a secure server
over the Internet. A client application, such as a web browser
constructed in accordance with the present invention for
example, may set up a connection to a remote server in order
to retrieve information requested by a client user.

For instance, an electronic document containing hyper-
links may be displayed by the client browser application.
Whenever a user “clicks” on (or selects) portion of the
document associated with a hyperlink, another electronic
document or file or a graphic or some other remotely stored
information that corresponds to the link is retrieved over the
Internet from the server. Before the transfer can occur,
however, the handshake protocol is negotiated, and
encryption/decryption information is developed as described
above. That information is stored with the session__
identification for that connection. When that new document
(or other information) has been transferred to the client, the
SSL library causes the secure sockets connection used to
accomplish the transfer of that next document to be closed.
The session__identification information (master key, block
cipher, hash function) is stored in cache by the client and
server applications for a prescribed time intervals. If within
that time a user of that same client browser application
“clicks” on another hyperlink, then the client browser appli-
cation will set up another sockets connection with the server
to satisfy this latest request. Rather than go through the
entire time consuming handshake protocol, however, the
client and server will use the previously generated and
stored session__identification information (master key, block
cipher, hash function) to secure data transfer through the
new socket set up by the SSL library to satisfy this latest
request.

It will be appreciated that as each subsequent client
request is made to the secure server, a new session__
identification with a new interval timer is stored in the client
cache memory and in the server cache memory. Thus, the
same block cipher, master key and hash functions can be
used for multiple secure sockets connections, even when the
connections occur over a time interval which is extends
beyond the prescribed interval of the original connection for
which the session_.identification information was
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negotiated, provided that there is no time gap between any
two requests that exceeds the prescribed time interval.

Referring to FIG. 5 in step_the client-hello message
sends a session_identification which identifies previously
stored security information (master key, block cipher, hash
function) together with challenge data and cipher_ specs.
The server-hello message sends a connection__identification
together with a session__identification__hit indication. Since
the has been a hit, there is a match between a session__
identification stored in the client cache and a session__
identification stored in the server cache. This means that
there was a previous secure sockets connection between the
client application and the server application, and that the
session__identification information negotiated and stored in
conjunction with that prior connection still is available for
use with this later connection. Therefore there is no need to
negotiate a cipher__specs or to generate and a new master
key or to generate new session keys. The remaining steps in
FIG. 5 are identical to the corresponding steps in FIG. 4.
Note that a new session__identification is delivered in the
server-finish message. This new session__identification sup-
plants the prior session__identifications which matched.
RSA Key Exchange Assuming Session-Identification Match
and Client Authentication

In FIG. 6 the first four messages, client-hello, server__
hello, client-finish and server-verify are identical to the first
four messages in FIG. 5. However, the server sends a
request-certificate message which includes authentication__
type and challenge data encrypted with the server_ write key
(one of the earlier agreed upon master keys). The
authentication-type specifies an encryption technique to be
used to authenticate the client; several authentication tech-
niques can be supported by a current embodiment of the
invention as explained in a following section. The challenge
data is used in the authentication process. A client-certificate
message is sent by the client to the server. The client-
certificate message includes certificate_type, client__
certificate and response__data, all of which are encrypted
using the client_ write_key (one of the earlier agreed upon
master key). Several certificate types, described below, are
supported by the current embodiment. The certificate_type
indicates which one has been employed. The client__
certificate contains the data defined by the certificate_ type
value. The response data contains authentication response
data which is a function of the authentication__type sent by
the server in the request-certificate message. The final step
is the same as the final steps in FIGS. 4 and 5.
Diffie-Hellman Key Exchange Assuming No Session-
Identification

FIG. 7, illustrates a Diffie-Hellman (DH) key exchange in
accordance with a current implementation of the present
invention. The client-hello and the server-hello messages,
are the same as the corresponding messages in FIG. 4. Also,
the client-finish message and the server-finish message are
the same as corresponding messages in FIG. 4. In a present
implementation of a DH key exchange, a “Y” value and a
random number are delivered by the client to the server in
a client-dh-key message. The Y value is a public number
which corresponds to a secret number which is the result of
an exponentiation process. The Y value and the random
number are used by both client and server to generate a new
randomized key. In a DH key exchange, both sides in the
exchange independently generate the same master key. The
client-session-key message delivers the session_key_ 1
encrypted by a master__key. The client session-key message
_also delivers the random number encrypted by the
session_key__1. This encrypted random number is impor-
tant in hardware implementations of the DH exchange.
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E. SSL Library’s Sockets API

Overview of Internet Architecture

Referring to FIG. 8, there is a generalized illustrative
representation of a typical protocol stack which resides in
each host machine (client and server) connected to the
Internet. Also shown is the encapsulation and decapsulation
of a typical program data unit (PDU) (or message) as it
travels from one host to another through the Internet. The
application layer security mechanisms and processes of the
present invention ordinarily operate in an Internet
environment, although the invention can be practiced in
different network environments as well.

The typical Internet protocol stack includes five network
“layers”. Note that the Internet model lacks the presentation
and session layers that are proposed in the International
Standards Organization (ISO) Open Systems Interconnec-
tion (OSI) Reference Model. During client-server
communications, information to be transferred from the
server to the client, for example, is first transferred from
server application layer computer programs down to the
server transport layer. Next, the information is transferred
down through network, data link and physical layers that
may be associated with the server, and then up through
physical, data link and network layers that may be associated
with the client. Information transfer down and back up
throngh these lower three layers may involve transfers
through a communication subnet which may include routing
devices as illustrated. The information then continues its trip
up through the client transport layer to the client application
layer. The transfer of information in the opposite direction,
from client to server, involves a similar layer by layer
transfer but in the opposite direction, starting with the client
application layer and ending with the server application
layer. Those skilled in the art will appreciate that there are
various different protocols that can be used to implement the
different protocol layers, and that many variations of the
basic network model are possible. For a discussion of well
known network architectures and the typical functions asso-
ciated with the various layers within the architecture refer to,
Network Management Standards: SNMPF, CMIP, TMN,
MIBs, and Object Libraries, Second Edition, by Uyless
Black., McGraw-Hill, Inc., 1994. Also see, Computer
Networks, Second Edition, by Andrew S. Tanenbaum,
Prentice-Hall, Inc., 1989.

Focus on Application and Transport Layer Security

In FIG. 9, there is an illustrative drawing providing a more
detailed view of client side and server side application layer
and transport layer programs and protocol structures used
during client-server network communications in accordance
with a current embodiment of the invention. The client and
server application layers each include SSL libraries which
cooperate to provide an application program interface which
encrypts and decrypts information passed between different
client and server application programs through a transport
layer socket connection. The client application layer, for
example, may include any of numerous types of computer
programs which rely upon client-server network connec-
tions. For example, the client application might be a network
browser application used to provide user access to the World
‘Wide Web. Alternatively, for instance, the client application
might be employed for financial transactions involving
credit card or home banking. It should be appreciated that
these are but a few sample types of application programs that
require security when involved in information transfer using
a client-server network connection. The server application
layer, for example, may include an HTTP server which
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provides information to a client browser application in
response to a client request. In a present embodiment, the
client application layer may includes multiple application
layer protocols used during transfers of information in
connection with different categories of applications. For
example, in a present embodiment of the invention, a client
application may employ HTTP, network news transfer pro-
tocol (NNTP), file transfer protocol (FTP), and Telnet. Each
different application protocol is used in communications
involving different server applications. For example, NNTP
is used to access certain news sources over the Internet; FTP
can be used for file transfers over the Internet; and a Telnet
can be used for remote login over the Internet.

An SSL library provides a sockets API that other appli-
cations can call to encrypt and decrypt information passed
through a socket connection. Moreover, in a current embodi-
ment of the invention, both the client and the server include
operating system services which implement respective client
and server transport layer protocols that use socket type
connections. These built in transport layer operating system
services may be an integral part of the client and server
operating systems. That is generally the case, for example,
with the UNIX operating system.

Alternatively, for example, the present invention may be
practiced in a host (client or server) environment in which
transport layer socket connection services are implemented
as part of an application layer dynamic link library (DLL),
such as Winsock for instance, which runs on top of a
Windows operating system. Winsock is a DLL which pro-
vides a socket application program interface, but it does not
provide the socket layer security.

The illustrative drawing of FIG. 10 shows client and
server side application layers and transport layers which
employ the Winsock DLL in conjunction with the SSL
library in accordance with an alternative embodiment of the
present invention. In operation, for example, a client appli-
cation calls Winsock to request a socket connection to a
server application. Winsock, in turn, calls the SSL library
and requests a connection to the server application. The SSL
library then calls the operating system protocol stack and
establishes the socket connection with the server side. The
client side and server side SSL libraries negotiate security.
Once a security scheme has been agreed upon, the client side
SSL library returns a message to Winsock indicating that a
socket connection is available. Winsock, in turn, returns a
message to the calling client application indicating that a
socket is ready. The client then can proceed to communicate
with the server application through Winsock and the SSL
library using the secure socket connection set up by the SSL
library.

The illustrative drawings of FIG. 11 shows client and
server side application layers and transport layers which
employ a variation of the Winsock DLL in conjunction with
the SSL library in accordance with another alternative
embodiment of the present invention. Winsock has been
modified to incorporate the SSL library functionality into a
new DLL referred to herein as the Winsock/SSL_ library. In
operation, for example, a client application calls Winsock/
SSL_library to request a socket connection to a server
application. The Winsock/SSL_ library, in turn, calls the
operating system protocol stack and establishes the socket
connection with the server side. The client side and server
side Winsock/SSL_ libraries negotiate security. Once a
security scheme has been agreed upon, the client side
‘Winsock/SSL__library returns a message to the calling client
application indicating that a socket is ready. The client then
can proceed to communicate with the server application
through the Winsock/SSL_ library using the secure socket
connection.
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SSL Library’s Sockets API

Briefly summarized, in a present embodiment, the appli-
cation program interface provided by the SSL library
includes the following calls: SSL__open, SSL__write, SSL__
read and SSL__close.

SSL__open

‘When an application calls SSL.__open, the SSL library to
make a request to the operating system transport layer
service to open a socket connection. The handshake protocol
takes place between the client side and server side SSL
libraries. The handshake results in an encryption scheme
agreed upon by the client and server side SSL libraries. Once
the handshake has been successfully completed, the SSL
library returns a message to the calling application indicat-
ing that a socket connection has been opened.

SSL__write

When an application calls SSL_ write, the SSL library
encrypts the information presented to it by the application
using the agreed upon encryption scheme. The SSL library
then calls the operating system transport layer service and
requests a write of the encrypted message to a server
designated by the calling application using the socket con-
nection created during SSL_ open. SSL_ read

When a host (client or server) that monitors a port
designated for SSL library communications receives a
message, the application calls SSL__read which invokes the
SSL library which then decrypts the message, and passes the
decrypted message to the application.

SSL__close

When a transfer of information through a socket connec-
tion created by an SSL._open call is finished or an error
condition occurs, SSL__close is called by either the client or
the server. The SSL library that receives SSL__close sends a
message instructing the operating system transport layer
service to close the socket connection. Note that whenever
an error is detected during information transfer, either during
handshake protocol or actual data transfer, SSL_ close is
called by the host (client or server) that discovers the error.
This is a security precaution.

Thus, the SSL library decrypts information before sending
it to an application program, and encrypts information after
receiving it from an application program. Conversely, the
SSL library encrypts information before sending it to a
transport layer socket connection, and decrypts information
after receiving it from a transport layer socket connection. In
other words, the SSL library only sends and receives clear
(unencrypted) information to and from application
programs, and the SSL library only sends and receives
encrypted information to and from a socket connection. In
essence, the apparatus and method of the present invention
redirects client-server information transfers between appli-
cation layer and transport layer so that the information
passes through an encryption/decryption mechanism imple-
mented as client side and server side SSL libraries. The
operation of the security mechanisms and processes of the
present invention will become more apparent from the
following explanation of the flow diagram of FIG. E3.

F. An Example of the SSL Library in Action

FIG. 12A-C illustrates the operation of the application
layer and transport layer programs and protocols of FIGS. 9
and 8 during client-server communications in accordance
with a present embodiment of the invention. For the purpose
of explaining the FIG. 12A-C flow diagram, it is assumed
that the client application is a network browser and that the
server application is an HTTP server. However, it should be
appreciated that the invention can be employed with other
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types of client and server applications. Furthermore, the
invention can be practiced with a host that employs an
application layer DLL, such as Winsock, which provides a
socket application program interface to host applications.

In FIG. 12A~C a user of a client browser application
program, for example, may wish to access additional infor-
mation (text, graphics, or sound, etc.) that relates to certain
text or an image or an icon displayed on a client computer
screen. Referring to FIG. 3, for instance, the client computer
screen at first might display the illustrated text describing the
World Wide Web. Embedded in the text is the word,
“Internet”, which is highlighted through underlining and
bolding. The highlighting indicates to the user that the word,
“Internet”, corresponds to a hyperlink that can be used to
access a related electronic document that provides more
information about the Internet. When the user “clicks” on (or
selects) the word “Internet”, the client application retrieves
from the electronic document a URL such as,
HTTP:\\HOME.NETSCAPE.COM\FILENAME.HTML,
for example, with a header that identifies a server that has the
additional information about the “Internet” sought by the
user. In practice, for example, the electronic document may
contain an HTML hyperlink tag that is used to set up a
client-server relationship in which the sought after “Inter-
net” information stored by a server will be provided to the
client application in response to the user’s “clicking” on the
word “Internet” in the electronic document.

Although this example is cast in terms of a document
having an HTML format, the invention may be practiced
with documents or ties using different formats. That is, a
prefix (like HTTPS), marker or name can be added to the
URL, or other network address indicator, of almost any file
or document to indicate that it is to be made “secure” in
accordance with the invention. For example, a JPEG, GIF,
MPEG, Postscript or voice files, or almost any hypermedia
document can be made secure using the apparatus and
methods of the invention.

Note that even the act of opening an electronic document
may involve creating multiple socket connections in order to
gather information to be displayed as part of the document.
For example, document text may be retrieved from one
server, and each graphics image in the document may be
retrieved from another server. The information in the docu-
ment may be highly confidential. Hence, ¢ach of the con-
nections used to open the document in the first place can be
protected through encryption in accordance with the present
invention. Moreover, once the document is displayed, it may
contain hyperlinks to yet other information (text, graphics,
sound, etc.). It is just such a hyperlink that is the subject of
the example illustrated in FIG. 12A-C.

Referring again to FIG. 12A-C, the client application
calls SSL__open to request a socket connection with the
server identified in the URL associated with the highlighted
selected word “Interact”. In this example, the HTTPS header
in the URL indicates that the server is a secure HT'TP server.
The “S” suffix in the header syntax indicates that the
connection is to be a secure connection, and that the appli-
cation should invoke the SSL library. The absence of an “S”
from the header syntax, that is a normal HTTP header, would
indicate that the connection need not be secure, and that the
SSL library need not be invoked. Thus, the HTTPS header
indicates to the application that the SSL library is to be
called to provide a secure HTTP transfer. Note that the
protocol known as HTTP itself is not altered or modified.
Rather, information transferred between client and server
applications is encrypted/decrypted in transit using the client
side and server side SSL libraries. In effect, the SSL libraries
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provide an additional security layer between application and
transport layers.

It will be appreciated that a URL prefix or suffix or similar
identifier can be employed to indicate to an application
program that the SSL library should be invoked in connec-
tion with other types of client-server transfers as well. For
example, an FTP transfer can be made secure by inserting a
marker such as, “FTPS”, in a URL to indicate that the
application should call the SSL library to accomplish the
transfer. The client side and server side SSL libraries handle
security while the FTP application remains unchanged. The
same can be done with NNTP or Telnet transfers, for
example. In each case, the client and server SSL libraries set
up a secure socket connection through which all information
is passed in encrypted form.

In response to SSL__open, the client SSL library calls the
appropriate client operating system service requesting a
socket connection with the HTTP server identified in the
URL. It will be appreciated that different client computers
may employ different operating systems, such as UNIX or
‘Windows, for instance.

The client and the server establish a socket connection
between them. At this point in the SSL_ open process, the
socket connection is not yet a secure one. Rather, it is a
typical connection of the general type that the client oper-
ating system would set up in response to an application
request to open a socket connection. More specifically, the
client operating system transport layer service, over a net-
work architecture of the general type disclosed in FIG. 8,
communicates with the corresponding operating system
service transport layer service of the designated HTTP
server to establish a client endpoint and a server endpoint for
a transport layer socket connection. The client endpoints are
defined by a combination comprising IP address (or DNS
name) and port number. A TCP message header typically
contains a port number which indicate the source and
destination ports of a message. The lower level protocols
carry the IP address. A host (client or server) can determine
whether or not a message is encrypted based upon the port
numbers in the TCP header.

‘When the client and server operating system services have
established the socket connection described above, the client
operating system returns a message to the SSL library
indicating successful connection. The client side SSL library
and the server side SSL library then engage in a handshake
protocol in accordance with the invention using the socket
connection that has been established by the client and server
operating system services. During the handshake procedure,
for example, encryption/decryption precautions are
negotiated, the server is authenticated and the integrity of the
socket security is checked. A detailed explanation of the
handshake protocol is provided elsewhere in this specifica-
tion. Once the handshake procedure has been successfully
completed, the client SSL library returns to the client appli-
cation a message indicating the HTTP server endpoint of the
socket connection. Meanwhile, the server side SSL library
listens on the endpoint port.

Next, continuing with the above example, the client
application sends an SSL_ write to the client side SSL
library with a message addressed to the designated server
endpoint requesting the information relating to the selected
word “Internet” that appeared in the electronic document. In
response to the SSL_ write, the client side SSL library
encrypts the client application message using an encryption/
decryption scheme agreed upon for the connection during
the handshake negotiation process. The client side SSL then
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calls the client operating system transport layer service with
a request to send the encrypted message addressed to the
HTTP server endpoint using the socket connection created
during the SSL.__open. The client operating system sends the
encrypted client application request over the network to the
HTTPS server endpoint. Note that the information trans-
ferred through the socket connection is secure since it was
encrypted before it entered the socket using the agreed upon
SSL library encryption procedures.

Upon receipt of the encrypted client application message
addressed to the designated server port number, the server
calls SSL_ read invokes the SSL library decryption routines
which then decrypt the received message using the agreed
upon decryption scheme. Basically, the server knows that
any message sent to the designated server port number is a
message that requires decryption. Whenever a message
arrives on a server port number designated during the
SSL._open process, the server calls SSL_read to decrypt
the received message. Once decrypted, the message is
passed over to the server application. The HTTP server
retrieves the information requested by the client application
message.

As explained above, there is a session_ identification
table stored for each client-server socket connection which
indicates the master key, cipher and hash for the session.
This session__identification information is used as context
for the present secure socket connection, and as explained
above, may be re-used in later connections.

When the server has retrieved the requested information,
it then calls the server SSL library with an SSL_ write
requesting delivery of the requested information to the client
side endpoint. The server side SSL library encrypts
information, and then calls the server operating system
transport layer service and requests a write of the encrypted
message to the designated client endpoint. The server side
operating system transport layer service handles the request
and delivers the message to the client application endpoint.

Upon receipt of the encrypted server message addressed
to the designated client port number, the client application
calls SSL_ read to invoke the SSL library decryption rou-
tines which then decrypt the received message using the
agreed upon decryption scheme. The client side SSL library
then delivers the decrypted HTTP server message to the
client application.

Finally, the client application displays on the client dis-
play screen information corresponding to the selected word,
“Internet”, which was retrieved from the HTTPS server. The
server calls SSL dose to dose the socket connection when it
has finished sending the requested information.

G. Record Protocol Specification

In this section, additional details are provided concerning
SSL record formats, handshake protocols and security tech-
niques employed by a presently preferred embodiment of the
invention.

SSL Record Header Format.

In SSL, all data sent is encapsulated in a record, an object
which is composed of a header and some non-zero amount
of data. Each record header contains a two or three byte
length code. If the most significant bit is set in the first byte
of the record length code then the record has no padding and
the total header length will be 2 bytes, otherwise the record
has padding and the total header length will be 3 bytes. The
record header is transmitted before the data portion of the
record.

Note that in the long header case (3 bytes total), the
second most significant bit in the first byte has special
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meaning. When zero, the record being sent is a data record.
When one, the record being sent is a security escape (there
are currently no examples of security escapes; this is
reserved for future versions of the protocol). In either case,
the length code describes how much data is in the record.

The record length code does not include the number of
bytes consumed by the record header (2 or 3). For the 2 byte
header, the record length is computed by (using a “C”-like
notation):

RECORD-LENGTH=((byte[O]&0x7f)<<8))lbyte[l];

Where byte[Olrepresents the first byte received and byte[1]
the second byte received. When the 3 byte header is used, the
record length is computed as follows (using a “C”-like
notation):

RECORD-LENGTH=((byte[ O]&0x3f)<<8))lbyte[1];
IS-ESCAPE=(byte[O1 & 0x40)!=0;
PADDING=byte[2];

The record header defines a value called PADDING. The
PADDING value specifies how many bytes of data were
appended to the original record by the sender. The padding
data is used to make the record length be a multiple of the
block ciphers block size when a block cipher is used for
encryption. The sender of a “padded” record appends the
padding data to the end of its normal data and then encrypts
the total amount (which is now a multiple of the block
cipher’s block size). The actual value of the padding data is
unimportant, but the encrypted form of it must be transmit-
ted for the receiver to properly decrypt the record. Once the
total amount being transmitted is known the header can be
properly constructed with the PADDING value set appro-
priately.

The receiver of a padded record decrypts the entire record
data (sans record length and the optional padding) to get the
clear data, then subtracts the PADDING value from the
RECORD-LENGTH to determine the final RECORD-
LENGTH. The clear form of the padding data must be
discarded.

SSL Record Data Format.

The data portion of an SSL record is composed of three

components (transmitted and received in the order shown):

MAC-DATA[MAC-SIZE]
ACTUAL-DATA [N]
PADDING-DATA [PADDING]

ACTUAL-DATA is the actual data being transmitted (the
message payload). PADDING-DATA is the padding data
sent when a block cipher is used and padding is needed.
Finally, MAC-DATA is the “message Authentication Code”.

‘When SSL records are sent in the clear, no cipher is used.
Consequently the amount of PADDING-DATA will be zero
and the amount of MACDATA will be zero. When encryp-
tion is in effect, the PADDING-DATA will be a function of
the cipher block size. The MAC-DATA is a function of the
CIPHER-CHOICE (more about that later).

The MAC-DATA is computed as follows:

MAC-DATA: =HASH[SECRET, ACTUAL-DATA,
PADDING-DATA, SEQUENCE-NUMBER]

Where the SECRET data is fed to the hash function first,
followed by the ACTUAL-DATA, which is followed by the
PADDING-DATA which is finally followed by the
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SEQUENCE-NUMBER. The SEQUENCE-NUMBER is a
32 bit value which is presented to the hash function as four
bytes, with the first byte being the most significant byte of
the sequence number, the second byte being the next most
significant byte of the sequence number, the third byte being
the third most significant byte, and the fourth byte being the
least significant byte (that is, in network byte order or “big
ending” order).

MAC-SIZE is a function of the digest algorithm being
used. For MD2 and MD5 the MAC-SIZE will be 16 bytes
(128 bits).

The SECRET value is a function of which party is sending
the message and what kind of key exchange algorithm/
cipher was chosen.

For the non-token key exchange algorithms (e.g. RSA,
DH):

If the client is sending the message then the SECRET is
the CLIENT-WRITE-KEY (the server will use the
SERVER-READ-KEY to verify the MAC). If the client is
receiving the message then the SECRET is the CLIENT-
READ-KEY (the server will use the SERVER-WRITE-KEY
to generate the MAC).

For the token key exchange algorithms (e.g. RSA-
TOKEN, DH-TOKEN, FORTEZZA-TOKEN):

The SECRET value is the RANDOM-NUMBER from the
CLIENT-SESSION-KEY message. The value is used iden-
tically by the client and the server for both sending and
receiving.

The SEQUENCE-NUMBER is a counter which is incre-
mented by both the sender and the receiver. For each
transmission direction, a pair of counters is kept (one by the
sender, one by the receiver). Every time a message is sent by
a sender the counter is incremented. Sequence numbers are
32 bit unsigned quantities and must wrap to zero after
incrementing past OXFFFFFFFF.

The receiver of a message uses the expecied value of the
sequence number as input into the MAC HASH function
(the HASH function is chosen from the CIPHER-CHOICE).
The computed MAC-DATA must agree bit for bit with the
transmitted MAC-DATA. If the comparison is not identity
then the record is considered damaged, and it is to be treated
as if an “1/0 Error” had occurred (i.e. an unrecoverable error
is asserted and the connection is closed).

A final consistency check is done when a block cipher is
used and the protocol is using encryption. The mount of data
present in a record (RECORD-LENGTH)) must be a mul-
tiple of the cipher’s block size. If the received record is not
a multiple of the cipher’s block size then the record is
considered damaged, and it is to be treated as if an “1/0
Error” had occurred (i.e. an unrecoverable error is asserted
and the connection is closed).

The SSL Record Layer is used for all SSL
communications, including handshake messages, security
escapes and application data transfers. The SSL Record
Layer is used by both the client and the server at all times.

For a two byte header, the maximum record length is
32767 bytes. For the three byte header the maximum record
length is 16383 bytes. The SSL Handshake Protocol mes-
sages are constrained to fit in a single SSL Record Protocol
record. Application protocol messages are allowed to con-
sume multiple SSL Record Protocol record’s.

Before the first record is sent using SSL all sequence
numbers are initialized to zero. The transmit sequence
number is incremented after every message sent, starting
with the CLIENT-HELLO and SERVER-HELLO messages.
Out of Band Data.

SSL Version 3 supports the transmission and reception of
“out of band data”. Out of band data is normally defined at
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the TCP/IP protocol level, but because of SSL’s privacy
enhancements and support for block ciphers, this becomes
difficult to support.

To send out-of-band data, the sender sends an escape
record whose body contains a single byte of data indicating
the escape type code:

char escape-tee-code

The escape-type-code value should be SSL__ET_OOB__
DATA. The record following the escape record will be
interpreted as “out-of-band” data and will only be made
available to the receiver through an unspecified mechanism
that is different than the receivers normal data reception
method. The transmitted data record and the escape record
are transmitted normally (i.e. encryption, MAC
computations, and block cipher padding remain in effect).

Note that the escape record and the following record are
sent using normal TCP sending mechanisms, not using the
“out of band” mechanisms.

H. Handshake Protocol

In this section, additional details are provided concerning
the SSL handshake protocol and security techniques
employed by a presently preferred embodiment of the inven-
tion.

Protocol Flow

The handshake protocol includes several phases. In a
present embodiment of the invention, the first phase is the
“hello” phase which is used to define the capabilities of the
client and server and to agree upon a set of algorithms to use
for privacy and authentication. The first phase also allows
for the discovery of a “session-identification”, and if present,
to skip some of the successive phases. The following mes-
sages are exchanged in the hello phase:

CLIENT-HELLO

SERVER-HELLO

The second phase is the key exchange phase during which
key material is exchanged between the client and server. The
key exchange results in the client and server sharing a master
key. The following are exchanged in the key exchange
phase:

CLIENT-MASTER-KEY

CLIENT-DH-KEY

The third phase is the session key production phase in
which the actual session keys that will be used during the
current communication session are produced. The following
are exchanged in he session key production phase:

CLIENT-SESSION-KEY

The fourth phase is the server-verify phase which, in the
current embodiment, is used only when the RSA key
exchange algorithm is used. This phase verifies the server’s
discovery of the master key and subsequent generation of
the session keys. The following messages are exchanged in
the server verify phase:

SERVER-VERIFY

The fifth phase involves client authentication. This phase
is used only for key exchange algorithms that do not
authenticate the client. Currently, only the RSA key
exchange algorithm fails to authenticate the client. The
following messages are exchanged in the client authentica-
tion phase:

REQUEST-CERTIFICATE

CLIENT-CERTIFICATE

The sixth phase is the final phase during which both sides
of the conversation exchange “finish” messages. The fol-
lowing messages are exchanged in the finished phase:
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CLIENT-FINISHED

SERVER-FINISHED
Errors

Error handling in the SSL Handshake protocol is very
simple. When an error is detected, the detecting party sends
a message to the other party. Errors that are not recoverable
cause the client and server to abort the secure connection.
Servers and client are required to “forget” any session
identifiers associated with a failing connection.

The SSL Handshake Protocol defines the following
ITorS:

NO-CIPHER-ERROR

The above error is returned by the client to the server
when it cannot find a cipher or key size that it supports that
is also supported by the server. This error is not recoverable.

NO-CERTIFICATE-ERROR

When a REQUEST-CERTIFICATE message is sent, the
above error may be returned if the client has no certificate to
reply with. This error is recoverable (for client authentica-
tion only).

BAD-CERTIFICATE-ERROR

The above error is returned when a certificate is deemed
bad by the receiving party. Bad means that either the
signature of the certificate was bad or that the values in the
certificate were inappropriate (e.g. a name in the certificate
did not match the expected name). This error is recoverable
(for client authentication only).

UNSUPPORTED-CERTIFICATE-TYPE-ERROR

The above error is returned when a client/server receives a
certificate type that it can’t support. This error is recoverable
(for client authentication only).

Handshake Protocol Messages

Handshake protocol messages are encapsulated using the
“SSL Record Protocol”. The messages are composed of two
parts: a single byte message code and some data. The client
and server exchange messages until both sides have sent
their “finished” message, indicating that they are satisfied
with the handshake protocol conversation. While one end of
the conversation may have finished, the other end may not.
Therefore, the finished end must continue to receive proto-
col handshake messages until it receives a “finished” mes-
sage from its peer.

After the pair of session keys has been determined by each
party, the message bodies are encrypted. For the client, this
happens after it verifies the session-identifier or creates a
new master key and has sent it to the server. For the server,
this happens after the session-identifier is found to be good,
or the server receives the client’s master key message.

The following notation is used in the preferred embodi-
ment for SSLHP messages:

char MSG-EXAMPLE

char FIELD1

char FIELD2

char THING-MSB

char THING-LSB

char THING-DATA[(MSB<<8)ILSB];

This notation defines the data in the protocol message,
including the message type code. The order is presented top
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to bottorn, with the top most element being transmitted first,
and the bottom most element transferred last.

For the “THING-DATA” entry, the MSB and LSB values
are actually THING-MSB and THING-LSB (respectively)
and define the number of bytes of data actually present in the
message. For example, if THINGMSB were zero and
THING-LSB were 8 then the THING-DATA array would be
exactly 8 bytes long. This shorthand is used below.

Length codes are unsigned values, and when the MSB and
LSB are combined the result is an unsigned value. Unless
otherwise specified lengths values are “length in bytes”.
ERROR Message

The ERROR message may be sent clear or encrypted. The
error message may be sent in a number of the Handshake
Protocol phases. Its format is:

char MSG-ERROR
char ERROR-CODE-MSB
char ERROR-CODE-LSB

This message is sent when an error is detected. If the
message is sent after session-key have been negotiated then
the message is sent encrypted, otherwise it is sent in the
clear. Also, if the error is unrecoverable then the sender shuts
down its connection after sending the error. In a similar
fashion the receiver will close its connection upon receipt of
an unrecoverable error.

“Hello” Phase Messages:

The “Hello” phase messages are used by client and server
inform of security and encryption capabilities. The security
and encryption information is contained the CIPHER-
SPECS data passed initially from the client to the server.
This data defines the kinds of security and encryption
algorithms that the client can support. The data is made
available to the server in the CLIENT-HELLO message. The
CIPHER SPECS contain the key exchange algorithms sup-
ported by the client in server and the certificate types
supported by the client. The server is required to examine the
CIPHER-SPECS sent by the client and remove any that it
does not support and any that it chooses not to support. In
addition, for SSL version 3, the server is required to choose
a single key exchange algorithm from the choices provided
by the client.

The encryption and security capabilities that are resolved
by the “Hello” phase messages are:

The key exchange algorithm and certificates for each

endpoint (the client’s certificate is optional).

The symmetric cipher algorithm the session-key(s) for it
and any key argument data.

The hash function used for MAC computations. hand-
shake hash computation and session key production.
Client-Hello

The client-hello message is sent in the clear. The form of
the client-hello message is as follows:

char MSG-CLIENT-HELLO

char CLIENT-VERSION-MSB

char CLIENT-VERSION-LSB

char CIPHER-SPECS-LENGTH-MSB

char CIPHER-SPECS-LENGTH-LSB

char SESSION-ID-LENGTH-MSB

char SESSION-ID-LENGTH-LSB

char CHALLENGE-LENGTH-MSB

char CHALLENGE-LENGTH-LSB

char CIPHER-SPECS-DATA[(MSB<<8)ILSB]
char SESSION-ID-DATA[(MSB<<8)ILSB]
char CHALLENGE-DATA[(MSB<<8)ILSB]
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When a client first connects to a server it is required to
send the CLIENT-HELLO message. The server is expecting
this message from the client as its first message. It is an error
for a client to send anything else as its first message.

The client sends to the server its SSL version (currently
there are several versions of the novel SSL), its cipher specs
(see below), some challenge data, and the session-identifier
data. The session-identifier data is only sent if the client
found a session-identifier in its cache for the server, and the
SESSION-ID-LENGTH will be non-zero. When there is no
session-identifier for the server SESSION-ID-LENGTH
must be zero. The challenge data is used to authenticate the
server. After the client and server agree on a pair of session
keys, the server returns a SERVER-VERIFY message with
the encrypted form of the CHALLENGE-DATA.

Also note that the server will not send its SERVER-
HELLO message until it has received the CLIENT-HELLO
message. This is done so that the server can indicate the
status of the client’s session-identifier back to the client in
the server’s first message (i.e. to increase protocol efficiency
and reduce the number of round trips required).

The server examines the CLIENT-HELLO message and
will verify that it can support the client version and one of
the client cipher specs. The server can optionally edit the
cipher specs. removing any entries it doesn’t choose to
support. The edited version will be returned in the SERVER-
HELLO message if the session-identifier is not in the
server’s cache.

The CIPHER-SPECS-LENGTH must be greater than
zero and a multiple of 3. The SESSION-ID-LENGTH must
either be zero or 16. The CHALLENGE-LENGTH must be
greater than or equal to 16 and less than or equal to 32.

This message must be the first message sent by the client
to the server. After the message is sent the client waits for a
SERVER-HELLO message. Any other message returned by
the server (other than ERROR) is disallowed.
Server-Hello

The SERVER-HELLO message is sent in the clear. The
format of the SERVER-HELLO message is as follows:

char MSG-SERVER-HELLO

char SESSION-ID-HIT

char CERTIFICATE-TYPE

char SERVER-VERSION-MSB

char SERVER-VERSION-LSB

char CERTIFICATE-LENGTH-MSB

char CERTIFICATE-LENGTH-LSB

char CIPHER-SPECS-LENGTH-MSB

char CIPHER-SPECS-LENGTH-LSB

char CONNECTION-ID-LENGTH-MSB
char CONNECTION-ID-LENGTH-LSB

char CERTIFICATE-DATA[MSB<<8)ILSB]
char CIPHER-SPECS-DATA[MSB<<8)ILSB]
char CONNECTION-ID-DATA[MSB<<8)ILSB]

The server sends this message after receiving the clients
CLIENT-HELLO message. The server returas the
SESSION-ID-HIT flag indicating whether or not the
received session-identifier is known by the server (i.e. in the
server’s session-identifier cache). The SESSION-ID-HIT
flag will be non-zero if the client sent the server a session-
identifier (in the CLIENT-HELLO message with SESSION-
ID-LENGTH 0) and the server found the client’s session-
identifier in its cache. If the SESSION-ID-HIT flag is
non-zero then the CERTIFICATE-TYPE, CERTIFICATE-
LENGTH and CIPHER-SPECS-LENGTH fields will be
Zero.
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The CERTIFICATE-TYPE value, when non-zero, has one
of the values described above (see the information on the
CLIENT-CERTIFICATE message).

‘When the SESSION-D-HIT flag is zero, the server pack-
ages up its certificate, its cipher specs and a connection-id to
send to the client. Using this information the client can
generate a session key and return it to the server with the
CLIENT-MASTER-KEY message.

‘When the SESSION-ID-HIT flag is non-zero, both the
server and the client compute a new pair of session keys for
the current session derived from the MASTER-KEY that
was exchanged when the SESSION-ID was created. The
SERVER-READ-KEY and SERVER-WRITE-KEY are
derived from the original MASTER-KEY keys in the same
manner as the CLIENT-READ-KEY and CLIENT-WRITE-
KEY:

SERVER-READ-KEY :=CLIENT-WRITE-KEY
SERVER-WRITE-KEY :=CLIENT-READ-KEY

Note that when keys are being derived and the SESSION-
ID-HIT flag is set and the server discovers the client’s
session-identifier in the servers cache, then the KEY-ARG-
DATA is used from the time when the SESSION-ID was
established. This is because the client does not send new
KEY-ARG-DATA (recall that the KEY-ARG-DATA is sent
only in the CLIENT-MASTER-KEY message).

The CONNECTION-ID-DATA is a string of randomly
generated bytes used by the server and client at various
points in the protocol. The CLIENT-FINISHED message
contains an encrypted version of the CONNECTION-ID-
DATA. The length of the CONNECTION-ID must be
between 16 and than 32 bytes, inclusive.

The CIPHER-SPECS-DATA define the kind of algo-
rithms supported by the sender. Each SESSION-CIPHER-
SPEC is 3 bytes long and looks like this:

char CIPHER-KIND-0
char CIPHER-KIND- 1
char CIPHER-KIND-2

Where CIPHER-KIND is one of(for SSL version 2 and
version 3):

SSL_CK_RC4_128__WITH_MDS5
SSL__CK_RC4__128__EXPORT40_WITH_MDS5
SSL_CK_RC2_128_CBC_WITH_MDS5
SSL__CK_RC2128__CBC_EXPORT40_WITH_MDS5
SSL_CK_IDEA__128_CBC__WITH_MDS3
SSL_CK_DES_64_CBC_WITH_MDS5
SSL__CK_DES__192_EDE3__CBC_WITH_MD5

The following CIPHER-KIND’s are added for SSL ver-
sion 3:

SSL__CK_’NULL_WITH_MD5
SSL_CK_DES_ 64 CBC_WITH_SHA
SSL._CK_DES_ 192 EDE3_CBC_WITH_SHA

SSL_KEA_RSA
SSL_KFEA_RSA_TOKEN_ WITH__DES
SSL_KEA_RSA_TOKEN_WITH_DES_EDE3
SSL_KEA_RSA_TOKEN_WITH_RC4
SSL_KEA_DHSSL_KEA DH_TOKEN_WITH_DES
SSL_KEA_DH_TOKEN_WITH__DES_ EDE3
SSL_KEA_DH_ ANONYMOUS
SSL_KEA_DH_TOKEN_ANONYMOUS_WITH__
DES
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SSL_KEA_DH_TOKEN_ANONYMOUS_WITH__
DES__EDE3

SSL_KEA_FORTEZZA_SSL_KEA_FORTEZZA__
ANONYMOUS

SSL_KEA_FORTEZZA_TOKEN

SSL_KEA_FORTEZZA_ _TOKEN_ANONYMOUS

Note that additional or different algorithms may be used
without departing from the invention.

The server receives CIPHER-KIND-DATA from the cli-
ent and culls out the ciphers the server does not want to
support. In addition, for SSL version 3 the server must
eliminate all but one of the key exchange algorithm’s.

The SSL_CK_RC4__128 EXPORT40_WITH_MD5
cipher is an RCI cipher where some of the session key is sent
in the clear and the rest is sent encrypted (exactly 40 bits of
it). MD5 is used as the hash function for production of
MAC’s and session key’s. This cipher type is provided to
support “export” versions (i.e. versions of the protocol that
can be distributed outside of the United States) of the client
Or Server.

An exportable implementation of the SSL Handshake
Protocol will have secret key lengths restricted to 40 bits and
only support either RC2, RC4 or both. For non-export
implementations key lengths can be more generous (we
recommend at least 128 bits). It is permissible for the client
and server to have a non-intersecting set of stream ciphers.
This, simply put, means they cannot communicate.

The SSL Handshake Protocol defines the SSL_CK__
RC4_128_WITH_MDS to have a key length of 128 bits.
The SSL_CK_RC4_T1 28 EXPORT40_WITH_MDS5
also has a key length of 128 bits. However, only 40 of the
bits are secret (the other 88 bits are sent in the clear by the
client to the server).

The SERVER-HELLO message is sent after the server
receives the CLIENT-HELLLO message, and before the
server sends the SERVER-VERIFY message.

Key Exchange Phase Messages

The “Key Exchange” phase is used to establish a
MASTER-KEY that is a shared secret between the client and
the server. The kind of message sent by the client is
dependent on the key exchange algorithm chosen by the
server. If an RSA key exchange algorithm is used then the
CLIENT-MASTER-KEY message will be sent. The
CLIENT-DH-KEY is used for Diffie-Hellman style key
exchanges (e.g. DH and FORTEZZA).

In addition, session key production is a function of the
Kind of key exchange algorithm. “Token” key exchange
algorithms use the CLIENT-SESSION-KEY message to
define the session keys. Non-token key exchange algo-
rithm’5 use the key production facilities described in below
in the section describing session-key production.
Client-Master-Key

The client-master-key is sent primarily in the clear. The
format of the client-master-key message is as follows:

char MSG-CLIENT-MASTER-KEY

char CIPHER-KIND (3]

char CLEAR-KEY-LENGTH-MSB

char CLEAR-KEY-LENGTH-LSB

char ENCRYPTED-KEY-LENGTH-MSB
char ENCRYPTED-KEY-LENGTH-LSB
char KEY-ARG-LENGTH-MSB

char KEY-ARG-LENGTH-LSB

char CLEAR-KEY-DATA[MSB<<8)ILSB]
char ENCRYPTED-KEY-DATA[MSB<<8)ILSB]
char KEY-ARG-DATA[MSB<<8)ILSB]
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The client sends this message when it has determined a
master key for the server to use. Note that when a session-
identifier has been agreed upon, the client-master-key mes-
sage is not sent.

The CIPHER-KIND field indicates which cipher was
chosen from the server’s CIPHER-SPECS.

The CLEAR-KEY-DATA contains the clear portion of the
MASTER-KEY. The CLEAR-KEY-DATA is combined with
the SECRET-KEY-DATA (described shortly) to form the
MASTER-KEY, with the SECRET-KEY-DATA being the
least significant bytes of the final MASTER-KEY. The
ENCRYPTED-KEY-DATA contains the secret portions of
the MASTER-KEY, encrypted using the server’s public key.
The encryption block is formatted using block type 2 from
PKCS#1, as specified in RSA Encryption Standard, Version
1.5, Nov. 1993. The data portion of the block is formatted as
follows:

char SECRET-KEY-DATA{SECRET-LENGTH]

SECRET-LENGTH is the number of bytes of each session
key that is being transmitted encrypted. The SECRET-
LENGTH plus the CLEARKEY-LENGTH equals the num-
ber of bytes present in the cipher key (as defined by the
CIPHER-KIND). It is an error if the SECRET-LENGTH
found after decrypting the PKCS#1 formatted encryption
block does not match the expected value. It is also an error
if CLEAR-KEY-LENGTH is non-zero and the CIPHER-
KIND is not an export cipher.

If the key algorithm needs an argument (for example,
DES-CBC’s initialization vector) then the KEY-ARG-
LENGTH fields will be non-zero and the KEY-ARG-DATA
will contain the-relevant data. For the

SSL_CK_RC2_128_CBC_WITH_MD5
SSL_CK_RC2_128_ CBC_EXPORT40_WITH_ _MDS
SSL_CK_IDEA_128__CBC_WITH_MDS5
SSL__CK_DES_64 CBC_WITH_MDS
SSL_CK__DES_192_EDE3_CBC__WITH_MDS5
SSL_CK_DES_64 CBC_WITH_SHA
SSL_CK_DES_192_EDE3_CBC_WITH_SHA

algorithms the KEY-ARG data must be present and be
exactly 8 bytes long.

The CLIENT-MASTER-KEY message must be sent after
the CLIENT-HELLO message and before the CLIENT-
FINISHED message. The CLIENT-MASTER-KEY mes-
sage must be sent if the SERVER-HELIL O message contains
a SESSION-ID-HIT value of 0.

Session Key Production

Client and server session key production is a function of
the CIPHERCHOICE (Note that this step is skipped for
“token” key exchange algorithm’s—the CLIENT-
SESSION-KEY message is used instead):
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SSL_CK_NULL_WITH_MDS
SSL_CK_RC4_128_WITH_MDS
SSL_CK_RC4_128_ EXPORT40_WITH_MDS
SSL_CK_RC2_128 CBC_WITH_MDS
SSL_CK_RC2_ 128 CBC_EXPORT40_WITH_MDS5
SSL_CK_IDEA__128 _CBC_WITH_MDS5

KEY-MATERIAL-0:=MD5[MASTER-KEY, “0”,
CHALLENGE, CONNECTION-ID

KEY-MATERIAL-I :=MD5[MASTER-KEY, “1”,
CHALLENGE, CONNECTION-ID

CLIENT-READ-KEY :=KEY-MATERIAL-0[0-15]
CLIENT-WRITE-KEY :=KEY-MATERIAL-1 [0-15]

Where KEY-MATERIAL-0[0-15] means the first 16
bytes of the KEY-MATERIAL-Q data, with KEY-
MATERITAL-0[0] becoming the most significant byte of the
CLIENT-READ-KEY.

Data is fed to the MDS5 hash function in the order shown,
from left to right: first the MASTER-KEY, then the “0” or
“1”, then the CHALLENGE and then finally the
CONNECTION-ID.

Note that the “0” means the ascii zero character (0x30),
not a zero value. “1” means the ascii I character (0x31).
MDS5 produces 128 bits of output data which are used
directly as the key to the cipher algorithm (The most
significant byte of the MD5 output becomes the most
significant byte of the key material).

Finally, note that although the NULL cipher produces
session keys in the same was as the other ciphers listed, the
session keys are not actually used for encryption. However,
they are used for the SECRET value in the MAC compu-
tation.

SSL__CK_DES__64_CBC__WITH_MDS5
SSL_CK_DES_64 CBC_WITH_SHA
KEY-MATERIAL -0:= HASH[MASTER-

KEY,

CHALLENGE, CONNECTION-ID
CLIENT-READ-KEY:= KEY-MATERIAL-0
[0-7]
CLIENT-WRITE-KEY:= KEY-MATERIAL-0
[8-15]

For DES-CBC, a single 16 bytes of key material are pro-
duced using HASH. The first 8 bytes of the hash function
results are used as the CLIENT-READ-KEY while the next
8 bytes are used as the CLIENT-WRITE-KEY The initial-
ization vector is provided in the KEY-ARG-DATA. Note
that the raw key data is not parity adjusted and that this step
must be performed before the keys are legitimate DES keys.

SSL_CK_DES_192_FEDE3_CBC_WITH_MD5

SSL__CK_DES_192_EDE3_CBC_WITH__SHAKEY MATERIAL-0:=

HASH[MASTER-KEY, “0”,
CHALLENGE, CONNECTION-ID
KEY-MATERIAL-I:= HASH[MASTER-KEY, “1”
CHALLENGE, CONNECTION-ID
KEY-MATERJAL-2:= HASH[MASTER-KEY, “2”,
CHALLENGE, CONNECTION-ID
CLIENT-READ-KEY-0:= KEY-MATERLAL-0[0-7]
CLIENT-READ-KEY-I:= KEY-MATERLAL-~0[8-15]
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-continued
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CLIENT-READ-KEY-2:= KEY-MATERIAL-I[0-7]
CLIENT-WRITE-KEY-0:= KEY-MATERIAL -I[8-15]
CLIENT-WRITE-KEY-I:= KEY-MATERIAL-2[0-7]
CLIENT-WRITE-KEY-2:= KEY-MATERIAL-2{8-1S]

Data is fed to the HASH function in the order shown, from
left to right: first the MASTER-KEY, then the “0”, “1” or
“2”.then the CHALLENGE and then finally the
CONNECTION-ID. Note that the “0” means the ascii zero
character (0x30), not a zero value. “1” means the ascii 1
character (0x31). “2”means the ascii 2 character (0x32).

A total of 6 keys are produced, 3 for the read side
DES-EDE3 cipher and 3 for the write side DES-EDE3
function. The initialization vector is provided in the KEY-
ARG-DATA. The keys that are produced are not parity
adjusted. This step must be performed before proper DES
keys are usable.

Recall that the MASTER-KEY is given to the server in
the CLIENT-MASTER-KEY message. The CHALLENGE
is given to the server by the client in the CLIENT-HELLO
message. The CONNECTION-ID is given to the client by
the server in the SERVER-HELLO message. This makes the
resulting cipher keys a function of the original session and
the current session. Note that the master key is never directly
used to encrypt data, and therefore cannot be easily discov-
ered.

Client-DH-Key

The client-DH-Key is sent primarily in the clear. The form

of the client-DH-Key message is as follows:

char MSG-CLIENT-DH-KEY

char Y-LENGTH-MSB

char Y-LENGTH-LSB

char CERTIFICATE-TYPE

char CERTIFICATE-LENGTH-MSB
char CERTIFICATE-LENGTH-LSB
char RANDOM-LENGTH-MSB

char RANDOM-LENGTH-LSB

char Y-DATA[MSB<<S8ILSB]

char CERTIFICATE-DATA[MSB<<S8ILSB]
char RANDOM-DATA[MSB<<8|LSB]

The client sends this message to the server to finish a
Diffie-Hellman style key exchange. The client provides it’s
“Y” value either directly in the YDATA or indirectly in the
CERTIFICATE-DATA. If the key exchange algorithm is not
“anonymous” then the client must provide the certificate
data.

The RANDOM-DATA is used by the server and client to
produce the MASTER-KEY. This is necessary when mutual
authentication is used because otherwise the MASTER-
KEY would be a constant,

The CLIENT-SESSION-KEY message must immediately
follow this message.

Session Key Production Phase Messages

This message is used by “token” key exchange algo-
rithms. Token’s disallow key material to leave the token
unencrypted and because of this the client must communi-
cate to the server the encrypted value of the session keys
(because the server cannot produce them).
Client-Session-Key

The client-session-key message format is as follows:

char MSG-CLIENT-SESSION-KEY
char CIPER-KIND [3]
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char CLEAR-KEY1-LENGTH-MSB

char CLEAR-KEY1-LENGTH-LSB

char ENCRYPTEDI-KEY-LENGTH-MSB

char ENCRYPTED1-KEY-LENGTH-LSB

char CLEAR-KEY2-LENGTH-MSB

char CLEAR-KEY2-LENGTH-LSB

char ENCRYPTED2-KEY-LENGTH-MSB

char ENCRYPTED2-KEY-LENGTH-LSB

char KEY-ARG-LENGTH-MSB

char KEY-ARG-LENGTH-LSB

char RANDOM-NUMBER-LENGTH-MSB

char RANDOM-NUMBER-LENGTH-LSB

char CLEAR-KEY1-DATA[MSB<<8/L.SB]

char ENCRYPTED-KEY1-DATA[MSB<<8/LSB]
char CLEAR-KEY2-DATA[MSB<<8/L.SB]

char ENCRYPTED-KEY2-DATA{MSB<<8/LSB]
char KEY-ARG-DATA[MSB<<8/L.SB]

char RANDOM-NUMBER-DATA[MSB<<8/LSB]

This message is sent by the client after either the
CLIENT-MASTER-KEY message or the CLIENT-DH-
KEY message. The message is used to establish one (or two)
session keys with the server. Each session key is composed
of two pieces: the CLEAR-KEY-DATA and the
ENCRYPTED-KEY-DATA. If the CIPHER-KIND indicates
an export grade cipher then some of the key data will be sent
in the clear (in the CLEAR-KEY-DATA). The CLEAR-
KEY-DATA and the ENCRYPTED-KEY-DATA are concat-
enated to produce a session key. This message allows for two
independent session keys to be established. If two keys are
used then the first key (KEY1) becomes the
CLIENTWRITE-KEY and the SERVER-READ-KEY. The
second key (KEY2) becomes the CLIENT-READ-KEY and
the SERVER-WRITE-KEY.

The ENCRYPTED-KEY-DATA’s are encrypted using the
MASTER-KEY (the MASTER-KEY was established by the
CLIENT-DH-KEY message). The RANDOM-NUMBER-
DATA is encrypted using KEY1.

The KEY-ARG-DATA is used by ciphers that require
some sort of initialization data (e.g. DES’s IV). The
RANDOM-NUMBER-DATA is used as the SECRET for
MAC computations (recall that for tokens the session key
data is not available in the clear)

Server Verify Phase Messages

The server-verify message is sent encrypted.
Server-Verify

The client-session-key message has the following format:

char MSG-SERVER-VERIFY
char CHALLENGE-DATA[N-1]

The server sends this message after a pair of session keys
(SERVER-READ-KEY and SERVER-WRITE-KEY) have
been agreed upon either by a session-identifier or by explicit
specification with the CLIENT-MASTER-KEY message.
The message contains an encrypted copy of the
CHALLENGE-DATA sent by the client in the CLIENT-
HELLO message.

“N” is the number of bytes in the message that was sent,
so “N-1" is the number of bytes in the CHALLENGE-
DATA without the message header byte.
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This message is used to verify the server as follows. A
legitimate server will have the private key that corresponds
to the public key contained in the server certificate that was
transmitted in the SERVER-HELLQO message. Accordingly,
the legitimate server will be able to extract and reconstruct
the pair of session keys (SERVER-READ-KEY and
SERVER-WRITE-KEY). Finally, only a server that has
done the extraction and decryption properly can correctly
encrypt the CHALLENGE-DATA. This, in essence,
“proves” that the server has the private key that goes with
the public key in the server’s certificate.

The CHALLENGE-DATA must be the exact same length
as originally sent by the client in the CLIENT-HELLO
message. Its value must match exactly the value sent in the
dear by the client in the CLIENT-HELLO message. The
client must decrypt this message and compare the value
received with the value sent, and only if the values are
identical is the server to be “trusted”. If the lengths do not
match or the value doesn’t match then the connection is to
be closed by the client.

This message must be sent by the server to the client after
either detecting a session-identifier hit (and replying with a
SERVER-HELLO message with SESSION-ID-HIT not
equal to zero) or when the server receives the CLIENT
MASTER-KEY message. This message must be sent before
any Phase 2 messages or a SERVER-FINISHED message.
Client Authentication Phase Messages

Client Authentication messages are sent encrypted.
Request-Certificate

The request-certificate message has the following format:

char MSG-REQUEST-CERTIFICATE
char AUTHENTICATION-TYPE
char CERTIFICATE-CHALLENGE-DATA[N-2]

A server may issue this request asking for the client’s
certificate. This message can be used with the RSA key
exchange algorithm only. The client responds with a
CLIENT-CERTIFICATE message immediately if it has one,
or an ERROR message (with error code
NO-CERTIFICATE-ERROR) if it doesn’t. The
CERTIFICATE-CHALLENGE-DATA is a short byte string
(whose length is greater than or equal to 16 bytes and less
than or equal to 32 bytes) that the client will use to respond
to this message.

The AUTHENTICATION-TYPE value is used to choose
a particular means of authenticating the client. The follow-
ing types are defined:

SSL__AT_MDS5__WITH_RSA_ENCRYPTION

The SSL_AT_MD5_WITH_RSA_ENCRYPTION
type requires that the client construct an MDS message
digest using information as described above in the section on
the CLIENT-CERTIFICATE message. Once the digest is
created, the client encrypts it using its private key (formatted
according to the digital signature standard defined in
PKCS#1). The server authenticates the client when it
receives the CLIENT-CERTIFICATE message.

This message may be sent after a SERVER-VERIFY
message and before a SERVER-FINISHED message.
Client-Certificate

The format of the client-certificate message is as follows:

char MSG-CLIENT-CERTIFICATE
char CERTIFICATE-TYPE
char CERTIFICATE-LENGTH-MSB
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char CERTIFICATE-LENGTH-LSB
char RESPONSE-LENGTH-MSB
char RESPONSE-LENGTH-LSB
char CERTIFICATE-DATA[MSB<<8/LSB]
char RESPONSE-DATA[MSB<<8/LSB]

This message is sent by one an SSL client in response to
a server REQUEST-CERTIFICATE message. The
CERTIFICATE-DATA contains data defined by the
CERTIFICATE-TYPE value. An ERROR message is sent
with emor code NO-CERTIFICATE-ERROR when this
request cannot be answered properly (e.g. the receiver of the
message has no registered certificate).

CERTIFICATE-TYPE is one of:

SSL_X509__CERTIFICATE

The CERTIFICATE-DATA contains an X.509 (1988)
signed certificate.

See CCITT, Recommendation X.509: “The Directory—
Authentication Framework”. 1988.

SSL__PKCS7__CERTIFICATE

The CERTIFICATE-DATA contains a PKCS-7 formatted
certificate list.

The RESPONSE-DATA contains the authentication
response data. This data is a function of the
AUTHENTICATION-TYPE value sent by the server.

When AUTHENTICATION-TYPE is SSL__AT_MD5__
WITH_RSA_ENCRYPTION then the RESPONSE-DATA
contains a digital signature of the following components (in
the order shown):

1. the KEY-MATERIAL-0

2. the KEY-MATERIAL-1 (only if defined by the cipher
kind)

3. the KEY-MATERIAL-2 (only if defined by the cipher
Kind)

4. the CERTIFICATE-CHALLENGE-DATA (from the
REQUEST-CERTIFICATE message)

5. the server’s signed certificate (from the SERVER-HELLO
message)

The digital signature is constructed using MDS and then
encrypted using the clients private key, formatted according
to PKCS#1°s digital signature standard. See, RSA
Laboratories, PKCS#1: RSA Encryption Standard, Version
1.5, Nov. 1993. The server authenticates the client by
verifying the digital signature using standard techniques.
Note that other digest functions are supported. Either a new
AUTHENTICATION-TYPE can be added, or the algorithm-
id in the digital signature can be changed.

This message must be sent by the client only in response
to a REQUEST-CERTIFICATE message.

Finished Phase Messages

Finished phase messages are sent encrypted.
Client-Finished

The Client-finished message has the following format:

char MSG-CLIENT-FINISHED

char CONNECTION-ID-LENGTH-MSB

char CONNECTION-ID-LENGTH-LSB

char HANDSHAKE-HASH-LENGTH-MSB

char HANDSHAKE-HASH-LENGTH-LSB

char CONNECTION-B-DATA[MSB<<8/LSB]
char HANDSHAKE-HASH-DATA[MSB<<8/LSB]
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The client sends this message when it is satisfied with the
server. Note that the client must continue to listen for server
messages until it receives a SERVER-FINISHED message.
The CONNECTION-ID data is the original connection-
identifier the server sent with its SERVER-HELLO mes-
sage.

The HANDSHAKE-HASH data is the hash of the client’s
handshake messages sent previously to the server. The hash
function used is defined by the agreed upon cipher (e.g.,
MDS). The client initializes the hash function at the begin-
ning of the communications session and feeds into it every
SSL record sent to the server. The entire record is sent
including the record header, MAC, record data and optional
padding. If the record was sent encrypted then the encrypted
data is fed to the hash function, otherwise the clear data is
used. The data is fed to the hash function in the same order
as it is transmitted. When the client is ready to send the
CLIENT-FINISHED message, the client “finalizes” the hash
function retrieving from it the final hash value (in the case
of MDS, 128 bits of data).

Note that data sent prior to discovery of the hash function
must be saved by the client so that it can be fed to the hash
function once the hash function is determined.

Also note that the client authentication messages will not
be protected under the cover of the HANDSHAKE-HASH.
This is not a problem, however, because the CLIENT-
CERTIFICATE message is sent encrypted and is already
protected with by a MAC.

For version 2 of the protocol, the client must send this
message after it has received the SERVER-HELLO mes-
sage. If the SERVER-HELLO message SESSION-ID-HIT
flag is non-zero then the CLIENT-FINISHED message is
sent immediately, otherwise the CLIENT-FINISHED mes-
sage is sent after the CLIENT-MASTER-KEY message.
Client-FinishediV2

char MSG-CLIENT-FINISHED-V2
char CONNECTION- ID [N-1]

The client sends this message when it is satisfied with the
server. Note that the client must continue to listen for server
messages until it receives a SERVER-FINISHED message.
The CONNECTION-ID data is the original connection-
identifier the server sent with its SERVER-HELLO
message, encrypted using the agreed upon session key.

“N” is the number of bytes in the message that was sent,
so “N-1” is the number of bytes in the message without the
message header byte.

For version 2 of the protocol, the client must send this
message after it has received the SERVER-HELLO mes-
sage. If the SERVER-HELLO message SESSION-ID-HIT
flag is non-zero then the CLIENT-FINISHED message is
sent immediately, otherwise the CLIENT-FINISHED mes-
sage is sent after the CLIENT-MASTER-KEY message.
Server-Finished

char MSG-SERVER-FINISHED

char SESSION-ID-LENGTH-MSB

char SESSION-ID-LENGTH-LSB

char HANDSHAKE-HASH-LENGTH-MSB

char HANDSHAKE-HASH-LENGTH-LSB

char SESSION-ID-DATA[MSB<<8/LSB]

char HANDSHAKE-HASH-DATA[MSB<<8/LSB]

The server sends this message when it is satisfied with the
clients security handshake and is ready to proceed with
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transmission/reception of the higher level protocols data.
The SESSION-ID is used by the client and the server at this
time to add entries to their respective session-identifier
caches. The session-identifier caches must contain a copy of
any necessary data needed to reconstruct the security
enhancements.

The HANDSHAKE-HASH data is the hash of the serv-
er’s handshake messages sent previously to the client. The
hash function used is defined by the agreed upon cipher (e.g.
MDS). The server initializes the hash function at the begin-
ning of the communications session and feeds into it every
SSL record sent to the client. The entire record is sen*c
including the record header, MAC, record data and optional
padding. If the record was sent encrypted then the encrypted
data is fed to the hash function, otherwise the clear data is
used. The data is fed to the hash function in the same order
as it is transmitted. When the server is ready to send the
SERVER-FINISHED message, the server “finalizes” the
hash function retrieving from it the final hash value (in the
case of MDS5, 128 bits of data).

Note that data sent prior to discovery of the hash function
must be saved by the server so that it can be fed to the hash
function once the hash function is determined.

This message must be sent after the SERVER-VERIFY
message.

Server-Finished-V2
char MSG-SERVER-FINISHED-V2
char SESSION-ID-DATA[N-1]

The server sends this message when it is satisfied with the
clients security handshake and is ready to proceed with
transmission/reception of the higher level protocols data.
The SESSION-ID-DATA is used by the client and the server
at this time to add entries to their respective session identifier
caches. The session-ideatifier caches must contain a copy of
the MASTER-KEY sent in the CLIENT-MASTER-KEY
message as the master key is used for all subsequent session
key generation.

“N” is the number of bytes in the message that was sent,
so “N—1” is the number of bytes in the SESSION-ID-DATA
without the message header byte.

This message must be sent alter the SERVER-VERIFY
message.

L Glossary of Terms

The words in this specification shall have their commonly
accepted meaning in the relevant art except where specified
otherwise. The following glossary is not intended to alter the
common meaning of the terms explained in this section. The
purpose of this section is to assist the reader in understand-
ing the specification.

Application Protocol

An application protocol is a protocol that normally layers
directly on top of TCP/IP. For example: HTTP, TELNET,
FTP and SMTP.

Authentication

Authentication is the ability of one entity to determine the
identity of another entity. Identity is defined by this docu-
ment to mean the binding between a public key and a name
and the implicit ownership of the corresponding private key.
Bulk Cipher

This term is used to describe a cryptographic technique
with certain performance properties. Bulk ciphers are used
when large quantities of data are to be encrypted/decrypted
in a timely manner. Examples include RC2, RC4, and IDEA.
Client

In this specification client generally refers to the applica-
tion entity that is initiates a connection to a server.
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CLIENT-READ-KEY

The session key that the client uses to initialize the client
read cipher. This key has the same value as the SERVER-
WRITE-KEY.
CLIENT-WRITE-KEY

The session key that the client uses to initialize the client
write cipher. This key has the same value as the SERVER-
READ-KEY.
MASTER-KEY
The master key that the client and server use for all session
key generation. The CLIENT-READ-KEY, CLIENT-
WRITE-KEY, SERVER-READ-KEY and SERVER-
WRITE-KEY are generated from the MASTER-KEY.
MD2

MD2 is a well known hashing function that converts an
arbitrarily long data stream into a digest of fixed size. This
function predates MDS5, also a well known hashing function,
which is viewed as a more robust hash function.
MDS5S

MDS is a well known hashing function that converts an
arbitrarily long data stream into a digest of fixed size. The
function has certain properties that make it useful for
security, the most important of which is it’s inability to be
reversed.
Nonce

A randomly generated value used to defeat “playback”
attacks. One party randomly generates a nonce and sends it
to the other party. The receiver encrypts it using the agreed
upon secret key and returns it to the sender. Because the
nonce was randomly generated by the sender this defeats
playback attacks because the replayer can’t know in advance
the nonce the sender will generate. The receiver denies
connections that do not have the correctly encrypted nonce.
Non-repudiable Information Exchange

When two entities exchange information it is sometimes
valuable to have a record of the communication that is
non-repudiable. Neither party can then deny that the infor-
mation exchange occurred. Version 2 of the SSL protocol
does not support Non-repudiable information exchange.
Public Key Encryption

Public key encryption is a technique that leverages asym-
metric ciphers. A public key system consists of two keys: a
public key and a private key. Messages encrypted with the
public key can only be decrypted with the associated private
key. Conversely, messages encrypted with the private key
can only be decrypted with the public key. Public key
encryption tends to be extremely compute intensive and so
is not suitable as a bulk cipher.
Privacy

Privacy is the ability of two entities to communicate
without fear of eavesdropping. Privacy is often implemented
by encrypting the communications stream between the two
entities.
RC2. RC4

Well known bulk ciphers developed by RSA. RC2 is
block cipher and RC4 is a stream cipher.
Server

In this specification, server generally refers to the appli-
cation entity that responds to requests for connections from
clients. The server generally is passive, waiting for requests
from clients.
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Session cipher

A session cipher is a “bulk” cipher that is capable of
encrypting or decrypting arbitrarily large amounts of data.
Session ciphers are used primarily for performance reasons.
The session ciphers used by this protocol are symmetric.
Symmetric ciphers have the property of using a single key
for encryption and decryption.
Session identifier

A session identifier is a random value generated by a
client that identifies itself to a particular server. The session
identifier can be thought of as a handle that both parties use
to access a recorded secret key (in our case a session key).
If both parties remember the session identifier then the
implication is that the secret key is already known and need
not be negotiated.
Session key

The key to the session cipher. In SSL there are four keys
that are called session keys: CLIENT-READ-KEY,
CLIENT-WRITE-KEY, SERVER-READ-KEY, and
SERVER-WRITE-KEY.
SERVER-READ-KEY

The session key that the server uses to initialize the server
read cipher. This key has the same value as the CLIENT-
WRITE-KEY.
SERVER-WRITE-KEY

The session key that the server uses to initialize the server
write cipher. This key has the same value as the CLIENT-
READ-KEY.
Symmetric Cipher

A symmetric cipher has the property that the same key can
be used for decryption and encryption. An asymmetric
cipher does not have this behavior. Some examples of
symmetric ciphers: IDEA, RC2, RC4.

J. Source Code Listing

The following source code, which is hereby incorporated
into this application, is used to implement the SSL library in
accordance with a presently preferred embodiment of the
invention. It will be appreciated that it is possible to imple-
ment the SSL library using different computer code without
departing from the scope of the invention. This listing is
provided merely to illustrate the best mode currently known
to the inventors to practice the invention. Thus, neither the
foregoing description nor the following source code listing
is intended to limit the invention which is defined in the
appended claims.

Notice of Copyright

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by any one of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.
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sst.h

** Copyright {c) 139%5. Netscape Communlcatlions Corporation. All rlghts
regerved. This use of thls Secure Sockets Layer Referenca

“* Inplementation {rhe *Software*) ls coverned by the terms of the SSL
*v Reference Implementatlon License Agreement. Please read the

¢* acrzompanylng "Llcense® file for a descriptlon of the rights granted.
** Any other rhird party materlals you use with this Software may be

*# subject to addlitlional llcense restrictlons from the llcensors of guch
** third party sottware and/or additleonal export restrlctlons. The SSL
** Implementaticn License Adreement drants you no rights reo any such

** third parry material.

"

#1fndef sslref_ssl
tdeflne sslref_ssi

Sho
L N
¥include “ssltypes.h®

s

** Simple API precvided to applications rhat wse SSL.
*/

/* Create an SSL handle for *fd® */ .
extern SSLHandle *SSL_Create(infr fd, Int flags):

tdefine SSL _ENCRYPT_MASK {1l<c0)

#define SSL ENCRYPT fl<«<U) /¥ encrypt the connectlon */
#define SSL_DONT_FNCRYPT (0) /* dont encrypt the connectien *7
Wdeflne SSUL_PROXY_MASK (3<<1}

k¥dafine SSL SECURE_FROXY {3<«<1} /* use sald as proxy ¥/

#define SSL_PRNXY {le<l} /* use sockd as proxy */

kdeflne SSL_NO_PRCXY Q) /* direct connectlon *7

/* Pesrroy an SSL handle for <fd* */
extern vnld SSL_Destroy (SSLilandle *h);

** Conflgnre SSL server lnformation.
“cert* poloter to the X509 cerrtificate Informatien

b *certlen” length of the X509 certificare informatlon
b "privkey* rhe server’s privata key
wy

extern vold SSL Swcverinfotunsigned char *cert, ian cartlen,
ESAPrivatekey *privKey):

i
** Configure authentlcation hook. The “hock® function is called after a
** cerniflcate has been received and valldated by SSL. The *hook*
** returns non-zero L€ It accepts the certificate, or zero If it
** deesn’t. The *arg® value ls an untyped pointer that can be used ra
v~ pass Information to the *hook® functlon.
v/
2xtern vold SSL_AuthHook!lnt (*hock}(vold *arg, unslgned char =rert,
unsigned cerclen),
vold *arg);

m
#* Configure SSL cllent information
.. "cert® pointer *o the X50% certificate information

i “certLen* length of the X509 certificate information
.. ‘privkey* the clisnt’s private key
e

axrerr. vold SSL ¢llentInfo(unsigned char *cert, {nt certlen,
RSAPrivateKey rprivKey):

** Farferw the handshake protocol using h. Return =he stanns of rhe
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ssl.h
** handshake.
b *h* the handle to the ssl connection
had ‘how* determins how tn parform the handshake If "how' ls zero

¢ then the handshake ls dcne as an SSL client. If *how" s one then the
** handshake s done as an SSL server. If "how® is two then the handshake
** 1s done as an SSL server and requires client’s to authenticate

** themselves.

extern in= SS0L_Handshake(SSLHandle *h, int how!:

/* Values for *how® */

#define SSL_HANDSHARE AS_CLIENT

Wdefine SSL_HANDSHAKE_AS_SERVER

Wdafine SSL_HANDSHAKE AS _SERVER_WITH_CLIENT AUTH

(SRR

/% Baslic L/c operatlons */
extarn int SSL_Read(SSLHandle ~h, void *buf, int len);
extern Int $SL_Write(SSlHandle *h, void *buf, int len):

/¥ Socket operatlons */
extarn Int SSL_Connect(SSLHandle *h, const vold *sa, int salen):
extern Int SSL_Bind(SSLHandle *r, const vold *sa, irt salen, long dstaddr):
extarn Int SSL_LiatentSSLHandle *h, Int backlog);
extern SSLHandle *SSL_Accept(SSLHandle *h, vold vaddr, Int *addrlenp!:
extern int SSL_Getsockname{SSLHandle *h, void *name, lnt *namelenp);
extern SSLHandle *$SL_Rumd{char **ahost,

int inpart,

char *locuser.

char *remuser,

char *cmd,

SSLHandle *+h2p,

int createflags):
extern int SSL_HandleToFD(SSLHandle *h);

/* Error codes. These are the recurn values */

#dafine SSL_ERROR_MNO_CIPHERS -1
ddefine SSL_ERROR_NO_CERTIFICATE -2
¥deflne SSL_ERROR_BAD_CERTIFICATE -4
#define SSL_ERROR_UNSUPPORTED_CERTIFICATE_TYPE -6
¥define SSL_ERROR_IO -10
#defina SSL_ERROR_BAD_MESSAGE -11
tdefine SSL_ERROR BAD_MAC -1z
¥define SSL_ERROR.UNSUPPORTED -13
¥define SSL_ERROR_BAD_CERT SIG ~14
#define SSL_ERROR_BAD_CERT -15
#define SSL_ERROR_BAD_PEER -16
tdefine SSL_ERROR_PERMISSION_DENIED -1?

A R L R Y

I
“* Various and sundry protocol censtants. DON'T CHANGE THESE. Thesa

** values are defined by the SSL prorocol specification.
*!

¥deflne SSL_PROTOCOL_VERSION 2

/¥ Securlty handshake pratocel codes ¢/
tdefine SSL_MT_ERROR

tdefine SSL_MT_CLI1ENT_HELLO

tdefine SSL_MT_CLIENT_MASTER_KEY
#define SSL_MT_CLIENT_FINISKED

¥define SSL_MT_SERVER_HELLO

8daflne SSL_MT_SERVER_VERIFY

#define SSL_MT_SERVER_FINISHED

#define SSL_MT_REQUEST_CERTIFICATE
#define SSL_MT_CLIENT CERTIFICATE

@ e W —O
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ssl.h

/* Cyphar kind’s */
tdetine SSL_CK_RC4_128_WITH_MDS

*detine SSL_CK_RC4 12B_EXPORT40_WITH_MDS
tdefine SSL_CK_RC2_128 CBC_WITH_MDS

tdeflne SSL_CK_RC2_124_CEC_EAPORT40_WITH MDS
¥deflne SSL_CK_IDEA_128_CBC_WITH_MD5

¥define SSL CK_DES_64_CBC_WITH_MDS

¥define SSL_CKX_DES_192_EDE3_CBC_WITH KOS

/* Certificate type‘s */
tdefine $SL CT_X50% CERTIFICATE

/* Authentication type’'s */
tdefina SSL_AT MDb WITH_RSA_ENCRYPTICN

/* Error codes */

¥define SSL PE_NO_CIPHEES

¥define SSL_PE_NO_CERTIFICATE

fdetine S5L_PE_BAD_CERTIFICATE

tdefine SSL_PE_UNSUPPCRTEC_CERTIF 1ICATE TYPR

/* Limits *;
¥defihe SSL_MAX_BLOCK_CYPHER_LEN

tendif /¥ sslref_ssl_h___ =/
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tlfndet sslref
tdefine ssiref

typedef struet
typedaf struct
typadaf gtruct
typedef struct
typedef struct
typedaf struct
cypedef struct
typedet struct
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-ssltypes_h

_ssluypes h___.

DERLayoutstr RERLayout:
DESContextStr DESConLext;
MDContaextstr MDContext;
PKCSSKayStr PKCSSKey:
RNGContextStr RNGContext;
RSAPrivareKeyStr RSAPrivateKey:
RSAPublicKeysStr RSAPubllicKey:
SSLHandleSrr SSLHandle:

tendl( /¢ sxlref ssitypes b v/
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Copyright (c) 19%5. Netscape Communications Corporation. All righrs
reservad. This use of this Secure Sockets Layer Refarence

Implementation !-he *Sofkware®}
fofarence Implementation License

Ls governed by the terms of the &sL
Agreement. Please read the

accompanylrg *License® flle for a description of the rights aranted.

ANy other third party materlals
subject to additional license re
third party software andjor addl
Inplementation License Adreement
thlrd party marerial.

*lfndef _ sslref_cfg h_
¥define _ sslref «fg_n_

If you are using BSAFE, then you may
code for §SL. If YOou have a repalred

you use with this Software may be
strictions from the licensors of such
tlonal expor: restrictions. The SSL
grants you no rights ro any such

or may nct be able to use lts DES
BSAFE {ask RSA if you do) then

defire this to rrue, atherwise teave It undefined. If it 1s undefined
Ehen llbdes-3.0 3 used for DES encrypticn.

Vundef RSAFE_WORKS

tifdef BSAFE

¥include *bsafe2/sourcesglobal.h*
¥include *bsafe2/sourcesbsafel.h*
telse /* IBSAFE */

tinclude *rsazaf20/sourcesglobal.h®
#include ‘rsaref20/scurce/rsaref.h"
$include “rsaref20/sonrce/rsa.he
*endlf /* BSAFE +/

dendlf /¢ ~sslraf_cfg n_ v/
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.
“* CTopyright (c) 1995. Nebtscape Communications Corporatian. all rights
"* reserved. This use of this Secure Sockets Layer Reference

“* Implementation (rthe *Software®| is governed by the terms of the SSL
“* Reference Implementation Llcende Agreement. Please read the

** accompanytng “license" file for a description of the rights granted.
v* Any orher rhlrd party materials you use with thls Software may be

¥¥ subject ro additlonal license restrictlons from the licensors of such
** third party software and/or addirlonal export restrickions. The SSL
** Implementaticn Llcense Agreement grants you no rights ro any such

** third party material .

*/

¥itndef ssiref_sslib h __

tdefine ssiref_ssitb b __

#v Securlty library used by SSL implementation and appllcatlons.

** Provides sume basin capablllrnies wrapped up so thart the underyliing
¢* crypro llkrary «¢an be hidden.

v/

¥include <sys/typaes.h:»

tinclude *ssltypes.h®

tinclnde “sslefg.h®

®include <stdlib.h»
tinclude <stdio.h»
tinclude <unistd.h>
klnclude <string.h>
tinclude <netlnet/lo. b

/7 XRX */
extern 'msigned zhar
ddeflne CTPHER KIND __

ssl_ck_des€d13]:
i -fes6q

stouct RNGContexlSrr @
kifdef BSAFE
B ALGORTTHM 0BT rna;
telse
unsigned char starte|ls);
unsigned char stream;1%1:
unslgned st.raamien:
dandif
)

skmuzt RSAPrivarnaKeystr o
¥jfdef BSAFE
B_KEY_OBJ key:
valse  /* (BSAFE */
R_REA_FRIVATE_KEY kay:
tendlf ;* BSAFE */
Vi

struct RSAPubllcKeySnr (
vifdef BSAFE
B_KEY_CBEJ key;
telse /~ 'BSAFE v/
R_RSA_PUBLIC_KEY @ny:
Yondif /v BSAFE */
1

e

** A handle. Used to conrair the state of the protocol machinary.
.

typedef strucr S5L5oc¥sInfeStr $SLSocksinfo:

stouer S3LSacksinfostr |
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int direct;
{nc didBind:

unslgned long sockdHost;
unslgned short sockdPore:
struct sockaddr_in bindAddr;

/* Data returned hy sockd *f
unsigned long destHost;
unslogned short destPorn:

struct S$SLHandieStr |

/* Ynderlying unix flle deseripter

int fd;

Int isServer:

int serverFinisked;
int cllentFinished;
int createflags;
55LSocksInfo *socks:

/* Handshake state */

int haveSIiD:

unsigned char *clienzChallenae;
unsigned cllientChallengelen;
unglgned char *connecticntl;
unslgned connectionlDLen;
unslgned char *authChallenge;
unsigned authChallengelen;
RSAPublicKey *pubKey:

/* MAC state */
int sendScq:
Int revseg:

/¢ Record layer sktate
unslgned char hoade
int paddlng;

/* Read buffer */
unslgned char *base:
unalgned char *data:
int space;

int len:

;¥ Clpher stare =/
unsigned char *readKeyv:
unsigned readkeylLen;
unsigned char *writeKey:
unsigned writeKeylen;

/* Session-ld stuff */
unsigned char +*sesslonlD;
unaigned seasioniDLen;
unsigned char “km;
unsigned kmlen;

unslgned char cipherkicd{l);
unsigned char *keyArg:
unsigned keyArglen;
unsignad char *masterfey;
unsigned masterKeylen:
unsigned char ¥peerCern:
unslgned peerCertlLen:

DESContext *readcx, *wrlteox;

“:
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tdefine MSBix) {iinsigned char) ((lunsigned) (x) >> 8} & Oxff))
¥define LSB{x) \(inslgned char) (({unsigned) (%) >> D1 & Oxff])
vdafine COMBINE(p) CH{RENID] << B} {pI 111}
tdefine MD2SIZE 16

fdefine MDSSIZE 15

vdefine SSL_MD2 |

tdefine SSI_MDS 2

tdefine DER_INTEGER 0x02

¥deflne DER_BIT, STRING Ux03

¥deflne DER_OCTET STRING o0x04

tdefine DER_NULL 0x05

tdefine DER_OBJECT_I% 0x06

tdefine DER_SEQUENCE 0x10

¥deflne DER_SET ux11

vdeflne DER_PRINTABULE_5TkING Ux13

tdeflne DER. T61_STRING 0x14

tdefine DER_IAS_STRING 0x16

tdefine DER_UTC TIME yx17

¥deflne DER CONSTRUCTZD 0x20

¥define DER_UNIVEASAL 0x00

¢define DER_APPLICATION Nx40

#define DER_CONTEXT_SPECIFIC Ux80

¥dafine DER_PRIVATE 0xCo

tdefine DER_ANY 0x100

atrnct DERLayours&tr |

int

type:

unsigned char *item;
unsignad {remlen;

L3

axtern unslgned L‘-ER_Ger_l{eadreren(unslgned char *der, unsigned =lenp);

extern long DER_GetInteger(unsigned char *der);
extern vold DER_Encodestr iunsigned char **dest, unsigned *destlenp, Int rLype,
unsigned char *src, unsigned arclen);
exrern veld DE? Eucodalnt tunsigned char **dest., unsigned *destlenp, ink fype,
long value};
axrern vold DER EncodeSwasiunsianad char **dest, unsigned *destlenp, Int Lype,
unslgned char *srcl, unslgned srcllen, ...):
axtern Int DER_DecodaSeq{UERLavour *seq, int nseqg, {nt type,
nnstaned char *src, unsigned srclen) ;
axeern DESContex: *NES_CreateCantext{unsignad char *kay, unslgned char *lv,
Int encrypr):
extern vold DES_DestroyContext(DESContext *cx);
extern vold DES_Encrypt (DRSContext vex, unsigned char +*out, unsianed *cntlen,
unsigned char *in, unsigned Inlen);
@extern vold PES_Dauryps (DESConzext *cx, unsigned char *out, unsigned *outien,
unsigned char *in, unsigned {nlen);
extern HDContex. *MD_CreareContextiint type} ;
extern vold MD. Update(MDContext *cx, unslgned char *buf, unsigned len);
extern vold MD_Final (MDContext »cx, unsigned char *digest, unataned *lenp);
axtern vold MD_bestroyContexr (MDCantext *cxj:
extern RSAPrivatekey "PECS1_CreatePr!vateKey (RNGContext *rng, It keylen,
Int pubexp!:
axtern vald PKCGI_:Jesr.rony]vateKey(RSAPrlvar.eKay *key) :
exctern unsiqned PHL‘SI_GetPrIVateReySJ.zelRSAPrlva".eKey vkey):
axern void BKCS1 G‘rl\'atel\ecryptlRSAPtlvaLeKey *Key,

unsigned char *out,
snsigned char *ln,

unsigned *outlen,
unsigned Inlen);
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extern vold PKCSI_Er:cocePriva':eKey:unsJ.gned chat **pk, nasigned rokleap,
RSAPrivateKey *key);
extern RSAPubltcKey 'PRCSLConvettTuPubllclRSAPrlvaceKey key);
axtern RSAPubllicKey 'Ctea'.ePublchey(unalgned char const =*n, unsigned nlen,
unsigned char censt *e, unsianed eleny ;
extern volid PKCSI,Des:::yFubILcKeyrRSAPublicKey *key)
extern unslgned Pkcsl‘setPublicl-:evslze(RSAPuincKey ‘key)
extern vold chsl_?ubllcEncrypr.{RSAPublchey *key,
unglgned char *our, unslgned *outlen,
unsigned char iy, unsigned inlen,
RNGContaxrn *rng);
extern void PKCS] _Eucode?ubllcxey(unslgned chac Y*pk, unsiapnd *prlenp,
RSAPublicKey *key);
extern in< PK:}SI_W:]Iysluuat-n'a(ln': alg,
insigned char const *buf, unsigned butlaern,
unsigned char congr Tslag, unsigrac
RSAPubLickey *kay);

extern vold PETSI _Slan(ine alg,
unslgned char **sig, unslgned *siglen,
unsigned char const “euf, unstgned bt fap,
RSAPrivaneKey rkey);

extern PKCSSRey 'PKCSS__CcnerateKey(char *PW, char wsalr, tnr trerazionCount) ;

extern void P}:CSS_‘DeernyKeylPKCSSKey *key) ;

extern vold PKCSS_EV]CFVDL(P!‘:CSSRQ)I *key, unslgned char Tout, unsicned «eutlepn,
unsigned char *In, unsigned inlen) ;

extern vold PXCSS_Decrypr {PKCSSKay *kay, unalgned char Tout, nnusignad voutlern,
unslgned char *in, unslgned inlen):

extern vold P}:CSS_Encnde!PKCSSKn,y *kay, unsigned char Trhufp, unstanag “lenp)

extern vold PKCS7_W(ap(unslgned char “*dest, unsigned *destlenp,
unsigned char trawcid, unsigred rawoldlen,
rmsigned chac Tsre, unsigned srelen)

extern int PKCS?_Unwl‘aD('mslgned char vvoidp, unslgrea valdtenp,
unsigned char **datap, unsignad *dataleng,
‘mslaned crar *sre, unsigned sreien) .

extern RSAPrlvateKkey '!‘K’:SS_RcadPrlvawxeyl?lLE “in, char vpuw);
2xXtern vold PKCSB__W:L'.ePrlvarpkeyrFrLE Tonk, PRCSSKey vak, ESAPrivateroy syoy).

2itern RNGContex: VENG CrsareConrext(char Tpsend, ink seedlen) -

extern void HHG ':a,ne.rar.quar.dunavms(m.'Gc:mtext Tex, unslened ar M
nnsigned Joen ;

extern vold RNG_Desr.ncycom,ext:RNG’:On".e):': oM

extern char *S_:et?asswerd(char Tprompr) ;

extern vold S_zfree{vaoid *buf, unstgned lenj;

extern int S_ReadcertlHca:el‘mslgned char *»cerz, -
extern int S_Read{lnt €3, void *buf, int len) ;
extern Int s Writefint fq, vold *but, Iat len};

signed *carr|a,, FILE *tp

extern jnt SSL_ReadRecord (SSIHandle *hi:
axtern int SSL_ReadMessage|ssl.?landle *h);
extern int SSL_SetBrrociine @y

extern |nt KSD;J:neckce:ﬁ[SSLHandla *h, unsigned char CORst *zarr, fpv caprleny ;
extarn char 'XSU?_FJndSubJEctlunsigned char censt *carr, (nc cart lani
extern char 'SSL‘GetPeerL‘ummo:lName(SSLHandle *hy;

/¥ intemal funationg v/

extern void ssl_DestroySccksIniolssLSockslnto T8l
extern (nt ssl_CreateSucksI:nfo:SSU(andIe *hi;
exeern sStHandle “ssl_HewHandle(inr f4. ne flugs);

kendif s+ sslref_sslib h__
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** Capyright ic) 199%. Netscape Communicarlons Corporation. All rights
** reserved. Thls use c¢f this Secure Sockets Layer Reference
Implemencation (the *Software®) !s governed by the temms of the SSL
Raference implementation License Agreement. fPlease read the
ucempanying “License® file for a descriptlon of the rights granted.
Any other “hird party materials you use with thls Software may be
subject ta additional license restrictlons from the licensors of such
thlrd party software and/or additlonal export restrictlons. The SSL
Implementation Llcense Agreemenz grants you no rights to any such

¢+ rhird parry material .

7

#include “ssilib.h*

#deflne BEGIN ®-----BEGIN PRIVACY-ENHAKCED MESSAGE----- .
statle veld ZapLichar ~epi
!

Int len;
len = strlenicpl:
while tlen} (

ir wn’t ] tepllen-11 == *\vre)y ¢

static char *Cattchar *a, mhar *b)
(
e (a) ¢
4 = (char®) reallecta. strlen(a)e«strlen{b)-1};
tia, bl

a = tchar*) mallocistrlentb)+1;;
strepyf(a, b):

)

ratien a;

sratic In= Sur
1

secmpichar ca. char Yh, Int n)
chat woa, oo

while (--n >= )

ca = ‘ass;
©b = thes:
LE (ca = chy ¢
1f {ca @) rerurn -1:

£ (e ) rerurn 1;
£ (fva >= *A’] &% {ca <= ‘Z')) (

ca = 32;

!

It (lch >= ‘A7) 5& (ab <= *Z")) |
cb += 232;

)

1L fea - eb) raturn ca - cb;

1

i
rerurn 4

staric Int Mapichar **cpp, int *lenp)
{
=har @, *ap:
int len:
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Cp = *cpp;
len = *lenp;
while {(len) t
T = fcprs;
len--:
Lf fic == ¢ ') 1| ig ==
contlaue;
}
break:
)
Cpp * cp;
*lenp = len:
EE (tc »= 'y
return
i
LE (e >= *a') && (o ez -z
rern 1 o« 26 + (inr) (¢
)
LE ((e >= 0"y && fc <z ra7)
return 1 « 52 + (luv) (g
]
it (e ‘+1) return 1 « 62
1f (e 7ty return 1 . 63,
1t (c rerurn 9;
rerurn -1;

int S_ReadCerr:iflcar,e(unslqned char **cert,
1

unsligned char vbin,
unsigned binlen;
char line(2000);
char ¥body, ¥zp, <“bodyQ;
int got. bedylen, W, ni,

*tn:

got
body ;
bin = 0;

fer {;:1 €

0;

b2,
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)

LS

Hack to read in cercificate frem a certlficate-authorities emall
response. Handles emall from a PEM based certlflcate anthority.

unsigned “certlen, FILE *fp!

b3

cp = tgers(lire. sizeof(lina, fof;
if [tcp) break:
ZapNL{cp] ;
Lt (strempi{cp, 3ESTM) -: 0y ¢
gor = 1;
) else lf (got == 1) |
bt {Strncasecmp (op, "originator-cerrificate:*, 23) :_ aj ¢
cp = strchrizp, ":7);
cpre;
body = Catitedy, cp);
got = 2;
)
} else Lf (got 25«
LE ((cpfol S teple) s orameyy
body = Ca’.ihody, rp);
I else
break:
}
]
body? = hody;
If {tgor '= 21 || ibody) Ge-a losec;
bodylen = strlen!body);
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/* Canvert bady (baseé4 encoding} back to binary ¥/
EW

binlen = (bodylen / 4}

bin = bp = Ilunslgned :har:") malloc{blnlen):

while (bodylan) {

b0 = Mapt&body, &bodylen):

Lt (b0 <= 0) goro laser:

bl = Mapitbody, &bodylen):

1f ibl <= 0] goto loser:

b2 = Mapiabody, &bedylen);

1£ (b2 < U) goto lcser;

b3 = Map(&budy, 4bodylen):

it (b3 < ) qn%n loser;

bO--;

bl--;

PE (b2 ==
bplO} = .t <c ) |
bp+e:

} alse Lf thy == 1 (
b2--:
bpl0] = (b << 2) |
bpll] = {!bl & Cxf}
bp += 2;

} else |
b2--:
bl--;
bpl0} = b} << 2}
bp(l] = {ibl & OxE)
bplZ2) = i1h2 & ax3)
bp += 3;

}

{rae(bodvl) ;

*cert = bin;
*certlen = bp - bilu;
return O;

luser:
*cart = i
*certlen = o
1t (bin) freaiblw
free(bodyl) :
return -1;

({bl >> 4y &

{ibl >> 4) &

<< 4)

I tib2

({bl >> 4) &

<< 41
<< 6]

| 2
| B3:

Cx31

0x3):
>> 2) & Oxf);

0x3) :
>> 2] & Uxt):
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i
** Copyright {c) 1995. Natscape Communicaticns Corporatlon. All rights
** regerved. This use of this Secure Sockets Layer Refarence

** Implementation {rhe *Software*) is governed by the Lerms of the SSL
** Reference Implementation Llcense Agreament, Flease read the

** accompanylng ®Llcense® flle for a description ot the rights granted.
“* Any other rthird party materlals you use with this Software may be

*¥ subject o additlonal llcense testrictlons trom the licensars of such
** third party software and/or additional export restrictions. The SSL
*v Implementatfon Llcense Aqreement grants you no rights to any such

** thlrd party matecial .

*/

¢include *ssl.h*

4lnclude *ssllib.h*

¥include <assert.hi»
Yinclude <unistd.h>
tinclude <stdllb.n»>
tlnclude <stdio.h>
tinclude <string.hs
Vinclude <%ime.h>
¥include <sys/socket.h>
tinclude <netlnat/in.h»

/% Server info */

statlc unsigned char *servar_cerr:
statlc Int server_certlLen;

statlc RSAPrivatekay Ysarver _kay;

/* Cllent info */

statlc upsigned char *cllent_cert;
statlc int cllent_cartien:

statlc RSAPrivatakey *cllent_key;

/* Sesslon-1ID dara */

statlc unclgned char =sld sid:
static unslgned slad len;

statlc unsigned char *sid_km;

statlc unsigned sid kmbLen;

statlc unsigned char sid clpherKind(2);
statlc unsigned char *31d_reyArg;
statlc unslaned s1d _keyArglen;
static unslgred char *sld_masterkey;
static unsigned sid_masterXeylLen:
static unsigned caar *sid_peerCert;
static unsigned sid_peerCertlen;
statle struct ln_addr sld_lp:
statle time rozid tlme;

#¥ Random number generarto: */
static ENGTonrexr <rng;

stacle Int :<auth hook) fvold *arg, unsigned char veert, unsigned cerrtlen):
stacle vold *aneh arg:

msigned char
SSL K 2

_ck_dess4(] -
S_ €4 _CHC_WITH_MDS,

statlc unslgned char cipherspess!(] - f
SSL.CK _DES_64_TBC_WITH_MDS.
'

SY¥YENteverervertaaramwvveevran IR R L E R DS

static vold Cepy{msianed char **destp, ursigned char *sre, lne srclen)
I
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1f (*dastp) (

fraa{*descp) ;
*destp = 0:
Lt (sre) (
vdestp = iunslgned char*) malloc(scclen);

memcpy(*destp, src, srclen);

}

T e Y Y Y T Y TR P A T RN E TRV EO N e vt b RN Sk a kb kP |

’
** Generate some randem byres. The RSAREF cryptagraphically semuca (%)
** random number generater is not usable directly hecause the
** R_GenerateByhes 1s nor par: ¢t the accepted APT. 'Too had.
v/
static Int GeheratefandomByres(unsianed char *dest, ousglaned len)

i€ irng == 0) ¢

rng = HNG_CreateCortaxn(0, 0}

}

RNG_GeneraleRandomBytestrng, dest, len):

return 0;
}

TARR A e T T EET LI PP P PP Py

static unslgned char *LonkupSIDISSLHandle *h, Ink *sldlenp)
14

struct gsockaddr_in s
Int sinsize;

/™ Check tor a sessisn-id 7
sinsize = slzeof(sini:
getpeername(h->fd, {srruct sockaddr+*) &sin, &sinslzer;

*sldlenp = O
It (sld_sid && (mememp{&sin.sin_addr, #sid_lp, sizeof tstd fpi: == 011 4
7% Found server in cur session-id cache */
1f (time{0) > sid_rtime)
/* sagslon-1d 1s too old <7
Erea(std_sic);
std_sid - 0;
return u;

}
*sldlenp = sld_lern:
return sid sld:

3
recurn ¥:
)

sratlc vold ReceraSIDISSLHandla <h, unslgned char *sid, int sldlen
€

stract sockaddr_in sin;

int sinsize;

Copy(&sld_sld. s1d. stdlen);

ald_len = sldlen;

sinslze = sizeot({sinI:

gaetpeername{h->fd, ({(sLruct sockaddr®) &sin, &sinsizol:
memcpy(&sld_lp, &sin.sin_addr, slzeofisld_ip)):
sid_time = rime{0) + 100;

Copy(&sid_masterKey, h->mastecKey, h
aid_masterKeylen = h->masterKeyLen:
Copyl&sld_keyArg, h->keydrg, h->keyArglLeni;

->rmastarkeylen) ;
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sid_keyArqlen = h->keyArglen:

Copy(&sid km, n->km, h >kmbLenl;

sld_kmLen = h->kmLen;

Copy{&gid_peerCert, hk->peerCert, a->peerCertlen):
sld_peerCertlen = h->peerCertlLen;
memepy (sld _clpher®ind, h scipherkind. 3):

overSihsState (SSLHandla *h)

Copy (&h->masterkey, sld masterKey, sid_masterKeylen):
h->masterkeylen - sld_maaterKeyLen;

Copy (&h->kayAra, sld_keyArg, sid_keyArgLen):
h->keyArgLen = sld_kayAralen:

Copy(&h->km, sid_km, sid_kmLani:

h->kmLen = sid_kmlan;

Topy (&h->peercarr, sid_peerCert, sld_peerCertlen);
h->paerCertlen = s{d_peerCartlLe
Copy{&h->sesslonlID, sid_std, sld_len);
h->sessionIDLen sid_len:

memcpy (h->cipherkind., sld aipherKind, 34,

A R e D R T

I

** Produce read & write keys

*7

statlc int ProduceKeysiSSiHandle *h)
¢
MDContaxt *digest;
unslgned char km[3714];
unslgned int ounlen:
assert(h->masterkeylLen != 0):
assert(h->clientChallengeLen t= 9y;
assertih->connectionidlen '= ).
1t (memempn->clpherkind, CIPHER_KIND, 1) == €1 !

digest = MD_CreaheContext(SSL_MDS);

MD_lpdatetdigesr, h->masterkey. h-»masterKeyLen):
MD_Updatetdigear, (unsigned char*) *0=", 1;;
Mb_Update(digesrt, h »clientChallenge, h-»>cllientChallengeleni;
MD_Updateidigest, li->connectlenlD, h->connectionlDLen);
MD_Final(dlgest, km, &outlen):

MP_DestroyConrex~ (digesti;

/* Save entire key materlal In case cllent auth ls used ¥7

h->km = funslaned char+*} mallocioutlen); .
memepy (h->km, km, ourtlen);
h->kmLen - ostlen;

1t (n->isserver)
Copy(&h ->readkey, km+8, 8);
Copy(sh-»writekey, km, 8},
) oelse {
Cepy(éh->readKkey, km, 8):
Cepylih-rwrinnkey, kme8, 8);
1
h->readKeylen - 4
he>wrltekayben - §:

h->readcx = DES_ireatatontext(h->readKey, n->keyArg, ©):
h->writecy = DIS_CrearaContaxtih->writefey, h->keyiArg, 1i;
!
renurn o
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s
¥+ send a handshake massage in the ciaar
./
starlc lnt SendClearMsg(SStllandle *h, veld *bit, Inkt lani
{

char header(21;

Int mh;

header(0| ~ 0x80 ] MSB{len};

header{i| = LSBllen!;

nb = S Writeih->td, header, 2};

1f (b = 2) (
SEL_S=LErrnc(SSL_ERROR_T)
rekurn SSLOERROR T0;

nb = § Writeth->fd, buf, lan);

S5L_SetError{SSL_ERROR_10}:
regurn SSL_ERROR 1C:

}

h->sendSegs +:

return 0;
)

gtatic inz SeadError(Sstiandle *h, Int arr, in- encarypred)
1

char msalJ};

msg (0| = SSL_MT_ERRDA:

mag(l| = MSB(err):

msg(2| = LSBterr):

1t (encrypred) {

return SSL_Wricath, msg, 3

!

return SendCleacMsgin, msg, 3):
)

B Tt T ey S
static Int SendClientkellc{SSLHandle *h:
i

unsigred char *msg, *sid;
int atdien, nb, cv:

/™ Generate challenge ¥/

h->cllentChallengelen = 16;

h->cllentChallenge = iunsigned zhar¥) mallocil6):
rv = GenerateRandomByres(h->cllenrChallengs, 16);
1€ trv < 0) return v

/% Lookup session-id */
ald = LookupSIDth, &sldlen):
1£ (sid) (
h->haveSID = 1;
i

/* Create cllen<-helle message */
msg = lunslgned char*) mallecid + =izeotftcipharspecs) « sidlen « "&j:

mag(0) = SSL_MT_CLIENT_HELLO:
magil] = MSB{SSL_PROTOCOL_VERSICH) ;
msg (2] = LSB{SSL_PROTOCOL_VERSION) :
msg{3] = MSB{slzeof (cipherSpecs)};
magl4] = LSBlslzaoficipharSpacs:);
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msg(&] = MSB(sldlen);
mag|6) = LSBicidlen):
msgl7] - 0
msg(8l = 16

memcpy (m3g+9, cipherSpecs, slzeof(cipherSpacs) s
memcpy {msg+9+skzeof (ciphetSpecs), sid, sldlen);
memcpy image 9+l zeot icipharsSpacs) +sidlen, h-»clientChallenge, 16);

nb = SendClearMsgth, msy, 3 + sizeof({cipherSpecs) + sidlen + 161
freeimsq) ;
raeturn nb;

static Int s5endCliennMacrarkey{S5LHandla *h)
[

anslgned char *msg;

Iat nb, cklen, aklen, kKalen:

unslgnad Lot aunlen;

cklen = 0:
eklen = PKCS1 _SerPubl fokeySlza(h->pubKey) »> 2
kaler = L.>keyAralen:

/¥ Create client-master-key measage ¥/
msg = {unsigned char*) malloc(l0+cklenteklenskalen) ;
msgl0] = SSL_MT_ CLIENT_MASTER_XEY;

msgll] A+ >aipherkind|0];
msg(2] = h->cipherkind(1] ;
msgl3) = h->cipherkind(2];
msg 4] MSBitklen) ;
msg (5] L3B{cklen) :
msg (5| MSB(eklen) ;
msg (7] LSB(eklen) :
msg{8] = MSB(kalen}:;
msylSl - LSB{kalan):

PY.RSI,,FJ!:Il"tL",nr'r‘,'pt5n—>pubKey, msgs10+«cklen, aoutlen,
G o»masterkey, h->masterKeylen, rngi:

memepy Ime@e 1Mok tensaklon, h skayArg, kalen:

/* Send rhe massage v/
b= SendClearMoath, msa, Uezklansaklenskalen! :
tree(msg) ;
return ab:

rartla ot sendCllenmlCernificare!SSLHandle *h, unsigned char ~vch, unsigned lenj

-0

ungigned char *msg, *huf;
unslgned chart *r;
ungigned rlen, blen;

int rv:

G

** Generste response data by peforming a pPXCs1 slgnlng operation on
** gsome partloular dara.

A\l

bien = L >kmLen + len « h->peerCertlen;

but = tunsianed char*) malloc(blenj;

wemcpy (buf, h-skm, h->kmLen);
memcpy (baf«h->kmben, ch, len};
memepy {batsh >kmLen-1ern, h->peerCact, h->peerCertlen) ;
PKCSE S1gn(SEL_MDS, 4r, srlen, ouf, blen, clienn_key):

3. 2i{rveaibuf, nleni:

/v Craate cliont-was=ar-key message v/
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msg = {unsigned char*) mallec lévclient _cerclensrlen):
msgi{o] SSL_MT_CLIENT_CERTIFICATE:

msg{1) SSL_CT_XS509_CERTIFICATE;

msg (2] MSB{cllient_certLen):

msg (3] LSB(cllen ertlen);

msg(4] = MSB{rlen):

msg (5] = LSBirlen):

memCpY(msg+6, client_cert. client_certLen!;
memcpy (msg+$-cllent_certlen, r, - en);

Iv = SSL_Write(h, ms5, Secllent certLensrlen);
S_Ztree(r, rlen):

free{msg;} ;

return rv:

raktic {nn SendCllantFinished ($SLHAndle shy

-n

unsigned nhar *nsg;
Int rv:

msg = {unsigned char*) mallocil-h->connectionIbLen) ;
msg{0} = SSL_MT. CLIENT_FINISHEE ;
memcpy (msg+1, hL->connectlonIG, h->cennectlonldlen);
tv = SSL_Write(h, msg, leh->connactionibLen) :
free(nsg) ;
reourn rv;

)

/"m.-ovnt..o-nv"n.'nn".n.-..-n.n..u....-.....-n.-uu..n.-;

’v
** Plck a clpher that we both speak
v/

statlc int PickCipher($SSiHandle *h, unsigned char *hs, int hslen)
(

unsigned char *os;

lnt oalen:

/% Make snurs we have a gued s=rver ¢
it thslen 3 1) ¢
SSL SetError(SSL_ERROR_BAD
return SSL_FRROR_BAD_

/* Find flrst clpher-kind thar matches * 7
for (; hslen; hslen -- 2) (
os = cipherSpecs;
oalen - sizeoficipherspecs) ;
for {: oslen; oslen -= 3, as += 3)
1f (fos[0] == hs{0)) && (usl1) -= hsili) & {es{2| -= hsj2i))
/* Found a match */
h->clpherkind{0;} = 03 [0]:
he>clpherKind{1] = os{l];
he>cipherzlind(2] = os{2];
teturn 0;

}
1
SSL_SerErrer | SSL_SRRCR_NO_CIPHERS) ;

feturn S5L_ERROR NO_CIPHERS;
)
e
** Generate random di<a for masrer kay
.
!

static in< SenerateMasrerkoyiS3lHandle *h)
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int rv:

h->masterkey = (unsigned char<) malloz(8);
h->masterKevlen = B;

rv = GenerarteRandcmBytes(h->masterKey, f);
LE trv < 0] roturn v

h->keyArg = tumsigned char*} mallociay;
h-»KeyArglen = &:

v = GenerareRandomByres(h >keyArg, 3);

If irv < 11y vorurn rv;

caturn U:

*r o Partomm ollent Landsnare.

srarlc Inn CllentHandsnake(SSIHandla *h)
i
lurn rv, verston, certlen, =slen, cldlen:

/* First send client-hells */
rv = SendCllentHellofh) ;
LE (v - 0) renurn rv:

/Y Get server hello ~/
TV = SSL_ReadRecord!h):
1€ rrv <= 9) rewnrn rv:
LT th->len <= 11} ¢
If {(mosten == 3) && {h->data(d) -= SSL _MT_ERRORY; ¢
return -TOMBINE({h->data«1);
H
3SL_SetErtoriSSL_ERROR_BAD. PRER)
retury SStU ERRUR_BAD_PEER;

th->aatalu] ': SSL_MT_SERVER_HELLZ)
SSL .S ‘rtar {35L_ERROR BAD_PEER) ;
T=rurn S50, FRROF _DAD _FZER;

'

varslon = COMBINE (h-»datas)

cartlen = COMBINE::

cslen - OMBINE (h-»>datas+?);

cldlen = COMBINE(hL >datas+yl:

1€ iverslon !: SSL_PROTOCOL_VERSION) (
$SL_SerError {SSL_ERROR_UMSUPPCRTED) ;
return 551, _EZRRCR_NSUPPORTED;

i
t'opy (&h->connecticnID, h-»data<il-certlenscslen, cidien)
h >cennactionIDLen cidlen:

/% Check ses:
LE ih->daral

I

flag <7

*r Sesslon-ld catha rirt. Hext message from sacver s
Y osarver -vaerlfy.
.
1E (th->haveSTID! rekurn S3L_SexFrror (SSL _ERROR_BAD_PEER) ;
RecoverSIDStuteih);
} else |(
/* Sesslon-ld cacne missed v/
ff th->da=a (2 t= SSL_CT_¥50%_CERTIFICATE] {
tarurn S5L_S2rError (SSL_ERROR_UNSUPPORTED] :

)

\f {csien == 9) return SSL_SetError{SSL_ERROR_SAD PERR) ;
Copy l&k->peerCern, h->datas+il, certlen);

A->poerCectlen - nartlen;
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ertlen)

/¥ XXX check cldlen 7
IV = X509_CheckCerr(h, iunslgned charw) h->data+l1,
Lf (rv < 9) return. cv;
tf {auth_hook)
tv = [*auth_hook) (anth_arg, h-sdatasil, cartlen):
LEarv == ¢] reeagn SSL_SetErrortSSi, ERROR_PERMISSION_LENIED] »
rv = PlckCipherih, h->datasll+cartlen, zzlen):
L (rv < 0} return rv;
/¥ Generate master key */

v =
i

GenerateMastar¥ay(
{rv < 0} return rv;

7 Now send cilent.mastec-k

r¥ = SendCllentMastecKayihi:
It trv < 8) ramvrn vy;

)

rv = FroduceKeyalh) ;

Ho{rv < 9} raturn o

7* Get server verify raessage v/

v = SSL_ReadMessage(h) :

Lf {xv <= 0} return tv:

1t (h->len (= L+h->cllentChallengelen)
return SSL SeLError (SSL_ERROR_BAD_FEER} :

1€ th->datatyy = SSL _MT_SERVER_VERIFY)
return SSL_SetError (SSL_ERROR_BAD_PEER] ;

If (memcmp(h->darta+1, h->cllentChallenge, h-
return SSl._SetErrox (SSL_ERROR_BAD PEER; ;

/* Send client finlshed Tessnge ¢/

v = SendCllentFinished(h)

Lf {rv < 01 rerurn rv;

/* Get remaining massages trom server... */

while 1ih->serverFirished) (
S5L_ReadMessageih) :

LE (rv <= v) return rv:
Lf (h-»len 2 rerurn SsL
Switch (h-sdaralul)

73ase 5S5L MT_ERROR:
rerurn SSL_SerErrort-

case SSL_MT_SERVEER_FINISHED:
/* Capture session-id for iater «;
RacordSID(h, h >datasl. h->len - [};:
h->secrverFlnlshed = 1
break;

case SSL_MT REQUEST _CERTIFICATE:

Lf iclient cert && allent key &&
(h->datall] == SSL_AT MDS_WITH RS
v = SendClientCort!iflcaneth, b-
» =lse
v = SendErzorih, SSL_PE_NO_C
)
Lf (rv < 91 recurn bt
break;
}
1
/* Handshake ls all dons </
h->len = u;
return 0;
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srarie inc SendServerHello!SSLHandle ¢h, Int sid, ansiagned char *=s. in: cslen)
i

unsloned char *msa. <ok, *ms, *outbass, vap;

int ourlen, mslen, ub;

it Sean Lnzomlng slpter specs and eliminakte anybhing we don’e. support ¢
i 1tsidy o

curlen v,

sutbase = aun = vs;

for (: cslen: cslen -= 3, as «= 1)

ts|CH) 66 Imsfl] == ©3[1]) && (msl2j == =sl2]11) {
i* Found & mateh v/

nemcoy fonk, s, 1)

our += 3

outlen = 3;

break:

f loutlen == By
f7 We lose. Ho overlap */
sendRrrorih, SSL_PE_NC IPHERS, 0);
return SSL_SetErroc (SSL_FRROR_NO_CIPHERS) ;

1

/~ t2nd mesgsage */

2 +rt (h- >connectlonllLen != 9);

= iunsigned ckar*) malloc(ll.server_certlensoutlen~h->connectionlblLen) ;
cE = msg + I1;
msg|d) = SSL_MT_:
msa|L} - sid;
msg 2l = SSL CT_X509 _CERTIFICATE;
msg |3l - MSB{SSL. _FRCOTCCOL_VERSIOHN) ;

F_HELLO;

msg|d] = LSBISSL PROTCCOL _YERSION) :
S asidy o

msgis| = MEB(D);

msglél = LEB(U);

msg|7] - MSB{U):

msgj8] = LSB(O):
1 2lse |

n3g{%! - MSB(server_certlLen

nsgléi - LSB(server_cartLen
nsg(7] - MSB(outien):
msg{8] = LSB(oatlen);
memcpyicp, server_cerr, server_certlen); cp .= server_certlLen:
Temcpyiaop, 2urtbase, outien); cp +s outlen:

}

msg[¢| = MSB(h-»connectlonlDLen) :

m5g110]1 = LSB{h->cannecticnlDLen);

wenepylep, h »connec=zlonID, h->cennectionINlen); cop += h-»connecticnlDLen:

nb = SerndClearMsgth, wsg, cp - msq);
freeimsg) :
tatern ot

sT 3" io int feadServerVerify(SSLHandls *hi

unsigned Tha: *nsg;
far on;
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asgertih->clientChallengelen t= t]:
msg = {unsigned char*! malloctl-h-><llent:hillenaaben) :
meg{0) = SSL_MT_SERVER_VERIFY:
memcpy (msg+1, h->clienrChallenge, h->clientChallungaten) ;
nb = SSI, Wrlteth, msg, I+h->cllenrchal fenonLens ;
freeimso) ;
return nb:

}

statle Int SendReguesnCertif!care( HNandle <h)
{
unsignad char *msq:
Int nh, tv;
f->authChallenge = {unsigned char«) mallocilgl:

v o= Gn:nerahePandcmBytes(h».\aur.hf.'hamee, L
YE (rv < 0) recurn rv;
h->authChallengelun = 16;

msg = tunsigned char*) nallec(2+16);
mag(0) SSL_MT_REQUEST_CERTIFICATE;
msg(l) = SSL_AT_MDS_WITH_RSA_EMCRYPTI ON:
memcpy{mag+2, h->authChallenge, 16):
Aab = SSL_Writeih, msy, 2+16);
free{msq) ;
return nb;

)

Static int SendServer¥ir!shed(SSLHandle *n)
{

unaigned char *msg;

int mb:
assertth-zseasioniDlen = 0);
msg = (unslgned char*) malloc(len »>gessloniDLend ;

msgl0] = SSL_MT_SERVER_FINISHED:

memcpy(msgel, h-»sessicnliD, h->sesslonlIRlen) :
nb = SSL_Write(h, msq, l+h-: ssionIDLen: ;
free(msa) ;

ceturn ok

1

static Lt theckCllientCertificate

SLHandle *t,
unsigned char weert, unslgned czertlen,
unsigned char *r. unsioned rLen)

unaigned char +but;
unsigned hlen;
int rv;

/% First valldate cartificate </
TV = X503 _CheckCerr cRrr, certlen)
1f (rv < 0) retwnrn
1f {auth_hook) ¢
v = {*aurh_hook){auth_acg, ¢

« certlen;;

{f v V) rewurn SSL_SetErrar{SSL _ER PERMISSTON_DENTED) ;
i
Cepyl&h->peerCarn, cert, cernlen:
h->peerCertlen = cartlen:

/% Then varlfy rasponse =/

blen = h->kmLen -+ h->authChallengeLon BATYAr_cert Lan;

buf = iunsioned char=) malloz{bl H

memcpy (buf, h->km, h->kalen};

memepy (buf+h->xmLen, >aurhChal lenge, ti->authChallengelent ;
memcpy {buf+h->kmbLareh wanthChailengalon, seivar _carr, saryar

cert e
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tv = FKOS1 VarlfySlagnanure!SSL_MODS,
5 _Zfraabuf, slen;;

blen, =. rLen, n->pubKey):

retuen v

Parform server hapdshake
tie Int servetHandshake(SSLHundle *h, int authClienr)

int rv, cursldlen, verslor. <zlen. sidlen, chlen. gorAuth:
int cklen, eklen, kaien:

snslgned char ‘aid, v

insigred int outlen, rlaen, sarnlen:

/* Generate ronnaztleon id +/

h->cannectlonID = ifunsigned char*! mallocilé)
v = GenerateRandemByres(h->cornectionib, 16);
PE o irv < 9} return
h-sconnetlonlULlen RH

/% Reac cllenr-hells massaze v/

rv = 55L _ReadRecordih);

ff {rv <= 9} rerurn 0 [ tv == Q) ? -1 : rv e
1€

it

(h-»>len < 2) raturn SSL_SetErrar [SSL_EHRHROR_BAD_PEER) ;
th >dara(0] '= SSL_MT_CLIENT_HELLO!
tatucrn §SL_SetError (SSL.ERRDR_BAC_PEER) ;
version = CCMBINE!h->data+i);
It (verslon != SSL_PROTOCOL_VERSION)
raturn SSL_SetError (SSL_ERROA_UNSUPPORTED) ;
cslen = COMBINE(h->data~3):
sidlen = COMBINE(h->data-Si;
c¢hlen - COMBINE(h->data-7);
if {{cslen ¢y ]| ‘chlen == 0}) return SSL_SetError (SSL_ERROR_BAD_PEER) ;
Copy(sh »clientChalienge, h-»datasdscslenssidlen, chlen);
h->cllertChsllergelen - whlen;

o0

=id
LE tstdy o

o fstdlen)

7% 3ee if It’s rhe same

it (memcmpisid, h->data«9«

/* Net rhe same sid...

oursldlen

keck sesslon-1d */
MLSIRh, sourcidlang

boelse {
SN RY cowinnert <7
I
boeise i
/% Don’rn use aotry from 5ld cache because cllent dldn‘t nse Lr */

oursidlen - ;

)
it (oursidlen -- ¢, ¢
/* Generate session-1d v/
h-»sessionlD = {unslened ar*) malloc!l6):

v - Geznera-teRandomBytes{h->sesslonlD, 16];
it v < U} ronurn v
ho>sessfonlblan = 15,

/* Send server hellc message ¢
v = SendServerHellath. oursidlen 2 1 : G, nh-»datas?, cslen);
LE v < 8) pwtgrn rw

1E (teuesidlen:
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/* Gat tha client-master -key message </
IV = SSL_ReadRecord(h};

It (xv <= 0) return ( ( v == 0 | » ER SN
I {h->len < 10) teturn SSL_SetError (SSL_ERROR_BAD PEER};
1f (h->data|o] = SSL_MT_CLIENT_MASTER_KEY)

return SSL_SetBrror{SSL_ERROR_BAD_PEER) ;
h->cipherkind{0] = n->datafi];
h->cipherkind(11 = h->data(2};
h->cipherKind[2] = h-»>data(3];
cklen = COMBINE{h->data+4);
eklen = COMBINE(h-»data«6);
kalen = COMBINE(h->data+8);
Copy (&h->keyhrg, h->data«ifi+cklenseklen, Kaleni;
k->kayArglen = kalen:

/™ Decrypt in place the secret using our privare kay v
P!\'CSI_Frivanane:ryp:zserver_'r.«.- » h->dazarlfecklen,
&outlen, h->data-10+cklen, eklen:;

Copy {&h->masterKey, h-xdatali-cklen, anrlun)
h->masterKeylen = outlen:;

| alse (
/™ Copy Info frem session-ld nache Into hory
RecoversIDState(h) ;

}

v = Producekeys!h);

1f trv < @) return rv;

tv = SendServerVerify(h};
Lf (rv < 0) return ev;

tifdef NOTDEFJSW

1f {{toursidlen [| 1h->peerCortien) &4 authClient) |

telse

1f (aurhCllent)

tendt f

/% Authenticate client +/
v = SendRequestCertificarte(n;:
Lf trv < 0) rerurn vy

1

7% Now wairn for ~lient-tinis
gatAuth = 0:
for (::y {
IV = SSL_ReadMessage () ;
1t (rv <= U) return ( { rv Bl
1f (h->len == 0) return SSL Serz
swltch (h->data(0}]) {

case S5SL_MT_ERROR:

return -COMBINE(h->data<ll;

12d message v

v
SREOR_BAD EEER)

<ase SSL_MT_CLIENT_CERTIFICATE:
/™ Check authentication responses 7
certlen = COMBINE(h->dat3+2!;
rlen = COMBINE(h->data<4] :
TV = CheckClientCertlflcarte(h, n->data-s, certlen,
h->darast«certlen, rLen);
Lf (v < ) return rv;
gotaAuth - 1;
break;

case SSL_MT_CLIENT_FINISHED:
/* Check connectlon-id «/

LI {h->connectionIDLen f= h->len-1)
return SSL_SetError !SSI._ERROR_BAD_FEER} :
It imemcmp!h->connectionip, h->datas}, h->connactlion(DLant t:z o)

raturn SSL. SerError (SSL_ERROR _BAD EFER) ;
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h->clientfinlsned = [;
break :

/* See If {t's time ro stop */
tf fan=hCllient) {
Lt {gotAuth s& b >alientPinisted)
break;
i oelse
{f ih-»clientFinlshed;
brear:
'
/¥ Hend server tinlshad ressage v/
RacordSID(h, I »sessionID, h->sessioniDLen) ;
v = SandServerPinlshed(h);
U tev = 0) rerurn pyg

/* Handshake :5 411 done */
h->len = 0;
raetnrn 9;

}

/...."..............w..n....".n..........”..‘........-.,....".."../
I
“* SSL handshake cara, Farforms the $SL handshake pretocol.,
!
Int SSL_Handshaks (3SLHandle *h, int how)
{
ot rermansflays g SSL_ENCRYPT_MASK ) t= S$SL_DONT ENCRYPT ) (
switeh (how)
©3se SSL_HANDSHAKE _AS CLIENT:
h->isServer = u;
rafara ClientHandshakethn) ;
“as2 SEL_HANDEHAKE AS

i srver =
refurn BerverHandshake(n, 0);

SERVER:

oo

E HANDSHAKE_AS_GERVER WITH_CLIZNT _AUTH:
h->isServer = 1;
CAruLn ServerHandshake(h, 1),

} elsa

cenarnl) ;
)
}
g
** A wood place ro ser 4 kEreakpoint
ay

int SSL SarError(int =
i

TeLurn «;
!

I

*¥ SEud e datine server luformarion

tvecintc iunalaned char *o, (nr cl, ESAFrlvararey *keav]

server_key - vay:
server_cert = ¢
Server_sarrtlLoa - =iy
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3

I
** Stub to define cllent intormation
*/
void SSL_CllentInfolunsicned zhar *¢
(

. oineoel, RSAPrivatukey *key)

client key = ¥
client _cert
clienc_cartlen = «l;

vold SSL_AuthHook ({nt {~hooki {vald *arg, unsigned whar *cerr,
unsignad certblen!,

veld *arg)

auth_took = hook:
aath_arg = arg:
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** Topyright (e} 1935, Natacape Communications Corporation. All rights
"* reserved. This use of thls Secure Sockets Layer Referente

“* Implementatiocn

ithe *Safrware') is governed by the terms of rhe ssL

** Refaerence Implemantatlon L!icense Agreement. FPlease read the

*¥ accompanylng *License*
“* Any other third party
‘¥ subject to addltiona
** rhlrd party scttware

flle for a description of rhe rlghts granted.
materials you use with thls Software may be

llcense restrictions trom the licensors ©of sush
nd/or additional expnret restrlictions. Tre sSSL

** Implemencacion License Agreement. ¢ran%s yon no rights to any such
** *hird party narertal.

7

¥include ®ssl.k-
#include *ssilib.h*
#include <errno.t

i

¥* ParfcIm symmetric 0IL “rypLography.

7

srtarlc {nn Cryptolunsigned char *degt, SSlHancle *h, int readlnq,
mslgned char *sre, int len)

R

unsigned pare;

1t (reading) :
CES_Decryprili->readex, dest, &part, src, len):

)

2tse |
DES_Encrypsih swrltecx,

tEturn

)

dest, &parz, sro, len):

,»n,,...--..<..-n"..n.--..-—nn'“.n--u.o-oo-vn..."n.,-:-'nuu,

e

*r Calunlate MAC. e MRS,

s

HTALic lat CalcMACIns:gned char “dest, $SLHandle *h, int reaging,
nslgned char *daza, inn len. 'nn padding:

unsignad chac neqidl, rad|9);

unst

d int vrloen;

KDConkEeaxt pd:

md - MD_Createlontaxh(SSL_MIS) ;

tt

i

LE

1t

lreading) |
MC_Updatz imd, h->readbey, n-»readkeyLen) ;
else
MD Updaremd, I »writekay, h->wrireKeylen) ;
)
MD_lpdate(md, cata, len);
‘padding) 1
memgat{pad. radding, padding) ;
MD_Update 'md, pad, padding) :
freading) |
seqi0) = (L ~revSeq »> 24) & Oxff;
seqlll = {h->revSeq >> 16) & Oxff;
seqg|2) - cvieq »» 8) & Oxf(f;
seql3] = t(h->rz Seq »» 0) & Oxff;
b->rcvSeqee;
alse 4
seql0] » (h-»sendSeq »>> 24) & Oxtf;
seqll] = (h->sendSeq »» 14! § Oxff,
seqlll = (h->sendSeq »> 3) § Oxff;
seql3] = {h-»sendSeq w» ) 4 Ixte;

E »saudseqs s
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}
MD_Update({nd, seq, 4j;
MD_Fipal{md, dest, Sourlen):
MD_DestroyContext. (md) :
return 0;

1

D T T Y Y e P T T Y TR T F ROt b a kY kw60 b ot hwawssvsssoyee .

I
** Spln reading wntii butter is tilled up With requesced amount of dara
*/ .

int S_Read(int (d, veld "buf, Int len)
{

Int count = 0;
while (lem) {
int nb = read{fd, buf, len);:
if tnb < 0) ¢
1f ((errne == EINTR] || terrnc == EAGAIN} ) continue:
return nb;
)
1f {nb
count
len -= nb;:
buf = {vold*) (i{(char*)bufl - nb;

break:

}
return count;
i

int S Writetint fd, void *suf, Int iem
i

Int count = 0;
while {len) {
int nb = write(fd. =uf, len:;
if (nb <01 ¢
If ((errno == EINTR) || ierrno == EAGRINI; ronwlnue:
return nh;
t
Lf (nb s: 01 braax;

len -= nb:
but = (vnld+y

Lle i eLE) o onby
}
retura eaunt:

}
e
** Read an SSL record. Gathar "p Lhe data and puz into the buffer Iln n.
>/
int SSL_ReadRecord(SSLHandle *h)
(
int nb;
h->len = 0;
nb = S_Read(h->fd, nL-sheader, 2);
1€ (nb 1= 2)

Lf (Db == 0) return nb;
SSL_SetError!SSL_ERROR [0);
return SSL_ERROR_[n;

)

Lf ({h->heacer|0; ¢ Ix80) == 1) -
/* Ger rest ol header. +*/
ab = S Read(h->f{d, h->haader - z, 1):
{f (nb 1) return SSL_SecFrrot {SSL_ERROR I Lo
h->len = ((h->header|0] & Gx37! << 2) | h-»weaderii];
h->padding = hsheader {2
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tf th->header {01 & 0x40)
/% Somebody sent an escape...harumph */
returs SSL_S«tError |SSL_ERROR_UNSUPPORTED) ;

) wlse |
h->len = {{h->hnader["] & 0x7f) << 8 | h >header|1);:
hospadiing = u;

)

/* Make bulter blg epough */
it th->len > h-»space) |
it th->base] |
h->base = (nuslgned char*) realloc(h >base, L-»>len):

1 elsa t
h->bd4se = {nsigned char") mallocih->len);

'

Hostipace boston;

/% Read rasrt of record */

h->daca = h >kase;

ab = S_Readih->fd, h >dara, i-»len

i€ ob = h->len) ¢
SSL_SetError!SSL ERROR_T0)
teturn SSL_ERROR_10;

)
ho>revseqes

recurn h sler;
)

s
** Pead in an ssl message. Decrypt the lacomlng data.
c;
Int SSL_feadMessaga (S5LHandle *h)
l

nstaned char mac [MDSSIZE] ;

nt v

_ReadRacord (b ;

1t J) return rv:
- emaddingy G5L_SerErrori$sl ERROR BAD_MES3AGE) ;

E2 0l vlan o enesy

/* Dacrypt rhe racord (loplace; »/

if imemcmp(h »cipherXind, CIPHER_EIND, 31 == ) {
1f th->len & 7) return SSL_SetError (SSL_SRROR_BAD_MESSAGE: ;
Cryprotn-riata, b, b, h-»dana, h->len):

/* Check the mac */
CalcMACimac, h, 1. n->dara+MDSSIZE, b->1en-MDSSIZE, ¢):
LE Imemcmp(mac, k-»data, MDSSIZE) != 0) ¢

rerurn §3 *tError {€SL ERROR_BAD_MAT) :

)

h->daka . MDSSIZE;
h->len = h->len  MDSSIZE - h->paddling:

return h-slen;

e e R e R T

Desrroye33LHandle *h)

1f ih-»baset fresth->hase);
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i€ (h->clientchallengel i:ee[h‘,»cuenLchallv‘.»ngel:
{h->cannectionlD) free(h->zonnectioniD) :

1t {h->pubKey) FKCS1_CestroyPublicKey (h->pubKey) ;

1f {h->readKey) 5_Zfreeih->readkey, n->readkeylLen! ;
1f (h->writeKey) S_Z(:ee(h—)wrlr.el(ey, h->writeKeyLan} ;
1f (h->sessionID) free(h->sesslonID):

1f (h->keyArg) tree (h->keyArg) ;

it (h->masterKey) S _ttreeth->masterKey. h->masterKeylen) ;
1€ {h->km) S_Zfree(h->km, hk->kmLenj :

1t (h->peerCert) free{h->peerCerr);

1f (h->readex) DES_DestroyContext |h-»readcx);

L (h->writecx; DES_Destroytontexrt (h->writecx!;

LE (h->socks) ssl_DestroySockslnfoikz->:;ncks);
S_2%freeth, slzeof (SSlHandle)) ;

-
-~

SSLHandle *ssl Mewhandled In- B, lat fiagsl

!

SSLHandle *h;
h = iSSLHandla*j calloz(l, =

of iSSLRandte)) -

1 (h) ¢
h->Ed = £d;
h->createFlags = flags;
}
raturn h:

SSLHandle *SSL Create{in® £, Llnr flags)
{

inr

SSLHandle *Fk;
int rv:

h = 83l _NewHandiei:fd, flags) ;

£t h) o
v = sa]_CreareSocksinfa(h) ;
LE ! veo) ¢
SEL Destroy(h}:
h = 9;

i

recurnthl;

SSL_Read{SSLHandle +i, vold *bif, inz len)
int amount, wount, nb;

it ( h->createFlaas & SSL_ENCRYPT
count = ¢;
while {len} (
/* Flgure out aow much =0 read thls time rhrough ¢/
Amount = Y->len;
Lf tamounz '
1t (eounkt) break;

/* Get a new encrypted massage from sender </
nb = SSL_ReadMassagein! :
1t (nb <= 3) retuer nb:
amaunt : h->len;
'

/T Copy 0ur 4 hunk of data es
Lf {amount » lend amount ¢ lan;
memcpy (buf, h >data, amounr;
h->data = amcunt;
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h->len -z amaount;
len - - amount:
coUNL += amount;
but = tyold*) (ilcharfibut « amounty:
}
! else

count = oroad(n »(d, bnt, len):
'

refuen coun;
}

/"
Tt Limlk writes so rnan -hay f1% withln a sinalc record. Take intoe
** accoun~ the space readed by £he MAC and by the block eypher (DES)
¥dafine MAX_WRITE \

(SSL_MAXY BLOCK TYPHER_LEN - MDSSIZF - 9}

ln" $SL_Wrlre(S55LHandle *h, vold *huf, lot len)
(

unsligned char *ltase, ~op;

irt nb, amounr, vsunt, paddlng, recordlen:

(. h->createllags & SSL_ENCRYPT_MASK § 1= SSL_ENCRYPT } {
rAraen{S Wrltelh »>£d, hu€, lenj);
)

ceunt = U5
while {len) i
/* Make sire we den’t send %00 large a record */
amounkt - len;
L€ {amount. > MAX WRITE|
Aampunt = MAX_WRITE;

1

{* Format up the record for transmission +/

base = “p = (unsigned c¢har®) malloclareunt « 3 - MDSSIZE o T
radding = amoun= & 7;

I ipadding: ¢

radding + % - paddlaag;
'
razordben = amount o+ padding - MDSSIZE;
1t (padding: ¢
*cp++ - trecordler >> 8) & Ox7f:
“cp++ = recordLen & 0xf;
*cp+s = paddlng;
b oelse o
*epse = (%30 | ({recordlen »> Bl & 0x7f):
*cpe+ = recordLen & Oxff;

/% Compute mac and atora It §nto “he output buffer +/
CalcMAC{cE, h, ¢, (unsigned char+*}buf, ameunt, padding)
memcpy (cp+MDSSIZE, buf, amounkt]
memset(Cp+MRESIZE-amount, paddlng, padding);

/% Now encrypt the mac plus the input data plus the padding *;
1f tmemcwp(h->cipherKind, CIPHER_KIND, 3) == 0) |
Crypro(cp, b, 0, <p, MDSSIZE~amount+padding) ;

©E r= MBSSIZE « amoun® « padding:
st oWrlte 1L oaur e

S Wrireit>€d, bass, rp - base):
ibase}:
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return nb;

<ounk += amounr;

len -= amount;

) buf = {vold™) {ichare)baf - amount.) ;
return count:

MediaTek Exhibit 1010, Page 60 of 118



5,657,390
99 100

-108-

sslder.c

I
“* Copyright (ci 1995, Netscape Communlcatians Corporation. All rights
“* reserved. Ihls use of this Secure Socketa Layer Refarence

** Implementation (the “Sofrware*) ia governed by the terms of the SSL
** Reterence Implemenzation Liccense Agreement. FPlease read the

** accompanylng ‘Llcense* file far a description of the rights granted.
** Any orher third parcy materials You use wirth this Software may ke

** subject to additicnal license reatrictlions from the licenscrs of such
** third party software and/or additional export restrictions. The SSL
** Implementation Llicense Agreemenr grants you no rights ro any sueh

** third party mataertal.

*/

¢includs "ssllib.h*

#include <stdara. h»

statlec nsigned Headerlen (uncliqned ien)
[
it (len » 1274 ¢
TE flen > 2557 (
tE {len > £5535) ¢
to(len > 162772181
return 6;
! else {
return 5;
I elee (
ceturn 4;
)
1 else
raturn J3;

2
&

OEL 2
)

starfc vold StoreHeader (unsignad char +inf, unsigned code, unusigned len)
i
unsiausd char ofa);

LIOL = ilen »» 241 & Oxff:
El1] tlen »= 1€] 5 Oxff:
b{2) {ler »> 8) & Uxff;
bI3] = len & Uxfe,

{
[f (len » 2557
It flen > $5535) (
Lt (len > 16777215)

*orafes = Ox84;
“buf+e = bio;;
*bufes = bli};
*buf«+ = b(2];
“bufss = b[3);
! else |
“but+s+ = 0x83;
bhufes = b[1];
"bufse = b{2];
*bufes = b3
}
Ioalse |
tbufes = 0x82;
“bufse = pl2);

“buf«+ - bf3];
)
alse |
*birfer = 0x81;
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*bufes = bLI3);
i
1 else {
*butes = b},
)
)
vold DER_EncodeStriunsigned char **destp, unsignad *destlenp. lun rype,

i

1

unsigned char *src, unsigned srclen)

unsigned char *dp;
unsigned hlen;

hlen = Headerlen(srclen):

*destp = dp'= {unsigned char*] wallac(hlen + sczlen);
StoreHeader (dp, type, srclen):
memcpy {dp+hlen, @, srclen;

*destlenp = hlen « srclen:

vold DER_Encodelnt{unsigned char *rdestp, unslaned *destlenp, Int typa,

1]

long i}

unsigned char bbl4}, *dp:
unsigned len, hlen;

bb(0] = {unsigned char! (1 >> 24);
bbil] (unsigned char} (1 >> 16);
bb(2} (unsigned chary {1 >> 81;

bbi{3} = (unsigned char) il):

g
+* Small integers are ancoded in a single dyre. barger integers
** require prograssively mnra space.

v/
1€ (1 < -128) ¢
1€ (1 « -32768)
1f (L < -93B8608) !
en = 4:
) alse ¢
len o=
)
} =2lse
len = 2;

!
} else Lf (f > 127}
LE 1~ 32767)
1E (1 > 83886C7) |
len = 4:
| else {
len =

}
)} else ¢
len = 2;

}
) else {
len = 1;
)

hlen = Headerlen{len):

*destp = dp = (unslignad char*) mallocthlen + len):
StoreHeader (dp, type. len);

memcpy (dp+*hlen, bb + {4 - len!, len):

rdastlenp - hlen - ian:

vold DER_EncodeSeq(unsignad cnar *+daestp, ansigned *destlenp, int ryps,
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mislaned char *srcl, unsigned srcllen, ...}

va_list ap;
unsignaed hlen, len, catlen;
"nsigned char *eat, *dp, vsrc;

va_starftap, srcller);

/* Concatenate argument data and count np total length */
cat = [unsigned char*) mallec(srcllen):
catlen = srcllen;
memcpy (cat, erel, srallend;
for (:;5 (
&re = va_arg{ap, char<*):
{unsigned) va_argytap. loat):
18z¢ ui break;
cat = {unsicned chac*} reallocicak, zazlen » len):
memepy (Satscatlen, srz, leal:
matlen e: lon:

}
“a_endiap) ;

hien = HeaderLen!catlenl;
*destp = dp = {unalgned char*) mallcc{hlen + catlen};
StoreHeader (dp, DER_SEQUENCE| DER_CCNSTRUCTED! type, catlen):
memcpy (dp+rhlen, wat, catlen};
tree{cat):
*destlenp = hlen « catlen;

¥

AR R e e R P SR PP TRy

“* Parse a der length code. Rahurn rthe total length of the header as well
** as fhe length of object that the header refers to {In *lerpl .

unaianed DER GetHeaderben(nrsigned char *sec, unsigned *lenp)
unsianed hlan;

BRI L]
2 v tsrefl) & 0x76);
(srcllf & ox7f) 1
case Oxi0;
rlanp = 0;
break:
~age UxUl:
*lenp - wceili:
break:
vase O0x02:
*lenp = {nrc(2] <« 8) | srcf3];
break:
case 0x03:
*lenp = tsr={2] << 145 [ (scc{3} << 3) | scald):
break
case 0x04:
‘lenp = (sreli| -«
break;

41 | lsrcl3t << 161 | tsreo{4] << 8) | srelS);
}

v alse
hlen = 2

*lenp = srall);

retrn hlen:
b

Ine DER . DacedeSwpiCFRLayoun *seq, in- nseyg, lut type,
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unsianed ckar “sre, unsigned srzlen)
unsigred hlen, olen:

/* Check and then strip off sequence v/
type = type | DER_SEQUENCE | DER_CCNSTRUTTED:
1f (srel0) Fypel

recurn -1:

’
hlen = DER_SerHeaderben{src, &slen):
src += hlen;
srclen = hlen:

/* Capture contents ol sequence v/

while (--nseq »= C! ¢
if liseg->rype
raturn

= DER_ANY) %6 (srel0} 1= seq-sEypel )

]
tlen = DER_GetHeaderLen(src, +nlen):
seqg->item = src;
seq->iremlen = hlen + clen:
seqss;
Src +: hlen + clen;
1f (hlen + olen > srclen)
return -1;

i
srclen -= klen + nlen:

)

return :

)
long DEE_GetInteger (unsigned char *cpt
{

unsigned len;
long lval = 0;

unsigned overflow = Oxff «< ((sizenf(ival) 1y=8r:
It {cpl0) '= DER_INTEGER) rerrn u;

len = eplill;

L€ {len >z 0x®0) ratyrn 0:

cp =7 2;

whlle ilen) !

1€ flval 5 ovartlow) t
1t tlval = 33
retnrn -1

b
rernrn lakl {{uaslaned! 11 << {sizenf(ivliva - Ly - 1)

t
lval = (val << 3,
ival |= *epe-;
-~ien;

:

return ival;

}
veld S_Zireelvaid *buf, unsigned lem
(

memget(buf, 0, len):
freaibuf] ;
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T* Capyright (c) 1995. MNetscape Cemmunlcatlions Corporation. All rights
** reserved. This use cf thls Secure Sockets Layer Reference

** [mplementatlion [the *Software*) ls governed by the rerms of the SSL
** Raference Inplementation Licensa Agreement. Please read the

¥¥ accompanying ‘License* {ile fcr a description of the rights granted.
** Any other third party materlals you use with this Software may be

** subject co ardditicnal llcense restricrions from the licensors of such
** third party software and/or additlional export restrictions. The SSL
** Implementation Licensa Agreement grants you no rlghts to any such

** third party material.

s

¥include *ssllfib.b~

¢ifndel 95AZE WORKS

/-

“¥ lse 1lbdes 4.0 "o implement DES when we have a troken NSAFE llbrary
.

/

¥lnclude *libdes- s . 0/des, b

Kendl ¢

struct CESContextSty ¢
#ifdef BSAFE_WORKS
B_KEY_OBJ key:
B_ALGORITHM 03] ala:
telse
des cblock key:
des cblock {v:
des_key_schedualo
kendit
).

had;

¢lfdef BSAFE_WORKS

statlc B_ALGORITHM_METHOD *=hocser(] = |
&AM_DES_CEC ENCRYFT_NO_PAD,
&AM_DES_CBC DECRYPT_NO_PAD,
9,

P

#andl f

DESCantext *DES Tewatarsntexe{onslaned char Tkey, unsigned char v, int enc)
DESConkext sau:

¢x = iDESCoutext~) calloctl, sizeof (DESContexn)) ;
#itdef SSAFE_WORKS

B_CreateKeyObiect{&ex->key) ;

B_SetKeyInfo{cx->key. KI_DES®, (PCINTER) key);

B_Createhlgor 1t}:m0b1e:t(&cx->alg) :

B_SetAlgorlchminfo{cx->alq, AI_DES_CBC_IVB, (POINTER) lv);

{f (enc) 7
B_Encrypr

b else ¢
B_Ducryprinlties »alg, cx->key, chooser, 2);

t(=x->alg, ex->key. chooser, 01

}
Yelse /* 'BSAFE_WORKS »/
Jemcpy{cx->kay., ey, f);
memcpy (cx->lv, lv, 8};
des_se\:_odd_par&ty(&cx-)key);
des_key_scnedwcx—')key, ax->sched)
tendif /T 9SAFE_WORKS */
rerurn ox:
!

veld DES_Dagtroytuntaxr | LESContexr Tex)

{
tifdet BSAFS WORRS
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B_DastroyKeyObjeck {&cx->key) ;
Yendif /* BSAFE_WORKS v/

memgat(cx, 0, sizeof!DESContext)) :

free(cx):

vold DES_Encrypt(DESTontext *fcx, unsigned char *our, unsianed *uatlen,
unsiagned char *in, unsigned inleni

(
¥lfdet BSAFE_WORKS
B_EncryptUpdate(cx->alg, ont, outlen, inlen, I, inten, ¢, u;;
VYelse /* 'BSAFE_WORKS */
des_cbc_encrypt {{des_cblovk®) &inf0!, {des_cblsek*) koukLfy’,
(long) finlen, cx->sched, &ex->lv, 11;
/¥ update jvec cuz libdes dvesn't */
mamcpy(ex->iv, sout{inlen-A), &):
*outlen = Inten;
tendlf /* BSAFE_WORKS *:
1

vold DES_Decrypt (DESConrext “cx, unsigred char *cur, tnsignad *eutlen,
unsigned char *in, unslgned inlen)
{
#ifdaf BSAFE_WORKS
B_DecryptUpdara (ax->aly. our, outlen, inlen, lu, irlen. 3, Gi:
Yelse /* 'BSAFE_WORKS */
unsigned char lasktiv(R];

nmemcpy(lastiv, &luflinlen-8(, 3};
des_cbe_encrypr ({des_chiock*) &in{0], tdes_zchlock*} sourning,
{long) Inlen, cx-»>sched, &cx->lv, 0};
/* update lvec cuz llbdes doasn't +/
memcpy{cx->lv, lastiv, 3);
memset(lastlv, ¢, £):
*outlen = inlen:
tendlf /* BSAFE WORKS *;
4
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** Copyright {c! 1995. Natscape Communications Corporatlon. All rights
** reserved. This use of this Secure Sockats Layer Reference

¥* Implementation (the *Software®) !s governed by the terms of =he SSL
”* Reference Implementation Llcense Agreement. FPlease read the

** accompanylng “"Llcense® flle for a description of the rights granted.
v* Any cther thlrd party materials you use with rhls Scftware may be

** subject to addltional license restrictlons from the llcensors of such
** third party software and/or additlional export restrictlons. The SSL
** Implementatlon Llcense Agreement drants you ne rights to any such

** third party material.

#include *ssilib. h*
rifdet 3°NFE
tinclude *reoazkeyqn.he

static B_ALGORITUM_METHOD *chooser(}) = |
SAM_RSA KEY_CEN,
&AM BSA_ENCRYPT,
&AM_RSA_DECRYPT,
&AM_RSA_CRT_ENCRYPT,
&AM_BSA_CRT_UECRYPT,
SAM_MD2,
&AM _MD3,
3.

Inserr leadlng zero for der ercoding of private key information. DER
** encoding of unslgned laregers (which the private key informaticn {s)
** requires 2 lteading zero {f the high blt ia set in the MSB

v/

static uasigned char *PLxNZ(ITEM *lr, unsigned *!enp)

{

unslaned char *op;

cp = (unsigned char*) malloct(it->len « 1)
Lf tle->daca(e] & 0xRO)
f¢ Need extra 0 ... v/
cplo) = 0;
memepy{ep+l, It-sdara, !t-»len):
*lenp - {f->len + 1:
b oelse |
memepy {rp, lo-»data, {t.s>ten);
*lenp = it-»len;

)
return ep;
b
telse ;v IBSAFR +/
/
** Find flrst non-zerg byte in key dara buffer. The key data ls Iin
** theory; zero tllled. DER encoding requires a leading zero If the data
*¥ 1s unsigned aud vhe 2lgh bl is ser an the 1¥S3, so add one !n !f
** necessary.
static unsigned char “FlndNZiansigned char *1n, unslgned T1l2np, unsigned maxlen)
t
unsigned char ¢

ep = (ansigned char®) mallec(maxlensl);
Sf tInj0] 5 Dx801 i
/* Add tu leadlng zero and rerurn ~/
cpll] = 0
memepy (op- 1, ln, maxlen):
“lenp = maxlensi:
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return cp;

while {Int0) == o) §
nes;
maxlen--;

LE (in(o) & 0x30) .
cpl0] = u;
memepy (cpel, In, maxlen;:
*lenp = maxlen - 1;

)} else {
memcpy(cp, in, maxlen):
“lonp = maxlen:

Teturn p:

Setup a randem nurber generatar for REAREF uslng randem bytes from
SSL rng.

static vold SetnpRNG(RKGContext *rng, K_RANDOM STRUCT *okx)
{

]

unsligned char vr.
unslgnad n;

R_RandomInit;ztx);
R_GetRandomByresNeeded (4n, LX) ;

r = {unslgned charv! malloc(n);
RNG_GenurateRandomBytes(rng, T, nl:
R_RandomUpdateicktx, r, n);
S_Zfree(r, m:

¥endlf /* BSAFE <7

/n-qn-q...-"..n...--..n..u-....¢..-.....-r.n...n....-."--.-'."n;

I

"* Create a nuw private key

.

RSAPrivarakey *PECS1_

(

natePivanekey (RANGContoxr ‘rna, Int keylen. ine pukexp)

RSAPrivatekey *key;
int rv;

kifdef BSAFE

B_KEY_OBJ pub:
B_ALGORITHM_OBJ gan;
A_RSA_KEY_GEN_PARAMS baas

Melse  /* IBSAFE */

R_RSA_PUBLIC_KEY pubKey;
R_ASA_PRCTO_KEY protokey:
R_RANDOM_STRUCT ckx:
unsignad char *c;
unsigned n;

Yendlf /* BSAFE =2

1t [ ( keylen = MAX_RSA_MODULUS_BITS 1 ||
{ kaylen < MIN_RSA_MODULUS_BITS 1 i |

¥ifdef BSAFE

rv = BE_MODULUS_LEN;

telse /* BSAFE *;

rv = RE_MODULUS_LEN:

¥endlf /* BSAFE */

SSL_SetError(rv) ;
recurn(0) ;
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key . IRSAPrivarekey®) ~allocil, slzeoliRSAPrivateKey)):
®ifdef HBSAFE
B_Createalgor i=hmiObjeck isgen) ;
B_CreateKeynbiect (&pub)
B.CreataKeythiect (kkey ->key}

v o= iy
do |
kg.modulusBizs = reylen: /* NOT Exportable from LI.S.A.1 */
switeh ( pubaxp ) (
case 3
kg.publlcExponant.,gata = * 003" /* exponent. is 3 ¥7
ka.publ leBxponent.lan = 1;
kg.pubiicBxpenent.data = "\021°: /* exponenrt {a 17 */
kq.punlicBxperent.len = |
hreak;
case UxU10001:
ka.publ {cExpcnent.data *AQOINCOONDOL " /¥ expanent is 65337 v/
Kg.publ i=Exponenr.len :
break;
defauls:
rv = BE_DATA:
}
i vy break;
tv = B_SetAlgorizhminfo(gen, Al _RSAKeyUen, !POINTER)&kq}:
LE (xvh break:
(v = B Generatelnit(gan, chooser, 0);
Lf {rv) break:
Tv = B_lienaraveKeypalr(qen, pub, key->key, tng->rng, 0j;
LE trv) break:
Powhile (0):
L0 otrvy §

SSL_SetErroriyvi;
B_DestroyKeyibject {kkey->key) ;

S Zfreetkey, :izeof [RSAPrivatekeyl);
key * 0:

'

A _DestroyAlgoritamibiezt(kaen!
8 Destroyfey.bieck t&pub) ;

gen B

¥alse /v 3EAFE */
SerupRNG(rna, &cnxl;

/¥ Make keay "/

protoKey.blts - kaylen: /* NOT Exportable from U.5.A.! */
awitch { pubexp ! | /* NOTE: RSAREF doesn’t. seem to 7/
casa 3 14 support 17 for rhe axponent </
Protskey. usefermand = f;
break;
ase Ox010001:
protakay. jzefermarg = 1:
bresk;
default:

recarntil ;
)
R_GeneratePEMKays |spubKey, ikey->key, &protorey, &ctx)
memsetl&ctx, U, slzeoffcrxl);
memser [gpubKey, 0, sizeof(pubKey)):
¥andlf /+ BSAFE */

relarn key:
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/e
*r Destroy an existing privare kay

vold PKCS1_DestroyPriva LeKey (REAPrivaneKey ‘key)

¥ifdef BSAFE
B_DeatroyKeytbject {&ey->koy)

¥endif /¥ BSAFE *;
mamset (key, U, slzec{ {RSAPrivateKeyii:

Ireaikey);
}
I
** Return the slze, lu bifs, of the given privare kay
.
/

unslgnad PRKCS! _GatPrivarek SlzetREAPrivateKey *publ

(

#ifdet BSAFE
A_RSA_KEY <kl
unsigned rv;

B_GerReyInfo( {POINTER*)&k!, Pib->key, KI_RSAPublicl;
rv = ki->modulus.len «« 3;
return rv;
Velse
terurn pub->key.bits:
tendlf
)

7
** Perform PKCS1 private key decrypt.fion

*

veld P.‘(CS!_Prlvnf.aDecrypr.(RSAPrlvate}:ey *priv,
mnsigned char rout, unsigned vouslen,
unsigned char +in, imsigned inlenj

{

#{fdet BSAFE
B_ALGORITHM_OBJS alg;
unsigned par=l, parv2;
fnt rv:

B_Createhlgorithmibiect (kalg) ;
do {
£v = B_SetAlgorithrIntoialg, AI_PRCS_RSAPrivata, (BOINTER; 0):
1f (rv) break;
v = B_Decryptininialg, prlv->kay, choosar, 0};
Lf (rv} break;
v = B_DecryptUpdate(alg, out, &partl, inlen, in, lnlen, 0, [
LE (rv) break;
tv = B_DecryprFinal(alg, @utrpartl, &part2, inlen-partl, 2, 0!:
I while{0);

LE [rv) ¢

SSL_SetErrarircy):

*outlen = 0O
] else (

*outlen = parti « pare2;
}
B_DestroyAlgorirhmObject(sala);
alg = o;

¥else /¢ IBSAPE +/

RSAPrivateDecrypt(nut. ontlen, in, Inlen, spriv-skey) ; i 1RSAREF
kendlf /* BSAFE «/
}
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e
“* LER Eucode a privare key ustng PKCS1
7
vofa PHCSI__Encnr[\?Pr!\'ateKeyIunslgned char *¥pk, unsigned *pklenp,
RShPrivanekey +kay)
i
nmsigned char *n. ‘e, *aq, =p, *q, vdmodpl, *dmedgl, ‘zoeff:
unsigned char <dn, <ds, *dd, *dp, vdq, *admodpl, “ddmodql, *2coeff;
unsigned nlen, elen, dlen, plen, glen, dnodpilen, dmodgllen, coefflen;
unslgned dnlen, delen, ddlen, dplen, dglen, ddmocpllan;
ungigned ddmodgllen, deoefflen;
unsigned char *vers;
unsigned verslen:
¢ltdet BSAFE
A_PECS_RSA PRIVATE_KEY *k!;
rendtf

/* Extract and prapare key information 7/
kifdef BSAFE

ki o=,

B_GetKeyInfo( (POINTER*) ak}, key->key, KI_PKCS RSAPrivatae):

n = PLxNZ(&ki »modulus, &nlen);

& = FPixNZ(&kl >publicExponent, &elen);

d FlxNZ {5k ] ->privateExponens, &dlen):

B FIXNZ(8k! -sprime(0], &plen) ;

q = FixNZ{ski sprimefl], &glen) ;

dmadpl = leNZ(&kI->pr1me€xponent[0], &dmodpllen)

dmodgl = FLxXNZ(%ki ->primeExponent (1], &cmndqgllen) ;

eoetl = FlxMZ(aki->coefficlent, acoofflen):
/% 'BSAFE ¢/
FindNZ(key >key.medulus, &nlen, sizaeoflkey->key.modulus));
FEndNZ(key»)key.publlcExponernc, &elen, slzeo((kay->key.pub1lcExpanen:]):
FkndNZ(k-.-y~>key.expanenc. xdlen, slzeof (key->key.exponent)}) ;
FlndNZ(key->key.prlma(0[, &plen, sizeof(key->key.prime[0]}}:
PindNzZ (key >key.prime(1], &glen, slzeof(key->key.prlmal[1])):
dmodp?! = Flnsz(key»>key.prlme€xpcnenr_lOl, @dmadpllen,

slzeuE(key»>key.prlmeExpsnEn:(UIl ):

drmadql - Flnduz(key»>key,pr1meﬁxponenn{1|, 4dmodgllen,
sizeci(Key->key.prlmeExpnnent[U 1His
key- »key.coefflcient, &coefflen,
tza0tikey-><ey. coafflciens: HE

“oatt = FlopdN

kordlf s nspPR -

/* Enceda REAPulvancrey ala PKCSK] </
CER Ercodwln' (tvers, &verslen, DER_INTECER, 0);
DER_EncadeStr {%dn. sdnlen, DER_INTEGER. n, nlen):
DER EncodeStr{&de, sdelen, DER_INTEGER, e, eleni:
DER_EncedeStr (6dd, addlen, DER_INTEGER, d, dlen);
DER. EncodeStr(&dp, 4dplen, DER_INTEGER, p, plen):
DER EncodeStritdq, &dqlen, DER_INTEGER, q, qlen):
DER_EncodeStr {&ddmodpl, &ddmodpllen, DER_INTEGER, dmodpl, dmodptlen;;
DER_EncodﬁStxl&ddmadql. &ddmodgllen, DER_INTEGER, dmedql, dmodgllen):
DER_EncodeStr l4daoeff, &dcomfflan, DER_INTEGER, coeff, coeffleny;
DER EncsdeSeq(pk, pklenp, DER_CONSTRUCTED,

vers, varslen,

dn, dnlen,

de, delen,

dd, ddlen,

dp, dplen,

dq, dqlen,

ddmodp!, ddmadpllen,

ddmodql. ddmodgilen,

¢noeff, deoefflen,

9, 0
freatvars)
S_Zfreain, nlen):
S_ZItezin, wulen);
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unsigned char const *buf, unsigned buflen,
RSAPrivateKkey ~kay)

unsigned chat *sk:
unslgned shlen, keySize;
v{fdef BSAFE
B_ALGORITHM_ ORI sian:
RNGContexr *rnd:
Int rv:
talse
R_SIGNATURE £TX *slan;
Yandl €

PrivateKeySize(key) »>> 1:
r*! mallectkeySizey:

keySize = FECST
sb = (unslanacd
tifde{ BSAFE
B_tUrzatenlant irrmok tect (65ignl ;
do {
v = B Soralaccithminfsislan,
{alg == SSL_MDS)
? RI_MDSWithRSAEncryption
: AI_MD2WIChRSAEncryptlon,
{POINTER) 0):
v = B Slaninitisiyn, kay->key, chooser, 0);
rv = B SlgnUpdateisign, {unsigned char~} buf, buflen, 9:
rv = B.SignFinal{slgn, sb, &sblen. keySize, 0, 0):
} while 19}
B.Destroyalyer | thaobjecrtasign) ;
1E trv) !
3SL_SeLErrorirv);
*siglen - 0;
*sig = 0;
free(shb):
rerugrn:

A4

)
relse
slgn = (R_SIGNATURE CTX*! caliocil, slzeofiR_STGNATURE oTX!});
R_Signiritisian, (alg SSL_MD5) ? DA_MDS : DA_MD2):
R SlgnUpcatetsign, Cinsigned char*) buf, buflen):
R_SlgnFinal :b, slen, Akay-skey);
fraeistian
danglf
*sig = (nnsianad <har<) mellocisblen):
*siglen = sblen;
memcpy (*sla, =n, shlen):
freaiskl;

MediaTek Exhibit 1010, Page 72 of 118



5,657,390
123 124

-120-

ssipkesl.c

S_Zfreeld, dlen):
S_Zfree(p, plenj:
S_zfree(q, qlen);
S_2fres(dmodpl, dmedplieni;
s_zfree(dmodgl, cmodgilen);
S_Zfreotcoefl, coefflen:;
S_.Zfreeidn, dnlen);
S_Zfreec{de, delen];
S_Zfree(dd, ddlen);
$_Zfree(dp, dplen);
S_Zfree(dy, dalen):
S_Zfreeldanodpl, ddmodpllen);
S_Zfree|ddnodql, ddmodgltern);
S.Ztreefdcoerff, dcoefflen):

3

A R T R T I pep M

/-
** Convert a prlvate 2oy (nio a public key
*

RSAPubl lcKey TPKCS1_TonvertToPubl lciRSAPrlvateKey *privi
'

RSAPublicKey *pub;
#1(def BSAFE
A_RSA_KEY *ki:
int rv;
¥endlf /* BSAFE */

pub = (RSAPublicKey*) calloctl, sizeon{i{RSAPubl icKey)) :
¥lfdelf BSAFE

ki = 0;

B_CreatekeyObject (eépub->key};

do {

v = B _GetKeyInfo! !FOINTER®)&kl, prlv->xey, K1 RSAPubL{e) ;
1f (rv) break;

rv = B_SetKeyInfniph-skey, F1 _RSAPublic, (FOINTER) kil :
Lt trv) break;
} while {0y
LE trvy o -

SSL_SetFrrorirvi;
B_DestrayKeynbiect tepub~»key) ;
S_Zfceelput, sizeol (RSALUDLL LeEey] ) ;
pub = 0:

)
velge /¥ !BSAFE */
pub->key.blts = priv-skay.bits;
memcpy {pub->key .modulus, priv-»key.modulus, slzeof ipib- skey modalng
memepy (pUb- »key .exponert, priv-skey .publicExponen- .,
sizeof (pub->kay.exponent)) ;
tendif /¥ BSAFE */
racurn puh;

1
7

*r Destroy an exlsting public key
vy
vold PKCS1_DestroyPublicKay (RSAPub) fckey *key)

{

tifdef BSAFE
B_DestrayKeyObject {skoy-»kay) :

tendlf /% HSAFE +/
memaet{key, U. slzeof!RSAFb)ickayii;
free(key|
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*v Raturn rhe size, in bits, of the glver publlc key
v

unslgned FRCS1_GafFublicKeyS!ze(RSAPublickey *pub)

(

¥lfdef BSAFE
A_RSA_KEY *kl:
unslaned rv:

tv = B_GatKeyInfo{(POINTER*I&k!, pub->key, KI_RSAPublic);
rv = Kl->modulus.len << 3;
renrn rv:
telce
return pub-s>kay.bizs:
*endlt
]

i
** Porform PKCS1 pukbllc key enuryprion

vold PENS1_PublicEncryps [RSAPublicKey *pub,
unslgnad char *ocuc, unslgned foutlen.
unsigned char *{n, unsigned inlen,
RNGConktext *rug)

(

titdet BSAFE
B_ALGORITHM_CBJ alg;
unsigned partl., part2, alen:
Lot v

alen = PKCS1_GatPubllicKaySize{puk) >> 3;

B_CreateAlgorirhmoblecr(salgl ;

do |
tv = B_SetAlgorirhmlnfotalg, AI_PXCS_RSAPublie, {PCINTER) U} ;
Lt (£v) break;
rv = B_EncryptInit{alg, pub->key, chooser, 0);
1f {rv) break;
tv = B_EncryptUpdatefalg, oun, #partl. nlen, !n, inlen, rong->rng, 0):
Lt fcv) break:
tv = B EncryprFlnal{alg, cut«partl, ipart2, nlem-part?, rna->rng, 0);
Lf {rv) vreaw;

) whlle (0):

w_L rayslaorirhasbiecnisalg) ;

ala VH

tEotrv)
SSL_Serfrrorir
*Youtlen = U;

» else i
“outlen = partl + parti:

i
Velse /* IBSAFE *:
R_RANDOM_STRUCT ctx;

SetupRNG{rng, &crtx);

BSAPublicEncryptioir, curlen. in, inlen, apub->key, &ctx); /¢ 'RSAREF v/
#endif /¢ BSAFE */
1
;e
** DER Encode a public key uslng PKCS1
s

vold PECS1_EncodaPublicKey(urnsigned char “*pk, ursigned *pklenp,
RSAPubllcKey *key)
i
npsigned char o, *a, *dn,
ursigned rlen. on, dnlen,
wifde! RSAFE
A_RSA_KEY *ki;
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wendif /* BSAFE +/

¥ifdef BSAFE
ki = o0;
_GetKeylnfo( (POINTERY)aki, key->key, I BSAPublic) .
= FLXNZ{&Ki->modulus, &nlen);
= FLxNZ(&k] - »axpona)
telse /* !BSAFE */
n FindNZikey->key .madulus, “alen, slzeot tkey->%ey.modulus;
e FindNZikey->key . axponenr, kelen, slzeof|
¥endlf /* BSAFE */
DER_EnccdeSer {&dn, &4dnlen, DER_INTEGER, n, nlen):
DER_EncodeStr{sde, &«delen, DER _[NTESER, o, sieni:
DER_FncodeSag(pk, gkieno, o,
Adn, dnlan,
de, dalsp,
0, ¢

B
n
e &elen);

skey.expenenr] ] ;

woa

S_Zfree{n, nlen):

S_Zfree(e, alen);

S_Zfreetdn, dnlenj;

S_Zfrestde, delen):
)

/vt'tt'.v'-iv'--'w-"tn"-t'~t"wv‘."v*$qtvtﬁﬁt"wq"¢‘tv'cﬂv'.t'vpnvrtt/

Int PXCS) _VerifySionatureiint alg, unsigned char corst *buf, unstgned ien,
unsigned char. const vcig, unsigred siglen,
RSAPUbl LKy *pubKey)
(
int rv;
¥ifdef BSAFE
B_ALGORITHM OB var]

B_CreateALaorlr_hmubfer.tmverityx;
do {
rv = EASer-Alqurlter.lnfu(vn.nfy. talg == SSL MD2)
! AL _MB2WICRESAENz:ryprdon
: AT _MDEWI thRSALnaYyetton,
(POINTER} D) ;
1€ {tv) break;
o= R Verlfylult fvarjty, PabEsy - skoy, chocher, ).
1t (rv) break:
v = 3_VerityUpdare(verify, imslgned chtar=ihf, len, oy:
f (rv) break;
rv = B Verifyl'lnailverify, iunsigned char*isia, stalen, 0, 01;
} while (0);
B_DestroyAlgorl LhmOhject {averity) ;
telse /¥ IBSAFE +/ :
R_SIGNATURE_CTX *wverl fy:

verify = !R_SICNATURE CTX*! allceil, sizeof(Rr STGNATURE_CTX) 1
R VerlfyInitiverlfy, falg SSL_MD2) 7 DA_MD2 : CA_MDS! :
R_VerlfyUpdate(verity, tunslgned char*) buf, len;
v = R VerlfyFlnal(verlry, tunsigned char*y siq, siglen, Lpubkey skay)
freelverlfy);

dendlf /= BSAFE */

I tevy ¢
SSL_Serfirrorirvi;
return -1,

}
retuyrn

vold PKCSI stan(int alg,
unsignad ohar **3iqg, unstiancd *siglen,
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T Copyright ic) 1995. Natscape Communications Corporation. All rights
** reserved. Thls use of thls Secure Sackets Layer Reference

*¢ Implementation {the "Software®} is governad by the terms of the SSL
** Reterence implementatiun tLicense Agreement. Please read the

*° accompanying "Llcense® file for a description of the rights granted.
** Any other third party materials you use with this Software may be

‘* subject to additional llcense restrictions from the licenscrs of auch
** third party software and/or additional export restrictions. The SSL
** Implemenraticon License Agreement grancs yeu no rights to any such

** third party material.

*/

#include *ssilib.h*

struct HDContex
*ifdef ESAFE
B_ALGORITHM_ OBJ md:
¥else
R_DIGEST O°T% mc:
dandif

et

¥ifdet BSAFE

static B_ALGORITHM_METHOL *chooser[] = {
&AM _MD2,
&AM_MDS,
0,

Sandif
MOContex: *MD_CreakeContext (int type)
!

MDCcntext *cx:

€x = {MDConrext¥) calloc(l., stzaof(MDContexczl);
#itdef BSAFE
B_CreateAlgor|thmObject (§ex->md) ;
B_SetAlgorithmInto(ex->md, (type == SSL_MG2) ? AI_MD2 : Al MDS, !POINTER)O);
3 Dlgesrinit (cx-»nd, 0, chooser, 0i:
velse
R_Dlgestinirisux->nd, (typa == SSL_MD2} ? DA _MD2 : DA MDS);

TaLurn ox:

vold MD_Updare(MCContexn “cx, unsloned char *buf, unsigned len)

{
dLlfdef BSAFE

B_DlgestUpdat.e(cx->md, buf, len, 0):
kelse

R_DlgestUpdata(&ex->md, buf, len);
tandl f
)

vatd MD_Flnal (MDTontexr *cx, unsigned ¢har “digest, unsigned *lenp)
(

¥itdef BSAFE
B_DlgestFinal

telse
R_DigestFinallecx->nd, digest, lanpi;

$endir

)

-»md, digest, lenp, 16, v

vold MR DestroyContext (MDContexk *ox)

r
Vifdet BSAFE
R_DestroyAlgorithnObiecri&ex-smd) ;
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sizeot IMDConrext) ) ;
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7
** Copyright te) i395. Netscape Communications Corporation. All rights
" taserved. This use of rhls Secure Sockets Layer Reference

** Implementatlon (the "Software®) lg governed by the rerms of the SSL

"* Reference [mpiementation Llcense Agreement. Please read the

** accompanyling *License* file for a description of the rights granted.

** Any other third party materlals you use with this Software may be

*v subject to additlonal license restrictions from the licensors of such
¥* third party software and/or additionai export restrictions. The SSL
** Implementation Licenge Agreement. grants you no rlghts tg any such

** Ehird pacty marerial.

.

"Inctade *ssliib.he

I
** Take at: 1ilD and
o ahjecr.

ma fdara and wrap i up In a PECST fontentInto

57 Wrapfunslared char *vdest, unsigned *desclenp,
iurslyned char *rawold, unsigned rawoldlen,
unslaned char *sre, unsigned srclen)

nsigned char *oid:
urslanad atdlen:

LER_EncodaStrtotd, &oldlen, DER_OBJECT_ID, rawold, rawoidlen):
stclul = DER CONTEAT_SEECIFIY;
DEP_EncodeSeq(desr, destlenp, U,
21d, oldlen, sre, scclen, o, )
freetold)

i

** dlven a PFKCA7 Contentinfo object

towrap Lt Into it°s old and data
€iallar checks the oid fopr vhe type of zhe data.

“* ompoten

In= PRES7 fawraptumsigned char **oldp, nsigned voidlenp.
nnslgned char **datap, unsigned *dataleup,
nnslanad chae sre, unsianed srelen)

DERLayout layi|-
Int v

Tay ol .typy - DER_GBJECT_ (1

layll].typa = CER_ANY;

v = DER_DecoduSeqlalaylv), 2, i, sre, srelen);
1E (rv) return v

*oldp = tunsigned char*) mallocilay(C]. izemlen) ;
memcpy (“oldp, laylG). lrem, layl ¢l .iremLen) ;
*oldlenp - tay(0).l:emLen;

*datap = |unsigned charv) malloc{lay(1).{temLer) ;
memcpy (*2arap, lay(l].-item, Lay(l].lrtemLen) ;
Tcaralenp - layil].itemLen;

raryrn J;
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’
** Copyright (¢} 1995. HNetscape Communications Corporation. All rlghts
** reserved. Thls use of this Secure Sockecs Layer Reference

** Implementation ithe "Sofrware”) is governed by tha terms of “he SSL

T+ Refrrence Implementation License Agreement. Please read the

** accompanytng “License* flle for a description of the righes granted.
** Any arther third party materlals you use with thls Software may be

** subject to additional license restrictlons from the licansors of such
** third party software and/or additional export restrictlons. The SSI
** Implementation License Agreement grants You no rights to any cuch

** third party material.

./

¥include “ssillb h*

¥define RSADST ix2a, 1x96, 9x48, Cx86, Ux<?, uxDd
¥deflne PKCSY ASALSI, ©x01, Uz0l
kdefine PKCSS RSADST, Gx01, Jx05
¥dafine FKCST  2SADSI, ux0l, 9xd7

static unsigned clas poewlthMDSARADEScha{} = ( PECS5, 0x03, i
static unsigned char rsaBncryprionl} = { PRCS1, ux0l, };
srakle unsigned ~har encrypredprivateleyIntol] = { PKCS7, 0x08 ;:

ifdef 3SSAFE

staric B_ALGORITHM METHOD ‘chooser|| =
&AM _MDE RANDOM,
0,

J:

Wendl f

It
** Write o private ksy out to 2 flla using PKCS? and PKCS8. Use PKCST ho
‘% *wrap® the data so Lhat rthe file fdata lg typed for later readlng. ilse
** PKUSR EncrypredKeylIntn for actual key storage.

vold PECSR Wrinapbrivate,
i

V(FTLE vouc, PKCSSKey tekey, RSAPrivarekey *kuay)

unsigned thar *rpk, *pk, *pkold, “null, *pkald, *vers:

unslgned rgklen, pkien, proldlen, nulllen, pkaldlen, verslen:
unsigned char ratnrs. ¢pkl, *zawesncdata, <*encdata, *old, *pbep:
onsigned annrslen, pellen, rowencdatalen, enzdatalen, oldien. phbepien;
'mslaned cnar *alaid, ~epki, *filral:

ansigned algldlen, wpxilen, finallen;

/v Extract and prepare key information */
PKCS1_EncodeFz lvatehey(srck, &rpklen, kay}
OER_EnccdeStri&pk, spoklen, DER_OCTET_STRING, rpk, rpklen)
S_Zireetrpk, rpkleni:

/* Encode privatekeyAlgorithm */

DER_EncodeStr (4pkoid, &pkoldlen, JER_OBJECT_ID,
tsaEncryprion, sizeof (rsaEncryption)):

DER_EncodesStr{snull, 4nulllen, DER_NULL, 0, 0);

PER EncordeSeqiapkald. &pkaidlen, DER_CONSTRUCTED,
pkeld, pkotdlen,
rull, nullten,
0,0y

freefprotdl ;

freeirnlll;

/* €ncode PrivareKeylnfo using PECS#8 +/
DER Encodeln!.(&vers, 4verslen, DER_INTEGER, ©):
DER EnzodeStr(gattre, &aktrzlen, DER_CONTEXT_SPECIFIC, u, 0) :
LER EnnadeSeqispki, apkilen, DER_CONSTRYUCTED.
vers, wverslen,
pkald. pratdlen,
Pk, pxlen,
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attrs, aturslen,
0, 01;
frea{vers):
free(pkaid);
S_Zfreeipk, pklen):
free{attrs);
¥t o
{FILE ¥ = fopen{*Foc-pki®, "w*) sfwriteipki, |, pxilen,t):fcloss(();;
#endif

/¥ Now enctypt the entire PrivatekeyInfo using PEISS */

rawencdata = {unslgned char+*) malloc(pkilen » 8):

PKCS5_Encrypt (ekey, rawencdata, krawencdatalien. pkl, pklleni:

CER_EncodeStr (4encdata, sencdatalen, DER_OCTRT_STRING,
rawencdarta, rawencdaralen):

_Zfree|pki, pkilen):

S_Zfrea{rawencdara, rawencdaktalen):

/* Encode enzryptionAlgorithm *;

CER_EncoceS%r(&oid, soldlen, CER_OBJECT. 1D, pheWl EhMDSANADESehe,
slzeof {pbeWlthMDSANADEScbe) ) ;

PRCSS_Encode{ekey, apbep, &pbeplen):

DER_EncodeSaq{&algld, salgldlen, CER_CONSTRUCTED,
old., oldlen, pbep. pbeplen, 1, 0):

frae{old):

S_Zfree(pbep, pbeplen;

/* Encode EncryptedPrivateKeylnfo «/
DER_EncodeSerg(kepkl, Sepkilen, NER LCONSTRUCTED,
algid, algidlen,
encdata, encdatalen,
o, 0
€ree{algid);
$_2freelencdata, encdatalen!:

/* Finally, wrap the whole thing ‘1slng PKCSK? ~»
PKCS7_Wrapl&tinal, &flnallen,
encryptedbrivateleylufo, sizeoftencryptedPrivatekayinfal,
epkl, epkilenj:
S_2freelepkt, opkilen:;

/* Write oatpyt =/
fwrite(flnal, 1, flhallen, anr):
free{final);

1

bttt R T T P

fifdef BSAFE
statlc vold Xfer (ITEM *d, DERLayour *lay)
{

unsigned hlen, olen:

hlen = DER_GetHeaderLenflay-:item, aclenj:

d->data lay->ttem + hlen:
d->len = clen;

)

telse

static veld Zerofilltunstaned char *dest, Int destlan, [DERLayon". *lay)
{

unsigned hlen, cien;

hlen = DER_GetHeaderlLan(lay->it.an, kolen)

memsat(dest, U, destlen;:

memcpy(dest + destlen - olen, lay-sltem s hien, =len):

)
¥enadif
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i

“* Read {n a privare oy written onr u3lng the above write routine.
vz

RSAPtlvareKey *PEOSA ReadPrivateKey IFTLE *in, ohar ‘pwi

{

nnsigned char *huf, vold, “epki, °*pki;
unsigned butien, notnsan, cldlen, apkilar, prilen, i, IrerarionCeunt:
PKCS5Key *dkey;
RSAPrivateKey *key:
DERLayout epkilay|2], algldiz], phefzy, pkllay(4], pklaidiz], pklayi9i;
long version;
#1fdef BSAFE
A_PKCS_RSA_FHIVATE_KEY ki H
¥endl

but = o;
2id = 0;
epki = u;

buf = (unsigned charv) malloc (10000 ;
buflen = fread(buf, 1, 10000, in;
VE ((inmibutlen <= o} goto loser:

/* Flrst nnwrap PRCST wrapper */
PRCST Unwraptinid, &oldlen, sepki, &epkllen, buf, butlen);
/v XEX chack contentType ... */

/¥ Next, rake apart the Encrypl:ﬁ_dPrIvaP.QKey:nfc !

epkilaylu) . type = CER_SEQUENCE | DER_CONSTRUCTED;

epkilay(l}.rype OSER_CCTET_STRING:

DER_CecodnSeq(aepk!lay(0}, 2, DER _CCNTEXT_SPECIFIC, epki. apkllen):

/* Take aparr the ercrypticnAlgerizhm =/
Algid(0j.rype - DER_OBJECT p;

alald(l)
CER_Daced

2. 9, epkilay[0].liLam, epkilayio|.lremLen) ;
/* theck encryption 4lgorichm v/
P ((algidiol.ltem(v] 1= 006} H

(algld(0] . !zemiz| t= slzaof(pbewlthMDSAndDEScbclr il

lmemzmp (4algladi9] . item{2]), PbEW i thMDSANUDESebe,

sizeot(pbewlchMDSAndDEScb:ll =iyt
/% Wrong algorithm 1d +/
qota losar;

/* Wexh, extract the arguments <o the pbe algorlrhm */
pbe{0}.type = DER OCTET_STRING:

pbef1} .type - CER_INTEGER ;

DER_RecodasSeqi4pbalc], 2, U, algldllj.lrem, algidil]) . !remLeq) ;

s
Y Canstruct dacryption hay,

v/

1= DER. GetHeader Lenipbe(0] . Ltam, &notnused) ;

lrerarlonCount = DEH_Ger.Integerlpbelll rem) ;

dkay = FKCES_fenerarekey(pw, pbe(o] sltemel, iteratienCount);

/* Decrypr encryptadData to ravaeal the PrivateKeylnto +;

pki = (nnsicned charc*) malloclepkilay(ll.if_emLem;

t = DEH_GetHeaderLu.ntepk“ay{1] drem, snotused) .

PECSE Racrypt. tdkey, pki, &pkilen, @pkllayili.¢zem «
=pkilay{tl.i%emLen - (j:
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12 (pki(0] 1= (DER_SEQUENCE | DER _TNNSTRUCTER) |
/* Probably a bad passwora v/
goto loser;

)

/* Tear appart *he PrivateKeylnfu </
pPkilay{ol.type DER_INTEGER;
pkllay(l).rype = DER_SEQUENCE | GER_CONSTRILTED:
pkilay{2].type = DER_OCTET_STRING
pkilay(3].type = DER_ANY;
DER_DecodeSeqlepkilaylvu], 4, ¢, pkl, pkilen):

/* Make sure it's verslon @ */
version = DER_Getlnteger(pkllay|(2].ltem:
L qversfon 1= 0y ¢

010 laser;

i

/* Tear appart privateKeyAlaorl-tm */
pkiatd{0].type = DER_CBJIECT_IL:
pkialdil].type = DER_ANY;
DER_DecodeSeq{&pklald|0}, 2, G, pkllay|l) .izem, pkilay|ll.tremien;;
1f ((pkiald(0].item|O} ax061 ||
{pkiald(V] .ftem[1] ¢ sizeof(rsaEncryptlony) ||
imemcmp (&pkiald{0].ltem{2], rsaEncryption,
sizeof{rsaEncryption)) 1= 9)} ¢
/% Wrong algorithm {ad +/
gotc loser;

)

/* Tear appart privateKey and construct RSA privata key =7
key = IRSAPrivateKey+*} aalloc(l, sizeof (RSKPrivateKey)) ;
for (L = 0; L < 9; lss)
pklay(l] .zype = DER_THTEGER;
{ = DER_GetHeaderLen(pkilay[2!.item, &notused);
DER_DecodeSeqi&pklayl0], 8, 0, okllayi2).1rem+:, pkilay(2i. 1vembLen. L}

¢i{fdaf BSAFE

Xfer(ekl.modulus, &pklay(i]); '
Rler(&ki.publicExponeut, spklayi2]
Xfer(&ki.privateExponent, “pklav(3
Xfer(&kd.primelo], apklayidi);
Xler(&k! .prime|1}, &pklayih));
Xferiskl.primeExponens| 0}, spklay[#j::
Rferiskl.primeExponentit}, &pkla
Xfer{skl.coefticlent, spklayi€t);

B_CreatakKayobiect (&kay->key) ;

B_SetKeyInfotkey->key, KI_PKCS_XSAPrivakte, (POINTER! g«l):
memsetiLkl, O, slzeot(ki)j;

i

talse

1= DER_Ge:Headanen:pklaw 1] .1tem, &notused);
key->key.blts = pklay(l].ltemlen - 1
1t dpklay{1].item{i] == 0x00)
key->key.hits--;
3
key->key.bits <<=
ZeroFill (skey->ke: -madulusiC), MAX_RSA_KODULUS_LEN, &pklay(:i]);
ZaroPill (&key->key.publ{cExponent |0), MAX_RSA MODULUS_LEN, spklay(?]):
ZeroFl1] (kkey->key.exponenr (U], MAX _RSA_MODULUS_LEN, &pklay(3]):
ZeroFilltskey->key.primel0] (0], MAX_RSA_PRIME_LEN. &pklay(d]):
ZaroF{iil {&key->key.prime(l]j0}, MAX_RSA_PRIME_LEN, &pklayis])]:
ZeroFill (&key->key.primeExponent{0] (2], MAX_RSA PRIME_LEN, spklay(e});
ZeroFlll {4key->key.primeExponenn(1] (01, MAX_RSA_PRIME_LEN, &gkl Ayt
Zeroflll (¢key->key,con(ficlent (91. MAX_RSA_PRIME LEN, &pklay| R -

tendlt

goko dore;

loser:
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LE 1keyy PRCS1 UastroyPrivateKeytkay) :
key = 3;

done:
memset{epkilay, 0, sizeoflepkilay));
memset{algid, 0, sizeof(algidi}:
memset(ppe, J, slzeof(pbe)]:
memsoec (pkilay, 0, sizeotipkllay)):
memsec {pkiaid. J, sizeof(pklalid)):
memsetipklay, U, sizeof(pklay)i:
1 (butf) freelbut):
1f (old} freetold};
I (epki) S_Zfrea(epki, epkilen);
If (pki) S.Zfree(pkl, pkilen):
1f {dkey) PKCSS _DestroyKeyfdkey):
retyrn kay;
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;r
v Copyright () 1%95. Natscape Comaunicatlons Corporation. Atl rights
resarved. Thls use of this Secure Sockets Layer Raference

** Implementation ithe ‘Software®} ls governed by the terms of the SSL
**¢ Reference Implementation License Agreement. Please read the

** 2ccompanying "Llcense' tile for a descrlption of the rights granted.
** 2ny orher third parcy makterials you use wlth this Saftware may be

¥* subject ro additlonal llcense restrictlons from the llcensors of such
** third party software and/or additlonal =xport restrictlons. The SSL
** Implementation License Agreemenz grants you no rights to any such

¥% third party material.

A

#lnclude *esliib.k*

¥lncluda <rermics.h~

-
-

.

sratic vnid achaf€i{on td)
i
S tlsareyitd)s |
struct termios tic;
Legetater (€3, &%lol;
tlo.c_1flag &§- ~ECHO:
reserathritd, TCSAFLUSH, stic};

1

starie uald echauntinr fdy
(
Lf tlsarrytdy) o
strect eermius tlo;
tegatathr (£, &=ia);
rlo.c_l£lag ! ECHO;
reseratnritd, TCSAFLUSH, &tlo);

1
char 'S GerPassword({char *rcrompt)
i

FTLE “{n, *ou,

caar pullionn
In - fogent®/dav,r trth:
ouLt v fopanit/devitiye, ey
ezhodtE ({1 1arnangr
far i;:) |
torintftnur, promphr);
fElushim :

Luf{o} -
fgetstbut. slzacfitmf), in};
fprincttout, *win®);
LE (buE(n]) break:

achaoni filene znt
[nloselout);
fclosetin);
rerurn strduptbafl ;
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/v
** Copyrigh< fc) 1995, Ketscape Communicazions Corparation. Ail rights
v* reserved. Thls use ¢! this Secure Sockets Layer Reference

** Implementatlon (the -Software®) 1s governed by the terms of the SSL

** Reference Implementation License Agreemesnt. Please read the

** accompanying *L!cense® flle for a description of rhe rights granted.
** Any other third party materlala you use with this Sofrware may be

¥ subject ro additlonal llcense restrictions from the licensors of such
** rhird party safrware and/or additional axport restrictions. The SSL
** Implementat{cn License Agreement. grants you no rights tn any such

** thled party waterial.

b4

kinclude "ssllib. he
¥include <sys/types
#inciude ys/ime .
#inehnde ~sysssrat

kifcef BSAFE
atatlc B_ALGORITHM ME
&AM _MDS FANDOM,

WD *rheoser(] < 1

o,
b
tandif
/A '

T* NOTE: bevause RSAREF doesn’t export R_GenerateRandomBytes, we have ho
¥ take eur own generator here. Use something based on MCS that skould
** b2 gecod =nough. No analysis of the security of this generator has been
¥¥ done. No wairanty expressoed or {mplle acc, .

.y

I*
** Create o new vandom fiomber generator.

** If ro zeed (5 passed In then i ls *randumly* seede
** Few systame have q00d ways e do this so wa Lry

*v external informatlon pesldes {ust the hime of day to use
.
BHGCORT ERE *PHG Craala Int ceedlen)

'
RMGTantaxr »ex:
struct rineval now:
stract rimerons v
lot pld, ppid;
struck sear .

#ifndef BSAFF
unsigned srtarelen:
R_DIGEST_TTX Ala=sr:

tendif

cx = {RMGContext*! -~zlloc(l, sizeof !RNGContex:)):
#1fdet BSAFE

B_CreateAlgor lthmobiect (scx->rng) ;

B_SetAlgortitkminic (cx->rng, AI_MDSRandom, (EOINTER)} G ;

B_Randomlnlr(<x->rng, chooser, 0):

telse
R_Digesrlrit{sdiqes=, DA_MDS);
#endif
1€ pseed )

®ifdef BSAFE
B_Randamlipdzrorcx->rng, pseed, seedlen, 4 -

telse
R_OigesrUpdare silgest, pseed, seadlen):
8_21ges-Flnal (Adlaast, cx-»stase. Astatelent;
¢and] £
boelse o
I* Rer dara for seeding the generator </
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gettineofday(&now, 4tz);

pld = gerpld();
ppid = getppidl};

stat(*sbin/ic®, &is);
stat|®’dev®, &dev);
stat(*/rmp*, & mo};

¢ifdef BSAFE
B_RandomUpdarte(cx->rng,
B_RandomUpdae(cx->rng,
B_RandomUpdate{ux->rnq,
B_Randomi)pdate{cx->rug,
B_RandomUpdaraicx->rna,
B_KandomUpdarsa(cx->rnag,

150
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tuusloned
lunslaned
{nsigned
tunsigned
tnnsigned
nnsigned

innsigned
1unsigned
tunsigned
(unsigned
(unsigred
("nsigned

telse
R_Digestlpdaresdigest,
R_Dlgestilpdateisdiqesr,
R Digestiipdata(sdlqest,
R_DlgesrUpdatetsdigeset,
R_Digesrlpdate(&digest,
R_Digestipdate(sdigest,
R_CigestFinalisdigest, cx->srate,
Vendll
)]
return ox;
H

charY) éncw, sizeoftirow), 0);
=har*) apid. sizeof(pldi, M
zhar*) Lupld, slzeotippld), n):
char*! ils, slzeoftisy, ¢
char*} sdev, sizeofidevi, ¢
ckar*y srmp, slzeol trmpj, o
chac*: &now, sizeat(now));
char*) scid, sl (nldit;
char*) sppid, slzecltpprdi: -
char*) &ls, slzeot{ls));
char*) sdav, sizeof(dev)):

char*) stmp, sizeot{rtmp)!;

&statele,

' sratic vold Inciunsigned char *buf, Lut len}
{

Int earry = a:

while (len) ¢
it (*bur
carry -
*bufesr - 0;

len--:
} else
*huf
break:

LU TSN

}

vold RNG_GenerareRandomByres {RNGCon=s

{
vifdef BSAFE

B_GenerareRandomBytas i cxX->rng, bhef,

telse
R_DIGEST_CTX dlgest;

while {len) (

it (cx->streamlen == i)
R_Digestiult{sdigest, LA_MDS! ;

4

Eotox,

Len,

unsigr char *vaf, uasianed len)

8}

R_DlgestUpdateikdigest, cx->state, 16);

R_DigestFinalisdigest, ox->stream.

Iz
Inciax-»stare,
)
Thufss
len~-;

= ex->stream|

)
rendl £
)

Incremens state */
15);

vold RNG_DeshroyConnexh t AN3CaNtaxt foxd

SOX-daTrnamban) ;

-ox-ssereamiern
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{
#1tde? BSAFE

BE_DestroyAleor LLhmOpiecn(4cx- >rng) :
tendl £

memset (s, 0 s3izeof(RNGContext] )
freatrx)

MediaTek Exhibit 1010, Page 87 of 118



153

‘

L N A T B U

G a4 nt e kAt es

This product
Callforntla,

may ba used 1Ly

IMPLIED WARRANTIES
ARE DISCLAIMED.

Copyclghr te) 19R1,
The Regents of tha University of Califarnia. ALl clghts reserved.

DAMAGES !INCLUDING,
DR SERVICES: LOSS OF USE, DATA.
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT {INCLUDING NEGLIGENCE OR OTHERWISE} ARISING IN ANY WAY
OUT QF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.
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Redlatrikutien and use in source and binary fecrms, with cr withour

modi ficatlon, are permirted provided that the followlny condltlons

are mat:

1. Redistributlons cf ssurce code must retaln the above cepyright
notlce, this !lst of conditlons and tha following disclalmer.

2. Redlatributions in binary form must reproduce tha above copyright
notlce, this 11t ct condltions and Lhe tollowing disclaimer in the
documentation ard/ar ather materials provided with the distribution.

1. All advertlsing marerlals mentioning features or use of this software
mast display rhe following acknowledgement:

trcludes software developed by the Unlverslty of

Berkeley and its contributors.

4. Nalrher rhe name cf the Unlversity nor the names of Its cencributors

0rse or promote products derived from this scfrware

without speclfle zrler written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ‘‘AS IS’‘ AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

OF MERCHANTABILITY AND FITNESS FOR A FARTICULAR PURPOSE
IN NO RVENT SHALL THE REGENTS OB CCNTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL. SFECIAL, EXEMPLARY, CR CONSEQUENTYAL
SUT NOT LIMITED T, PROCUREMENT OF SUBSTITUTE GOODS

CR PROFITS; OR BUSINESS INTERRUPTION]

¥1f detinediLIBC SCUS) 6& !defined(lint}
srarle 2har scealdf] =

tendlt /v LIBC SCCS and non

tinclude
¥include
*include

#include
Fincinds:

¥include
¥include
*include
¥include
tinclude
¥include
¥include
#includa
YInclude
#include
Winc e

«“sys/param.hs
<sys/socker )i~
“sys/star hos

<nerinat /it ha
<3ERA/ fnat b

<slgnal.h.
<fenkl Lho>
<netdb.h>»
<unlsktd.h>
<pwd.h>
<ercno.h>
<stdlo.h>
<ctype.n>
<string.h>
“ssl.h*
"ssllib.ne

rifdef sal

tinclude
tondi f

<hszrlng.h>

¥itdaf NO_STRERROP
char erchuf(1y];

char *

2.3 (Berkelay) 3726/94%;

linn =z

strerrortint acr)

sprintfilervbui, *33°, arr):
return{ertimfi;
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excern Int rresvport( inr *pert i

SSLHandle *
SSL_Remdfchar *-ahost,

¥lfdef
¥else

¥endif

int rporr,
char “locuser,
char *remuser,
char *amd,
SSLHandle =+*hp,
Irt createflags:

Struct hostenrn *hp;

Struct sockaddr.'rn sin, from;
fd_ser reads;

lonq of grask:

pid t pid;
int s, lporr, tims;
char ¢;

SSLHarcle *h, 1.2, *h2;

pid = getptd();
hp = gethosthyname (*ahosr | ;
LE (hp == NULL) ¢
fprintf {srderr, *remd:gerhostbyname ts\n”, *ahes+);
return {a);
i
*ahost = hp->p_name;
oldmask = sigblockisigmask(SIGIRG]) ;
tor itime = 1, lporr - TPPORT_RESERVED - [
S = rrasvport(&lpert);
1f (s < 01 ¢
Lf (errno == EAGAING
{vold) fpcintf (stderr,
“remd: socken: all pares in useimy;

else
(volditprlutfisrderr, *vemd:
strerrcrinrrena 1:
sl;sammskmlmmmf.):
rarvern o).

LR RS R

—-honx

foctlis, SICCSPGRP. pla);
tentlis. F_SETCWM, piz);

h = SSL_Create(s, creareflags);
sxn.sln_famlly = hp-»h_addrtype;
memcpy (£sin.sin_addr, hp->h_addr_listie], hp->h_Jengrh) ;
sin.sin_pert = rport;
1 (SSL Connecr(h, (atruct sockaddr “1%sin, sizeafisini) o=
break;
{veldiclosers) ;
LE terrnc == EADDRTNUSE} (
lport--;
sontinue;

)

Lt {arrne == ECONNREFUSED 4s vimo s 15) ¢
ivold)sleepirime) ;
timo *= 2
centine:

Lf tho->h_addr_1lset) 1= NOLL) ¢
Int carrnn = arrno;

tvald) tprintf (srdery, ‘connact Lo address is. -,
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Inet_ntoaisin.sln_addc!);
erIno = oerrno;
perrarta);
bp->h_addr_llst+e;
memcpy(&8in.sln_addr, hp->h_addr _1ist(0). hp->h_length);
tvoldlfprintt(stderr, *Trying %s...\n".
inet_nrea(sin.sin addr):;
wontinue;
i
‘vold) fprintf(stderr, "45: ¥s\n-=, Ep->h_name, strarror{errns));
slgsermask(oldmask] ;
rarurn (0);

)
‘f{ S5L_Handshake{h, SSL_HANDSHAKE_AS_CLIENT) < % Pt

parroc(*SSL_Romd:handshake falled®);
aura bad;

char nun(y]

int s2;

fot len = sizeof(from);
struct sockadde_Lu backsin;
Inr. sinlen:

rresvporti{slporey;

It (s2 < ¢)
goto bad;
W) = HSL_Create!s2, createflags);

£ XXEZ - send a bind message o soskd */

iT t 1 h2->createFlags & SSL_PROXV_MASK | '= SSL_NO_PROXY :
L { SSL_BInd{h2, &backsin, slzeaf(backsini,
sln.sin_addr.s_addr) < ¢

if ( th2->sncks->direct || errno !- EINVAL ) |
perror (*$SL_Remd:SSL 3indl)*):
<loseis2};
gato bad:

_Geteackname ik, 1stract sockaddr *)ibacksin, &slnien) < )

pereor{"SSL_Pcmd: SSlL_Gersockname() ") ;
closels2) ;
qetn bad;

]

5L _Listenth2, 1);
voldjsprintf (num, =3u*, nrons (backsln.sin_porni);
f (SSL_Write(h, num, strlenfnumiel} f= strleninum)+1} ¢
ivold) fprin%f (stderr,
*remd: write (sentlng up stderr): asine,
stirerror(arrmol |
{voldicloseis2):
goto bad:

b
{
{

i

FD_ZERC %reads);
FD_SET(s. nreads);
FD.SETis2, sreads);
2IEne = ;g
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1f (select(32, graags, 9, 0, 2/ < 1 || 1FD_ISSRTIs2. Yresdar) o
{0 terrno t= 0}
{vold) tprintt (stderr,
“remd: select (sertlng up stderri: %swn',
strerror(ercnot};
else
{vold) fprincf (stderry,
“select:l: protocol taliure bn ~lrenjh sarupint)
fvoid)closets2) ;

goro bad:
}
bl = SSU Accepr(r2, {SRrUCt aockaddr 1 frax, PREHTN
(vold)close!s?) ;
Ef tia3y
i¥nidifprinef ‘srders,
‘remd: aczepr: ¥s\n®, sLrerrorierroog o
lpore
0to bad:
i
*h2p = n7;

from.sin_perr = nr.onst(u__short)frcm.sln_pr!r'l.'
1f 0 ¢ thi.>socks-s>dlrect ) &&
{frem.sin_family t= AF_INET ||
from.sin _port »= IPPORT_RESERVED ||
from.sin_port « IPPORT_RESERVED / 21 | ¢
(vold)fprinef (stdecr,
“socker:2: protocol failure bn cte:
Goro hadz2:

iLoselup.anty;

]

LET 5S8L_Handshake(h3, SSL_HANDSHAKE_AS_CLIEI‘H’) U)ot
Perror! "SsSL_Kemd:atderc handshake tailed=);
goro had2:

1

b
fvold) SSt_Writa(i.,
fveld) 8SL Write(h,
{voidIS5L_Wrire(h,
1€ ISSL Read(h, &
tvold) tpr
‘remd
adho badl:

socuser, strlen(locusery«l);

ser, sbrlen(remuserys:y;
tlentemd) «1) ;

1 G

arfistderr,

31 A8\nT, *ahost, sirerror(erenct):

1

3
If qc vy o

while (SSL_Read(h, iz, 1) == 1) i
[vold)write{STDERR_FILEND. ELERE I
18 (e == nvy
hreak;
}
goto bLadl:

)

slgsetmask(oldmask) ;

return (h);
bad2:

It ¢lporry

tveldiclosa(hi-»tqa);

bad:

{voldjclosets);

slgsermask (oldmask) ;

return (0)
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/-
*¢ Copyrlght (c} 199%. Netscapa Communications Corporation. All rlghts
** reserved. Thls use of this Secure Sockets Layer Reference

** Implementation (rhe *Software®) 1s governed hy the terms of the SSL

** Reference Implementaticn Llcense Agreement. Flease read the

** accompanying “License tile for a description of the rights granted.

¥* Any other rhird party materials you use with thls Software may be

** subject to addltlonal llcense restrictions from the llcensors of such
** third party software and/or additional export restrictions. The SSL
** Implementation License Agreement grants you no rlghts %o any such

** third party ma=erlal.

"t

#lnclude *35111b.he

struct PKCSS5Keyshr @
unsigned zhar key{d|:
insigned char salt(8';
unsigned char 1wi8];
Int lrerationCount;
L
I
*Y Ganerate a DES key using PKCSS
A
PKCSSKaY YPECSS Gensrarekey{char *pw, char *salt, Int IteratlonCount)
{
PRCSSKey *k:
nnsigned hashlen;
unsigned char Lash(14);
MDContixt vmd;
ine L,

k = (PKCSSKey™) calloc(l, slzeof(PKCSSKev)):
k->lteratlanlount = iterarionCcunt;
memcpylk->salt, salv, 83;

/™ Generate kay and Lv as per EKCSS v/
for {1 U: I < IrerationCount; Le+) |
md = reatalionraxh ISSL_MDS) ;
1e 1 2
Jpatelnmd, pw, strlenipw)):
MD_Updara(md, k-wsalr, slzeaftk->salk));
i oalse !
MD Updakte(mad, hash, hashlen);

}
MD_Flnalimd, hash, &hashlen);
MD_Desrroyisntex” nd)
}
memepy (k- >key. hash, sizeof(k »key));
memcpytk->tv, hashe+k, sizenfik->ivi);

rerurn ¥;
}

vold PKCSS_DestroyKey (PKCSSKay *key)
¢

memsetikay, », sizeofiPHCSSKey) ! ;
free(keyl:
i
I
** Encrypt a4 blozk of dana using PECSS le encryption
*7

veld PECSS Eprrypt (PHCSSKey “kay, unsigned char vout, unsiqned *outlan,
unsianed ¢ in, nslgned inlen)

LESCor~sx” *dag;
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unslgned part:
unsigned char tinal(%];

*outlen = ((inlen « Al >> 3} <z 3

des = DES_Trearelont

xr(key->kay, key->iv, 1i;

while rinlen >= 2)
DES_Encrypr{das, ocut. &part, 1n, §):

in ~= 3:
our = 3
Inlen -= R

)

memcpytfinal, ln., iInlen);
memser{tinal«irlen, 3-lnlen, 3 Inlen);
DES_Encryptides, oub, &part, flpai, 81:
DES_Destroyonrexn(des) ;

i

‘v
** Decrypt a hlock ot data ustng PKCSS style encryp
.

on

vold PKCSS_Cecrypr(PRCSSKey *kay, unslgned char *our, unslgned *ent oy,
unsigned char *in, unsigned inlent
(

DESContext *des;
nsigned padding, parr:

des = DES_Creat=Context (key-»key, key->iv, U)
DES_Decryptides, out, Spart, in, Irlen]:
DES _DasrroyContexzidas);

padding = out|parr-1];
*outlen = Inlen padding;

I

RER encedad b informar e

** Generate
"/

=na

vold PKCSS_ T(PECSSKey *key, wnulaned =lat *vhurp, ansiquerd 1o
'

unsigned char *salr, **
unsigned sal<len, icley;

DER_EncodeS-rissaln, wsaltlen, DER_OCTET_STRING, key-»salt,
DER_Encodelnti&lc, &lclen, DER_INTEGER, Kay »frovatlonCoun
DER. EncedeSeq(bufp, lanp, 0, sale, saltlen, e, irlen, 0,

free(saly):
free{lce;
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tlnclude “ssi.h*
¥include *ssliib h*
¥include <netdb.h>
¢include <sys/sockern.h>
tinclude <arrne.bis

;e
* SOCKS defaults
v/

¥detine SOCKS FILE Trerc/s ks.eang

tdatine CEF SUCKD FORT 108D

’e

*SOCKS protocel defin
Velaf e SOCES VERSION 4

kdefline SOCKS CONNEUT 1
V:deflna SOCKS_AIND 2

wdefine SCCKS_RESULT 20

rdeflne SOCKS FAIL ERS

#deflne SOCKS_NO IDERTD 92 /* Failed ts connect to Identd on cllent machine */
¥defline SOCKS_DAD 1D 21 ¢ Client’s Tdentd reported a dltferent nser-id */

‘e
¢ Maka an IP addrass
v/
#tetlne MAKE_IN_ADDR(a,h,c,di
btonltital << 240 | 1{b] <= 18] ! {(c) <« 81 | (dy}

* bz skhruectgre dascribes an ea<ry from the SOCKS conflguratlon £!le.
.

mypedef searuact Saskstontltemstr SackstonfItom:
“Lruen SazksConflvemisnr
whar direcn;

d 1ong dadddr :

@l 1ona dmasd:
Int ep;

‘inslgned short poro;
Socksinaflten -ne:

/* Yaluas for ep. us
tdetine OF LESS
tdefine OP_EQUAL
tdeflne OP LEQUAL
Ydeflne QOP_GREATRF
¥dmflne OP_NOTEQUAL
¥deflne OF_GEQUAL
#defline DP ALWAYS

wh=n parslng the perr field of Lhe conf flle */

OV o

statlc unslgned tnng curHosk:
/* the llst of all enrries frem the SOCKS config tlle */
srarle SockstenflItam *us)_socks_conts;

inr
el CranteSonksinfc tSSLHAndle k)

* Alrealdy besn dopa ¢/
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PROXY MASE

-= SSL_HO PaReXY 0 ¢

return o:
}
sl = [SSLSocksInfo*) cailaall, sizeol(SSLSacksInto) ) ;
1t (sl

h->gocks = si;

1L 1 ( h->crea%eFlags & 351

sl->direc~ = |:

return o;
)
raturn |

lat
ssl _CopySockslntet5Silawita “h, FSLHAndle rab)
{
int xv:
¢ifdet __cplusplus
oh = oh;
vendif
rv = ssl_CreataSncksInfo(h)

H (v ) (
recurn(rvi;
)

memepy (h->s0cks, oh-»sccks,

return rv;
y

void
ss]_DestroySocksInfs(SSLSccksinfo *s¢ H
{

1f tsd) |
treatsl|;
1
1

static Int
GerQurHostivald)
[
char rame(10€);
struct hostenr. ~hp;

gethoatname (neme, sizeof(name)):
hp = gethostbyname!name) :
Lf (hp)

slzeatf (SSLSocksIntoly

ourHost - *!unsigned lang *hp->h _addr:

) else {
/7 Total lossage! </
return -1;

1l

i

¥* Setup defaui: SocksConfltem 1§st so that

** same subnet address are divecr,
./

atatic vold

Buildbetaul rContList (void)

(

i?)

SocksConfltem vzl
SocksConfltem **lp;

loopbazk is direct
=verything alse uses se
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/* Put loopback onto direct llst */
lp = ¢39)_sucks_conts;

<l = (SocksConfItem*} calloctl,sizeof (S cksConfltem)} :
LForted)
retyurn;
)
a8 »dlrect - 1;

cl->daddr = HM‘(E_I:I_ADDR(IZT.U,D. Lr;
el->dmask = MAKE IN ADDR(2%%,25%,255,255);

ai->0p = 0P _ALMAYS:

rerurs;
1
cl->direct = 1;
ci->daddr - htonl({(ntohl{vurHost) & -0xff} | oxte):
ci->dmask = MAKE IN_ADDR!255,255,255,0);
OP_ALWAYS;

sexs;

/* Everyrhing else gces to sockd */

&1 = 1Sockstonflkem*) callocil,sizeaf(SocksConfILem)) ;
if viel)
teturn:

=y ->daddr - MAKE_IN_ADDR{255, 255,255, 255; ;
Zi-mop = OP_ALWAYS:
“lp = =t;

b Break upoa lina of She ~onf tl.le lnto whire-space seperated words

static Int
Fraamen=Lineichar *op, chac trArgY, int maxarqel
]

Int aran -

char *sava:

<har ch;
save : op;
tor (i ich - *ep) 1o 0; cpes) [
Ptorteh == v} |l lch == cyntyy o
/¢ Done =~/
break ;
!
Pfoich == o0 g
hreax<:

LEotlek <o ) [ fch == vnney)
/* Separartor. see LE !t separated anything </
fE ¢ - sava > 0}

* Put a null 4n rhe end of the word */

sep o= o0

argces;

rargves = save;

1f farge =- uwaxacge) i

vebuon agao:
b

Bave - op - 1
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1

RN

{ {cp - save » 4 {
*ep = 0
arges+;
Yargv = sava;
}
return arqe:
)

I~
¥ eonvert the next elemest uf an inet address string tn ap fn)egem
o2
AYOEXX inec_addrv v,

statle shar »

Converiona(char *¢p, unsigned char ¥rvp)
{

char *s = stroricy, '.7);
if is)

*s = );
}

*tvp = atol {(cp) & Oxtt:
Leturn s 2 g+1 : cp;
}

’*
* Convert an asci! string lnet address inte an integer representat ion
vy
/

static unsigned long

Convertadds (char *but!

{

unsigned char b0, bi, b2, b3
unsigned long addr;

buf = ConvertOne(but, &b0}:

buf = Convertone{buf, &bl);

buf = Convertinae(buf, &b2) ;

buf = Convertonetbuf, &bi!:
addr = (b0 <= 24) | (b1 << 161 ' ib} << 81 | b3,
return htonl{addr) .

1

I
* Read the SOUKS configuratlon file
i

static int
ReadConfFi{le(void)
{

int rv;

v = GeLOurHosrt():
1f (rv < 0) g
/* It we can’t figure out our Fest id, us2 secks. Losert
terurn -1:

SacksConfltexr wci;

SocksConflem **1p;

FILR véip: .

Char *fil= = €CCRS_FTLL)

irtoap, direst, poapr, JineNurber = ¢

[p = fopenitiie,

LE irfp)
BulldDefaultConfliarn (1
rarurn U;
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1

/* Parse cenfia flle ansd generate conufig irem lise #:
lp = &ssi_sorka_conts:
for (i) ¢

char buf{1000);

char *s, Targv(iv}:

int arge:

s = fgeis(buf, slzeof(buf:, ip):

If fesy of
brear;
)
lineNumber++
arge = Fragmentlinsibuf, arge, 19):
11 {arcc < 3)
Jf targe == 0) ¢
f* MuSt be a2 comment/empry line ¥/
zontinue:

i

fprivtf(stderr, *%s:8d: bad conflg linewn*,
file, lineNumber);

ventlinue;

}
LI (stremplargv(V), *direckr}

e
direct = {;
1 else {f (stremplargv|d), *sockd") == 0} f
direct = ¢;
b else

fprictt(stderr. *%s:%d: bad command: \*%s\*\n-*,
tite, lineNumber, argviO]);
continue:

/* Look for port
op - OP_ALWAYS;
4 {
Tampiarav([3], *ltT! == () ¢!
op = OP_LESS;
} mlse if (strempiarev|3], fegt] == 0) |
op = OP_BQUAL:

} alse If (stremplargv{3), *le"] == 0y i
ag = OP_LEQUAL;

! else I [strcmpiargvidi. *gt*) == 0) ¢
op = CP_GREATER;

} else If (stremplargvi3], *neg=1 == 0)

= OP_NOTEQUAL;

i eise {f (stremp(argvl(?), *gc®) =- 0) |

= OP_GEQUAL;
{

tprintfistderr, “3s:%d: bad comparison op: Y'%s\"\n*,
file, lineNumber, arav|3});

contimie:

paore atol jarav(d]):

= iSocksConflitsm*; zall
Ifovicy)
creak

acil.sizeot [SecksConfinem)) ;

t - direst:

- Converraddr (arqv(l])
= ConvertAddr jarav({Zi
op:

" - porr;
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Elx It for the uger +-

BulldDefaulscenfrisy: :

}
return o;

/* XXX - why do we need the
static int
ChooseAsdregs {SSLHandlzs +
{
unsigned long dsthddr ;
unsigned short dstPorr;
SocksConflnem +ci,
Int ry;

1f ussl‘sunkﬂ_contsr {

v = ReadfonfFile() ;
1t (rvy o
return rv;

handle:7: =/

h. strucn seckaddr_ig *direcr)

s
** Scan socks conflg info and look for a dicrect match er a force ro
¥ use the sockd. Ball on first hit.

N
/
dataddr = dlre::—>sln-aﬁdr.:‘._addz;
dstPort = ntohs[dlze:t~>sin_p:xrl’y;
cl = ssl_socks_confs;
while izf}
L ((ci->daar & ci->dmask == tdstacdr & cl->dmask): 4
int pox tMatch;
switeh (ei-sop) ¢
Case OP_LESS: bertMateh = dstper- « cl->port.; oreak;
case OP_EQUAL: portMatch = ds Fort == Ci->port; bresk;
case OP_LEQUAL: PortMatel = dstperr o= cl->porr; break.;
case OP_GREATER: portMateh - dstPart > cl-spore; breax;
case OP_NOTEQUAL: portManch -+ dstport t= cl=s>port: break;
case OP_GEQUAL: DartMatch = dsrpart »- ci->pecr; break .
case OP_ALWAYS: portMatch = 1, treak;
}
1t tportMa~ch) i
return ci-sdirect, ;
= ai->nexr.
]
return o;
VEs
** Flnd port & and host ¥ of socks daemon. Use Infa ip b »souks erpyget

** wher valld. If po valid,
-/
static ink

FindDaeroniSsLbandle *h,
i

SSLSackslnic i

unsigned shorr pare;
unsigned long ho:
strucet hes<
char *hostinamues;

stracn

"y e flgure le ali o,

socxaddr in vane)
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st = h->socks;

/* For now, assume ws are using the socks daemon *7
host = s} >snckdHosr ;
pert = si--sunkdpor: ;
I ftport)
static char firstTime
statlz unsignes shors su.

tf (firseTime) {
struct servent Tsp:

firstTlme = 0;
SP T getservbyname( *soaks®, “topt);
if (spr

sockdPack - spe»s_porr

)
pory = sookdbortk;

)
If tiport)
port = CEF SOCKD_PORT:

)
If thost -= @} ¢
Lf ( hostname = getenv{ "SOCKS_HOST® } }
hent = gethosrbynameihostname; ;
if ( hent )
host = *(unsigned long *}henr->h_addr_] ist{o];

} else
arrne = EINVAL;
retarn -1;
)
) elsa ¢

/* XXX - is there a better way? *;
errno = EINVAL;
recurn -1;

4 Wa know the Ip addr of rhe socks server *¢
onr->sin_famlly = AF_INET;

out->sin_port = htonsiport):
oul->sin_adir.s_addr = hos:;

rerarn 0;
)
/o
T Senc our de 2¢ address and our usar name to the sccks daemen.
vy

ine

SayHello(SSLHandle *h, Ink <md, struct sockaddr_in +*sa, cha: *user)
t

loc rv, ler:
unslgned char msgif]:
unsigned short. port;
unsianed long host;

/v $cng dst massage to
Furty. = sa r_port;
sz-»s3in_addr .s_addr:
_VERS TN,

msg[1] = cnd:
mEMIDY (ST 2, Lpo
PEMCPY{TSa~1. &ix

I

LA
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TV = S_Write(h->td, msg, sizeof(ms
It (rv < 0) ¢
qoto lo_errer-

/* Send src-user massage ‘o sackd v/
len - strlenfuser+];
v = 5 Write(h->£d, usar. len):
1f yrv < 0) o
gsto le_error;
+
raturn 0;

lo_error:
return -f;
]

static int
GetDst(SSLHandle *)
{
unsigned char msg(®], cmd;

S_Read(h->fd, msg, sizeof (msg)}:

emd = msgil};
mencpy{&h->s0cks - >destPort, msg-2, 2);
memepy {&h~>socks->destHost, msg+d, 4);

/* Check status back from sockd »/
swlteh (emd) (
case SOCRS_FARIL:
case SOCKS_NG_IDENTD:
Case SOCKS_BAD_ID:
/* RAX - Is there a better WHy? )
errno = ECONNREFUSED:
return -1;

defaulr:
break ;
1

return 0

/* BSDI ain‘t got no cusertd() »,
¥ifdel _ 386BSD__

#include <pwd.h>

char ~bsdi_cuseridichar by

!

Struct passwd *pw = cetpwutd(gatuidgy ).

i 11%) return pw 7 PW->pw. name : NULL;

1t (ipw ! tpw->pw_name:
blo; - "yo;
else
strepy (b, pw->puw_name! ;
return bh;
)
wendif

onref S5LHandly *h, rcor vaoid *sa. dnn ualen)
int v, erv, ai
Strucr sockaddr telyi

char *uy H

MediaTek Exhibit 1010, Page 101 of 118



5.657.390
181 182

-149-

sslsocks.c

¥1fd21 __cplusplus
Salen = salen;
¥endlf

Tane SGL_PROXY:
/* do we talk Lo sockdr AT
direst = ChooseAddressth, (strace sockaddr_inY)sz):
break;
case SS1._SECURE_PRONY:
/* Ealk ta sa1d vy

breay:
dnfaulr:
brear .

1f (airec=)
sip - (struct sockaddr_in¢*) sa;
h->socks->direcy = 1,
) else |
/* Flgure out where the sockd is *y
rv = FindD2emon(h, &daemon| ;
trv) .
return -1:

= &daemon;
»socks »direct = p;

T~
v g

/¥ Atrempt tirst connection */
conneztik->(d, !skrust sceckaddr*)sip, slzeof(*sip));
12 0rv < 0)

renumn oy

/* 1E talking e sockd, do handshake *»;
Lt itdirees)
% Find user %
d1fdef _386BSD__

user = bsdi_cuserid{o;:

user = cuserid{gi;

f tinser: ¢
errno = EINYAL;
rerurn -t

4 Sand our message to Lt */
¥ - SayHello(h, SOCKS_CONNECT, {srruct sackaddr_in*) ga, user} ;
ifoirvy o

raturn rv:

T the reply *-
SLDsr thy -
I8 arer

ratarg v
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int
SSL_Bind(SSLHardle *h, consc veid *sa, Int salsn. long dethost o
i

SSLSockslnto “gi;

Int rv, direct;

Siruct sockadd:_in daemon:
char *user;

struct sockadde_lu der:

dst.sin_family = AF_INET;
dst.sln_addr.s_add: ~ dsthost:
dst.sin_porr = G:

si = h-»s0cks;

Le 1 hL->createflags & SSL_PROXY_MASK } == SSL_PROXY |
/* Flgure out where tc connect =o */
v = FindDaemon{hi, &daemon) ;
L (rvj

return -1;
}
dlrect = Chooseiddress(l, &dst);
} else (
/* don't even tiy secks proxy *;
dlrect = 1;
7

1 tatrect) |
h->socks->direct = 1;
rv = bind{h->£fd, (struct sockaddrt) sa, salen);
memcpy (&h->socks- >bindAddr, sa, sizeof(struct sockaddr_in)):

} else (
h->socks->dlrect = u;

/* Flrst connect tec socks daemon. ASYNC connects must be disabied! v/
TV = connect(kh-»fd, (strust s <2ddr*) &dasmon, sizeof (daemeny ) ;
flrv < 0] |

return v

/% Find user *;
¥ifdef __186RS; _
user = bsdl_cuserid!ny;

#else
usar = cuseridifi;
¥endif
1f fruser) ¢
errno = EINVAL;
return -1;

/¥ Send message ts sockd *s
rv - SayHello(h. SOCES_BIND, &dsh., user;:
IE irvy @

return v

/* Gatker uz bine resporsa Erom seckd v

Done */
>hindaddr . sin_fanity - afp THET:

->destPor
=~ INADDR. ANY:

<
51

sl >hindader.siu_porrt -
Lf tntohlisl »3e
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gl >hindAddr.sin_addr.s_addr = daemorn .sin_addr.s_addy;
1 else |
si->bindAddr.sln_addr.s_addr = si->destHost;
i
)

tl
si-»>didBing - ¢

rarurn ev:

SStiandle *
SSh dup (SSLHandle *h, iar §c)
t

SSLiandle *ni:
4% Dup the descriptor and returr it *7

£* Dup the socker structure */
nh = ssl_NewHandle{fd, k->createFlags);
ss51_CopySocksInfo{nh, h);
{f {tnh->socks)
close(fd) :
ceturn C;
)

return nh;
)

3SLHandle *
SSL_Azcept (SSLHand)= *h, veid *addr, irt raddrlenp)

¢

SSLHandle *nh;
SGlsocksInfy *si:
int rv;

=#i = h->secks;

if § addr &4 ( *addrlenp « slzeof {struct sockadd:_in) i) (
errne = EINVAL:
return ©;

'

Jf itsi-»didBind | si~>@irect) |
’”

** 1€ wa dlén‘t do the bind yer thls call wil} generate an error

** frow the 05, Tf we did de the bind then we must be direct ard

** let Lhe 0S dc =he accept.

.

rv = accepn{h->fd, (struct seckaddr*) addr, addrlenp);

if irv < 0y
retarn

'
y wles
/* Get nexr accept resporse from sarver *7
v = Gerlstih);
It qrvy
ceuarn U;
)

/% Handshake finlshed. Glve dest. address back o caller *i
ttstrech coczadde_Inv)addr) ->sin_famliy = AF_INET;

f(struct sockaddr_In*)addrl-»sin, parr si->destPor~:
riatruct sockaddr_{nT)edir-»sln_addr .z _addr = sl->dastHest;

/% now dup ¢
v o= di
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return (;
i
}
nh = SSL_dunth, TV
return ni;
}
int
S5L Liszon(SSLHandl e Thoodnr backlugl
irt ru:
1f ih->socks->direcs)
rerurn({listen h.»4q, bazklug)):
]
retuirn U:
J
int

SSL_Gezsocknams {35LHandle *h, vold #*name, inr “riameleng)
ek ry;

it {!h->socks->didBing 11 h->socks->direct) (
returnigetsockname(h-»£a, (arruct sockaddr *)name, namalenp)):

1f (*namelenp < sizeof(struct sockaddr_in}) |
errne - EINVAL;
ceturn -1;

Hl

Tramelenp = sizeofistruct sockadér _in);

Remepy |name, &F->socks->bindAdiz, sizeof{struce sockaddr in)y

return @;
}

int
SSL_HandleTuoFD! S5LHandl = *h
¢

return{h->fd;
b

MediaTek Exhibit 1010, Page 105 of 118



5,657,390

189

Copyrignt
resarved.
Inplementation

ict

subjest to
third party

hed
*inzlude =sel.n»
tinclude *ssliib.he

static unsigned

1995 .

ith
Reference Implemen:
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Netscape Commi:nica
Thl: use of this Secure Sockets Layer Reference
@ “Software®)
tatlon License Agreement .

file for a description
aterlals you use wish this Software may be
addltional license restrictions
© and/er additional expo
Agreement. grants you

(

tions Corperation. a2} rlghts
15 governed by the terms of the SSL
Please read the

of the rights granted,

from the licensors of such
Tt restrictions. The SSL
no righets to any such

0x30, Oxud, Ox05. Ux08, 0x2z, 0xas, 0x48, Dx8¢,
Cxr7, ax0d, oxo1, 0x01, Cxu2, 0x05, 0xGC,
statlc unsigned <har md3_alg(] = {
2x30, 0x0d, Oxvs, Ux0%, 0x2a, 0x86, 0x48, 0x8s,
0xf7, ox0Q, uxcy, 0x01, 0x04, 0xC5, oxoa,
b
static unsigned char fietscape_testca_namel] = (
0x}1, 0x0b, O30, 0x09, 0xus, bx03, oxs¢, 0x04,
0X0€, 0x13, 0x02, Ox55, 0x53, 0x31, 0x10, 0x30,
Oxve, 0x06, Ux03, 0x5s, 0x04, 0x0b, 0x13, 0x07,
Ox54, 0x65, 0x73, Ux74, 0x20, 0x43, 0x41, 0x31,
0x26, 0x3C, uoxzs, 0x06, 0x93, 0x55, 0x04, 0x0a,
Ux13, Ox1E, Oxde, 0x65, 0x74, 0x73, 0x63, Oxé61,
0x70. 0x6%, Ox2v, Ox4y, Ox6£, 0x6d, 0x6d, 0xIs,
Uxb6e, 0x69, 0x63, 0x61, 0x74, 0x63, Ox5f, Oxée,
0x73, 0x22, Ox<1, Ox6%, 0x?2, o0x70, Ox2e,
I
static unsianed char netscape_testca_nf] = [
Cxbd, Ux6:, Ux8a. Oxec, Yxka, 0x18, Ox7b,
0x72, Oxal, Ox3c, uxcb, CxeS, 0xB1, Ox15, Cx2d,
Oxdf, 0x9b, dxb2 2. 0x5b, ©x13, x50, 0x02,
Ox2a. Oxfae, Ox7 0x07, 0xeé, 0x14, Oxc3,
060, Uxad, uxis, 0x56, uUxde, 0xfo, 0xa7, 0x32,
Oxcl, 0xa0, 0x34, UxI5, 0xal, uUx6a, Oxde, Oxtf,
Cx21, Dx48, Oxia, Oxda, 0x21. 0x7d, oxéh, 0x37,
0212, 0x59, Cxga 0xbA, Oxc9, oxés, oxtf. 0Oxa7,
Ox4%, Uxa0, Ox1s, 0xb7, Oxel, Oxbs, Oxcb, 0x52,
0x0=, Ox16, COxkd, Oxe0, 0x1s, Cxdd, 0xdd, Oxa?,
0x36, 0x67, Oxie, Ux09, 0xb¢, Oxdb, 0x33, Oxba,
0x74, Oxtc. Oxde, 0x58, oxod. Uxcf, 0x28, Oxb3,
0x96, 0xas, 0x61, 0x1f, Oxch, Ux40,
0x3%, 0x2a, 0x0b. 0x68, Oxg7, Ox15,
Ox6&, Oxfd, Vxeld, 0x77. Oxde, 0xdz.
X433, Oxia, 0x3c. 0xd3. exee, Oxie,
[ .
Vs
statle wnsianed ~hagpr a') H
oxuy,
b
StAtlce unslaned ¢ Tsa secure_serw —ta_name]] = ¢
x21, Oxub, OX0%. UxDE, ax03, COx53, Oxv4,
Uxus. 0x13, UX33, 0x2L, Ux20, %3y,
¢ 0xU4, Ox%a, 0x13, ©xi7,
Oxde, 0 0x74. uxez,
Cx?3, ox7n, Cxbe, Ox74,
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0x79, oxzc, 0x%20, 0x4¢, Oxée, Ux63, Oxle, oxa:,
Oxze, 0x30, Cx2z, 0x06, 0x03, 0%55, 0x04, Q0xC>,
0x13, 0x25, 0x53, 0xss, 0x63, ©x75, o0x72, 0x65,
0x%20, 0x§3, O0x65, 0x72, 0x76, 0x8S, 0x72, Ox2¢,
0x43, 0xs5, 0x72, 0x74, 0%69, 0x66, Ox€s, 0x63,
0x6L, 0x74, 0X63, 9x6f, Uxée, Ux20. 0x41, ©x7s3,
0x74, Oxsée, Ox&t, 0x7z, 0%6e, ux74, x7¢,
V.
static unslaned char Tsa_secure_sarver ca_n(| : (

0x92, UOxce, 0x7a, 0xel, Oxae, e£xga, Ox3s=,
0x3a, Uxaa, 0x89, Ox83, 0x57, Oxac, Oxz9. 0xC1,
0%76, Ox0c, Oxag, Uxae, Ux8e, Gxlc, 0:37,

Cxeb, 0x35, ox7e, 0x64, 0x54, 0X03, UxeS, x84,
0x40, 0x51, 0xes, 0xbl, 0x8f, 2xes, UxeZ, ¢xfa,
Ux82, 0xe8, 0xd2, CX16, 0%86, 0x37, 0x55, Oxe:,
0xbl, 0x21, oxo02, Oxad, Cx76, oxég, 0x81, 0x9a,
0X05, Gxa2, Uxdb, Oxc3, Ox4b, Cx25, %66, ©x22,
0%56, Ox6c, Ox88, 0x07, 0x8f, 0xf7, Oxa1, 0xS9,
Ux5d, 0x34, Oxc7, 0X65, 0x7C, Gx13, 0x71, 0x76,
Ox3e, 0x9b, 0x77, Oxdc, Oxed, 0x5C, 0x83, Oxsg,
Ox98, 0x48, Oxbd, 0x1d, Oxa7, 0x29, Oxla, Ox13,
0x2e, 0x4a, ax11, 0x59, 0xSc, Cxie, UxIS, Oxdas,
Cx4%, 0x54, oxzc, 0x73, 0x3a, Oxg9, 0%82, 0xbl,
0xe7, ax3e, Ox%c, 0x€d, 0x70, Ox67, 0xd48, oxes,
Uxdd, 0x2d, o0xas, Oxcé, Oxle, 0x7b

LH

szatic unsigned

char Fsa_sacure_server ca_e(] - (
9%01, 0xac, .

0x01

P

Static RSAPublchey 'netscape‘cestca_xey:
statlc RSAPuincKey "rsa_secure‘sezver_ca_Key;

/'vot‘»’v0~vx'rvwvtttk*\ktv'vv'vvnw'.-wo‘w'vv.vrtgv BN AR Y e rvn g say

¥ifndef BSAFE

static volq ZeroFlll{unsigned char *dest, int destlen,

unsigned char const ssre, int erelen)
!

memsat(dest, o, destien);

memcpyidest - destien srclen, sre, sroler),
vendit

Shar const *n, unsjgneq nlen,
T2, unslgned =lspg

RSapub) IcRay *Cres LePublickey (unsigred
unsianed char copys
(
RSAPUbl Ickey “key:
#ifdef BSAFE
A_RSa
int v
¥endff /» msAFF

Key = (RSAFublickey=) zallecil, slzenEFRSML|b]1d<eyl|:
#ltdef BSAFE
ki.modulus.gata = {unsigned chare) n.
ki.modulus, len - nlar,
-fxXponen- .daty = (unsigned cha;
ki.exponent.len = ey
B_(reateKeyobject (242
rv:g ¥
if

>keyi ;

I _BSAPUEL:~, POTHTERI Su gy,

trvy ot
SSL SetErrorirv) ;

E_Des!royKeyOajac-v,mk__; -wie
tree!key

ey

MediaTek Exhibit 1010, Page

107 of 118



5,657,390
193 194

-155-

ssix509.¢

return 0;

)
Yelse /* BSAFE v¢
key->kay.blts = nlen * §;
Zerm?lllI&key«>ksy.modulus[l)], MAX_RSA_MODULUS_LEM, n, nlen};
ZercFilliskey >key.exponentiof, MAX_RSA_MODULUS_LEN, e, elen);
¥endlf /v BSAFE =/

rerurn key;

1t SetupTssuers (veld)

netscape_testca
CreatePublic

oy =
Y (netscape_testea_n, slzeof (netscape_testca_n),
nekscape_testca e, sizeof (netscape_:estr:a_e) 1:
TSa_secure_server_ca_key =
CrearePubl ickey( ISa_secure_server_za_n, sizaeof( Lsa_secure_server_ca_nj,
rsa_secure_server_ca_e, sizaof fsa_secure_server_ca_e));

i

static Int Gse.hLengr.hmnslgued char const *p, int *lenlen)
{
switch (p[0}) {
nase 0x81:
*lenlen = 2;
returr p{l]:
case Ux82:
¥lenlen = 3;
returr COMBINE(p+1);
default:
break;

*lenlen = 1;

return plo}:
}

sratic irt Skip{ursignad char Const **bodyp, int *bodylenp, unsigned char el
{

unsigned char const “body = *bodyp;

int len, 11, badylen = *bedylenp;

1f {kodyl0! 1= o) roturn SSL._SecExrnr[SSL_ERROR_BAD_CEHT}:
ler. = GetLengthigbody (1], &1);

if fien < ¢) remyrn SSL_SE\:F.(rOZ(SSLAERROR_ERE_CERT)7
bady = body « 1 + 11 + len:

bodylen = bodvlen - 1 - 11 - len:

tf (ocdylen < 03 rezurn SSL_SecErrurlSSL_EP.ROP._BAD_CERT];

*bodyp = body:
*bodylenp - bodylen;
return 0;

tatin 2SAPublicKsy *Findlssuer tinsigned zhar zenat *hody, Irt bodyleny

Y

unsianed char const *issuer;
lat len, 11;
sta=lc lok firsrrime - 1;

Lf dfdirstzime) |
11 (setuplssuers() « ¢ ¢
return o

v
firerrima = o

St Gzl one issusr *7
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1f (bodylo) 1= 0x30) ¢
SSL_SetError(SSL_ ERROR_BAD_CERT; ;
raturn Q;

)

len = GetLengtkikbody 1), §11;,

1€ (len < 0} ¢
SSL_SQ’.EI‘L’O(’SSI,_ERR(‘R_E!P.U CERTY) ;
return C:

i

body = body - z - 11;

bodylen = hodyler - 1 - 11.

1f tbodylen « 0) 4
SSL_SeError{SSL_ERRCE BAD_CERT) -
rerurn 0

3

LE {Skip(&body
S8L_SerEr

&bodylen, OxD2;3 i osn o *y
(SZL_FRROE_BAD_CERT) ;

return 0;
i
Lf (Skip(sbedy, &bodylen, Dx30;) /* elg alrg +/
SSL_SetError(SSL. ERROR_BAD_CERT) ;
return 0;
}
1t (body[D}) 0x30} {
SSL_Se“Error(S3L_ ERROR_BAD_CERT) ;

raturn J;

)

len = GetLength(sbedy(1;, &lly;

L€ {len < v)
SSL_SetErraor(S55L_ERACR. BAL_CERT) ;
return 0; .

)

lssuer = body « 1 - 11:

bodylen = bodylen - | Il - len;

it (bodylen < Q)
SEL_SetError(5S1,_ERROR. BAD_:
return C;

1

/* Now see {f we have heard of Jr i

if {(len sizeofinetscape. Lestca_namel) &6
Imemcmp: { § ssuer, netscape_testza_name, leni -- )} 1
return netscape_testca_ksy;

1f ((len == sizeoflrsa~secure_server_ca_namefvr &&
{mememp {lssuesr, rsa_secure ServVer_ca_name, len) =. G} ¢
return rRa_secure_server_cs_key:

1
S5L_SetBrror)Ss L_ERROK_EAD_CERT: ;
returp 0;

static RSAPublicKey 'L.\:':ra:'.PubucKey:unsigrmd char cons® *po;

dy, int bodylen

int len, 11, baselen, bslen, nlen, azen;
unsigned char const *base, Y, ey
RSAPubl icKey *pubKey;

/T Get to public-key */

Lf (bodyl0) f= Ow3D:
SSL SerErroriS3L_ERROR BAD_CEPT) :
return o

SEL _SerZrroriSsL_ERROR SAD_CERTY ;
rerurn @
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)

body = body + 1 ~ 11;

bodylen = bodyien - 1 - i:;

1f t{bodylen < 0} ¢
SSL_SetError (SS!. ERROR_BAD_CERT) :
re=arn C;

if (Skip{ebody, abodylen, £x021) ¢
S5L_SetError}SSL_EXKROR_BAD_CERT) ;
rerurn 0;

if (Skip{sbody, &bodylen, 0x30)}
SSL_SetError{Ssh. FRROM_BAD_CER
return O;

{Skip(&bedy, abodylen, Gx303}
SSL_SetErrvor {SSL_ERROR_BAD_UERT) ;
return 0;

1f (Skip{&bady, &bodylen, 0x30}) ¢
SSL_SetErrortSSl, ERROR_BAD_CERT) ;
return 0;

f (Skip{&body, &bodylen, 0x30)) !
SSL_SetError( SSL_ERROE_BAD_CERT) ;
return C;

ibody (0} != 0x30) (
SSL_SEI’.EY{O(ISSL_ERROR_BAD_CERTI :
ceturn C;

i

baselen = GerLengtht&body{l), &«11);
1t ibaselen < &) (
SSL_SetFrcor(SSL_ERROR BAL_CERT) :
ceturn

base = body ~ 1 + 1i;

bodylen = badylen - 1 - L1

if tbodylen < G)
3SL_SetErrer {SSL_ERROR BAD_CERT) ;
return 0;

baselen:

)

1! (Skip(abas=, &haselen, 0x10)} {
SSL_SetEr rar(S3L_ERROR_BAD_CERT);
return 2@

if ibase(0] t= 0x03) {
K ror {SSL_ERROR_BAD_CERT) ;

bslen = GetLengthi&base(1), &ll;;:
1f ibslen « U 4
SSL_SetError:SSL ERROR_BAD_CERT) :

retury 0,

+

base =

it iba !
25 2rELror (SSL ERRCR_BAD_CERT) ;
recirn o:

'

bagess;

bster--.

it tbase[d) 1. Qv
S5L. . Sark
rerurn U

._ERROK_BAD_CERT, :

Len s GetLenanh l&bosy 1), 410,

198

/* sn v/

/* sla alg =7

*

/* valldity =/

/* subject */

f* alg info ~¢
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if {len < 0} ¢
S5L_SetError{SSL_ERROR_BAD_CERTI ;
rewurn &

)

base = bagse + 1 - %

/* Capture public key info »/

1f tbaszl0) 1= oxcz:y ¢
SSL_SeIError(£SL EXROR_BAL_CERT) :
return 0;

e ovy

)

tlen = Gutlengthisbase(l], &11);

1€ (nler, < 0)
SSL_SetError (SSL_ERROR_BAD_CERT) ;
return C;

(basel0] 1= dx02; ¢ Ty
SSL_SelError |SSL_ERROR_BAD_CERT) ;
return C;

elen = GetLengthlsbase{1l, &1l};
if (elen < 0) ¢
SSI._SelError (SSL_ERROR_BAD_CERT) ;
return 0;
}
e = base - 1 + 11;
1t tnfol oxu0)
et
nlen--:

1

pubKey = CrearePublicKey(n,
return pubKey:

)

unslaned char »
FindAtLrInRDmuns:gned cha: conet *rdr,
int rdnlen,
unsigned char ccnsn ratorhype,
int typelen)

inc 11,

int avalen:

unsigned const char *ava:

int len, checkler, wvalien:
unslgned const char rLype, *val:
unslgned char *retval:

while ¢ rdnlen » ¢} |
1 ranl|o} = oxan 3 0 /% stars of an AVA(SEQ OF (TYPE, VAL1: */
S5L_SetError (SSL_ERROR_BAD CERT}) ;
return O;
H
Gatlenathi&rdn
mdnlen - 2 -

avalen
rdnley

1€ rdelen < 0 ) 4
LSetError(as] _ERROP_BAD_TERT: ;
rno g

ava = ordi o 1 s |l
rdn = ava o avaler
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1f + aval0] '= 0x6 ) { /* object id of at=r type */
SSL_SetError (SSL_ERROR_BAD_CERT};
zaturn 0

ler = GerbLengthlgavalll, &11};
$E U len == nypelen ) |
Eype = ava - | +« 11;
checklen = avalen - 1 - 11 - typelen:
{f { memcmp{attrtype, type, len) == H
/¥ matoh found */
val = type + typelen;
Lf { val|0]) t= 0x13 | ¢ /* value is printable string */
SSL_SetErrcr{SSL_ERROR_BAD_CERT) :
raturn ¢;

vallen = GetLength(&val{l}, &ll);

val = val » 1 « 11;

chesklen = checklen - 1 - 11 - vallen:

{f { checklen t= 0 } |
SSL_SetErrcr{SSL_ERROR_BAD_CERT);
return 0;

)

,A

o«
.

~

/* malloc space for the value string and copy
retval = (char *)calloc(l, vallen+l);
if i retval ) {
menmzpy (retval, val, vallent;
retvallvallen] = 0;
[

raturniretvall;

}
cekurn 2
!

unaigned char *

FlodAtkErinNamefunsianed char const *name,
int nameler,
unsigned char const. *attrtype,
inr rypelen)

int 11;

int rdnlen;

unstgned cons: char *rdn:
unsligned char *vaiuae;

while { pamelen > 9 ) |
1€ { name[d) f= 0x31 } { ¢ start of am RDN(SET OF AVA) */
SSL_SetError{SSL_ERROR_BAD_CERT) ;
return 0:
)

rdnlen = tLenoth{&nameil), &ll);
naneler - nemelen - 1 - 11 - rdnlen;

Hf ( mamelen < 0 ) ¢
rror {SS1L, _FRROR_BAD_CERT)

S8L_S
FRNUIT

< 111
< rinlen;
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value = FIndAttrInRDN(rdn, rdnlen, attrrvpe, typelen:

1f 1 value y
return(value) ;

etatic unsicned char commonNams'| = { UXS5%L, Ox4, 0x31 };

char *X:0S_FindSubjexr{unsigned char const *cert, let certlend

!
irt subilen, len, 11, btaselen, tslen, nlen, elen, bodylen, outerlan:
unsigned char const *base, *n, ~e, *bocy;
unsigned char *cname;

/* Strip off outer wrapping */

1f (certlo] t= 0x30} ¢
SSL_SetError(SSL, ERROP_BAD_CERT) ;
return ¢;

outerlen = GetLengthlacertil}, &ll);
{f (outerlen < 01
SSL_SetError (SSL_FRROR_BAL_CEPT) ;
return 0;

)

cert = cert + 1 - 11;

certlen = certlen - 1 31

1f f(certlen < 0} (
SSL_SeLErroriSSL_ERROR_BAD_CERT ;
rarurn U;

)

/¥ Find the certificate body */

1f 1cern(0) t= 0x30) {
SSL_SetErrcr(SSL_ERROR_BAD, CERTS ;
recurn U;

i

bodylen = Ge:tLengthi&cert(l], &11i;

bf (bodylen < 0} {
SS5L_SetError(SSI,_ERROR_BAD (!
renurn 0;

L3N

}

body = rert:

bodylen = 1 + 11 + bodylen;

cert = cert » kodylen;

certlen = certler - bedylen:

if {certlen < 0} {
SSL_SerError (SSL_ERHOF_BAD_CERT) ;
return. 0

/* Ger to subjact */

1t tbedy(0) 1= Ox3Q) !
SSL_SerFrror{3¢L_ERRECE BAL_TEPT) ¢
retarn

!

len - Gatlengthi{& P11, 2110

if {ilen < 0! !
SSL _SetError (SSL_EKRGE BAT: CBET) -
return U;
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body = hody - Lo+ 11;

bodylen - bodylen - 1 - 1,

if (bodylen < 0} {
SSL_Se*Error{S5L._ERROR, EAD_CERT) ;
rewurn 0:

Lf tSkip(&body. Sbodylen, 0x02)1 (
.SSL_SerExror (SSL_ERROR BAD_CERT ;

return (:

1f iSkipigbody. &bodylen, €Gx30)) | /% sia alg */
SSL_SerError (SSL_ERROR_BAD_CERTI :
recurn ¢;

i

1t (Skip{&body, &bodylen, Ux30}) /* lssuer 7
SSL_SetError1SSL. ERROR_BAL. CERTI :
recarn U;

if {Skip(&boly, &bodylen, ©x30)) ( /" valldiey =/
SSL_Se~Ervor (SSL_ERROR_BAD CEKT];
return 0;

/* we should b2 at the subject fleld now ¥/

1t ¢ bodyi0] 1= 09x30 ) {
SSL_SetError(SSL_ERROR_BAD_CERT) ;
rerurt 0;

subjlen = GetLength(sbody|1), s11};
body = body + 1 - 1.;
bodylen = bodylen - 1 - 1i;

it 1t bodylen < 0 ) || ( hodylen < subjlen } ) {
SSL_SetError[SSL. ERROF_BAD_CERT) :
TRbarn U

1
raturn{FindAttrinName(body, subjlen, commonName, sizeof {commonName)) ) ;
i
char *
SEL_GaerPeerCommeniame {SSLHandle ~hi

i% | h->peerCert } {
return X3C¢_findSubject{h-»peercers, h->peerCertLen;:
¢ oalse {
return 9

Cert {SSLHandle ~h, unslgned char const *zert, int certlien)

Int X543_Ch

unsigned char cons: *body, *alg, *sic;
int rv, outerlen, bodylen, alglen, siglen, 1!, da:
RSAPubl icKey *pubKey;

€Cx30! return SSl_SetErrsr(SSL_ERKOR_BAD_CERT) ;
en = GorLengthigeert[1], &11):

] erlen < 0)r rewurn SSL_SerErzor (SSL_ERROK_BAD_C
cart - cert o+ 1+ )1;
cartlen - certlsn - 1 - 11:

rrlen < C1 remuen 350

LErraor(SSL IRRCR_BATI
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/* Flad the certiflcate body */

1t {cert{d} != 0x30) return SSL_SetError(SSL_ERROZ_BAN CERT!.
badylen = Getlength(écer=(1], &11);

if (bodylen < 0) return SSI,_SetErrcr{SSL_ERROR_BAD_CERT, .
bedy = cert:

bodylen = + 11 + bodylen;

cert = cert + vodylen:
certlen = cartlen bodyien;

It tcerrlen < 0) rerurn S5L._SetErrer{SSL_ERROR_BAL_CERT);

/¥ Find the alucrithm inte */

tf (cert(U] t= Ox3C) return SSL_SetError (SSL_ERROR BAU_CERT):
alglen - GetlLengthi&car:(1i], £11)
1f (aiglen < 0] retupn SSL_SetError(SSL EREOE_BAL_CERT) :
alg = cert;

alglen = 1 « 11 + alalen;

cert = cert « alglen;

certlen = certlen - alglen:

Lt fcertlen < U1 return SSL_SetFrrar!SSL_FRROR_BAC_CERT) :

/® Find the signature *;

1f (cerci0} (= 0x03) return SSL_SetError (SSL_EPROR. BAD_CERT) ;
slglen = GetlLengthl(acert!l], &ll);

Lf (siglen < 0} return SSL_SetError (SSL_ERROR BAD_CERT; ;

sig = cert - 1 + 1::

certlen = certlen - 1 - 11 - siglen:

1€ (certlen f= @) return SSL_SetError (SSL_ERROR_BAD_CERT] ;
if (sigfo! 0x00} return SSL_SetError (SSL_ERROR_BA _CERT) :
slge«: slglen-~;

/7 See 1f we know the certiflcate issuer *7
pubKey = Flndlssuer(body, badylen);
lE {!pubKey! return SSL_SeLError{SSL_ERROR_BAD_CZERT) :

/e
** Next, check the signature. Pirst Eigure out whai kind of has)
** funcrion was used by examiningy thz alginfo.

*7

it {talglen == sizanf (nd2_alg)) && tmemarpialg. md2_alg, alglen; == 0))
da = SSL_MD2;

} else

1f italglen == sizectimdi_alg)) s& (memempialg, mad5_ala, alylent =. Uy} |
da = SSL_MDS;

1 else

return SSL_SetError(SSL_ERROK_3AD_CERT) :

Iv = PKCS1 VerifySlgnature(da, body, bodyler, si¢, =iglen, pubKay:;
1E (rviy ¢

return SSL_Sekfrrox (SSL_ERROR_BAD_CERT_S1G! -
}

/* RXX no validizy cnecking yen *

/* Extract public key and put lato K +f

pubKey = ExtractPublizKey(bedy, bodylen) :

1f ('pubKey; return SSL_SetError {S5L_ERROR_BAN_CERT) ;
L->pubKey = pubKay;

return 0;
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** Copyright (v) 19%Z. Netscape Communications Corparation. All rights
** rescrved. This use of this Secure Sockets Layer Reference

** Implenentation [the *Soltware®) is governed by the terms of the SSL
** Refersnce Implementatlon License Agreement. Please read the

** accompanying °License® flle for a description c¢f the rights grantec.
** Any other “hird party matarlals you use with thls Scftware may be

** subie Lo additional llcense restrictions from the llcensors of such
** third party software and/or additional export restrictions. The S5L
** Implementatlon License Agrewwent. grants you nc rights to any such

** rhird party material.

kitdet BSAFE

¥include *sslcfg.h
#iucluda <stdio.h>
#inzlude <stdllb.hs
vinclaie <string.he

"
** Standard Implementation cf the T_ functions for bsafe2 assuming a
** complete ANSI envircnment.

vold T_irea{POINTER block)
i
1f {nleck i{= NULL_PTR) (
tree(block! ;

FCINTER T_malloziunsiuned int len)
i

return (FOINTER) malloc(len ? len : 1):
)

Int T_mememp (POINTEK first3lock, POINTER senondBleock, unsigned int ien)
f

if 1len == 0} !
recurn U;
i
reruzy mememp:i ElrstBlock, sacondBloak, lan):

valc T_memcepy (POINTER output, POINTER input. unsigned Lnt len)
¢
If tien t=0) ¢
memSpyYlouteat, input. len);
)

void 1_memmove!POTNTER output, POINTER inpur, unsigned int len}
{

if tlen '= 0;
memmove tuutprs, inpat, len);

LMetsel (PCTNTER cutput, inr yaius, unsigned int len)

Lfotlen t-oB) ¢
mams=t {cutpir, valuz, 1=

POINTEP T_t=alloc (PNINTER block, uneizned int len;
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POINTER rv:

12 [block = NULL_2TFR)
return mallecilen ? len . 1j;

TV = (FOINTEK) reallsciblock, ley ? ler : il
LE frv == NULL PTR) ¢
freeiblock);
)
return rv:
}

Fendlf 7+ BSAFED =/
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What is claimed is:
1. A computer program product comprising:
a computer useable medium having computer readable
program code means embodied therein for encrypting
and decrypting information transferred over a network
between a client application program running in a client
computer and a server application program running in
a server computer, the computer readable program code
means in the computer program product comprising:
computer readable program code means for providing
a socket application program interface to an appli-
cation layer program;

computer readable program code means for providing
encrypted information to tramsport protocol layer
services; '

computer readable program code means for encrypting
information received from an application layer pro-
gram; and

computer readable program code means for decrypting
information received from transport protocol layer
services.

2. A computer network that encrypts and decrypting

information transferred over the network, comprising:

a client computer that runs a client application program;
a server computer that runs a server application program;

214

means for providing a socket application program inter-
face to an application layer program;

means for providing encrypted information to transport
protocol layer services;

means for encrypting information received from an appli-
cation layer program; and

means for decrypting information received from transport
protocol layer services.

10 3. A method of encrypting and decrypting information
transferred over a network between a client application
program running in a client computer and a server applica-
tion program running in a server computer, the method
comprising:

providing a socket application program interface to an
application layer program;

providing encrypted information to tramsport protocol
layer services;

20 encrypting information received from an application layer

program; and
decrypting information received from transport protocol
layer services.

15
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