UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION
DAEDALUS PRIME LLC, Civil Action No. 2:24¢cv235
Plaintiff, JURY TRIAL DEMANDED
V.
MEDIATEK INC.

Defendant.

PATENT LOCAL RULE 3.1 AND 3-2 DISCLOSURES

Pursuant to Patent Local Rule 3-1, Plaintiff Daedalus Prime LLC (“Daedalus” or
“Plaintiff””) hereby provides the following disclosures to defendant MediaTek Inc. (“MediaTek”
or “Defendant”).

Plaintiff does not have access to the source code, system architecture design documents, or
other information through which these features are established, enabled and executed, and
therefore reserves the right to amend or supplement these disclosures within a reasonable time
after receiving access to, and an opportunity to review and analyze, Defendant’s source code
relating to these features.

MediaTek’s infringements are also detailed in Plaintiff’s Complaint, ECF No. 1, which is

hereby incorporated by reference in its entirety.

U.S. PATENT NO. 8,769,316

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 8, 9, 10, 11 and 12 (the “’316 Asserted Claims”)

of U.S. Patent No. 8,769,316 (the “’316 Patent”).
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Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘ Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”

Disclosure: For the 316 Asserted Claims, the *316 Patent Accused Products are SoCs or
application processors (“APs”) based on or derived from ARMvVS.2 architecture, as well as
subsequent revisions to the ARM architecture! such as the ARMV9 architecture, such as the
Dimensity 9300 SoCs, and all reasonably similar products. As explained in Plaintiff’s Complaint,
Defendant infringes Claim 8 of the *316 Patent directly (including through making, using, selling,
offering to sell, and importing into the United States the 316 Patent Accused Products) and by
inducing consumers to use the ’316 Patent Accused Products within the United States in the
ordinary, customary, and intended way by, directly or through intermediaries, supplying the *316
Patent Accused Products to consumers within the United States and instructing and encouraging
such customers to use the *316 Patent Accused Products in the ordinary, customary, and intended
way.

Plaintiff’s investigation to date indicates that SoCs or application processors based on or
derived from ARMvS.2 architecture, as well as subsequent revisions to the ARM architecture such
as the ARMvVY architecture include the devices identified below. On information and belief,
Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces
customers and consumers to make, use, sell, offer to sell, or import into the United States) further

electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2

U All references to ARMv8.X or ARM 8.X herein or in any of the associated Exhibits, refer to
ARMVS.2 and subsequent versions of the ARMv8 or ARMvV9 architecture.
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architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those chips identified in Table 1 below.

Accused Product Model No. Architecture ARMISA
Dimensity 7002 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 8003 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810* MT6833V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820° MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900° MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 9207 MT6877T 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 9308 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1000° MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C*° MT6883Z | 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080* MT6877V | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT68917 | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300% MT6893Z 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080% MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+8 MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 7020% MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A

2 https://www.mediatek.com/products/smartphones-2/dimensity-700

3 https://www.mediatek.com/products/smartphones-2/dimensity-800

4 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-810

> https://www.mediatek.com/products/smartphones-2/dimensity-820

6 https://www.mediatek.com/products/tablets/mediatek-dimensity-900

7 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-920

§ https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-930

? https://www.mediatek.com/products/smartphones-2/dimensity-1000-series

19 https://www.mediatek.com/products/smartphones-2/dimensity-1000c

1 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-1050
12 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-1080
13 https://www.mediatek.com/products/tablets/mediatek-dimensity-1100

14 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-1200
15 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-1300
16 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-6020
17 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-6080
18 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-6100plus
19 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-6300
20 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-7020
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Accused Product Model No. Architecture ARMISA
Dimensity 7025* MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7050% MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 72002 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7200 Pro® MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7300/7300X* | MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7350 Pro 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 8000% MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050%° MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8100 MT68957 | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 820032 MT68967 | 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250% 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300% MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000% MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9000+% MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200% MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+% MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9O-A
Dimensity 9300%° MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A

21 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-7025
22 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-7030
2 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-7050
24 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-7200

25 https://www.mediatek.com/blog/nothing-phone-2a-powered-by-mediatek-dimensity-7200-pro

26 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-7300
27 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-7350
28 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-8000
2 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-8020
30 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-8050
31 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-8 100
32 https://www.mediatek.com/products/smartphone-2/mediatek-dimensity-8200

33 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-8250
34 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-8300
35 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-9000

36 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-9000plus

37 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-9200

38 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-9200plus

39 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-9300

40 https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-9300-plus
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Accused Product Model No. Architecture ARMISA
Helio G704 MT6769V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80* MT6769T | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85% MT6769Z | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88* MT6769H | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T* MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G954 MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G96% MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99* MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100% 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65°%° MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P905! MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Kompanio 520% MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 800/800T® MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 820% MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828°% 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 838% MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T*° MT8791 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1300T¢! MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A

41 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g70

42 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g80

43 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g85

4 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g88

4 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g90-series
46 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g95

47 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g96

8 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g99

4 https://www.mediatek.com/products/smartphones-2/mediatek-helio-g100

50 https://www.mediatek.com/products/smartphones-2/mediatek-helio-p65

ST https://www.mediatek.com/products/smartphones-2/mediatek-helio-p90

52 https://www.mediatek.com/products/smartphones-2/mediatek-helio-p95

53 https://www.mediatek.com/products/chromebooks/mediatek-kompanio-520
>4 https://www.mediatek.com/products/chromebooks/mediatek-kompanio-528
55 https://www.mediatek.com/products/tablets/mediatek-kompanio-800t

36 https://www.mediatek.com/products/chromebooks/mediatek-kompanio-820
57 https://www.mediatek.com/products/chromebooks/mediatek-kompanio-828
38 https://www.mediatek.com/products/chromebooks/mediatek-kompanio-838
59 https://www.mediatek.com/products/tablets/mediatek-kompanio-900t

60 https://www.mediatek.com/products/chromebooks/mediatek-kompanio-1200
81 https://www.mediatek.com/products/tablets/mediatek-kompanio-1300t
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Accused Product Model No. Architecture ARM ISA
Kompanio 138082 MT8195T | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 200083 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
MT9685 4x Cortex-A55 v8.2-A
MT9638% 4x Cortex-A55 v8.2-A
MT9612%5 4x Cortex-A55 v8.2-A
Genio 1200%¢ MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Genio 700%7 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Genio 510%8 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675%° MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT27157° MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
Cockpit C-X1"1
Cockpit C-Y172
Cockpit C-M173
Cockpit C-V174
T8307° MT6990 4x Cortex-A55 v8.2-A
T8007° MT6980 4x Cortex-A55 v8.2-A
175077 MT6890 4x Cortex-A55 v8.2-A

Table 1

Patent Local Rule 3-1(c): “A chart identifying specifically where each element of each asserted

claim is found within each Accused Instrumentality, including for each element that such party

62 https://www.mediatek.com/products/chromebooks/mediatek-kompanio-1380
83 https://www.mediatek.com/products/digital-tv/mediatek-pentonic-2000

84 https://www.mediatek.com/products/digital-tv/mt9638
85 https://www.mediatek.com/products/digital-tv/mt9612
% https://www.mediatek.com/iot/products/genio-1200

57 https://www.mediatek.com/iot/products/genio-700

%8 https://www.mediatek.com/iot/products/genio-510

8 https://i.mediatek.com/in/automotive-infotainment

70 https://i.mediatek.com/in/automotive-infotainment

! https://www.mediatek.com/products/automotive/dimensity-auto-cockpit
72 https://www.mediatek.com/products/automotive/dimensity-auto-cockpit
73 https://www.mediatek.com/products/automotive/dimensity-auto-cockpit
74 https://www.mediatek.com/products/automotive/dimensity-auto-cockpit
75 https://www.mediatek.com/products/5g-broadband/mediatek-t830
76 https://www.mediatek.com/products/5g-broadband/mediatek-t800
7 https://www.mediatek.com/products/5g-broadband/mediatek-t750
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contends is governed by 35 U.S.C. § 112 (Y 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit A for the 316 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”
infringed in the 316 Patent Accused Products pursuant to Federal Circuit precedent.

In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,
Plaintiff further contends that each of the ’316 Patent Accused Products for Claims the 316
Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *316 Patent.

The °316 Patent Accused Products for the 316 Asserted Claims comprise structures that
perform the same function, the same way, to reach the same result, as the structures disclosed in
the 316 Patent. Specifically, the structures disclosed in the 316 Patent Accused Products perform
the same function, the same way, to reach the same result as the corresponding structures in the
’316 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the *316 Patent are insubstantial.

Patent L.ocal Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”

Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than September 6, 2011, the filing date of the earliest of the applications to which the
’316 Patent claims priority.

Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”
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Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.

Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(e), whichever
is earlier”

Disclosure: Plaintiff’s investigation is ongoing. Plaintiff reserves the right to further
amend or modify its disclosures herein—including to supplement its infringement contentions or
these disclosures—based on additional information obtained through discovery or other means.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”

Disclosure: See DPRIME-MTEKO0000001-DPRIME-MTEKO0000398, produced

herewith.

U.S. PATENT NO. 10,372,197

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 1, 2, 3,4, 5,6, 7,8, 11, 12, 13, 15, 16, 18, 19 and
20 (the “’197 Asserted Claims™) of U.S. Patent No. 10,372,197 (the “’197 Patent”).

Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘ Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”

Disclosure: For the *197 Asserted Claims, the 197 Patent Accused Products are SoCs or

application processors based on or derived from ARMvS.2 architecture, as well as subsequent
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revisions to the ARM architecture such as the ARMv9 architecture, such as the Dimensity 9300
SoCs, and all reasonably similar products. As explained in Plaintiff’s Complaint, Defendant
infringes Claim 1 of the *197 Patent directly (including through making, using, selling, offering to
sell, and importing into the United States) the *197 Patent Accused Products and by inducing
customers and consumers to directly infringe Claim 1 of the *197 Patent.

Plaintiff’s investigation to date indicates that SoCs or application processors based on or
derived from the ARMvS.2 architecture, as well as subsequent revisions to the ARM architecture
such as the ARMV9 architecture, include the devices identified below. On information and belief,
Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces
customers and consumers to make, use, sell, offer to sell, or import into the United States) further
electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2
architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those chips identified in Table 2 below.

Accused Product Model No. Architecture ARMISA
Dimensity 700 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810 MT6833V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 920 MT6877T | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 930 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1000 MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT68837 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080 MT6877V | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT6891Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300 MT6893Z 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+ MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Dimensity 7020 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7025 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7050 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7200 Pro MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7300/7300X MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 7350 Pro 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8100 MT6895Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT68967 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Helio G70 MT6769V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80 MT6769T 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85 MT67697 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88 MT6769H | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G95 MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G96 MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99 MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65 MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P90 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Kompanio 520 MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 800/800T MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 820 MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828 2x Cortex-A76; 6x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Kompanio 838 MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T MT8791 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
MT9685 4x Cortex-Ab5 v8.2-A
MT9638 4x Cortex-A55 v8.2-A
MT9612 4x Cortex-A55 v8.2-A
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Genio 700 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Genio 510 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
Cockpit C-X1
Cockpit C-Y1
Cockpit C-M1
Cockpit C-V1
1830 MT6990 4x Cortex-Ab5 v8.2-A
T800 MT6980 4x Cortex-Ab5 v8.2-A
T750 MT6890 4x Cortex-A55 v8.2-A

Table 2

Patent Local Rule 3-1(c): “A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such party
contends is governed by 35 U.S.C. § 112 (Y 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit B for the >197 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”

infringed in the *197 Patent Accused Products pursuant to Federal Circuit precedent.
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In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,
Plaintiff further contends that each of the 197 Patent Accused Products for Claims the 197
Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *197 Patent.

The 197 Patent Accused Products for the *197 Asserted Claims comprise structures that
perform the same function, the same way, to reach the same result, as the structures disclosed in
the *197 Patent. Specifically, the structures disclosed in the 197 Patent Accused Products perform
the same function, the same way, to reach the same result as the corresponding structures in the
197 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the 197 Patent are insubstantial.

Patent Local Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”

Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than December 15, 2011, the filing date of the earliest of the applications to which the
’197 Patent claims priority.

Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”

Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.
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Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(e), whichever
is earlier”

Disclosure: See invention disclosure statement INTEL000132-INTEL000147 produced
herewith. Any redaction in this document was made by third-party Intel Corp., not Plaintiff.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”

Disclosure: See DPRIME-MTEK0000399-DPRIME-MTEKO0000768, produced
herewith.

U.S. PATENT NO. 10,740,281

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 1, 2, 3,4, 6, 7, 8, 9, 10, 11, 12, 13 and 14 (the
“*281 Asserted Claims”) of U.S. Patent No. 10,740,281 (the “’281 Patent”).

Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘ Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”

Disclosure: Claim 1-4 and 7-14: For Claims 1-4 and 7-14, the *281 Patent Accused
Products are SoCs or application processors (“APs”) based on or derived from ARMvS.2
architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9
architecture, such as the Dimensity 9000 SoCs, and all reasonably similar products. As explained
in Plaintiff’s Complaint, Defendant infringes Claim 8 of the ’281 Patent directly (including
through making, using, selling, offering to sell, and importing into the United States the *218 Patent
Accused Products) and by inducing consumers to use the 281 Patent Accused Products within the

United States in the ordinary, customary, and intended way by, directly or through intermediaries,
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supplying the *281 Patent Accused Products to consumers within the United States and instructing

and encouraging such customers to use the 281 Patent Accused Products in the ordinary,

customary, and intended way.

Plaintiff’s investigation to date indicates that SoCs or application processors based on or

derived from ARMvVS.2 architecture, as well as subsequent revisions to the ARM architecture such

as the ARMvV9 architecture include the devices identified below. On information and belief,

Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces

customers and consumers to make, use, sell, offer to sell, or import into the United States) further

electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2

architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those chips identified in Table 3.1 below.

Accused Product Model No. Architecture ARMISA
Dimensity 700 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810 MT6833V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 920 MT6877T | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 930 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1000 MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT68837 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080 MT6877V | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT6891Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300 MT6893Z 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+ MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 7020 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7025 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Dimensity 7050 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7200 Pro MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7300/7300X MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7350 Pro 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8100 MT6895Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT68967 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4,; 4x Cortex-A720 v9.2-A
Helio G70 MT6769V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80 MT6769T 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85 MT67697 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88 MT6769H | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T MT6785V 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G95 MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G96 MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99 MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65 MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P90 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Kompanio 520 MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 800/800T MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 820 MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 838 MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T MT8791 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
MT9685 4x Cortex-A55 v8.2-A
MT9638 4x Cortex-A55 v8.2-A
MT9612 4x Cortex-A55 v8.2-A
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Genio 700 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Genio 510 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
Cockpit C-X1
Cockpit C-Y1
Cockpit C-M1
Cockpit C-V1
1830 MT6990 4x Cortex-A55 v8.2-A
T800 MT6980 4x Cortex-A55 v8.2-A
1750 MT6890 4x Cortex-A55 v8.2-A

Claim 6: For

Table 3.1

Claim 6, the ’281 Patent Accused Products are SoCs or application

processors (“APs”) based on or derived from ARMVS8.2 architecture, as well as subsequent

revisions to the ARM architecture such as the ARMv9 architecture, that contain at least three cores,

such as the Dimensity 9000 SoCs, and all reasonably similar products. As explained in Plaintiff’s

Complaint, Defendant infringes Claim 8 of the *281 Patent directly (including through making,

using, selling, offering to sell, and importing into the United States the 218 Patent Accused

Products) and by inducing consumers to use the 281 Patent Accused Products within the United

States in the ordinary, customary, and intended way by, directly or through intermediaries,

supplying the *281 Patent Accused Products to consumers within the United States and instructing
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and encouraging such customers to use the 281 Patent Accused Products in the ordinary,

customary, and intended way.

Plaintiff’s investigation to date indicates that SoCs or application processors based on or

derived from ARMvVS.2 architecture, as well as subsequent revisions to the ARM architecture such

as the ARMvV9 architecture include the devices identified below. On information and belief,

Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces

customers and consumers to make, use, sell, offer to sell, or import into the United States) further

electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2

architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those chips identified in Table 3.2 below.

Accused Product Model No. Architecture ARMISA
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 1000 MT6889Z | 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT6883Z | 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1100 MT6891Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300 MT68937 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7300/7300X MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8100 MT6895Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT6896Z 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4,; 4x Cortex-A720 v9.2-A
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Accused Product Model No. Architecture ARMISA
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
Cockpit C-X1
Cockpit C-Y1
Cockpit C-M1
Cockpit C-V1

Table 3.2

Patent Local Rule 3-1(c): “A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such party
contends is governed by 35 U.S.C. § 112 (Y 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit C for the 281 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”
infringed in the *218 Patent Accused Products pursuant to Federal Circuit precedent.

In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,
Plaintiff further contends that each of the ’218 Patent Accused Products for Claims the ’281
Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *281 Patent.

The °281 Patent Accused Products for the 281 Asserted Claims comprise structures that

perform the same function, the same way, to reach the same result, as the structures disclosed in
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the *281 Patent. Specifically, the structures disclosed in the 281 Patent Accused Products perform
the same function, the same way, to reach the same result as the corresponding structures in the
’281 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the *281 Patent are insubstantial.

Patent Local Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”

Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than December 22, 2011, the filing date of the earliest of the applications to which the
’281 Patent claims priority.

Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”

Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.

Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(e), whichever
is earlier”

Disclosure: Plaintiff’s investigation is ongoing. Plaintiff reserves the right to further
amend or modify its disclosures herein—including to supplement its infringement contentions or
these disclosures—based on additional information obtained through discovery or other means.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”
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Disclosure: See DPRIME-MTEK0002661-DPRIME-MTEK0002867, produced

herewith.

U.S. PATENT NO. 8,984,228

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 1, 2, 4, 5, 6, 7, 11, 12, 13 and 14 (the “’228
Asserted Claims”) of U.S. Patent No. 8,984,228 (the “’228 Patent”).

Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”

Disclosure: For the ’228 Asserted Claims, the *228 Patent Accused Products are SoCs or
application processors (“APs”) based on or derived from ARMvS.2 architecture, as well as
subsequent revisions to the ARM architecture such as the ARMvV9 architecture, such as the
Dimensity 9000 SoCs, and all reasonably similar products. As explained in Plaintiff’s Complaint,
Defendant infringes Claim 1 of the *228 Patent directly (including through making, using, selling,
offering to sell, and importing into the United States the *228 Patent Accused Products) and by
inducing consumers to use the ’228 Patent Accused Products within the United States in the
ordinary, customary, and intended way by, directly or through intermediaries, supplying the *228
Patent Accused Products to consumers within the United States and instructing and encouraging
such customers to use the 228 Patent Accused Products in the ordinary, customary, and intended
way.

Plaintiff’s investigation to date indicates that SoCs or application processors based on or

derived from ARMVS.2 architecture, as well as subsequent revisions to the ARM architecture such
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as the ARMvV9 architecture include the devices identified below. On information and belief,

Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces

customers and consumers to make, use, sell, offer to sell, or import into the United States) further

electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2

architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those chips identified in Table 4 below.

Accused Product Model No. Architecture ARMISA
Dimensity 700 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810 MT6833V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 920 MT6877T 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 930 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1000 MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT68837 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080 MT6877V | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT6891Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300 MT6893Z 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+ MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 7020 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7025 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7050 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7200 Pro MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7300/7300X MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 7350 Pro 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Dimensity 8100 MT68957 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT68967 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4,; 4x Cortex-A720 v9.2-A
Helio G70 MT6769V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80 MT6769T 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85 MT67697 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88 MT6769H | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T MT6785V 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G95 MT6785V | 2x Cortex-A76; 6x Cortex-Ab5 v8.2-A
Helio G96 MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99 MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65 MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P90 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Kompanio 520 MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 800/800T MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 820 MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 838 MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T MT8791 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
MT9685 4x Cortex-A55 v8.2-A
MT9638 4x Cortex-A55 v8.2-A
MT9612 4x Cortex-A55 v8.2-A
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Genio 700 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Genio 510 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
Cockpit C-X1
Cockpit C-Y1
Cockpit C-M1
Cockpit C-V1
T830 MT6990 4x Cortex-A55 v8.2-A
T800 MT6980 4x Cortex-A55 v8.2-A
1750 MT6890 4x Cortex-A55 v8.2-A

Table 4

Patent Local Rule 3-1(c): “A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such party
contends is governed by 35 U.S.C. § 112 (4 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit D for the 228 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”
infringed in the *228 Patent Accused Products pursuant to Federal Circuit precedent.

In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,
Plaintiff further contends that each of the ’228 Patent Accused Products for Claims the 228
Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *228 Patent.

The *228 Patent Accused Products for the *228 Asserted Claims comprise structures that
perform the same function, the same way, to reach the same result, as the structures disclosed in
the *228 Patent. Specifically, the structures disclosed in the *228 Patent Accused Products perform

the same function, the same way, to reach the same result as the corresponding structures in the
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’228 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the *228 Patent are insubstantial.

Patent Local Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”

Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than December 13, 2011, the filing date of the earliest of the applications to which the
’228 Patent claims priority.

Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”

Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.

Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(e), whichever
is earlier”

Disclosure: Plaintiff’s investigation is ongoing. Plaintiff reserves the right to further
amend or modify its disclosures herein—including to supplement its infringement contentions or
these disclosures—based on additional information obtained through discovery or other means.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”

Disclosure: See DPRIME-MTEKO0001130-DPRIME-MTEKO0001293, produced

herewith.

24
MediaTek Exhibit 1016, Page 24 of 160



U.S. PATENT NO. 11,507,167

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 1, 2, 3,4, 5,6, 7, 8, 12, 14, 15, 16, 17, 18, 19, 20
and 21 (the “’167 Asserted Claims™) of U.S. Patent No. 11,507,167 (the “’167 Patent”).

Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”

Disclosure: For the ’167 Asserted Claims, the 167 Patent Accused Products are SoCs or
application processors (“APs”) based on or derived from ARMvVS.2 architecture, as well as
subsequent revisions to the ARM architecture such as the ARMvV9 architecture, such as the
Dimensity 9000 SoCs, and all reasonably similar products. As explained in Plaintiff’s Complaint,
Defendant infringes Claim 1 of the 167 Patent directly (including through making, using, selling,
offering to sell, and importing into the United States the 167 Patent Accused Products) and by
inducing consumers to use the 167 Patent Accused Products within the United States in the
ordinary, customary, and intended way by, directly or through intermediaries, supplying the *167
Patent Accused Products to consumers within the United States and instructing and encouraging
such customers to use the *167 Patent Accused Products in the ordinary, customary, and intended
way.

Plaintiff’s investigation to date indicates that SoCs or application processors based on or
derived from ARMVS.2 architecture, as well as subsequent revisions to the ARM architecture such
as the ARMvV9 architecture include the devices identified below. On information and belief,
Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces

customers and consumers to make, use, sell, offer to sell, or import into the United States) further
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electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2

architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those chips identified in Table 5 below.

Accused Product Model No. Architecture ARMISA
Dimensity 700 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810 MT6833V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 920 MT6877T 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 930 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1000 MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT68837 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080 MT6877V | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT6891Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300 MT68937 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+ MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 7020 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7025 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7050 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7200 Pro MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7300/7300X MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 7350 Pro 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8100 MT68957 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT68967 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
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Accused Product Model No. Architecture ARMISA
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Helio G70 MT6769V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80 MT6769T 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85 MT67697 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88 MT6769H | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T MT6785V | 2x Cortex-A76; 6x Cortex-Ab5 v8.2-A
Helio G95 MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G96 MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99 MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65 MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P90 MT6779V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V | 2x Cortex-A75; 6x Cortex-Ab5 v8.2-A
Kompanio 520 MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 800/800T MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 820 MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 838 MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T MT8791 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
MT9685 4x Cortex-A55 v8.2-A
MT9638 4x Cortex-Ab5 v8.2-A
MT9612 4x Cortex-Ab5 v8.2-A
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Genio 700 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Genio 510 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
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Accused Product Model No. Architecture ARMISA
Cockpit C-X1
Cockpit C-Y1
Cockpit C-M1
Cockpit C-V1
1830 MT6990 4x Cortex-A55 v8.2-A
T800 MT6980 4x Cortex-Ab5 v8.2-A
1750 MT6890 4x Cortex-Ab5 v8.2-A

Table 5

Patent Local Rule 3-1(c): “A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such party
contends is governed by 35 U.S.C. § 112 (Y 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit E for the *167 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”
infringed in the *167 Patent Accused Products pursuant to Federal Circuit precedent.

In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,
Plaintiff further contends that each of the 167 Patent Accused Products for Claims the 167
Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *167 Patent.

The 167 Patent Accused Products for the *167 Asserted Claims comprise structures that
perform the same function, the same way, to reach the same result, as the structures disclosed in
the 167 Patent. Specifically, the structures disclosed in the 167 Patent Accused Products perform
the same function, the same way, to reach the same result as the corresponding structures in the
167 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the 167 Patent are insubstantial.

Patent Local Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”
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Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than March 11, 2013, the filing date of the earliest of the applications to which the *167
Patent claims priority.

Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”

Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.

Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(¢), whichever
is earlier”

Disclosure: See invention disclosure statement INTEL000124-131 produced herewith.
Any redaction in this document was made by third-party Intel Corp., not Plaintiff.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”

Disclosure: See DPRIME-MTEKO0000769-DPRIME-MTEKO0001129, produced

herewith.

U.S. PATENT NO. 9.887.838

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 1, 3-6, 9-15, 17-24 (the *838 Asserted Claims) of

U.S. Patent No. 9,887,838 (the “’838 Patent”).
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Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘ Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”

Disclosure: Claim 1: For Claim 1, the 838 Patent CryptoCore Accused Products are
electronic devices containing SoCs or microprocessors manufactured by, for, or on behalf of
MediaTek with software utilizing MediaTek’s CryptoCore cryptographic module and based on or
derived from ARMVS.2 architecture as well as subsequent revisions to the ARM architecture such
as the ARMV9 architecture, such as the Dimensity 9200 SoCs, and all reasonably similar products
(the *“’838 Patent CryptoCore Accused Products”), and the 838 Patent Securyzr Accused Products
are electronic devices containing SoCs or microprocessors manufactured by, for, or on behalf of
MediaTek with software utilizing the Securyzr cryptographic module and based on or derived from
ARMVY architecture as well as subsequent revisions to the ARM architecture such as the ARMv9.2
architecture, such as the Dimensity 9300 SoCs, and all reasonably similar products (the “’838
Patent Securyzr Accused Products™), the 838 CryptoCore Accused Products and *838 Securyzr
Accused Products collectively the “’838 Patent Accused Products™.

As explained in Plaintiff’s Complaint, Defendant infringes this claim directly (including
through making, using, selling, offering to sell, and importing into the United States) the 838
Patent Accused Products; by inducing customers and consumers to directly infringe this claim; by
offering to sell or selling within the United States or importing into the United States components
of the patented invention or apparatus for use in practicing the patented process, constituting a
material part of the invention, knowing the same to be especially made or especially adapted for
use in an infringement of such patent, and not a staple article or commodity of commerce suitable

for substantial noninfringing use; by supplying or causing to be supplied in or from the United
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States all or a substantial portion of the components of the patented invention of this claim, where
such components are uncombined in whole or in part, in such manner as to actively induce the
combination of such components outside of the United States in a manner that would infringe the
patent if such combination occurred within the United States; and by supplying or causing to be
supplied in or from the United States components of the patented invention of at least this claim
that are especially made or especially adapted for use in the invention and not staple articles or
commodities of commerce suitable for substantial noninfringing use, where such components are
uncombined in whole or in part, knowing that such components are so made or adapted and
intending that such components will be combined outside of the United States in a manner that
would infringe the patent if such combination occurred within the United States.

Plaintiff’s investigation to date indicates that the following devices include SoCs or
microprocessors based on or derived from ARMvVS architecture, as well as subsequent revisions to
the ARM architecture such as the ARMvV9 architecture, and include support for MediaTek’s
CryptoCore cryptographic module. On information and belief, Defendant makes, uses, sells, offers
to sell, and/or imports into the United States further devices supporting MediaTek’s CryptoCore
cryptographic module (and induce customers and consumers to make, use, sell, offer to sell, or
import into the United States further devices including MediaTek’s CryptoCore cryptographic

module support), in addition to those devices identified in Table 6.1 below:

Accused Product Model No. Architecture ARMISA
Helio X30 MT6799 2x Cortex-A73; 4% Cortex-A53; 4x Cortex-A35 | v8-A
Helio P60 MT6771 4x Cortex-A73; 4x Cortex-Ab3 v8-A
Helio P22 MT6762 4x Cortex-A53; 4x Cortex-Ab3 v8-A
Helio P23 MT6763 4x Cortex-A53; 4x Cortex-A53 v8-A

MT6761V/WAB
Helio A22 MT6761V/WBB | 4x Cortex-A53 v8-A
MT6739 MT6739 4x Cortex-A53 v8-A
Kompanio 500/
Helio P60T MT8183 4x Cortex-A73; 4x Cortex-A53 v8-A
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Accused Product Model No. Architecture ARMISA
MT8788 MT8788 4x Cortex-A73; 4x Cortex-A53 v8-A
MT8766 MT8766 4x Cortex-A53 v8-A
MT8786 MT8786 4x Cortex-A53; 4x Cortex-A53 v8-A
Dimensity 700 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810 MT6833V 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 920 MT6877T 2x Cortex-A78; 6x Cortex-Ab5 v8.2-A
Dimensity 930 MT6855 2x Cortex-A78; 6x Cortex-Ab5 v8.2-A
Dimensity 1000 MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT6883Z 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080 MT6877V 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT68917 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 | v8.2-A
Dimensity 1300 MT68937 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 | v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+ MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T 2x Cortex-A76; 6x Cortex-Ab5 v8.2-A
Dimensity 7020 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7025 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7050 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Pro
Dimensity MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
7300/7300X
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 VvO-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 v9-A
Pro
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 | v8.2-A
Dimensity 8100 MT6895Z 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT68967 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 | v8.2-A
Dimensity 8200- 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 | v8.2-A
Ultra
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 | v8.2-A
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Accused Product Model No. Architecture ARMISA
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex- v9-A
A510
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 | v9-A
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 | v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 | v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 | v9-A
Helio G70 MT6769V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80 MT6769T 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85 MT67697 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88 MT6769H 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T MT6785V 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G95 MT6785V 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G96 MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99 MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65 MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P90 MT6779V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Kompanio 520 MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
800/800T
Kompanio 820 MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 838 MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T MT8791 2x Cortex-A78; 6x Cortex-Ab5 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-Ab5 v8.2-A
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A
MT9982
MT9685 4x Cortex-A55 v8.2-A
MT9638 4x Cortex-A55 v8.2-A
MT9612 4x Cortex-A55 v8.2-A
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-Ab5 v8.2-A
Genio 700 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Genio 510 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
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Accused Product Model No. Architecture ARMISA

MT8678 MT8678

Cockpit C-X1

Cockpit C-Y1

Cockpit C-M1

Cockpit C-V1

1830 MT6990 4x Cortex-A55 v8.2-A
T800 MT6980 4x Cortex-A55 v8.2-A
1750 MT6890 4x Cortex-A55 v8.2-A

Table 6.1

Plaintiff’s investigation to date indicates that the following devices include SoCs or
microprocessors based on or derived from ARMV9 architecture, as well as subsequent revisions to
the ARM architecture such as the ARMv9.2 architecture, and include support for MediaTek’s
Securyzr cryptographic module. On information and belief, Defendant makes, uses, sells, offers
to sell, and/or imports into the United States further devices supporting MediaTek’s Securyzr
cryptographic module (and induce customers and consumers to make, use, sell, offer to sell, or
import into the United States further devices including MediaTek’s Securyzr cryptographic

module support), in addition to those devices identified in Table 6.2 below:

Accused Product | Model No. Architecture ARM ISA
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4,; 4x Cortex-A720 v9.2-A

Table 6.2

Claim 3: See Claim 1, above, which is incorporated by reference as if set forth in full.
Claim 4: See Claim 1, above, which is incorporated by reference as if set forth in full.
Claim 5: See Claim 1, above, which is incorporated by reference as if set forth in full.
Claim 6: See Claim 1, above, which is incorporated by reference as if set forth in full.
Claim 9: For Claim 9, the 838 Patent Accused Products, identified in the Table above,

perform the method of claim 9. Defendant infringes Claim 9 of the *838 Patent directly by using
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the *838 Patent Accused Products and by inducing customers and consumers to directly infringe
Claim 9 of the *838 Patent.
Claim 10: See Claim 9, above, which is incorporated by reference as if set forth in full.
Claim 11: See Claim 9, above, which is incorporated by reference as if set forth in full.
Claim 12: See Claim 9, above, which is incorporated by reference as if set forth in full.
Claim 13: See Claim 9, above, which is incorporated by reference as if set forth in full.
Claim 14: See Claim 9, above, which is incorporated by reference as if set forth in full.
Claim 15: See Claim 9, above, which is incorporated by reference as if set forth in full.
Claim 17: For Claim 17, the *838 Patent Accused Products, identified in the table above,
contain one or more non-transitory machine-readable storage media as described in Claim 17. As
with Claim 1, Defendant infringes Claim 17 of the *838 Patent directly (including through making,
using, selling, offering to sell, and importing into the United States) the 838 Patent Accused
Products; by inducing customers and consumers to directly infringe Claim 17 of the *838 Patent;
and by supplying or causing to be supplied in or from the United States all or a substantial portion
of the components of the patented invention of Claim 17, where such components are uncombined
in whole or in part, in such manner as to actively induce the combination of such components
outside of the United States in a manner that would infringe the patent if such combination
occurred within the United States;.
Claim 18: See Claim 17, above, which is incorporated by reference as if set forth in full.
Claim 19: See Claim 17, above, which is incorporated by reference as if set forth in full.
Claim 20: See Claim 17, above, which is incorporated by reference as if set forth in full.
Claim 21: See Claim 17, above, which is incorporated by reference as if set forth in full.

Claim 22: See Claim 17, above, which is incorporated by reference as if set forth in full.
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Claim 23: See Claim 17, above, which is incorporated by reference as if set forth in full.
Claim 24: See Claim 17, above, which is incorporated by reference as if set forth in full.

Patent Local Rule 3-1(c): “A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such party
contends is governed by 35 U.S.C. § 112 (Y 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit F for the 838 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”
infringed in the 838 Patent Accused Products pursuant to Federal Circuit precedent.

In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,
Plaintiff further contends that each of the ’838 Patent Accused Products for Claims the 838
Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *838 Patent.

The °838 Patent Accused Products for the 838 Asserted Claims comprise structures that
perform the same function, the same way, to reach the same result, as the structures disclosed in
the *838 Patent. Specifically, the structures disclosed in the 838 Patent Accused Products perform
the same function, the same way, to reach the same result as the corresponding structures in the
’838 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the 838 Patent are insubstantial.

Patent L.ocal Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”

Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than December 15, 2011, the filing date of the earliest of the applications to which the

’838 Patent claims priority.
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Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”

Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.

Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(¢), whichever
is earlier”

Disclosure: See invention disclosure statement produced herewith, INTEL0000101-115.
Any redaction in this document was made by third-party Intel Corp., not Plaintiff.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”

Disclosure: DPRIME-MTEKO0001294-DPRIME-MTEKO0002114, produced herewith.

U.S. PATENT NO. 10,705,960

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 1, 2, 3,9, 10, 11, 15, 16, 19, 20 and 21 (the “’960
Asserted Claims™) of U.S. Patent No. 10,705,960 (the “’960 Patent™).

Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”
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Disclosure: Claim 1: For Claim 1, the 919 Patent Accused Products are SoCs or
application processors (“APs”) based on or derived from ARMvVS.2 architecture, as well as
subsequent revisions to the ARM architecture such as the ARMv9 architecture, such as the
Dimensity 9000 SoCs, and all reasonably similar products. As explained in Plaintiff’s Complaint,
Defendant infringes Claim 1 of the 919 Patent directly (including through making, using, selling,
offering to sell, and importing into the United States the 919 Patent Accused Products) and by
inducing consumers to use the 919 Patent Accused Products within the United States in the
ordinary, customary, and intended way by, directly or through intermediaries, supplying the 919
Patent Accused Products to consumers within the United States and instructing and encouraging
such customers to use the *919 Patent Accused Products in the ordinary, customary, and intended
way.

Plaintiff’s investigation to date indicates that SoCs or application processors based on or
derived from ARMvVS.2 architecture, as well as subsequent revisions to the ARM architecture such
as the ARMvVY architecture include the devices identified below. On information and belief,
Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces
customers and consumers to make, use, sell, offer to sell, or import into the United States) further
electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2
architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those devices identified in Table 7 below:

Accused Product Model No. Architecture ARMISA
Dimensity 700 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810 MT6833V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 920 MT6877T | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 930 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Dimensity 1000 MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT6883Z | 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080 MT6877V | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT6891Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300 MT68937 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+ MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 7020 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7025 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7050 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 7200 Pro MT6886 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 7300/7300X MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7350 Pro 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8100 MT68957 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT68967 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Helio G70 MT6769V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80 MT6769T 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85 MT6769Z | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88 MT6769H | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G95 MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARMISA
Helio G96 MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99 MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65 MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P90 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Kompanio 520 MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 800/800T MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 820 MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 838 MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T MT8791 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
MT9685 4x Cortex-A55 v8.2-A
MT9638 4x Cortex-A55 v8.2-A
MT9612 4x Cortex-A55 v8.2-A
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Genio 700 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Genio 510 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
Cockpit C-X1
Cockpit C-Y1
Cockpit C-M1
Cockpit C-V1
T830 MT6990 4x Cortex-A55 v8.2-A
T800 MT6980 4x Cortex-A55 v8.2-A
1750 MT6890 4x Cortex-A55 v8.2-A

Table 7

Claim 2: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 3: See Claim 1, above, which is incorporated by reference as if set forth in full.
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Claim 9: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 10: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 11: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 15: For Claim 15, the 960 Patent Accused Products, identified in Table 7 above,
perform the method of claim 15. Defendant infringes Claim 15 of the *960 Patent directly by using
the *960 Patent Accused Products and by inducing customers and consumers to directly infringe
Claim 15 of the 960 Patent.

Claim 16: See Claim 15, above, which is incorporated by reference as if set forth in full.

Claim 19: See Claim 15, above, which is incorporated by reference as if set forth in full.

Claim 20: For Claim 20, the *960 Patent Accused Products, identified in Table 7 above,
are a machine as described in Claim 20. As with Claim 1, Defendant infringes Claim 20 of the
’960 Patent directly (including through making, using, selling, offering to sell, and importing into
the United States) and by inducing customers and consumers to directly infringe Claim 20 of the
’960 Patent.

Claim 21: See Claim 20, above, which is incorporated by reference as if set forth in full.
Patent Local Rule 3-1(¢c): “A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such party

contends is governed by 35 U.S.C. § 112 (9 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit G for the 960 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”
infringed in the 960 Patent Accused Products pursuant to Federal Circuit precedent.
In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,

Plaintiff further contends that each of the 960 Patent Accused Products for Claims the 960
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Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *960 Patent.

The 960 Patent Accused Products for the *960 Asserted Claims comprise structures that
perform the same function, the same way, to reach the same result, as the structures disclosed in
the 960 Patent. Specifically, the structures disclosed in the *960 Patent Accused Products perform
the same function, the same way, to reach the same result as the corresponding structures in the
960 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the 960 Patent are insubstantial.

Patent Local Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”

Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than December 28, 2012, the filing date of the earliest of the applications to which the
’960 Patent claims priority.

Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”

Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.

Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(e), whichever
is earlier”
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Disclosure: See invention disclosure statement INTEL0000116-123 produced herewith.
Any redaction in this document was made by third-party Intel Corp., not Plaintift.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”

Disclosure: See DPRIME-MTEK0002387-DPRIME-MTEK0002660, produced

herewith.

U.S. PATENT NO. 10,725.919

Patent Local Rule 3-1(a): “Each claim of each patent in suit that is allegedly infringed by each
opposing party.”

Disclosure: Defendant infringes Claims 1, 3, 4, 6, 8, 10, 11, 12, 16, 17, 18, 19, 20 and 21
(the “°919 Asserted Claims”) of U.S. Patent No. 10,725,919 (the “’919 Patent™).

Patent Local Rule 3-1(b): “Separately for each asserted claim, each accused apparatus, product,
device, process, method, act, or other instrumentality (‘ Accused Instrumentality’) of each opposing
party of which the party is aware. This identification shall be as specific as possible. Each product,
device, and apparatus must be identified by name or model number, if known. Each method or
process must be identified by name, if known, or by any product, device, or apparatus which, when
used, allegedly results in the practice of the claimed method or process.”

Disclosure: Claim 1: For Claim 1, the 919 Patent Accused Products are SoCs or
application processors (“APs”) based on or derived from ARMvVS.2 architecture, as well as
subsequent revisions to the ARM architecture such as the ARMvV9 architecture, such as the
Dimensity 9000 SoCs, and all reasonably similar products. As explained in Plaintiff’s Complaint,
Defendant infringes Claim 1 of the 919 Patent directly (including through making, using, selling,
offering to sell, and importing into the United States the 919 Patent Accused Products) and by
inducing consumers to use the 919 Patent Accused Products within the United States in the
ordinary, customary, and intended way by, directly or through intermediaries, supplying the 919
Patent Accused Products to consumers within the United States and instructing and encouraging
such customers to use the 919 Patent Accused Products in the ordinary, customary, and intended

way.
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Plaintiff’s investigation to date indicates that SoCs or application processors based on or

derived from ARMvVS.2 architecture, as well as subsequent revisions to the ARM architecture such

as the ARMvV9 architecture include the devices identified below. On information and belief,

Defendant makes, uses, sells, offers to sell, and/or imports into the United States (and induces

customers and consumers to make, use, sell, offer to sell, or import into the United States) further

electronic devices containing SoCs or microprocessors based on or derived from ARMvS.2

architecture, as well as subsequent revisions to the ARM architecture such as the ARMv9

architecture, in addition to those chips identified in Table 8 below.

Accused Product Model No. Architecture ARMISA
Dimensity 700 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 800 MT6873 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 810 MT6833V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 820 MT6875 4x Cortex-A76; 4x Cortex-A55 v8.2-A
Dimensity 900 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 920 MT6877T 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 930 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1000 MT68897 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1000C MT68837 4x Cortex-A77; 4x Cortex-A55 v8.2-A
Dimensity 1050 MT6879 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1080 MT6877V | 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 1100 MT6891Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1200 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 1300 MT6893Z 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 6020 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6080 MT6833 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6100+ MT6835 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 6300 MT6835T 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Dimensity 7020 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7025 MT6855 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7030 MT8775 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7050 MT6877 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Dimensity 7200 MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7200 Pro MT6886 2x Cortex-A715; 6x Cortex-A510 v9-A
Dimensity 7300/7300X MT6878 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 7350 2x Cortex-A715; 6x Cortex-A510 vO-A
Dimensity 7350 Pro 2x Cortex-A715; 6x Cortex-A510 vO-A
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Accused Product Model No. Architecture ARMISA
Dimensity 8000 MT6895 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8020 MT6891 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8050 MT6893 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8100 MT6895Z | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200 MT6896Z 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8200-Ultra 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8250 1x Cortex-A78; 3x Cortex-A78; 4x Cortex-A55 v8.2-A
Dimensity 8300 MT6897 1x Cortex-A715; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9000 MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9000+ MT6983 1x Cortex-X2; 3x Cortex-A710; 4x Cortex-A510 v9-A
Dimensity 9200 MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9200+ MT6985 1x Cortex-X3; 3x Cortex-A715; 4x Cortex-A510 v9-A
Dimensity 9300 MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9300+ MT6989 1x Cortex-X4; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Dimensity 9400 MT6991 1x Cortex-X5; 3x Cortex-X4; 4x Cortex-A720 v9.2-A
Helio G70 MT6769V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G80 MT6769T 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G85 MT67697 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G88 MT6769H | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio G90/G90T MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G95 MT6785V | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G96 MT6781 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G99 MT6789 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio G100 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Helio P65 MT6768 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P90 MT6779V 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Helio P95 MT6779V | 2x Cortex-A75; 6x Cortex-A55 v8.2-A
Kompanio 520 MT8186 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 528 MT8186T | 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 800/800T MT8771 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 820 MT8192 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 828 2x Cortex-A76; 6x Cortex-A55 v8.2-A
Kompanio 838 MT8188 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 900T MT8791 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Kompanio 1200 MT8195 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1300T MT8797 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Kompanio 1380 MT8195T | 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Pentonic 2000 MT9902/ 4x Cortex-A76 v8.2-A

MT9982
MT9685 4x Cortex-A55 v8.2-A
MT9638 4x Cortex-A55 v8.2-A
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Accused Product Model No. Architecture ARM ISA
MT9612 4x Cortex-A55 v8.2-A
Genio 1200 MT8395 4x Cortex-A78; 4x Cortex-A55 v8.2-A
Genio 700 MT8390 2x Cortex-A78; 6x Cortex-A55 v8.2-A
Genio 510 MT8370 2x Cortex-A78; 4x Cortex-A55 v8.2-A
MT8675 MT8675 4x Cortex-A76; 4x Cortex-A55 v8.2-A
MT2713 MT2713
MT2715 MT2715 4x Cortex-A78; 4x Cortex-A55 v8.2-A
MT2718 MT2718
MT8678 MT8678
Cockpit C-X1
Cockpit C-Y1
Cockpit C-M1
Cockpit C-V1
1830 MT6990 4x Cortex-Ab5 v8.2-A
T800 MT6980 4x Cortex-Ab5 v8.2-A
T750 MT6890 4x Cortex-A55 v8.2-A

Table 8

Claim 3: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 4: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 10: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 11: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 12: See Claim 1, above, which is incorporated by reference as if set forth in full.

Claim 16: For Claim 16, the 919 Patent Accused Products, identified in Table 8 above,

perform the method of Claim 16. Defendant infringes Claim 16 of the 919 Patent directly by

using the ’919 Patent Accused Products and by inducing customers and consumers to directly

infringe Claim 16 of the *919 Patent.

Claim 17: See Claim 16, above, which is incorporated by reference as if set forth in full.

Claim 18: See Claim 16, above, which is incorporated by reference as if set forth in full.

Claim 19: See Claim 16, above, which is incorporated by reference as if set forth in full.

Claim 20: See Claim 16, above, which is incorporated by reference as if set forth in full.
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Claim 21: For Claim 21, the *919 Patent Accused Products, identified in Table 8 above,
are a machine as described in Claim 21. As with Claim 1, Defendant infringes Claim 21 of the
’960 Patent directly (including through making, using, selling, offering to sell, and importing into
the United States) and by inducing customers and consumers to directly infringe Claim 21 of the
’960 Patent.

Patent Local Rule 3-1(c): “A chart identifying specifically where each element of each asserted
claim is found within each Accused Instrumentality, including for each element that such party

contends is governed by 35 U.S.C. § 112 (Y 6), the identity of the structure(s), act(s), or material(s)
in the Accused Instrumentality that performs the claimed function”

Disclosure: See Exhibit H for the 919 Patent Accused Products.

Patent Local Rule 3-1(d): “Whether each element of each asserted claim is claimed to be literally
present or present under the doctrine of equivalents in the Accused Instrumentality”

Disclosure: Plaintiff contends that each element of each asserted claim is “literally”
infringed in the 919 Patent Accused Products pursuant to Federal Circuit precedent.

In the alternative, and in accordance with Federal Circuit and Supreme Court precedent,
Plaintiff further contends that each of the 919 Patent Accused Products for Claims the 919
Asserted Claims comprise structures that are identical or equivalent to the structures disclosed in
the *919 Patent.

The 919 Patent Accused Products for the 919 Asserted Claims comprise structures that
perform the same function, the same way, to reach the same result, as the structures disclosed in
the 919 Patent. Specifically, the structures disclosed in the 919 Patent Accused Products perform
the same function, the same way, to reach the same result as the corresponding structures in the
919 Patent. For the same or similar reasons, any differences between such structures in the
Accused Instrumentalities and such structures disclosed in the 919 Patent are insubstantial.

Patent L.ocal Rule 3-1(e): “For any patent that claims priority to an earlier application, the priority
date to which each asserted claim allegedly is entitled.”

47
MediaTek Exhibit 1016, Page 47 of 160



Disclosure: Plaintiff contends that the asserted claims are each entitled to a priority date
of no later than December 12, 2012, the filing date of the earliest of the applications to which the
’919 Patent claims priority.

Patent Local Rule 3-1(f): “If a party claiming patent infringement wishes to preserve the right to
rely, for any purpose, on the assertion that its own apparatus, product, device, process, method,
act, or other instrumentality practices the claimed invention, the party must identify, separately for
each asserted claim, each such apparatus, product, device, process, method, act, or other
instrumentality that incorporates or reflects that particular claim.”

Disclosure: Not applicable.

Patent Local Rule 3-2(a): “Documents (e.g., contracts, purchase orders, invoices, advertisements,
marketing materials, offer letters, beta site testing agreements, and third party or joint development
agreements) sufficient to evidence each discussion with, disclosure to, or other manner of
providing to a third party, or sale of or offer to sell, the claimed invention prior to the date of
application for the patent in suit. A party’s production of a document as required herein shall not
constitute an admission that such document evidences or is prior art under 35 U.S.C. §102”

Disclosure: No such documents are in Plaintiff’s possession, custody, or control.

Patent Local Rule 3-2(b): “All documents evidencing the conception, reduction to practice,
design, and development of each claimed invention, which were created on or before the date of
application for the patent in suit or the priority date identified pursuant to P. R. 3-1(¢), whichever
is earlier”

Disclosure: See invention disclosure statement INTEL0000116-123 produced herewith.
Any redaction in this document was made by third-party Intel Corp., not Plaintiff.

Patent Local Rule 3-2(c): “A copy of the file history for each patent in suit.”

Disclosure: See DPRIME-MTEKO0002115-DPRIME-MTEK0002386, produced

herewith.

Dated: September 4, 2024
/s/ Garland Stephens

Garland Stephens
LEAD ATTORNEY
Texas Bar No. 24053910
garland@bluepeak.law
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Justin Constant
Texas Bar No. 24067551
justin@bluepeak.law
Robert Magee
California Bar No. 271443
robert@bluepeak.law
Anna Dwyer (pro hac vice)
New York Bar No. 5334875
anna@bluepeak.law
Richard Koehl
Texas Bar No. 24115754
richard@bluepeak.law

BLUE PEAK LAW GROUP LLP

3139 West Holcombe Blvd, PMB 8160
Houston, TX 77025

Telephone: 281-972-3036

Of Counsel:

WARD SMITH & HILL, PLLC
Claire Abernathy Henry
Texas State Bar No. 24053063
claire@wsfirm.com

Charles Everingham IV
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EXHIBIT F-1
(INFRINGEMENT OF U.S PATENT NO. 9.887.838)

Claim Language

Accused Instrumentalities

1. A system-on-a-
chip apparatus
comprising:

To the extent the preamble of claim 1 is deemed limiting, the 838 CryptoCore Accused Products
comprise processors or systems-on-a-chip (SoCs) that include MediaTek’s CryptoCore cryptographic
module, including but not limited to electronic devices containing SoCs or microprocessors based on
or derived from ARMvVS.0 architecture, as well as subsequent revisions to the ARM architecture such
as the ARMv9 architecture, including at least MediaTek Helio X30, P60, P22, P23, A22, and
MT6739, MT8183, MT8788, MT8766 and MT8786, Dimensity 9200 and 9220+. See
https://www.mediatek.com/blog/mediatek-cryptocore-cryptographic-module-receives-fips-140-2-
validation-certificate; https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-
9200plus; https://www.mediatek.com/products/smartphones-2/mediatek-dimensity-9200 .

1.2

a system-on-a-
chip comprising a
security engine
that is separate
from a processor
core of the
system-on-a-chip
and has a secure
memory
accessible only by
the security
engine, wherein
the secure
memory includes
a security key that
was encoded in
the secure
memory during a

Each of the *838 CryptoCore Accused Products comprises a system-on-a-chip based on or derived
from the ARMvS8.0, ARMvS8.2, or ARMV9 architecture.

The SoCs in the 838 CryptoCore Accused Products comprise a security engine that is separate from
a processor core. Specifically, as shown in the figure below, SoCs that include MediaTek’s
CryptoCore cryptographic module include a sub-chip module which implements the CryptoCore
cryptographic module hardware that is separate from a processor core of the system-on-a-chip:

MediaTek Exhibit 1016, Page 50 of 160



Claim Language

Accused Instrumentalities

manufacturing
process of the
system-on-a-chip,
the security
engine to:

| Physical boundary - module boundary

power

External Memory Interface

r ]

Power ARM v8 Processor Secure Boot On-Chip SRAM
interface ROM n-Chip
w/ Trustzone Extension
| TrustZone aware Bus Fabi I
3 x x
t RQ J‘ 4 Ra T ]
[ A%t Asyne siic [ AP8 Asyn sice | [ Axlhyrum [ AP8 Async sice | oot [ o etand
Cock
l SocuuConl ‘ Public Core d.ﬂ_ Control
¥
[ Aximaster [ arBsiave | [ AXi Master [ apBsiave |
TRNG Entropy
Souce | G
NVM
o e Secure Processor
(SEP) Descriptor
™ Manager (DM)
£
o
PKA SRAM | = SRAM | DM SRAM ]
J
AB
T Power-downable Power domain
sean - system
Pk
Persistent State Interface | trapping
¥ T ¥ 3 interface
OTP control lier l e 1 [ Life Cycle S ] [ Secur _{ S Timer. Soaa:nii’nh ‘
Always-On Power domain

OTP NVM
Physical boundary - sub-chip module

Physical boundary - host chip

Figure 3 MTK CryptoCore System Diagram

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, Figure 3, available at
https://csrc.nist.rip/CSRC/media/projects/cryptographic-module-validation-

program/documents/security-policies/140sp3264.pdf.

As shown in the figures above and below, the *838 CryptoCore Accused Products include also have
secure memory accessible only by the security engine.
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Claim Language | Accused Instrumentalities

2.1.1 Module Embodiment

MTK CryptoCore is integrated in MediaTek Helio X30 mobile SoC, where the host processor runs two
separate operational environments: a Secure OS, also called a Trusted Execution Environment (TEE), and
a Public OS as a Rich Execution Environment (REE). The hardware isolation technology enforces data and
control separation between the two environments containing the hardware and the firmware
components. The firmware in the TEE is generally compact and strictly controlled. The firmware in the
REE consists of a fixed kernel and an application layer, and the latter usually modifiable by the user.
Therefore hardware and firmware belonging to the TEE are collectively called “Secure World” while those
belonging to the REE are called “Public World”. The REE OS for this certification is Linux kernel and Android
operating system. The module’s hardware and firmware reflects the system architecture, with the
components largely divided into two “cores” — the Secure Core and Public Core. The cores communicate
via a Persistent State Interface registers to synchronize their state and pass parameters. The module’s
high level diagram, divided between the TEE and REE “worlds”, is shown in Figure 1

Physical Boundary — Host
Chip, Module Firmware

Module Firmware

Logical Boundary - |

1

CryptoCore Secure Core | Persistent CryptoCore Public Core

Physical Boundary —
Sub-Chip Module

Figure 1 MTK CryptoCore High Level Diagram

Id. at2 & Figure 1.
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The secure memory in the *838 Accused Product also includes a security key that was encoded in the
secure memory during a manufacturing process of the system-on-a-chip.

As shown above in Figure 3, above, secure memory in the security engine of the *838 CryptoCore
Accused Products includes One Time Programmable Non-Volatile Memory (OTP NVM). Secure keys
are encoded into the OTP during manufacturing:

Name Type |Length | Purpose Storage Entry and Zeroization
(bit) Derivation
Device Root Key  |AES 256 Derivation of OTP and Provisioned into OTP: command to
device specific HW OTP during set keytoall 1’s
keys register manufacturing Register: via power-
Plaintext on reset
Provisioning Root |AES 128 Derivation of OTP Provisioned into command to set key
Master Key the Provisioning | Plaintext OTP during toall1’s
Master Key manufacturing
Id. at 27.

On information and belief, the CryptoCore module is based upon the ARM TrustZone module
(“Trustzone™) which is separate from ARM CPU (“processor”) cores within those SoCs. Trustzone
includes secure memory components such as Trusted RAM, Trusted ROM, OTP fuses, NV Counter,
Entropy Source, etc. (“secure memory”) for storing sensitive information such as cryptographic keys
created and used for secure/encrypted sessions.

TrustZone for Armv8-A

MediaTek Exhibit 1016, Page 53 of 160




Claim Language

Accused Instrumentalities

Here is an example of A Trust7one-enabled system:

ol

Interconnect Sysiems

B :-cueovoe [ Corfipurable [ Mon-securs

This section explores the key components in this system and their role in TrustZone.

Our emample TrustZone-enabled system indudes several devices which we hawe not yet covered, but which we need to build a practical system.

» [ One-time programmable memary {OTF) or fuses
These are memaries that cannot be changed once they are written. Unlike a boot ROM which cantains the sarme image on each chip, the
OTP can be programmed with device unigquea values and possily GEM unigue values

“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e33404e6¢f12278ad8ced?token=.

TrustZone provides hardware isolation between ARM’s CPU cores and the SoC’s secure operating
environment, and includes one-time programmable memory or fuses that can be programmed with
device unique values such as a security key.
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Claim Language

Accused Instrumentalities

“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e33404e6¢f12278ad8ced?token=, “TrustZone for Cortex-A,” available at
https://developer.arm.com/ip-products/security-ip/trustzone/trustzone-for-cortex-a.

TrustZone includes ARM’s Trusted Execution Environment (TEE). By design, accesses to the secure
memory blocks within TrustZone are limited to components and applications within the TEE.

The SoCs in the 838 Accused Products, include a secure memory, which includes a security key
encoded in the secure memory during a manufacturing process of the SoC. Specifically, the ARM
TrustZone includes a One-Time Programmable (OTP) memory which is a device-unique private key
programmed when the chip and/or device is being manufactured. OTP information is used for
generating device-unique cryptographic keys (“security key”) that are exchanged during
establishment of secure sessions with remote devices:

One of the things that is stored in OTP is a device unique private key. When each chip is manufactured, a randomly generated unique key
is written to the OTP. This device unique private key is used to tie data to the chip.

The advantage of a device unique private key is that it prevents class attacks. If each chip had the same key, if one device is compromised
then all similar devices would also be vulnerable.

OTP is also often used to store hashes of OEM public keys. OTP is relatively expensive compared to other memories. For public keys, only
storing the hash and not storing the full key saves cost.

“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e33404e6ct12278ad8ced?token= , Page 27; “TrustZone for Cortex-A,”
available at https://developer.arm.com/ip-products/security-ip/trustzone/trustzone-for-cortex-a.

1.3

generate a
random nonce for
initiating a
request for a
secure
communication
session with a

The security engine in the 838 CryptoCore Accused Products generate a random nonce for initiating
a request for a secure communication session with a remote server over a network using the nonce.

Specifically, to establish a secure session with a remote device, the 838 CryptoCore Accused
Products use one or more built-in random number generators that is used to generate one or more
cryptographic keys for that session.
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remote server 2|®
g |2
over a network CAVP Algorithm Standard Mode / Key Lengths, Use i ®
. . Cert Method | Curves or Moduli o |9
using the nonce; 3 |3
DRBG Random
1661 I [SP800-90A] CTR-DRBG 256 Number
(Deterministic Generation
Random Bit
Generator)
Vendor-|CKG (Crypto Key . Symmetric Key
affirmed|Generation) [5P800-133] 128 Generation v
Random Bit
Generator)
Vendor-|CKG (Crypto Key . Symmetric Key
affirmed|Generation) [5P800-133] 128 Generation v

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, available at
https://csrc.nist.rip/CSRC/media/projects/cryptographic-module-validation-
program/documents/security-policies/140sp3264.pdf, at 4-6.

The security engine included in the 838 CryptoCore Accused Products is designed to provide key
management and high-throughput cryptographic operations for secure communications including, for
example, secure playback of DRM-protected media, IPSec VPNs, TLS/SSL link protection and
more:

2.1 Module Overview

The MTK CryptoCore cryptographic module (hereafter referred to as “the module”) is designed to provide
foundational security services for the platform, including secure boot, secure life cycle state, platform
identity and key management. It offers high-throughput cryptography operations, suitable for a diverse
set of use cases, such as secure playback of DRM-protected media content, IPSec VPNs, TLS/SSL link
protection, drive encryption and more.

Id. at 1.

The security engine included in the *838 CryptoCore Accused Products generates a random nonce to
initiate a request for a secure communication session with a remote server over a network using the
nonce.
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For example, when initiating a secure session with Transport Layer Security (“TLS”),

MediaTek’s CryptoCore cryptographic module generates a random nonce (called a “client random”
below) to initiate a request for a secure communication session with a remote server over a network
using the nonce during the TLS handshake:

What is a TLS handshake?

Client
Server
/@
\1., e
SYN e e e L P PP
SYN ACK
ACK gaq
33
ClientHello .
ServerHello
Certificate
ServerHelloDone
ClientKeyExchange =
ChangeCipherSpec ==
Finished 30
a
ChangeCipherSpec
Finished

TLS is an encryption and authentication protocol designed to secure Internet
communications. A TLS handshake is the process that kicks off a communication
session that uses TLS. During a TLS handshake, the two communicating sides exchange
messages to acknowledge each other, verify each other, establish the cryptographic
algorithms they will use, and agree on session keys. TLS handshakes are a foundational
part of how HTTPS works.

skoksk
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When does a TLS handshake occur?

A TLS handshake takes place whenever a user navigates to a website over HTTPS and
the browser first begins to query the website's origin server. A TLS handshake also

happens whenever any other communications use HTTPS, including API calls and DNS
over HTTPS queries. o

TLS handshakes occur after a TCP connection has been opened via a TCP handshake.

skksk

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a
server. A TLS handshake involves multiple steps, as the client and server exchange the
information necessary for completing the handshake and making further conversation
possible.

The exact steps within a TLS handshake will vary depending upon the kind of key
exchange algorithm used and the cipher suites supported by both sides. The RSA key
exchange algorithm, while now considered not secure, was used in versions of TLS
before 1.3. It goes roughly as follows:

1. The 'client hello' message: The client initiates the handshake by sending a "hello"
message to the server. The message will include which TLS version the client
supports, the cipher suites supported, and a string of random bytes known as the
"client random."

*kkosk
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What is different about a handshake in TLS
1.3?

TLS 1.3 does not support RSA, nor other cipher suites and parameters that are
vulnerable to attack. It also shortens the TLS handshake, making a TLS 1.3 handshake
both faster and more secure.

The basic steps of a TLS 1.3 handshake are:

Client hello: The client sends a client hello message with the protocol version, the
client random, and a list of cipher suites. Because support for insecure cipher suites
has been removed from TLS 1.3, the number of possible cipher suites is vastly
reduced. The client hello also includes the parameters that will be used for
calculating the premaster secret. Essentially, the client is assuming that it knows the
server's preferred key exchange method (which, due to the simplified list of cipher
suites, it probably does). This cuts down the overall length of the handshake — one
of the important differences between TLS 1.3 handshakes and TLS 1.0, 1.1, and 1.2
handshakes.

See https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

On information and belief, the generation of a random nonce in the 838 Accused Products is based
on the generation of a random nonce in TrustZone. Specifically, to establish a secure session with a
remote device, TrustZone uses an in-built True Random Number Generator (TRNG) for generating a
random number which is combined with OTP information to generate cryptographic keys for that
session. The TRNG-generated random number is used only once per session (“generate a random
nonce”).

yoe

About the TRNG

The True Random Number Generator (TRNG) generates a random bit stream.

The entropy of the random bit stream complies with the standards that are described in Compliance. The
TRNG is designed for simple SoC integration. The typical usage of a TRNG is key generation or for seeding
approved deterministic random number generators.

10
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TrustZone Random
Number Generator

The use of unpredictable random numbers underpins most modern security
schemes. A True Random Number Generator (TRNG) is a mandatory

component in any system that generates cryptographic assets.

Based on Physical Sources of Entropy

The &rm TrustZfone TRNG hardware module generates full
entropy bits based on a physical process. It is responsible for
creating true random bits, used to seed Deterministic Randam

Bit Generator (DRBG) algorithms.

https://developer.arm.com/documentation/100976/0000/Introduction/About-the-TRNG ,
https://www.arm.com/products/silicon-ip-security/random-number-generator.

The generation of a random nonce to initiate a request for a secure communication session with a
remote server over a network uses the nonce. For example, when initiating a secure session per the
Secure Sockets Layer (“SSL”) protocol, the ARM device will use a unique TRNG-generated random
number for generating cryptographic keys to authenticate, encrypt and decrypt data exchanged with a
remote device.

11
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The Client Hello Message

For communications to begin between a client and a server, the client
must first initiate a client hello message. The contents of this message
provide the server with data (such as version, random value, session ID,
acceptable ciphers, and acceptable compression methods) about variables
that are supported by the client. This message can come as a client
response to a hello request (from the server), or on its own initiative the
client can use it to renegotiate the security parameters in an existing con-
nection.
A client hello message contains the following fields:

Client_version This field provides the highest SSL version that is
understood by the client.

Random This field contains a client-generated random structure
that will be used for later eryptographic computations in the SSL
protocol. The 32-byte random structure is not entirely random.
Rather, it is made up of a 4-byte date/time stamp, with the remaining
28 bytes of data being randomly generated. The date/time stamp
assists in the prevention of replay attacks.

Session_id This field contains a variable-length session identifier.
This field should be empty if no session identifier is available or if the
client wishes to generate new security parameters. If the session

RSA Security's Official Guide to Cryptography, Page 250, 256, 257.
https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

1.4

perform a
cryptographic key
exchange with the
remote server;

The security engine included in the 838 CryptoCore Accused Products performs a cryptographic key
exchange with the remote server.

The security engine included in the 838 CryptoCore Accused Products is designed to provide key
management and high-throughput cryptographic operations for secure communications including, for
example, secure playback of DRM-protected media, [IPSec VPNs, TLS/SSL link protection and
more:

12
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2.1 Module Overview

The MTK CryptoCore cryptographic module (hereafter referred to as “the module”) is designed to provide
foundational security services for the platform, including secure boot, secure life cycle state, platform
identity and key management. It offers high-throughput cryptography operations, suitable for a diverse
set of use cases, such as secure playback of DRM-protected media content, IPSec VPNs, TLS/SSL link
protection, drive encryption and more.

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, at 1.

The security engine included in the 838 CryptoCore Accused Products performs a cryptographic key
exchange with the remote server, for example, when performing a TLS handshake:

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a
server. A TLS handshake involves multiple steps, as the client and server exchange the
information necessary for completing the handshake and making further conversation
possible.

The exact steps within a TLS handshake will vary depending upon the kind of key
exchange algorithm used and the cipher suites supported by both sides. The RSA key

skoksk

13
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What is different about a handshake in TLS
1.3?

TLS 1.3 does not support RSA, nor other cipher suites and parameters that are
vulnerable to attack. It also shortens the TLS handshake, making a TLS 1.3 handshake
both faster and more secure.

The basic steps of a TLS 1.3 handshake are:

Client hello: The client sends a client hello message with the protocol version, the
client random, and a list of cipher suites. Because support for insecure cipher suites
has been removed from TLS 1.3, the number of possible cipher suites is vastly
reduced. The client hello also includes the parameters that will be used for
calculating the premaster secret. Essentially, the client is assuming that it knows the
server's preferred key exchange method (which, due to the simplified list of cipher
suites, it probably does). This cuts down the overall length of the handshake — one
of the important differences between TLS 1.3 handshakes and TLS 1.0, 1.1, and 1.2
handshakes.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

TLS supports three basic key exchange modes:

- (EC)DHE (Diffie-Hellman over either finite fields or elliptic
curves)

- PSK-only

- PSK with (EC)DHE

The Transport Layer Security (TLS) Protocol Version 1.3, RFC 8446, at 10.

The security engine included in the 838 CryptoCore Accused Products provides key establishment
services based on (EC)DHE:

7.4 Key Establishment

Key establishment and key derivation services offered by the module are detailed in Section 4.2. The
module offers key establishment services based on the approved Elliptic Curve Diffie-Hellman and Finite
Field Diffie-Hellman [SP800-56A], and the non-approved Elliptic Curve Integrated Encryption Scheme
[IEEE1363]. The key establishment services are only allowed when using keys allowed by [SP800-131A].

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, at 28.

14
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In the TLS 1.3 key exchange the client sends a ClientHello message which contains the random
nonce and a list of symmetric cipher/HKDF hash pairs:

In the Key Exchange phase, the client sends the ClientHello

(Section 4.1.2) message, which contains a random nonce
(ClientHello.random); its offered protocol versions; a list of
symmetric ciphex/HKDF hash pairs; either a set of Diffie-Hellman key
shares (in the "key_share" (Section 4.2.8) extension), a set of
pre-shared key labels (in the "pre_shared_key" (Section 4.2.11)
extension), or both; and potentially additional extensions.
Additional fields and/or messages may also be present for middlebox
compatibility.

The server processes the ClientHello and determines the appropriate
cryptographic parameters for the connection. It then responds with
its own ServerHello (Section 4.1.3), which indicates the negotiated
connection parameters. The combination of the ClientHello and the
ServerHello determines the shared keys. If (EC)DHE key establishment
is in use, then the ServerHello contains a "key_share" extension with
the server's ephemeral Diffie-Hellman share; the server's share MUST
be in the same group as one of the client's shares. If PSK key
establishment is in use, then the ServerHello contains a
"pre_shared_key" extension indicating which of the client's offered
PSKs was selected. Note that implementations can use (EC)DHE and PSK
together, in which case both extensions will be supplied.

The Transport Layer Security (TLS) Protocol Version 1.3, RFC 8446, at 12.

1.5

generate a
symmetric
session key,
based on the
cryptographic key
exchange, to
encrypt messages
sent to the remote
server and
decrypt messages
received from the
remote server

The security engine included in the 838 CryptoCore Accused Products generates a symmetric session
key, based on the cryptographic key exchange, to encrypt messages sent to the remote server and
decrypt messages received from the remote server during the secure communication session;

The security engine included in the 838 CryptoCore Accused Products is designed to provide key
management and high-throughput cryptographic operations for secure communications including, for
example, secure playback of DRM-protected media, IPSec VPNs, TLS/SSL link protection and more:

2.1 Module Overview

The MTK CryptoCore cryptographic module (hereafter referred to as “the module”) is designed to provide
foundational security services for the platform, including secure boot, secure life cycle state, platform
identity and key management. It offers high-throughput cryptography operations, suitable for a diverse
set of use cases, such as secure playback of DRM-protected media content, IPSec VPNs, TLS/SSL link
protection, drive encryption and more.

15
MediaTek Exhibit 1016, Page 64 of 160



Claim Language

Accused Instrumentalities

during the secure
communication
session;

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, at 1.

The security engine included in the 838 CryptoCore Accused Products generates a symmetric session
key, based on the cryptographic key exchange, to encrypt messages sent to the remote server and

decrypt messages received from the remote server during the secure communication session, for
example, when performing a TLS handshake:

What happens during a TLS handshake?

During the course of a TLS handshake, the client and server together will do the
following:

« Specify which version of TLS (TLS 1.0, 1.2, 1.3, etc.) they will use
- Decide on which cipher suites (see below) they will use

« Authenticate the identity of the server via the server's public key and the SSL
certificate authority's digital signature

- Generate session keys in order to use symmetric encryption after the handshake is
complete

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

TLS 1.3 generates a symmetric key based on the (EC)DHE and symmetric cipher/HKDF hash pair

negotiated during the key exchange. See The Transport Layer Security (TLS) Protocol Version 1.3,
RFC 8446, at 26, 93.

TLS 1.3 requires support of at least the symmetric cipher AES 128 GCM and HMAC-based Extract-
and-Expand Key Derivation Function (HKDF) based on SHA 256. Id. at 102. Both of these (and
others supported by TLS 1.3) are supported by Mediatek’s CryptoCore cryptographic module:

16
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Service Name Purpose Paene Keys and CSPs % © g g 9

LA )

AES Encryption AES-128, 192, 256, Input: User keys (1) v a4

Public Core Decryption modes: ECB, CBC, CTR,
Approved OFB, CMAC, XTS, CTS
(CBC-CS1), GCM, GMAC

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, at 19.

el w
c o
CAVP Mode / Key Lengths, g e
3 ) o 3
Cert Algorithm Standard Method Curves or Moduli Use S 9
3|3
HMAC SHA-1,
[FIPS198- } . Message
3130 [HMAC 1,RFC2104] SHA-224,SHA authentication v
256
HMAC SHA-1,
[FIPS198- SHA-224, SHA- Message
3191, [HMAC 1,RFC2104] 256, SHA-384, authentication o
SHA-512
Id. at 4-5.

On information and belief, the generation of such a key in the ’838 Accused Products is based on the
TrustZone Trusted Base System Architecture (TBSA) which includes Key Derivation Algorithms
that are responsible for generating various encryption keys, including symmetric and session keys,
and are exchanged with remote devices during cryptographic the key exchange process to initiate

secure sessions.

17
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4. System architecture

So far in this guide, we have cancentrated on the pracessor, but TrustZone is much more than ji
a set of processor features. To take advantage of the TrustZone features, we need support in th
rest of the system as well.

Here is an example of a TrustZone-enabled system:

Figure 4-1: System architecture

I Socure I socurcavare [ Configursble I Mon-secure

4.9 Trusted Base System Architecture
The Trusted Base System Architecture (TBSA] is a set of guidelines from Arm for system designers.

TBSA provides recommendations on what resources different use cases require, for example, how
many bits of OTP are required.

“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e33404e6¢f12278ad8ced?token= .

18
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Cryptographic Computations

We have used the term “shared secret” to explain how traffic is encrypted
in SSL. Now let’s look at the generation of the master secret, which is
derived from the pre-master secret. In the case of RSA or Fortezza cryp-
tography, the pre-master secret is a value generated by the client and sent
to the server via the client key exchange message. In Diffie-Hellman cryp-
tography, the pre-master secret is generated by each side (server and
client) using the other party’s Diffie-Hellman public values.

In each of these three cases, after a pre-master secret is generated and
both sides are aware of it, the master secret can be computed. The master
secret, which is used as the shared secret, is made up of several hash cal-
culations of data previously exchanged in messages. Figure 7-18 shows
the format of these calculations.

SSL -- Privacy

Master key established by the client using the server's public key

Master key used to generate two session keys (one for each direction)
€ sessloN Keys are establisned, a ansparently encrypted in both directions

All operations can happen tlansparently from the user's (and higher layer protocols) point of view

RSA Security's Official Guide to Cryptography, Page 263,
https://www.ietf.org/proceedings/32/sec/cat.elgamal.slides.html.

The Trusted world runs a smaller and simpler software stack, which is referred to as a Trusted Execution Environment (TEE). Typically, a TEE

includes several Trusted services that are hosted by a lightweight kernel. The Trusted services provide functionality like key management. This

software stack has a considerably smaller attack surface, which helps reduce vulnerability to attack.

One of the things that is stored in OTP is a device unique private key. When each chip is manufactured, a randomly generated unique key
is written to the OTP. rhl's device unique private key is used to tie data to the chip.l

https://documentation-service.arm.com/static/602167b6873dd96c4deaf49b

1.6

encrypt the
symmetric

The security engine included in the *838 CryptoCore Accused Products encrypts the symmetric
session key based on the security key.

19
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session key based
on the security
key; and

The Secure Key Mechanism in Mediatek’s CryptoCore cryptographic module maintains control over
keys such as the claimed symmetric session key by encrypting them using AES-128 CCM:

2.3.4.7 Secure Key Mechanism

The Secure Key mechanism enables cryptographic operations with the Public Core’s high throughput while
the Secure Core takes full control of the keys. The mechanism uses AES-128 CCM authenticated encryption
for key wrapping with the Session Key, and a dedicated hardware channel for data passing between the
Secure Core and the Public Core. The Session Key is passed from Secure Core to Public Core. The Secure
Core uses the Session Key to encrypt a data structure containing a user key and parameters controlling its
usage. On the Public Core side, the SEP subsystem unwraps the data using the Session Key, checks the
parameters, and loads the key directly into the Public Core encryption engines. The keys are left
inaccessible to the Public Core Firmware. The encrypted Secure Key packages are returned to user, and
are passed from Secure Core RAM to Public Core RAM by an out-of-band mechanism, such as a TEE
application. From there, Secure Key packages can be passed as the key parameter to Public Core functions
supporting Secure Key.

Secure Key packages are rendered inaccessible when Session Key is regenerated, either on power-on or
on demand.

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW VIL.OvFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, at 15.

The internal Session Key used by the Secure Key Mechanism is derived from the Device Root Key
(security key) that was encoded in the secure memory during a manufacturing process of the system-
on-a-chip:

cla[®» |» |e
. ESEE|R
- ecurity » |8 | |5 |g
Service Name Purpose Finetiong Keys and CSPs % © g :o? o
o l®
NIST SP800-108 | Key-Based Key KDF in Counter Mode. Input: User keys (1) v v v
Key Derivation | derivation AES-128 or 256 in Device Root Key (R)
Function function (KBKDF) | CMAC mode Device Root Key (R)
Approved [SP800-108] OEM Key (1)
Output: User Keys (O)
Session Key (W)
Session Key Derive Session Uses the NIST SP800- Input: Device Root Key v v v
Generation Key from Device 108 KBKDF; (R)
Root Key and Uses DRBG Output: Session Key (W)
DRBG output
Id. at 19, 24.
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Name Type |Length | Purpose Storage Entry and Zeroization
(bit) Derivation

Session Key AES 128 Encryption of HW Derived using KBKDF |via power-on reset
Secure Key register from a 96-bit
packages Plaintext random value and
Encryption of CSP in OTP
RAM backups

Id. at 27-28.

On information and belief, the security engines in the ’838 Accused Products are based on the ARM
Trustzone and use symmetric keys that are encrypted using a device-unique private key which is
derived from the OTP. The encrypted session key is stored in the secure memory of the TEE.

1.7

store the
encrypted session
key in the secure
memory,

The security engine included in the 838 CryptoCore Accused Products stores the encrypted session
key in the secure memory:

2.3.4.7 Secure Key Mechanism

The Secure Key mechanism enables cryptographic operations with the Public Core’s high throughput while
the Secure Core takes full control of the keys. The mechanism uses AES-128 CCM authenticated encryption
for key wrapping with the Session Key, and a dedicated hardware channel for data passing between the
Secure Core and the Public Core. The Session Key is passed from Secure Core to Public Core. The Secure
Core uses the Session Key to encrypt a data structure containing a user key and parameters controlling its
usage. On the Public Core side, the SEP subsystem unwraps the data using the Session Key, checks the
parameters, and loads the key directly into the Public Core encryption engines. The keys are left
inaccessible to the Public Core Firmware. The encrypted Secure Key packages are returned to user, and
are passed from Secure Core RAM to Public Core RAM by an out-of-band mechanism, such as a TEE
application. From there, Secure Key packages can be passed as the key parameter to Public Core functions
supporting Secure Key.

Secure Key packages are rendered inaccessible when Session Key is regenerated, either on power-on or
on demand.

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, at 15.

On information and belief, the security engine is based on the ARM TrustZone of ARM SoCs which
contain an encrypted session key, which is stored in a key store of the OTP/TrustZone/TEE.

21
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To combat these new threats, a robust platform architecture is needed. The architecture must be able to
provide a trusted environment that is isolated and protected from the ROS. TrustZone technology supports this
requirement by providing a binary partition that divides the system into two isolated worlds.

+ | Trusted world: This partition is intended to encapsulate and protect all high value assets including code,

data and any hardware assets (such as peripherals) that need to be protected against malicious attack.
ccess to these assets is restricted to Trusted world software and hardware. However, software running

If large amounts of data must be processed, cryptographic algorithms are often accelerated, which makes

symmetric and hashing algorithms the most commonly accelerated functions. Asymmetric algorithms are

complex, which makes full accelerators also complex and quite often large. A common trade-off is to accelerate

only the most computing-intensive parts, for example big integer modulo arithmetic.

Figure 10 shows an example architecture for symmetric algorithm acceleration and an associated Key Store,

Peripheral interfaces Accelerators

~ ‘St T et o

e

:1 SECUfE [
Non-Secure AES —
.1 DB
- Secune
? :i Non-Secure TDES *
% o DMA Key store
=
- —ll Securne
L Non-Secure ¥ SHA-256 / HMALC *
* Dbl
Secure l]

™

Figure 10: Example symmetric orypto acceleration architedhure

Each of the accelerators and the Key Store are peripherals within a TBSA S%oC and must meet the associated
requirements.
The Key 5tore contalns entries of keys and their assoclated metadata. The keys might have been injected

“Trusted Base System Architecture For Armv8-A - Document Number DEN 0021F,” available at
https://developer.arm.com/documentation/den0021/latest/ Page — 15, 52.
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1.8 the system-on-a- | The 838 CryptoCore Accused Products are systems-on-a-chip that establish the secure
chip to establish | communication session with the remote server over the network using the session key.
the secure 2.1 Module Overview
communication The MTK CryptoCore cryptographic module (hereafter referred to as “the module”) is designed to provide

. . foundational security services for the platform, including secure boot, secure life cycle state, platform
session Wlth the identity and key management. It offers high-throughput cryptography operations, suitable for a diverse
remote server set of use cases, such as secure playback of DRM-protected media content, IPSec VPNs, TLS/SSL link
over the network protection, drive encryption and more.
using the session | Id. at 1.
key.
3.1 3. The system-on- | The SoCs in the *838 CryptoCore Accused Products use the session key during the TLS handshake

a-chip apparatus
of claim 1,
wherein the
security engine is
further to
generate a pre-
master key,
encrypt the pre-
master key using
the security key
of the security
engine, and send
the encrypted pre-
master key to the
remote server.

protocol for session-based encryption, decryption and authentication for establishing a secure
communication session with the remote server. On information and belief, the encryption of the pre-
master key uses the security key of the CryptoCore.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:
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1.

The ‘client hello' message: The client initiates the handshake by sending a
"hello" message to the server. The message will include which TLS version the
client supports, the cipher suites supported, and a string of random bytes known
as the "client random."

The 'server hello' message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen

cipher suite, and the "server random," another random string of bytes that's
generated by the server.

Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

The premaster secret: The client sends one more random string of bytes, the
"premaster secret.”" The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets

the public key from the server's SSL certificate.)

Private key used: The server decrypts the premaster secret.

Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.
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7. Client is ready: The client sends a "finished" message that is encrypted with a
session key.
8. Server is ready: The server sends a "finished" message encrypted with a session
key.
9. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.
https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/
4.1 4. The system-on- | The SoCs in the *838 CryptoCore Accused Products use the session key during the TLS handshake

a-chip apparatus
of claim

3 wherein the
security engine is
further to wrap
the pre-master
key using a server
public key and
store the wrapped
pre-master key in
the secure
memory.

protocol for session-based encryption, decryption and authentication for establishing a secure
communication session with the remote server. During the TLS handshake protocol, the premaster
secret is encrypted with the public key of the server. On information and belief, the key is stored in
the CryptoCore.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

25
MediaTek Exhibit 1016, Page 74 of 160



Claim Language | Accused Instrumentalities

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

1. The 'client hello’ message: The client initiates the handshake by sending a "hello"
message to the server. The message will include which TLS version the client
supports, the cipher suites supported, and a string of random bytes known as the
“client random."

2. The 'server hello’ message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen

cipher suite, and the "server random," another random string of bytes that's
generated by the server.

3. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

4. The premaster secret: The client sends one more random string of bytes, the
"premaster secret." The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)
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5. Private key used: The server decrypts the premaster secret.

6. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

7. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

8. Server is ready: The server sends a "finished" message encrypted with a session
key.

9. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

5.1

5. The system-on-
a-chip apparatus
of claim 3,
wherein the
security engine is
further to:

See Claim 3.1

52

generate the
session key as a
function of the

The SoCs in the *838 CryptoCore Accused Products generate the session key during the TLS
handshake protocol for session-based encryption, decryption and authentication for establishing a
secure communication session with the remote server. During the TLS handshake protocol, the
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pre-master key; session key is generated as a function of the pre-master key. On information and belief, the key is
and stored in the CryptoCore.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

10. The 'client hello’ message: The client initiates the handshake by sending a "hello"
message to the server. The message will include which TLS version the client
supports, the cipher suites supported, and a string of random bytes known as the
“client random."

11. The 'server hello’ message: In reply to the client hello message, the server

sends a message containing the server's SSL certificate, the server's chosen
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cipher suite, and the "server random," another random string of bytes that's
generated by the server.

12. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

13. The premaster secret: The client sends one more random string of bytes, the
"premaster secret.”" The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)

14. Private key used: The server decrypts the premaster secret.

15. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

16. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

17. Server is ready: The server sends a "finished" message encrypted with a session
key.
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18. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

53

calculate a hash
function as a
function of the
random nonce
generated by the
security engine
and a nonce
received from the
remote server.

The SoCs in the 838 CryptoCore Accused Products generate the session key during the TLS
handshake protocol for session-based encryption, decryption and authentication for establishing a
secure communication session with the remote server. During the TLS handshake protocol, the
session key is generated as a function of the pre-master key, a client random (nonce) and, a server
random (nonce). On information and belief, the key is stored in the CryptoCore.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

19. The 'client hello’ message: The client initiates the handshake by sending a "hello"

message to the server. The message will include which TLS version the client
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supports, the cipher suites supported, and a string of random bytes known as the
“client random."

20. The 'server hello’ message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen

cipher suite, and the "server random," another random string of bytes that's
generated by the server.

21. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

22. The premaster secret: The client sends one more random string of bytes, the
"premaster secret.”" The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)

23. Private key used: The server decrypts the premaster secret.

24. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.
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25. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

26. Server is ready: The server sends a "finished" message encrypted with a session
key.

27.Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

6.1

6. The system-on-
a-chip apparatus
of claim 1,
wherein the
security engine is
further to
generate a public
Diffie-Hellman
client key and a
private Diffie-
Hellman client
key, sign the
public Diffie-
Hellman client
key using the
security key of
the security

The SoCs in the 838 CryptoCore Accused Products, when using an ephmeral Diffie-Hellman
handshake in the TLS protocol, will generate a public Diffie-Hellman client key and a private Diffie-
Hellman client key, sign the public Diffie-Hellman client key using the security key of the security
engine, and send the signed public Diffie-Hellman key to the remote server.

All TLS handshakes make use of asymmetric cryptography (the public and private key), but
not all will use the private key in the process of generating session keys. For instance, an
ephemeral Diffie-Hellman handshake proceeds as follows:

1. Client hello: The client sends a client hello message with the protocol version,
the client random, and a list of cipher suites.
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engine, and send
the signed public
Diffie-Hellman
key to the remote
server.

2. Server hello: The server replies with its SSL certificate, its selected cipher suite,
and the server random. In contrast to the RSA handshake described above, in
this message the server also includes the following (step 3):

3. Server's digital signature: The server computes a digital signature of all the
messages up to this point.

4. Digital signature confirmed: The client verifies the server's digital signature,
confirming that the server is who it says it is.

5. Client DH parameter: The client sends its DH parameter to the server.

6. Client and server calculate the premaster secret: Instead of the client
generating the premaster secret and sending it to the server, as in an RSA
handshake, the client and server use the DH parameters they exchanged to
calculate a matching premaster secret separately.

7. Session keys created: Now, the client and server calculate session keys from the
premaster secret, client random, and server random, just like in an RSA
handshake.

8. Client is ready: Same as an RSA handshake.

9. Server is ready
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10. Secure symmetric encryption achieved

*DH parameter: DH stands for Diffie-Hellman. The Diffie-Hellman algorithm uses
exponential calculations to arrive at the same premaster secret. The server and client each
provide a parameter for the calculation, and when combined they result in a different
calculation on each side, with results that are equal.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

9.1 9. A method See Claim 1.
comprising:
9.2 generating a See Claim 1.3.
random nonce in
a security engine | The random nonce in the’838 CryptoCore Accused Products is generated in the CryptoCore separate
that is separate from the processor core in the SoC. See Claim 1.2.
from a processor
core of a system-
on-a-chip of a
client device;
9.3 initiating, using See Claim 1.3. The SoCs in the 838 CryptoCore Accused Products based on the ARMvS architecture,

the client device,
a request for a
secure
communication
session with a
remote server
over a network,
the request

generate a random nonce to initiate a request for a secure communication session with a remote server
over a network using the nonce.
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including the
random nonce;

9.4

performing a
cryptographic key
exchange, using
the security
engine of the
system-on-a-chip,
with the remote
server;

See Claim 1.4.

9.5

generate a
symmetric
session key to
encrypt messages
sent to the remote
server and
decrypt messages
received from the
remote server
during the secure
communication
session;

See Claim 1.5

9.6

encrypting the
session key based
on a security key
that was encoded
in a secure
memory of the
security engine
during a
manufacturing

See Claim 1.5. The security key is encoded in the memory during a manufacturing process of the
SoC. See Claim 1.3.
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process of the
system-on-a-chip;

9.7

storing the
encrypted session
key in the secure
memory of the
security engine of
the system-on-a-
chip; and

See Claim 1.7.

9.8

establishing,
using the client
device, the secure
communication
session with the
remote server
using the session
key.

See Claim 1.8.

10.1

10. The method
of claim 9,
wherein initiating
a request for a
secure
communication
session comprises
sending a
ClientHello
message,
including the
nonce, to the
remote server;

The SoCs in the *838 CryptoCore Accused Products based on the ARMvS architecture, when initiating
a TLS handshake will sent a ClientHello message that includes a random (nonce).

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange

algorithm used and the cipher suites supported by both sides. The RSA key exchange
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and further
comprising:

algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

1. The 'client hello' message: The client initiates the handshake by sending a
"hello" message to the server. The message will include which TLS version the
client supports, the cipher suites supported, and a string of random bytes known
as the "client random."

2. The 'server hello' message: In reply to the client hello message, the server sends
a message containing the server's SSL certificate, the server's chosen cipher

suite, and the "server random," another random string of bytes that's generated
by the server.

3. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

4. The premaster secret: The client sends one more random string of bytes, the
"premaster secret." The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)
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5. Private key used: The server decrypts the premaster secret.

6. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

7. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

8. Server is ready: The server sends a "finished" message encrypted with a session
key.

9. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

10.2

receiving a
ServerHello
message from the
remote server, the
ServerHello
message
including a server
nonce; and

The SoCs in the 838 CryptoCore Accused Products based on the ARMv8 architecture, when
initiating a TLS handshake will receive a ServerHello message that includes a random (nonce).

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.
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The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

10. The 'client hello’ message: The client initiates the handshake by sending a
"hello" message to the server. The message will include which TLS version the
client supports, the cipher suites supported, and a string of random bytes known
as the "client random."

11. The 'server hello’ message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen
cipher suite, and the "server random," another random string of bytes that's
generated by the server.

12. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

13. The premaster secret: The client sends one more random string of bytes, the
"premaster secret." The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)
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14. Private key used: The server decrypts the premaster secret.

15. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

16. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

17. Server is ready: The server sends a "finished" message encrypted with a session
key.

18. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/
10.3 storing the server | On information and belief, the server random is stored in the CryptoCore in the SoCs in the *838
nonce in the CryptoCore Accused Products.
secure memory of
the security
engine of the
system-on-a-chip.
11.1 11. The method See Claim 9; see also claim 3.1

of claim 9,
wherein
performing the
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cryptographic key
exchange with the
remote server
comprises:

11.2

generating a pre-
master key in the
security engine;

See Claim 3.1

11.3

encrypting the
pre-master key
using the security
key of the
security engine;
and

See Claim 3.1

11.4

sending the
encrypted pre-
master key to the
remote server.

See Claim 3.1

12.1

12. The method
of claim 11,
further
comprising:

See Claim 4.1

12.2

wrapping the pre-
master key in the
security engine of
the system-on-a-
chip using a
server public key,
and

See Claim 4.1

12.3

storing the
wrapped pre-
master key in the

See Claim 4.1
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secure memory of
the security
engine of the
system-on-a-chip.

13.1

13. The method
of claim 11,
wherein
performing the
cryptographic key
exchange with the
remote server
comprises
generating the
session key in the
security engine of
the system-on-a-
chip as a function
of the pre-master
key.

See Claim 11; see also claim 5.1, 5.2

14.1

14. The method
of claim 13,
wherein
generating the
session key in the
security engine
comprises
calculating, using
the security
engine of the
system-on-a-chip,

See Claim 13; see also claim 5.3
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a hash function as
a function of the
random nonce
generated by the
security engine
and a nonce
received from the
remote server.

15.1

15. The method
of claim

9 wherein
performing the
cryptographic key
exchange with the
remote server
comprises:

See Claim 9; see also claim 6.1

15.2

generating, in the
security engine of
the system-on-a-
chip, a public
Diffie-Hellman
client key and a
private Diffie-
Hellman client
key;

See Claim 6.1

15.3

signing the public
Diffie-Hellman
client key using
the security key
of the security

See Claim 6.1
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engine of the
system-on-a-chip;

15.4

sending the
signed public
Diffie-Hellman
key to the remote
server;

See Claim 6.1

15.5

receiving a public
Diffie-Hellman
server key from
the remote server;
and

See Claim 6.1

15.6

generating, in the
security engine of
the system-on-a-
chip, the session
key as a function
of the private
Diffie-Hellman
client key and the
public Diffie-
Hellman server
key.

See Claim 6.1

17.1

17. One or more
non-transitory
machine-readable
storage media
comprising a
plurality of
instructions
stored thereon

The *838 CryptoCore Accused Products include machine-readable storage media with instructions
that cause the computing device to initiate a secure connection. See Claim 1.1.
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that, in response
to execution by a
computing
device, cause the
computing device
to:

17.2

generate a
random nonce in
a security engine
that is separate
from a processor
core of a system-
on-a-chip of the
computing
device;

See Claim 1.3

17.3

initiate a request
for a secure
communication
session with a
remote server
over a network,
the request
including the
random nonce;

See Claim 1.3

17.4

perform a
cryptographic key
exchange, using
the security
engine of the
system-on-a-chip,
with the remote
server;

See Claim 1.4
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17.5

generate, based
on the
cryptographic key
exchange, a
symmetric
session key to
encrypt messages
sent to the remote
server and
decrypt messages
received from the
remote server
during the secure
communication
session;

See Claim 1.5

17.6

encrypt the
session key based
on a security key
that was encoded
in a secure
memory of the
security engine
during a
manufacturing
process of the
system-on-a-chip;

See Claim 1.6

17.7

store the session
key in the secure
memory of the
security engine of
the system-on-a-
chip; and

See Claim 1.7
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17.8

establish the
secure
communication
session with the
remote server
using the session
key.

See Claim 1.8

18.1

18. The one or
more non-
transitory
machine-readable
storage media

of claim 17,
wherein to initiate
arequest for a
secure
communication
session comprises
to send a
ClientHello
message,
including the
nonce, to the
remote server;
and

See Claim 17; see also claim 10.1

18.2

wherein the
plurality of
instructions
further cause the
computing device
to: receive a

See Claim 10.2
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ServerHello
message from the
remote server, the
ServerHello
message
including a server
nonce; and

18.3

store the server
nonce in the
secure memory of
the security
engine of the
system-on-a-chip.

See Claim 10.3

19.1

19. The one or
more non-
transitory
machine-readable
storage media

of claim 17,
wherein to
perform the
cryptographic key
exchange with the
remote server
comprises to:

See Claim 17; see also claim 11

19.2

generate a pre-
master key in the
security engine;

See Claim 3.1

19.3

encrypt the pre-
master key using
the security key

See Claim 3.1
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of the security
engine; and

19.4

send the
encrypted pre-
master key to the
remote server.

See Claim 3.1

20.1

20. The one or
more non-
transitory
machine-readable
storage media

of claim 19,
wherein the
plurality of
instructions
further cause the
computing device
to:

See Claim 19; see also claim 4.1

20.2

wrap the pre-
master key in the
security engine of
the system-on-a-
chip with a server
public key, and

See Claim 4.1

20.3

store the wrapped
pre-master key in
the secure
memory of the
security engine of
the system-on-a-
chip.

See Claim 4.1
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21.1

21. The one or
more non-
transitory
machine-readable
storage media

of claim 19,
wherein to
perform the
cryptographic key
exchange with the
remote server
comprises to
generate the
session key in the
security engine of
the system-on-a-
chip as a function
of the pre-master
key.

See Claim 21; see also claim 5.1, 5.2

22.1

22. The one or
more non-
transitory
machine-readable
storage media

of claim 21,
wherein to
generate the
session key in the
security engine
comprises to

See Claim 21; see also claim 5.3
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calculate, using
the security
engine of the
system-on-a-chip,
a hash function as
a function of the
random nonce
generated by the
security engine
and a nonce
received from the
remote server.

23.1

23. The one or
more non-
transitory
machine-readable
storage media

of claim 17,
wherein to
perform the
cryptographic key
exchange with the
remote server
comprises to:

See Claim 17.1

23.2

generate, in the
security engine of
the system-on-a-
chip, a public
Diffie-Hellman
client key and a
private Diffie-

See Claim 6.1
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Hellman client
key;

23.3

sign the public
Diffie-Hellman
client key using
the security key
of the security
engine of the
system-on-a-chip;

See Claim 6.1

234

send the signed
public Diffie-
Hellman key to
the remote server;

See Claim 6.1

23.5

receive a public
Diffie-Hellman
server key from
the remote server;
and

See Claim 7.1

23.6

generate, in the
security engine of
the system-on-a-
chip, the session
key as a function
of the private
DiffieHellman
client key and the
public Diffie-
Hellman server
key.

See Claim 7.1
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24.1

24. The system-
on-a-chip
apparatus

of claim 1,
wherein the
security engine is
communicatively
coupled to the
processor core
through an
interconnect of
the system-on-a-
chip.

See Claim 1. On information and belief, the *838 CryptoCore Accused Products contain a SoC with a
CryptoCore coupled to a processor core through an interconnect.
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Figure 1 MTK CryptoCore High Level Diagram

Under the FIPS 140-2 definitions, MTK CryptoCore cryptographic module is classified as a firmware-hybrid

and sub-chip mndulel The hardware that implements the module is integrated in Helio X30 SoC, makin!
it @ sub-chip cryptographic subsystem. The firmware part of the module, consisting of TEE and REE

components, is stored in flash memory and runs on the host CPU, making it a firmware-hybrid module.

MediaTek, Inc., MEDIATEK CRYPTOCORE HW V1.0, FW V1.0vFIPS 140-2 NON-
PROPRIETARY SECURITY POLICY VERSION 2.2, at 2 & Figure 1, available at
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https://csrc.nist.rip/CSRC/media/projects/cryptographic-module-validation-

program/documents/security-policies/140sp3264.pdf.

Physical boundary - module boundary

-
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Figure 3 MTK CryptoCore System Diagram

Id. Figure 3.
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(INFRINGEMENT OF U.S PATENT NO. 9.887.838)
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1. A system-on-a-
chip apparatus
comprising:

To the extent the preamble of claim 1 is deemed limiting, the 838 Patent Securyzr Accused Products
comprise processors or systems-on-a-chip (SoCs) that include the Securyzr cryptographic module,
including but not limited to electronic devices containing SoCs or microprocessors based on or
derived the ARMV9 architecture, as well as subsequent revisions including the ARMv9.2
architecture, including at least MediaTek’s Dimensity 9300. See “Secure-IC announces the
integration of Securyzr™ technology in MediaTek's new flagship smartphone chip, Dimensity
9300,” available at Secure-1C announces the integration of Securyzr™ technology in MediaTek's
new flagship smartphone chip, Dimensity 9300 (design-reuse.com); Secure-IC, “Tight side-channel
security bounds on hardware cryptographic engines,” available at https://wiki.f-
si.org/images/9/9b/20240620 FSiC_security.pdf; “Securyzr Integrated Secure Element,” available at
https://b3h9h6w4.rocketcdn.me/wp-content/uploads/2023/03/Secure-1C-

Securyzr iSE_iSSP_Brochure Web.pdf .

1.2

a system-on-a-
chip comprising a
security engine
that is separate
from a processor
core of the
system-on-a-chip
and has a secure
memory
accessible only by
the security
engine, wherein
the secure
memory includes
a security key that

Each of the 838 Patent Securyzr Accused Products comprises a system-on-a-chip based on or
derived from the ARMv8.2 or ARMvV9 architecture.

The SoCs in the *838 Patent Securyzr Accused Products comprise a security engine that is separate
from a processor core. Specifically, as shown in the figure below, SoCs that include the Securyzr
cryptographic module include a module which implements the Securyzr cryptographic module
hardware that is separate from a processor core of the system-on-a-chip.
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was encoded in
the secure
memory during a
manufacturing
process of the
system-on-a-chip,
the security
engine to:

| Host Processor NWM

b

M Security Processor

I RISC

with Cyber Protection

y
‘ Mailbox H SDMAC | ‘ Memaries |

[ ]

SCAFIA Protections |
Key Management |P

]
Secure Debug

\ Il Depends on Securyzr version r

Securyzr™ iSE

\

Secure IC, “Tight side-channel security bounds on hardware cryptographic engines,” at p.11,
available at https://wiki.f-si.org/images/9/9b/20240620 FSiC_security.pdf

As shown in the figures above and below, the *838 Patent Securyzr Accused Products include also
have secure memory accessible only by the security engine. On information and belief, the Securyzr
includes a secure memory comprising memories and key management IP accessible only by the
security engine, including a physically unclonable function (PUF) security key that was encoded in
the secure memory during the manufacturing process, or a one-time programmable (OTP) security
key that was encoded in the secure memory during the manufacturing process, that is identical or
equivalent to the claimed security memory.
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| Host Processor NWM

b

+ M Security Processor

‘ Mailbox H SDMAC | ‘ Memaries | :1 RISC
I with Cyber Protection

SCAFIA Protections

Key Management [P

Secure Debug

\ Il Depends on Securyzr version r

Securyzr™ iSE

\

Id.

On information and belief, the CryptoCore module is based upon the ARM TrustZone module
(“Trustzone”) which is separate from ARM CPU (“processor”) cores within those SoCs. Trustzone
includes secure memory components such as Trusted RAM, Trusted ROM, OTP fuses, NV Counter,

Entropy Source, etc. (“secure memory”) for storing sensitive information such as cryptographic keys
created and used for secure/encrypted sessions.

TrustZone for Armv8-A
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Here is an example of A Trust7one-enabled system:

ol

Interconnect Sysiems

B :-cueovoe [ Corfipurable [ Mon-securs

This section explores the key components in this system and their role in TrustZone.

Our emample TrustZone-enabled system indudes several devices which we hawe not yet covered, but which we need to build a practical system.

» [ One-time programmable memary {OTF) or fuses
These are memaries that cannot be changed once they are written. Unlike a boot ROM which cantains the sarme image on each chip, the
OTP can be programmed with device unigquea values and possily GEM unigue values

“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e33404e6¢f12278ad8ced?token=.

TrustZone provides hardware isolation between ARM’s CPU cores and the SoC’s secure operating
environment, and includes one-time programmable memory or fuses that can be programmed with
device unique values such as a security key.
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“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e33404e6¢f12278ad8ced?token=; “TrustZone for Cortex-A,” available at
https://developer.arm.com/ip-products/security-ip/trustzone/trustzone-for-cortex-a.

TrustZone includes ARM’s Trusted Execution Environment (TEE). By design, accesses to the secure
memory blocks within TrustZone are limited to components and applications within the TEE.

The SoCs in the *838 Accused Products, include a secure memory, which includes a security key
encoded in the secure memory during a manufacturing process of the SoC. Specifically, the ARM
TrustZone includes a One-Time Programmable (OTP) memory which is a device-unique private key
programmed when the chip and/or device is being manufactured. OTP information is used for
generating device-unique cryptographic keys (“security key”) that are exchanged during
establishment of secure sessions with remote devices:

One of the things that is stored in OTP is a device unique private key. When each chip is manufactured, a randomly generated unique key
is written to the OTP. This device unique private key is used to tie data to the chip.

The advantage of a device unique private key is that it prevents class attacks. If each chip had the same key, if one device is compromised
then all similar devices would also be vulnerable.

OTP is also often used to store hashes of OEM public keys. OTP is relatively expensive compared to other memories. For public keys, only
storing the hash and not storing the full key saves cost.

“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e33404e6ct12278ad8ced?token=, Page 27, “TrustZone for Cortex-A,”
available at https://developer.arm.com/ip-products/security-ip/trustzone/trustzone-for-cortex-a.

1.3

generate a
random nonce for
initiating a
request for a
secure
communication

The security engine in the *838 Patent Securyzr Accused Products generate a random nonce for
initiating a request for a secure communication session with a remote server over a network using the
nonce.
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session with a
remote server
over a network
using the nonce;

Specifically, on information and belief, to establish a secure session with a remote device, the *838
Patent Securyzr Accused Products use one or more built-in random number generators, including a
True Random Number Generator (TRNG), to generate a random nonce.

1ACc

Memaories

Key Management |F

Secure IC, “Tight side-channel security bounds on hardware cryptographic engines,” at p.11,
available at https://wiki.f-si.org/images/9/9b/20240620_FSiC_security.pdf

The security engine included in the *838 Patent Securyzr Accused Products is designed to provide
key management and cryptographic services:
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SOFTWARE

et CONNECTIVITY [y
FROM cPU
securlty Client CHIP-TO-CLOUD
erdge
e SECURYZR"

iNTEGRATED SECURE ELEMENT (iSE)
Implemented in the SoC, Securyzr™ iSE provides security from the design
stage and is the starting point of the security by design methodology.

SOFTWARE

HARDWARE

CRYPTO CORES
Pubic Key Crypto, AES, Hash, PQC SECURE PROVISIONING
KEY MANAGEMENT

PUE TRNG SECURE BOOT

PHYSICAL ATTACK PROTECTION SECURE UPDATE

ANTI-TAMPERING
Digita Sensar, Aclive Shield

SECURE MONITORING

CYBER ESCORT UNIT SECURE DEBUG

Securyzr Root of Trust Solutions, available at https://www.secure-ic.com/products/securyzr/root-of-
trust/ .

Key Crypto Secure E Secure Security Management Custom
Provisioning Services Communication Update Monitoring of Extemal Functions .
Protocols J e )

J | \__ Resources J
v

Host Processor
LoNM
! i

¢
| .
I
il

Security Processor
LiRISCV

» Rootof Trust

__________ with Gyber ProtectionIP|  + ™" ! Secure Boot
CHAIN
OF ‘ Isolated
TRUST Processing

Assets
s Management
Lifecycle
Management

Key Management IP

l

SCA/FIA Protection
Security
Controller Debug
I options

[ 1
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https://b3h9h6w4.rocketcdn.me/wp-content/uploads/2023/04/iSE_Diagram.png

Securyzr™ integrated Secure Element (iSE) is Secure-IC Root of Trust solution. Embedded in the main SoC, it offers multiple
services to its host system: provisioning, secure boot, secure firmware update, cryptographic services, multiple protections, etc.
Thanks to its dual computation and strong isolation, it offers an additional layer of security compared to trusted execution
environment. The module s highly flexible and fits all applications of the heterogeneous Intemet-of-Things ecosystem, from the
ultra-low power sensor to the connected car. With Securyzr™ iSE, Secure-IC is also offering Securyzr™ Server, the combination of
the two forming Securyzr™ integrated Security Services Platform (iSSP) solution. The Securyzr™ ISSP enable Secure-IC customers
and partners to securely deploy and remotely manage their fleet of devices from the cloud and be provided with added-value
security services, as well as compliance to standards.

“Securyzr Integrated Secure Element,” available at https://b3h9h6w4.rocketcdn.me/wp-
content/uploads/2023/03/Secure-IC-Securyzr iSE_iSSP_Brochure Web.pdf, at 1.

The security engine included in the 838 Patent Securyzr Accused Products generates a random
nonce to initiate a request for a secure communication session with a remote server over a network
using the nonce.

For example, on information and belief, when initiating a secure session with Transport Layer
Security (“TLS”), MediaTek’s Securyzr crypto core generates a random nonce (called a “client
random” below) to initiate a request for a secure communication session with a remote server over a
network using the nonce during the TLS handshake:
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What is a TLS handshake?

Server

<i ||l|lllll| |

SYN R
"""""" =11 SYN ACK
ACK - ga‘
3%
ClientHello @
ServerHello
************************* ab Certificate
ServerHelloDone
ClientKeyExchange =
ChangeCipherSpec o,__‘
Finished Swn
@
,,,,,,,,,,,,,,,,,,,,,,,,,, _ . ChangeCipherSpec
Finished

TLS is an encryption and authentication protocol designed to secure Internet
communications. A TLS handshake is the process that kicks off a communication
session that uses TLS. During a TLS handshake, the two communicating sides exchange
messages to acknowledge each other, verify each other, establish the cryptographic
algorithms they will use, and agree on session keys. TLS handshakes are a foundational
part of how HTTPS works.

skksk

When does a TLS handshake occur?

A TLS handshake takes place whenever a user navigates to a website over HTTPS and
the browser first begins to query the website's origin server. A TLS handshake also

happens whenever any other communications use HTTPS, including API calls and DNS
over HTTPS queries. o

TLS handshakes occur after a TCP connection has been opened via a TCP handshake.

koksk
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What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a
server. A TLS handshake involves multiple steps, as the client and server exchange the
information necessary for completing the handshake and making further conversation
possible.

The exact steps within a TLS handshake will vary depending upon the kind of key
exchange algorithm used and the cipher suites supported by both sides. The RSA key
exchange algorithm, while now considered not secure, was used in versions of TLS
before 1.3. It goes roughly as follows:

1. The 'client hello' message: The client initiates the handshake by sending a "hello"
message to the server. The message will include which TLS version the client
supports, the cipher suites supported, and a string of random bytes known as the
"client random."

ks

What is different about a handshake in TLS
1.3?

TLS 1.3 does not support RSA, nor other cipher suites and parameters that are
vulnerable to attack. It also shortens the TLS handshake, making a TLS 1.3 handshake
both faster and more secure.

The basic steps of a TLS 1.3 handshake are:

Client hello: The client sends a client hello message with the protocol version, the
client random, and a list of cipher suites. Because support for insecure cipher suites
has been removed from TLS 1.3, the number of possible cipher suites is vastly
reduced. The client hello also includes the parameters that will be used for
calculating the premaster secret. Essentially, the client is assuming that it knows the
server's preferred key exchange method (which, due to the simplified list of cipher
suites, it probably does). This cuts down the overall length of the handshake — one
of the important differences between TLS 1.3 handshakes and TLS 1.0, 1.1, and 1.2
handshakes.

See https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

On information and belief, the generation of a random nonce in the *838 Accused Products is based
on the generation of a random nonce in TrustZone. Specifically, to establish a secure session with a

10
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remote device, TrustZone uses an in-built True Random Number Generator (TRNG) for generating a
random number which is combined with OTP information to generate cryptographic keys for that
session. The TRNG-generated random number is used only once per session (“‘generate a random
nonce”).

Hoe

About the TRNG

The True Random Number Generator (TRNG) generates a random bit stream.

The entropy of the random bit stream complies with the standards that are described in Compliance. The
TRNG is designed for simple SoC integration. The typical usage of a TRNG is key generation or for seeding
approved deterministic random number generators.

TrustZone Random
Number Generator

The use of unpredictable random numbers underpins most modern security
schemes. A True Random Number Generator (TRMNG) is a mandatory

component in any system that generates cryptographic assets.

Based on Physical Sources of Entropy

The Arm TrustZone TRWNG hardware module generates full
entropy bits based on a physical process. It is responsible for
creating true random bits, used to seed Deterministic Randam

Bit Generator (DRBG) algorithms.

https://developer.arm.com/documentation/100976/0000/Introduction/About-the-TRNG ,
https://www.arm.com/products/silicon-ip-security/random-number-generator.

11
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The generation of a random nonce to initiate a request for a secure communication session with a
remote server over a network uses the nonce. For example, when initiating a secure session per the
Secure Sockets Layer (“SSL”) protocol, the ARM device will use a unique TRNG-generated random
number for generating cryptographic keys to authenticate, encrypt and decrypt data exchanged with a
remote device.

The Client Hello Message

For communications to begin between a client and a server, the client
must first initiate a client hello message. The contents of this message
provide the server with data (such as version, random value, session ID,
acceptable ciphers, and acceptable compression methods) about variables
that are supported by the client. This message can come as a client
response to a hello request (from the server), or on its own initiative the
client can use it to renegotiate the security parameters in an existing con-
nection.
A client hello message contains the following fields:

Client_version This field provides the highest SSL version that is
understood by the client.

Random This field contains a client-generated random structure
that will be used for later cryptographic computations in the SSL
protocol. The 32-byte random structure is not entirely random.
Rather, it is made up of a 4-byte date/time stamp, with the remaining
28 bytes of data being randomly generated. The date/time stamp
assists in the prevention of replay attacks.

Session_id This field contains a variable-length session identifier.
This field should be empty if no session identifier is available or if the
client wishes to generate new security parameters. If the session

RSA Security's Official Guide to Cryptography, Page 250, 256, 257.
https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

1.4

perform a
cryptographic key

On information and belief, the security engine included in the 838 Patent Securyzr Accused
Products performs a cryptographic key exchange with the remote server.

12
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exchange with the
remote server;

The security engine included in the 838 Patent Securyzr Accused Products is designed to provide

key management and cryptographic services:

SOFTWARE

o SECURYZR"

iNTEGRATED SECURE ELEMENT (iSE)

Implemented in the SoC, Securyzr™ iSE provides security fram the design
stage and s the starting point of the security by design methodology.

HARDWARE SOFTWARE
CRYPTO CORES
Public Ky Crypto, AES, Hash, POC SECURE PROVISIONING
KEY MANAGEMENT
PUF TRMG SECURE BOOT
PHYSICAL ATTACK PROTECTION SECURE UPDATE
ANTI-TAMPERING SECURE MONITORING
i e e
CYBER ESCORT UNIT SECURE DEBUG

Host AGENT CONNECTIVITY Host
Py . FROM cPU
scaty Clene PO LouD
Bridge

TT T T T T T T T T T T T T T T T O Od

/

Securyzr Root of Trust Solutions, available at https://www.secure-ic.com/products/securyzr/root-of-

trust/ .

13
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Secure
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https://b3h9h6w4.rocketcdn.me/wp-content/uploads/2023/04/iSE_Diagram.png
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Anti-Tamper IP

External Resources Secure
Controller Debug

I

Assets
Management
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> Management

Security

> Policy

I

1AC Memaories

|

Key Management |F

TRNG

Secure IC, “Tight side-channel security bounds on hardware cryptographic engines,” at p.11,
available at https://wiki.f-si.org/images/9/9b/20240620 FSiC_security.pdf
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SCZ_iSE_900_000 - Integrated Secure Element (iSE) for high-end devices with HW
isolated secure processing

Request more Info Save to "My D&R"

Secure-IC provides integrated Secure Elements (ISE) that can | Features
act as trust anchors to protect the security assets of a device 3
S Ec LR E - ic An iSE - also referred as HSM or Security Subsystem or Root of |* Services:
e e e Trust - is an IP block that can be embadded into every device to |= Secure Boot
ensure security services such as key management, lifecycle = Secure Firmware update
management, Secure Boot & updates. It also integrates anti- « Life-cycle management
tampering modules to avoid perturbation attacks on the devices_ |« Secure Key and certificate Management (storage,
For Mobile applications, iSE allows o secure the OS. As the PETICTAtON, TEVURGTOT, provisionTgy
high-end serie of Secure-IC's iSE, it ensures specific reguirements for safety (IS0 26262) and |« Cryptographic service (encryption, decryption,
cybersecurity (IS0 21434) Digital signature computation & verification, hash
computation)
= Secure Connectivity support (TLS, IPSec)
i + Tunable embedded cryptography (AES, RSA, ECC,
Deliverables SM2, SM3, SM4, efc. ?gpli%napl Pvu:c)

= Technical specifications document including User manual, Integration guideline, Test Plan -

- VHDL RTL code . Compliant with the highest security levels
= VHDL testbench and scripts for simulation » 32-bit RISC-V secure processor
= RTL of the AMBA wrapper =« Easy to integrate
= Securyzr FW (source code)
= Securyzr Firmware for Host CPU Benefits
« Support for integration + Easyto integrate
+ Tunable solution
« Fully digital

Block Diagram

“SCZ _iSE 900 000 - Integrated Secure Element (iSE) for high-end devices with HW isolated secure
processing,” available at https://www.design-reuse.com/sip/integrated-secure-element-ise-for-high-
end-devices-with-hw-isolated-secure-processing-ip-54031/

AMRA intarfara

The security engine included in the *838 Patent Securyzr Accused Products performs a cryptographic
key exchange with the remote server, for example, when performing a TLS handshake:

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a
server. A TLS handshake involves multiple steps, as the client and server exchange the
information necessary for completing the handshake and making further conversation
possible.

The exact steps within a TLS handshake will vary depending upon the kind of key
exchange algorithm used and the cipher suites supported by both sides. The RSA key

ks
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What is different about a handshake in TLS
1.3?

TLS 1.3 does not support RSA, nor other cipher suites and parameters that are
vulnerable to attack. It also shortens the TLS handshake, making a TLS 1.3 handshake
both faster and more secure.

The basic steps of a TLS 1.3 handshake are:

Client hello: The client sends a client hello message with the protocol version, the
client random, and a list of cipher suites. Because support for insecure cipher suites
has been removed from TLS 1.3, the number of possible cipher suites is vastly
reduced. The client hello also includes the parameters that will be used for
calculating the premaster secret. Essentially, the client is assuming that it knows the
server's preferred key exchange method (which, due to the simplified list of cipher
suites, it probably does). This cuts down the overall length of the handshake — one
of the important differences between TLS 1.3 handshakes and TLS 1.0, 1.1, and 1.2
handshakes.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

TLS supports three basic key exchange modes:

- (EC)DHE (Diffie-Hellman over either finite fields or elliptic
curves)

- PSK-only

- PSK with (EC)DHE

The Transport Layer Security (TLS) Protocol Version 1.3, RFC 8446, at 10.

In the TLS 1.3 key exchange the client sends a ClientHello message which contains the random
nonce and a list of symmetric cipher/HKDF hash pairs:

16
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In the Key Exchange phase, the client sends the ClientHello

(Section 4.1.2) message, which contains a random nonce
(ClientHello.random); its offered protocol versions; a list of
symmetric ciphexr/HKDF hash pairs; either a set of Diffie-Hellman key
shares (in the "key_share" (Section 4.2.8) extension), a set of
pre-shared key labels (in the "pre_shared_key" (Section 4.2.11)
extension), or both; and potentially additional extensions.
Additional fields and/or messages may also be present for middlebox
compatibility.

The server processes the ClientHello and determines the appropriate
cryptographic parameters for the connection. It then responds with
its own ServerHello (Section 4.1.3), which indicates the negotiated
connection parameters. The combination of the ClientHello and the
ServerHello determines the shared keys. If (EC)DHE key establishment
is in use, then the ServerHello contains a "key_share" extension with
the server's ephemeral Diffie-Hellman share; the server's share MUST
be in the same group as one of the client's shares. If PSK key
establishment is in use, then the ServerHello contains a
"pre_shared_key" extension indicating which of the client's offered
PSKs was selected. Note that implementations can use (EC)DHE and PSK
together, in which case both extensions will be supplied.

The Transport Layer Security (TLS) Protocol Version 1.3, RFC 8446, at 12.

1.5

generate a
symmetric
session key,
based on the
cryptographic key
exchange, to
encrypt messages
sent to the remote
server and
decrypt messages
received from the
remote server
during the secure
communication
session;

The security engine included in the *838 Patent Securyzr Accused Products generates a symmetric
session key, based on the cryptographic key exchange, to encrypt messages sent to the remote server
and decrypt messages received from the remote server during the secure communication session.

The security engine included in the *838 Patent Securyzr Accused Products is designed to provide
key management and cryptographic services for secure communication protocols:

17
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SCZ_iSE_900_000- Integrated Secure Element (iSE) for high-end devices with HW
isolated secure processing

Request more Info Save to "My D&R™

Secure-IC provides integrated Secure Elements (iSE) that can | Featuras

act as trust anchors to protect the security assets of a device ~
SECURE-IC An iSE - also referred as HSM or Securily Subsystem or Root of |+ Services:
- it Trust - is an IP block that can be embedded into every device to | Secure Boot
ensure security services such as key management, lifecycle = Secure Firmware update
management, Secure Boot & updates. It also integrates anti- |+ Life-cycle management

tampering medules to avoid perturbation aitacks on the devices. |« Secure Key and certificate Management (storage,

For Mobile applications, ISE allows 1o secure the OS. As the GETETEUOT; TEVORATGT, P o
nign-end serie of Secure-IC's ISE, it ensures specific requirements for safety (IS0 26262) and, [« C ic service (encryption, i
cybersecurity (1ISO 21434) Digital signature computa & verification, hash
N computation)
+ Secure Connectivity support (TLS, IPSec)
i « Tunable embedded cryptography [AES, RSA, ECC,
Deliverables 5M2, SM3, 5M4, efc. + optional PQC)
o Camtifinatinn raady (EIDS 440, OSCOA Camman
= Technical specifications document including User manual, Integration guideline, Test Plan Criteria) -
= VHOL RTL code + Compliant with the highest security levels
= VHDL testbench and scripts for simulation = 32-bitRISC-V secure processor
= RTL of the AMBA wrapper + Easy to integrate

= Securyzr FW (source code)

. Securyzr Firmware for Hogt CPU Benefits

= Support for integration . Easy to integrate
« Tunable solution
. Fully digital

Block Diagram '
“SCZ iSE 900 000 - Integrated Secure Element (iSE) for high-end devices with HW isolated secure
processing,” available at https://www.design-reuse.com/sip/integrated-secure-element-ise-for-high-
end-devices-with-hw-isolated-secure-processing-ip-54031/

AMBA intarfara

On information and belief, the security engine included in the 838 Patent Securyzr Accused Products
generates a symmetric session key, based on the cryptographic key exchange, to encrypt messages sent
to the remote server and decrypt messages received from the remote server during the secure
communication session, for example, when performing a TLS handshake:
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What happens during a TLS handshake?

During the course of a TLS handshake, the client and server together will do the
following:

« Specify which version of TLS (TLS 1.0, 1.2, 1.3, etc.) they will use
- Decide on which cipher suites (see below) they will use

- Authenticate the identity of the server via the server’s public key and the SSL
certificate authority’s digital signature

- Generate session keys in order to use symmetric encryption after the handshake is
complete

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

TLS 1.3 generates a symmetric key based on the hash pair negotiated during the key exchange. See
The Transport Layer Security (TLS) Protocol Version 1.3, RFC 8446, at 26, 93.

On information and belief, the generation of such a key in the 838 Accused Products is based on the
TrustZone Trusted Base System Architecture (TBSA) which includes Key Derivation Algorithms
that are responsible for generating various encryption keys, including symmetric and session keys,
and are exchanged with remote devices during cryptographic the key exchange process to initiate
secure sessions.
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4. System architecture

So far in this guide, we have cancentrated on the pracessor, but TrustZone is much more than ji
a set of processor features. To take advantage of the TrustZone features, we need support in th
rest of the system as well.

Here is an example of a TrustZone-enabled system:

Figure 4-1: System architecture

oo
[ e |
_ conter |
Lt

s
I Socure I socurcavare [ Configursble I Mon-secure

4.9 Trusted Base System Architecture
The Trusted Base System Architecture (TBSA] is a set of guidelines from Arm for system designers.

TBSA provides recommendations on what resources different use cases require, for example, how
many bits of OTP are required.

“Learn the architecture - TrustZone for AArch64,” available at https://documentation-
service.arm.com/static/636e¢33404e6¢cf12278ad8ced?token=.
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Cryptographic Computations

We have used the term “shared secret” to explain how traffic is encrypted
in SSL. Now let’s look at the generation of the master secret, which is
derived from the pre-master secret. In the case of RSA or Fortezza cryp-
tography, the pre-master secret is a value generated by the client and sent
to the server via the client key exchange message. In Diffie-Hellman cryp-
tography, the pre-master secret is generated by each side (server and
client) using the other party’s Diffie-Hellman public values.

In each of these three cases, after a pre-master secret is generated and
both sides are aware of it, the master secret can be computed. The master
secret, which is used as the shared secret, is made up of several hash cal-
culations of data previously exchanged in messages. Figure 7-18 shows
the format of these calculations.

SSL -- Privacy

Master key established by the client using the server's public key

Master key used to generate two session keys (one for each direction)
€ sessloN Keys are establisned, a ansparently encrypted in both directions

All operations can happen tlansparently from the user's (and higher layer protocols) point of view

RSA Security's Official Guide to Cryptography, Page 263,
https://www.ietf.org/proceedings/32/sec/cat.elgamal.slides.html.

The Trusted world runs a smaller and simpler software stack, which is referred to as a Trusted Execution Environment (TEE). Typically, a TEE

includes several Trusted services that are hosted by a lightweight kernel. The Trusted services provide functionality like key management. This

software stack has a considerably smaller attack surface, which helps reduce vulnerability to attack.

One of the things that is stored in OTP is a device unique private key. When each chip is manufactured, a randomly generated unique key
is written to the OTP. rhfs device unique private key is used to tie data to the chip.l

https://documentation-service.arm.com/static/602167b6873dd96c4deaf49b
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encrypt the
symmetric
session key based
on the security
key; and

On information and belief, the security engine included in the *838 Patent Securyzr Accused
Products encrypts the symmetric session key based on the security key.

On information and belief, the secure key mechanism in MediaTek’s Securyzr cryptographic module
maintains control over keys such as the claimed symmetric session key by encrypting them:

SCZ_iSE_900_000 - Integrated Secure Element (iSE) for high-end devices with HW

isolated secure processing
Secure-IC provides integrated Secure Elements (iISE) that can Features

act as trust anchors to protect the security assets of a device 3

5 Ec U? E' ic An iSE - also referred as HSM or Security Subsystem or Root of |* Services:

v 1 - Trust - is an IP block that can be embadded into every device to |= Secure Boot
ensure security services such as key management, lifecycle = Secure Firmware update
management, Secure Boot & updates_ It also integrates anti- « Life-cycle management

tampering modules to avoid perfurbation attacks on the devices. |- Secure Key an rtificate Management (storage,
For Mobile applications, iSE allows fo secure the OS. As the eTTatu e —
high-end serie of Secure-IC's iSE, it ensures specific reguirements for safety (150 26262) and |« Cryp! phic tion, decryption,
cybersecurity (IS 21434, Digital signature computation & verification, hash
R : computation)
= Secure Connectivity support (TLS, IPSec)
» Tunable embedded cryptography (AES, RSA, ECC,
SM2, SM3, M4, etc. + optional PAC)

Deliverables
- Cartificatinn ready FIDE A40.2_OSCCA_Comman
= Technical specifications document including User manual, Integration guideline, Test Plan Criteria) :

= VHDL RTL code . Compliant with the highest security levels

= VHDL testbench and scripts for simulation
= RTL of the AMBA v
= Securyzr code)

= Securyzr Firmware for Host CPU
= Support for integration

- 32-bit RISC-V secure processor
=« Easy to integrate

Benefits

+ Easy to integrate
+ Tunable solution
« Fully digital

.............

“SCZ _iSE 900 000 - Integrated Secure Element (iSE) for high-end devices with HW isolated secure
processing,” available at https://www.design-reuse.com/sip/integrated-secure-element-ise-for-high-
end-devices-with-hw-isolated-secure-processing-ip-54031/

Block Diagram

On information and belief, the security engines in the *838 Accused Products are based on the ARM
Trustzone and use symmetric keys that are encrypted using a device-unique private key which is
derived from the OTP. The encrypted session key is stored in the secure memory of the TEE.

1.7

store the
encrypted session
key in the secure
memory,

On information and belief, the security engine included in the 838 Patent Securyzr Accused
Products stores the encrypted session key in the secure memory:
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| Host Processor NWM

S
+ M Security Processor

‘ Mailbox H SDMAC | ‘ Memaries | :lRISC

T with Cyber Protection
I !

< }
| cryuIto P ml m

SCAFIA Protections
Key Management |P

\- Depends on Securyzr version

Secure Debug

I

Securyzr™ iSE

Secure IC, “Tight side-channel security bounds on hardware cryptographic engines,” at p.11,
available at https://wiki.f-si.org/images/9/9b/20240620 FSiC_security.pdf

On information and belief, the security engine is based on the ARM TrustZone of ARM SoCs which
contain an encrypted session key, which is stored in a key store of the OTP/TrustZone/TEE.

To combat these new threats, a robust platform architecture is needed. The architecture must be able to
provide a trusted environment that is isolated and protected from the ROS. TrustZone technology supports this
requirement by providing a binary partition that divides the system into two isolated worlds.

Trusted world: This partition is intended to encapsulate and protect all high value assets including code,

data and any hardware assets (such as peripherals) that need to be protected against malicious attack.
ACCESS LD LNESE 355815 15 MESLCLED T0 1TUSLEd WOnd SOTLWare and Nardware. HOWEVEr, SOTTWATE FEnnng
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If large amounts of data must be processed, cryptographic algorithmns are often accelerated, which makes
symmetric and hashing algorithms the most commonly accelerated functions. Asymmetric algorithms are
complex, which makes full accelerators also complex and quite often large. A common trade-off is to accelerate
only the most computing-intensive parts, for example big integer modulo arithmetic.

Figure 10 shows an example architecture for symmetric algorithm acceleration and an associated Key Store,

Peripheral interfaces Accelerators
A \_\l
R | oTP
P l
L SECLUNE b
—'1 MNon-Secure AES m—
s DIbAA
SEcune
E Non-Secure TDES *
% L DIRAA Kty store
E
—ll Secure
L Non-Secure ¥ SHA-256 f HMAL *
+ DA
Secure I]
-':H"'\-u-"'?

Flgure 10: Example symmetric orypto acceleration architedhure

Each of the accelerators and the Key Store are peripherals within a TBSA S%oC and must meet the associated
requirements.
The Key Store contains entrles of keys and their associated metadata. The keys might have been injected

“Trusted Base System Architecture For Armv8-A - Document Number DEN 0021F,” available at
https://developer.arm.com/documentation/den002 1/latest/ Page — 15, 52.

1.8

the system-on-a-
chip to establish
the secure
communication
session with the

The *838 Patent Securyzr Accused Products are systems-on-a-chip that establish the secure
communication session with the remote server over the network using the session key.
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remOte server Securyzr™ integrated Secure Element (iSE) is Secure-IC Root of Trust solution. Embedded in the main SoC, it offers multiple
services to its host system: provisioning, secure boot, secure firmware update, cryptographic services, multiple protections, etc.
OVCI' the network Thanks to its dual uj‘mpul:aon and :l:-zmg isolation, it offers an ad:illur‘\-‘al layer j‘pset.h'd\’fy compared to tru:edpex‘ecuhun
1 1 environment. The module s highly flexible and fits all applications of the heterogeneous Intemet-of-Things ecosystem, from the
USIHg the session ultra-low po\t/u'er sensor to the L‘ur:\e:_ted car. \-Vw:lsl Ser_uplF;zr"‘liSE‘sSeL:.lre-ICe;: jijo offering ;ELU!:’HMSEJ\ii. Lhe:utmbinal«.m1 of
ke the two forming Securyzr™ integrated Security Services Platform (iSSP) solution. The Securyzr™ ISSP enable Secure-IC customers
y' and partners to securely deploy and remotely manage their fleet of devices from the cloud and be provided with added-value
security services, as well as compliance to standards.
“Securyzr Integrated Secure Element,” available at https://b3h9h6w4.rocketcdn.me/wp-
content/uploads/2023/03/Secure-IC-Securyzr iSE_iSSP_Brochure_Web.pdf, at 1.
3.1 3. The system-on- | The SoCs in the 838 Patent Securyzr Accused Products use the session key during the TLS handshake

a-chip apparatus
of claim 1,
wherein the
security engine is
further to
generate a pre-
master key,
encrypt the pre-
master key using
the security key
of the security
engine, and send
the encrypted pre-
master key to the
remote server.

protocol for session-based encryption, decryption and authentication for establishing a secure
communication session with the remote server. On information and belief, the encryption of the pre-
master key uses the security key of the Securyzr.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:
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1.

The ‘client hello' message: The client initiates the handshake by sending a
"hello" message to the server. The message will include which TLS version the
client supports, the cipher suites supported, and a string of random bytes known
as the "client random."

The 'server hello' message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen

cipher suite, and the "server random," another random string of bytes that's
generated by the server.

Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

The premaster secret: The client sends one more random string of bytes, the
"premaster secret.”" The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets

the public key from the server's SSL certificate.)

Private key used: The server decrypts the premaster secret.

Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.
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7. Client is ready: The client sends a "finished" message that is encrypted with a
session key.
8. Server is ready: The server sends a "finished" message encrypted with a session
key.
9. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.
https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/
4.1 4. The system-on- | The SoCs in the *838 Patent Securyzr Accused Products use the session key during the TLS

a-chip apparatus
of claim

3 wherein the
security engine is
further to wrap
the pre-master
key using a server
public key and
store the wrapped
pre-master key in
the secure
memory.

handshake protocol for session-based encryption, decryption and authentication for establishing a
secure communication session with the remote server. During the TLS handshake protocol, the
premaster secret is encrypted with the public key of the server. On information and belief, the key is
stored in the Securyzr.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

28
MediaTek Exhibit 1016, Page 132 of 160



Claim Language | Accused Instrumentalities

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

1. The 'client hello’ message: The client initiates the handshake by sending a "hello"
message to the server. The message will include which TLS version the client
supports, the cipher suites supported, and a string of random bytes known as the
“client random."

2. The 'server hello’ message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen

cipher suite, and the "server random," another random string of bytes that's
generated by the server.

3. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

4. The premaster secret: The client sends one more random string of bytes, the
"premaster secret." The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)
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5. Private key used: The server decrypts the premaster secret.

6. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

7. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

8. Server is ready: The server sends a "finished" message encrypted with a session
key.

9. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

5.1

5. The system-on-
a-chip apparatus
of claim 3,
wherein the
security engine is
further to:

See Claim 3.1

52

generate the
session key as a
function of the

The SoCs in the *838 Patent Securyzr Accused Products generate the session key during the TLS
handshake protocol for session-based encryption, decryption and authentication for establishing a
secure communication session with the remote server. During the TLS handshake protocol, the
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pre-master key; session key is generated as a function of the pre-master key. On information and belief, the key is
and stored in the Securyzr.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

10. The 'client hello’ message: The client initiates the handshake by sending a "hello"
message to the server. The message will include which TLS version the client
supports, the cipher suites supported, and a string of random bytes known as the
“client random."

11. The 'server hello’ message: In reply to the client hello message, the server

sends a message containing the server's SSL certificate, the server's chosen
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cipher suite, and the "server random," another random string of bytes that's
generated by the server.

12. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

13. The premaster secret: The client sends one more random string of bytes, the
"premaster secret.”" The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)

14. Private key used: The server decrypts the premaster secret.

15. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

16. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

17. Server is ready: The server sends a "finished" message encrypted with a session
key.
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18. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

53

calculate a hash
function as a
function of the
random nonce
generated by the
security engine
and a nonce
received from the
remote server.

The SoCs in the 838 Patent Securyzr Accused Products generate the session key during the TLS
handshake protocol for session-based encryption, decryption and authentication for establishing a
secure communication session with the remote server. During the TLS handshake protocol, the
session key is generated as a function of the pre-master key, a client random (nonce) and, a server
random (nonce). On information and belief, the key is stored in the Securyzr.

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

19. The 'client hello’ message: The client initiates the handshake by sending a "hello"

message to the server. The message will include which TLS version the client
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supports, the cipher suites supported, and a string of random bytes known as the
“client random."

20. The 'server hello’ message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen

cipher suite, and the "server random," another random string of bytes that's
generated by the server.

21. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

22. The premaster secret: The client sends one more random string of bytes, the
"premaster secret.”" The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)

23. Private key used: The server decrypts the premaster secret.

24. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.
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25. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

26. Server is ready: The server sends a "finished" message encrypted with a session
key.

27.Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

6.1

6. The system-on-
a-chip apparatus
of claim 1,
wherein the
security engine is
further to
generate a public
Diffie-Hellman
client key and a
private Diffie-
Hellman client
key, sign the
public Diffie-
Hellman client
key using the
security key of
the security

On information and belief, the SoCs in the *838 Patent Securyzr Accused Products, when using an
ephemeral Diffie-Hellman handshake in the TLS protocol, will generate a public Diffie-Hellman client
key and a private Diffie-Hellman client key, sign the public Diffie-Hellman client key using the
security key of the security engine, and send the signed public Diffie-Hellman key to the remote server.

All TLS handshakes make use of asymmetric cryptography (the public and private key), but
not all will use the private key in the process of generating session keys. For instance, an
ephemeral Diffie-Hellman handshake proceeds as follows:

1. Client hello: The client sends a client hello message with the protocol version,
the client random, and a list of cipher suites.

35
MediaTek Exhibit 1016, Page 139 of 160



Claim Language

Accused Instrumentalities

engine, and send
the signed public
Diffie-Hellman
key to the remote
server.

2. Server hello: The server replies with its SSL certificate, its selected cipher suite,
and the server random. In contrast to the RSA handshake described above, in
this message the server also includes the following (step 3):

3. Server's digital signature: The server computes a digital signature of all the
messages up to this point.

4. Digital signature confirmed: The client verifies the server's digital signature,
confirming that the server is who it says it is.

5. Client DH parameter: The client sends its DH parameter to the server.

6. Client and server calculate the premaster secret: Instead of the client
generating the premaster secret and sending it to the server, as in an RSA
handshake, the client and server use the DH parameters they exchanged to
calculate a matching premaster secret separately.

7. Session keys created: Now, the client and server calculate session keys from the
premaster secret, client random, and server random, just like in an RSA
handshake.

8. Client is ready: Same as an RSA handshake.

9. Server is ready
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10. Secure symmetric encryption achieved
*DH parameter: DH stands for Diffie-Hellman. The Diffie-Hellman algorithm uses
exponential calculations to arrive at the same premaster secret. The server and client each
provide a parameter for the calculation, and when combined they result in a different
calculation on each side, with results that are equal.
https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/
9.1 9. A method See Claim 1.
comprising:
9.2 generating a See Claim 1.3.
random nonce in
a security engine | The random nonce in the’838 Patent Securyzr Accused Products is generated in the CryptoCore
that is separate separate from the processor core in the SoC. See Claim 1.2.
from a processor
core of a system-
on-a-chip of a
client device;
9.3 initiating, using See Claim 1.3. The SoCs in the 838 Patent Securyzr Accused Products based on the ARMv8

the client device,
a request for a
secure
communication
session with a
remote server
over a network,
the request

architecture, generate a random nonce to initiate a request for a secure communication session with a
remote server over a network using the nonce.
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including the
random nonce;

9.4

performing a
cryptographic key
exchange, using
the security
engine of the
system-on-a-chip,
with the remote
server;

See Claim 1.4.

9.5

generate a
symmetric
session key to
encrypt messages
sent to the remote
server and
decrypt messages
received from the
remote server
during the secure
communication
session;

See Claim 1.5

9.6

encrypting the
session key based
on a security key
that was encoded
in a secure
memory of the
security engine
during a
manufacturing

See Claim 1.5. The security key is encoded in the memory during a manufacturing process of the
SoC. See Claim 1.3.
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process of the
system-on-a-chip;

9.7

storing the
encrypted session
key in the secure
memory of the
security engine of
the system-on-a-
chip; and

See Claim 1.7.

9.8

establishing,
using the client
device, the secure
communication
session with the
remote server
using the session
key.

See Claim 1.8.

10.1

10. The method
of claim 9,
wherein initiating
a request for a
secure
communication
session comprises
sending a
ClientHello
message,
including the
nonce, to the
remote server;

On information and belief, the SoCs in the 838 Patent Securyzr Accused Products, when initiating a
TLS handshake will sent a ClientHello message that includes a random (nonce).

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.

The exact steps within a TLS handshake will vary depending upon the kind of key exchange

algorithm used and the cipher suites supported by both sides. The RSA key exchange
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and further
comprising:

algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

1. The 'client hello' message: The client initiates the handshake by sending a
"hello" message to the server. The message will include which TLS version the
client supports, the cipher suites supported, and a string of random bytes known
as the "client random."

2. The 'server hello' message: In reply to the client hello message, the server sends
a message containing the server's SSL certificate, the server's chosen cipher

suite, and the "server random," another random string of bytes that's generated
by the server.

3. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

4. The premaster secret: The client sends one more random string of bytes, the
"premaster secret." The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)
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5. Private key used: The server decrypts the premaster secret.

6. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

7. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

8. Server is ready: The server sends a "finished" message encrypted with a session
key.

9. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/

10.2

receiving a
ServerHello
message from the
remote server, the
ServerHello
message
including a server
nonce; and

On information and belief, the SoCs in the 838 Patent Securyzr Accused Products, when initiating a
TLS handshake will receive a ServerHello message that includes a random (nonce).

What are the steps of a TLS handshake?

TLS handshakes are a series of datagrams, or messages, exchanged by a client and a server.
A TLS handshake involves multiple steps, as the client and server exchange the information
necessary for completing the handshake and making further conversation possible.
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The exact steps within a TLS handshake will vary depending upon the kind of key exchange
algorithm used and the cipher suites supported by both sides. The RSA key exchange
algorithm, while now considered not secure, was used in versions of TLS before 1.3. It goes
roughly as follows:

10. The 'client hello’ message: The client initiates the handshake by sending a
"hello" message to the server. The message will include which TLS version the
client supports, the cipher suites supported, and a string of random bytes known
as the "client random."

11. The 'server hello’ message: In reply to the client hello message, the server
sends a message containing the server's SSL certificate, the server's chosen
cipher suite, and the "server random," another random string of bytes that's
generated by the server.

12. Authentication: The client verifies the server's SSL certificate with the certificate
authority that issued it. This confirms that the server is who it says it is, and that
the client is interacting with the actual owner of the domain.

13. The premaster secret: The client sends one more random string of bytes, the
"premaster secret." The premaster secret is encrypted with the public key and
can only be decrypted with the private key by the server. (The client gets
the public key from the server's SSL certificate.)
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14. Private key used: The server decrypts the premaster secret.

15. Session keys created: Both client and server generate session keys from the
client random, the server random, and the premaster secret. They should arrive
at the same results.

16. Client is ready: The client sends a "finished" message that is encrypted with a
session key.

17. Server is ready: The server sends a "finished" message encrypted with a session
key.

18. Secure symmetric encryption achieved: The handshake is completed, and
communication continues using the session keys.

https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/
10.3 storing the server | On information and belief, the server random is stored in the Securyzr in the SoCs in the *838 Patent
nonce in the Securyzr Accused Products.
secure memory of
the security
engine of the
system-on-a-chip.
11.1 11. The method See Claim 9; see also claim 3.1

of claim 9,
wherein
performing the
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cryptographic key
exchange with the
remote server
comprises:

11.2

generating a pre-
master key in the
security engine;

See Claim 3.1

11.3

encrypting the
pre-master key
using the security
key of the
security engine;
and

See Claim 3.1

11.4

sending the
encrypted pre-
master key to the
remote server.

See Claim 3.1

12.1

12. The method
of claim 11,
further
comprising:

See Claim 4.1

12.2

wrapping the pre-
master key in the
security engine of
the system-on-a-
chip using a
server public key,
and

See Claim 4.1

12.3

storing the
wrapped pre-
master key in the

See Claim 4.1
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secure memory of
the security
engine of the
system-on-a-chip.

13.1

13. The method
of claim 11,
wherein
performing the
cryptographic key
exchange with the
remote server
comprises
generating the
session key in the
security engine of
the system-on-a-
chip as a function
of the pre-master
key.

See Claim 11; see also claim 5.1, 5.2

14.1

14. The method
of claim 13,
wherein
generating the
session key in the
security engine
comprises
calculating, using
the security
engine of the
system-on-a-chip,

See Claim 13; see also claim 5.3
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a hash function as
a function of the
random nonce
generated by the
security engine
and a nonce
received from the
remote server.

15.1

15. The method
of claim

9 wherein
performing the
cryptographic key
exchange with the
remote server
comprises:

See Claim 9; see also claim 6.1

15.2

generating, in the
security engine of
the system-on-a-
chip, a public
Diffie-Hellman
client key and a
private Diffie-
Hellman client
key;

See Claim 6.1

15.3

signing the public
Diffie-Hellman
client key using
the security key
of the security

See Claim 6.1
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engine of the
system-on-a-chip;

15.4

sending the
signed public
Diffie-Hellman
key to the remote
server;

See Claim 6.1

15.5

receiving a public
Diffie-Hellman
server key from
the remote server;
and

See Claim 6.1

15.6

generating, in the
security engine of
the system-on-a-
chip, the session
key as a function
of the private
Diffie-Hellman
client key and the
public Diffie-
Hellman server
key.

See Claim 6.1

17.1

17. One or more
non-transitory
machine-readable
storage media
comprising a
plurality of
instructions
stored thereon

The *838 Patent Securyzr Accused Products include machine-readable storage media with
instructions that cause the computing device to initiate a secure connection. See Claim 1.1.
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that, in response
to execution by a
computing
device, cause the
computing device
to:

17.2

generate a
random nonce in
a security engine
that is separate
from a processor
core of a system-
on-a-chip of the
computing
device;

See Claim 1.3

17.3

initiate a request
for a secure
communication
session with a
remote server
over a network,
the request
including the
random nonce;

See Claim 1.3

17.4

perform a
cryptographic key
exchange, using
the security
engine of the
system-on-a-chip,
with the remote
server;

See Claim 1.4
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17.5

generate, based
on the
cryptographic key
exchange, a
symmetric
session key to
encrypt messages
sent to the remote
server and
decrypt messages
received from the
remote server
during the secure
communication
session;

See Claim 1.5

17.6

encrypt the
session key based
on a security key
that was encoded
in a secure
memory of the
security engine
during a
manufacturing
process of the
system-on-a-chip;

See Claim 1.6

17.7

store the session
key in the secure
memory of the
security engine of
the system-on-a-
chip; and

See Claim 1.7
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17.8

establish the
secure
communication
session with the
remote server
using the session
key.

See Claim 1.8

18.1

18. The one or
more non-
transitory
machine-readable
storage media

of claim 17,
wherein to initiate
arequest for a
secure
communication
session comprises
to send a
ClientHello
message,
including the
nonce, to the
remote server;
and

See Claim 17; see also claim 10.1

18.2

wherein the
plurality of
instructions
further cause the
computing device
to: receive a

See Claim 10.2
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ServerHello
message from the
remote server, the
ServerHello
message
including a server
nonce; and

18.3

store the server
nonce in the
secure memory of
the security
engine of the
system-on-a-chip.

See Claim 10.3

19.1

19. The one or
more non-
transitory
machine-readable
storage media

of claim 17,
wherein to
perform the
cryptographic key
exchange with the
remote server
comprises to:

See Claim 17; see also claim 11

19.2

generate a pre-
master key in the
security engine;

See Claim 3.1

19.3

encrypt the pre-
master key using
the security key

See Claim 3.1
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of the security
engine; and

19.4

send the
encrypted pre-
master key to the
remote server.

See Claim 3.1

20.1

20. The one or
more non-
transitory
machine-readable
storage media

of claim 19,
wherein the
plurality of
instructions
further cause the
computing device
to:

See Claim 19; see also claim 4.1

20.2

wrap the pre-
master key in the
security engine of
the system-on-a-
chip with a server
public key, and

See Claim 4.1

20.3

store the wrapped
pre-master key in
the secure
memory of the
security engine of
the system-on-a-
chip.

See Claim 4.1
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21.1

21. The one or
more non-
transitory
machine-readable
storage media

of claim 19,
wherein to
perform the
cryptographic key
exchange with the
remote server
comprises to
generate the
session key in the
security engine of
the system-on-a-
chip as a function
of the pre-master
key.

See Claim 21; see also claim 5.1, 5.2

22.1

22. The one or
more non-
transitory
machine-readable
storage media

of claim 21,
wherein to
generate the
session key in the
security engine
comprises to

See Claim 21; see also claim 5.3
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calculate, using
the security
engine of the
system-on-a-chip,
a hash function as
a function of the
random nonce
generated by the
security engine
and a nonce
received from the
remote server.

23.1

23. The one or
more non-
transitory
machine-readable
storage media

of claim 17,
wherein to
perform the
cryptographic key
exchange with the
remote server
comprises to:

See Claim 17.1

23.2

generate, in the
security engine of
the system-on-a-
chip, a public
Diffie-Hellman
client key and a
private Diffie-

See Claim 6.1
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Hellman client
key;

23.3

sign the public
Diffie-Hellman
client key using
the security key
of the security
engine of the
system-on-a-chip;

See Claim 6.1

234

send the signed
public Diffie-
Hellman key to
the remote server;

See Claim 6.1

23.5

receive a public
Diffie-Hellman
server key from
the remote server;
and

See Claim 7.1

23.6

generate, in the
security engine of
the system-on-a-
chip, the session
key as a function
of the private
DiffieHellman
client key and the
public Diffie-
Hellman server
key.

See Claim 7.1
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24.1

24. The system-
on-a-chip
apparatus

of claim 1,
wherein the
security engine is
communicatively
coupled to the
processor core
through an
interconnect of
the system-on-a-
chip.

See Claim 1. On information and belief, the ’838 Patent Securyzr Accused Products contain a SoC
with a Securyzr coupled to a processor core through an interconnect.

Securyzr™ integrated Secure Element (iSE) is Secure-1C Root of Trust solution. Embedded in the main SoC, it offers multiple
services to its host system: provisioning, secure boot, secure firmware update, cryptographic services, multiple protections, etc.
Thanks to its dual computation and strong Isolation, it offers an additional layer of security compared to trusted execution
environment. The module s highly flexible and fits all applications of the heterogeneous Intemet-of-Things ecosystem, from the
ultra-low power sensor to the connected car. With Securyzr™ iSE, Secure-IC is also offering Securyzr™ Server, the combination of
the two forming Securyzr™ integrated Security Services Platform (iS5P) solution. The Securyzr™ ISSP enable Secure-IC customers
and partners to securely deploy and remotely manage their fleet of devices from the cloud and be provided with added-value

security services, as well as compliance to standards.

“Securyzr Integrated Secure Element,” available at https://b3h9h6w4.rocketcdn.me/wp-
content/uploads/2023/03/Secure-IC-Securyzr iSE_iSSP_Brochure_Web.pdf, at 1.
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Secure IC, “Tight side-channel security bounds on hardware cryptographic engines,” at p.11,
available at https://wiki.f-si.org/images/9/9b/20240620_FSiC_security.pdf
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