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FACIAL RECOG. (ITION AIJTHENTICATION
SYSTEM IN('LUDLNG PATH PARAMETERS

CROSS REFERENCE TO RELATED
APPI.I('Al'IONS

llus applmation clanus the benefit ol U.S. Provlslolml
Application No. 62/043,224 wluch was filed Aug. 28, 2014,
U.S. Provisional Application No. 62/054,847 which was
filed on Sep. 24. 2014, U S Provisional Application No.

111
62,'064.415 v hich was filed on Oct. 15, 2014: IJ S Provi-
sional Apphcation No. 62/085,I)63 which was filed on Dec.
l. 2014; IJ.S. Provisional Apphcation No. 62/101,317 wluch
was lilcd on Jan. 8, 2015, U.S. Provisional Apphcatlon No.
62/130,558 winch was filed on Mar. 27. 2015: and U.S.
Provisional Apphcation No. 62/188.584 wl»ch w:as filed on'Iul3. 2015. The contents of each of the above applications
are incorpomoted by reference.
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1. Field
The disclosed embodiments relate to biometric secunty.

More specifically, the disclosed embodiments relate to a
lilclid Iccognltlon BUIhcntlcinlon svslcnls.

2. Rclatcd Art
With the growth of personal electronic devices that may

be used to access a muuber of user accounts, and the
increasing tlueat of identity theft and other security issues,
there is a grolving need for ways to securely access user
accounts via electmnic devices. Account holders are thus 10

ofiml rcxfutrcd to lrave longer passwords that mcct venous
cnlcrul such Bs Using B nux(UIO of capt(BI alai lowercase
letters. munbers. and other symbols With smaller electronic
devices. such as smart phones. smart watches. "Internet of
'I'hings" ("101') devices and the like. it may become cunt- li
bersome to attempt to type such long passwords into the
device each time access to the account is desired. In some
instances. users may cvcn dccidc to deactivate such cum-
bersome sccunty measures duc to their ulcomeniencc on
their devices 'I'hus, users of such devices Inav prefer Other 40

methods of secure access to their user accounts.
One other such method may be tfuough the use of

biometrics. For example, an electronic device may have an
optical reader that may scan a user's fingerprint to determine
thai ihe person rixNcsting access Io a device or an accuunt
is audtonzcd. Howcvcr, such lingerpnnt systems arc often
plohibitively expensive for use on a small electronic device,
or are often considered unrehable and unsecure.

In addition. facial recognition is genemslly known and
may be used in a variety of contexts. Tlvo-dimensional facial
recognition is commonly used to tag people in images on
social networks or In photo cdiun software. F mlal recog-
nition software, however, has not bccn wnlely implemented
on its own to securely authenticate users attempting to gain
access to an account because it not considered secure ss

enough I'or example, Iwo dimensional facial recognition Is
considered unsecure because faces may be photographed or
recorded. and then the resulting prints or video displays
showing images of thc user may be used Io tnck the system.
Accordulgly, Ihcrc is a need for rchablc, cost-efibctivc, and io
convenient method to mlthenticate users attempting to log in
to. for example, a user account

SUMh LARY
si

1'he disclosed embodiments have been developed in hght
of the alxlve and aspects of the invention may include a

UIC(hod lol Cnrolllng Bnd BUIECBIICB(ulg B User nl Bn IIU(hcn-

tication system via a user's a nlobile computin device. The
user's dcvicc umludcs a cnmera and at least onc movmuent
detecting sensor, such as ml accelerometer, nlagnetometer,
and g)'roscopc.

In One einbodiment. the user may enroll In the system by
providul enrollment images of the user's face. The enroll-
ment inlages are taken by the cmnera of the mobile device
as the user moves the nlobile device to difi'erent positions
relative to the user's head. The user may thus obtain
enrolhnent images showing the user's face from difibrent
angles mid distances. Thc systmu may also utihzc one or
nxlre movement sensors of a mobile device to determine an
enrollment movement path that Ihc phone Likes dunng Ihe
inlaging At least one inlaae is processed to detect the users
face lvithin the image, and to obtain biometric infomlation
from the user's face in the ims e. The image processing may
be done on the user*a mobile device or at 0 remote device,
such as an authentication seri er or a user account scrvcr. Thc
enrolhnent infomlation (the enmllment biometrics, move-
ment, and other ulfonnation) may be stored on thc mobile
device Or remote device

I'he system may then mlthenticate a user by the user
pmviding at least one authentication inlage via the camera of
the mobile device while the user moves the mobile device to
difi'erent positions relative to the user's head. The mlthenti-
clnlon Budges Brc ploccsscd for face detection and flclal
blomctnc information. Path paramctcrs Brc also obtamcd
duung the imaging of the authentication images (authenti-
cation nlovement) I'he mlthentication infornlation (authen-
tication biometric. movement, and other infornlation) is then
compared with the enrollment information to determine
v hether the user should be authenticated or denied. Image
processing Bnd compauson may bc conducted on thc user's
mobile device, or may bc conducted rmnotcly.

In some embodiments. muluplc enrollment pmfilcs may
be created by a user to provide further secuuty I'or example,
a user may create an enrollment wearing accessories such as
a hat or lasses. or lvhile makin a funny face. In I'urther
embodiments. the user's enrollment information may be
hnkcd to a user cnuiil address. phone number, or other
idmitificr.

Thc mlthcntication system may include Pcedbacl dis-
played on the mobile device to aid a user in learning and
authentication lvith the system. Ilor instance. an accuracy
meter may provide feedback on 0 match rate of the mlthen-
tication biometrics or movement. A movement meter may
provnlc fiicdback on thc movemmlt detcctcd by thc mobile
dcvicc

In some embodiments. thc system may reward users who
successfully utilize the authentication systenl or who other-
wise take fraud preventina measures Such rewards may
include leaderboards. status levels, reward points, coupons
or other ofi'ers. and the like. In some embodiments. the
autlmnncanon system nuiy bc used to login Io mulliplc
accoUBBU

In addition Io biometuc and movcmmit matclung, some
embodiments may also utilire banding detection, glare
detection, mid screen edge detection to filrther secure the
system. In other embodinlents. other user attributes may be
detected and matched including users'ender, age. ethnicity,
and the hkc.

Thc system may also proiidc Byadual access Io user
account(s) when Ihc user first acts up thc mithcntication
system As the user successfully implements the system,
mlthorization may be expanded llor example. dunng a time
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period as the user gem accustomed 10 thc miIhmitication
system, lower transaction limits may be applied.

In some embodiments, thc mobile device may show video
feedback ofv hat the user is unaging to aid the user to image
lns or hcr I'acc during cnrollmcnt or authentication. Thc
video feedback may be displayed on only a portion of the
dispLay screen of the mobile device. For example. rhe video
feedback may be displayed in an upper portiim of the display
screen. The video feedback display may be posirion on a
portion of thc display screen Ihat corresponds with a location
of a front-facing camem of the mobile device.

To facilitate imaging in low-light. portions of the screen
other than the video feedback may be displayed in a bnght
color, such as white. In some embodiments. Und LED or
infrared liaht may be used. and near infrared thermal imag-
ing may be done with an utfmred camera. The mobile device
used fnr imaging may thus have multiple cameras fbr
capture visible light and infrared images. The mobile device
Ilidv Iilso have tllUltlpk: CatllClds (two 01 nnirC) 111111 ill ill II

single spectrum or multiple spectrum to provide stereo-
scopic, tluce-dimensional uuages. In such an mnboduncnt,
the close-up franies (zooniedj may create the mnst differ-
mitiation as compared to images captured from a distance. In
such an embodiment. the frames captured at a distance may
bc Ututcccssaty.

In some embodiments, to pmvide added security, the
mobile device may output objects, colors. or patterns on the
display screen to be detected during the imaging The
predetermined object or pattern may be a unique one-
dmiensional or two-dimensional barcodc. For exrunple, a

QR code (two-dunensional barcode) may be dispLtyed oil
thc screen and reipcctcd olf ol'he user's eye. H'he QR code
is detected in the image. then the person may be authenti-
cated. In other embodiments. an oblixt may move on thc
screen and the systeni may detect ivhether a user's eyes
follow the movement.

In some emlxidinients, the systein inay provide prompts
on a video feedback display to aid the user in moving the
device relative to thc user's head during enrollment and/or
authentication. The prompts may include ovals or fimnes
displayrxl on thc display screen ui wluch the user must place
lns or hcr face by moving thc mobile device until lns or her
face is ivi thin the oval or fraiue 'lite prompts may prefensbly
be of ditfering sizes and may also be centered on difTerent
positions of the screen. When an actual, tiuee-dimensiorml
person images himself or herself close up and far away. it
has bccn found that thc biometric results arc diffi:rent duc to
thc lisll-CVC Clh:Ct Ol 1110 h:lls. ThUs, a tlllcc-illlliCIlslolldl
person may be validated when biomctnc results are difii:rent
in the close-up and far away images 'this alan allows the
user to have multiple biometric profiles for each of the
distances.

In other embodiments, biometrics from images obtained
bctwcmi thc close-up mid far away images may bc analyzed
for uicrcmcntally dillbrcnt biomctnc rcsulis. In tins miumer,
Ihe morplnng ol thc face Irom the lar face to Ihc warped
close up face is captured and tracked 'I'he incremental
frames during an authentication may then be matched to
frames captured at similar locations during enrollment along
the motion path and compared to ensure that the expected
simildntics and dilli:rcucc are found. Tlus results m a motion
path and captured Imngc and biometric dani tlmt cmi prove
a tluec-dimensional person w presently beuig Imaged. Tlnis,
not only are the close-up and far aivay bioinetrics compared,
but also biometric data obtained in between 1'he bionietric

data obtmncd in bctw can must also correspond to a correct
morphin speed along the niotion path. greatly enhancing
the sixunty of thc system.

'I'he tnuch screen may be utilized in some embodiments
For example. Ihc user may aced to cntcr a swipe a particular
code or patteni in addition to the mithentication system
described herein. The touchscreen may also detect a size and
orientation of a user's finger, and whether or not a right hand
or a left hand is used on the touch screen. Voice parameters

I it
may also bc used as mi dddrxl layer of security The system
may detect edge sharpness or other indicators to ensure that
thc obtained images arc of suilicicnt quality lhr tlm authen-
tication system.

Wlmn a camera has an autofiicus. thc autofocus may be
controlled by the system to validate the presence of the
actual. tluee-dimensional person. The mitofocus may check
that different features of the user nr em ironment focus at
difi'erent focal lengths. In other embodiments. authentication
images may be saved to rci iew thc person who ancmpted to
authenticate with the systeni.

In some embodiments. the match thrcsholds required may
be adapted over time. 1'he system niay thus account for
changing biomctncs duc to agc. wmght gnm'loss, environ-
ment, user experience, security level, or other factors In

liirthcr cmboihmcnts, thc system nuiy utilize unagc distor-
tion pnor to obtaining biometric inforniation to further
protect a ainst fraudulent access.

I'he system may utilize any munber or conibination of the
11) security features as security layers„as described herein.

When authenticanon fmls, the system may be conligurcd so
that It is unclear vvhich security layer tnggered the failure to
prcscrvc Ihe uitcgnty of thc security system.

Other systenis, methods. features and advantages of the
iuvmition will bc or will bccomc apparent to one with skill
in the art upon examination nf the following figures and
detailed description. It is intended that all such additional
systems, methods. features and advantages be included

di within this description, be within the scope of the invention,
and bc protected by thc accompanying clnims.

BRIEF DESCRIPTION OF THE DRAWINGS

Thc components in the ligurcs are not ncccssanly to scale,
emphasis instead bein placed upnn illustrating the prin-
ciples of the invention. In the fi urea. like reference numer-
als designate corresponding parts throughout the difibrent
view n

o FICi 1 illustrates an example mivironment ol'sc of the
fdClill ICCogllltloil ailthCIltlCdtlou sy'stcill, UCCOIdlllg 10 OIIC

exeniplary embndiment
lilti 2 illustrates an example embodiment of a mobile

device
ss FICi 3 illustrates exemplary software modules that are

part of thc mobile dcvicc mid server.
FICi 4 shows a method for performing fncnil recognition

autlmntication accorduig 10 onc embodunmit.
lilfi 5 shoivs a niethod for enrolling a user in a facial

ic recognition authentication system, according to one exem-
plary embodiment.

FICiS. 6A and 6B show an example of movement of a
mobile device about d user's face according to onc exem-
plary cmbodimcnt.

si FICiS. 7A and 7B show mi example of movement of a
nxibile device about a user's face accordmg to one exem-
plary enibodiinent
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FIG. 8 shows a method of providing dudlenticanon infor-
mation in a facial recognition mithentication system, accord-
ing to one cxmnplary mnboduncnt.

FIG. 9 shows a method ol'erifyulg authentication cre-
dential in a facial recognition authentication system. accord-
ing 01 one exeinplary einbodiment.

FI(k 10 illustrates an exemplary display showing a
graphical and numeric feedbacl in B ibcial recognition
authentication system.

FIGS. 11A, 11B, and 11('llustrate exemplary video ui

liwdback displays corrcspondulg to front-Ibculg camera
poBitions ill,'I f'ICial ICCogllltuiil BllthenilCatliill SlwtCin

li(i 12 shows an exemplary video display feedback of a
facial recognition authentication system where edge pixels
on the sides of the display are stretched horizontally.

FIGS. 13A and 13B illustmtes exemplary screen displays
0 till IdCC BllgnlllCilt llldlCB(OI 1 Shown dS dll Oval to SCIVC IIS

a guide as tlu: user moves thc mobile device closer to or
away from their face

Fl(i 14 illustrates an exemplary mobile device display lo
showing a gmphical code entry interface with an imaging
area.

FI(k 15 illustrates an example mobile device display
showmg a numcnc Bnd graplucal code mltry uiterlhce with
dll ulldglllg drCB.

DETAILED DESCRIPTION OF EMBODIMENTS

A ay stmn and method for providing ace urc and convmumt (

facial recognition mithentication will be described below. Io
'I'he system and niethod may be achieved witlmut the need
fiir additional expensive bionietric readers or systems wlule
offering enhanced security over conventional facial recog-
nition systems.
Facial Rccogmuou Authentication Enviroiunmlt li

FIG. 1 illustrates an example environment ol'sc of the
facial recognition authentication syslcm described hcrcin.
'I'his is but one possible environment of use and system It
is contenlplated that. after reading the specification provided
below in connection with the figures, one of ordinary skill in do

the art may arrive at difierent environments of use and
colliigurdtlons.

In this cnvironmcnt, a user 108 may have a mobile device
112 which may be used to access onc or more ol'hc user's
accounts via autheiltication systems A user 108 may have a
mobile device 112 that is capable of capturing a picture of
the user 108. such os an image of the user's face. The user
may use a camera 114 on or connected to the mobile device
112 to capture an unagc or multiple images or vidim of
lumselfor herself. Thc mobile device 112 may compose any o

type of mobile dcvicc capable ol'apturing an unagc, either
still or video, and performing pnicessing of the image 01'omnnmicationover a network

In this enibodiment, the user 108 may carry and hold the
mobile device 112 to capture the image. The user moy also ls
wear or hold auy number of other devices. For, cxamplc. thc
user Illdv v:cdr a watcll 13 0 collnillullg ollc or nlorc cluncl'ils
134 or bioscnsors disposed on the watch. Thc camera 134
may be configured to create an image from visible light as
well as infrared light I'he camera 134 may additionally or io
alternatively employ image intensification. active illurnino-
tion, or thermal vision to obtain images in dark environ-
IBCII(S.

When pointed towards a user 108. the rxuncra 134 may
capture an unagc ol'thc user's face. Thc ciuncra 134 may be si
part of a module that may either include communication
capability that conlmunicates with either a mobile device

112, such as via Bluctooth,ig. NFC, or other format, or
communication directly with a network 116 over a wired ill'

ireless link 154. 'I'he watch 130 may include a screen on its
face to alloiv the user to view information If the camera
module 134 conununicates with the mobile device 112, the
mobile device 134 may relay cotmnunications to the net-
work 116. Thc mobile device 134 may be conligurcd widl
more titan onc front facuig ctuncra 114 to provide for a3D
or stereoscopic view, or to obtain images across a ditferent
spectral mnges, such as near infrared and visible light

I'he mobile dei ice 112 is conhgured to wirelessly com-
municate over a network 116 with a remote server 120. The
server 120 may communicate with one or more databases
124 Thc network 116 may bc any type of network capable
of conunuiucating to mid lbom thc mobile device uicludulg
but not limited to a I,AN. WAN. PAN, or the Internet 'the
mobile device 112 may conlmunicate with the network via
a wired or wireless connection, such as via lithernet, Wil'i,
NFC. and the like. The server 120 may include any type of
computing device capable of communicatin with the
mobile device 112. Thc server 120 and mobile device 112
drc collllgulixi wltll d ploccssor Bnd Illclllorv iilld drc coll-
figured to execute machine readable code or machine
instmctions stored in the menlory

I'he database 124, stored on nlobile device or remote
location as shov:n. may contain facial biometric infomlation
and authentication information of users 108 to identify the
users 108 to allow ncccss to associated user data based on
ouc or more images or biomctnc inl'onnation rcceivcd from
the mobile device 112 or ivatch 134 'lite data may be, fiir
exaniple, information relating to a user account or instmc-
tion to allow access to a separate account inforniation server
120B. The teml biometric data may include among other
information biometric information concerning facial fea-
tures and path parameters. Examples ol'path parameters may
include an accclerauon and spccxl of thc mobile device,
angle of thc mobile dci icc during image capture, distance of
the nmbile device to the user, path direction in Ielation to the
user's face position in relation to the user, or any other type
parameter associated with nlovement of the mobile device or
the user face in relation to a caniera Other data may also be
included such as GPS data, dci ice identilicauou informa-
tion, and the like.

In tlus cmbodimcnt. thc server 120 proccsscs rcilucsts lbr
identification from the mobile device 112 or user it)8 In one
configuration, the image captured by the mobile device 112,
using facial detection, comprises one or more images of the
user's face 108 during nlovement of the mobile device
relative to lhc user's lace, such as in B side to side or
honzontal arc or linc. Vcrucal arc or line, forward and
backwards from thc user*a face, or auy other diriotion of
nxition. In another contiguration, the mobile device 112
calcnlates biometnc infonilation from the obtained iniages,
and sends the biometric information to the server 120. In yet
another embodiment. the mobile device 112 compares bio-
lllC(rlC llllollndtlon IVltll SnlrCd blolllolrlC lllfol Blat ton On tllC

mobile dcvicc 112, mid scuds a authenucduon result I'rom

thc companson to thc scrvcr 120.
'I'he data including either the image(sk biometric infiir-

mation, or both are sent over the network 116 to the server
120 Using image processing and image recogmtion algo-
rithms, the server 120 processes the person's biometric
iufilrmation, such as facial data, and compares thc biometuc
iufilrmation with biomctnc data stored in the database 124
to dctemunc the hkehhood of a match Iu other embodi-
ments, the image pmcessing and comparison is done on the
nxibile device 112. and data sent to the server indicates a
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result of Ihc compansou In funhcr embodiments, lhc unagc
pmcessin and comparison is done on the mobile device 112
without accessing the server, tilr example, to obtain access
to the mobile device 112 itself

By using facial recognition processing. an accurate iden-
tity match may be established Based on this and optionally
one or morc other factors. access may bc granted or an
unaulhonzcd user may be reliulcd. Facial rccoguulon pro-
cessing is known in the art (or is an established process) and
as a result, it is not described in detail herein 111

Also shown is a second server 12013 with associated
second database 124B. Bnd third server IZUC with associ-
ated third database 124C The second and third database
may bc prox idcd to contaul additional informsuon 01st is nor
available on thc scrvcr 120 and database 124. For example,
one of the additional servers nlay only be accessed based on
the authentication of the user 108 perfilnned by the server
120

Executing on the mobile device 112 is one or more
software applications. This software is defined herein as an lo
idcntilicalion apphcatlon (ID App). Thc ID App may be
conligured with cithcr or both of facial detection and facial
recognition and nile or more software modules which nloni-
tor the path parameters and/or biometric data Facial detec-
tion as used herein refers to a pmcess which detects a face
in an image. Facial reco nition as used herein refers to a
process that is capable of analyzin a face using an algo-
lllhnl, nuippulg us Iaclal fcauulcs. Bnd couvcllul lhcnl lo
biometnc dale, such as numcnc dani. The biometnc data can
be compared to that denved from one or inilre difTerent lo
images for similarities or dis-similarities If a high percent-
age of similanty is found in the biometric data, the indi-
vidual slmlvn in the Images may be considered to be a march.

With the ultunate goal of matching a face of a user to an
identity or image stored in a database 124, to authenucate Is
thc user, the ID App may lirsl process thc uuage captured by
thc camera 114, 134 lo Idcuu fy mid locate lhc I'acc that is ln
the ima e As shown in I'I(i I, there may be the face 108.
'I'he authentication may be used filr logging into an online
account or for numemus other access control functions. So

The portion of the photo that contains the detected face
may then bc cropped. min and stored for proccssul by onc
or morc facial rixognluon algonlhms. By tirsl dclccung thc
face in Ihc image aud cropping only thai pornon of Ihe face,
the facial recognition algoritlun need not process the entire
image Iiurther. In embodiments ivhere the facial recognition
processing occurs remotely from the mobile device 112,
such as at a server 120. much less image dam is required to
be scut over lhc ac(work lo the remote locslion. II is
contculplalcil thai lhc cnllrc lnlagc, a cloppcil face, ol oui)'iomclncdata may besent to the remote scrvcr 120 for
pmcessina

Facial detection software is capable of detecting a face
from a vanety of angles. However. facial recognition algo-
ritluus are most accumlte in straight on inm es in w:ell-lit Ss

siluaiions. In oue mnboduncnt, lhc lughcsl quahly lace
Image for facial rccognlllon rival Is capliuLd is proccssi.d
Iirsl, then unagcs ol lhc lace lhru alc lov'cr qilahlv or al
different angles other than straight toward the face are then
pmcessed. 'I'he processing may occur on the nxlbile device ro
or at a remote server winch has access to large databases of
image data or facial identification data.

lite Ibclal detection is prcfcrrcd lo occur on lhe mobile
device and is pcrformcd by the mobile device sofiwarc, such
as the ID App. Tlus reduces the number or size ol'images ss
(dare) thar are sent to the server filr processing, where faces
are not tilund and niininlizes the overall amount of data that

must bc sent over the network. This rcxtuccs bandwidth
needs md network speed requirements are reduced.

In mlothcr preferred emboduneut, thc facial detection,
facial recognition, and biometric coniparison all occur on
thc mobile device. However, it is coutcmplatcd thai thc
facial recognition processing nlay occur on the mobile
device. the remote server. or both.

ill(i 2 illustrates an example enlbodiment of a mobile
device This is but one possible mobile device configuration
and as such rl is contmuplalcxl that one of ordulary skill in
the art may differently configure the mobile device. The
mobile devrcc 200 nuiy comprise auy type ol'obile com-
nninication device capable of performing as described
bclolv Thc mobile dcvicc may comprise a PDA, cellular
telephone, smart phone. tablet P(', wireless electronic pad,
an klT device. a "lveamble" electronic device or any other
cmnputing device

In this example embodinlent. the mobile device 200 is
configured with an outer housing 204 coufigurixl to prolecl
and contain the components descubed below. Within the
housulg 204 Is a processor 208 and a first and second bus
212A, 21213 (collectively 212). The processor 2(18 commu-
nicates over the buses 212 with the other components of the
nxlbile device 2UU The processor 208 niay comprise any
type processor or controller capable of perfnrming as
described herein. The processor 208 may comprise a general
purpose processor, ASIC. ARM, DSP, controller, or any
other type proccssulg dcvicc. 11u: processor 208 and other
elements of the mobile device 200 receive power fmm a
battery 220 or other power source An electrical interface
224 provides one or more electrical ports to electrically
interface with the mobile device. such as with a second
electronic device, conlputer, a medical device, or a power
supply/cllarging device. lite interface 224 may comprise
an)'vpe clccnlcBI ulu:Iliicc or ciuuu:ruor fornlat.

Ouc or morc mcmoncs 210 arc part of the mobile device
200 for storage of machine reacable code for execution on
the processor 2U8 and for storage of data, such as image
data. audio data, user data. medical data, location data,
accelerometer data. or any other type of data. The memory
210 may compnsc RAM, ROM, (lash mmnory, optical
memory, or nucro-dnie mmnory. Thc maclunc rcadablc
code as dcscrrbcx( hcrcm is non-transitory.

As part of this embodiment, the pmcessor 208 connects to
a user mterface 216. 'I'he user interface 216 may comprise
any system or device configured to accept user input to
control the mobile device. The user Interface 216 may
comprise onc or more of thc lilllow 1ng: keyboard. roller ball,
buttons. whiicls. pointer kcy, touch pad, and touch scrccn. A
touch scrccn controller 230 is also provided which ulterfaccs
through the bus 212 and connects to a display 228

I'he display conlprises any type display screen configured
to display visual information to the user. The screen may
comprise a LED, LCD, tlfin film transistor screen. OEL
CSTN (color super Iwrsnxt ncmatlc), TFT (duu Iilm tran-
sistor), TFD (thin film diode), OLED (organic hght-cnuuulg
diode), AMOLED display (active-matnx orgaruc light-emu-
ting diode), capacitive touch screen, resistive touch screen or
any combination of these technologues 1he display 228
receives signals from the processor 208 and these si naia are
trmlslated by the display into text and images as is under-
stood in Ihc arl. The display 228 may I'urthcr comprise s
display processor (nol shown) or controller that utter(scca
with thc pmccssor 208. The touch scrccn controller 230 may
cmnprise a module confi ured to receive signals from a
touch screen ivhich is overlaid on the display 228
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Also part ops exemplary mobile dcvicc is a spwikcr 234
and niicrophone 238. The speaker 234 and microphone 238
may be controlled by thc processor 208. Thc nucrophoue
238 is configured to receive and convert audio ~ignals to
clcctncal signals based ou processor 208 control. Likewise,
the pmcessor 208 niay activate the speaker 234 to genenste
audio sigtals. These devices operate as ic understood in the
art and as such are not described in detail herein.

Also connected to one or more of the buses 212 is a first
wirelcss transceiver 240 aud a second wirelcss transceiver
244. each of which connect to respective antennas 248, 252.
Thc Iirst and second transceiver 240, 244 are conti urcd to
receive inconling signals fmm a reinote transmitter aild
perform analog front mid processing on the signals to
generate analog baseband signals. 'Ihe incoming signal
maybe further processed by conversion to a di ital format,
such as by an analog to digital converrer„ for subsequent
processing by the processor 208. Likewise, rhe first and
second transccivcr 240, 244 are conligurcd to receive out-
goingsignals from the processor 208, or another component
ol'thc mobile device 208, and up convert fliesc sigiial from
baseband to Rli frequency for transmission over the respec-
tive antenna 248, 252. Although shown with a first wireless
transceiver 240 and a second wireless transceiver 244, it is
contemplated that the mobile device 200 may have only one
such system or two or more trancceivers. For example, some
dcviccs arc tri-baud or quad-bund capable, or lrivc Blu-
ctooth;ii NFC, or other conumuucaiion capability.

It is contemplated that the mobile device. and hence the
firs ivireless transceiver 240 and a second wireless trans-
ceiver 244 may be configured to operate according to any
presently existing or future developed wireless standard
including„but not limited to. Bluetooth. Wl-Fl such as IEEE
802.11 a.b,g,n, wirclcss LAN. WlvLAN, broadband lixed
access, WIMA7(, any cellular tccluiology mcluding CDivLA,
GSM, EDCiE, 3G, 4G, SG, TDMA. AMPS. FRS. GMRS,
citizen band radio, MI II; AM, IiM, and wireless USi3

Also part of the mobile device is one or nxire systems
connected to the second bus 212B wlfich also inrerface v.ith
the processor 208. These devices include a global posirion-
ing system (CIPS) module 260 with associated antciuia 262.
Thc GPS module 260 is capable of receiving and processing
sigruils from satellites or other tmnspondcrs to cncratc
location data regarding the location, direction of travel, and
speed of the Cipg module 26)) (IPS is genemlly understood
in the art and hence not described in detail herein A
yroscope 264 connects to the bus 212B to enerate and

provide onentatiou data rcgardui thc oucntation of the
mobile dcvicc 204. A magnctomctcr 268 is provided to
provide ilirectional information to the mobile device 204. An
accelemmeter 272 connects to the bus 212i3 to provide
information or data regarding shocks or forces experienced
by the mobile device. In one configuration. the accelerom-
eter 272 and gymscope Z64 generate and provide data to the
processor 208 to imhcatc a movemcnt path and unco)ation
of thc mobile dcwcc.

One or more cameras (still, video, or both) 276 arc
pmvided to capture image data fiir storage in the memory
210 anchor for possible transmission overs wireless or wired
link or for viewing at a later time. The one or more camems
276 may be configured to detect an inm e using visible light
and/or ncar-inlyarcd light. Thc ctuncras 276 may also be
conligurcd to utilize unagc uitcnsilication, active illumuxi-
tion. or thermal vision to obtmn images ui dark miviron-
nients I'he processor 208 may pmcess image data to per-
form inm e recognitton. such as in the case of, facial

dc)tv)ion. item detection. Iacial rccogniuon. item recogni-
tion, or bar/box code readin

A flasher anclior flashlight 28(). such as an I.iiD light, are
pmvided and are pmcessor contmllable. 'I'he flasher or
flashlight 280 may serve as a strobe or traditional flashlight.
The fiaisher or flashli ht 280 may also be configured to emit
near-infrared hght. A power management module 284 inier-
faccs with or moiutors ihe battery 220 to marmgc power
cmisumption, contin) battery charging. and provide supply

ia voltages to the various devices which may require ditferent
power requirements.

FICi 3 illustrates exemplary software modules that are
part of the mobile device and server. Other software modules
may bc provxhxl to provide the I'unctionality described
below It is pmvnled that Ibr tlu: I'unctionality described
herein there is matching softivare (non-transitory machine
readable code, machine executable instnictions or code)
configured to execute the hinctionality. 1 he software ivould
be stored on a memory and executable by a processor.

io In this example confirmatio. the mobile device 304
lllcluilcs ti Icccivc Iltodulc 320 and a trallsilllt inodulc 322.
These sofiwarc modules are contigurcd) to rcccivc and
transmit data to remote device, sucll as cailieras, glasses,
servers, cellular toiverb or Wll'I system, such as a)uter or
access points.

Also part of the mobile device 304 is a location detection
module 3Z4 configured to determine the location of the
mobile device. such as with uiangulation or GPS. An
account setting module 326 is provided to establish, store.

io and allov a user to adjust account settings A log in module
328 is also provided to allow a user to log in, such as ivith
password protection. to the niobile device 3))4. A facial
detection module 308 is provided to execute facial detection
algontluus vvhile a facial recognition module 321 includes

is software code that recogiuzcs thc face or facial features of
a user, such as to create numcnc values wluch rcprcscnt one
or morc facial fi:a)urea (facial biometric information) )liat
are tllilqtie to tire usel'n

information display module 314 controls the display
so of information to the user of the mobile device. The display

may occur on the screen of the mobile device or watch. A
user inputioutput module 316 is coniigurcd to accept dura
from and display data to the user. A local uiterfacc 318 is
configured to uitcrface with other local devices, such as
using Bluetooth)t or other shorter range comniunication, or
v ired links using connectors to connected cameras, batter-
ies, data stora e elements. All of the software (with associ-
ated hardware) shown in the niobile device 304 operate to
provnlc the Ibnctionality dcscrtbcxl barmn.

c Also shown in FICI. 3 is the server software module 350.
These modules arc located rmuotcly from the mobile device,
but can be located on any server or remote processing
element. As is understood in the art, networks and neuvork
data use a distributed processing approach with multiple

s. servers and databases operating to ether to provide a unified
server As a result, it is contcmplatcd that thc module shown
iu thc scrvcr block 350 may not all bc located at thc same
server or at thc same physical location.

As shovai in FK) 3, the server 350 mcludes a receive
ro module 352 mid a transmit module 354 I'hese software

modules are configured to receive and transmit data to
remote devices, such as cameras, watches. glasses. servers,
cellular towers, or WIFI systems, such as router or access
points.

ss Au information display module 356 controls a display of
information at the server 35)) A user input/output module
358 controls a user interface in connection with the local
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inierfacc module 360 Also localed on lhc server sale of thc
systent is a facial recognition module 366 that i ~ coidigured
to process lhe image data from the mobile device The facial
recognition module 366 may process the image data to

enerate facial data (biometnc infonnationi and perform a
compare hmction in relation to other facial data to determine
a lacial match as part ol au identify detcnninalion.

A database iutcrl'acc 368 enables conmiuruca lion with oue
or more databases that contain infiirmation used by the
sewer modules A location detection module 370 may utilize in
the locatinn data from the mobile device 304 for processiag
and to increase accuracy. Likewise an account settings
module 372 contmls user accounts and may interface v.ith
the account settings module 326 of thc mobile device 304.
A secondary scrvcr interface 374 is provided to uitcrfacc and
communicate with one or more other servers.

One or ntore databases or database interfaces are provided
to facilitate communication with and searching ofdatabases.
In this example embodiment the system includes an image
database that contains images or image data for one or more so

pixtplc. Tins database uitcrfacc 362 may be usxxl to access
image dale users us perl ol lhc nlenuly mdlch process Also
part of this entbodinient is a personal data database interface
376 and privacy settings data module 364. 'I'hese two
ntodules 376, 364 operate to establish privacy setting fiir
individuals and to access a database that mny contain
privacy settings.
Authentication System

Ait dullicliticBtioit syslciii willi pdllt pBCBIticlcrs litdl is
operable in the above described envimiunent and systent ic
will nov be described in connection with lii(i. 4 I'IG 4
shoivs a method for performing facial recognition authenti-
cation vvith path parameters according to one embodimenr of
the invention. As ss ill be descnbed in more demil below. the
system utilizes tlm fi:dlurcs ol'he mobile devwe 112 and is
server 120 detrited dbovc lo gciicralc d sccliic Bird coltvc-
iucnl login system as ouc example of an authentication
system 'I his reduces the burden of the user having to type
in contplex passwords onto a small screen of a ntobile
device, prevents fmsud through means such as I ey logging or do

screen shot captures. and increases security by combining
scvcral path parameters audtor device paramelers which
Ituisl bc iiicl before user is tiinltciilicalcd.

In step 410, thc system muolls a user in rite facial
recognition authentication system In one embodiment. an
authentication server. such as the server 120 (Iilli. I l. may
be configured to authenticate a user to allow access to a
user's account. such as a bank or other accounr. via the
mobile devwe 112. The aullmnucauon scrvcr 120 may be
includtxt as a purt of a scrvcr of lhe uisliluuon or enlily o

providuig user uccounls (hereuiafler '*account server"2 or
the milhentication server may be provided separately I'iii'xample,

in the environment shown in Iyfi I, Servers 120II
and 120C may represent account servers. In other embodi-
ments. the account server and the authentication server are ss
onc in ihe same In ouc cmbodunem, lhc milhmilicalion
scrvcr 120 may provnleau authentication applicalion lu thc
user for uislallation ou the mobile device 112.

An enrollment pmcess according to one embodiment will
be described with reference to Iilli. 5 In this embodiment, ic
a user via a mobile device 112 establishes a connection
between the mobile device 112 and the account server 120B
in step 510. As lust oue example, thc user may eslabhsh a
cotiiicclloit vsttlt a scrvcl of B IiiiBiicitil iiislilulioit sucli Bs ii

bank, or this connection may occur later in thc process after ss
mithenticatinn I'he user then provides typical login infiir-
ntation lo authenticate the user. such as a user name and

pad srw ord Ibr a financial account ui step 512. In step 514, thc
user niay next receive a pmmpt at the mobile device 112 to
emoll in the facial reco nition authentication system 'lhe
user then, via the user interface, indicates that he or she
v ould hke to set up the authentication system in response to
the prompt.

Next. ui step 516, lhc mobile device 112 may send device
iufiirmation lo theauthcnlicalion scrvcr 120 Thc device
informatinn may include among, nther mfiirntation a device
identifier that uniquely identifie the mobile device of the
user Such intiirniation ntay include device nianufacturer,
model number, serial nunlber, nnd mobile network informa-
tion. In step 518. when the authentication server 120 is
iucorporalixl with lhe account server 120B, thc authcniica-
tion scrvcr 120 associates and stores thc device information
v ith the user*a account intiirmation. When the mithentica-
tion server 120 is separate fmm the account server 120I3, the
account server 120I3 may enerate a unique identifier related
to the account information and send the unique identifier to
the authentication server 120. The authentication server 120
may associate lhc dcvicc uiformatiou and the umque iden-
tifier stith each other and may store the utfomtation m a
database 124

I'he user is next prompted tn provide a plurahty of imsges
of his or her face using a cantera 114 on the niobile device
112 (hereinafier, "enrollment images**) in step 510. The
enrolhnent images of the user's face are taken as the user
holds thc mobile des ice and moves thc mobile device to
dilfi:rent positions rclalivc lo his or her head and face. Tlnis.
the enrollment iniages of the user's face are taken from
many ditferent angles or positions Iiurtherniore the path
parmneters of the mobile device are monitored and recorded
for future comparison in step 522. Some non-limitin
examples ofhovv a user might hold a mobile device and tal e
a plurality of inuigcs of hcr face is shossn ut FIGS. 6A-7B.

In FIGS. 6A and 6B. the user holds the mobile device 112
ou onc side ol'his or hcr Ihcc, and moves the mobile device
112 in an arc like path horizontally about his or her face until
the niobile device 112 is on the other side of her or her face
In FICiS. 7A and 7B, the user holds the mobile device 112
far away from his or her face. Bnd then brings the mobile
device 112 forward closer lo lus or her face. Of course, any
number ol'ther pdllw may bc used ut addiuon to those
shown in FIGS. 6A-7B. Addilioiially, thc user may move lus
or her head while the centers is held fixed 'I'he user could
also hold the camera steady and move their head in rehstion
to the camera. This method thus can be unplemented with a
v ebcnm on a laptop or desktop. or on any other device, such
ds dii IoT device wlicic d cditict'ti ls itioilitlixl oii B sliiiilailv
stationary location or obtcct.

Thc cnrollmcnl unagcs may be obtatncst as follows. The
user holds and orients a mnbile device 112 with a camera
114 sn that the camera 114 is positioned to image the user's
face For exampie. the user may use a front facing camera
114 on a mobile device 112 with n display screen and may
coniimi on the display screen that his or her face is in
position to bc unaged by lhc camera 114.

Once thc user has oncntcd the device, thc device may
begin obtaining the enrollment images of the user In one
embndiment, the user may press a button on the device 112
such as on a touchscreen or other button on the device to
initiate the obtainin of the enrollment unages. The user then
moves thc mobile device lo dilli:rent positions relative lo lus
or her head as the dcvwe unages the user's Ihcc I'rom a

plurahly ol miglcs or posiiions as dcscnbed above. When lhe
above-mentinned front-facing cmnera is used. the user may
cmttinually confirm that his nr her face is being imaged by
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1 lcwulg lhc huagulg on lhc dlsplB)'clccn. Thc user nlav
again pre~s the button to indicate that the imaging is conl-
pleted Alternatively the user may hold the button during
imaging, and then release the button to indicate that imaging
is complete.

As described above. the mobile device 112 may include
face dckmlion. In this embodiment in step 524. the mobile
device may detect the user's lice in each ol lhe enrollment
images. cnlp the images to include only the user's face. and
send, via a network, the images to the authentication server
(20 In step 526, upon receipt of the enrollment images, the
authentication server 120 performs facial recokn»rion on the
images to determine biometric infonuation ("enrollment
biometncs") ihr thc user. Thc authentication server 120 may
then associate thc enrollment biomelncs with (he device
information and the unique identifier (or account informa-
tion) and stores the biometric information in the database
(24 in step 528 llor added security, in step 530, the nlobile
device 112 and the authentication server 120 may be con-
figured to delete the enrollment images after the enrollment
blomclncs of thc user arc obtainisk

In another embodiment, the mobile device 112 may scud
the images lo the mithentication server (20 without perfornl-
ing face detection. The authentication server 120 may then
perform the face detection, facial recognition. and bionletric
information processin In another embodimenr. rhe mobile
device 112 may be configured to perform the facial detec-
uon, facial rixognition, and biometnc processulg. and then
amid Ihc results or daLi resulting (rom thc processing lo thc
authentication server (20 to be associated v ith the unique
identi(ier or user account 1'his prevents sensitive personal
data (iml es) fmm leaving the user's device. In yet another
embodiment. the mobile device 112 may periilnu each of the
above nlentioned steps„and the mobile device 112 may store
thc enrollment ullbmlaliou without selxlulg mly of the
enrollment blomctncs or uuages lo the server.

In one cmbodunent, thc mobile device*s gyroscope, mag-
netometer. and acceleronleter are configured to generate and
store data while the user moves the mobile device about lus
or her head to obtain the enrollment images (path param-
eters). The mobile device may process this data in srep 532
lo dclenninc a path or arc ul wluch thc mobile device moved
wlulc Ihc user Imaged his or her I'ace ('*enrollment movc-
meni"). By using Ihua lyom the acccleromelcr. magnetom-
eter. and Bynxscope, the system may check when a user Is

ready lo begin scanning himself/herself. as well as deter-
mining the scan path. The data is thus used to deterlnine
when to start and stop the scan interval. The data may
additionally include thc time elapsed dunng scaunm . Tlus
time may bc nu:dsured from Ihc user pressing lhe bullon lo
start Bnd stop the imaging, or may be measured from the
duration lhe button Is held down lvhile imaging. Cr during
nlore movement or to complete sweep

The enrollment movement of the mobile device 112
(winch is data that defined the movement of the mobile
dcvicc durulg unagc capture) may bc sent lo lhe aulhcntl-
cauon seller 120. Thc aulhenucauon server 120 associates
dnd stores the muollmenl movcmenl, die enrollment bio-
metrics. the device infornlation. and the unique identitier or
account information Alternatively. the data generated by the
yroscope, magnetometer, and accelerometer may be sent to

the server 120. and the server 120 may process the data to
delcrmule the enrollment movcmcnl.

illus. ul lhc above dcscnbcd embodiment. the enrollment
inionnalion may Ihus compose Ihe device inionnalion. the
enrollment biometncs. and the enmllinent movement (based
on movement of the mobile device (12)

Retunung to FIG. 4, once enrollment is complete, thc
authentication server (20 may later receive credentials from
a user attempting to mithenticate with the system as shown
in step 420. For exmnple, a user may attenlpt to log in to a
user account. When a user attempts to log in. instead of or
in addition to providing typical account credentials such as
user name and password. the user may again take a plurahly
of unagcs or vidcxl of las or her face as thc mobile device 112
is held in the hand and nloved to different positions relative

in to the head ("authentication images") In the sante nlanner as
was done during enmlhnent (such as shown in I'l(ig
6A/7B). In this manner. the user may provide the necessary
ima es (the term images includes video as video is a
succession of uuagcs) froni niany dlih:rout dnghcs Bniffol
positions, and may provide path parameters of thc device
v bile obtaining the inlages ("authentication movement") to
both confirm the identity of the user as well as the liveness
and realness of that individual to ensure it is not a video,
screen shot. or other representation of the person.

Io In one embodiment outlined in FIG 8. the user via the
mobile dcvicc 112 obtains a number oi'uthentication
images in slcil 810 wlnle moiing thc mobile dcvicc 112 lo
di)Terent positions relative to the user's head. Using facial
detection in step 812, the nlobile device 112 detects the
user's face in each of lhe authentication inlages, crops the
ima es. and sends the images to the authentication server
120 In another embodiment, the mobile device 112 sends
thc images to Ihc scrvcr 124, mid lhc server 124 performs
facud detection. In step 814, (hc authentication routing 120

lo may perform facial recomlition on the authentication images
to obtain biometric intilnnation ("authentication biomet-
rics") ln mlother embodiment. the mobile device 112 per-
forms facial recognition to obtain the authentication biomet-
rics and sends the authentication biometrics to the server

ls 120
In step 816. the mobile dcvicc 112 sends thc device

hlioruldtlon identify'ulg lhc device Bnd scuds palh pBIdnl-
eters such as gyroscope, magnetometer, and accelemmeter
information defining the path of the nlobile device taken

do dunn imaging, as well as the eLapsed time dunng imaging
("authentication movement") to the server 120. The creden-
tials rcmcivcx) by Ihc authcnucatlon server 120 lhr B login in
thc facml recognition system may thus compose thc device
lnfornlaluul, lhc Bulhcnllciulon uuagcs ol'hc Billhcnllcdllon
biometncs, and the authentication movement (path param-
eters)

Returning to FIG. 4, in step 430. the authentication server
120 venfies that the credentials received from the mobile
dcvicc 112 suilicicnlly corrcspond with the ulfonnalion

o obtaulcd during enrollment. For example. as shown in slcqt
910 ul FIG. 9. by usulg dlgonthms to process thc charac-
teristics of the face and li ht strikin the face between the
di)Terent images, the authentication server 120 can deter-
mine that the face in the authentication ima es is three-

ls dimensional, i.e. not a representation on a punted picture or
video scrccn. Where thc mobile device 120 scuds only thc
aullmntlcatlon biometncs 120 to the scrvcr, thc server 120
may validate thc rwilncss or (luce-duncnsional aspects of thc
user imaged by conlparing the biometric results of the

io di)Terent images
In step 920. the authentication server 120 may then

compare the login credentials with the information stored
from thc cnrollmcnt process. In step 920, the server 120
compares thc iden(ilication of the dcvicc obtained during Ihe

ss logiu process to thai stored during enrollment. In step 930,
the authentication biometrics may be compared with the
enrollment biometrics to deternlule whether they sufficiently
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corrcspond with thc enrollment biometrics. In stctt 940, thc
authentication movement may be compared v ith the emoll-
ment movenleilt to deterinine whether it suflicieiltly cnrre-
sponds with the enmllment movement.

In some embodiments, a copy of the enrollment infomin-
tion may be stored on the mobile device 112. and the mobile
device 112 may vcril'y that the credentials received on the
mobile dct ice 112 sullicicntly corrcspottd with the enroll-
nlent information 1 his would allow a user to secure docu-
nlents. files. Or applications on the mobile device 112 itself In

in addition to securing a user's account hotted on a remote
device, such as the authentication server 120. even when a
connection to the authentication server 120 may be tempo-
rarily unat ailablc. such as when a user dues not have access
to ihe In(cruet. Further, tlus wmild allow the user 10 sccurc
access to the niobile device 112 itself Or enrollment info
may be stored on server

Accordin ly, in step 950, if the mithentication server 120
or nlobile device 112 determines that the enrollment infor-
mation sufficiently corresponds with the credentials lo
rcxcived, then thc scrvcr or mobile device may vewl'y tlmt
thc idcntilication ol'hc user attempting logui corresponds
the account holder This avoids the cumbersome prncess of
the user bavin to manually type in a complex password
using the small screen of the mobile device Many pass-
lvords now require capital. non-text letter, lower case. and
numbers.

lltc let cl of correspondmicc required to dctemunc liat
the cnrollmcnt information sullicicntly corresponds with thc
authentication information in the klgin attempt may be set in Io
advance. lior example, the level of correspondence may be
a 99.9% match rate benveen the enrolbnent biometrics and
the authentication biometncs and a 90% match mte between
the enrollment movement and the authentication movement.
Thc required level of correspondmicc may bc statw. or clastic li
based on thc estabhshcxt Qucsholds.

For example. the rcqutrcxt lcvcl of correspondencc may be
based on (iPS inforniation from the mobile device 112 In
one embodiment, the authentication server 120 may require
a 99.9% match rate as the level of correspondence when the do

GPS information of the mobile device corresponds with the
location of thc user's home or other mithorizcd location(s).
In contrast, it'hc GPS uiformation show s Ihe device is ui B

forclgll coUU(rv'iir lronl lhc Uscl s llolllc, thc Btifilcntlcation
server may require a ')9 99% match mate as the level of d

correspondence or niay be denied entirely llence, the
required match between pre-stored authentication data (en-
rollment information) Bnd presently received authentication
data (JuthenticBUon uflomlauon) ts claslic m tlmt the
required pcrcennigc match bc(ween palh paramelcrs or O

llniigcs lily'hango ilcpciuhng on varliiUs IBC(ors, Bitch iis
time of day. location, frequency of login attempt. date, or
any other factor.

The required level of correspondence may additionally
depend on time. For instance, if a second authentication ls
attempt is made shortly aficr a lira( authcnncation attempt in
J locdiion far from thc lira( authentication localton based on
GPS information lbom thc mobile device 112. thc level of
correspondence threshold niay be set higher I'or exanlple, a
user can not travel front Seattle to New York in I hour. Io
Likewise. Iogin attempts at midnight to three in the morning
may be a si~ of fraud for some users based on patterns of
thc Uscls UBJgt:

lite level of correspondcncc bclwcxn the enrollment
inlonnation and Ihc authentication mfitmialion may bc the Si
result ot colnpounding the various paratlieters ot the enroll-
nlent information and the mithentication infilrmation I'r

16
cxiunplc, when thc bunon hold tune in thc mithcnttcatton
infornlation is within 5'i of the button hold time of the
emollment infnnnation, the correspondence of the button
hold time may constitute 20% of the overall match Siini-
Inrly when the motion path tralectory of the authentication
information is lvithin 10% of the enrollment infomlation, the
motion path trajectory may constitute 20% ol'he overall
malch. Further parameter match rates such as the face size
and facial recognition match in the authentication informa-
tion as coinpared to the enrollnient mfilrniation may con-
stitute the remaining 10'%nd 50% of the ovemlll level of
correspondence. In this manner. the total overall level of
correspondence may be adjusted (total of all parameters
being more than 75%, lbr example), or thc match rate of
indtvxlual parmnctcrs nuiy bc ad)us(cd. For example, on a
second attempted ionia, the threshold match rate of one
parmneter inay be increased. or the overall level of corre-
spondence for all parameters niay be increased. 1 he thresh-
old match rates may also be adjusted based on the account
bein authenticated or other diferent desired levels of

SCCII11()'eturning
to FIG. 4, m step 440, thc authcnucation server

120 may grant or deny access based on the verification in
step 420. l'or example. if the authentication server 120
verifies tlmt the credentials match the enrollnient informa-
tion. then the server 120 may authenticate the user to allow
access to the user's account. In the instance where the
autlmntication scrvcr 120 ts scparatc from thc accmuit scrvcr
120B (such as a bank's server), thc authcnucauon SCIV er 120
may transmit the unique identifier to the account server
along with an indication that the identity of the user asso-
ciated with the unique identiher has been verified 'lhe
account server IZOB may then authorize the user's mobile
device 112 to transmit and receive data fmm the account
scrvcr 1208. Of course, all this may occur at only thc
account server 120B or on the mobile dcvicc 112 itself.

Altcmativcly, if thc crcdenuals provided by thc user are
not verified, the authentication server may transntit a ines-
sage to display nn the screen of the mobile device 112
indicating that the Ioy'n attempt failed. The authentication
server 120 may then allow the user to try again to log in via
thC fdCliil ICCogtll(1011 ltlgln SVS(t:111. Or thc BiilhCU(ICd(1011

server 120 may require thc user to enter tyfttcitl account
crcdcntials, such as a user name and password

In one embodiment. the server 120 may alklw three
consecutive failed login attenipts befilre requiring a user
name and passv,ord. If in one of the attempts, the required
level ofcorrespondence is met. then the user may be verified
and access may bc granted. According to onc embodiment,
the autlmntication scrvcr 120 may retnin Ihc information
from each succcssivc authentication uumnpt and combuic
the data from the multiple authentication attempts to achieve
nxlre accurate facial bionietric inforniation of the person
attempting to authenticate. In addition. the level of corre-
spondence may be increased at each successive attempt to
autlmnticate. In addinon. by at craguig thc path data (Buthcn-
tu:Jtloil 1110VCIIICU() dnd/Or nnagc iIB(a (BiilhCU(ICd(1011

lnldgcs/bltinlCttlCS) fl0111 SCVcral logul dt(Ctnpts, (IIC loghl
data (enrollment information) is perfected and improved

Accordingly. the above described authentication system
allows for authentication to a remote server 120 or on the
mobile det ice IIZ itself. This may be accomplished as
described above by thc mobile device 112 captunng thc
authentication crcdcntials, and thc authentication server 120
processing and analyzing the crcdmlttals compared to thc
enrollment information (cloud processing and analysis); the
nxlbile device 112 capturing the authentication credentials
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dnd processing lhe credentials. mid thc dulhcnlmalron server
120 analyzing the credentialc compared to the enrollment
ini'onnalion (mobile dcvrcc processuig, cloud analysis), or
thc mobile device 112 capturuig thc milhenlrcalron crcdmi-
tialc. and processing and analyzing the credentials compared
to the enrollment information (mobile device pnicessing and
analysis).

Advantages and I'eatures of the iimbodiments

1'he abm e described system provides a number of advan-
ta es. As one advantage. the facial recognition authentica-
tion system provides a secure lo in. For example. if during

login attempt the camera of thc mobile devwc trna ed a
digital scrccn displaying a person rotating their head while
the phone v as not Inoving. the accelenimeter, nlayletoni-
eter. and gyroscope rhcta would not detect any motion. 1'lnis,
die enrollment movenient and the mithenrication movement
would not correspond. and the login attempt would be
denied.

In addition. because a plurality oi'mages arc used as
CnriiililiCIII lrnagcs Bird BiilliCIIIICdllorr lrlragCS, hlslogiiiillS Or
other photo nianipulation techniques may be used to deter-
niine if a diytal screen is present in place of a human face
in the images lior example, the system may check for hght
frequency changes in the captured images, or bandin in Bn

image which would indicate an electronic display enemted
the unagc. backlrghtrng, suspicious clianges m hghtm, or
conduct other analyses on Ihe rnmgcs by comparing thc
images to determine that the actual live user is indeed alive,
present, and requesting authorization to login

As yet another advantage, as explained above, not only
must the enrollment biometrics sufliciently correspond to the
authentication biometrics, but also the enrollment movement
IIIIISI IIIIIICII lllc dullicillicriliorl IIIOVCillcill, Bird IBC dCVICC

inionnalion must match Ihe cnmllment device infomialion.
For exmnplc, an application may bc dom nloadcd to a mobile
device thar hac a digital centers 'lire application may be a
login application. or niay be an application from a financial
institution or other entity with which the user has an account.
The user may then lo in to the application using typical
login credential such as a mcbsrte user name and password.
Further. Ihc user may have a device code from logging in on
another dec rcc, or may usc thc camera to scim QR code or
other such code to pair the device to their user account

'lite user then holds the mobile device to move the niobrle
phone to different positions relative to his or her head while
keeping his or her face visible to the camera ns it is moved.
As lhc mobile device is movixi, thc crmiem takes the
enrollment unagcs of thc I'acc. Dumr imaging, the speed
and angle of Ihc current user's mobile device movemenl rs
nieasured ucirig the accelerometer, Inagnetometer, aild Byro-
scope to enerate the cirro))ment movement. I urther corl-
tinuous imaging and detection of the face tluouchout the
process lins been shov n to prevent frmid. This is because a
fraud allmnpt cannot be made by mtaluig images ui and oul
of Ihc front oi thc camera.

For example, a user may start Ihc movcmenl from right lo
left or fmm left to right as shown in Irl(ig 6A and 6B 'I he
movement may also be in a front and back direction as
shown in FINIS. 7A and 7B Any other movement may be
utilized such as starting in the center. then going righr, and
then going back to cmrtcr. Vortical and diagonal movemcnls
may also be used lo further compound thc complexity of the
enrollment movcmmrl. When thc user then later attempts
login. Ihe user must repeat the motion pattern in the authen-
tic;ition rnovcincilt so Bs to BIatch thc cili'olliucilt nlovcillcilt

in addition to Ihe bromclric dale and dcvrcc information
matching. I'hus, the security of the system is greatly
erfirarrced

'I'he system therefore pmvidec enhanced security fiir
authenticating a user who has a mobile device. Ac explained
above. the system may use at least any one or more of the
fiillomrng rn any number of combinauons lo securely
aulhcntrcatc thc user. physical dcvrcc van(ication, mobile
network verification. facial reco nition including the size of

ro the face in the inmge, a face detected in every frmne during
the movement, acceleronieter intiirniation. gyroscope intiir-
matron. magnetometer infomiation, pixels per cquare inch,
color bits per pixel, type of ima e. user entered code or
pattern, mid GPS inlbrmauon.

As another advantage, the facial rccognrtron logui system
pmvides a convenient manner for a user to loyn to an
account with a mobile device I'or example, once enrolled,
a user does not need to enter a user nanie and password on
the small mobile device each tinie the user wishes to access

Ic the account. Instead, the user simply needs to image himself
or hcrsclf mlulc mimickmg lhc mirollmcnt movcmenl with
the mobrlc dcvicc. This is espixially advantageous mrth
smaller mobile devices such as mobile phones, smart
matches, and the like

I'he system may be further conhgured to allow a user to
securely log on to multiple devices. or to allow users to
securely share devices. In one embodiment. the enrollment
infiirmation may bc stored on an authentication scrvcr (or on
"thc cloud" ) and thus rs nol associated only milh thc user's

ic original device. This alloivs the user to use any number of
suitable devices to mirhenticate with the mrthentication
server In this manner, a user may uce a friend's phone (third
party device) or other device to access his or her infomin-
tion. such as account infounation. address book information,

ic email or other mcssaging. ctc. by pcrfiinnurg thc authcnii-
ciitiorl opciiiliiiil oil dilv'ci rcria

For cxiunple, thc user may provnlc an mnarl address, user
name code, or similar identiher on the friend's phone such
that the authentication server compares the login infonna-

dc tion with enroliment information fiir the user*a account. This
would indicate to the authentication server which mithenti-
cauon proiilc to usc. bul docs nol by itself allow access to
thc user's data, accounts, or tasks. Upon loggurg mn oi'
fmcnd's phone, access to the user's uri'onnauon on thc
friend's phone is terminated. The provides the benefit of
allowing a user to securely access account or other mrthen-
tication accessible information or tasl s using any device
v ithout haring to type the user's passv ord into the third
party device, mhcrc 11 could bc logged or copied. In a sense,

o the user is Ihc password.
Through cloud-based curollmcnt uitbmrauon. a suigle

user may also securely transfer data between authenticated
devices. In one embodiment, a user may own a first device,
such as a mobile phone. and is authenticated on the tirst

s. device iia the authentication system. The user may then
acquire a ncw device, such as a nem phone, tablet computer.
or other dcvicc. Using lhc cloud-based authentication sys-
tem, thc user may authenticate on Ihc new device and
transfer data from the tirst device to the new device 'lhe

ir! transfer of data may be completed via the Internet. a local
network connection, a Bluetooth connection, a v ired con-
nection. or a near field conmuuiicatron. The authentication
process may also be perl of a secunty check lo rcscnt or
restore a system aller Ihc phone is lost or stolen. Thus, Ihe

sc diillicilliciilioil svstcill inav'c Ilscd lo dctivdlc or riulllcilli-
cate a new device, ivi th the authentication used to verify the
user of the neiv device.
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Sinnlarly, thc systmn may facilitate sccurc access to a
single shared device by multiple people to control content or
other features on the device In many cases, passwords can
be viev ed. copied, guessed, or otherwise detected. particu-
larly when a device is shared by a number ofusers. The users
may be. for example, family members including parents and
cluklrmi, cove orkers, or other relationslups, such as students.
Thc duthenucauon system may allow each of thc funily
niembers Io lo in based on his or her own unique enroll-
nient information associated with a user account.

1'he device may restrict access to certain content or
features for one or more of the certain user* a accounts, such
as children*s user accounts, while allowin. access to content
dnd fcaturcs Ihr others, such as the parents'ccounts By
using the authenucduon system for thc sliared dcvwc, thc
users such ac children are unable to utilize a password to try
and ain access to the restricted content because the authen-
tication systein requires the presence of Ihe pareitt for
authentication. Bs explained above. Tints device sharing
among users with difi'erent privileges is further secured and
cnhanccd. Likewise, in a classroom seuuig. a suiglc device
may bc securely shurcd bctwccn multiple people for testing,
research. and grade reporting
Adaptationc and Modihcations

Numerous niodihcationc may be made to the above
system and method without departiiig from the scope of the
invention. For example. the ima es may be processed by a
facial recognition ulgonthm on thc device mid may also bc
corn era:d to biomctnc data on thc device winch Is then
compared to previously created biometric data for an autlxi-
rized user. Alternatively, the images from a device may be
sent throu h a wired or wireless network where the facial
recognition algontluns running on a separate server can
process the images. create biometric data and compare tlmt
data against previously stored data that assi ncd to )liat
device.
Multiple Proiilcs Ior a Single User

Further. tbe plioto enrollinent process Inay be done mul-
tiple tiniec for a user to create multiple user profiles I'r
example, the user may enroll with protiles with and without
glasses on„with and without other wearable devices, in
diili:rmit hghting conihtions, wcanng hats. with dillcrmit
lunr styles. with or without facial or ear Icwclry. or making
illilcrclit dlld ulllquc laces, such as eyes closccl, winking or
tonaue out to establish another level of uniqueness to each
user protile Such 'faces'ade by the user v ould not be
avaiLable on the user's Social Media Pages and hence not
avaiLable for copyin „manipulation, and use during a fraud
attempt Each sct of enrollment images. cnrollmmit biomet-
rics, or both may bc saved along with scpamtc enrollment
mocemcnt. In onc embodiment at least throe images are
captured ac the mobile device completes the path It is
contemplated that any munber of images may be captured.
Linking Enrollment Information

It is also contempLated that the enrollment process may be
linked to an email address, phone number, or other ulenu tier.
For example, a user may sign up with an email address,
complete onc or morc enrollments as desvnbcd above, and
confimi the enrollnients via the caine email address 'the
email address may then fiirther enhance the security of the
system. For example, if a user unsuccesshdly attempts to
lo in via the authentication cystem a predetermined Iuunber
ol times. such us thrcc )uncs lor exiunple, titan the authcn-
ttcdtloli sv'saclll locks tile BccoUllt Bild scllils till CIIIBil to the
cnunl address informing thc user of the unsuccessl'ul login
atteniptc. I'he email might also include one or nacre pictures
of the person ivho failed to login and (iPS or other data front

tllC logill Bt(Clllpn lllc USCI IIldy'ilCII Collilrltl WIIC(lier Illis
v as a valid login attempt and reset the system, or the user
may report the login attempt as fmcudulent If there is a
reported fraudulent loain, or if there are too many lockouts,
the system may delete the account associated with the email
address to protect the user's security Thus. future fraudulent
attempts could not bc possible.
Fccdback Mciers

I'o further facilitate iniaaina. the mobile device may
Io include various feedback meters such as a movenient meter

or accuracy meter as shown in lil(i. 10 In one embodiment,
the mobile device 1012 may display a movement meter 1024
that indicates the amount of movement the mobile device
1012 makes as the user mocas thc mobile device 1012 to
dilfi:rent positions rclatn c to lus/hcr head. For example, thc
movement meter 1024 niay be represented as a line that
slidec from one side of the screen In this manner, the
emollment process may require a certain threshold of device
movement in order to register a user with the multi-dimen-

Io sional authentication system. For example. the syctem could
require )liat thc mobile dec icc 1012 is moved ui an arc or
straight line and rotate at least 46 degrees ui order to creaie
the enrollment information. In another exaniple, the system
could require an acceleration experienced by the device
exceeding a threshold amount The movement nieter may
also aid the user in learning how to image lumcelf/herself
Usillg tlic BUtliciiticatloit sc'stets)

Thc mobile cevicc 1012 may also display an accuracy
meter 1026 or imy other I isual rcpresmitation of authenti-

co cated frames to aid the user in authenticating himself/herself
Ilcillg tile 'IUIIICIltlC;ltloli Systenl Bild 1C,'Irllllig to lltlpl'OVC

authentication The accuracy meter 1026 may chow a user a
match mate (graphical. alplnh or numerical) of a predeter-
mined number of images obtained during the authentication

Ic process. Tlic accuracy mctcr cmi bc represented on the
display in a variety of ways including numcnc percentages,
color rcprcsentauon. graplncal. and thc like A combination
of representations may also be utilized

lior example, as shown in I'l(i lt), match rates for a
do predetermined number of images taken during authentica-

tion are represented on the accuracy meter. In the embodi-
ment shown In FIG. 10. ench of the unugcs may bc rcprc-
scntcd by a colunui in a graph. and thc accuracy can bc
shown for each unage in each colunm. For cxamplc, thc
cohunn with a longer bar represent higher accmacy. and a
cohunn vith a Iocver bar represents lower accuracy In
addition to match rates for in)ages. the match rates for the
path parameter may also be dispLayed Over time the ucer
cilll llllprovC.

o In miother embodiment. each ol'he images nmy be
represented on a table as a color that corresponds to the
match rate 'I'he color dark green may represent a very high
match rate, light green may represent a good match rate,
yellov may represent a satisfactory match mote, red may

s. represent a mediocre match rate. and grey may represent a
poor nnitch rate. Other colors schemes may also bc used.

Thc lmight ol'hc bars or the colors used may corrcspond
to predctcrmuicd match rates. For cxamplc, a full bar or dark
green may be a match rate @cater than 99 9%. a three-

I o quarter bar or light green may be a niatch rate between 900tr
and 99 9'!v. a half bar or yellow may be a match rate of
50-90'!v. red mav be a match rate of 20%-60%. and a single
lute to a quarter bar or ~cy may bc a match rate of 0-20%.
A pie chart. linc graph. or any other type of rcprcscntation

sc could also bc used or any other numcncal or graphmdl
display. An overall score may be presented or a score per
Ill)'IgC.
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lllc accuracy mctcr may also include a mcssa 0 1028
indicating an overall match score. For example. the accuracy
Inc(el Inay'lullcB(c tin Bvcltigc ovcitill UIB(ch scolc ol lhc
number of images which achieved a 99.9% match rate, and
ilispliiv lite lncsstigc (0 B ilscn Will fln: Illovclllcnt alen:I
1024 and the accuracy nleter 1026 as described above. the
user (nay quicl ly leam to use the authentication system due
to the feedback presented by the meters 1024, 1026
Oamification and Rewards

I I Ilite moi cnu:nl and accuracy meters 1024, 1026 may also
be configured to incorporates arne feature~. aspects. or
lcchniqlllcs into thc BUfllcnllctilloll sv'slcnl 10 cncoUliigc
user to try and get the best match possible (such as a high
IlUnlbcl score OI' high pcl ccn(Bgc of fl Jules), illcl cli slug lhc
user's skill in utilizing the authentication system 1'lns also
builds user adoption mtes for the technology.

For example. the user may compete with themselves to
mimic or improve post authentication scores to encourage or
Irain Ihc user lo uchicvc a lugh score. Further modilications zo

of the authentication meter may also be incorporated such as
thc abiliiy lo shurc accuracy match results with others to
demonstrate one's skill in using the systein or to compete
against others In other instances the user may receive a
reward. such as a gift or coupon, for high accuracy scores.
While this may slightly increase costs, the reduction in fraud
loss would far outweigh the additional cost.

Further game lcchniqucs may be mcorporatcd into thc
Buihenncalion system lo mlcoura c users lo lake actions
which will prevent unauthonzed or fraudulent authentica- lo
tion In one embodinlent, the authentication system may
aivsmd users that engage in fraud preventing activities One
such activity is utilizing the facial recognition authentication
system described herein. For exmnple, based on the above
descnbcd accuracy meter, thc system may reward a user Illa( ls
successfully aulhcnncnles with thc systmn above a ccrlmn
match rale. The system may award rcvxard points, cash, or
other prizes based on the successful authentication ol on 'I

predetermined number of successhll authenticationsWhere
reward points are utilized, the points may be cashed in for so
predetermined prizes.

Other game fimtures may involve sward levels I'or users
who gaul a prcdelcnnuled mnounl of cxpcnence usulg thc
Bulhenucauon feature. For cxtunplc, diffi:rent reward levels
may be based on users successfully authenticating 100
tinles, 5(X) tinles, 1000 tinles, etc. 13ecause each instance of
fraud loss can be si~ificant and can damage the goodwill of
the business or or anlzatlon. the benefits to (baud prevention
arc signilicant.

In Onc cmboduncnt, thc user may bc noulied 01st hc or she o

has achicvcd various competency levels, such as a '*silver
level" upon achieving 1(X) successful authentications, a
"gold level" for achieving 500 successful authenticationg or
a "pLatinum level" for achieving 1000 successhd authenti-
cations. A number of points awarded for each authentication la
Bboi c a go cn mutch rate may Incrcasc based on thc user's
cxpcnencc level. Of course, the ntuncs of lhc levels and thc
number of authcnucau one I'or each level as descnbcd above
are only exenlplary and may vary as desired.

In one embodiment, an authentication only counts tov ard io
reward levels when business is transacted at the web site
while in other embodiments, repeated attempts may be
made, all of which count toward rcvvards. Another feature
may ulcorporalc a leadcrboard where a user may be notiiicd
ol' user ranking companng his or hcr prolicicncy or ss
willingness in using the authentication system as compared
with other users

Succcssiul usc ol lhc aulhcnncalion system bcnclits com-
panies and organizations that utilize the system by reducing,
costs for fraudulent activities and the costs of preventing,
fraudulent activities. 1'hose cost savings may be utilized to
fund the above described ganle features of the authentication
system.

Furflmr activities lhat corrcspond lo Ihc authentication
system and contnbutc to Ihc rcducnon ol'raud mav also be
incorporated to allow a user to earn points or receive prizes
Such activities may include a user creating a su(flciently
long and strong passivord that uses a certain number and
combulotion of characters. Tins encourages and rewards
users to set passvvords that are not easily compromised.
Other cxamplcs may ulcludc rewarding users to nike umc to
pcrfoml vcn(ication slcqts ul addinon to ml ulilial authenti-
cation such as a mobile phone or email venfication of the
authentication, anslvering one or more personal questions, or
other secondmy verifications as currently know:n or later
developed. This rev, ards users for taking on added time and
inconvenience to lower the risk of fmud to a cnmpany or
olganl gal ion.

As another example, if the aulhcnticution scrvicc Is Uses(

to login to websites or apps that pmvide afliliate programs,
then the reward or gift can be subsidized from the afliliate
cmnnlissions on purchases made on those sites. I or
example. if a commerce (product or service) w eb site utilizes
the method and apparatus disclosed herein to avoid fraud,
and thus incrcasc prolils, then a pcrcentugc of each purcliasc
made by a user usulg the authmltication service will bc
pmvided to the authentication service 13y reducing fnlud,
consumer purchases are more likely and additional users
v ill be willing to enter (inancial and personal information
An ofliliate link. code, or referral source or identifier may be
used to credit the authentication system with directing the
consumer lo thc conuncrcc (product or service) web sile.
Multiple Account Logul

II Is also contcmplalixl that Ihc aulhcnncnlion system may
be configured to allow a user to access a nunlber of ditferent
web sites as a result of a single authentication i3ecause the
authentication process and result is unique to the user. the
user moy first desi nate which participating v eb sites the
user clccts to log into mid (hen after sclccting which onc or
morc wcb sites lo log into, thc user performs thc authenti-
cation dcscnbcd hcrcm. II Ihc secure uuthmllicalion Is suc-
cessful, then the user is logged nlto the selected web sites
In tlfis way, the authentication process is a universal access
control for nniitiple difi'erent iveb sites and prevents the user
from bavin to remember multiple difierent user names and
passvvords w lulc also reducing fraud mid password overhead
Iol CBC11 USCI;

Automatic SlarVS(op oi Imagulg
It is also contemplated that the system nlay be configured

to have the video cameos runnin on the phone. 1'he mobile
device v, ould grab frames and path parameter data when the
phone mol es (using the camem, gyroscope. magnetometer,
and accclcrometcr) but Only process ulto biomctnc data on
thc dcvicc or send the Ibmncs up to lhe server il'hey have
a face ul them. In llus mnboduncnt, thc apphcation execut-
ing on the mobile device could tri ger the software appli-
cation to start saving frmnes once the phone is moving and
then if the phone continues to move in the correct path (a
semi-circle. for example) and the system detects a face in the
frame thc mobile dci ice would start to scud uuages, B

portion ol thc image. or biomctnc dnta to flm server lor
ploccssillg. When lhc svslcln senses nlotioll Il nlav nlggcl
the capture of images at certain intervals I'he application
may then process the fmmes to determine if the inmges
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contain a face. If thc unagcs do uicludc a lice then thc
application crops it out and then verifies if the motion path
of the mobile device is similar to the one use used during
enrollnient. If the niotion path is sufliciently similar, then the
application can send the frames one at a time to the server
to be scaiuied or pmcessed as described above.
Banding and Ed e Detection

When d frmi du I cut attempt is made us uig a display screen,
such as an I liD, I ('D, or other screen, the systeni may
detect the fraudulent ingot attempt based on expected attri- 10

butes of the screen In one enibodiment, the authentication
systein ivill run checks for banding produced by digital
screens. When bandin is detected, the system may reco-
nize d Ibaudulent attempt at a logui. In another emboduueut,
the system will run clmcks lbr cdgc detection of di ital
screens As the mobile device is moved to obtain the
,'liifllctitlc;itltlll nlovcnlcllt diUlng a loglil Bttcnlpt, Ihc s)'stclll
checks the captured iniages to for edges of a screen to
recognize a fraudulent login attempt. The system may also
check for other image artifacts resulting from a screen such Io
as glare detection. Auy now know or later developed algo-
ritluns for banding and screen edge detection may bc uti-
lized Upon detection of fraud ivill prevent authentication
and access to the website or prevent the transaction or
accoiUlt BccLss
Other Attributes Estimation

The authentication system may hirther conduct an analy-
sis on thc cnrollmmil unagcs to cstimdtc at least onc of a
gt:llilt:I; illl BpproxhnBII: BgL, Blltl dll I:ihlllCltV. Ill till Blu:Iua-
tive embodiment. the user may manually enter one or niore io
of their gender, an approxunate age. and an etlmicity. or tlus
information may be taken or obtained fnim existing records
which are known to be accurate. The authentication system
may then Thither store a user's estimated ender. 1 e. and
clluncity as enrollment crtxicnlials or user data. Titus when Is
thc user later allmupts to aulhcnlicale with Ihc system, the
SV'Stt:Ill will ColllparC ill:11VCII gc'lltli:I, dgC, Bill CthntC11)'btained

from authentication images (using biometric analy-
sis to determine such data or estimates thereof based on
processing) with the stored gender. age. and ethnicity to do

determine ithether or not to authenticate the user For
example. if thc dcrivtxl data for gcndcr, agc and efimicity
matches Ihe stored enrollment crcdcnlials, then Ihc aullu:n-
Ilciitltul Is sUcci:SSIUI or Ibis iispccl of flli: BUIllclltlciitlon ls
successful.

'lite authentication system may make the gender. age, and
ethnicity estimations based on a single image during the
authentication process or based on multiple images For
CxiilllplC, IIIC dUllli:lltliaitlou SVSIClll IlldV USC Bll UUBgC flout
thc plurahly of unagcs that has an optmial viewing an le of 0

thC IISCI s ldCI: 101'IIC anal)'sls. Ill OtllCI I:lllbotllllli:ll!s,
di tferent image may be used fiir each analysis of age, gender,
and ethnicity when differen images reveal the best data fiir
the analysis. The authentication may also estimate the gen-
der. age„and etluiicity In a plurality of the images and 1.

average the results to obtain overall scores for a gender. agc,
dllti t:IhnICIIV

As an allcmauvc to obtaining thc gandcr, agc, and eth-
nicity as enrollnient information, the estimated gender, age,
and ethnicity estiniations as authentication credentials may io
be set over a course of repeated use of the authentication
system. For example. if in previous successhd authentica-
uons using biometncs aud movemcnl inlbnuation. the
authentication system always csumales a user's agc being
betwcmn 40 and $ 0, then flm milhcnlicalion may scl crcdcn- ss
tials for that user requiring later login information to include
images of a face estimated to be between 40 and $0.

Allcrnalivcly, gcndcr, age, and elluucity estimations may bc
inipleniented as one of many factors contributing to an
ovemsll authentication score to deterniine whether or not to
authenticate a user.

For example if the authentication process lias a gender
estimation of + or —0.2 of 1.9 male rating, then if the actual
results do not fall v,itlnn tluil range thc system may deny
access for thc user. Likewise. if the user's agc range always
falls betiveen 40-50 years of age during prior authentication
attempts or enrollment, and an authentication attempt falls
outside that range, the systeni niay deny access or use the
result as a compoundin factor to deny access

In a further embodiment. Ivhen a bracelet or watch
capnblc of obtaimng dn EKG sigirdturc is ustxh a ceruiin
EKCi signature may bc rcquircd al login. The EKCi sigimturc
could also be paired ivith the facial recognition mtation to
pmvide multiple stage sign-on for critical security and
identificatinn applications Iturther. the credentials could
also include GPS information where login is only allowed
v ithin certain geographic locations as defined durin enroll-
meul. In onc conligurauon Ihc GPS coorduiales of Ihe
mobile dcvicc arc rccordtxl mid logged for a logui aucmpt or
actual login I'his is additional information regarding the
location of the user Iior example, if the Cipg coordinates are
in a foreign cnuntry known tiir fraud, then the attempt was
likely fraudulent. but if the GPS coordinate indicate the
attempt or login Iv as made in the user* a house, then I'raud is
less hkcly. In ixhlition some apphcaUous may only allow a
user to logui when at spccilied location such as a secure
government facility or at a hospital

'I'he enmllment information may fiirther include distance
inforniation Because the motion arc (speed. angle, dumstion
... 2 is unique to each user. face detection software on the
device can process the iniages and determine if the device is
too close or Ioo far from Ihc subjccm Or in oflmr words. Ihe
enrollment Infonuauon mdy lake into account Ihc size ol Ihe
face ui thc images. Thus the potential cnrollmcul informa-
tion may alan vary based on the length of a user's ann, head,
and face size, and on the optics of the cmnera In the user's
particular mobile device. The user may also be positioned at
a hxed computer or camera, such as laptop. desktop. or atm.
Thc user may then move thc face cithcr foiwards mid back.
side to snlc, or up and down (or a combinationl to create thc
images. Hence, llus method of operation Is not limiled lu a
mobile device In one embodiment, the centers is located in
an automobile, such as in a mirmr, and the person moves
their head or face to authenticate.
Ciradual Authentication Access

In onc embodiment, the system is sct to limit what thc user
can do when first enrolled and authcnticdtcd. Then. al'ier
liirlhcr mithcnlicalions or afu:r a prtxlclcrmincd umc penod
and number of authentications. additional capabilities may
be granted For example. during the first 20 authentications
dunn the first 3 months, a maxunum tmsnsaction of $ 100
may be allowed. This builds of database of known authen-
tication data In connection with non-obtcclcxi to Iransaclions
by Ihc user. Then, during lhc next 20 authentications a
transaction lunit ol'3000 may be establwlmd. Tlus hmits
the total loss in the event of fraud when the mithentication
data is limited and the user is new to the systeni. fiir example
if an unauthorized user is able to fraudulently enroll in the
authentication system.
s/Idco Display for Imaguig

WBCII tllC IISLI lllldgCS hnuSt:ll/IICISCII USlllg B frolll-fBClllg
camera, thc user may conlinu that his/hcr face Is beuig
iniaged by viewing the image on the display. as described
above I'he image shown on the display niay be configured
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so as Io bc smaller ui arm thmi thc enure ihsplay. and may
be positioned in an upper portion of the display towards the
top of the device When the user's image is slxiv n only in
the top portion of the user's dispLsy screen. the user's eyes
tend to look more closely at the front camera. When the
user's eyes are tmscking up. the accuracy of the facial
recognition may bc improved. Funhcr, tracking Ihc movc-
mcnl oi Ihe eyes Irom frame lo frame mdy allov, Ihe system
to validate that the images are of a live person, and are not
fmm a photograph or video recording of the person ln

1'he image shown on the display may also be positioned
to correspond with a camera location on the user's device,
as shown in FICiS IIA-IIC. Mobile devices that are avail-
able today may include I'rout-facing cameras dispostxi at a
number of diiPcrcnt positions. For example, onc mobile
device 1112tt, 1112.b may have a front-facing camera 1114a,
11146 that is disposed above the display and ofl'enter
totvards one side or the other. as shown in lil&iS IIA and
IIB. Accordingly. the feedback image 1116a. 1116b of the
user shown on the display may be positioned so ns to Io
corrcspond with the locduon of the camera 1114a. 1114b as
shown. In FIG. 11A, where a camera 1114a is abotc the
display and is off-center at a position left of the center, then
the image 1116tt ntay be shown in an upper left corner of the
display In I'Iti IIJ3. where a camera 1114b is above the
display and is ofl'-center at a position right of the center. then
the image 1116b may be shown in an upper right corner of
the display As shown in FIG. IIC. a mobile device 1112c
may hate a camera 1114c that is disposed centered dircmtly
abm e the display 'I here. the image I I I bc may be displayed io
centered in an upper portion of the display. in this manner,
a user's eyes are directed close to and/or track as close to the
camems as possible, aiding eye tracking and movement
verification. The user Is also able to better see the feedback
hlitigc. Iiiul Oflu:I fbcdback ol 1111011ndlitin On lhc screen. Ils is
they move thc mobile device.

lhc image viewed on thc display by thc user may fuuhcr
be modified such that the edge pixels on the sides display are
stretched horizontally as show:n in FI(i 12 'I'hat is, a
predetermined area 1206. 1208 on both the right nnd the left do

sides are warped to stretch towards right and left edges,
rcspccuvcly, of Ihe screen Tlus allows a larger vertical
portion oi Ihc displayed image lo be shown on lhe display.
Simultaneously, this trmm a user to usc flie syslmn corrcmtly
by keeping, his or her face in the center of the screen, as lus
or her face would beconie warped on the screen if it becomes
off center and part of the face enters the one of the warped
areas.
Aulhcniicauon in Low-Light Enviroiunenls

To facilitate imaging, flm screen on thc mobile devmc may o

additionally be displayed with a wlutc background, and the
bri htness of the screen may be increased to light up the
user's face in dark environment Itor example, a portion of
the dispLsy could provide video feedback for the user to
ensure he or she Is imaging himself or herself. ~hite the i.
rcmaimng portion of flm display is contigured lo display a

bnghl wlule color. Rcfcrring back Io thc example shown in
FIG. 11C. Ibis may bc done by showuig thc video fcmdback
1116t on a center of the display, with the surrounding areas
being displayed as bright white bars around the video to
feedback 1116c In very dark situation, an LED flash on the
back side of the mobile device and the bacl facing camera
may be used Altcrnauvcly, thc camera mdy bc conftgurod to
CICIIIC dii nnagC Usiiig iilfidlix! hghl OI tifllci Illglil VIS1011

lt:Chiltqii ca. Ss

When infnsred iniaging is used as therinal imaging, fur-
ther security enhancements are possible Particularly, the

26
thcnnal imaguig may bc mialyzed to uidicdlc whcthcr or not
the obtained images are from an actual user or are fnsudulent
intages from a screen or other device When a person is in
front of an infrared thermal imayng centers, the heat
radiation detected should be fairly oval shaped designatin
the person's head. In contrast, the heat mdiatlng from a
screen is typically rect;mguldr. Fuithcr, the heat paucms
dcumlcd in thc actual person's face as well as Ihc movmucnl
of the heat patterns in the ima es can be compared tvith
expected heat patterns of a lnunan face so as to distinguish
the iniages frnm traudulent authorimtion attenlpts using a
screen.
Detectln Output from the Mobile Device

Thc display or other light source on Ihe mobile device
may further bc uuhzed to prot idc additionnl sccunly mea-
sures During the authentication process described above,
light fmm the display or other light source is prtijected onto
the user's face and eyes Ibis projected hght may then be
detected by the camera of the mobile device during imaging.
For exnnple, the color tone detected on the skin, or a
relhcclion of thc light ofl 01 Ihc comes of a user's cyc may
bc unaged by Ihc camera on the mobile phone. Because of
tlus, random light patterns, colors, and designs may be
utihzed to otTer further security and ensure there is a live
person attempting authentication aitd not nierely an image or
video of a person being imaged by n fmudster

As one example, when a user be@as authentication. the
diifllCIIIICiilittil SCIVCI Indy'CIlt:ISIC aiul SCild 111SISUCuonS 10

tile tlscr s device ui displdy' ldiidoill scqiiciicc 01 colois dl
nsadoni intervals. The mithentication server stores the ran-
dontly generated sequence tiir later comparison with the
authentication infnrmation received front the mobile device
During authentication imaging. the colors displayed by the
device are projected onto the user*a face, and are reflected
ofl'f the user*a eyes (Ihe comes oi'hc cycs) or any other
surface that rcccivcs and rcflccls the light from thc scrccn.
The camera on thc user's mobile device dcumts thc colors
that are reflected off of the user's skin or eyes (or other
surface) and generates color data indicating the colors
detected based on the screen projection. This data may be
returned to the authentication server to determine if the color
sequence or pattern scut lo ihe mobile dcvicc matches Ihal
known scqucnce or pattern projected by thc screen of thc
user dcvicc. Based on tins companson al thc mithcntication
server the authentication is a success or denied. qhe com-
parison tvith the random sequence of colors in the instmc-
tions may alternatively occur exclusively at the user device
to detemtine that a live user is bein authenticated.

As another cxamplc. when a user begins authentication,
the milhcnlicalion scrvcr may send imlruclions thc user's
dcvicc to display a randomly gcncrated paucm wluch is then
stored on the authentication server I'his pattern may include
graphics, text, lines or bars. tlashing light patters. cokirs, a
QR code. or the like. The randomly enernted pattern is
displayed during authentication imaging. and the pattern is
rcthccled ofl'oi'he user's cycs (comes). Thc cmnera of thc
user's device detects lhc rcflectcd pauem ofl'f thc cyc of
thc user and proccsscs Ihc rctlecuxl, mirrored image of thc
displayed pattern 'I'he pmcessed pattern (such as being,
converted to a mimeric vahie) is tnsnsmitted to the mithen-
ticntion server and compared to the pattern that was ran-
domly generated and stored on the authentication server to
verify if Ihe paucm displayed by thc screen, and imagcxt
aflcr reflcction ofl'hc user's face cstablishcs a pauem
match.

If a niatch nccurs. this establishes or increases the like-
lihood that a live person is being, ima ed by the device If the
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piiucni ls nol a oui(eh, ol docs uol ulccl B UIB(ch threshold
level. then the authentication process inay fail (access
denied) or the account access or transaction amolult mav be
linlited. It is noted that this exanlple could also be incorpo-
rated on desktop computer with a webcam that does not
incorporate the enrollment movement nnd authentication
moi amen( dcscubcd above. Further. dus cxmnplc may not
only bc incorporuted with Ibcial rccogluuono but could also
serve as an added layer of security fbr iris recognition or any
other type nf eye blood vessel recognition„or any facial
feature that Is unique to a user

When the above example is implemented on a deskaop
conlputer. eye tracking may also be utilized to further
demonstrate the prcscncc Ol' hve user. For example, thc
scrccn could show a ball or other rimdom oblccl or symbol
movina in a random pattern that the user watches with lus or
her eyes 'I'he camera can detect this real time movement to
verify the user is hve. and not a picture or display, and verify
that the eye or head movements correspond to and match. the
expected movement of the object or words on the screen,
winch are known by thc authentication system. Eye Iracking
cml also bc done by cslabhslung an anchor point, such as via
a mouse click at a location on the screen (assumina tllat the
user is looking at the location where the inouse click takes
placei. and then estimating where the user i ~ looking at the
screen reLative to the anchor position.

The use of a movin object on the screen may also be
bcnclicial during enrollment on eillmr a mobile or stationary
dcvicc. For cxamplc, while capturulg thc enrollment unagcs,
the device nlay display a movino digital object (such as a
circle or ivords(si) that moves around the screen so that the
user is encouraged to follow it with his or her head and eyes.
This movement may be involuntary from the user. or the
device nlay be conti ured to mstruct the user to follow the
oblccl. Tins results in movemcnt of lhc head and/or cycs
crcanng small changes In thc oucniation of the user's head
dnd fdcc with lhc ilcvlcc cdnlcid. plovnhng nlolc coulplctc
enrollment infornlation With more complete enrollnlent
infounatinn, the systenl may hetter ensure that the user will
later be authenticated at a high rate even at slightly difi'erent
angles during future authentication attempts.
Intuitive User Trainulg and Enhanced Sccurny by "Zoom-
ing"

In onc cmbodunent, thc system is configured lo aid lhc
user to easily learn to authenticate with the systmn As
shoivn in lli(i 13A, once enrollment or authentication Is

begun as described previously, the system causes the user*a
mobile device 1310 to display a small oval 1320 on the
screen 1315 while the mobile device 1310 is mlaging the
user. Inslrucuons 1325 displayed on Ihc screen 1315 ulslrucl
thc user lo hold thc mobile dc vlcc 131 0 so tha I lu s or hcr face
or head appears within in the oval 1320. Because the oval
(3Z0 is small. the user Is required to hold the mobile device
1310 away from his or her body, such as by stmightening lus
or her ann while holding the mobile device 1310. The
uldxunuul ilrul length Bud face size Is UUIBUc to lhc User. Iu
other cmbodunent, thc aml may not be fully straightened
such as lo acconunodate operauon when space Is no! avail-
able. such as in a car or m a crowded location. It is 00(OI that
while the snlall oval (320 is shown centered in the display,
it may be positioned anywhere on the screen 1315.

Next. as slmv,n ln FIG 13B. the system causes the user*a
mobile device 1310 to display a larger oval 1330 on the
display 1315. The dmplay 1315 nmy also show correspond-
ing instructions 1335 dirccung thc user lo '*zoom in" on lus
or her face in order to hll the oval 1330 with hi ~ or her face.
'I'he user does this by bringing the mobile device I 310 clnser

to lus or her face ula gcncrally straight lute to thc user's face
(such as shown in I'I(ig 7A and 7Bi until the user's face fills
the oval 1330 or exceeds the nval In other embodiments, the
large nval 1330 may simply be a prompt for the user to bring,
the mobile device 1310 closer to the user's face.

Tluls. the system provides and teaches the user a simple
nlclhod 10 plovulc cnrolhncnl dnd dUlhcuuciinou und cs
along with cnrollmcnl and aulhmlticution movcmcnl as
explained above. I'he system may also teach varymg enroll-

In ment and authentication nlovement by varying the location
of the small oval (3Z0 on the screen 1315. and by changing
the order and the size of the ovals displayed For exmnple the
user may zoom in 'A way, then out, then in all the way. by
movulg thc mobile dei icc. The system may be configured to
moiulor that Ihc camera's zoom lunction (when cquippedi is
not in use, v,hich typically requires the user to touch the
scrccn.

In one embodiment. the enrollnlent movenlent may be
omitted, and the authentication nlovement may be compared

IU to expected movement based on the prompts on the screen.
For cxamplc. thc dcvicc or dulhenucauon scrvcr generates a
scucs of dilli:really sized ovals w i(fun w luch Ihc user must
place his nr her face by moving the mobile device held in the
user's hand. In this manner. the authentication nlovement
may be ditferent during each login depending on the order,
size. and placement of the ovals shown on the screen.

The system may also incorporate other security features
when the "zoom ul" moi cmenl is used as shown ul FIGS.
13A and 13B. Typical cameras on a mobile dcvicc or any

10 other device include a curved lens. 'Ibis results in a "fish-
eye" effect in the resulting images taken by the cameus. In
some instances, this curvature may not be visible to the
human eye, or may only be noticeable at certain focal
Ienmhs. The curvature or fish eye efi'ect can vary with focal

ls length or distallcc between the user and thc lens. The dcgrce
of(bc lish-eye clli:cl is dcpcndcnl on thc type of opucs Uscsf

hl lhc ciiulci'll s lens iiud olhcl liu:lors.
I'he fish-eye etfect becomes more pronounced on an

inlage of a person*s face ivhen the person inlages his or her
do face close to the lens. The effect results in the relative

dimensions of the person*s face appearing different than
when lhc inuiging is done with the person's luce larthcr
dwiiy fronl lhc Icos. Fol cxdulplc, a person s nose nlsv
appciir iis urilch Bs 30!o v'idcr Bail 15!o tnllcr rclauvc to II

person's face v,hen the inlage is taken at a close proximity
as conlpared to when the ims e is taken at a distance '(he
difi'erences in the relative dimensions are caused by the
relatively larger differences in focal lenmh of the various
facuil features when lhc person is Imugixl close lo the lens

U as compared to thc relauvcly equal distances In I'ocal lengdl
when lhc person is imaged el a distance Ibrlhcr from the lens.

Such differences have been found to be significant in
many facial recognition algorithms 'I'hat Is, a facial recog-
nition algorithm may not reco~o'ze a live person imaged at

o. a close proximity and a far proximity as the same person. In
contrast, If a two duncustouaf photogruph of a person is
imaged by Ihc camera at both a close proxnnily and a I'arthcr
proximity, thc rclalivc focal lmlgths between lhc lens and thc
two-dimensional image do not change so significantly. 'I'hus,

ic a facial recoglution algorithm would recognize the two-
dimensional photograph as the same person when imaged at
both a close proximity and a distance farther from the lens.

This cffi:cl may bc uslxf to ulcrcasc Ihe security of Ihe
authentication system. For example, during cnrollmcnl,

ss enrollment Images nuiy bc prox idcd by the user at both Ihe
close and far proximity from the lens, in addition to other
positions thmugh the movement. I ster. during mithentica-
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uon, authen&&canon images may bc obtauied a&bo&h the close
and far distances from the lens to determine if they match
with the cnrollmcut uitbm&at&on obtauied from 0&e enroll-
ment images. Iiurther, because the fish-eye effect is expected
when an actual. three-dimensional person is prcsen1. an
absence of the relative change in the dimensions of the fac&al

features alerts the system to a fmsudulent attempt at authen-
tication. I'his effect could not easily be re-created with a tv 0
diniensional picture tpnnted photograph or screen) and thus,
this s&cp ca&1 scrvc Bs B sc'ciirc Icst Iii pn:vent B Iwo
dimensional picture tin place of a live thee) from being used
for au&bent&cat&on.

In other &vords, using this movement of "zooming" in and
oui on Ihc user's face, Iwo or more b&omc&ric protiles cuuld
be created for the sa&ue person One of the multiple protiles
for the person may be imaged farther tbom the camera. and
one of the mutt&pie profiles may be fi&r the person imaged
closer to the camera. In order for the system to authenucate
Ihe person, Ihc Bu&hmu&cation ima cs dnd biome&ncs must
match the tw o or more profiles in the enrollment images and
b&omc&ucs.

In addition. the system may detect the presence of a real
person ds compared with a fraudulen1 plx&lo raph of B

person by comparing the backgmund of the iinages obta&ned
at a close and a far prox&nuty. When the mobile devwc 1310
is held such that the person's face fits within the oval 1320,
objects in the background that are almost directly behind the
person niay be vis&ble. I lowever, when the nx&bile dev&ce

1310 is held such that the person's face fits within the larger
oval 1330, thc person's face blocks Ihe cameras ab&l&ty to scc
the same objects that are ahnost directly behind the person.
Thus, the sys&mn may compare ihc backgrounds of the
images obtained at the close and the far pmxiniity to
dciernnnc whe&hcr Ihc rml person is a11emptmg au&hant&ca-

tion with the system
Of course. in FIGS. 13A and 13B, shapes or guides other

than ovals 1320 and 1330 may be used to guide the user to
hold the mobile device 1310 at the appropriate dismnce fmm
Ins or her face. For example, thc mob&le dev&ce 1310 may
show a full or partial square or rectan le fmme. Further. the
sysu:m may vary Ihc s&zc m&d location of Ihc frame, such as
the ovals 1320, 1330 Io add further sccuruy. For example,
the system may require a mediuin sized frame, a small
frame, and then a large frame As another example. the
system may require a small frame at a first location and a
second location„and then a large frame. This may be done
randomly &n order to tmch d&fi'crmit users ddli:rcn& enroll-
nicnl d&ld illltllcnncanon n&ovcnlc&lhn

11&c number of I)mnc ~ &des prcscntcd to thc user may also
vary for a single user based on the results of other security
features described herein i&or example, if the (IPS coord&-
nates of the mobile device show that the device is in an
unexpected location„more frames at different distances may
bc rcBu&red for mithcntication. One or morc u&d&ca&ors, such
de lights, words, or symbols nuiy be presented on thc screen
so ds io be 1 &s&blc Io the user 10 ihrcci Ihc user to Ihe des&red
distance that the mobile device should be from the user

In I'I(IS. 13A and 13I3, the system may predict the
expected fish-eye d&stortion of the ima es based on the
mobile device used for enrollment and authentication. and
based on known m&d tnis&cd cnrollmen1 da&a. In addition or
ds d&1 ill&cr&l;IIIvc, Ihc known spec&f&callous ol B Blob&lc phone
cmnera for a g&ven model may bc uuhzcd to prcxlict the
expected distortion of the person's facial features at ditferent
distances from the lens I'huc, the authentication niay be

dcv&ce dc3&cadent. Further. enrollment uitbm&at&ou from thc
user is not required at every possible d&stance from the
iuln&c& d.

i&or example, as described above. enrollment images and
b&omctncs may be obtduied for a user at two ihs&anccs I'rom

the user l)uring authentication. niultiple images are cap-
tured in addition to images corresponding the close and far
distances of the enmllment images and biometncs. I Eased 0&1

the expected distortion of these inteunediary images accord-
I i i

iug Io thc distanced &raveled by thc dev&cc. thc sys&cm may
validate that the change in ihstortion of the imagec is
happcnuig BI Ihc corrcc& ra&c, cc mi though only two enroll-
ment pmtiles are obtained

Thc captunng of Ihcsc images may bc sill images or
video, such tl&at frames or in&sacs are extmccted from the
video that is taken during the movement from the tirst
position distant from the user and the second position
proximate the user. Thus. it is contemplated the operation

&il nnI)'&1ptillc &liullc&ous f&dales dura&g Ihc zoon& n&01&on Bnd
ensure that the distortion is happening at the correct mote for
the head s&zc and the movcnu:nt ol'hc mob&lc dcv&ce
distance based on data fmm the accelemmeters, n&agnetom-
eters, and so forth.

Over time based on accumulated data, or calculated data
dunn design phase, the system will have data indicating
that &f a phone is moved a certain distance toward a ucer's
face, then Ihc dis&ort&on ellbct six&uld fall witlun a known
pcrccntagc of thc final dis&ort&on level or in&1&al distort&on

&o level. Titus, to fool or deceive the authentication system
disclosed herein, the frmid attempt would not only need to
distort the fraudulent two-dimensional picture in&age. but
v ould also need to cut the background. and then make a
video of the face, distortion, and background that does all of

&c tlus uicrcmen&ally and a& Ihc correct spccd. all while no&

having any banding from thc video screen or havuig any
screen edges v&s&blc, which &s &cry uul&kely.

Many currently known facial detection and fac&al recog-
nition algorithn&s are configured to look for a small face

do within an image. Tints, in order to ensure that the facial
detect&on and recogtition algoritluns detect and recognize
thc user's Ihcc in Ihe zoonuxl in &mage tFIG. 13B), thc
system may add a large bufii:r zone around thc &mage taken
at a close proximi&y. Tins creates a larger overall imageand
allowc current facial detection and recognition algorithms to
detect and recognize the face, even where the face of the user
is lar e in the original image.

When the enrollment and authentication movement
result&ng from the process dcscribixl wuh FIGS. 13A and

0 13B is us&xi thc cye traclong sccunty firn&urea doser&best
above may also bc enhanced. For example. when thc user &s

instmcted to brino the niobile device 1310 closer to his or
her face to fili the oval 1330. the QI( code. a random shape,
a bar code, coior, text, numbers or any other visual indictor

&s may be displayed on the screen. At this close distance. the
rcthection of Ihe displayed indicator olf of the user's cyc or
face may be morc easily &magixl by thc ctuncra. Furthcr-
morc. cyc movmncnt, blinku&g. and the l&kc Io dcternunc thc
"liveness'* of the person being imaged may also be more

io easily obtained at the close proximity
In one embodiment, at least one blink is requ&red to prove

liveness for authentication. In another embodiment, blinks
may bc coun&ixl Bnd thc number ol'bl&nks may bc avcragcxt
over time during au&hcnncauons. Th&s allows I'or an addi-

sc t&onal fac&or &n authen&icd&ion to bc the number of blinks
observed during the motion If a pattern of when the user
bl&nks during the motion is observed, the system may verif)
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that the user blinks at thc cxpcctcd time and device location
during the motion during future authentication attempts.

In other embodiments, the size or location of the oval or
frame may change to sizes or locations other than that shov n
in FIOS, 131%, 13B such that the user must position and/or
angle the phone to place lfis or her face witlfin the oval. Tlus
cstdbllshcs v'ct another ulclhixl of Iusiillug llvcucss of thc
user.

In one excntplal) nlethod, the mobile device is positioned
at a first distance from the user and a first image captured fi&r

pmcessina 'this distance may be linearly away from the
user and in this embodiment not in an arc or orbit. This may
occur by the user movin the mobile device. either by hand,
or by thc mobile device bculg on a movable device or rail
system. Or, thc lens system may bc adjusted il' a lixed
systenl to chaime the size of the user's face in relation to the
frame size. Alternatively, the user may stay stationary, the
multiple cameras may be used, or camera inay move without
the user nlovin . Once some form of movement (from a
device. camera, lens, or user) has occurred to establish the
cmnera at a second distance, a second undge is captured for
processing. Movcmcnt from thc lirsi posiiion to thc second
position nlay be stmight toward the user Processing occurs
on both images.

qhe processing nlay include calculations to verify a
difi'erence benveen the two images. or a difi'erence in bio-
metrics obtained from the two image~, that indicates that a
real person is being Imagixi. Proccssmg may occur to
compare Ihc lirst mithcntication image lu a lirsl cnrollmmlt
image (corresponding to the first distance) to determine if a
match is present and then compare the second authentication
image to a second enmllment im&ge (corresponding to the
second distance) to determme if a match is present. If a
match occurs, then authentication may proceed.

xyanations on these methods are also possible with the
system rcquinn a match at thc lirst distance. but a failure
to nuitch at the second distance, thereby uldicaung lha! the
second im& e is not of a two-dimensional picture. The
pmcessina resulting in a match or failure to rnatch may be
any type image or facial reco nition processing algoritlmt.
As with other processing described herein. the processing
may occur on thc mobile dcvicc, onc or more remote servers,
or any combioation of such devices.

All thc process ulg descn box) hcrcul mdy occur on only thc
mobile device, only a renlote server, or a combination there.
'I'he biometric data may be stored on the mobile device or
the server. or split benveen the nvo for security purposes. For
example the images could be processed on the mobile
device. but compared to enrollment dais in Ihe cloud or al a
remote server Or, thc unagcs could be sent to the cloud
(remote server) fi&r proccssulg mid comparison.
'I'ouch Screen linhanceineilts

Additional added security modifications mav include
information about a user* a finger. Many mobile devices v. ith
touch screens can detect the location and approximate size
of a ilscr s toiich ou thc scrcclt. Accoldluglv, au lipploxluuitc
size ol' user's linger or tlumlb may be measured by thc
sysu:m. In addition to the size of a linger. ml Coon&ation
angle of the finger or whether the fingers or thumbs of the
right or left hand are used can be detected

In one embodiment, a user selects an account to open,
begins enrollment imaging. or begins authentication imag-
ing by touclnng thc touchscrecn ol thc user dcvwc. The
authentication system may thus dc&eel whether tlm touch by
d Uscl ilUrlug SUthcutlcdtlolt coircspouds with plcvloUSI)'tored

enn&llment information including the size of the
user's fin er or thunlb, amount of pressure applied to the

screen and whether the user is nght or left handed Tlus adds
an additional security layer for the mithentication system

liurthemlore, the authentication systenl nlay require that
the user initiates an authentication by touching a fingerprint
reader or the touchscreen in one or more predetermined
manners. In one embodiment. as shown in FIG, 14. a
touchscri&cn 1410 may bc duidcd up ulto prcdctcrnuncxl
regions 1420. For example, there may be nine cquab circu-
lar. square, or other shaped regions 1421) on the touchscreen

lo 1411) of the nlobile device Durin enrollment, the user
selects one of the regions 1420 of the screen 141() to touch
to initiate autheluication. During authentication. If the pre-
selected region 1420 is not touched to be in authentication
or dunng thc enure nuthmltication process, then authcnlica-
tion is denied. Tlus is but onc possible design possibihty and
other design options are contemplated

'I'he regions 1420 on the touchscreen may be visually
represented by a grid, or may not be displayed at all on the
touchscreen 1410. As sho&vn in FIG. 15. in addition to or in

Io place of the regions 1420, buttons 1520 may be displayed on
a touchscrcmn 1510. Herc. thc user may iniuate thc authen-
tication by pressulg one or morc of thc buttons 1520 ul a
predetermined pattern 1hc user may also initiate mithenti-
cation via a predetermined swiped pattern I'he position to
be touched by the user may change with each authentication
attempt and may be conveyed to the user through any
instructions from the authentication server. such as a code,
number. letter, color, cdptcha or other uldicdtor
%Ulcc Pardulctcrs

io It is also contemplated that the user could record their
voice by speaking a phrase while recording their images
dunng the enrollment process when first using the system
Then. to authenticate, the user would also have to also speak
the pluase when also nu&ving the mobile device to capture

&i the image of their face. Thus. onc additional path paramcicr
may bc thc user*a spol cn vowe and usc of voice recognition
ds Iinothcr fiver ol ch:aleut of thc dUthcutlctitlou ploce'ss.
Image Quality Assurance

I'he authentication system may also process the inmges
do received from the nu&bile device to detemline if the images

are of sufficient quality. For example„ the system may check
thc unagcs for blurrmcss caused by the images beulg out of
focus or by thc camera lens being obscured by iingcrprults.
oils, ctc The system may alclt Ihat user that the qualily ol
the images is insufiicient (or too bright or too dark) and
direct the user to adjust a ti&cus, exposure, or other param-
eter. or to clean the lens of the camera.
AUtofocUs

Thc authentication systmn may also utilize tm autofocus
o fi:aturc when the mobile device camera is equipped wifil

such. For example, when dn actual. tlucc-dunensional per-
son is being imaged, the system checks to ensure that the
sharpness of the image chan es throughout as the camera
perfoml auto-focusing. In another embodiment, the system

» may control the autofi&cus so that the camera focuses on a
first location or distance to check for sharpncss (ul focus) of
a portion ol Ihe unagc contduung a lace. The system then
controls Ihc camera u& focus di a second locdUOU or distance
v here the presence of a face is not detected and check ti&r

io sharpness (in focus) of a portion of the inlage If a three
dimensional person in a real environment is being imaged,
it is expected that the focal len th settings should be
dilfcrmlt at thc lira& and second locations, which suggesm a
real person is prcscntly bmng imaged However, if the focal

si lengths of both locations arc Ihc same, this indicates thai a
two dimensional photograph or screen is being imaged,
indicating a fraudulent login attempt
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lllc system may also control the auto-filcus ol'he device

to check for ditferent focal lengths of different particular
feantres in the iiliage. I or exaniple, when a persoil s tace is
imaged front the front. a person's ear is expected to lrdve a
difi'erent focal length fmore dtstanti than the tip of a person* s
nose.
Images of Logul Aumnpt

Tht: dilthCIIIICBIlotl SCI VCI 111BV Blstl bc. Conftgill cd 10 SIOIC

the authentication inlages for a predetermined length of
time 'I he images nlay pmvide additional security benetits as I 0

evidence of a person attempting to log, in to a user's accmuit.
For example. the system may store a predetermined number
of prior log in attempts. such as twenty lo in attempts, or
store images from login attempts lor d predclcrnuncd time
period, such as durulg Ihc past seven days or wccks Any
frmid or attenlpted fraud will result in pictures of the person
attemptin the logtn heing stored or sent to the authentica-
tion server of the account server

The mere knowledge that photos will be taken and sent is
a significant deterrent to any potentially dishonest person Io
bema use they know thmr picture will bc taken and stored, and
it is dn assurance of simunty Io Ihe user. Likewise, any
attenlpted and failed attempt can have the photo stored and
indicator of who is attempting to access the account It is
also contemplated that an email or text message along v ith
the picture of the person attempting the failed log in may be
sent to the authorized user so they know who is attempting
Io access their account. llus cstabhshes Ihe lirst lute of
scciirltv fi11 Ihc BccoUIII Bs Illc Uscl with thc photo ol lnnigc
also being possessed by the authentication server 10

Adaptive Match 1 hresholds
I'urther. Ihe level or percentage of correspondence

between the enrollment information and the authentication
information to authenticate the user may change over time.
In other words, thc system may compnsc an adaptive ls
threshold.

Alter a user regularly uses Ilm mithcnttcatton system
described alxive, the user will have logged in v ith the
system by nloving the nlobile device in the predeternuned
path relative to his or her head a large number of times. So

Accordingly. it may be expected that as the user will gain
cxpcnencc using thc authentication system, mid Ihat Ihc user
will gradually scttlc into a comfortable and suindardized
mouon path. In contrast, Ihe uutial cnrollmenl movemcnt of
a user will likely be the most awkivard and clumsy niove-
ment as the user has little experience with the authentication
system.

In order to make the authentication system more conve-
iucnt for Ihc user without losing security, Ihe adaptive
threshold system allow the enrollmcni movement Io adapt so 0

that thc user is not locked uito Ihe atskward and clumsy
initial movement as the enrollment moveinent 'I o facihtate
this, upon each successfully authorivation, the successhd
authorization movement is stored. and the motion path ls
added to a list of acceptable motion paths. The list of ls
dcciptdblc mouon paths may bc limiied to a predetcrmuied
number of paths. When a ncw successfully Buthorizafion is
complcttxl and the list ol acceptable motion patlw is full. thc
older enrollment nlotion path is deleted and the newest is
stored in its place Alternatively, the motion path that is least io
similar to the other motion paths stored on the list may be
deleted. Thus. by storin the most alike or newest motion
paths, Ihc enrollment movement may slowly adapt over time
ds lht: Ust:I bcctlUsc fanllllBI with thc svstcnl alai sctth:s llllo
a comfortable motion path for authentication. Ss

In addition. other enrollment information may adaptively
change in a sinlilar nlaililer as the user intormatioil. I or

cxiunplc, successful authentication photos or biomctnc
infornlation can be stored as part of the enrolhnent iofbr-
mation, and old enrollment information may be discarded
over time. In this manner. the authentication system can be
convenient for a user even over a long period of time as the
user experiences aging, facial hair grov th. different styles of
makeup, ncw glasses. or other subtle face alterations.

Dctcmiining hov much vdnancc ts allowed over umc in
the motion path or the biometric mfornlation. or both may be
set by the entity requiring authentication m order to meet
that entity's security requirements. I'inie or nuniber of scans
after the initial enrollment can be used to modify the
adaptive threshold. For example. durin a Iirst few days after
muollmcnt, the tlucshold nuiy bc lower while a secunty
tlucat is low and Ihe ddibrenccs in paths are hkely Io bc
higher After a number of authentications or a number of
days, the threshold may increase. I'he threshold further inay
be set based on trending data of either the niotion path or
biometric information. For exaniple. the threshold may be
more lenient in a direction the data is trending, while bavin
a lighter tolerance for dald against thc Ircnd.

A temporal aspect mdy also bc added along with Ihe
location information lior example, if the user cimducts and
mithenticates a transaction near his home. and then one hour
later another tmsnsaction is attempted in a foreign country,
the tmnsaction may be denied. Or it may be denied if the
distance between the prior mithentication location and the
next mithcnticatton location cmmot be traveled or ts unhkcly
to have been travclcd in thc Iunount of time bctwccn login
or authentication attenlpts lior example, if the user mithen-
ticates m Denver, but an hour later an attempt is made in
New York, Russia or Africa, then either first or second
attempt is fraudulent becmise the user likely cannot travel
between these locations in I hour

Furtlmr. il Ihc next Irdnsacuon is auemptcd at a more
reasonable time and distance away from thc lirst trmixdctton,
the lcvcl of corrcspondcnce threshold may bc raised Io
pmvide added security. ivithout automatically denying the
transaction I,ikewise. an altimeter may be used such that if
the altitude determined by the mobile device is different than
the altitude of the city in which the user is reported to be
locatixk then Ihis may uidicatc a fraud attempt. Tlnis.
altitude or barometric readings from the mobile device may
bc used to vcnfy locauon dnd can bc cross reli:renccd
against (iPS data, IP address or router location data, or user
identified location.
Random Image Distortion

In order to provide an additional layer of security to the
fdCIIII ICCognltton BUIhCIIIICd11011 Sy'SICUI, IhC SVSICBI 111BV

uuhzc random unage ihstortion. For cxamplc, a user may be
assigned a random distortion algoritiun upon enrollment into
the systein. 'I'he distortion al orithnl may include such
d is tonlo 11B to the iill,'lgc;Is w Klellltlg ot'af

m is i fig thc
person's face by a predetemlined amount, adding or super-
imposin a predetermined shape at a predeternuned position
on Ihc User s face. As Otic ca itnplt: of Ihub Ihc ill st ol 11011 nlav
bc a circle supcrunposcd at 100 pixels above thc user's left
Cy'C.

With the uniquely assigned distortion on the images from
the user, the biometric data for that user will be unique to the
account or device used by the user. That is. the enrollment
biometrics stored on the authentication server or on the
mobile dcvicc will rellect not only Ihc lactal fbaturcs of Ihe
IISCI, bitt IIISti will ICIICCI 111C llnlqilclv BsslgnCd IlllagC
distortion. Thus, even II an accurate. Iraudulcnt representa-
tion of a person ivere used on a ditferent device or via a
different account. the pmtfered authentication biometrics
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would nol sufiiciently correspond duc to a dilli:rmi! Or an
absence of the unique distortion 'I'hus, the overall security
may be enhanced
Security I.ayers

It is noted that each of the above embodiments, modlfi-
cations, and enhancements may be combined in any com-
bination as accessary to create multiple layers ol'siwunly for
authentication. For cxnmple, lhc facuil rccogmnon may be
combined with motion detection or path detection, or oper-
ate independently of these features ti&r authentication liur- Io

ther, when more than one of the above described enhance-
ments or modifications are combined. the authentication
system nioy be configured so as not to provide any feedback
or uidicanon on wluch layer failed aulhenlicalion.

For example, when a predctcnninix! touch pallem lo
initiate mithentication is combined ivith the authentication
movement and facial authentication. the system does not
indicate v hether a touch pattern was incorrect. or the
authentication movement or authentication images failed to
col'rcspoild m& thc cnt'Olhucnt ulfiifm'Itlon. Illstcai!. thc sys- 20

10111 proViiiCS Bii ldclltliuil ilCIUBI Ol IIUllloilliCBIIOII no IlldltCI
wluil failure occurs. This is the case when miy number of the
security features described above are combined. In tlus
nianner, it is difficult for a fnsudster to detect what aspect of
the frmidulent credentials niust be corrected, further enhanc-
ing the secunty of the system.

All of the above features may be incorporated together. or
only some fi:dturcs may be used and others omitted. For
example. Chen Ihc device prompts lhc user lo move thc
device so that the user places his or her head within a hrst so

an&all franie (such as an oval) then to a second large frame
(such as in ill(iS 7A. 7I3, 13A. and 13I3), the system may
be configured such that facial recognition need nol be
perfi&rnied on the unage(s) in the first frame (dismntly
caplurlxl frames). Thc secunty of thc sysicm is maintained &s

by perlomung facial recognition Ihroughoul Ihe trna ui al
some poult bclwccn lhc Iirsl mid second frames, mid al the
second frmne. 'I'his may especially be true when also inte-

raled another layer of secmity. such as checking eye
tracking following a moving object on the screen. or reading do

a reficction of a QR code or msndom shape off of the user*a
cye. In another embodiment, when two or more cameras arc
Used cli alillg three ihnlctlslonBL slclcoscopic IUIBgcs, thc
facial recognition may not bc performed at Ihe lira(, Ihr away
frame, but instead the liveness of the person may be vali-
dated at the closer in fmsme only after the movement of the
device. In still other embodiments. other security layers moy
be used„ond the motion parameters may be omitted. Such
combuiations may be bcnciic&al li&r larger or stationary
devices. such as gaming laptop computers, personal desktop o

colilplitcls, il stanoiiBrv kiosk, or lhc like.
lixample Applications

I.ikeivise, although described herein as tinancial account
authentication. the authentication using poth parameters and
image data moy be implemented in any environment requlr- »
ing vcnlicalion ol'the user's identity bali&re allowm access,
such ds auto access, room access. computer access. web site
or ibltii iicccss, plionc Usc, colllpiucl Usc, piickBgc Icccipl,
event access. ticketing, courtroom access. airport secunty,
retail sales transaction, IOT access, or any other type of io
Si(Uatioll.

For example, an embodiment will be described where the
aboieaulhmil&canon system &s used lo securely conducl a
retail sales transaction. In tlus cmbodnnenl. a user is
cnrollml w&lh the authentication scrvcr or an authentication ss
application on the niobile device as described above and has
enemted enrollment inforniation including enrollnient

images aniffor biomelncs.;md enrollment movcmenn In llus
exanlple, the user initiates or attempts to coniplete a trans-
action at a retail establishment ivith a credit card, smart card,
or using a snift phone with Nli(: capabilities

The user begins the transaction by swiping a credit card,
smart card, or usin an application on o smartphone with
NFC capabihties Io pay for goods or serv&ccs Thc retml
estabhsluncnt would then au(bonze thc card or account with
the relevant netivork of lhe hnancial institutiim ("(iate-
way'*). Iior exaniple, the retail establishment, through a
Ciateway such as one operated by VISA or AMI!l(I(:AN
EXPRESS would determine whether the account is available
and has sufficient available funds.

Thc Ciatcway would then communicate with the authori-
zauon scrvcr lo mifiionzc thc urn&sect&on by vcnl'yuig thc
identity of the user i&or example. the (iateway may send an
authorization request to the authentication server. and the
authentication server then sends a notification, such as a
push notification. to the user*a mobile device to request that
the user authenticate the transaction

Upon receipt ol Ihc nolilicdlion Irom lhc milhcnl&cal&on
scrvcr, such as through a & ibration, beep, or other sound on
the mobile device, the user may then authenticate his or her
identify with the mobile device I'he authentication server
may also send information concerning the transaction to the
user for verihcation by the user. For example. the mithenti-
catlon server may send information that causes the mobile
dcv&ce lo display Ihc merchant, merchant location, and thc
pUrcllasc loni) 101 Ihc ICBnsdclioll.

Next, as before, the user niay hold the niobile device and
obtain a plurality ofmilhentication images as the user moves
the niobile device to different positions relative to the user*a
head While moving the mobile device to obtain the mithen-
ticotion ima es, the mobile phone hirther tmscks the path
parmnclers (aulhent&cat&on moicnu:nt) of the mobile device
vol lhc gyroscope, mdgnciomclcr, and lhc accclcromcler lo
obtain the authentication movcnu:nt ol'hc device. The
nx&bile device may then send the device information. the
ailthcfrtication iiuagcB.;ind lhc Birthctitlc;itloll Illoveiucnl to
the authentication server. In other embodiments, the mobile
device may process the images to obtain biometnc data and
send llm b&omclric data lo Ihc scrvcr. In su)i other mubodi-
mcnts. Ihc mob&le dcvicc may process the images, obuiin thc
diilllCIIIICiilii&11 iillotnulnoii. ColliparC lllc BiilllCIIIICdllou
inforniation to eiirollment information stored on the mobile
device, and send pass,'fail results of the comparison to the
authentication server.

The authentication server may then authenticate the iden-
tity ol thc User aiid coiilirlti llidl lhc user wislics 10 iiulliorizc
lllC tl'IIIISBCIII&11 Oil IIIS Or hcl dCCOUIII lf lllC ilCVICC ilifonus-
tion, authcnucauon images dnd/or biomclncs, and authen-
tication movement correspond with the enrollment device
information. the enrollnient images and/or biometrics, and
the enrollment movement. The authentication server then
transmits an authorization niessage to the Ciateway. Once the
gateway i&as rcceivcd coniinnalion ol'hc nuthonzauon, Ihc

Gateway then conununicalca w ith thc rctml cstabhsluncni to
d liow tllC Iciall lidllSdCIIOB.

Several advantages may be obtained when a retail trans-
action is authorized Ufifiring the above system and method
Because the identity verification of the user and the confir-
mation of the transaction is completed via the authentication
system and mobile dcvicc. Ihcre is no longer a rcqu&rmuenl
for 11 USCI Io pnividC his 01 hCI Crixllt CBrd Or SiglliilUlco 01 Io
enter a pin number into thc retailer's point of sale system.
liurther, the retail establishment does not need to check a
photo identification of the user 'I'he above metliod and
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sv'steal i&iso Irds lhi: B&IVBUU&gc lhal 11 pit&villi:s si:ci&rc II'Bns-

actions that can work with mobile Bnd online tmnsactions
that iio nol have cameras. such as sccuriw cameras, on the
prcnuscs

In the secure rcta&1 lransacuon dcscubml above, Ihe user
obtains the total an&ount due on his or her nx&bile dev&ce

front the retail establislunent via the Gateway and authen-
tication server I IO&vever, m one embodi&nent. the n&ob&le

phone may use the camera as a bar code. QR code. or similar
scn&u&er lo &denUfy the items and thc prwes ol lhc ilcnm
being purchased. The mobile device may then toml the
amount iiuc and act as Ihc checkout Io complete Ihc trans-
action with the retail establislunent

In another cmbodimenl, a user of thc application may
want Io anonymously pay an individual or a merchant. In
this instance„ the user would desi nate an amount to be paid
into an application, and the application v ould create a
unique identifying transact&on number. This number may
then bc shown Io the second user, so the sixonil user can type
the Identifying tmnsaction number on an application on a
sc3&amtc iiev&ce. Thc un&quc identifying transacuon number
may also be sent from the user to the second user via NITk
Bluctooth, a QR code, or other su&table methods. Thc second
user may also type the an&Cunt and request paynieiit

Upon rixcivu&g thc payment request m&il u&uquc Blent&-

fyina transaction number, the authentication server may
send a notification to the first user's mobile device to
mitbenticate the transact&0&1 I he user would then verify lus
or her identity using the fac&al recognition authentication
system iicscribed above Thc user may altemauvcly or
additionally verify his or her identity using other biometric
dale such as a lingcrpnnt or retina scm&, path bascxl motion
and imaging. or the user n&ay enter a passv ord Upon
dolhcnncdnon, lhc Usi:I s ili:vlcc would scnil B rcxlocsl lo thc
user's payment provider to request and authorize payment to
the second user. In this manner. the payment may be done
securely while the users m the transaction are anonyn&ous

According to one embodiment, as an additional measure
ol'ecur&ty. the GPS &nl'onnat&on from lhc mob&le dev&ce

may also be sent to the authentication server to authenucate
dnd allow thc rata&1 transaction. For cxmnple, thc GPS
coorihndlcs from Ihc mob&le dev&cc may be compared with
the coordinates of the retail establishment to confirm that the
user is actually present in the retail establishment In tlus
manner„a crim&nal that has stolen a credit card and attempts
to use the card from a distant location (as compared to the
rata&1 location) &s unable to complete a transacuon bcmause
thc user's phone &s not at Ihc location of Ihe rclml cslab-
lishmcnt. IP addrcsscs may also bc use&1 Io dctenuu&e
location.

As explained above. the level or percentage of correspon-
dence between the enrollment information and the authen-
tication information to authenticate the user may also be
diii usted based on thc coordinates of thc GPS of the mubilc
dcvicc. For example, &f the rcta&1 eslablislm&cnt and GPS
coorihndlcs of thc mob&le device are near a user's home,
then the level of correspondence may be set at a lower
threshold. such as at a 99% n&etch rate Alternatively. &f the
location is very far from the user's home, and is in a foreign
country, fi&r example. then the level of correspondence may
be scl dl d lughcr tlucshold, such as al a 99.999% match rate.

Wh&lc venous cmboduncnts of thc u&vent&on have been
descnbcd. il w&ll be apparent lo those of ordmary skill u& the
art that many more embodiments and implementations are
possible that are within the scope of this invention. In

add&tion, thc various I'ca&urea. clcmcnts, and mnbod&ments
described herein may be claimed or combined in any com-
bination or arrangement

&s

What is ciaimed is:
I A method for enrolling and authenticating a user in an

au&bent&cat&on system via the user's a mob&lc device com-
pus&ng a c unera aml dl least one mov amen& dctectu&g sensor,
the mobile device also having a display, the method com-

lo pi&S&f&g

capturing en&ollment bion&etric &nformat&on from at least
one first ima e of the user. the first image recorded by
the camera of the mobile device:

slollng Ihc cnrolhncnt b&on&i:nlc allo&a&anon on
I n&CUIO&y:

during an authentication sess&on

capturing authentication biometric informatiioa from at
least one second image of the user. the second image
recorded by the camera of the mobile device;

lo recording path parameter data from the at least one
movmncnl dcu:cling sensor &n the mob&lc device, Ihe
path parameter data genera&cd by movcmcnl ol Ihe
mobile device by the user and representing an authen-
tication movement of the n&obile device:

comparing the authentication biometric informat&on to the
stored enrollment bionletric information to determine
v hether the authentication biometric &nfom&ation meets
a prcdclemunc sunilauly Ihrcshold as compared lo Ihc
enrollmcnl biometrw. u&fonnaUon,

con&paring the anthentication movement of the mobile
device to an expected moven&ent of the n&obile device
to determine ivhether Ihe authentication movement
meets a predetermine similanty threshold as compared
to the expected movement of the mob&le device by the
user, wherein thc cxpccled movmncnt m basixi on a path
of thc mob&lc dev&ci: thai includes havu&g a Ibcc of Ihe
user appear u& a d&splay area of thc mob&lc dcvicc: and

when the authentication biometric information sutfi-
ciently corresponds &vith the enrolln&ent biometric

do information. and when the authent&cat&on movement
meets a predetermine simibsrity tl&reshold as compared
to lhc cxpccu:il mi&vcnlcnl, BU&hen&&cd&Big lhc Uscl.

2 Thc method accordu&g to claim I, I'urthcr compnsu&g
c&&pining, &Ruing undgh&g ol Ihc Bl li Bsl oni: firsl hnagix
emollment path parameter: via the at least one movement
detecting sensor, the enrolln&ent path paran&eters indicating,
an enrolhnent movement of the mobile device. and definin
the expected movement as the enrollment movement.

3 Thc method accordu&g lo claim 1. whereu& thc at least
0 Onc fust uni&gc Bail lhc dl least onc si:conti UUBgi: ol Ihc Usi:I

include an image ol'hc user's face, and llm enrollment
bioolcn1c iilfoi'nuit&0&'I;&nil tl&e Buthcnficafioil bio&net&lc
info&'oint&on co&npl'lsc I;le&Bi rccognifioo &ufo&'nisi&oil.

4 The method according to claim 1. hirther comprising:
ss capturing enrollment device information durin imaging

Ul lhi: dt li:dsl oni: fu'sl un&&gin

storing Ihc enrollment dei icc informut&on on thc memory.
cdplunng authentication dei &cc inl'onnat&on dunng unag-

ing of the at least on second image, and
io con&paring the authentication device information with the

enrolhnent device information to detenn&ne whether
the authentication device infi&nnation sufficiently cor-
responds to thc cnrollmcnt dev&ce information.

5 Thc method accordu&g to claim 4. where&n thc dcv&ce
ss infi&rmat&on comprises al least onc ol'he Ihllowu&g. a dcv&ce

manufacturer, n&odel nun&ber. serial munber. and mobile
network inforn&ation
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6. Thc method according lo claim 1, wherein at least onc

movenlent detectin sensor comprises at least one of the
followulg. an accclerometcr. a magnctomclcr, mid a yro-
scopc

7. A fdCIIII IIUlhi:util ation SVSICUI Unhaulg 11 ilsCI S nlobllC
device. the mobile device comprising a camera and at least
one nlovement detectin sensor. the authentication system
cornprsslalp

an mlthentication server comprising a processor, a
111

memory, and al least onc transceiver conligurcd 10

transmit data fmm the authentication server and
ICCI'I VI:il ilatrl,

oae or more Inenlories configured to store one or nlore
databases. thc onc or more databases conligurcd to
store authentication information profiles; and

machine readable instnlctions that are stored on the
memory of the mlthentication server which v hen
executed by the processor. cause the authentication
scrvcr tii: 20

receive enrollment biometrics from the mobile device, the
muollmenl biomctncs composing facial recognlllon
data processed from at least one first image of the user's
face obtained vui thc camera of lhc mobile device;

store the enrollment biometrics in the one or more data-
bases and assocuite thc enrollment biometncs with the
user authentication mfilrmation profile„

receive authentication biometrics from the mobile device
during an authentication attempt by the user. the
authentication biometrics comprising facial reco nition 11)

dale processed I'rom at least one second nna 0 of thc
user's face, the image obtained from the camera of the
nrobllc dcvlcc:

receive Bulhcfltlcatlon fnovcnlcnt Iflfol'nlatliIII fr'onl thc
mobile device, the authentication movinnmlt ulfomla-
tion comprising data regarding movement of the nloblle
device by the user as detected by the at least one
nlovement detecting sensor in the mobile device;

compare the authentication biometrics and the authenti- do
cation movement inl'ormsnon with lhe enrollment bio-
metrics and expected movement infomlation stored in
thc database with Ihe user authentication mfilmlalion
pro lilc. w hcrcin thc expected movcmcnt is based on an
anticipated path of the mobile device. due to movement
ofthe mobile device by the user, to place the user's face
sequentially in a first drsplay area and a second dispLay
area; and

aulhcnlicalc or not authenticate Ihe user basu! On a
companson march rale oi'the aulhenlrcauon biomclncs 0

dnd Ihc aulhenucduon movemcnl wilh lhc enrollment
biometncs and the expected movement.

g 'I'he facial authentication system of claim 7, wherein the
mobile device displays a first prompt on a display screen to
instruct the user to position the user's face within the hrst s.
display arcs of the display screen, and

Ihc mobile dcvlcc displays a second prompt on Ihc display
screen to instruct thc user lo posinon lhe user's lace
within the second dispLsy area of the display screen, the
second display area being a different size than the hrst io
display area.

9. The facial authentication system ofclaim 7. wherein the
dulhcnllcrlllon si:Ivix dclccts Ihc plcsi:ncc ill Bbscncc 01

banding ul thc at least one second imd c.
10. The facial authentication system of rlmm 7, wherein ss

the authentication server detects the present or absence of a
screen edge m the at least one second image

11. The Ihclal authentication system oi'claim 7, wherein
the authentication server or mobile device estimates at

least one of a gender. age, and ethnicity of a face
iniaged in the at least one first inlage,

the authentication server estimates at least one of a
gender. age. and ethnicity of the face imaged in the at
lcdsl Unc scconil lnldgru iulil

Ihe milhenncauon seri cr aulhcnucates or docs nol authen-
ticate the user based on a comparison nlatch rate of at
least one of a gender. age. and ethnicity detected in the
at least one first image and the at least ime second
image in reiation to a companson match rate threshold.

12. The facial authentication system of claim 7. wherein
thc comparison match rate llucshold rcxturrcd for aulhenti-
cauon rs vanablc.

13 1'he facial authentication system of claim 12. wherein
the comparison match rate threshold increases based on a
nunlber of successful mlthentications

14. The faciai authentication system of claim 12, wherein
the comparison match rate threshold increases over time.

15. A Iacilll Bulhcnncdnon sy'sncnl Utilizing a Usi:I s
mobile device, the mobile del lcc compnsurg a cruncra and
at least one movement detecting sensor, the authentication
system comprising

a processor located in the nlobile device configured to
execute machine readable instnlctions:

one or more menlories in the mobile devrce storing
dUlhCUIIClltlon ulfomulniin: dnd

non-Irdnsltillv nlachulc rcddirbli: lnslrUctlons, Ihc nlachulc
readable instructions v hen executed by the processor
cause the nlobile device to:

receive enrollment biometrics. the enmllment biometrics
comprising facial recognition data processed from at
least one first image of the user's face obtained via the
camera of thc mobile device:

slorc Ihc enrollment biometncs ul Ihc memory oi Ihe
mobile device Bnd associate the enrollment biometrics
v ith a user profile of the user;

receive authentication biometncs from the mobile device
during an authentication attempt by the user. the
authentication biometrics comprising facial reco nition
dale pmccsscd from al least onc second image of thc
user's I'acc, lhc image obtained from thc camera of thc
mobile device dunng ihe authcnucduon allcmpl:

receive authentication movement information from the
mobile device, the authentication movenlent informa-
tion comprising data generated during movement of the
mobile device by the user dunng the authentication
attempt as detected by the al least onc movmuenl
dclrmtulg sensor in Ihc mobile device,

compare the aulhcnucation biomctncs and thc authcnii-
cation movement infornlation with the enmllment bio-
metrics and expected movement informatiim stored in
the mobile device, wherein the expected movement
information is based on an anticipated path of the
mobile device lo place lhe user's I'acc scqucntially in a
Iirst drsplay arcs;md a second ihsplay area, and

mllhmllicalc or nol aulhentwdtc the user durulg thc
authentication attempt based on a conlparison match
rate of the authentication biometrics and the authenti-
cation movement information v, ith the enrollment bio-
metrics and the expected movement information.

16. Thc system of clmm 15 wherein thc Iirsl dwplay arcs
is a dillcrmll size than Ihc second display area.

17. Tile system of claim 15 whereur the compare also
detects the presence or absence offending in the at least one
second imsge.
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18. Thc system of claim 15 wherein the compare also
detects the present or ahsence of a screen edge in the at least
olm seconcl &I&&age.

(9. 1he system of clatnt 15 wherein the antic(pa(tat path
of the nu&bde device is a path of the mobile device between
a first nu&bile device position and a second mobile device
post(ton, whcrcin the lira( posttton ts a thlfercnl dtslance
from thc user tlrsn lhc second dtslance.

Z(l. '1'he system of claint 15 wherein
non-trans&tory machtne readable instntctions, stored on lc

d&e one or more men&ory of the mobile device, which
when executed by the processor also estimates at least
one of a gender, age, and ethnicity of a face imaged in
thc al least one lira( unagc, and est&males al less! onc of
a gender, agc, and ethntctly of Ihe face mtagcd in lhc al
least one secotld it&&age, and

authenticates or does not authenticate the user based on a
comparison match rate of at least one of a gender, age,
and ethnicity detected ln the at least one first image and
the at least one second lma e in relation to a compari- &o

son match rale tlucshold.
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