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Following Part 1 of our deep dive into 3D biometrics with FaceTec VP Jay Meier, the conversation delves

even deeper into the innovations driving FaceTec’s technology—and its new UR code protocol.

Jay highlights the transformative power of 3D systems over 2D systems,
explaining how FaceTec's approach captures over 100 video frames
during authentication to create unparalleled depth of data. This process,
he notes, doesn't just provide better matching accuracy; it redefines what
is possible in terms of liveness detection and fraud prevention.

“By measuring the changes in perspective distortions as the camera

"

The discussion also explores how FaceTec'’s system mitigates risks like presentation attacks and deepfake

moves, we're effectively creating a new biometric,” Jay explains. “It's not
about simply detecting a face—it's about understanding the unique
curvature and three-dimensionality of that face.”

injection. By leveraging 70+ involuntary human cues and encrypting biometric data at every stage, FaceTec
ensures that its system is resilient against even the most sophisticated attacks.

“Cryptography is essential,” Jay says. “We encrypt data six ways from Sunday and alter files after use so
that stolen data is completely unusable.”

Jay also outlines the groundbreaking UR Code protocol, which combines efficiency, privacy, and
interoperability to solve some of the industry’s most pressing issues. Unlike other solutions, FaceTec's UR
Code doesn't require live pings to government databases, instead enabling secure verification through a
lightweight, digitally signed 2D barcode.

“It's a protocol, not a product,” Jay emphasizes. “We think it's going to revolutionize identity management on
the internet. The fire is lit."

Listen to Part 2 of this fascinating discussion wherever you get your podcasts, or through the media player
below:
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FaceTec's patented, industry-leading 3D Face Verification

and Reverification software anchors digital identity,
creating a chain of trust from user onboarding to ongoing
authentication on all modern smart devices and webcams.
FaceTec'’s 3D FaceMaps™ finally make trusted, remote
identity verification possible. As the only technology
backed by a persistent spoof bounty program and
NIST/iBeta Certified Liveness Detection, FaceTec is the
global standard for 3D Liveness and Face Matching with
millions of users on six continents in financial services,
border security, transportation, blockchain, e-voting, social
networks, online dating and more. www.facetec.com
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0z Forensics is the independent private vendor of robust,
technology-based, and Al-powered liveness detection and
face-matching solutions founded in 2017 and
headquartered in Dubai, UAE. We confirm the security level
of our solution by certifying the ISO-30107 Level 1 and 2
standards. https://ozforensics.com/
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AuthenticlD provides 100% automated identity verification
and fraud detection solutions that are leveraged by
companies worldwide, including 2 of the top 3 U.S. Banks,
8 out the top 10 wireless providers in North America, and 2
of the 3 credit bureaus. Using proprietary computer vision
and machine learning technology, these solutions help
companies accurately verify the identity of their users
across retail, digital and call center environments for
onboarding and ongoing re-authentication events; KYC,
IAM, and more. The solutions are easy to integrate and

provide customers a large ROI by stopping fraud losses,
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increasing customer conversion at onboarding, reducing
operational costs and allowing quick and cost-effective
operational scalability, all while ensuring global privacy
regulations are complied with.
https://www.authenticid.com/

1y Lakota

SOFTWARE SOLUTIONS

Founded in 2007, Lakota Software Solutions is an
American company with a world-renowned reputation for
developing robust biometric software and systems. Our
vendor-agnostic products are tailored to ensure
compliance with ANSI/NIST-ITL standards and EBTS
specifications, facilitate seamless integration with other
biometric systems, and optimize accuracy, cost-
effectiveness, and scalability. https://lakotasoftware.com/
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GLOBAL TRUSTED VISIONARY

Identity Week aims to be a significant identity industry
catalyst. It's our mission is to help accelerate the move
towards a world where trusted identity solutions enable

governments and commercial organisations to provide
citizens, employees, customers and consumers with a
multitude of opportunities to transact in a seamless, yet
secure manner. All the while preventing the efforts of those
intent on doing harm. https://identityweek.net/

The Prism Project

The Biometric Digital Identity Prism is a market landscape
framework designed to help influencers and decision
makers understand, innovate, and implement digital
identity technologies and solutions. This innovative
framework for understanding and evaluating the rapidly
evolving biometric digital identity marketplace is the only
market model that is truly biometric-centric based on the
foundational conviction that in the age of digital
transformation the only true, reliable link between humans
and their digital data is biometrics. https://www.the-prism-
project.com
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