
UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. 
APPLICATION NO. 
DATED 
INVENTOR(S) 

: 9,953,149 B2 
: 14/839505 
: April 24, 2018 
: Kevin Alan Tussy 

Page 1 of 1 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

In the Claims 

Claim 4, Lines 58 through 59: 
"imaging of the at least on second image; and" 
Should read: 
--imaging of the at least one second image; and--

Signed and Sealed this 
Fourth Day of September, 2018 

An"""-......... 
Andrei Iancu 

Director of the United States Patent and Trademark Office 
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PATENT NO. 

UNITED STATES PATENT AND TRADEMARK OFFICE 
CERTIFICATE OF CORRECTION 

9,953,149 

APPLICATION NO.: 14/839,505 

ISSUE DATE 

INVENTOR(S) 

April 24, 2018 

Kevin Alan Tussy 

Page _1_ of _1_ 

It is certified that an error appears or errors appear in the above-identified patent and that said Letters Patent 
is hereby corrected as shown below: 

Page 37, Claim 4, Column Lines 58 through 59, "imaging of the at least on second image; and" should read: 

--imaging of the at least one second image; and--

MAILING ADDRESS OF SENDER (Please c!o not use Customer Number below): 
Chad W. Miller 
W cidc & Miller, Ltd. 
10655 Park Run Drive, Suite 100 
Las Vegas, NV 89144 

This collection of information is required by 37 CFR 1.322, 1.323, ant1 1.324. Tiie information is required to obtain or retain a benefit by the public which is to file 
(and by the USPTO io process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. Ttiis collection is esiimated to take 1.0 tiow to 
complete, inc!uding gathering, preparing, and submiiiing the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on tile amount of time you require to complete this form ant1/or suggestions for reducing this burden. should be sent to the Chief information Officer, 
U.S. Patent and Trademark Office, U.S. Department ol Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Attention Certificate of Corrections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

ff you need assistance in compietinp tfle form, ca/i 1-800-.PTO--9199 and select option 2. 
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Electronic Acknowledgement Receipt 

EFSID: 33423899 

Application Number: 14839505 

International Application Number: 

Confirmation Number: 6236 

Title of Invention: Facial Recognition Authentication System Including Path Parameters 

First Named Inventor/Applicant Name: Kevin Alan Tussy 

Customer Number: 32856 

Filer: Chad W. Miller 

Filer Authorized By: 

Attorney Docket Number: FACIAL.0012P 

Receipt Date: 09-AUG-2018 

Filing Date: 28-AUG-2015 

Time Stamp: 15:49:38 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

17944 

1 Transmittal Letter 
CWMWl 3165 REQCERTCORR. 

no 1 
pdf 

ac94 7 b 19c5 2bb4022840e 34 909 54663 099 
416fe 

Warnings: 
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Information: 

89196 

2 Request for Certificate of Correction 
FACIAL0012PCERTOFCORRSB4 

1 
4.pdf 

no 
70f46b6a3cf8add44afb9112c58eea054596 

604e 

Warnings: 

Information: 

Total Files Size (in bytes) 107140 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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FACIAL.0012P PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant FaceTec, Inc ) 
) 

Patent No. 9,953,149 ) 
) 

Issued April 24, 2018 ) 
I hereby certify that this correspondence and all marked 
attachments are being deposited with the United States 

) Patent Office via EFSWeb filing, on: 

Appl. No. 14/839,505 ) August 9, 2018 
) (Date) 

Filed August 28, 2015 ) 
) /Chad W. Miller/ 

For FACIAL RECOGNITION ) 
Chad W. Miller Reg. No. 44,943 

AUTHENTICATION ) 
SYSTEM INCLUDING ) 
PATH PARAMETERS ) 

) 

REQUEST FOR CERTIFICATE OF CORRECTION 

Attn: Certificate of Corrections Branch 
Commissioner for Patents 
P. 0. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Enclosed for filing is a Certificate of Correction with respect to the above-referenced 

patent. The error which is cited in the Certificate of Correction, was incurred through a mistake 

on the part of the U.S. Patent and Trademark Office, and therefore a fee is not required in 

accordance with 37 C.F.R. Section 1.322. Applicant respectfully submits that this mistake does 

not involve changes that would constitute new matter or require reexamination of the patent. 

Dated: August 9, 2018 

CWM-W-13165 

Respectfully submitted, 

By: /Chad W. Miller/ 
Chad W. Miller 
Attorney of Record 
Registration No. 44,943 
Weide & Miller, Ltd. 
10655 Park Run Drive, Suite 100 
Las Vegas, NV 89144 
(702) 382-4804 (Pacific Time) 
cmiller@weidemiller.com 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. 

14/839,505 

32856 7590 

WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

ISSUE DATE PATENT NO. 

04/24/2018 9953149 

04/04/2018 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

FACIAL.0012P 6236 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 201 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Kevin Alan Tussy, Las Vegas, NV; 
FACETEC, INC., Las Vegas, NV; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR 103 (Rev. 10/09) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

14/839,505 

32856 
WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

FILING OR 3 71 (C) DATE 

08/28/2015 

UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Kevin Alan Tussy FACIAL.0012P 
CONFIRMATION NO. 6236 

PUB REQUEST ACCEPTANCE 
LETTER 

1111111111111111111111 ll]~!l]!~l!~l!~HUIHI ~II 111111111111111 IIII 1111 

Date Mailed: 03/22/2018 

NOTICE OF ACCEPTANCE OF PUBLICATION REQUEST 

The request for voluntary publication, amended publication, early publication, redacted publication, republication, 
corrected publication or revised publication has been received for this application. The request, including payment 
of any necessary fee(s), is in compliance with 37 CFR 1.215, 1.217, 1.219 or 1.221. 

The projected publication date is 06/28/2018. 

/npfarmer/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.A/ 

SHEET 2 OF9 

FORM PTO-1449 U.S. DEPARTMENT OF COMMERCE AITY. DOCKET NO. APPLICATION NO. 
(MODIFIED) PA'JENT AND lRADEMARK OFFICE FACIAL.0012P 14/839,505 

INFORMATION DISCWSURE CITATION 
INVENTOR(S) 

BY APPLICANT Kevin Alan Tussy 

(USE SEVERAL SHEETS IF NECESSARY) FILING DATE GROUP ART UNIT 

August 28, 2015 2436 

U.S. PA TENT DOCUMENTS 

EXAMINER DOCUl\.1ENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 
INITIAL (IF APPLICABLE) 

2003/0236832 12/03 McIntyre, el al. 

6,678,664 01/04 Ganesan 

6,687,390 02/04 Avni 

6,697,502 02/04 Luo 

6,728,401 04/04 Hardcberg 

2004/0070678 04/04 Tovama, et al. 

2004/0081338 04/04 Takenaka 

2004/0125991 07/04 Yokoi 

2004/0143598 07/04 Drucker et al. 

6,775,397 08/04 Hamalainen 

2004/0190758 09/04 Doi, eta!. 

2004/0109584 10/04 Lestideau 

2004/0201709 10/04 Mclntvrc et al. 

6.840.149 
KJl-2005 

~ 5eal ~ .. , ai. 

C hanP', Els) annlied - • - ·~ -· . .. ,~ .. 
to doct ment, 

2005/0031173 02/05 Hwang 
/C .M.,,, 

2005/0065855 03/05 Geller 
12 /27/ 2017 

2005/0094849 05/05 Sun!!., ct al. 

2005/0100195 05/05 Li 

2005/0117802 06/05 Yonaha et al. 

2005/0141766 06/05 Nagahashi, et al. 

2005/0180627 08/05 Yang. et al. 

2005/0190273 09/05 Tovama, et al. 

2005/0220347 10/05 Enomoto 

2005/0251015 11/05 Takikawa et al. 

2005/0265603 12/05 Porter et al. 

EXAMINER /SHANTO ABEDIN/ DA TE CONSIDERED 12/22/2017 

*EXAMINER: INITIAL IF CITAllON CONSIDERED, WHE1HER OR NOT Cfl'ATION IS IN CONFORMANCE WITH MPEP 609; DRAW LINE lHROUGH CITATION 
IF NOT IN CONFORMANCE AND NOT CONSIDERED INCLUDE COPY OF THIS FORM WTill NEXT COMMUNICATION 1D APPLICANT. 

CWM-W-12280 
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ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.A/ 

SHEET l OF9 

FORi\,f PTO-1449 U.S. DEPARTMENT OF CO!\-1MERCE ATTY. DOCKET NO. APPLICATION NO. 
(MODIFIED) PATENT AND TRADEMARK OFFICE FACIAL.0012P 14/839,505 

INFORMATION DISCWSURE CITATION 
INVENTOR(S) 

BY APPLICANT Ke"in Alan Tussy 

(USE SEVERAL SHEETS IF NECESSARY) 
FILING DATE GROUP ART UNIT 

August 28, 2015 2436 

U.S. PA TENT DOCUMENTS 

EXAMINER DOCUMENT NUMBER DATE NMfE CLASS SUBCLASS FILING DATE 
INITIAL (IF APPLICABLE) 

5,031,228 07/91 Lu 

5,699,449 12/97 Javidi 

5,784,056 07/98 Nielsen 

5,835,616 11/98 Lobo, et al. 

C 
U"'r-LUUI 

M Kori_yama et al. 
han!' ' 

6 212,030 ~ 
e,s; app11ec 10-2002 

~ Friend et al. 
o doc 

6,461,807 ~ 
ument, I I-LUU7 t 

/ C.Mv 6,961,361 ~ T 

'""'"" ....... Tanaka 
05-2007 ,!,,,Ii Yamamoto et al. 

2/27 
7,211,138 ~ 

~~ 'I I L-L00b 
L)atruni 7,460,916 ~ 

T .. 

7,710,693 
::>5-201 0 
~ ➔,iel:5tm Guzman-Casillas et al. 

7,960 470 
06-201 1 

bee!!! @~ o,J, Okahira ~ 

8 210 247 
07-2012 
~ ~ [)lomgren 

8,460 024 
06-201:;, 
~ 

. .. Damodharan et al. 
o+-201+ 

fan et al. 8 709,801 ~ ~ 

8.959 578 
02-2015 
~ '-e~e ~al.Simpson et al. 

IL-LU I'.) 
~ Senda etal. 9 209 355 ~ 

10-2016 
9,459,132 ~ 

T .. Fehrenbach et al. 

9 708 909 
07-2017 

.£ll.l!lS f!,iei§eft Atkinson et al. 

9,958,687 11/98 Lobo, et al. 

- , . T 

V J. 

I\ eo I'\ ,1 ,.. '"- ' 
... . , 

11A ,..,. ___ ...,.,,. .,., .......... T 1 
•v, .. " , -· 
.. - T 

.v - V J • 

-- ,.,, ,.,. ·- ·- T .. _, 4-- ' -
, 

5,031,228 07/91 Lu 

5,699,449 12/97 Javidi 

EXAMINER /SHANTO ABEDIN/ DA 1E CONSIDERED 12122-?.:F 

*EXAMINER: JNlTIAL IF CIT AHON CONSIDERED. WHl:l'llfER OR NOT Cff ATION IS IN CONFORMANCE wrrH MPEP 609; DRAW LINE lliROUGH CITATION 
IF NOT IN CONFORMANCE AND NOT CONSIDERED, INCLUDE COPY OF IBIS FORM Wlllf NEXT COMMUNICATION 1D APPLICANT. 

CWM-W-12280 
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Office of Petitions: Routing Sheet 

11111 
4 7 0 0 

Application No. 114839505 

This application is being forwarded to your office for 
further processing. A decision has been rendered on a 
petition filed in this application, as indicated below. 
For details of this decision, please see the document 
PET.OP.DEC filed on the same date as this document. 

IX GRANTED 
:,:, ................. .. 

! DISMISSED 
' 
:<::...-.....-.....-.....-.....-.....-.....-.....-.....-. 

I 

! DENIED 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

14/839,505 08/28/2015 

32856 7590 

WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

03/19/2018 

FIRST NAMED INVENTOR 

Kevin Alan Tussy 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

FACIAL.0012P 6236 

EXAMINER 

ABEDIN, SHANTO 

ART UNIT PAPER NUMBER 

2494 

MAIL DATE DELIVERY MODE 

03/19/2018 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 
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~~w~ .... UNITED STATES PATENT AND TRADEMARK OFFICE 
t 

{~ \~1 
\ ti 

•• ?t.:..i.'!P 

In re Application of 
Kevin Alan Tussy 
Application No. 14/839,505 
Filed: August 28, 2015 
Attorney Docket No. FACIAL.0012P 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

DECISION ON PETITION 

This is a decision on the petition under 37 CPR 1.78(c) filed February 23, 2018, requesting 
acceptance of unintentionally delayed claims under 35 U.S.C. 119(e) for the benefit of prior-filed 
provisional applications as set forth in the accompanying Corrected ADS Form. 

The petition is GRANTED. 

If the reference required by 35 U.S.C. 119(e) and 37 CPR 1.78(a)(3) is presented after the time 
period provided by 37 CPR 1.78(a)(4), the claim under 35 U.S.C. 119(e) for the benefit of a 
prior-filed provisional application may be accepted if the reference required by 37 CPR 
1.78(a)(3) was unintentionally delayed. A petition to accept an unintentionally delayed claim 
under 35 U.S.C. 119(e) for the benefit of prior-filed provisional application must be 
accompanied by: 

(1) The reference required by 35 U.S.C. 119(e) and 37 CPR 1.78(a)(3) to the prior-filed 
application, unless previously submitted. The reference must be included in an application 
data sheet(§ 1.76(b)(5)); 

(2) The petition fee as set forth in § 1.17 (m); and 

(3) A statement that the entire delay between the date the benefit claim was due under 37 
CPR 1.78(a)(4) and the date the benefit claim was filed was unintentional. The Director may 
require additional information where there is a question whether the delay was unintentional. 

As the present petition satisfies all the above requirements, the claims under 35 U.S.C. 119(e) for 
the benefit of the prior-filed applications are accepted as being unintentionally delayed. 

Applicant is advised that this decision grants the petition to accept the unintentionally delayed 
domestic benefit claims to the prior-filed applications because the petition requirements of 37 
CPR 1.78(c) and the formal requirements for claiming domestic benefit (see MPEP 211.01 et. 
seq.) have been met. This acceptance should not be construed as meaning that this application is 
entitled to the benefit of the prior-filed applications. Whether a claimed invention in a 
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Application/Control Number: 14/839,505 

Art Unit: OPET 

Page 2 

nonprovisional application is entitled to the benefit of the filing date of a prior-filed application 
on the basis of the disclosure thereof is determined during examination if it becomes necessary to 
do so (e.g., intervening reference and interference proceeding). See MPEP 211.05. 

A corrected Filing Receipt, which includes the claims for the benefit of the prior-filed 
applications, accompanies this decision on petition. 

This application is being forwarded to the Office of Data Management. 

Any questions concerning this matter may be directed to the undersigned at (571) 272-3211. 

/Christina Tartera Donnell/ 

Christina Tartera Donnell 
Attorney Advisor 
Office of Petitions 

Enclosure: Corrected Filing Receipt 
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AP:PLICATTON 
NUlvrBER 

14/839,505 

32856 

FJL[NG or 
37J(c)DATE 

08/28i2015 

WEIDE & MIL.LER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

GRPART 
T]NJT 

2494 
FIL FEE R,"'C'D 

770 

0NlTED STATES DEPAl;TMENT OF COMMERCE 
United States Patent and. T.rad.e1nark Office 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

FAC'1AL0012P 21 3 
CONFIRMATION NO. 6236 

CORRECTED FIUNG RECEIPT 

! 1111111! 1111 !i!I lllll ll~~ffliiWUI~ ~iil~li lli!I 111111111! !II! 1111 

Date Mailed: 03/16/2018 

Receipt is acknowledged oi tl1is non-provisional patent application. The application wiil be taken up for examination 
in due course. Appiicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the iollowinn identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by cl1eck or draft are subject to collection. 
Please veriiy the accuracy of the data presenteci on Hiis receipt. Han error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO pmcesses the reply 
to the Notice, the USPTO wm generate another Filing Receipt incorporating the requested corrections 

lnventor(s} 
Kevin Alan Tussy, Las Vegas, NV; 

Applicant( s) 
FACETEC, INC., Las Vegas, NV; 

Power of Attorney: Tl1e patent practitioners associated with Customer Number 000032856 

Domestic Priority data as claimed by applicant 
Ttiis appln claims beneiit of 62/043,224 08/28/2014 
and claims benefit of 62/054,847 09/24i2014 
and claims benefit of 62/064,415 10/15/2014 
and claims benefit of 62/085,963 12/01/2074 
and claims benefit oi G2/101,317 01/08/2015 
and claims benefit of 62/7 39,558 03/27 i2015 
and claims benefit of 62/188,584 07/0J/2015 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway pro~vam at t~1e USPTO. Please see t1ttp://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreiQn priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: No 

page 1 of 4 
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Applicant may provide or rescind an authorization for access using Form PTO/SBi39 or Form PTOiSB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 09/11/2015 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 14/839,505 
Projected Publication Date: Not Applicable 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

Facial Recognition Authentication System Including Pat~1 Parameters 

Preliminary Class 

726 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rigl1ts granted by a U.S. patent extend only througl1out the territory of the United States and have no 
effect in a foreign country, an inventor wr10 wis~1es patent protection in anotr1er country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wisl1 to consider the filing of an international 
application under U1e Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in eacl1 PCT-member country. Tl1e PCT process simplifies the filing 
of patent applications on tt1e same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries wl1ere patent 
protection is desired. 

Almost every country has its own patent law, and a person desirin~1 a patent in a particular country must make an 
application ior patent in that country in accordance with its particular laws. Since tt1e laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
ioreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, ttrn Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign fiiing license. The appiication's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wisl1 to consult the US PTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for fiiing foreign 
patent applications. The ouide is available eitt1er by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on tl1e USPTO website at http:i/www.uspto.gov/web/offices/pac/doc/generai/index.html. 

For information on preventing tl1eft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult tt1e U.S. Government website, ~1ttp://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 

page 2 of 4 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, appiicants may 
cal! U1e U.S. Government ~,otline at 1-866-999-HAL_T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

Tt1e applicant lias been granted a license under 35 LJ.S.C. 184, if tt1e phrase "IF REOU IRED, FOREIGN FILING 
UCENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
tt,e conditicrns for issuance of a iicense have been met, regardless oi whett1er or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(t1). n,e license is subject to revocation upon written notification. The 
date indicated is the effective date of tl1e license, unless an earlier license of similar scope has been granted under 
37 CFR 5.1] or 5.14. 

This license is to be retained by the licensee and may be used at any time on or aiter tt1e effective date tt1ereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen Hie responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and t11e national 
security or tr1e export of technical data. Licensees s~1ould apprise U1ernselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-77 4); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and U1e Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase ''IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before tl1e expiration of 6 months from the filing date of the application. If 6 months has lapsed 
irorn the filinn date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

ne United States represents tr1e largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The US offers tremendous resources 
and advantages for those w~10 invest and manufacture goods t1ere. Througr1 SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on be~ialf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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techno1ogy, manufacture products, deliver services, and grow your business. visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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Office of Petitions: Decision Count Sheet Mailing Month I 3 

Application No. 14839505 
I 

I llllll lllll lllll lllll lllll lllll 111111111111111111 
* 1 4 8 3 9 5 0 5 * 

For US serial numbers: enter number only, no slashes or commas. Ex: 10123456 

For PCT: enter "51 +single digit of year of filing+last 5 numbers", Ex. for PCT/US05/12345, enter 51512345 

Deciding Official: !Christina Donnell 
I 

Count (1) - Palm Credit 14839505 

Decision:) GRANT t;':7~,;~,:",:::,'~~ ] 111111111111111111 IIIIII IIIII II IIII 
' * G R A N T * 1 

11111111111111111 IIII IIII Decision Type: j 535 - 37 CFR 1.78(a)(3) & (a)(6) UNINTENTIONAL DELA'! 
1 

* 5 3 5 * 
Notes: 

Count (2) 

Decision: ! n/a .,:J 
r 

FINANCE WORK NEEDED--• 

···1 Select Check Box for YES 

•••·························································· 

Decision Type: l NONE ... ~ 
~ .............. J 

Notes: 

Count (3) 

Decision: ! n/a .,:J 
fr 

FINANCE WORK NEEDED--• 

:··1 Select Check Box for YES 

··: 

Decision Type: j NONE ";'] 
:,; , .................. 

Notes: 

Initials of Approving Official (if required) 
If more than 3 decisions, attach , ......... "' 

2nd count sheet & mark this box ~ ~ 
~ ......... , 

Printed on: 3/15/2018 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

14/839,505 08/28/2015 2494 770 FACIAL.0012P 21 3 

32856 
WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

CONFIRMATION NO. 6236 
CORRECTED FILING RECEIPT 

1111111111111111111111 m~m11mu~ ~111~111111111111111111111111 

Date Mailed: 03/16/2018 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Kevin Alan Tussy, Las Vegas, NV; 

Applicant( s) 
FACETEC, INC., Las Vegas, NV; 

Power of Attorney: The patent practitioners associated with Customer Number 000032856 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 62/043,224 08/28/2014 
and claims benefit of 62/054,847 09/24/2014 
and claims benefit of 62/064,415 10/15/2014 
and claims benefit of 62/085,963 12/01/2014 
and claims benefit of 62/101,317 01/08/2015 
and claims benefit of 62/139,558 03/27/2015 
and claims benefit of 62/188,584 07/03/2015 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: No 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 09/11/2015 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 14/839,505 

Projected Publication Date: Not Applicable 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

Facial Recognition Authentication System Including Path Parameters 

Preliminary Class 

726 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

32856 7590 12/15/2017 

WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

APPLICATION NO. FILING DATE 

14/839,505 08/28/2015 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

Brian G. Prince (Depositor's name) 

March 15, 2018 (Signature) 

/Brian G. Prince/ (Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Kevin Alan Tussy FACIAL.0012P 6236 

TITLE OF INVENTION: Facial Recognition Authentication System Including Path Parameters 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXAMINER ART UNIT 

ABEDIN, SHANTO 2436 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $0 

CLASS-SUBCLASS 

726-006000 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$480 03/15/2018 

Weide & Miller, Ltd. 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE 

FaceTec, Inc. 

(B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Las Vegas, NV 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual l!9 Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

l!9 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 

[!9 The director is hereby authorized to charge the re12ired fee( s ), any deficiency, or credits any 
overpayment, to Deposit Account Number 50 200 (enclose an extra copy of this form). 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _________ B_n_·a_n_G_. _P_r_in_c_e ________ _ 

Typed or printed name ________ M_a_rc_h_1_5~,_2_0_1_8 ______ _ 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 

Page 2 of3 

0MB 0651-0033 

Date ______ IB_ri_a_n_G_. _P_n_·n_c_e_/ _____ _ 

Registration No. _______ 7_0~,5_6_9 ______ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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Electronic Patent Application Fee Transmittal 

Application Number: 14839505 

Filing Date: 28-Aug-2015 

Title of Invention: Facial Recognition Authentication System Including Path Parameters 

First Named Inventor/Applicant Name: Kevin Alan Tussy 

Filer: Brian G. Prince 

Attorney Docket Number: FACIAL.0012P 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 2501 1 480 480 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 480 
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Electronic Acknowledgement Receipt 

EFSID: 32069308 

Application Number: 14839505 

International Application Number: 

Confirmation Number: 6236 

Title of Invention: Facial Recognition Authentication System Including Path Parameters 

First Named Inventor/Applicant Name: Kevin Alan Tussy 

Customer Number: 32856 

Filer: Brian G. Prince 

Filer Authorized By: 

Attorney Docket Number: FACIAL.0012P 

Receipt Date: 15-MAR-2018 

Filing Date: 28-AUG-2015 

Time Stamp: 18:42:20 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $480 

RAM confirmation Number 031618INTEFSW18431000 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

147163 

1 Issue Fee Payment (PT0-85B) FACIAL0012PISSUEFEEPDF.pdf no 1 
6 7054b5 9980ab299ad34 b39af8463450011 

7a1d6 

Warnings: 

Information: 

30127 

2 Fee Worksheet (S806) fee-info.pdf no 2 
60a2ac32873a9624ef5618218426b 1 b329a 

b1160 

Warnings: 

Information: 

Total Files Size (in bytes) 177290 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS NV 89144 

In re Application of 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 
Alexandria, VA 22313-1450 

www.uspto.gov 

I/A\~ l [E ~ 
MAR O 7 2018 

OFFICE OF PETITIONS 

Kevin Alan Tussy 
Application No. 14/839,505 
Filed: August 28, 2015 

DECISION DISMISSING PETITION 
UNDER 37 CFR l.313(a) 

Attorney Docket No. F ACIAL.0012P 

This is a decision on the petition under 37 CFR l .313(a), filed February 23, 2018, requesting 
withdrawal of the above-identified application from issue. 

The petition is dismissed as moot for the reasons stated below. 

A review of the file record discloses that a Notice of Allowance and Fee(s) Due was mailed on 
December 15, 2017, with the issue fee being due on or before March 15, 2018. The petition 
states that the issue fee in this case has not been paid. 

The filing of a petition under 37 CFR 1.313(a) is unnecessary, since the mere filing of an RCE 
and submission will effectively withdraw an application from issue prior to payment of the issue 
fee. In view thereof, the petition to withdraw from issue is dismissed as involving a moot issue . 

. Note MPEP §§ 706.07(h)(IX) and 1308. 

Inquiries concerning this decision may be directed to Terri at (571) 272-2991. 

/Terri Johnson/ 
Terri Johnson 
Paralegal Specialist 
Office of Petitions 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

14/839,505 

32856 
WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

FILING OR 3 71 (C) DATE 

08/28/2015 

UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Kevin Alan Tussy FACIAL.0012P 
CONFIRMATION NO. 6236 

POA ACCEPTANCE LETTER 

Date Mailed: 02/27/2018 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 02/23/2018. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/ttran/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

14/839,505 

32856 

FILING or 
37l(c)DATE 

08/28/2015 

WEIDE & MILLER, LTD. 
10655 Park Run Drive 
SUITE 100 
LAS VEGAS, NV 89144 

GRPART 

UNIT 

2494 
FIL FEE REC'D 

770 

UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

FACIAL.0012P 21 3 
CONFIRMATION NO. 6236 

CORRECTED FILING RECEIPT 

1111111111111111111111 m~m11w~~,iu1, 11111111111111111111111 

Date Mailed: 02/27/2018 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Kevin Alan Tussy, Las Vegas, NV; 

Applicant( s) 
FACETEC, INC., Las Vegas, NV; 

Power of Attorney: The patent practitioners associated with Customer Number 000032856 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 62/043,224 08/28/2014 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: No 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 09/11/2015 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 14/839,505 
Projected Publication Date: Not Applicable 
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Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

Facial Recognition Authentication System Including Path Parameters 

Preliminary Class 

726 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 

page 3 of 3 

Page 32 of 675



FACIAL.0012P PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor Kevin Alan Tussy 

Application No.: 14/839,505 

Filing Date August 28, 2015 

Group Art Unit: 2494 

I hereby certify that this document is being 
transmitted electronically to the United States 
Patent and Trademark Office via the EFS 
Web e- Filing system on: 

February 23, 2018 
(Date) 

For Facial Recognition Authentication System 
Including Path Parameters 

/Brian G. Prince/ 
Brian G. Prince, Reg. # 70,569 

Examiner ABEDIN, SHANTO 

PETITION FOR ACCEPTANCE OF AN UNINTENTIONALLY DELAYED PRIORITY 
CLAIM UNDER 37 C.F.R. § 1.78 (c) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

The Applicant hereby petitions for acceptance of an unintentionally delayed priority claim 
under 37 C.F.R. § 1.78(c). In accordance with Section 1.78(c): 

1) The Applicant has included a corrected ADS herewith which references the prior-filed 
provisional applications in accordance with 35 U.S.C. § 119(e) and 1.78(a)(3); 

2) The Applicant has submitted herewith the fee under 1.l 7(m); and 

3) The Applicant states that the entire delay between the date the benefit claim was due 
under paragraph (a)(4) of Section 1.78 and the date of the filing of this benefit claim herein, was 
unintentional. 

Date: February 23, 2018 

The Commissioner is hereby 
authorized to charge any 

additional fees which may be 
required, or credit any 

overpayment to Account No.: 
502200. 

BGP-W-2031 

Respectfully submitted, 

/Brian G. Prince/ 

Brian G. Prince 
Registration No. 70,569 
Weide & Miller, Ltd. 
10655 Park Run Dr. Suite 100 
Las Vegas, NV 89144 
bprince@weidemiller.com 
(702) 382-4804 (Pacific Time) 
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FACIAL.0012P PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor Kevin Alan Tussy 

Application No.: 14/839,505 

Filing Date August 28, 2015 

Group Art Unit: 2494 

I hereby certify that this document is being 
transmitted electronically to the United States 
Patent and Trademark Office via the EFS 
Web e- Filing system on: 

February 23, 2018 
(Date) 

For Facial Recognition Authentication System 
Including Path Parameters 

/Brian G. Prince/ 
Brian G. Prince, Reg. # 70,569 

Examiner ABEDIN, SHANTO 

PETITION TO WITHDRAW FROM ISSUE UNDER 37 § C.F.R. 1.313(a) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

The Applicant hereby requests that the above-mentioned application be withdrawn from 
issue under 37 C.F.R. § 1.313(a). This petition is being filed prior to payment of the issue fee. The 
petition fee set forth under 37 C.F.R. § 1. l 7(h) is also provided herewith. 

The Application should be withdrawn to allow for the consideration and resolution of the 
Applicant's Petition for Acceptance of an Unintentionally Delayed Priority Claim Under 37 C.F.R. 
§ 1.78( c) which is also filed herewith. It is respectfully submitted that this reason is sufficient 
under 37 C.F.R. § 1.13l(a). 

Date: February 23, 2018 

The Commissioner is 
hereby authorized to 

charge any additional fees 
which may be required, or 
credit any overpayment to 

Account No.: 502200. 

BGP-W-2045 

Respectfully submitted, 

/Brian G. Prince/ 
Brian G. Prince 
Registration No. 70,569 
Weide & Miller, Ltd. 
10655 Park Run Drive Suite 100 
Las Vegas, NV 89144 
bprince@weidemiller.com 
(702) 382-4804 (Pacific Time) 

Page 34 of 675



Electronic Patent Application Fee Transmittal 

Application Number: 14839505 

Filing Date: 28-Aug-2015 

Title of Invention: Facial Recognition Authentication System Including Path Parameters 

First Named Inventor/Applicant Name: 

Filer: Brian G. Prince 

Attorney Docket Number: FACIAL.0012P 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 70 70 

PET. DELAY SUB OR RESTORE PRIORITY-CLAIM 2454 1 1000 1000 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 1070 
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Electronic Acknowledgement Receipt 

EFSID: 31878077 

Application Number: 14839505 

International Application Number: 

Confirmation Number: 6236 

Title of Invention: Facial Recognition Authentication System Including Path Parameters 

First Named Inventor/Applicant Name: 

Customer Number: 32856 

Filer: Brian G. Prince 

Filer Authorized By: 

Attorney Docket Number: FACIAL.0012P 

Receipt Date: 23-FEB-2018 

Filing Date: 28-AUG-2015 

Time Stamp: 20:10:50 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $1070 

RAM confirmation Number 022618INTEFSW20104800 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

100856 

1 
Application Data Sheet to update/ 

CorrectedADS.pdf no 7 
correct info 

4f602d9b 17f98e04d818a9581 dcb9bda461 
0ccc2 

Warnings: 

Information: 

66380 

2 
Assignee showing of ownership per 37 FACIAL0012P373STMNTPDF. 

2 
CFR 3.73 pdf 

no 
a7c21f82a74c8a045621039d601 0c5a7b4c 

1d1d 

Warnings: 

Information: 

17787 

3 
Petition for review by the Office of 

Petitions 
BGPW2031 PETITION.pdf no 1 

5 6d80a 77aabd 8e8dbff9 be03134 26877 c94 
0999c 

Warnings: 

Information: 

17701 

BGP-W-2045-
4 

Petition for review by the Office of 
PetitionToWithdrawFromlssue. no 1 

Petitions 
pdf 5 85 b862e46465 01 aaS bcS ad b77abb5f7022 

d6dab 

Warnings: 

Information: 

31911 

5 Fee Worksheet (S806) fee-info.pdf no 2 
4aab7814589c61 ba604c2cc92857af9b25c 

083a 

Warnings: 

Information: 

Total Files Size (in bytes) 234635 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Document Description: Application Data Sheet to update/correct info 
Doc Code: ADS.CORR 

CORRECTED ADS FORM 

Application Number 
14839505 

Title of Invention 

Facial Recognition Authentication System Including Path Parameters 

Inventor Information 

**If no data is shown, no data has been corrected** 

Data of Record Updated Data 

Order Number 

Name 

Residence Information 

Residency 

City 

State 

Country of 
Residence 

Mailing Address of Inventor 

Address 1 

Address 2 

City,State/Province, 
Postal Code 

Country 

Corrected ADS 1.0 
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Document Description: Application Data Sheet to update/correct info 
Doc Code: ADS.CORR 

Application Information 

Data of Record 

Title of Invention 

Facial Recognition Authentication System Including 
Path Parameters 

Attorney Docket 
Number FACIAL.0012P 

Entity Type 
Small 

Domestic Benefit/National Stage Information 

**If no data is shown, no data has been corrected** 

Updated Data 

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121,365(c), or 386(c) or indicate National Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by 35 U.S. 
C. 119(e) or 120, and 37 CFR 1.78(a). 

Data of Record Updated Data 

Prior Application Status 
pending 

Application Number 
14839505 

Continuity Type 
PRO 

Prior Application 
62043224 Number 

Filing Date 
2014-08-28 (YYYY-MM-DD) 

Patent Number 

Issue Date 
(YYYY-MM-DD) 0001-01 -01 

Corrected ADS 1.0 
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Document Description: Application Data Sheet to update/correct info 
Doc Code: ADS.CORR 

Data of Record 

Prior Application Status 

Application Number 

Continuity Type 

Prior Application 
Number 

Filing Date 
(YYYY-MM-DD) 

Patent Number 

Issue Date 
(YYYY-MM-DD) 

Data of Record 

Prior Application Status 

Application Number 

Continuity Type 

Prior Application 
Number 

Filing Date 
(YYYY-MM-DD) 

Patent Number 

Issue Date 
(YYYY-MM-DD) 

Data of Record 

Prior Application Status 

Application Number 

Continuity Type 

Prior Application 
Number 

Filing Date 
(YYYY-MM-DD) 

Patent Number 

Issue Date 
(YYYY-MM-DD) 

Corrected ADS 1.0 

Updated Data 

exgired 

14839505 

PRO 

62054847 

2014-09-24 

Updated Data 

exgired 

14839505 

PRO 

62064415 

2014-10-15 

Updated Data 

exgired 

14839505 

PRO 

62085963 

2014-12-01 
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Document Description: Application Data Sheet to update/correct info 
Doc Code: ADS.CORR 

Data of Record 

Prior Application Status 

Application Number 

Continuity Type 

Prior Application 
Number 

Filing Date 
(YYYY-MM-DD) 

Patent Number 

Issue Date 
(YYYY-MM-DD) 

Data of Record 

Prior Application Status 

Application Number 

Continuity Type 

Prior Application 
Number 

Filing Date 
(YYYY-MM-DD) 

Patent Number 

Issue Date 
(YYYY-MM-DD) 

Data of Record 

Prior Application Status 

Application Number 

Continuity Type 

Prior Application 
Number 

Filing Date 
(YYYY-MM-DD) 

Patent Number 

Issue Date 
(YYYY-MM-DD) 

Corrected ADS 1.0 

Updated Data 

exgired 

14839505 

PRO 

62101317 

2015-01-08 

Updated Data 

exgired 

14839505 

PRO 

62139558 

2015-03-27 

Updated Data 

exgired 

14839505 

PRO 

62188584 

2015-07-03 
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Document Description: Application Data Sheet to update/correct info 
Doc Code: ADS.CORR 

Foreign Priority Information 

**If no data is shown, no data has been corrected** 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 
that is eligible for retrieval under the priority document exchange program (POX) the information will be used by the Office to 
automatically attempt retrieval pursuant to 37 CFR 1.SS(i)(1) and (2). Under the POX program, applicant bears the ultimate 
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.SS(g)(1 ). 

Data of Record Updated Data 

Application Number 

Country 

Filing Date 

Access Code 

Applicant Information 

**If no data is shown, no data has been corrected** 
Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR to 
have an assignment recorded by the Office. 

Data of Record Updated Data 

Applicant Type 
ASG 

If applicant is the legal 
representative, indicate the 
authority to file the patent 
application, the inventor is 

Name of the Deceased or 
Legally Incapacitated 
Inventor 

Applicant is an 
Organization Yes 

Name 

Organization Name 
FACETEC, INC. 

Address 1 
1707 Village Center Circle, Suite 200 

Corrected ADS 1.0 
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Document Description: Application Data Sheet to update/correct info 
Doc Code: ADS.CORR 

Address 2 

City,State/Province,Postal 
Code 

Country 

Phone Number 

Fax Number 

Email Address 

Las Vegas NV 89134 

us 

Assignee Information including Non-Applicant Assignee Information 

**If no data is shown, no data has been corrected** 
Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37 of 
the CFR to have an assignment recorded in the Office 

Data of Record Updated Data 

Order 

Applicant is an 
Organization 

Name 

Organization Name 

Mailing Address 

Address 1 

Address 2 

City,State/Province,Postal 
Code 

Country 

Phone Number 

Fax Number 

Corrected ADS 1.0 
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Document Description: Application Data Sheet to update/correct info 
Doc Code: ADS.CORR 

Email Address 

Signature 

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic entity (e.g., corporation 
or association). If the applicant is two or more joint inventors, this form must be signed by a patent practitioner, fill.joint inventors who are 
the applicant, or one or more joint inventor-applicants who have been given power of attorney (e.g., see USPTO Form PTO/AIA/81) on 
behalf of fill.joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature Registration Number 
/Brian G. Prince/ 70569 

First Name Last Name 
Brian Prince 

Corrected ADS 1.0 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

Applicant!Patent Owner: _K_e_v_in_A_la_n_T_u_s_s_y ____________________________ _ 

Application No./Patent No.: 141839,505 Filed/Issue Date: _A_u_g_u_s_t 2_8_,_2_0_1_5 ______ _ 

Titled: Facial Recognition Authentication System Including Path Parameters 

FaceTec, Inc. 
--------------------

, a corporation 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. [2] An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 038869 , Frame 0813 , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

[2] As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Brian G. Prince/ February 23, 2018 
Signature 

Brian G. Prince 
Printed or Typed Name 

[Page 2 of 2] 

Date 

70,569 
Title or Registration Number 
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, 

\.. 

Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82A (07-13) 

Approved for use through 11/30/2014. 0MB 0651-0051 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number 14/839,505 
Filing Date August28,2015 

First Named Inventor Kevin Alan Tussy 

Title Facial Recognition Authentication System Including Path Parameters 

Art Unit 2494 
Examiner Name Shanta Abedin 
Attorney Docket Number FACIAL.0012P 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Brian G. Prince/ Date (Optional) 

Name Brian G. Prince Registration 70569 
Number 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

D *Total of forms are submitted. 

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Organization, pursuant to the Patent Cooperation Treaty. 
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Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
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of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
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9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Examiner-Initiated Interview Summary 

Application No. 

14/839,505 

Examiner 

SHANTO M. ABEDIN 

All participants (applicant, applicant's representative, PTO personnel): 

(1) SHANTO M. ABEDIN. 

(2) CHAO W. MILLER (Reg No. 44,943). 

Date of Interview: 06 December 2017. 

Type: ~ Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

D applicant's representative] 

~No. 

Issues Discussed D101 D112 D102 0103 ~Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1.7 and 22. 

Identification of prior art discussed: NONE. 

Substance of Interview 

Applicant(s) 

TUSSY, KEVIN ALAN 

Art Unit 

2436 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative was contacted regarding proposed examiner's amendments to the independent claims in 
order to place the application in condition for allowance. An agreement was reached regarding the proposed examiner's 
amendments . 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/SHANTO M ABEDIN/ 
Primary Examiner, Art Unit 2436 

U.S. Patent and Trademark Office 

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20171206 
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Notice of Allowability 

Application No. 
14/839,505 
Examiner 
SHANTO M. ABEDIN 

Applicant(s) 
TUSSY, KEVIN ALAN 
Art Unit AIA (First Inventor to File) 

2436 Status 

Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. C8l This communication is responsive to filing of 10/05/2017. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. C8l The allowed claim(s) is/are 1-14 and 22-27. As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. C8l Notice of References Cited (PTO-892) 

2. C8l Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 09/29/2017 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. C8l Interview Summary (PTO-413), 
Paper No./Mail Date 12/06/2017. 

/SHANTO M ABEDIN/ 
Primary Examiner, Art Unit 2436 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) 
20171206 

5. C8l Examiner's Amendment/Comment 

6. C8l Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

Notice of Allowability Part of Paper No./Mail Date 
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Application/Control Number: 14/839,505 

Art Unit: 2436 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

DETAILED ACTION 

1. This is in response to the communication filed on 10/05/2017. Claims 1-14 and 22-27 were 

pending in the application. Claims 1-14 and 22-27 have been allowed. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 09/29/2017 is in compliance with 

the provisions of 37 CPR 1.97. Accordingly, the information disclosure statement is being 

considered by the examiner. 

Examiner's Amendment 

3. An examiner's amendment to the record appears below. Should the changes and/ or additions 

be unacceptable to the applicant, an amendment may be filed as provided by 37 CPR 1.312. To 

ensure consideration of such an amendment, it MUST be submitted no later than the payment of the 

issue fee. Authorization for this examiner's amendment was given in a telephone interview with the 

applicant's representative Mr. Chad W. Miller (Reg. No. 44,943) on 12/06/2017. Claims 1, 7-8, 22 

and 26 have been amended as follows: 

Claim 1. (Currently amended) A method for enrolling and authenticating a user in an 

authentication system via the user's a mobile device comprising a camera and at least one movement 

detecting sensor, the mobile device also having a display, the method comprising: 
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capturing enrollment biometric information from at least one first image of the user, the first 

image recorded by the camera of the mobile device; 

storing the enrollment biometric information on a memory; 

during an authentication session: 

capturing authentication biometric information from at least one second image of the user, 

the second image recorded by the camera of the mobile device; 

recording path parameter data from the at least one movement detecting sensor in the mobile 

device, the path parameter data generated by movement of the mobile device by the user and 

representing an authentication movement of the mobile device; 

comparing the authentication biometric information to the stored enrollment biometric 

information to determine whether the authentication biometric information meets a predetermine 

similarity threshold as compared to the enrollment biometric information; 

comparing the authentication movement of the mobile device to an expected movement of 

the mobile device to determine whether the authentication movement meets a predetermine 

similarity threshold as compared to the expected movement of the mobile device by the user.,_ 

wherein the expected movement is based on a path of the mobile device that includes having a face 

of the user appear in a display area of the mobile device; and 

when the authentication biometric information sufficiently corresponds with the enrollment 

biometric information, and when the authentication movement meets a predetermine similarity 

threshold as compared to the expected movement, authenticating the user. 
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Claim 7. (Currently amended) A facial authentication system utilizing a user's 

mobile device, the mobile device comprising a camera and at least one movement detecting sensor, 

the authentication system comprising: 

an authentication server comprising a processor, a memory, and at least one transceiver 

configured to transmit data from the authentication server and received data; 

one or more memories configured to store one or more databases, the one or more databases 

configured to store authentication information profiles; and 

machine readable instructions that are stored on the memory of the authentication server 

which when executed by the processor, cause the authentication server to: 

receive enrollment biometrics from the mobile device, the enrollment biometrics comprising 

facial recognition data processed from at least one first image of the user's face obtained via the 

camera of the mobile device; 

store the enrollment biometrics in the one or more databases and associate the enrollment 

biometrics data with the user authentication information profile; 

receive authentication biometrics from the mobile device during an authentication attempt by 

the user, the authentication biometrics comprising facial recognition data processed from at least one 

second image of the user's face, the image obtained from the camera of the mobile device; 

receive authentication movement information from the mobile device, the authentication 

movement information comprising data regarding movement of the mobile device by the user as 

detected by the at least one movement detecting sensor in the mobile device; 

compare the authentication biometrics and the authentication movement information with the 

enrollment biometrics and expected movement information stored in the database with the user 
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authentication information profile, wherein such that the expected movement is based on an 

anticipated path of the mobile device, due to movement of the mobile device by the user, to place the 

user's face sequentially in a first display area and a second display area; and 

authenticate or not authenticate the user based on a comparison match rate of the 

authentication biometrics and the authentication movement with the enrollment biometrics and the 

expected movement. 

Claim 8. (Currently amended) The facial authentication system of claim 7, wherein 

the mobile device displays a first prompt on a display screen to instruct the user to position the user's 

face within the first display area of the display screen; and, 

the mobile device displays a second prompt on the display screen to instruct the user to 

position the user's face within the second display area of the display screen, the second display area 

being a different size than the first display area. 

Claim 10. (Currently amended) The facial authentication system of claim 7, wherein 

the authentication server detects detect the present or absence of a screen edge in the at least one 

second image. 

Claim 22. (Currently amended) A facial authentication system utilizing a user's 

mobile device, the mobile device comprising a camera and at least one movement detecting sensor, 

the authentication system comprising: 

a processor located in the mobile device configured to execute machine readable instructions; 

one or more memories in the mobile device storing authentication information; and 

non-transitory machine readable instructions, the machine readable instructions when 

executed by the processor cause the mobile device to: 
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receive enrollment biometrics, the enrollment biometrics comprising facial recognition data 

processed from at least one first image of the user's face obtained via the camera of the mobile 

device; 

store the enrollment biometrics in the memory of the mobile device and associate the 

enrollment biometric_§_aata with ~the user profile of the user; 

receive authentication biometrics from the mobile device during an authentication attempt by 

the user, the authentication biometrics comprising facial recognition data processed from at least one 

second image of the user's face, the image obtained from the camera of the mobile device during the 

authentication attempt; 

receive authentication movement information from the mobile device, the authentication 

movement information comprising data generated during movement of the mobile device by the user 

during the authentication attempt as detected by the at least one movement detecting sensor in the 

mobile device; 

compare the authentication biometrics and the authentication movement information with the 

enrollment biometrics and expected movement information stored in the mobile device, wherein 

such that the expected movement information is based on an anticipated path of the mobile device to 

place the user's face sequentially in a first display area and a second display area; and 

authenticate or not authenticate the user during the authentication attempt based on a 

comparison match rate of the authentication biometrics and the authentication movement 

information with the enrollment biometrics and the expected movement information. 

Claim 26. (Currently amended) The system of claim 22 wherein the anticipated path 

of the mobile device is a path of the mobile device between a first mobile device position and a 
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second mobile device position, wherein such that the first position is a different distance from the 

user than the second distance. 

Examiner's Reasons for Allowance 

4. The following is an examiner's statement ofreasons for allowances: 

Independent claim 1 is patentable over the cited prior arts because they do not anticipate nor 

fairly and reasonably teach independently or in combination a method comprising besides other 

limitations: capturing authentication biometric information from at least one second image of the 

user; and recording path parameter data from one movement detecting sensor in the mobile device, 

the path parameter data generated by movement of the mobile device by the user and representing an 

authentication movement of the mobile device; and comparing the authentication movement of the 

mobile device to an expected movement of the mobile device to determine whether the 

authentication movement meets a predetermine similarity threshold as compared to the expected 

movement of the mobile device, wherein the expected movement is based on a path of the mobile 

device that includes having a face of the user appear in a display area of the mobile device; and 

when the authentication biometric information sufficiently corresponds with the enrollment 

biometric information, and when the authentication movement meets a predetermine similarity 

threshold as compared to the expected movement, authenticating the user. 

Independent claim 7 is patentable over the cited prior arts because they do not anticipate nor 

fairly and reasonably teach independently or in combination a system comprising besides other 

limitations: cause the authentication server to: receive authentication biometrics comprising facial 

recognition data processed from at least one second image of the user's face; and receive 
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authentication movement information from the mobile device, the authentication movement 

information comprising data regarding movement of the mobile device by the user as detected by the 

at least one movement detecting sensor in the mobile device; and compare the authentication 

biometrics and the authentication movement information with the enrollment biometrics and 

expected movement information stored in the database with the user authentication information 

profile, wherein the expected movement is based on an anticipated path of the mobile device, due to 

movement of the mobile device by the user, to place the user's face sequentially in a first display 

area and a second display area; and authenticate or not authenticate the user based on a comparison 

match rate of the authentication biometrics and the authentication movement with the enrollment 

biometrics and the expected movement. 

Independent claim 22 is patentable over the cited prior arts because they do not anticipate 

nor fairly and reasonably teach independently or in combination a system comprising besides other 

limitations: cause the mobile device to: receive authentication biometrics comprising facial 

recognition data processed from at least one second image of the user's face; and receive 

authentication movement information comprising data generated during movement of the mobile 

device by the user as detected by the at least one movement detecting sensor in the mobile device; 

and compare the authentication biometrics and the authentication movement information with the 

enrollment biometrics and expected movement information stored in the mobile device, wherein the 

expected movement information is based on an anticipated path of the mobile device to place the 

user's face sequentially in a first display area and a second display area; and authenticate or not 

authenticate the user during the authentication attempt based on a comparison match rate of the 
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authentication biometrics and the authentication movement information with the enrollment 

biometrics and the expected movement information. 

Response to Arguments 

5. Applicant's arguments, see remarks, filed on 10/05/2017, with respect to 35 USC 103 type 

rejections of claims 1-6 have been fully considered and are persuasive. Previous 35 USC 103 type 

rejections of claims 1-6 have been withdrawn. Applicant's arguments, see remarks, filed on 

10/05/2017, with respect to 35 USC 103 type rejections of claims 7-14 have been fully considered 

and are persuasive. Previous 35 USC 103 type rejections of claims 7-14 have been withdrawn. 

Applicant's arguments, see remarks, filed on 10/05/2017, with respect to 35 USC 103 type rejections 

of claims 15-21 have been fully considered and are persuasive. Previous 35 USC 103 type rejections 

of claims 15-21 are now moot because of cancellation of these claims. 

Conclusion 

6. Claims 1-14 and 22-27 are patentable. 

7. Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to Shanto M. Abedin whose telephone number is 571-272-3551. The examiner 

can normally be reached on M-F from 10:00 AM to 6:30 PM. If attempts to reach the examiner by 

telephone are unsuccessful, the examiner's supervisor, Shewaye Gelagay, can be reached on 571-
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272-4219. The fax phone number for the organization where this application or proceeding is 

assigned is 703-872-9306. Information regarding the status of an application may be obtained from 

the Patent Application Information Retrieval (PAIR) system. Status information for published 

applications may be obtained from either Private PAIR or Public PAIR. Status information for 

unpublished applications is available through Private PAIR only. For more information about the 

PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/SHANTO M ABEDIN/ 

Primary Examiner, Art Unit 2436 
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movement I moving display I camera area I position ... - Google Scholar 

Live face detection based on the analysis of fourier spectra 

... Using structure and movement information of live face, an effective live face detection algorithm 
is presented ... a fake face before the camera, we move it according to some styles: moving quickly, 
moving slowly or ... The subjects sit down before the camera and move as they wish ... * 9£) Cited by 256 Related articles .All 11 versions 

Modelling facial colour and identity with gaussian mixtures 

... on mR\ in the image domain at time t. The dimensions of this search area are determined ... Figure 
2 shows a sequence of a face being tracked with a moving camera against a cluttered background ... 
The camera can be driven by maintain- ing the mean position, m, at the centre of ... * gg C,ted by 313 r~elated articles All 13 versions 

Unobtrusive multimodal biometric authentication: The HUtv1ABIO project 
concept 

... ments, walking, head movement, and so forth ... 7 a temporal median filter on the image sequence, 
assuming static background and moving foreground ... 5(a). In the proposed framework, 2.5D 
information is available since the gait sequence is captured by a stereoscopic camera ... * gg C,ted by 48 F<elated articles !-,II 10 ver~;ions ~t> 

Local binary patterns as an irnage preprocessing for face authentication 

... Since over 30 years, face recognition has been an active research area and different systems ... 
ground, controlled lighting), degraded (webcam, non- uniform background) and adverse 
(high-quality camera, arbitrary conditions ... A texture- based method for detecting moving objects ... * gg Cit<::() by 21 ·1 [-<dated a,1:icle<, All 2·1 ver~;ions t,t, 

Digital camera with biometric security 

... use, or if the allowance is simply for a total amount of operation time, the display 47 would ... If 
movement is detected 202, the pattern is tested for a match with signature data 112 ... 2002, Oct 
7, 2008, Mason Ricardo Storm, Portable device having a torch and a camera located between ... * 99 c,ted by 173 Related articles .All 2 versions 

Non--intrusive iris irnage capturing syster-n using light stripe projection and prm­
tilt--zoom camera 

... A fisheye lens is used here to observe wide operating area ... And depth of field is 5-9.5cm so 
that this system is robust to small movement of user. Fig ... After tilting for face detection, the distance 
D between pan-tilt-zoom camera and user's face can be calculated ... * 9£) C:ted by 40 Related articles All 9 versio,~s 

Applying biometric principles to avatar recognition 

... take a look at techniques for collecting and classifying data- bases of avatars and bots, moving 
on to ... and requests the user to center the avatar's face with the horizon using the movement control ... 
and leg height all must be set to 50% in order to preserve the camera angle, which ... * gg Cited by 46 Related articles All 1 / versions Si-t> 
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Liveness detection for face recognition 

... However, spoofing attack (or copy attack) is still a fatal threat for biometric authentication systems 
(Schukers, 2002) ... Head movement High No Middle ... photo of front view is taken for each person, 
then five categories of the photo-attacks are simulated before the camera: 1. Keep ... * vv Cited by ·1 '14 f~elate(j articles All '11 vi:>rsion<, i>-t> 

Quantifying and recognizing r1urnan movement patterns frorn rnonocular video 
ir-nages-part ii: applications to biometrics 

... [11] R. Green, L. Guan, and JA Burne, "Real-time gait analysis for diag- nosing movement 
disorders," J ... [20] I. Mikic, M. Triverdi, E. Hunter, and P. Cosman, "Articulated body pos- ture 
estimation from multi-camera voxel data ... [22] H. Murase and R. Sakai, "Moving object recognition ... * vlJ Cited by 54 Related articles All 14 versions 

Multiple camera tracking or interacting and occluded human rnotion 

... The system is composed of multiple tasks including position detection, rotation angle detection 
and body-side ... when the active camera no longer has a sufficient view of the moving object. 
Selecting the optimal camera is based on a matching evaluation, which uses a simple ... * f)f) Cited by 260 Related a,ticles All 1 ·1 versions 
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facial movement I moving biometric authentication ... - Google Scholar 

Live face detection based on the analysis of fourier spectra 

... Using structure and movement information of live face, an effective live face detection algorithm 
is ... This is because big size photo has more facial details to fool the system ... as faces are located 
very well, frequency dynamic descriptors can easily determine the liveness of the face ... * 9£) Cited by 256 Related articles .All 11 vernions 

Local binary patterns as an image preprocessing for face authentication 

... An image preprocessing al- gorithm for illumination invariant face recognition. In Audio- and 
Video-Based Biometric Person Authentica- tion, AVBPA'03, 2003 ... A texture- based method for 
detecting moving objects ... Face detection using improved LBP under bayesian framework ... * gg C,ted by 211 r~elated articles All 21 versions t>~ 

Liveness detection for face recognition 

... Head movement High No Middle Eye blinking Low No Low ... Combining with the facial localization 
system, the whole system could achieve an online processing speed of nearly 20fps, which is 
reasonable for practical applications ... Liveness Detection for Face Recognition 121 ... * ~.rn Cited by 114 Ffelated a,ticles All 1 ·1 versions N> 

Moving face spoofing detection via 3D projective invariants 

... With a fast movement, the cross ratio rapidly changes providing a higher variance ... 3, pp. 
303-331, 2005. [9] J. Li, Y. Wang, T. Tan, A. Jain, Live Face Detection Based on ... SPIE, vol. 5404, 
pp. 296-303, 2004. [1 O] S. Milborrow. Locating Facial Features with Active Shape Models ... * 99 C,ted by 5B f-<elated ;;uticl;,~; All 5 version~, ~t, 

Motion--b,3sed counter-measures to photo attacks in face recognition 

... at the face centre; 3. Define three bounding boxes surrounding the face centre and ear centres; 
4. If the head is moving more horizontally ... Our proposed algorithm measures motion correlation 
between face and background solely using the movement direction ... * gg Cited by 52 Related articles All 11 vers,ons 

Continuous video monitoring using face recognition for access control 

... and 625 the system searches the field of view for any movement, rather than ... US5835616 *, Jun 
17, 1994, Nov 10, 1998, University Of Central Florida, Face detection using templates. US5991429 
*, Dec 6, 1996, Nov 23, 1999, Coffin; Jeffrey S. Facial recognition system for security ... * 9£) Cited by 225 Related articles .All 2 versions 

Three-dimensional imaging system for pattern recognition 

... face recognition systems is the acquisition of three-dimensional images for both facial database 
and ... field of view and the optical axis are adjusted without the macroscopic movement of the ... Patrick 
Flynn, "A Survey Of 3D and Multi-Modal 3D+2D Face Recognition," Notre Dame ... * gg C,ted by 33 f·".telated articles !-,II 4 ve,sio;,~; 

!ris recognition: The path forward 

... based multibiometric systems that can operate in environments characterized by harsh lighting, 
moving subjects, and ... ocular features with local facial attributes such as skin texture and facial 
marks in the periocular region can enhance the performance of face-based biometric ... * ~.HJ Cit<::() by 119 Related a,1:icle<, All 14 ver~;ions 
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Face recognition using 2D and 3D facial data 

... The accu- racy requirement might be vary under different conditions of subjects, such as facial muscle 
movement, or imaging condition changes ... [17] Y. Wang, C. Chua, and Y. Ho, "Facial feature detection 
and face recognition from 2D and 3D images," Pattern Recogni-* vv Cited by 3B4 f~elate(j articles All '12 vi:>rsion<, i>t> 

Face recognition system rmd method therefor 

... To generate the database for facial searching, or to create an identification card, enrollment can ... 
as moving the head to various angles, and preventing certain eye movement such as ... To ensure 
a fair comparison of images, the program of the present face recognition system puts .. . * ~rn Cited by 45 Related articles All 2 versions 
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~ ............ ! ............................................................................................................ J 1 _BM_ TDB _ _'J ...................... J ................. I ........................ J 
L31 :73 :("5031228" "5699449" "5784056" "5835616" :U&R3PUB;\OR \ON :2017/11/16! 

i !"6212030""6461807""6961361""7211138" !USPAT; i i !12:57 i 
i i "7460916" "7710693" "7960470" "8210247" i USOCR; i i i i 
i i "8460024" "8709801" "8959578" "9209355" i FPRS; i i i i 
i i "9459132" "9708909" "9958687" "10208464" i EPO; JPO; i i i i 
i i "10458241" "10957795" "11207572" "11457349" i DERWENT;! i i i 
I I "5031228" "5699449") .pn. I I BM_ TDB ! ! I ! 

L32!74 !"20040070678""20040081338""20040125991" \U&R3PUB;!OR !ON !2017/11/16! 
i i "20040143598" "20040190758" "20040109584" i USPAT; i i i 13:01 i 
I I "20040201709" "200470264780" "20050094849" I USOCR; i i I i 
i !"20050117802""20050141766""20050180627" !FPRS; i i i i 
i i "20050190273" "20050220347" "20050251015" i EPO; JPO; i i i i 
i i "20050265603" "20160261675" "20160259528" i DERWENT; i i i i 
i i "20150153571" "20150131872" i I BM TDB i i i i ,........; • : - : : • : 

L33:68 :("9076028""9076008""9137246""9152849" jU&R3PUB;jOR \ON :2017/11/16\ 
i i "9202105" "9424491" "9430695" "8649604" i USPAT; i i i 13:05 i 
! ! "8743051" "8750574").pn. "20130267204" ! USOCR; I I ! I 
i i "20130342672" "20140012756" "20140059673" i FPRS; i i i i 
I I "20140118257" "20140165187" "20140169643" I EPO; JPO; i i I i 
i :"20140198959" :DERWENT;! i i i 

__________ !. _______________ !. ----------------------------------------------------------------------------------------------------------------! I BM_ TDB ___ i ------------------------ i ___________________ !. ------------------------- i 
L34 i 37 i "9607138".pn. "8856541".pn. "20140198959" i U&R3PUB;! OR !'',,,,,,,_ ON i 2017/11/16! I i "20140165187" "20140059673" "20140123275" I USPAT; i • i 13:07 i 

i i "20140337948" "20140169643" "20140169643" i USOCR; i i i 

I I "20150378433" I ~;JPO; I I I 
i , i DERWENT;! , , , 

~ .............. ) .............................................................................................................. .J 1. BM_ TDB .. 1 ....................... 1 ................ _) ....................... 1 
L35\236 \L31 ORL32ORL33ORL34 !U&R3PUB;iOR !ON \2017/11/16! 

i i i USPAT; i i i 13:08 i 

I I l~~,I I I I 
, , i DERWENT i i , i 

""'"" I """"""'" I """""""""""""""""""""""""""""""""""""""""""""""""""""""" I 1_BM_ TDB __ , I """"""""""""I """"""""" I """""""""""""I 
L36 1113 L29 ORL30 U&R3PUB; OR ON 2017/11/16! 

USPAT; 13:08 i 
USOCR; i 
FPRS; i 
EPO; JPO; I 
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!LJI ............ ii .............................................................................................................. !l~s~1~~;.!1 ......................... !1 ................. il .......................... ! 
il37i1342 il35L36 iU&R3PUB;iOR !ON !2017/11/16! 
I I I I USPAT· I I I 13-09 I 

I I I I USOCR; I I I • I 
I I I I :~7;JPO; I I I I 
1 ........ ..1 .............. ..1 .............................................................................................................. ..J ~B~1~T;I ........................ I ................ ...l .......................... I 
IL38I7 IL35L36 iU&R3PUB;!AND !ON 12017/11/16! 
I I I I USPAT· i i I 13-09 i 

11 I l~~,I I 1 • I 
' ' ' ' DERWENT' ' ' ' 

I ____ , ____ I """"""'" I """""""""""""""""""""""""""""""""""""""""""""""""""""""" I 1_BM_ TDB __ , I """""""""""J """"""""" I """"""""""""J 

I L39 I 1156 I L36 OR L27 I U&R3PUB; I AND I ON I 2017/11/16! 
i i i i USPAT I I i 13 • 11 I 

1 .......... 1 ................ 1 ................................................................................................................. 1~~+,1 ........................ 1 ................... 1 ......•.................. 1 
I L40 i 186 i L39 (0'.l6F21/32 OR 0'.l6F21/34 OR 0J6K9/00255 i U&ffiPUB'! AND 1,,',,. ON i 2017/11 /161 
I I !ORG06K9/00912ORG06K9/00926ORG06K9/22!USPAT; i • !13:13 i I I I OR 0'.l6Q20/3276 OR 0'.l6Q20/40145).cpc I~; I I I 

I I I I EPO· 'JPO· I • • 
I I I I DERWENT; i ' ' ' 
!~ ................ 1 .............................................................................................................. ...11.BM_TDB ... 1 ........................ 1 ................... 1 .......................... 1 
IL41l367 IL27ORL35 !U&R3PUB;!AND !ON 12017/11/16! 
i i i i USPAT I I i 13 • 13 I 

11 I l~~,I I 1 • I 
' ' ' ' DERWENT' ' ' ' 

I ____ , ____ I """"""'" I """""""""""""""""""""""""""""""""""""""""""""""""""""""" I 1_BM_ TDB __ , I """""""""""J """"""""" I """"""""""""J 

IL42!22 !L40L41 !U&R3PUB;IAND ION !2017/11/161 
I I I I USPAT I I I 13 • 13 I 

11 I l~~,I I 1 • I 
i i i i DERWENT' ' i ' 

I """"J """"""'J """""""""""""""""""""""""""""""""""""""""""""""""""""""J I BM - TDB __ ' I """""""""""" I """"""""'__I """""""""""'" I 

11/16/20171:16:10 PM 
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EAST Search History 

EAST Search History (Prior Art} 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

[Rei][Hiisff 'I . ·[Piuralsl • • 
LJl~-~~-: ..... JlSearch. Query----------------------------------------------------------·-- I DBs _____________ j g~::~~~r ]! ~'.-~-~:.'..:J ~~~~p ______ j 
L1 186 ("10208464" I "10458241" I "10957795" I U&PGPUB; OR OFF !2017/12/01 

"11207572" I "11457349" I USPAT l 20:52 
"20030236832" "20040070678" 
"20040081338" "20040109584" 
"20040125991" "20040143598" 
"20040190758" "20040201709" 
"200470264780 I "20050031173 I 
"20050065855" "20050094849" 
"20050100195" "20050117802" 
"20050141766" "20050180627" 
"20050190273" "20050220347" 
"20050251015" "20050265603" 
"20060050933" "20060110014" 
"20060133672" "20060156029" 
"20060173560" "20060218225" 
"20060222215" "20060239515" 
"20060251292" "20060251338" 
"20060251339" "20060253491" 
"20060274978" "20070074114" 
"20070081744" "20070098303" 
"20070177805" "20070206834" 
"20070211925" "20080046458" 
"20080077595" "20080080743" 
"20080080745" "20080091723" 
"20080130960" "20080212849" 
"20080317379" "20090185784" 
"20090226052" "20090232367" 
"20090252383" "20090324018" 
"20090324022" "20090324137" 
"20100050134" "20100054600" 
"20100054601" "20100061631" 
"20100067750" "20100158327" 
"20100232656" "20100245614" 
"20100272363" "20100287053" 
"20100317420" "20100318366" 
"20110063108" "20110169853" 
"20110202531" "20110225481" 
"20110282906" "20120323704" 
"20130007032" "20130057693" 
"20130066526" "20130077835" 
"20130179298" "20130226740" 
"20130246158" "20130267204" 
"20130342672" "20140012756" 
"20140059673" "20140118257" 
"20140165187" "20140169643" 
"20140198959" "20140337948" 
"20150052462" "20150055821" 
"20150077323" "20150131872" 
"20150153571" "20150310260" 
"20150378433" "20160063235" 
"20160209939" "20160259528" 
"20160261675" "20160342826" 
"20110220843" "2140098174" I 
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"5031228" 
"5835616" 
"6678664" 
"6728401" 
"6961361" 
"7218774" 
"7308581" 
"7460916" 
"7646909" 
"7788247" 
"7945653" 
"8165352" 
"8316237" 
"8396246" 
"8649604" 
"8750574" 
"8867849" 
"9037354" 
"9137246" 
"9209355" 
"9459132" 
"9708909" 
"D650793" 
"D737325" 
"D762655" 
"D763271" 
"D776680" 

"5699449" "5784056" 
"6212030" "6461807" 
"6687390" "6697502" 
"6775397" "6840149" 
"7003135" "7211138" 
"7231657" "7289648" 
"7333963" "7415152" 
"7519200" "7636450" 
"7660444" "7710693" 
"7804982" "7809722" 
"7960470" "8121408" 
"8210247" "8244211" 
"8326000" "8392268" 
"8416312" "8460024" 
"8709801" "8743051" 
"8788977" "8856541" 
"8922480" "8959578" 
"9076008" "9076028" 
"9152849" "9202105" 
"9424491" "9430695" 
"9600649" "9607138" 
"9740848" "9958687" I 
"D667423" I "D726221" I 
"D753132" I "D756401" I 
"D762673" I "D762715" I 
"D765674" I "D769933" I 
"D778923" I "D778940" I 

"D784363" _____ " D787527" _I __ " D788122"). PN. __ I 
'""""" :==~ ~==~~===~~==~~===~! 
~ i ("0000011" I "0002014" I "20030095053" i U&PGPUB; I OR 

I "20060224523" I "20120000006" I I 
"20130000124" I "20140022179" I i 
"20140173443" I "20140337791" I i 
"20140351761" I "20150074615" I i 
"20150148106" I "20150205399" I i 
"20150205454" I "20150212684" I : 
"20150227286" I "20160026425" I : 
"D596192" I "D601582" I "D625325" I I 
"D640277" I "D692018" I "D702714" I i 
"D715317" I "D717339" I "D725151" I i 
"D725668" I "D728623" I "D730389" I i 
"D730941 " I "D731552" I "D733755" I i 

!2017/12/01! 
I 20:53 : 

"D736812" I "D738921" I "D740833" I i l 

----------· ----------------· "D7 42417"J_ "_D7 45567" J_" D7 4 7354") • PN -I~=="',,-------------------------- ------------------- i ---------------------------

FJ!□i ("20120140993" I "20140123275").PN. i U&PGPUB;:~R !IOFF i 2017/12/01 i 
I I I USPAT I I !20:53 I 
:: HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH' HHHHH' HHHHHHHHHHH,H' HHHHHHHH,H , HHHHH,H' LJD 11~g~g~\~~~2~g13;~.1

1
33" I "5956122" ~~~"' l□LJ ~~1;~ 12101 I 

El~IIL1 .. 0R·L2·or .. L3.0R.L4 ............................................... 1 ~~p~~~'..ll.~~ .................. 11.~~~ ......... 1 ~~.~;~~.~~.~.~.! 

LJ
7 !□6453 i (G06F21/32 ORG06F21/34 OR i U&PGPUB;:□ND rFF 12017112101, 

I I G06K9/00255 OR G06K9/00912 OR I USPAT I I I 20:54 I 
i i G06K9/00926 OR G06K9/22 OR i i i i i 
I] G06O20/ 3276 _ OR G06020/ 40145) . cpc. _____ J _________________________ j ________________________ j ________________ J _____________ ! 

L9 I 4730 i L7(predetermined or expected or area or I U&PGPUB; I AND I OFF I 2017/12/01 I 
i i sequential$4 or screen or size or place or ! USPAT; i i ! 20:55 i I i region)same(display$4 or camera or I U~R; j j I j 
· I image or picture or face or head or • FPRS • • . • i ! user)same(mobile or camera or I EPO; 'JPO; i i I i 

""'"" I """"""'" I ~-=-~~~-~~-~~:-~ __ :,~:~~~-~-:~'.~~~~~!""""""""""""""" ~B~~~~; J """""""""""J """""""'" j """""""""""""' 
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I L10 I 520 I L7((path or parameter)(threshold) I U&PGPUB;I AND I ON l 2017/12/01: 
I I I (meet$4 or expected) )(biometric) I USPAT; I I I 20:56 I 
I I I (authenticat$4)(image or picture or I USOCR; I I i I 

I I lphoto)clm l~+,I I I i 
!,.........;------------·--'------------------------------------------------------------------------------------------------i-------------------·--'------------------------'----------------·--'.--------------------------' 
!L11 l578 !L9(authenticat$4oridentity)(camera) !U&PGPUB;IAND ION !2017/12/011 
I I I (threshold or meet$4)(movement or I USPAT; I I I 20:56 I 
I I I moving or path or direction)same(camera I USOCR; I I I I 
I I I or mobile or smartphone)same(user or I FPRS; I I I I 
I I I hand or particular or expected)same(path I EPO; JPO; I I i I 
I I I or parameter or direction or area or I DERWENT; I I I I 
I I I display) I I BM_ TDB I I I I ' ............... ~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

IL12 46 IL7(movementormovingorpathor !U&PGPUB;IAND ION 12017/12/011 
I i direction)near5(camera or mobile or I USPAT; I I i 20:57 I 
i ! smartphone)same(user or hand or ! USOCR; ! ! i ! 
I I particular or expected or head or face or I FPRS; I I I I 
I I determin$4)same(path or parameter or I EPO; JPO; I I I I 
I I direction or area or display or sequential$4I DERWENT; I I I I 
I I or predetermined).clm.(authenticat$4 or 11 BM_TDB I I i I 
I I identity or enroll$5 or register$4).clm. I I I I I -~ ----------------·------------------------------------------------------------------------------------------------· ------------------------------------------------------------------------· --------------------------· 
I L13 330 I L7 (movement or moving )(path or I U&PGPUB;I AND I ON I 2017/12/01: 
I I direction)(movement or moving or path or I USPAT; I I i 20:58 I 
I I direction)near5(camera or mobile or I USOCR; I I i I 
I I smartphone)same(user or hand or I FPRS; I I I I 
i I particular or expected or head or face or I EPO; JPO; I I i I 
I I determin$4)same(path or parameter or I DERWENT; I I I I 
I I direction or area or display or sequential$4l I BM_ TDB I I i I 
I I or predetermined)(authenticat$4 or I I I I I 
I I identity) ( enroll$5 or register$4 or I I I I I 
I I registration) I I I I I 
',,,,,,,,,,, ,,,,,,,,,,,,,,,,, ''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' '''''''''''''''''''''''''' '''''''''''''''''''''''''' ,,,,,,,,,,,,,,,,,,,,, ''''''''''''''''''''''''''' 

IL14l1154 IL10orL11orL12orL13 !U&PGPUB;IAND ION !2017/12/011 
i i i i USPAT· i i i 20·58 i 

I I I l~~~,i i 1 • i 
i i i i DERWENT·, , ' , 
I I I I I BM TDB 'I I I I 
:,.........; ............... ' ................................................................................................ i ........ - ............. ' ......................... ' ................... '. .......................... ' 
!L15!16 !L6L14 !U&PGPUB;IAND ION !2017/12/011 
i i i i USPAT· i i 120·58 i 

11 I l~~~,I I 1 • i 
i , , i DERWENT·, , , , 
I I I I I BM TDB 'I I I I 

IL16;1310 ;L60RL14 ;U&ffiPUB;;AND :oN :2011112101; 
I I I I USPAT· I I !20·58 I 

I I I l~~~,i i 1 • i 
i i i i DERWENT·, , ' , 
I I I I I BM TDB , I I I I 

il17l37 !"9607138".pn."8856541".pn. !U&ffiPUB;!OR ION :2017/12/011 
I I 1"20140198959""20140165187" IUSPAT; I I 121:01 I 
I I I "20140059673" "20140123275" I USOCR; I I I I 
I I 1"20140337948""20140169643" IFPRS; I I I I 
I I I "20150378433" I EPO· JPO· I I i I 

I I I IDIBEMRWTENDBT;I I I I 

i1L18 i148 i1L15 or L17 i1u&ffiPUB;i10R i10N i12017/12/01i 
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I USPAT; i 21 :01 
I USOCR; i 

l~;JFD; 1,,,_ 
I DERWENT;: 

"""""' """""""J """""""""""""""""""""""""""""""""""""""""""""""I I_BM_ TDB"_J """""""""""'"' """"""""'"' """""""""""""' 

L1T2 I L1B ~d<"2014os2s" I ~::1~0 Im I~~16~1vo11 

""'""I""""""'","""""""""""""""""""""""""""""""""""""""""""""""__! I BM_ TDB _ __J """""""""""'"' """""""""J """""""""""""' ,.......--,,---~,--------------~.----~-----~.----,,----~1 

L2D 1,. 812 I :{~~]:f ~E:~i!~l,(~~!f i~r~r°' I ~~TB; i ~o 1,,,,,, rn I,,,,,,_ ~~16f 1 v□11,,,,,, 
I threshold or path or expected)same(imagel FPRS; 

i I or picture or camera or smartphone or ! EPO; JPO; 
I i expected) I DERWENT;: , i , 

"""""I """"""'"! """"""""""""""""""""""""""""""""""""""""""""""'" i I_BM_ TDB"_ j """"""""""'""] """"""""'" i """"""""""'"" j 
L21 !746 !L7L20 !U&PGPUB;!AND !ON !2017/12/01! 

i i i USPAT· i i i 21 ·05 i 

I I l~~~,I I I I 
i i i DERWENT·' ' ' ' 

I (L11 )(L1D or L13) I ~::1 ~o I rn I ~~16~1vo11 

""'"" I """"""'"' """"""""""""""""""""""""""""""""""""""""""""""'J I_ BM - TDB '" i """"""""""""' """""""""J """""""""""""' 

L23 I, 192 I,,,,,, L21 L22 I ~~TB; I ~D 1,,,,,, ON I ~~\~~ 12/ 011 

i l~;JFD;I I I 
I ' I DERWENT;: ' i ' 

"""""I """"""'"! """"""""""""""""""""""""""""""""""""""""""""""'" i I_BM_ TDB"": """""""""""": """"""""" i """"""""""""": 
L24l172 IL23(face) !U&PGPUB;:AND :ON j2017/12/01: 

i i iUSPAT· i i 121·06 i 

I I l~~~,I I I I 
i i i DERWENT;: i i i 

I,,,,,,, ~!~~)~~:;';~~'b')~~~n) I ~~TB; I ~D I,,,,,,_ ON I~~\~~ 12/ 011 

l~~\~I I,,,_ 1,,, 
I DERWENT·! 

' \ ': 
i i i I BM TDB i i i i 

~ ............................................................................................................. , ........ - ........................................................................................ . 
L26 72 L23 (face)same(display or U&PGPUB; AND ON l 2017/12/01 

screen)same(area or region) USPAT; j 21 :07 
(authenticat$4) USOCR; j 

FPRS; i 
EPO; JPO; I 
DERWENT; I 

~ 
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11 ii ii ![1 BM TDB ii ii H i 

I L27 :l26 :ll26@ad<"20140828" ; U&ffiPUB/AND :loN :l2017/12/01: 
I I I I USPAT· I I i 21 ·07 I 

I I I l~~~,I I 1 • I 
i i i i DERWENT·, , ' , 
I I I I I BM TDB , I I I I 

il29!64 IL19orl27 !U&ffiPUB;IAND ION :2017/12/011 
i i i i USPAT· i i i 21 ·07 i 

11 I l~+,I I I i 
:,........;---------------:------------------------------------------------------------------------------------------------:----------------------:------------------------:-------------------'.--------------------------: 
!L30!27 !L29(face)same(displayor 1u&PGPUB;1AND !ON 12017/12/01! 
I I I screen)same(area or region) I USPAT; I I I 21 :09 I 
I I I (authenticat$4)(path or direction) I USOCR; I I I I 
I I I (movement or moving or displacing or I FPRS; I I I I 
I I I displacement) I EPO; JPO; I I I I 
i i i i DERWENT· i i i i 
I I I I I BM TDB 'I I I I 

iL31 l17 IL29(face)same(displayor !U&ffiPUB;IAND ION ;2017/12/011 
I I I screen)same(area or region) I USPAT; I I I 21 :09 I 
I I I (authenticat$4)(path or direction) I USOCR; I I i I 
I I I (movement or moving or displacing or I FPRS; I I I I 
I I I displacement)(mobile or smartphone or I EPO; JPO; I I I I 
I I I camera) .elm. I DERWENT; I I I I 
i i i i I BM TDB ' ' i ' 
:~ i : - : : '. : 
IL33!48 !L15orl17 !U&PGPUB;!AND !ON !2017/12/01! 
i i i iUSPAT· i i i21·09 i 

11 I l~~+,i i I i 
i,.......J---------------i------------------------------------------------------------------------------------------------i----------------------'------------------------'-------------------i--------------------------' 
IL34!4 !L31 L33 iu&PGPUB;!AND !ON 120111121011 
I I I I USPAT· I I I 21 :10 I 

I I I l~~~,i I I I 
i i i i DERWENT·, , , , 
I I I I I BM TDB 'I I I I IL35l 61"""'"": L31--0R L33 """""""""""""""""""""""""""""""""'"; U&ffiPUB;: AND""""""": ON"""""': 2017/12/01: 

I I I I USPAT· I I i 21 ·10 I 

I I I l~;J+I I 1 • I 
I I I I I BM TDB 'I I I I 

IL36:15 :L35(faceorfacialorsequential$4or !U&ffiPUB;IAND ION :2017/12/011 
I I I sequence or hold$4)same( display or I USPAT; I I I 21: 11 I 
I I I screen or area or region)(authenticat$4) I USOCR; I I I I 
I I I (path or direction or movement or moving I FPRS; I I ! I 
I I I or displacing or displacement).clm.(mobile I EPO; JPO; I I I I 
I I I or smartphone or camera or I DERWENT; I I I I 
I I I parameter).clm. I I BM_TDB I I I I 

r7 !n4 ! L35(face or facial or sequen~ial$4 or U&PGPUB;lnND rN 12017/12/01 
i i i sequence or hold$4)same( display or USPAT; : : i 21: 11 
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1. ( currently amended) A method for enrolling and authenticating a user in an 

authentication system via the a user's a mobile computing device comprising a camera and at least 

one movement detecting sensor, the method comprising: 

capturing enrollment biometric information from at least one first image of the user, the 

first image recorded by the camera of the mobile device; 

storing the enrollment biometric information on a memory; 

during an authentication session: 

capturing authentication biometric information from at least one second image of the user, 

the second image recorded by the camera of the mobile device; 

recording, during imaging of the at least one second image, path parameter data from the 

at least one movement detecting sensor in the mobile device, the path parameter data generated by 

movement of the mobile device by the user and representing an authentication movement of the 

mobile device; 

comparing the authentication biometric information to the stored enrollment biometric 

information to determine whether the authentication biometric information meets a predetermine 

similarity threshold as compared to the enrollment biometric information; 

comparing the authentication movement of the mobile device to an expected movement of 

the mobile device to determine whether the authentication movement meets a predetermine 

similarity threshold as compared to the expected movement of the mobile device by the user; and 

when the authentication biometric information sufficiently corresponds with the 

enrollment biometric information, and when the authentication movement meets a predetermine 

similarity threshold as compared to with the expected movement, authenticating the user. 
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2. (original) The method according to claim 1, further comprising capturing, during 

imaging of the at least one first image, enrollment path parameters via the at least one movement 

detecting sensor, the enrollment path parameters indicating an enrollment movement of the mobile 

device, and defining the expected movement as the enrollment movement. 

3. (original) The method according to claim 1, wherein the at least one first image and 

the at least one second image of the user include an image of the user's face, and the enrollment 

biometric information and the authentication biometric information comprise facial recognition 

information. 

4. (original) The method according to claim 1, further comprising: 

capturing enrollment device information during imaging of the at least one first image; 

storing the enrollment device information on the memory; 

capturing authentication device information during imaging of the at least on second 

image; and 

comparing the authentication device information with the enrollment device information 

to determine whether the authentication device information sufficiently corresponds to the 

enrollment device information. 

5. (original) The method according to claim 4, wherein the device information 

comprises at least one of the following: a device manufacturer, model number, serial number, and 

mobile network information. 
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(original) The method according to claim 1, wherein at least one movement 

detecting sensor comprises at least one of the following: an accelerometer, a magnetometer, and a 

gyroscope. 

7. ( currently amended) A facial authentication system utilizing a user's mobile device, 

the mobile device comprising a camera and at least one movement detecting sensor, the 

authentication system comprising: 

an authentication server comprising a processor, a memory, and at least one transceiver 

configured to transmit data from the authentication server and received data; 

one or more memories configured to store one or more databases, the one or more databases 

configured to store authentication information profiles; and 

machine readable instructions that are stored on the memory of the authentication server 

which when executed by the processor, cause the authentication server to: 

receive enrollment biometrics from the mobile device, the enrollment biometrics 

comprising facial recognition data processed from at least one first image of the user's face 

obtained via the camera of the mobile device; 

store the enrollment biometrics in the one or more databases and associate the 

enrollment biometric data with the user authentication information profile; 

receive authentication biometrics from the mobile device during an authentication 

attempt by the user, the authentication biometrics comprising facial recognition data 

processed from at least one second image of the user's face, the image obtained from the 

camera of the mobile device; 

receive authentication movement information from the mobile device, the 

authentication movement information comprising data regarding movement of the mobile 
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device during imaging of the at least one second image as detected by the at least one 

movement detecting sensor in the mobile device; 

compare the authentication biometrics and the authentication movement 

information with the enrollment biometrics and expected movement information stored in 

the database with the user authentication information profile such that the expected 

movement is based on an anticipated path of the mobile device to place the user's face 

sequentially in a first display area and a second display area; and 

authenticate or not authenticate the user based on a comparison match rate of 

the authentication biometrics and the authentication movement with the enrollment 

biometrics and the expected movement. 

8. (currently amended) The facial authentication system of claim 7, wherein 

the mobile device displays a first prompt on a display screen to instruct the user to position 

the user's face a face of the user within the-a first display area of the display screen, 

the mobile device display a second prompt on the display screen to instruct the user to 

position the user's face of the user within the-a second display area of the display screen, the second 

display area being a different size than the first display area.:.,--and-

the expected movement is based on an anticipated path of the mobile device to place the 

face sequentially in the first display area and the second display area. 

9. (original) The facial authentication system of claim 7, wherein the authentication 

server detects the presence or absence of banding in the at least one second image. 

10. (original) The facial authentication system of claim 7, wherein the authentication 

server detect the present or absence of a screen edge in the at least one second image. 
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11. ( original) The facial authentication system of claim 7, wherein 

the authentication server or mobile device estimates at least one of a gender, age, and 

ethnicity of a face imaged in the at least one first image, 

the authentication server estimates at least one of a gender, age, and ethnicity of the face 

imaged in the at least one second image, and 

the authentication server authenticates or does not authenticate the user based on a 

comparison match rate of at least one of a gender, age, and ethnicity detected in the at least one 

first image and the at least one second image in relation to a comparison match rate threshold. 

12. ( original) The facial authentication system of claim 7, wherein the comparison 

match rate threshold required for authentication is variable. 

13. (original) The facial authentication system of claim 12, wherein the comparison 

match rate threshold increases based on a number of successful authentications. 

14. (original) The facial authentication system of claim 12, wherein the comparison 

match rate threshold increases over time. 

15. (canceled) 

16. (canceled) 

17. ( canceled) 

18. (canceled) 
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(canceled) 

(canceled) 

(canceled) 

(new) A facial authentication system utilizing a user's mobile device, the mobile 

device comprising a camera and at least one movement detecting sensor, the authentication system 

compnsmg: 

a processor located m the mobile device configured to execute machine readable 

instructions; 

one or more memories in the mobile device storing authentication information and 

non-transitory machine readable instructions, the machine readable instructions when 

executed by the processor cause the mobile device to: 

receive enrollment biometrics, the enrollment biometrics compnsmg facial 

recognition data processed from at least one first image of the user's face obtained via the 

camera of the mobile device; 

store the enrollment biometrics in the memory of the mobile device and associate 

the enrollment biometric data with the user; 

receive authentication biometrics from the mobile device during an authentication 

attempt by the user, the authentication biometrics comprising facial recognition data 

processed from at least one second image of the user's face, the image obtained from the 

camera of the mobile device during the authentication attempt; 
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receive authentication movement information from the mobile device, the 

authentication movement information comprising data generated during movement of the 

mobile device by the user during the authentication attempt as detected by the at least one 

movement detecting sensor in the mobile device; 

compare the authentication biometrics and the authentication movement 

information with the enrollment biometrics and expected movement information stored in 

the mobile device, such that the expected movement information is based on an anticipated 

path of the mobile device to place the user's face sequentially in a first display area and a 

second display area; and 

authenticate or not authenticate the user during the authentication attempt based on 

a comparison match rate of the authentication biometrics and the authentication movement 

information with the enrollment biometrics and the expected movement information. 

23. (new) The system of claim 22 wherein the first display area is a different size than 

the second display area. 

24. (new) The system of claim 22 wherein the compare also detects the presence or 

absence of banding in the at least one second image. 

25. (new) The system of claim 22 wherein the compare also detects the present or 

absence of a screen edge in the at least one second image. 

26. (new) The system of claim 22 wherein the anticipated path of the mobile device is 

a path of the mobile device between a first mobile device position and a second mobile device 

position, such that the first position is a different distance from the user than the second distance. 
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27. (new) The system of claim 22 wherein: 

non-transitory machine readable instructions, stored on the one or more memory of the 

mobile device, which when executed by the processor also estimates at least one of a gender, age, 

and ethnicity of a face imaged in the at least one first image, and estimates at least one of a gender, 

age, and ethnicity of the face imaged in the at least one second image, and 

authenticates or does not authenticate the user based on a comparison match rate of at least 

one of a gender, age, and ethnicity detected in the at least one first image and the at least one 

second image in relation to a comparison match rate threshold. 
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REMARKS 

This Response is in reply to the Office Action mailed July 17, 2017. In the Office Action, 

the Examiner objected to claim 8 and further rejected claims 1-7 and 9-21. Claims 1-3, 7, 11-18 

and 20 are rejected under 35 U.S.C. § 103(b) as being unpatentable over U.S. Pub. 2014/0123275 

to Azar, et al., in view of U.S. Pub. 2014/0165187 to Daesung, et al. Claims 4-6, 9-10 and 21 are 

rejected under 35 U.S.C. § 103(b) as being unpatentable over the Azar, et al. reference, in view of 

the Daesung, et al., reference further view of U.S. Pat. 9,607,138 to Baldwin, et al. Claim 19 is 

rejected under 35 U.S.C. § 103(b) as being unpatentable over the Azar, et al. reference, in view of 

the Daesung, et al. reference, further view of U.S. Pub. 2014/0169643 to Todoroki. 

Claims 1-6 

The Applicant amends claim 1 to make clear that the path parameter data is generated by 

movement of the mobile device by the user. This is in contrast to the Daesung reference, cited by 

the Examiner, which teaches that the face movement pattern is in fact facial expressions, such as 

"number of blinks of eyes, a rotation direction of a head and a movement direction" of a user's 

face (see paragraphs [0038] and [0039]). In contrast, the method of claim 1 is directed to a method 

in which the mobile device moves, which in tum causes movement sensors in the mobile device 

to generate movement data. This movement data which is generated during an authentication 

attempt is compared to expected and known movement data for a match or sufficient similarity as 

part of the authentication attempt. This feature, in combination with the comparison of the 

biometric information from a first image (captured during enrollment) and the second image 

( captured during authentication) provides benefits over the prior art. The prior art does not teach 

an authentication system having these features. For this reason, claim 1 is asserted to be allowable. 
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The Applicant submits that claims 2-6 are also allowable based on the dependence of these claims 

from allowable claim 1. 

Claims 7-14 

In the Office Action, the Examiner objected to claim 8 and indicated that claim 7 would be 

allowable if the limitations from claim 8 were included in claim 7. During the telephonic 

conference, the Examiner indicated that the last element of claim 8 is the subject matter that 

differentiated claim 8 from the prior art. In response, the Applicant amends claim 7 with the last 

element from claim 8. As a result, and for the reasons set forth above for claim 1, the Applicant 

asserts that claim 7 as amended is allowable. Claim 8 is amended as shown. Review and 

consideration is respectfully requested. The Applicant asserts that claims 8-14 are also allowable 

based on the dependence of these claims from allowable claim 7. 

Claims 15-21 

The Applicant cancels claims 15-21 but provides notice that they may pursue this subject 

matter in a continuation application based on the Examiner's suggestion that these claims may be 

directed to a different invention. These claims are not being canceled based on the prior art or any 

rejection, but instead due to the nature of claimed subject matter based on the Examiner's helpful 

comments. 

New Claims 22-27 

The Applicant adds new claims 22-27. Claim 22 is directed to generally similar subject 

matter as claim 7. Claim 22 is modified to have the method performed on the mobile device 

instead of an authentication server. The specification supports this embodiment at least at 

paragraphs [0045] - [0048], and [0055] - [0056]. The method that is the focus of the claims is 
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generally similar between claim 7 and new claim 22. Having the novel method execute on the 

mobile device, instead of an authentication server, does not necessitate a restriction requirement 

for claim 22 due to the method of operation being similar albeit with a different execution platform. 

The Applicant asserts that claims 23-37 are also allowable based on the dependence of these claims 

from allowable claim 22. 

Summary 

Applicant asserts that claims 1-14 and 22-27 are m a condition for allowance and 

respectfully requests a notice as to the same. If any matters remain outstanding, the Examiner is 

invited to contact the undersigned by telephone. 

Dated: October 5, 2017 
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Respectfully submitted, 

By: /Chad W. Miller/ 
Chad W. Miller 
Attorney of Record 
Registration No. 44,943 
Weide & Miller, Ltd. 
7251 West Lake Mead Blvd., Suite 530 
Las Vegas, NV 89128 
(702) 382-4804 (Pacific Time) 
cmiller@weidemiller.com 
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[i :=-:::·st coqe dicpi:1r~ cf EP·: ]8880? (AL) 
Tiie present invention is to protect Hie right of portrait or • • • --
privacy of peop!e (108 to "10F) otherthan a specific person ( 10.A), and to enable easy 
recognition of information ottier than the face (1 ·1) of the specific person (10A) and the 
situation around the specific person (1 0A). !rnages videotaped by Hie surveiilance 
cameras (1) are captured 111 the computer (3), face images are detected therefrom, and 
tt1e detected face images are compared with the face image of a specific person (1 0A) 
registered in the storage device (5).; />•,s the resuits of the comparison, \-Vhen these face 
images do not rnatch vvith each other, a mosaic process (12) is app!ied exc!usive!y to 
the detected face images to protect the privacy of the people ("1 OB to ·1 OF) ottier than 
the specific person (10A), whereas the mosaic process ("12) is not applied to the parts 
other than the faces, such as dress and baggage, thereby keeping them as they are. 
Wt1en these face images match \-Vith each other, the face image of the specific person 
( 1 0A) is not applied with the mosaic process ( 12), thereby keeping his or her face ( 11) 
and remairnng parts as they are. 

Page 156 of 675



Page 157 of 675



C\I 
<C 
C\I 
0 
CX) 

CX) 
CX) 
Ct) 

T"" 

CL. 
w 

(19) 

Europaisches Patentamt 

European Patent Office 

Office europeen des brevets 

111111111111111111111111111111111111111111111111111111111111111111111111111 

(11) EP 1 388 802 A2 

(12) EUROPEAN PATENT APPLICATION 

( 43) Date of publication: 

11.02.2004 Bulletin 2004/07 

(21) Application number: 03016612.8 

(22) Date of filing: 29.07.2003 

(84) Designated Contracting States: 

AT BE BG CH CY CZ DE DK EE ES Fl FR GB GR 
HU IE IT LI LU MC NL PT RO SE SI SK TR 

Designated Extension States: 

AL LT LV MK 

(30) Priority: 30.07.2002 JP 2002220655 

(71) Applicant: Omron Corporation 
Kyoto-shi, Kyoto 600-8530 (JP) 

(51) Int Cl.7: G06K 9/00, G06T 3/00, 
G08B 13/196 

(72) Inventor: Takenaka, Hideki, Omron Corp. 
801 Minamifudodo-cho 
Kyoto-shi, Kyoto 600-8530 (JP) 

(74) Representative: Kack, Jurgen 
Kahler Kack Mollekopf 
Patentanwalte 
Vorderer Anger 239 
86899 Landsberg (DE) 

(54) Face identification device and face identification method 

(57) The present invention is to protect the right of 
portrait or privacy of people (1 OB to 1 OF) other than a 
specific person (1 OA), and to enable easy recognition of 

information other than the face (11) of the specific per­
son (1 OA) and the situation around the specific person 

(1 OA). Images videotaped by the surveillance cameras 
(1) are captured in the computer (3), face images are 

detected therefrom, and the detected face images are 
compared with the face image of a specific person ( 1 OA) 
registered in the storage device (5). As the results of the 

Fig. 5 

comparison, when these face images do not match with 
each other, a mosaic process (12) is applied exclusively 

to the detected face images to protect the privacy of the 

people (1 OB to 1 OF) other than the specific person 

(1 OA), whereas the mosaic process (12) is not applied 
to the parts other than the faces, such as dress and bag­

gage, thereby keeping them as they are. When these 
face images match with each other, the face image of 

the specific person (1 OA) is not applied with the mosaic 

process (12), thereby keeping his or her face (11) and 
remaining parts as they are. 

11 
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Description 

BACKGROUND OF THE INVENTION 

Technical Field 

[0001] The present invention relates to a face identi­
fication technique which detects human faces from im­
ages taken by a camera and compares themwith a pre­
viously registered face, thereby detecting a specific per­
son. 

Related Background Art 

[0002] In order to search for a specific person like a 
criminal on the wanted list, such a system is available 
that videotapes an unspecified number of the general 
public and records their images by installing surveil­

lance cameras in airports, stations, shopping centers, 

[0006] Japanese Laid-Open Patent Application No. 
2000-216 also discloses privacy protection measures 
by applying a mosaic process to human body images. 
However, when the technique of this patent application 

5 is used to protect the privacy of the people other than 
the specific person, it is difficult to check the situation 
around the specific person, because the whole image 
of the specific person is applied with the mosaic proc­
ess. 

10 

DISCLOSURE OF THE INVENTION 

[0007] The present invention, which is intended to 
solve the aforementioned problems, has the object of 

15 facilitating confirmation of information other than the 
face of a specific person and situation around the spe­
cific person, while protecting the right of portrait or pri­
vacy of the people other than the specific person. 

busy streets, and the like. In this system, videotaped im- 20 

ages are recorded as they are or face images are ex­
clusively recorded by being extracted from the video­
taped images. In these methods, there is a problem that 

[0008] The face identification device of the present in­
vention comprises: detection means for detecting face 
images from human body images taken by a camera; 
storage means in which a face image of a specific per­
son is previously stored; determination means for deter­
mining whether a face image detected by the detection 
means matches with the face image stored in the stor­
age means by comparing both face images; and ab-

face images of the people other than the specific person 
are also recorded, failing to protect their rights of portrait 25 
or privacy. 
[0003] Therefore, there is a system now available, ac­
cording to which the face image of a person videotaped 
by a surveillance camera is compared with the face im­
age of the specific person registered: the face image of 
a videotaped person is recorded if these face images 
match with each other, whereas when these face imag-
es do not match with each other, the face image of the 
videotaped person is abandoned. In this system, out of 
the face images videotaped, those which do to match 
with the face image of the registered specific person are 
not kept, thereby securing protection of their privacy. 
[0004] However, in the above-described system, what 

straction means for applying an abstraction process to 
a predetermined face image out of the face images de­
tected by the detection means in order to make the pre-

30 determined face image unrecognizable. The abstraction 

means applies the abstraction process exclusively to a 
detected face image when the determination means de­
termines that both face images do not match with each 
other. On the other hand, the abstraction means does 

35 not apply the abstraction process to a detected face im­
age when the determination means determines that 
both face images match with each other. 

is recorded is only the face image matching with the face 
image of the specific person, and other useful informa- 40 

lion including the dress and baggage of the specific per-

[0009] The face identification method of the present 
invention comprises the steps of: detecting face images 
from human body images taken by a camera; determin­
ing whether a detected face image matches with the 

son and the situation around him or her are lost. As a 
result, when there is a match and a responsible official 
rushes to the display monitor by a report or when re­
corded images are confirmed later, the absence of in- 45 

formation other than his or her face makes it difficult to 

face image previously stored by comparing both face 
images; applying an abstraction process exclusively to 
a detected face image in order to make the detected 
face image unrecognizable, when it is determined that 
both face images do not match with each other; and not 

search for the specific person. 
[0005] On the other hand, in order to protect individ­

uals' privacy, there is an approach of applying a mosaic 
process on face images as described in Japanese Laid­
Open Patent Application No. 2001-86407. However, in 
this patent application, skin color is detected from vide­
otaped human images and a mosaic process is auto­
matically applied to face images, which forces all face 

images videotaped to be applied with a mosaic process, 
thereby making it impossible to apply a mosaic process 
to the face images excluding the face image of the spe­
cific person. 

applying the abstraction process to the detected face 
image when it is determined that both face images 

match with each other. 
50 [0010] The term "match" referred to in the above de­

scription means not only a complete match between a 
detected face image and the face image previously 
stored, but also a high degree of resemblance between 
these face images. 

55 [0011] According to the present invention, when a de­
tected face image and the registered face image do not 
match with each other, that is, when the detected face 
does not belong to the specific person, an abstraction 

2 
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process is applied on the face image in order to protect 
the right of portrait or privacy of the people other than 
the specific person. Furthermore, the abstraction proc-
ess is applied only to the face images of the people, 
keeping images other than their faces, such as their 5 
dress and baggage. On the other hand, when a detected 
face image and the registered face image match with 
each other, that is, when the detected face belongs to 
the specific person, both the face image and images in­
cluding the dress and baggage of the specific person 
are kept without being applied with the abstraction proc-
ess. Thus keeping the images for the dress and bag­
gage of a specific person and of the other people as they 

10 

dure of identification. 
Fig . 5 shows an image example to which mosaic 
process has been applied. 
Fig. 6 shows a flowchart depicting the identification 
procedure in the case where a face image is regis­
tered afterwards. 
Fig. 7 shows a flowchart depicting another embod­
iment of the face identification method. 
Fig. 8 shows a flowchart depicting the identification 
procedure in the case where a face image is regis­
tered afterwards in another embodiment. 
Fig. 9 shows a block diagram showing another em­
bodiment of the present invention. 

are can facilitate the search for the specific person by 
using these images as an important clue. 15 DESCRIPTION OF THE PREFERRED 
[0012] A typical example of the abstraction process in 
the present invention is a mosaic process. The use of 
the well-known mosaic process can abstract face imag-
es easily. Besides the mosaic process, various other 
methods are available for abstraction, such as blurring 
or filling in face image portions. 
[0013] In the present invention, when it is determined 
that a detected face image matches with the stored face 
image, a marker is applied to the detected face image 
portion instead of applying an abstraction process there­
to. The application of a marker makes a specific person 
distinguishable at a glance. 
[0014] In the present invention, when it is determined 

EMBODIMENTS 

[0016] Fig. 1 shows a block diagram of the face iden-
tification system to which the present invention is ap-

20 plied. In the drawing, the face identification system is 
composed of surveillance cameras 1 for videotaping the 
images of people, and the face identification device 2 of 
the present invention for identifying face images of the 
people videotaped by the surveillance cameras 1. Aplu-

25 ral number of the surveillance cameras 1 are installed 

that a detected face image matches with the stored face 
image, the image of the specific person applied with the 30 
abstraction process neither to his or her face nor remain-

in airports, stations, shopping centers, busy streets, and 
other places where a number of people gather, and each 
ofthecameras 1 is connected with the face identification 
device 2 installed in a monitor center or the like. 
[0017] In the face identification device 2, reference 
numeral 3 is a computer for face identification; reference 
numeral 4 is an identification results output device for 
outputting the results of face identification by the com­
puter 3; and reference numeral 5 is a storage device 

ing parts and the images of the other people applied with 
the abstraction process exclusively to their faces are 
displayed. At the same time, a warning is outputted. This 
system realizes a quick response because the warning 35 

is outputted at the time of the detection of a specific per-
son. Concerning a specific person, the videotaped im-
age is displayed as it is, and as for the people other than 
the specific person, the abstraction process is applied 
to their faces to protect their privacy while the images of 40 

their dress and baggage are displayed as they are. This 
makes it possible to obtain useful information about the 
specific person and the situation around him or her, 
thereby facilitating the search for the specific person. 

which previously stores the face image data of a specific 
person (e.g., a suspect on the wanted list). Reference 
numerals 6 and 7 are image input devices for registering 
a face image to the storage device 5: reference numeral 
6 is a scanner and reference numeral 7 is a digital cam­
era. The computer 3 includes detection means for de­
tecting face images from images of people videotaped 
by the surveillance cameras 1; determination means for 
determining the presence or absence of a match be­
tween a detected face image and the face image stored 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] 

45 in the storage device 5 by comparing them; and abstrac­
tion means for applying an abstraction process to a pre­
determined face image out of the detected face images 
so as to make the face unrecognizable. The identifica­

tion results output device 4 is composed of a display 
Fig. 1 shows a block diagram of the face identifica­
tion system to which the present invention is ap­
plied. 
Fig. 2 shows a flowchart depicting the procedure for 
registering face images. 

50 monitor for displaying identification results, a printer for 
printing identification results, and other output devices. 
The storage device 5 can be a hard disk or the like, 
which composes the storage means of the present in-

Fig. 3 shows a flowchart depicting the procedure of 55 
the face identification method of the present inven-

vention. Besides a hard disk, an optical disk can be used 
as the storage means. 
[0018] Operation of the face identification system 
having the above-explained structure will be described 
as follows. In this system, the face image of a specific 

tion. 
Fig. 4 shows a flowchart depicting a specific proce-

3 
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person is previously registered in the storage device 5. 
Fig. 2 shows a flowchart depicting the procedure of face 
image registration, which is executed by the computer 
3. At first, an image including the face of a specific per­
son to be registered is captured into the computer3 from 
the scanner 6 or the digital camera 7 (Step S1 ). Next, 
the face to be registered is detected from the captured 
image (Step S2). This face detection can be done by 
using a well-known approach, such as skin color detec­
tion, abstraction of difference with a background image, 
or abstraction of face likelihood from pattern matching. 
After the face detection, featuring points such as eyes, 
nose, mouth, and ears are detected from the face image 
(Step S3) , and the amount of feature about the shape 
and position of each detected featuring point is extract­
ed (Step S4). This abstraction of feature amount also 
can be done by using a well-known approach, such as 
extraction of the amount of feature from gray-scale im-

detected face image does not belong to the specific per­
son registered. Therefore, the mosaic process is applied 
to the detected face image portion (Step S 16). Fig. 5 
shows an example of images to which the mosaic proc-

5 ess has been applied: the mosaic process 12 is applied 
to each face image of the persons 1 OB to 1 OF except 
the specific person so as to abstract their faces unrec­
ognizably. The mosaic process 12 is applied exclusively 
to the face image portions, keeping dress and baggage 

10 portions unprocessed. 
[0022] On the other hand, when a detected face im-
age matches with the registered face image (Step S15: 
YES), it means that the detected face image belongs to 
the registered specific person, so a marker is applied to 

15 the detected face image portion instead of applying the 
mosaic process thereto (Step S17). In Fig. 5, the person 
1 OA is the specific person, and the mosaic process 12 
is not applied to the face image portion of the specific 

ages including eyes, nose, mouth, and ears by template 
matching. The amount of feature extracted is stored and 20 

registered in the storage device 5 as face image data 
(Step S5). 

person 1 OA, thereby keeping the face 11 the same as 
when it is videotaped by the surveillance cameras 1. The 
face 11 is enclosed by the marker 13 to make the spe-
cific person distinguishable at a glance. The mosaic 
process 12 is not applied to the dress or baggage of the 
specific person 1 OA. In other words, concerning the spe­
cific person 1 OA, the image videotaped by the surveil­
lance cameras 1 appears as it is. 

[0019] Fig. 3 shows a flowchart depicting the proce-
dure of the face identification method of the present in­
vention, the procedure being executed by the computer 25 

3. In the computer 3 , images videotaped by the surveil-
lance cameras 1 are captured as still images at the in­
terval of e.g. one second (Step S11 ), and human faces 
are detected from the captured images (Step S 12). If 
there is no face detected (Step S13:NO), the process 30 

[0023] After the process in Step S17, the identification 
results output device 4 displays, with a warning, the im­
ages shown in Fig. 5 including the image of the specific 
person 1 OA whose face and remaining parts are not ap­
plied with the mosaic process 12, and the images of the goes back to Step S 11 and cap tu res images in the next 

timing. If a face is detected (Step S13:YES), the detect-
ed face image is compared with the face image previ­
ously registered in the storage device 5 (Step S14) so 
as to determine whether or not these face images match 
with each other (Step S15). 
[0020] Fig. 4 shows a flowchart depicting the specific 
procedure of the comparison in Step S14 . In the com­
parison, featuring points (eyes, nose, mouth, and the 
like) are detected from the detected face image (Step 
S31 ), and the amount of feature about the shape and 
position of each detected featuring point is extracted 
(Step S32). The extracted amount of feature is com­
pared with the amount of feature of the face registered 
in the storage device 5 (Step S33). Based on the com­
parison results, it is determined whether these face im­
ages match with each other or not at Step S15 shown 
in Fig. 3. The term "match" referred to in this case means 

persons 1 OB to 1 OF whose faces are exclusively applied 
with the mosaic process (Step S18). This warning is dis­
played as a message including the name of the specific 

35 person, the time and date of the image videotaped, and 
the place videotaped. Furthermore, an alarm is issued 
as necessary with the display in order to draw the re­
sponsible official's attention. This enables the official to 
prepare the deployment of members for the search for 

40 the specific person. 
[0024] Since the faces of the people other than the 
specific person 1 OA are applied with the mosaic process 
12 as shown in Fig. 5, when the images are displayed 
on the display monitor, there is no fear of violating their 

45 rights of portrait or privacy. Furthermore, the mosaic 
process 12 is applied exclusively to their faces, keeping 
the remaining parts unprocessed, which enables easy 
recognition of the dress and baggage of the people 

not only a complete match, but also a high degree of 
resemblance between these face images. To be more 50 

specific, the degree of resemblance is calculated from 

around the specific person 1 OA. On the other hand, con­
cerning the specific person 1 OA, the videotaped image 
of the whole body appears as it is, making it possible to 

the amount of feature of each face image, and is com­
pared with a predetermined threshold value. When the 
degree is equal to or over the threshold value, it is de­
termined as a match. 
[0021] As the results of the determination at Step S15, 
when a detected face image and the registered face im-
age do not match with each other (Step S15:NO), the 

confirm his dress and baggage in addition to his face. 
Thus, the mosaic process 12 is applied exclusively to 
face portions which raise the issue of privacy, and the 

55 remaining parts are kept the same as when they are vid­
eotaped, thereby facilitating the search for the specific 
person 1 OA by using the dress and baggage as a useful 
clue. 

4 
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[0025] After Steps S 16 to S 18 are executed, it is de­
termined whether matching is done for all the detected 
faces (Step S19). When there is still a face to be 
checked (519:NO) the process goes back to Step S14 
to check the next face. When all the detected faces have 
been checked (S19:YES) , the image to which the pro­
cedure of Steps S16 and S17 has been applied is re­
corded to the storage device 5 (Step S20). Later, the 
process goes back to Step S 11, and videotaped images 
are captured from the surveillance cameras 1 again in 
the next timing (in one second in this case). Hereafter, 
the procedure in Steps S12 to S20 is repeated. 
[0026] The above example describes the case where 
images videotaped by the surveillance cameras 1 are 
captured as still images at the interval of one second; 
however, it is also possible to adopt a system which de­
tects human faces from motion images videotaped by 
the surveillance cameras 1 and checks the faces while 
automatically chasing them. In this system, there is no 
need for the repeated recording of the image of the 
same person, which can reduce the amount of image 
data to be recorded in the storage device 5, thereby en­
abling miniaturization of the storage device 5. 
[0027] Images stored in the storage device 5 can be 
outputted by being displayed or printed by the identifi­
cation results output device 4 later at any point in time. 
In this case, too, the privacy of the people other than the 
specific person 1 0A is protected by applying the mosaic 
process to their faces, whereas the images for the dress 
and baggage including those of the specific person are 
stored as they are. This information can be used as a 
clue to facilitate the search for the specific person 1 0A. 
[0028] In the aforementioned embodiment, the face 
image of a specific person is previously registered, and 
face images videotaped by surveillance cameras are 
compared with the registered face image so as to detect 
the specific person; however, it is also possible to detect 
a specific person registered afterwards by using images 
stored in the storage device 5. This system enables the 
detection of people whom the police has been request­
ed to find or stray children. 
[0029] Fig. 6 shows a flowchart depicting the proce­
dure of identification in the case of registering after­
wards as described above, the procedure being execut­
ed by the computer 3 . At first, images stored in the stor­
age device5 are captured bythecomputer3 (Step S41 ). 
The images stored in the storage device 5 are unrecog­
nizable because of the above-described mosaic proc­

ess, so it is necessary to reconstruct the original images 
for comparison. Therefore, the mosaic process is 
cleared to reconstruct the original images (Step S42). 
After the reconstruction of the original images, faces are 
detected from the reconstructed images (Step S43) . If 
no face is detected from the reconstructed images (Step 

S44:NO), the process goes back to Step S41 to capture 
recorded images. On the other hand, if faces are detect­
ed from the reconstructed images (Step S44:YES), de­
tected face images are compared with the face image 

which is registered afterwards (Step S45). The face im­
age registered afterwards is taken by the scanner 6 or 
the digital camera 7 and recorded to the storage device 
5 in the same manner as the previously registered case. 

5 [0030] If the comparison results in Step S45 indicate 
that a recorded image face does not match with the face 
registered afterwards (Step S46:NO), it is determined 
whether all faces detected from the recorded images 
have been checked or not (Step S47). When there is a 

10 face left unchecked (Step S47:NO), the process goes 
back to Step S45 to check the next face. When all faces 
have been checked (Step S47:YES), it is determined 
whether all the recorded images have been checked or 
not (Step S48). If all recorded images are not checked 

15 (Step S48:NO), the process goes back to Step S41 to 
capture the next recorded image from the storage de­
vice 5 and the aforementioned procedure is repeated. 
When the comparison for all recorded images is com­

plete (Step 548:YES), the absence of the face image 
20 matching with the face image registered afterwards is 

reported by being displayed on the display monitor of 
the identification results output device 4 (Step S49). 
[0031] On the other hand, in Step S46, if a recorded 
face image matches with the face registered afterwards 

25 (Step S46:YES), the reconstructed original image is out­
putted to the identification results output device 4 and 
shown on the display monitor (Step S50). And it is re­
ported by being shown on the display monitor that there 
is a recorded face image which matches with the face 

30 registered afterwards (Step S51 ). 

[0032] In the comparison in the above-described case 
where a face image is registered afterwards, it is pref­
erable in terms of security that the process for recon­
structing original images by clearing the mosaic process 

35 applied to images stored in the storage device 5 can be 
done exclusively by an authorized person (e.g., system 
administrator). Figs. 7 and 8 show flowcharts depicting 
the embodiment of this case. 
[0033] Fig. 7 shows a flowchart corresponding to the 

40 flowchart shown in Fig. 3, so the same steps as those 
in Fig. 3 are referred to with the same symbols. The pro­
cedure in Steps S11 to S19 is the same as in Fig.3, so 
its explanation is omitted. When all faces have been 
checked in Step S19 (Step S19:YES), the face image 

45 of a recorder who records images is captured (Step 
S20a); the captured face image of the recorder is em­
bedded as a "digital watermark" in the images proc­
essed in Steps S16 and S17; and the images with the 

"digital watermark" are stored in the storage device 5 
50 (Step S20b) . The term "recorder'' used in this case can 

be a system administrator, and the face image of the 
recorder which is captured in Step S20a is previously 
taken by the scanner 6 or the digital camera 7 and stored 
in the storage device 5. 

55 [0034] The following is a description on the procedure 
for reconstructing original images. Fig. 8 shows a flow­
chart corresponding to the flowchart of Fig. 6, so the 
same steps as those in Fig. 6 are referred to with the 

5 
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same symbols. First, images stored in the storage de­
vice 5 are captured in the computer 3 (Step 841 ). Next, 
the face image of the operator who performs a recon­
structing operation of images is captured (Step 841 a). 
The face image of this operator is taken by the scanner 
6 or the digital camera 7 at this point in time. Then, it is 
determined whether the face image data captured in 
Step 841 a matches with the data of "digital watermark" 
embedded in the images captured in Step 841 or not 
(Step 841 b). If these pieces of data do not match with 
each other (Step 841 b:NO), it is determined that the op­
erator who is going to perform the reconstructing oper­
ation is not the above-mentioned recorder (systemad­
ministrator), and the process is terminated. On the other 
hand, when these pieces of data match with each other 
(Step 841 b:YES), it is determined that the operator and 
the recorder (system administrator) are the same per­
son, and the mosaic process is cleared to reconstruct 

the original images (Step 842). Since the procedure 
from Step 842 onward is equal to the procedure in Fig. 
6, the explanation will be omitted. 
[0035] As described hereinbefore, using the face im­
age of the recorder as a "digital watermark" makes it 
possible to authorize only the recorderto perform recon­
struction and to prohibit an unauthorized third party from 
clearing a mosaic process to reconstruct original imag­
es, thereby securing the security. 
[0036] The present invention can adopt various other 
embodiments besides the embodiment described 
above. For example, in the above embodiment, a mo­
saic process is taken as an example of the abstraction 
process to be applied to face images; however, it is also 
possible to apply a process to blur face image portions, 
instead of applying the mosaic process. Alternatively, 
face image portions can be filled in black or white, in­
stead of being applied with the mosaic process or the 
blurring process. 
[0037] In the above embodiment, images which are 
videotaped by the surveillance cameras 1 and applied 
with a mosaic process or a marker are stored in the stor­
age device 5; however, the images can be merely dis­
played on the display monitor of the identification results 
output device 4. In this case, there is no need for storage 
to the storage device 5. 
[0038] In the above embodiment, face images which 
are registered either previously or afterwards are stored 
in the storage device 5, and images which are video­
taped by the surveillance cameras 1 and applied with a 
mosaic process or a marker are also stored in the same 
storage device 5. Alternatively, as shown in Fig. 9, a spe­
cial image storage device 8 can be provided in addition 
to the storage device 5 so that face images to be regis­
tered can be stored in the storage device 5 whereas im­
ages videotaped by the surveillance cameras 1 can be 
stored in the image storage device 8. The image storage 
device 8 can be composed of any kind of device dealing 
with recording media such as a video tape recorder, a 
DVD (Digital Versatile Disk) recorder, or a hard disk re-

corder. In that case, faces other than the face of the spe­
cific person are applied with an abstraction process, so 
there is no fear of violating their rights of portrait or pri­
vacy during reproduction. 

5 [0039] According to the present invention, an abstrac­
tion process is applied exclusively to the face images of 
the people other than a specific person, thereby protect­
ing their rights of portrait or privacy, whereas the images 
for the dress and baggage of the specific person and 

10 the other people are kept as they are. This information 
can be used as a clue to facilitate the search for the spe­
cific person. 

15 Claims 

1. A face identification device (2) comprising: 

detection means for detecting face images from 
20 human body images taken by a camera; 

storage means in which a face image of a spe-
cific person (1 0A) is previously stored; 
determination means for determining whether 
a face image detected by said detection means 

25 matches with the face image stored in said star-
age means by comparing both face images; 
and 
abstraction means for applying an abstraction 
process to a predetermined face image out of 

30 the face images detected by said detection 
means in order to make the predetermined face 
image unrecognizable, 
said abstraction means applying the abstrac-
lion process exclusively to a detected face im-

35 age when said determination means deter-
mines that both face images do not match with 
each other, and not applying the abstraction 
process to a detected face image when said de-
termination means determines that both face 

40 images match with each other. 

2. The face identification device (2) according to claim 
1, wherein said abstraction process is a mosaic 
process (12) for making a face image portion mo-

45 saic. 

3. The face identification device (2) according to claim 
1 or 2, wherein when said determination means de-

!ermines that both face images match with each 
50 other, a detected face image is not applied with the 

abstraction process and is applied with a marker 
(13). 

4. The face identification device (2) according to any 
55 one of claims 1 to 3 , wherein when a face image 

detected by said detection means is determined to 
match with the face image stored in said storage 
means, the image of the specific person ( 1 0A) 

6 
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which is not applied with the abstraction process on 
the face (11) and remaining parts thereof and the 
images of people (1 OB to 1 OF) other than the spe-
cific person (1 OA) which are applied with the ab­
straction process exclusively on the faces thereof 5 

are displayed, and a warning is also outputted. 

5. A face identification method comprising the steps 
of: 

10 

detecting face images from human body imag-
es taken by a camera; 
determining whether a detected face image 
matches with the face image previously stored 
by comparing both face images; 15 

applying an abstraction process exclusively to 
a detected face image in order to make the de­
tected face image unrecognizable, when it is 
determined that both face images do not match 
with each other; and 20 

not applying the abstraction process to the de­
tected face image when it is determined that 
both face images match with each other. 

25 

30 

35 

40 
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Fig. 6 
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Fig. 8 
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Fig. 9 
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An image detection system and method that can detect I !cl <°:mt p,;,i
0 

clippi:ig ,,f EP,
455

?
97 

(A,i I 
and capture an image at a monitored position as an analog video s\gna! and convert 
Hie analog video s\gna! into a dlgitai video signai for enlargement, analysis and storage 
of detected face images therein. The system comprises a candidate area detection unit 
for comparing a colour difference signal !eve! of the converted digital vldeo signal with a 
reference range for detecting at least one skin colour candidate area. The systern 
further comprises a control unit for outputting a zoom control signa! to the image­
capturing unit to capture enlarged images of each detected skin colour candidate area 
and a face detection unit for detecting a face video signal from tile enlarged irnages.; A 
compress1onlrecording unit is provided for then compressing and recording the 
detected face image video signal, and allowing a user to easily perform a search for a 
subject's face when searching recorded video data. 

Page 174 of 675



,.... 
<C 

" a, 
N 
Lt) 
Lt) 
~ 
,.... 
CL. 
w 

(19) 

Europaisches Patentamt 

European Patent Office 

Office europeen des brevets 

111111111111111111111111111111111111111111111111111111111111111111111111111 

(11) EP 1 455 297 A1 

(12) EUROPEAN PATENT APPLICATION 

( 43) Date of publication: 
08.09.2004 Bulletin 2004/37 

(21) Application number: 04251267.3 

(22) Date of filing: 04.03.2004 

(84) Designated Contracting States: 
AT BE BG CH CY CZ DE DK EE ES Fl FR GB GR 
HU IE IT LI LU MC NL PL PT RO SE SI SK TR 
Designated Extension States: 
AL LT LV MK 

(30) Priority: 15.04.2003 KR 2003023791 
06.03.2003 KR 2003014105 

(54) Image detection system and method 
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signal into a digital video signal for enlargement, analy­
sis and storage of detected face images therein. The 
system comprises a candidate area detection unit for 
comparing a colour difference signal level of the con­
verted digital video signal with a reference range for de­
tecting at least one skin colour candidate area. The sys-
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tern further comprises a control unit for outputting a 
zoom control signal to the image-capturing unit to cap­
ture enlarged images of each detected skin colour can­
didate area and a face detection unit for detecting a face 
video signal from the enlarged images. A compression/ 
recording unit is provided for then compressing and re­
cording the detected face image video signal, and al­
lowing a user to easily perform a search for a subject's 
face when searching recorded video data. 
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Description 

[0001] The present invention relates to an image detection system and method, particularly, but not exclusively, to 
a human face image detection system and method that is capable of detecting, enlarging and capturing face images, 

5 compressing the images for recordal and storage, and thereafter allowing search and retrieval of the compressed and 
recorded images. 
[0002] The next generation closed-circuit TV (CCTV) system is a monitoring system having at least one monitoring 
camera installed at monitoring area where security is required, and a display for displaying the images taken by the 
installed monitoring camera in real time. The display is provided on monitors installed at certain places to enable fewer 

10 monitoring personnel to observe both usual and unusual situations at the monitoring areas. 
[0003] Furthermore, the CCTV system records an image signal, such as a video signal taken through the monitoring 
system, on a recording medium, and reproduces and displays the recorded video signal on monitors. A digital video 
recorder (DVR) system is an example of one such CCTV system component. 
[0004] The DVR system captures an analog video input signal from a monitoring camera, and compresses and 

15 records the analog video signal on a hard disc drive (HOD) as a high-definition digital video signal. Thus, the captured 
video signal can be recorded and maintained for a greater period without image quality deterioration, so that it can be 
used in cases that require evidence to be secured or searched for in the future. 
[0005] A conventional CCTV system of this type uses at least one fixed monitoring camera to monitor and/or record 
positions where monitoring is necessary. However, the fixed monitoring camera is immobile, so that it captures images 

20 only for a specific area at the installed position, and often covers and captures images within a wide area rather than 
a specific, or narrower, part of the monitoring area. Accordingly, a video signal for the wide area suffers from poor 
image quality when compared to a video signal taken for a specific part of the monitoring area, causing difficulties in 
exactly identifying a subject within the image. Therefore, since the monitoring camera captures images of both the 
subject and the surroundings, rather than images specific to the subject in the monitoring area, the subject's face is 

25 recorded as relatively small, so that it is difficult to identify, which causes difficulties in securing clear identification 
evidence for future use. 
[0006] Furthermore, the conventional CCTV system has a lower recording space efficiency level since it records all 
video signals taken of subjects and surroundings. Having recorded such a large amount of information, the conventional 
CCTV system requires a long time to search for a desired video signal. 

30 [0007] Accordingly, a need exists for a monitoring system and method that is capable of detecting and recording 
face images from a monitored position, excluding surroundings, such that the images are more useful and the analysis, 
storage and retrieval of images is achieved in an efficient manner. 
[0008] Therefore an object of the present invention is to provide a monitoring system and method for detecting and 
recording specific images, such as face images, from a monitored position and excluding surroundings from the images, 

35 such that the images are more useful for various purposes, such as identification. 
[0009] Another object of the present invention is to provide a monitoring system and method for analysis, storage 
and retrieval of images in an efficient manner. 
[0010] According to a first aspect of the invention, there is provided an image detection system comprising an image 
capture unit for capturing an image characterised by means for detecting a skin colour candidate area within the image 

40 and means responsive to detection of the skin colour candidate area to cause the image capture unit to capture an 
enlarged image of the skin colour candidate area. 
[0011] According to a second aspect of the invention, there is provided a method of image detection, comprising 
capturing an image using an image capture unit, characterised by detecting a skin colour candidate area within the 
image and in response to detection of the skin colour candidate area, causing the image capture unit to capture an 

45 enlarged image of the skin colour candidate area. 
[0012] According to a further aspect of the invention, there is provided a monitoring system and method that can 
detect and capture face images at a monitored position as an analog video signal, and in response, convert the analog 
video signal into a digital video signal for enlargement, analysis and storage of the face image. The monitoring system 

comprises a candidate area detection unit for comparing a colour difference signal level of the converted digital video 
50 signal with a predetermined reference colour difference signal level range, that is predetermined for a skin colour 

decision, and in response, detecting at least one skin colour candidate area. 
[0013] The monitoring system further comprises a control unit for outputting a zooming control signal to the image­
capturing unit to capture enlarged images of each detected skin colour candidate area. A conversion unit is provided 
for converting each skin colour candidate area captured in the enlarged image into an enlarged image digital video 

55 signal for use with a face detection unit for detecting a face video signal from the converted enlarged image digital 
video signal. A compression/recording unit is then provided for compressing and recording the detected face image 
video signal. 
[0014] The system scans for candidate areas and once found, directs the capture of enlarged images. If a face image 
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is detected in these enlarged images, the enlarged face image is recorded for use. Accordingly, the system and method 
enables a user to easily perform a search for a subject's face when searching recorded video data. 
[0015] The invention will be described in detail with reference to the following drawings in which like reference nu­
merals refer to like elements, and wherein: 

Figure 1 is a block diagram showing an example of a face image monitoring system according to an embodiment 
of the present invention: 
Figure 2 is a block diagram showing an example of a candidate area detection unit of Figure 1 in detail; 
Figure 3 is a block diagram showing an example of a face detection unit of Figure 1 in detail; and 

10 Figure 4 is a flow chart illustrating an example of a face image detection method for a monitoring system as shown 
in Figure 1. 

[0016] Hereinafter, the present invention will be described in detail with reference to the attached drawings. 
[0017] Figure 1 is a block diagram showing an example of a face image monitoring system according to an embod-

15 iment of the present invention, Figure 2 is a block diagram showing an example of a candidate area detection unit of 
Figure 1 in detail and Figure 3 is a block diagram showing an example of a face detection unit of Figure 1 in detail. 
[0018] Referring to Figure 1, an example of a face image monitoring system 100 according to an embodiment of the 
present invention has an image capture unit 105, also referred to as an image-photographing unit, a pan/tilVzoom drive 
unit (hereinafter, referred to as "P/T/Z drive unit") 110, an analog to digital conversion unit (hereinafter referred to as 

20 "ADC") 115, a switching unit 120, a candidate area detection unit 125, a candidate area decision unit 130, a control 
unit 135, a candidate area storage unit 140, a face detection unit 145, a compression unit 150, a database (hereinafter, 
referred to as "DB") generation unit 155, a recording unit 160, a decompression unit 165, a digital to analog conversion 
unit (hereinafter referred to as "DAC") 170, and a key manipulation unit 175. A bus 180 is provided for coupling the 
control unit 135, compression unit 150, database generation unit 155, recording unit 160 and decompression unit 165. 

25 [0019] The image capture unit 105 is a camera device, such as a charge coupled device (CCD) camera driven by 
the P/T/Z drive unit 11 Oto capture images of predefined monitoring areas. The CCD camera can pan in a horizontal 
direction, tilt in a vertical direction, zoom in and out, and output an analog video signal taken by the CCD camera. A 
plurality of image capture units 105 can be installed, each of which can have an identification number. 
[0020] In the embodiment of the present invention shown in Figure 1, one image capture unit 105 is used to capture 

30 images of at least one monitoring area. However, in the case of two or more monitoring areas, the single image capture 

unit 105 can repeat image capturing operations at first one predefined monitoring area for a first predetermined period 
of time, and then move to a second monitoring area to capture images for a second predetermined period of time, and 
so on for any number of monitoring areas. For example, where the monitoring system 100 is installed in a bank and 
captures images of three bank windows through one image capture unit 105, the image capture unit 105 captures 

35 images of one bank window at a fixed state for a first predetermined period of time, moves to a position where it can 
capture images of the next bank window for a second predetermined period of time, and then moves to a position 
where it can capture images of the next teller's area for a third predetermined period of time. In this example, it is 
preferable that the first, second and third predetermined periods of time for capturing images of each teller's area are 
the same. However this can be configured as required by the application. 

40 [0021] Returning to Figure 1, the P/T/Z drive unit 110 drives the image capture unit 105 based on driving control 
signals, for example, a zooming control signal, a pan/tilt position control signal, and so on, output from the control unit 
135 described in greater detail below. 
[0022] To do so, the P/T/Z drive unit 110 includes a zooming drive unit (not shown) for driving a zoom lens (not 
shown) to capture enlarged images of a candidate area based on a zooming control signal. The P/T/Z drive unit 11 O 

45 further includes a pan/tilt drive unit (not shown) for driving the image capture unit 105 to move to positions where it 
can capture images of candidate areas based on a position control signal. 
[0023] The ADC 115 converts the analog video signal provided by the image capture unit 105 into a digital video 
signal. 
[0024] The switching unit 120 selectively provides the digital video signal output from the ADC 115 to either the 

50 candidate area detection unit 125 or the face detection unit 145, and is preferably implemented by a multiplexer. The 
switching unit 120 is configured to initially provide the digital video signal output from the ADC 115 to the candidate 
area detection unit 125. Further operation of the system 100 results in a digital video signal of an enlarged image area 
that is provided to the face detection unit 145 as described in greater detail below. 
[0025] The candidate area detection unit 125 uses a colour difference signal provided by the digital video signal 

55 output from the switching unit 120 to detect at least one skin colour candidate area consisting of a colour difference 
signal similar to a colour difference signal for a human skin colour. 
[0026] To do this, the candidate area detection unit 125 has a colour difference signal calculation unit 125a, a filter 
125b, and a skin colour candidate area detection unit 125c, as shown in Figure 2. 
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[0027] The colour difference signal calculation unit 125a digitizes the colour difference signal level of a digital video 
signal input from the switching unit 120 by using Equation (1) below. 

( ) (
O,if(CbL-< Cb-< Cb11 )I (CrL-< Cr-< Cr11 )) f Cb,Cr = 
255, otherwise 

(1) 

10 [0028] Referring to Equation (1 ), 'CbL <Cb< CbH' and 'CrL <Cr< CrH' is a predetermined reference colour difference 
signal level range associated with a particular skin colour. In Equation (1 ), Cb and Cr denote colour difference signal 
levels of digital video signals input from the switching unit 120, CbL and CrL are minimum values of the reference colour 
difference signal level, and CbH and CrH are maximum values of the reference colour difference signal level, respec­
tively. 

15 [0029] The colour difference signal calculation unit 125a compares the colour difference signal level of the digital 
video signal input frame by frame, (i.e. Cb and Cr) with the reference colour difference signal level range predetermined 
for the particular skin colour decision (i.e. CbL, CrL ,CbH and CrH), and digitizes the video signal based upon the results. 
[0030] Specifically, the colour difference signal calculation unit 125a digitizes the digital video signal from the switch­
ing unit 120 to a colour difference signal level of '0' when the colour difference signal level of the digital video signal is 

20 within the predetermined reference colour difference signal level range as in Equation (1 ), and digitizes the digital video 
signal to a colour difference signal level of '255' when the colour difference signal level of the digital video signal is 
excluded from the predetermined reference colour difference level range. 
[0031] The filter 125b then filters the digitized digital video signal to remove noise included in the digitized digital 
video signal. 

25 [0032] The skin colour candidate area detection unit 125c then performs vertical and horizontal projections for the 
filtered digital video signal to detect at least one skin colour candidate area. 
[0033] For example, the vertical projection is used to count the number of pixels, that is, the number of consecutively 
displayed pixels expressed in the colour difference signal level of '0' in the vertical direction of the filtered digital video 
signal, and decide if the number of counted pixels is more than a predetermined first threshold value for a skin colour 

30 area. Likewise, the horizontal projection is used to count the number of pixels, that is, the number of consecutively 
displayed pixels expressed in the colour difference signal level of '0' in the horizontal direction of the filtered video 
signal, and decide if the number of counted pixels is more than a predetermined second threshold value for a skin 
colour candidate area. 
[0034] By doing so, at least one skin colour candidate area having a different size can be detected from the digitized 

35 digital video signal of frame unit. 
[0035] Returning to Figure 1, the candidate area decision unit 130 normalizes the different sizes of the skin colour 
candidate areas detected from the skin colour candidate area detection unit 125c to a predetermined size. For example, 
the candidate area decision unit 130 can normalize all the detected skin colour candidate areas to have a (20 x 20) 
pixel resolution. 

40 [0036] Once the size of each skin colour candidate area is normalized, the candidate area decision unit 130 can 
decide whether each normalized skin colour candidate area is an image for either a human or non-human (i.e. sur­
roundings) image. This decision can be performed by using, for example, the Mahalanobis Distance (MD) method. A 
detailed description of the MD method is not included as this is well known to those skilled in the art. 
[0037] The candidate area storage unit 140 then stores position coordinate values of the skin colour candidate area 

45 determined to be a human image, as well as storing the digital video signal for the skin colour candidate area normalized 
to the predetermined size by the candidate area decision unit 130. 
[0038] The control unit 135 controls the overall operations of the monitoring system 100 according to control pro­
grams, such as those stored in a program storage unit (not shown) coupled with the control unit. 

[0039] The control unit 135 processes the position coordinate values of the skin colour candidate area and the digital 
50 video signal for the skin colour candidate area normalized to the predetermined size provided by the candidate area 

decision unit 130 that is stored in the candidate area storage unit 140. 
[0040] Based upon these processes, specifically the detection of a human image, the control unit 135 outputs to the 
P/T/Z drive unit 11 O a zooming control signal for capturing enlarged images of only the skin colour candidate area 
determined to be a human image by the candidate area decision unit 130, and also outputs a position control signal 

55 corresponding to the position coordinate values by reading the position coordinate values of the skin colour candidate 
area from the candidate area storage unit 140. 
[0041] Thus, the image capture unit 105 adaptively traces the skin colour candidate area and captures an enlarged 
image of the area. Described in more detail, the P/T/Z drive unit 11 O moves the image capture unit 105 to a position 
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where it can capture images of the candidate area based on the position control signal output from the control unit 
135, and drives the zoom lens of the image capture unit 105 to zoom in over a predetermined magnification factor to 
capture an enlarged image of the skin colour candidate area based on the zooming control signal. 
[0042] It takes a certain period of time however, for the control unit 135 to output the zooming control signal corre-

5 sponding to the determined skin colour candidate area. Accordingly, if a particular skin colour candidate area is detected 
by the candidate area decision unit 130, the control unit 135 outputs a zooming control signal for establishing initial 
enlargements (i.e. an initial zooming control signal), resulting in a reduction of the response time required for the 
zooming operation of the image capture unit 105 when the zooming control signal corresponding to the particular skin 
colour candidate area is provided. 

10 [0043] The initial zooming control signal for establishing initial enlargements is a site-specific signal established to 
rapidly capture enlarged images, generally targeting an area over a certain size anticipated to include, or be very close 
to including the determined skin colour candidate area and which can also be stored in the program storage unit. 
Accordingly, each skin colour candidate area captured in an enlarged image by the initial zooming control signal can 
be different in size, but is still captured in an enlarged image that can be recognized by a user. That is; by setting up 

15 an initial zooming control signal depending on the location and the monitoring areas where the image capture unit 105 
is installed, the skin colour candidate area detected in the monitoring areas can be more rapidly captured in an enlarged 
image in a recognizable size. 
[0044] Further, in examples in which one image capture unit 105 sequentially captures images of at least two mon­
itoring areas, a different or an identical initial zooming control signal can be set up for enlarged images of each mon-

20 itoring area. 
[0045] Once a zooming control signal is provided and an enlarged image captured, the analog video signal for a 
particular skin colour candidate area captured in an enlarged image by the image capture unit 105 is converted into a 
digital video output signal by ADC 115. 
[0046] The switching unit 120 then selectively provides the digital video signal output of the enlarged image from the 

25 ADC 115 to the face detection unit 145 based on the controls of the control unit 135. 
[0047] The face detection unit 145 is then used to detect a face video signal from the enlarged image digital video 
signal output. 
[0048] Specifically, the face detection unit 145 has a first face candidate area detection unit 145a, a second face 
candidate area detection unit 145b, and a final face detection unit 145c, as shown in Figure 3. 

30 [0049] The first face candidate area detection unit 145a applies a specific pattern to the enlarged image digital video 
signal converted by the ADC 115 and detects a face candidate area at which a face probably exists. In an example 
where an M-grid Gabor Wavelet is applied as the specific pattern, the first face candidate area detection unit 145a 
matches an '"M"-like shape grid' with a normalized face image, then extracts (20 x 40) responses as feature vectors. 
These (20 x 40) responses are obtained from a convolution of 40 (5 frequency x 8 orientation) Gabor filters at 20 

35 feature points on the grid. The detection unit 145a then performs a learning procedure for calculating a maximum 
distance with respect to an average of 5 frequency groups in a feature vector space. 
[0050] When an enlarged image digital video signal of a unit frame is input, the first face candidate area detection 
unit 145a matches the "'M"-like shape grid' with all possible positions, extracts feature vectors and performs a detection 
procedure for calculating a distance with respect to an average vector of the learned 5 frequency groups, respectively. 

40 If the minimum distance resulting from the distances calculated in the detection procedure with respect to the average 
vector is smaller than the maximum distance obtained in the learning procedure, the first face candidate area detection 
unit 145a decides that the area including feature vectors with the minimum distance is a face candidate area. 
[0051] The second face candidate area detection unit 145b uses a low-resolution support vector machine (SVM) to 
detect a specific candidate area including a specific portion of the face from the detected face candidate area. 

45 [0052] Described in detail, the second face candidate area detection unit 145b performs a Principal Component 
Analysis (PCA) over a plurality of normalized face images, for example having (20 x 20) resolution in the learning 
procedure and uses 20 Eigenvectors to extract feature vectors in ascending order of Eigenvalues. Further, the second 
face candidate area detection unit 145b uses the above 20 Eigenvectors to extract the feature vectors from randomly 

collected normalized non-face images, for example as above, having (20 x 20) resolution. Once a plurality of face 
50 feature vectors and non-face feature vectors are extracted, the second face candidate area detection unit 145b applies 

the extracted feature vectors to the SVM to acquire decision boundaries by which two classes, that is, face and non­
face images, can be distinguished. 
[0053] The second face candidate area detection unit 145b also performs a detection step for detecting a specific 
candidate area of a face by checking whether the face is included in the respective observation windows in use by the 

55 decision boundaries acquired with respect to all possible observation windows of the face candidate area detected 
from the first face candidate area detection unit 145a. 
[0054] The final face detection unit 145c then uses a high-resolution SVM about the detected specific candidate area 
to finally detect the face. In particular, the final face detection unit 145c detects a face using a method similar to the 
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decision boundary acquisition and specific candidate area detection of the feature candidate area detection unit 125 
as described above. 
[0055] However, the final face detection unit 145c uses an image having a (40 x 40) pixel resolution in the learning 
procedure and uses 50 Eigenvectors to extract features. Further, the final face detection unit 145c then uses the high-

5 resolution SVM about the specific candidate area, including a specific portion of the face detected from the second 
face candidate area detection unit 125, to finally detect the face. 
[0056] A storage and retrieval unit 1 ooa comprises the compression unit 150, the DB generation unit 155, the re­
cording unit 160, the decompression unit 165, the DAC 170 and monitor. 
[0057] The compression unit 150, based on the control of the control unit 135 connected via a bus 180, then com-

10 presses the digital video signal of each frame unit output from the candidate area detection unit 125 and a face video 
signal detected from the final face detection unit 145c into a predetermined compression format such as MPEG-2. 
[0058] The DB generation unit 155, also based on the control of the control unit 135 connected via the bus 180, then 
generates a DB for the images of at least one of the digital video signals provided from the compression unit 150, an 
identification number of the image capture unit 105 producing the digital video signals, and an image-capture time for 

15 the video signals. 
[0059] Further, the DB generation unit 155 generates a DB for face video signals of the compressed face video 
signals provided from the compression unit 150 and at least one of an identification number and an enlarged image­
capturing time of the image capture unit 105 producing the compressed face video signals. 
[0060] The DB for the images produced, and the DB for the face video signals are both recorded on the recording 

20 unit 160 under the control of the control unit 135. 
[0061] For the recording unit 160, the embodiment of the present invention shown in Figure 1 uses a recording 
medium such as a hard disc drive (HOD) enabling the mass storage of records. 
[0062] The decompression unit 165, based on the control of the control unit 135 connected via the bus 180, can 
decompress the compressed digital video signal recorded in the recording unit 160 into a predetermined format for 

25 providing an output when required. 
[0063] The DAC 170 converts the digital video signal decompressed by the decompression unit 165 into an analog 
video signal. The converted analog video signal is then displayed on a monitor (not shown). 
[0064] For use with the units described above, a key manipulation unit 175 is provided, which has a plurality of 
manipulation keys (not shown) for providing a signal output to the control unit for setting up or manipulating a function 

30 supported by the monitoring system 100. The key manipulation unit 175 is connected to the monitoring system 100 
through a communication interface unit (not shown) which may be provided in the main body of the monitoring system 
100. 
[0065] In the embodiment of the present invention shown in Figure 1, the example key manipulation unit 175 has a 
face recording key 175a for detecting and recording only human face images from a monitoring area taken through 

35 the image capture unit 105, and a face searching key 175b for searching for only face video signals from diverse video 
signals recorded on the recording unit 160. 

[0066] For example, if the face recording key 175a is selected, the control unit 135 processes the capturing of en­
larged images of human face images from a monitoring area and the recording of the enlarged human face images 
on the recording unit 160 as described above. 

40 [0067] If the face searching key 175b is selected, the control unit 135 searches for face video signals only from the 
recording unit 160 and provides the searched face video signals as outputs to the decompression unit 165. Search 
conditions such as identification numbers, image-capturing times, and so forth, can be applied for rapid and smooth 

searches. 
[0068] In particular, if a certain face video signal is selected by a key manipulation of the key manipulation unit 175 

45 after the face searching key 175b is selected and a plurality of face video signals are reproduced on a monitor, the 
control unit 135 can control the recording unit 160 and the decompression unit 165 to reproduce all the digital video 
signals taken at a specific time, such as the same time as the time at which the selected face video signal was taken, 
or all digital video signals taken by the same image capture unit 105 which also captured the selected face video signal. 

[0069] If a certain face video signal is selected by the key manipulation unit 175 and the key manipulation unit 175 
50 outputs a command signal for reproducing entire digital video signals taken at the same time as the selected face video 

signal was taken (i.e. unenlarged wide-view images taken at the time during which the selected face video signal was 
detected as described above), the control unit 135 can read-out from the recording unit 160 information on the time at 
which the selected face video signal was taken (i.e. a read-out time). Further, the control unit 135 can control the 
recording unit 160 to output entire digital video signals taken at the same time as the read-out time. The control unit 

55 135 can then control the decompression unit 165 to decompress entire digital video signals from the recording unit 
160. Thus, a monitor can display entire digital video signals taken during the time when the selected face video signal 
was taken, so that a user can conveniently search for related surrounding situations in the unenlarged, wide-view 
images. 

6 

Page 180 of 675



EP 1 455 297 A1 

[0070] A backup unit (not shown) can also be provided in the monitoring system 100 according to an embodiment 
of the present invention, which enables digital video signals recorded in the recording unit 160 to be stored as backup 
data. A recording medium such as a digital audio tape, compact disk, and so on, may be used for the backup unit. 
[0071] Figure 4 is a flow chart illustrating an example of a face image detection method for the monitoring system 

5 of Figure 1. 
[0072] Referring to Figures 1 through Figure 4, at a first step after starting, the ADC 115 converts a video signal 
taken at a predetermined magnification factor through the image capture unit 105 into a digital video signal (step S400). 
[0073] If the digital video signal is provided to the candidate area detection unit 125 by the switching unit 120, the 
candidate area detection unit 125 compares a colour difference signal level of the converted digital video signal with 

10 a predetermined reference colour difference signal level range associated with a particular skin colour and decides 
whether at least one skin colour candidate area exists, and, if such a skin colour candidate area exists, detects at least 
one skin colour candidate area (step S410). 
[0074] If skin colour candidate areas are detected at step S410, the candidate area decision unit 130 normalizes 
each detected skin colour candidate area at a predetermined pixel resolution (step S420) and decides whether each 

15 normalized skin colour candidate area is a human or non-human (i.e. surroundings) image (step S430). The candidate 
area storage unit 140 then stores the position coordinate values and video signals for the normalized skin colour 
candidate areas. 
[0075] If it is decided at step S430 that a particular skin colour candidate area is a human image, the image capture 
unit 105 moves to a position where it can capture images of the skin colour candidate area based on the controls of 

20 the P/T/Z drive unit 11 0 and captures enlarged images of the skin colour candidate area, and the ADC 115 then converts 
the video signal for enlarged images into an enlarged image digital video signal (step S440). 
[0076] The switching unit 120 then provides the enlarged image digital video signal, also referred to as the enlarge­
ment digital video signal, to the face detection unit 145. 
[0077] The face detection unit 145 decides whether a face video signal exists based on the converted enlarged 

25 image digital video signal, and, if decided to exist, detects the face video signal (step S450). 
[0078] If the face video signal is detected, the compression unit 150 compresses the detected video signal into a 
predetermined format (step S460). 
[0079] If a face image is detected at step S450, the DB generation unit 155 generates a DB of the compressed face 
video signal and at least one of the identification number and image-capturing time of the image capture unit 105 which 

30 captured the compressed face video signal, and the generated DB is recorded in the recording unit 160 (step S470). 

[0080] If a skin colour candidate area is not detected at the step S410, the compression unit 150 compresses the 
digital video signal of the frame unit which is converted at step S400 into a predetermined format, and the recording 
unit 160 databases the compressed digital video signal of the frame unit for records (step S480). 
[0081] In the monitoring system 100 and the face image detection method according to the embodiment of the present 

35 invention as described above, the face image detection can be carried out through various known methods such as 
face detection based on facial shape information, feature points of a face, pattern-based approach face detection, 
colour information, and so forth, in addition to the face detection based on the SVM presented in Figure 3. 
[0082] As described above, the monitoring system and method is capable of detecting face images. If the monitoring 
system detects a subject while photographing images of a monitoring area, the system can detect, enlarge and record 

40 a subject's face image so that a user can easily search for the subject's face when searching stored image data. Further, 
the present invention generates a database when recording subject images, so that a user can efficiently search for 
desired image signals from a large volume of recorded video signals. 
[0083] It will be understood that colour difference signal level ranges corresponding to different skin colours can be 
determined in advance for use as reference colour difference signal level ranges. 

45 [0084] Although the preferred embodiments of the present invention have been described, it will be understood by 
those skilled in the art that the present invention is not limited to the described preferred embodiments, but various 
changes and modifications can be made within the scope of the present invention as defined by the appended claims. 

50 Claims 

1. An image detection system (100) comprising: 

55 

an image capture unit (105) for capturing an image; characterised by 
means (125) for detecting a skin colour candidate area within the image: and 
means (130, 135, 110) responsive to detection of the skin colour candidate area to cause the image capture 
unit (105) to capture an enlarged image of the skin colour candidate area. 

7 

Page 181 of 675



EP 1 455 297 A1 

2. An image detection system according to claim 1, further comprising means (145) for detecting a face image from 
the enlarged image. 

3. An image detection system according to claim 1 or 2, wherein the system is arranged to provide a digital video 
5 signal representing the image. 

4. An image detection system according to claim 3, wherein the skin colour candidate area detecting means (125) 
further comprises 

means (125a) for comparing a colour difference signal level of the digital video signal with a reference range 
10 and for digitising the colour difference signal level in dependence on the outcome of the comparison. 

5. An image detection system according to claim 4, further comprising means (125c) for detecting a skin colour 
candidate area based on the digitised colour difference signal level. 

15 6. An image detection system according to claim 5, wherein the digitised colour difference signal level comprises a 
first level to indicate that the colour difference signal level is within the reference range and a second level to 
indicate that the colour difference signal level is outside the reference range. 

7. An image detection system according to claim 6, wherein the detecting means (125c) is arranged to determine 
20 whether the number of displayed pixels having a digitised colour difference signal level at the first level exceed a 

predetermined threshold. 

8. A method of image detection, comprising: 

25 capturing an image using an image capture unit (105); characterised by 
detecting a skin colour candidate area within the image; and 
in response to detection of the skin colour candidate area, causing the image capture unit (105) to capture an 
enlarged image of the skin colour candidate area. 

30 9. A monitoring system to detect and record an image at a monitored position, the system comprising: 

an image-capturing photographing unit adapted to capture at least one photographic image and communicate 
said image as an image video signal; 
a candidate area detection and decision unit adapted to evaluate said image video signal to detect a human 

35 skin colour candidate area within said image and if detected, to direct said image-capturing photographing 
unit to capture at least one enlarged photographic image of said human skin colour candidate area and output 
said enlarged photographic image as an enlarged image video signal; 
a face detection unit adapted to evaluate said enlarged image video signal to detect a face video signal within 
said enlarged image video signal; and 

40 a storage and retrieval unit to receive and store said detected face video signal. 

45 

50 

55 

10. A monitoring system to detect and record an image at a monitored position as claimed in claim 9, wherein said 
candidate area detection and decision unit further comprising: 

a colour difference signal calculation unit adapted to compare a colour difference signal level of said video 
signal with a reference range and to digitize said video signal as a first or second value based upon said 
comparison; and 
a skin colour candidate area detection unit adapted to compare at least one of said first and second values 

with a threshold value detect a skin colour candidate area. 

11. A monitoring system to detect and record an image at a monitored position as claimed in claim 10, wherein: 

said first value indicates a colour difference signal level of said video signal within said reference range; and 
said second value indicates a colour difference signal level of said video signal outside said reference range. 

12. A monitoring system to detect and record an image at a monitored position as claimed in claim 10, wherein said 
candidate area detection and decision unit further comprises: 
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a decision unit adapted to normalize said skin colour candidate area and to determine if said normalized skin 
colour candidate area is a human skin colour candidate area. 

13. A monitoring system to detect and record an image at a monitored position as claimed in claim 9, wherein said 
5 face detection unit further comprises: 

10 

15 

20 

a first face candidate area detection unit adapted to use a pattern with said enlarged image video signal to 
detect a face candidate area; 
a second face candidate area detection unit adapted to use a low-resolution support vector machine to detect 
a specific candidate area within said detected face candidate area; and 
a final face detection unit adapted to use a high-resolution support vector machine to detect a face video signal 
within said specific candidate area. 

14. A monitoring system to detect and record an image at a monitored position as claimed in claim 13, wherein: 

said first face candidate area detection unit uses an M-Grid Gabor Wavelet pattern with said enlarged image 
video signal to detect said face candidate area. 

15. A monitoring system to detect and record an image at a monitored position as claimed in claim 13, wherein: 

said second face candidate area detection unit uses a Principal Component Analysis to generate a plurality 
of face and non-face feature vectors for use with said support vector machine. 

16. A monitoring system to detect and record an image at a monitored position as claimed in claim 9, wherein said 
25 storage and retrieval unit further comprises: 

a compression/decompression unit to compress or decompress at least one of said image video signal, en­
larged image video signal and detected face video signal; 
a data base generation unit to create a data base based upon at least one of said image video signal, enlarged 

30 image video signal and detected face video signal; 

35 

40 

45 

50 

55 

a recording unit to store at least one of said image video signal, enlarged image video signal and detected 
face video signal; and 
a monitor to display at least one of said image video signal, enlarged image video signal and detected face 
video signal. 

17. A monitoring system for detecting and recording an image at a monitored position as claimed in claim 9, wherein 
said storage and retrieval unit further comprises: 

a key manipulation unit to direct said capturing, storage and retrieval of at least one of said image video signal, 
enlarged image video signal and detected face video signal. 

18. A monitoring system to detect and record an image at a monitored position as claimed in claim 9, wherein: 

said photographing unit further comprises a pan, tilt and zoom mechanism for capturing said photographic 
image and said enlarged photographic image. 

19. A monitoring system to detect and record an image at a monitored position as claimed in claim 9, further comprising 
a switching unit adapted to selectively switch one among said candidate area detection and decision unit and said 

face detection unit to provide said image video signal. 

20. A monitoring system to detect and record an image at a monitored position as claimed in claim 10, further com­
prising a filter adapted to filter noise from said digitized video signal. 

21. A monitoring system for analysis, storage and retrieval of an image, the system comprising: 

an image photographing unit adapted to capture at least one of a normal and an enlarged video signal of an 
image; 
a candidate detection unit adapted to evaluate said captured normal video signal to detect a human skin 
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candidate area based upon a colour range and control said image photographing unit to capture an enlarged 
video signal of said human skin candidate area; 
a face detection unit adapted to evaluate said captured enlarged video signal of said human skin candidate 
area to detect a face image video signal; and 
a storage and retrieval unit adapted to store said face image video signal. 

22. A monitoring system for analysis, storage and retrieval of an image as claimed in claim 21, further comprising: 

a data base of said face image video signals adapted to allow a user to search for a desired normal, enlarged 
and face image video signal from a large amount of recorded video signals. 

23. A method to detect and record an image at a monitored position, the method comprising the steps of: 

converting an analog image video signal taken at a predetermined magnification factor through an image 
capturing unit into a digital image video signal and evaluating said digital image video signal to determine if a 
human skin colour candidate area is detected, and if said candidate area is detected, controlling said image 
capturing unit to capture an enlarged analog image video signal of said human skin colour candidate area; and 
converting said enlarged analog image video signal into an enlarged digital image video signal and evaluating 
said enlarged digital signal to determine if a face image video signal is detected, and if said face image video 
signal is detected, recording said face image video signal. 

24. A method to detect and record an image at a monitored position as claimed in claim 23, further comprising the 
step of: 

comparing a colour difference signal level of said digital image video signal with a colour reference range to 
determine if said human skin colour candidate area is detected; and 
applying al least one of a pattern, low-resolution support vector machine and a high-resolution support vector 
machine to detect said face image video signal. 

30 25. A method to detect and record an image at a monitored position as claimed in claim 23, wherein said recording 

said face image video signal further comprises the steps of: 

35 

40 

45 

50 

55 

compressing said face image video signal and generating a face image data base for said signal; and 
recording said compressed face image video signal and said data base. 

10 
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USING PHOTOGRAPHER IDENTITY TO CLASSIFY IMAGES 

FIELD OF THE INVENTION 

The invention relates to image processing and more particularly 

relates to the identification or recognition of a person of interest in a collection of 

5 digital images or videos. 

BACKGROUND OF THE INVENTION 

With the advent of digital photography, consumers are amassing 

large collections of digital images and videos. The average number of images 

captures with digital cameras per photographer is still increasing each year. As a 

10 consequence, the organization and retrieval of images and videos is already a 

problem for the typical consumer. Currently, the length of time spanned by a 

typical consumer's digital image collection is only a few years. The organization 

and retrieval problem and its complexity will continue to grow as the length of 

time spanned by the average digital image and video collection increases and the 

15 sources for image content also increases. 

Descriptors of a photographer, such as biometric data, can be 

detected and/or recorded in an image capture device such as a digital camera. 

US Patent Application Publication US 2003/23541 lAl discloses 

an imaging apparatus wherein a biological recording means records biological 

20 information of a photographer and subsequently uses this information to control 

the imaging apparatus. 

U.S. Patent No. 6,433,818 describes a camera with built-in 

apparatus for acquiring measured biometric data of a potential user, comparing it 

with corresponding biometric signature data entered in the camera, and allowing 

25 camera operation only if there is a match. This function provides security and 

prevents unauthorized access to the data stored on the camera, thereby 

discouraging theft. 

U.S. Patent Application Publication US 2002/0080256A 1 describes 

a digital camera witl1 built-in apparatus for biometric identification of the 

30 photographer and for recording the identification of the photographer of an image. 

Furthennore, this feature can be used to discourage theft or piracy of the can1era. 
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Preferably, an image of the photographer's iris is captured to determine the 

identity of the photographer. 

One of the most prevalent image content subjects of photography is 

people. Furthermore, in a given collection of digital images and videos, certain 

5 people tend to occur frequently. For example, it is common for most images 

captured by new parents to contain their new baby. Consumers desire the ability 

to find all images from their collection containing a specific person. 

SUMMARY OF THE INVENTION 

It is an object of the present invention to make use of the fact that a 

10 particular photographer has captured the images in a collection to find objects of 

interest in the collection. 

15 

This object is achieved by a method of identifying at least one 

particular person of interest in a collection of digital images taken over time, 

comprising: 

providing the collection of digital images with each digital image 

containing one or more persons; 

storing in a digital database an appearance model having a set of 

features associated with the particular person of interest and a prior probability of 

the person of interest appearing in images by a particular photographer; and 

20 comparing the appearance model with features extracted from the 

digital images in the collection of digital images and using the prior probability 

and the appearance model to determine if the particular person of interest is in one 

or more digital images in the collection of digital images. 

It is an advantage of the present invention that when a known 

25 photographer has taken images in a collection, that fact can be used to find images 

of interest. This is made possible because the likelihood that an object of interest 

appears in an image is related to the identity of the photographer. 

It is a further advantage of the invention that knowledge of the 

identity of the particular photographer of an image can be used in determining the 

30 orientation of the captured image and whether the image was captured indoors or 

outdoors. 

2 

Page 197 of 675



WO 2006/130542 PCT/US2006/020712 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above-mentioned and other features and objects of this 

invention and the manner of attaining them will become more apparent and the 

invention itself will be better understood by reference to the following description 

5 of an embodiment of the invention taken in conjunction with the accompanying 

figures wherein: 

10 

FIG. 1 is a schematic diagram of computer system that can 

implement the present invention; 

FIG. 2 is a flow chart of an embodiment of the present invention; 

FIGS. 3A and 3B are appearance models of a person of interest 

having different associated times; 

FIG. 4 is a more detailed flow chart of an embodiment of the 

present invention; 

FIG. 5 is flow chart of an alternative embodiment of the present 

15 invention; and 

FIGS. 6A-6D illustrate four different image orientations. 

DETAILED DESCRIPTION OF THE INVENTION 

In the following description, some embodiments of the present 

invention will be described as software programs and/or algorithmic flow 

20 diagrams. Those skilled in the art will readily recognize that the equivalent of 

such software can also be constructed in hardware. Because image manipulation 

algoritlnns and systems are well lmown, the present description will be directed in 

particular to algorithms and systems forming part of, or cooperating more directly 

with, the method in accordance with the present invention. Other aspects of such 

25 algorithms and systems, and hardware and/or software for producing and 

otherwise processing the image signals involved therewith, not specifically shown 

or described herein can be selected from such systems, algoritlnns, components, 

and elements known in the art. Given the description as set forth in the following 

specification, all software implementation thereof is conventional and within the 

30 ordinary sldll in such arts. 

3 

Page 198 of 675



WO 2006/130542 PCT/US2006/020712 

The present invention can be implemented in computer hardware 

and computerized equipment. For example, the method can be perfonned in a 

digital camera or other digital image capture devices, a digital printer, on an 

internet server, on a kiosk, and on a personal computer. Referring to FIG. 1, there 

5 is illustrated a computer system for implementing the present invention. Although 

the computer system is shown for the purpose of illustrating a preferred 

embodiment, the present invention is not limited to the computer system shown, 

but can be used on any electronic processing system such as found in digital 

cameras, cell phones, po1table computing devices, home computers, kiosks, retail 

10 or wholesale photofinishing, or any other system for the processing of digital 

images. The computer system includes a microprocessor-based unit 20 (also 

referred to herein as a digital image processor) for receiving and processing 

software programs and for performing other processing functions. The digital 

image processor 20 processes images from image capture devices 10 such as 

15 cameras, scanners, or computer image generation software. The digital image 

processor 20 can be used to process digital images to malce adjustments for overall 

brightness, tone scale, image structure, etc. of digital images in a manner such that 

a pleasing looking image is produced by an image output device. The digital 

image processor 20 interfaces with the general control computer 40 (also a 

20 microprocessor based unit) for exchanging data and commands. The general 

control computer 40 and the digital image processor 20 can be two different 

microprocessors, or the functions of each can be performs by a single physical 

microprocessor. The digital image processor 20 often outputs an image to an 

image output device 30 for exan1ple a printer for displaying the image. A display 

25 device 50 is electrically connected to the digital image processor 20 for displaying 

user-related information associated with the software, e.g., by means of a graphical 

user interface. A keyboard 60 is also connected to the microprocessor based unit 

20 via the general control computer 40 for permitting a user to input infonnation 

to the software. As an alternative to using the keyboard 60 for input, a mouse can 

30 be used for moving a selector on the display device 50 and for selecting an item on 

which the selector overlays, as is well known in the art. 

Page 199 of 675



WO 2006/130542 PCT/US2006/020712 

A compact disk-read only memory (CD-ROM) which typically 

includes software programs, is inserted into the general control computer 40 for 

providing a means of inputting the software programs and other information to the 

general control computer 40 and the digital image processor 20. In addition, a 

5 floppy disk can also include a software program, and is inserted into the general 

control computer 40 for inputting the software program. Still further, the general 

control computer 40 can be programmed, as is well known in the art, for storing 

the software program internally. The general control computer 40 can have a 

network com1ection, such as a telephone line or wireless connection, to an external 

10 network, such as a local area network or the Internet. 

Images can also be displayed on the display device 50 via a 

personal computer card (PC Card), such as, as it was formerly known, a PCMCIA 

card (based on the specifications of the Personal Computer Memory Card 

International Association) which contains digitized images electronically 

15 embodied in the card. 

The image output device 30 provides a final image. The output 

device 3 0 can be a printer or other output device that provides a paper or other 

hard copy final image. The output device 30 can also be an output device that 

provides the final image as a digital file. The output device 30 can also include 

20 combinations of output, such as a printed image and a digital file on a memory 

unit, such as a CD or DVD. Digital images and other data are stored on an offline 

memory device 70 such as an external hard drive, flash media, a drive that writes 

to CD-ROM or DVD media, or the like. 

A digital image includes one or more digital image channels or 

25 color components. Each digital image channel is a two-dimensional array of 

pixels. Each pixel value relates to the amount oflight received by the imaging 

capture device corresponding to the physical region of pixel. For color imaging 

applications, a digital image will often consist of red, green, and blue digital image 

channels. Motion imaging applications can be thought of as a sequence of digital 

30 images. Those skilled in the art will recognize that the present invention can be 

applied to, but is not limited to, a digital image channel for any of the herein-
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mentioned applications. Although a digital image channel is described as a two 

dimensional array of pixel values arranged by rows and columns, those skilled in 

the art will recognize that the present invention can be applied to non rectilinear 

arrays with equal effect. Those skilled in the art will also recognize that for digital 

5 image processing steps described hereinbelow as replacing original pixel values 

with processed pixel values is functionally equivalent to describing the same 

processing steps as generating a new digital image with the processed pixel values 

while retaining the original pixel values. 

It should also be noted that the present invention can be 

10 implemented in a combination of software and/or hardware and is not limited to 

devices which are physically connected and/or located within the same physical 

location. One or more of the devices illustrated in FIG. 1 can be located remotely 

and can be connected via a network. One or more of the devices can be connected 

wirelessly, such as by a radio-frequency link, either directly or via a network. 

15 The present invention can be employed in a variety of user contexts 

and enviromnents. Exemplary contexts and environments include, without 

limitation, wholesale digital photofinishing (which involves exemplary process 

steps or stages such as film in, digital processing, prints out), retail digital 

photofinishing (film in, digital processing, prints out), home printing (home 

20 scanned film or digital images, digital processing, prints out), desktop software 

(software that applies algorithms to digital prints to make them better -or even just 

to change them), digital fulfillment ( digital images in - from media or over the 

web, digital processing, with images out - in digital fonn on media, digital form 

over the web, or printed on hard-copy prints), kiosks ( digital or scanned input, 

25 digital processing, digital or hard copy output), mobile devices (e.g., PDA or cell 

phone that can be used as a processing unit, a display unit, or a unit to give 

processing instructions), and as a service offered via the World Wide Web. 

In each case, the invention can stand alone or can be a component 

of a larger system solution. Furthennore, human interfaces, e.g., the scanning or 

30 input, the digital processing, the display to a user (if needed), the input of user 

requests or processing instructions (if needed), the output, can each be on the same 
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or different devices and physical locations, and communication between the 

devices and locations can be via public or private network connections, or media 

based communication. Where consistent with the foregoing disclosure of the 

present invention, the method of the invention can be fully automatic, can have 

5 user input (be fully or partially manual), can have user or operator review to 

accept/reject the result, or can be assisted by metadata (metadata that can be user 

supplied, supplied by a measuring device (e.g. in a camera), or determined by an 

algorithm). Moreover, the algorithm(s) can interface with a variety ofworkflow 

user interface schemes. 

The invention is inclusive of combinations of the embodiments 

described herein. References to "a particular embodiment" and the like refer to 

features that are present in at least one embodiment of the invention. Separate 

references to "an embodiment" or "particular embodiments" or the like do not 

necessarily refer to the same embodiment or embodiments; however, such 

15 embodiments are not mutually exclusive, unless so indicated or as are readily 

apparent to one of skill in the art. 

A first embodiment of this method is illustrated in FIG. 2. A 

digital image and video collection 104 is analyzed to recognize the identities of the 

people therein. Recognition of the people in a collection of the digital images or 

20 videos 104 allows for the creation of a database 120 relating digital images or 

videos 104 and the identities of the people in the digital images or videos 104. 

Consequently, the database 120 can be queried 122 to find those images and 

videos containing the query person of interest. The database 120 can be in any 

form. The database 120 can be distributed across many files, by for example, 

25 inserting a person classification 118 into the file header of the digital image or 

video 104. For example, a query 122 for images of "Jim" returns query results 124 

containing the set of digital images or videos 104 containing the person of interest 

"Jim". Then the query results 124 can be returned. The query results 124 are the 

set of digital images and videos 104 containing the query person of interest. The 

30 digital images and videos 104 of the query result 124 can be displayed on a display 

device 50 as shown in FIG. 1 for review by the user. 
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In the system, the digital image or video 104 is passed to the 

capture information extractor 108. The capture information extractor 108 

determines the capture information 112 related to the capture of the digital image 

and videos 104 of the collection, and outputs the resulting information, where 

5 capture information 112 related to a particular digital image or video 104 is 

associated with that particular digital image or video 104. The capture 

infonnation 112 can be the time a particular digital image or video 104 was 

captured, the location the image or video was captured, the focal length, the 

subject distance, the number of rows and columns of pixels, the magnification, 

10 whether the flash was fired, whether the self-timer was activated, etc. The capture 

infonnation 112 for a particular image or video is detennined by one of several 

methods by the capture information extractor 108. Often times, capture 

information 112 is embedded in the file header of the digital image or video 104. 

For example, the EXIF image format (described at www.exif.org) allows the 

15 image or video capture device to store information associated with the image or 

video in the file header. The "Date\Time" entry is associated with the date and 

time the image was captured. In some cases, the digital image or video results 

from scanning fihn and the image capture time is determined by detection of the 

date printed into the image ( as is often done at capture time) area, usually in the 

20 lower left comer of the image. The date a photograph is printed is often printed on 

the back of the print. Alternatively, some film systems contain a magnetic layer in 

the film for storing infonnation such as the capture date. The capture information 

extractor 108 uses the most appropriate method for extracting the capture 

infonnation 112 of the image. Preferably, the source of the digital images and 

25 videos is a digital camera, and the capture information extractor 108 extracts the 

capture information from the image file information. 

The images and videos of the collection are also analyzed by the 

photographer determiner 138 to detennine the identity of the particular 

photographer for each image and video. When the EXIF file fonnat is used, the 

30 identity of the photographer can be stored in the "Camera Owner"," Image 

Creator", "Photographer", or "Copyright" tags for example. The identity of the 
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photographer of an image or video can be entered manually before, during, or after 

capturing the video. Furthermore, several cameras (e.g. in U.S. Patent Application 

Publication US 2002/0080256Al) have been described that contain means for 

extracting biometric information from the photographer, identifying the 

5 photographer, and then annotating the image with the identity of the photographer. 

In any case, the photographer detenniner 138 discovers the identity of the 

photographer 132 and passes that information to the individual recognition 

classifier 114. In some cases, the photographer 132 can not be able to be 

identified by the photographer determiner 138. In this case, the photographer 132 

10 is ''unknown". For example, this situation can occur when a person who owns the 

camera is on vacation and asks a stranger to use her (the vacationing camera 

owner) camera to capture an image of her in front of a landmark. A camera such 

as described in U.S. Patent Application US 2002/0080256Al can only feasibly 

identify the photographer from a small set of potential camera users ( e.g. the 

15 primaiy user is probably the camera owner, and secondary users are friends and 

family of the camera owner) whose profiles are known by the camera. In this 

case, an image captured by a stranger using the camera would simply be identified 

by the photographer determiner 138 as having an ''unknown" photographer 132. 

Image capture time can be included in the capture infonnation 112 

20 and can be a precise minute in time, e.g. March 27, 2004 at 10:17 AM. Or the 

image capture time can be less precise, e.g. 2004 or March 2004. The image 

capture time can be in the fonn of a probability distribution 

function e.g. March 27, 2004 +/- 2 days with 95 % confidence. The image capture 

time is input to the individual recognition classifier 114. 

25 The person finder 106 identifies one or more persons in the digital 

video or digital image. Preferably, people are found by face detection. Methods 

for detecting human faces are well known in the art of digital image processing. 

For example, a face detection method for finding human faces in images is 

desc1ibed in the following article: Jones, M.J.; Viola, P., "Fast Multi-view Face 

30 Detection", IEEE Conference on Computer Vision and Pattern Recognition 

(CVPR), June 2003. Furthennore, once a face is detected, the facial features (e.g. 
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eyes, nose, mouth, etc.) can also be localized using well known methods such as 

described by Yuille et al. in, "Feature Extraction from Faces Using Defonnable 

Templates," Int. Journal of Comp. Vis., Vol. 8, Iss. 2, 1992, pp. 99-111. The 

authors describe a method of using energy minimization with template matching 

5 for locating the mouth, eye and iris/sclera boundary. Facial features can also be 

found using active appearance models as described by T. F. Cootes and C. J. 

Taylor "Constrained active appearance models", 8th International Conference on 

Computer Vision, volume 1, pages 748-754. IEEE Computer Society Press, July 

2001. 

Alternatively, different facial features can also be used. For 

example, an embodiment can be based upon the facial similarity metric described 

by M. Turk and A. Pentland in "Eigenfaces for Recognition" Journal of Cognitive 

Neuroscience. Vol 3, No. 1. 71-86, 1991. Facial descriptors are obtained by 

projecting the image of a face onto a set of principal component functions that 

15 describe the variability of facial appearance. The similarity between any two faces 

is measured by computing the Euclidean distance of the features obtained by 

projecting each face onto the same set of functions. In this case, an appearance 

model can describe the mean and covariance of the projection of multiple images 

of the same face onto these principal component functions. The similarity metric 

20 (for example computed by comparer 140 of FIG. 4) can calculate the Mahalonobis 

of a new face to the mean of the model. 

The appearance model and similarity measurement could include a 

combination of several disparate feature types such as Eigenfaces, facial 

measurements, color/texture infonnation, wavelet features etc. 

25 A person finder 106 outputs personal features 110 that are 

. quantitative descriptions of a person detected by the person detector 106. 

Preferably, the person finder 106 outputs one set of personal features 110 for each 

detected person. Preferably the personal features are the locations of 82 feature 

points associated with specific facial features, found using a method similar to the 

30 aforementioned active appearance model of Cootes et al. A visual representation 

of the facial feature points for an image of a face is shown in FIG. 3A and FIG. 3B 
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as an illustration. Alternatively, the personal features 110 can additionally be 

represented with quantifiable descriptors such as eye color, skin color, face shape, 

etc. The personal features 110 can also be distances between specific feature 

points or angles formed by lines connecting sets of specific feature points. Color 

5 cues are easily extracted from the digital image or video 104 once the person and 

facial features are located by the person finder 106. The personal features 110 are 

input to the individual recognition classifier 114. 

A set of appearance models 1161 - 116M of M persons of interest 

from a stored digital database is input to the individual recognition classifier 114 

10 for dete1mining the identity of each of the persons detected by the person finder 

106 and represented by the personal features 110. The appearance models 1161 -

116M contain a set of features associated with a particular person of interest. Each 

appearance model for an individual of interest can include a number of sub­

models, for example models describing the appearance of the person of interest at 

15 different ages as described in above-cited co-pending application U.S. Patent 

Application Serial No. 11/116,729. Or the sub-models could describe the 

appearance of the person of interest with different appearances ( e.g. one sub­

model represents the appearance of the person of interest with facial hair, another 

sub-model represents the appearance of the person of interest without facial hair). 

20 The appearance model will be discussed in greater detail hereinbelow. A person 

of interest is a person that is important to identify in a collection of digital images 

and videos 104. For example, in a household with small children, each child 

would likely be a person of interest because it would be useful and valuable for a 

head of the household to identify occurrences of each child in each photo and 

25 video 104 of the digital media collection. The aforementioned camera owner, as 

primary photographer, can be a person of interest as can be any secondary 

photographers (i.e. friends and family of the camera owner). The purpose of the 

individual recognition classifier 114 is to use one or more of the appearance 

models l l61-l l6M, the image capture information 112, and the personal features 

30 110 to detennine if a person detected by the person finder 106 is a particular 
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person of interest. This is accomplished by comparing the personal features 110 

of the detected person with the features of the appearance model 116 of the 

particular person of interest. The individual recognition classifier 114 outputs the 

person classification 118. Typically, the individual recognition classifier outputs a 

5 high probability that a person detected by the person finder 106 is a particular 

person of interest m when the personal features 110 associated with the detected 

person are similar to the appearance model 116m associated with the particular 

person of interest m. Preferably, the person classification 118 is the likelihood 

(probability) that the person detected by the person finder 106 is the person of 

10 interest. The person classification 118 can be a binary indicator ( e.g. true of false) 

indicating the classifier's decision on whether the person associated with the 

personal features 110 is the person of interest. 

By repeating the application of the individual recognition classifier 

114 to each person detected in each digital image or video 104 of a collection, all 

15 persons detected by the person finder 106 are classified as to the likelihood that 

each is the particular person of interest. 

The person classification 118 can then be associated with digital 

image or video containing the detected person. For example, an image can be 

tagged or annotated in the database 120 as containing the person of interest 

20 "Mary". Furthermore, the person classification 118 info1mation can be associated 

with the personal features 110. Furthermore, the image can also be tagged with 

the location within the digital image or video of the person detected by the person 

finder 106 that the individual recognition classifier 114 detem1ined was the person 

of interest. Furthermore, the likelihood or probability of the person classification 

25 118 can be added to the annotation in the database 120 as well. When the query 

122 is made for digital images or videos 104 containing a particular person of 

interest, the database 120 is searched and the appropriate query results 124 are 

returned to the user on a user interface such as the display device 50 of FIG. 1. 

The individual recognition classifier uses the photographer 132 

30 information as follows: When the image capture information 112 indicates that the 

camera's self-timer was used to capture a particular image or video, then the 
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individual recognition classifier 114 outputs the person classification 118 

indicating a high likelihood (probability) that the digital image or video 104 

contains the photographer 132. For example, the probability is in the range of 

0.75 to 1.0, depending on the particular photographer 132. This results from the 

5 fact that most times, the camera self-timer is used to allow time for the 

photographer 132 to activate the camera then run to be included in the scene 

captured by the camera in the particular digital image or video 104. 

Likewise, when the image capture information 112 indicates that 

the camera's image or video capture was activated via remote control, then the 

10 individual recognition classifier 114 outputs a person classification 118 indicating 

a medium likelihood (probability) that the digital image or video 104 contains the 

photographer 132. This results from the fact that often times, the camera's image 

or video capture is activated using remote control to allow time the photographer 

132 to be in the scene captured by the camera in the particular digital image or 

15 video 104. However, remote activation of the camera's capture sequence can also 

be used to avoid shaking the camera. For this reason, the probability associated 

with the person classification 118 indicating that the photographer 132 is in the 

digital image or video 104 is in the range of 0.5 to 0.9, depending on the particular 

photographer 132. 

20 FIG. 4 shows a more detailed view of the individual recognition 

classifier 114. For each set of personal features 110 extracted by the person finder 

106 a comparer 140 compares the personal features 110 with each of the M 

appearance models 1161-M representing M individuals of interest and outputs a 

score set 142 ofM scores indicating the likelihood or probability that the 

25 paiticular person found by the person finder is the mth person of interest. The 

comparer 140 can for example calculate a Euclidean distance between the personal 

features 110 and each of the M appearance models. Or the comparer 140 can 

compute a Mahalanobis distance from each of the M appearance models to 

produce the score set 142. Further, the comparer 140 can be any classifier, such as 

30 but not limited to, Gaussian Maximum Likelihood, a neural network, a support 

vector machine or the like. Preferably, the mth entry of the score set 142 indicates 
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the probability that the particular face corresponding to the set of personal features 

110 is the m th person of interest. 

The score set 142 is passed to a score adjuster 144 for adjusting the score 

according to information related to the photographer 132 and the capture 

5 information 112, producing an adjusted score set. The score adjuster 144 

considers the score set likelihoods or probabilities and refines the scores as 

follows. The scores in the score set 142 are adjusted according to the capture 

infonnation 112. When the capture information 112 indicates that the self-timer 

flag was used to capture the digital image or video 104, then the score for the mth 

10 person of interest is increased if the mth person is the photographer 132 of the 

digital image or video 104. In this manner, the score adjuster 144 considers the 

prior probability (i.e. the prior probability of an event A is the probability that A 

occurs in the absence of any other data) of the photographer 132 appearing in the 

digital image or video 104 when the self-timer is user to capture the digital image 

15 or video 104. Likewise, when the capture information 112 indicated that the 

digital image or video 104 was captured using a remote signal to activate the 

camera's capture mechanism, the score for the 11/h person of interest is increased if 

the 11/h person is the photographer 132 of the digital image or video 104. The 

score adjuster 144 outputs a person classification 118 for the person detected by 

20 the person finder 106. The person classification 118 can be the score set 142 after 

the adjustment by the score adjuster 144. Or the person classification 118 can be 

the identity of the person of interest with the highest corresponding score in the 

adjusted score set, providing that that score is greater than a threshold TO. 

Conceptually, to produce the person classification 118, the 

25 individual recognition classifier 114 preferably computes: 

P(x = m If) , i.e. the probability that the person detected by the person 

finder 106 is person m, given the evidence of the personal features l lOJ: By 

Bayes rule, 

This quantity can be computed for each of them persons of interest 

30 by: 

P(x == m If)== P(fl x == m) P(x = m) I P(t) 
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The term P(fJ x = m) is the probability of observation of the personal features/ 

when it is known the person is the mth person of interest. This can be found by 

considering appearance model 116 for the mth person of interest which describes 

the variation in appearance for the mth person of interest. The term P(x=m) is the 

5 prior probability and is the probability that a person in an image or video is the 

person of interest m. The prior probability varies as a function of the identity of 

the photographer 132. For example, a wife and husband share a camera. Of the 

people appearing in images where the wife is the photographer, 60% are the baby, 

20% are the husband, and 20% are others. When the husband is the photographer, 

10 40% of the people appearing in photos are the baby, 20% are the wife, 5 % are the 

husband, and 35% are others. Therefore, when the individual recognition 

classifier 114 knows the identity of the photographer 132, a photographer content 

profile 130 associated with that photographer 132 can be used by the score 

adjuster 144 to properly adjust the score set 142 in an appropriate fashion. In the 

15 prefened embodiment, the photographer content profile 130 contains the prior 

probabilities of persons of interest appearing in images and videos for a particular 

photographer. Preferably, the score set 142 contains the probabilities P(fl x = m) 

and the score adjuster 144 adjusts the scores by multiplicatively weighting with 

the prior probability P(x=m) specified in the photographer content profile 130. 

20 The photographer content profiles 130 for a particular photographer 

are generated by having a user manually verify the identities of people in a set of 

images or videos captured by the particular photographer. Then the prior 

probabilities are computed and stored in the photographer content profile 130. 

The prior probabilities can consider the capture information 112. For example, a 

25 photographer 132 has one set of prior probabilities that describe the probability of 

a person being the mth person of interest when the self-timer function is on as 

indicated by the capture infonnation 112, and a second set of prior probabilities 

with the self-timer :function is off. For example, the following table gives the prior 

probabilities that a given person in an image or video is the mth person of interest 

30 for two different photographers and when the self-timer function is off and on. 
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Photographer is person of Photographer is person of 

interest 0 interest 1 

MthPerson Self-timer Self-timer Self-timer Self-timer 

of interest on off on off 

0 0.3 0.0 0.3 0.2 

1 0.3 0.3 0.3 0.0 

2 0.2 0.4 0.3 0.6 

unknown 0.2 0.3 0.1 0.2 

Therefore, the photographer 132 of the digital image or video 104 

is identified along with capture information 112 related to the digital image or 

5 video 104. The photographer content profile 130 corresponding to the 

photographer 132 is used to determine the identities of persons in the digital image 

or video 104. 

FIG. 5 shows an alternative embodiment for using the identify of 

the photographer 132 to identify objects within the digital image or video 104 or 

10 to classify the digital image or video itself. Digital images or videos 104 from a 

collection are passed to a feature extractor 152 for extracting features 160 that are 

passed to an object classifier 164. 

Additionally, the appearance models for objects of interest 1171-M 

are passed to the object classifier. A comparer 140 compares the features 160 

15 exh·acted from the images or videos with the appearance models of the objects of 

interest 1171-M, producing the score set 142. Preferably, the score set 142 includes 

a probability that the features 160 relate to a particular object m of interest. 

The identity of the photographer 132 and capture infonnation 112 

is passed to the score adjuster 144. The score adjuster 144 loads a photographer 

20 content profile 130 that describes the prior probability of the particular object mis 

in the image or video and adjusts the score set 142 accordingly to produce an 

adjusted score set, resulting in a classification 118 that is stored in a database 120, 

ready for querying as before. Alternatively, the photographer content profile 130 
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describes the prior probability that the image is an object of interest. The 

photographer content profile 130 associated with the photographer 132 describes 

the probability that the image represents the object of interest. 

For example, the object classifier 164 can have the objective of 

5 determining whether an image is an "indoor" or "outdoor" image. However, 

different photographers capture different proportions of their images indoor versus 

outdoor. For example, photographer O captures 30 % indoor images and 70% 

outdoor images but photographer 1 captures 30% indoor images and 70% outdoor 

images. This infonnation is provided by the photographer content profile 130 

10 corresponding to the identify of the photographer 132. Thus, knowledge of the 

prior probability for a particular photographer allows the score adjuster 144 to 

adequately consider the prior probability and improve the overall performance of 

the object classifier 164. 

The object classifier 164 in this example classifies the state of the 

15 image as either an indoor or an outdoor image. Other object classifiers 164 can be 

used to determine whether an image is a natural scene or a mamnade scene. 

Furthermore, an object classifier 164 can be used to determine if an image is a 

sunset image or not a sunset image. 

The object classifier 164 can also be used to find specific objects 

20 within an image. For example, the individual recognition classifier 114 is an 

example of an object classifier used to recognize individual objects within a scene. 

In another embodiment, the object classifier 164 is used to detect the presence of a 

redeye defect (which may occur 0, 1 or many times in a single image). The object 

classifier 164 determines whether an image represents the object of interest. 

25 Furthennore, the photographer content profile 130 can be 

dependent on the capture information 112 in addition to the identify of the 

photographer 132. For example, the following table is a photographer content 

profile 130 and shows the probability that a given image or video captured by a 

given photographer is "indoor" or "outdoor", as based on the month of the image 

30 capture that is contained in the capture information 112. In this case, "indoor" and 

"outdoor" are objects of interest that are described with an appearance model used 
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by the object classifier 164 to classify an image as an indoor image or an outdoor 

image. 

Photographer 0 Photographer 1 

indoor Outdoor indoor outdoor 

Jan-March 0.3 0.7 0.5 0.5 

April-June 0.5 0.5 0.3 0.7 

July-Sept. 0.6 0.4 0.2 0.8 

Oct.-Dec 0.4 0.6 0.8 0.2 

The photographer content profile 130 has been shown to include 

prior probability infonnation for the classification of a single image or video. 

Additionally, the photographer content profile 130 can contain information related 

to the probability of a particular image (or video) being outdoors given that a 

previous image was outdoors for exan1ple. This information is stored as a state 

10 transition matrix as are commonly used in the study of Markov Chains and hidden 

Markov Models. The state transition matrices are dependent on the identification 

of the photographer, because they are related to the photographic behavior of that 

individual. For example, a state transition matrix for photographer 2: 

For photographer 2 

Probability image or 

video n+l is 

When indoor Outdoor 

imagen is: 

indoor 0.8 0.2 

outdoor 0.3 0.7 

The transition matrix is a special case of a prior probability. The transition matrix 

15 can depend on the capture information 112, for example the time interval between 

the image n and the image n+ 1. For example, if the time interval between the two 

images is large (e.g. 3 days), then the state transition matrix is: 
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For photographer 2 

Probability image or 

video n+l is 

When indoor Outdoor 

image n is: 

indoor 0.6 0.4 

outdoor 0.43 0.57 

Once the correction photographer content profile 130 is known, hidden 

Markov models can be used along with the state transition matrix to detennine the 

5 state of the image (in this case, whether the image is indoor or outdoor.) 

The capture information 112 and identify of the photographer 132 

are used to select the co1Tect photographer content profile 130 for inputting to the 

object classifier 164. In a further embodiment, knowing the identity of the 

photographer further enables a more accurate image orientation detection. In 

10 general, a rectangular image is properly viewed in one of four possible viewing 

orientations. Luo, in U.S. Patent Application Publication US 2003/0152289 Al 

teaches a method to automatically detennination which of these four orientations 

is correct for an image based on semantic object and scene layout detections and 

employing an arbitration method to estimate of image orientation. The prior 

15 probabilities of horizontal, vertical 1, vertical 2, and upside down horizontal are 

noted to be 70%-14%-14%-2%. FIG. 6A shows an example of an image in 

horizontal orientation. FIGS. 6B-6D show image having orientations of vertical 1, 

vertical 2, and upside down horizontal, respectively. 

Generally, photographers capture landscape scenes in the horizontal 

20 orientation (i.e. photographers rarely hold the camera upside down when 

photographing a scene). However, for vertical or portrait scenes with an aspect 

ratio having larger height than width, there are two possible camera orientations. 

Most photographers talce "vertical" photographs using only one of these positions. 
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Knowing the photographer's identity establishes that photographer's individual 

behavior, thus improving its performance in determining image orientation. 

An example orientation probability versus photographer matrix (the 

photographer probability profile 130 of FIG. 5) is shown below: 

Photographer 0 Photographer 1 

Horizontal 0.850 0.650 

Upside Down 0.005 0.010 

Vertical I 0.125 0.030 

Ve1iical 2 0.020 0.310 

Having improved image orientation determination performance 

improves the performance of subsequent image understanding algorithms that 

utilize a priori knowledge of orientation. Knowledge of other photographer 

10 specific capture traits (types of scenes, camera settings, typical location and time 

of capture) provides additional information that can improve the performance of 

subsequent image enhancement, image organization, and image management 

algorithms. For example, knowing if a photographer does not have a steady hand 

(resulting in excessive camera motion during image capture), could signal a 

15 subsequent image enhancement algorithm to more aggressively attempt to correct 

for image blur. Yet another example is if a paiiicular photographer tends to not 

keep the camera level with the horizon, }mowing the photographer identity could 

signal an image enhancement algorithm that levels the image. 
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PARTS LIST 

10 image capture devices 

20 microprocessor-based unit (aka digital image processor) 

30 image output device 

40 general control computer 

50 display device 

60 keyboard 

70 offline memory device 

104 digital images or videos 

106 person finder 

108 information extractor 

110 personal features 

112 capture infom1ation 

114 individual recognition classifier 

116 appearance model of a person of interest 

117 objects of interest 

118 person classification 

120 database 

122 query or queried 

124 query results 

130 photographer content profile 

132 photographer 

138 photographer detenniner 

140 comparer 

142 score set 

144 score adjuster 

160 features 

164 object classifier 
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CLAIMS: 

1. A method of identifying at least one particular person of 

interest in a collection of digital images taken over time, comprising: 

providing the collection of digital images with each digital image 

5 containing one or more persons; 

storing in a digital database an appearance model having a set of 

features associated with the particular person of interest and a prior probability of 

the person of interest appearing in images by a particular photographer; and 

comparing the appearance model with features extracted from the 

10 digital images in the collection of digital images and using the prior probability 

and the appearance model to determine if the particular person of interest is in 

one or more digital images in the collection of digital images. 

2. The method of claim 1 wherein the particular person of 

interest is the photographer and further including providing image capture 

15 information relating to the camera settings used by the particular photographer to 

change the prior probability of the particular photographer being in the collection 

of digital images. 

3. The method of claim 2 wherein the image capture 

information further includes the mode of the camera self-timer. 

20 4. The method of claim 3 wherein the prior probability is 

increased when the person of interest is the photographer and the mode of the 

camera self-timer is on. 

5. The method of claim 3 wherein the prior probability is 

decreased when the person of interest is the photographer and the mode of the 

25 camera self-timer is off. 

6. The method of claim 3 wherein the prior probability is 

increased when the person of interest is other than the particular photographer. 

7. A method of classifying an image, comprising: 

providing a collection of digital images taken by a particular 

30 photographer; 

22 
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storing in a digital database an appearance model having a set of 

features associated with an object of interest; 

providing a photographer content profile associated with the 

photographer describing the probability that the image represents the object of 

5 interest; and 

using the appearance model and the photographer content profile to 

classify the digital image in the collection. 

8. The method of claim 7 further including providing image 

capture information relating to the camera settings used by the particular 

10 photographer. 

9. The method of claim 7 wherein the photographer content 

profile includes information related to the distribution of digital image orientation 

of digital images taken by the photographer. 

10. The method of claim 9, wherein image content in the digital 

15 image of interest and the photographer content profile is used to determine the 

orientation of the digital image of interest. 

11. The method of claim 7 wherein the photographer content 

profile includes information related to the distribution of digital images being 

captured indoors or outdoors when taken by the photographer. 

20 12. The method of claim 11, wherein image content in the 

digital image of interest and the photographer content profile is used to determine 

the whether the digital image of interest is an indoor or an outdoor image. 

23 
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WO 2008/107002 PCT/EP2007/006540 

FACE SEARCHING AND DETECTION IN A DIGITAL IMAGE ACQUISITION DEVICE 

FIELD OF THE INVENTION 

The present invention provides an improved method and apparatus for image 

processing in digital image acquisition devices. In particular the invention provides improved 

performance and accuracy of face searching and detection in a digital image acquisition 

device. 

BACKGROUND OF THE INVENTION. 

Several applications such as US published application no. 2002/0102024 to inventors 

Jones and Viola relate to fast-face detection in digital images and describe certain algorithms. 

Jones and Viola describe an algorithm that is based on a cascade of increasingly refined 

15 rectangular classifiers that are applied to a detection window within an acquired image. 

Generally, if all classifiers are satisfied, a face is deemed to have been detected, whereas as 

soon as one classifier fails, the window is determined not to contain a face. 

An alternative technique for face detection is described by Froba, B., Ernst, A., "Face 

detection with the modified census transform", in Proceedings of 6th IEEE Intl. Conf. on 

20 Automatic Face and Gesture Recognition, 17-19 May 2004 Page(s): 91 - 96. Although this is 

similar to Violla-Jones each of the classifiers in a cascade generates a cumulative probability 

and faces are not rejected if they fail a single stage of the classifier. We remark that there are 

advantages in combining both types of classifier (i.e. Viol/a-Jones and modified census) 

within a single cascaded detector. 

25 Figure 1 illustrates what is described by Jones and Viola. For an analysis of an 

acquired image 12, the detection window 10 is shifted incrementally by dx pixels across and 

dy pixels down until the entire image has been searched for faces 14. The rows of dots 16 

(not all shown) represent the position of the top-left comer of the detection window 10 at 

each face detection position. At each of these positions, the classifier chain is applied to 

30 detect the presence of a face. 

Referring to Figures 2a and 2b, as well as investigating the current position, 

neighboring positions can also be examined, by performing small oscillations around the 

current detection window and/or varying slightly a scale of the detection window. Such 

CONFIRMATION COPY 
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oscillations may vary in degree and in size creating consecutive windows with some degree 

of overlap between an original window and a second window. The variation may also be in 

the size of the second window. 

A search may be performed in a linear fashion with the dx,dy increments being a pre-

5 determined function of image resolution and detection window size. Thus, the detection 

window may be moved across the image with constant increments in x and y directions. 

A problem with linear searching occurs when the window size decreases, such as 

when attempting to detect small faces, and the number of sliding windows that are to be 

analyzed increases quadratically to the reduction in window size.. This results in a 

10 compounded slow execution time, making "fast" face detection otherwise unsuitable for real­

time embedded implementations. 

US Application No. 11/464,083, filed August 11, 2006, which is assigned to the same 

assignee as the present application, discloses improvements to algorithms such as those 

described by Jones and Viola, and in particular in generating a precise resolution 

15 corresponding to a representation of an image, such as an integral image or a Gaussian image, 

for subsequent face detection. 

20 

25 

SUMMARY OF THE INVENTION 

A method of detecting a face in an image includes performing face detection within a 

first window of the image at a first location. A confidence level is obtained from the face 

detection indicating a probability of the image including a face at or in the vicinity of the first 

location. Face detection is performed within a second window at a second location that is 

determined based on the confidence level. 

A number of windows that are analyzed is advantageously significantly reduced for a 

same face detection quality, and so faster face searching is provided, even in the case of small 

faces, therefore allowing acceptable performance for face detection in real-time embedded 

implementations such as in digital cameras, mobile phones, digital video cameras and hand-

30 held computers. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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Embodiments will now be described, by way of example, with reference to the 

accompanying drawings, in which: 

Figure 1 illustrates schematically an image being processed by a conventional face 

detection process; 

5 Figure 2(a) illustrates a detection window oscillating diagonally around an initial 

position; 

Figure 2(b) illustrates a smaller scale detection window oscillating transversely 

around the initial position; 

Figure 3 is a flow diagram of a method of face searching and detection according to a 

Io preferred embodiment; 

15 

Figure 4 illustrates schematically an image being processed according to a preferred 

embodiment; and 

Figure 5 is a flow diagram illustrating post-processing of a detected face region prior 

to face recognition. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

An improved method of face searching and detection in a digital image acquisition 

device is described that calculates x and/or y increments of a detection window in an adaptive 

20 fashion. 

In face detection processes, during analysis of a detection window and/or while 

oscillating around the detection window, a confidence level can be accumulated providing a 

probabilistic measure of a face being present at the location of the detection window. When 

the confidence level reaches a preset threshold for a detection window, a face is confirmed 

25 for location of the detection window. 

Where a face detection process generates such a confidence level for a given location 

of detection window, in a preferred embodiment, the confidence level is captured and stored 

as an indicator of the probability of a face existing at the given location. Such probability 

may reflect confidence that a face has been detected, or confidence that there is no face 

30 detected in the window. 

Alternatively, where a face detection process applies a sequence of tests each of 

which produce a Boolean "Face" or "No face" result, the extent to which the face detection 

process has progressed through the sequence before deciding that no face exists at the 
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location can be taken as equivalent to a confidence level and indicating the probability of a 

face existing at the given location. For example, where a cascade of classifiers fails to detect 

a face at a window location at classifier 20 of 32, it could be taken that this location is more 

likely to include a face (possibly at a different scale or shifted slightly) than where a cascade 

5 of classifiers failed to detect a face at a window location at classifier 10 of 32. 

Referring now to Figure 3, face searching and detection according to one 

embodiment, begins by selecting the largest size of detection window at step 30 and 

positioning the window at the top left comer of an image at step 32. 

Alternatively, if particular regions of an image have been identified through some pre-

10 processing as being more likely to include a face, the detection window can be located at a 

suitable corner of one such region and the embodiment can be applied to each such region of 

the image in turn or in parallel. Examples of such pre-processing include identifying regions 

of the image which include skin as being candidate face regions. 

In this regard, it is possible to create a skin map for an acquired image where the 

15 value of a pixel within the skin map is determined by its probability of being a skin pixel. 

There are many possible techniques for providing a skin map, for example: 

(i) "Comparison of Five Color Models in Skin Pixel Classification", Zarit et al 

presented at ICCV '99 International Workshop of Recognition, Analysis, and Tracking of 

Faces and Gestures in Real-Time Systems, contains many references to tests for skin pixels; 

20 (ii) U.S. Pat. No. 4,203,671, Takahashi et al., discloses a method of detecting skin 

color in an image by identifying pixels falling into an ellipsoid in red, green, blue color space 

or within an ellipse in two dimensional color space; 

(iii) US Pat. No. 7, l 03 ,215 describes a method of detecting pornographic images, 

wherein a color reference database is prepared in LAB color space defining a plurality of 

25 colors representing relevant portions of a human body. A questionable image is selected, and 

sampled pixels are compared with the color reference database. Areas having a matching 

pixel are subjected to a texture analysis to determine if the pixel is an isolated color or if other 

comparable pixels surround it; a condition indicating possible skin; 

(iv) US 11/624,683 filed January 18, 2007 (Ref: FN 185) discloses real-valued skin 

30 tests for images in RGB and YCC formats. So, for example, where image information is 

available in RGB format, the probability of a pixel being skin is a function of the degree to 

which L exceeds 240, where L=0.3*R+0.59G+0.11B, and/or the degree to which R exceeds 

G + K and R exceeds B + K where K is a function of image saturation. In YCC format, the 
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probability of a pixel being skin is a function of the degree to which Y exceeds 240, and/or 

the degree to which Cr exceeds 148.8162 - 0.1626*Cb + 0.4726*K and Cr exceeds 

1.2639*Cb-33.7803 + 0.7133*K, where K is a function of image saturation. 

It will also be understood that many different techniques exist to provide a binary 

5 skin/not-skin classification (typically based on simple thresholding). So, it can be understood 

that some pixels may qualify as skin under one binary technique and as not-skin under a 

second technique. So in alternative implementations, several binary techniques can be 

combined, so that pixels may be ranked according to a number of criteria to obtain a relative 

probability that any particular pixel is skin. It is advantageous to weight different skin 

10 detection techniques according to image capture conditions, or according to data analyzed 

from previous image frames. 

Where multiple skin classification techniques are implemented in a parallel hardware 

architecture it becomes possible to combine to outputs of multiple skin classification 

techniques in a single analysis step, quickly generating a refined skin probability for each 

15 image pixel as it become available from the imaging sensor. In one preferred embodiment 

this refined skin probability is represented as a grayscale value, 2N where N> 1 (N=l 

represents a simple binary mask of skin/not-skin). In any case, once an image pixel is 

classified by a non-binary algorithm it may be considered as a grayscale representation of 

skin probability. 

20 In assessing whether various sizes and locations of windows in an image might 

include portions of skin, it can be advantageous to use the integral image techniques 

disclosed in US 2002/0102024, Violla-Jones with the skin map probability values produced 

for an image. 

In such an integral image, each element is calculated as the sum of intensities i.e. skin 

25 probabilities of all points above and to the left of the point in the image. The total intensity of 

any sub-window in an image can then be derived by subtracting the integral image value for 

the top left point of the sub-window from the integral image value for the bottom right point 

of the sub-window. Also intensities for adjacent sub-windows can be efficiently compared 

using particular combinations of integral image values from points of the sub-windows. 

30 Thus the techniques employed to construct an integral image for determining the 

luminance of a rectangular portion of the final image may equally be employed to create a 

skin probability integral image. Once this integral image skin map (IISM) is created, it 

enables the skin probability of any rectangular area within the image to be quickly 
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determined by simple arithmetic operations involving the four comer points of the rectangle, 

rather than having to average skin values over the full rectange. 

In the context of a fast face detector as described in the remainder of this 

specification, it can be understood that obtaining a rapid calculation of the averaged local 

5 skin pixel probability within a sub-window enables the skin probability to be advantageously 

employed either to confirm a local face region, or to be used as an additional, color sensitive 

classifier to supplement conventional luminance based Haar or census classifiers. 

Alternatively or in combination with detection of skin regions, where the acquired 

image is one of a stream of images being analyzed, the candidate face regions might be face 

10 regions detected in previous frames, such as may be disclosed at US Application No. 

11/464,083, (Ref: FN143) filed August 11, 2006. 

Figure 2a illustrates the detection window oscillating diagonally around an initial 

position ( outlined in bold). Figure 2b illustrates a smaller scale detection window oscillating 

transversely around the initial position before further face detection is performed. These 

15 oscillations dox,doy and scale changes ds are typically smaller that the dx,dy step of the 

detection window. A decision as to scale of oscillation depends on results of applying the 

search algorithm on the initial window. Typically, a range of about 10-12 different sizes of 

detection window may be used to cover the possible face sizes in an XVGA size image. 

Returning to the operation of the main face detector, we note that ace detection is 

20 applied for the detection window at step 34, and this returns a confidence level for the 

detection window. The particular manner in which the detection window oscillates around a 

particular location and the calculation of the confidence level in the preferred embodiment is 

as follows: 

Once a given detection window location has been tested for the presence of a face, the 

25 window is sequentially shifted by-dox,-doy; +dox,-doy; +dox,+doy; and -dox,-doy (as 

shown in Figure 2(a)) and tested at each of these four locations. The confidence level for the 

window location and four shifted locations is accumulated. The confidence level may then 

be ported to each new window based on the new window size and location. If a target face­

validation confidence threshold is not reached, the detection window is shrunk (indicated by 

30 ds). This smaller detection window is tested, then sequentially shifted by -dox,0; +dox,0; 

0,+doy; and 0,-doy (as shown in Figure 2(b)) and tested at each of these four locations. The 

confidence level for these five locations of the smaller scale detection window is added to the 

previous confidence level from the larger scale window. 
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The confidence level for the detection window location is recorded at step 36. 

If the detection window has not traversed the entire image/region to be searched at 

step 38, it is advanced as a function of the confidence level stored for the location at step 40. 

In the preferred embodiment, where the confidence level for an immediately previous 

5 detection window at the present window size has exceeded a threshold, then the x and y 

increment for the detection window is decreased. 

Referring now to Figure 4, which shows how in the preferred embodiment, the shift 

step is adjusted when the confidence level for a location signals the probability of a face in 

the vicinity of the location. For the first four rows of searching, a relatively large increment 

10 is employed in both x and y directions for the detection window. For the location of detection 

window 1 O(a), however, it is more than likely that the oscillation of the window in the 

bottom-right direction will provide the required confidence level of the face 14 being at the 

location. As such, the increment for the detection window in the x and y directions is 

decreased. In the example, the confidence level will remain above the determined threshold 

15 until the detection window location passes to the right of the line tl2. At this time, the x 

increment reverts to the original large increment. Having incremented by the small increment 

in the y direction, the detection window is advanced on the next row with a large x increment 

until it reaches the line tl I. Either because the confidence level for this location will again 

exceed the required threshold or indeed because it did for the previous row, the x increment is 

20 again decreased until again the detection window passes to the right of the line tl2. This 

process continues until the detection window arrives at location lO(b). Here, not alone is the 

confidence level for increased resolution face detection reached, but the face 14 is detected. 

In the preferred embodiment, this causes both the x and y increments to revert to original 

large increments. 

25 If a face is not detected in a region following a confidence level triggering at a face-

like (but not an actual face) position, the x and y increments return to their original relaxed 

value, when over the whole extent of a row, the confidence levels do not rise above the 

threshold level. So for example, in the row after the detection window passes location lO(c), 

no detection window will produce a confidence level above the threshold and so after this 

30 row, the y increment would revert to its relaxed level, even if a face had not been detected at 

location lO(b ). 
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Once the image and/or its regions have been traversed by a detection window of a 

given size, unless this has been the smallest detection window at step 42 of Figure 3, the next 

smallest detection window is chosen at step 30, and the image traversed again. 

In certain embodiments, when the confidence Level for an immediately previous 

5 detection window at the present window size exceeds a threshold, a change in dx,dy for a 

detection window is triggered. However, this change could equally and/or additionally be a 

function of or be triggered by the confidence level for a bigger detection window or windows 

at or around the same location. 

In certain embodiments, detection windows are applied from the largest to the 

10 smallest size and so it is assumed that a given location has been checked by a larger sized 

detection window before a given sized detection window, so indicating that if a face has not 

been detected for the larger sized detection window, it is to be found near that location with a 

smaller sized detection window. Alternatively, it can indicate that even if a face has been 

found at a given location for a larger sized detection window, there is a chance that the face 

15 might be more accurately bounded by a smaller sized detection window around that location 

when subsequently applied. 

As many more windows may be employed when looking for smaller size faces than 

larger faces, where confidence levels from larger detection windows are used to drive the 

increments for smaller detection windows, the savings made possible by embodiments of the 

20 present invention are greater than if smaller detection windows were applied first. 

In the embodiments described above, for a given detection window size, either a large 

or small x or y increment is employed depending on whether or not a face is likely to be in 

the vicinity of a detection window location. However, the increment can be varied in any 

suitable way. So for example, the increment could be made inversely proportional to the 

25 confidence level of previous detection windows applied in the region. 

30 

Alternatively, instead of returning a quasi-continuous value as described above, the 

confidence Level returned by the face detection process 34 could be discretely-valued 

indicating either: (i) no face; (ii) possible face; or (iii) face, each causing the advance step 40 

to act as set out in relation to Figure 4. 

The detection window does not have to move along a row. Instead, its progress in 

each of the x and y directions may be adjusted from one increment to the next as a function of 

the confidence level of previous detection windows applied in the region. 
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The embodiments described above can be implemented in a digital image processing 

device such a digital stills camera, a digital video camera, camera phone or the like. The 

embodiments due to their computational efficiency can be implemented within a real-time 

face detection function which for example enables the device to highlight with a respective 

5 boundary ( corresponding to a detection window) in a viewfinder faces detected in an 

acquired image or image stream. 

Alternatively or in addition, the embodiments can be implemented within an off-line 

face detection function either within a digital image processing device or in a connected 

computing device to which an image is transferred or which has access to the image, to 

Io provide more efficient face detection. 

Alternatively or in addition, the detected face regions can be employed with image 

post-processing functions such as red-eye detection and/or correction, or for example face 

expression detection and/or correction, or face recognition. 

Where the detected face regions are employed in facial recognition, as many facial 

15 recognition systems remain sensitive to slight variations in either facial rotation or size, it is 

advantageous to apply post-processing measures in order to optimize the accuracy of facial 

recognition. This is because, even where frontal face regions are detected and saved, these 

regions may not be optimally aligned or scaled for the purposes of face recognition. Also, it 

should be noted that many images captured are consumer images and that subjects in such 

20 images will rarely maintain their faces in a squarely facing frontal position at the time of 

image acquisition. 

Where as in the embodiment above, the face detection employed is highly optimized 

for speed and for the accurate determination of the presence of a face region, face detection is 

typically not optimized to accurately match the precise scale, rotation or pose of a detected 

25 face region. 

30 

There are many techniques known in the prior art for achieving such normalization, 

however, in an embedded imaging device, such as a digital camera, where processing must be 

both compact in terms of code footprint and efficient resource usage, it can be impractical to 

deploy more of such complex processing. 

Thus, in one embodiment the face detector, already available within the image 

acquisition device, can be re-purposed for use in post-processing of detected/tracked face 

regions. In the embodiment, a supplementary frontal face detector which is generally 

identical to a standard detector, but highly optimized at the training stage to detect only 
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frontal faces is employed. So for example, the frontal face detector would not be suitable for 

normal face detection/tracking where a more relaxed detector, hereafter referred to as a 

standard detector is required. 

Referring now to Figure 5, in this embodiment, if a face region to which face 

5 recognition is to be applied is originally detected, step 50, with an initial probability less than 

a 1st threshold, the region is expanded by say, X=20% to include a surrounding peripheral 

region and extracted from the acquired image, step 52. This larger region is typically 

sufficient to contain the entire face. 

A standard detector is next applied to the expanded region, step 54, but across a 

10 smaller range of maximum and minimum scales, and at finer granular resolution than would 

be employed across a full image. 

As an example, at step 54, the detector might scale from 1.1 to 0.9 times the size of 

the face region determined by the original detection process, step 50, but in increments of 

0.025; thus 0.9, 0.925, 0.95, 0.975, 1.00, and so on, and similarly with step size. The goal is 

15 to determine a sub-window optimized in scale and alignment within the extracted, expanded 

face region where the face probability is highest. Ideally, such a sub-window will exceed a 

2nd threshold probability for face detection no less than the 1st threshold. If not, and if rotation 

is not to be applied in an attempt to improved this probability, then this face region is marked 

as "unreliable" for recognition, step 56. 

20 Where the first or second thresholds are exceeded then either the sub-window for the 

originally detected face region or the optimized window from step 54 are expanded by say Y 

= 10% < X, step 58. 

The frontal face detector is then applied to the expanded region, step 60. If a sub­

window with a face detection probability above a third threshold (higher than each of the first 

25 and second thresholds is identified), step 62, then that sub-window is marked as "reliable" 

and is passed on to a recognition process, step 64. 

Where the frontal face detection step fails at step 62, but we know there is a high 

probability face region, then it is likely that one or both of a small rotational or pose 

normalization is also required to produce a face region suitable for face recognition. 

30 In one embodiment, the original Xo/o expanded face region is next rotated through one 

of a number of angular displacements, say -0.2, -0.15, -0.1, -0.05, 0.0, +0.05, +0.1, +0.15 and 

+0.2 radians, step 66, and the fine grained standard face detection and possibly frontal face 

detection steps are re-applied as before. 
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Ideally, the face probability will increase above the required 3rd threshold as these 

angular rotations are applied to the extracted face region and the face region can be marked as 

"reliable". It will also be seen that the potentially changing probabilities from face region 

rotation can also be used to guide the direction of rotation of the region. For example, if a 

5 rotation of -0.05 radians increases the face detection probability but not sufficiently, then the 

next rotation chosen would be -0. l radians. Whereas if a rotation of -0.05 radians decreases 

the face detection probability, then the next rotation chosen would be 0.05 radians and if this 

did not increase the face detection probability, then the face region could be marked as 

"unreliable" for recognition, step 56 

10 As an alternative or in addition to this in-plane rotation of the face region, an AAM 

(Active Appearance Model) or equivalent module can be applied to the detected face region 

in an attempt to provide the required pose normalization to make the face region suitable for 

face recognition. AAM modules are well known and a suitable module for the present 

embodiment is disclosed in "Fast and Reliable Active Appearance Model Search for 3-D 

15 Face Tracking", F Dornaika and J Ahlberg, IEEE Transactions on Systems, Man, and 

Cybernetics-Part B: Cybernetics, Vol 34, No. 4, pg 1838-1853, August 2004, although other 

models based on the original paper by TF Coates et al "Active Appearance Models" Proc. 

European Conf. Computer Vision, 1998, pp 484-498 could also be employed. 

In this embodiment, the AAM model has two parameters trained for horizontal and 

20 vertical pose adjustments, and the AAM model should converge to the face within the 

detected face region indicating the approximate horizontal and vertical pose of the face. The 

face region may then be adjusted by superimposing the equivalent AAM model to provide a 

"straightened" face region rotated out of the plane of the image, step 68. 

Again, fine grained standard face detection and frontal face detection steps are re-

25 applied, and if the threshold for the detected face region(s) is not above the required 

probability, then small incremental adjustments of the horizontal and vertical pose may be 

stepped through as before until either the frontal face detector probability increases 

sufficiently to mark the face region as "reliable" or the face region is confirmed to be 

"unreliable" to use for face recognition purposes. 

30 US Patent Application 11/752,925 filed May 24, 2007 (Ref: FNI 72) describes 

capturing face regions from a preview stream and subsequently aligning and combining these 

images using super-resolution techniques in order to provide a repair template for portions of 

a facial region in a main acquired image. These techniques may be advantageously employed, 
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in addition to or as an alternative to the steps above, independently or as part of a post­

processing step on a face region in order to bring the face region into a substantially frontal 

alignment before face recognition. 

In other alternative applications for detected face regions, the selected regions may be 

5 consecutively applied to a series of images such as preview images, post-view images or a 

video stream of full- or reduced-resolution images, or combinations thereof, where the 

confidence level as well as the window locations are passed from one preview image, post­

view image, etc., to the next. 

While an exemplary drawings and specific embodiments of the present invention have 

10 been described and illustrated, it is to be understood that that the scope of the present 

invention is not to be limited to the particular embodiments discussed. 

In addition, in methods that may be performed according to preferred embodiments 

herein and that may have been described above, the operations have been described in 

selected typographical sequences. However, the sequences have been selected and so ordered 

15 for typographical convenience and are not intended to imply any particular order for 

performing the operations, except for those where a particular order may be expressly set 

forth or where those of ordinary skill in the art may deem a particular order to be necessary. 
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Claims: 

1. A method of detecting a face in an image comprising: 

(a) performing face detection within a first window of said image at a first location; 

(b) obtaining from said face detection a confidence level indicating a probability of 

said image including a face at or in the vicinity of said first location; and 

(c) performing said face detection within a second window at a second location 

wherein said second location is determined based on said confidence level. 

2. A method as claimed in claim 1, wherein direction and magnitude of 

displacement within said image from said first location to said second location comprise a 

function of said confidence level. 

3. A method as claimed in claim 1, further comprising repeating (a) to (c) for one 

15 or more additional windows in different locations until said performing face detection results 

in positive detection of a face. 

4. A method as claimed in claim 1 further comprising repeating (a) to (c) for one 

or more additional windows in different locations until face detection has been performed 

20 over an entire region of interest. 

25 

30 

5. A method as claimed in claim 4, wherein the dimensions of said one or more 

additional windows depend on said confidence level. 

6. A method as claimed in claim 1, further comprising repeating (a) to (c) until 

face detection for multiple predetermined sizes of windows has been performed over an 

entire region of interest of said image. 

7. A method as claimed in claim 1, further comprising 

determining a set of regions of interest for said image, and 

repeating steps ( a) to ( c ) for all said regions of interest. 
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8. A method as claimed in claim 1, further comprising identifying at least one 

region of said image likely to contain a face; and repeating (a) to (c) until face detection is 

performed over substantially an entirety of said at least one region. 

5 9. A method as claimed in claim 1, further comprising identifying at least one 

region of said image likely to contain a face; and repeating (a) to (c) until face detection is 

performed concentrically inside said at least one region. 

10. A method as claimed in claim 1, wherein said face detection comprises 

1 o applying a chain of classifiers to said windows of said image and wherein said confidence 

level comprises a function of a number of classifiers successfully applied to said windows. 

11. A method as claimed in 1, wherein said face detection returns a confidence 

level indicating that no face is present in the vicinity of said first location, that a face may be 

15 present in the vicinity of said first location, or that a face is present at said first location. 

12. A method as claimed in claim 1, wherein said second location is determined 

by advancing said window in an x-amount in a first direction and in an orthogonal second 

direction by y-amount from the first location, wherein any overlap of the first and second 

20 windows is based on a said confidence level. 

13. A method as claimed in claim 12, wherein a size of the second window relative to 

a size of said first window is also based on said confidence level. 

25 14. A method as in claim 12, wherein the x-amount or y-amount, or both, are less for 

a higher confidence level that the image includes a face in the vicinity of the first location. 

15. A method as claimed in claim 12, wherein the x-amount or they-amount, or 

both, are greater for a higher confidence level that the image includes a face at the first 

30 location. 
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16. A method as claimed in claim 12, wherein the x-amount or the y-amount, or 

both, are greater for a higher confidence level that the image does not include a face at the 

first location. 

17. A method as claimed in claim 12, wherein the x-amount and the y-amount 

depend separately on face detection confidence levels in the first and second directions, 

respectively. 

18. A method as claimed in claim I, wherein when there is a confidence level above 

10 a threshold value that a face is detected in the vicinity of said first location, then the second 

location is selected such that the second window overlaps said first window to center on said 

face, and when there is a confidence level below said threshold, the second location is 

selected so that the second window does not overlap the first window. 

15 

20 

25 

30 

19. A method as claimed in claim I, further comprising pre-determining one or more 

regions of interest within the image each as having an enhanced likelihood of including a 

face, and locating a detection window at a suitable comer of each such region of interest, and 

applying (a) to (c) to each such region of interest. 

20. A method as claimed in claim 19, wherein (a) to (c) are applied to two or more 

regions of interest in time periods with at least some temporal overlap. 

21. A method as claimed in claim 19, wherein said one or more regions of interest 

comprise one or more regions including a number of skin pixels. 

22. A method as claimed in claim 19, wherein said image is an image in a stream of 

images and wherein said regions of interest comprise one or more regions in which a face has 

been detected in a previous image of said stream. 

23. A method as claimed in claim I wherein said step (c) comprises: 

responsive to said confidence level indicating a face at or in the vicinity of said first 

location, performing detection of a frontally aligned face within a second window at a second 
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location wherein said second location is determined based on a confidence level indicating a 

probability of a candidate region including said face at or in the vicinity of said first location. 

24. A method as claimed in claim 23 comprising: 

( d) responsive to detection of a frontally aligned face in any candidate region, 

selectively applying face recognition to said candidate region. 

25. A method as claimed in claim 24 wherein face recognition is applied in response 

to any candidate region having a probability of including a face greater than a threshold. 

26. A method as claimed in claim 23 wherein said performing detection of a frontally 

aligned face is performed in a candidate region including said face detected at or in the 

vicinity of said first location. 

27. A method as claimed in claim 26 wherein performing detection of a frontally 

aligned face is performed in response to said candidate region having a probability of 

including a face greater than a first threshold. 

28. A method as claimed in claim 26 comprising: 

20 responsive to said first location having a probability of including a face less than a 

25 

30 

first threshold, extracting an extended region including said first location from said image and 

performing face detection in said extended region with a relatively fine granularity to provide 

said candidate region. 

29. A method as claimed in claim 26 comprising: 

responsive to a candidate region having a probability of including a face less than a 

second threshold, rotating an extended region including said face region through one of a 

sequence of angles and performing face detection in said rotated extended region with a 

relatively fine granularity to provide another candidate region. 

30. A method as claimed in claim 26 comprising: 

responsive to a candidate region having a probability of including a face less than a 

second threshold, rotating said face within said extended region through one of a sequence of 
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angles and performing face detection in said extended region with a relatively fine granularity 

to provide another candidate region. 

31. A digital image processing device adapted to: 

(a) perform face detection within a first window of an acquired image at a first 

location; 

(b) obtain from said face detection a confidence level indicating a probability of said 

image including a face at or in the vicinity of said first location; and 

(c) perform said face detection within a second window at a second location wherein 

10 said second location is determined based on said confidence level. 

32. A computer program product which when executed in a digital image 

processing device is operable to perform the steps of: 

(a) performing face detection within a first window of an acquired image at a first 

15 location; 

(b) obtaining from said face detection a confidence level indicating a probability of 

said image including a face at or in the vicinity of said first location; and 

( c) performing said face detection within a second window at a second location 

wherein said second location is determined based on said confidence level. 
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FACE DETECTION AND RECOGNITION 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims prfority from U.S. patent application serial no. 14/078,071, 

filed November 12, 2013 entitled "~ACE DETEC"flON AND RECOGNITION", of which the entire 

5 contents is hereby incorporated by reference in its entirety. 

FIELD OF THE INVENTION 

[0002] The present invention relates to face and portrait extraction using face detection and 

recognition and application thereof. 

BACKGROUND OF THE INVENTION 

10 [0003] Social networks presently exist as a means to connect individuals using a website. 

15 

20 

25 

The following definition exists in the PCMAG.COM™ encyclopedia for "social network": 

[0005] 

[0004] An association of people drawn together by family, work or hobby. The term was 

first coined by Professor J. A. Barnes in the 1950s, who defined the size of a social 

network as a group of about 100 to 150 people. 

The following definition exists in the PCMAG.COM™ encyclopedia for "social 

network site": 

[0006] A Web site that provides a virtual community for people interested in a particular 

subject or just to "hang out" together. Members communicate by voice, chat, instant 

message, videoconference and biogs, and the service typically provides a way for 

members to contact friends of other members. Such sites may also serve as a vehicle 

for meeting in person. The "social networking site" is the 21st century term for "virtual 

community," a group of people who use the Internet to communicate with each other 

about anything and everything. 

[0007] Friendster (www.friendster.com) was the first social networking site, which was 

introduced in 2002 and followed by MySpace (www.myspace.com) a year later. Started 

by two friends, MySpace became extremely popular, and its parent company, Intermix, 

was acquired by News Corporation for $580 million two years after MySpace was 

launched. 
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[0008] Facebook (www.facebook.com) came out in 2004 initially targeting college 

students, but later welcoming everyone. Following Facebook were TagWorld 

(www.tagworld.com) and Tagged (www.tagged.com). TagWorld introduced tools for 

creating more personalized Web pages, and Tagged introduced the concept of building 

tag teams for teens with like interests. 

[0009] Social networking sites compete for attention much like the first Web portals 

when the Internet exploded onto the scene in the mid-1990s. Many variations are 

expected. 

[001 O] Many social network sites allow users to upload and share photos. Some also 

10 incorporate a feature for tagging photos to identify the names of people (faces) in the photos 

(FACEBOOK™, for example, provides this feature). Based on user surveys the majority of 

respondents state that the tagging effort is manual and very time consuming. Also, for privacy 

reasons, many users do not upload all of their digital photos to the sharing website. It is also 

very time consuming and bandwidth intensive to upload thousands of photos. So while a user 

15 of a social network site may have 10,000 digital photos on their local computer, they only upload 

one or two hundred to share with their friends. This is based on user surveys conducted by 

Applied Recognition Inc. in September 2007. 

[0011] There are also websites that allow registered users to upload digital photos and 

digital video and store them on a website for sharing purposes. These are dedicated to this 

20 purpose. Examples of these sites include FLICKR™ and PHOTOBUCKET™. The drawback 

with these sites is that all tagging of photos to identify friends is manual and time consuming; 

PHOTOBUCKET™ does not allow people tagging in a photo. With FLICKR™, if an average 

photo contains two people, then it may take 10 - 15 seconds per photo to tag the people. When 

that time is multiplied by 100 or 1000, it becomes too time-consuming and the average person 

25 just will not perform tagging. 

[0012] Rapid growth in photo-taking devices is occurring today with the incorporation of 

digital cameras in most modern cell phones. In fact, more cameras are sold via cell phones 

today than all dedicated digital cameras combined. This is causing a proliferation in the number 

of digital images that are uploaded and stored on home computers. Because the average 

30 number of digital images exceeds 1000 based on our surveys, the effort is too great to manually 

tag and properly organize the images for the majority of people. 

2 
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[0013] One company, RIYA™ (www.riya.com), created a product that is web-based for 

identifying faces in digital photos. This product involved the download of a software module for 

identifying faces in photos on the user's local computer before uploading these photos to the 

remote RIY A TM web-based server where the faces were compared with other faces to find 

5 matches. This product is a prototype and as such has no automatic photo sharing features 

based on recognition. It also has no features for enabling the user to correct the inevitable 

errors that occur in any automated face detection and recognition method. 

[0014] Prior to 2007, image searches were conducted using text or dates related to the 

photo such as captions, titles, description, creation date, etc., as opposed to the image content 

10 itself. Since then there have been a number of companies that began introducing face detection 

and recognition in consumer photo applications including: in 2008, Google introduced face 

recognition into Picasa; Polar Rose application for Flickr in 2009; Apple purchased Polar Rose 

in 2010 and introduced the feature in iPhoto; Microsoft introduced face recognition their Photo 

Gallery product in 201 0; Facebook introduced face detection in 201 0; and in 2010 Sony 

15 Ericsson integrated face-recognition software into its photo gallery. 

SUMMARY OF THE INVENTION 

[0015] In one aspect of the present invention, a method for recognizing one or more faces in 

a digital image is provided, the method characterized by: (a) generating one or more face 

coordinates corresponding to one or more candidate regions for one or more faces; (b) 

20 generating eye coordinates based on the face coordinates; (c) detecting each face using one or 

more projection images defined by the face coordinates and the eye coordinates; and (d) 

comparing each projection image with one or more known projection images, wherein a 

similarity threshold is provided for defining a best match between the projection image and the 

known projection images. 

25 [0016] In another aspect of the present invention, a method for sharing a digital image 

depicting one or more faces is provided, the method characterized by: (a) linking a plurality of 

computer terminals to a computer network, each computer terminal associated with an 

individual; (b) linking the digital image to at least one of the computer terminals; (c) enabling at 

least one of the computer terminals to initiate a face recognition routine on the digital image, the 

30 face recognition routine producing a list of one or more persons whose faces are depicted in the 

digital image, at least one of the persons being one of the individuals; and (d) enabling at least 

3 

Page 261 of 675



WO 2015/070320 PCT/CA2014/000802 

one of the computer terminals to initiate a sharing routine for disseminating the digital image to 

the computer terminals associated with the one or more persons. 

[0017] In another aspect of the present invention, a method for sharing a digital image 

depicting one or more faces is provided, the method characterized by: (a) linking a plurality of 

5 computer terminals to a computer network and a plurality of cloud services with the digital 

images and metadata storeq in a cloud-based data repository. (b) linking the digital image to at 

least one of the computer terminals; (c) enabling at least one of the computer terminals to 

initiate a face recognition routine on the digital image, the face recognition routine producing a 

list of one or more persons whose faces are depicted in the digital image, at least one of the 

10 persons being one of the individuals; and (d) enabling at least one of the computer terminals to 

initiate a sharing routine for disseminating the digital image to the computer terminals 

associated with the one or more persons. 

[0018] In another aspect of the present invention, a method for sharing a digital image 

depicting one or more faces is provided, the method characterized by: (a) linking a plurality of 

15 computer terminals to a computer network, each computer terminal associated with an 

individual and a plurality of cloud services with the digital images and metadata stored on each 

computer terminal and in a cloud-based data repository. (b) linking the digital image to at least 

one of the computer terminals; (c) enabling at least one of the computer terminals to initiate a 

face recognition routine on the digital image, the face recognition routine producing a list of one 

20 or more persons whose faces are depicted in the digital image, at least one of the persons 

being one of the individuals; and (d) enabling at least one of the computer terminals to initiate a 

sharing routine for disseminating the digital image to the computer terminals associated with the 

one or more persons. 

[0019] In another aspect of the present invention, a method for sharing a digital image 

25 depicting one or more faces is provided, the method characterized by: (a) linking a plurality of a 

cameras or smart phones with cameras taking a picture or taking video images and linking a 

plurality of computer terminals to a computer network, each computer terminal associated with 

an individual and a plurality of cloud services with the digital images and metadata stored on 

each computer terminal and in a cloud-based data repository. (b) linking the digital image to at 

30 least one of the computer terminals; (c) enabling the cameras or smart phones with cameras to 

initiate a face recognition routine on the digital image, the face recognition routine producing a 

list of one or more persons whose faces are depicted in the digital image, at least one of the 

persons being one of the individuals; and (d) enabling at least one of the computer terminals to 
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initiate a sharing routine for disseminating the digital image to the computer terminals 

associated with the one or more persons. 

[0020] In a further aspect of the present invention, a system for recognizing one or more 

faces in a digital image is provided, the system characterized by: (a) one or more face 

5 coordinates corresponding to one or more candidate regions for one or more faces; (b) eye 

coordinates generated based on the face coordinates; (c) one or more projection images 

defined by the face coordinates and the eye coordinates; and (d) a similarity threshold for 

defining a best match between each projection image and one or more known projection 

images, the best match determining an identity corresponding to each of the one or more faces. 

10 [0021] In a still further aspect of the present invention, a system for sharing a digital image 

depicting one or more faces is provided, the system characterized by: (a) a plurality of computer 

terminals linked to a computer network, each computer terminal associated with an individual; 

(b) a digital image operable to be linked to at least one of the computer terminals; (c) a face 

recognition routine operable to be initiated by at least one of the computer terminals, the face 

15 recognition routine producing a list of one or more persons whose faces are depicted in the 

digital image, at least one of the persons being one of the individuals; and (d) a sharing routine 

operable to be initiated by at least one of the computer terminals, the sharing routine 

disseminating the digital image to the computer terminals associated with the one or more 

persons. 

20 [0022] In yet another aspect of the present invention, a method for providing secure 

targeted advertising is provided, the method characterized by: (a) tracking one or more 

demographic properties associated with an individual registered to a computer program; (b) 

retrieving from a first source a list of advertising pointers associated with one or more 

advertisements targeted based on the one or more demographic properties; (c) retrieving from a 

25 second source the one or more advertisements; (d) deleting the one or more demographic 

properties from the first source; and (e) presenting the advertisements to the individual. 

[0023] In a further aspect of the present invention, a system for recognizing one or more 

faces in a digital image is provided, the system characterized by: (a) one or more face 

coordinates corresponding to one or more candidate regions for one or more faces; (b) eye 

30 coordinates generated based on the face coordinates; (c) one or more projection images 

defined by the face coordinates and the eye coordinates; and (d) a similarity threshold for 

defining a best match between each projection image and one or more known projection 

images, the best match determining an identity corresponding to each of the one or more faces. 
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[0024) In a still further aspect of the present invention, a system for sharing a digital image 

depicting one or more faces is provided, the system characterized by: (a) a plurality of computer 

terminals linked to a computer network, each computer terminal associated with an individual; 

(b) a digital image operable to be linked to at least one of the computer terminals; (c) a face 

5 recognition routine operable to be initiated by at least one of the computer terminals, the face 

recognition routine producing a list of one or more persons whose faces are depicted in the 

digital image, at least one of the persons being one of the individuals; and (d) a sharing routine 

operable to be initiated by at least one of the computer terminals, the sharing routine 

disseminating the digital image to the computer terminals associated with the one or more 

10 persons. 

[0025) In yet a further aspect of the present invention, a system for providing secure 

targeted advertising is provided, the system characterized by: (a) one or more demographic 

properties associated with an individual registered to a computer program; (b) a first source 

operable to provide a list of advertising pointers associated with one or more advertisements 

15 targeted based on the one or more demographic properties; ( c) a second source operable to 

provide the one or more advertisements; (d) a means for deleting the one or more demographic 

properties from the first source; and (e) a means for presenting the advertisements to the 

individual. 

[0026) In a further still aspect of the present invention, a computer program product for 

20 recognizing one or more faces in a digital image is provided, the computer program product 

characterized by: (a) a computer readable medium including software instructions; and (b) the 

software instructions for enabling the computer to perform predetermined operations, the 

predetermined operations including the steps of: (i) generating one or more face coordinates 

corresponding to one or more candidate regions for one or more faces; (ii) generating eye 

25 coordinates based on the face coordinates; (iii) detecting each face using one or more 

projection images defined by the face coordinates and the eye coordinates; and (iv) comparing 

each projection image with one or more known projection images, wherein a similarity threshold 

is provided for defining a best match between the projection image and the known projection 

images. 

30 [0027) In another aspect of the present invention, a computer program product for sharing a 

digital image depicting one or more faces is provided, the computer program product 

characterized by: (a) a computer readable medium including software instructions; and (b) the 

software instructions for enabling the computer to perform predetermined operations, the 
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predetermined operations including the steps of: (i) linking a plurality of computer terminals to a 

computer network, each computer terminal associated with an individual; (ii) linking the digital 

image to at least one of the computer terminals; (iii) enabling at least one of the computer 

terminals to initiate a face recognition routine on the digital image, the face recognition routine 

5 producing a list of one or more persons whose faces are depicted in the digital image, at least 

one of the persons being one of the individuals; and (iv) enabling at least one of the computer 

terminals to initiate a sharing routine for disseminating the digital image to the computer 

terminals associated with the one or more persons. 

[0028] In yet another aspect of the present invention, a computer program product for 

10 providing secure targeted advertising is provided, the computer program product characterized 

by: (a) a computer readable medium including software instructions; and (b) the software 

instructions for enabling the computer to perform predetermined operations, the predetermined 

operations including the steps of: (i) tracking one or more demographic properties associated 

with an individual registered to a computer program; (ii) retrieving from a first source a list of 

15 advertising pointers associated with one or more advertisements targeted based on the one or 

more demographic properties; (iii) retrieving from a second source the one or more 

advertisements; (iv) deleting the one or more demographic properties from the first source; and 

(v) presenting the advertisements to the individual. 

[0029] The present invention, in a further aspect thereof, enables capturing portraits of 

20 people whose faces are located in an image. If faces are detected in an image, the computer 

program herein provided captures the XY coordinates of the location of the face and records 

this in the database. The computer program may be configured to adjust the size of the face 

region in order to capture and create a portrait (or thumbnail) of the person. Furthermore the 

computer program provided herein may automatically adjust the rotation of the face to render 

25 the face position vertically for the portrait with eyes on a horizontal plane. 

[0030] The present invention, in a further aspect thereof, enables the utilization of portraits 

captured and stored in a database of people whose faces are located in an image. The 

computer program may select and merge a portrait with an advertisement or a product image 

for display to the consumer. The computer program may be configured to adjust the size of the 

30 portrait to match the size requirements of the advertisement or product image 

[0031] The present invention, in a further aspect thereof, enables hiding of people whose 

faces are located in an image. The computer program queries the database for the XY 

coordinates of the location of the face to be suppressed. The user of the computer program may 
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select an image that is used to mask the existing face region. The computer program will 

overlay the selected image over the face of the selected person - in a single image or all images 

containing that person - and display the modified image to the consumer. This action may be 

taken for entertainment purposes or to hide negative memories. The computer program may be 

5 configured to adjust the size of the portrait to match the size requirements of the selected face 

size to hide. The computer program may store the modifications in metadata or apply the 

changes permanently to the original photo. The edges of the overlayed (replacement) image 

may be adjusted to match color, intensity, brightness, texture and other characteristics to blend 

into the original image and be more visually appealing. 

10 (0032) Yet another aspect of the present invention enables the display of faces or portraits 

captured from photos in historical order. The computer program enables the capturing of 

portraits from images. The computer also tracks the date of the photo either from file 

information, EXIF (metadata) information or the user of the computer program may optionally 

specify a date for an image such as is required for scans of older non-digital photos. The 

15 computer program employs date data from photos correlated to portraits captured from such 

photos to arrange the display of the portraits according to date. The computer program can 

subsequently use photo morphing techniques to generate and display an animation the 

evolution of a person's face over time. 

(0033) Yet another aspect of the present invention enables the faces or portraits captured 

20 from photos to be utilized as content for games and exercises. The computer program enables 

the capturing of portraits from images. The computer program also maintains a database of 

people in the photos and the relationships between people. The computer program, using such 

data, correlates the user of the program ("the player") with photos and portraits captured from 

such photos to arrange the display of said photos and portraits customized based on the player 

25 of the game or exercise. Such customization could be a simple as a slide show of the photos 

based on the relationship. The customization could also be games such as those useful for 

people with Alzheimer's or Dementia where personal photos and relationships can be presented 

to the Alzheimer patient as a game or exercise. This category of treatment is generally known 

as photo reminiscence therapy. The computer program using the index of photos and portraits 

30 extracted from photos retrieve such photos and portraits based on database queries and 

embeds selected images into games and exercises. 

(0034) The present invention, in a further aspect thereof, facilitates the creation of a family 

tree as an index for the photos. The computer program queries the database for all portraits 
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related to a given user and then presents the same to the user. The user of the computer 

program then selects the portraits and drags them on to a specific node in the family tree to add 

a new relationship. The computer program will dynamically spawn additional relationships as 

the user drags new portraits of relatives on to the family tree diagram. Once all portraits for a 

5 given family have been added to the family tree it is complete and then becomes a dynamic 

index for the consumer to display and locate photos. Optionally the same tree format can be 

used to connect friends together and show the (self-defined) relationships between different 

categories of friends. Example would be co-workers, high school friends, college friends, etc. 

[0035] The present invention, in a further aspect thereof enables the use of group portraits 

10 to act as an index for the photos. This is of particular interest to any organization of people. 

Typically organizations maintain group photos by year. For example a sports team will have a 

team photo displaying the players for every season. A scout troop, orchestra, class photo, club 

etc. will typically use the same approach. The computer program enables the use of group 

photos and the resultant identification of subjects in said photos to act as an index to photos 

15 containing individuals within the group. This enables the organization and structuring of photo 

displays based on year/season as well as by group members, and group member subsets. 

[0036] Yet another aspect of the present invention enables the displays of faces or portraits 

of missing children, FBI most wanted and similar requirements to find a person. The computer 

program displays these images to users of the computer program seeking the assistance of 

20 users to find the said persons. The computer also delivers the face signatures of the said 

person being sought and requests the users permission to compare said face signature with 

their personal database and report potential matches. Should there be a potential match the 

user will be presented with such potential match and can optionally notify the respective 

authority of such potential. This could enable the organization to determine a recent or current 

25 location of the individual. It could also enable the organization to determine the name of an 

individual, since the individual's name may be listed in one or more of the user's known persons 

list. 

[0037] In accordance with an aspect of the present invention, there is provided a method 

performed by at least one computer, the method comprising: detecting at least one face in at 

30 least one digital image; determining and storing area co-ordinates of a location of the at least 

one detected face in the at least one digital image; applying at least one transformation to the at 

least one detected face to create at least one portrait of the at least one detected face; rotating 

the at least one portrait at least until the at least one portrait is shown in a vertical orientation 
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and a pair of eyes of the at least one face shown in the at least one portrait are positioned on a 

horizontal plane; and storing the rotated at least one portrait. 

[0038] In accordance with an aspect of the present invention, there is provided a system 

comprising at least one computer comprising at least one processor and a non-transitory 

5 computer readable memory comprising processing instructions, that when executed by the at 

least one processor, cause the computer to: detect at least one face in at least one digital 

image; determine and store area co-ordinates of a location of the at least one detected face in 

the at least one digital image; apply at least one transformation to the at least one detected face 

to create at least one portrait of the at least one detected face; rotate the at least one portrait at 

10 least until the at least one portrait is shown in a vertical orientation and a pair of eyes of the at 

least one face shown in the at least one portrait are positioned on a horizontal plane; and store 

the rotated at least one portrait. 

[0039) In accordance with an aspect of the present invention, there is provided a method 

performed by at least one computer, the at least one computer comprising or interfacing with a 

15 database, the database comprising a plurality of portraits, each portrait associated with an 

identified person shown in the respective portrait, the method comprising: displaying the 

respective portrait of at least one identified person associated with a user; displaying a visual 

representation of at least one personal relationship to the user; assigning at least one of the 

displayed portraits to at least one of the displayed personal relationships, in accordance with a 

20 received user input; and storing the personal relationship assignments in the database. 

[0040) In accordance with an aspect of the present invention, there is provided a method 

performed by at least one computer, the at least one computer comprising or interfacing with a 

database of portraits and digital images, each portrait associated with an identified person 

shown in the respective portrait, the method comprising: displaying at least one of the digital 

25 images; cross-referencing the displayed at least one digital image with the database of portraits 

to create a list of at least one identified person shown in the at least one digital image; indexing 

at least a subset of the digital images in accordance with the 1ist of at least one identified 

person; and in accordance with a user input selecting at least one of the identified persons from 

the displayed at least one digital image, displaying at least one of the respectively indexed 

30 digital images. 

[0041] In accordance with an aspect of the present invention, there is provided a method 

performed by at least one computer, the at least one computer comprising or interfacing with a 

database of portraits, each portrait associated with an identified person shown in the respective 
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portrait, the method comprising: receiving at least one unidentified portrait; comparing face 

signature of the at least one unidentified portrait against face signatures of portraits of identified 

persons known to the user; in accordance with a positive result of the comparing, prompting the 

user for confirmation of the positive result; and in accordance with the confirmation, associating 

5 the at least one unidentified portrait with the at least one identified person confirmed by the user 

and storing the at least one unidentified portrait in the database. 

[0042] ln accordance with an aspect of the present invention, there is provided a method 

performed by at least one computer, the at least one computer comprising or interfacing with a 

database of digital images and respective metadata identifying a name of at least one identified 

IO person shown in the respective digital image, the method comprising: selecting one of the 

identified persons from the database; determining a count of a total number of digital images 

where the identified person appears; for each identified person shown in at least one of the 

digital images with the selected identified person, determining a count of a total number of 

digital images where the respective identified person appears with the selected identified 

15 person; and displaying a visual representation comprising: a first node representing the selected 

identified person and the respective count of the total number of digital images where the 

identified person appears; for each identified person shown in at least one of the digital images 

with the selected identified person, a second node representing the respective identified person 

shown in at least one of the digital images with the selected identified person, each respective 

20 node further comprising a visual representation of the respective count of the total number of 

digital images where the respective identified person appears with the selected identified 

person; and a link between the first node and each second node. 

[0043] In accordance with an aspect of the present invention, there is provided a method 

performed by at least one computer, the at least one computer comprising or interfacing with a 

25 database of digital images and respective metadata identifying a name of at least one identified 

person shown in the respective digital image, the method comprising: selecting one of the 

identified persons from the database; determining at least one first identified person shown in at 

least one of the digital images together with the selected identified person; and displaying a 

visual representation comprising: for each first identified person, a first tier node representing 

30 the selected identified person and the respective first identified person being shown in at least 

one of the digital images together; and for each first identified person, a second tier node 

representing the respective first identified person being shown in at least one of the digital 

images without the selected identified person. 
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[0044) In accordance with an aspect of the present invention, there is provided a method 

performed by at least one computer, the at least one computer comprising or interfacing with a 

database of portraits, each portrait associated with an identified person shown in the respective 

portrait, the method comprising: selecting one of the identified persons from the database; 

5 ordering a plurality of the portraits associated with the selected identified person based at least 

partly on date metadata associated with each respective portrait; displaying a visual 

representation comprising: a timeline; and an arrangement of the plurality of the portraits along 

the timeline in accordance with the respective ordering. 

[0045] In accordance with an aspect of the present invention, there is provided a method 

IO performed by at least one computer comprising or interfacing with a database of digital images 

and respective metadata identifying a date of the respective digital image, a plurality of the 

digital images showing at least one respective unidentified person ("unidentified digital images"), 

the method comprising: sorting the unidentified digital images by the respective date metadata; 

assigning a respective clustering token to each of the unidentified digital images, wherein the 

15 assigning comprises, in accordance with a determination that a subset of the unidentified digital 

images each show a common unidentified person, assigning a common respective clustering 

token to each of the unidentified digital images of the subset; grouping the unidentified digital 

images by respective clustering token; receiving a new digital image and respective metadata 

identifying a date of the respective new digital image, the new digital image comprising a new 

20 unidentified person; performing at least one comparison of the new unidentified person to the at 

least one respective unidentified person of the plurality of the digital images in an order, wherein 

for each group of unidentified digital images, performing only a single comparison of the new 

unidentified person to the respective common unidentified person; and assigning a clustering 

token to the new digital image in accordance with the comparison performing resulting in a 

25 determination of the new unidentified person common to a respective one of the groups of 

unidentified digital images. 

[0046] In accordance with an aspect of the present invention, there is provided a method of 

suggesting an identification of an unidentified person in a received digital image, the method 

performed by at least one computer comprising or interfacing with a database of portraits and 

30 associated digital images, each portrait associated with an identified person shown in the 

respective portrait, the method comprising: determining that respective portraits of at least two 

identified persons shown in one of the digital images satisfy a comparison threshold with a 

portrait of the unidentified person determined from the received digital image; suggesting an 
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identification of the unidentified person as the respective one of the at least two identified 

persons having a respectively associated portrait that is determined to be a closest match to the 

portrait of the unidentified person from amongst the at least two identified persons; and 

excluding a remainder of the at least two identified persons from being subsequently suggested 

5 from any other one of the digital images as an identification of the unidentified person. 

[0047] In accordance with an aspect of the present invention, there is provided a method of 

suggesting an identification of an unidentified person in a received digital image, the method 

performed by at least one computer comprising or interfacing with a database of portraits and 

associated digital images, each portrait associated with an identified person shown in the 

10 respective portrait, the method comprising: determining that a respective portrait of at least one 

identified person shown in at least one of the digital images satisfies a comparison threshold 

with a portrait of the unidentified person determined from the received digital image; in 

accordance with the determined at least one of the digital images associated with metadata 

comprising a date corresponding to date metadata associated with the received digital image, 

15 suggesting an identification of the unidentified person as the at least one identified person. 

[0048] In accordance with an aspect of the present invention, there is provided a method of 

suggesting an identification of an unidentified person in a received digital image, the method 

performed by at least one computer comprising or interfacing with a database of portraits and 

associated digital images, each portrait associated with an identified person shown in the 

20 respective portrait, the method comprising: in accordance with a determination that the received 

photo comprises at least one identified person associated with a defined group, suggesting an 

identification of the unidentified person based at least partly on a determination that a respective 

portrait of at least one identified person associated with the defined group satisfies a 

comparison threshold with a portrait of the unidentified person determined from the received 

25 digital image. 

[0049] In accordance with an aspect of the present invention, there is provided a method of 

suggesting an identification of an unidentified person in a received digital image, the method 

performed by at least one computer comprising or interfacing with a database of portraits and 

associated digital images, each portrait associated with an identified person shown in the 

30 respective portrait, the method comprising: determining that a respective portrait of at least one 

identified person shown in at least one of the digital images satisfies a comparison threshold 

with a portrait of the unidentified person determined from the received digital image; in 

accordance with the determined at least one of the digital images associated with metadata 
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comprising: a date corresponding to date metadata associated with the received digital image; 

and a location within a predetermined distance threshold of location metadata associated with 

the received digital image; suggesting an identification of the unidentified person as the at least 

one identified person. 

[0050] In accordance with an aspect of the present invention, there is provided a method of 

suggesting an identification of an unidentified person in a received digital image, the method 

performed by at least one computer comprising or interfacing with a database of portraits and 

associated digital images, each portrait associated with an identified person shown in the 

respective portrait, the method comprising: determining that a respective portrait of at least one 

10 identified person shown in at least one of the digital images satisfies a comparison threshold 

with a portrait of the unidentified person determined from the received digital image; determining 

that the received digital image is associated with an event, based at least partly on metadata 

associated with the received digital image; in accordance with the determined at least one of the 

digital images being associated with the event, suggesting an identification of the unidentified 

15 person as the at least one identified person. 

[0051] In accordance with an aspect of the present invention, there is provided a method of 

suggesting an identification of an unidentified person in a received digital image, the method 

performed by at least one computer comprising or interfacing with a database of portraits and 

associated digital images, each portrait associated with an identified person shown in the 

20 respective portrait, the method comprising: determining that a respective portrait of at least one 

identified person shown in at least one of the digital images satisfies a comparison threshold 

with a portrait of the unidentified person determined from the received digital image; extracting 

non-portrait visual information from the determined at least one of the digital images; in 

accordance with a determination of the extracted non-portrait visual information satisfying a 

25 comparison threshold with non-portrait visual information from the received digital image, 

suggesting an identification of the unidentified person as the at least one identified person. 

[0052] In this respect, before explaining at least one embodiment of the invention in detail, it 

is to be understood that the invention is not limited in its application to the details of construction 

and to the arrangements of the components set forth in the following description or illustrated in 

30 the drawings. The invention is capable of other embodiments and of being practiced and carried 

out in various ways. Also, it is to be understood that the phraseology and terminology employed 

herein are for the purpose of description and should not be regarded as limiting. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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[0053] Embodiments will now be described, by way of example only, with reference to the 

attached figures, wherein: 

[0054] FIG. 1 illustrates a particular embodiment of the system of the present invention 

incorporating a social network service to perform targeted distribution of photos. 

5 [0055] FIG. 2 further illustrates the system illustrated in FIG. 1, wherein users add new 

digital images from various devices over time. 

[0056] FIG. 3 illustrates the face recognition method of the present invention, in one aspect 

thereof, for generating face "signatures" that are compared with signatures of known persons. 

[0057] FIG. 4 illustrates linking the results of a face detection, eye detection and face 

10 recognition technique in a face database on the storage device of the local computer system. 

[0058] FIG. 5 illustrates how peer groups can grow and evolve over time as the list of known 

persons grows. 

[0059] FIG. 6 illustrates potential methods of correcting errors that may result from the 

automatic face detection, eye detection, and face recognition steps. 

15 [0060] FIG. 7 illustrates a system and method for providing the automatic selective 

dissemination of photos between users of the invention in the same peer group. 

[0061] FIG. 8 illustrates an example embodiment of the graphical user interface that may 

enable browsing of photos and the face database managed by the computer program. 

[0062] FIG. 9 shows face images for known persons plus Boolean operators to narrow the 

20 field of photos. 

25 

[0063] 

[0064] 

FIG. 1 0 illustrates an optional advertising display capability provided by the GUI. 

FIG. 11 illustrates the texture-based face detection method of the present invention, 

in one aspect thereof. 

[0065] 

[0066] 

invention. 

[0067] 

invention. 

[0068] 

FIG. 12 illustrates a method for eye detection, in one aspect of the present invention. 

FIG. 13 illustrates the face recognition method, in one aspect of the present 

FIG. 13a illustrates the face recognition method, in one aspect of the present 

FIGS. 14A, 14B, and 14C illustrate a method of isolating eyes in a photo. 
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[0069] 

[0070] 

FIG. 15 illustrates an example configuration of the system of the present invention. 

FIG. 16 illustrates an interface for enabling a user to confirm the identity of a face 

appearing in an image. 

[0071] FIG. 17 illustrates a means by which a user may delete false positive face detections 

5 in an image. 

15 

20 

25 

[0072] FIG. 18 illustrates a means by which a user may reposition detected eye coordinates 

corresponding to a face in an image for the purpose of increasing accuracy of the detection 

algorithm. 

[0073] 

[0074] 

FIG. 19 illustrates the process of manually tagging a face in an image. 

FIG. 20 illustrates a video scanning method whereby frames of video are extracted 

and face detection is performed on these frames. 

[0075] FIG. 21 illustrates one aspect of the present invention wherein a remote web browser 

or mobile device is enabled to access a proxy server, providing a connection to the functions of 

the present invention. 

[0076] 

[0077] 

FIG. 22 illustrates deletion of a false positive face detection error. 

FIG. 23 illustrates one aspect of the present invention wherein faces are located in 

an image which captures the xy coordinates of the location of the faces providing a method to 

capture a face and adjust the image of the face both in terms of size and rotation to create a 

portrait - either full size or thumbnail. 

[0078] FIG. 24 illustrates copying the image of the face from a photo adjusted in terms of 

size and rotation and embedding the same in to an advertising message or in to a photo of a 

product. 

[0079] FIG. 25 illustrates using an image to overlay on a photo over the face of a subject to 

hide negative memories. 

[0080] 

[0081] 

FIG. 26 illustrates the display of faces captured from photos in historical order. 

FIG. 27 illustrates the display of faces/portraits captured from photos and embedding 

the same in to games and exercises. 

[0082] 

[0083] 

FIG. 28 illustrates the creation and use of a family tree to be an index for photos. 

FIG. 29 illustrates the use of group photos to be an index for photos. 
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[0084] FIG. 30 illustrates the displays the delivery of face signatures of missing children and 

wanted criminals. 

[0085] 

[0086] 

[0087] 

[0088] 

[0089] 

[0090] 

[0091] 

[0092] 

[0093] 

[0094] 

FIG. 31 illustrates the matching of face signatures to find people who look alike. 

FIG. 32 illustrates the workflow to create a customized advertisement. 

FIG. 33 illustrates the workflow to create a customized product. 

FIG. 34 illustrates the workflow to hide a negative memory. 

FIG. 35 illustrates the workflow to create customized games and exercises. 

FIG. 36 illustrates the workflow to create a family tree. 

FIG. 37 illustrates the workflow to use a photo as an index. 

FIG. 38 illustrates the workflow to find a missing person. 

FIG. 39 illustrates the workflow to find a look alike. 

FIGS. 40-45 illustrate workflows in accordance with aspects of the invention to use 

metadata to enhance face recognition results. 

[0095] FIG. 46 illustrates a relationship diagram showing frequency of identified persons 

15 appearance together, in accordance with an aspect of the present invention. 

[0096] FIG. 47 illustrates displaying photos in a tiered list format in accordance with an 

aspect of the present invention. 

[0097] 

[0098] 

FIG. 48 illustrates a collage of photos representing the tiers shown in FIG. 48. 

FIG. 49 illustrates displaying a timeline of face portraits for an identified person, in 

20 accordance with an aspect of the present invention. 

25 

[0099] FIG. 50 illustrates identifying a face in a photo by using clustering in accordance with 

an aspect of the present invention. 

[00100] FIGS. 51-53 illustrate face grouping and clustering in accordance with an aspect of 

the present invention. 

[00101] In the drawings, embodiments of the invention are illustrated by way of example. It is 

to be expressly understood that the description and drawings are only for the purpose of 

illustration and as an aid to understanding, and are not intended as a definition of the limits of 

the invention. 
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DETAILED DESCRIPTION 

Overview 

[00102] The present invention, in one aspect thereof, provides a networked computer 

architecture enabling the automatic distribution of images relating to a plurality of individuals 

5 operating computer systems on the network. 

[00103] The present invention, in another aspect thereof, provides a computer program 

operable to enable each of the individuals to interface with the networked computer architecture 

herein provided for sharing information including images. The computer program enables the 

individuals to upload images including images having depictions of the faces of one or more 

IO persons. The computer program may perform a face detection technique to detect the one or 

more faces in the image, which may result in the generation of one or more face signatures, 

each face signature corresponding to one of the faces. The computer program may then 

access a database, wherein the database links face signatures with a list of known persons, 

each known person being associated with one or more face signatures. Each detected face 

15 signature may be provided to the individual as associated to the corresponding known person, 

or where the face signature is not associated with any known person, that information can be 

provided by the individual. The individual may be provided a means to confirm the association 

between a face signature and a known person. 

[00104] The present invention, in yet another aspect thereof, provides a novel method for 

20 generating face signatures based on faces depicted in images. Further provided is a means for 

reducing error rates in associating recognized face signatures with one or more face signatures 

linked to a database. 

[00105] The present invention, in a further aspect thereof, enables the automatic selective 

distribution of images depicting faces. If the faces detected in the images are associated with a 

25 person that interfaces with the networked computer architecture herein provided, the computer 

program herein provided may automatically transmit the image to the person's computer for 

presentation to the person. It should be noted that the terms "photo" and "image" are used 

interchangeably herein. 

[00106] The present invention, in a further still aspect thereof, provides a novel advertising 

30 method that is operable with the networked computer architecture herein provided. 

Networked Computer Architecture 
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(00107] The present invention, in one aspect thereof, provides a networked computer 

architecture enabling the automatic distribution of images relating to a plurality of individuals 

operating computer systems on the network. FIG. 1 illustrates an example implementation of 

the networked computer architecture of the present invention. A plurality of individuals may 

5 each connect to the Internet (11) through computer terminals operable to access the Internet 

(11 ). The Internet (11) connection enables the transmission and reception of digital data from 

Internet connected devices, each of which may be operable as provided below. 

[00108] The present invention, in another aspect thereof, provides a computer program 

operable to enable each of the individuals to interface with the networked computer architecture 

l O herein provided. FIG. 15 illustrates an example configuration of the system of the present 

invention. The user (13) of the invention may register, download, and install the computer 

program to its computer system (15). 

(00109] The computer program may, in one aspect thereof, allow the user (13) to invite and 

establish relationships with other users of the invention. The computer program may, in another 

15 aspect thereof, request ads from a set of advertising web servers (23) that deliver ads to the 

computer program for display to the user (13) on various portions of a graphical user interface 

("GUI"). The computer program may, in yet another aspect thereof, transmit photos and 

metadata related to those photos to other users or to third-party websites the meta data can be 

stored in the EXIF or similar file header or be embedded inside the jpg or similar image file 

20 format in a manner similar to stenographic techniques (25) such as FLICKR™ and 

FACEBOOK™. These third-party websites (25) may encourage the use of their websites by 

publishing application programming interfaces (APl's) to enable connection from client software 

or other web-based applications to their service. 

[0011 O] The components of the computer program enabling implementation of the present 

25 invention may include: 

30 

[00111] A processing engine that may run as a background process on the 

operating system. It may scan for new digital photos that the user has uploaded or 

copied to the specified folders on the local and/or a remote or cloud computer that are 

being monitored for photos, or it may automatically detect new photos when removable 

media, such as a memory card, is inserted into the computer. When a new photo is 

detected the face detection, eye detection and face recognition steps may be performed, 

as described more fully below. The results may be stored in a database such as the 

database described more fully below. It should be noted that the processing engine 
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could be executed on a remote computer or cloud service computer, such as where the 

computer program of the present invention is provided as a service, which may use the 

software-as-a-service model. 

[00112] A GUI that may provide a user with the ability to navigate photos, train the 

application by identifying known persons, edit and correct the automatic results of the 

engine, create and modify albums based on search criteria, add peer group members, 

and send albums to third party websites, each such action described more fully below. 

[00113] A database (such as a SQL database, for example) that may be located 

on a user's computer or on a remote computer or cloud computer, and may contain the 

results of the face detection, eye detection and face recognition steps described below. 

The database may also contain metadata for photos and people as well as relationships 

between known persons and the associated face images. 

[00114] The GUI, the processing engine, and the database may be provided on one or more 

devices. FIG. 21 illustrates one aspect of the present invention wherein a remote web browser 

15 or mobile device (83) is enabled to access a proxy server (81 ), providing a connection to the 

functions of the present invention. The GUI may be provided on a mobile device (83) such as a 

PDA or cell phone and perform the face detection and recognition and and indexing and 

transmit information back and forth to a remote engine running on a website, server, or a user's 

desktop or laptop computer. In such an implementation, the PDA or cell phone may be 

20 provided with a facility for performing face recognition, browsing of images and a facility for 

uploading images that are captured using a camera incorporated on the device. Uploading may 

be performed in accordance with the general uploading processes described more fully below. 

[00115] The steps performed by the user using the computer program may include: 

[00116] Specifying the folder(s) to monitor for new digital photos. 

25 [00117] Training the application by identifying the names and metadata 

associated with faces found in the digital photos. 

[00118] Correcting the errors made by the application; both false positives and 

false negatives. 

[00119] Creating albums (collections of photos) by specifying search criteria 

30 including date ranges, Boolean combinations of known persons (via face selection), 
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EXIF tags, and general tags. Optionally, the user may drag and drop individual photos 

or groups of photos to the album. 

[00120] Once an album is created the user may then specify various output 

options including: 

[00121] 

[00122] 

[00123] 

[00124] 

Third party websites such as Flickr™ and Facebook™. 

Slideshow formats such as Microsoft™ Powerpoint™ files. 

Document formats such as Adobe TM PDF™ files. 

Inviting other application users to join in a peer group, specifying the 

options related to those relationships in the peer group, and accepting invitations to join 

a peer group for another user. 

[00125] The networked computer architecture may also include one or more servers to 

enable techniques described herein. For example, the face detection and recognition method 

provided herein may be enabled by the servers. The servers, which may be provided on one or 

more server systems, may include server programs that enable the functions of the servers, 

15 including one or more of the following: 

20 

25 

30 

[00126] A registration server having a database enabling association of a list of 

email addresses, associated dates, and other administrative data. The registration 

server may present an interface such as a webpage to the user for collecting the 

registration data and then writing this data to the database. The user may then be given 

a means for installing the computer program described above, such as by being 

provided with an URL for downloading the client software. 

[00127] An ad matching server may accept encrypted requests containing the 

demographic information for the user. This server may also accept ads in a plurality of 

formats (such as .JPG, .GIF, .SWF, etc.) from advertisers. For each ad submitted to the 

application the target demographic for the ad may also be recorded. The ad requests 

may be matched with the inventory of ads based on the target demographic data. 

Pointers (unique ID #'s) may be returned for matching ads to the requesting client 

software. 

[00128] An ad delivery server may accept encrypted requests containing pointers 

to ads. The application may find the ad referenced by the pointer and return that ad to 

the requesting client software. 
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Peer Groups 

[00129] Referring again to FIG. 1, a first user (13) of the invention may download the 

computer program from a website or be provided with any other installation means for the 

installing the computer program. The first user (13) may install the computer program, which 

5 may enable the system of the present invention on their laptop or desktop computer system (15) 

running an operating system (such as the MICROSOFT™ WINDOWS™, APPLE™, or LINUX™ 

operating system) or the program may be run within a browser such as Microsoft™ Internet 

Explorer™, Mozilla™ Firefox™, Google™ Chrome™, Apple™ Safari™ or mobile browsers and 

as a result the program is executed within the browser and on the back-end webservers. 

10 [00130] The first user (13) may define friends (17) in a peer group by specifying their email 

address to the invention. The computer program may subsequently send an email invitation 

requesting that a friend (17) also download or otherwise enable the installation of the computer 

program. After installation, a corresponding computer program for the friend (17) may present 

to the friend (17) a pending request to join the peer group started by the first user (13). The 

15 friend (17), who may now be a second user (17), may be required to approve the connection to 

the peer group. Once approved, the computer program run by the first user (13) and the 

second user (17) can now exchange photos as well as metadata about those photos and about 

known persons, in accordance with the image sharing methods herein described. 

[00131] The peer group may be expanded by the first user (13) or the second user (17) by 

20 inviting more people (19, 21) to join the peer group. The second user (17) may also create a 

new peer group that the first user (13) is not part of, and expand that peer group separately. 

There may be a "many to many" relationship between people and peer groups. Thus the first 

user (13) can be a member of multiple peer groups and the second user (17) can be a member 

of multiple peer groups. This enables the easy sharing of photos with other users based on 

25 peer group membership. 

[00132] As described more fully below, the present invention, in one aspect thereof, enables 

a known person list. Known persons may optionally be added to one or more peer groups, as 

described above. 

[00133] Peer groups may enable sharing of photos, metadata about photos, and known 

30 persons. The GUI may enable creation, modification and deletion of peer groups by a user. 

The GUI may also enable association of a face image or thumbnail of a known person into an 

existing peer group, for example by enabling a user to drag the face image or thumbnail over an 
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area of the interface, such as a field or icon, representing the peer group. A user could assign a 

representative face image that is associated with their name and that face image is shared and 

distributed to show up in all peer group contact lists. 

[00134] The computer program may generate an invitation each time a friend is added to a 

5 peer group. Alternatively, the user may manually add an invitee's metadata to the peer group if 

the invitee is not part of the known person list. The invitation to an individual may be sent to the 

invitee via email. For individuals that have installed the computer program of the present 

invention on their computer system, the email, once received, may prompt the invitee to accept 

the invitation. Optionally, the individual will be required to enter a code in the computer program 

10 to accept the invitation. 

[00135] If the friend has not yet installed the computer program or is not registered in the 

cloud service implementation of the present invention on their computer system, the email, once 

received, may include a link register or to download or otherwise enable installation and 

activation of the service and may provide directions for installing the computer program on a 

15 computer system. Following successful installation of the computer program the new user may 

be presented with the invitation, and may accept the invitation to join the peer group in 

accordance with the steps described above. 

[00136] Once the invitation is accepted by the invitee, the invitee may be added to the peer 

group. The update may be disseminated over the networked computer architecture to enable 

20 the corresponding peer group information to be updated in the computer program of each 

person associated with the peer group. 

[00137] In accordance with the face detection technique described below, the peer group 

may enable automatic selective dissemination of information across the networked computer 

architecture. The dissemination technique is also more fully described below. 

25 Face Detection 

[00138] The present invention, in one aspect thereof, provides a novel method for generating 

face signatures based on faces depicted in images. FIG. 3 illustrates a face recognition method 

in accordance with the present invention, in one aspect thereof. A user (13) may provide 

images to a computer system (15) operable to enable the execution of a computer program. 

30 The computer program may monitor file folders associated with the computer system (15) via 

operating system notifications that may be generated when new files are added or existing files 

are modified. When new images are found (28) they may be queued (29) for processing. 
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[00139] Faces in the photos may be located (31) by using any one of multiple techniques that 

may include: generating face coordinates, which may define a bounding box around the face; 

determining eye coordinates based on the face coordinates; and creating face signatures (33) 

for the face based on the face and eye coordinates and by using a face signature technique. 

5 The face signature technique may be Principal Component Analysis (PCA), which is known to 

those skilled in the art. The face signatures may be compares to known face signatures (34) 

and the photos may be automatically and selectively disseminated to other users (36). Further 

details of these aspects of the invention are provided below. 

[00140] FIG. 4 illustrates linking the results of a face detection, eye detection and face 

10 recognition technique in a face database on the storage device of the local computer system or 

alternatively can be in a face database on the storage device of the cloud computer system . 

The results may be the coordinates of the associated object. In the case of face detection, the 

coordinates may define the outline of the face (37) with top left, top right, bottom left and bottom 

right pixel locations on the original photo which is referred to as a bounding box. In the case of 

15 eye detection, the coordinates may represent the pupil location (35) of the left and right eyes. 

In the case of face recognition, the result may be a face signature (42). 

[00141] The graphical user interface (GUI) for the invention may display the face (37) and 

eye (39) locations on each image (35). As described more fully below, the present invention, in 

one aspect thereof, provides a list of known persons. If the face signature (42) corresponding to 

20 a detected face is associated with a person listed in the known persons list, the GUI may 

indicate such an association to the user using a graphic notation on or around the image. 

Otherwise, the GUI may indicate that there is no such association to the user using another 

graphical notation on or around the image. In the example depicted by FIG. 4, the known faces 

may be identified with check marks (41) and the unknown faces with the symbol "X" (43). 

25 [00142] Initially all faces may be unknown to the system until the user "trains" the invention to 

recognize faces. The training method may involve the user. The user, via the GUI of the 

invention, may use the mouse or other input device to identify the face as belonging to a specific 

person, by clicking anywhere on the visual bounding box surrounding the face and dragging the 

face over top of the person's name (or an icon representing the person). Alternatively, the user 

30 may drag the icon representing that person over top of the target face. In yet another 

alternative, the user may click anywhere on the visual bounding box and select a function for 

identifying a previously unknown face, which may enable the user to enter data related to that 

person such as name, email address and other details, which may collectively be referred to as 
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metadata corresponding to the person. This training step may be performed once for each 

known person. The signature that was created for the face may then enable comparison of all 

of the unknown face signatures in the face database with the person identified. Both the 

method for comparison and the method of face detection, eye detection, and face recognition 

5 are described more fully below. 

[00143] The present invention, in a further aspect thereof, facilitates an optimal training stage 

by ordering the unknown faces such that the user can identify groups of detected faces that are 

most likely associated with a single individual. For example, an algorithm could be used to 

cluster similar faces together based on face signatures. The similarity may be based on certain 

10 aspects of their face signatures even when the faces are not already associated with an 

individual in the face database. Thus a user can identify a cluster of faces as belonging to a 

particular known person and thereby optimally carry out the training method described above. 

[00144] The present invention, in a further aspect thereof, facilitates an optimal training by 

more than one face signature associated with a person thus improves accuracy by supporting 

15 multiple poses of a person and addresses changes to the persons face due to aging, glasses or 

changes to the face such as caused by a beard or mustache. 

Association of Faces with Known Persons 

[00145] FIG. 16 illustrates an interface for enabling a user to confirm the identity of a face 

appearing in an image. A face signature in an image may be within a similarity threshold to a 

20 face signature associated with a known person. In this case, an association may be made 

between the detected face and the known person. One method of comparing face signatures is 

described more fully below. 

[00146] If there is an association between the face and a known person, a further association 

may be created in the database between the face signature and the known person. Every 

25 previously identified face for every known person may be compared with each new face 

processed by the system. When viewing the faces related to a specific known person, any 

suspected matches generated by the invention may be displayed and the user may be asked to 

confirm that the matches are correct. 

[00147] Over time, as the number of identified faces increases, the overall accuracy of 

30 matching new faces with the correct person may increase since there will typically be many 

different views of a person with each new face. In accordance with the method of comparing 
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face signatures provided herein, the number of false positives therefore typically decreases over 

time. 

[00148] FIG. 5 illustrates how peer groups can grow and evolve over time as the list of known 

persons grows. The list of known persons (101) grows as the user works with the invention, 

5 because the user may continue to associate unknown faces with known persons. 

Dissemination 

[00149] The present invention, in another aspect thereof, provides a computer program 

operable to enable each of the individuals to interface with the networked computer architecture 

herein provided for sharing images. FIG. 2 further illustrates the system of the present 

10 invention. A user (13) may capture digital images and periodically copy them from one or more 

image device storage systems (27) to a computer system (15). The user (13) may configure the 

computer program to monitor specific file folders on the computer system (15) for new images, 

by inputting the names of the file folders to the computer program using a GUI as described 

above. 

15 [00150] In accordance with the novel method for face recognition provided by the present 

invention, the present invention, in one aspect thereof, enables the automatic selective 

dissemination among a peer group to users whose faces are depicted in images. This is more 

fully described below. 

Detection Optimizations 

20 [00151] The present invention, in one aspect thereof, provides a novel technique for 

optimizing face detections in accordance with other aspects of the present invention. FIG. 6 

illustrates potential methods of correcting errors that may result from the automatic face 

detection, eye detection, and face recognition steps. The invention uses a novel way of 

involving the user through the GUI to correct these inevitable errors. 

25 [00152] FIG. 17 illustrates a means by which a user may delete false positive face detections 

in an image. During the face detection and eye detection phases, there may be false positive 

errors. These may occur when the face detection technique determines that a face exists even 

though there is actually no face on the original photo image. To correct these errors the GUI 

may enable the user to delete false positive errors by moving the face (103) (with the face being 

30 identified by a bounding box on the image) over a deletion area (which may be represented by a 

wastebasket or other representative icon) using a mouse or other input device, by pressing a 
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keyboard's delete key while the face is highlighted, or by selecting a menu option (105) 

corresponding to deletion of the face. 

[00153] FIG. 18 illustrates a means by which a user may reposition detected eye coordinates 

corresponding to a face in an image for the purpose of increasing accuracy of the detection 

5 algorithm. During the face detection and eye detection phases, there may be errors in eye 

location coordinates (107). The method of the present invention may determine the eye pupil 

location and display the eye coordinates (107) visually on the image, but the generated 

coordinates may not be perfect because they may be an approximation in some cases (for 

example, a face with sunglasses). The GUI may allow the user to manually reposition the eye 

10 coordinates (107), for example by moving the icons ( 109) representing the eye location with a 

mouse or other input device. In this way, the accuracy and performance of the invention can be 

increased as the eye coordinates (107) are typically used to generate a face signature for the 

face. A change in the eye coordinates (107) may therefore generate a change in the face 

signature that may significantly affect associating signatures with other with known faces. In 

15 addition to the use of eye coordinate the method of the present invention may employ an edge 

detection technique to align face templates with the detected faces in an image. The alignment 

method provides another method to confirm the face to reduce false positives. This technique 

could be performed by aligning the top/bottom and left/right sides of the face with the alignment 

template and generating a numeric measure of confidence. 

20 [00154] FIG. 22 illustrates deletion of a false positive face detection error. During the face 

recognition phase, there may be false positive errors related to incorrect association of a face 

with a known person. A false positive error may result if the invention matches a face signature 

to a known person and it is not a correct relationship. The GUI may allow the user to drag the 

face image (111) (thumbnail) over the face image (thumbnail) of the correct known person 

25 (113). The invention may then modify the link in the database to show the new relationship 

between the face and the known person. The old relationship may also be deleted. 

30 

[00155) Another category of errors is false negatives. There may be two situations 

categorized as false negative errors, which are illustrated in Fig. 6: 

[00156) 1) Where the system does not detect a face in an image when there 

actually is a face (47), the GUI may allow the user to draw a bounding box around the 

face using a mouse, or other input means, and then place both eye locations by using 

icons representing the eye location. The system may then use the manually entered 

information to generate a face signature and perform the face recognition method 
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provided herein. Alternatively, the system may enable the user to manually associate a 

tag with the face without involving the face detection or recognition process. This manual 

tagging method may also be used to tag other objects and animals in the images - such 

as pets - where the human face detection method employed does not result in automatic 

detection of said object or animal. 

[00157] 2) There may also be a false negative error where the system detects a 

face but the face signature is not matched with any known face signatures even though 

it is a face of a known person. This may occur if the difference between the signature for 

the face and any other face signatures for that particular person are too dissimilar. In 

this case, the system may not automatically detect the relationship and the face may 

remain unknown. In this circumstance, the GUI may allow the user to drag (49) the face 

image over the face image of the known person. By doing this the system may link the 

face image to the known person in the database. With this assistance from the user, the 

system now has another face signature that will be used for future comparisons with new 

and unknown face signatures. This may improve the accuracy of the present invention. 

FIG. 19 further illustrates the process of manually tagging a face in an image. 

Automatic Selective Dissemination of Images 

[00158] FIG. 7 illustrates a system and method for providing the automatic selective 

dissemination of photos between users of the invention. When the face of a known person that 

20 is a member of a peer group is recognized within a photo (53), the photo (53) may be queued to 

be transmitted across the Internet (11) in a secure fashion to the peer group member. For 

example, a first user (13) may upload to their computer system (15) a photo containing the face 

of a known person that is a second user (17), who is also a peer group member. In this case, 

when the system determines a face match, the photo (53) may be queued for transmission. 

25 Prior to transmission the photo (53) may be reduced to a smaller version and metadata may be 

included in the digital photo file. The corresponding reduction in size may optimize the use of 

bandwidth. In a cloud implementation the photo may be physically transferred or the file 

ownership may be expanded to include the peer group member. The file may or may not be 

transferred or duplicated. 

30 [00159] The next time the second user (17) accesses the computer program on their 

computer system (51) it may receive a confirmation request showing a reduced image of the 

original photo and the associated metadata orthe notification could go to the second user via 

email also with thumbnails included in the body of the email or as attachments to deliver the 
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confirmation request. The second user (17) may be prompted whether they would like a copy of 

the photo (55) on its computer system (51 ). If the second user (17) responds affirmatively then 

the system may copy the full image across the Internet from the first user's computer system 

(15) to the second user's computer system (55) along with the metadata for the photo (55) and 

5 the known faces and signatures from the photo. 

[00160] Another novel aspect of the present invention uses existing social network service 

and web-based photo storage sites to share photos with peer group members. The invention 

may transmit a single photo or group of photos to a target web or cloudbased service. The 

transmitted photos may already contain metadata from the invention about the people that are 

10 in the photos. For example, the social networking site FACEBOOKTM offers the facility to 

upload photos, share photos, and to manually tag photos to denote which friends are in the 

photos. The tagging process is manual and time consuming. The present invention may 

automate such an upload process and eliminate the need to manually tag the photos thereby 

offering a significant benefit to the social networking user. The present invention may be 

15 equally adaptable to other social network service and web-based photo storage sites. As 

described above, a user may also upload photos directly from a mobile device that incorporates 

a camera across the Internet. 

[00161] Yet another novel aspect of the present invention is that the initial list of known 

persons can be loaded from the user's social networking account to save further time in 

20 configuring the system provided by the present invention. 

[00162] FIG. 8 illustrates an example embodiment of the GUI that may enable browsing of 

photos and the face database managed by the computer program. In this example a user 

interface is shown with optional banner advertising (57) that could be sold to advertisers. A user 

may select a photo (123) from an album (125), and the GUI may display thumbnails (121) 

25 corresponding to known persons (117) found in the photo (123). Checkboxes (119) may also 

be used to indicate the presence of the known persons (117) in the photo (123). 

[00163] The example depicted in FIG. 9 shows face images for known persons plus the 

checkboxes for applying Boolean searching such as AND, OR, and NOT selections associated 

with names of known persons or metadata related to images. A novel feature of the invention is 

30 the ability to select photos in a visual manner by allowing the user to click on a thumbnail view 

of the faces of known persons (59), and applying Boolean operations (61) for each face enabled 

by checkboxes. This aspect of the GUI enables the creation of an album by combining various 

search criteria and filters that are applied against the total photo and face database. In a further 
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embodiment of this invention, the user could assign an image (real, hand-generated or 

computer generated) to a specific person and that replacement image is overlaid over the 

portion of every image where that specific person is found. 

[00164] Search criteria provided by the computer program may include: 

[00165] Folder selection (65), indicating the folder location or file name of photo 

images on the computer storage device; 

[00166] Known persons (67), providing the selection of Boolean operations (AND, 

OR, or NOT) associated with the faces of the known persons; 

[00167] Date range (69), providing the selection of a range of dates 

corresponding to the photo images to be included in the specific album; 

[00168] EXIF data, providing a selection means based on standard photo related 

information usually appended to the photo by the camera during the photo taking 

process. 

[00169] An alternative method of selecting photos for an album may provide the user the 

15 ability to drag and drop individual photos or groups of photos over top of the name of the album 

(63), or to otherwise associate the photos with the album (63), using the GUI. 

[00170] An album (63) may be a group of photos that are saved as a logical entity under the 

name of the album. The user may specify via the GUI that it wants to send the album to various 

target file types or locations (71), including a slide show, MICROSOFT™ POWERPOINT™ or 

20 other presentation computer programs, ADOBE™ PDF™ or other document file, a web-based 

sharing site such as FLICKR™ or FACEBOOK™, or a third party printing service. 

Advertising Method 

[00171] The present invention, in an optional, non-limiting aspect thereof, provides a novel 

advertising method that is operable with the networked computer architecture herein provided. 

25 [00172] FIG. 1 0 illustrates an optional advertising display capability provided by the GUI. 

This is a novel feature of the present invention providing a secure method for simultaneously 

targeting advertising based on user demographics and maintaining user privacy. The GUI may 

prompt new users (13) for demographic information that may at a minimum include gender, age 

and location data. This information may be stored locally on the computer system (15) running 

30 the computer program. A request may periodically be sent to a web-based server (73) to return 

a list of ad pointers. The request may contain an encrypted transmission of the demographic 
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data for the user. The request may also be signed using a certificate issued by a registration 

server (77). This latter step may verify the authenticity of the request. The web-based server 

(73) may conduct a process of matching ads, which are associated with target demographic 

information, to the requesting user (13) based on their specific demographic information. A list 

5 of pointers (i.e. references to ads that exist on different ad servers) may be returned to the 

requesting user's computer system (15) and passed to the computer program. The computer 

program may then issue another request to a different web-based server (75) to download the 

ads referenced by the pointers. The web-based server (73) may then discard the demographic 

data to protect the privacy of the individual user. 

10 (00173] By separating the web-based servers (73, 77) that perform the ad matching process 

from the servers (75) that actually deliver the ads, and by not storing the personal demographic 

data of the user on either of the web-based servers (73, 77), the personal information about the 

user is significantly more secure than it otherwise would be. The ad delivery servers (75) may 

store information about ads served for billing purposes but there may be no personal 

15 information included in that data. This is a novel implementation for serving ads to any web 

browser or software program in a secure fashion using demographic data. 

Further Implementations 

(00174] In another exemplary non-limiting optional aspect of the present invention, another 

capability of the present invention may enable a computer program to receive digital face 

20 images or signatures from the central registration server. For example, an organization seeking 

to find an individual (such as a missing child or a wanted criminal) may post the individual's face 

data. Those users that have opted to share their face database may download the data 

enabling an automatic comparison of the face data with their face database. The organization 

may be alerted if a match is found between the target individual and a known person for a 

25 specific user. This could enable the organization to determine a recent or current location of the 

individual. It could also enable the organization to determine the name of an individual, since 

the individual's name may be listed in one or more of the user's known persons list. 

[00175] Yet a further embodiment provided by the present invention may enable an individual 

to find other persons with similar facial features as themselves. Such an application may be 

30 useful for a person to find their twin, for example. In this embodiment, a user may submit a 

photo including an image of their face, from which the present invention may generate a face 

signature. The face signature may then be compared to other individuals' face signatures that 

have been previously uploaded. Based on a predetermined similarity threshold, one or more 
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similar faces may be reported to one or all of the individuals whose faces match. A system in 

accordance with this embodiment may provide a means for a user to approve contact with 

others. Matched individuals could choose to send a message to one another if they have 

specified their approval for such contact. A similar embodiment could be deployed as part of a 

5 dating service to match people based on looks. 

Face Detection. Eve Detection and Face Recognition 

[00176] The present invention, in yet another aspect thereof, provides a novel method for 

generating face signatures based on faces depicted in images. The face signatures may be 

generated by using a technique that includes the steps of face detection, eye detection, and 

10 face recognition. 

Face Detection 

[00177] The present invention, in one aspect thereof, provides a method for utilizing a 

texture-based face detection algorithm as a base method for face detection. One example of a 

texture-based face detection algorithm is the open source library of routines known as 

15 OPENCV™. 

[00178] The texture-based face detection algorithm may have a low true-positive rate for 

specific facial poses, for example rolled frontal faces. This may be due to the texture pattern 

being trained on frontal face images which differ from the varied facial poses found in normal 

digital photos. In reality, having a mismatch between the texture pattern used to train the face 

20 detection algorithm and the type of poses in the target photos on which the algorithm is applied 

would result in a higher percentage of errors. Two well-known challenges presently faced in 

face detection include decreasing false-negative errors in the case of rolled frontal faces and 

reducing false-positive errors while not increasing false negative errors. 

[00179] The present invention enhances the texture-based face detection by applying novel 

25 techniques involving three steps to improve the accuracy of the face detection process. In the 

first step a novel application of the known skin color ratio test on a texture-based face detector 

is provided to improve the accuracy of the detector. In the second step, a novel method for 

reducing false-positive face objects is provided by reducing the size of detected face object 

regions to a predefined size. In the third step, a novel face orientation compensation method is 

30 provided. 

[00180] FIG. 11 illustrates the texture-based face detection method of the present invention, 

in one aspect thereof. 
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[00181] In one particular implementation of the texture-based face detection method, in the 

first step, the texture-based face detector (131) may initially be set for a high target true positive 

rate which has a corresponding high false positive rate. The texture-based face detector may be 

run with the entire photo image as input. The results from this run may give a list of potential 

5 face objects in the photo. Any candidate face regions detected may be recorded in a database. 

For a color photo, a skin color detection test (133) may be performed on the potential face 

objects to reduce the false positive rate. This skin color test may compare the ratio of the face 

object area containing skin color to the total area of the object. If the ratio does not exceed a 

pre-determined threshold then the potential face object may be skipped (135). 

[00182] In the second step, detected face object regions that result from the first step may be 

reduced to a predefined size (such as 44 by 44 pixels). On these reduced regions, the texture­

based face detector may be run again (137). The goal of this step is to reduce false-positive 

face objects. By running on a small size (such as 44 by 44 pixels) input region, false positive 

errors from incorrect texture patterns from non-faces may be reduced while true positive texture 

15 patterns may be preserved. This may result in a reduction in the false positive rate of face 

detection while preserving the true-positive rate. Face objects that are deemed to be faces in 

the second step may be accepted (143) as true faces. Those that do not pass this second step 

may be passed to a third step. 

[00183] In the third step, a face orientation compensation method is provided. In the second 

20 step described above, in which face detection is performed on smaller regions of the image, the 

true positive rate may be reduced in the case of rolled faces. The texture pattern in rolled faces 

may be deemed to be a non-face by the face detector due to the size reduction applied in the 

second step. To preserve the true positive rate in rolled face cases, face orientation 

compensation (139) may be performed together with face detection. In this method, the local 

25 image region is rotated with an incremental angle and each angle instance may be run through 

the face detector. One example implementation would rotate the image 2 degrees starting at -20 

degrees from the vertical axis and repeating the rotation through +20 degrees from the vertical 

axis. If rotated face regions are recognized and exist in instances with consecutive incremental 

angles then the local image region may be determined (141) to be a true face. 

30 [00184] These modifications to a texture-based face detection algorithm may significantly 

reduce the false positive error rate. 

Eye Detection 
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[00185] FIG. 12 illustrates a method for eye detection, in one aspect of the present invention. 

The eye detection method applies novel techniques to improve the accuracy for detecting the 

pupil locations in detected face regions. The first step may be to reduce the overall face region 

to a smaller region (an "eyemap") (145) that would likely contain the actual pupil/eye locations. 

5 A formula may be used to crop the eyemap region from the face region. For example, the 

formula used to crop the eyemap region may be to remove .23w on the left, .23w on the right, 

.55h on the bottom and .30h on the top; where w is the width of the face region and h is the 

height of the face region. FIG. 14A illustrates a particular embodiment of the method of 

cropping the eyemap region from the face region. 

10 [00186] Furthermore, if the face was detected in the third step of the face detection method 

on a specific angle instance, then the angle of rotation may be applied (147) to the eyemap 

region to enable a more accurate selection of the eye locations. 

[00187] FIG. 14B illustrates that the formula used to crop the eyemap region may be altered 

to ensure that the eyemap region is large enough to ensure satisfactory pupil detection results. 

15 [00188] Once the eyemap region has been cropped, the eyemap region may then be re­

sized to a fixed size (such as 80x80 pixels) (149) so that a fixed template color variation method 

may be applied to determine the candidate eye locations. This method may be based on the 

darker intensity of the pupil relative to the surrounding area of the eyemap region. 

[00189] The middle of the color intensity image may be set to zero/black (151) in the intensity 

20 map to remove potential pupil candidates that typically result from light reflecting off lenses and 

the frames of glasses. FIG. 14C illustrates this process. 

[00190] The color variation image may be obtained from the color intensity image and may 

then be passed through a threshold filter so that only a small percentage of the eye region is 

white (for example, a 2% threshold may be applied) (153). Next, a "best fit" method may be 

25 applied to choose the eye locations with the highest intensity of color variation (left and right 

side). The best candidate pupil location coordinates may be passed along (155) to the face 

recognition method of the present invention. 

Face Recognition 

[00191] FIG. 13 illustrates the face recognition method, in accordance with aspects of the 

30 present invention. Face recognition may generally be performed through pre-processing (157), 

projection (159), distance calculation (163) and aggregation (167). Principal Component 

Analysis (PCA) may be employed by the face recognition method. PCA is a known method, 
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used abundantly in all forms of analysis because it is a simple, non-parametric method of 

extracting relevant information from confusing data sets. 

[00192] The present invention may employ PCA in a novel way that overcomes its traditional 

issues with respect to high sensitivity to subject lighting and pose, given that personal photos 

5 may have little variation in pose since most subjects may tend to look directly at a camera. The 

present invention may take advantage of the fact that sets of photos depicting particular persons 

may be taken over a variety of pose and lighting conditions. The present invention provides a 

method of aggregating the comparison between the target unknown face and this plurality of 

faces associated with each known person. 

[00193] Pre-processing (157) may first be applied to the image. The face region and eye 

coordinates provided as input to the face recognition phase may be used to normalize the face 

region. The normalization process may include translating, rotating and scaling the face region 

to a predetermined template size. The normalization process may use the eye coordinates as 

reference points such that the face region image is adjusted to place the eye coordinates on 

15 specific image pixels. A standard fixed masking process, potentially limiting the face region to 

the area inside an ellipse, may then be applied to the image to filter out non-face portions. A 

flattening process, involving running a two dimensional linear regression on the intensity of the 

pixels in the face region, may be used to ensure pixel intensity is spatially uniform across the 

image. Finally, a histogram image equalization (an image processing method known to those 

20 skilled in the art whereby the contrast of an image is adjusted using the image's histogram) may 

be performed in the greyscale domain. 

[00194] Projection (159) may then be applied to the image. The resulting pixels of the 

normalized face region may be passed through a PCA-based formula to create a PCA vector 

that is used as the face signature by the invention. The PCA vector may comprise a projection 

25 image resulting from principal components extracted from a large set of generic images. 

[00195] The face signature created from this method may be an array (from the PCA vector) 

of real numbers of a given dimensionality. Although the exact dimensionality of the vector 

space may be determined adaptively with its maximum value set to the value capturing, for 

example, 95% of the input image energy, the default value used may be a dimensionality in the 

30 range of 50 to 100. 

[00196] Finally, looping (161) may be applied to match the unknown face with a known 

person. Each face signature (represented as an array of numbers) may be mathematically 
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compared to any other face signature using linear or non-linear classification logic to determine 

a distance value (163). For example, two signatures may be compared by computing a 

normalized inner product distance. 

(00197] To compare a face to all of the faces associated with a known person, all of the 

5 individual one-to-one comparisons may be made, and then either all of the results may be used 

in the next step or a set of best matches as determined by comparison to some threshold (165) 

may be used. The threshold chosen may be chosen such that on average half of the distances 

obtained when comparing a face to a non-matching person are kept. 

(00198] Some form of aggregation may be used to combine the set of distance values 

10 obtained in the previous step to determine the distance between the face and a known person. 

This aggregation may be the computation of the geometric mean of the distance values (169). 

The geometric mean may be an averaging technique similar to an arithmetic mean, but it may 

be computed by multiplying the N numbers to be averaged and then taking the Nth root of the 

product as the desired average. The closest match between the face and each known person 

15 may be found by computing this aggregate distance (167) between the face and each known 

person in the database and choosing the minimum distance. 

(00199] Finally, the closest match distance may be compared (171) against a static or 

dynamically determined threshold to reduce the rate of false positive matches. If a dynamically 

chosen threshold is used, this threshold may be determined by first assuming the aggregate 

20 distance values obtained when comparing a face to a non-matching person having N associated 

faces are normally distributed (for each possible value of N), and then using the inverse 

cumulative normal distribution function to compute a threshold which ensures that, on average, 

a fixed maximum number of or fixed ratio of the unknown faces are falsely matched to a known 

person. This threshold may vary from person to person as the number of faces, N, associated 

25 with each person changes. The advantage of this dynamic threshold calculation includes that 

the fixed maximum number (or ratio) may be kept as small as possible to limit false positive 

matches while maintaining an acceptable level of true positive matches for the user. 

[00200] FIG. 13a also illustrates the face recognition method, in accordance with aspects of 

the present invention. The face recognition method shown may normalize a face based on eye 

30 coordinates. Each face may be defined by a bounding box determined by the face recognition 

method. The pixels based within the bounding box may be extracted to create an image of the 

face. The face image may be recorded to a database and associated with the respective 

source image from where the face image was extracted. The a PCA vector for the normalized 
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face may then be calculated and stored in a database. The PCA vector may be compared 

against the known faces in the database. If a match is found, a face pointer may be stored in 

memory, such as temporary memory. If after looping through all of the known faces in the 

databases a match is not found, then the face recognition method determines whether a face 

5 was found in the search. If no face was found, then the face recognition ends. If a face was 

found, then the face recognition method may determine the best match in memory if more than 

one face match is found. The face recognition method determines whether the best match 

exceeds a threshold for closeness, as described above. If the threshold for closeness is 

exceeded, then the best match is writte~ to the database. If the threshold for closeness is not 

10 exceeded, then the face recognition ends. 

[00201] The present invention, in a further aspect thereof, facilitates an optimal training by 

more than one face signature associated with a person thus improves accuracy. The invention 

may allow the user to select the representative subset of known faces for a given individual and 

thus over-ride the subset chosen by the invention. That subset would then be used by the 

15 recognition engine to determine suggested matches and ignore other known faces for that 

person. Examples where this would be beneficial would be where there multiple poses of a 

person. It also addresses changes to the persons face due to aging, glasses or changes to the 

face such as caused by a beard or mustache. By selecting more recent photos as the 

representative subset, the probability of successful automatic selection for future photos would 

20 increase. As the number of face signatures grows that are linked to known people in the local 

face database, the accuracy of the invention may increase in detecting known people 

automatically in future photos that are processed. This is a novel feature of this system. 

[00202] The invention may learn a face by determining the closest match for a previously 

identified face from the group of known persons. An advantage of the present invention is that 

25 as the number of face signatures linked to known persons in the local face database grows, the 

accuracy of the invention may increase in detecting known persons automatically in future 

photos that are processed. 

Video Scanning 

[00203] FIG. 20 illustrates a video scanning method whereby frames of video are extracted 

30 and face detection is performed on these frames. A number N may be set (where N is 

adjustable) such that video may be scanned every N frames (181) of the video as individual 

photo images (183) where the previously mentioned techniques (185) would be applied to 
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detect and recognize faces and known persons. The video could then be disseminated in 

accordance with the techniques provided herein. 

[00204) An optional, non-limiting embodiment provided by the present invention enables an 

individual to find other persons with similar facial features as themselves. Such an application 

5 may be useful for a person to find their twin, for example. In this embodiment, a user may 

submit a photo including an image of their face, from which the present invention may generate 

a face signature. The face signature may then be compared to other individuals' face 

signatures that have been previously uploaded. Based on a predetermined similarity threshold, 

one or more similar faces may be reported to one or all of the individuals whose faces match. A 

10 system in accordance with this embodiment may provide a means for a user to approve contact 

with others. Matched individuals could choose to send a message to one another if they have 

specified their approval for such contact. A similar embodiment could be deployed as part of a 

dating service to match people based on looks. 

15 

Face and Portrait Extraction and Creation 

[00205) FIG. 23 illustrates the creation of thumbnails or portraits in one aspect of the present 

invention. Where faces are located in an image 23a one aspect of the present invention 

captures the XY coordinates of the location of the faces shown in image 23a providing a method 

to capture a face and adjust the image of the face both in terms of size and rotation to create a 

portrait, which may either be full size or a thumbnail. As illustrated in Figure 23 the coordinates 

20 may define the outline of the face with top left, top right, bottom left and bottom right pixel 

locations on the original photo which is referred to as a bounding box. The XY coordinates are 

recorded in the database as illustrated in Figure 11. 

[00206) As illustrated in FIG. 23, the faces are located as shown in image 23a and a 

corresponding bounding box for each located face determined by the XY coordinates is 

25 established and recorded in the database as illustrated in Figure 11. As shown in images 23b 

and 23c of FIG. 23, the XY coordinates to make the bounding box may be adjustable to make 

subsequent creation of the bounding box, the area around the face, larger or smaller. Using 

eye location and identification as depicted in Figure 18 by reference numbers 107 and 109, the 

face may be rotated to make the face vertical as shown in image 23d of FIG. 23. 

30 [00207) The record of the portrait/thumbnail image 23d may be recorded in the database as 

illustrated in Figure 13 for future use. 
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(00208] In accordance with at least one exemplary implementation of the present invention, 

at least one computer terminal, server, or other computing device may detect at least one face 

in at least one digital image. The computer may determine and store area co-ordinates of a 

location of the at least one detected face in the at least one digital image. The computer may 

5 apply at least one transformation to the at least one detected face to create at least one portrait 

of the at least one detected face. The computer may rotate the at least one portrait at least until 

the at least one portrait is shown in a vertical orientation and a pair of eyes of the at least one 

face shown in the at least one portrait are positioned on a horizontal plane. The computer may 

then store the rotated at least one portrait. Each detected face may correspond to a person. A 

10 copy may be made of or extracted from the portion of the digital image comprising the detected 

face prior to the application of the at least one transformation. 

[00209] An identification of a person may be associated with each stored face portrait in a 

database stored at or linked to one or more computers. 

(00210] Where a digital image shows more than one person, the one or more computers may 

15 associate relationships between identified persons based at least partly on respective identified 

persons being included in the digital image. 

Advertising and Product Personalization 

[00211] FIG. 24 illustrates merging portraits or thumbnails adjusted in terms of size and 

rotation and embedding the same into an advertising message or product, or any other type of 

20 marketing material or image. The thumbnail or portrait 24a, also illustrated in Fig 23 as image 

23d may be adjusted in size to match the size requirements of an advertisement 24b. For 

example, the computer may apply at least one additional transformation to the at least one 

stored portrait for matching a portrait size requirement of the marketing image. 

[00212] FIG. 32 illustrates the workflow for the creation of the advertisement. As illustrated in 

25 Figure 32 when an advertisement is to be personalized one aspect of the present invention 

matches an advertisement retrieved from an advertisement server database 32b to a user which 

is retrieved from the user demographic and portrait database 32a. The portrait retrieved from 

the user demographic and portrait database 32a may be resized at 32c to match size 

requirements of the advertisement retrieved from the advertisement server database 32b. The 

30 user portrait can be merged with or overlaid on top of the advertisement to display a 

personalized advertising message. In addition to the portrait, the user's name or other 

information pertinent to the advertisement message may also be merged with or overlaid on top 
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of the advertisement to display a personalized advertising message as demonstrated by the 

advertisement 24b. 

[00213] Figure 33 illustrates the workflow for the personalization of a product. As illustrated 

in Figure 33 when a product is to be personalized one aspect of the present invention matches 

5 a product retrieved from product database 33b to a user which is retrieved from the user 

demographic and portrait database 33a. The portrait retrieved from the user demographic and 

portrait database 33a is resized at 33c to match the size requirements of the product retrieved 

from the product server database 33b. The user portrait can be merged with product to display 

the personalized product 24c shown in FIG. 24. In addition to the portrait, the user's name or 

10 other information pertinent to the product may also be merged with the product to display a 

personalized message as demonstrated by the resulting personalized product 24c. 

Face Substitution 

[00214] FIG. 25 illustrates using a selected image to overlay on a digital image photo to 

cover the face of a subject, also known as face substitution. An application may be to hide 

15 negative memories. 

[00215] Figure 34 illustrates a workflow for face substitution. When a user wants to hide 

negative memories one aspect of the present invention may matche faces in the face database 

34a to be hidden in the photos from the photo database 34d with an image that is selected or 

provided by a user which is stored in the negative memory image database 34b. The 

20 databases 34a, 34b, and 34d may be found on one computer server in a single database, in 

separate databases on the same computer, or on databases stored on or across multiple 

computers. The image retrieved from the negative memory image database 34b is resized 34c 

to match the size requirements of the faces to be hidden in the photos 25a retrieved from the 

photo database 34d. The image is merged with photo 25a such that when the photo is displayed 

25 the image hides the face of the negative memory as demonstrated by the resulting hidden face 

photo 25b. In a non-limiting aspect of the present invention, one or more computers may 

receive a selection of at least one face to be suppressed, optionally as any form of user input. 

The one or more computers may then mask the area co-ordinates corresponding to the location 

of the at least one face to be suppressed in the at least one digital image. 

30 [00216] Optionally, the masking may comprise overlaying a selected image over the area co-

ordinate corresponding to the location of the at least one face to be suppressed. Optionally, the 

one or more computers may adjust the selected image to correspond to size of the area co-
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ordinates to be masked. Optionally, the one or more computers may adjust edges of the 

overlayed image to blend with image characteristics of the at least one digital image. For 

example, the edges of the overlayed image may be blurred or the opacity of the edges may be 

modified. Optionally, the image characteristics to be blended may include one or more of color, 

5 intensity, brightness, and texture. Optionally, the selection of the at least one face to be 

suppressed may include a command to suppress a particular individual from being displayed in 

any digital image, the method comprising identifying any digital image comprising a face 

corresponding to the particular individual (identified person) to be suppressed and flagging the 

identified digital images to mask the area co-ordinates corresponding to the location of the at 

10 least one face to be suppressed. This may be accomplished by directly modifying the 

respective digital image(s) or updating associated metadata or other information or data to 

cause a display of the respective digital image(s) in a non-destructive manner such that the 

original source digital image is not permanently modified in the database. Accordingly, as mask 

may be applied to the digital image permanently, or the masking may involve modifying 

15 metadata of the digital image to cause the digital image to be masked when displayed. 

[00217) FIG. 26 illustrates the display of faces captured from photos in historical order, by 

date associated with the respective photos, optionally in metadata stored with the photo or 

elsewhere. The respective date may be the date the photo was created, copied from a camera, 

transferred to a computer system of the present invention, or any other date associated with the 

20 photo. With such ordering the selected faces can be merged to create a single composite 

image as illustrated by 26b. Such faces can also be automatically fed into a morphing 

application such that the aging of a person can be animated. 

[00218) Optionally, date data may be associated with the digital image. Stored portraits 

corresponding to a common person may be displayed in accordance with the respective 

25 associated date data. Optionally, an animated representation may be generated of an evolution 

of the stored portraits corresponding to the common person over time. 

[00219) FIG. 27 illustrates the display of faces/portraits captured from photos and embedding 

the faces or portraits into games, exercises, or other interactive applications. 

[00220) FIG. 35 illustrates a workflow for creating customized or personalized games and 

30 exercises using user portraits and photos, in accordance with aspects of the present invention. 

A user may select a game or exercise to be played from the game database 35c. The invention 

selects portraits from the portrait database 35a or photo database 35b for display. The portraits 

or photos are resized at 35d to match the size requirements of the game to be played. The 
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resized portraits or photos are merged with the game's user interface for the user to play. 

Databases 35a, 35b, and 35c may be found on one computer server in a single database, in 

separate databases on the same computer, or on databases stored on or across multiple 

computers. 

5 [00221] Optionally, the one or more computers may populate an interactive computer game 

with the stored portraits and relationships. The interactive computer game comprises a photo 

reminiscence therapy game. 

Indexing Systems Automated Using Face Recognition 

[00222] FIG. 28 illustrates the creation and use of a family tree to index photos and FIG. 36 

10 illustrates a corresponding workflow. Portraits may be displayed from the portrait database of 

identified people. The user may drag and drop each portrait on to the family tree at 36b using 

the relationship template 28b as illustrated in FIG. 28. In a non-limiting example, each user of 

the system of the present invention may have six basic relationships of mother, father, sibling, 

spouse, daughter and son, as shown in template 28b. As the user drags portraits on to the 

15 family tree the family tree grows to show the new nodes. Optionally new blank nodes are added 

for the common relationships to the selected node. As more persons are added the family tree 

expands as users are added and relationships are defined. When the user has dragged all 

portraits the family tree is completed by eliminating extraneous relationship or persons such as 

friends and colleagues. Users will likely have friend and colleague relationships that are 

20 pertinent to their personal social map but are identified in a modified network map using a 

similar drag and drop method. 

25 

30 

[00223] The family tree 28a which is created may be used as an index to the user's photos at 

36d. When a user selects or clicks on a photo a database query will be executed at 36e to 

display the photos in which the selected person appears. 

[00224] Instead of a family tree 28a, other types of organizational structures representing 

relationships between persons may be presented in a chart format for populating by dragging 

portraits thereto, or otherwise selecting portraits. For example, a corporate organization chart 

may be created by providing a blank, or incomplete corporate organization chart. The user may 

then be presented with portraits from the database for placement on the chart. 

[00225] In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with at least one database that stores a plurality of portrait 

images. Each portrait image may be associated with an identified person shown in the 
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respective portrait. The identification of the person may be stored in the database, another 

database, or in metadata associated with the respective portrait image. The at least one 

computer may display the respective portrait of at least one identified person associated with a 

user. The at least one computer may display a visual representation of at least one personal 

5 relationship to the user. The at least one computer may assign at least one of the displayed 

portraits to at least one of the displayed personal relationships, in accordance with a received 

user input. The at least one computer may store the personal relationship assignments in the 

database. The visual representation may include a representation of a tree organizational 

structure with a plurality of tree nodes, such as for a family tree, where each tree node 

10 corresponds to one of the at least one personal relationships. The at least one computer may 

spawn a tree node for the visual representation corresponding to at least one additional 

personal relationship in accordance with a user input adding at least one of the displayed 

portraits to the visual representation. For example, the family tree structure may grow as 

additional portraits are added to the tree. The user may then specify a relationship for the newly 

15 added portrait, or a default relationship may be assigned, or the at least one computer may 

attempt to determine an appropriate relationship for the new relationship based at least partly on 

data found on a social network system to which the user is a member. The database of 

portraits, or another database accessible to the at least one computer, may include a plurality of 

digital images, and the at least one computer may index at least a subset of the plurality of 

20 digital images in accordance with the visual representation. Accordingly, the family tree 

structure may be used to link to other digital images featuring members of the family tree. In 

particular clicking on one member of the family tree may link to one or more digital images 

showing at least that member of the family tree. 

[00226) FIG. 29 illustrates the use of group photos to be an index for photos in the photo 

25 database, and FIG. 37 illustrates a corresponding workflow. A user may select a photo or 

photos from the photo database 37a. The photo selected is recorded as a photo for indexing 

photos and becomes an index in one aspect of the invention. When a user selects or clicks on 

a face in the photo the one or more computers may search database 37a or another database 

for more digital images including the identified person corresponding to the face in the photo the 

30 user has selected. 

In accordance with a non-limiting aspect of the present invention, at least one computer may 

include or interface with a database of portraits and digital images, each portrait associated with 

an identified person shown in the respective portrait. The at least one computer may display at 
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least one of the digital images and cross-reference the displayed at least one digital image with 

the database of portraits to create a list of at least one identified person shown in the at least 

one digital image. The at least one computer may index at least a subset of the digital images 

in accordance with the list of at least one identified person. In accordance with a user input 

5 selecting at least one of the identified persons from the displayed at least one digital image, the 

at least one computer may display at least one of the respectively indexed digital images. 

Optionally, the indexing may include displaying visual representations of the indexed digital 

images organized by identified person.Solicited and automated search for missing persons 

[00227] In yet another aspect of the present invention, the present invention may enable a 

10 computer program to receive digital face images or signatures from a third party server, such as 

a central person search server. FIG. 30 illustrates displaying the delivery of face signatures of 

missing children and wanted criminals that a user could elect to use for searching the user's 

photo database{s) for potential matches. A corresponding workflow is shown in FIG. 38. For 

example, an organization seeking to find an individual (such as a missing child or a wanted 

15 criminal) may post the individual's face data shown in images 30a and 30b. The face data may 

originate from a person search server 38a. Those users that have opted to share their face 

database 38b may download the data enabling an automatic comparison of the face data with 

their face database 38b. The results of the comparison may be displayed to the user at 38c for 

validation. The user may notify the organization at 38d if a match is found between the target 

20 individual and a known person for a specific user. This could enable the organization to 

determine a recent or current location of the individual. It could also enable the organization to 

determine the name of an individual, since the individual's name may be listed in one or more of 

the user's known persons list. 

[00228] Yet a further embodiment of the present invention, described in reference to FIG. 31 

25 and corresponding workflow FIG. 39, may enable an individual to find other persons with similar 

facial features as themselves. Such an application may be useful for a person to find their twin, 

for example. In this embodiment, a user may elect to submit a photo including an image of their 

face, from which the present invention may generate a face signature stored in face signature 

database 39a. The face signature may then be compared to other face signatures that have 

30 been previously uploaded to database 39a or to look alike database 39b. Based on a 

predetermined similarity threshold, one or more similar faces may be reported to one or all of 

the individuals whose faces match at 39c. A system in accordance with this embodiment may 

provide a means for a user to approve contact with others at 39d. Matched individuals could 
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choose to send a message to one another if they have specified their approval for such contact. 

Another variation on this invention would be to look for people with similar facial features taken 

separately from the entire face - such as mouth, nose, and eyes. 

[00229] In accordance with a non-limiting aspect of the present invention, at least one 

5 computer may include or interface with a database of portraits, each portrait associated with an 

identified person shown in the respective portrait. The at least one computer may receive at 

least one unidentified portrait and compare a face signature of the at least one unidentified 

portrait against face signatures of portraits of identified persons known to the user. In 

accordance with a positive result of the comparing, the at least one computer may prompt the 

10 user for confirmation of the positive result. In accordance with the confirmation, the at least one 

computer may associate the at least one unidentified portrait with the at least one identified 

person confirmed by the user and store the at least one unidentified portrait in the database. 

[00230] Optionally, the unidentified portrait shows a missing person. Optionally, the receiving 

may include several steps. First, the digital image may be received. The at least one computer 

15 may then detect at least one face in the received digital image. The at least one computer may 

determine and store area co-ordinates of a location of the at least one detected face in the 

received digital image. The at least one computer may apply at least one transformation to the 

at least one detected face to create the at least one unidentified portrait of the at least one 

detected face. The at least one computer may rotate the at least one unidentified portrait at 

20 least until the at least one unidentified portrait is shown in a vertical orientation and a pair of 

eyes of the at least one face shown in the at least one unidentified portrait are positioned on a 

horizontal plane. 

Visualizing Relationships from Photo Metadata 

[00231] When a set of digital photos contains name tags that identify the people represented 

25 in those photos then there is potential to "mine" that information and generate potentially 

interesting, entertaining, and useful techniques for displaying relationships between people that 

have been tagged in those photos. How the name tags are made available to the computer 

system is not limiting to the concept of using that data to display interesting graphs and charts. 

One approach to generating the name tags quickly is to use face detection and recognition 

30 technology. This technology speeds up the tagging process by automating most of the manual 

steps. The name tag data could simply exist in the photo metadata, such as in the Adobe XMP 

format, or it could exist in a SQL or other database. 
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[00232] FIG. 46 depicts a graph generated in accordance with an aspect of the present 

invention. The relationships between people appearing in photos are shown by interconnected 

lines between people. Starting with a central, or selected person (in this example: Ray), the 

invention shows a node that represents the number of photos in which Ray appears. The node 

5 may be sized relatively according to the number of photos. Any nodes attached directly to the 

central "Ray" node may identify people that appear in photos with Ray. So for example, April 

appears in 100 photos with Ray, and "Friend A" appears in 135 photos with Ray. Then the next 

layer of the diagram shows people that don't appear with Ray, but appear with the people 

connected directly with the Ray node. So, Sandy and Lisa appear together with April in photos. 

10 This method is used to graph all relationships moving outward from a central person. Each 

node may show a frequency of appearance together of the person named at the node and the 

person named at the immediately preceding node. 

[00233] This graph in FIG. 46 could be used as an index to the photos. By clicking on any 

node in the graph, the corresponding photos represented by that node could be displayed in 

15 slideshow or thumbnail list format. The at least one computer could query the one or more 

photo databases in advance of receiving a click on any of the nodes in order to be prepared to 

present the corresponding photos, or the at least one computer could perform any such query or 

queries after having received the click user input. 

[00234] In accordance with a non-limiting aspect of the present invention, at least one 

20 computer may include or interface with a database of digital images and respective metadata 

identifying a name of at least one identified person shown in the respective digital image. The 

at least one computer may select one of the identified persons from the database and determine 

a count of a total number of digital images where the identified person appears. For each 

identified person shown in at least one of the digital images with the selected identified person, 

25 the at least one computer may determine a count of a total number of digital images where the 

respective identified person appears with the selected identified person and display a visual 

representation, such as a graph or chart as shown in FIG. 46. The visual representation could 

include a first node representing the selected identified person (e.g. "Ray" in FIG. 46) and the 

respective count of the total number of digital images where the identified person appears. For 

30 each identified person shown in at least one of the digital images with the selected identified 

person, a second node may be presented representing the respective identified person shown 

in at least one of the digital images with the selected identified person. Each respective node 

may further include a visual representation of the respective count of the total number of digital 
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images where the respective identified person appears with the selected identified person. 

Each second node may be linked to the first node, optionally in the form of a visible line or by 

other means of displaying a visible link. 

[00235] Optionally, for each identified person displayed with a respective second node (a 

5 "second person"), for each identified person shown in at least one of the digital images with the 

respective second person, the at least one computer may determine a count of a total number 

of digital images where the respective identified person appears with the respective second 

person. In this case, the visual representation may include, for each identified person shown in 

at least one of the digital images with the respective second person, a third node representing 

10 the respective identified person shown in at least one of the digital images with the respective 

second person, each respective node further comprising a visual representation of the 

respective count of the total number of digital images where the respective identified person 

appears with the respective second person; and a link between the respective second node and 

each respective third node. 

15 (00236] Another non-limiting exemplary implementation could show the relationships purely 

in list format based on the tiers away from the central person. FIG. 47 shows how those photos 

may look arranged by tiers. 

(00237] Another non-limiting exemplary implementation for representing the tiers may be to 

show a collage of photos contained in that tier. FIG. 48 shows a possible display that 

20 demonstrates this method. 

(00238] Another non-limiting exemplary implementation of the present invention for showing 

the data available from the name tags in photos is to extract the face of a person from photos 

and display those faces on a timeline. FIG. 49 provides an example. Starting with a selected 

person (selected by the at least one computer or in accordance with user input), all faces of that 

25 person may be extracted from each photo in which they are tagged and displayed along some 

form of date or time axis. If more than one photo of the selected person is available, this may 

show the evolution of a person over time. 

(00239] In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with a database of portraits, each portrait associated with an 

30 identified person shown in the respective portrait. The at least one computer may select one of 

the identified persons from the database, ordering a plurality of the portraits associated with the 

selected identified person based at least partly on date metadata associated with each 
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respective portrait, and displaying a visual representation. The visual representation may 

include a timeline; and an arrangement of the plurality of the portraits along the timeline in 

accordance with the respective ordering. 

[00240] More details regarding use of face detection and recognition for tagging purposes will 

5 now be described. Face detection algorithms operate in many different ways, but the net result 

of scanning a digital image and applying one or more of these algorithms is the presentation of 

a list of possible face regions. These regions are usually identified by a bounding box defined 

by four coordinates (e.g. top/left, top/right, bottom/left, bottom/right). 

[00241] If a set of new photos is offered to a face detection system of the present invention, 

10 then the system may return a list of faces to the user and ask the user to tag the faces - in other 

words - attach a name to the faces. This name could be input via the keyboard or via drag and 

drop from an existing contact list or address book. The user may also typically provide input to 

delete any false positive faces where the system has falsely identified a region of a photo as a 

face. 

15 [00242] A face recognition system of the present invention may take the face detection 

results (e.g. a list of bounding box coordinates and a pointer to the original digital image) and 

generate digital signatures for each face. These signatures are mathematical representations of 

the pixels that constitute the face as defined by the bounding box or other mask area applied to 

the bounding box or a subset of the bounding box. For example, it may be possible to use the 

20 eye coordinates of the face to center an oval mask over the face region to attempt to eliminate 

non-specific features like hair, hats, and other non-facial objects. Then only the pixels within 

this mask area are used to generate the face signature. 

[00243] These mathematical signatures could be a sequence of numbers (real or complex) or 

a single digital string or a multi-dimensional array depending on the algorithm. Other functions 

25 performed by a face recognition system of the present invention may be to: 

30 

[00244) 1. Compare two face signatures together to determine a "likeness" score. 

If that score passes a dynamic or pre-defined threshold then it becomes a "suggested" 

match between the two. 

[00245) 2. Combine "like" face signatures together into clusters of faces that are 

similar. This also uses a dynamic or pre-defined threshold to determine whether face 

signatures belong together in the same cluster. 
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[00246] An optional function is to find a representative signature for a single person that has 

a list of face signatures based on tagging activity by the user. In essence, this person is 

"known" to the system because faces have been tagged with the same name. 

[00247] In accordance with aspects of the present invention, the present invention may 

5 enable the visualization of data relationships extracted from photo metadata - specifically name 

tags and dates that are attached to digital photos. This data could be attached to photos 

directly via common metadata formats (e.g. EXIF, Adobe XMP, etc.) or could exist separate 

from the photos in a database that links the photo name to the metadata contained in database 

tables. 

[00248] Based on people identified via the tags (or in the database) and the frequency of 

appearance and who they appear with in the photos, data relationships are determined that can 

be graphed in different ways. These graphs provide ways to visualize the relationships. 

[00249] The graphs may automatically be created by the invention or the user of the 

invention may request a graph be created starting with a specific person selected by the user. 

15 The specific person would become the center of the graph in a network representation, or left 

starting point in a "left to right" representation. 

[00250] To collect the data required to display a graphic representation like FIG. 46, multiple 

queries may have to be run against a database containing metadata - specifically the name of 

people appearing in photos. If the data only existed in the metadata directly attached to the 

20 digital photos then this metadata would have to be collected via an image scanning process. 

The resulting collection could be placed in computer memory (such as an array of text fields) or 

it could be placed into a permanent or temporary SQL database for subsequent query purposes. 

For purposes of this part of the description, assume that the data resides in a SQL database. 

[00251] The initial query would find a count for all images containing people that appear with 

25 the selected "starting" person in one or more photos. We'll call these people "acquaintances". 

30 

The resulting list could be sorted in descending order based on number of appearances for 

each acquaintance. The graph would display the starting person as a node in the graph. The 

size of the node may or may not vary based on the number of photos. The number of photos in 

this case would be the total number of photos in which the "starting person" appears. 

[00252] The next node displayed would be the first or largest acquaintance in the list. The 

size of the node may or may not vary with the number of times they appear in photos with the 

"starting person". This node would be attached via a connector to the original starting node. 
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This process would continue until all the acquaintances are exhausted in the list. One non­

limiting implementation would limit the size of the list to a minimum number of appearances 

together. The graph could represent people that appear in at least 3 photos with the starting 

person. 

5 [00253] Once the list is exhausted, then for each acquaintance another query would be run to 

determine all of the people that appear together with that acquaintance but NOT with the 

starting person. Based on this list then nodes would be added to the graph with connectors 

back to the acquaintance. 

[00254] This process would continue until all acquaintance nodes in the graph are 

10 exhausted. In order to limit the size of the graph - especially in the case of a person with tens 

of thousands of photos - it is possible that the user could specify a limit of X tiers away from the 

starting person. 

[00255] The other types of graphs identified that show this "tier relationship" would be 

generated in a similar fashion to the above, but the method of display differs. For FIG. 47, the 

15 photos may be shown as thumbnails or scrollable images on a "Tier by Tier" basis. This could 

be a tabbed interface that offered a "tab per tier". For FIG. 48, the photos are shown in a 

collage format for each tier away from the central starting person. Each collage could be a 

separate graph or page, or they could be combined into one large graph. 

[00256] To generate FIG. 49, the dates for the images may be used to define the ordering of 

20 faces along the timeline. The face images themselves may be extracted from the original 

photos using coordinates for a pre-determined bounding box around the face. The bounding 

box may be determined based on a face detection method that identifies the coordinates 

containing a face automatically, or the user may manually define a bounding box by physically 

drawing a box around the face with the aid of a mouse, touchpad or touch screen user interface. 

25 [00257] In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with a database of digital images and respective metadata 

identifying a name of at least one identified person shown in the respective digital image. Each 

person may have been previously identified using face detection and recognition techniques 

described herein. The at least one computer may select one of the identified persons from the 

30 database, determine at least one first identified person shown in at least one of the digital 

images together with the selected identified person, and display a visual representation. The 

visual representation may include, for each first identified person, a first tier node representing 
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the selected identified person and the respective first identified person being shown in at least 

one of the digital images together. The visual representation may also include, for each first 

identified person, a second tier node representing the respective first identified person being 

shown in at least one of the digital images without the selected identified person. 

[00258) Optionally, the visual representation may include, for each first identified person, a 

second tier node representing the respective first identified person being shown in at least one 

of the digital images without the selected identified person, but with a second identified person, 

wherein the second identifier person is determined not to be shown in any of the digital images 

showing the selected identified person. 

[00259) Optionally, the visual representation may include, for each second identified person, 

a third tier node representing the respective second identified person being shown in at least 

one of the digital images without the respective first identified person. 

[00260) Optionally, each first tier node may include a collage of the digital images that show 

both the selected identified person and the respective first identified person. 

[00261) Optionally, each first tier node may include a collage of digital images that show both 

the selected identified person and the respective first identified person; each second tier node 

may include a collage of the digital images that show the respective first identified person 

without the selected identified person; and each third tier node comprises a collage of the digital 

images that show the second identified person without the respective first identified person. 

Clustering Description 

[00262) An optional function of the present invention may be to find a representative 

signature for a single person that has a list of face signatures based on tagging activity by the 

user. In essence, this person may be "known" to the system because faces have been tagged 

with the same name. For purposes of determining a likeness score and suggesting a match 

25 between two photos, the representative signature is used to compare with each unidentified 

face to determine if there is a match. The representative face signature could also be a set of 

face signatures such that each item in the set may represent a single cluster of face signatures 

for that specific person. 

[00263] Finding a representative face for a group of faces assigned to a person may be 

30 useful in order to reduce the time required to compare a large number of known faces (e.g. 

potentially hundreds of known faces, or more) with each new unidentified face. Furthermore, 

people age over time and change their appearance for a variety of reasons so using a set of 
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face signatures representing clusters of similar faces for a particular person can provide better 

results while at the same time reduce the number of comparisons necessary versus comparing 

every specific known face. 

[00264] A further use of clustering may be to present "like" faces to the user in batches for 

5 tagging purposes. This may save time in providing the ability to tag many faces with one name, 

instead of tagging each individual face. 

[00265] One challenge with clustering is that for performance reasons it is not desirable to 

have to re-cluster the entire set of unidentified faces as new faces are introduced to the set. It 

may be more efficient to employ various techniques that allow for the creation and management 

10 of incremental clusters. 

[00266] Details will now be described regarding clustering for the purposes of finding the 

representative faces for an individual during the recognition step. The plurality of faces 

associated with a known person may be grouped using a form of hierarchical clustering, where 

face signatures are compared as described above, to create groups of faces having similar 

15 appearance. To compare an unknown face to the known person, all of the individual, one to 

one, face comparisons may be made, and then the results may be combined by arithmetic 

mean to form one or more aggregate results, one for each group of similar faces. 

[00267] To enable effective comparison of the aggregate results a linear correction which 

depends on the number of individual results used to compute the aggregate result may be 

20 applied. This linear correction may be determined by first comparing a group of known faces 

having a particular number, "N", with a large number of individual faces known to belong to 

different people to determine the distribution of results. 

[00268] Then the linear correction may be determined to be that which best aligns this 

distribution to a standard normal distribution. Finally, the correction may be further adjusted so 

25 as to give larger groups of faces an advantage in the comparison with unknown faces by either 

increasing the standard deviation or shifting the mean. This final step ensures that people who 

appear frequently in a user's collection of photos have an appropriate increase in their likelihood 

of being suggested as a match for a new unknown face. 

[00269] The plurality of corrected aggregate results obtained by comparison of a single 

30 unknown face to all of the known persons may be compared against either a fixed threshold or a 

dynamically chosen threshold. If a dynamically chosen threshold is to be used, it may be 

selected to be the threshold that yields the maximum number of unknown faces for which only a 
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single person has results exceeding the threshold. The advantage of such a dynamically 

chosen threshold is that it maximizes the number of true person suggestions while 

simultaneously minimizing false positive suggestions. 

[00270] In one embodiment of the invention this clustering process could employ a similar 

method to what is described under the term "hierarchical clustering" in Wikipedia (See: 

http://en.wikipedia.org/wiki/Hierarchical clustering). The initial clustering may be 

"agglomerative" (a bottom up approach where each observation starts with its own cluster, and 

pairs of clusters are merged as one moves up the hierarchy) while the selection of 

representative faces may be "divisive" (a top down approach where all observations start in one 

10 cluster, and splits are performed recursively as one moves down the hierarchy). Initially every 

face is considered to be its own separate cluster. Each face is compared to every other face 

and the score (likeness) values are recorded and sorted. Scores below a certain pre-determined 

threshold are discarded. Then, starting with the highest score (the two faces that are most alike) 

and working towards the lowest score, each pair of faces are joined by an edge if they are not 

15 already joined via some path of edges. That is, two separate clusters are merged but faces 

within a cluster are not further joined by additional edges. The result is several distinct 

dendrograms (trees), each one representing a cluster. Note that within each dendrogram there 

are no loops and the number of edges is one less than the number of faces. For each cluster 

where the number of faces is larger than some specific integer threshold (e.g. 20), we select a 

20 subset of the faces to represent the cluster. 

[00271) Selection of the subset could be implemented as follows. First find the edge with the 

lowest score and remove it to split the tree into two smaller subtrees. Then decide how many 

faces will be selected from each subtree so that the counts are in equal proportion to the size of 

the subtree. For example, if we are looking for 15 faces and subtree A is twice as big as 

25 subtree 8, then we will want to select 10 faces from subtree A and 5 faces from subtree B. If 

the number of faces in the subtree is equal to the number we want, then those faces are simply 

output as the result and processing of that subtree terminates. If the number of faces is greater 

than the number we want, this process is applied again recursively. That is, within the subtree, 

the next edge with the lowest score is found and removed to further divide the tree. The result is 

30 the reduction of a tree of any size to some fixed size such that the remaining faces are a 

statistically representative sample of the original set of faces. 

[00272] Details will now be described regarding the use of clustering for unidentified faces to 

improve the time involved for tagging by reducing the number of clicks required by the user. For 
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practical and performance reasons, in accordance with an aspect of the present invention, a 

fully incremental constant time clustering algorithm was created. At least one advancement of 

this clustering algorithm may be the constant time aspect, which does not vary depending on 

total number of photos in the set. To describe the steps involved in adding a new face to the 

5 existing clustering, first assume that each of the existing faces has been assigned some sort of 

clustering token (e.g. an integer). Two faces are considered to be in the same cluster if they 

have the same token. Second, assume that each face is associated with some photo and that 

each photo has a date and time associated with it. This is usually but not always the date and 

time that the photo was taken. Finally, the photos are kept in a sorted order by this date and 

IO time meta data. 

[00273] Given a new photo with at least one face in it, first use the date/time of the new photo 

to find its location within the sorted list of existing photos. Then start performing one-to-one face 

comparisons between the new face and existing faces by moving outward in both directions 

from this location. That is, the new face is first compared to existing faces that were 

15 photographed at a similar date/time before moving to progressively more distant (past and 

future) dates. 

[00274] If a one-to-one face comparison yields a likeness that exceeds some fixed threshold, 

then the new face is assigned the same cluster token as the existing face and the clustering of 

the new face is complete. 

20 [00275] Three rules may be applied to ensure that the time spent adding each new face to 

the clustering is constant. First, new faces are never compared to other new faces in the same 

photo. Second, if the new face fails in its comparison to one face of a particular cluster, then the 

new face is not compared against any other faces from that same cluster. Third, we now have a 

fixed maximum number of comparisons that will be made. If this number is reached without 

25 finding a match, then the new face will be assigned a new cluster token and will, therefore, be 

the first face in a new cluster. 

[00276] Finally, when processing a batch of photos, the photos are processed in a random 

order to improve "long range" clustering. 

[00277] FIG. 50 shows photos and faces with associated dates and times, arranged 

30 chronologically. The "New Photo" is being analyzed in accordance with the present invention. 

The letters on each face represent the cluster id/token for the respective face. The curved lines 

with arrows shown below the cluster tokens in FIG. 50 represent the face-to-face comparisons 
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that are to be performed from faces in the New Photo to faces in other photos. The numerical 

value shown on the curved lines representing the face-to-face comparisons indicates the order 

in which the respective face-to-face comparisons are performed. For example, photos with the 

closest date/time to the New Photo may be compared first, and the remaining faces may be 

5 compared in chronological order of the associated dates and times of the photos or faces. 

Assuming no matches were found in earlier face-to-face comparisons, the three existing faces 

with no curved lines linking the respective faces to the face from the New Photo, indicate that 

comparisons with those respective faces were skipped, as the respective faces belonged to a 

cluster already considered. 

10 [00278] In order to show a match, the comparisons cease when a match is found and the 

new face takes on the same cluster id letter as the matching face (e.g. "E"), shown in FIG. 50. 

[00279] In order to show no-match, then the new face may get assigned a new cluster id 

(e.g. "F"), not shown in FIG. 50. 

[00280] In accordance with a non-limiting aspect of the present invention, at least one 

15 computer may include or interface with a database of digital images and respective metadata 

identifying a date of the respective digital image, a plurality of the digital images showing at least 

one respective unidentified person ("unidentified digital images"). The at least one computer 

may sort the unidentified digital images by the respective date metadata, and assign a 

respective clustering token to each of the unidentified digital images. The assigning may 

20 include, in accordance with a determination that a subset of the unidentified digital images each 

show a common unidentified person, assigning a common respective clustering token to each of 

the unidentified digital images of the subset. The at least one computer may group the 

unidentified digital images by respective clustering token. At some point, the at least one 

computer may receive a new digital image from another computer, database, user, or from 

25 anywhere else. The new digital image and respective metadata may identify a date of the 

respective new digital image, and the new digital image may include a new unidentified person. 

The at least one computer may then attempt to identify the new unidentified person in the 

received image by using or leveraging any of the clustering techniques described herein. In 

particular, the at least one computer may perform at least one comparison of the new 

30 unidentified person to the at least one respective unidentified person of the plurality of the digital 

images in an order, wherein for each group of unidentified digital images, the at least one 

computer may perform only a single comparison of the new unidentified person to the 

respective common unidentified person. The at least one computer may assign a clustering 
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token to the new digital image in accordance with the comparison performing resulting in a 

determination of the new unidentified person common to a respective one of the groups of 

unidentified digital images. Optionally, the comparison performing order comprises an order by 

date metadata closest in date to the date metadata of the new digital image. Optionally, 

5 wherein upon having performed a predetermined maximum number of comparisons of the new 

unidentified person to the at least one respective unidentified person of the plurality of the digital 

images, the at least one computer may halt the comparison performing and assigning a new 

clustering token to the new digital image. 

[00281] FIGS. 51-53 illustrate aspects of the faces clustering of the present invention. FIG. 

10 51 shows faces of a respective known person may be grouped through tagging methods 

provided by the present invention. In FIG. 51, groups of faces of known persons A, B, and C, 

are respectively grouped. In FIG. 52, a recognition algorithm in accordance with the present 

invention may the groups of faces of a known person into one or more clusters of faces of the 

known person. The splitting into clusters of like faces may be based at least partly on the face 

15 signature distance between each face in the group of faces of the known person. In FIG. 53, 

when an unknown face is submitted to the face recognition method of the present invention, the 

recognition algorithm of the present invention may compare the unknown face with each cluster 

for each known person separately. 

Using Image Metadata to Improve Face Recognition Results 

20 [00282] A challenge in face recognition may be that due to the unconstrained nature of 

consumer photos taken with a wide range of camera devices - including smart phones, cell 

phones, and disposable cameras - the ability to accurately identify people in photos (or video) 

will likely never reach 100% accuracy. There are just too many variables similar to the 

challenges associated with accurate weather forecasting. 

25 [00283] It is possible to enhance the accuracy of recognition results beyond the pure 

mathematics of analyzing and comparing pixels contained in the image. By taking advantage of 

image related metadata including date taken, camera type, location coordinates, and event 

information it is possible to reduce false positive data generated from the face recognition 

algorithms. In a further extension of this concept it is also possible to recognize other objects in 

30 the image (non-human) that could relate to a specific place, event or time. 
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[00284] These concepts also apply to video images in addition to static images. They can be 

applied in real-time as the user is taking the photo or video; or they can be applied post-image 

taking. 

[00285] A non-limiting implementation of this concept in accordance with an aspect of the 

5 present invention in shown in FIG. 40. Face recognition algorithms operate on a list of 

unidentified faces and compare the digital signatures for those faces against digital signatures 

for known faces. Any faces from the unidentified set that come within a pre-defined (or 

algorithmic) threshold with a known face will become "suggested matches" for the person linked 

to the known face. If a single photo generated five face regions from the face detection scan, 

10 then it may be inefficient to have the same person offered as a suggestion for more than one 

face in the same photo. Note that there could be special circumstances (e.g. photos involving a 

mirror and photos modified with an editor) where the same person could appear more than once 

in a single photo, however it is not practical to design a system that satisfies these rare corner 

cases. Thus, if the face recognition algorithm came up with two (or more) faces from the same 

15 image as a suggestion for the unidentified person, then further logic would consider the fact that 

the two (or more) faces are in the same image and request the "most closest match" to be the 

suggestion used. Should the most closest match that is suggested to the user be rejected by 

the user, in order to improve efficiency, it may be desirable to, with respect to any faces not the 

most closest match from that image, and thus not suggested, discarded those faces from being 

20 suggested in any other digital images as well. Any rejected face(s) suggestions may then be 

compared against the set of known people excluding the unidentified person to find the next 

best match (if any). 

[00286] In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with a database of portraits and associated digital images, 

25 each portrait associated with an identified person shown in the respective portrait. The at least 

one computer may determine that respective portraits of at least two identified persons shown in 

one of the digital images satisfy a comparison threshold with a portrait of the unidentified person 

determined from the received digital image. The at least one computer may then suggest an 

identification of the unidentified person as the respective one of the at least two identified 

30 persons having a respectively associated portrait that is determined to be a closest match to the 

portrait of the unidentified person from amongst the at least two identified persons. The at least 

one computer may then exclude a remainder of the at least two identified persons from being 
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subsequently suggested from any other one of the digital images as an identification of the 

unidentified person. 

[00287] Dates or times may also be considered when suggesting faces, as shown in FIG. 41. 

It should be assumed that the metadata (e.g. dates, coordinates, camera type, etc.) related to 

5 the images being used for the present invention is accurate, otherwise basing face suggestions 

based on the metadata would not be expected to increase accuracy. Consider a person, 

referred to as P, tagged in a photo that shares the same date as another photo. In the other 

photo, assume there exists an unidentified face where two (or more) people meet the 

recognition threshold for calling that face a suggested match for those people. Then if one of 

10 those people that meet the threshold happens to be confirmed by the user to be person P, the 

present invention may increase the ranking of person P in a list of suggested identifications 

based on the probability that person P will show up again in photos from the same date after 

already having been tagged and confirmed to be present on that date in another photo. 

[00288] In accordance with a non-limiting aspect of the present invention, at least one 

15 computer may include or interface with a database of portraits and associated digital images, 

each portrait associated with an identified person shown in the respective portrait. The at least 

one computer may determine that a respective portrait of at least one identified person shown in 

at least one of the digital images satisfies a comparison threshold with a portrait of the 

unidentified person determined from the received digital image. In accordance with the 

20 determined at least one of the digital images associated with metadata comprising a date 

corresponding to date metadata associated with the received digital image, the at least one 

computer may suggest an identification of the unidentified person as the at least one identified 

person. 

[00289] Relationships with people may also be considered, as shown in FIG. 42. Assume a 

25 person, referred to as P, is tagged in a photo and other unidentified faces are found in that 

photo. Further assume that person Palso belongs to a group, referred to as C, and this group 

is known to the system. Then as part of the recognition suggestion algorithm, the fact that the 

probability of other faces in the photo also being members of group C is higher could be 

considered in the method by reducing the threshold for each person that is a member of group 

30 C, or moving a person from group C higher in the list of potential matches if there is more than 

one person meeting the suggestion threshold for a given unidentified face. 

[00290] In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with a database of portraits and associated digital images, 
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each portrait associated with an identified person shown in the respective portrait. The at least 

one computer may, in accordance with a determination that the received photo comprises at 

least one identified person associated with a defined group, suggest an identification of the 

unidentified person based at least partly on a determination that a respective portrait of at least 

5 one identified person associated with the defined group satisfies a comparison threshold with a 

portrait of the unidentified person determined from the received digital image. 

[00291] Locations or location coordinates may also be considered, as shown in FIG. 43. 

Assume a person Pis tagged and confirmed to be in a photo in location X on date A, and, per 

the recognition algorithm, person P would normally be a suggested match for unidentified faces 

10 in other photos also taken on date A, but in location Y, where Y is more than N hours away from 

X. In this case, the suggested match for person P may be discarded on the basis that person P 

could not have been, or was unlikely to have been, in both locations X and Y within the date 

timeframe established by the metadata of the respective photos. This may take into account the 

probability that person P cannot be in two places at the same time. 

15 [00292] In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with a database of portraits and associated digital images, 

each portrait associated with an identified person shown in the respective portrait. The at least 

one computer may determine that a respective portrait of at least one identified person shown in 

at least one of the digital images satisfies a comparison threshold with a portrait of the 

20 unidentified person determined from the received digital image. In accordance with the 

determined at least one of the digital images associated with metadata comprising both (i) a 

date corresponding to date metadata associated with the received digital image; and (ii) a 

location within a predetermined distance threshold of location metadata associated with the 

received digital image; the at least one computer may suggest an identification of the 

25 unidentified person as the at least one identified person. 

[00293] Event information, or other information available on a social network, may also be 

considered, as shown in FIG. 44. Assume the system knows the person Pis attending an event 

X based on social network information captured for that user or other data source, then the 

probability that person P will appear in photos taken at event X is higher. It is also reasonable 

30 to assume that the probability that person P will show up in photos taken at event Y, taking 

place on the same date, is lower. The recognition method could utilize this further information to 

assign person P a higher ranking (via one or more specific adjustments) for faces found in 

photos taken at event X where P would otherwise meet a threshold for being suggested as any 
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of the unidentified faces. The recognition method could also assign person Pa lower ranking 

(via one or more specific adjustments) for faces found in photos taken at event Y. 

[00294) In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with a database of portraits and associated digital images, 

5 each portrait associated with an identified person shown in the respective portrait. The at least 

one computer may determine that a respective portrait of at least one identified person shown in 

at least one of the digital images satisfies a comparison threshold with a portrait of the 

unidentified person determined from the received digital image. The at least one computer may 

also determine that the received digital image is associated with an event, based at least partly 

10 on metadata associated with the received digital image. In accordance with the determined at 

least one of the digital images being associated with the event, the at least one computer may 

suggest an identification of the unidentified person as the at least one identified person. 

[00295] Non-human object or environmental information may also be considered, as shown 

in FIG. 45. For example, assume that a person P was confirmed and tagged in a photo, and 

15 that photo was deemed to be part of a set X of similar photos based on date, event, or location 

information. Then if person P was further found in the confirmed photo using an object 

recognition method to be wearing a green sweater, then that information could be used to apply 

a higher priority or ranking to person P if a face in another photo from set X was found also to 

be attached to a green sweater. In addition to clothing, other objects shown in the photo, such 

20 as furniture, trees, cars, animals, clouds, vistas, or any other environmental arrangements of 

photographic details may be analyzed and considered. The color, texture, orientation, or 

arrangement of any such details may be analyzed and considered. Particularly, if person P 

tagged in a photo of a set based on date, event, or location, then non-face details of person P 

may be compared to suggest that person P is an unidentified person in other photos of the set 

25 (non-face details may include clothing shape or color, hair color, glasses, skin tone, etc.) 

[00296) In accordance with a non-limiting aspect of the present invention, at least one 

computer may include or interface with a database of portraits and associated digital images, 

each portrait associated with an identified person shown in the respective portrait. The at least 

one computer may determine that a respective portrait of at least one identified person shown in 

30 at least one of the digital images satisfies a comparison threshold with a portrait of the 

unidentified person determined from the received digital image. The at least one computer may 

then extract non-portrait visual information from the determined at least one of the digital 

images. In accordance with a determination of the extracted non-portrait visual information 
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satisfying a comparison threshold with non-portrait visual information from the received digital 

image, the at least one computer may suggest an identification of the unidentified person as the 

at least one identified person. 

Voice-assisted Face Tagging 

[00297) Optionally, voice or speech recognition may be used to assist or support face tagging 

as provided in aspects of the present invention. The at least one computer may prompt the user 

to tag photos. The user may respond by providing user input using any available means, such 

as by clicking with a mouse, touchpad, key entry, or by responding with voice input. The user 

may be interfacing with a local computing device, upon which the face tagging method is 

10 operating, or the user may be interfacing with a computer in communication with one or more 

other computers or computer servers, that alone or together provide for the tagging of photos or 

faces. In either case, the local computing device with which the user is interfacing, which may 

be a mobile phone, personal computer, or any other type of computing device, may include or 

be connected to, either through a wired or wireless connection, a microphone or other audio 

15 input peripheral. The local computing device, or one of the other computers in communication 

therewith, may process the user's audio input to determine one or more voice commands. 

[00298) Once the tagging process has begun, and voice recognition is supported and 

enabled, the user may be presented with one or more photos to tag. Optionally, the user may 

be asked whether the user recognizes a particular photo. One of the computers may have 

20 attempted to determine a date or time of the photo. The user may be prompted to either confirm 

or modify this date or time. A voice command may be provided from the user in response to be 

processed by one of the computers. Through the face recognition methods described in 

accordance with aspects of the present invention, where at least one person is determined to be 

found in the photo, the user may be prompted to identify the at least one person. A voice 

25 command may be provided from the user in response identifying the person by name. Where 

the voice command does not provide a full name for the person, the face recognition method 

may suggest a full name to be used to tag the person based on the voice command received. 

For example, if the user identifies the person as "Bob", the method may suggest at least one full 

name for "Bob" based on other persons named "Bob" tagged in other photos by the user, or 

30 based on other persons named "Bob" who are connected to the user through a social network 

or contact list. This process may repeat for all of the persons in the photo, and for any other 

photos not yet tagged by the user. Optionally, existing photos already tagged may also be re­

presented to the user for tagging or re-tagging, preferably after all untagged photos have been 
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processed and tagged in accordance with the method of the present invention. The method 

may also prompt the user to record a caption for any photos being tagged. Any recorded 

caption may be played back for the user to confirm prior to applying to the respective photo. 

The caption may also be processed through voice recognition techniques and saved as a text 

5 caption associated with the respective photo. The caption text may also be presented to the 

user for review or confirmation prior to saving. 

General 

[00299] It will be appreciated that any module or component exemplified herein that executes 

instructions may include or otherwise have access to computer readable media such as storage 

10 media, computer storage media, or data storage devices (removable and/or non-removable) 

such as, for example, magnetic disks, optical disks, tape, and other forms of computer readable 

media. Computer storage media may include volatile and non-volatile, removable and non­

removable media implemented in any method or technology for storage of information, such as 

computer readable instructions, data structures, program modules, or other data. Examples of 

15 computer storage media include RAM, ROM, EEPROM, flash memory or other memory 

technology, CD-ROM, digital versatile disks (DVD), blue-ray disks, or other optical storage, 

magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or 

any other medium which can be used to store the desired information and which can be 

accessed by an application, module, or both. Any such computer storage media may be part of 

20 the mobile device, tracking module, object tracking application, etc., or accessible or 

connectable thereto. Any application or module herein described may be implemented using 

computer readable/executable instructions that may be stored or otherwise held by such 

computer readable media. 

[00300] Thus, alterations, modifications and variations can be effected to the particular 

25 embodiments by those of skill in the art without departing from the scope of this disclosure, 

which is defined solely by the claims appended hereto. 

[00301] In further aspects, the disclosure provides systems, devices, methods, and computer 

programming products, including non-transitory computer readable memory, or non-transient 

machine-readable instruction sets, for use in implementing such methods and enabling the 

30 functionality described previously. 

[00302] Although the disclosure has been described and illustrated in exemplary forms with a 

certain degree of particularity, it is noted that the description and illustrations have been made 
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by way of example only. Numerous changes in the details of construction and combination and 

arrangement of parts and steps may be made. Accordingly, such changes are intended to be 

included in the invention, the scope of which is defined by the claims. 

[00303] Except to the extent explicitly stated or inherent within the processes described, 

5 including any optional steps or components thereof, no required order, sequence, or 

combination is intended or implied. As will be will be understood by those skilled in the relevant 

arts, with respect to both processes and any systems, devices, etc., described herein, a wide 

range of variations is possible, and even advantageous, in various circumstances, without 

departing from the scope of the invention, which is to be limited only by the claims. 

10 
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CLAIMS 

What is claimed is: 

Any and all features of novelty disclosed or suggested herein, including without limitation the 

following: 

1. 

2. 

A method performed by at least one computer, the method comprising: 

detecting at least one face in at least one digital image; 

determining and storing area co-ordinates of a location of the at least one 

detected face in the at least one digital image; 

applying at least one transformation to the at least one detected face to create at 

least one portrait of the at least one detected face; 

rotating the at least one portrait at least until the at least one portrait is shown in 

a vertical orientation and a pair of eyes of the at least one face shown in the at least one 

portrait are positioned on a horizontal plane; and 

storing the rotated at least one portrait. 

The method of claim 1 wherein each of the at least one detected face corresponds to a 

person. 

3. The method of claim 1 comprising extracting the at least one detected face from the at 

least one digital image prior to the applying. 

4. 

5. 

6. 

7. 

The method of claim 1 comprising inserting the at least one stored portrait in a marketing 

image. 

The method of claim 4 wherein the marketing image is an advertisement. 

The method of claim 4 comprising applying at least one additional transformation to the 

at least one stored portrait for matching a portrait size requirement of the marketing 

image. 

The method of claim 1 comprising: 

receiving a selection of at least one face to be suppressed; 
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masking the area co-ordinates corresponding to the location of the at least one 

face to be suppressed in the at least one digital image. 

The method of claim 7 wherein the masking comprises overlaying a selected image over 

the area co-ordinate corresponding to the location of the at least one face to be 

suppressed. 

The method of claim 8 comprising adjusting the selected image to correspond to size of 

the area co-ordinates to be masked. 

1 0. The method of claim 8 comprising adjusting edges of the overlayed image to blend with 

image characteristics of the at least one digital image. 

11. The method of claim 10 wherein the image characteristics may include one or more of 

color, intensity, brightness, and texture. 

12. The method of claim 7 wherein the selection of the at least one face to be suppressed 

comprises a command to suppress a particular individual from being displayed in any 

digital image, the method comprising identifying any digital image comprising a face 

corresponding to the particular individual to be suppressed and flagging the identified 

digital images to mask the area co-ordinates corresponding to the location of the at least 

one face to be suppressed. 

13. The method of claim 7 wherein the masking comprises applying a permanent mask to 

the digital image. 

14. The method of claim 7 wherein the masking comprises modifying metadata of the digital 

image to cause the digital image to be masked when displayed. 

15. The method of claim 1 comprising associating date data with the digital image; and 

displaying stored portraits corresponding to a common person in accordance with the 

respective associated date data. 

16. The method of claim 15 comprising generating an animated representation of an 

evolution of the stored portraits corresponding to the common person over time. 

17. The method of claim 1 comprising associating an identification of a person with the at 

least one stored portrait. 
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18. The method of claim 17 comprising associating relationships between identified persons 

based at least partly on respective identified persons being included in the digital image. 

19. The method of claim 18 comprising populating an interactive computer game with the 

stored portraits and relationships. 

20. The method of claim 19 wherein the interactive computer game comprises a photo 

reminiscence therapy game. 

21. A system comprising at least one computer comprising at least one processor and a 

non-transitory computer readable memory comprising processing instructions, that when 

executed by the at least one processor, cause the computer to: 

22. 

23. 

24. 

detect at least one face in at least one digital image; 

determine and store area co-ordinates of a location of the at least one detected 

face in the at least one digital image; 

apply at least one transformation to the at least one detected face to create at 

least one portrait of the at least one detected face; 

rotate the at least one portrait at least until the at least one portrait is shown in a 

vertical orientation and a pair of eyes of the at least one face shown in the at least one 

portrait are positioned on a horizontal plane; and 

store the rotated at least one portrait. 

The system of claim 1 wherein the processing instructions when executed by the at least 

one processor cause the computer to extract the at least one detected face from the at 

least one digital image prior to the applying. 

The system of claim 1 wherein the processing instructions when executed by the at least 

one processor cause the computer to insert the at least one stored portrait in a 

marketing image. 

The system of claim 1 wherein the processing instructions when executed by the at least 

one processor cause the computer to: 

receive a selection of at least one face to be suppressed; 
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mask the area co-ordinates corresponding to the location of the at least one face 

to be suppressed in the at least one digital image. 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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FACIAL.0012P PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor Kevin Alan Tussy ) 
) 

Appl. No. 14/839,505 ) 
) 

Filed August 28, 2015 ) 
) 

For FACIAL RECOGNITION ) 
AUTHENTICATION SYSTEM ) 
INCLUDING PATH PARAMETERS ) 

) 
Examiner Shanto Abedin ) 

Group Art Unit: 2436 

I hereby certify that this correspondence and all marked 
attachments are being deposited with the United States 
Patent Office viaEFSWeb filing, on: 

September 29, 2017 
(Date) 

/Chad W. Miller/ 
Chad W. Miller Reg. No. 44,943 

______________ ) 

THIRD SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Enclosed is form PTO-1449 listing 235 U.S. references, copies of which are not required 

to be provided in accordance with 37 C.F.R. §1.98(e), 5 foreign references and 17 publications, 

copies of which are enclosed herewith. This Information Disclosure Statement is being filed after 

the mailing of the first Office Action on the merits, and therefore the fee of $90.00 in accordance 

with 37 C.F.R. §1.97(c)(2) and l.17(p) is submitted herewith. 

Dated: September 29, 2017 

CWM-W-12282 

Respectfully submitted, 

By: /Chad W. Miller/ 
Chad W. Miller 
Attorney for Applicant 
Registration No. 44,943 
Weide & Miller, Ltd. 
7251 West Lake Mead Blvd., Suite 530 
Las Vegas, NV 89128 
(702) 382-4804 (Pacific Time) 
cmiller@weidemiller.com 
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14/839,505 08/28/2015 Kevin Alan Tussy 

32856 7590 09/14/2017 

WEIDE & MILLER, LTD. 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
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2436 

MAIL DATE DELIVERY MODE 
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Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 
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Applicant-Initiated Interview Summary 

Application No. 

14/839,505 

Examiner 

SHANTO M. ABEDIN 

All participants (applicant, applicant's representative, PTO personnel): 

(1) SHANTO M. ABE DIN. 

(2) CHAO W. MILLER. 

Date of Interview: 13 September 2017. 

Type: [8J Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

D applicant's representative] 

[8J No. 

Issues Discussed 01 01 D112 01 02 1:8:11 03 □Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

Applicant(s) 

TUSSY, KEVIN ALAN 

Art Unit 

2436 

ldentification of prior art discussed: US 2014/0123275 A 1 (hereinafter Azar et al); US 2014/0165187 A 1 (hereinafter 
Daesung et al). 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative gave a summary of the claimed invention and discussed how it differed from the cited 
references (especially in terms of using a movement detection sensor for detecting movement of the mobile/ imaging 
device) Examiner acknowledged some of the differences between the claimed invention and the cited arts. However. 
applicant's representative was suggested that further incorporation from the specification or dependent claims might be 
needed in order to make the claimed invention distinguishable over the cited prior arts. 
Copy of the interview agenda is enclosed herein. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

[8J Attachment 

/SHANTO M ABEDIN/ 
Primary Examiner, Art Unit 2436 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20170912 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Topics For Discussion During Telephone Interview 

(Informal - Not For Entry) 

1. Discuss Possible Claim Amendments to Make Clear that Mobile Device (phone) is item 

moving and Non-Camera Sensors from Phone provide Movement Information - not the 

user's head or face expression. See paragraph [0038] of the Daesung reference. 

2. Discuss Benefits of Moving Mobile Device Instead of Head 

a. Easy to Spoof Head Movement or Facial Expression - Software can take 2-D 

photo from Facebook or Linkedln and turn it into movable 2-D or moveable 3-D 

video/ image 

i. See Crazy Talk 8 software at following links: 

b. By Using Mobile Device Movement Sensors (accelerometer, gyroscope, ... ) it 

provides confirmation that mobile device is moving, and thus there is a live person 

moving the device at the same speed/acceleration/path as used when enrolled. 

c. Technically, it is very difficult to spoof mobile device sensor data. It would require 

hacking into the phone. And, even if hacked, the 'created movement data' would 

have to have to generally match the enrollment data (match speed and 

acceleration of mobile device). This is much harder to spoof that just an image or 

screen display of a person rotating their head or winking, which could be computer 

generated. 

CWM-W-12217 
p~~gt:' 11 
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d. Movement data is generated during capturing of second image - claim 1 - very 

difficult to spoof since concurrent with second image capture, the movement data 

is also captured. This allows syncing image with movement. This is very difficult 

to fake. For example, because the second image is captured during movement 

this further prevents fraud. 

e. In addition, the mobile device motion sensors will detect movement from first 

position to second position and thus expect that the second image must also 

correspond to an image captured at an expected second mobile device position. 

If the second image is not captured from the expected second mobile device 

position, then fraud is likely. 

f. Image capture from different mobile device positions also prevents fraud due to 

detectible changes in three dimensionality of a human face at different positions. 

The camera will capture a different perspective of a three dimensional facial 

features (nose, ears, eyes) at different mobile device positions that are not 

captured if only the head is moved to the side or a person winks. Movement could 

be from far away (arm's length) and the close to face (arm bent) or arc across and 

around front of face from side to side. At different image capture locations, the 

three dimensionality of the face is captured, which is not part of simply having the 

person wink or move head to the side as proposed in the prior art. 

g. Having movement of the mobile device, instead of just movement of the user's 

head, provides additional information about the background of the user. 

Movement of the mobile device changes not only the perspective view of the 

user's face, but also the background. If only the head moves to the side or the 

user blinks, the background does not really change. Thus, claimed system is much 

harder to spoof, thereby doing a better job at preventing fraud. 

CWM-W-12217 
p~~gt:' 12 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

USPTO Automated Interview Request (AIR) 

Sep 6 2017 

This paper requesting to schedule and/or conduct an interview is appropriate because: 

This submission is requested to be accepted as an authorization for this 
interview to communicate via the internet. Recognizing that Internet 
communications are not secure, I hereby authorize the USPTO to communicate with 
the undersigned concerning scheduling of the interview via video conference, 
instant messaging, or electronic mail, and to conduct the interview in accordance 
with office practice including video conferencing. 

Name (s) : 
Chad W. Miller 

S-signature: 
/Chad W Miller/ 

Registration Number: 
44943 

U.S. Application Number: 
14839505 

Confirmation Number: 
6236 

E-mail Address: 
cmiller@weidemiller.com 

Phone Number: 
7023824804 

Proposed Time of Interview: 
9-14-2017 1:30 PM ET 

Prefered Interview Type: 
Telephonic 

I am the applicant or applicant's representative for this application. 

u w • 1m ~:i1~~ ~1AJ~~ADEMARK OFFICE 

PALM-SILVER 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 
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32856 7590 07/17/2017 

WEIDE & MILLER, LTD. 
7251 W. LAKE MEAD BL VD. 
SUITE 530 
LAS VEGAS, NV 89128 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

FACIAL.0012P 6236 

EXAMINER 

ABEDIN, SHANTO 

ART UNIT PAPER NUMBER 

2436 

MAIL DATE DELIVERY MODE 

07/17/2017 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 

Page 396 of 675



Applicant(s) Application No. 
14/839,505 TUSSY, KEVIN ALAN 

Office Action Summary Examiner 
SHANTO M. ABEDIN 

Art Unit 
2436 

AIA (First Inventor to File) 
Status 
Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 03 MONTHS FROM THE MAILING DATE 
OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 
1 )i:8l Responsive to communication(s) filed on 08/28/2015. 

0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2a)O This action is FINAL. 2b)[8J This action is non-final. 
3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 
4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 
5)[8J Claim(s) 1-21 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 
6)0 Claim(s) __ is/are allowed. 
7)[8J Claim(s) 1-7 and 9-21 is/are rejected. 
8)[8J Claim(s) §. is/are objected to. 
9)0 Claim(s) __ are subject to restriction and/or election requirement. 

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http:ilwww.usoto.gov/patents/init events/pphiindex.isp or send an inquiry to PPHfeedback(wuspto.aov. 

Application Papers 
10)0 The specification is objected to by the Examiner. 
11 )i:8l The drawing(s) filed on 08/28/2015 is/are: a)i:8l accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 
12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
Certified copies: 

a)O All b)O Some** c)O None of the: 

1.0 
2.0 
3.0 

Certified copies of the priority documents have been received. 
Certified copies of the priority documents have been received in Application No. __ . 
Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

** See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) [8J Notice of References Cited (PTO-892) 

2) l:8J Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 
Paper No(s)/Mail Date 01/13/2016; 02/22/2016; and 03/02/2017. 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 11-13) Office Action Summary 

3) 0 Interview Summary (PTO-413) 

Paper No(s)/Mail Date. __ . 

4) 0 Other: __ . 

Part of Paper No./Mail Date 20170629 
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Application/Control Number: 14/839,505 

Art Unit: 2436 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

DETAILED ACTION 

1. This office action is in response to the communication filed on 08/28/2015. Claims 1-21 are 

pending in the application. Claim 8 is objected. Claims 1-7 and 9-21 have been rejected. 

Information Disclosure Statement 

2. The information disclosure statements (IDS) submitted on 01/13/2016, 02/22/2016 and 

03/02/2017 are in compliance with the provisions of 37 CPR 1.97. Accordingly, the information 

disclosure statements are being considered by the examiner. 

Claim Reiections - 35 USC§ 103 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness 

rejections set forth in this Office action: 

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is not identically 
disclosed as set forth in section 102, if the differences between the claimed invention and the prior art are such that 
the claimed invention as a whole would have been obvious before the effective filing date of the claimed invention to 
a person having ordinary skill in the art to which the claimed invention pertains. Patentability shall not be negated by 
the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 

(1966), that are applied for establishing a background for determining obviousness under 35 U.S.C. 

103 are summarized as follows: 

1. Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness or 

nonobviousness. 
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3. Claims 1-3, 7, 11-18 and 20 are rejected under 35 U.S.C. 103 as being unpatentable over US 

2014/0123275 Al (hereinafter Azar et al) in view of US 2014/0165187 Al (hereinafter Daesung et 

Regarding claim 1, Azar et al teaches a melhod for enrolling and authent.ieciling a u11er in an 

authentication system via a user's a mobile computing device comprising a camera and at least one 

movement df:tecting sensor, the mt.ct.hod comprising: 

capturing enrollrnent biometric information from at least one first image of the useL the first image 

recorded by the camera of lhe mobile device (Note Para 027, 032: storing user image in database;; 

sr.oring lhe enrollnk:nt biomer.ric information on a nwmory (Note Para 027, 032): 

capturing authentication biometric information from al leasl one second image of the user, the second 

image recorded by the camera of lhe mobile device (Note Para 027, 034: receiving new/ updated image of the 

user for authentication); 

comparing the authentication biometric information to the stored emollment biometric information to 

determilk: whdh,,r lhe authent.icalion biomdric infon:narion me,cts a predd.en:nine siroilarity threshold as 

compared to the enrollment biometric information (Note Para 005: matching biometric information to a 

threshold value: Para 027, 032, 034, 037: authenticating using facial biometrics when meets 

threshold value; matching \Vith the database image) ; 

'vVhen the authentication biorndric inforrnation sufficienlly corresponds wilh the enrollrnent 

hiornetric information (Note Para 027, 032, 034) 

Azar et al fails to teach expressly recording, during imaging of the at least one second 

image, path parameter data from the at least one movement detecting sensor, the path parameter data 

representing an aulhentication rnovernent of the rnobile device: and cornparing the authemication 

movement of the mobile device to an expected movement of the mobile device to determine whether 
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the authentication movement meets a predetermine sjmilarity threshold as compared to the expected 

movement: and '<.Vhen the authentication movement a predetermine similarity threshold as compared 

to \vith the expected movement, authenticating the user, 

Ho,,vever, Daesung et al teaches recording, during imaging of the at least one second image, 

path parameter data from the at least one movement detecting sensor, the path parameter data 

representing an authentication movement of the mobile device (Note Figure 3: steps 200 and 210; 

Para 012-014: registered movement pattern; Para 040: rotation direction of head;; and comparing the 

aulhentication movernent of the rnobile device to an expected movemenl of lhe mobile device lO 

deterrnine \vhether the authentication movement meets a predetermine similarity threshold as 

compared to the expected movement (Note Para 017, 038-040, 048, 051: matching movement 

pattern; authenticating modified face movement of user); and \vhen the authentication movement a 

predetermine similarity threshold as compared to wilh the expected rnovemenl, authenticating lhe 

user (Note Para 017, 039, 048, 051) 

Daesung et al and Azar et al are analogous art because they are from the same field of 

endeavor of authenticating users using biometric/ facial information. Therefore, at the time of 

invention, it would have been obvious to a person of ordinary skill in art to modify Azar et al 

method/ system to further include the features of when the authentication movement a 

predetermine similarity threshold as compared to \vith the expected movement, authenticating the 

user in order to provide users with a dynamic and enhanced authentication mechanism utilizing 

facial movement information (Note Daesung et al, Para 006-007, 016-017) 

Regarding claim 2, Daesung et al teaches the method according to claim 1, further 

complising capturing, during imaging of the at least one first image, enrollment path parameters via 
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the at least one movement detecting sensor (Note Para 013~014: registered rnovernent pattern), the 

enrollment path parameters indicating an enrollment movement of the mobile device, and defining 

the expected movement as the enrollment movement (Note Para 038-040; 

Regarding claim 3, Daesung et al teaches the rnethod according to daiJn 1, \-Vherein lhe al 

least one first irnage and the at least one second image of the user include an jmage of the user's 

face, and the enrollment biometric information and the authentication biometric information 

comprise facial recognition information (Note Para 027, 039, 048, 051: authentication using 

registering and using face/ biornetric recognilion) 

Regarding claim 7, Azar et al teaches a facial authentication systern utilizing a user's rnobj le 

device, the mobile device comprising a camera (Note Figure l .105: camera) and at least one 

movement detecting sensor (Note Figure 1.113: feature tracking), the authentication system 

cornpnsmg: 

an authentication server comprising a processor, a mernory (Note Figure 1.101: device: 

1,109: rmcroprocessor), and at least one transceiver configured to transmit data from the 

authentication server and received data: 

one or more memories configured to store one or more databases (Note Figure 1.107: 

database), the one or more databases configured to store authentication infom1ation profiles: and 

machine readable instructions that are stored on the memory of the authentication server 

(Note Figure 1.101: device) vvhich when executed by the processor, cause the authemication server 
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recejve enrollment bjometrlcs from the mobile device, the enrollment bjometrics comprisjng 

facial recognition data processed from at least one first image of the user's face obtained via the 

camera of the mobile device (Note Para 027, 032: storing user image in database); 

store lhe enrnllrnent biornetrics in the one or rnore dalabases (Nole Para 027, 032: storing 

user image in database) and associale the enroUment biometric data with the user authentication 

information profile (Note Para 034-035: stored password/ login information); 

receive authentication biometrics from the mobile device during an authentication attempt by 

lhe user, the aulhentication biornetrics cornprising facial recognition dala processed from at least one 

second image of lhe user's face, tbe image obtained from lhe camera of the mobile dev lee (Note Para 

027, 034: receiving new/ updated image of the user for authentication); 

authenticate or not authenticate the user based on a comparison match rate of the 

authentication biorneu'ics (Note Para 027, 032, 034) 

Azar et al fails to teach expressly receive authentication movemenl information from the 

mobile device, the authentication movement information comprising data regarding movement of 

the rnohile device during imaging of the at least one second image as detected by the at least one 

rnovement detecting sensor in the mobile device; and compare the authentication biometrics and the 

authentication movement infom1ation with the enrollment biometrics and expected movement 

infonnation stored in the database with the user authentication infom1ation profile; and authenticate 

or nol authemicaw the user based on the aulhentication movernent ,.,vith the enrollment biornelrlcs 

and the expected movernent. 

Hmvever, Daesung et al teaches receive authentication movement information from the 

mobile device, the authentication movement information comprising data regarding movement of 
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the mobile device during imaging of the at least one second image as detected by the at least one 

movement detecting sensor in the mobile device (Note Pam 017, 038-040, 048, 051: matching 

movement pattern; authenticating modified face movement of user;; and compare the authentication 

biorndrics and lhe authenlicalion movement informalion with the enro11rnent biometrics and 

expected movement jnformation stored in the database wlth the user authentication information 

profile (Note Para 017, 040, 048, 051); and authenticate or not authenticate the user based on the 

authentication movement \vith the enrollment biometrics and the expected movement (Note Para 

017,039,048,051) 

Daesung et al and Azar et al are analogous art because they are from the same field of 

endeavor of authenticating users using biometric/ facial information. Therefore, at the time of 

invention, it would have been obvious to a person of ordinary skill in art to modify Azar et al 

method/ system to further include the features of authenticate or not authenticate the user based on 

lhe authentication movernent wjth the enrollment biometrics and the expecled movernent in order to 

provide users with a dynamic and enhanced authentication mechanism utilizing facial movement 

information (Note Dae sung et al, Para 006-007, 016-017) 

Regarding claim 11, Azar et al teaches the facial authentication syslem of claim 7, wherein 

the authentication server or mobile device estimates at least one of a gender, age, and ethnicity of a 

face imaged in the at least one first image (Note Para 034: authenticating using faciaL ageing, color 

of skin inforrnation ), the authentication server estimates al leasl one of a gender, age, and ethnicity 

of the face imaged in the at least one second jmage (Note Para 034-035), and the authentication 

server authenticates or does not authenticate the user based on a comparison match rate of at least 
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one of a gender, age, and ethnicjty detected in the at least one first image and the at least one second 

image in relation to a compmison match rate threshold (Note Para 034-035; 

Regarding claim 12, Azar et al teaches the facial authentication system of claim 7, \vherein 

the cmnparison rnalch rate threshold required for authenlicalion is variable (Note Para 005, 037) 

Regarding claim 13, Azar et al teaches the facial authentication syslem of claim 12, wherein 

the compmison match 10 rate threshold increases based on a number of successful authentications 

(Note Para 027) 

Regarding claim 14, Azar et al teaches the facial authentication systern of claim 12, \vherein 

the comparison match rate threshold increases over time (Note Para 027, 037) 

Regarding claim 15, Azar et al teaches a method for authenticating a user in an 

authentication system via a user's camera equipped cornputing device, the nielhod comprising: 

capturing at least one first irnage of the user laken \Vjth the camera of the computing device 

at a first distance from the user (Note Para 027, 032); 

processing the at least one first irnage lO obtain first biornetric data based on facial 

recognition dala from the at least one first image (Note Para 027, 032); 

processing the at least one second image to obtain second biometric data based on facial 

recognition data from the at least on second image (Note Pam 027, 034); 

comparing lhe first biornetric data to the second biornetric data (Note Para 027, 032, 034); 

when the first biometric data does not match the second biometric data within a 

predetermined threshold, authenticating the user (Note Para 027, 032, 034); and 
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·when the first biometric data matches the second biometric data ·within a predetermined 

threshold, denying access to the user (Note Para 027, 032, 034) 

Azar et al fails to teach expressly capture at least one second image of the user taken \vith the 

camera of lhe compming device al a second dislance frorn the user, lhe second distance being 

different from the first distance. 

However, Daesung et al teaches capture at least one second image of the user taken 'Nith the 

camera of the computing device at a second distance from the user, the second distance being 

different from the first diwmce (Note Figure 3: steps 200 and 210; Para 012-014: regiswred 

movement pattern; Para 038-040, 048: matchjng rotational direction, movernent pattern) 

Daesung et al and Azar et al are analogous art because they are from the same field of 

endeavor of authenticating users using biometric/ facial information. Therefore, at the time of 

invention, it would have been obvious to a person of ordinary skill in art to modify Azar et al 

method/ system to further include the features of capture at least one second jmage of the user taken 

,,vith the camera of the computing device at a second distance from the useL the second distance 

being different from the first distance in order to provide users with a dynamic and enhanced 

authentication mechanism utilizing movement/ distance information associated with the image (Note 

Daesung et al, Para 006-007, 016-017) 

Regarding claim 16, Azar et al teaches the method according to claim 15, further 

cornp11su1g: 

capturing at least one first enrollment image of the user taken '-ivith the camera of the 

computing device at tlie first distance from the user (Note Para 027, 032, 034); 
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processing the at least one first enrollment jmage to obtain first enrollment biometric data 

based on facial recognition data from the at least one first enrollment image (Note Para 027, 032, 

034); 

comparing the first biornelric data lO the first enrollment biometric data (Now Para 027, 032, 

034); and 

authenticating the user "Nhen the first biometric data matches the first enrollment biometric 

data \Vithin a predetennined threshold (Para 027, 032, 034, 037: authenticating using facial 

biometrics vvhen meets threshold value) 

Regarding claim 17, Daesung et al teaches the method according to claim 16, further 

comprising: capturing at least one second enrollment image of the user taken with the camera of the 

computing device at the second distance from the user (Para 014, 040, 048); 

processing the at least one second enrollment image to obtain second enro1lrnent biometric 

data based on facial recognition data from the at least one second enrol lrnent image (Para 014, 038-

040, 048): 

comparing the second biometric data to the second enrollmem hiomeuic data: and 

authenticating the user '-tvhen the second biometric data matches the second enrollment biometric 

data within a predetermined threshold (Para 0 14, 038--040, 048) 

Regarding claim 18, Azar et al teaches method according to claim 15, -,,.vherein the mobile 

device provides real lirne video feedback on a display of the rnobile device during imaging (Note 

Para 039, 042) 

Regarding claim 20, Azar et al teaches the method according to claim 15, further comprising 

displaying a pattern on the display of the mobile device during the imaging (Note Para 027, 032, 
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034); and prncessjng the at !east one first jmage or the at least one second image to detect a 

reflection of the pattern off of an eye or face of the user (Note Para 027, 032, 034) 

4. Claims 4-6, 9-10 and 21 are rejected under 35 U.S.C. 103 as being unpatentable over Azar et 

al in view of Daesung et al further in view of US 9,607,138 Bl (hereinafter Baldwin et al) 

Regarding claim 4, Modified Daesung et al-Azar et al method fails to teach expressly the 

method according to claim L further comprising: captming enrollment device information during 

irnaging of the at leasl one firsl image; storing the enrollment device information on the memory; 

capturing authentication device information during imaging of the at least on second irnage; and 

comparing the authentication device information "Nith the enrollment device information to 

determine \vhether the authentication device information sufficiently corresponds to the enrollment 

device infonnatiorL 

However, Baldwin et al teaches capturing enrollment device inforrnaUon durjng irnaging of 

the at least one first image (Note Column 17, lines 30-58); stming the enrollment device information 

on the memory; capturing authentication device infonnation during imaging of the at least on second 

image (Note Column 17, lines 30-58); and comparing the aulhentication device inforrnation \Vith the 

enrollment device information to determine whether the authentication device information 

sufficiently corresponds to the enrollment device information (Note Column 2, starts a line 16: 

Column 17, lines 30-58) 

Baldwin et al and Azar et al are analogous art because they are from the same field of 

endeavor of authenticating users using biometric/ facial information. Therefore, at the time of 

invention, it would have been obvious to a person of ordinary skill in art to modify Azar et al 
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method/ system to further include the features of comparing the authentication device information 

'With the enrollment device information to determine "Nhether the authentication device information 

sufficiently corresponds to the enrollment device information in order to provide users with an 

enhanced authentication mechanism utilizing both device information and facial movement or 

liveness information (Note Baldwin et al, Note Column 2, starts a line l 0) 

Regarding claim 5, Baldwin et al teaches the method according to claim 4, wherein the 

device information comprises at least one of the follo,ving: a device manufacturer, model number, 

serial nuniber, and mobile net,vork information (Note Colurnn 17, lines 30-58) 

Regarding claim 6, Baldwin et al teaches the rnethod according to clairn 1, 'Nherein at least 

one movement detecting sensor comprises at least one of the following: an accelerometer, a 

magnetometer, and a gyroscope (Note Column 17, starts at line 31) 

Regarding claim 9, Baldwin et al teaches the facial authentication systern of clairn 7, 

\vherein the authentication server detects the presence or absence of banding in the at least one 

second image (Note Column 5, starts at line 30: face/ edge detection algorithm) 

Regarding claim 10, Baldwin et al teaches the facial authentication system of claim 7, 

\vherein the authentication server detect the present or absence of a screen edge in the at least one 

second image (Note Column 5, starts at line 30; Colunm 9, starts at line 15; 

Regarding claim 21, Baldwin et al teaches the method according to claim 20, vvherein the 

paltern is a unique one-5 dimensional or t\vo-dirnensional barcode (Nole Column 17, lines 30-58) 

5. Claim 19 is rejected under 35 U.S.C. 103 as being unpatentable over Azar et al in view of 

Daesung et al further in view of US 2014/0169643 Al (hereinafter Todoroki) 
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Regarding claim 19, Azar et al teaches the method according to dairn 15, further comprising 

processing the at least one first image and the at least one second image (Note Para 039-042) 

Modified Daesung et al- Azar et al method fails to disclose expressly distorting the at least one first 

image and lhe al leasl one second image prior to processing. 

However, Todoroki teaches distorting the at !east one first jmage and the at !east one second 

image prior to processing (Note Para 064, 089) 

Todoroki and Azar et al are analogous art because they are from the same field of endeavor 

of authenticating users using biometric/ facial information. Therefore, at the time of invention, it 

would have been obvious to a person of ordinary skill in art to modify Azar et al method/ system to 

further include the features of distorting the at least one first image and the at least one second image 

prior to processing in order to provide users with an improved authentication/ movement detection 

mechanism that would further utilize image distortion information (Note Todoroki, Para 018-019, 

089) 

Allowable Subiect Matter 

6. Claim 8 is objected to as being dependent upon a rejected base claim, but would be allowable 

if rewritten in independent form including all of the limitations of the base claim and any intervening 

claims. 

Conclusion 

7. A shortened statutory period for response to this action is set to expire in 3 (Three) months 
and O (Zero) days from the mailing date of this letter. Failure to respond within the period for 
response will result in ABANDOMENT of the application (see 35 U.S.C 133, M.P.E.P 710.02(b)). 
Applicant is reminded of the extension of time policy as set forth in 37 CPR 1.136( a). 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Shanto M. Abedin whose telephone number is 571-272-3551. The examiner 
can normally be reached on M-F from 8:30 AM to 6:30 PM. Exarniner interviev.;s are available via 

Page 409 of 675



Application/Control Number: 14/839,505 

Art Unit: 2436 

Page 14 

telephone, in-person, and video conferencing using a US PTO supplied web-based col !aboratlon tooL 
To schedule an lntervievv, applicant is encouraged to use the -USPTO Autornated Interviev,i Request 
(A.IR) at http://v,i,\'Yv.u-;uto.gov/interviewpractice. If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Shewaye Gelagay, can be reached on 571-272-4219. The 
RightFax number for faxing directly to the examiner is 571-273-3551. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/SHANTO M ABEDIN/ 

Primary Examiner, Art Unit 2436 
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l53 ( authentl cat$4 or lden11ty or I ogl n or US- i AND i OFF : 2017106/ 28: 
I I l verification) .ab.(movement or path or I ffiPUB;: : l 20:06 : 
I I l direction or moving or chang$4 or angle or I USPAT : : l : 
I I l recognition or enrolled or registered) .ab. I : : ! : 
I I l (camera or image or picture or face or facial I : : l : 
I I lorvideo).ab. I : : i : r :ug r2 l54 , us- :□ND lOFF !2017/06128: 
I I l IFBPUB·i : !20·06 i 
I I l I USPAT, i i l • i 

i[l56 1□71 ill52 OR l54 I us- iLJND iloFF I 2orno6128i i , i i ffiPUB· , , i . , 
I I l I USPAT'i : l20.06 : 
!----: .................................... 1.. : .................................. , ................................................ , ...................................... 1 .................................................... , 
I L57 I 99 l L56(movement or angle or distance or I U& : AND : OFF j 2017/06/28\ 
I I l moving or motion or I ffiPUB;: : \ 20:08 : 
I I l trajectory) near?( camera or device or I USPAT : : i : 
I I l position or distance)same(image or picture I : : l : 
I I l or face)same( chang$4 or different or second I : : l : 

1 .......... 1 .................. l l ................................................................................................... 1 .................. 1 ......................... : ................... l .......................... : 
I L58 I 48 l L57(authenticat$4 or identity or login or I U& : AND : OFF l 2017/06/28: 
I I [verification).ab.(movement or path or I ffiPUB;: : l20:08 : 
I I l direction or moving or chang$4 or angle or I USPAT : : ! : 
I I l recognition or enrolled or registered) .ab. I : : l : 
I I l (camera or image or picture or face or facial I : : l : 
I ........ I ................ J or. video)_.ab ....................................................................... .J ................. : ........................ : ................. ..! .......................... : 

ll59 '[78 'll55 OR l58 i us- 'LJND '[OFF i 2017/06/28! i , i i ffiPUB·, , i . , 
I I l I USPAT, : : l 20. 09 : 

:[L60 :□1 :[l59@ad<"20140828" US- :LJND :[OFF :2017/06/28: 
I I l iffiPUB•i i l20·09 i 
i i i I USPAT,: : i • : 

II L61 :n2: L60 ( movement or angle or distance or i us- :IAND :IOFF i 201 7106/28: 
I I lmovingormotionortrajectoryor ffiPUB;: : !20:14 : 
I I l path) near?( camera or device or moving or USPAT : : l : 
i ~ ~ ~ ~ ~ ~ 
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I I jlposition or distance)near5(chang$4 or I I I ! I 
I I l different or second or predetermined or I : : i : 
I I l enroll$4) I : : i : 
I L62 i 71 l L56(authenticat$4 or identity or login or i U& i AND i OFF i 2017/06/28i 
I I ! verification) .ab.(movement or path or I R3PUB; I I i 20: 17 I 
I I ! direction or moving or chang$4 or angle or I USPAT I I ! I 
I I ! recognition or enrolled or registered) .ab. I I I ! I 
I I ! (camera or image or picture or face or facial I I I I I 
! ________ __I __________________ ! or _video) .ab. _______________________________________________________________________ j ________________ _! ________________________ _I ___________________ l __________________________ ! 
r3 1u22 l

1

L57 OR L62 I us- ILJND lOFF I 2017/06/281 
i i i i R3PUB·, , 0 20·17 , 
I I l I USPAT, : : l • : 

ill64 i[]s i.L63 (line or path) i US- i[AND iloFF I 2017/06/28; 
i i i i R3PUB·i i 120·17 i 
I I l I USPAT, : : l • : 

ii L65 t70 i. L63 ( Ii ne or path) same( moving or camera or US- tAND tOFF i 2017106/ 28i 
I I l device) I R3PUB;: : l 20: 18 : 
i i i i USPAT : : 1 : 

i[L66 i□1 i L63 (line or path)near7(moving or camera ori US- i[AND iloFF i 2017/06/28; 
I I jdevice) IR3PUB;I I j20:18 I 
I I l I USPAT : : l : r i□7 i

1

L66 @ad< ·20140828" I us- luND ,

1

oFF , 2017/06/28! 
i 1 i 1 R3PUB· , , i . , 
I I l lusPAT'I I l20.rn I 

:[L68 :152 :.L60 OR L67 : US- ;LJND ;[OFF : 2017/06/28; 
I I l iR3PLJB•i i l20·22 i 
i : i I USPAT,: : i • : 

l[L69 i[J7 :iL68 (login) I us- ![AND ![OFF i 2omo6128i 
i i i 1ffiPUB· 0 , 120·22 , 
i : i I USPAT, : : i • : t : ~ \ : : ~ : ·--------'~ ' ' .. ' . i L70: 214 i L53(movement or angle or distance or : U& : AND : OFF i 2017/06/28! 
I I ! moving or motion or trajectory or path or I R3PUB; I I i 20:24 I 
I I ! position or distance ) near?( camera or device I USPAT I I ! I 
I I ! or terminal or imaging) near5( chang$4 or I I I ! I 
I I ! different or second or predetermined or I I I I I 
I I l enroll$4 or face) I : : i : 

r1 t2555 ilurg L45 I us- iLJND i[OFF i 2017/06/28i 
i 1 i 1 R3PUB·, , 0 20·25 , 
I I l I USPAT,: : l • : 

ilL72 i[Js I.L7o L71 I us- iLJND toFF i2017/06/28i 
I I l IRSPUB·i : !20·25 : 
I I l I USPAT, i i l • i 

ill73 i□:•L72@ad<"20140828" us- iLJND tOFF i2017/06/28i 
I I l IRSPUB·i : !20·25 : 
I I l I USPAT, i i l • i 

ii L74 t47020 l.urs OR L45 I us- iLJNo lloFF i 2017106128i i 1 i 1 R3PUB·, , i . , 
I I l lusPAT'I I l20.26 I 

:[L75 :1214 :.L70 L74 : US- ;LJND ;[OFF :2017/06/28; 
I I l iR3PLJB•i i l20·27 i 
i : i I USPAT,: : i • : 

II L76 t238 IL57 OR L62 OR L75 us- ;LJND ;[OFF : 2017/06/28; 
I I l iR3PLJB•i i l20·27 i 
i : i I USPAT,: : i • : 
1 ......... , ................ I ................................................................................................................... , ........................ , ................. ..1 .......................... , 

r7 ln3 i L76(movement or angle or distance or U& lnND rFF I 2017/06/281 
I I l moving or motion or trajectory or path or R3PUB;: : i 20:28 : 
I I ! position or distance )near7(camera or device USPAT I I ! I 
I I ! or terminal or imaging)near5(chang$4 or I I ! I 
; ; ~ ; ; : ; 
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11::~_l[~-~~-: _____ l[~:_:_~:~---~~-:-~-~-----------------------------------------------------------------------lr:Jlg~~~~~r _I[:'._~-~:_'._:_ I ~!~~p _________ I 
r4 '[]8 i face.ti. (authenticat$4).ab. i U& :LJND '[OFF I 2017/06/28! 
i i i iffiPUB·i i !19-49 i 
I i i : USPAT': i l • i 

ill25 t53 : facial.ab. (authenticat$4).ab. (chang$4 or : US- :[AND :[OFF : 2017/06/28: 
! i i movement).clm. ! R3PUB;: i ! 19:50 i 
i i i ' USPAT ' ' i ' 

ill26 ;D;ll24 l25 : us- :~jroFF : 2017/06/28: 
i i i : R3PUB·t ______________________ J i 19·50 i 

ll l2 7 ![135 !I l24 OR l25 ! ~:AT, ;[AND ;[OFF ! 2017/06/28; 
i i i : R3PUB-i i i 19·50 i 

lll28 !126 ! L27 ((authenticat$4 or identity)(angle or ! ~:AT'irAND :[OFF ! 2017/06/28: 
i i i direction or movement)(change or i R3PUB;I i ! 19:50 i 
i _________ : _______________ :second)) .elm. ________________________________________________________________________ __! USPAT _: ------------------------: _________________ j --------------------------: 

ltlLlt:::_____l~ILltJ~I 
I.30 r5648 '(path or direction or chang$4 or motion or I us- 'ONO ,,OFF I 2017/06/281 
I : : movement or mov$4)same(parameter or : R3PUB;: : l 19:51 : 
! ! ! angle or trajectory or different or camera or ! USPAT ! ! ! ! 
! ! ! device or imaging)same(enrollment or ! i i ! i 
' ' ' ' ' ' ' ' 

I ________ __: ______________ __: reg i st er$4 _or_ re cognition __ or_ face) . cl m. ------------------- : ______________ J ______________________ J ------------------- I ________________________ __: 

I L32 ! 266 ! L30 (path or direction or chang$4 or : U& i AND i OFF l 2017/06/28! 
! ! ! motion)same(parameter or angle or trajectory! R3PUB; i i ! 19:52 i 
! i i or different)same(device or camera or image ! USPAT i i ! i 
! i i or picture)(enrollment or register$4) ! i i ! i 
i i i (recognition)(authenticat$4 or login or ! i i ! i 
I i i identity) .elm. : : : I : 

r.33 l40426 i l.30 (authenticat$4 or fac$4 or biometric or i us- iLJND iloFF i 2017/06/28i 
i i i chang$4 or movement).ab. i R3PUB;I i ! 19:52 i 
I : : : USPAT : : l : :~ """"""-"· """""""""""""""""""""""""""""""""""""""""""""""""""":"""""""-". """""""""""". """"""""-":""""""""""""". 
I L34: 3630 : L33 (threshold or within or expect$4 or : U& : AND : OFF j 2017/06/28: 
I : :meet$4ormetor !R3PUB;: : l19:52 : 
! ! ! authenticat$4)near7(distance or position$4 or! USPAT ! ! ! ! 
! ! ! movement or direction or angle or ! i i ! i 
! ! ! chang$4)same(picture or image or face or ! i i ! i 
! i ! facial or second) .elm. ! ! ! ! ! 

IIL.35 '[2435 I l.34 (movement or position or angle or I US- l~i[OFF I 2017/06/281 

I __________ I _______________ I f:i~F~s~:eti~:~e;~:~~~~~:~re~!c~nf~ce _or J ~~~~; IL ____________________ J ------------------ I 1_9:53 _____________ 1 
a----!I ii :I 'I 'I U 
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l'36 l2673 '1Ul2 OR Ul5 ! LI& 'LJND '[OFF ! 2017/06/28! I I I I ffiPUB·I I I 19:53 I 
I I I I USPAT' I I I I 
1 .......... ' ................ ' ........................................................................................................ , .................. ' ........................ ' .................... , .......................... ' 

ll27 r87 ! Ul6 (device or camera or ! LI& 'DND '[OFF ! 2017/06/28! 
I I I moving)near5(direction or path or trajectory I ffiPUB;! I I 19:54 I 
I I I or movement)same(register$4 or enroll$4 or I USPAT I I I I 
I _________ I _______________ I compar$4_ or _meet$4_ or_ threshold)__ _______________________ j ________________ _! ________________________ _I _________________ j __________________________ ! 

i i i I ffiPUB•i i I 19-55 i '[ui81□!1l29 l27 ! U& 'LJND '[OFF ; 2011106128! 

,_,_,·~'-'-'-'-' I I I : USPAT' I I i • I 

6/28/2017 8 :33 :59 PM 
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FORM PTO-1449 U.S. DEPAR1MENT OF COMMERCE ATTY. DOCKET NO. APPLICATION NO. 
(MODIFIED) PA1ENT AND 1RADEMARK OFFICE FACIAL.0012P 14/839,505 

INVENTOR(S) 
INFORMATION DISCLOSURE CITATION 

Kevin Alan Tussy 
BY APPLICANT 

FILING DATE GROUP ART UNIT 
(USE SEVERAL SHEETS IF NECESSARY) 

August 28, 2015 2431 

U.S. PATENT DOCUMENTS 

EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 
INITIAL (IF APPLICABLE) 

2012/0140993 06/12 Bruso, etal. 

2014/0123275 05/14 Azar, et al. 

FOREIGN PATENT DOCUMENTS 

EXAMINER DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS TRANSLATION 
INITIAL 

YES NO 

KR (abstract, description & claims translation 
KR 20130097581 09/13 only) X 

CN (abstract, description & claims translation 
X CN 103593594 2013 02/14 only) 

EXAMINER OTHER DOCUMENTS (INCLUDING AUTHOR, TITLE, DA TE, PERTINENT PAGES, ETC.) 
INITIAL 

Girija Chetty and Michael Wagner, "Automated lip feature extraction for liveness verification in audio-video authentication", Human 
Computer Communication laboratory School of Information Sciences and Engineering, University of Canberra, Australia, Proc. Image and 
Vision Computer (2004), 1 January, 2004, 6 pages. 

EXAMINER /SHANTO ABEDIN/ DATE CONSIDERED 06/29/2017 

*EXAMINER: INlTIAL IF CITATION CONSIDERED, WHETHER OR NOT CITATION IS IN CONFORMANCE WITH MPEP 609; DRAW LINE THROUGH CITATION 
IF NOT IN CONFORMANCE AND NOT CONSIDERED, INCLUDE COPY OF THIS FORM WITH NEXT COMMUNICATION 10 APPLICANT. 
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EAST Search History (Prior Art} 

IIRef :[Hits :[Search Query IIDBs i Default :[Plurals I Time i 
i~i 50 .......... : "20030095053"."20060224523" ..................... : U&ffiPUB; .. 1 ~~erator 1 OFF ......... : :~~~~6/291 

I !"20140022179""20140173443" !USPAT; i i !19:15 i 
i i "20140337791" "20140351761" i USOCR· i i i i 
i !"20150074615""20150148106" !FPRS-EPO· i i i i 
I i "20150227286" "20160026425" I JPO; , , I I I I 
i i "20120140993" "20140123275" i DERWENT; i i i i 
! I "20100310133" "5956122" .pn. I I BM_ TDB I I I I 
! ! "7428320" .pn. i ! ! i ! 
',,,,,,,,,,, ,,,,,,,,,,,,,,,,, ''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' '''''''''''''''''''''''''''''' '''''''''''''''''''''''''' '''''''''''''''''''' ''''''''''''''''''''''''''' 

I L2 I 6 I L1 (movement or moving or path or i U&ffiPUB; I AND I OFF i 2017/06/291 
! ! ! line)same(camera or device or mobile or i USPAT; i i i 19:18 i 
i i i picture or image)same(face or angle or ! USOCR; ! ! ! ! 
i ! ! distance or proximity or predetermined ! FPRS; EPO; ! ! ! ! 
! ! ! or expected)same(met or meet$4 or ! JPO; ! ! i ! 
! ! ! threshold or within or second) i DERWENT; i i ! i 
i ......... ! ............... ! ............................................................................................ 11 BM_TDB ........ 1 ......................... 1 ................... 1 .......................... 1 

!l3! 3 i L1 (movement or moving or path or ! U&ffiPUB; i,,,',,,,,,,_ AND i,,,',,,,,,,_ OFF I, 21o9~_179/06/29i, i i i line)same(camera or device or mobile or i USPAT; 
i i i picture or image)same(face or angle or i USOCR; i i 
i i i distance or proximity or predetermined i FPRS; EPO; i i 
I I i or expected)same(met or meet$4 or i JPO; I I 
i ! ! threshold or within or second) ! DERWENT; , , i , 
I I !(enrollment) !IBM_TDB I I ! I ' ,.,.,.,.,.,.,., ~~~~~~~~~~~~~~~~. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

I L4 210 i (authenticat$4).ab. (movement or i U&ffiPUB; i AND i OFF i 2017/06/29: 
i ! moving or path or line)same(camera or ! USPAT; ! ! ! 19:20 ! 
! ! device or mobile or picture or ! USOCR; ! ! i ! 
I ! image)same(face or angle or distance or i FPRS; EPO; ! ! i ! 
! ! proximity or predetermined or i JPO; ! ! i ! 
I ! expected)same(met or meet$4 or i DERWENT; ! ! i ! 
! ! threshold or within or second) i I BM_ TDB ! ! i ! 

i ........................... i .(~~L~!!.~.~.~.~!.. ............................................................... i ............................. i ......................... i ................... i .......................... i 
IL5 145 ! L4 (face or biometric)(picture or image) i U&ffiPUB; i AND i OFF i 2017/06/29: 
i i i USPAT; i i i 19:20 i 

I I I ~~iRJPO- I I I I 
I i jJPO;, , i i I i 
i i i DERWENT· i i i i 
i i i I BM TDB , i i i i 
t l~~~~~~~~~- ~~~~~~~~~~~~~~~ : ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~ - ~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~] ~~~~~~~~~~~~~~~~~~~~~~~~~~: 

i'L67 31243 i (G06F21/34 OR G06F21/32).cpc. i U&ffiPUB; i AND i OFF i 2017/06/29! 

IJ ........ l ............................................................................................ 1~;:1 ........................ 1 ................... 1

19

•

20 

............. 1 
!L7 !64 !L5L6 iU&ffiPUB; !AND !OFF !2017/06/29! 
i i i i USP'AT· , , i . , , i i , , , , , 19.21 , 

11 I 1~~.1 I I ! 
i i i i DERWENT· , , i , 

I ........ ..I .............. J ............................................................................................ 11.BM_ TDB .. ' .. ..! ........................ .! ................... 1 ........................ ..! 
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I L9 I~ I L7 (faoo) I 5r;, I ~D I~ I ;~1;;0~291 

1 ......... 1 ............... , .......................................................................................... ..11 BM_ TDB ........ ' ......................... ' ................. J .......................... ' 11 ~ I ~~r~1f~e~;i1•ciru)(recognition or I,:, I ~0 I~ I ;~1;f OBm 

IJ ........ , ............................................................................................ 1~:~~', ........................ , ................... , .......................... , 
I L10 I 35 I L9 (device or camera)same(identifier or I U&R3PUB; I AND I OFF I 2017/06/29! 
I I I number )same(model or network or I USPAT; I I I 19:23 I 
I I I manufacturer) I USOCR; I I I I 
I I I I j~~; EPO; I I I I 
i i i i DERWENT· , , i , 

I ........ ..I .............. J ............................................................................................ j I.BM_ TDB .. ' .. ..! ........................ .! ................... i ........................ ..! 

I L1 1 I 36 I L9 ( devi oo or camera) same( identifier or I LI& FG'LIB; I ~D I ~ I ;~1;; 0~ 291 

1_1_1::=1:;L_,_I_I 
IL127 24 I,,,,,,,_ L 11 @ad< "20140828" I ~~LIB; 1,,',,,,_ ~D 1,,',,,,_ OFF I ~~~;~ 06/ 291 

I I 1 I-s=, ; I I 
I I lb~ENT; I I 

irlut7::2

-?)= i ~5~:; 1□□ ~~1

~~::

29

1 

lljLJ[~~·~···~~~ .......................................................................... 1 ~.~!:~~.~~···· JE=7EJ ~~.~;~~~:.~91 
I L15 I 24 I L12(authenticat$4).ab. I U&R3PUB; I AND I OFF I 2017/06/29I 
i i i i USPAT· i i i 19·24 i 

11 I 1~~,1 I 1· I 
i i i ; DERWENT· , , i , 

!~I .............. J .......................................................................................... I1.BM_ TDB .. ' ... _.: ....................... ..! ................... i ........................ ..! 

I L16 18 I ~:ji~~1~;n;~~•~;\:;~:(~:~~r~ror I ~~~LIB; 1',,,,,,,,. ~D 1',,,,,,,,. OFF I ~~~;~06/291 I I device or mobile or picture or I USOCR; I I i : 
I I image)same(face or angle or distance or I FPRS; EPO; I I 
I I proximi1y or prede1ermined or I JR); 1, I, 

i I expected)same(met or meet$4 or i DERWENT; I • 
I I threshold or within or second) I I BM_ TDB . . . . 
I I (enrollment)(recognition) I I I I I 
\ l~~~~~~~~~- ~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~, 

jW 18 L14 OR L16 U&R3PUB; AND OFF I 2017/06/29I 
I USPAT; I 19:25 I 
I USOCR; i i 
i FPRS- EPO· i i I JPO·, , I I 
i DERWENT; i i 
i ~ ' 
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I or enrolled or camera) ! JPO; 
• j DERWENT; 

_________ , --------------- i ------------------------------------------------------------------------------------------_) I BM_ TDB _______ , ------------------------, __________________ J --------------------------, 

6/29/2017 7 :40 :43 PM 
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SHEET 1 OF 1 

FORMPTO-1449 U.S. DEPAR1MENT OF COMMERCE ATTY. DOCKET NO. APPLICATION NO. 
(MODIFIED) PA1ENT AND 1RADEMARK OFFICE FACIAL.0012P 14/839,505 

INVENTOR(S) 
INFORMATION DISCLOSURE CITATION 

Kevin Alan Tussy BY APPLICANT 

FILING DATE GROUP ART UNIT 
(USE SEVERAL SHEETS IF NECESSARY) 

August 28, 2015 2431 

U.S. PATENT DOCUMENTS 

EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 
INITIAL (IF APPLICABLE) 

5,956,122 09/99 Doster 

7,428,320 09/08 Northcott, et al. 

2010/0310133 12/10 Mason, et al. 

8,280,120 10/12 Hoyos, et al. 

8,411, 909 04/13 Zhao, et al. 

FOREIGN PATENT DOCUMENTS 

EXAMINER DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS TRANSLATION 
INITIAL 

YES NO 

EXAMINER OTHER DOCUMENTS (INCLUDING AUTHOR, TITLE, DATE, PERTINENT PAGES, ETC.) 
INITIAL 

EXAMINER DATE CONSIDERED 
06/29/2017 /SHANTO ABEDIN/ 

*EXAMINER: INITIAL IF CITATION CONSIDERED, WHETHER OR NOT CITATION IS IN CONFORMANCE WITH MPEP 609; DRAW LINE THROUGH CITATION 
IF NOT IN CONFORMANCE AND NOT CONSIDERED, INCLUDE COPY OF THIS FORM WITH NEXT COMMUNICATION 10 APPLICANT. 
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Examiner 

SHANTO M ABEDIN 

CPC-SEARCHED 

Symbol 
CPC search: (G06F21/34 OR G06F21/32 OR G06F21/6218OR 
H04L63/0861 ).cpc. 

Applicant(s)/Patent Under 
Reexamination 

TUSSY, KEVIN ALAN 

Art Unit 

2436 

Date 
06/28/2017 

Examiner 
SA 

CPC COMBINATION SETS - SEARCHED 

Symbol I Date I Examiner 
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US CLASSIFICATION SEARCHED 

Class Subclass Date Examiner 
726 6-7 06/28/2017 SA 
713 168,182 06/28/2017 SA 
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SEARCH NOTES 

Search Notes Date Examiner 
Inventor Assignee/ Double Patenting search 06/28/2017 SA 
CPC and USPC classification search (with limited texts) 06/28/2017 SA 
EAST databases text search (see search history) 06/28/2017 SA 
EAST databases text search (see search history) 06/29/2017 SA 
NPL: Google Scholar, IEEE Explore databases search (see search 07/09/2017 SA 
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INTERFERENCE SEARCH 

US Class/ US Subclass / CPC Group Date Examiner 
CPC Symbol 
Claim See EAST Search History 06/29/2017 SA 
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EAST Search History (Prior Art} 

II Ref I[ Hits l!search Query !f DBs !I Default ![Plurals I Time ! 
I# I !l I JOperator : ! Stamp : 

l[L1 ]□1 ! "9607138".pn. "20140337948" "20140197922" ! U& i□R iLJN ! 2017/07/06i 
! ! !"20140165187""20140059673" !PGPUB;: : !21:10 : 
I ! ! "20140123275" "20150378433" ! USPAT i i ! i 

i[L2 i□!IL1 (area)same(screen) i LI& i~ i[ON i2017107105i 
i i i i PGPUB· t ____________________ J i 21 • 12 i 

I[ L3 :14 : L1 ( area) same( screen )same( face or plac$4 or : ~:AT, :IAND :ION I 2017107/06: 
! ! !prompt$4) !PGPUB;: : !21:13 : 
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... Tapping an 'Authenticate' button ac- tivated the authentication screen for the current ... question­
naire elicited background information including experience authenticating on mobile devices .... 
informed consent, participants used six different forms of authentication action, presented ... 
C~ited by 79 Related articles An 5 'lerslons Cite Save 
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Towards face unlock: on the difficulty of reliably detecting faces on mobile 
phones 

... video surveillance, but is now becoming a highly attractive alternative for authenticating users 
to ... assume a significantly higher difficulty level for tricking the system into authentication when 
rely ... below-the-phase camera positions due to the typical position of mobile phones when ... 
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repetition depends on the allowable width of a gap between the partial images . ... such as False 
Rejection Rate and False Acceptance Rate, in the personal authentication using output ... 
Cited by 49 f-<e:aled arl:cle~; Al! 5 versions Cite Save 

Estimating face orientation from robust detection of salient facial structures 

... the real and the estimated horizontal angle has been computed for all 1395 images of fifteen ... angle 
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authentication processing part (10) processes user authentication by detecting face 
characteristic vector and object characteristic vector from videos secured through a 
camera module ('110). A voice authentication processing part (40) processes the user 
authentication by detecting the voice characteristic vector from a voice secured from a 
microphone. An authentication determining part (290) processes the integral 
authorization of a user based on the authentication information delivered from the video 
and voice authentication processing parts. A storing part (140) stores the statistical 
model for face recognition and U1e statistical model for voice recognition. [Reference 
numerals] (10) Video authentication processing part; (110) Camera module; (120) 
Audio processing part; (130) Display pmt ('140) Storing part; ('160) Face information; 
(170) Voice information; (180) Control part (290) Authentication determining part; (40) 
Voice authentication processing part; (50) Statistics module management part 
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Patent Translate 
Powered by EPO ;rnd Google 

Notice 

This trar:siation is machine-generated. It canr:ot be guaranteed that it is ir:telligibie, accurate. complete, i-e:iable or f:t for specii:c purposes. Critical decisions. 

such ,l:i corrnnercially relevar;; or firwncial decision>', ,;t1ould not be ba,;ed on r:lilchine-trilnsla\ior: outpul 

User devices in complex biometric information using the user authentication method and apparatus {METHOD AND 

APPARATUS FOR AUTHENT!CAT!NG USER USING HYBRID BIOMETRICS !NFORMATION IN A USER DEV!CE} 

[0001] 

(0001 j How the present invention relates to a user authentication method and apparatus in a user device, in particular in tile 

user device using the composite biometric information (hybrid biometrics information) such as a user of video information and 

audio information to authenticate the user and that to an apparatus. 

[0002] 

[0002] Recen! digital !ectmology development and with the mobile communication terminal, P0A (Personal Digital Assis!ant), an 

electronic rnw:inizer, a smart phone. a tablet PC (Personal Computer), etc. as moving while communicating and Privacy capable 
user devices variously released being. The user device is a voice call, SMS (Short Message Service) / MMS (Multimedia 
Message Smvice) such as sending a message, a video call, an electronic organizer, an up, e-mail transmission and reception, 

broadcast playback, video playback, Internet, e~commerce, music playback, such as calendars, social networking seivices 
{SNS, social Networking service), IM. dictionaries, games can be provided with various functions. 

[0003] 

(0003j On the other hand, there is a security feature is provided to prevent the indiscriminate use from tile other user of the user 

clevice. for example, the user clevice tum-on {tum-on) during lock-screen (lock screen) supprni this function, such as to release 
the locking by the user of the set password (password) enterecl in the lock screen is provided, being. Recently, the user's 

fin~]erprint, face, voice, retina, and has been noted for the unique physical characteristics such as iris usin~] biometric technology 
is a nevv user authentication system for its superior security reasons user authentication. and tt1e use of the is a trend in 
increasing rapidly. 

!0004] On the other hand. biometrics enables user authentication by including user you need to close your eyes to the 

fingerprint reader iris reader input fin~]erprint information, or directly to the provided in the user device using the user's physical 

characteristics from the existin~] user device to impose specific actions for you to enter the information was somewhat 
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inconvenient input biometric information, On the other hand, in the case where the biometric information of Hie face information 

or audio information, there are advantages that can greatly reduce Hie inconvenience or discomfort a user feels when the input 

biornetric information. i\lsu i! has ttie advantage of reducing Hie additional cost can utilize the camera rnodule ur a rnicropt10ne 

provided in !he user device wittwut the need for an input device fur biornetric inforrna!ion as recognized separately. As a result, 

Hie biometric information of ttie user auttienticatiun technology through research on the Face or voice recognition, among being 

more actively conducted. 

An object of the present invention to provide a user authentication method and apparatus using a composite biometric 

information from the user device to implement the user authentication system. Another object of the present invention to provide 

a user authentication method and apparatus that can increase the security performance by the integrated user authentication 

based on the authentication image information and audio information from the user device authentication, It is another object of 

the present invention add an image authentication information and voice authentication information upon user authentication the 
face, mouth, changes in motion of the eye with the user device is detected tu provide a user auttientication mettwd and 

apparatus that can perfurrn an in!egrn!ed user authentication it is on Another object of ttie present invention is lo provide a user 

authentication method and apparatus that determines further whether the user authentication with the lips motion and sound 

synchronization between usini;i image authentication information and voice authentication information from the user device to 

pe1iorm an integrated user authentication have. Another object of the present invention is way in the authentication mode of the 

user device to enhance security for optimum environment to improve the performance of users' convenience by competitive 

usability and user device of the user device in accordance with user authentication, and device to provide for. 

Method according tu an embodiment of the present invention to achieve the objects as described above, in the process of the 

user authentication met!wd, obtaining biornetric infurrnation of two different For user authentication; Generating each of the 

plurality of autt1enticatiun biometric information acquisition process: And fienerates !he step of includinfl an integrated user 

au!hentica!ion based on the auHienticatiun information. ,n the embodiment of ttie presen! invention to act1ieve the objects as 

described above, it includes a computer-readable recording medium storini;i a pro1;1ram for executing the method on a processor. 

Generating each of the authentication information on the recording medium according to an embodiment of the invention, 

obtaining a plurality of different biometric information for user authentication, and acquired a plurality of biometric information to 

achieve the objects as described above and it includes a program to perform a single sign-on based on the generated 

authentication information. In the user device according to an embodiment of the present invention. to achieve the objects as 

described above, the camera module for acquiring the image: A microphone fur acquiring a voice; And a control unit fur 

processing a single sign-on user using a plurality of authentication information generated by Hie camera module and the 

microphone configured to obtain a plurality of different biometric information. based on the plurality of biometric information The. 

Information. as described above are !he features and !ectinical advantafies of the present inven!ion in order tu be able better 

understood from the de!ailed description of the invention whid1 \Nill be described later in the art who has the knowledge usually 

is a little wider outline. !n addition to these features, and advantages will be better understood from the detailed description of 

the present invention described below are additional features and advantages of the present invention that forms the subject of 

the claims of the present invention. 

According to the user authentication method using a composite biometric information from the user device proposed by the 

present invention as described above, and devices, single biometrics to authenticate tt1e user at the user device information 

(e.g., voice recognition, facial recognition) only than the method using It has the benefit of increasing security. According to the 

present invention, !here is an advantage that enables a single sign-on using a complex biornetric authentication infurrnation, 

such as face and voice information creden!ials. According tu !he invention, wtien the user au!hentica!ion based on !he image 

auttientication inforrna!ion and voice authentication information from the user device, adding a motion cliange of the user 

authentication at the face, rrmuth, eye detection, add determines whether synchronization between the lips motion and sound by 

performing an integrated user authentication, the security periormance and a user device it can be derived to be used by the 

legitimate user. According to the invention, a separate device for the user authentication {for example, sensors, etc) which may 

utilize the camera module and the microphone provided in the user device, without having the. And the present invention can be 

implemented in a variety of devices that form all of a user device and corresponding thereto. In addition, it can contribute to 

implement an optimal environment fur the user authentication from the user device according to Hie present invention, tu 

improve the usability, convenience and competitiveness of tt1e user device. 
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[0017] 

[0017] Figure 1 is a view generally stiowing a s!ruciure of a user device according to an embodirnent of the presen! invention 2 

to 4 is a diagram illustratiwi a configuration of a control unit in the embodiment; 5 is a diagram illustrating an exemplary 

operation for authenticating the user by using the composite biometric information from the user device according to an 

embodiment of the present invention. 6 is a flowchart illustrating a statistical model registration method for user authentication in 

the user device according to an embodiment of the present invention. 7 and 8 are a flowchaii showing a user authentication 

method from the user device according to an embodiment of the present invention 9 is a flowchaii illustrating an operating 

method for user auttientication in the user device according to an embodiment of the present invention. 

(001 Bj Hereinafter, with reference to the accompanying drawini;is will be described preferred embodiments of the present 

invention; In this case, the same components in the accompanying drawings shall be noted that designated by like reference 

numerals as possible. in the following description, a detailed description of known functions and configurations may blur the 

point of the present invention will be omitted. In other words, in the following description and description is only necessary for 

understanding the operations according to an embodiment of the invention section, Hie description of the other part is to be 

noted that there will be omitted so that the ridge heutteu matter of the present invention. 

10019] In the following, with reference to to the structure and the operation control method of a user device according to an 

embodiment of the present invention a description will now be. It is the configuration and operation control method for a user 

device according to an embodiment of the invention is not limited to or limited to the contents described in Hie basis of the 

following examples not to be applied should be noted that in various embodiments In the present invention described below will 

be described as an example the hardvvare approach. Hovvever. Hie present invention. because it contains a technology using 

bo!h hardware and sof!ware, and are not intended to exclude !he invention is a software-based approach. 

(0020] 

[0020] Figure 1 is a diagram schematically showing a configuration of user device 100 according to an embodiment of the 

present invention. 

[0021] 

1002·1] Referring to FIG 1, tile user device 100 of the present invention includes a camera module 1·10, tile audio processing unit 

120, display unit 130. storage unit '140, and controller 180 It is configured. !n addition, the user device 100 is a digital 

broadcasting the digital broadcast module for the reception of the (e.g., DMB (Digital Multimedia Broadcasting) or DVB (Digital 

Video Broadcasting), digital multimedia broadcasting. such as). Bluetooth (Bluetooth) communication, infrared (lrDA. Infrared 

Data Association) communication, RFID (radio Frequency Identification) communication. and NFC (near Field communication) 

as such short-range 1Nireless communication based on the communication function support for the at least one short-range 

communication module. a hard key (tlard key) based on the input suppor! wireless LAN (U\f\J, Local Area Network) for the 

vibration-generating unit, ln!ernet service support for ttie wireless communication unit, a vibration generating for a 

communication func!ion supported on ttle input, !he mobile communica!ion-based voice calls, video calls. data calls, and for the 
module, and above may further comprise a structure sucil as a battery (batte1y) for supplying power to the contiquration, 

described and illustrated for them will be omitted. 

[0022] 
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!0022] The above camera module 110 supports a static image and a dynamic image photographing of the subject The camera 

module 110 is taken to any subject in accordance with the control of the controller 180, and transmits the photographed image 

da!a to Hie display unit 130 and !he controller 180. Tlw carnera module 110 and tlie like with (not shown), a carnera sensor for 

converting an input optical signal in!c, an electrical signal, (not shown) sifinal processor for converting an electric sifinal inputted 

from the camera sensor in!o diflital irnage data it can be configured The camera sensor may include a sensor using a rnethod 
such as CCD (Charge-Coupled Device) or CMOS (Complementary Metal-Oxide-Semiconductor). In particular, tl1e camera 

module 110 in the present invention is driven under tl1e control of tl1e controller 180, tile authentication mode is enabled for tile 

user authentication, a static image and a dynamic image of the outside of the subject (e.g., user's face, etc.) up, and passes 

each of the image that is photographed by the controller 180 

[0023] 

10023] The audio processing unit 120 is configured to include a speaker (speaker) (121) and a microphone (micropl1one) (123), 

processes the input and output of the audio signal of the user device 100. For example, the audio processing unit 120 and 

sends audio sii;inals received from the controller 180 to the speaker ·121, an audio signal of a voice or the like received from the 

microphone 123 to the controller 180, it performs the function of transmission. The audio processing unit 120 is an audio signal 

of voice, etc. that receive voice I audio data from the microphone 123 according to the control, and outputs the converted 

audible sound through the speaker 12·1, the controller 180 digital is converted to a signal it can be passed to the controller 180. 

In particular, the audio processing unit 120 according to Hie present invention is under the control of the controller 180, the 

authentication mode for the user auttientication of receiving a user's voice, the controller 180 converts the voice signal into a 

difliial signal correspondinfl ii is delivered lo. i\nd ttie audio processiflfl unit 120 rnay output under ttie control of the controller 

180 in tlie auHientication mode, tlw feedback:, such as user authentication process proceeds on success or failure of the sound 

effect lo the speaker 121. Feedback on the success or failure of ttie auHientica!ion may be set to vary depending on each user 

setting. 

[0024] 

[0024] The display unit 130 may display the operating status and the associated screen of the user device 100. For example, 

!he display unit 130 is the user device 100 of !he lock screen (luck screen), !he horne screen (home screen), !he menu screen 

(menu screen), the message composition screen, the cliat screen, video playback:, and a variety of It may display a screen such 

as each execution of !he executable application i\nd !he display 130 displays information which the user is provided to a user or 

information input including various menus of the user device 100 Tl1at is, the display 130 may provide an execution screen of 

the various functions accordin1;1 to tile user using tile user device 100. Tl1e display 130 is a liquid c1ystal display device (LCD, 

Liquid Crystal Display) is used which is common or, the light emitting diode (LED, Light Emitting Diode), an organic light emitting 

diode (OLED, Organic LED). and the active matrix OLEO (AMOLED, Active the other display devices such as Matrix OLEO) can 

be used. In addition. the display ·130 may be implemented in a flexible display (flexible display) to be bent The t1exihle display 

device that shows a bent wittiout damage via a thin, flexible substrates like paper. bend or be late, In addition. Hie display unit 

130 may be configured to include an interface (interface) to support the touch (touct1) of Hie based type. For example, the 

display unit 130 supports a variety of user input based on !he !ouch by the !ouch screen (toucl1screen) configuration, to generate 

an input sifinal according lo a user input can be transmitted to the controller 180 ,n addition, !he display unit 130 according tu 

when tu display various screens, sucl1 as !he above user devices the direc!ion of rotation (or lying direction) of i 00 in the 

landscape screen display, the display screen according to the prnirait mode and landscape mode and the portrait mode, It can 

support adaptive switching screen display according to the change between 

In particular, the display unit 130 may display a specific image provided in accordance with tile control of the control unit mo in 

the authentication mode for the user auttientication of the user device 100. For example, the display unit 130 rnay display the 

user inforrnation of the face is photographed through the camera module 110 in Hie certification mode, 
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!0025] may be configured to include the storage unit 140 tt1e user device stores various applications and the data operating in 

the 100, one or more non-volatile memory (non-volatile memory) and volatile memory (volatile memmy) have. Tt1e storage unit 

i 40 has ROM (Read Only Memory), a flasti rnemory (flasl1 memory), RAM (Random Access Mernory), an internal hard disk 

(HOD, Hard Disk), an ex!emal tiard disk, a rnemory card (rnemory card), sud1 as Ii rnay be cornprised of at least one. sud1 as 

an external storage mediurn. i\nd tile storage unit i40 using the user device 100 of the operating system, programs and data 

relating to the display control operation of the display section 130, the composite biometric information in the authentication 

mode (e.g., facial information and audio information) ,t can be continuously or temporarily store programs and data related to 

user operations such as authentication. In paiiicular, the storage unit HO may store each of the data relating to the video 

photographed by the camera module 110 in the authentication mode according to an embodiment of the present invention as a 

static data and dynamic data. And the storage unit '140 may store the learned information for identifying the biometric 

information input to the user authentication in the authentication mode in the learning information storage area 150. Tt1e learning 

information can be separated by a face information and audio information, it may be stored in each of the allocated storage 

area. The face information extracting a certain facial features in your video to be authenticated in the authentication mode, and 

!he Face based on the extracts !he facial Features characteristic vedor (feature vector) crea!ed by saving face information into 

statistical models for face recognition zone ( It may be registered in i 60). Tlw voice irrforrnation registered in the audio 

information storai;ie area (170) extracts a predetermined audio features from the user's speech, and generating a speech 

feature vector based on the extract the speech features to a statistical model for speech recognition to be authenticated in the 

authentication mode, It can be. 

[0026] 

!0026] Further, !he storage unit 140 may include a program area and a data area. The profirarn area rnay store an operation for 

a boo! and operation of each configuration described above of the user device i 00 and the system, downloaded and installed 

applications, and the like. The data re~1ion is a region to which the data is stored to occur depending on the use of the user 

device ·100. Wherein the data area stores data used or ~1enerated according to the running application, it may be bufferin~1 or 

storinq imai;ie data and voice data input at the authentication mode. 

[0027] 

[0027] The controller 180 controls the overall operation of Hie user device iO0. In particular, the controller i 80 rnay control !he 

operations related lo the user authentication using biornetric information such as facial composite and audio information in !he 
authentication mode of the user device ·100. The controller 180 may process the inteqrated authentication for the user based on 

the complex information, such as face reco1;1nition results, a result of voice recognition, object determination result, and a 

synchronization judgment result in the authentication mode. Then, the controller 180 may determine an error for the user 

authentication information to he confirmed that tile complex of any one of the unauthorized users also. For example. each of the 

results for notifying that predefined reference probability value (e.g., 80°/,, 85%. 90%, etc.) to meet whether tile result notifying 

that the authenticated user output or non-authenticated user in response to that the results can be output Therefore, the control 

unit 180 may over whether to meet the individual probabilities of each of the results to determine whether the error is 
de!ermined. 

[0028] is the controller 180 is configured to laroely include an imaoe authentication processino unit 10, a voice authentication 

processing unit 40, statistical model management unit 50, and the authentication judgment section 290. The controller 180 may 

control the overall operation of Uie operational features of the present invention. the operation example of the user device 100 

INith reference to the drawings described belov,r for the detailed control operation of the controller 180 and in its control mettiod It 

INill be described. 

[0029) 
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!0029] Meanwhile, the controller 180 may control the various operations associated INith the conventional functions of the user 

device 100, !n addition to the functions of the present invention, For example, the controller 180 may in response to a touct1 

even! that is input via the input interface of the touch-based, control the operating features thereof, In addition, the controller i 80 

may be a wired based or wireless communication based on cornrnunication control transmission and reception of various da!cL 

And !he controller 180 CPU (Central Processing Uni!), GPU (Graphical Processini;:1 Unit), and merno,y, suct1 as a single cl1ip 

(chip) in the built-in tile system-on-chip (Soc, System on Chip) implementation will be t11ere. Eacl1 configuration of the Soc is 

connected to the system bus (system bus) data cornmunication can be made between them, Or the control section 180 may be 

CPU, GPU, and a memory and the like, packaged (packaging) into a multi-layer (multi layer) 

[0030] 

[0030] User and device of tlie present invention shown in FIG, 1 100 may include all infurrnation cornmunication devices, 

rnultimedia devices, and application devices thereof has a structure for supporting t11e user authentication techniques of the 

present invention, For example, the user device 100 has various communication systems in response to which eacl1 

communication protocols (communication protocols) in accordance with operation of the mobile communication terminal for, 

including, tablet PC (Personal Computer), a smaii phone (Smart Phone), a digital camera, PMP (po1iable Multimedia player), 

media player (media player), a mobile game terminal and PDA (Personal digital Assistant), etc, can be included in the device 

has, In addition, the method of tile present invention is applied to various devices, such as digital TV (Digital Television), OS 

(Digital Signage), LFD (Large Format Display). a laptop computer may be operated. 

[0031] 

(0031 j FIG. 2 is a diagrarn schematically showing t11e configuration of the controller i 80 according to an embodiment of tile 

present invention. 

[0032] Referrini;:1 to FIG. 2, me invention of the control section 180 is irnai;:ie authentication processing section (i 0 lo process Hie 

facial feature vector, and the user authentication by the object feature vector detected from the imai;ie obtained through the 

camera rnodule ·110 ), delivered from the voice aut11entication processing unit 40, and the image authentication processing unit 

10 and the voice authentication processing unit 40 to process the user authentication by the speech feature vector detected 

from the voice acquired through the microphone 123 is configured to include a plurality of authentication information (e g , face 

authentication information, authentication information, and voice) based on tile authentication judgment section 290 for 

processing integrated authentication for the user. And particular with the image authentication processing unit 10 face 

authentication processing unit 20 for processing the face authentication by the static feature vector is detected based on the 

captured (capture) the still image frorn !he acquired image, based on ttie acquired image is confii;:1ured to include an 

au!hentica!ion processini;:1 unit for processing an object object me object au!hentica!ed by me detection of !he dynamic fea!ure 

vector (for example, face, eyes, lips, etc,) (30), That distinguislws the particular area of the face in the object irnage is 

recognized in the present invention, it may comprise a self-face, eyes, lips and so on as before. And t11e object to be detected 

from t11e object feature vector may be a dynarnic feature vectors, such as t11e movement of the face, eye blinks, the movement 

of lips is detected. 

[0033] 

[0033] The above face auttientication processing section 20 is configured to include a Face extraction uni! 210, a first feature 

vector detection unit 220, and !rie face auttientication uni! 230, 
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!0034] to the face extraction unit 210 extracts a user's face from the image input through tt1e camera module 110. For example, 

the face extraction unit 21 O and outputs the extracted features, such as facial areas, eye areas, and mouth area from an input 

facial image. The face detection unit 210 in the presen! invention, is inputted from ttie camera module 110, the display unit and 

captures an image displayed tt1roui;:1h the 130, 1.Nith the captured still image to perform ttle user's face recognition and facial 

feature extraction can 

(0035] 

[0035] The first feature vector detection unit 220 is the distance and angle are generated to take a point between the facial 

feature vector (for example, face eyes. nose, and mouth from the features extracted by the face exiraction unit 210, and color 

!he lik:e) can be detected. For example, the firs! feature vector detec!ion unit 220 by using a center point of !he eye of !he 

features extracted in the face extraction unit 210, and performs normaliza!ion for the face shape, a specific face in !he 

normalized face irnage and outputs the extracted facial feature vector. 

[0036] 

!0036] comparing Hie face authentication unit 230 is the first feature vector detection unit 220, the pre-register the unique 

features of tlw facial feature vector face information of the face extracted from the (in particular, the face recoi;:1nition statistical 

models) by perforrning an authentication of !he face image, and outputs !he authentication information according to the 

au!hentica!ion result For example, the face autlwn!ication unit 230 compares tlie ex!rac!ed facial feature vec!or is pre-learned 
and stored in the face inforrnation, and can be determined for a match between then,. In this case, the determination whether 

the match may be determined in consideration of the error range is set for example. may output the authentication information 

indicatin1;1 that tile authenticated user to rnatch at least 90"1c. On the other hand, can output the authentication information 
indicating that the unauthorized user when (even it that means that no face is taken if there are no facial feature vector) matches 

less than 90%. Based on the probability value tor determining whether or not the matching may be set variously. such as 80%,, 

85%, depending on Hie user settings, including the 90%. 

[0037] 

10037] The object authentication processinq unit 30 is configured to include an object detection unit 240, a second feature vector 
estimation unit 250. and the operation determination unit 260. The object authentication processing unit 30 in the present 

invention, images input from the camera module 11 O {in particular, video) through the object (for example, face, eyes. mouth, 

etc.) for detecting the operation to determine whether the object movement It may correspond to a recognizer. 

(0038j The object detection unit 240 extracts the object from the image input through the camera module ·110. The object in this 

invention is a factor to determine the movement from the user's face, or the like rnay be the face, eyes, mouth. For example, tile 

object detection unit 240 may output the extracted face region, eyes area, and the area of the mouth region of the object set 

from an input facial image. In other words, the object detection unit 240 is input from the camera module 110 can detect the 

position of the object is set in the image being displayed through the display unit 130. 

[0039] 

10039] The second feature vector detection unit 250. the object feature vector showin1;1 the operation {movement) of the object 

from the detected position of the object in the object detection unit 240 {for example, the movement of the face. blinking of the 

eyes. mouth the can detect the movement etc.). For example, the second feature vector estimation unit 250 extracts the feature 

vectors based on the size. the shape of the lips such as lip which is changed according to the movement of the mouth of the 

features exiracted from tt1e object detection unit 240 outputs can do. Or the second feature vector detecting section 250 can 

output the extracted feature vector of the eye features extracted from the object detection unit 240 is to be changed 
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(corresponding to Hie blinking of the eye). Or the second feature vector detecting section 250 can output the extracted feature 

vector, suct1 as change in size of the face according to the movement of the face of Hie features extracted from the object 

de!ection uni! 240, the position of the face changes. 

(0040] 

[0040] in the operation determination unit 260 and performs authentication for the user to determine whether the operation 

(movement) of the object from the object feature vector detected in the second feature vector estimation unit 250, the 

autt1entication result outputs in accordance witti operation information (authentication information). For example, the operation 

determination unit 250 may output Hie operation information indicating that Hie operation when determining that the movement 

of the object On the other hand, !he operation determination unit 250 may ou!put the operation information indica!ing that no 

operation when de!errninini;:1 Hw! there is no movement of Hie object 

[0041) 

!0041] The voice auttientication is processing section 40 is configured to include a ttiird feature vector detection unit 270 and the 

voice authentication unit 280. 

[0042] 

[0042] detecting the third feature vector detecting section 270 is the speech feature vectors from the voice input through the 

microphone 123 (e.g., tone (tone), the frequency (frequency), vocabulary, speed, etc.) to he output can. in this case, the third 

feature vector detecting section 270 may detect at least one feature vector in accordance witti the operation method of the 

autt1entication voice. For instance, voice 'Nay authentication operation method for that operation, regardless of the vocabulary 

user speaking when the (e. G., Tt1e user speaks the words and is independent of the authentication method to separate only the 

!one or frequency), wherein the 1t1ird feature vector detector 270 may detect at least one feature vector set of feature vectors of 

!he tone, frequency, speed and the like of !he voice. Or way operation rnethod for voice authentication is operated to separate 

!he vocabulary user speaking when the (e. G., Aut!ien!ication method that requires the input preset word), the third feature 

vector detecting section 270 is tone of voice. frequency, It can be detected with the at least one feature vector and the feature 

vector of the speech vocabulary that are separated from the set of the characteristics of the speed vector. 

[0043] 

!0043] cornpared to the voice au!hentica!ion unit 280 tias the ttiird feature vector detection unit 270, !he voice of !he unique 

characteristics of Hie speect1 Feature vector previously registered voice information (in particular, !he statistical models for 
speech reco1;1nition) detected in by performing an authentication of the voice, and outputs the authentication information 

according to the authentication result For example, the voice authentication unit 280 compares the pre-study and the detected 

speech feature vector stored in the voice information, it is possible to determine whether a match between them. In this case, 
the determination whether the match may he determined in consideration of the error range is set, for example. may output the 

authentication information indicating that the authenticated user to match at least 90%. On the other hand, can output the 

autt1entication information indicating that the unauthorized user when (even if that means that Hie voice is input when there is no 

speech feature vector) matct1es less than 90%,, Based on the probability values for a match for Hie determination may be set 

variously, such as 80%, 85'~S. depending on the user settings. including the 90%, 

[0044] 

!0044] Further, the voice authentication unit 280 may perform the authentication using the at least one feature vector in 

accordance with the operation method of the authentication voice, For example, the operation method for voice authentication if 

the 1Nay the operation, regardless of the vocabulary you speak. the voice authentication unit 280 in advance and the feature 

vector that is passed is detected by the third feature vector estimation unit 270 the learning of the audio information can he 
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performed by comparing only the features his authentication vector corresponding to Hie feature vector. On the other hand, if the 

operation method for voice authentication manner that operate to separate Hie vocabulary you speak, the voice authentication 

uni! 280 has the third feature vector detection unit 270. feature vectors of the lexical feature vector tliat is passed frorn the audio 

inforrnation pre-study (in pariicular. lexical feature vector) by comparing tlw auttientication rnay be (For exarnple. tliat Hie inpu! 

word is determined and tlw learning word rnatct1es). Ttiat is, !he voice auttientication uni! 280 may perform auttientication for the 

vocabulary of the speech input as compared to the recognized vocabulary trninini;i feature vector lexical feature vector .And 

wherein the voice authentication unit 280 has a different feature vectors (e.g , tone, frequency, at least one of the speed), pre­

study and that is when it passes the authentication for tile lexical feature vectors transmitted from the third feature vector 

estimation unit 270 the audio information may be carried in his authentication by comparing the (at least one in paiiicular, tone, 

frequency. speed). The voice authentication method can be variously set according to a user operation. 

[0045] 

10045] Speech is transmitted from tile authentication determination unit 290 is the face authentication processing section 20, 

face authentication information, motion information, and the voice authentication processing unit 40 is passed in tile object 

authentication processing unit 30, which is passed from the by using the authentication information may be an integrated 

authentication, and outputs an authentication result thereof. The authentication determination unit 290 is the user authentication 

can be processed during normal indicate that passed the face authentication information, motion information. and by analyzing 

both the audio user authentication credentials. Or the authentication determination unit 290 analyzes the face authentication 

information, operation information, and the authentication voice comrnunication any one error can handle the user authentication 

indicatinfl that the unautl10ri2ed user. For example, the autlien!ication judfp,1ent section 290 is lo confirm !ha! the authen!icated 

user's face ttirough a face authentication information and, upon confirmation !hat the user voice authentication through voice 

au!hentica!ion information, and de!ennine an operating state of !he object determined by the operation information !he user 

authentication can be processed successfully. On tile other hand. the authentication judi;iment section 290 is confirmed that 

unauthorized users face throui;ih the face authentication information, or wl'ien confirmation that a non~authenticated user's voice 

thmugll a voice authentication information, or determine the non-operatini;i state of a determined object or through tile operation 
information It may be a user authentication error process. 

[0046] 

[0046] Figure 3 is a diagram sctiematically st10winf1 a configuration of a controller 180 according lo an embodiment of !he 

present invention. 

[0047] 

!0047] Referring to FIG 3, the con!roller 180 of the present invention, image authentication processing unit iO to process the 

user auttientication by !he face feature vec!or detected from tlw image obtained through the camera module 110, the 

microphone voice autlwn!ication processing uni! 40, and !he image authentication processing unit 10 and each of the 

authentication information sent from the voice authentication processing unit 40 to process the user authentication by tile 

speech feature vector detected from the voice acquired throui;il'i ·123 s is configured to include an authentication judi;iment unit 

290, based on the (e.q., face authentication information, authentication information, voice. etc.) for processinq integrated 

authentication for the user. And the image authentication processing unit 10 is a specific object (for example, the face 

authentication processing unit 20 for processing the face authentication by the static feature vector is detected based on the 
captured still image from the acquired image, based on the acquired image , it is configured to include an object authentication 

processing unit 30 to process the authentication object according to the dynamic feature vector detected in the face. eye, lips, 

etc.). 
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!0048] As shown in FIG 3. the configuration of the controller 180 according to another embodiment of Hie invention may take the 

configuration of the operation determination unit 260 of the configuration of the reference to Figure 2 the controller 180 is 

omitted and it includes !he synchronization Judgment unit 300, and ttius can vary tu !he in!egra!ed authentication me!hod of the 

au!hentica!ion determination unit 290. And thus the reference numbers wl1ich are the same in configuration matching the 

description of !he previously referenced FIG. 2, overlapping descriptions will be omitted. And the present invention. eotmma 
represented by separating the configuration and the configuration of the controller of Figure 3 (180) of the control unit 2 (180), 

operation of the operation determination unit and the synchronization judgment unit 300 and the operation of the 260 tile 

operation can be combined into a single configuration or may, in tile controller 180 can be the two configurations are all 

configured, of course Or less. and the difference of the configuration of Figure 3 the c,antrol unit 180. the controller 180 of 

Figure 2 in the configuration ofthe part will be described 

[0049] 

10049] Tile second feature vector detection unit 250. the object feature vector showini;i the operation (movement) of the object 

from the detected position of the object in tile object detection unit 240 (e.q., a face of said object authentication processing unit 

30 detecting a motion, such as flickering, movement of the mouth of the eye) and can be output In paiiicular. FIG. 3 shows the 

case where the object is ipin, and thus detects the object feature vector in accordance with the size changes, shape changes in 

the lip of the lips according to the movement of the mouth to illustrate that the output to the synchronization judgment unit 300 It 

will be described. 

[0050] 

(0050j Further, tile third feature vector estimation unit 270 is speech feature vector (e.g , tone, frequency, vocabulary, speed 

from the voice inputted through the microphone 123, as described previously in the voice authentication processing unit 40 

detect etc.) and can be output. !n this case, the third feature vector detecting section 270 can be respectively output the 
detected speech feature vector to the synctironization judgment unit 300, including the voice authentication unit 280. 

1005·1] On the other hand. the synchronization judgment unit 300 by using a speech feature vector tilat is passed in the object 

feature vector that is passed from the second feature vector 250 and the third feature vector 270, the two feature vectors 

determine whether they are synchronized in time, and outputs the synchronization information over. For example. the 

synchronization judgment unit 300 may determine whether the comparison of the speech dynamics in accordance with the 

audio object and the lips motion according to the moving object and a feature vector, both attributes are synchronized, Here, the 

way through Hie synchronization judgment is already trained statistical model (for example, statistical models learn Hie lip 

motion and voice) lip objects has a dynamic fea!ure vectors, de!ermines wlwtt1er the speech feature vector is detected 

correspondingly I! rnay be made. Or the synchronization Judgment is the sta,iing point of !he utterance to detect tlw star! and 

end points of the real speech act ttia! is, ignition (utterance) lo the end of taking a sound based on the characteristic vec!or of 

the lips object without tile statistical model, based on tile speech feature vector and detecting an end point, it can be made by 

comparing tile two detected values, 

[0052] 

[0052] Speech is transrnitted from the au!hentica!ion determination unit 290 is ttie face autlwn!ication processing section 20, 

face authentication information, the synchronization judgmen! unit 300, synct1ronization information. and the voice 

auttientication processing unit 40, which is passed frorn beini;:i passed in by using the authentication irrfurrnation may be an 
integrated authentication, and outputs an authentication result thereof. The authentication determination unit 290 is passed to 

the face authentication information, it is possible to process the normal user authentication indicate that synchronization 

information, and analyzes the voice authentication information both authenticated users. Or the authentication determination unit 

290 analyzes the face authentication information, synchronization information, and voice authentication information fmwarding 
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any one may be a user authentication error process to indicate that a non-auttienticated user. For example. among the 

authentication determination unit 290 is to confirm that the authenticated user's face through a face auttientication information, 

voice authentication informa!ion object feature vector, and to confirm !hat the authenticated user voice, through the 

synchronization information tt1roui;:1h a speech feature vector It may process a norrnal user authentication to confirm t!iat the 

sync is matched. On the other hand, synchroniza!ion between the authentication judgment section 290 is face to confirm ttw! 

the authentication information unauthorized users face through or voice via the authentication information to confirm that 

unauthorized user speech, or object feature vector with the speech feature from the synchronization information vector the error 

process can confirm that the user authentication does not match. 

[0053] 

[0053] Figure 4 is a schematic diagram illustrating a configuration of Hie statistical model rnanagernent unit 50 in ttie controller 

180 according to an embodiment of the present invention. 

[0054] 

!0054] Referring to Figure 4, the statistical model management unit 50 of the present invention is configured to include the face 

au!hentica!ion learning unit 410, leamini;:1 voice authentication unit 420, and learning information processor (430) 

(0055] 

[0055] The face authentication learninfJ unit 410 and outputs the authentication processing based on the image feature vector of 
the face to be processed through a 10, as previously discussed to generate a statistical model for face recognition. 

[0056] 

10056] The voice authentication learning unit 420 may be output to i;ienerate a statistical model for the speech recognition based 

on the voice authentication processing of speech feature vector to be processed through a 40. as previously discussed. 

[0057] 

!0057] The facial feature vec!or, the object Feature vec!ors, and speed1 feature for user authentication for a vector, a statistical 
model for the face recoqnition and the speech recognition statistical model for which the learning information processing unit 

430 is detected in the authentication mode, !t can be stored in the storage unit 140. The leamini;1 information processor 430 may 

be stored in each storage area is assigned to the repeated learning based on the statistical model for face recognition and voice 

recognition statistical model for the face information and audio information. At this time, if information of the face and separated 

by a feature vector and the feature vector of an object faces based on statistical models for the trained face detection can be 
managed. And separated by a feature vector as Hie audio if the information 1Nords for the same unique as tone, frequency, 

speed of the speech based on statistical models for the trained speech recognition feature vectors and security ceriificates (for 

example, suct1 words corresponding to the passv,rord) It may be managed. 

[0058] 

!0058] Figure 5 is a diagram illustrating an exemplary operation for authenticatinfJ the user by using the composite biometric 

information from the user device 100 in accordance with an embodiment of the present invention 

[0059] 

(0059j illustrates an example of the case where the mode is to be activated in order to release the lock of the screen, 

paiiicularly, in the Figure 5 the user device ·100. 
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[0060] 

[0060] Referring lo FIG 5, reference numerals <501 > the user device 100, as shown in Hie display sec!ion 130 is turned on in 

accordance with the waiting mode in the off (tum-off) condition, a user"s operation ( display section ·130 of turn~on (tum-on) for 

enabling a user of a hot key (hot key) input actions, etc.) to by reference number <503> in the illustrated described as display 

unit BO is turned on to be able there. !n this case, it is assumed that the Fii;i. 5, the user of the lock and the lock setting screen, 

is set for it in order to protect the user device 100 Therefore, the display unit 130 is turned on, the tum on~off state when 

switched to an on state, the controller ·180 represent a lock screen set by the user as shown in the reference number <503> in 

the display section 130 can. 

[0061] 

(0061 j Next, the control unit 180 may determine whether the reference number <503> tor the user and the authentication mode 

of the authentication screen is set as to provide a lock Then, the controller 180 may drive the authentication mode is set when 

the camera module ·11 O and the microphone 123, and to execute the authentication mode. 

[0062] 

10062] Next, the controller 180 is an image obtained through the camera module ·110 as shown in reference number <505> can 

be represented on the display unit 130. For example, the user the display unit 130 turned on can be located on the user device 

100 area to be photographed the user"s face over the whole when the camera module ·110 (in prniicular, the front camera). 

Then, the controller 180 may display an imarie by passing him (in particular, the user face image) to be input through the 

camera module 1 'lO to a display 130 .. At this time, the controller '180 is an image input through the camera module 1 'lO to an 

area of ttie lock shown in ttie screen display 130 can indicate to the overlay (overlay). Or controller 180 may display screen lock 

omitted, and only indicate the images input through the camera module 110. 

[0063] Ne>..t, a user may ignite the voice VI/hen the face of the user throurJh the display section ·130 as shown in the reference 

number <505>. Then, the display section 130, the reference number <505> to Reference <509> may appear in the image is 

chanrJed according to the user's utterance. as shown .. At this time, the controller 180 features for user authentication from the 
video image and display an image input through the camera module 110 through the display 130, Hie input vector (for example, 

the facial feature vector. and the object feature vector) It can be detected. !n addition. ttie controller 180 may detect Hie feature 
vectors (e. G., Tone of voice, Frequency, words, sounds and so on) for user auHwn!ication from Hie voice inputted !hrougt1 itle 

microptione 123. 

[0064) 

!0064] Next, the controller 180 voice authentication using tt1e speech feature vector detected from ttie input speech of the face 

authentication, the microphone 123 with the facial feature vector detected from the input image of the camera module 110. and 

it may perform ttie authentication objects using Hie object feature vector detected in the input image, Tt1en, the controller 180 

may perforrn the final au!henticaiion For the user to collect all of the results according to Hie face authentication, voice 

au!hentica!ion, and Hie authentication object For example, Hie controller 180 and ensure that !he auttienticated user's face 

H1rough ttie face auHientica!ion, and confirm !hat ttie user voice au!hentication via ttie voice auttientication, comprising the 

operations of the object throui;ih the object authentication (e.g., face of movement when check the blinkini;i of the eye, such as 

the motion of the rrmuth) it can be determined to be an authenticated user to the user. 

[0065] 
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!0065] Of Hie controller 180 voice authentication using Hie speech feature vector detected from tt1e input speect1 of tt1e face 

authentication, the microphone 123 with the facial feature vector detected from the input image of the camera module 110. and 

tlw feature vector of !he detected object frorn the input image and can perform ttw lip mo!ion and synchronization be!ween the 

au!hentica!ion voice based on the speech feature vector. Then, the controller 180 may perforrn the final autlwn!ication for the 

user to collect a!! of !he resul!s according to ttie face autlwn!ication. voice au!henticaiion, and autlwn!ication synchronization. 

for exarnple, the controller 180 matches the check that the authenticated user's face throui;iil the face authentication, and 

confirm that the user voice authentication via the voice authentication, and lips operation in voice ignited via the synchronization 

authentication and subsequent you can see tilat when it is deterrnined that the user is authenticated users. 

[0066] 

[0066] Nex!. tlw con!roller 180 can norrna!!y handle !he user auttientication to determine !hat !he user is autlwn!icated by !he 

user authentication. such as the cornplex and release tile authentication mode. For example, the controller 180 may control the 

execution screen displayed as shown in tile locked and released, and the reference number <511 > ellipses of the lock screen. 

May represent a - (display turned off state entry), such as an application execution screen of a previously executed in the 

execution screen is the home screen, or the user device 100 is in standby mode. 

[0067] 

Thus [0067], accordinfl lo the embodiment of !he present invention. Furttler perforrns user auttientication using tlw composite 
biornetric inforrnation, adding tile operation state of the object feature vectors detected, adding sensing tile synchronization 

state of the lips rnotion and the input speech enhanced than by the user authentication can be performed. Accordingly, to 

prevent the illei;ial use of the user device the user and the licensee of the pictures and the user device ·100 as a recordini;i audio 

to be illegal use 100, or the user authentication is to block the advance access to a wealth of information required can. And 

more than that described in the authentication mode of the present invention is applied to an example for releasing the lock of 

the lock screen. However, the auttientication mode according to the embodiment of the present invention, information that you 

1Nant to protect from other users (e,g., address book. personal data, etc.), the user device determines whether or not (100) 

allows a financial service access using, and the user device ( set the authentication mode for Hie charging Of the like occurs in 

!he service 100), and may perforrn ttie user authentication, such as intewated earlier. 

[0063) 

!0068] Figure 6 is a flow chaii showing the statistical model registration method tor user authentication, the user device 100 
according to an embodiment of the present invention. 

[0069] 

(0069j Referrini;i to FIG 6, the controller 180 may drive the certification authentication configuration setting mode entry (step 
601) in response to a user request (step 603). The authentication~related configuration denotes a configuration for a complex 

recognition biometric information, the present invention may include a camera module 110 and a microphone 123, Here, the Fig. 

6 but omitted. in which you can select the category (category) to be set to perform the authentication mode. and enters the 

autt1entication mode, the user interface can be provided (UI, User Interface). For example, you can set the authentication mode 

for Hie various categories, such as lock release function is executed INhen the authentication mode, authentication mode 1Nt1en 

running ttw Address Book: en!ry. financial services, cer!ifica!ion Run mode entry, billing services authentication mode wtwn 

running entry. And upon completion of setting tlw one or rnore categories through tlw user interface may be irnplernen!ed so 

!hat tlw driving cer!ifica!ion configuration. 

[0070] 
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!0070] Next, the controller 180 the authentication-related configuration (especially, the camera module 1 ·1 0 and the microphone 

123) when the drive, and acquires a face image Uiat is passed through the camera module 1·10 (605 step) it may obtain a voice 

transfmred tt1mui;:1h !he rnicroptwne 123 (s!ep 607). That is, me statistical model for the user au!henticaiion in !he presen! 

invention can be cornposed to face the learning process and is divided into speech learning process. me face learning process 

and !he voice learning s!aiistical models for face recognition through voice 1·ecognition statistical model for have. A! this tirne, the 

face and the voice learning process learning process can take place simultaneously or individually progress (time series), 

according to FIG. 6 shows as an example a processing operation wllicll is simultaneously in parallel The parallel or series 

operation method of eacil of the learning process can be determined according to user setting. 

[0071] 

[0071] i\ccording lo me face learning pmcess, ttie controller '180 may detec! the facial feature vector extracted from !he acquired 

face and the face (step 611) from the image, the extracted face (step 5·13). For example, the controller 180 is to distinguish the 

features of tile face such as tile face area from the imai;ie input throu1;1h the camem module 110, the eye region, and the mouth 

area to extract the face. Then, the controlle1· '!80 may detect a facial feature vector from the nmmalized face image, pe1·torm the 

normalization, and tor the face shape by using a center point of the eye of the characteristics of the extracted face. Next, the 

controller 180 is the area (for example. face information storage area of the facial feature vector using via the face 

authentication learning (step 5·15) to generate a statistical model for face detection (step 6'17), storage unit 140 can be stored in 

160) (step 6Hl). For example, the controller '180 svrvl (Support Vector Machine), such as a mact1ine learning algorithm 

(machine learning algorittim) based in the facial feature vector to for learning performed by a user face authenticating for 

de!ermining based on the face recognition for sta!istics It can build me model, 

(0072] 

[0072] .According to the speec!, learning process, the controller 180 can detect the speech feature vector from the acquired 

voice (step 621). For example, the controller 180 analyzes the characteristics of the tone, frequency. vocabulary, and speed 

from tt1e voice inputted through the microphone 123 can detect the speech feature vector. Then, the controller 180 is the area 

(for example, of generating a statistical model for a speech recognition U1ruugt1 voice authentication learning (step 623) (step 

625), a storage unit 140, using me speech Feature vectm, the audio information storage area ('170 !here)) tu be stored (step 

627). For example. controller 180 may be based on a machine learning algori!hrn sucl1 as SVM as before performing !he 

learning for !he speech Feature vector to establisl1 a determination based on !he voice recui;:1nition statistical models for !he user 

voice authentication. 

[0073] 

!0073] On !he other hand, the Fig. 6 but omitted, the user can rnake Further settings for the operation method of the 

au!hentica!ion mode. For exarnple, tlw authentication face as described witl1 refmence lo FIG before, voice autlien!ication. and 

tlw integrated authentication method !hat is based on the objec! motion change authentication, authentication face as described 

with reference to tile above Figure 3, voice authentication, and synchronization authentication (lips object variation of tile 

operating and integrated authentication method that is based on whether the synchronization between tile input speech) can be 

set to any one of tile methods. At tills time, it may be set in addition to the object type (for example. the movement of the face, 

such as t1ickering, movement of the mouth of the eye) to be ce1iified if the change operation of the electronic architecture of the 

authentication method. 

[00'74] 

Figure 1007 41 7 is a flow cilrni illustrating a user authentication method from tile user device 100 according to an embodiment of 

tile present invention. 

[0075] 
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!0075] Referring tu FIG. 7, the control unit 180 may execute in response to certain features of the user device 100 to drive the 

authentication-related configuration autt1entication mode entry (step 701) (step 703). For example, the controller 180 may 

de!ermine whether the user is a! Hie specific function execution request, the authentication mode for ttie user authentication is 

set in the function execu!ion. If the authentication mode is set in !he Function execution can be controlled enters the 

au!hentica!ion mode. Then, the controller i 80 may drive Hie camera module 110 and the rnicropt10ne 123 is set for user 

authentication when the authentication mode entry The features t!'iat set the authentication mode may be based on user 

settings, such as, locked, financial services, billing services, and contacts as previously discussed. 

[0076] Next, the controller i 80 when the drive is the autlwn!ication-rela!ed configuration, obtain a facial image, and (s!ep 705) is 

passed through tlw camera module 110 obtains a voice transferred through the micropt10ne 123 It can be (step 707). nie 

authentication process for the user authentication in the present invention is largely divided into a video and a voice 

authentication process, the authentication process. the authentication image and the voice veritication process may be operated 

in parallel or in time series. And the image authentication process can be lari;iely divided into the face authentication process 
and the object authentication, face authentication, and the authentication process object may be operated in parallel or in time 

series. The parallel or series operation method of each of the authentication process can be determined by the user settings 

[0077] 

(0077j According to a face authentication process of the image authentication process, tile controller mo extracts tile face from 

the acquired face image, and (step 711), it is possible to detect tile facial feature vector {step 713) from the extracted face . For 

example, the controller 180 is to distin1;1uish the features of the face such as the face area from the image input throui;i!'i tile 
camera module ·110, the eye region, and the mouth area to extract the face. Then. the controller 180 may detect a facial feature 

vector from the normalized face image, perform the normalization, and for the face shape by using a center point of the eye of 

the characteristics of the exlracted face. Next Hie controller 180 is the facial feature vector and tt1e learning by comparing the 

face recognition statistical model for performing face authentication, and (step 715), may generate a face authentication 

information accordingly (step 717). 

[0078] 

!0078] According to the object the authentication process of the image authentication process, tile controller ·J 80 detects the 

object from the obtained face image, and (step 721), it is possible to detect the object feature vector from the detected object 

(723 steps) . The object is to determine the elements to move from the user's face. in the Figure 7 may correspond on the face, 

eyes, mouth. For example, the controller 180 the operation of the object from the detected position of the face region, the eye 

area, and !he location of the object set of tlw mouth area from the face irnage input through ttie camera module 110, and 

de!ects !he object !tie (moving) object feature vectors representing the (e. g , the movernent of ttie face, suct1 as blinking, eye 

movement of the mouth) can be de!ected. Nex!, ttie controller 180 may fienerate !tie upera!ion infurrnation in accordance witti 
operation, and determines whether or not (step 725) of the object from the object feature vectors, thereto (step 725). 

[0079] 

[0079] According tu the voice authentication process, the controller 180 can detect the speech feature vector from the acquired 

voice (step 731). For example, ttie cun!roller i 80 frorn !tie voice inputted through !tie microphone 123, analyzes !tie 

characteristics of the tone, frequency, vocabulary, speed and !he like can de!ect ttle speech feature vec!or. Then, tlw controller 

180 may generate the speech fea!ure vec!or to perform voice verification by comparing ttie statistical model For ttie speech 

recognition and learning (step 733), the voice authentication information accordingly (step 735). 
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!0080] Nexi, the controller 180 is the face authentication information, motion information. and an integrated authentication based 

on a voice authentication information (741 steps), and outputs an authentication result according Uiereto (743 steps). For 

example, !he controller 180 upon check !he opera!ion of the object and confirrn !hat the authenticated user's face via the face 

au!hentica!ion information, and to confirm that the user voice authentication via the voice authentication information, via the 

opera!ing infurrnation yirueojim tlw handle user au!hentica!ion For !he normal user, and uu!puts an authentication resul! 

according thereto may be (for example, tile lock release screen, allowini;i the billing service, the address book lights). Or 

controller 180 during check to confirm that unauthorized user's face via the face authentication information, or to confirm that tile 

voice credential unauthorized user speech via, or not be in a motion of the object through the operation information the error 

processing for the user authentication of the user, and outputs an authentication result accordingly (error feedback information 

output corresponding to the authentication failure, etc.) can be. 

[0081] 

Figure 100811 8 is a flow cilrni illustrating a user authentication method from tile user device 100 according to an embodiment of 

the present invention. 

[0082] 

!0082] Referring tu Figure 8, the controller 180 previously described user device specific fea!ures camera module 110 and the 

microphone 123, the authentication rnode entry in response to !he execution (step 801) of iO0 as described with It can drive the 

same ce11itication configuration (step 803). 

[0083] 

[0083] Next, the controller 180 when the drive is the authentication-related configuration, obtain a facial image, and (step 805) is 

passed through tlw camera module 1 iO obtains a voice transferred through the micropt10ne 123 It can be (step 807). The 

auttientication process for !he user authentica!ion in the present invention significantly is divided into irnage auttienticatiun and 

voice auttienticatiun process. as previously discussed, and the irnage auHientica!ion process can be largely divided into tlw face 

authentication process and the object authentication process, this authentication process are according to tile operational 

method can be accomplished in parallel or in time series. 

!0084] According to a face autlwn!ication process of !he image autlwn!ication process, the controller i 80 extracts the face Frum 

tlw acquired face image, and (s!ep 811), it is possible to detect !he facial feature vec!or (step 813) from the ex!rac!ed face. And 

the controller 180 pe1iorms face authentication of the user by comparing for learning and the detected facial feature vector facial 

recognition statistical model (step s·15), may generate a face authentication information accordingly (817 steps). 

[0085] 

[0085] According lo !he object tlw authentication process of tlie image authentication process, the controller i 80 detects !he 

object from the obtained face irnage, and (step 821), it is possible to detect ttie object Feature vector frorn !he detected object 

(step 823) . Tlwn, !he controller 180 is based on the objec! feature vector with the speech Feature vec!or detected in !he voice 

authentication process, checks every sync between the two feature vectors (step 825), may 1;1enerate the synchronization 

information over ( step 827). That is, the controller '180 may determine whether the object feature vectors with the speech 

feature vector is synchronized in time. For example, the controller 180 may determine whether or not the compared voice 

dynamic characteristics of the object according to the voice and the lips motion according to the moving object and a feature 

vector, both attributes are synchronized Then, the controller ·1 ao may generate the synchronization information according to the 

determination whether the sync. 
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[0086] According to !he voice aut!ien!ication process, the con!roller 180 can detect Hie speed1 feature vector From the acquired 

voice (step 831). And !he controller 180 performs voice authentication of the user by cornparing the learning for ttie speech 

feature vector to the detected speech recognition models and statistics (step 833), may generate a voice authentication 

information thereof. Tile controller 180 may perform voice and the authentication using the detected speech feature vector, as 

described above, performs the synchronization between the authentication voice feature vector and the feature vector objects. 

[0037] 

!0087] Next, Hie con!roller 180 is the face authentication information, synd1ronization informa!ion, and an integrated 
authentication based on a voice authentication information (step 84'!), and outputs an authentication result according thereto 

(843 steps). For example, the controller 180 between the check that tile face authentication of tile user's face through tile 

authentication information, and the audio through the authentication information to confirm that tile authenticated user's voice, 

and an object feature vector over the sync information and the speech feature vector synchronization is successful, the 

authentication of the user when the check for a match, and may output an authentication result thereof. Or controller 180 

determine that the user faces the non~authenticated via the face authentication information. or via the voice authentication 
information to confirm that unauthorized user's voice, or via the synchronization information is synchronized between the object 

feature vector INiH, Hie speech feature vector 1Nt1en the check does not match the error processing Hie user authentication for 

!he user and may output an au!hentica!ion result ttiereof. 

10088] Figure 9 is a flowchaii illustrating an operating method for user authentication, the user device 100 according to an 

embodiment of the present invention. 

[0039] 

(0089j In particular, FIG. 9, is provided of the camera module 1 rn and the microphone 123 days biometric information from any 

one, if they are not provided by the other biometric information from the other, whether an error or validity thereof a illustrates 

the operation of determining. 

[0090] 

10090] Referrini;i to FIG 9, the controller 180 has previously described the user device-specific function camera module 110 and 

the microphone 123, the authentication mode entry in response to the execution (step 901) of 100 as described with !t can drive 

the same certification configuration (step 903) 

!0091] controller i 80 when !he authentication-related configuration is driving, fmrn the earner-a module i 10 and the rnicropt10ne 

i 23 rnay de!errnine whet!ier at least one of biometric information is detected (step 905). 

[0092] 

[0092] controller 180 (NO in step 905) is determined, and (919 steps) as a user authentication error vvt1en it can not detect any 

biometric information from the camera module i 10 and a microphone 123, an error feedback corresponding It may control the 

information ou!put (step 921) This is, 1.,vit!10u! the user's face is inpu! through the camera module 110, t!w user's voice may be a 

non-inpu! state !hroug!1 !rie microphone 123. In !riis case, alttlougri the not shown in Figure 9, ttie controller 180 rnay decide to 

then wait for the biometric information detected during a preset time when the error is determined. an error when the set time 

has elapsed until the biometric information is not detected have. 
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[0093] 

[0093] The controller i 80 is a composite biometric to at least one of Hie biometric information of the detected biometric 

inf;xmation (YES in step 905). upon being detected by tile camera module 1 rn and the microphone ·123 correspond to the 

plurality may determine that the information (step 907). Then, the contmlle,· 180 may perform the authentication using the 

composite integrnted biometric information in accixdance with the procedures as discussed previously (YES in step 907) to 

determine when the compound to be the biometric information (step 909). On the other hand, the controller 180 may determine 

that the image mcognition information to he determined when one of the biomefric information (NO in step 907) wherein the 

biometric information that corresponds to the recognized voice information (step 911). 

[0094] 

(0094j The controller 180 is a voice authentication in accordance with the procedurns as discussed earlier by using the voice 

input thmugh the 911 speech recognition information of the micmphone (123) when (in step 911 YES), be determined at step 

while performing, fot· image capture by the camera module 110 may wait (step 9·13). The control unit 180 may check whether 

the image capture in the air image capture {step 915). 

[0095] 

10095] The controller 180 may perform when the integrated image is obtained on {YES in step 915), the user authentication 

{step 909). At this time, the control unit 180 is integrated authentication as after performing imai;ie authentication using the 

picture input through the camera module ·1110, based on the image authentication information according to a voice 

authentication information and the image authentication in accordance with the voice authentication it can be carried. 

[0096] 

(00%j The controller ·180 may determine if the image is not obtained unless (NO in step 915), speech input thmugh tile 

microphone 123 is terminated (step 917). The controller 180 may pe1iorm the following operation proceeds to the step 913. If 

the voice input is not terminated {NO in step 9·17). Controller 180 when the voice input is terminated (YES in step 917) and 

determines a user authentication ermr (step 919), it is possible to control the output error feedback information acco,·dingly (step 

921). 

[0097] 

10097] Tile controller ·180 includes an image authentication in accordance with the procedures as discussed earlier by using the 

image input through the 9·11 image recognition information as being (NO in step 911), the camera module to be determined 

{110) in step while performing, it may wait for a voice obtained by the microphone 123 (step 923). The control unit 180 may 

check whether a voice acquiring voice in the air obtained (step 925). 

[0098] 

(0098j The controller 180 may pe1iorm authentication for the integration (YES in step 925). if the user voice is acquired (step 

929). At this time, the controller 180 is an integrated authentication as afte,· performing the voice authentication using the input 

voice through the microphone (123), based on the voice authentication information in response to the video authentication 

information and the voice authentication in accordance with the image authentication It can be ca.Tied out 

[0099] 

10099] The controller 180 may determine whether· if the voice is not acquired {NO in step 925), the set time predefined elapsed 

{step 927). Tile controller '180 may If the set time has not elapsed {NO in step 927) to perform the following operation proceeds 
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to the step 923. Controller 180 when the set time has elapsed (YES in step 927) and determines a user auttientication error 

(step 919), it is possible to control the output error feedback information accordingly (step 921). 

[OHlO] 

[0"100] On the other hand. tile user can act to position a number of masons the microphone ·123 when the ignition for the user 

when the user authentication usinfJ tile user device ·100, voice authentication around the users mouth. For example, in the 

situation that must be ignited at a quiet voice or prevent leakage of the quiet environment of utterance from the others, a user 

may ignite the microphone 123 adjacent to the users mouth In such a case, by the camera module 110 may be a user's face is 

not recognized state. Or the user after recognizing the user's face may be left first input time difference to the ignition for voice 

input. Thus, considerinfl a variety of environrnents. sud1 as above in the present invention, ead1 of the biometric information by 

any of the biometric inforrna!ion only enter a range of biometric irrforrnation even when Hie recofinition, are not recognized in 
accordance with the set routine is not recognized at the same time tilrough to the atmosphere to reduce the error detern1ination 

made reckless user intention and is irrespective. 

[0101] 

!0101] On !he other hand, the user au!hentica!ion method usinfl a composite biometric information from Hie user device of the 

present invention as described above is irnplemen!ed in program instrudion Form ttiat can be executed by various computer 

means lo be recorded on a computer-readable recording medium have. At this lime, Hie computer-readable recording rnedia 

may also include, alone or in combination with the program instrnctions, data files. data structures, and tile like. Meanwhile, tile 

program command recorded on the recording medium may be tile kind well known and available to tilose skilled in the art of 

computer-desii;ined and configured specially tor tile pmsent invention. 

[0102] The computer-readable rnedia include hard disks, floppy disks, and rnagnetic tape, such as rnagnetic media (Magndic 

Media), CD-ROM (Compact Disc Read Only Memory), DVD (Digital Versatile Disc) and the like optical recording medium 

(optical media), flop tikeol disk (Floptical disk), sucll as magneto-optical media (Magneto-optical media), and ROM (Read Only 

memory), RAM (Random Access memory), flash memory, etc., such as pro1;1rnm instrnctions to store and perform hardware 

devices that am specially configumd to. in addition, tile program command containinfJ higher level code that may be both 

machine code, such as produced by a compiler, and executed by tile computer using an interpreter. Tile above~described 

hardware devices may be configured to act as one rn· mom softv✓am modules in order to perform the operations of the present 

invention, or vice versa. 

[OHlJ] 

(0103j And embodiments of the invention disclosed in the specification and drawings are memly be presented specific examples 

to aid the understandinfJ of the present and easily describe the technical details of the present invention invention and are not 

intended to limit tile scope of the invention . Therefom, the scope of the invention in addition to the embodiments disclosed 

herein should be construed to be any change or variation which is derived on the basis of the technical idea of the present 

invention within the scope ofttie invention. 

!0104] 100: the user device 110: the camera module 120: an audio processor 121: speaker 123: Mike 130: display unit i 40: a 

s!ornfie uni! 150: learning information storage i 60 face inforrnation storage i 70 Hie voice data storage area 180: the control 
unit ·10 : image authentication processing 40: 50 voice authentication process statistical model management 260: operation 

Judginq section 290 autilentication judgment section 300: synchronization jud1;1ment unit 
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Patent Translate 
Powered by EPO ;rnd Goog!e 

Notice 

This trar:siation is machine-generated. It canr:ot be guaranteed that it is ir:telligibie, accurate. complete, i-e:iable or f:t for specii:c purposes. Critical decisions. 

such ,l:i corrnnercially relevar;; or firwncial decision>', ,;t1ould not be ba,;ed on r:lilchine-trilnsla\ior: outpul 

One. ,n the user authentication me!hod, comprising !he s!eps of: obtainini;:1 a plurality of differen! biometric informa!ion for Hie 

user aut!wn!ication: i;:ienerating the respective auttientication information for a plurali!y of biometric information obtained; based 

on Hie autlwn!ication information i;:ienerated in!egra!ed user the user authentication mett10d comprising a procedure of 
authentication 

2. According to claim 1, 1Nherein the step of the acquisition process for acquiring image information through a camera module; 

user authentication rnethod comprisini;:1 Hie step of obtaining audio information through !he rnicropt10ne. 

3. 

3. The authentication using the face feature vector; according to claim 2, wherein the step of the generation process for 
detecting a speech feature vector by detecting a facial feature vector, and the object feature vector based on the image 

information, and based on the voice information for generating a face authentication information; generating a voice 
auttwntication informa!ion for the authentication with !he speech feature vector; user auHientication comprises !he step of 

generatini;:1 Hie motion information for the auttientication by using !he object feature vectors Way. 

4, 

4. According to claim 3. wherein the operation information, the user authentication method, characterized in that the information 
indicating the operating state of Hie set object 

5. 

5. According to claim 3, wherein the step of performing the user authentication method comprising the step of determining 

whether the last authentication, based on the face authentication information. the voice authentication information, and the 

operation information. 
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6, The mett10d of claim 5, wherein the face auHienticaiion information, ttie voice auHienticaiion information and user 

auttientication method charac!erized in that a! least one of the opera!ion inforrnation furttier includes Hie step of determining 

when an error is not normal authentication, 

7, The authentication using the face feature vector; according to claim 2. 1Nherein Hie step of the generation process for 

de!ecting a speed1 feature vec!or by de!ecting a facial Feature vector, and the object fea!ure vector based on !he image 

inforrnation, and based on Hie voice information for generating a face auHienticaiion information: genera!ing a voice 

authentication information for the authentication with the speech feature vector: in that it comprises the step of generating the 

synchronization information for the authentication by using the object feature vector with the speech feature vector user 

authentication method according to claim. 

8, Ttie method of claim 7. wlierein !he synchronization information is !he user au!hentica!ion mett10d, characterized in that !he 

information indiccitini;:1 ttla! the object fea!ure vectors wittl the speed1 feature vectors are syndironized in time. 

9. According to claim 7, wherein the step of performing the user authentication method comprising the step of determining 

whether the last auttientication, based on the face authentication information, Hie voice autt1entication information, and the 

synchronization informa!ion. 

·10. According to claim 9, wherein the face authentication information, the voice authentication information and user 

autt1entication method characterized in that at least one of the synchronization information further includes the step of 

determining when an error is not normal authentication, 

11. !n the user device, a c-amera module for ac-quiring the image; microphone for acquiring a voice; a plurality for obtaining said 

camera module and a plurality of different biometric information through the microphone. and generates based on the plurality of 

biometric information using the authentication information, the user device comprising a control unit for processing a single sign­

on user. 

12. 

·12. The method of claim ·11, wherein the control unit image authentication processing unit tor processing the user authentication 

by the vector detecting the facial feature vector, and the object feature from the image obtained through the camera module; 

detected vector speech feature from the voice acquired through the microphone to the image processing unit and the user 

autt1entication device characterized in that it comprises a certification judgment for processing integrated authentication for the 

user based on a plurality of authentication information transmitted in the voice authentication processing; by voice authentication 

processing unit for processing the user authentication. 
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13. The method of claim 12, wherein the image authentication unit face authentication processing unit for detecting a static the 

facial feature vector based on the still image captured from said image, processing the face authentication using the detected 

facial feature vector: ttie image tlie user device cornprit,ini;:1 the object au!hentication processing for detecting !he feature vector 

and the object, processing the object using the de!ected auttientication object feature vector representing the dynamic t,tate of 

tlw object based on ttie determined. 

'!4. 

14. 14. The method of claim 13 wherein the object authentication processing unit operation determination unit that performs 

user auttientication by determining whether motion of an object from the object feature vector, and outputs Hie operation 

information in accordance thereto: And said object characterized by using the vector and ttie speed1 feature vector tl.,vo feature 

vectors are the user device comprit;es a! least one of the synchronization judi;:irnent uni! judges trial ii is synchronized in time, 

outputs the synchronization information over. 

15. 15, Tt1e method of claim 14 1Nt1erein the authentication determination unit authentication face by the authentication of the 

face auttienticatiun processing inforrna!ion, voice auHientication information by ttie authentication of the voice autlwn!ication 

procest,, and !he end ce,iification whether or not bac;ed on ttie operation information by tlw operation de!errnination uni! 

characterized in Hw! the user device lo determine ttie. 

'!6. 

16. 15. The method of claim 14 1Nt1erein the authentication determination unit final be authenticated based on the 

synchronization information by the voice authentication information. and unit the synchronization judgment by Hie authentication 

of tlw Face authentication information, the voice authentication processing by the authentication in the face au!hentica!ion 

processing characterized in tliat !he user device tu determine the, 

17. According to claim 11, wherein the user device is a user device comprising a storage section for storing a statistical model 

for face recognition and voice recognition for the statistical model. 

18, And obtainini;:1 a plurality of different biometric infurrnation for user auHientica!ion, and generate respec!ive au!hentica!ion 
information for a plurality of biometric information obtained, including a program for performing single sign-on based on the 

generated authentication information characterized in that the recording medium 
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Me~;~;a~t: -s~~rv~ct:) {f-~!+ -~t-=-~~- i:rn 1 -1:•~l .:~i-1r~ 1~-~-{f-ii]-. -~t·i-~}-~,=~ti. :rJ· 1
~l. ~;,:ifl:~J. ·t,-::t<·l, ~1·,:,t~.?.]l-~{, ,w-tJ..2l:~u-~~. 

1~~l El '~t. -;:i :"-1~-.. iJ-' :-~~ i~ll . ~f-~~ f~ ·1 l :iJ .:j :ttc-l ~ :~,_-: ~fl til !:~~1~1 ~::1 kl tll ;.:>:~:.\ SNS I Sue l ,~ t N1?t wurkl n,g Se-rv{ ce) I 1.1fi -~1 ~.\1. 
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--{ 1::1 f~ J! -t~-· --~1 -:~l ./ I •:,]l ·-::~ ·ti ;.,:j-JJ:-.7,3 ,~d_ {} tl .-;;; t;-~:7-! L--l I .:r :~fl 1-?J .?.~~ :; l c{! '~:":-Z.· 1N ?fJ..-! ,:l:] Ci ~l-~-~ ~i )-.}-§-.·.=--.} ~~- t:-~ Ci-~} 

-·\~i1l·1J/,.l -·tJ-:t:t 't]rt:,8:- $,l·1~£' -~-?·J ~~-?-{,~ ~-:L1t~l-~i iJ/{1'ZJ.~l --1.iJ-J~- \.J1:~~ . .<] r:.}•;_{--_ -tt-Jtj_~J l~~->~~i:~,j'-)l lt:itt:l. ,~~\-~. 

[0005] i/. \~1- '}~ s~1 ]_if~-~-=;~~-- Ah§•.~} C-1 al 6 l ::::_ •:•l] J.:l ~;~} ~r ,•~§ ,5:JI 9J-~-~ :c~j !i~.{1- 1) l--§· ~-1-=~l 1~ ~---2-<-~} 9J :.r~ -~ l ,:!:: [~ft- :?- -~l lt ~?- 9) t: 
/.,}-8-~} ~_! tf- ::~J-tJJ -~}l :~})~] ff ?~! =-c~{i}oJ] j:}t~}. 
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[0018-J 6 l 'o}' ·1:1 tr ~J -~-(~ \~l ~T-f·· .-1~- ~1~-:. :3}r~(~ {~~- \{l r.~: 9.] H ~ ~~} .::;~ ~J- <~l _,(l ,111-t~ "ti· -'J ,\i] ·:;;-1 -{,;J r~r tr r:+. 0 l Uil ' :t:] \!-~~~ \:': 1-~ ft C1] },-] 

·I-~(} -·,:t..•'2 SL:·~ t~ ?}t:-·t} ·¥l- 11J·rt• -~?'-~~--~·:_ t-l-t:}-i-H .~,-( ·:~J-{~--:•ll -fr-~'?-~ ·8H~1} tli::1". ~f:·\} ~~~ }J}'!:i~ :?.] ,r:~_:7~1{! J~~e~ ;:fi ~J 

t,~•c>j ¾}'-''L2_/]?;'_ f>C:t, ~i- \'-l''t-'''l ;J_,,; oj],~11 a}E- /·,:--§-."'-} L:l 1f,,:,jce'_:<>~ ·'{-';'] '.}l +--!5- :'<lJ··;.] "ll"'tl 0 -i :,l-/],:,Jl-'----1 JH~ 

t:, t:· ,.]1 -§-Oil .,i; ~}:;:j _;.,pj- tl t "'i ,':' :,~ -3, 6 \,-'--1 ~:1.:,::. -sf 7H 'J ~1 ,,11 ·~fl :?j ::1.1 t'f :,_l c]'-J'~l 'eel -,1 ,~1;{{,e11 ,,1 -§- tt '1'" '.~l 
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~~~-0-1 ~ .JJ?] :.<.·]-~~1-1%l(1•i0)7:· {~- '-~
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.-'i·-~+ :1?1~!:l~i-l T,-nGP7·il .:~~s--1 t1] 0
jF·lSt {g-,:S·j r;n°1 F7SL Z)·zr ~J..-] {}'iJ ~:r:. ~~),c.·.]·_ ::b:.~1_jJ_ )i·_I~ ~~7 {:}\~·(l~iort::- <}-;l <J~?-

\\,E:':.'j~! .1,7 ..1+-§-l~ '~l =-?·fr $j i~ rtJ V-~l ~~.] {=_:_. \l Al ql ·~l ::ti .~-ft ·~l \~ i>}?I ~~1 ;~} '¢l~:1-: ~.~ .t~ {~¼ tf{+ :-,g S:_ ~l-i <}11t i.2:l (] 50) ,j~! 

.~+~ :J {1 .:~=~ ~l cl. "°d·?] tl {f :~ -~~1- t-:- 12 :~~-~~ -~i~ Q} {~- )g _:~ \? __ ~;l -?- ~{H'{:-l ~=~ t;;_}, _:;~~ ~-1~ . .::.) :~j· ~,l ~J ~~ ~-1 ,.:~l .:~-i ?.:f 0 1~ ):7 7J tl 
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\=i· ~r {::'.DO) f~ !f 1} ti- 1~] --1~·- -'8 ~-:~ c.]-. -<? 7l .-,{] ,:r~ ~( ( 180 )-t=-~ -t· ~J- ~:.~ 9-] 7] ig ~t- -§· 0 H r:J1 ~~1 1-J_ \~l .:~-~ ~]. {}- -:~l-i- i]1 (~l tt -:T::. 
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C1 tf-.:~~-;:_i}-t- o·;-~}~~-<~1 1d~J.?lft i 1]-}~--sf• 0 -~. tll·t¼\:)~ PC(Per~;:1n;:d Cc,m:_Juttr), a:::::.rJ~~:~. i~~(Sm~1rt [.:>hone}. r:1.-:~:·; ~~ 7} 

r-~14. P\ll-'(Pun:Ji.,l.,0
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[0032} -·:{?] !;:. 2f.:t" -1};=::B~\!~i ~{· 1-t··@s~ ~.~]~Jf-(.180.J~,-.: .liJ-"ll ~1} 11]1tq- Y.{{"(}lD):~.- -~(-f:ll ~11¼~1 r·2J,JJ_?_;;LJ:f-E:l 't!-~rk ,;:~---·{J 
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-~.:-.::.}{-f?:-."ll 1t)-t} Lll:J-1Ht-7 _9.I:L~~lE~. -~-?~lj~Ei(a.Tiz-!r~li 1~.i:fgl -§--3l~J) {i·9l Y}1j{q]f q]_g~ -~I-~nq~1 {})-CT- TJ{t-;?J 
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1J r}. ~E ~-:· .JJ.? l ·t~ ~~- :•z+ \'.~ ~r( 2DO) ~I.=~- ~·l 1J· t-l 1t -~x- ·zl ==y. ~j );L j ~t 7} ~;d -~}_' ~J_ lj ~'il -B· ,•~] ~l ~- >d -~}_ f} ff~ ~--l ~~~ (~ ~::: 
t°~l-+L~l-s: ~3~c~]_1"'~~1. ~i-->1·.A}9-1·&~- l-H:.1- 1/~ ,-\; -~-r-&<J._} ~~~-~~-fa- 0 11~~1 _.:~1i~~1lt -=1~ ·~Jr-~-- (;~H-%~ t=~,(').L ,'2J-7l '~]-~"' ¥1·-;:tJf 

"t_~~=i {i~t{•U 9-l~J l+-§-)·:J- 11-:t-%· --~c{t5"]-T_~ 11)l t"!~- .J.l?-~}tf·10). j~}.?1 t:1~ 0 l::If12~~1J-~} -tfBr! ~~i~~~-~rJ. 1~•·.-~_':":.S-· 1?­
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~!,~0 1 -ti· 3 ~ 0 lt~- -~~-/-j-:1:t -~- 7 ] -3-)d s: .. ~t-~1:~~~i-11 rr"}~~ -3"-,~J~;l -·i~f-:~:1 ~~-t1-~~- l:il.n~f•}]~. }f J:~.)jc~ .:t 7 ]:~}!,-~()-l .;_ut~­

.~~i ,:)l!=({t t~~=l-tJ ;l!. S).r-}, cl:::rl-L-~! ,lc.J- 7 ] -%:_7j.§} ~-l!·\l-f!: 0 1-:-1J ·[-\=it~ -~e-?tl2.?~fl{s.)~]{!t:}l_ ti1~r -w-.:~}~it} {}}d 0 i] r~I 

r:H Y} A~--§-:~} ~11~-~- _:N~fl~ ··1J7l ri:-l·}I ~~1-~~-%- i-?llg,'Jl~L-~l- _;,i)-~l] 1~·-·t1 11-~l{~- _1-lllj.~;:._~Jl~?r -'J.-Y] .. •'.:l1J-~:-/-(l··lO)ol] A] -~1-
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[0060] •11:~?] ~~: ~:1{} :~hI-:tl-;~, tJ·:I:ttf.·¢~ <t~Ol>~! -~~:Al;-~:[ is}~:l 'fl◊·; i,}-i}-:--~t c:113~,~l~:1.:.(100)?1· ~}l7·!-~i1 .. ~::..<~l n:,~-~~-l- _½i/·-l~tf 

( 130) 71- tl-.s:._::~.{ 1 urn-c,f f) <i~· [:l~ ~n Ai ' A}-{}:.: .. }~~ ~?.-. ~t( .ilA~ ~t( L10) 9-] Efi-,{~:-( ~urn-on) ·ft:: $-] -'.~!· /,}{l:.z . .} 1-] ~~-:/1 (hot 

.S~ ~)<;il/1~:~· ·''}-·§-}:} Ci~jr◊lt:.(100).r?-l .~t:!r .. 11 -?-!·3] /.~~§-,:~}~='-l -11-ft 7l~o- t1 72 ~,g -=~r.c~1 cBfl tl:::'::.::1~:t 1>] tl-;N¥1 •-j 

-}n~i 7}:-?3 0·'.-i. rr+2-1--«l --·~J 7! Jt.J..] ·-\~·( 1:i}) ir t;J-~:;:_~:~ -~} f:H ·~ll ,,q ~J---;~: ,,.~, ~=~ J;t -=tl:~} tI /•-! . --~~l <,~ J{~-( lBO) t~ ~-~7 ] .ZJ­
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Abstract of CN103593594 {A} 

A system and method for providing secure authorization to a device (800) that includes 
the steps of combining two or more security factors for authentication (805,807) 
operating at about the same time where at least one of the factors is a "tolerant" factor. 
By combining two factors analyzed at about the same time (805,807), the tolerance 
match required by the tolerant factor(s) can be reduced without reducing the overall 
security accuracy. 
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Notice 

This trar:siation is machine-generated. It canr:ot be guaranteed that it is ir:telligibie, accurate. complete, i-e:iable or f:t for specii:c purposes. Critical decisions. 

such ,l:i corrnnercially relevar;; or firwncial decision>', ,;t1ould not be ba,;ed on r:lilchine-trilnsla\ior: outpul 

A system and method for providinfJ secure authentication to a device (800), comprising: two or more of a safety factor in 

combination with about the same time for the authentication operation in step (805,807), wherein the at least one factor is 

"tolerance" factor. About ttie same time by two factors will be analyzed in combination (805,807), can be reduced tolerance 

matching tolerance factor required, INithout reducing the overall safety accuracy. 

Systems and me!hods for using biome!ric Facial recognition and on-screen gestures to provide secure access to elec!ronic 

device 

This patent application claims priority to provisional patent application serial on Janumy 9, 2012 Submitted No. 5·1 I 584,492 and 

priority interests. the disclosure of which provisional patent application is incorporated by reference This article 

TECHNICAL FIELD 

The present inven!ion relates generally to electronic security, and rnore par!icularly relates to the use of screen gestures and 

facial birth Biometrics to authenticate the user of the electronic apparatus. 

Background technique 

Many electronic devices (sucti as personal computers, including mobile phones and personal digital assistants (PDA) Mobile 

devices) use some form of auttientication (usually must be entered into the device's password) lo Gain access. Mos! often, the 

pass•Nord is typed into Hie k:eyboard or o!her interface. wtlicl1 then allows Users gel access to some or all of ttie function devices 

and / or ne!works. The password associated •Nitl1 ttle use of Q Problem is !hat they are time-consuming, and for user input is 

inconvenient Users often Use informal password or share their passwords witll others, which endani;ier the security of tile 

system. These ones Negate the value of tile actual situation of the password. and makes it difficult to accurately access audit ,n 

addition, Forgotten password management, shared witll others or misplaced wllen it is expensive. Although real Now the use of 

other types of security access systems, such as voice recognition, fingerprint or iris scan. However, these types of systems 

require different procedures to access and use the device. To be able to operate, These techniques require specific and time­

consuming registration process. 

nierefore, the "identity Management" always presents a diallenge. Start, ttle individual tias ;,vith ttie user name and pass•Nord 

Associated in order to obtain access to tlw computer system, ;,vtiicl1 results in certifica!ion (validation personally, "he Ttiey 

alleged real people") sii;:1nif!can! challenge. This usually means ttiat you wan! to remember and enter For calculating Unique user 
name and password machine, security applications and multiple sites The need for additional security control Made systems 

(for example, online bankini;l), it llas been a requirement that individuals using the "two-factor authentication." Tilis '{ou need 

mom than one type of identification, such as a password or P!N plus token. As the user continues to use a plurality of Electronic 
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equipment and services (for example, smart phones, e-mail, online banking. social networking), remember Record multiple 

passwords and continue to enter the password has simply become Hie best-case scenario is not square Tt1en, and for many 

purposes it is unrnanai;:ieable situation. Alrnost every day, news and 'Ne are divided Cybercrime enjoy the ctwllenge of how to 

improve t!1is, """' forcing ttle use of a longer, more complex The password. wt1ich is a loni;:ier. more complex passwords mus! 

be frequently changed or risking the loss of importan! Risk inforrna!ion, privacy. reputation and money. Increased complexity 

does not encourage strong security measures and policies Little use and comply with these measures and policies. Frustrated 

users themselves may be faced with security Full risk. 

Using face recognition biometric authentication is often used to gain access to the electronic device. Authorize To Kyle and U.S. 

Patent i'lo,6,853,739 issued to Akiyama et al U.S, Patent No. 6,724,919 (both incorporated by reference herein) discloses the 

authentication system according to Son, in these authentication system, using the database to the user's facial features and pre­

established Database of those features were compared. Once the comparison, and then to carry out inspection certification 

Card, and unauttwrized access to !he system. A disadvantage of ttlis type of system is ttla! !he user needs single Separate and 

specific registration process in order to establisl1 a database. On this type of face recognition sys!ern And ottler terms of the 

prior art systems, tile database must be filled prior to use: otherNise, the Department of The system will not operate. This gives 

the system operator imposes an unnecessmy burden on the system needs to be To get training before you can run detailed 

steps to populate the database. Further, this type of security The system does not allow to automatically update tile database to 

accommodate the position of the head, user characteristics (such as different Glasses) changes the operating characteristics of 

the camera, lighting and other environmental factors change. This may It limits the database matching (recognition) of speed, 

precision, and even the success of. Moreover, these now Some facial recognition and other biometric authentication system 

only at run-time, 

Other techniques use gestures and equipment associated display. This type of iden!ifica!ion !ectmology involved And touct1 

touct1screen user device and !he identified mobile device. These links can move to set up Standby func!ion, such as running 
certain applications or to allow access to the device. The user's finqer gesture Movement of the touch screen, or the shape of 

the pattern of movement of the user have been identified or selected. some Depending on the exact matchini;1 factor, and other 

factors due to the desii;in of which is used a level of Matching tolerance (also called tolerance factor) to determine tile 
acceptable gesture or certificate Examples of exact factor Totally including the user's password, smart card or code from a 

hardware sectirity token. These factors must Before always precise geographical stored cert.ificate match. Tolerance factors 

include all forms of biometric (Face. voice and fingers). exact match with the stored certificate the existence of a defined 

deviation / Tolerance is allowed (and the actual 1Nork is also needed) patterns and gestures. Even if in some Under some 

circumstances to accept less than the total length of the password, the password can also become tolerance factor, 

Another example of the use of biometric security systems to supplement password entered is licensed to Hwang Etc. U.S. 

Patent No.7, 161,468. The patent describes a user authentication device, based on User~entered password and the user's 

biometric information to authenticate the user. The user authentication device package Comprising: password input unit that 

determines whether the password is entered: a storage unit that stores Notes Registered password and biometric registered; 

threshold setting unit, if you enter a password and registered Password matches. the threshold setting unit sets a first threshold, 

and if the input password Registered password does not match, then the threshold setting unit sets a second threshold value; 

and biometric Means configured to obtain biometric information from the outside, determined that the acquired biometric 

information and the registered Degree of matching biometric information and biometric information. if obtained and registered 

Biornetric informa!ion ma!cl1ini;:1 degree is grea!er than !he first or tlw second !hrestwld value, the user autlwn!ication is !rue As 

a Within the scope of the presen! invention is an example of hOIN to adjust such a system, the biometric input can be used to 

hide i\Gtion complement to !he rules previously configured and completely user auttwntication or transfer support secret Code 
and associated action, such as account constraints fictitious access or warnings are issued 

Finally, Lin U.S, Patent Publication No.2009 / 0160609 describes a lock for the calculation To unlock the device, wherein the 

user's touch is used to unlock the device reqtiest Biometric information can be used with this process. Although users can use 

the touch screen to a request for Unlock the device. but Lin did not use a combination of screen gestures and biometric 

information to authenticate user. 
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Thus. although in the present art, the use of gestures and a biometric security system is separately available But not currently 

exist to combine these technologies provide robust security and also to Provide users with a flexible system of access to the 

electronic device. 

BRIEF DESCRIPT:ON 

FIG. ·1 is a block diagram illustrating the topolofJY of the system and method of the present invention, wherein a camera Up to 

the user to provide authentication system. 

FIG 2 is a flowchart illustrating an overview of the use of biometric facial method. 

Figure 3 is a flowchart illustratin~] an embodiment of the present invention usini;i an example of a continuous authentication 

routine. 

Fi~]ure 4 is a graph showing example after the automatic database used with the timing accordin~] to an embodiment of the 

present invention Flowchaii (back~timinfJ) process. 

FIG. 5 is a diagram sl10wing facial features according to embodirnents of !he inven!ion bu! with t!ie track and delayed locking 

elernents Flowchart routine. 

FIG 6 is used in accordance witil the present invention. but in FIG. 5 and the biometric authentication delay lock shown Flow 

diagram of the embodiment of the replacement routine. 

FIG. 7 is a diagram showing the topology of systems and methods according to an alternative embodiment of the invention of 

the present invention. Block diagram, in which the use of screen gestures and cameras to provide to the user authentication 

system. 

8 is a diagram showing ttie use of screen ges!urns and facial biometrics lo provide an elec!ronic device certification Ano!her 

alternative embodiment of a flowchart 

9A and 98 illustrate dynamic gestures to show placement of features touch screen. 

FIG. 10 is a diagram shovving the use of facial recognition and other factors to authenticate user access to an electronic device 

stream Ct1art. 

detailed description 

Close to the present invention need secure access to all types of electronic equipment for a variety of existing security Full 

ceiiification exists in the form of basic SeClffity vulnerabilities. Existing security method only confirm that the user enters his 

secret Code, fingerprint or iris scanner time users. The system can not tell whether Hie current user is a few milliseconds The 

same individual prior to certification. This makes the device very insecure and vulnerable, until set cancellation Preparation or 

locked. For malicious people, it takes only a little time you can steal and/ Or delete the data the user has logged on the device. 

Existing prograrns require the user lo manually lock/ logou!. Or genera!e user inac!ivi!y timer to lock or logoff users. 

In addition, most of the information technoloiw (!T) organizations do not want to change because they do not want to take the 

wind ,nsurance changes, which would affect their existing hardware/ software systems. In addition, they do not want to increase 

the implementation of this A required program support costs. User trainin~] and supprni costs for the help desk to answer 

questions will It is a big factor. The present invention may be transparent to end users a way to automatically generate the 

database. this Invention requires very little training and very little cost "help desk." Use of the present invention automatic 

registration Feature, vvhich allmNs the device to automatically update the database to continuously improve the quality of user 

identification. In contrast, the current Biometric product requires a specific set of steps to create and update the database. in 

some cases, only After the initial study, these steps may be performed by the user. In many cases, the system manipulation 

Before use, IT managers must work: togettier witli !he user lo actually training database. 

Compliance with safety is an impo1iant issue when it away from your computer, usually require the user to manually Lock or log 

off their computers. This process is time-consumin~t and does not regard the use of calculation Machine during user object is 
secondary. !n addition, the locking or cancellation so that when the user returns provided Standby VVhen you enter a password, 

which is not ~]reat aspect. Unless strict implementation, users oft.en ifJnore the positive The correct safety procedures. In the 
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absence of direct supervision under, for system administrators, do not essentially Wt1eH1er the user is recognized correctly 

comply with the specified security policy. 

i\n unrealistic scenario typically involves the use of a tirner. VVlien a predetermined period of time there is no external \'\forking to 

make a timer set by tl1e locking device activity. As one skilled in the art know. Peripherals may include, but is not limited to a 

mouse, keyboard or toucil screen. If the timer is set sufficiently Short duration to properly close security iloles when tl1e user 

leaves the device, the device will be in tl1e user Locked data on the viewing screen. Shampoo or cancellation locked each time a 

user, the user needs to continue Enter their credentials. This results in user~generated frustration, and greatly reduce 

productivity. Thus, in general Inactive fur at least 2~5 minutes, which provides a great vulnerable window. Fu1ihermure, not live 
Fixed timer is invalid. All Unauthorized users must access the system within the timer period, here Thereafter. an unauthorized 

user can continue tu work indefinitely. 

System and me!hod of ttie present invention to solve such cornpliance issues directly ttirough automatic processing. thereby 

ensuring Fully compliant. Because tile process is automatic and transparent to the operator, user acceptance is ve1y high. 

Users find after installing the inventive system easier to use. In addition, it shows a person access device The system audit log 

is now accurate because tilis continuous security authentication process, The present invention When the user immediately 

locked out of sight device/ logout then reappear in the user computer When unlocked to operate as soon as possible before. 

Referring no1N to Figure 1. the system according to the present invention is used as the electronic device 100 comprises 101, 

1Nhict1 comprises But nut limited to personal computers, mobile phones, alphabetically paging devices, personal digital 

assistants (PDA), video garne equiprnent, etc .. 1Nhid1 require some type of authentication to gain device 101 Use access, 

Camera device 105 rnay also be used tu add additional security level, INherein said Tlie carnera equipmen! used in cunjunc!ion 

1Nith !he device 101 using a plurality of image vec!ors to construct an internal database 107. Cameras basically provide real-tirne 

images and are generally at a rate of about 5-1 O frames per second operation, So that a continuous supply of dii;iital image data 

to the electronic device 10·1. And usually makes tl1e camera usually within the apparatus Used in conjunction with optical facial 

feature tracking software. which is used when the device is located in front of the camera Location trackini;i surface movement of 

the user's face. Thus, when the user uses the device, the front of his head After moving around, the software used in 

conjunction with the camera will track the face movement to allow continuous certification, VVhile using lower CPU and device 

resources 113. 

Those skilled in tlie art 1Nill recognize, !he camera 105 may be intei;:irated into !he electronic device 101. or Those whicl1 can be 

used as stand-alone accessory or periplwral, for over a INired or wireless connection lo transmit irnage data To tlw elec!ronic 

device. A preferred me!hod of the present invention, as described, !he microprocessor 109 and comparator 111 toge!her rnake 
Used to determine whether tl1e image camera ·105 is supplied continuously face image. If it detects a human face Tl1ose images 

image, you can determine whether the image is stored in the user database durinq tl1e previous '!07 In a match to any image. 

Each vector represents ·105 sent from the camera to a digital electronic device ·101 Numerical representation of the image. As 

discussed herein, the electronic device 101 to establish a database Vector 107 The amount of the current vector and the 

camera 105 is provided for comparison. Vv'hen it is determined with certainty match and the user is .Authentication, the system 

100 can be configured to allow a user to access restricted or completely electronic device 101. 

FIG. 2 is a diagrarn st10;,ving !he overall flow face 100 according tu an embodiment of the present invention is a mett10d of 

biometric Char!. Although this method is shown in the sequence described in 2, but the skilled artisan, W1thuu! departing from 

the spirit and scope of tl1e present method, tl1e reuse and other definitions are possible, wl1ich is Obvious. These methods may 

include two-dimensional (2D), three-dimensional (3D) ,nfrared (IR) And / or other facial recognition technoloqy, but not limited 

thereto, In the face biometric for 200 square outlined Method, in 201 staiis for the initial start-up loqon process equipment, 

equipment display screen 203, thereby it allows users to provide their login password or other authentication credentials. At 205, 

associated with the device from the imaging Head receiving video frame, wherein 207, by using face detection, the use of the 

device determines from the camera Whettier the received image data is a face image. !fit is nut the facial image, the device 

continues to wait User login credentials (203). 

However, if the irnage data is a face image. !hen star! the timer tu rernind !he user (209) The timer is used lo remind the user to 

deterrnine wlwttier a predetermined time, wherein at the lime. ttie user should User display a message requesting !he user to 
manually enter tl1eir credentials before being ce1iified. User alerts timer Expires, unlike recommend tl1e user to manually login, 

Page 505 of 675



no certification influential. because the certification process has exceeded Over the expected duration, and the system will 

benefit from database updates. Therefore. even if the request by User to enter a password, but also to continue to assess the 

camera frarne. The system can identify the user wlien entering !heir creden!ials, This accelerates Hieir access. As lonfl as the 

user is still before Hie devices, systems and meHwds of !he present invention attempts to perform Matching rrn.,vs in the 

da!abase. Even in the aftennat!1 of auttientication, use this feature to evaluate each successive aut!ien!ication The camera 

frame. 

After the image from the camera is conve1ied to a vectot· image, the device then determines whether the vector .A vector 

database identified match (21 ·1). if no match occurs and the user No reminder timer expires (22'1). the device continues to use 

the database to handle new vector Incoming image vector to determine if a match occurs. If the user reminder timer expires, 

then with After requesting Hie user's login credentials (at 223), where you can use the keyboard to enter the certificate, the user 

can Manually enter a password or other certificates, or other types of interfaces, such as other biometric party law. Meanv,rhile, 

Hie device con!inues to scan for new incorning imafie / vector lo determine wliett1er Hwse in !he da!abase match. If a rnatct1 

occurs witl1 Hie database at any lime (in the 211), Hie system will continue to work 1Nitl1 op!ional because Sub-ma!d1. If the 

certificate database and the user equipment is stored in the ce1iiticate does not match, tllen tile process Staii aqain, usinq this 

process, the device waits for initial lo1;1in credentials from the user (203) and followinq Continued scan vectors 

However, if the certificate in the database matches the certificate, and certificate match with an optional factor factor Hotels 

{213), then start the process of automatic database as discussed in F!G. 3. Timing remind the user Before {221) expires, it 

received from the camera in the current vector and a vector database Case of a match, the user may be prompted one or more 

additional authentication factor, suct1 as a pass phrase or Optionally provide additional factor for a second password 

au!hentica!ion. If the user Fails lo provide !his access If !he pass phrase or phrase does not match the da!abase phrase. the 

system returns to the beginning. User alerts timer is reset and s!arted landing display screen (203). 

Once the user is authenticated, the user is tilen authorized to access (at 215), and sign in to the whole clevice Ministry or 

restricted use of its features As comparative prior art, the inventive aspects of tile present invention is tilat once Users get 

access, you can continuously scan and authenticate users (2'17). Those skilled in the aii will recognize To know, this continuous 

ceiiification process enabling a user to leave the device, allowing the display screen is invalid, So the image on the monitor 

screen or can not be viewed, and the data item is locked. therefore, VVl'len tt1e user leaves the camera's field of view can be 

easily protected equipment currently on display text, images, Or other data security, Once the user returns to the camera's field 

of view again, tt1e method of the present invention provides The re-authenticated user. Once the re-certification, display and 

da!a items are locked, so that It allows the user to leave !he field of view in a stale such as when to access the device 

immediately, 

In normal use, when using this method to protect the security of personal computers on the device Run application software is 

not affected, and continues to nrn on the device, although not shown. but, The method of the pmsent invention allows the user 

to select the device when the device becomes locked or extent of the impact of unlocking. because Here, the user can use the 

device to make detenTiination method 1) locked, 2) to unlock. 3) login, 4) Cancellation. Device "locked" provides secure deskt,op 

without causing user disconnects a document or e-mail Server, and do not close any application software running on the device. 

When the user is not depending on camera Baseball inside, the display device, a keyboard and ! or mouse may be 
malfunctioning. Once the user back Vision mett10d provides recer!ifica!ion. Once re-established !his monitor safety. the 

equipment It can be used again. Thus, this procedure when !he user is located outside Hie camera field of view, providing a 

dimension Retaining a sirnple manner a personal cornputer or other device security. Because !he use of biometric facial and 

Continuously authenticate users, or when users temporarily leave yotff workstation fcff a lonq time, allowin1;1 users to rest 

assurnd Display clata on the device and access to tile network will be safe. 

3 is a flowchart illustrating continuing ceiiification pmgram in Figure 2 briefly described. Continuing certification process is a key 

feature of the present invention, because it allows Hie user. after entering the camera field of view to be easily Recertification. 

When authorized and authenticated users access to unlock the device (303), continuing certification Process (300) begins (301). 

Using biometric facial feature tracking or recertification program To determine the user still exists in the camera field of view (at 

305), In keeping sys!ern unlocked, allowing Recertification user to face !he t1if1hes! level of security. Conversely, by tracking 
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authenticated users Facial features, facial feature tracking allows the use of low CPU resources to act1ieve high security. In this 

article Discussed with reference to F!G. 5 facial feature tracking and continuing certification. 

If authenticated user leaves the field of vision of Hie camera (307), an optional delay start lock Set Hie timer process (309). nie 

lockout timer delay process 5 fully described with reference to FIG. in After tile end of the process, the locking device (311). If 

the user enters the camera field of view (at 313), You need to determine whether the optional Quick Unlock timer has expired (at 

315). !fa rapid solution Lock timer, quick unlocking timer is usually transient usually from ·1 to 10 seconds. If tile fast locking 

solution Timer has not expired. then use the existinfJ face rather than any pa1iicular facial recognition to unlock the device (in 

335). If the fasHock timer has expired. the device recovmy for continuous biometric authentication Scanning (317). Restart the 

user to change Hie timer (319), and determines from the camera The image is stored in the database and vector match (321). If 

the camera image is not [\/latch any stored image, it is determined whether the user changes the timer has expired (323). in case 

Has not expired. Hie process in the image does not match the database continues to match the position of the image (321), If 

tlw user dianges Hie timer has expired, continue scanning and biometric database to ma!d1 and wtien Former user reques!s his 

or tier ce,iificate. !f so, star! automated database existed Cheng (329), which will be more fully described in Figure 4. !f you 

enter his or her user certificate Before matching database and tile user changes the timer has expired, pe1iorm automated 

database over Cheng (329). At the end of the process at the automated database, it will assume the user has been 

authenticated. system Or unlock tile device (at 335), or alternatively the cancellation of locking the computer existing users {in 

337), Then the system will automatically log on to the new user and the user's account without any additional recognition 

cert.ificate 

If a start image does not match any of the database (321), you may optionally be prompted witti Another factor user 

au!hentica!ion, sud1 as a password or passphrase o!her types. If ttie additional recognition Certificate factor did not match, 

continue uninterrupted biometric scans (317). If there is a ma!d1, The need to determine whetlier Hie existing authenticated user 

is just ternporarily left the field of vision of !he user. !f you are an ex.isling authentica!ed user, unlock ttie device (at 335)- If it is 

not an existing user, set Preparation can be configured to unregister the existing user (337) and first staii of the logon process 

(301), At this point the end of continuous certification process (339). 

FifJlJre 4 is a process used to fill the database and return can be used to improve the quality of a database Vector Press Timer 
(400) of the flow chart. Automated database is a process: by Hie In the process of using the system and the user to enter a 

password. or a few occur after Hie user changes the timer expires VVhen the database is matched, will create or update the 

system database, Although initially requires a password, then automatically The purpose of the database is not allovved by the 

actual use of the specific data to fill in ttie refiistration process, In 1Nhid1 users will even!ually be able to stop using password 

au!hentica!ion and by using facial biometric da!a, can The rnethod of the present invention for autlwn!ication. VVlienever i! takes 

a long time to be used for data Library matching, by updating the database, tile database can improve the quality and reduce 

the number for subsequent The amount of time the database match. Tilis also applies to the face of the user over time various 

physical changes, includini;1 Including aging_ the lens chani;ws color (tan), relative to the head position of the camera users, and 

chanrie Of camera features, includinfJ lighting and a variety of environmental conditions. The purpose is to return to the Timer 

process Prior to the actual time of identification or authentication event with one or more images to update the database. This 

Allows user to access the device for the first time. the system can achieve hifJher weight closely match the user first site 
Opposing the image_ 

When receivinfl frorn tlw camera lo tlw video frame (403), s!arted automa!ed database and return set Timer process (401) Star! 

tlw user lo chanfie ttie timer (at 405) and needs to determine whether the image is A facial irnage. IF it is not ttie facial image, 

the program returns to receive the video {at 403) Once seized We measured the face ima~ws, video frames and timestamp 

temporarily stored in a memo1y (409). Timestamp indicates the time from the actual camera image of a face Compare this 

figure to determine the make Like a match in the database of another phase vector image. If a match, the user authentication {in 

427), Without a match. the user needs to determine whether the change timer has expired {4"13). If tile user changes the timer 

has not expired, and then view the imaries to determine whether the facial image (407). if tile user changes tile timer has 
expired, then the user is requesting user name and password, Password phrases (at 415). If you do not use the correct 

certificate for authentication (417), then See the image again to determine if it is a facial image (407), !f tt1e user is 

autt1enticated, the base The actual time minus the return auttientication timer value to obtain an image (at 419) from the 

rnemory. because VVhen a user requests to enter l1is or tier credentials. is still receiving a video Frame (403) and following 

Page 507 of 675



Continued database match (411 ), even if Hie user enters his or tier certificate, the Department of The system can also make a 

match and proceeds down user authentication (407), The next step is to determine the user VVhether pre-existing images in the 

da!abase. If the user does not have previously stored in the database In ttie image, !he user was to create a rie1N database (a! 

423), Then, once !he number of newly created Databases or pre-existing images are available, the image wrn get added to a 

user's database (in 425). Then au!hentica!es !he user (427) and ends !he process (429). 

5 is a diagram showiwi a continuous facial features for continuing ce1iification embodiment of the present invention and tracking 
Delay lock process flow diagram (at 500). As facial features continuous tracking of authentication methods The advantage lies 

substantially to the central processing unit (CPU) and a load with respect to the camera user's face High tolerance of position. 

Because in a very short time be able tu luck the system or boot system deregistration, Delay lock receiver allows the user tu set 

r101N fast lucking system tu matct1 the needs of the user. This A running process (at 215) immediately after the start of the 

accreditation until the lucking device or log device. Such as If this condition exists, if there is to track the user's face or any 

mouse or keyboard activity, the system will Remains unlock:ed. This is desirable among as lock:/ logoff actions rnay occur too 

quickly Not once Then detects mouse or keyboard activity before locking device, !he method of the presen! invention provides 

an alternative The predetermined time period. ,t tile user's face or to return to tile field of vision if tile inactivity timer expires 

Before restmiing tile keyboard/ mouse activity, it will not lock the device and reset the timer. 

More specifically. when the authorization authenticated users to access an unlocked device (503), start over Cheng (501). 

Receiving video frame (505) from the camera and placed into one or more tracking points The salient features of the user's face 

on (507). Then the number of tracking point counts (509) And Hie need to determine Hie current number of tracking points If the 

tracking point meet the minimum ttireshold value, has been granted User access rights (503) and the lower device remains 

unlock:ed situation began the process again. !f now The number of !racking point is belrn.,v !he mlnlrnum H1reshold, ttie start lock 

delay timer (5i 3). Referrinfl lo Figure 6 more Fully describe !he process of using a timer for locking delay, Next determine 

wheHier any of t!w mice , Keyboard activity, or other peripherals (such as activity on !he touchscreen) ,f there is no activity, ,n 

the authenticated user is accessing tile situation began again to unlock the device process (503). in case There is activity on tile 

mouse or keyboard, it is determined whether the delay lock timer has expired (519). !f the delay of the lockout timer has not 

expired, then re-stmi the process (503). If the delay Lockout timer has expired, tile locking device (529) and ends tile process 

(521). 

Figure 6 shows a continuous biometric authentication & delay lock flov,rchart of FIG. 5 as in Continuous tracking of facial 

features shown and delay the process of lucking an alternative embodiment 500. although Figure 6 is very similar to the method 

described In the !rackiflfl feature depicted in Figure 5, but continuous blornetrics Certification provides belier security In Hwory, 

because it constan!ly re-confirm t!w user. !n fact, Continuous tracking of facial features would be so quick locking system so Hw! 

new users difficult to lock in the system Before replacing tile existinq user. Continuous biometric recognition is very CPU­

intensive, and It requires the user's face in front of the camera a more consistent replacement. These two factors make 

continuous Biometric understandinq in many environments and devices less than ideal. Alternative implementation would 

include continuous Biometric authentication and continuous tracking of facial features a mmbination of both, which perform 

most of the time Facial feature tracking and biometric authentication in the nm periodic intervals. 

In Figure 6, the use of a continuous biometric authentication process and delay lock 600. When granted VVl'len users access 

rights to unlock the device (603). beginning of the process (60i). Receive video from the camera Video frame (605) and 

de!ermines w!wH1er Hie irnage matches !he au!hentica!ed user. If the Image does not match, In !he case of users con!inue tu 

access ttie unlocked device, the process sta,ts again (at 603). If !he image AuHwn!icated user does not match the image, the 

stmi delay timer lock (609) and determines Wlletiler tile re is any mouse or keyboard activity (at 61 ·1 ). If tile re is no activity and 

delay lock Set tile timer has expired (at 5·13), equipment or cancellation device (615) and tile proqram will be locked End (at 

617), If there is no activity (61 ·!) and lock delay timer llas not expired (in 613), the device is stmied again (603). !f there are 

active (at 611) tile timing or delay locking Does not expire (at 5·13), then the process starts again (at 603). 

Figure 7 shows an extension is based on an alternative embodiment of Hie present invention is a system and mettiod of the 

present invention. Flutter block diagram, in which screen mode and/ or gesture mode and the camera is used tu provide users 

with system recognition cer!lficate. First, Hwse skJlled in Hie art would recognize that !hose types of "tolerance" factor can 

tolerate ,nput or factor, because they can be accepted without having to provide secure access to an electronic device 
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registration Ensure accuracy. in ottier 1Nords, an exact match may not be necessary, just the opposite is some predefined 

Matching similar manner. Therefore, can be selected and / or adjusted so that a particular factor •·accurate" Factor means that 

tlwir rnatct1ing !olerance rnust be accurate and / or substantially precise lo allow access equipmenL Tolerance or accuracy 

fac!or rating 1.,vill normally run correctly chosen by ttie manufacturer of Hie software: However, !he combination of these types of 

fac!ors allow lo provide great securi!y apparatus and mett10d simultaneously Ease of use and user access. 

1 according to system 700 includes each of the components described in FIG: however, the connection device further 

comprises To the electronic device 701 or touchscreen 701 used in the electronic device 709 Although it is shown using 

isolated Keyboard 703, those skilled in the mi will recognize that the keyboard 703 may be formed using software vi1iual Touch 

screen 709 is integrated into Hie keyboard, so that tt1e keyboard 703 and 709 can be used as a touch-screen device. Such as 

This paper points out, Hie touch screen 709 in conjunction with the camera 711 to operate, the camera 711 is input by the 

microprocessor Processor 705 control and interpretation. This allmNs users to enter in touch gesture 709, the gesture imaging 

Head 711 in combination to provide user auHientication for the device. Ttiese inputs are stored in the database 713 Data and 

other information in cornparison. Ttlis data is used by the cornpara!or 715 to compare the ra!io Compared wittl 715 for providing 

access to comparative analysis of the type of operation to access the electronic device 701. As described herein Described 

later, the track:ini;i feature 717 can also optionally be used to ensure that the user equipment is maintained in the same 

individual, and in No security gaps and vulnerabilities. 

8 is a diagram showing a screen for providing a user mode I gesture and facial biometric both Flowchart of an embodiment of 

another electronic device alternative. Use screen gestures and facial biometrics Both certification process (800) comprising the 

steps of starting Hie initial ''Sign in" process (801), and The step 801 is triggered by some external event requiring the user tu 

en!er the ce,iificate, Then display certification Screen (in 803) and ttie carnera receives at leas! one video frame (805), so ttw! 

tlw user can Then enter predefined screen gestures or other safely fac!or (at 807) Althuugt1 in prac!ice, Users of one or more 

fac!ors such as security before utlier factors happen, bu! !he art Any technology will further recognize !hat in !he process of the 

present invention, these factors do not need to occur simultaneously or Occur in a specific order. In fact since the start~up delay 

of tile camera, this step can be first It happens, but this is not necessmy 

Then, you need to determine whether the received frame by the camera and facial recognition cloud or local data matches 

Hotels (809), Those skilled in tt1e art will recognize that "cloud computing" means via a digital network Using multiple server 

computers, it may seem like a computer. Can via the Internet Etc. using a computer to access the cloud, If the number of 

attempts or other data over a number of Predetermined period of time or some of the counters (at 811). it requires the user tu 

en!er alternative credentials or cancel Request (at 815). If no more than the counter, the camera will be used lo provide 

additional video frame (Ai 805). Once you enter the alternative certificate, you need to determine 1.,vhe!her the data is stored 

certificate Library that matches the certificate (817). ,f the certificate matches. automated database is performed Procedure to 

update the stored images and ! or other data (819) in the database. If the certificate does not match Hotels, then the camera is 

used to provide additional authentication of video frames (805). 

When the gesture with clouds or local database does not match (at 813). then again it may require user input Replace or cancel 

a certificate request (at 815). If the new certificate does not match in there from a camera At least one of the first new frame 

(805), the process starts again; however, if the new certificate is not Match, then perform the update of the automated database 

updates facial biornetrics (819). bu!, ,f the ges!ure rnatcti (at 813), the authentication of !he user and !heir local or cloud-based 

certificates in To a specific application for authorization to access and/ or use (in !he 821). Any update biometric facial Data will 

be used in a cerHFication process (in 821) in. Therefore, l10w lo clear ttle screen (at 823) And tlw process ends (825) 

In typical use, a user needs to access the device smart phone or any device on the certification Or applications that require 
authentication Tile certification is usually required to enter a user name and password By using embedded Positive type image 

forming apparatus (for example, a camera) get facial recognition template for software certification. Big At about the same, the 

user is prompted to enter their previously registered gestures. Tt1e face and gesture registered user to Template database 

before registration for comparison. At the same time biometric facial data by almost And compare gesture, reducing the 

matching tolerance of each factor, without reducing safety reliability. Because greatly reduced will usually result in a face 

recognition or gesture recognttion and often less credible Situation is causinfl real user undesirably wrongly rejected. so this 

greatly improves the user experience. 
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Those skilled in the art may recognize tt1at many different variations furtt1er gestures and biometric information Type (e,g,, 

accuracy/ tolerance factor and a plurality of tolerance factors) may include, but are not limited to: 

,1\ccurately factor and tolerance factor 

Password and face 

Password and gestures 

Password and Pattern 

Password and fingerprint 

Personal identification number and face 

Personal identification numbers and sounds 

A plurality of tolerance factor 

Face and Gesture 

Face and part of the passvvord (for accepting to reduce the number of passvvord characters) 

Face and pat!erns 

Face and fingerprint 

Face and voice 

Face. voice and gestures 

i\nd shape of !he face 

Shapes and gestures 

Login name and password, according to various embodiments of the present invention, instead of using assigned, as described 

herein Using the method described in the user's face unique, individual features combined 1Nith personal identification numbers, 

gestures (with User activity patterns selected for its finger on the touch screen) or display symbols, or other shapes A 

combina!ion of markers to verify identi!y and to provide safe and convenient access This no! only provides a new method Easy 

access and easy to solve Hie ernbodiment described herein, input fast and stress-free The way to ensure tliat !wo-factor 

au!hentica!ion problems, 

Accordingly, the present invention can also provide personalized, cloud-based password safe, convenient and Universal "Single 

Sign On" {single login multiple applications and devices). As described herein. the user Type are known and have many letters, 

numbers, shapes or other indicia of a password to gain access. From Any device password stored in the safe at any place and 

on any other device can immediately Too. and you can be cached on the local device. The advantages of cloud-based storage 

is that all information Before it is used it is always encrypted, Embodiments of the present invention further comprises means for 

Windows. iOS. And other multi-platform Android operating system device support. !n addition. the password can also be stored 

in the cloud And the center is fully encryp!ed. Another advantafie of this arrangemen! is that the device (phones, compu!ers, fla! 

Board computers, etc,) can be damaged, lost or reload, but will remain on the database user au!hentica!ion Accessible. Next, 
the preserit invention allows multiple users to safely separated from one another and share a single Mobile devices Each user 

has its own private memory storage areas or password only throui;ih personal CD A face and gestures available "safe." 

Because PC with reduced mobility and am typically used only at a limited number of positions, so this Types of permit 

conditions set for more intolerance identify matching requirements. In this setting, PC typically has a very low rate of error 

reported in Hie error message 106 access attempts on ! in of only about 6,3, Thus. in the PC environment. after a brief period of 

study, at the same time get a good recognition rate To maintain high accuracy, However, the typical PC environment 

illumirw!ion and observation of the face wi!h respect and Relative to control. This does not apply to the case of mobile devices, 

including mobile devices due to !he ligt1ting and The camera angle of tlw face ! face distance frorn the camera has a higt1 

respec! differences, ligt1ting and so Handtwld mobile devices is always observed on the face of significant clianges. In order to 
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maintain this changing environment Very high recognition rate, matct1ing tolerance must relax a little in order to provide good 

recognition rate. Unfortunately It is relaxed tolerance also increases the possibility of incorrect identification. Even casual users 

will no! be tolerated Hi!;lh error ra!es, and will lead to the identification unauthenticated access to !heir private data. 

The use of secondary factors. such as face reco~]nition mode is when, exponentially increasing the quasi certification Accuracy, 

thereby simultaneously input mode / personal identification number. and the face recognition is very fast, natural and 

convenient. This allows the embodiment of the present invention, the face reco~]nition matchin1;1 tolerance value, which provides 
ch1:m~]ing lighting situation Excellent condition and identify the various angles of H,e face, while improving the overall accuracy of 

authentication than most Points authentication scheme. Use face recognition and gesture, you can minimize both the 

disadvantaged. In the face recognition Under other circumstances, a gesture to prevent attacks photo or video, and face to 

prevent anott1er user authentication simply Observation and repeated gestures. Therefore. the success of "smear attack" in the 

absence of face case essence You can not be accessed. Successful •·replay attack" (photo / video) can not be performed 

without !he use of gestures access. Having a plurality of Factors also helps to rninirnize social engineerinfj. When having all 

forms of security/ secret v~~1en tlie density of !he user's personal understanding will increase access to unau!hentica!ed access 

speed. It requires multiple independent Li type of information reduces any individual article will be enough individuals to 

understand this possibility. 

9A and 98 shows a display arrangement features dynamic gesture touchscreen. 9A shows when Paintings region is maintained 

at the same or identical positions on the touch screen surface or residue left. finger paintin~] Appearance. Because of the 

residual pattern. and the residue may allow unauthenticated observed that given by Households gesture. reduce the security of 

the factors. 98 shows a layout using dynamic gesture, that is, when If necessmy gestures, the method of the present invention, 

a mobile fjestures on the touch screen display lo en!er each point carefully Arrangement. Data on the display can be moved into 

tlie area and ! or alonfl any dyrwrnic display Skew direction, such as up, down, sideways, or diagonally. Tl1is process allows 

overlapping !races of oil, This greatly reduces the possibility of being able to infer gesture certified personnel. Tt1is eliminates tile 

common mode security Weakness, that means the oil from the oil traces on the device"s screen, or other residue can be used 

as a display or implied In qestures or finger movement mode. 

Figure ·10 shows a combination of a plurality of permanent computer according to the present invention EXAMPLES readable 

medium A flowchart of the certification process. 1000 certification process begins: with live video and touch screen Display data 

input or ''gesture'' message prompts the user area (in 1001 ). OK imaging Head resettlement timer has expired (in 1003). If not, 

the process continues until the camera is Capturing one or more images wt1ile still fully booked up period. Once the timer has 

expired, that VVhat the user's irnage is captured and transferred to tlie user on tile touch screen electronic devices (in 1005). 

another !n addition, the user can display !he "Start Scan" Anirnation for providing video capture au!hentica!ion no!ice But also 

can display a variety of other indicators on the screen. To capture a predetermined number of pixels or the frame, ,ncrease the 

retry counter, and sends the image to a predetermined position for evaluation. 

Then, determine whether the user is invalid, also known as "bad user" (in 1007). If Household invalid or bad (in 1009), then the 

display will notify the user requires an initial "build" System or soft.ware pro~]ram (in 1009) In this case, the user steps leading to 

the establist1ment of secondary (In 1011). However, if Uie user is not valid, then the process determines whether the user is 

detected Face (in 1013). !f detected, the face image is saved for later learning step (in 1015), and by comparing the face data 

s!ored locally or in tile cloud database lo deterrnine tile face V\111etller certified (in 1017). If the face is cer!ified, tile process 

continues lo determine 1.Nhe!her the input The second factor (in 1039). As described herein, tile "second factor" is a ges!ure or 

article En!er on the touct1 display of !he symbol combination described lwrein. However, if the face unapproved Card (in 1017), 

the system determines whether it has exceeded a retry count (in 1019). If it does not exceed Retry count the system informs 

the user that it is not recognized (in '!037) and by prompting the user again Beqinninq oftl1e process (in 1001 ). 

If it exceeds the retry count (in 1019). the system determines whether to save the ima~]e for later Leaming step (in 1035). if you 

save an image, the user input is used to remind the user to learn the face Cloud passv,rord portion. Thereafter. Uie processing 

and storage of the user face image (in 1036). This process will be retried (In 1038) and enter the cleared state (in 1044), or if 

you enter a valid passvvord (in 1040), Images are saved in a systematic process for "learning'' step (in 1042). Determining the 

effective user authentication (In 1029), to autt10rize user access to the elec!ronic device (in 1031) IF you do no! save the image 

(in 1035), this will !rigger a network or a net;,vork !irneout error message (in 1023), and tile user canceled Face autlwn!ication 
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processing step, Thereafter, the user is prompted for a password override (in 1025). Once you have entered and Recognized as 

a valid passvvord (in 1027). you can launch an effective authentication command (in 1029). and authorized Users access the 

electronic device (in 1031) 

It should be noted at tilis, tile event of tile face authentication (in 1017), tilen a second confirmation Whether tile user ilas 

entered the second factor (in '!039). The second factor may include, but are not limited to screen Gestures, passwords, display 

input and various combinations of symbols. If tile second factor is invalid (in 104·1 ), the user is prompted to re-enter tile personal 

identification number of gestures (in ·1043), and the process Start aria in (in 1039), However, once the second factor is effective 

{in 1041), then the user Silow approval or confirmation {in 1045), and the user certificate is valid, thus authorizinfJ them to visit 
Q. electronic equipment (in 1031). 

Therefore, as in ttie process of ove,writing the password, t!w method of the present invention (1025) provided as described 

"Back:'' access operation, can not liappen in ttle case of ttie '"s!andard" certification (for example. if Due lo the extreme ligh!ing 

conditions can not be face reco1;1nition), single or multi~factor can be overv;ritten of. You can set the override and complex 

requirements for each factor to meet the desired security objectives. Override options include, but are not limited to. the 

following entries: Personal ,dentification Number {P!N); screen i;iestures and PIN: Complex password (letters, data, and ! or 

symbols); or screen gestures and complex passwords. 

Sometimes store sensitive information is a cause for concern in the cloud. it is usually necessary to carefully consider. This is 

because the authentication information is not destroyed for tt1e purposes of operating system is disadvantageous. According to 

another of the presen! invention A program can take advan!age of Rijndael witl1 a fixed block: size, and repeat count of at least 

128-bit key Syrnrne!ric algorithms. on !he cloud server and / or local electronic devices ce,iificate for encryption. The encryp!ion 

!ectinology Usually more than ttie standard for i;:iovernrnent and financial da!cL Use unique encryption key for each user, The 
Web site certificate to encrypt "data in a binary large object (data blob)" Thus, in a user's Under impossible circumstances 

account been compromised due to other than the user of tile other paiiy does not know the enc1yption Key or password, so the 

key can not be used to access other users' data Since the key information can be R.emains unknown, it is always 

recommended to back up the ce1iificate in the local database Due to recover passwords from the cloud is Impossible, so never 

unencrypted state transfer data. In fact, not until before use Presence unencrypted. In this confirJurntion, the electronic device 

(phones, tablets. laptops, etc.) Simple or "dumb" client usually does not store data locally on it This means Even if the device is 

stolen, no matter t1ow muct1 effort spent hackers, passwords can not be physically presented. Have Time limit local cache is 

optionally available, which allrnNs the administrator to the present invention can. if necessmy, From the network operation, 1Nhile 
minimizing risk, 

Therefore, the system and method of the present invention to provide a personal computer or other safety requirements Fast. 

simple and secure access to electronic equipment. The present invention incorporates the use of hands in the authentication 

process screen Potential and biometric security, By combining the almost simultaneous analysis of at least two factors, can be 

reduced Tolerance factor required tolerance matching, without reducing the overall accuracy of electronic security equipment 

Health bindinfJ Biometric technology at this level of security means, the present invention provides a unique use of multiple 
platforms Security certificates to obtain cloud-based rapid and accurate log into the device, 1Nebsites and app. and personalized 

Access devices, such as Android and iOS without user account. With the embodiment of the present invention uses Imaging 

illumirw!ion tolerance For unwanted irnages provide very strong photos and videos rejected. 

While there have been shown and described a preferred embodiment of the present invention, it is clear that tile present 

invention and Is not limited thereto. In the spirit and scope of tile appended claims without depaiiing from the present invention, 

Tile skilled artisan can envision a variety of modifications, changes, variations, substitutions and equivalents. Suell as As used 
herein, the term "comprising", "including" or any other variation thereof are intended to cover a non- Exclusive inclusion, so that 

process, method, art.icle. or apparatus comprising a column member that includes not only the These elements, or may also 

include such process, method, article, or apparatus not expressly listed inherent The other elements. 
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Notice 

This trar:siation is machine-generated. It canr:ot be guaranteed that it is ir:telligibie, accurate. complete, i-e:iable or f:t for specii:c purposes. Critical decisions. 

such ,l:i corrnnercially relevar;; or firwncial decision>', ,;t1ould not be ba,;ed on r:lilchine-trilnsla\ior: outpul 

1. A rnethod For pi-oviding security for electronic equipment biometric facial recognition system. comprising: 

Digital cameras. a use1· from having to provide the electronic device for establishing a first View of a plurality of biometric facial 

imai;ie of safety factors: 

A touch screen for enabling the user to input the safety factor for establishing a second data; 

With Hie at least one processor associated witti the electronic device, for connecting the first and the factor Said second factor 

data stmed in the database fm comparison: and 

Wherein, if the data of the fast factor and the second factor stored in the database Match, enabling access to the electronic 

device. 

2. Facial biometric identification sys!em as claimed in claim 1, wherein, said !ouch-screen Data input area can be dynamically 

confii;:1ured lo prevent !rie input before trie residue is identified by a finger The data. 

3. Facial biometric identification system as claimed in claim 1, wherein said second factor Is a screen gestures. 

4. 

4. Facial biometric identification system as claimed in claim ·1, wherein said second factor Is a predetermined combination of 

symbols displayed 

5. facial biometi-ic identification system as claimed in claim ·1, wherein said position database Within the electronic device. 
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6, Facial biome!ric idenHfica!ion system as claimed in clairn 1, wherein said database is cloud, 

7, 

7, Facial biometric identification system as claimed in claim 1, wherein said electronic device It is set from the personal 

computer, personal digital assistant, a mobile phone or a gaming device, 

a. 

8. To provide a secure method for an electronic device. comprising the steps of: 

Authentication screen display; 

Providing data from at least one carnera for providing a biome!ric auttientication data: 

Provide user input data to the touch screen display: 

The biometric authentication data and information stored in the database for comparison: 

The user input data and information stored in the database for comparison; 

Detennining whether the user is authentica!ed; 

If the user is authenticated, then to nm the application on the electronic device to input authentication cert.ificate Books; and 

Unauthorized access to Hie electronic device. 

9. The method for providing security according to claim 8, further comprising said user The step of the face is used as biometric 

authentication data, 

iO. The rneHwd for providing securi!y according to claim 8, further comprising: a screen gestures Ttie s!ep oft!w user is used as 

input data. 

11. The method for providing security according to claim 8, furtt1er comprising: using the A predetermined sequence of steps on 
!he !ouch screen display of !he syrnboL 

12. The method for providing security according to claim 8, further comprising: the touch The shape of the steps as a plurality of 

symbols displayed on Hie screen display. 

·13. Moving the contact: the method for providing security according to claim 8, further comprising Data entry fields on the touch 

screen display shows, in order to prevent the stay on the touch screen display Before the next step and the residual recognizes 

the input data. 
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14. Ttie met!wd for providing security according lo clairn 8, fwilwr comprising: selecting Said biome!ric authentication data or 

the user input to provide any of a tolerance factor to use For if t11e comparison is within a predetermined tolerance is authorized 

to access tl1e electronic device steps, 

i 5. Ttie data: a method for providing security according to claim 8, further cornprising Library includes the step of ttle electronic 

device. 

'!6. 

16. The data: a method for providing security according to claim 8, furiher comprising Internet access is included in the library 

via cloud steps. 

i 7. The rnettlod as c!aimed in claim 8, wherein said electronic device is from a personal computer Machine (PC), a personal 

dii;iital assistant (PDA), cellular phones, qrnning devices or mobile phone group one of. 
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l~ .>l'.• C - J l..-.J\. . .,,,..,__ -..1,'t ..... --~ _ ............ M~ , 1 r J LL" . . L, .:A./ .......... fu~ _.l. ___ , ,.J 'J 1. .A .. -........ A::..:!. J .... , 1 _ -~J}J_J. t ---· ,-,LI 

i: ifU]U > G'J i1U:l!', +w .f:il' l)j{'. lt ij Ji~ J)J'rl-: ,, Wu [-l , 1t~"k}fll {Hi<"J Jlf.t-i:'i'~ tn )}U :fi.1 Jt'L i.J--:_ imt!i' hE j}~ f.W. fi. f.x 
i'E!A iJEnJ$'1Jillhlt1i" 
~ooeJ ~~il*~ffi½~~~~~ffffl*~~T~"~#~MOOm~U#~&ffiPMN 
ft;& rf1 tti f:Y.1 .!H LJ x:z i~ w: -(km r,,}1J l1'.J lt 2:;J1 " 11; ?tt.t \lfi-iJ t-:.l rrtJK ~rrJ i5t 11r J)J mt, Wu rm :.trt % .1'.i~U-H (1'.J Jt 
:f·---1"- i'

st1 f[~ ~'F ;,:.-!· £U· _/;ff, (1:1u1-1r-iJ •; T Ji~ !J J:f:j }-'-1 1'.1<1 "f· -H1·~1'/-,::{a
1
;1:lf,'( r.-;; 1-· i'.j(J:f:t iJJ' ,lifT- i:.t; :i'tit1 i rt'.J }i\: -:r-,-' i:i

1

~ lt~:[)',,_--!J ...... ;X.. . .I • ., . ./ .... 1rr 1 ... ~I ... • .'J-S .N .. ~-· . . . 'J _ L -~-u_ ... t...-~_,_,., __ -~ ~ ,:..,.. "· . ,. ·""··· r:.. _ ... H r .. ~- -\~--~" ..... .~~ 

_[-Fj (• f::l_ fr°'1' .\J~ 1'.V ,cii-; t,t 4", (:1·<1 ,- -N.: ~t~ [:"kl ::f-·1'.N ;!J/i ---1---- *,l/ti'i r·:1·<-1 lTC ,-~[-, ' i1'1_J_ tt •;';: i:ki ::r- l-J-: ---r Jt i.{} ; 1- r{(l ·"):1·, ,f,<f_- -,-1'1_]_ ·{¥ 
,,1.,,,1, h~~~- .. ,1 .,.. "..-:-~•...,._.-~T ,_...,., ,..-,.., _____ ,. --- v~-:t·,..,.., ,fu .H .'.J ..... , ~ ..1 • _ .... 1.....1-:.:--- ... , . .., ... _ .. ..., ,.....-.....~. l~i...,.f Lf.. _,._____ 

J-+j JjtH1 f.¼ §j1J f1s 17.~ Wl[; tr NZ < -t±H-* Y-1 '.# J2, rs1 -+ Y;-{trim h£-T· #}mt hE-:-r; ff Ht:¾ " t,H}t !fJ :f· rYJ f71J :f H t8 
n.J t· 1'tt :Jt :0. ;W1'i;&, t''ltrt +"yx-:4~ 1::1 r1tif+"·'R ±/c.> .~ltYJ f-\JiZb ~ i!t~ttl f ,r}Mi i;t :fil:l1trMJtk.t;:tz. 111.1 n: 
!W ttt l jf :H .t D ()_( f:~r~ •) W }{], f\1-f fl, :j:fi PR :1r Jf; j\ 1'(1 (t ~?,ff\ 1iE <: f!'f.r -ii'~ , m- -ff .:frf T :Wt) , _t-;, WU .ffr {f- Mi [fj l j[ 

~~M®~~#«~~m~~M~ ~~-ft~C*ll~~l~~~~~~)~-~~f 
f"j~l~ tt z,:;; fl hI1 t,n 1,~:.tt.J:J;.•tr-t i)~ T.:"µ_:F{J, fY f;-i_ t;'. f!'a-·- !J\ r:i<-1 ~,,,;}~i~\. ·:Y[;/0 ;-J,;{ii}1 11:l ·1n t.:1 t-; frli."~=i i[;(fJ;]-=1··,." 
_J0 ~.) .. L._,-,t.,.._;,-.~_.-,. .... 1~-~---·T'· ....... .,1.J,-'lJ. ,-~ . .'A.--~~ ..... ,k.r -......_,_X - -Iv.Lt, :;J,}~ +-\dJ· ""'"~ ~ , .. ->-.. ___ ,:,..r;...:,t_.,1~....,\ --- _, 

[0001] {tnJ ~t4t1%=H.oi:~H "ft:if;11JHfaA. r)zJ 'tz.·i~ MMtffJ ):j----·fJ.ilJ T JilitftZ if;- Hwnng ~;- i)~JJk [:11 
'if·::fU No. 7, lGl, 468,, i1 '~·::fLlr-}--i:tfri;l&.ff'J :ii~-----191 ;:Hf' U .. FE ft%-, JtJ;t T·m f 1 $ni1 At1J\t/N}L::J,}kJH 
0~i~~~mg*~~m~-~m?~~~~~ffi:*~•A~~.~@~~tic~~A 
T ifi ii""1 ; {T{i~- ,4;r_ )G' ..J'tft" fi:Af B tt.HH ~t) ··m iitHn C ;-t fJ.IJ [j<J JJMt-1° 1:tE ; ji,'~ {itw: ;,tl;ji}c . .Im MHWu I\ (J<J 
·.:,!:, 5g J:_:, ;c:, •14: Ffr 1'.1(1 ::.1:; 1i.U. rn: ilii.-1 @J fTr :-i~ 1'.&J -(~', -1{} '.ct:' _;/1 :,:,0 W ,,;" ?'f ------ 1:&1 tt, :If: 1:-:1 1;,,_f ni_ t1t1t )\ r~< 1 :,*: rin L'i ,.:.:.,, 
c.U . ...J .J L......i. --~- , ,.L:.... . .. -L ~ ., ·---~ nu. 1 . , , _ k'L ~ .. ,:3.. .A- /',J_ F . w. .A .N_ _:.,.-~ f d L,3. 1 .- l .... ~ . _, .,.7K r .. - ... i .... L. .. C . _J .J L......J, 

i:t fHJ f-t1 ::1J 1ii} ;r.: ir~ mi._;, DHJJ,-JB 1~{J {rr ?i ,t w1-Jc 1.Jut srt .:::: f;fJ 1rr : ~:.1, 11 't 1tvfHiEJft :ic, Jl Nd1I- i'tft1-i~ 1u 
lJ:.,~MfJJ:tiE{Wt ,{},, ii)[J \1!81· 1J~N f'j{j '.t,~MfJ.f ?iHtW ,{~, -'.j c,tt~WJ liJ }.t4t1f& 'fiEHK ,e tYJ [)_-~ftf{fi\,IJ[, }l J:L:tm 
~w1:~~f·1~'t:~~'1'1]~0~bc7 ~Mf'j~J'1:~~'1~]~0.\lf~~~fr,1~*~J:~-0m_~-1~mrv -~}- ~.t..,r~. J ....... ~1 .. :...i,1J .. ,)f...,i\ .. J ... , .. L,JJ,, -- -1 .. :Jf~- 1 .. ,)!l .... 1J ........ ~r:k..1'L-,.,:.< ............ ,J .. X,..~:;t E ~ .1_:,.,y•-:..J ... \.. 

(,l] :;s-lJ lA~ li~[' -Ji[l [1-:k': j~-' ,'.,lj ·1-ti" 1:t:,· -i--:-1->'--1'-:r --,W-<_if>; ,'lee l/,,. -h· 

~1 ~ ~~';,' : :-· r J:Y ~ .7- J'.l,\ :;::: '" ... -1;;... ..,, N~ 1'~j ~}) rJJ !~ -~~~ r.:-: /.X .... l ;J ~ 

[ooosJ ;1lm, Lin ff'.J)U11 {;:•:fJ-::->-Jl No. 200P/0160G09 H1rJ& T ------:rf,X-Ji:1JUt f/Ji+·J{l: i9:-{B-3lH:f 
lr,t!H'''' ',, -'-J- l ITT'., '•,.[ 1,·mfi :1·· 'rL.'-c, "' , •• ,,.H-1· ''1 '+· j' -,,-·,· ,I-/ ~-l:'-1··r, l'":···1·L,1 I: ,, 'j tn J~Yf91 H'J /i'-i-J_-;, J~ 1- -1 , 1·tj Y-' H'.J Hf:l 1\ti-1-1, • 1:, __ ,,:]"l;z ti"'r-:t!itr !l):':'-1M b'.J H·P <, rrn ·+.1.il11',f [I:: -t{ ,fJ. ,i _2;, -:i k'f J..'£ 1',i: 

. *'i:'. -fct; f:t:I " fi!, :Y.R 1-H f'01 -r.iJ" t} I -f:1i '-!:! i;·,,~ -r{t f;"1~ .-,i[- ,.,tf ·d}· 1\j \\L;:;Z i#: 1:J-"1!1~.·;1,!li {EJ ;-'',':1, I .1· 1·1 J.f::1'{;· :lf -f:1i ,~-j:j ffi'; );iL:E }J-....... ):.:.! .J .. _,_..,J~~'\ .. 1 .. •. _A ) .... r ~ rn,.. ... ,J-_,,,_.,, JJ-.... s--i~ ... :J ...... A lo.: .. .-.-... ~-l-T...--.....!- t .,d- .-•""'" : ... ~ -- ...... ..1 __ ....,._ F:J ) ... . •J1 ·Ht- J 

;j;J:~ '1·ri -'t; &m(j};-, ?1-J: Ft (l lj{J ;,r-1./:-.. _-,-f_;: rJ ,-,1-: ,:-1:J l-'"-1 
/~ -1' __ .. -f:.J . -·, H i\...:.,1,"' r - .. J_ ~-J :.::-1'.. ~\. ~} .. J .• ,:i-

[0009 J t~l Jt , 1iHt(l1:>t~tuu-!;Q i-J-1 • T' tt..,:w J--. 1m tJ1, 11L"t _1: * Mul.1 it .m .IL Jifl_ 5§i ·riJ rn tf'.J , ff!. JL ~11 flt 
11~A~1=:1~1:*,-11®½**l~-.~~N 1~w•~f1~~~~1~J~j·~1~M,~Wf,~g,1~r~-~1~i~J_1/~:1~~s c ) i - - , . -""-U,---~1·.,,. ..... l ... _1_~ 1- ,-...,::_,)f· .... __ ..... l!E , _ _,.., , __ , r. ~ ..i .. 7'-.. ,-J-- ,J- r...._,.__. ~. l~. 1,"I,_. .,_ ... _.~ ....... -i: /\'.j I-~ -::.,;,,;,.. ,.:i_, 

[0010] 

[0011] 

[0012] 

[0013] 

002~~WT~ffi~$4~~~~h$~~~~~~00a 
00J~*Wfm%*&~~~~®~ffl~il~~li~W~~Nm. 
f1:l 4 ~:11\ i.U I tl~1ti; :-1'~ tJ.. f}j /( hili:Wtil.~; f::J #Jtid{i; Vi:: ----.im ftJfl tiJJa YE ~H ( back-timing) 
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it H, 1'f0 ifif fit fll o 

[ oo 14 J t~ 5 •hi ~J:; t:li T Hl 1~~ .,t~ 1.i. r:!Jj ~~ .lmf Wu 1m {& fH l1i1 H\v: t1t ft, 1iE k1trr fit} .liJ g :UJ 1~ Ys T-W1J H~ 11'.J b:L 

[0015] 

'.¼ h'& Wu tI:HfrUM 1'11 ., 
[ 001 6 J FiJ 7 :tl :ii H:\ T tlQ :JAil * .1st 8}11Wd\t~ ?t 1}frHf1J fr'.Ji',: /.i: fJi tJt:W,JJt ::¥11 iI itJ1¢J % + ~ [i11:rtlf l11, Jt: 
·-1-1 f---,-· J-P r··., -,,,-· :f: -H1. 'HJ n.: f{,' '/ ,fr: 1 •• J 1:1:0 ,'-, i:[.1 f-f'· -;;,; ,,",· 'J ,-1· 
l- - '< .X~. tj.t~Jf-:fff ·?fj ,•n f~:z.·:~f:/....: :;r...: r.: .- -j r· 11-c·:;~~.✓};:..y;:·~ ~JJ :c1 

[ 00 l 7] Ftl 8 h~ jj"~ 1:t:\ T :lti m m~ w~ T· #} tli JI} -MS iJ:. •:J$j' cr!f ft[ Ht m x-:r- ~Ii _:f 19.: 4& !'f>HA UE ff.} Yl • --· {Jf -f \ 

'.t .liill WU ft.1 ifrCfi1 ftl " 
[0018] 

[0019] 

[0020] 

!¥1 9 A tLi 9B FJ:; 1±1 T 1'tt 8~ 41J 0-T· :MJ 11tm: ff1 lHiHJ1 m~ 1% /Jf, 
t'fl .l O -Ji: jj~ fr\ T {tr m fKttm iH !;}ij ;f11-lt t: [El r ~:)_ iA iLE.l'fi t· ih f:-iJ 1t1 .. :f '(';;t ?i}· Ir~ i.1U1tU'fl 0 

-- ,:, ··j· .-,.. , . , ,_ -f-'-'• --,h-- ,.,,. A "--, 'l",l -1·1·, -1-· , , •-'-, .-'.- - , .. ,_ , __ ,--, - ,,_, '} r1:r ,_ 1/- " +j• .. , • .,.,, +--· +n• "" ·j-L::. ·', - 1, ''I- W'·. + 
.-c\, ,_ •1-1f ·d: fB :<i'i ''f" --!,( .+. /'.\1]§ 1· •:ri" :k fl l+J ·Y.:. j~)] )'}_, 1X. J\t,l l ,.,- j _f--1 ,nH., \.}, :f::W!:~ J::) ,m 'f'i,:r- f] fx.E'x.~1 .l}>{tl'J 

W] 11:J m y:i O ,f~ Mt.+ Uk5j);ll ?Yi!1f m y:i Jl :N-fi~ JL Xl: ;fj; :2_ ·mr iA LiE l'fJ 1'1:u-----·t ·f¥" i.i flfW i'x ~ "W ·tr+~ 
'.Ii, i-:: JJ:-J:lJUift fJ;J i:tJ , .fl: JIJ ttJW i11fr µX: 'tH1liYs , Xf T-FH''f }/t l#: n1 I .. A::: iSt, fl 'fint ·it t+J.1 Ii.I. <J)' IH ItU 

Wi: ·r

1
J t;J, !ti ll'Z ttl / ;~);J!Jij 1;i It) f 1 ct}{}~/:. [i) Ft %· fJ'.J Iv. !{iJ G J~i i\ (TD }j * !f sR n1 ll :f BJ] Wi It / it Wi , 

~YJ·'t=~fJ-j0~~V1it·wJ-%~1*~0~~~1'1'~P-_x., ,_ .... , A• · 'j 11.; ) , .-1.- )'[\ t.~, . .._,"'l(.j __ ,_ • , .J. ·-• 

[0021 J .tltJ~, .::k:.J;Jt·fff ,@JJ.;f: ( IT) ilJ.?5~:;FHit@:r:15e-fE. [tl Jr·fr.~·ffJ~T;;J.ilttt rJ JiUt)i:;tl:?2!.:, ±Z·R \Jl:­

w~J tr f[f! :i:1"" 1'1(11'j!lj ·f~: / "1:-l•f,'.l: -z 0 ,L· 11·1' ,,.1, ,jt!J ·11'] x~ Mt'(',' l:1ff.l1 ·un ',-1"'. -J:'f1t· ., '( ·---- -};"' 'is iJ·r· 'r0,F1: :'·1<-1 ·;I;- ·H, f,~\' --..k· ,i:-1:1 :_J:: 
l• •.:.--••-; )'D 1=• ~- !:i.::. T / ~/\ l /J,~•/ Cl ;.; ~L_,.. , t:::'.J. /j •d-~♦~o'TI:l"~ ► • •• H./~, ......... 1 ~ c' ••;..I.:;_~ ... ~ 1 l- •.; ... .,,..,__J\~ .. ~~/•P'"'{l , 

iJII n;; fl] f1 :fj:f [i'.fl tt 1W Jj}J ~! rm (rj] NJ1 ffJ :i. J'~: H~ '* ,i?; Jl m. A fiJ t1;l =J~ " .;,t;; '.-JJ lJj "riJ ~j, .m ;:~· tr J;t fU f> )fr rl.fj 

r}~ h lt tN i~'1 ,:t 1~1tttJJ~ Pf ,, :ts: Jx: flJJ ·.w?!.:Z 1ft ~1.-- r/JV 11 %i n~ Ji.r& ~1:.: m J, (J~ " ~um tn ~;a ,, 0 * :-JJ tVj HJH 
f,';J £fJ_v:f. ii.:WN1iE, Jtft i'f t'st-%-- (l z~~ -~;l\fr.¼''.tit~r,VJ(T~~i!!i'i:&cffi}HJY:1 iJ~'.11JNLM:" 1{J lk, t1J)Jlt~tJ4'ltiE 
/>'. M11Nr-;~, ---tt1tY.1i:2.t1Jl¥1:i:~llUYJlJ!:,?ifi~}j~fr O .{:E ·····Jlt-m·;ji:,-l-", f.x..:(:ENJt.!;·f:5] 2:.Kt, i:iJ t1 rt1 rN 
f-'1 ·H1 ,_--:_' ' - ·H:,.,<:: ·-•~, :Ir··/- -~T ·Ho '·1·' ··1··· -f-· -,-;;-1,-,- I j ·f·t· q:J '• -·"1· I 'T ~:b--;l+I -'!>'- l'f .-r~· t··· ''] 1·', ,lc::r ··r·· 1.' • -tl,. '')"' , -- vd J :Iii.'::::. J,· JtR ., u: v+ ce:_t.,. ·, FJ c L " , i:1~ _.~o,Jt 1- - • \: ! 1. --L w , _ ·rs :c'.t. -Er '_O(.i• :, 11 .:---J ! 1 . .--• ------.,,t..td __ __ [:: :)!'( ::K 

JI 'J •• ,,. ·,r' ·, • j ~n.q·· t' -•1 + ,--J " n ·1·· , -F· '·y• 1 t 11--1 'I u•I•l' j -·n 1 1r ' 1·1 '✓ .h. ,,, H •~ ··1" )~ t:f' t-;<.t1L" J~------ .l'.1.tt l &,.r: :Mtt,J \1:1 , }f _l-:1. • '/j fin, :{f-r 1.\(f-j V -Jl-1'/ .)L.ft 1·t· 1 

.. --r:J r:i ::j lJ,J :~:: t;lJt::i:':-( 'd· 

WJ O ll:t 7~ ' ttQ h! i!.!t 'Kitt W4 {:r fJ ~:c1 ft]/':@. !rn i'.\t f;"i UJ ?1yt }-,. jiff YJ , 16: '/!};fem)<+ }J iW C il>J; ,j I:: JlE *~ '9~ 
J&, /ti f 1 id 'ltt· .¾!, mi iZ' N1 IE ffu FtJ ·x -::t Ji 11~ ., rr M~ /J,' 11 Ht ll'.i: 11; -F , JJ + w~ Nt tr £it t1 * i-~,. ¥FJl J:_ 
.:,11, :{1 .. ;fJ, ,'.q': [;"l<c,''i : i /:f:1 r'• .,le,'!, ::r;: ;1~· l","-t: Hl -1•-~- '.';'' +rt 'i~= )/ /'l~ ,;,.t,- '";:'l -
l_ .. ...._ i. .• i-..~-, l}~ ~_. \.. j ., . ~ ,- . .J .L _, R--1/ti ,.-~+ ~.t~ J H . - __ ;<-., __ -~ ..-,f'-~ lllti '--' 

[0023] 

J11J\ xt f,k r'fr J{( 1£ f{} d· ~H {tllc :L ·fr " ¼!.I i;; tJi ±,& H )f~ .A. i)} Wr u .. iH (10 , j [, lQ "riT kJ. {g, Ji;, in :F 1:t1 f· fi{,{ 

~.-~~tifflMc¼**~~~~~~~-~~¾~~M*trmF~ft~~~~~~m 
~±~M.~~~~~«fflF~~m•~~~~W~~aW~~~~~~ff~fflffl?~,m 
?~~~~~Art~~-~W~m~~4~~~.*Il**~~~~*aW~,~m~M~ 
11-J f1\0i\:".J,;.,J:,; 2-51-tN1 , lt:±~u~ Tm f.:.(1) D} ':t:r.iuhtr:1'/kf u G J1t:>1~, :1~iSiJ1ilHf4ti:Yt:k~t(1f1 o rf-
**~~m ~~~~#~~~& ~ W ij *~- ~~zm. *nttmrm ~kwmm~i*. 

Page 521 of 675



[0024] ·* Zi :~Jj (1(J * r:,tf1:r }Yi'/;@. i'.t (~ ;,~iJ ;fl!.: f1fft :rt {f,Jil i't~ l]qifi hf~ fr:] .BIT' !fl iltHn f~l 3\:i ~£ it m " 
rM 7J .J,Q: J}1U.l fl iJJ \l(l Jl J:1.xdtfdl: Wf' }jfj,3: ~llj (11 ' JU J-7 tt '~ii :g,: )f; Mi" .NJ ,}"'1 ZiIJt/:E '!'i. lt·t :,t( 'Ix tir~ z. 
ki ?'%.Hr.Vi. {ff1 T fU:H ~ 11U!f- , •;,i:~ 1.H T Ui 1r:;J i9At· ffJ } ... 1:'!<1 fi{ %~ t¾ ih H ;,l~ JW/E :fil: rft Mt (t,:i , t/:l :'f,; -~.frji .ii 
tt iA iiF -Ji: !r.".- i,z.tJ!jl , :{,;: ii [:l)j :1111 H f'j ffj r' 1 ;(f: fl' •as- (\<:J N\HFf Z~ &r IH j'{ [11] 1/tii ¼i ./ H: tflj , ft~ In i'F .Hi/-'-' ;rti; 
1
'1
1

1·· '-[-' T_!H /:,·; ~-1· tt /;fl)• ·1i'1,r1,,t Fe;! ,:•Jt<V.:!_· ~clii : 51,·. ,ff: ~r-·1'"·.jif 1/1:: ,'_, .1 ~- _; ~~-JD tL ~· :n- "l,J ,..;_ :nJ I - •' ......... :...- .... . tir--tL .,__ ... , .. 1',..,,,,J. _.r ... 'l ..... (', 

[ 0025] T!tt:E tJ HH t11 1. i1ff1H :jj§.i;: '.ti.: lm ·Ht.m ti~ ;y;_ flt I oo fil Jr1i t{! =f t.~l ;i 10 1, Jl 81% ffl. T~ ~l~ J: 
1·~ A it ff HL' tt i/J It! Vi ' tk '.y BJ: il Fr ·fr l[ f2: ·?Ir ' 1" AW£ '·Y IlJJ ft\ C PDA) ·, 1t + i'1l' Jx i'.".t :&r w:,' il 1~1; 
Rf ,,1 JitH1=1.ift') rtJ iA itf-;,Kft~:fW,xtf¾:-;~ 1 o 1 Hutrm ff1ifJ f>'iJ ,, Htfl:1, 1 os jf.riJ [:J, m r r::rJ v1 mr :tfl/Ju 
,,i,·1·1 .9_· j, ,'<1tJ•'/:i'/.t".' ff, ',i\i!., _·f,t r.t.1 .1,,1·1: V' ii} .1<:._·1..- •"i~J·_tJJ{'_Zr -~LL:; i{}_ <'3..,-~ 10 J. • ·- •1\:.{Jr 1ffj l'. 1 <•Ii fJJ Z -i" W-1 ·@ ',,,: i'J· 1t1 7,Jt r;h 

11_: ...,_ • ~ __ ........, -- -~ r::-.r.., .i.,.. _} .._ , .• ~ ~-,.:,r._ , , ~ :.r~II;,. ►~"- --~ :J -,.-, ~ -1 .~ .Jc .... 1 -::.,A 'T' .,•/ 1-:.I __ .;,, , ,_:-,., •.• .., .... ,. -.,. ,'--~-Lr-,. :kf;:. ~ ~ 

1~f'i&1M flt~ 107 o 1¾Hf ~l,)W :¥ JJ£HJtJ~ M f¥1 ft jf: HJ.!111lt ~l )::_: t~ it" }'Ji 5--· lo ~MtJ 331 lU?R 11', J},, ifo 
·· ·t --~ '11. 1t ·t.- ,.,. '11 ·'··:1s: ,-'~ trJ /'· '"' l:P Ir' '{t, 'I ''>' .,. I , ••• ·"' '· •t·L k I '+• 111 ,.,, ' '" )J"' ·'1'~+ ,.I. IPJ 1, '!: J· h( iJJ JO j x±.r'ft~; ,h.\~:,i}._' 7· r:~ 1l.)~'l0llh'i O 1)11.tr: ':: c.;Jill '{r';' --'.'J ;ID.','"{;'{[: V,I( l:tl' H l:Z.1 J u'] )r;':i: •V. i'.)µ•1":f'(J .: 

irntf;4Xfl· ---Ji\ H'.fH, :Jl rt)Hi:l£ fx 2h- fH T· ~-1{'.1Fz: f·tfk-t'll).._ ifJl1iitt~fi'.r. rf a-JIBRf;r-my .. , f!f.t-;:'i'¾ffJJitiJJ,, 
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lf 01_/~~ 5:f= ~~ '¥1 V Hi(~f:IWE'.OI :\lJ 
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%~ ( {E 309 ) ,, it&~ Jf;· fl! 5 f6 +} Jili 1:i\\ if :fuf nt tiJ fiji ;;JI I£ IH ·r,I~ H Pl O A. il ;1 ;m~. !\~ i,f{):_Ni , Hh )E 19: 
t/;lj (·t':r: ')) 1 1· ) h[I rn. t:t:1 t.':1 )'.;[): ), Ji{ {.f(! ~L :W! ff!} c ·:f-.,·: '~ l '{ ) %~ \1'!'i m, ;''t' j:ff ,;t {!~] -kti_ :~ {MU'fli,'' ~,\: fl+ Wf .,fl :-;.tc...l· ·t·:., tf'f \... _t_ '-- -- - . •) ,"A. /1'..• .: l ~----- -.,,,.J~11;,. .,;'..l...._ . ..-"""" l'.•L ... L.,. 1=t . ..__ '-- ,. 111.: _,::.,,o,.. t-1.r~ ......,. ~ .•~ H-., ~-· -..~...::::;. .. ~ l 't .. ...,J-.t_ · J ?:si.i . ...__ ~-- ~~~• 

i1 w; UE J 1 s > G ft11 .rr~ +tr PH T Wt :'Ji':( frvt n:'i )r: 1H ,~i~t , Wt :'Ji':( ffll'. tt1 :,r:: 1H ,~i~t mi ,,w Jt ¾W. tu (t,:i , mi 1?t' J:J 1-1 o 
#.~~~~MfflkM~&~tlM,~ffl™#~ff~~$®~~%~~~~mm*~ffiill 
-~ ( :(:E '.3 3:'i ) ,, ~!J ~f tJ( ii tlJi it '.i.i:'. n;J {t~ r~: U: Jm , (l {¥, tW .:Q H1 T· tA UE ~lt 31 tt: ~1S ~t. f,9) ~l fiI tJ iu1 C /E 

31 7 ) " ltWi f1 ;~VJ m /·1 if(:ft'.: :t ft1' f4: ( :(:E 319 ) , Jl JJ ffil it 1<:: t:J !J,if.t ~( R<J fll f&. Je }·f I.ii :{{fiti -i:f: it Wl ffi:: 
+1 ri:i ,'J~ frtAll IC.!~-~< {±: 321 >,, 1..m :f H11Zto:J..: PHiW- 1~ r,,i:; !lfl:'.1lf~iJ{J1ilih~J lt:lftl, rJ11J@,tnJY· i=lil:'~}t rH 
n:;:&~ti:f t::~.dWl (,{[ :32:3 ),, I.ii:! ;;Rfl 7:'f iJJtH, tQiJ:ht.fi\tEl\l'f* Jq{<f/Jg?r;i.:.:uit1i:.ftJN: ·trm:tt Z.C.\~r:r"fl 
);0 ( /:--: :P i ) . h[I Fil rt:~ r'1 ,:lt, at:,,;:: !l" :1?'· [::, .J' ,j .m.i [il/1 f]i tt 't: 1;1J1 .•t;j·' '(1·1: LI fft liHh !.1./ llt'' lJC ·1~[-, Ji: r-11·i'i1 -'i', >1J'u" rq ~.:-:,-... , rL -- - ... _, !• :-'•· --~-,' ..,. / 1,,- __ ....... __ ........,_,....,..._., :J ftft wJ. .......... ,,.yJ, ;, ... ~ , .... _,_.,. __ ;,.;; ----'--• -l1/.Ji -1---. 1:-~1 T ,..., ...... ~l·:-~ i . '----· -, ..1 ./T .L ... ..,, ----l r . L 

''·*'-i'f\ • 1 -,'~,-·1 '''T'·1-·h' I ,IIJ-··+r"·'·•n --1· 1 '··1Jl,',_l't&'d:P1·----r:i:ri··-1r- •• ·1·t·t'--;i;-l'''I )---' ki' 5rt·tl!.fJ\J!:Xl~ !ll0\ Ht. it ~-T~ ., im ½~1:r 1:t:: 1.,d1L, Ji·~:n H 4J1drH.x..11/'i 'fJ:l.\r:t, ,: i:t 329 ), ) .. /1ijn:. z~ 

4 rl; iffi f1~ 5}J±!.i/t\J£o Im W: fr/tr'' !eftrA ftl~ffJ9£t@i't~i.iE ·Hz v1u·1I1iti!ilHrt1~ ~11:;tFi::Uff nJ f 1 ~'ll-'!<'ir:.Wt 
fa~ t:!, tHm rH , tA ti° fa] iJJ {tl1'1 \''l: 1W fH: .it %1 ({E :3 2H ) ,, (E U ~!J'/-t fi{J Itm Pf H: ,fi} th#[ :lt, ;ftf ~A :'h f:H 
r, l~~~ 11t~A ri:r: ,, J~ fJdtr gx 'tH~¥ t1i1iit {i c tc 3:G). 1j~AfriJ x~Jill.tHn [~~~ 1flli sx-i 1- Yr tJLltJ .UHJ ntt1 ({E 
'1'17) tt: :~} ii; ,g; :0 !-'-'J 'r}hf-i!·r i;t. 1'111: >fl F'1 14 .;-;;t ;;~II n:r (:1 f'i<·, we: Iii- 1·1,1·1· ::r.,: !Tl -1':1:.lfi0,:1, _I,~ rr·'.1·," ;·11: ._,.._, • ... ~ ,L-:,,r... "fj.,.-.,r-..~.JL.:!-.. -- • .,,._.)..>~ /'.J ~} lTIJ .xL....-~-.....;l-,.1Ftll -1.J.~K -..1, ~I li1 .. I J .. •--1.'li l-f,1o 't'-•..,,....L0 

[0035] ;.'I] f* JHf:1111 ft'! :;rw:; mtffd},3\ ,ltf ff'.Jff fi.iJ ..... t- (-{:!:: J2 I), ·rij' bl Iir ;t.\it!!r±k¾:;,fJfj _f':

1 J'} 9~, f°fJ iA 
'J·1: tJ] ·=1·,: 1':'l''i 111:1 '.,iii'. Iif!1 i~,:j ;:i;..j· fi1': Jtltb .)1\ ·R') 1'.i·<1 "~t_;; '"lg .. ·h::f ,n CJ-,+··]:: ;;ciJ /:;[, f•1Z-J u '1.il: 1}] ·=1·".. '1VL{,c:i' rn:: ,rl·1 fl] lj 0,)H_:,l: :r~ 1·1~] > .• ___ ~ r:~ .£.J.., 1 u.f 1 .,. . ·--· .i,.;_ ,._.x.__.,. .... 1 __ ,..,....... . . L .:1 11 ......... _:>'-,, 7f-......A·J ..1. ... r _ ~.,.•\ _..._. L.. .x... . :J ---~ ~~ ~., -~ .. J. _.,. .. .,.1 

;ct;' ~_f;: l;)o 1'.•{J 'i ';!: :i;f-] <'',",: 1' ;lj·: 'F'<g ) Yl'•--'-'S.;;i_J; .I k,, l.t _.-, L·' , -.1: .. ,J,), « 

[oo36J 1¥11 }ibffi T·iJ{ft}1H!/.{JNfi<JjtftiUkJl fttJU T·:tftiillit1F11J1t 1:J:l )dil.JJ:Uil (iJilfi [/iJ :;,t!J't·:?~ 
.i1:ffi.l,: {±: 400) l'J%~EH'.\ r:m" l~~l zjJ{t~f~J&.1t1} ,flt~ ll:t~J'{':[j~;lj:,fli_l ;Ji!i,.i.1 i/U1:,f!j_l {:f::J'!J r: tt /U J~i~Ji: jf Jl 
t~tJ ', i,,t:_r,,-;;' Yjlt,:!-ll•: p:i f':1 ,'l{T ;,J'c;; 'ii" IJ-;J·:'Il ;,t·Jtt .. j / f;· '/J .>I:: tJr:jfi' f.ll~ i,JC ili;-1 1s;j·, -1Jt.,091J :rtl.:'fflciJi ",l1' ~ ?,·"1' ff;r:llf' "1-~ 
):11. _l\,._TJ ~ ..... , -;.;<: --,•lJ, i.-:A)<. .. ,,-...,,__,_-j :Ml.,',.__,F\;. -<......JH/~ __ 1 __ , ..... .,-1:., ..... ,d, ·r , ____ nu-I '-1].J,,,____,. b -~~.-.~-;,---•.:) /J"\.-_ -,,J.,,.....-...llr:1,. 1· (l 

:;i! t',R ltV}H1W:•w",;r,,:{il;~' '1:-'1!Jst t'.'j i'JJ{tlfr·I/l f,t:1'i·{:1 [::·1 f'j{1 -M, fr ·L"t·dfj ;';J'{f.:~·J·,1•,1, ):le! ·1f11· x; -,~,cJ,,J,,Jr·- :;•i,('i{J;t¼·),.:J ;·JpI:i 
,._j:__\ °\\, ,,.. t-"-- r .... r -~ ____ ...., _,_ • .... ---- . l-- .,. 1 •• _,.~ 1,-t .. T - -- - :J. , .f,.._ -- .._. • , ............. ........- .~ .. • ~, .... • ,,. l ~ 1'. . --1.--. --"•= .. . .J.. --...-

1j - ~ 

''\J:W f', tt--+ffr·' _·Ir: .tt i:j:i ;'lj (-' It"i ?:11. it~ -1'1;1; i[ • •{i¼r rt:u""-,t'~,' /ii!.; l, ;;1:: fr': i·:·[ ;:~'j >d· ·{i¼T 1:-t:·; fl;i:r·,?r1•f( 'j:: ,1·01•l:;':,'iJEtfr·lj/' [lf ·~t>?-/f .. t/L.i,_, ... _1,, 1:L ...... ...,. . , c~ .... r~ ..... ~-•---'-"A._.,,.'-- "':iy,.,i.'.,.,, ___ ,.\Ul.}...d.. .1.... ...... l.... . ....... 1 1.,,. j .. ,<..J .... fJL.,., ... 

ffl*~~~H~*ill~~~Q*~M~~~~~tlK~~M*ffif~~W~&~.~tl~ 
ffi~lliW,~Ll~~ft~W~~A#il~&mT~mftlliW%~M~Mia~ili~ffl+~ 
n:1· ['ii} Ht f$ J.t.j f:i _[(,r i1f( tfJ it N14M J:'[\ [1

~ ·3z ' H tl~ :t'; f.t ' tf1 :'fa~ lf'.'.J [1Z :~ ' JJK e ( ff/H ?I{ tfJ ) ' ;HJ XJ T· m ft :Y~ 
ffj L".l 1,-'i•< I -~1-- N;f1'r w )l'f J l,_ 1'i''.J ,f:f_f-r·: 1¼.;J_ '.,. ,~! .• (f}j; .~'(; . II] f,j f::rf, [R; l1J:11'.-1<J <~ rtti x1·; 1,w -'.i~f<fc" J'.I;; fi:ij '1·t:· l·t;l· Jl,!l; sf JJl·! ({j [:_:l r'i<J ./, .1 ... ;;..., r-1~ --·· .r:-....... __ ...,,___-11... .. ~- ~~ _.-;-...._ r J~.t.. T :..-=.1-:J -~ '"' _... r:r 1r I ~Y\.J,.~~ ~ •. -.:...:.-1--- "- .,, fr .. , .~·t-- -~-- ~ ~~. 

[0037] 

40 I ) , }tl #J J# .r-"1 i')i Jt '.i°E IH ;{; C f".E -'l O 5 ) h J.1 Ht ·tt W'fl J's f'.fl ftt ft: N }J ¥v. #j_; f!il f:i'!," ~fl !:R :,F JlUl~t -~'[; f~l 
{t . %1 rl iz w1 f rJ Jt ,!t i~:.mt ( tE 4oJ),, ••••• xi t:J}11u :riJ J .~ -tm 1~ tz{ , it1 tm m11 1~!h IJ lt HJ fiiJ i:1: rrrii a-.t 11i. rr 
mrtEZt1"1i1ii 1l 1 U'.E 409 >" 1H l'tiJ~1t'.1i~ T rtmftt:1.:.!11JJ~a'1H&~m; t11 ftt1'.t1 :w :~1\Wt1'r.,J" 11iab l::Ui·:t· 
f°ftJ '.ce W [J:J it N.: ti -1~ 1&1t1 fl; r.t,, ttt ~13 - f¾:l (%! ."✓\ i11: t[ ll.C. IBc,, tin !f i'"'- ':t ll.~ i~t , WJ iJ i1EH1 P ( ./£ 4 27) o 

·f,,] tl:J. ;:,rt.:(, ·1·h,: rt;' [lC :1r1L·1 • '.'P i;l'f( i/i1 <'' .Et) J·':i ;.1,r .>J\; -;,', 11-t A"'- S}., ,F l·::, j ,J. Jtq ( 11: -'I 1? ) firi ff~ r1·:j (1 i~J 0j'.~, ';~'• fJ,t _!J~, ;;,•t. 
_'.A.~ _.:,'f ..... t ... {.::J ---~ .... 1~ .. thJ_-~1--f~/..1_., •• 1,,-_.x., __ ;;(__.4. ►"h't)J __ ~-1 .. ~-"-....:!../9_, -1=-· .J. c>_,...~ --~ .. 1 1,,~--"~x<r~ ....... ~ r11t1_X.. 

H ii W:l , !i!IHt ttrrn- l01I f:tuf( (JfU Ye JUt }f :/.:J }K,U;i~ K.:J it C-(E ,to 7) 0 ~n .W:.m r'·1 fi Jt Ye l·l,J w1, c:JJ:Jt:l , 
1JJ1J 1f,·r ;:1:1 t 1 ·,/i'f' ,r:t:~ 1'·1 (1<-Jt!!.J'. Yi ?t ~&, ~,~ '.~'1,'i.JJ,1\fl i-t1<:;;-:; < /1·:: -'l J fi) h,,1-11I 1:t-·1,· 1'·1 ;qJ :n,· vi •1·t:: ,,f?.,i r-1·f1 ,t.:t.,;ff+.':.r1·:.;_i 
, •• -,fc.,"t~ .• )r~ J'\., j, ~. y.._-_·r-~ 1 .. l.,11-l...;-t ~J.r. -J ___ v► - ,..,. .[_ •• -- - o.;.-,.. ,-:,Y.,:, ._, ~ . ..-....,l_ct-., ___ ,_µ_._ ... J1--.L 1 ... .,..>~.t. tl\ 
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UE ({E 417), [111J:PJL:'.i;tft1IB:H.iti~M1'.i.tJtt&l1~:'LJH&t11lRf:H'.f C(:E 407 ),, tm WHA iiET ./:fl r~' 9111¥~ T· 
'.~~ j}.fr; i'f0 il, ~iE IH fii] ;Ji£ t~ Yi rm JE IH J:~ f}tj Ht :31t}A :{/ ·fi,t f,fi i1( ffj ~E ·fw ( {E 4 19 ) ,, [~] 7-J f:E ri'ij Jlj r~ V:i" iRiWu 
/, .. ft!!ll~HlUt(/Jlif+~ll;J, JEtrJt 1lit~1Jrd1~f[ (.fE 40~3) Jt n5:gtiiJ:ti°lkWlrf rrc.m!. (./E 41 I), .Wf- U H[l 

ttAffl J-' 14ifl·.J,.,,fll1,li~Ji.Ji.Ytl!.fy;j EF:H fl·-J, fitt Jli,·r.iJ l::,l, H&tH r·cr~l~ll t-lft"F il-tfrJHY-1-P, ilf (A. 407 ),, ·r 
-w~~~~mr~~~~fflW~A#~®ffk~oo~"~*mr«~mw~+R#k~ 
Z:t{EtJ~ ffi:Ji¾<, r11JJJ ~\m r.11l!J;;@_;ti1 ~]{Jlt!~il/l (:([ 423)" !iifiJG, -----_[l_Wnt T 1\fil\UWf1f gtJL:~t'{{/E 
riJ [:'fl'.itJt·rir J-tl fr:J, [f!IJ~-lf Mf ffJf('J l~l,fft:i1~J~(l:MJ-H r'1 ff'3]:il.1{1JJi):'. C{L 425 >" lfr·'fi'lA iiE T fr--I f' ((±: 427 l 
·J'-'f- r-:j f:L ":'Ii ,,f-:"ff) C"('t~ 429 .) ., . .t .. ,I.I ?K.'-c .. Ll. .. L , 

[oo3sJ 1:¥1 s Ji /j~ H:i T JH -f :,t:-:;t:: nJ:J t/JtliJ; 1A if :~f~ h'fil -!§1J ft.I }1JJ~ft.1 Hitrn:*HiEJ!fHtt f!J filn,J ftJ 1(Yi 
frj:.11'~1 c ft soo) tt.1 I:tirn1~ etl ,, ff: .Yil HJJ r'.i<J tA 11: .:Jri·L fr-111& 11f; f1~ ttU'f:1 fr:;i f](J tt li J.;: it#: T·Hh rtl 1~ :t-rJ:: 
rm 0¥1-R: ( CPlJ) ih!'lk'f!J.HJ.x-1 ·i··-u1(:g~,J .. (fj m t 1 nr.t 1Wf'Y. 'fit fJ')i%.:if:%t:-tl: 0 ltl 'AJ frt/kJ;{f llJfH] p~ m~fiJt't!:i 
,.,, -;,;· i,·>· ··!:· u -· 1 -;r: -~·•·· '.+ '"-'4 t-i;: 1, ! -· ·1· 11-+ l''JJ c•i' ,., .• t·,~ ,II..- •w ,,, 'I•· rn ,.,., 'J:I. ,,,,, -·V ,-i~ /;:W ,., •• -.,--· [,-J· ··'x :·w ·;i;·1 1-P }·', "'' n.:: /,-,:.,'f,!::x,}1 .. 1 ~--J JJ,ntLt: n~' .,).-1 !-:), 'l!S -l'J 1' 1\/lJ.f:_ ·t.-r...4X.·iar JLTl· m.r "i.X. ~':1 . .:Y 'l.:". WlfE f;;:}t)j.;:j!_l., f,l[,/"f_j. __ , t1·J 

·) ,:j:1 f'.lj j};1 -f-,:1% ·t / t 1:·:1,·rtJ· i/J-•flr,: ·i:if i1~ 'f'f lt: ·r'Sl _)_, .. ·t-li. ----· IJ :x~:rF.:h(t~lfili ~W f?1 +,-]:. ,:r1' (¼:ft:i!t•t•,:; •• ,,h jilJl/1: ~ili ',l:' 
.,..._ .j :,l' ... 11.-:J"J . ..-'-,,,J .......... , _ _Lj. ";- ~ '•,-),.,,_..,.•~-----.,;.J_~\,,..,,,,_(1 ••••--•! tJl\~.1~~~ .... -~l~_,r,.-. .x. .... ~.\.\J.\r~•f~..J,.:J{~t.~1::/._,'l_... 

ix·@' :2- ·mr ' :,t.: ?iJ:. f{j (l~J H f}dfldJt T 1:iJ 3:K fj':J :flit '.iJI UJ fr.i_J ¥~ " -~n .1'.UH f 1 tiJ fJ;;t r1-f; jE !}i"j iii t1t [!ff dt tm Ht :i'.E 
·:.!"" ,_-,- --1 , •• ,, 11+ Ill.' '··)· ~rep.-'- --"-· ·'f" 0::-J' 1'·1 ... _, ·r· l·,jt.tl'l- .- <'°/ Jc" •• •·1• ... _, i] < ·:.!""/,._>·ti',--•-, 't1. 1c, _,,., r·1 "f'· ''-!~ --/-· ,--•-, 11+ IJ..'.' 
··1' 1i'1·1w }.t, 'J ·r,,.,: )L-,rJZ 1'1IJ, J,i,.>J; I' h z;1J f.'l±:1hl. / ~l\1;Fl'i--i"ZilJ' 1JJ.1-·1' -.i,;; H'UE l:X. ·fi, :Jl .1-:-. ff). M. !};}.(. 'J ·(ul Q 

[0039] J!:fl,Hd'lt, ?jfztx G [A i1EffJTtit1 tt} 111JAf]f.1i'JJl~tJ W:Ji- (tt 503) H;J', :JHltdfil ((:i:: 601 ),, 

N\ ff! fi( R:-ft tr£ +it :Ni ,rr~t ( f'io 5) :J+ 11 tt ----- t HX: * 1" Illi rt;~ /~ hx 5§: Ju m J'l nr,1 m: ff1 Ht. :iw t,;,~, 1iE _t ( -tr 
507)0 Httf.tXJWk>-1;/( t°tJ{&ilJ.itfr i:J--'k'V: (;i'E S09 )jj:J:l'mri~fri1,l:: H ifafr 1: :J>·i~5~U1J}.'{;\" -~n 5tlfr'M 
t}ld"sJ,[t 1{},j, [1iJ m, %J:1E CJ:UW'.Jlj r-1 ·W li.-iJ ({[ 503) }+-- .tlft{iff1UltHUifl(J'f/!i??."F:iq t(=Jlttilt 
Hl, " :tm \'.RIFF!.!{}: ll rtHi~ Jrl: 1~ T :t\r.~ _.,j, µ&] f.@:, WU fj i~l] WJH !J~ tlh /:E )£ ~H if¥ ({t fj 13 ) " ft~~- FM 6 ~ Ji: 
'.;} Jm Hitt£ .ill T tr PH fil ~H fJ½ tlh rt )E Wt ii f1~ U tm ~ l' ...... tl:: fAl ;'£ Jt 2I Ll:1 fl {fJ [¥(j,j", , i~ mt D.lf!'Utl!, H 
m ff -tr (1<1fri;;@ (WU tn.(Ef1!l!lH _Lfr:Jiffi#J)" fo1M1/i::ff ii§ iJJ, ft"[iJ{t:: C ~t, l.iEfr~}H f 1 iE iJJ 1i·iJfffi;-f11I 1'1<1 fl: 
-?fr 'fvi 6l .. F :iq l5-,Jf ii.1 )::H\l ( {r 50 3 ) , ~I"! lt~ :j'r: [W,¥i nit %m:fat J_-~:ff ii1i-i.t0 , Y!IJ 1iifi :'it :hl H"-t ft~ ,n:1 \"l:'. ;;.t f!J -llit flt 
lf E jjJl! ( {E 519 ) ,, ~fl ;¥ ill: Wl ff J '01 '.ir: :t: fl,Ht1 fl fr :ii :ttn , ~rn ,,{Uiti )l itr'il'tfH (fE i:iO:"l ) " Yi~ .WI _g; fH 

f~<J'ft/i:tJE~H:MJ c:ct:~fj, VliJ'ft;i'.i£1&~ ((:E 629) :J:I: J:lfoJk:cttm C'E 521) ,, 

[ 0040] W:l 6 :ij"-~ HJ I ii r:it [f0 /Lt~ tJ H: (f.J tA EE & ~-IH !'.l(J 1:Ul )E MI ,f'il ,~ , Jt. J;; izn tE l.~I 5 ~}\ f.t.1 f1~ if 

Ht (111 JJ:)-t\TWi'tilJ!liti( tfl §£ fr-t f}(J t~11t'. ,1::t Fl 500 fY:J i~J t}Jf~ (1½ ?t Mt 1siti ,. Bi ft ~I G t.f-1 itu 3& (tJ h ;}>He 1tt 
~ f [)'. T l'fl 5 +1 Wi if. ill m1t¥ 4HiE, ·fn It: i'&Jt i'.i½ 1:1=. 41J%; •w:: frJ iA EE t~ -fJt I :Et it J:. iiJLH· ['l~J"?z i::tt , 
r-r-1 -'-} tJ- •• , •• f"•f" '·1· '"'· <v.r;: r.t' ') I I: "1 .. ,., ~--- ' •,t; t,;>· ._,_ w, )-;p ,,±· ·'T ('l:1 tv, ,6.. ' ., ,, [, ;.1- •-i-1.Jl, ,.,i, ·-•-· --,:; ,. z· I•/ -;,;; .::c. l"J jJ .h -1,JJ fJ:tl.1, :'M.J,1 Wtl !: ,h·] r- " :Jc:: i--~J; J:., .l~:::'I~ f_f'JtJ•'L f-JIJ ·r:.J (Ji::fxt.j'; """ Wl _J:L,'):J{ ,!.fil" :1!!/fl.1l IL. n~ ,?,tt ~A :J.-:. J 

~~] Nd t 1 n~ x1i :tE fk ff,: 'i'lti /·E :;t ffJ tf Hh. u~. fr NJ .r'1 
' )1-:,,i iili f:~ l'f'J ~+:: ttt<tr :;:tE l'fJ ~A U:t :h: -,,11-'- ·;w CPU ;-0 .~ ftY. 

[~1{-1' 1f: Fj ·Jj:~rI[ f-r-1 _(-1 f'KJ fl{,ttt.-h·: l}f.-fQt ,'L·1·'i'.1·)J'"'\!j:i"J"' "ff( }J[_l ••••• Mrrfr Kl/!< l1f," -ik i,!;f.i -1---IJ;I :·j·~-{dif.'c,), lA,tkf~j{I /!-· '.f1tr l'.J • ./ .J.,-. t1J .-'.,.(.,, ltl, ~ -. . .Ir H, i::t...l.J( :.~•, ./... .• tv..J.,. •1 .- , ) ~ .J.. '..J .. :r .... -, ~ • ::J ) ~ ... ) J-..._ ~ • :J:: •. :,i.;; '.J .tw . 'J 

~ l· ··1·· ' ' ', .. / ,, ~. 1·r·-/- ,, :Ff '.fL ¾ I ·:r --! 'l" c---- -----· ->';I;: 'le 'f •,\ :1·rn '* , ! ..... 't. • _!; 'f 't 41 Ho''"['') •·1-,n 'k ..-st· 
i'if {I: v, 1,Jfd:: H~ ,t- :_.. <c3i!)1'l] 1Y.. t;, 1- -1 ·1' );CJ!'!.:'${., 1:1.i tii't-~llJ );· ~l,rt:l, 1iT£J-±ti:llJ ': .:: 11lj'fsf{I_: l \ t! :.:.i'1l 11:c!( 

ti~J ,ij,ii1-r: Wr "i'if Ji!i~ ~Yi.:.:.:.:. ff· tr] ff!. (l ' Jt 1-i-1 A. J; :tt n·,j [WJ ;J_;,\ f:f ,%t {HJ% {1E Wf~ filjf )l Il YE Ji):! wj tt ti~J ['ti] [~~~ ·-i-1 hs 
h ~t:4tllli3= tit= iA iJI" 
[0041 J {E Ffl 6 +1, tt.::-n T :l!ttt(1{1 rt,4t1f'i,ttE·IA iiE:flIIi rH1'.1½10t;;r:i1l1\ 600., ~11 UN:b:'.J-IJ F'Vi (r.iJ 

f(f?WitlJrl ?ir etc mn >1-u, JfiJf:iJ.:H!tt (tE 601) ,; JA£af~:1dJtil1LW4~if1 UE 6os >:J:r: Jlfif~'i:c t:tlf:tt:Y& 
-1 'Tf" "'l,"] ··1 ' ' --r '' l"t"' r'·1 ' ~,B WI 'i1c A • ·n- ;1n 11i1 --!-~ l"f"j ·'·1 'I'S! ,_,. ' • '·1 fn, ,~,,, ' ,- ''l ·Y • ' t·t· ,.., ··r· t • ' ' ., •• ·:.J 

·d' ~-" !~c Ll lA 1-.IL H·J }· :] ' 0 9II .+: r:.1 lf 'I' [,_i;_ \i[' J14t!J: J t1i~)~f]S !(Cl 1}:(f:!il ~1'] tx··r1, !:i'J' fcj';)C I~ • i= J CK/d zvJ 
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i:tH, t(E 603 )" Pn W!: FtHi:;F-\i' C, IA iiEJli .J-~ ~l{J fl! f®::ttJILC.!~t~~' If!iJ i1J :JJ fillH\~1 tNU.sxtrrrnit- Ci'E 609) 
-"-· n r'-; ,-·· H -T'-t---1-E ;-,r '•'- "'] _,_------[)I::()>)~ , __ --.,,- -- _, -• •• 11 - t' 'lei -;,-·;--· - ',-· ,_. --.,, -·,- n ~-E ·l-t ,',f '"•!" ,-•-, ,-•-• r~+ ml :Jl J-:i.111:i JE ft ·d n 1: :· !11J f:rJ lfti._ -tiF £tx.. l,a; :_,,d/-i ,y,1 i. d:: ti i ,, )iLf~ -· 1 ' , f-1:t:J,:_t.f ,yJ :h 1-1. :»Ji: 11· rrJ flJl .i:.E: ;1:;. -l'J -;,;;'r 

F---1 .dJm· <lr 61 :{), iiu~1nvLi:Yt-;,f D;Utw1 i9At· cr1: G15)JlJ:tf''iIJ?;lti/i * n'r: 1:117 ),, fi11;~ tx1Hli 
i;./J C(E ti 1 l ) }t rt @"; ff·J [fJ Wt )r! }~! fl'l'-HP+ ;\t fr U: Jc!Jl ( rt 61 J ) , _lillj ¥1} tJ:.. .('j 'i);: (;( %- ((E 60 3 ) ,, im ;I::. 1ff y~; 
;,~,~ Ci'E 611 ) i,x tJI ft;J ttiJ t1it'>i:,i.'.llfTiii9.: :{cf :cl Ar; C /E 613), U!Ll 1~1.i: tkld i}Jilti~ (/E 603)" 

[ 004 2J FiJ 7 :tl m ;1.l:il ¥ J.i lijj t10 t:iJ 1"1 !9-l ~fJ ?t 1}ffi ·W1J ii~ H:\ Et< J * NE :¥1:r ¥ ;x. 0JJ f1~J :fr It· t-i<:I lli t t' Ef\J tK l11, 
11; +1 ./ff ;fi} li# /\ f[I / J:!X T ~i} Hf i( fll HI tit 1-.: ttU Jtl )1/: 1{,j JH .r:i !IJ: f}i; }i tkU, iiE C rd ;,t ' -* '.%1 :b& fiJ H .:f 
J "" 1+· ' ! • r1 -,;11 •• ,,,_, ilJ " [:;:1 ·--~ ''l '"to•,'-· 'TJ j'•l_-r "lr' st-'' -J.V lf1J 1'.j'JA"·~ l --1-~ n:1 --" [·•::1 '/- , ' , ,,•·1 ·'•t. ·i•t0 -t,j,: ;,,:,· ,_,_. -x· f'i ;t,· _ I..Y! ,.\\~-h 1-/,J J -'i"·ht.:., ,-:, -J-:i.:c:: l:H:,-t:i'- ;'-'-', _J'J .i:P:':!':?-::.·:+.fi +t1rI /\.!-lh i.::- -J·, ,,..,_ ,1,l I.:.:: ·11 ~fr, 11)l ·t,,,; ::i'.1111 'I' :,'al: H 

ri'iJ 1:l:,It'J:'i'lrtd fJU'.i: i:VI (1iJ ftJ}1k@1:¥;-Hf£" f,%-riJlli (Jt, ttHiffJffJEC.tk'..iiT t?~Yt-T.;,Q,JlffJ, +HEi fx.Pt l;J 
----±~IE }r})fr'.x Li~ /i j'\fJ1 tililirLtI!r: .. , rf.:1ift, ~~ifufffll wt-iJ~;~ti'}'2ttJ [}:;j f)A fffif{,"}ftfgj 1Y1" ~] ::r 
'.~t'.l_!,k:'fJ't: 11'] flJ I!~ ~ff::'fr-fct tt{};t,i :fil:}irfii\J 1'tt1t // !,X:);.::Ft:ttrnfr1tFJ ~:A{[! ftVH}J 11::J 1!1: 0 0 .t~ if'. iil'fliliff 
WJ '?f Y.J .ti.it Ht f{f1 [sl -T [j{j %~ t& }fll }t 1ti M( fl liJ fM }flt iiti it ff f1J ' m It ' iA 1H~:i1?! JW f:\l -T [i~ mfr.it Yr= :'/;J 
-\{} ¼l;fA{JJ):)1, --1-- f1{j "t~'/t~fl: ['.1irJ1c-'.:,J. JI: 1m IJ;j- -{i;, .i-:1-:1 (--i li!,')l --]:: 1',t, >{j :I'!J-l}i l~ij « 

_A,. ,1.., ,.~ .......... r·x _A f-E _::A.,. ____ •... t ? . 1.,__.,. .. . 1r _ ..., _ ......... , .... • -.- _:r.:_1, 1~ ,• .J ..• 

[ 0043] ~ tx 7 00 BL lti flQ 1\~ m J_ :t-/litnl~'11ij:-----· t·ttHl dn M , 13: i" 12: tit jf '§, ,j'r5 JJJ& ftl 1:U, ::r· tQ: :f£ 
70 J 1;1.i;ll:: 1{~. :f t9:Z. 70 t 't" f 1'.JIJ t'fJ/fultf.it 709~ lflfr!U1Jf,1~N1JIJ T ·5}1'iH}(;W!tt 70.:3, {l-1Jt~¥tvU~Jl!lJ 
tk :¥ A, IJ1 :i{J iA iH fiHJ.H~t 70:J IJ_1JiJ um ttf'l· M f& !it.: 1tJ1:1rm: :;Ktlf Ei~A~u iff1! !# 7 09 '+1 

' /y\ W1Ht mi 1#: 
703 l!!MUH 709 -1:i]Tl /'.1f:: -----t-ix%- ,. tm ¥:_tJu HAit, !Mim 709 i#t{f {dlktK~::J; 711 h½f:-:, Wr1£ 
ffH{Uls; 7U (]iJ~jJh),rJJtR91fl{¾~ 705 ttfbljl[[fff41;f'f.G hift.YfHY1 -{Ul1l.(W 709 r+-~16trA-:f.?;1,Hrti! 
-T· -t<r"'1 HH~ ~ 1 11 t-N-{r 1t m :,.f:: f1 -19: & H! Htm r:1 -v" iiE O J.6A'?1m ,\)j 1-tM trJitlt~ .!l 71 :3 1-l-1 1:1(1 ~i 
;tJii -tfl Jtf 1!~ Hf XUtl [:t ti" 1$, iv :lici; mutru:1 H! JtJ tUY ti 71 5 ;f6lt :ti tt f{( , iJT 1£ rt ti ig 71 5 rfj T ri'iJ 

i;h 1\-iJ 1,1} I· W: ,ft, 7 o 1 J;J ft r#f !1-: VI 1\-iJ flJ !t. !rZ ~-?tl 1r +h ., :tm 4,: 3Crti\ 3J; t){J , r~J J:l ~fl WI WR itl !iE 717 lli 
f1tm;;Rv1tGlrJ:{~ 11~m r'1 f\ftz}J,J P\;J-----1~ .A., mI i'i:3.z¥:J:.:;~lri1J-u tni,\i~;~" 
[0044] !~ 8 ½:)J'~tHm f·rf1.mf1±lt1?:itmm~ffH~bt / T-~}lD.%r-M:1J::tmrltL::::%·h0 ih=J,.rz Jr 
fi<-J S( --- -~iJ tHjtt r1D 3tu'.~ f;1J (1<1 i}tW 111 G HUH Hf :nrT-th 'tt tl::Z Nvt-t&HHiE :::: 'fl' tt0 tA tiLd:ftl <-tr soo) 
·H tTJ it) i;!J W izt;" It .i:}t" ttt't\ t (E 80 I ) f:llJ JJ; mt, ./Jr JS tJ; !Hi 801 ffcit1/i T -----1t: PI· m; jlf l !Ff:~ HJ f-' -:it 
~\mA (A ilE irE·l~,, Httf1&.8~iAitElW.{f (f:E 80:>>JJ:-J1f¾ff'.#.Jdlti:£Ti\J::-----·i·KJI§1~~t ({:E 805), hA. 
-Cf.,- ',l,- m f':1 '# 1.,,: .:ci-~<-A>"- ,, :1:~ ,,,,, ,,, t1r, Ix~ -;>c'-,-' :+: ,,:1~ --1~ t,- J.ll' ,-'-: _;,.. r-n _:f:- ( ·-•1- on,.,., i-ll' ;,1-, -!-- ,,,-· ,:;t>,. 11 vc+ m ,>:, -~,· 
l11J1t.1-lL bt:.tq; -'l?HlJIJ ·"• :!.\_.>.L_X,f'.H.l-Hi'>'-:r}, l.Il(.•;St.: 1 ,:, !.-i.: _-J_-. r, _ { :: ot, 1 }~ le.!..!/'\ ti~ :\J--:,;;,'<, •- - , NJ ,fr.1 111.i 

a ~~~~~±ITT7~M«nMM~7Z~U4,ill~*~~~tt*ffM~ill -w~m 
ii] tr*'&. f:~j (Y:J h iL: 1-!-1 ' :ii ~1:~ It] T -l~ :mPIB HJ HJ 'ti 't ~ L:L lif ;,t (/J Jlfi ll '& ':t ,. ?t µ:;f J: .. 1:N Y-J .fl itJJ m 
it J-ii½ iitlS, i2; f-j; :W/1-i-iJTJ tHt?l: ~t, {IJli'; + .@ '16' Jf fr'.J " 
' ] f'>'s c:-: '-T''-'"' •ct;,-'-• + Fr /r;I', ' 1 -1-~·•l<' V 1j'~'''f' ·p n' l,i-· r--· ---· ·1· 1-1 •--- -¾-·.J.+11•*''--H'' +)--!'"'"'-! ·-f,-- -, - •) l0045 l'J!Vr~ , rffj .~ tJU £ l:d l~.Z ,~Y-.:-J.::•1xJd ,I i.Ci'i) 1.A};UlrlJ~ __ :;} ~- :u::::<t '::J -0 P•JL'.',§':{1h~ T ~ ;}l: E~t.:. (,fl: 8m1. 0 

4,:~~~0*A¼*~m~uz~ff~~~~~~®7~%~IB$~W*~ttffm.~~ 
'fl JlI'. AZ fIJ, :>f J]t ----· ·1' rl tl :lfL,, -fiT L), f{: EB t~I t!f' 1;:~ ~1; th 1'::i] fi: ffi ii' rl tr. [1~ i:l Jrtn , hn }ff ft ,f:B '.ft -l,l_\ 
1'.1<J ~-i.---J¥(r iP -n <\Ir ;j(l;-U~-+n -·l'J ·-y- ----- ~1--t ;/,j'.i ,,-E':: n,t 11i] EL rfU- ----· .,_lt; ~--1· ,f-'1 o_w. ( .h: R ·1 ·1 ') u-11J ·,p:,: ,:f;, >lJ 1:', cl';;;- " -r;T AA Li'ii 
!- , J_., ..... _f_.l,J,;,.. -:Xi.-,,,.-' 1 ti~"..1.;:,J...:;1,,, 1~:i .till - -- .:::~ .. 1 _'.o'..:, .l- 1-1. ... +_::{..,.-;-., .::::. :,, -~x. ·;:.:r '\. t:L \.--' ,_ - -· :t ,.·~· -·~ ...-j\...) ), } :.~w~ / \,,. .. ,; ~:j 1:.1\ 

t1ti ;;1::,,1-1: ii' Hi_.1 ;;•r',1-;:-ftr.-~I', ( :1-!_t-: p I ,:-) ) " 1,1-1 HI~'{} '='1~',• -,,ti i':j-· 'h'{.r ~'.,!;' fJ-lij l~!Jt'ffe ,'l_,j,7_-i-:M; tt-j -J'-:tfj1.{±f: .k,,:i1 l-1,' iJjiT ;l.!ii)l;r,i1nifi (_-;'.±'-: 
~- i.:~- ...,_._~J..j:,;\.,J~.:-J,,.-o.\.__,._. ~ ~l~-~lt.--..t-..:t... ~-..... ~-~~ ~·~.J,.,1.X:.,-:_t ... ~l-"',-... P.,'l;..). - K1 ....... _, -ir.1t>l.J_.,rL'.o'·~,L~ 

80 5 ) ◊ ft tTh· A -f -.1r tr 1~ WJ EE ·lS , VtiJ 'rlW !~ Ml ie il +s fl :/f <:::i Tl 1tt-f:E ;.tit~ fiW rt:i rtJ :!:II) :1:~ lLE +s HJ 
z~ mr.: ( (f:: 8 I 7 ) " Po W.!: iif-+i:; fJI m!,' WJ :l:A ·H (1 #J ft (;<J ;_t{ l!i~ Vi':. .ii f:i~ :it !I!. ;Nii-{f ,fiM ti:: ·1& ·Wi ,Ul:: +1 (fJ IJH ff: 
,fl] /' l&:Jtfrl~J5rl:J,il (/E 819 ),, IJr-lWliiE'l~.J,(jE tl1., 11!1Jtff1&:1-fl•tm T·)JJ iAiiE i~/Jl}} J~I/J:jJl\l:M_r ((E 

BOS),, 

11 
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roo46J ~.lJ·+:~~t0 i~ ~~*JfuX~Wi.Fr::r: zi:. i~E c.1:E s 13 > rt•t, rr111:11HJ(ITT!~1<rH l~1 'ftiuA·rwtH.%!'H1i +~ 
L!\zlV ;'.ftilN.:,jt (.{E 815) ., Jm}l!%111·a:·+~.;FII.C.lir:, i~rJ(:E:rff'?~ n i¾l!W:Yc.;J.~j)""''i'',ilr 11lf ({E 80~ )i'i~l# 
?Yf, .F, Vf i)~ n:·~f; .ii:tt :ff}Jl, tm ~fJJi'ilE:f'5+[F:i!lft~, !l[iji(;j" H zJJftti<J"i&.i!/.il Wl'ltlY :J~;'j;r[;-t~iJ'~;lftrNfrt i~f; 
tj::. tM t} 1iE ( ;(f: 8 J 9 ) <• fH lit, '.\LU if f y,, [TC ffit~ ( (F 81 ;~ ) , _lillj ·U,, irF T HJ _i.'J }t ll mJ.fl :,t-;: Ji; dt :Ht :r. i~· (tJ 

EE-1t1JZ)-..JjU% iEJl'tJ:,\~m m f:~:HZ. W 11:ij 'lt ./ J~!i:H:JH C/:E 821 >Q H•f):1Jft}Ji'r1trtf,1J%flE!l'H)l?J& ¾1l 
+W-:tct m f l:E ·l iA liE i:i'l;E CtE 8 21 ) rt, " Ltlrni , ilJ µ:; iA EEIH t$ < {E 82 :n }f:J:Lcl f!1~ MX4U 1:E 8 2 5 ) " 

[ 004 7] ·tl:: t½_. ~w ffj tf! nJ +1 ,, ;{W ?Ht ft!, ·it ~,Ji. Wfi :~ ·u, HE lfJ {T J~'. ht fir .t. fj\J rl·J fl lJ:i 11·ij W: '(k :.1~ }iW '/2- iA if 
ft1 r& m ,, i¾ v. 1ium. -.1t Rt •!J .1+1 f 1 t; ;fi:110Ti11 rt1 ¾k / ... , .@it ·ft m fK1\. i{ iF m1 r& ti1. ri .~ ( wu ti . UHt: 

:1~ > tX M H:& i1f~ UU}IJ fftH~ % ill fi ¥\f'HA EE,, f.J'.J {f: HJ IH , tfbf J:H J-', t1~1 A JUt rH 1r:: 1e, fi-fVf o/:.},, -i/5 
ijfn1T; ::rn ,'Jc. t:} .tij It i.2 J-H r, IA:iW Ir ii:: !10 tit¼ f10 t~ :ifi p,f ltt ·h Lt t'10 .ifil i17:E JL ·l· !t~1 M H.t :fr lJ:t:llt ?jf 
)J;(j<>'t! JWi .w 'BJ ::G,N1,, 1'i·{-, l:i-'' /47)' ;1:t /j, --1·, fi:~"1---r;i;] _:j·;~ t'1{1 or iifc·1 

'.:\~-J~: Y1"1' ::.r; />: Wf ·f,r: '(';·.!1"' r.1:·r·iiT ;t+\·l"t" '' r;1;J •<l1 ff, -t--... i ff.l.~X..1hJ/P ·.r· ).J 'J u ,_."'-,, _ _.,.,,,_ J~ L.. t 'J .... -~ ... L t.1 .ti ~! 2.-i. ~f" }.;\._.~-,,,.,, .... !- ~ ~ i~ --· L .. /".J"j_,x_.,/\ .. 

tttLMl ~l> T Jm-;c?;it !Ii,ilJ!f-t·/:'i'iliJlfsi).tiX: YY}i.Jl f}('i'iJ{N.F{tlW:11 ~:,J,&.iilt·?t; it iJI it13{?tJ:H.F'·1 ;w::rw:it~ 
fh 1@· Wt jfj re 110 -rt; ;5e, ' f!fr ~~-l! -.-k. *±!fr.it{ 'tt ·r fH r:i {l-li{t: " 
[004aJ .i;: @iii{ fJ<J Hz::;f: .A .. f,l ·iiJJ:tt------J.f 1A 1J~fI] :y '1'h tll 41Mf1':i'iEfff JRl1½ J::.t1t~ !f, [WJ '~ tti{ c {)nJ ft::1, 
ih ll/11 .. / ?/,· ~J, r;1;1 ·=j-,: l,.' 1 p, t: ./.I-~?/,· ~J, '*] ·=j-,:) i:il' l' ! .''11 t,i:, {E-1 ·,r~ l;i\l .:j::. : ~ . IJ t-rJ~~ .... L- __ ).. _...,.x.,____ t-rJ~~ .... L- .. __ A·L~--- 11. ·--~ .... , ...---.... . 

[ 0049 J fl)]ii~ [Xl :f :HI ~ft !?1 !-kj :r-

[0050] 

[0051] 

[0052] 

[0053] 

[0054] 

[0055] 

[0056] 

[0057] 

[0058] 

[0059] 

[0060] 

[0061] 

[0062] 

[0063] 

[0064] 

H{>--.,'l"l' Cf-f] i,.','i :+_ , .. 
m=L ~-EP-lfi. l"J.;; J-'-.. 

Mn~t~ ;ff i 111 t). 
Hi:: i1r: :.fl] :,ct, r$~ 

JI} fff) , ;tr fl :fll T Jt, 
lff,t ·Ml 11:i ;rF tR 
Jf:1-iX;f-ll :f #} 

• +<· 1 .. , I ·' ,.,. ... • · I, ,!>' , .. l .... • 1 ',.. n ']'' ,1.i,. l, +j• ' •t"· , .. ! • 1 "i ,,,_ fr..,, • ·1· 1' !D, tj w lj+ ·' .I: r·i • , ... -·' i~ tJf .. ~ ff,J l'i'i:~;JJ) lk:r:f \II,: :,1;; fJ,J f'.J T:i '·.) ,:;,1:,\.l!iJ ,T::':1iFit, fj,J n t,., )r:C.:!f{}_ II ~.A f}j ; :,1:ii :/~ '-~·.1.".:.f: jj ill:: u,J 

·w fr~ ~ T,; fx i~ mrr )n1dit {){ T w M f:11 il} lr·1j ' lliJ JL+ :t lfdi\h.1i If] :w 11H 1>i1J Wf f.}:.': T [!, ~¥ H ' int .. i\ Ht:iif 
ffi£llih~E~~~P~f~tl~~@. 
[0066] fELlt' 4,.: tt flf:J j£ rn,:; /9:t ti 1Jt t t.t H', l't~ '#>F i~ liH-¥. ~1H~u~:rril" (lJ ' :/HJE JU]Jfj fl1J '' tjfl. /'.i, 
li:JR "(-.... ;:tJb'fJ;:J;-t•JNPHfl:rl,tff )c; _tm;,t;:,:tcf1r:Wil£(l0, PH f" c J;r!}t··mAtlWVrJ; :f Ht~-W,e'/, 
--i:,-i•·•- f;·(a" '•i·--•·1 •' ..... ,°). ,±·;r+·>ti'' •·1 /1 f'f'f"''''l h f'f'#-'"'l·r11·k'" f I' •···••·,,_• .. 1r'"''.l.•t, ''f!'kf·1· :!i';;.<1;\ij.i_;,~t_,, 'j::-_XiJ'dL ~l'J;'r:;;1,~:Y 1R f..j\iJ In ., ;::,\.' .: PJ tx:rtr ·1f lfi i:i::tf iJ),ntl r1:1 d+H, ti+i:i:: 1:f1.i .J.lli )}1~ 1 ii: : : 

Page 527 of 675



10./1.2 111 

[0067] 

'1f'.~f'1° ft i"f JH ·f i-H XIU iZ~ ~k'. Wt -'Jc ti~ E 1·~ 'ff. X:! tJ½ ft :it., i'E M ,Hi 1::J: \t .. F, PC Vn }W Jtff =1 (:: 'At 1fS;. tltJ tti ii 
j'!i31' 5.t,~, #: 106 tfr WU'Rx~- i. Ui ii:iJ it: E~ rj:1 {Y.1Y. ;/;J )-:J'·t 6. :3 ., fIJ 1lt , 7:E PC TPtt·F, IT: ,1i: 5} f](J tM ¥'3' 
wt :W:12..n:J, :JJHUHrt1iHf-1Ll * i'rJ I/J wtitttftWrtli'fi]itJ:rmtt" ft{ m1, #1-lWtrJ Pc :qa~t:trnx-r F tm ~1H 
·1· · j !J;'!. ·'1' tt •!rJ _..-,,, ··,··· 1_,µ·:1' t·'• 'l:J ''· '·'· ·'1-··,·-,.f fr' ·1· :f' ··:.J 'n N ''· tt· 'r-1 ·1·t· ·j· •... , "f.' ··:.J 'fl,',;, ·•···11" '-11j .:. {J _x.- • Jl•'l t\1} ID ;,,J }'.'"~ rm n., .Ai i'<i: 1wl [:lJ ,, JZ. ) . • ✓ 1 ·, ;z,i rd •• •• y-J, r.;,J lt ·H:r HJ' H be, ;1'...: 1• •1 

f:b ··J·· r¥ T;,J "b{ ·rrr -tl::, .~~ ,y 

~¾$~fflW~ffi&/00$ffifflW~~~~EOO~#~~~~#.MLl~~~ftt~~& 
z. 1,t 11::, g~·-,·· 11ti ;;r11 ,;,'k ,\1 .,il _11f.: ,'1:·1'\ ~W ·",h ,J\_, ·f-t 'b ·1··, /+: i':4~ ,,." ·f.tri; M' ·r· fl.H "'11'• :H.: ··I· ·1,:'!·1· r1t11_1:i '";]'1 i.~~f u-c lll•1·1 ,1-.r fA· 
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Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Enclosed is form PTO-1449 listing two (2) U.S. references, copies of which are not 

required to be provided in accordance with 3 7 C.F .R. § 1. 98( e ), two (2) foreign references and one 

(1) publication, copies of which are enclosed herewith. This Information Disclosure Statement is 

being filed before the mailing of the first Office Action on the merits, and as such, no fee is required 

in accordance with 37 C.F.R. §1.97(b)(3). 

Dated: February 22, 2016 

CWM-W-10611 

Respectfully submitted, 

By: /Chad W. Miller/ 
Chad W. Miller 
Attorney for Applicant 
Weide & Miller, Ltd. 
Registration No. 44,943 
7251 W. Lake Mead Blvd., Suite 530 
Las Vegas, NV 89128 
Tel. (702) 382-4804 (Pacific Time) 
cmiller@weidemiller.com 
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FORMPTO-1449 U.S. DEPAR1MENT OF COMMERCE ATTY. DOCKET NO. APPLICATION NO. 
(MODIFIED) PAIBNT AND1RADEMARKOFFICE FACIAL.0012P 14/839,505 

INVENTOR(S) 
INFORMATION DISCLOSURE CITATION 

Kevin Alan Tussy BY APPLICANT 

FILINGDAIB GROUP ART UNIT 
(USE SEVERAL SHEETS IF NECESSARY) 

August 28, 2015 2431 

U.S. PATENT DOCUMENTS 

EXAMINER DOCUMENT NUMBER DATE NAME CLASS SUBCLASS FILING DATE 
INITIAL (IF APPLICABLE) 

5,956,122 09/99 Doster 

7,428,320 09/08 Northcott, et al. 

2010/0310133 12/10 Mason, et al. 

8,280,120 10/12 Hoyos, et al. 

8,411, 909 04/13 Zhao, et al. 

FOREIGN PATENT DOCUMENTS 

EXAMINER DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS TRANSLATION 
INITIAL 

YES NO 

EXAMINER OTHER DOCUMENTS (INCLUDING AUTHOR, TITLE, DATE, PERTINENT PAGES, ETC.) 
INITIAL 

EXAMINER DATE CONSIDERED 

*EXAMINER: INITIAL IF CITATION CONSIDERED, WHETHER OR NOT CITATION IS IN CONFORMANCE WITH MPEP 609; DRAW LINE THROUGH CITATION 
IF NOT IN CONFORMANCE AND NOT CONSIDERED, INCLUDE COPY OF THIS FORM WITH NEXT COMMUNICATION lD APPLICANT. 

CWM-W-10485 
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Electronic Acknowledgement Receipt 

EFSID: 24609930 

Application Number: 14839505 

International Application Number: 

Confirmation Number: 6236 

Title of Invention: Facial Recognition Authentication System Including Path Parameters 

First Named Inventor/Applicant Name: Kevin Alan Tussy 

Customer Number: 32856 

Filer: Chad W. Miller 

Filer Authorized By: 

Attorney Docket Number: FACIAL.0012P 

Receipt Date: 13-JAN-2016 

Filing Date: 28-AUG-2015 

Time Stamp: 20:39:51 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

83778 

1 Transmittal Letter CWMWl 0484TRANS.pdf no 1 
a 79816b865 78b4c6f5 88b92 4e4 77d bad Se 3 

e532c 

Warnings: 

Information: 
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81972 

2 
Information Disclosure Statement (IDS) 

CWMWl 0485PT01449.pdf no 1 
Form (SB08) 

67ca2c30cf7df762f41 c0bf8ffc722cab37e94 
da 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

Total Files Size (in bytes) 165750 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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FACIAL.0012P PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor( s) Kevin Alan Tussy ) 
) 

App. No. 14/839,505 ) 
) 

Filed August 28, 2015 ) 
) 

For FACIAL RECOGNITION ) 
AUTHENTICATION SYSTEM ) 
INCLUDING PATH PARAMETERS ) 

) 
Examiner Unknown ) 

Group Art Unit: 2431 

I hereby certify that this correspondence and all marked 
attachments are being deposited with the United States 
Patent and Trademark Office via EFSWeb, on: 

January 13, 2016 
(Date) 

/Chad W. Miller/ 
Chad W. Miller, Reg. No. 44,943 

______________ ) 

INFORMATION DISCLOSURE STATEMENT 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

Enclosed is form PTO-1449 listing five (5) U.S. references, copies of which are not 

required to be provided in accordance with 3 7 C.F .R. § 1. 98( e ). This Information Disclosure 

Statement is being filed before the mailing of the first Office Action on the merits, and as such, no 

fee is required in accordance with 37 C.F.R. §1.97(b)(3). 

Dated: January 13, 2016 

CWM-W-10484 

Respectfully submitted, 

By: /Chad W. Miller/ 
Chad W. Miller 
Attorney for Applicant 
Weide & Miller, Ltd. 
Registration No. 44,943 
7251 W. Lake Mead Blvd., Suite 530 
Las Vegas, NV 89128 
Tel. (702) 382-4804 (Pacific Time) 
cmiller@weidemiller.com 

Page 547 of 675



PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 14/839,505 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A 70 N/A (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A 300 N/A (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A 360 N/A (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 21 minus 20= 1 (37 CFR 1.16(i)) 
X 40 = 40 OR 

INDEPENDENT CLAIMS 3 minus 3 = X 210 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL 770 TOTAL 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR 
~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

CD AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

14/839,505 

32856 

FILING or 
37l(c)DATE 

08/28/2015 

WEIDE & MILLER, LTD. 
7251 W. LAKE MEAD BLVD. 
SUITE 530 
LAS VEGAS, NV 89128 

GRPART 

UNIT 

2431 
FIL FEE REC'D 

770 

UJ\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Viigmia 22313-1450 
"WViw.uspto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

FACIAL.0012P 21 3 
CONFIRMATION NO. 6236 

FILING RECEIPT 

1111111111111111111111 m~m11m~,11WJjH~ 11111111111111111111111 

Date Mailed: 09/14/2015 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Kevin Alan Tussy, Las Vegas, NV; 

Applicant( s) 
Kevin Alan Tussy, Las Vegas, NV; 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 62/043,224 08/28/2014 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices 
(PTO/SB/39 or its equivalent) has been received by the USPTO. 

If Required, Foreign Filing License Granted: 09/11/2015 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 14/839,505 
Projected Publication Date: 03/03/2016 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
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Title 

Facial Recognition Authentication System Including Path Parameters 

Preliminary Class 

726 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PTO/AIN14 (12-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FACIAL.0012P 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention Facial Recognition Authentication System Including Path Parameters 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 
D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 

37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Kevin Alan Tussy 

Residence Information (Select One) (!) US Residency 0 Non US Residency O Active US Military Service 

City Las Vegas I State/Province I NV I Country of Residence i I US 

Mailing Address of Inventor: 

Address 1 1707 Village Center Circle. Suite 200 

Address 2 

City I Las Vegas I State/Province I NV 

Postal Code 1 89134 I Country i 1 us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be 
generated within this form by selecting the Add button. I Add I 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 000032856 

Email Address I I Add Email I I Remove Email I 

Application Information: 

Title of the Invention Facial Recognition Authentication System Including Path Parameters 

Attorney Docket Number FACIAL.0012P I Small Entity Status Claimed ~ 
Application Type Nonprovisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) I 14 I Suggested Figure for Publication (if any) I 

Filing By Reference: 

EFS Web2.2.11 
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Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FACIAL.0012P 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention Facial Recognition Authentication System Including Path Parameters 

Only complete this section when filing an application by reference under 35 U.S.C. 111 (c) and 37 CFR 1.57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i-
filed application 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 

D 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

Please Select One: 0 Customer Number I O US Patent Practitioner 10 Limited Recognition (37 CFR 11.9) 

Customer Number 000032856 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 11 g(e), 120, 121, or 365(c) or indicate National Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required 
by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the application number blank. 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

Claims benefit of provisional 62/043224 2014-08-28 

Additional Domestic Benefit/National Stage Data may be generated within this form I I Add 
by selecting the Add button. 

Foreign Priority Information: 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FACIAL.0012P 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention Facial Recognition Authentication System Including Path Parameters 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application 
that is eligible for retrieval under the priority document exchange program (PDX) ithe information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(h)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the lime period specified in 37 CFR 1.55(g)(1 ). 

I Remove I 
Application Number Country i Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

0 16, 2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 

Authorization to Permit Access: 

~ Authorization to Permit Access to the Instant Application by the Participating Offices 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number FACIAL.0012P 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention Facial Recognition Authentication System Including Path Parameters 

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), 
the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), 
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application 
is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant 
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority 
to the instant patent application is filed to have access to the instant patent application. 

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect 
to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application 
claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is 
sought in the instant patent application. 

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the dale offiling this Authorization. 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 1 I Remove I 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Clear I 
0 Assignee lo Legal Representative under 35 U.S.C. 117 lo Joint Inventor 

0 Person to whom the inventor is obligated to assign. 10 Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor : I 

If the Applicant is an Organization check here. □ 

Prefix Given Name Middle Name Family Name Suffix 
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20 

BACKGROUND 

1. Field 

[0002] The disclosed embodiments relate to biometric security. More specifically, the 

disclosed embodiments relate to a facial recognition authentication systems. 
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[0003] With the growth of personal electronic devices that may be used to access a number 

of user accounts, and the increasing threat of identity theft and other security issues, there 

is a growing need for ways to securely access user accounts via electronic devices. Account 

5 holders are thus often required to have longer passwords that meet various criteria such as 

using a mixture of capital and lowercase letters, numbers, and other symbols. With smaller 

electronic devices, such as smart phones, smart watches, "Internet of Things" ("IoT') 

devices and the like, it may become cumbersome to attempt to type such long passwords 

into the device each time access to the account is desired. In some instances, users may 

1 o even decide to deactivate such cumbersome security measures due to their inconvenience 

on their devices. Thus, users of such devices may prefer other methods of secure access to 

their user accounts. 

[0004] One other such method may be through the use of biometrics. For example, an 

electronic device may have an optical reader that may scan a user's fingerprint to determine 

15 that the person requesting access to a device or an account is authorized. However, such 

fingerprint systems are often prohibitively expensive for use on a small electronic device, 

or are often considered unreliable and unsecure. 

[0005] In addition, facial recognition is generally known and may be used in a variety of 

contexts. Two-dimensional facial recognition is commonly used to tag people in images 

20 on social networks or in photo editing software. Facial recognition software, however, has 

not been widely implemented on its own to securely authenticate users attempting to gain 
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access to an account because it not considered secure enough. For example, two 

dimensional facial recognition is considered unsecure because faces may be photographed 

or recorded, and then the resulting prints or video displays showing images of the user may 

be used to trick the system. Accordingly, there is a need for reliable, cost-effective, and 

5 convenient method to authenticate users attempting to log in to, for example, a user 

account. 
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[0006] The disclosed embodiments have been developed in light of the above and aspects 

of the invention may include a method for enrolling and authenticating a user in an 

authentication system via a user's a mobile computing device. The user's device includes 

5 a camera and at least one movement detecting sensor, such as an accelerometer, 

magnetometer, and gyroscope. 

[0007] In one embodiment, the user may enroll in the system by providing enrollment 

images of the user's face. The enrollment images are taken by the camera of the mobile 

device as the user moves the mobile device to different positions relative to the user's head. 

10 The user may thus obtain enrollment images showing the user's face from different angles 

and distances. The system may also utilize one or more movement sensors of a mobile 

device to determine an enrollment movement path that the phone takes during the imaging. 

At least one image is processed to detect the user's face within the image, and to obtain 

biometric information from the user's face in the image. The image processing may be 

15 done on the user's mobile device or at a remote device, such as an authentication server or 

a user account server. The enrollment information (the enrollment biometrics, movement, 

and other information) may be stored on the mobile device or remote device. 

[0008] The system may then authenticate a user by the user providing at least one 

authentication image via the camera of the mobile device while the user moves the mobile 

20 device to different positions relative to the user's head. The authentication images are 

processed for face detection and facial biometric information. Path parameters are also 
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obtained during the imaging of the authentication images (authentication movement). The 

authentication information ( authentication biometric, movement, and other information) is 

then compared with the enrollment information to determine whether the user should be 

authenticated or denied. Image processing and comparison may be conducted on the user's 

5 mo bile device, or may be conducted remotely. 

[0009] In some embodiments, multiple enrollment profiles may be created by a user to 

provide further security. For example, a user may create an enrollment wearing accessories 

such as a hat or glasses, or while making a funny face. In further embodiments, the user's 

enrollment information may be linked to a user email address, phone number, or other 

10 identifier. 

[0010] The authentication system may include feedback displayed on the mobile device to 

aid a user in learning and authentication with the system. For instance, an accuracy meter 

may provide feedback on a match rate of the authentication biometrics or movement. A 

movement meter may provide feedback on the movement detected by the mobile device. 

15 [0011] In some embodiments, the system may reward users who successfully utilize the 

authentication system or who otherwise take fraud preventing measures. Such rewards 

may include leaderboards, status levels, reward points, coupons or other offers, and the 

like. In some embodiments, the authentication system may be used to login to multiple 

accounts. 
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[0012] In addition to biometric and movement matching, some embodiments may also 

utilize banding detection, glare detection, and screen edge detection to further secure the 

system. In other embodiments, other user attributes may be detected and matched including 

users' gender, age, ethnicity, and the like. 

5 [0013] The system may also provide gradual access to user account(s) when the user first 

sets up the authentication system. As the user successfully implements the system, 

authorization may be expanded. For example, during a time period as the user gets 

accustomed to the authentication system, lower transaction limits may be applied. 

[0014] In some embodiments, the mobile device may show video feedback of what the 

1 o user is imaging to aid the user to image his or her face during enrollment or authentication. 

The video feedback may be displayed on only a portion of the display screen of the mobile 

device. For example, the video feedback may be displayed in an upper portion of the 

display screen. The video feedback display may be position on a portion of the display 

screen that corresponds with a location of a front-facing camera of the mobile device. 

15 [0015] To facilitate imaging in low-light, portions of the screen other than the video 

feedback may be displayed in a bright color, such as white. In some embodiments, and 

LED or infrared light may be used, and near infrared thermal imaging may be done with 

an infrared camera. The mobile device used for imaging may thus have multiple cameras 

for capture visible light and infrared images. The mobile device may also have multiple 

20 cameras (two or more) imaging in a single spectrum or multiple spectrum to provide 
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stereoscopic, three-dimensional images. In such an embodiment, the close-up frames 

(zoomed) may create the most differentiation as compared to images captured from a 

distance. In such an embodiment, the frames captured at a distance may be unnecessary. 

[0016] In some embodiments, to provide added security, the mobile device may output 

5 objects, colors, or patterns on the display screen to be detected during the imaging. The 

predetermined object or pattern may be a unique one-dimensional or two-dimensional 

barcode. For example, a QR code (two-dimensional barcode) may be displayed on the 

screen and reflected off of the user's eye. If the QR code is detected in the image, then the 

person may be authenticated. In other embodiments, an object may move on the screen 

10 and the system may detect whether a user's eyes follow the movement. 

[0017] In some embodiments, the system may provide prompts on a video feedback 

display to aid the user in moving the device relative to the user's head during enrollment 

and/or authentication. The prompts may include ovals or frames displayed on the display 

screen in which the user must place his or her face by moving the mobile device until his 

15 or her face is within the oval or frame. The prompts may preferably be of differing sizes 

and may also be centered on different positions of the screen. When an actual, three­

dimensional person images himself or herself close up and far away, it has been found that 

the biometric results are different due to the fish-eye effect of the lens. Thus, a three­

dimensional person may be validated when biometric results are different in the close-up 

20 and far away images. This also allows the user to have multiple biometric profiles for each 

of the distances. 
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[0018] In other embodiments, biometrics from images obtained between the close-up and 

far away images may be analyzed for incrementally different biometric results. In this 

manner, the morphing of the face from the far face to the warped close up face is captured 

and tracked. The incremental frames during an authentication may then be matched to 

5 frames captured at similar locations during enrollment along the motion path and compared 

to ensure that the expected similarities and difference are found. This results in a motion 

path and captured image and biometric data that can prove a three-dimensional person is 

presently being imaged. Thus, not only are the close-up and far away biometrics compared, 

but also biometric data obtained in between. The biometric data obtained in between must 

1 o also correspond to a correct morphing speed along the motion path, greatly enhancing the 

security of the system. 

[0019] The touch screen may be utilized in some embodiments. For example, the user may 

need to enter a swipe a particular code or pattern in addition to the authentication system 

described herein. The touchscreen may also detect a size and orientation of a user's finger, 

15 and whether or not a right hand or a left hand is used on the touch screen. Voice parameters 

may also be used as an added layer of security. The system may detect edge sharpness or 

other indicators to ensure that the obtained images are of sufficient quality for the 

authentication system. 

[0020] When a camera has an autofocus, the autofocus may be controlled by the system to 

20 validate the presence of the actual, three-dimensional person. The autofocus may check 

that different features of the user or environment focus at different focal lengths. In other 
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embodiments, authentication images may be saved to review the person who attempted to 

authenticate with the system. 

[0021] In some embodiments, the match thresholds required may be adapted over time. 

The system may thus account for changing biometrics due to age, weight gain/loss, 

5 environment, user experience, security level, or other factors. In further embodiments, the 

system may utilize image distortion prior to obtaining biometric information to further 

protect against fraudulent access. 

[0022] The system may utilize any number or combination of the security features as 

security layers, as described herein. When authentication fails, the system may be 

1 o configured so that it is unclear which security layer triggered the failure to preserve the 

integrity of the security system. 

[0023] Other systems, methods, features and advantages of the invention will be or will 

become apparent to one with skill in the art upon examination of the following figures and 

detailed description. It is intended that all such additional systems, methods, features and 

15 advantages be included within this description, be within the scope of the invention, and 

be protected by the accompanying claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] The components in the figures are not necessarily to scale, emphasis instead being 

placed upon illustrating the principles of the invention. In the figures, like reference 

numerals designate corresponding parts throughout the different views. 

5 [0025] Figure 1 illustrates an example environment of use of the facial recognition 

authentication system, according to one exemplary embodiment. 

[0026] Figure 2 illustrates an example embodiment of a mobile device. 

[0027] Figure 3 illustrates exemplary software modules that are part of the mobile device 

and server. 

1 o [0028] Figure 4 shows a method for performing facial recognition authentication according 

to one embodiment. 

[0029] Figure 5 shows a method for enrolling a user in a facial recognition authentication 

system, according to one exemplary embodiment. 

[0030] Figures 6A and 6B show an example of movement ofa mobile device about a user's 

15 face according to one exemplary embodiment. 
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[0031] Figures 7A and 7B show an example of movement ofa mobile device about a user's 

face according to one exemplary embodiment. 

[0032] Figure 8 shows a method of providing authentication information in a facial 

recognition authentication system, according to one exemplary embodiment. 

5 [0033] Figure 9 shows a method of verifying authentication credential m a facial 

recognition authentication system, according to one exemplary embodiment. 

[0034] Figure 10 illustrates an exemplary display showing a graphical and numenc 

feedback in a facial recognition authentication system. 

[0035] Figures 1 lA, 11B, and 1 lC illustrate exemplary video feedback displays 

10 corresponding to front-facing camera positions in a facial recognition authentication 

system. 

[0036] Figure 12 shows an exemplary video display feedback of a facial recognition 

authentication system where edge pixels on the sides of the display are stretched 

horizontally. 

15 [0037] Figures 13A and 13B illustrates exemplary screen displays with face alignment 

indicators shown as an oval to serve as a guide as the user moves the mobile device closer 

to or away from their face. 
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[0038] Figure 14 illustrates an exemplary mobile device display showing a graphical code 

entry interface with an imaging area. 

[0039] Figure 15 illustrates an example mobile device display showing a numeric and 

graphical code entry interface with an imaging area. 
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DETAILED DESCRIPTION OF EMBODIMENTS 

[0040] A system and method for providing secure and convenient facial recognition 

authentication will be described below. The system and method may be achieved without 

the need for additional expensive biometric readers or systems while offering enhanced 

5 security over conventional facial recognition systems. 

Facial Recognition Authentication Environment 

[0041] Figure 1 illustrates an example environment of use of the facial recognition 

authentication system described herein. This is but one possible environment of use and 

system. It is contemplated that, after reading the specification provided below in 

10 connection with the figures, one of ordinary skill in the art may arrive at different 

environments of use and configurations. 

[0042] In this environment, a user 108 may have a mobile device 112 which may be used 

to access one or more of the user's accounts via authentication systems. A user 108 may 

have a mobile device 112 that is capable of capturing a picture of the user 108, such as an 

15 image of the user's face. The user may use a camera 114 on or connected to the mobile 

device 112 to capture an image or multiple images or video of himself or herself. The 

mobile device 112 may comprise any type of mobile device capable of capturing an image, 

either still or video, and performing processing of the image or communication over a 

network. 
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[0043] In this embodiment, the user 108 may carry and hold the mobile device 112 to 

capture the image. The user may also wear or hold any number of other devices. For, 

example, the user may wear a watch 130 containing one or more cameras 134 or biosensors 

disposed on the watch. The camera 134 may be configured to create an image from visible 

5 light as well as infrared light. The camera 134 may additionally or alternatively employ 

image intensification, active illumination, or thermal vision to obtain images in dark 

environments. 

[0044] When pointed towards a user 108, the camera 134 may capture an image of the 

user's face. The camera 134 may be part of a module that may either include 

10 communication capability that communicates with either a mobile device 112, such as via 

Bluetooth®, NFC, or other format, or communication directly with a network 116 over a 

wired or wireless link 154. The watch 130 may include a screen on its face to allow the 

user to view information. If the camera module 134 communicates with the mobile device 

112, the mobile device 134 may relay communications to the network 116. The mobile 

15 device 134 may be configured with more than one front facing camera 114 to provide for 

a 3D or stereoscopic view, or to obtain images across a different spectral ranges, such as 

near infrared and visible light. 

[0045] The mobile device 112 is configured to wirelessly communicate over a network 

116 with a remote server 120. The server 120 may communicate with one or more 

20 databases 124. The network 116 may be any type of network capable of communicating 

to and from the mo bile device including but not limited to a LAN, WAN, PAN, or the 
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Internet. The mobile device 112 may communicate with the network via a wired or 

wireless connection, such as via Ethernet, WiFi, NFC, and the like. The server 120 may 

include any type of computing device capable of communicating with the mobile device 

112. The server 120 and mobile device 112 are configured with a processor and memory 

5 and are configured to execute machine readable code or machine instructions stored in the 

memory. 

[0046] The database 124, stored on mobile device or remote location as shown, may 

contain facial biometric information and authentication information of users 108 to identify 

the users 108 to allow access to associated user data based on one or more images or 

10 biometric information received from the mobile device 112 or watch 134. The data may 

be, for example, information relating to a user account or instruction to allow access to a 

separate account information server 120B. The term biometric data may include among 

other information biometric information concerning facial features and path parameters. 

Examples of path parameters may include an acceleration and speed of the mobile device, 

15 angle of the mobile device during image capture, distance of the mobile device to the user, 

path direction in relation to the user's face position in relation to the user, or any other type 

parameter associated with movement of the mobile device or the user face in relation to a 

camera. Other data may also be included such as GPS data, device identification 

information, and the like. 

20 [0047] In this embodiment, the server 120 processes requests for identification from the 

mobile device 112 or user 108. In one configuration, the image captured by the mobile 
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device 112, using facial detection, comprises one or more images of the user's face 108 

during movement of the mobile device relative to the user's face, such as in a side to side 

or horizontal arc or line, vertical arc or line, forward and backwards from the user's face, 

or any other direction of motion. In another configuration, the mo bile device 112 calculates 

5 biometric information from the obtained images, and sends the biometric information to 

the server 120. In yet another embodiment, the mobile device 112 compares biometric 

information with stored biometric information on the mobile device 112, and sends a 

authentication result from the comparison to the server 120. 

[0048] The data including either the image(s), biometric information, or both are sent over 

10 the network 116 to the server 120. Using image processing and image recognition 

algorithms, the server 120 processes the person's biometric information, such as facial data, 

and compares the biometric information with biometric data stored in the database 124 to 

determine the likelihood of a match. In other embodiments, the image processing and 

comparison is done on the mobile device 112, and data sent to the server indicates a result 

15 of the comparison. In further embodiments, the image processing and comparison is done 

on the mobile device 112 without accessing the server, for example, to obtain access to the 

mobile device 112 itself 

[0049] By usmg facial recognition processmg, an accurate identity match may be 

established. Based on this and optionally one or more other factors, access may be granted 

20 or an unauthorized user may be rejected. Facial recognition processing is known in the art 

( or is an established process) and as a result, it is not described in detail herein. 
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[0050] Also shown is a second server 120B with associated second database 124B, and 

third server 120C with associated third database 124C. The second and third database may 

be provided to contain additional information that is not available on the server 120 and 

database 124. For example, one of the additional servers may only be accessed based on 

5 the authentication of the user 108 performed by the server 120. 

[0051] Executing on the mobile device 112 is one or more software applications. This 

software is defined herein as an identification application (ID App). The ID App may be 

configured with either or both of facial detection and facial recognition and one or more 

software modules which monitor the path parameters and/or biometric data. Facial 

10 detection as used herein refers to a process which detects a face in an image. Facial 

recognition as used herein refers to a process that is capable of analyzing a face using an 

algorithm, mapping its facial features, and converting them to biometric data, such as 

numeric data. The biometric data can be compared to that derived from one or more 

different images for similarities or dis-similarities. If a high percentage of similarity is 

15 found in the biometric data, the individual shown in the images may be considered to be a 

match. 

[0052] With the ultimate goal of matching a face of a user to an identity or image stored in 

a database 124, to authenticate the user, the ID App may first process the image captured 

by the camera 114, 134 to identify and locate the face that is in the image. As shown in 

20 Figure 1, there may be the face 108. The authentication may be used for logging into an 

online account or for numerous other access control functions. 
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[0053] The portion of the photo that contains the detected face may then be cropped, cut, 

and stored for processing by one or more facial recognition algorithms. By first detecting 

the face in the image and cropping only that portion of the face, the facial recognition 

algorithm need not process the entire image. Further, in embodiments where the facial 

5 recognition processing occurs remotely from the mobile device 112, such as at a server 

120, much less image data is required to be sent over the network to the remote location. 

It is contemplated that the entire image, a cropped face, or only biometric data may be sent 

to the remote server 120 for processing. 

[0054] Facial detection software is capable of detecting a face from a variety of angles. 

10 However, facial recognition algorithms are most accurate in straight on images in well-lit 

situations. In one embodiment, the highest quality face image for facial recognition that is 

captured is processed first, then images of the face that are lower quality or at different 

angles other than straight toward the face are then processed. The processing may occur 

on the mobile device or at a remote server which has access to large databases of image 

15 data or facial identification data. 

[0055] The facial detection is preferred to occur on the mobile device and is performed by 

the mobile device software, such as the ID App. This reduces the number or size of images 

(data) that are sent to the server for processing where faces are not found and minimizes 

the overall amount of data that must be sent over the network. This reduces bandwidth 

20 needs and network speed requirements are reduced. 
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[0056] In another preferred embodiment, the facial detection, facial recognition, and 

biometric comparison all occur on the mobile device. However, it is contemplated that the 

facial recognition processing may occur on the mobile device, the remote server, or both. 

[0057] Figure 2 illustrates an example embodiment of a mobile device. This is but one 

5 possible mobile device configuration and as such it is contemplated that one of ordinary 

skill in the art may differently configure the mobile device. The mobile device 200 may 

comprise any type of mobile communication device capable of performing as described 

below. The mobile device may comprise a PDA, cellular telephone, smart phone, tablet 

PC, wireless electronic pad, an IoT device, a "wearable" electronic device or any other 

1 o computing device. 

[0058] In this example embodiment, the mobile device 200 is configured with an outer 

housing 204 configured to protect and contain the components described below. Within 

the housing 204 is a processor 208 and a first and second bus 212A, 212B (collectively 

212). The processor 208 communicates over the buses 212 with the other components of 

15 the mobile device 200. The processor 208 may comprise any type processor or controller 

capable of performing as described herein. The processor 208 may comprise a general 

purpose processor, ASIC, ARM, DSP, controller, or any other type processing device. The 

processor 208 and other elements of the mobile device 200 receive power from a battery 

220 or other power source. An electrical interface 224 provides one or more electrical 

20 ports to electrically interface with the mobile device, such as with a second electronic 
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device, computer, a medical device, or a power supply/charging device. The interface 224 

may comprise any type electrical interface or connector format. 

[0059] One or more memories 210 are part of the mobile device 200 for storage of machine 

readable code for execution on the processor 208 and for storage of data, such as image 

5 data, audio data, user data, medical data, location data, accelerometer data, or any other 

type of data. The memory 210 may comprise RAM, ROM, flash memory, optical memory, 

or micro-drive memory. The machine readable code as described herein is non-transitory. 

[0060] As part of this embodiment, the processor 208 connects to a user interface 216. The 

user interface 216 may comprise any system or device configured to accept user input to 

10 control the mobile device. The user interface 216 may comprise one or more of the 

following: keyboard, roller ball, buttons, wheels, pointer key, touch pad, and touch screen. 

A touch screen controller 230 is also provided which interfaces through the bus 212 and 

connects to a display 228. 

[0061] The display compnses any type display screen configured to display visual 

15 information to the user. The screen may comprise a LED, LCD, thin film transistor screen, 

OEL CSTN (color super twisted nematic), TFT (thin film transistor), TFD (thin film 

diode), OLED (organic light-emitting diode), AMOLED display (active-matrix organic 

light-emitting diode), capacitive touch screen, resistive touch screen or any combination of 

these technologies. The display 228 receives signals from the processor 208 and these 

20 signals are translated by the display into text and images as is understood in the art. The 
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display 228 may further comprise a display processor (not shown) or controller that 

interfaces with the processor 208. The touch screen controller 230 may comprise a module 

configured to receive signals from a touch screen which is overlaid on the display 228. 

[0062] Also part of this exemplary mobile device is a speaker 234 and microphone 238. 

5 The speaker 234 and microphone 238 may be controlled by the processor 208. The 

microphone 238 is configured to receive and convert audio signals to electrical signals 

based on processor 208 control. Likewise, the processor 208 may activate the speaker 234 

to generate audio signals. These devices operate as is understood in the art and as such are 

not described in detail herein. 

10 [0063] Also connected to one or more of the buses 212 is a first wireless transceiver 240 

and a second wireless transceiver 244, each of which connect to respective antennas 248, 

252. The first and second transceiver 240, 244 are configured to receive incoming signals 

from a remote transmitter and perform analog front end processing on the signals to 

generate analog baseband signals. The incoming signal maybe further processed by 

15 conversion to a digital format, such as by an analog to digital converter, for subsequent 

processing by the processor 208. Likewise, the first and second transceiver 240, 244 are 

configured to receive outgoing signals from the processor 208, or another component of 

the mobile device 208, and up convert these signal from baseband to RF frequency for 

transmission over the respective antenna 248, 252. Although shown with a first wireless 

20 transceiver 240 and a second wireless transceiver 244, it is contemplated that the mobile 

device 200 may have only one such system or two or more transceivers. For example, 
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some devices are tri-band or quad-band capable, or have Bluetooth®, NFC, or other 

communication capability. 

[0064] It is contemplated that the mobile device, and hence the first wireless transceiver 

240 and a second wireless transceiver 244 may be configured to operate according to any 

5 presently existing or future developed wireless standard including, but not limited to, 

Bluetooth, WI-FI such as IEEE 802.11 a,b,g,n, wireless LAN, WMAN, broadband fixed 

access, WiMAX, any cellular technology including CDMA, GSM, EDGE, 3G, 4G, 5G, 

TDMA, AMPS, FRS, GMRS, citizen band radio, VHF, AM, FM, and wireless USB. 

[0065] Also part of the mobile device is one or more systems connected to the second bus 

10 212B which also interface with the processor 208. These devices include a global 

positioning system (GPS) module 260 with associated antenna 262. The GPS module 260 

is capable of receiving and processing signals from satellites or other transponders to 

generate location data regarding the location, direction of travel, and speed of the GPS 

module 260. GPS is generally understood in the art and hence not described in detail 

15 herein. A gyroscope 264 connects to the bus 212B to generate and provide orientation data 

regarding the orientation of the mobile device 204. A magnetometer 268 is provided to 

provide directional information to the mobile device 204. An accelerometer 272 connects 

to the bus 212B to provide information or data regarding shocks or forces experienced by 

the mobile device. In one configuration, the accelerometer 272 and gyroscope 264 generate 

20 and provide data to the processor 208 to indicate a movement path and orientation of the 

mo bile device. 
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[0066] One or more cameras (still, video, or both) 276 are provided to capture image data 

for storage in the memory 210 and/or for possible transmission over a wireless or wired 

link or for viewing at a later time. The one or more cameras 276 may be configured to 

detect an image using visible light and/or near-infrared light. The cameras 276 may also 

5 be configured to utilize image intensification, active illumination, or thermal vision to 

obtain images in dark environments. The processor 208 may process image data to perform 

image recognition, such as in the case of, facial detection, item detection, facial 

recognition, item recognition, or bar/ box code reading. 

[0067] A flasher and/or flashlight 280, such as an LED light, are provided and are 

10 processor controllable. The flasher or flashlight 280 may serve as a strobe or traditional 

flashlight. The flasher or flashlight 280 may also be configured to emit near-infrared light. 

A power management module 284 interfaces with or monitors the battery 220 to manage 

power consumption, control battery charging, and provide supply voltages to the various 

devices which may require different power requirements. 

15 [0068] Figure 3 illustrates exemplary software modules that are part of the mobile device 

and server. Other software modules may be provided to provide the functionality described 

below. It is provided that for the functionality described herein there is matching software 

(non-transitory machine readable code, machine executable instructions or code) 

configured to execute the functionality. The software would be stored on a memory and 

20 executable by a processor. 
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[0069] In this example confirmation, the mobile device 304 includes a receive module 320 

and a transmit module 322. These software modules are configured to receive and transmit 

data to remote device, such as cameras, glasses, servers, cellular towers, or WIFI system, 

such as router or access points. 

5 [0070] Also part of the mobile device 304 is a location detection module 324 configured 

to determine the location of the mobile device, such as with triangulation or GPS. An 

account setting module 326 is provided to establish, store, and allow a user to adjust 

account settings. A log in module 328 is also provided to allow a user to log in, such as 

with password protection, to the mobile device 304. A facial detection module 308 is 

10 provided to execute facial detection algorithms while a facial recognition module 321 

includes software code that recognizes the face or facial features of a user, such as to create 

numeric values which represent one or more facial features (facial biometric information) 

that are unique to the user. 

[0071] An information display module 314 controls the display of information to the user 

15 of the mobile device. The display may occur on the screen of the mobile device or watch. 

A user input/output module 316 is configured to accept data from and display data to the 

user. A local interface 318 is configured to interface with other local devices, such as using 

Bluetooth® or other shorter range communication, or wired links using connectors to 

connected cameras, batteries, data storage elements. All of the software (with associated 

20 hardware) shown in the mobile device 304 operate to provide the functionality described 

herein. 
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[0072] Also shown in Figure 3 is the server software module 350. These modules are 

located remotely from the mobile device, but can be located on any server or remote 

processing element. As is understood in the art, networks and network data use a 

distributed processing approach with multiple servers and databases operating together to 

5 provide a unified server. As a result, it is contemplated that the module shown in the server 

block 350 may not all be located at the same server or at the same physical location. 

[0073] As shown in Figure 3, the server 350 includes a receive module 352 and a transmit 

module 354. These software modules are configured to receive and transmit data to remote 

devices, such as cameras, watches, glasses, servers, cellular towers, or WIFI systems, such 

10 as router or access points. 

[0074] An information display module 356 controls a display of information at the server 

350. A user input/output module 358 controls a user interface in connection with the local 

interface module 360. Also located on the server side of the system is a facial recognition 

module 366 that is configured to process the image data from the mobile device. The facial 

15 recognition module 366 may process the image data to generate facial data (biometric 

information) and perform a compare function in relation to other facial data to determine a 

facial match as part of an identify determination. 

[0075] A database interface 368 enables communication with one or more databases that 

contain information used by the server modules. A location detection module 370 may 

20 utilize the location data from the mobile device 304 for processing and to increase 
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accuracy. Likewise an account settings module 372 controls user accounts and may 

interface with the account settings module 326 of the mobile device 304. A secondary 

server interface 374 is provided to interface and communicate with one or more other 

servers. 

5 [0076] One or more databases or database interfaces are provided to facilitate 

communication with and searching of databases. In this example embodiment the system 

includes an image database that contains images or image data for one or more people. 

This database interface 362 may be used to access image data users as part of the identity 

match process. Also part of this embodiment is a personal data database interface 376 and 

10 privacy settings data module 364. These two modules 376, 364 operate to establish privacy 

setting for individuals and to access a database that may contain privacy settings. 

Authentication System 

[0077] An authentication system with path parameters that is operable in the above 

described environment and system will now be described in connection with Figure 4. 

15 Figure 4 shows a method for performing facial recognition authentication with path 

parameters according to one embodiment of the invention. As will be described in more 

detail below, the system utilizes the features of the mobile device 112 and server 120 

defined above to generate a secure and convenient login system as one example of an 

authentication system. This reduces the burden of the user having to type in complex 

20 passwords onto a small screen of a mobile device, prevents fraud through means such as 
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key logging or screen shot captures, and increases security by combining several path 

parameters and/or device parameters which must be met before user is authenticated. 

[0078] In step 410, the system enrolls a user in the facial recognition authentication system. 

In one embodiment, an authentication server, such as the server 120 (Figure 1), may be 

5 configured to authenticate a user to allow access to a user's account, such as a bank or other 

account, via the mobile device 112. The authentication server 120 may be included as a 

part of a server of the institution or entity providing user accounts (hereinafter "account 

server"), or the authentication server may be provided separately. For example, in the 

environment shown in Figure 1, Servers 120B and 120C may represent account servers. 

1 o In other embodiments, the account server and the authentication server are one in the same. 

In one embodiment, the authentication server 120 may provide an authentication 

application to the user for installation on the mobile device 112. 

[0079] An enrollment process according to one embodiment will be described with 

reference to Figure 5. In this embodiment, a user via a mobile device 112 establishes a 

15 connection between the mobile device 112 and the account server 120B in step 510. As 

just one example, the user may establish a connection with a server of a financial institution 

such as a bank, or this connection may occur later in the process after authentication. The 

user then provides typical login information to authenticate the user, such as a user name 

and password for a financial account in step 512. In step 514, the user may next receive a 

20 prompt at the mobile device 112 to enroll in the facial recognition authentication system. 
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The user then, via the user interface, indicates that he or she would like to set up the 

authentication system in response to the prompt. 

[0080] Next, in step 516, the mobile device 112 may send device information to the 

authentication server 120. The device information may include among other information 

5 a device identifier that uniquely identifies the mobile device of the user. Such information 

may include device manufacturer, model number, serial number, and mobile network 

information. In step 518, when the authentication server 120 is incorporated with the 

account server 120B, the authentication server 120 associates and stores the device 

information with the user's account information. When the authentication server 120 is 

10 separate from the account server 120B, the account server 120B may generate a unique 

identifier related to the account information and send the unique identifier to the 

authentication server 120. The authentication server 120 may associate the device 

information and the unique identifier with each other and may store the information in a 

database 124. 

15 [0081] The user is next prompted to provide a plurality of images of his or her face using 

a camera 114 on the mo bile device 112 (hereinafter, "enrollment images") in step 510. The 

enrollment images of the user's face are taken as the user holds the mobile device and 

moves the mobile device to different positions relative to his or her head and face. Thus, 

the enrollment images of the user's face are taken from many different angles or positions. 

20 Furthermore, the path parameters of the mobile device are monitored and recorded for 
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future comparison in step 522. Some non-limiting examples of how a user might hold a 

mobile device and take a plurality of images of her face is shown in FIGS 6A-7B. 

[0082] In Figure 6A and 6B, the user holds the mobile device 112 on one side of his or her 

face, and moves the mobile device 112 in an arc like path horizontally about his or her face 

5 until the mobile device 112 is on the other side of her or her face. In FIGS. 7 A and 7B, the 

user holds the mobile device 112 far away from his or her face, and then brings the mobile 

device 112 forward closer to his or her face. Of course, any number of other paths may be 

used in addition to those shown in FIGS. 6A-7B. Additionally, the user may move his or 

her head while the camera is held fixed. The user could also hold the camera steady and 

10 move their head in relation to the camera. This method thus can be implemented with a 

webcam on a laptop or desktop, or on any other device, such as an IoT device where a 

camera is mounted on a similarly stationary location or object. 

[0083] The enrollment images may be obtained as follows. The user holds and orients a 

mobile device 112 with a camera 114 so that the camera 114 is positioned to image the 

15 user's face. For example, the user may use a front facing camera 114 on a mobile device 

112 with a display screen and may confirm on the display screen that his or her face is in 

position to be imaged by the camera 114. 

[0084] Once the user has oriented the device, the device may begin obtaining the 

enrollment images of the user. In one embodiment, the user may press a button on the 

20 device 112 such as on a touchscreen or other button on the device to initiate the obtaining 
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of the enrollment images. The user then moves the mobile device to different positions 

relative to his or her head as the device images the user's face from a plurality of angles or 

positions as described above. When the above-mentioned front-facing camera is used, the 

user may continually confirm that his or her face is being imaged by viewing the imaging 

5 on the display screen. The user may again press the button to indicate that the imaging is 

completed. Alternatively the user may hold the button during imaging, and then release 

the button to indicate that imaging is complete. 

[0085] As described above, the mobile device 112 may include face detection. In this 

embodiment in step 524, the mobile device may detect the user's face in each of the 

10 enrollment images, crop the images to include only the user's face, and send, via a network, 

the images to the authentication server 120. In step 526, upon receipt of the enrollment 

images, the authentication server 120 performs facial recognition on the images to 

determine biometric information ("enrollment biometrics") for the user. The 

authentication server 120 may then associate the enrollment biometrics with the device 

15 information and the unique identifier (or account information) and stores the biometric 

information in the database 124 in step 528. For added security, in step 530, the mobile 

device 112 and the authentication server 120 may be configured to delete the enrollment 

images after the enrollment biometrics of the user are obtained. 

[0086] In another embodiment, the mobile device 112 may send the images to the 

20 authentication server 120 without performing face detection. The authentication server 

120 may then perform the face detection, facial recognition, and biometric information 
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processmg. In another embodiment, the mobile device 112 may be configured to perform 

the facial detection, facial recognition, and biometric processing, and then send the results 

or data resulting from the processing to the authentication server 120 to be associated with 

the unique identifier or user account. This prevents sensitive personal data (images) from 

5 leaving the user's device. In yet another embodiment, the mobile device 112 may perform 

each of the above mentioned steps, and the mobile device 112 may store the enrollment 

information without sending any of the enrollment biometrics or images to the server. 

[0087] In one embodiment, the mobile device's gyroscope, magnetometer, and 

accelerometer are configured to generate and store data while the user moves the mobile 

10 device about his or her head to obtain the enrollment images (path parameters). The mobile 

device may process this data in step 532 to determine a path or arc in which the mobile 

device moved while the user imaged his or her face ("enrollment movement"). By using 

data from the accelerometer, magnetometer, and gyroscope, the system may check when a 

user is ready to begin scanning himself/herself, as well as determining the scan path. The 

15 data is thus used to determine when to start and stop the scan interval. The data may 

additionally include the time elapsed during scanning. This time may be measured from 

the user pressing the button to start and stop the imaging, or may be measured from the 

duration the button is held down while imaging, or during more movement or to complete 

sweep. 

20 [0088] The enrollment movement of the mobile device 112 (which is data that defined the 

movement of the mobile device during image capture) may be sent to the authentication 
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server 120. The authentication server 120 associates and stores the enrollment movement, 

the enrollment biometrics, the device information, and the unique identifier or account 

information. Alternatively, the data generated by the gyroscope, magnetometer, and 

accelerometer may be sent to the server 120, and the server 120 may process the data to 

5 determine the enrollment movement. 

[0089] Thus, in the above described embodiment, the enrollment information may thus 

comprise the device information, the enrollment biometrics, and the enrollment movement 

(based on movement of the mobile device 112). 

[0090] Returning to Figure 4, once enrollment is complete, the authentication server 120 

1 o may later receive credentials from a user attempting to authenticate with the system as 

shown in step 420. For example, a user may attempt to log in to a user account. When a 

user attempts to log in, instead of or in addition to providing typical account credentials 

such as user name and password, the user may again take a plurality of images or video of 

his or her face as the mobile device 112 is held in the hand and moved to different positions 

15 relative to the head ("authentication images") in the same manner as was done during 

enrollment (such as shown in FIGS. 6A-7B). In this manner, the user may provide the 

necessary images (the term images includes video as video is a succession of images) from 

many different angles and/or positions, and may provide path parameters of the device 

while obtaining the images ("authentication movement") to both confirm the identity of 

20 the user as well as the liveness and realness of that individual to ensure it is not a video, 

screen shot, or other representation of the person. 
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[0091] In one embodiment outlined in Figure 8, the user via the mobile device 112 obtains 

a number of authentication images in step 810 while moving the mobile device 112 to 

different positions relative to the user's head. Using facial detection in step 812, the mobile 

device 112 detects the user's face in each of the authentication images, crops the images, 

5 and sends the images to the authentication server 120. In another embodiment, the mobile 

device 112 sends the images to the server 124, and the server 124 performs facial detection. 

In step 814, the authentication routing 120 may perform facial recognition on the 

authentication images to obtain biometric information ("authentication biometrics"). In 

another embodiment, the mobile device 112 performs facial recognition to obtain the 

10 authentication biometrics and sends the authentication biometrics to the server 120. 

[0092] In step 816, the mobile device 112 sends the device information identifying the 

device and sends path parameters such as gyroscope, magnetometer, and accelerometer 

information defining the path of the mobile device taken during imaging, as well as the 

elapsed time during imaging ("authentication movement") to the server 120. The 

15 credentials received by the authentication server 120 for a login in the facial recognition 

system may thus comprise the device information, the authentication images or the 

authentication biometrics, and the authentication movement (path parameters). 

[0093] Returning to Figure 4, in step 430, the authentication server 120 verifies that the 

credentials received from the mo bile device 112 sufficiently correspond with the 

20 information obtained during enrollment. For example, as shown in step 910 in Figure 9, 

by using algorithms to process the characteristics of the face and light striking the face 
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between the different images, the authentication server 120 can determine that the face in 

the authentication images is three-dimensional, i.e. not a representation on a printed picture 

or video screen. Where the mobile device 120 sends only the authentication biometrics 

120 to the server, the server 120 may validate the realness or three-dimensional aspects of 

5 the user imaged by comparing the biometric results of the different images. 

[0094] In step 920, the authentication server 120 may then compare the login credentials 

with the information stored from the enrollment process. In step 920, the server 120 

compares the identification of the device obtained during the login process to that stored 

during enrollment. In step 930, the authentication biometrics may be compared with the 

10 enrollment biometrics to determine whether they sufficiently correspond with the 

enrollment biometrics. In step 940, the authentication movement may be compared with 

the enrollment movement to determine whether it sufficiently corresponds with the 

enrollment movement. 

[0095] In some embodiments, a copy of the enrollment information may be stored on the 

15 mobile device 112, and the mobile device 112 may verify that the credentials received on 

the mobile device 112 sufficiently correspond with the enrollment information. This would 

allow a user to secure documents, files, or applications on the mobile device 112 itself in 

addition to securing a user's account hosted on a remote device, such as the authentication 

server 120, even when a connection to the authentication server 120 may be temporarily 

20 unavailable, such as when a user does not have access to the Internet. Further, this would 
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allow the user to secure access to the mobile device 112 itself Or enrollment info may be 

stored on server. 

[0096] Accordingly, in step 950, if the authentication server 120 or mobile device 112 

determines that the enrollment information sufficiently corresponds with the credentials 

5 received, then the server or mobile device may verify that the identification of the user 

attempting login corresponds the account holder. This avoids the cumbersome process of 

the user having to manually type in a complex password using the small screen of the 

mobile device. Many passwords now require capital, non-text letter, lower case, and 

numbers. 

10 [0097] The level of correspondence required to determine that the enrollment information 

sufficiently corresponds with the authentication information in the login attempt may be 

set in advance. For example, the level of correspondence may be a 99.9% match rate 

between the enrollment biometrics and the authentication biometrics and a 90% match rate 

between the enrollment movement and the authentication movement. The required level 

15 of correspondence may be static or elastic based on the established thresholds. 

[0098] For example, the required level of correspondence may be based on GPS 

information from the mobile device 112. In one embodiment, the authentication server 

120 may require a 99.9% match rate as the level of correspondence when the GPS 

information of the mobile device corresponds with the location of the user's home or other 

20 authorized location(s). In contrast, if the GPS information shows the device is in a foreign 
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country far from the user's home, the authentication server may require a 99.99% match 

rate as the level of correspondence or may be denied entirely. Hence, the required match 

between pre-stored authentication data ( enrollment information) and presently received 

authentication data ( authentication information) is elastic in that the required percentage 

5 match between path parameters or images my change depending on various factors, such 

as time of day, location, frequency of login attempt, date, or any other factor. 

[0099] The required level of correspondence may additionally depend on time. For 

instance, if a second authentication attempt is made shortly after a first authentication 

attempt in a location far from the first authentication location based on GPS information 

10 from the mobile device 112, the level of correspondence threshold may be set higher. For 

example, a user can not travel from Seattle to New York in 1 hour. Likewise, login attempts 

at midnight to three in the morning may be a sign of fraud for some users based on patterns 

of the users' usage. 

[0100] The level of correspondence between the enrollment information and the 

15 authentication information may be the result of compounding the various parameters of the 

enrollment information and the authentication information. For example, when the button 

hold time in the authentication information is within 5% of the button hold time of the 

enrollment information, the correspondence of the button hold time may constitute 20% of 

the overall match. Similarly when the motion path trajectory of the authentication 

20 information is within 10% of the enrollment information, the motion path trajectory may 

constitute 20% of the overall match. Further parameter match rates such as the face size 
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and facial recognition match in the authentication information as compared to the 

enrollment information may constitute the remaining 10% and 50% of the overall level of 

correspondence. In this manner, the total overall level of correspondence may be adjusted 

(total of all parameters being more than 75%, for example), or the match rate of individual 

5 parameters may be adjusted. For example, on a second attempted login, the threshold 

match rate of one parameter may be increased, or the overall level of correspondence for 

all parameters may be increased. The threshold match rates may also be adjusted based on 

the account being authenticated or other different desired levels of security. 

[0101] Returning to Figure 4, in step 440, the authentication server 120 may grant or deny 

10 access based on the verification in step 430. For example, if the authentication server 120 

verifies that the credentials match the enrollment information, then the server 120 may 

authenticate the user to allow access to the user's account. In the instance where the 

authentication server 120 is separate from the account server 120B (such as a bank's 

server), the authentication server 120 may transmit the unique identifier to the account 

15 server along with an indication that the identity of the user associated with the unique 

identifier has been verified. The account server 120B may then authorize the user's mobile 

device 112 to transmit and receive data from the account server 120B. Of course, all this 

may occur at only the account server 120B or on the mobile device 112 itself. 

[0102] Alternatively, if the credentials provided by the user are not verified, the 

20 authentication server may transmit a message to display on the screen of the mobile device 

112 indicating that the login attempt failed. The authentication server 120 may then allow 
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the user to try again to log in via the facial recognition login system, or the authentication 

server 120 may require the user to enter typical account credentials, such as a user name 

and password. 

[0103] In one embodiment, the server 120 may allow three consecutive failed login 

5 attempts before requiring a user name and password. If in one of the attempts, the required 

level of correspondence is met, then the user may be verified and access may be granted. 

According to one embodiment, the authentication server 120 may retain the information 

from each successive authentication attempt and combine the data from the multiple 

authentication attempts to achieve more accurate facial biometric information of the person 

10 attempting to authenticate. In addition, the level of correspondence may be increased at 

each successive attempt to authenticate. In addition, by averaging the path data 

(authentication movement) and/or image data (authentication images/biometrics) from 

several login attempts, the login data ( enrollment information) is perfected and improved. 

[0104] Accordingly, the above described authentication system allows for authentication 

15 to a remote server 120 or on the mobile device 112 itself This may be accomplished as 

described above by the mobile device 112 capturing the authentication credentials, and the 

authentication server 120 processing and analyzing the credentials compared to the 

enrollment information (cloud processing and analysis); the mobile device 112 capturing 

the authentication credentials and processing the credentials, and the authentication server 

20 120 analyzing the credentials compared to the enrollment information (mobile device 

processing, cloud analysis); or the mobile device 112 capturing the authentication 
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credentials, and processing and analyzing the credentials compared to the enrollment 

information (mobile device processing and analysis). 

Advantages and Features of the Embodiments 

[0 105] The above described system provides a number of advantages. As one advantage, 

5 the facial recognition authentication system provides a secure login. For example, if during 

a login attempt the camera of the mobile device imaged a digital screen displaying a person 

rotating their head while the phone was not moving, the accelerometer, magnetometer, and 

gyroscope data would not detect any motion. Thus, the enrollment movement and the 

authentication movement would not correspond, and the login attempt would be denied. 

10 [0106] In addition, because a plurality of images are used as enrollment images and 

authentication images, histograms or other photo manipulation techniques may be used to 

determine if a digital screen is present in place of a human face in the images. For example, 

the system may check for light frequency changes in the captured images, or banding in an 

image which would indicate an electronic display generated the image, backlighting, 

15 suspicious changes in lighting, or conduct other analyses on the images by comparing the 

images to determine that the actual live user is indeed alive, present, and requesting 

authorization to login. 

[0107] As yet another advantage, as explained above, not only must the enrollment 

biometrics sufficiently correspond to the authentication biometrics, but also the enrollment 

20 movement must match the authentication movement, and the device information must 
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match the enrollment device information. For example, an application may be downloaded 

to a mobile device that has a digital camera. The application may be a login application, 

or may be an application from a financial institution or other entity with which the user has 

an account. The user may then login to the application using typical login credential such 

5 as a website user name and password. Further, the user may have a device code from 

logging in on another device, or may use the camera to scan QR code or other such code 

to pair the device to their user account. 

[0108] The user then holds the mobile device to move the mobile phone to different 

positions relative to his or her head while keeping his or her face visible to the camera as 

10 it is moved. As the mobile device is moved, the camera takes the enrollment images of the 

face. During imaging, the speed and angle of the current user's mobile device movement 

is measured using the accelerometer, magnetometer, and gyroscope to generate the 

enrollment movement. Further continuous imaging and detection of the face throughout 

the process has been shown to prevent fraud. This is because a fraud attempt cannot be 

15 made by rotating images in and out of the front of the camera. 

[0109] For example, a user may start the movement from right to left or from left to right 

as shown in FIGS. 6A and 6B. The movement may also be in a front and back direction 

as shown in FIGS. 7 A and 7B. Any other movement may be utilized such as starting in 

the center, then going right, and then going back to center. Vertical and diagonal 

20 movements may also be used to further compound the complexity of the enrollment 

movement. When the user then later attempts login, the user must repeat the motion pattern 
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in the authentication movement so as to match the enrollment movement in addition to the 

biometric data and device information matching. Thus, the security of the system is greatly 

enhanced. 

[0110] The system therefore provides enhanced security for authenticating a user who has 

5 a mobile device. As explained above, the system may use at least any one or more of the 

following in any number of combinations to securely authenticate the user: physical device 

verification, mo bile network verification, facial recognition including the size of the face 

in the image, a face detected in every frame during the movement, accelerometer 

information, gyroscope information, magnetometer information, pixels per square inch, 

10 color bits per pixel, type of image, user entered code or pattern, and GPS information. 

[0111] As another advantage, the facial recognition login system provides a convenient 

manner for a user to login to an account with a mobile device. For example, once enrolled, 

a user does not need to enter a user name and password on the small mobile device each 

time the user wishes to access the account. Instead, the user simply needs to image himself 

15 or herself while mimicking the enrollment movement with the mobile device. This is 

especially advantageous with smaller mobile devices such as mobile phones, smart 

watches, and the like. 

[0112] The system may be further configured to allow a user to securely log on to multiple 

devices, or to allow users to securely share devices. In one embodiment, the enrollment 

20 information may be stored on an authentication server ( or on "the cloud") and thus is not 
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associated only with the user's original device. This allows the user to use any number of 

suitable devices to authenticate with the authentication server. In this manner, a user may 

use a friend's phone (third party device) or other device to access his or her information, 

such as account information, address book information, email or other messaging, etc. by 

5 performing the authentication operation on any device. 

[0113] For example, the user may provide an email address, user name code, or similar 

identifier on the friend's phone such that the authentication server compares the login 

information with enrollment information for the user's account. This would indicate to the 

authentication server which authentication profile to use, but does not by itself allow access 

10 to the user's data, accounts, or tasks. Upon logging out of a friend's phone, access to the 

user's information on the friend's phone is terminated. The provides the benefit of 

allowing a user to securely access account or other authentication accessible information 

or tasks using any device without having to type the user's password into the third party 

device, where it could be logged or copied. In a sense, the user is the password. 

15 [0114] Through cloud-based enrollment information, a single user may also securely 

transfer data between authenticated devices. In one embodiment, a user may own a first 

device, such as a mobile phone, and is authenticated on the first device via the 

authentication system. The user may then acquire a new device, such as a new phone, 

tablet computer, or other device. Using the cloud-based authentication system, the user 

20 may authenticate on the new device and transfer data from the first device to the new 

device. The transfer of data may be completed via the Internet, a local network connection, 
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a Bluetooth connection, a wired connection, or a near field communication. The 

authentication process may also be part of a security check to resent or restore a system 

after the phone is lost or stolen. Thus, the authentication system may be used to activate 

or authenticate a new device, with the authentication used to verify the user of the new 

5 device. 

[0115] Similarly, the system may facilitate secure access to a single shared device by 

multiple people to control content or other features on the device. In many cases, 

passwords can be viewed, copied, guessed, or otherwise detected, particularly when a 

device is shared by a number of users. The users may be, for example, family members 

1 o including parents and children, coworkers, or other relationships, such as students. The 

authentication system may allow each of the family members to log in based on his or her 

own unique enrollment information associated with a user account. 

[O 116] The device may restrict access to certain content or features for one or more of the 

certain user's accounts, such as children's user accounts, while allowing access to content 

15 and features for others, such as the parents' accounts. By using the authentication system 

for the shared device, the users such as children are unable to utilize a password to try and 

gain access to the restricted content because the authentication system requires the presence 

of the parent for authentication, as explained above. Thus device sharing among users with 

different privileges is further secured and enhanced. Likewise, in a classroom setting, a 

20 single device may be securely shared between multiple people for testing, research, and 

grade reporting. 
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[0117] Numerous modifications may be made to the above system and method without 

departing from the scope of the invention. For example, the images may be processed by 

a facial recognition algorithm on the device and may also be converted to biometric data 

5 on the device which is then compared to previously created biometric data for an authorized 

user. Alternatively, the images from a device may be sent through a wired or wireless 

network where the facial recognition algorithms running on a separate server can process 

the images, create biometric data and compare that data against previously stored data that 

assigned to that device. 

1 O Multiple Profiles for a Single User 

[0118] Further, the photo enrollment process may be done multiple times for a user to 

create multiple user profiles. For example, the user may enroll with profiles with and 

without glasses on, with and without other wearable devices, in different lighting 

conditions, wearing hats, with different hair styles, with or without facial or ear jewelry, or 

15 making different and unique faces, such as eyes closed, winking or tongue out to establish 

another level of uniqueness to each user profile. Such 'faces' made by the user would not 

be available on the user's Social Media Pages and hence not available for copying, 

manipulation, and use during a fraud attempt. Each set of enrollment images, enrollment 

biometrics, or both may be saved along with separate enrollment movement. In one 

20 embodiment at least three images are captured as the mobile device completes the path. It 

is contemplated that any number of images may be captured. 
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[0119] It is also contemplated that the enrollment process may be linked to an email 

address, phone number, or other identifier. For example, a user may sign up with an email 

address, complete one or more enrollments as described above, and confirm the 

5 enrollments via the same email address. The email address may then further enhance the 

security of the system. For example, if a user unsuccessfully attempts to login via the 

authentication system a predetermined number of times, such as three times for example, 

than the authentication system locks the account and sends an email to the email address 

informing the user of the unsuccessful login attempts. The email might also include one 

10 or more pictures of the person who failed to login and GPS or other data from the login 

attempt. The user may then confirm whether this was a valid login attempt and reset the 

system, or the user may report the login attempt as fraudulent. If there is a reported 

fraudulent login, or if there are too many lockouts, the system may delete the account 

associated with the email address to protect the user's security. Thus, future fraudulent 

15 attempts could not be possible. 

Feedback Meters 

[0120] To further facilitate imaging, the mobile device may include various feedback 

meters such as a movement meter or accuracy meter as shown in Figure 10. In one 

embodiment, the mobile device 1012 may display a movement meter 1024 that indicates 

20 the amount of movement the mobile device 1012 makes as the user moves the mobile 
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device 1012 to different positions relative to his/her head. For example, the movement 

meter 1024 may be represented as a line that slides from one side of the screen. In this 

manner, the enrollment process may require a certain threshold of device movement in 

order to register a user with the multi-dimensional authentication system. For example, 

5 the system could require that the mo bile device 1012 is moved in an arc or straight line and 

rotate at least 45 degrees in order to create the enrollment information. In another example, 

the system could require an acceleration experienced by the device exceeding a threshold 

amount. The movement meter may also aid the user in learning how to image 

himself/herself using the authentication system. 

10 [0121] The mobile device 1012 may also display an accuracy meter 1026 or any other 

visual representation of authenticated frames to aid the user in authenticating 

himself/herself using the authentication system and learning to improve authentication. 

The accuracy meter 1026 may show a user a match rate (graphical, alpha, or numerical) of 

a predetermined number of images obtained during the authentication process. The 

15 accuracy meter can be represented on the display in a variety of ways including numeric 

percentages, color representation, graphical, and the like. A combination of representations 

may also be utilized. 

[0122] For example, as shown in Figure 10, match rates for a predetermined number of 

images taken during authentication are represented on the accuracy meter. In the 

20 embodiment shown in Figure 10, each of the images may be represented by a column in a 

graph, and the accuracy can be shown for each image in each column. For example, the 

BGP-W-0428 v2 46 

Page 605 of 675



W&M Matter No.: FACIAL.0012P 
PATENT 

column with a longer bar represent higher accuracy, and a column with a lower bar 

represents lower accuracy. In addition to match rates for images, the match rates for the 

path parameter may also be displayed. Over time the user can improve. 

[0123] In another embodiment, each of the images may be represented on a table as a color 

5 that corresponds to the match rate. The color dark green may represent a very high match 

rate, light green may represent a good match rate, yellow may represent a satisfactory 

match rate, red may represent a mediocre match rate, and grey may represent a poor match 

rate. Other colors schemes may also be used. 

[0124] The height of the bars or the colors used may correspond to predetermined match 

10 rates. For example, a full bar or dark green may be a match rate greater than 99.9%, a 

three-quarter bar or light green may be a match rate between 90% and 99.9%, a half bar or 

yellow may be a match rate of 50-90%, red may be a match rate of20%-50%, and a single 

line to a quarter bar or grey may be a match rate of 0-20%. A pie chart, line graph, or any 

other type of representation could also be used or any other numerical or graphical display. 

15 An overall score may be presented or a score per image. 

[0125] The accuracy meter may also include a message 1028 indicating an overall match 

score. For example, the accuracy meter may indicate an average overall match score or the 

number of images which achieved a 99.9% match rate, and display the message to a user. 

With the movement meter 1024 and the accuracy meter 1026 as described above, the user 
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may quickly learn to use the authentication system due to the feedback presented by the 

meters 1024, 1026. 

Gamification and Rewards 

[0126] The movement and accuracy meters 1024, 1026 may also be configured to 

5 incorporates game features, aspects, or techniques into the authentication system to 

encourage a user to try and get the best match possible (such as a high number score or a 

high percentage of frames), increasing the user's skill in utilizing the authentication system. 

This also builds user adoption rates for the technology. 

[0127] For example, the user may compete with themselves to mimic or improve past 

1 o authentication scores to encourage or train the user to achieve a high score. Further 

modifications of the authentication meter may also be incorporated such as the ability to 

share accuracy match results with others to demonstrate one's skill in using the system or 

to compete against others. In other instances the user may receive a reward, such as a gift 

or coupon, for high accuracy scores. While this may slightly increase costs, the reduction 

15 in fraud loss would far outweigh the additional cost. 

[0128] Further game techniques may be incorporated into the authentication system to 

encourage users to take actions which will prevent unauthorized or fraudulent 

authentication. In one embodiment, the authentication system may award users that engage 

in fraud preventing activities. One such activity is utilizing the facial recognition 

BGP-W-0428 v2 48 

Page 607 of 675



W&M Matter No.: FACIAL.0012P 
PATENT 

authentication system described herein. For example, based on the above described 

accuracy meter, the system may reward a user that successfully authenticates with the 

system above a certain match rate. The system may award reward points, cash, or other 

prizes based on the successful authentication or on a predetermined number of successful 

5 authentications. Where reward points are utilized, the points may be cashed in for 

predetermined prizes. 

[0129] Other game features may involve award levels for users who gain a predetermined 

amount of experience using the authentication feature. For example, different reward 

levels may be based on users successfully authenticating 100 times, 500 times, 1000 times, 

10 etc. Because each instance of fraud loss can be significant and can damage the goodwill 

of the business or organization, the benefits to fraud prevention are significant. 

[0130] In one embodiment, the user may be notified that he or she has achieved various 

competency levels, such as a "silver level" upon achieving 100 successful authentications, 

a "gold level" for achieving 500 successful authentications, or a "platinum level" for 

15 achieving 1000 successful authentications. A number of points awarded for each 

authentication above a given match rate may increase based on the user's experience level. 

Of course, the names of the levels and the number of authentications for each level as 

described above are only exemplary and may vary as desired. 

[0131] In one embodiment, an authentication only counts toward reward levels when 

20 business is transacted at the web site while in other embodiments, repeated attempts may 
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be made, all of which count toward rewards. Another feature may incorporate a leader board 

where a user may be notified of a user ranking comparing his or her proficiency or 

willingness in using the authentication system as compared with other users. 

[0132] Successful use of the authentication system benefits companies and organizations 

5 that utilize the system by reducing costs for fraudulent activities and the costs of preventing 

fraudulent activities. Those cost savings may be utilized to fund the above described game 

features of the authentication system. 

[0133] Further activities that correspond to the authentication system and contribute to the 

reduction of fraud may also be incorporated to allow a user to earn points or receive prizes. 

1 o Such activities may include a user creating a sufficiently long and strong password that 

uses a certain number and combination of characters. This encourages and rewards users 

to set passwords that are not easily compromised. Other examples may include rewarding 

users to take time to perform verification steps in addition to an initial authentication such 

as a mobile phone or email verification of the authentication, answering one or more 

15 personal questions, or other secondary verifications as currently known or later developed. 

This rewards users for taking on added time and inconvenience to lower the risk of fraud 

to a company or organization. 

[0134] As another example, if the authentication service is used to login to websites or 

apps that provide affiliate programs, then the reward or gift can be subsidized from the 

20 affiliate commissions on purchases made on those sites. For example, if a commerce 
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(product or service) web site utilizes the method and apparatus disclosed herein to avoid 

fraud, and thus increase profits, then a percentage of each purchase made by a user using 

the authentication service will be provided to the authentication service. By reducing fraud, 

consumer purchases are more likely and additional users will be willing to enter financial 

5 and personal information. An affiliate link, code, or referral source or identifier may be 

used to credit the authentication system with directing the consumer to the commerce 

(product or service) web site. 

Multiple Account Login 

[0135] It is also contemplated that the authentication system may be configured to allow a 

1 o user to access a number of different web sites as a result of a single authentication. Because 

the authentication process and result is unique to the user, the user may first designate 

which participating web sites the user elects to log into and then after selecting which one 

or more web sites to log into, the user performs the authentication described herein. If the 

secure authentication is successful, then the user is logged into the selected web sites. In 

15 this way, the authentication process is a universal access control for multiple different web 

sites and prevents the user from having to remember multiple different user names and 

passwords while also reducing fraud and password overhead for each user. 

Automatic Start/Stop of Imaging 
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[0136] It is also contemplated that the system may be configured to have the video camera 

running on the phone. The mobile device would grab frames and path parameter data when 

the phone moves (using the camera, gyroscope, magnetometer, and accelerometer) but only 

process into biometric data on the device or send the frames up to the server if they have a 

5 face in them. In this embodiment, the application executing on the mobile device could 

trigger the software application to start saving frames once the phone is moving and then 

if the phone continues to move in the correct path ( a semi-circle, for example) and the 

system detects a face in the frame the mo bile device would start to send images, a portion 

of the image, or biometric data to the server for processing. When the system senses 

1 o motion it may trigger the capture of images at certain intervals. The application may then 

process the frames to determine if the images contain a face. If the images do include a 

face then the application crops it out and then verifies if the motion path of the mobile 

device is similar to the one use used during enrollment. If the motion path is sufficiently 

similar, then the application can send the frames one at a time to the server to be scanned 

15 or processed as described above. 

Banding and Edge Detection 

[0137] When a fraudulent attempt is made using a display screen, such as an LED, LCD, 

or other screen, the system may detect the fraudulent login attempt based on expected 

attributes of the screen. In one embodiment, the authentication system will run checks for 

20 banding produced by digital screens. When banding is detected, the system may recognize 

a fraudulent attempt at a login. In another embodiment, the system will run checks for 
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edge detection of digital screens. As the mobile device is moved to obtain the 

authentication movement during a login attempt, the system checks the captured images to 

for edges of a screen to recognize a fraudulent login attempt. The system may also check 

for other image artifacts resulting from a screen such as glare detection. Any now know 

5 or later developed algorithms for banding and screen edge detection may be utilized. Upon 

detection of fraud will prevent authentication and access to the website or prevent the 

transaction or account access. 

Other Attributes Estimation 

[0138] The authentication system may further conduct an analysis on the enrollment 

10 images to estimate at least one of a gender, an approximate age, and an ethnicity. In an 

alternative embodiment, the user may manually enter one or more of their gender, an 

approximate age, and an ethnicity, or this information may be taken or obtained from 

existing records which are known to be accurate. The authentication system may then 

further store a user's estimated gender, age, and ethnicity as enrollment credentials or user 

15 data. Thus when the user later attempts to authenticate with the system, the system will 

compare derived gender, age, and ethnicity obtained from authentication images (using 

biometric analysis to determine such data or estimates thereof based on processing) with 

the stored gender, age, and ethnicity to determine whether or not to authenticate the user. 

For example, if the derived data for gender, age and ethnicity matches the stored enrollment 

20 credentials, then the authentication is successful or this aspect of the authentication is 

successful. 
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[0139] The authentication system may make the gender, age, and ethnicity estimations 

based on a single image during the authentication process or based on multiple images. 

For example, the authentication system may use an image from the plurality of images that 

has an optimal viewing angle of the user's face for the analysis. In other embodiments, a 

5 different image may be used for each analysis of age, gender, and ethnicity when different 

images reveal the best data for the analysis. The authentication may also estimate the 

gender, age, and ethnicity in a plurality of the images and average the results to obtain 

overall scores for a gender, age, and ethnicity. 

[0140] As an alternative to obtaining the gender, age, and ethnicity as enrollment 

10 information, the estimated gender, age, and ethnicity estimations as authentication 

credentials may be set over a course of repeated use of the authentication system. For 

example, if in previous successful authentications using biometrics and movement 

information, the authentication system always estimates a user's age being between 40 and 

50, then the authentication may set credentials for that user requiring later login 

15 information to include images of a face estimated to be between 40 and 50. Alternatively, 

gender, age, and ethnicity estimations may be implemented as one of many factors 

contributing to an overall authentication score to determine whether or not to authenticate 

a user. 

[0141] For example if the authentication process has a gender estimation of+ or - 0.2 of 

20 1.9 male rating, then if the actual results do not fall within that range the system may deny 

access for the user. Likewise, if the user's age range always falls between 40-50 years of 
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age during prior authentication attempts or enrollment, and an authentication attempt falls 

outside that range, the system may deny access or use the result as a compounding factor 

to deny access. 

[0142] In a further embodiment, when a bracelet or watch capable of obtaining an EKG 

5 signature is used, a certain EKG signature may be required at login. The EKG signature 

could also be paired with the facial recognition rotation to provide multiple stage sign-on 

for critical security and identification applications. Further, the credentials could also 

include GPS information where login is only allowed within certain geographic locations 

as defined during enrollment. In one configuration the GPS coordinates of the mobile 

10 device are recorded and logged for a login attempt or actual login. This is additional 

information regarding the location of the user. For example, if the GPS coordinates are in 

a foreign country known for fraud, then the attempt was likely fraudulent, but if the GPS 

coordinate indicate the attempt or login was made in the user's house, then fraud is less 

likely. In addition some applications may only allow a user to login when at specified 

15 location such as a secure government facility or at a hospital. 

[0143] The enrollment information may further include distance information. Because the 

motion arc (speed, angle, duration ... ) is unique to each user, face detection software on the 

device can process the images and determine if the device is too close or too far from the 

subject. Or in other words, the enrollment information may take into account the size of 

20 the face in the images. Thus the potential enrollment information may also vary based on 

the length of a user's arm, head, and face size, and on the optics of the camera in the user's 
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particular mobile device. The user may also be positioned at a fixed computer or camera, 

such as laptop, desktop, or atm. The user may then move the face either forwards and back, 

side to side, or up and down ( or a combination) to create the images. Hence, this method 

of operation is not limited to a mobile device. In one embodiment, the camera is located 

5 in an automobile, such as in a mirror, and the person moves their head or face to 

authenticate. 

Gradual Authentication Access 

[0144] In one embodiment, the system is set to limit what the user can do when first 

enrolled and authenticated. Then, after further authentications or after a predetermined 

10 time period and number of authentications, additional capabilities may be granted. For 

example, during the first 20 authentications during the first 3 months, a maximum 

transaction of$100 may be allowed. This builds of database of known authentication data 

in connection with non-objected to transactions by the user. Then, during the next 20 

authentications a transaction limit of $3000 may be established. This limits the total loss 

15 in the event of fraud when the authentication data is limited and the user is new to the 

system, for example if an unauthorized user is able to fraudulently enroll in the 

authentication system. 
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[0145] When the user images himself/herself using a front-facing camera, the user may 

confirm that his/her face is being imaged by viewing the image on the display, as described 

above. The image shown on the display may be configured so as to be smaller in area than 

5 the entire display, and may be positioned in an upper portion of the display towards the top 

of the device. When the user's image is shown only in the top portion of the user's display 

screen, the user's eyes tend to look more closely at the front camera. When the user's eyes 

are tracking up, the accuracy of the facial recognition may be improved. Further, tracking 

the movement of the eyes from frame to frame may allow the system to validate that the 

1 o images are of a live person, and are not from a photograph or video recording of the person. 

[0146] The image shown on the display may also be positioned to correspond with a 

camera location on the user's device, as shown in FIGS 1 lA-1 lC. Mobile devices that are 

available today may include front-facing cameras disposed at a number of different 

positions. For example, one mobile device 1112a, 1112,b may have a front-facing camera 

15 1114a, 1114b that is disposed above the display and off center towards one side or the 

other, as shown in FIGS 1 lA and 11B. Accordingly, the feedback image 1116a, 1116b of 

the user shown on the display may be positioned so as to correspond with the location of 

the camera 1114a, 1114b as shown. In FIG llA, where a camera 1114a is above the display 

and is off-center at a position left of the center, then the image 1116a may be shown in an 

20 upper left comer of the display. In FIG 11B, where a camera 1114b is above the display 

and is off-center at a position right of the center, then the image 1116b may be shown in 
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an upper right comer of the display. As shown in Figure 1 lC, a mobile device 1112c may 

have a camera 1114c that is disposed centered directly above the display. There, the image 

1116c may be displayed centered in an upper portion of the display. In this manner, a 

user's eyes are directed close to and/or track as close to the camera as possible, aiding eye 

5 tracking and movement verification. The user is also able to better see the feedback image, 

and other feedback or information on the screen, as they move the mobile device. 

[0147] The image viewed on the display by the user may further be modified such that the 

edge pixels on the sides display are stretched horizontally as shown in Figure 12. That is, 

a predetermined area 1206, 1208 on both the right and the left sides are warped to stretch 

10 towards right and left edges, respectively, of the screen. This allows a larger vertical 

portion of the displayed image to be shown on the display. Simultaneously, this trains a 

user to use the system correctly by keeping his or her face in the center of the screen, as his 

or her face would become warped on the screen if it becomes off center and part of the face 

enters the one of the warped areas. 

15 Authentication in Low-light Environments 

[0148] To facilitate imaging, the screen on the mobile device may additionally be 

displayed with a white background, and the brightness of the screen may be increased to 

light up the user's face in dark environment. For example, a portion of the display could 

provide video feedback for the user to ensure he or she is imaging himself or herself, while 

20 the remaining portion of the display is configured to display a bright white color. Referring 
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back to the example shown in Figure 11 C, this may be done by showing the video feedback 

1116c on a center of the display, with the surrounding areas being displayed as bright white 

bars around the video feedback 1116c. In very dark situation, an LED flash on the back 

side of the mobile device and the back facing camera may be used. Alternatively, the 

5 camera may be configured to create an image using infrared light or other night vision 

techniques. 

[0149] When infrared imaging is used as thermal imaging, further security enhancements 

are possible. Particularly, the thermal imaging may be analyzed to indicate whether or not 

the obtained images are from an actual user or are fraudulent images from a screen or other 

10 device. When a person is in front of an infrared thermal imaging camera, the heat radiation 

detected should be fairly oval shaped designating the person's head. In contrast, the heat 

radiating from a screen is typically rectangular. Further, the heat patterns detected in the 

actual person's face as well as the movement of the heat patterns in the images can be 

compared with expected heat patterns of a human face so as to distinguish the images from 

15 fraudulent authorization attempts using a screen. 

Detecting Output from the Mobile Device 

[0150] The display or other light source on the mobile device may further be utilized to 

provide additional security measures. During the authentication process described above, 

light from the display or other light source is projected onto the user's face and eyes. This 

20 projected light may then be detected by the camera of the mobile device during imaging. 
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For example, the color tone detected on the skin, or a reflection of the light off of the cornea 

of a user's eye may be imaged by the camera on the mo bile phone. Because of this, random 

light patterns, colors, and designs may be utilized to offer further security and ensure there 

is a live person attempting authentication and not merely an image or video of a person 

5 being imaged by a fraudster. 

[0151] As one example, when a user begins authentication, the authentication server may 

generate and send instructions to the user's device to display a random sequence of colors 

at random intervals. The authentication server stores the randomly generated sequence for 

later comparison with the authentication information received from the mo bile device. 

10 During authentication imaging, the colors displayed by the device are projected onto the 

user's face, and are reflected off of the user's eyes ( the cornea of the eyes) or any other 

surface that receives and reflects the light from the screen. The camera on the user's mobile 

device detects the colors that are reflected off of the user's skin or eyes ( or other surface) 

and generates color data indicating the colors detected based on the screen projection. This 

15 data may be returned to the authentication server to determine if the color sequence or 

pattern sent to the mobile device matches that known sequence or pattern projected by the 

screen of the user device. Based on this comparison at the authentication server the 

authentication is a success or denied. The comparison with the random sequence of colors 

in the instructions may alternatively occur exclusively at the user device to determine that 

20 a live user is being authenticated. 
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[ 015 2] As another example, when a user begins authentication, the authentication server 

may send instructions the user's device to display a randomly generated pattern which is 

then stored on the authentication server. This pattern may include graphics, text, lines or 

bars, flashing light patters, colors, a QR code, or the like. The randomly generated pattern 

5 is displayed during authentication imaging, and the pattern is reflected off of the user's 

eyes (cornea). The camera of the user's device detects the reflected pattern off of the eye 

of the user and processes the reflected, mirrored image of the displayed pattern. The 

processed pattern (such as being converted to a numeric value) is transmitted to the 

authentication server and compared to the pattern that was randomly generated and stored 

10 on the authentication server to verify if the pattern displayed by the screen, and imaged 

after reflection off the user's face establishes a pattern match. 

[0153] If a match occurs, this establishes or increases the likelihood that a live person is 

being imaged by the device. If the pattern is not a match, or does not meet a match 

threshold level, then the authentication process may fail (access denied) or the account 

15 access or transaction amount may be limited. It is noted that this example could also be 

incorporated on desktop computer with a webcam that does not incorporate the enrollment 

movement and authentication movement described above. Further, this example may not 

only be incorporated with facial recognition, but could also serve as an added layer of 

security for iris recognition or any other type of eye blood vessel recognition, or any facial 

20 feature that is unique to a user. 
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[0154] When the above example is implemented on a desktop computer, eye tracking may 

also be utilized to further demonstrate the presence of a live user. For example, the screen 

could show a ball or other random object or symbol moving in a random pattern that the 

user watches with his or her eyes. The camera can detect this real time movement to verify 

5 the user is live, and not a picture or display, and verify that the eye or head movements 

correspond to and match the expected movement of the object or words on the screen, 

which are known by the authentication system. Eye tracking can also be done by 

establishing an anchor point, such as via a mouse click at a location on the screen ( assuming 

that the user is looking at the location where the mouse click takes place), and then 

1 o estimating where the user is looking at the screen relative to the anchor position. 

[0155] The use of a moving object on the screen may also be beneficial during enrollment 

on either a mobile or stationary device. For example, while capturing the enrollment 

images, the device may display a moving digital object (such as a circle or words(s)) that 

moves around the screen so that the user is encouraged to follow it with his or her head and 

15 eyes. This movement may be involuntary from the user, or the device may be configured 

to instruct the user to follow the object. This results in movement of the head and/or eyes 

creating small changes in the orientation of the user's head and face with the device camera, 

providing more complete enrollment information. With more complete enrollment 

information, the system may better ensure that the user will later be authenticated at a high 

20 rate even at slightly different angles during future authentication attempts. 

Intuitive User Training and Enhanced Security by "Zooming" 
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[0156] In one embodiment, the system is configured to aid the user to easily learn to 

authenticate with the system. As shown in Figure 13A, once enrollment or authentication 

is begun as described previously, the system causes the user's mobile device 1310 to 

display a small oval 1320 on the screen 1315 while the mobile device 1310 is imaging the 

5 user. Instructions 1325 displayed on the screen 1315 instruct the user to hold the mobile 

device 1310 so that his or her face or head appears within in the oval 1320. Because the 

oval 1320 is small, the user is required to hold the mobile device 1310 away from his or 

her body, such as by straightening his or her arm while holding the mobile device 1310. 

The maximum arm length and face size is unique to the user. In other embodiment, the 

1 o arm may not be fully straightened such as to accommodate operation when space is not 

available, such as in a car or in a crowded location. It is noted that while the small oval 

1320 is shown centered in the display, it may be positioned anywhere on the screen 1315. 

[0157] Next, as shown in Figure 13B, the system causes the user's mobile device 1310 to 

display a larger oval 1330 on the display 1315. The display 1315 may also show 

15 corresponding instructions 1335 directing the user to "zoom in" on his or her face in order 

to fill the oval 1330 with his or her face. The user does this by bringing the mobile device 

1310 closer to his or her face in a generally straight line to the user's face (such as shown 

in FIGS. 7A and 7B) until the user's face fills the oval 1330 or exceeds the oval. In other 

embodiments, the large oval 1330 may simply be a prompt for the user to bring the mobile 

20 device 1310 closer to the user's face. 
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[0158] Thus, the system provides and teaches the user a simple method to provide 

enrollment and authentication images along with enrollment and authentication movement 

as explained above. The system may also teach varying enrollment and authentication 

movement by varying the location of the small oval 1320 on the screen 1315, and by 

5 changing the order and the size of the ovals displayed. For example the user may zoom in 

½ way, then out, then in all the way, by moving the mobile device. The system may be 

configured to monitor that the camera's zoom function (when equipped) is not in use, 

which typically requires the user to touch the screen. 

[0159] In one embodiment, the enrollment movement may be omitted, and the 

1 o authentication movement may be compared to expected movement based on the prompts 

on the screen. For example, the device or authentication server generates a series of 

differently sized ovals within which the user must place his or her face by moving the 

mobile device held in the user's hand. In this manner, the authentication movement may 

be different during each login depending on the order, size, and placement of the ovals 

15 shown on the screen. 

[0160] The system may also incorporate other security features when the "zoom in" 

movement is used as shown in Figures. 13A and 13B. Typical cameras on a mobile device 

or any other device include a curved lens. This results in a "fish-eye" effect in the resulting 

images taken by the camera. In some instances, this curvature may not be visible to the 

20 human eye, or may only be noticeable at certain focal lengths. The curvature or fish eye 

effect can vary with focal length or distance between the user and the lens. The degree of 
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the fish-eye effect is dependent on the type of optics used in the camera's lens and other 

factors. 

[0161] The fish-eye effect becomes more pronounced on an image of a person's face when 

the person images his or her face close to the lens. The effect results in the relative 

5 dimensions of the person's face appearing different than when the imaging is done with 

the person's face farther away from the lens. For example, a person's nose may appear as 

much as 30% wider and 15% taller relative to a person's face when the image is taken at a 

close proximity as compared to when the image is taken at a distance. The differences in 

the relative dimensions are caused by the relatively larger differences in focal length of the 

1 o various facial features when the person is imaged close to the lens as compared to the 

relatively equal distances in focal length when the person is imaged at a distance farther 

from the lens. 

[0162] Such differences have been found to be significant in many facial recognition 

algorithms. That is, a facial recognition algorithm may not recognize a live person imaged 

15 at a close proximity and a far proximity as the same person. In contrast, if a two 

dimensional photograph of a person is imaged by the camera at both a close proximity and 

a farther proximity, the relative focal lengths between the lens and the two-dimensional 

image do not change so significantly. Thus, a facial recognition algorithm would recognize 

the two-dimensional photograph as the same person when imaged at both a close proximity 

20 and a distance farther from the lens. 
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[0163] This effect may be used to increase the security of the authentication system. For 

example, during enrollment, enrollment images may be provided by the user at both the 

close and far proximity from the lens, in addition to other positions through the movement. 

Later, during authentication, authentication images may be obtained at both the close and 

5 far distances from the lens to determine if they match with the enrollment information 

obtained from the enrollment images. Further, because the fish-eye effect is expected when 

an actual, three-dimensional person is present, an absence of the relative change in the 

dimensions of the facial features alerts the system to a fraudulent attempt at authentication. 

This effect could not easily be re-created with a two dimensional picture (printed 

10 photograph or screen) and thus, this step can serve as a secure test to prevent a two 

dimensional picture (in place of a live face) from being used for authentication. 

[0164] In other words, using this movement of "zooming" in and out on the user's face, 

two or more biometric profiles could be created for the same person. One of the multiple 

profiles for the person may be imaged farther from the camera, and one of the multiple 

15 profiles may be for the person imaged closer to the camera. In order for the system to 

authenticate the person, the authentication images and biometrics must match the two or 

more profiles in the enrollment images and biometrics. 

[0165] In addition, the system may detect the presence of a real person as compared with 

a fraudulent photograph of a person by comparing the background of the images obtained 

20 at a close and a far proximity. When the mo bile device 1310 is held such that the person's 

face fits within the oval 1320, objects in the background that are almost directly behind the 
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person may be visible. However, when the mobile device 1310 is held such that the 

person's face fits within the larger oval 1330, the person's face blocks the cameras ability 

to see the same objects that are almost directly behind the person. Thus, the system may 

compare the backgrounds of the images obtained at the close and the far proximity to 

5 determine whether the real person is attempting authentication with the system. 

[0166] Of course, in Figures. 13A and 13B, shapes or guides other than ovals 1320 and 

1330 may be used to guide the user to hold the mobile device 1310 at the appropriate 

distance from his or her face. For example, the mobile device 1310 may show a full or 

partial square or rectangle frame. Further, the system may vary the size and location of the 

10 frame, such as the ovals 1320, 1330 to add further security. For example, the system may 

require a medium sized frame, a small frame, and then a large frame. As another example, 

the system may require a small frame at a first location and a second location, and then a 

large frame. This may be done randomly in order to teach different users different 

enrollment and authentication movements. 

15 [0167] The number of frame sizes presented to the user may also vary for a single user 

based on the results of other security features described herein. For example, if the GPS 

coordinates of the mobile device show that the device is in an unexpected location, more 

frames at different distances may be required for authentication. One or more indicators, 

such as lights, words, or symbols may be presented on the screen so as to be visible to the 

20 user to direct the user to the desired distance that the mobile device should be from the 

user. 
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[0 168] In Figures 13A and 13B, the system may predict the expected fish-eye distortion of 

the images based on the mobile device used for enrollment and authentication, and based 

on known and trusted enrollment data. In addition or as an alternative, the known 

specifications of a mobile phone camera for a given model may be utilized to predict the 

5 expected distortion of the person's facial features at different distances from the lens. Thus, 

the authentication may be device dependent. Further, enrollment information from the user 

is not required at every possible distance from the camera. 

[0169] For example, as described above, enrollment images and biometrics may be 

obtained for a user at two distances from the user. During authentication, multiple images 

10 are captured in addition to images corresponding the close and far distances of the 

enrollment images and biometrics. Based on the expected distortion of these intermediary 

images according to the distanced traveled by the device, the system may validate that the 

change in distortion of the images is happening at the correct rate, even though only two 

enrollment profiles are obtained. 

15 [0170] The capturing of these images may be still images or video, such that frames or 

images are extracted from the video that is taken during the movement from the first 

position distant from the user and the second position proximate the user. Thus, it is 

contemplated the operation may capture numerous frames during the zoom motion and 

ensure that the distortion is happening at the correct rate for the head size and the movement 

20 of the mobile device distance based on data from the accelerometers, magnetometers, and 

so forth. 
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[0171] Over time based on accumulated data, or calculated data during design phase, the 

system will have data indicating that if a phone is moved a certain distance toward a user's 

face, then the distortion effect should fall within a known percentage of the final distortion 

level or initial distortion level. Thus, to fool or deceive the authentication system disclosed 

5 herein, the fraud attempt would not only need to distort the fraudulent two-dimensional 

picture image, but would also need to cut the background, and then make a video of the 

face, distortion, and background that does all of this incrementally and at the correct speed, 

all while not having any banding from the video screen or having any screen edges visible, 

which is very unlikely. 

10 [0172] Many currently known facial detection and facial recognition algorithms are 

configured to look for a small face within an image. Thus, in order to ensure that the facial 

detection and recognition algorithms detect and recognize the user's face in the zoomed in 

image (Figure 13B), the system may add a large buffer zone around the image taken at a 

close proximity. This creates a larger overall image and allows current facial detection and 

15 recognition algorithms to detect and recognize the face, even where the face of the user is 

large in the original image. 

[0173] When the enrollment and authentication movement resulting from the process 

described with Figures 13A and 13B is used, the eye tracking security features described 

above may also be enhanced. For example, when the user is instructed to bring the mobile 

20 device 1310 closer to his or her face to fill the oval 1330, the QR code, a random shape, a 

bar code, color, text, numbers or any other visual indictor may be displayed on the screen. 
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At this close distance, the reflection of the displayed indicator off of the user's eye or face 

may be more easily imaged by the camera. Furthermore, eye movement, blinking, and the 

like to determine the "liveness" of the person being imaged may also be more easily 

obtained at the close proximity. 

5 [0174] In one embodiment, at least one blink is required to prove liveness for 

authentication. In another embodiment, blinks may be counted and the number of blinks 

may be averaged over time during authentications. This allows for an additional factor in 

authentication to be the number of blinks observed during the motion. If a pattern of when 

the user blinks during the motion is observed, the system may verify that the user blinks at 

1 o the expected time and device location during the motion during future authentication 

attempts. 

[0175] In other embodiments, the size or location of the oval or frame may change to sizes 

or locations other than that shown in Figures 13A, 13B such that the user must position 

and/or angle the phone to place his or her face within the oval. This establishes yet another 

15 method of insuring liveness of the user. 

[0176] In one exemplary method, the mobile device is positioned at a first distance from 

the user and a first image captured for processing. This distance may be linearly away 

from the user and in this embodiment not in an arc or orbit. This may occur by the user 

moving the mobile device, either by hand, or by the mobile device being on a movable 

20 device or rail system. Or, the lens system may be adjusted if in a fixed system to change 
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the size of the user's face in relation to the frame size. Alternatively, the user may stay 

stationary, the multiple cameras may be used, or camera may move without the user 

moving. Once some form of movement (from a device, camera, lens, or user) has occurred 

to establish the camera at a second distance, a second image is captured for processing. 

5 Movement from the first position to the second position may be straight toward the user. 

Processing occurs on both images. 

[0177] The processing may include calculations to verify a difference between the two 

images, or a difference in biometrics obtained from the two images, that indicates that a 

real person is being imaged. Processing may occur to compare the first authentication 

10 image to a first enrollment image ( corresponding to the first distance) to determine if a 

match is present and then compare the second authentication image to a second enrollment 

image ( corresponding to the second distance) to determine if a match is present. If a match 

occurs, then authentication may proceed. 

[0178] Variations on these methods are also possible with the system requiring a match at 

15 the first distance, but a failure to match at the second distance, thereby indicating that the 

second image is not of a two-dimensional picture. The processing resulting in a match or 

failure to match may be any type image or facial recognition processing algorithm. As 

with other processing described herein, the processing may occur on the mobile device, 

one or more remote servers, or any combination of such devices. 
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[0179] All the processing described herein may occur on only the mobile device, only a 

remote server, or a combination there. The biometric data may be stored on the mobile 

device or the server, or split between the two for security purposes. For example the images 

could be processed on the mobile device, but compared to enrollment data in the cloud or 

5 at a remote server. Or, the images could be sent to the cloud (remote server) for processing 

and comparison. 

Touch Screen Enhancements 

[0180] Additional added security modifications may include information about a user's 

finger. Many mobile devices with touch screens can detect the location and approximate 

10 size of a user's touch on the screen. Accordingly, an approximate size of a user's finger or 

thumb may be measured by the system. In addition to the size of a finger, an orientation 

angle of the finger or whether the fingers or thumbs of the right or left hand are used can 

be detected. 

[0181] In one embodiment, a user selects an account to open, begins enrollment imaging, 

15 or begins authentication imaging by touching the touchscreen of the user device. The 

authentication system may thus detect whether the touch by a user during authentication 

corresponds with previously stored enrollment information including the size of the user's 

finger or thumb, amount of pressure applied to the screen and whether the user is right or 

left handed. This adds an additional security layer for the authentication system. 
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[0182] Furthermore, the authentication system may require that the user initiates an 

authentication by touching a fingerprint reader or the touchscreen m one or more 

predetermined manners. In one embodiment, as shown in Figure 14, a touchscreen 1410 

may be divided up into predetermined regions 1420. For example, there may be nine equal, 

5 circular, square, or other shaped regions 1420 on the touchscreen 1410 of the mobile 

device. During enrollment, the user selects one of the regions 1420 of the screen 1410 to 

touch to initiate authentication. During authentication, if the preselected region 1420 is not 

touched to begin authentication or during the entire authentication process, then 

authentication is denied. This is but one possible design possibility and other design 

10 options are contemplated. 

[0 183] The regions 1420 on the touchscreen may be visually represented by a grid, or may 

not be displayed at all on the touchscreen 1410. As shown in Figure 15, in addition to or in 

place of the regions 1420, buttons 1520 may be displayed on a touchscreen 1510. Here, 

the user may initiate the authentication by pressing one or more of the buttons 1520 in a 

15 predetermined pattern. The user may also initiate authentication via a predetermined 

swiped pattern. The position to be touched by the user may change with each 

authentication attempt and may be conveyed to the user through any instructions from the 

authentication server, such as a code, number, letter, color, captcha or other indicator. 

Voice Parameters 
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[0184] It is also contemplated that the user could record their voice by speaking a phrase 

while recording their images during the enrollment process when first using the system. 

Then, to authenticate, the user would also have to also speak the phrase when also moving 

the mobile device to capture the image of their face. Thus, one additional path parameter 

5 may be the user's spoken voice and use of voice recognition as another layer or element of 

the authentication process. 

Image Quality Assurance 

[0185] The authentication system may also process the images received from the mobile 

device to determine if the images are of sufficient quality. For example, the system may 

10 check the images for blurriness caused by the images being out of focus or by the camera 

lens being obscured by fingerprints, oils, etc. The system may alert that user that the quality 

of the images is insufficient (or too bright or too dark) and direct the user to adjust a focus, 

exposure, or other parameter, or to clean the lens of the camera. 

Autofocus 

15 [0186] The authentication system may also utilize an autofocus feature when the mobile 

device camera is equipped with such. For example, when an actual, three-dimensional 

person is being imaged, the system checks to ensure that the sharpness of the image changes 

throughout as the camera perform auto-focusing. In another embodiment, the system may 

control the autofocus so that the camera focuses on a first location or distance to check for 
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sharpness (in focus) of a portion of the image containing a face. The system then controls 

the camera to focus at a second location or distance where the presence of a face is not 

detected and check for sharpness (in focus) ofa portion of the image. Ifa three dimensional 

person in a real environment is being imaged, it is expected that the focal length settings 

5 should be different at the first and second locations, which suggests a real person is 

presently being imaged. However, if the focal lengths of both locations are the same, this 

indicates that a two dimensional photograph or screen is being imaged, indicating a 

fraudulent login attempt. 

[0187] The system may also control the auto-focus of the device to check for different 

10 focal lengths of different particular features in the image. For example, when a person's 

face is imaged from the front, a person's ear is expected to have a different focal length 

(more distant) than the tip of a person's nose. 

Images of Login Attempt 

[O 188] The authentication server may also be configured to store the authentication images 

15 for a predetermined length of time. The images may provide additional security benefits 

as evidence of a person attempting to log in to a user's account. For example, the system 

may store a predetermined number of prior log in attempts, such as twenty login attempts, 

or store images from login attempts for a predetermined time period, such as during the 

past seven days or weeks. Any fraud or attempted fraud will result in pictures of the person 

20 attempting the login being stored or sent to the authentication server of the account server. 
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[0189] The mere knowledge that photos will be taken and sent is a significant deterrent to 

any potentially dishonest person because they know their picture will be taken and stored, 

and it is an assurance of security to the user. Likewise, any attempted and failed attempt 

can have the photo stored and indicator of who is attempting to access the account. It is 

5 also contemplated that an email or text message along with the picture of the person 

attempting the failed log in may be sent to the authorized user so they know who is 

attempting to access their account. This establishes the first line of security for the account 

as the user with the photo or image also being possessed by the authentication server. 

10 Adaptive Match Thresholds 

[0190] Further, the level or percentage of correspondence between the enrollment 

information and the authentication information to authenticate the user may change over 

time. In other words, the system may comprise an adaptive threshold. 

[0 191] After a user regularly uses the authentication system described above, the user will 

15 have logged in with the system by moving the mobile device in the predetermined path 

relative to his or her head a large number of times. Accordingly, it may be expected that 

as the user will gain experience using the authentication system, and that the user will 

gradually settle into a comfortable and standardized motion path. In contrast, the initial 
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enrollment movement of a user will likely be the most awkward and clumsy movement as 

the user has little experience with the authentication system. 

[0192] In order to make the authentication system more convenient for the user without 

losing security, the adaptive threshold system allow the enrollment movement to adapt so 

5 that the user is not locked into the awkward and clumsy initial movement as the enrollment 

movement. To facilitate this, upon each successfully authorization, the successful 

authorization movement is stored, and the motion path is added to a list of acceptable 

motion paths. The list of acceptable motion paths may be limited to a predetermined 

number of paths. When a new successfully authorization is completed and the list of 

10 acceptable motion paths is full, the older enrollment motion path is deleted and the newest 

is stored in its place. Alternatively, the motion path that is least similar to the other motion 

paths stored on the list may be deleted. Thus, by storing the most alike or newest motion 

paths, the enrollment movement may slowly adapt over time as the user because familiar 

with the system and settles into a comfortable motion path for authentication. 

15 [0193] In addition, other enrollment information may adaptively change in a similar 

manner as the user information. For example, successful authentication photos or 

biometric information can be stored as part of the enrollment information, and old 

enrollment information may be discarded over time. In this manner, the authentication 

system can be convenient for a user even over a long period of time as the user experiences 

20 aging, facial hair growth, different styles of makeup, new glasses, or other subtle face 

alterations. 
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[0194] Determining how much variance is allowed over time in the motion path or the 

biometric information, or both may be set by the entity requiring authentication in order to 

meet that entity's security requirements. Time or number of scans after the initial 

enrollment can be used to modify the adaptive threshold. For example, during a first few 

5 days after enrollment, the threshold may be lower while a security threat is low and the 

differences in paths are likely to be higher. After a number of authentications or a number 

of days, the threshold may increase. The threshold further may be set based on trending 

data of either the motion path or biometric information. For example, the threshold may 

be more lenient in a direction the data is trending, while having a tighter tolerance for data 

1 o against the trend. 

[0195] A temporal aspect may also be added along with the location information. For 

example, if the user conducts and authenticates a transaction near his home, and then one 

hour later another transaction is attempted in a foreign country, the transaction may be 

denied. Or it may be denied if the distance between the prior authentication location and 

15 the next authentication location cannot be traveled or is unlikely to have been traveled in 

the amount of time between login or authentication attempts. For example, if the user 

authenticates in Denver, but an hour later an attempt is made in New York, Russia or 

Africa, then either first or second attempt is fraudulent because the user likely cannot travel 

between these locations in 1 hour. 

20 [0196] Further, if the next transaction is attempted at a more reasonable time and distance 

away from the first transaction, the level of correspondence threshold may be raised to 
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provide added security, without automatically denying the transaction. Likewise, an 

altimeter may be used such that if the altitude determined by the mo bile device is different 

than the altitude of the city in which the user is reported to be located, then this may indicate 

a fraud attempt. Thus, altitude or barometric readings from the mobile device may be used 

5 to verify location and can be cross referenced against GPS data, IP address or router 

location data, or user identified location. 

Random Image Distortion 

[0197] In order to provide an additional layer of security to the facial recognition 

authentication system, the system may utilize random image distortion. For example, a 

10 user may be assigned a random distortion algorithm upon enrollment into the system. The 

distortion algorithm may include such distortions to the image as widening or narrowing 

the person's face by a predetermined amount, adding or superimposing a predetermined 

shape at a predetermined position on the user's face. As one example of this, the distortion 

may be a circle superimposed at 100 pixels above the user's left eye. 

15 [0198] With the uniquely assigned distortion on the images from the user, the biometric 

data for that user will be unique to the account or device used by the user. That is, the 

enrollment biometrics stored on the authentication server or on the mobile device will 

reflect not only the facial features of the user, but also will reflect the uniquely assigned 

image distortion. Thus, even if an accurate, fraudulent representation of a person were 

20 used on a different device or via a different account, the proffered authentication biometrics 
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would not sufficiently correspond due to a different or an absence of the unique distortion. 

Thus, the overall security may be enhanced. 

Security Layers 

[0199] It is noted that each of the above embodiments, modifications, and enhancements 

5 may be combined in any combination as necessary to create multiple layers of security for 

authentication. For example, the facial recognition may be combined with motion 

detection or path detection, or operate independently of these features for authentication. 

Further, when more than one of the above described enhancements or modifications are 

combined, the authentication system may be configured so as not to provide any feedback 

1 o or indication on which layer failed authentication. 

[0200] For example, when a predetermined touch pattern to initiate authentication is 

combined with the authentication movement and facial authentication, the system does not 

indicate whether a touch pattern was incorrect, or the authentication movement or 

authentication images failed to correspond to the enrollment information. Instead, the 

15 system provides an identical denial of authentication no matter what failure occurs. This 

is the case when any number of the security features described above are combined. In this 

manner, it is difficult for a fraudster to detect what aspect of the fraudulent credentials must 

be corrected, further enhancing the security of the system. 
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[0201] All of the above features may be incorporated together, or only some features may 

be used and others omitted. For example, when the device prompts the user to move the 

device so that the user places his or her head within a first small frame (such as an oval) 

then to a second large frame (such as in FIGS. 7A, 7B, 13A, and 13B), the system may be 

5 configured such that facial recognition need not be performed on the image(s) in the first 

frame ( distantly captured frames). The security of the system is maintained by performing 

facial recognition throughout the imaging at some point between the first and second 

frames, and at the second frame. This may especially be true when also integrated another 

layer of security, such as checking eye tracking following a moving object on the screen, 

10 or reading a reflection of a QR code or random shape off of the user's eye. In another 

embodiment, when two or more cameras are used creating three dimensional, stereoscopic 

images, the facial recognition may not be performed at the first, far away frame, but instead 

the liveness of the person may be validated at the closer in frame only after the movement 

of the device. In still other embodiments, other security layers may be used, and the motion 

15 parameters may be omitted. Such combinations may be beneficial for larger or stationary 

devices, such as gaming laptop computers, personal desktop computers, a stationary kiosk, 

or the like. 

Example Applications 

[0202] Likewise, although described herein as financial account authentication, the 

20 authentication using path parameters and image data may be implemented in any 

environment requiring verification of the user's identity before allowing access, such as 
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auto access, room access, computer access, web site or data access, phone use, computer 

use, package receipt, event access, ticketing, courtroom access, airport security, retail sales 

transaction, IoT access, or any other type of situation. 

[0203] For example, an embodiment will be described where the above authentication 

5 system is used to securely conduct a retail sales transaction. In this embodiment, a user is 

enrolled with the authentication server or an authentication application on the mobile 

device as described above and has generated enrollment information including enrollment 

images and/or biometrics, and enrollment movement. In this example, the user initiates or 

attempts to complete a transaction at a retail establishment with a credit card, smart card, 

1 o or using a smart phone with NFC capabilities. 

[0204] The user begins the transaction by swiping a credit card, smart card, or using an 

application on a smartphone with NFC capabilities to pay for goods or services. The retail 

establishment would then authorize the card or account with the relevant network of the 

financial institution ("Gateway"). For example, the retail establishment, through a 

15 Gateway such as one operated by VISA or AMERICAN EXPRESS would determine 

whether the account is available and has sufficient available funds. 

[0205] The Gateway would then communicate with the authorization server to authorize 

the transaction by verifying the identity of the user. For example, the Gateway may send 

an authorization request to the authentication server, and the authentication server then 
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sends a notification, such as a push notification, to the user's mobile device to request that 

the user authenticate the transaction. 

[0206] Upon receipt of the notification from the authentication server, such as through a 

vibration, beep, or other sound on the mobile device, the user may then authenticate his or 

5 her identify with the mobile device. The authentication server may also send information 

concerning the transaction to the user for verification by the user. For example, the 

authentication server may send information that causes the mobile device to display the 

merchant, merchant location, and the purchase total for the transaction. 

[0207] Next, as before, the user may hold the mobile device and obtain a plurality of 

10 authentication images as the user moves the mobile device to different positions relative to 

the user's head. While moving the mobile device to obtain the authentication images, the 

mobile phone further tracks the path parameters (authentication movement) of the mobile 

device via the gyroscope, magnetometer, and the accelerometer to obtain the authentication 

movement of the device. The mobile device may then send the device information, the 

15 authentication images, and the authentication movement to the authentication server. In 

other embodiments, the mobile device may process the images to obtain biometric data and 

send the biometric data to the server. In still other embodiments, the mobile device may 

process the images, obtain the authentication information, compare the authentication 

information to enrollment information stored on the mobile device, and send pass/fail 

20 results of the comparison to the authentication server. 
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[0208] The authentication server may then authenticate the identity of the user and confirm 

that the user wishes to authorize the transaction on his or her account if the device 

information, authentication images and/or biometrics, and authentication movement 

correspond with the enrollment device information, the enrollment images and/or 

5 biometrics, and the enrollment movement. The authentication server then transmits an 

authorization message to the Gateway. Once the gateway has received confirmation of the 

authorization, the Gateway then communicates with the retail establishment to allow the 

retail transaction. 

[0209] Several advantages may be obtained when a retail transaction is authorized utilizing 

10 the above system and method. Because the identity verification of the user and the 

confirmation of the transaction is completed via the authentication system and mobile 

device, there is no longer a requirement for a user to provide his or her credit card or 

signature, or to enter a pin number into the retailer's point of sale system. Further, the 

retail establishment does not need to check a photo identification of the user. The above 

15 method and system also has the advantage that it provides secure transactions that can work 

with mobile and online transactions that do not have cameras, such as security cameras, on 

the premises. 

[0210] In the secure retail transaction described above, the user obtains the total amount 

due on his or her mobile device from the retail establishment via the Gateway and 

20 authentication server. However, in one embodiment, the mobile phone may use the camera 

as a bar code, QR code, or similar scanner to identify the items and the prices of the items 
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being purchased. The mobile device may then total the amount due and act as the checkout 

to complete the transaction with the retail establishment. 

[0211] In another embodiment, a user of the application may want to anonymously pay an 

individual or a merchant. In this instance, the user would designate an amount to be paid 

5 into an application, and the application would create a unique identifying transaction 

number. This number may then be shown to the second user, so the second user can type 

the identifying transaction number on an application on a separate device. The unique 

identifying transaction number may also be sent from the user to the second user via NFC, 

Bluetooth, a QR code, or other suitable methods. The second user may also type the 

1 o amount and request payment. 

[0212] Upon receiving the payment request and unique identifying transaction number, the 

authentication server may send a notification to the frrst user's mobile device to 

authenticate the transaction. The user would then verify his or her identity using the facial 

recognition authentication system described above. The user may alternatively or 

15 additionally verify his or her identity using other biometric data such as a fingerprint or 

retina scan, path based motion and imaging, or the user may enter a password. Upon 

authentication, the user's device would send a request to the user's payment provider to 

request and authorize payment to the second user. In this manner, the payment may be 

done securely while the users in the transaction are anonymous. 
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[0213] According to one embodiment, as an additional measure of security, the GPS 

information from the mo bile device may also be sent to the authentication server to 

authenticate and allow the retail transaction. For example, the GPS coordinates from the 

mobile device may be compared with the coordinates of the retail establishment to confirm 

5 that the user is actually present in the retail establishment. In this manner, a criminal that 

has stolen a credit card and attempts to use the card from a distant location ( as compared 

to the retail location) is unable to complete a transaction because the user's phone is not at 

the location of the retail establishment. IP addresses may also be used to determine 

location. 

10 [0214] As explained above, the level or percentage of correspondence between the 

enrollment information and the authentication information to authenticate the user may 

also be adjusted based on the coordinates of the GPS of the mobile device. For example, 

if the retail establishment and GPS coordinates of the mobile device are near a user's home, 

then the level of correspondence may be set at a lower threshold, such as at a 99% match 

15 rate. Alternatively, if the location is very far from the user's home, and is in a foreign 

country, for example, then the level of correspondence may be set at a higher threshold, 

such as at a 99.999% match rate. 

[0215] While vanous embodiments of the invention have been described, it will be 

apparent to those of ordinary skill in the art that many more embodiments and 

20 implementations are possible that are within the scope of this invention. In addition, the 
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various features, elements, and embodiments described herein may be claimed or combined 

in any combination or arrangement. 
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1. A method for enrolling and authenticating a user in an authentication system 

via a user's a mobile computing device comprising a camera and at least one movement 

5 detecting sensor, the method comprising: 

capturing enrollment biometric information from at least one first image of the user, 

the first image recorded by the camera of the mobile device; 

storing the enrollment biometric information on a memory; 

capturing authentication biometric information from at least one second image of 

10 the user, the second image recorded by the camera of the mobile device; 

recording, during imaging of the at least one second image, path parameter data 

from the at least one movement detecting sensor, the path parameter data representing an 

authentication movement of the mobile device; 

comparing the authentication biometric information to the stored enrollment 

15 biometric information to determine whether the authentication biometric information 

meets a predetermine similarity threshold as compared to the enrollment biometric 

information; 

companng the authentication movement of the mobile device to an expected 

movement of the mobile device to determine whether the authentication movement meets 

20 a predetermine similarity threshold as compared to the expected movement; and 
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when the authentication biometric information sufficiently corresponds with the 

enrollment biometric information, and when the authentication movement a predetermine 

similarity threshold as compared to with the expected movement, authenticating the user. 

2. The method according to claim 1, further comprising capturing, during 

imaging of the at least one first image, enrollment path parameters via the at least one 

movement detecting sensor, the enrollment path parameters indicating an enrollment 

movement of the mobile device, and defining the expected movement as the enrollment 

movement. 

3. The method according to claim 1, wherein the at least one first image and 

the at least one second image of the user include an image of the user's face, and the 

enrollment biometric information and the authentication biometric information comprise 

facial recognition information. 

4. The method according to claim 1, further comprising: 

capturing enrollment device information during imaging of the at least one first 

image; 

storing the enrollment device information on the memory; 
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capturing authentication device information during 1magmg of the at least on 

second image; and 

comparing the authentication device information with the enrollment device 

information to determine whether the authentication device information sufficiently 

5 corresponds to the enrollment device information. 

10 

15 

5. The method according to claim 4, wherein the device information comprises 

at least one of the following: a device manufacturer, model number, serial number, and 

mo bile network information. 

6. The method according to claim 1, wherein at least one movement detecting 

sensor comprises at least one of the following: an accelerometer, a magnetometer, and a 

gyroscope. 

7. A facial authentication system utilizing a user's mobile device, the mobile 

device comprising a camera and at least one movement detecting sensor, the authentication 

system comprising: 

an authentication server compnsmg a processor, a memory, and at least one 

transceiver configured to transmit data from the authentication server and received data; 
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one or more memories configured to store one or more databases, the one or more 

databases configured to store authentication information profiles; and 

machine readable instructions that are stored on the memory of the authentication 

server which when executed by the processor, cause the authentication server to: 

receive enrollment biometrics from the mobile device, the enrollment 

biometrics comprising facial recognition data processed from at least one first 

image of the user's face obtained via the camera of the mobile device; 

store the enrollment biometrics in the one or more databases and associate 

the enrollment biometric data with the user authentication information profile; 

receive authentication biometrics from the mobile device during an 

authentication attempt by the user, the authentication biometrics comprising facial 

recognition data processed from at least one second image of the user's face, the 

image obtained from the camera of the mobile device; 

receive authentication movement information from the mo bile device, the 

authentication movement information comprising data regarding movement of the 

mobile device during imaging of the at least one second image as detected by the 

at least one movement detecting sensor in the mobile device; 

compare the authentication biometrics and the authentication movement 

information with the enrollment biometrics and expected movement information 

stored in the database with the user authentication information profile; and 

authenticate or not authenticate the user based on a comparison match rate 

of the authentication biometrics and the authentication movement with the 

enrollment biometrics and the expected movement. 

BGP-W-0428 v2 91 

Page 650 of 675



W&M Matter No.: FACIAL.0012P 
PATENT 

8. The facial authentication system of claim 7, wherein 

the mobile device displays a first prompt on a display screen to instruct the user to 

position a face of the user within a first display area of the display screen, 

the mobile device display a second prompt on the display screen to instruct the user 

5 to position the face of the user within a second display area of the display screen, the second 

display area being a different size than the first display area, and 

10 

15 

the expected movement is based on an anticipated path of the mobile device to place 

the face sequentially in the first display area and the second display area. 

9. The facial authentication system of claim 7, wherein the authentication 

server detects the presence or absence of banding in the at least one second image. 

10. The facial authentication system of claim 7, wherein the authentication 

server detect the present or absence of a screen edge in the at least one second image. 

11. The facial authentication system of claim 7, wherein 

the authentication server or mobile device estimates at least one of a gender, age, 

and ethnicity of a face imaged in the at least one first image, 

the authentication server estimates at least one of a gender, age, and ethnicity of the 

20 face imaged in the at least one second image, and 
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the authentication server authenticates or does not authenticate the user based on a 

comparison match rate of at least one of a gender, age, and ethnicity detected in the at least 

one first image and the at least one second image in relation to a comparison match rate 

threshold. 

12. The facial authentication system of claim 7, wherein the comparison match 

rate threshold required for authentication is variable. 

13. The facial authentication system of claim 12, wherein the comparison match 

10 rate threshold increases based on a number of successful authentications. 

15 

14. The facial authentication system of claim 12, wherein the comparison match 

rate threshold increases over time. 

15. A method for authenticating a user in an authentication system via a user's 

camera equipped computing device, the method comprising: 

capturing at least one first image of the user taken with the camera of the computing 

device at a first distance from the user; 
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processing the at least one first image to obtain first biometric data based on facial 

recognition data from the at least one first image; 

capture at least one second image of the user taken with the camera of the 

computing device at a second distance from the user, the second distance being different 

5 from the first distance; 

processing the at least one second image to obtain second biometric data based on 

facial recognition data from the at least on second image; 

comparing the first biometric data to the second biometric data; 

when the first biometric data does not match the second biometric data within a 

10 predetermined threshold, authenticating the user; and 

15 

20 

when the first biometric data matches the second biometric data within a 

predetermined threshold, denying access to the user. 

16. The method according to claim 15, further comprising: 

capturing at least one first enrollment image of the user taken with the camera of 

the computing device at the first distance from the user; 

processing the at least one first enrollment image to obtain first enrollment 

biometric data based on facial recognition data from the at least one first enrollment image; 

comparing the first biometric data to the first enrollment biometric data; and 

authenticating the user when the first biometric data matches the first enrollment 

biometric data within a predetermined threshold. 
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17. The method according to claim 16, further comprising: 

capturing at least one second enrollment image of the user taken with the camera 

of the computing device at the second distance from the user; 

processing the at least one second enrollment image to obtain second enrollment 

5 biometric data based on facial recognition data from the at least one second enrollment 

10 

image; 

comparing the second biometric data to the second enrollment biometric data; and 

authenticating the user when the second biometric data matches the second 

enrollment biometric data within a predetermined threshold. 

18. The method according to claim 15, wherein the mobile device provides real 

time video feedback on a display of the mobile device during imaging. 

19. The method according to claim 15, further comprising distorting the at least 

15 one first image and the at least one second image prior to processing the at least one first 

image and the at least one second image. 

20. The method according to claim 15, further comprising displaying a pattern 

on the display of the mobile device during the imaging; and 
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processing the at least one first image or the at least one second image to detect a 

reflection of the pattern off of an eye or face of the user. 

21. The method according to claim 20, wherein the pattern is a unique one-

5 dimensional or two-dimensional barcode. 
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Systems and methods for enrolling and authenticating a user in an authentication 

system via a user's camera of camera equipped mo bile device include capturing and storing 

enrollment biometric information from at least one first image of the user taken via the 

5 camera of the mobile device, capturing authentication biometric information from at least 

one second image of the user, capturing, during imaging of the at least one second image, 

path parameters via at least one movement detecting sensor indicating an authentication 

movement of the mobile device, comparing the authentication biometric information to the 

stored enrollment biometric information, and comparing the authentication movement of 

10 the mobile device to an expected movement of the mobile device to determine whether the 

authentication movement sufficiently corresponds to the expected movement. 
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