US 20240348603A1

a2y Patent Application Publication o) Pub. No.: US 2024/0348603 A1

a9y United States

Tussy 43) Pub. Date: Oct. 17,2024

(54) METHOD AND APPARATUS FOR CREATING GO6F 21/34 (2013.01)
ENCODED DATA AND USE OF SAME FOR G060 20/32 (2012.01)
IDENTITY VERIFICATION G060 20/40 (2012.01)
GO6V 40/16 (2022.01)

(71) Applicant: FaceTec, Inc., Las Vegas, NV (US) GO6V 40/50 (2022.01)

GO6V 40/60 (2022.01)

(72) Inventor: Kevin Alan Tussy, Las Vegas, NV (US) GO6V 40/70 (2022.01)
HO4W 12/06 (2021.01)

(21) Appl. No.: 18/627,421 GO6V 40/20 (2022.01)
. HO4W 12/65 (2021.01)

(22) Filed: Apr. 4, 2024 HOAW 12/68 (2021.01)
Related U.S. Application Data (52) 150841/2188/02 (2009.01)

(63) Continuation-in-part of application No. 17/580,516, CPC ... HO4L 63/0861 (2013.01); GOG6F 21/32
filed on Jan. 20, 2022, now Pat. No. 11,991,173, (2013.01); GOGF 21/34 (2013.01); GO6Q
which is a continuation of application No. 16/539, 20/3276 (2013.01); GO6Q 20/40145 (2013.01);
950, filed on Aug. 13,2019, now Pat. No. 11,256,792, GO6V 40/166 (2022.01); GO6V 40/167
which is a continuation-in-part of application No. (2022.01); GO6V 40/172 (2022.01); GO6V
16/428,857, filed on May 31, 2019, now Pat. No. 40/50 (2022.01); GO6V 40/67 (2022.01);
11,657,132, which is a continuation-in-part of appli- GO6V 40/70 (2022.01); HO4W 12/06
cation No. 15/934,105, filed on Mar. 23, 2018, now (2013.01); GO6V 40/20 (2022.01); HO4W
Pat. No. 10,262,126, which is a continuation-in-part 12/65 (2021.01); HO4W 12/68 (2021.01);
of'application No. 15/900,681, filed on Feb. 20, 2018, HO4W 88/02 (2013.01)
now Pat. No. 10,614,204, said application No.

15/934,105 is a continuation of application No. 57 ABSTRACT
14/839,505, filed on Aug. 28, 2015, now Pat. No. . .
9,953,149, said application No. 15/900,681 is a con- > Mmethod and system for establishing an association
. . o between a document and a person or verifying identity
tinuation of application No. 14/839,505, filed on Aug. . . R
: L comprising capturing images of the person’s face and pro-
28, 2015, now Pat. No. 9,953,149, said application cessing the images to generate a face feature vector data. The
No. 16/428,857 is a continuation-in-part of applica- :
. face feature vector data cannot be reverse processed to
tion No. 16/256,955, filed on Jan. 24, 2019, now Pat. he i £ th s £ he hod al
No. 10.698.995. which i tinnation-in-part of generate.t e 1mage of the person’s lace. The method also
0. 1H,b7e,750, WHICH 1§ a continuafion-in-part o captures images of the graphic on the item and processes
application No. 15/934,105, filed on Mar. 23, 2018, piure & eon
. L those images to extract graphic derived feature vector data
now Pat. No. 10,262,126, said application No. - . . .
. . N g that is stored inside the graphic code. The graphic extracted
16/428,857 is a continuation-in-part of application
face feature vector data cannot be reverse processed to
No. 16/256,974, filed on Jan. 24, 2019, now Pat. No. . A
. generate the image of the person’s face. Then, the face
(Continued) derived feature vector data is compared to the graphic
Publication Classificati derived feature vector data to develop a similarity value.
ublication Classification Then the similarity value is compared to a first threshold

(51) Int. CL value to develop a validation indicator representing the
HO4L 9/40 (2022.01) likelihood that the graphic/item are associated with the
GO6F 21/32 (2013.01) person.

SN B TN
P3612 \ 3628 | N Ttem {/ 3612
i Persor / Item | 3628 3616 i, Person |
g ACode]| fem | = iCreaUtigoEdrz:}ine Crgg'é%:gc‘%ne r\—/
— 7 Codel| b N s
LN 2 \, o
[Camera 3624 2
), N
L35148 \' 1/73624 ‘4 \\» 3610
FaceVector UR Code To / /
Creation Engine: FaceVector | =" 4
36208 Becoder
[ R
/ Trusted Entity
h 4 N 3636
FaceVector Comparison ///
Engine "
AAAAAAAAAAAA w0
Similarity Probabitity S 3rd Party or Entity
Engine Requesting Validation
3640 3644

Jumio EX1080 Page1
Jumio v. FaceTec IPR2025-00108



US 2024/0348603 A1

Page 2

(60)

Related U.S. Application Data

10,915,618, said application No. 16/539,950 is a
continuation-in-part of application No. 16/405,906,
filed on May 7, 2019, now Pat. No. 10,803,160, said
application No. 16/539,950 is a continuation-in-part
of'application No. 16/357,205, filed on Mar. 18, 2019,
now Pat. No. 10,776,471, which is a continuation of
application No. 15/934,105, filed on Mar. 23, 2018,
now Pat. No. 10,262,126.

Provisional application No. 63/457,085, filed on Apr.
4,2023, provisional application No. 62/718,275, filed
onAug. 13, 2018, provisional application No. 62/621,
504, filed on Jan. 24, 2018, provisional application
No. 62/188,584, filed on Jul. 3, 2015, provisional
application No. 62/139,558, filed on Mar. 27, 2015,
provisional application No. 62/101,317, filed on Jan.
8, 2015, provisional application No. 62/085,963, filed
on Dec. 1, 2014, provisional application No. 62/064,
415, filed on Oct. 15, 2014, provisional application
No. 62/054,847, filed on Sep. 24, 2014, provisional
application No. 62/043,224, filed on Aug. 28, 2014,
provisional application No. 62/460,670, filed on Feb.
17, 2017, provisional application No. 62/621,471,
filed on Jan. 24, 2018, provisional application No.
62/621,493, filed on Jan. 24, 2018, provisional appli-
cation No. 62/668,158, filed on May 7, 2018.

Jumio EX1080 Page 2

Jumio v. FaceTec

IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 1 of 48 US 2024/0348603 A1

14
/Y .
wwwww / S
4
\ y4
U
O 1/’ /
Ve [/

Database

124
§ / 154 / N
i }
¥ !

Mccmomosmemossonimocnos?

Mobile Device

Jumio EX1080 Page 3
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 2 of 48 US 2024/0348603 A1

200
/

230

238~

224

240
T N
\ 248\\§/ 252\\T/ 2
1st Wireless 2nd Wirgless ™ 244 252\\y
Rx/Tx Rx/Tx
Transceiver Transceiver GPS 260
2128~
| 2124 Gyroscope 264
Display
228
Magnetometer 258
Processor
i 208
Accelerometer 372
.| Touch Screen
Contraller
Camera 276
User
Speaker 234 Interface
716 Flashflight —~J_ 380
~  Microphone
Power
284
Memory 210 Management 8
Memory 210 i
Battery
Electrical Interface 220

FIG. 2

Jumio EX1080 Page4
Jumio v. FaceTec IPR2025-00108



Patent Application Publication

Wk

r Facial : Receive
Detection Module
308 30
Facil Transmit
Recognition Module
312 30
Information Location
Display Defection
314 34
Account ‘
US;Z? 0 Seftings
3%
Local : Login
Interface Module
318 3B
Mobile Device

Oct. 17,2024 Sheet 3 of 48 US 2024/0348603 A1l
Fatial
Recognition
Receive 66
Module 30
M Database
Interface
Transmit 368
Module T
3 Location
Detection
Information m
Display
356 Acoount
Seftings
UJser JjO i
358 Secondary
Server
Interface
Local W
Interface A
360 Personal Data
Database
o Interface
ivacy 7%
Seftings Datp —
34 Image
Dafabase
Interface
6

Jumio EX1080 Page5
Jumio v. FaceTec IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 4 of 48 US 2024/0348603 A1

(o

|

Enrolt a User in a Facial Recognition

Authentication System
. A

!

[ Receive Credentials from a User Attemipting ta\

Authenticate with the System
\. y

!

410

420

Verify Received Credentials Sufficiently \_/,._438
X Correspond with Enrolled User
S
,, ! \
Grant or Deny Access Based on Verification 440
“ A

!

N

FIG. 4

Jumio EX1080 Page6
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet S of 48 US 2024/0348603 A1

FIG. 5

£ . . P et
Establish connection between mobile | —510
L device and an account server )
4 % N
Receive login credentials to account
server using conventional authorization 512
X with user name an password )
4 s & N ™
Receive request from a user to ervoll in 514
9 facial recognition authorization system |
i . . % . g . "
Receive device identification 516
3 information from mobile device )
4 Store device information and associate b
device information with user acoount 518
L information or unigue identifier )
" Obtain a plurality of enrollment images from camera \__/— 530
S at different positions relative to users face y
. . . oy
Monitor path parameters of mobile device 522
while obtaining images
Y., é Wy
{ Perform face detection on the enroliment images }-/“524
4 . . e . ™
Obtain enroliment biometric information from | 528
L enrpliment images via facial recognition )
7 . . . . . ™
Associate enrollment biometric information with | 538
unigue identifier or account information

v

Delete envoliment images

v

Process path parameters data monitored during
imaging to determine enroliment movement

v

Associate enrollment movement with unigue
identifier or account information

}/ 530
™

532

-
_—534

A

Jumio
Jumio v. FaceTec

EX1080 Page?7

IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 6 of 48 US 2024/0348603 A1

FIG. 6A
112
.____.&
A AN
FIG. 7A FIG. 7B

Jumio EX1080 Page 8
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 7 of 48 US 2024/0348603 A1

ral N
Obtain a plurality of authentication images 810
while moving mobille device relative to user's head
. S
v
, ™
Perform facial detection on the authentication | _-g12
images
1N A
¥
e ™
Perform facial recognition on the authenticalion | _—g14
images to obtain authentication biometrics
" S
¢ % ™
Send authentication movement, device information 816
and authentication biometrics to authentication
\ server )
FIG. 8

Jumio EX1080 Page9
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 8 of 48 US 2024/0348603 A1

Validate whether the person being imaged is
three-dimentional by comparing different

authentication images or biometrics from different 910

authentication images

v

Compare enroliment device identification to
authentication device identification

¥

Compare enroliment biometrics with
authentication biometrics

v

Compare enroliment movermnent with
authentication movement

v

Determine whether the authentication information
sufficiently corresponds with the enroliment 950
information

920

830

940

FIG. 9

Jumio EX1080 Page 10
Jumio v. FaceTec IPR2025-00108



Patent Application Publication

FIG. 10

FIG. 11A

Oct. 17,2024 Sheet 9 of 48 US 2024/0348603 A1

4 N
4 I
1012
1024
{ ] )“"‘/
1005 [~ | Ao
GO /0 = = = =
1628
\ 99.8% y
- O ./
‘\
A 11122
M S
o O S/

Jumio EX1080 Page 11
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication

FIG. 11B

FIG. 11C

Oct. 17,2024 Sheet 10 of 48

US 2024/0348603 A1

ooy 1114

_—1112b

—~1116b

—1112¢

s
-
\. vy
. O S
11i4c
\
a 0 ™
I N
1116c—
N 4
e O A
Jumio

EX1080 Page 12

Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 11 of 48  US 2024/0348603 A1

1208 —

FIG. 12A

Jumio EX1080 Page 13
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 12 of 48

Conduct Feature Recognition to
Identify Objects Within an Image

US 2024/0348603 A1

1201

\
Determine Whether Objects are in
Foreground or Background of the Image

I 1204

3
Track Pixels in Identified Objects to Obtain Two-
Dimensional Vectors by Evaluating Objects in

_—1205

Subsequent Images

1207

- 7
- S

/,,//56 Two-Dimensional Vectors ..
J ~..__ Of Foreground Objects Match

N -

-
P

P /~1214

L
TN ///Do Two-Dimensional Vectors “\\
(B e “~.__ of Background objects Match

“.__Expected Values?

~ -

7 L

" DoesEdgeDetection .
Match Expected Values?

~ -

g

(B T
g
B L

e
~

//. \\
e A

//—.N\\"\
('\\ B /} /‘ 1 2 1 2
|
!

1/11210

v }

| Decrease Likelihood that

iImages are of a Live, 3D

i Person and Return to
Previous Step

Increase Likelihood that
Images are of a Live, 3D
Person and Return to
Previous Step

FIG. 12B

Jumio EX1080 Page 14

Jumio v. FaceTec

IPR2025-00108



Patent Application Publication

FIG. 13A

FIG. 13B

Oct. 17,2024 Sheet 13 of 48 US 2024/0348603 A1l
- N
4 N L ~1310
e \V/“ 1329
{ %
i | 1315
{ { T
\ /
~__ A
1325
Place Your Face Within —
\ The Oval Y.
N O vy
r I
4 R ™ L1310
~ e
/ d h \
7 N 11315
/ Y
3
{ {
{ |
| { — 1330
z 7
4 i
{
/
N /
\ /
~ 7 1335
\_ Now Zoom In —“/;
e O S

Jumio

Jumio v. FaceTec

EX1080 Page 15
IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 14 of 48  US 2024/0348603 A1

_4+—1410

FIG. 14

Jumio EX1080 Page 16
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 15 0f 48  US 2024/0348603 A1

—1510

FIG. 15

Jumio EX1080 Page 17
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 16 of 48  US 2024/0348603 A1

<t
@
~
o - .
o ‘
) .
(o]
4
@0
-
A
¥
~f
v ™=
Ly,
- X
&~ 2w
@ < > g‘-—d
o &
=
: %\
—
0
o
Wy
—i
o
o
o~ /e
b
LD'/
oo

Jumio EX1080 Page 18
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 17 of 48  US 2024/0348603 A1

Capture Biometric 1701

information with
Trusted Device

X

1703

Establish Root identity and Link with a User
Profile

1705

Authenticating Device

A4

1707
Capture Biomelric information at the
Authenticating Device

[ Send Biometric Data from Reot ldentity to

\ 4
{Compare Biometric Data from the Root identity

1708

with Biometric Information Captured by the
Authenticating Device

~ N N

1713

-

Grant Access

1715

Deny Access

Fig. 17

Jumio EX1080 Page 19
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 18 of 48  US 2024/0348603 A1

1801
Download Authentication

Application to Smart
Device

1803
Capture Biometric Data as Enroliment Dats
A
1805
Conduct Transaction Linked to Enroliment Data
hJ 1807
Raguast Transaction and Capture Authentication |

Biometric Data

1813

p

Authorize Transaction,
increase Trust Leved in
Enroliment Data

1811

N

Deny Transaction

Does Authentication
Data Match
Previously Collected
Biomeatric Data

Fig. 18

Jumio EX1080 Page 20
Jumio v. FaceTec [IPR2025-00108



Oct. 17,2024 Sheet 19 of 48  US 2024/0348603 A1l

Patent Application Publication

1950

1940

Fig. 19

1914

19146

1512

Jumio EX1080 Page 21

Jumio v. FaceTec [IPR2025-00108



0Z Oid

US 2024/0348603 A1

{
4
890 z/07 ¥L0C

8307
0402

Oct. 17,2024 Sheet 20 of 48

800

-
b 3

~910¢

000¢

Patent Application Publication

Jumio EX1080 Page 22

Jumio v. FaceTec

IPR2025-00108



US 2024/0348603 A1

Oct. 17,2024 Sheet 21 of 48

Patent Application Publication

L¢ Ol
{43pus

40 Adua8y upasd) | ZAN4
Ayied €

ssauisng

0

911z 0L7¢

Jasn

091¢

0912 051¢
WasAg
uopeouayIny

¥01¢C

{tie

801¢

Jumio EX1080 Page 23

Jumio v. FaceTec

IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 22 0of 48  US 2024/0348603 A1

2204
initiate Authentication Request /
+ 2208
Present User with Device for Data Entry /J
+ 2212
Present User Questions to User /
+ 2216

Accept User Question Data From User Entered Answers /

* 2220
Process User Question Data to Generate Hashed User /
Question Data

+ 2224
Upload Hashed User Question Data to Remote Server /J
{encryption optional)

* 2228
Compare Hashed User Question Data from User to /
Stored Hashed User Question Data

+ 2232
Responsive to a Match Between Stored and Submitted /
User Question Data, ldentifying the User’s Blockchain

+ 2236
Request Authentication Attempt from User to Collect /
Facial Data and Movement Data During Authentication

* 2240
{Upload Authentication Data to Remote Server From /
User {encryption optional)

+ 2244
Use Hashed User Question Data as Public Key to Unlock /}
Authentication Data Stored in Blockchain

+ 2248
Compare Stored User Authentication Data to User //
Submitted Authentication Data

* 2252
Respounsive to a Match, Allow Access to Credit Score, /
Credit Report, or Authorize Other Transaction

FIG. 22

Jumio EX1080 Page 24
Jumio v. FaceTec IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 23 0f 48  US 2024/0348603 A1

2402\\ /,2403
< STATE
DRIVERS LICENSE
{\ JOHN DOE ———___| 2419
= TN TN T
2406——"T \ 52 N P w2400}
—2412
-
—2416
2404
\ J

FIG. 23

Jumio EX1080 Page 25
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 24 0f 48  US 2024/0348603 A1

/

/

. Conduct facial recognition with

| computing device including
likeness verification

'

. 5can photo identification and
. check for authenticity of photo
’ identification

'

/ Match biometric information
. from facial recognition and
. photo identification to

% determine match )

2502

P

{

2504

I

—~2506

\ /

FIG. 24

Jumio EX1080 Page 26
Jumio v. FaceTec [IPR2025-00108



US 2024/0348603 A1

G¢ Ol

IPR2025-00108

Jumio EX1080 Page 27

Jumio v. FaceTec

Oct. 17,2024 Sheet 25 of 48

Patent Application Publication

s s wm,urw\} ~ | @\1\\\
- JM@«WW TN ﬂl @ J \
00vZ—+ Al | i R NS vors
INAASASEE F KD / < Tz @) /
300 NHOC L \ 350N SN -
ISNDIT SN | N | 1) A ]/
|\ EIRAR) J | 919+ -
9197 S
/l//..//«!\x\\.l ......... BECey
0192 2192 ored—" 7192
. o/ o 0O
p197- yror-



Patent Application Publication  Oct. 17,2024 Sheet 26 of 48  US 2024/0348603 A1

2400 261

FIG. 26

Jumio EX1080 Page 28
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 27 of 48  US 2024/0348603 A1

Download/Install Application to Device of Usertobe | 2704
Verified Device From App Store or Verification Server

y
Obtain Photo of User's Face at First Distance and at | 2708
Second Distance

¥
Create Facemap Data Based on VU Photos and Upload | 2712
Facemap Data or Upload Photos to Verification Server

¥
Verify Liveness of User Based on Analysis of Uploaded | _-2716
Facemap

/
Take Photo of User’s Photo ID or Passport 2720
{One or More Side)

Upload ID/Passport Photos to Verification Server 2724

\
Compare User Photos to ID/Passport Photos to Verify | 2728
Ma;ch

Y

A .

N 2732 2736
[

d \\\/ /

7 .
Do User Photos Match™-._No |
.. ID/Passport Photo? //> > End Process

. e
I e

\\\Y//
v Yes

Process ID/Passport Photos and Liveness Verification to | 2749
Generate Digital ID

y
Create First Hash Value or Other Unique Code
Representing Digital ID for the User and Associate First |- 2744
Hash Value with Digital ID

¥
Send Digital ID to Verified User with Link for Verification | 7748
(to be sent to Third Party for Identity Verification)

FIG. 27

Jumio EX1080 Page 29
Jumio v. FaceTec IPR2025-00108



Patent Application Publication

2816—

2812 ——— ]

2808 —

2804

Oct. 17, 2024

Sheet 28 of 48

US 2024/0348603 A1

R

Frame Your Face

. P

-

ZE /f T

s

FIG. 28

Jumio EX1080 Page 30

Jumio v. FaceTec

IPR2025-00108



US 2024/0348603 A1

Oct. 17,2024 Sheet 29 of 48

Patent Application Publication

806 —

6¢ Ol

N P
/,.., \b\ 3

/ zzzzz 916g

AT

\ ) ;
QISR UDOT M IS8 ALY Sl S e of S

i

SSE0MY HRULT DBULISA @

DBLLIBA SSOUBALT m&w -

I
o ‘ Arpepy
At T P
. \\;fe\z//.\\}/{,w\“?? fmf N /V\x xw\shu /xﬁ
NAAT A &SN\
iy @ 3 i o 1)
M N \m,/ B Awf?\\ S L i\
J0aNHOL | (L)) Nt A
. J o
ASNEDTT SHEARA N —
A w,.m»d%m k (HETIET 6I07/01/50

BIEDIJI48]) LONRYRUBPT [B3DIT - WOIYIBYIGIW(O0Z

I 414

Rt A 474

Jumio EX1080 Page 31

Jumio v. FaceTec

IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 30 of 48  US 2024/0348603 A1

X
2 ,;'7;/" RN aYa
/K N ViRl D
3002~ S
\ Select Your ID Document
3012 i SKIP ID MATCH
3008 PHOTO ID
3004~ PASSPORT
FIG. 30

Jumio EX1080 Page 32
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 31 0f 48  US 2024/0348603 A1

(L3124
X Lo
3104,
N
h | 13108
. Show Your Photo ID +-——"
- -
STATE
| DRIVERS LICENSE
Vs ) | JOHNDOE | 3112
Vo P R
J\\.f:'«./ E/ /:\\_»/ :\4/’\\_,_/\\_,;
:.: R N M’/./‘ _____ 3 1 20
/
ZEM 173116
B ‘ /
Z
TAKE PHOTO

FIG. 31

Jumio EX1080 Page 33
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 32 0f 48  US 2024/0348603 A1

3204~
; | 3108
A  Confirm Photo is Clear & Legible |-~
- P \\ A
STATE
~—~_ | DRIVERS LICENSE
(o) | JOMNDOE i
3\ \(\), /J N = N
INCA
N 13120
\ -
RETAKE | | ACCEPT
l B—
‘ |
| |
3208~ 32127

Jumio EX1080 Page 34
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 33 0f 48  US 2024/0348603 A1

Third Party Requests Digital ID From Verified User 3304

k

Verified User Sends Third Party Digital ID and Link for | 3308
Verification

k

Third Party Accesses Link to Access Web Pageat | 3312
Verification Server

k

Third Party Uploads or Sends Verified User's Digital ID | 3316
to Verification Server

k

Verification Server Performs Hash to Generate Second
Hash Value or Generates Unique Code on Uploaded Digital - 3320
ID from Third Party

k

Verification Server Compares First Hash Value to _—3324
Second Hash Value

'

N 338 (‘3332
7 . No | Send Message that
<_ Do Hash Values Match? > Digital ID has been
S P modified

~
e 7
~ -7

l Yes

Send Reply to Third Party from Verification Server - 3336
Digital ID is Valid and Provide Email Address for Verified
User

\

Update Record for Verified User —3340

A

After Period of Time, Request Feedback from Third 3344
Party Regarding Interaction with Verified User & Update
Verified User's Records

FIG. 33

Jumio EX1080 Page 35
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 34 of 48  US 2024/0348603 A1

mr—

Verify a ZoOm EZ ID

Check the validity of a Zo0m EZ ID generated by the
Zo0m Identity Check App.

Please Upload a ZoOm EZ 1D Below:

.........................................................................................................

FIG. 34

Jumio EX1080 Page 36
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 35 0f 48  US 2024/0348603 A1

e

Verify a ZoOm EZ ID

Check the validity of a ZoOm EZ ID generated by the
ZoOm Identity Check App.

STATE

DRIVERS LICENSE
JOHN DOE

R NI N N
( / WG N et
y N T NI gl W
P NP

This ZoOm EZ 1D is valid and belongs to: emiller@weidemiller.com

e
3508

3504

FIG. 35

Jumio EX1080 Page 37
Jumio v. FaceTec [IPR2025-00108



US 2024/0348603 A1

Oct. 17,2024 Sheet 36 of 48

Patent Application Publication

op0) N
UDA0.1d-SSBURAIN

V9¢ DI

ST = buiyoiely
ueasaded g¢
USA0Id-SSOUDAIT

ST = buiynep
10309A0ed g€
UDA0Jd-SSOUDAN

% x T
s n i
o TR = e —
: TS X i
e ~—
TS X G
e x T =
RIS x s
ooty X iimeerd \.@“
e x s m@u\
WX T e S o~
AR I ey
s U
AT I Ty

Bleq SSUBAI Q€ /m

uessaded s
USA0AUN-SSSURAIT

Jumio EX1080 Page 38

Jumio v. FaceTec

IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 37 of 48  US 2024/0348603 A1

2402\>< /2408
STATE A
DRIVERS LICENSE
JOHN DOE ”\/~2410
2406 — 2400
/ﬂ\\\\\-2412
\ /
\-2414
K
2416
2404—]

FIG. 36B

Jumio EX1080 Page 39
Jumio v. FaceTec [IPR2025-00108



US 2024/0348603 A1

Oct. 17,2024 Sheet 38 of 48

Patent Application Publication

J9¢ DI

019€
/

12213

uonepijeA bunssnboy
Anug Jo Ayed pig

9€9¢

Au3 pajsniy

\v

Anligeqoid Auejiuis

14°1
aulbug

4

uosiedwo)) 10109A0R

0€9¢
auibuz

/

A

N

/

4/

13p023(Q
J0109A0R
01 3P0 N

d0¢9¢

auibug uonea.)
10109902

eJallie)
4 4\//

U0SIad
19¢

¥Z9¢
J

auibug uonea)
3po2 AN

079t
auibug uonea)
919¢ Jopap0R
W3]

NS

ES

W]
8¢9¢

Iv

5509)
walg
879¢

. e/
£

UosJad
19¢

Jumio EX1080 Page 40

Jumio v. FaceTec

IPR2025-00108



f2614

/2614

Patent Application Publication  Oct. 17,2024 Sheet 39 of 48
(o]
D = © 8
o ~ = &
\ \P_ ) l\
A
A

/)
o
i
S \
= ©
2 S g
\ | |

" 3

5

wis

= B 200l
/)
o
=
0
N

US 2024/0348603 A1

FIG. 37

Jumio EX1080 Page 41

Jumio v. FaceTec

IPR2025-00108



US 2024/0348603 A1

Oct. 17,2024 Sheet 40 of 48

Patent Application Publication

\ommm

aubu3
Buissanold
ap0) N

auibuz
dejooe4

opge

109G
uonenjeas
SSSURALT

8¢ 'Ol

vmmm\ r8e /!

0v8E

1BAIDS

U0SIad

UIM Po3eossy
9p03 U UM
Ww331/Q1/auswindog

¢mwm\

)

(43uueds
[erwe))

22IARQ buibelu]

LIM 80iASg
Bunndwo)

vmwm\

\\Nﬂwm

0€8E

Q. Vo

Jumio EX1080 Page 42

Jumio v. FaceTec

IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 41 of 48  US 2024/0348603 A1

//"/ 3908

Initiate Creation of UR Code at a Trusted Location
3912

Person Proves Identity to Satisfaction of Trusted \

L Location )
3916

Trusted Entity Captures One or More Image of Person

3920

Optionally, Image of Person is Processed to Verify )

§ Liveness )

3924

Image of Person is Processed to Generate Facial Data (Data'
Representing Three-Dimensional Face), Such as FaceMap

3928

| FaceMap is Processed to Generate Non-Identifiable Facial Data
(NIFD) Representing Person's Face, Such as 3D FaceVector

3932

Optionally Collect Non-Facial Person Data (NFPD)

3936

"Process Non-Identifiable Facial Data (NIFD) and Optional NFPD |
Into Computer Readable Graphical Code, Such as UR Code

3940
Save UR Code Graphic, Transmit UR Code Graphic, or Print UR
Code Graphic onto Document 1

AN

FIG. 39

Jumio EX1080 Page 43
Jumio v. FaceTec IPR2025-00108



US 2024/0348603 A1

Oct. 17,2024 Sheet 42 of 48

Patent Application Publication

910y
WoISAS BUISSRO0Id \\
apon/ebewsy

A E

/Nﬂov

aubug 800
Buissanoid auibug \\
dejpeded/apod depjaoed
un
0£8¢
058¢ -/ ovwm\ (4ouueds u
feiowe)) 0
auibug auibu3 A V soinaq Buibewy s
A uonenjeay YIM 201A8( 4
SSAURAN Bunndwon M -
vege  7vBE~ v20v- _
JOAIRS
Ov8E
Y
010p—1%
WBWND0Q
pajgeus apod uNn
9P0D ¥ O] palely
24EMIOS JOJ 2IN0S b00b i

Jumio EX1080 Page 44

Jumio v. FaceTec

IPR2025-00108



US 2024/0348603 A1

e

Oct. 17,2024 Sheet 43 of 48

Patent Application Publication

\

Ty 'Ol

POLLIBA SI JUBWINDOQ Ji BUILLIBIBQ 0] SaNjeA

PIOYSaiU L IO JO BUQ 03 anjeA Auejiulis a4edluo)) 10 azAjeuy .

O

A

p1eq] JOPI9ARIR] PRALISQ SBBW] 03 BI1R(] JOIDRARIR

PRALIDQ 2P0 JO uosLieduio) Uo paseg anjeA AJLRJILUIS 33endjeD

8vTh-

A

pleq J01PAR

paALIQ abew] 0] BIR(] JOBABIL PAALBQ 2p07) 24edwo)

bbb

/

- BuISSaD0.4 40) UOREIOT S10WaY 0} 1B J01D9ARARY JUSURl |
USY} UO[EI0T S10WSY 18 PSULIOLISd 3¢ 03 BUISSa0.d J]

ObTh-

A

10 BIB(] |RUOSIDd BPNPUT Al UDIUAL BIB]

_J01IBARDRS POALISQ RPOD WIBIGO 03 90D ¥ [ESIydess) spodeq

A

gieq
JuswWNO0Q Jo{d<4N) Bleq [euosiad |Bre4-uoN 199)|0D >=mcowao\

&)

75T

(e3e 10109ARDRY paaLa( abewy) ‘oe4 su0SiRd bunuasaiday

9)23URN) 0] PassaI0ld §i depaded

/

_ {Q4IN) mieq {eed jgeinuepI-UoN
y

82Ty~

eIe) Ble(] eIDed 31RMeUSD) O

depene4 sy yang ‘(eoe4 jeuoisusun-saiy ] buguasaiday

Passa00.4 St U0SIad JO abew]

At

Buissano.d J0j UOREDOT 20wy 0} payisuel} ejeq abewy

, 10 \QOMEM \CODGUO:_ DI0WISY e paulicysd 2g 0} @Cmmmmuo(_m i

4

0Ty~

\

SSaUIAT]
AJLIDA 0] Pas5a04d S L0SIad JO abew] ‘Ajeuondo

) i
911H -~

U0SIad Jo obew saunyde)

N,

3o aimden) sbewy Joyi0 10 eiowe) Buisn

uoneayLaA Buppas Aua

A

9cTh-~

A

uo 3po7) sueds Auspr Jo

JUSWIND0(Q 10 pied

uonedyusA bupeas Ayug

80TH—" :

LIOIIEOYLISA JUSLINJO( 10 UONEdYUBA AJUSPT 281Ul

POTH

Jumio EX1080 Page 45

Jumio v. FaceTec

IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 44 0of 48  US 2024/0348603 A1
ID Creation Elements
Computer ID Printer
ID Content
Creation Camera

ﬁ

4208~
Server
4258
UR Code UR Code Face Vector
Evaluation Generation Creation
Engine Engine Engine
4262 4266 4270
Trusted Entity
/4004
UR Code Enabled 3840
Document Server
L—4010 3842 3854
Liveness
: FV
Evaluation v
Sel:fver Engine
4024
4020~ ‘ / /3846 /3850
p Computing UR
? Device With FaceMap Code/FaceMap
S Imaging Device Engine Processing
o (Camera/ Engine
n Scanner)
Image/Code
Processing System
/ 4016/
1008 FIG. 42

Jumio EX1080 Page 46
Jumio v. FaceTec IPR2025-00108



US 2024/0348603 A1

Oct. 17,2024 Sheet 45 of 48

Patent Application Publication

Aug Bunsonboy , m¢ 'OI4
0] ‘anjeA AJLBULS Se UaNnS ‘uosLedwo)) JO SINSoy JsuRLf
ush- .
POULIBA St 430G JO ‘JUBWIND0Q ‘AJQUSP] Ji SUILIIRG O}
_ SON|RA PJOYSSIYL 310} 10 BUQ 0} anjeA AjliejiuiS aledwio) 1o szAjeuy |
J F \
89¢h - " . W
| BJRQ JUBWINI0( J0 BIR(] JeUosIad Jeine4-UoN 19]j0) Ajjeuondo
Losyediey U0 peseg aNeA AEILUS S32IE) 1201 @40 {Qd4N) BIeq | d [e084-UON 393}j0] Aljeuondo J
/ i : 9Eey ,
YOSy | : ;
. 103093084 se yons “(a4IN) .
, (s)10108A8084 Pane0aY 03 pasedwio] S| J01DIARRS PRSI Bmo 12194 DIGUUSPI-UON 2}I3U39 O} PasSIN0id S! depaoey
- L
03¢t~ 4 Wol4 JOBARIRS nmcacm»n& SOABLNRY JO JOPBARDE] | ctey -
i : " depeoe ong ‘(soe4 [puoiSUaug-aaiy ) Hunussaide |
__ S9jeiausy pue 3bew] payiusp] SaASLISY AU parsniy | an_w_ Bmmqm_m.mmmwumhmcmm 0} .cmmmm.umi m,cm.o&ww 10 wame
i A ) L . . J
9GEy : QIsh - / r
Aju3 pagsnt 01 430g J0 10309AR284 ‘2p0D) ddels Jusuel | ,“
i J SSOUBAIT AJUBA 0} UOSISd JO abeuwl] $s3004d ‘Ajjeuondo
e ; , J
cseb SNURUOD 0 JOUIDYAM SUILLIBISQ 01 SSNjRA ) b7CH 3
OUSAIL | BI0j JO U O} anje e 24edwo) 1o azAe . ,
\v Ploysaiy L ai0W 00 :»,br UG 24ECWCT) JO BZARUY | Shinad simdes
s ; , . m
8Yeh " bieq topapened paALaq abewr 03 e1eq J01SASIRY POALS( . mmmf BYI0 10 elowe) mc_m,: uosiad jo abew] aimdey
ap0D) Jo uosuedwo) uo paseg anjea AleIuIS alende) 91€H -~
hEh A 1 UBSaLd I “JUBWND0q Jo qf Uo
ele( 10308AR0e] ,A; L abeWT 5,U0SI8d URIS pUe JUBWINJ0Q UC 3p0D) HN Woes
 paaleg obew 03 eleQ J019ABDE] PoALR( 9pOD Ssedwio) | .Nﬁmv Y g
1232 " .
10 B3R |RUOSIB DPNIDUT ARl YIIYM BIe( UONBILLISA USUNJ0( JO UOHRIYLIBA AJauap] a1eniul |
_ 10108AR084 paALIaQ 8p0) UIRIGO 03 BP0D N [ediydels) apada(q | : J
0zsb-" 80€y

IPR2025-00108

Jumio EX1080 Page 47

Jumio v. FaceTec



Patent Application Publication  Oct. 17,2024 Sheet 46 of 48  US 2024/0348603 A1

24023< /2408
STATE~ A
DRIVERS LICENSE
JOHN DOE ”\_/_2410
2406 — ———2400
\\2412
N J
\-2414
2416
A s
2404—]

FIG. 44

Jumio EX1080 Page 48
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 47 of 48  US 2024/0348603 A1

HIDDEN OUTPUT
LAYERS LAYER
FIG. 45
4640
/

Input Weight -

" Activation Output
\ Function

XzO """""" >@ vvvvvvvvv > PrOCESS‘ng Node Sum

X30—— »@ ---------- > 4616

4608 46127

FIG. 46

Jumio EX1080 Page 49
Jumio v. FaceTec [IPR2025-00108



Patent Application Publication  Oct. 17,2024 Sheet 48 of 48  US 2024/0348603 A1

UR Code Face Matching
4704
Face Image(s) ,\" Fac\e;e!zig:ure

s 4720

Face Detection |
) 4724

Face Landmarking
\ ‘ 4728

/ Face Affining & Cropping
4732

. Image Min. Requirement Checks |
a 4736

: DNN Model

4740

N-Dimensional Feature Vector \

4744
Distance Compare Feature Vectors |
4748
Output Feature Vector Distances (in N-Dimensional Space)
4752
Map Distance to Match Levels: 0-15

FIG. 47

Jumio EX1080 Page 50
Jumio v. FaceTec [IPR2025-00108



US 2024/0348603 Al

METHOD AND APPARATUS FOR CREATING
ENCODED DATA AND USE OF SAME FOR
IDENTITY VERIFICATION

BACKGROUND

1. Field of the Invention

[0001] The disclosed embodiments relate to biometric
security. More specifically, the disclosed embodiments
relate to facial recognition authentication systems.

2. Related Art

[0002] With the growth of personal electronic devices that
may be used to access many different user accounts, and the
increasing threat of identity theft and other security issues,
there is a growing need for ways to securely access user
accounts via electronic devices. Account holders are thus
often required to have longer passwords that meet various
criteria such as using a mixture of capital and lowercase
letters, numbers, and other symbols. With smaller electronic
devices, such as smart phones, smart watches, “Internet of
Things” (“IoT”) devices and the like, it may become cum-
bersome to attempt to type such long passwords into the
device each time access to the account is desired and if
another individual learns the user’s password then the user
can be impersonated without actually being present them-
selves. In some instances, users may even decide to deac-
tivate such cumbersome security measures due to their
inconvenience on their devices. Thus, users of such devices
may prefer other methods of secure access to their user
accounts.

[0003] One other such method is with biometrics. For
example, an electronic device may have a dedicated sensor
that may scan a user’s fingerprint to determine that the
person requesting access to a device or an account is
authorized. However, such fingerprint systems on small
electronic devices, or are often considered unreliable and
unsecure.

[0004] In addition, facial recognition is generally known
and may be used in a variety of contexts. Two-dimensional
facial recognition is commonly used to tag people in images
on social networks or in photo editing software. Facial
recognition software, however, has not been widely imple-
mented on its own to securely authenticate users attempting
to gain access to an account because it not considered secure
enough. For example, two-dimensional facial recognition is
considered unsecure because faces may be photographed or
recorded, and then the resulting prints or video displays
showing images of the user may be used to trick the system.
Accordingly, there is a need for reliable, cost-effective, and
convenient method to authenticate users attempting to log in
to, for example, a user account.

SUMMARY

[0005] The disclosed embodiments have been developed
in light of the above and aspects of the invention may
include a method for enrolling and authenticating a user in
an authentication system via a user’s a mobile computing
device. The user’s device includes a camera.

[0006] In one embodiment, the user may enroll in the
system by providing enrollment images of the user’s face.
The enrollment images are taken by the camera of the
mobile device as the user moves the mobile device to
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different positions relative to the user’s head. The user may
thus obtain enrollment images showing the user’s face from
different angles and distances. The system may also utilize
one or more movement sensors of a mobile device to
determine an enrollment movement path that the phone
takes during the imaging. At least one image is processed to
detect the user’s face within the image, and to obtain
biometric information from the user’s face in the image. The
image processing may be done on the user’s mobile device
or at a remote device, such as an authentication server or a
user account server. The enrollment information (the enroll-
ment biometrics, movement, and other information) may be
stored on the mobile device or remote device or both.
[0007] The system may then authenticate a user by the
user providing at least one authentication image via the
camera of the mobile device while the user moves the
mobile device to different positions relative to the user’s
head. The authentication images are processed for face
detection and facial biometric information. Path parameters
may also be obtained during the imaging of the authentica-
tion images (authentication movement). The authentication
information (authentication biometric, movement, and other
information) is then compared with the enrollment informa-
tion to determine whether the user should be authenticated
or denied. Image processing and comparison may be con-
ducted on the user’s mobile device, or may be conducted
remotely.

[0008] Insome embodiments, multiple enrollment profiles
may be created by a user to provide further security. For
example, a user may create an enrollment wearing accesso-
ries such as a hat or glasses, or while making a funny face.
In further embodiments, the user’s enrollment information
may be linked to a user’s email address, phone number, or
other unique identifier.

[0009] The authentication system may include feedback
displayed on the mobile device to aid a user in learning and
authentication with the system. For instance, an accuracy
meter may provide feedback on a match rate of the authen-
tication biometrics or movement. A movement meter may
provide feedback on the movement detected by the mobile
device.

[0010] In some embodiments, the system may reward
users who successfully utilize the authentication system or
who otherwise take fraud preventing measures. Such
rewards may include leaderboards, status levels, reward
points, coupons or other offers, and the like. In some
embodiments, the authentication system may be used to
login to multiple accounts.

[0011] In addition to biometric and movement matching,
some embodiments may also utilize banding detection, glare
detection, and screen edge detection to further secure the
system. In other embodiments, other user attributes may be
detected and matched including users” gender, age, ethnicity,
and the like.

[0012] The system may also provide gradual access to user
account(s) when the user first sets up the authentication
system. As the user successfully implements the system,
authorization may be expanded. For example, during a time
period as the user gets accustomed to the authentication
system, lower transaction limits may be applied.

[0013] In some embodiments, the mobile device may
show video feedback of what the user is imaging to aid the
user to image his or her face during enrollment or authen-
tication. The video feedback may be displayed on only a
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portion of the display screen of the mobile device. For
example, the video feedback may be displayed in an upper
portion of the display screen. The video feedback display
may be position on a portion of the display screen that
corresponds with a location of a front-facing camera of the
mobile device.

[0014] To facilitate imaging in low-light, portions of the
screen other than the video feedback may be displayed in a
bright color, such as white. In some embodiments, and LED
or infrared light may be used, and near infrared thermal
imaging may be done with an infrared camera. The mobile
device used for imaging may thus have multiple cameras for
capture visible light and infrared images. The mobile device
may also have multiple cameras (two or more) imaging in a
single spectrum or multiple spectrum to provide stereo-
scopic, three-dimensional images. In such an embodiment,
the close-up frames (zoomed) may create the most differ-
entiation as compared to images captured from a distance. In
such an embodiment, the frames captured at a distance may
be unnecessary.

[0015] In some embodiments, to provide added security,
the mobile device may output objects, colors, or patterns on
the display screen to be detected during the imaging. The
predetermined object or pattern may be a unique one-
dimensional or two-dimensional barcode. For example, a
QR code (two-dimensional barcode) may be displayed on
the screen and reflected off the user’s eye. If the QR code is
detected in the image, then the person may be authenticated.
In other embodiments, an object may move on the screen
and the system may detect whether a user’s eyes follow the
movement.

[0016] In some embodiments, the system may provide
prompts on a video feedback display to aid the user in
moving the device relative to the user’s head during enroll-
ment and/or authentication. The prompts may include ovals
or frames displayed on the display screen in which the user
must place his or her face by moving the mobile device until
his or her face is within the oval or frame. The prompts may
preferably be of differing sizes and may also be centered on
different positions of the screen. When an actual three-
dimensional person images himself or herself close up and
far away, it has been found that the biometric results are
different due to the barrel distortion effect of the lens at the
different distances. Thus, a three-dimensional person may be
validated when biometric results are different in the close-up
and far away images. This also allows the user to have
multiple biometric profiles for each of the distances.

[0017] In other embodiments, biometrics from images
obtained between the close-up and far away images may be
analyzed for incrementally different biometric results. In this
manner, the morphing of the face from the far face to the
warped close up face is captured and tracked. The incre-
mental frames during an authentication may then be
matched to frames captured at similar locations during
enrollment along the motion path and compared to ensure
that the expected similarities and difference are found. This
results in a motion path and captured image and biometric
data that can prove a three-dimensional person is presently
being imaged. Thus, not only are the close-up and far away
biometrics compared, but also biometric data obtained in
between. The biometric data obtained in between must also
correspond to a correct morphing speed along the motion
path, greatly enhancing the security of the system.

Oct. 17,2024

[0018] The touch screen may be utilized in some embodi-
ments. For example, the user may need to enter or swipe a
code or pattern in addition to the authentication system
described herein. The touchscreen may also detect a size and
orientation of a user’s finger, and whether a right hand or a
left hand is used on the touch screen. Voice parameters may
also be used as an added layer of security. The system may
detect edge sharpness or other indicators to ensure that the
obtained images are of sufficient quality for the authentica-
tion system.

[0019] When a camera has an autofocus, the autofocus
may be controlled by the system to validate the presence of
the actual, three-dimensional person. The autofocus may
check that different features of the user or environment focus
at different focal lengths. In other embodiments, authenti-
cation images may be saved to review the person who
attempted to authenticate with the system.

[0020] In some embodiments, the match thresholds
required may be adapted over time.

[0021] The system may thus account for changing bio-
metrics due to age, weight gain/loss, environment, user
experience, security level, or other factors. In further
embodiments, the system may utilize image distortion prior
to obtaining biometric information to further protect against
fraudulent access.

[0022] The system may utilize any number or combination
of the security features as security layers, as described
herein. When authentication fails, the system may be con-
figured so that it is unclear which security layer triggered the
failure to preserve the integrity of the security system.
[0023] Also disclosed is a method for authenticating iden-
tity of a customer as part of a business transaction compris-
ing presenting a customer, with questions, the customer
questions having corresponding customer answers, and then
receiving customer answers from the customer in response
to the presenting of customer questions. Next, processing the
customer answers to create processed customer answers and
transmitting the processed customer answers to a remote
computing device. This method also compares the processed
customer answers to stored data at the remote computing
device and, responsive to the comparing determining that a
match has not occurred, denying further authentication.
Responsive to the comparing determining that a match has
occurred, allowing further authentication by capturing and
processing one or more facial images of the customer to
verify the identity of the customer and liveness of the
customer.

[0024] In one embodiment, the processed customer
answers are encrypted, subject to a hash operation, or both.
In one embodiment, the method further comprises inverting
the one or more facial images to captured authentication data
and comparing the captured authentication data to stored
authentication data to determining if a match occurs. In one
configuration, the stored authentication data is stored in a
blockchain and the comparing, for a match, the reverse
processed customer answers to stored customer answers data
controls access to the blockchain storing the stored authen-
tication data.

[0025] It is also contemplated that a result of the identity
and liveness verification of the customer is communicated to
a business to thereby verify the identity of the customer to
the business. The business may be a credit reporting agency
or a lender. It is contemplated that authentication may
further comprises veritying the liveness of the customer by
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processing a first image of the customer’s face captured at a
first distance from the customer and capturing a second
image of the customer’s face captured at a second distance
from the customer. In one configuration, the authentication
further comprises comparing at least one image of the
customer’s face to a previously captured image of the
customer’s face which is part of stored authentication data.
[0026] Also disclosed is an authentication system to verify
a user’s identity comprising a data collection device having
a processor and memory storing non-transitory machine
executable code which is executable by the processor. The
machine executable code of the data collection device may
be configured to present user related questions to the user
and receive answers to the user related questions. The
answers are entered by the user into the data collection
device. It is also configured to process the answers to create
secured answer data, transmit the secured answer data, and
responsive to instructions from a remote server, collect and
transmit collected authentication data from the user.

[0027] Also part of the system is the remote server having
a processor and memory storing non-transitory machine
executable code which is executable by the processor, such
that the machine executable code is configured to receive the
secured answer data from the data collection device and
process the secured answer to determine if the received
secured answer data matches stored secured answer data.
Responsive to the received secured answer data not match-
ing the stored secured answer data, denying access to stored
authentication data for the user. Responsive to the received
secured answer data matching the stored secured answer
data, then initiating an authentication session by communi-
cating with the data collection device to collect and transmit
collected authentication data, and then receive collected
authentication data from the data collection device. The
machine executable code is further configured to compare
the collected authentication data received from the data
collection device to stored user authentication data stored on
the remote server to determine if a match occurs, such that
a match verifies the identity of the user.

[0028] In one embodiment, the secured answer data com-
prises encrypted answers or hashed answers. The collected
authentication data may comprise one or more images of the
user captured by a camera of the data collection device. The
user authentication data may comprise a first image of the
user’s face captured, by the camera, at a first distance
separating the user and the camera and second image of the
user’s face captured, by the camera, at a second distance
separating the user and the camera, such that the first
distance is different from the second distance. In one con-
figuration, this system further comprises transmitting a
verified identity notice to a third party server and responsive
thereto, receiving data from the third party server as part of
a business transaction. It is also contemplated that the stored
user authentication data is stored in a blockchain and the
blockchain storing the stored user authentication data is only
accessed when the received secured answer data matches the
stored secured answer data.

[0029] An authentication system for use by a business to
verify identity of a user. In one embodiment, the authenti-
cation system comprises a data collection device having a
screen and a user interface. The data collection device is
configured to receive answers from the user to questions
presented to the user, process the answers to create secure
answer data, and transmit the secure answer data to a
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verification server. Also part of this embodiment is a veri-
fication server configured to receive the secure answer data
from the data collection device and compare the secure
answer data, or processed secure answer data, to stored
answer data. Responsive to the comparing determining that
the secure answer data or processed secure answer data does
not match the stored answer data, terminating the identify
verification. Responsive to the comparing determining the
secure answer data or processed secure answer data match-
ings the stored answer data, then initiating an authentication
session which includes capture of one or more images of the
customer’s face with a camera associated with the data
collection device or another device.

[0030] The data collection device may be an electronic
device owned by the user. The data collection device may be
an electronic device owned by the business. In one embodi-
ment, the stored answer data is created by performing the
same processing on the answers as occurred by the data
collection device to form the secure answer data. In one
configuration, the questions presented to the user are based
on information personal to the user.

[0031] In one embodiment, the step of initiating an
authentication session comprises providing notice, from the
verification server, to initiate the authentication session by
sending a message from the verification server to the data
collection device or the another device, and then, capturing
at least one image of the user with a camera associated with
the data collection device or the another device. This step
also includes processing the at least one image to generate
captured image data and transmitting the captured image
data to the verification server. At the verification server,
processing the captured image data to verify three dimen-
sionality of the user and comparing the captured image data
to stored image data derived from at least one previously
captured image of the user to determine if match occurs
within a threshold range. Then, responsive to verifying three
dimensionality of the user and obtaining the match within
the threshold range, then verifying the identity of the user to
the business. The system of claim 15 wherein the stored
authentication data, such as biometric data, is stored in a
blockchain. In one embodiment, the one or more images of
the user’s face comprises a first image captured with the
camera at a first distance from the user and a second image
captured with the camera at a second distance from the user,
the first distance different than the second distance.

[0032] Also disclosed is a method for verifying identity of
a customer by a business comprising initiating an identity
verification session for the customer. At the business, pre-
senting questions to the customer which have stored answers
that are stored at a remote location and also at the business,
receiving customer answers to the questions. Then, trans-
mitting the customer answers or a processed version of the
customer answers to an authentication system. At the
authentication system, which may be remote from the user,
receiving the customer answers or the processed version of
the customer answers at the authentication system. The
authentication system compares the customer answers or the
processed version of the customer answers to stored cus-
tomer answers or a stored processed version of the customer
answers to determine if a match occurs. If a match does not
occur, providing notice to the business of a failure to match
and ending the identity verification processes. If a match
does occur, initiating an authentication process by obtaining
one or more images of the customer’s face with a camera
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and processing one or more of the images of the customer’s
face to generate captured facial image data. Then, transmit-
ting the captured facial image data to the authentication
system, and processing the captured facial image data to
determine three-dimensionality and liveness of the customer
generating the captured facial image data. This method of
operation then compares the captured facial image data to
stored facial image data confirm the stored facial image data
matches the captured facial image data, the stored facial
image data based on previously captured images of the
customer’s face.

[0033] This method of operation may further comprise,
responsive to the stored facial image data matching the
captured facial image data, sending an identity verification
success message to the business, to a credit reporting agency
so the credit reporting agency can sent a credit report to the
business, to a lender so the lender will provide a loan or
financing to the customer, or any combination thereof.
[0034] The step of capturing the one or more images of the
user may comprise a first image capture with the camera a
first distance from the customer’s face and a second image
captured with the camera a second distance from the user’s
face such that the first distance is different than the second
distance. The customer answers may be encrypted or hashed
prior to transmitting to the authentication system. In one
configuration, the step of comparing the customer answers
or the processed version of the customer answers to stored
customer answers or a stored processed version of the
customer answers controls access to authentication data
stored is a blockchain.

[0035] Other systems, methods, features and advantages
of the invention will be or will become apparent to one with
skill in the art upon examination of the following figures and
detailed description. It is intended that all such additional
systems, methods, features and advantages be included
within this description, be within the scope of the invention,
and be protected by the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] The components in the figures are not necessarily
to scale, emphasis instead being placed upon illustrating the
principles of the invention. In the figures, like reference
numerals designate corresponding parts throughout the dif-
ferent views.

[0037] FIG. 1 illustrates an example environment of use of

the facial recognition authentication system, according to
one exemplary embodiment.

[0038] FIG. 2 illustrates an example embodiment of a
mobile device.
[0039] FIG. 3 illustrates exemplary software modules that

are part of the mobile device and server.

[0040] FIG. 4 shows a method for performing facial
recognition authentication according to one embodiment.
[0041] FIG. 5 shows a method for enrolling a user in a
facial recognition authentication system, according to one
exemplary embodiment.

[0042] FIG. 6A and FIG. 6B show an example of move-
ment of a mobile device about a user’s face according to one
exemplary embodiment.

[0043] FIG. 7A and FIG. 7B show an example of move-
ment of a mobile device about a user’s face according to one
exemplary embodiment.

Oct. 17,2024

[0044] FIG. 8 shows a method of providing authentication
information in a facial recognition authentication system,
according to one exemplary embodiment.

[0045] FIG. 9 shows a method of verifying authentication
credential in a facial recognition authentication system,
according to one exemplary embodiment.

[0046] FIG. 10 illustrates an exemplary display showing a
graphical and numeric feedback in a facial recognition
authentication system.

[0047] FIG. 11A, FIG. 11B, and FIG. 11C illustrate exem-
plary video feedback displays corresponding to front-facing
camera positions in a facial recognition authentication sys-
tem.

[0048] FIG. 12A shows an exemplary video display feed-
back of a facial recognition authentication system where
edge pixels on the sides of the display are stretched hori-
zontally.

[0049] FIG. 12B shows a method of verifying liveness or
three-dimensionality of a user utilizing pixel velocity analy-
sis detection.

[0050] FIG. 13A and FIG. 13B illustrate exemplary screen
displays with face alignment indicators shown as an oval to
serve as a guide as the user moves the mobile device closer
to or away from their face.

[0051] FIG. 14 illustrates an exemplary mobile device
display showing a graphical code entry interface with an
imaging area.

[0052] FIG. 15 illustrates an example mobile device dis-
play showing a numeric and graphical code entry interface
with an imaging area.

[0053] FIG. 16 shows a system for biometric identification
using root identity information, according to an exemplary
embodiment.

[0054] FIG. 17 shows a method for authenticating using a
root identification system, according to one exemplary
embodiment.

[0055] FIG. 18 shows a method of remotely establishing a
biometric identity, according to one exemplary embodiment.
[0056] FIG. 19 shows a system of biometric authentication
using a blockchain, according to an exemplary embodiment.
[0057] FIG. 20 is a schematic of a computing or mobile
device such as one of the devices described above, according
to one exemplary embodiment

[0058] FIG. 21 illustrates a block diagram of an example
system and environment of use.

[0059] FIG. 22 illustrates a flow chart providing an
example method of operation.

[0060] FIG. 23 illustrates an exemplary photo identifica-
tion card.
[0061] FIG. 24 illustrates a method for authentication

using biometric identification and a photo identification
card.

[0062] FIG. 25 shows examples of validation of a photo
identification card, according to an exemplary embodiment.
[0063] FIG. 26 shows an example of validation of a photo
identification card, according to an exemplary embodiment.
[0064] FIG. 27 is an operational flow chart of an example
method for creating the digital ID.

[0065] FIG. 28 illustrates an example screen display for
the software used to capture the first image.

[0066] FIG. 29 illustrates an exemplary digital ID.
[0067] FIG. 30 illustrates an example screen display for
photo ID type selection.
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[0068] FIG. 31 illustrates an exemplary photo ID image
capture screen display.

[0069] FIG. 32 illustrates an exemplary photo ID image
acceptance screen.

[0070] FIG. 33 is an operational flow chart of an example
method for a third party to verify the digital ID at the
verification server.

[0071] FIG. 34 illustrates an exemplary digital ID upload
screen presented by the verification server to the third party.
[0072] FIG. 35 illustrates an exemplary notification screen
that may be provided to the third party.

[0073] FIG. 36A illustrates an exemplary embodiment of
the various stages of facial image data processing during the
creation of the face vector data suitable to be stored in a
graphical code (UR™ code for example) which represents
facial biometric data.

[0074] FIG. 36B incorporates many of the same features
as shown in FIG. 23 and

[0075] includes a UR™ code.

[0076] FIG. 36C is a high level overview of the graphical
code as used during validation of a person’s identity or an
items’ association with a person.

[0077] FIG. 37 illustrates and shows the process of FIG.
25 and also includes the step of scanning the back side of an
1D, which includes the UR™ code.

[0078] FIG. 38 illustrates an example embodiment of a
graphical code generation system.

[0079] FIG. 39 illustrates an example method of creating
a graphical code which includes facial biometric data (UR™
code).

[0080] FIG. 40 illustrates an example embodiment of a
system configured to process the graphical code and analyze
the similarities between the graphical code and a facevector
generated from an image of the person.

[0081] FIG. 41 is an operational flow diagram of an
example method of verifying an association between docu-
ment or other item having a code and the person associated
with the document.

[0082] FIG. 42 is a block diagram of an example embodi-
ment of a system configured to process the graphical code
and analyze the similarities between the facevector stored in
the graphical code with use of a trusted source and/or trusted
source image or code.

[0083] FIG. 43 illustrates an operational flow chart of an
example method of operation of verifying identity or asso-
ciation of an item bearing a graphic code using access to a
trusted entity.

[0084] FIG. 44 illustrates an embodiment with an addi-
tional feature of a URL address to assist in the ID assurance
process.

[0085] FIG. 45 illustrates a general block diagram of a
neural network.

[0086] FIG. 46 is a block diagram that is representative of
a node of FIG. 45.

[0087] FIG. 47 illustrates a flow chart of one exemplary
method of facial image processing in connection with face-
vector generation and comparison using a neural network.

DETAILED DESCRIPTION OF EMBODIMENTS

[0088] A system and method for providing secure and
convenient facial recognition authentication will be
described below. The system and method may be achieved
without the need for additional expensive biometric readers
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or systems while offering enhanced security over conven-
tional facial recognition systems.

Facial Recognition Authentication Environment

[0089] FIG. 1 illustrates an example environment of use of
the facial recognition authentication system described
herein. This is but one possible environment of use and
system. It is contemplated that, after reading the specifica-
tion provided below in connection with the figures, one of
ordinary skill in the art may arrive at different environments
of use and configurations.

[0090] In this environment, a user 108 may have a mobile
device 112 which may be used to access one or more of the
user’s accounts via authentication systems. A user 108 may
have a mobile device 112 that can capture a picture of the
user 108, such as an image of the user’s face. The user may
use a camera 114 on or connected to the mobile device 112
to capture an image or multiple images or video of himself
or herself. The mobile device 112 may comprise any type of
mobile device capable of capturing an image, either still or
video, and performing processing of the image or commu-
nication over a network.

[0091] In this embodiment, the user 108 may carry and
hold the mobile device 112 to capture the image. The user
may also wear or hold any number of other devices. For,
example, the user may wear a watch 130 containing one or
more cameras 134 or biosensors disposed on the watch. The
camera 134 may be configured to create an image from
visible light as well as infrared light. The camera 134 may
additionally or alternatively employ image intensification,
active illumination, or thermal vision to obtain images in
dark environments.

[0092] When pointed towards a user 108, the camera 134
may capture an image of the user’s face. The camera 134
may be part of a module that may either include communi-
cation capability that communicates with either a mobile
device 112, such as via Bluetooth®, NFC, or other format,
or communication directly with a network 116 over a wired
or wireless link 154. The watch 130 may include a screen on
its face to allow the user to view information. If the camera
module 134 communicates with the mobile device 112, the
mobile device 134 may relay communications to the net-
work 116. The mobile device 134 may be configured with
more than one front facing camera 114 to provide for a 3D
or stereoscopic view, or to obtain images across different
spectral ranges, such as near infrared and visible light.
[0093] The mobile device 112 is configured to wirelessly
communicate over a network 116 with a remote server 120.
The server 120 may communicate with one or more data-
bases 124. The network 116 may be any type of network
capable of communicating to and from the mobile device
including but not limited to a LAN, WAN, PAN, or the
Internet. The mobile device 112 may communicate with the
network via a wired or wireless connection, such as via
Ethernet, Wi-Fi, NFC, and the like. The server 120 may
include any type of computing device capable of commu-
nicating with the mobile device 112. The server 120 and
mobile device 112 are configured with a processor and
memory and are configured to execute machine readable
code or machine instructions stored in the memory.

[0094] The database 124, stored on mobile device or
remote location as shown, may contain facial biometric
information and authentication information of users 108 to
identify the users 108 to allow access to associated user data
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based on one or more images or biometric information
received from the mobile device 112 or watch 134. The data
may be, for example, information relating to a user account
or instruction to allow access to a separate account infor-
mation server 120B. The term biometric data may include
among other information biometric information concerning
facial features and path parameters. Examples of path
parameters may include an acceleration and speed of the
mobile device, angle of the mobile device during image
capture, distance of the mobile device to the user, path
direction in relation to the user’s face position in relation to
the user, or any other type parameter associated with move-
ment of the mobile device or the user face in relation to a
camera. Other data may also be included such as GPS data,
device identification information, and the like.

[0095] In this embodiment, the server 120 processes
requests for identification from the mobile device 112 or
user 108. In one configuration, the image captured by the
mobile device 112, using facial detection, comprises one or
more images of the user’s face 108 during movement of the
mobile device relative to the user’s face, such as in a side to
side or horizontal arc or line, vertical arc or line, forward and
backwards from the user’s face, or any other direction of
motion. In another configuration, the mobile device 112
calculates biometric information from the obtained images,
and sends the biometric information to the server 120. In yet
another embodiment, the mobile device 112 compares bio-
metric information with stored biometric information on the
mobile device 112, and sends an authentication result from
the comparison to the server 120.

[0096] The data including either the image(s), biometric
information, or both are sent over the network 116 to the
server 120. Using image processing and image recognition
algorithms, the server 120 processes the person’s biometric
information, such as facial data, and compares the biometric
information with biometric data stored in the database 124
to determine the likelihood of a match. In other embodi-
ments, the image processing and comparison is done on the
mobile device 112, and data sent to the server indicates a
result of the comparison. In further embodiments, the image
processing and comparison is done on the mobile device 112
without accessing the server, for example, to obtain access
to the mobile device 112 itself.

[0097] By using facial recognition processing, an accurate
identity match may be established. Based on this and option-
ally one or more other factors, access may be granted, or an
unauthorized user may be rejected. Facial recognition pro-
cessing is known in the art (or is an established process) and
as a result, it is not described in detail herein.

[0098] Also shown is a second server 120B with associ-
ated second database 124B, and

[0099] third server 120C with associated third database
124C. The second and third database may be provided to
contain additional information that is not available on the
server 120 and database 124. For example, one of the
additional servers may only be accessed based on the
authentication of the user 108 performed by the server 120.
[0100] Executing on the mobile device 112 is one or more
software applications. This software is defined herein as an
identification application (ID App). The ID App may be
configured with either or both of facial detection and facial
recognition and one or more software modules which moni-
tor the path parameters and/or biometric data. Facial detec-
tion as used herein refers to a process which detects a face
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in an image. Facial recognition as used herein refers to a
process that can analyze a face using an algorithm, mapping
its facial features, and converting them to biometric data,
such as numeric data. The biometric data can be compared
to that derived from one or more different images for
similarities or dis-similarities. If a high percentage of simi-
larity is found in the biometric data, the individual shown in
the images may be considered a match.

[0101] With the ultimate goal of matching a face of a user
to an identity or image stored in a database 124, to authen-
ticate the user, the ID App may first process the image
captured by the camera 114, 134 to identify and locate the
face that is in the image. As shown in FIG. 1, there may be
the face 108. The authentication may be used for logging
into an online account or for numerous other access control
functions.

[0102] The portion of the photo that contains the detected
face may then be cropped, cut, and stored for processing by
one or more facial recognition algorithms. By first detecting
the face in the image and cropping only that portion of the
face, the facial recognition algorithm need not process the
entire image. Further, in embodiments where the facial
recognition processing occurs remotely from the mobile
device 112, such as at a server 120, much less image data is
required to be sent over the network to the remote location.
It is contemplated that the entire image, a cropped face, or
only biometric data may be sent to the remote server 120 for
processing.

[0103] Facial detection software can detect a face from a
variety of angles. However, facial recognition algorithms are
most accurate in straight on images in well-lit situations. In
one embodiment, the highest quality face image for facial
recognition that is captured is processed first, then images of
the face that are lower quality or at different angles other
than straight toward the face are then processed. The pro-
cessing may occur on the mobile device or at a remote server
which has access to large databases of image data or facial
identification data.

[0104] The facial detection is preferred to occur on the
mobile device and is performed by the mobile device
software, such as the ID App. This reduces the number or
size of images (data) that are sent to the server for processing
where faces are not found and minimizes the overall amount
of data that must be sent over the network. This reduces
bandwidth needs and network speed requirements are
reduced.

[0105] In another preferred embodiment, the facial detec-
tion, facial recognition, and biometric comparison all occur
on the mobile device. However, it is contemplated that the
facial recognition processing may occur on the mobile
device, the remote server, or both.

[0106] FIG. 2 illustrates an example embodiment of a
mobile device. This is but one possible mobile device
configuration and as such it is contemplated that one of
ordinary skill in the art may differently configure the mobile
device. The mobile device 200 may comprise any type of
mobile communication device capable of performing as
described below. The mobile device may comprise a PDA,
cellular telephone, smart phone, tablet PC, wireless elec-
tronic pad, an IoT device, a “wearable” electronic device or
any other computing device.

[0107] In this example embodiment, the mobile device
200 is configured with an outer housing 204 configured to
protect and contain the components described below. Within

Jumio EX1080 Page 56
IPR2025-00108

Jumio v. FaceTec



US 2024/0348603 Al

the housing 204 is a processor 208 and a first and second bus
212A, 212B (collectively 212). The processor 208 commu-
nicates over the buses 212 with the other components of the
mobile device 200. The processor 208 may comprise any
type processor or controller capable of performing as
described herein. The processor 208 may comprise a gen-
eral-purpose processor, ASIC, ARM, DSP, controller, or any
other type processing device. The processor 208 and other
elements of the mobile device 200 receive power from a
battery 220 or other power source. An electrical interface
224 provides one or more electrical ports to electrically
interface with the mobile device, such as with a second
electronic device, computer, a medical device, or a power
supply/charging device. The interface 224 may comprise
any type electrical interface or connector format.

[0108] One or more memories 210 are part of the mobile
device 200 for storage of machine readable code for execu-
tion on the processor 208 and for storage of data, such as
image data, audio data, user data, medical data, location
data, accelerometer data, or any other type of data. The
memory 210 may comprise RAM, ROM, flash memory,
optical memory, or micro-drive memory. The machine-
readable code as described herein is non-transitory.

[0109] As part of this embodiment, the processor 208
connects to a user interface 216. The user interface 216 may
comprise any system or device configured to accept user
input to control the mobile device. The user interface 216
may comprise one or more of the following: keyboard, roller
ball, buttons, wheels, pointer key, touch pad, and touch
screen. A touch screen controller 230 is also provided which
interfaces through the bus 212 and connects to a display 228.
[0110] The display comprises any type display screen
configured to display visual information to the user. The
screen may comprise a LED, LCD, thin film transistor
screen, OEL CSTN (color super twisted nematic), TFT (thin
film transistor), TFD (thin film diode), OLED (organic
light-emitting diode), AMOLED display (active-matrix
organic light-emitting diode), capacitive touch screen, resis-
tive touch screen or any combination of these technologies.
The display 228 receives signals from the processor 208 and
these signals are translated by the display into text and
images as is understood in the art. The display 228 may
further comprise a display processor (not shown) or con-
troller that interfaces with the processor 208. The touch
screen controller 230 may comprise a module configured to
receive signals from a touch screen which is overlaid on the
display 228. Also part of this exemplary mobile device is a
speaker 234 and microphone 238.

[0111] The speaker 234 and microphone 238 may be
controlled by the processor 208. The microphone 238 is
configured to receive and convert audio signals to electrical
signals based on processor 208 control. Likewise, the pro-
cessor 208 may activate the speaker 234 to generate audio
signals. These devices operate as is understood in the art and
as such are not described in detail herein.

[0112] Also connected to one or more of the buses 212 is
a first wireless transceiver 240 and a second wireless trans-
ceiver 244, each of which connect to respective antennas
248, 252. The first and second transceiver 240, 244 are
configured to receive incoming signals from a remote trans-
mitter and perform analog front-end processing on the
signals to generate analog baseband signals. The incoming
signal may be further processed by conversion to a digital
format, such as by an analog to digital converter, for
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subsequent processing by the processor 208. Likewise, the
first and second transceiver 240, 244 are configured to
receive outgoing signals from the processor 208, or another
component of the mobile device 208, and up convert these
signal from baseband to RF frequency for transmission over
the respective antenna 248, 252. Although shown with a first
wireless transceiver 240 and a second wireless transceiver
244, it is contemplated that the mobile device 200 may have
only one such system or two or more transceivers. For
example, some devices are tri-band or quad-band capable, or
have Bluetooth®, NFC, or other communication capability.
[0113] It is contemplated that the mobile device, and
hence the first wireless transceiver 240 and a second wire-
less transceiver 244 may be configured to operate according
to any presently existing or future developed wireless stan-
dard including, but not limited to, Bluetooth, WI-FI such as
IEEE 802.11 a,b,g,n, wireless LAN, WMAN, broadband
fixed access, WiIMAX, any cellular technology including
CDMA, GSM, EDGE, 3G, 4G, 5G, TDMA, AMPS, FRS,
GMRS, citizen band radio, VHF, AM, FM, and wireless
USB.

[0114] Also part of the mobile device is one or more
systems connected to the second bus 212B which also
interface with the processor 208. These devices include a
global positioning system (GPS) module 260 with associ-
ated antenna 262. The GPS module 260 can receive and
processing signals from satellites or other transponders to
generate location data regarding the location, direction of
travel, and speed of the GPS module 260. GPS is generally
understood in the art and hence not described in detail
herein. A gyroscope 264 connects to the bus 212B to
generate and provide orientation data regarding the orien-
tation of the mobile device 204. A magnetometer 268 is
provided to provide directional information to the mobile
device 204. An accelerometer 272 connects to the bus 212B
to provide information or data regarding shocks or forces
experienced by the mobile device. In one configuration, the
accelerometer 272 and gyroscope 264 generate and provide
data to the processor 208 to indicate a movement path and
orientation of the mobile device.

[0115] One or more cameras (still, video, or both) 276 are
provided to capture image data for storage in the memory
210 and/or for possible transmission over a wireless or wired
link or for viewing later. The one or more cameras 276 may
be configured to detect an image using visible light and/or
near-infrared light. The cameras 276 may also be configured
to utilize image intensification, active illumination, or ther-
mal vision to obtain images in dark environments. The
processor 208 may process image data to perform image
recognition, such as in the case of, facial detection, item
detection, facial recognition, item recognition, or bar/box
code reading.

[0116] A flasher and/or flashlight 280, such as an LED
light, are provided and are processor controllable. The
flasher or flashlight 280 may serve as a strobe or traditional
flashlight. The flasher or flashlight 280 may also be config-
ured to emit near-infrared light. A power management
module 284 interfaces with or monitors the battery 220 to
manage power consumption, control battery charging, and
provide supply voltages to the various devices which may
require different power requirements.

[0117] FIG. 3 illustrates exemplary software modules that
are part of the mobile device and server. Other software
modules may be provided to provide the functionality
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described below. It is provided that for the functionality
described herein there is matching software (non-transitory
machine-readable code, machine executable instructions or
code) configured to execute the functionality. The software
would be stored on a memory and executable by a processor.
[0118] In this example confirmation, the mobile device
304 includes a receive module 320 and a transmit module
322. These software modules are configured to receive and
transmit data to remote device, such as cameras, glasses,
servers, cellular towers, or WIFI system, such as router or
access points.

[0119] Also part of the mobile device 304 is a location
detection module 324 configured to determine the location
of the mobile device, such as with triangulation or GPS. An
account setting module 326 is provided to establish, store,
and allow a user to adjust account settings. A log in module
328 is also provided to allow a user to log in, such as with
password protection, to the mobile device 304. A facial
detection module 308 is provided to execute facial detection
algorithms while a facial recognition module 321 includes
software code that recognizes the face or facial features of
a user, such as to create numeric values which represent one
or more facial features (facial biometric information) that
are unique to the user.

[0120] An information display module 314 controls the
display of information to the user of the mobile device. The
display may occur on the screen of the mobile device or
watch. A user input/output module 316 is configured to
accept data from and display data to the user. A local
interface 318 is configured to interface with other local
devices, such as using Bluetooth® or other shorter-range
communication, or wired links using connectors to con-
nected cameras, batteries, data storage elements. All the
software (with associated hardware) shown in the mobile
device 304 operate to provide the functionality described
herein.

[0121] Also shown in FIG. 3 is the server software module
350. These modules are located remotely from the mobile
device, but can be located on any server or remote process-
ing element. As is understood in the art, networks and
network data use a distributed processing approach with
multiple servers and databases operating together to provide
a unified server. As a result, it is contemplated that the
module shown in the server block 350 may not all be located
at the same server or at the same physical location.

[0122] As shown in FIG. 3, the server 350 includes a
receive module 352 and a transmit module 354. These
software modules are configured to receive and transmit data
to remote devices, such as cameras, watches, glasses, serv-
ers, cellular towers, or WIFI systems, such as router or
access points.

[0123] An information display module 356 controls a
display of information at the server 350. A user input/output
module 358 controls a user interface in connection with the
local interface module 360. Also located on the server side
of the system is a facial recognition module 366 that is
configured to process the image data from the mobile device.
The facial recognition module 366 may process the image
data to generate facial data (biometric information) and
perform a compare function in relation to other facial data to
determine a facial match as part of an identity determination.
[0124] A database interface 368 enables communication
with one or more databases that contain information used by
the server modules. A location detection module 370 may
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utilize the location data from the mobile device 304 for
processing and to increase accuracy. Likewise, an account
settings module 372 controls user accounts and may inter-
face with the account settings module 326 of the mobile
device 304. A secondary server interface 374 is provided to
interface and communicate with one or more other servers.

[0125] One or more databases or database interfaces are
provided to facilitate communication with and searching of
databases. In this example embodiment the system includes
an image database that contains images or image data for
one or more people. This database interface 362 may be used
to access image data users as part of the identity match
process. Also part of this embodiment is a personal data
database interface 376 and privacy settings data module 364.
These two modules 376, 364 operate to establish privacy
setting for individuals and to access a database that may
contain privacy settings.

Authentication System

[0126] An authentication system with path parameters that
is operable in the above described environment and system
will now be described as shown in FIG. 4. FIG. 4 shows a
method for performing facial recognition authentication
with path parameters according to one embodiment of the
invention. As will be described in more detail below, the
system utilizes the features of the mobile device 112 and
server 120 defined above to generate a secure and conve-
nient login system as one example of an authentication
system. This reduces the burden of the user having to type
in complex passwords onto a small screen of a mobile
device, prevents fraud through means such as key logging or
screen shot captures, and increases security by combining
several path parameters and/or device parameters which
must be met before user is authenticated.

[0127] In step 410, the system enrolls a user in the facial
recognition authentication system. In one embodiment, an
authentication server, such as the server 120 (FIG. 1), may
be configured to authenticate a user to allow access to a
user’s account, such as a bank or other account, via the
mobile device 112. The authentication server 120 may be
included as a part of a server of the institution or entity
providing user accounts (hereinafter “account server”), or
the authentication server may be provided separately. For
example, in the environment shown in FIG. 1, Servers 120B
and 120C may represent account servers. In other embodi-
ments, the account server and the authentication server are
one in the same.

[0128] In one embodiment, the authentication server 120
may provide an authentication application to the user for
installation on the mobile device 112.

[0129] An enrollment process according to one embodi-
ment will be described with reference to FIG. 5. In this
embodiment, a user via a mobile device 112 establishes a
connection between the mobile device 112 and the account
server 120B in step 510. As just one example, the user may
establish a connection with a server of a financial institution
such as a bank, or this connection may occur later in the
process after authentication. The user then provides typical
login information to authenticate the user, such as a user
name and password for a financial account in step 512. In
step 514, the user may next receive a prompt at the mobile
device 112 to enroll in the facial recognition authentication
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system. The user then, via the user interface, indicates that
he or she would like to set up the authentication system in
response to the prompt.

[0130] Next, in step 516, the mobile device 112 may send
device information to the authentication server 120. The
device information may include among other information a
device identifier that uniquely identifies the mobile device of
the user. Such information may include device manufac-
turer, model number, serial number, and mobile network
information. In step 518, when the authentication server 120
is incorporated with the account server 120B, the authenti-
cation server 120 associates and stores the device informa-
tion with the user’s account information. When the authen-
tication server 120 is separate from the account server 120B,
the account server 120B may generate a unique identifier
related to the account information and send the unique
identifier to the authentication server 120. The authentica-
tion server 120 may associate the device information and the
unique identifier with each other and may store the infor-
mation in a database 124.

[0131] The user is next prompted to provide a plurality of
images of his or her face using a camera 114 on the mobile
device 112 (hereinafter, “enrollment images™) in step 510.
The enrollment images of the user’s face are taken as the
user holds the mobile device and moves the mobile device
to different positions relative to his or her head and face.
Thus, the enrollment images of the user’s face are taken
from many different angles or positions. Furthermore, the
path parameters of the mobile device are monitored and
recorded for future comparison in step 522. Some non-
limiting examples of how a user might hold a mobile device
and take a plurality of images of her face is shown in FIGS.
6A-7B.

[0132] In FIGS. 6A and 6B, the user holds the mobile
device 112 on one side of his or her face, and moves the
mobile device 112 in an arc like path horizontally about his
or her face until the mobile device 112 is on the other side
of her or her face. In FIGS. 7A and 7B, the user holds the
mobile device 112 far away from his or her face, and then
brings the mobile device 112 forward closer to his or her
face. Of course, any number of other paths may be used in
addition to those shown in FIGS. 6A-7B. Additionally, the
user may move his or her head while the camera is held
fixed. The user could also hold the camera steady and move
their head in relation to the camera. This method thus can be
implemented with a webcam on a laptop or desktop, or on
any other device, such as an loT device where a camera is
mounted on a similarly stationary location or object.
[0133] The enrollment images may be obtained as follows.
The user holds and orients a mobile device 112 with a
camera 114 so that the camera 114 is positioned to image the
user’s face. For example, the user may use a front facing
camera 114 on a mobile device 112 with a display screen and
may confirm on the display screen that his or her face is in
position to be imaged by the camera 114.

[0134] Once the user has oriented the device, the device
may begin obtaining the enrollment images of the user. In
one embodiment, the user may press a button on the device
112 such as on a touchscreen or other button on the device
to initiate the obtaining of the enrollment images. The user
then moves the mobile device to different positions relative
to his or her head as the device images the user’s face from
a plurality of angles or positions as described above. When
the above-mentioned front-facing camera is used, the user
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may continually confirm that his or her face is being imaged
by viewing the imaging on the display screen. The user may
again press the button to indicate that the imaging is com-
pleted. Alternatively, the user may hold the button during
imaging, and then release the button to indicate that imaging
is complete.

[0135] As described above, the mobile device 112 may
include face detection. In this embodiment in step 524, the
mobile device may detect the user’s face in each of the
enrollment images, crop the images to include only the
user’s face, and send, via a network, the images to the
authentication server 120. In step 526, upon receipt of the
enrollment images, the authentication server 120 performs
facial recognition on the images to determine biometric
information (“enrollment biometrics™) for the user. The
authentication server 120 may then associate the enrollment
biometrics with the device information and the unique
identifier (or account information) and stores the biometric
information in the database 124 in step 528. For added
security, in step 530, the mobile device 112 and the authen-
tication server 120 may be configured to delete the enroll-
ment images after the enrollment biometrics of the user are
obtained.

[0136] Inanother embodiment, the mobile device 112 may
send the images to the authentication server 120 without
performing face detection. The authentication server 120
may then perform the face detection, facial recognition, and
biometric information processing. In another embodiment,
the mobile device 112 may be configured to perform the
facial detection, facial recognition, and biometric process-
ing, and then send the results or data resulting from the
processing to the authentication server 120 to be associated
with the unique identifier or user account. This prevents
sensitive personal data (images) from leaving the user’s
device. In yet another embodiment, the mobile device 112
may perform each of the above-mentioned steps, and the
mobile device 112 may store the enrollment information
without sending any of the enrollment biometrics or images
to the server.

[0137] In one embodiment, the mobile device’s gyro-
scope, magnetometer, and accelerometer are configured to
generate and store data while the user moves the mobile
device about his or her head to obtain the enrollment images
(path parameters). The mobile device may process this data
in step 532 to determine a path or arc in which the mobile
device moved while the user imaged his or her face (“enroll-
ment movement”). By using data from the accelerometer,
magnetometer, and gyroscope, the system may check when
a user is ready to begin scanning himself/herself, as well as
determining the scan path. The data is thus used to determine
when to start and stop the scan interval. The data may
additionally include the time elapsed during scanning. This
time may be measured from the user pressing the button to
start and stop the imaging, or may be measured from the
duration the button is held down while imaging, or during
more movement or to complete sweep.

[0138] The enrollment movement of the mobile device
112 (which is data that defined the movement of the mobile
device during image capture) may be sent to the authenti-
cation server 120. The authentication server 120 associates
and stores the enrollment movement, the enrollment bio-
metrics, the device information, and the unique identifier or
account information. Alternatively, the data generated by the
gyroscope, magnetometer, and accelerometer may be sent to
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the server 120, and the server 120 may process the data to
determine the enrollment movement.

[0139] Thus, in the above described embodiment, the
enrollment information may thus comprise the device infor-
mation, the enrollment biometrics, and the enrollment move-
ment (based on movement of the mobile device 112).
[0140] Returning to FIG. 4, once enrollment is complete,
the authentication server 120 may later receive credentials
from a user attempting to authenticate with the system as
shown in step 420. For example, a user may attempt to log
in to a user account. When a user attempts to log in, instead
of or in addition to providing typical account credentials
such as user name and password, the user may again take a
plurality of images or video of his or her face as the mobile
device 112 is held in the hand and moved to different
positions relative to the head (“authentication images”) in
the same manner as was done during enrollment (such as
shown in FIGS. 6A-7B). In this manner, the user may
provide the necessary images (the term images includes
video as video is a succession of images) from many
different angles and/or positions, and may provide path
parameters of the device while obtaining the images (“au-
thentication movement”) to both confirm the identity of the
user as well as the liveness and realness of that individual to
ensure it is not a video, screen shot, or other representation
of the person.

[0141] In one embodiment outlined in FIG. 8, the user via
the mobile device 112 obtains several authentication images
in step 810 while moving the mobile device 112 to different
positions relative to the user’s head. Using facial detection
in step 812, the mobile device 112 detects the user’s face in
each of the authentication images, crops the images, and
sends the images to the authentication server 120. In another
embodiment, the mobile device 112 sends the images to the
server 124, and the server 124 performs facial detection. In
step 814, the authentication routing 120 may perform facial
recognition on the authentication images to obtain biometric
information (“authentication biometrics”). In another
embodiment, the mobile device 112 performs facial recog-
nition to obtain the authentication biometrics and sends the
authentication biometrics to the server 120.

[0142] In step 816, the mobile device 112 sends the device
information identifying the device and sends path param-
eters such as gyroscope, magnetometer, and accelerometer
information defining the path of the mobile device taken
during imaging, as well as the elapsed time during imaging
(“authentication movement”) to the server 120. The creden-
tials received by the authentication server 120 for a login in
the facial recognition system may thus comprise the device
information, the authentication images or the authentication
biometrics, and the authentication movement (path param-
eters).

[0143] Returning to FIG. 4, in step 430, the authentication
server 120 verifies that the credentials received from the
mobile device 112 sufficiently correspond with the informa-
tion obtained during enrollment. For example, as shown in
step 910 in FIG. 9, by using algorithms to process the
characteristics of the face and light striking the face between
the different images, the authentication server 120 can
determine that the face in the authentication images is
three-dimensional, i.e. not a representation on a printed
picture or video screen. Where the mobile device 120 sends
only the authentication biometrics 120 to the server, the
server 120 may validate the realness or three-dimensional
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aspects of the user imaged by comparing the biometric
results of the different images.

[0144] In step 920, the authentication server 120 may then
compare the login credentials with the information stored
from the enrollment process. In step 920, the server 120
compares the identification of the device obtained during the
login process to that stored during enrollment. In step 930,
the authentication biometrics may be compared with the
enrollment biometrics to determine whether they sufficiently
correspond with the enrollment biometrics. In step 940, the
authentication movement may be compared with the enroll-
ment movement to determine whether it sufficiently corre-
sponds with the enrollment movement.

[0145] In some embodiments, a copy of the enrollment
information may be stored on the mobile device 112, and the
mobile device 112 may verify that the credentials received
on the mobile device 112 sufficiently correspond with the
enrollment information. This would allow a user to secure
documents, files, or applications on the mobile device 112
itself in addition to securing a user’s account hosted on a
remote device, such as the authentication server 120, even
when a connection to the authentication server 120 may be
temporarily unavailable, such as when a user does not have
access to the Internet. Further, this would allow the user to
secure access to the mobile device 112 itself. Or enrollment
info may be stored on server.

[0146] Accordingly, in step 950, if the authentication
server 120 or mobile device 112 determines that the enroll-
ment information sufficiently corresponds with the creden-
tials received, then the server or mobile device may verify
that the identification of the user attempting login corre-
sponds the account holder. This avoids the cumbersome
process of the user having to manually type in a complex
password using the small screen of the mobile device. Many
passwords now require capital, non-text letter, lower case,
and numbers.

[0147] The level of correspondence required to determine
that the enrollment information sufficiently corresponds
with the authentication information in the login attempt may
be set in advance. For example, the level of correspondence
may be a 99.9% match rate between the enrollment biomet-
rics and the authentication biometrics and a 90% match rate
between the enrollment movement and the authentication
movement. The required level of correspondence may be
static or elastic based on the established thresholds.

[0148] For example, the required level of correspondence
may be based on GPS information from the mobile device
112. In one embodiment, the authentication server 120 may
require a 99.9% match rate as the level of correspondence
when the GPS information of the mobile device corresponds
with the location of the user’s home or other authorized
location(s). In contrast, if the GPS information shows the
device is in a foreign country far from the user’s home, the
authentication server may require a 99.99% match rate as the
level of correspondence or may be denied entirely. Hence,
the required match between pre-stored authentication data
(enrollment information) and presently received authentica-
tion data (authentication information) is elastic in that the
required percentage match between path parameters or
images my change depending on various factors, such as
time of day, location, frequency of login attempt, date, or
any other factor.

[0149] The required level of correspondence may addi-
tionally depend on time. For instance, if a second authenti-
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cation attempt is made shortly after a first authentication
attempt in a location far from the first authentication location
based on GPS information from the mobile device 112, the
level of correspondence threshold may be set higher. For
example, a user can not travel from Seattle to New York in
1 hour. Likewise, login attempts at midnight to three in the
morning may be a sign of fraud for some users based on
patterns of the users’ usage.

[0150] The level of correspondence between the enroll-
ment information and the authentication information may be
the result of compounding the various parameters of the
enrollment information and the authentication information.
For example, when the button hold time in the authentication
information is within 5% of the button hold time of the
enrollment information, the correspondence of the button
hold time may constitute 20% of the overall match. Simi-
larly, when the motion path trajectory of the authentication
information is within 10% of the enrollment information, the
motion path trajectory may constitute 20% of the overall
match. Further parameter match rates such as the face size
and facial recognition match in the authentication informa-
tion as compared to the enrollment information may con-
stitute the remaining 10% and 50% of the overall level of
correspondence. In this manner, the total overall level of
correspondence may be adjusted (total of all parameters
being more than 75%, for example), or the match rate of
individual parameters may be adjusted. For example, on a
second attempted login, the threshold match rate of one
parameter may be increased, or the overall level of corre-
spondence for all parameters may be increased. The thresh-
old match rates may also be adjusted based on the account
being authenticated or other different desired levels of
security.

[0151] Returning to FIG. 4, in step 440, the authentication
server 120 may grant or deny access based on the verifica-
tion in step 430. For example, if the authentication server
120 verifies that the credentials match the enrollment infor-
mation, then the server 120 may authenticate the user to
allow access to the user’s account. In the instance where the
authentication server 120 is separate from the account server
120B (such as a bank’s server), the authentication server 120
may transmit the unique identifier to the account server
along with an indication that the identity of the user asso-
ciated with the unique identifier has been verified. The
account server 120B may then authorize the user’s mobile
device 112 to transmit and receive data from the account
server 120B. Of course, all this may occur at only the
account server 120B or on the mobile device 112 itself.
[0152] Alternatively, if the credentials provided by the
user are not verified, the authentication server may transmit
a message to display on the screen of the mobile device 112
indicating that the login attempt failed. The authentication
server 120 may then allow the user to try again to log in via
the facial recognition login system, or the authentication
server 120 may require the user to enter typical account
credentials, such as a user name and password.

[0153] Inone embodiment, the server 120 may allow three
consecutive failed login attempts before requiring a user
name and password. If in one of the attempts, the required
level of correspondence is met, then the user may be
verified, and access may be granted. According to one
embodiment, the authentication server 120 may retain the
information from each successive authentication attempt
and combine the data from the multiple authentication
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attempts to achieve more accurate facial biometric informa-
tion of the person attempting to authenticate. In addition, the
level of correspondence may be increased at each successive
attempt to authenticate. In addition, by averaging the path
data (authentication movement) and/or image data (authen-
tication images/biometrics) from several login attempts, the
login data (enrollment information) is perfected and
improved.

[0154] Accordingly, the above described authentication
system allows for authentication to a remote server 120 or on
the mobile device 112 itself. This may be accomplished as
described above by the mobile device 112 capturing the
authentication credentials, and the authentication server 120
processing and analyzing the credentials compared to the
enrollment information (cloud processing and analysis); the
mobile device 112 capturing the authentication credentials
and processing the credentials, and the authentication server
120 analyzing the credentials compared to the enrollment
information (mobile device processing, cloud analysis); or
the mobile device 112 capturing the authentication creden-
tials, and processing and analyzing the credentials compared
to the enrollment information (mobile device processing and
analysis).

Advantages and Features of the Embodiments

[0155] The above described system provides several
advantages. As one advantage, the facial recognition authen-
tication system provides a secure login. For example, if
during a login attempt the camera of the mobile device
imaged a digital screen displaying a person rotating their
head while the phone was not moving, the accelerometer,
magnetometer, and gyroscope data would not detect any
motion. Thus, the enrollment movement and the authenti-
cation movement would not correspond, and the login
attempt would be denied.

[0156] In addition, because a plurality of images are used
as enrollment images and authentication images, histograms
or other photo manipulation techniques may be used to
determine if a digital screen is present in place of a human
face in the images. For example, the system may check for
light frequency changes in the captured images, or banding
in an image which would indicate an electronic display
generated the image, backlighting, suspicious changes in
lighting, or conduct other analyses on the images by com-
paring the images to determine that the actual live user is
indeed alive, present, and requesting authorization to login.
[0157] As yet another advantage, as explained above, not
only must the enrollment biometrics sufficiently correspond
to the authentication biometrics, but also the enrollment
movement must match the authentication movement, and
the device information must match the enrollment device
information. For example, an application may be down-
loaded to a mobile device that has a digital camera. The
application may be a login application, or may be an
application from a financial institution or other entity with
which the user has an account. The user may then login to
the application using typical login credential such as a
website user name and password. Further, the user may have
a device code from logging in on another device, or may use
the camera to scan QR code or other such code to pair the
device to their user account.

[0158] The user then holds the mobile device to move the
mobile phone to different positions relative to his or her head
while keeping his or her face visible to the camera as it is
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moved. As the mobile device is moved, the camera takes the
enrollment images of the face. During imaging, the speed
and angle of the current user’s mobile device movement is
measured using the accelerometer, magnetometer, and gyro-
scope to generate the enrollment movement. Further con-
tinuous imaging and detection of the face throughout the
process has been shown to prevent fraud. This is because a
fraud attempt cannot be made by rotating images in and out
of the front of the camera.

[0159] For example, a user may start the movement from
right to left or from left to right as shown in FIGS. 6 A and
6B. The movement may also be in a front and back direction
as shown in FIGS. 7A and 7B. Any other movement may be
utilized such as starting in the center, then going right, and
then going back to center. Vertical and diagonal movements
may also be used to further compound the complexity of the
enrollment movement. When the user then later attempts
login, the user must repeat the motion pattern in the authen-
tication movement to match the enrollment movement in
addition to the biometric data and device information match-
ing. Thus, the security of the system is greatly enhanced.
[0160] The system therefore provides enhanced security
for authenticating a user who has a mobile device. As
explained above, the system may use at least any one or
more of the following in any number of combinations to
securely authenticate the user: physical device verification,
mobile network verification, facial recognition including the
size of the face in the image, a face detected in every frame
during the movement, accelerometer information, gyroscope
information, magnetometer information, pixels per square
inch, color bits per pixel, type of image, user entered code
or pattern, and GPS information.

[0161] As another advantage, the facial recognition login
system provides a convenient manner for a user to login to
an account with a mobile device. For example, once
enrolled, a user does not need to enter a user name and
password on the small mobile device each time the user
wishes to access the account. Instead, the user simply needs
to image himself or herself while mimicking the enrollment
movement with the mobile device. This is especially advan-
tageous with smaller mobile devices such as mobile phones,
smart watches, and the like.

[0162] The system may be further configured to allow a
user to securely log on to multiple devices, or to allow users
to securely share devices. In one embodiment, the enroll-
ment information may be stored on an authentication server
(or on “the cloud”) and thus is not associated only with the
user’s original device. This allows the user to use any
number of suitable devices to authenticate with the authen-
tication server. In this manner, a user may use a friend’s
phone (third party device) or other device to access his or her
information, such as account information, address book
information, email or other messaging, etc. by performing
the authentication operation on any device.

[0163] For example, the user may provide an email
address, user name code, or similar identifier on the friend’s
phone such that the authentication server compares the login
information with enrollment information for the user’s
account. This would indicate to the authentication server
which authentication profile to use, but does not by itself
allow access to the user’s data, accounts, or tasks. Upon
logging out of a friend’s phone, access to the user’s infor-
mation on the friend’s phone is terminated. The provides the
benefit of allowing a user to securely access account or other
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authentication accessible information or tasks using any
device without having to type the user’s password into the
third-party device, where it could be logged or copied. In a
sense, the user is the password.

[0164] Through cloud-based enrollment information, a
single user may also securely transfer data between authen-
ticated devices. In one embodiment, a user may own a first
device, such as a mobile phone, and is authenticated on the
first device via the authentication system. The user may then
acquire a new device, such as a new phone, tablet computer,
or other device. Using the cloud-based authentication sys-
tem, the user may authenticate on the new device and
transfer data from the first device to the new device. The
transfer of data may be completed via the Internet, a local
network connection, a Bluetooth connection, a wired con-
nection, or a near field communication. The authentication
process may also be part of a security check to resent or
restore a system after the phone is lost or stolen. Thus, the
authentication system may be used to activate or authenti-
cate a new device, with the authentication used to verify the
user of the new device.

[0165] Similarly, the system may facilitate secure access
to a single shared device by multiple people to control
content or other features on the device. In many cases,
passwords can be viewed, copied, guessed, or otherwise
detected, particularly when a device is shared by several
users. The users may be, for example, family members
including parents and children, coworkers, or other relation-
ships, such as students. The authentication system may
allow each of the family members to log in based on his or
her own unique enrollment information associated with a
user account.

[0166] The device may restrict access to certain content or
features for one or more of the certain user’s accounts, such
as children’s user accounts, while allowing access to content
and features for others, such as the parents’ accounts. By
using the authentication system for the shared device, the
users such as children are unable to utilize a password to try
and gain access to the restricted content because the authen-
tication system requires the presence of the parent for
authentication, as explained above. Thus, device sharing
among users with different privileges is further secured and
enhanced. Likewise, in a classroom setting, a single device
may be securely shared between multiple people for testing,
research, and grade reporting.

Adaptations and Modifications

[0167] Numerous modifications may be made to the above
system and method without departing from the scope of the
invention. For example, the images may be processed by a
facial recognition algorithm on the device and may also be
converted to biometric data on the device which is then
compared to previously created biometric data for an autho-
rized user. Alternatively, the images from a device may be
sent through a wired or wireless network where the facial
recognition algorithms running on a separate server can
process the images, create biometric data and compare that
data against previously stored data that assigned to that
device.

Multiple Profiles for a Single User

[0168] Further, the photo enrollment process may be done
multiple times for a user to create multiple user profiles. For
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example, the user may enroll with profiles with and without
glasses on, with and without other wearable devices, in
different lighting conditions, wearing hats, with different
hair styles, with or without facial or ear jewelry, or making
different and unique faces, such as eyes closed, winking or
tongue out to establish another level of uniqueness to each
user profile. Such ‘faces’ made by the user would not be
available on the user’s Social Media Pages and hence not
available for copying, manipulation, and use during a fraud
attempt. Each set of enrollment images, enrollment biomet-
rics, or both may be saved along with separate enrollment
movement. In one embodiment at least three images are
captured as the mobile device completes the path. It is
contemplated that any number of images may be captured.

Linking Enrollment Information

[0169] It is also contemplated that the enrollment process
may be linked to an email address, phone number, or other
identifier. For example, a user may sign up with an email
address, complete one or more enrollments as described
above, and confirm the enrollments via the same email
address. The email address may then further enhance the
security of the system. For example, if a user unsuccessfully
attempts to login via the authentication system a predeter-
mined number of times, such as three times for example,
then the authentication system locks the account and sends
an email to the email address informing the user of the
unsuccessful login attempts. The email might also include
one or more pictures of the person who failed to login and
GPS or other data from the login attempt. The user may then
confirm whether this was a valid login attempt and reset the
system, or the user may report the login attempt as fraudu-
lent. If there is a reported fraudulent login, or if there are too
many lockouts, the system may delete the account associ-
ated with the email address to protect the user’s security.
Thus, future fraudulent attempts could not be possible.

Feedback Meters

[0170] To further facilitate imaging, the mobile device
may include various feedback meters such as a movement
meter or accuracy meter as shown in FIG. 10. In one
embodiment, the mobile device 1012 may display a move-
ment meter 1024 that indicates the amount of movement the
mobile device 1012 makes as the user moves the mobile
device 1012 to different positions relative to his/her head.
For example, the movement meter 1024 may be represented
as a line that slides from one side of the screen. In this
manner, the enrollment process may require a certain thresh-
old of device movement to register a user with the multi-
dimensional authentication system. For example, the system
could require that the mobile device 1012 is moved in an arc
or straight line and is rotated at least 45 degrees to create the
enrollment information. In another example, the system
could require an acceleration experienced by the device
exceeding a threshold amount. The movement meter may
also aid the user in learning how to image himself/herself
using the authentication system.

[0171] The mobile device 1012 may also display an accu-
racy meter 1026 or any other visual representation of
authenticated frames to aid the user in authenticating him-
self’herself using the authentication system and learning to
improve authentication. The accuracy meter 1026 may show
a user a match rate (graphical, alpha, or numerical) of a
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predetermined number of images obtained during the
authentication process. The accuracy meter can be repre-
sented on the display in a variety of ways including numeric
percentages, color representation, graphical, and the like. A
combination of representations may also be utilized.
[0172] For example, as shown in FIG. 10, match rates for
a predetermined number of images taken during authenti-
cation are represented on the accuracy meter. In the embodi-
ment shown in FIG. 10, each of the images may be repre-
sented by a column in a graph, and the accuracy can be
shown for each image in each column. For example, the
column with a longer bar represent higher accuracy, and a
column with a lower bar represents lower accuracy. In
addition to match rates for images, the match rates for the
path parameter may also be displayed. Over time the user
can improve.

[0173] Inanother embodiment, each of the images may be
represented on a table as a color that corresponds to the
match rate. The color dark green may represent a very high
match rate, light green may represent a good match rate,
yellow may represent a satisfactory match rate, red may
represent a mediocre match rate, and grey may represent a
poor match rate. Other colors schemes may also be used.
[0174] The height of the bars or the colors used may
correspond to predetermined match rates. For example, a
full bar or dark green may be a match rate greater than
99.9%, a three-quarter bar or light green may be a match rate
between 90% and 99.9%, a half bar or yellow may be a
match rate of 50-90%, red may be a match rate of 20%-50%,
and a single line to a quarter bar or grey may be a match rate
of 0-20%. A pie chart, line graph, or any other type of
representation could also be used or any other numerical or
graphical display. An overall score may be presented or a
score per image.

[0175] The accuracy meter may also include a message
1028 indicating an overall match score. For example, the
accuracy meter may indicate an average overall match score
or the number of images which achieved a 99.9% match rate,
and display the message to a user. With the movement meter
1024 and the accuracy meter 1026 as described above, the
user may quickly learn to use the authentication system due
to the feedback presented by the meters 1024, 1026.

Gamification and Rewards

[0176] The movement and accuracy meters 1024, 1026
may also be configured to incorporates game features,
aspects, or techniques into the authentication system to
encourage a user to try and get the best match possible (such
as a high number score or a high percentage of frames),
increasing the user’s skill in utilizing the authentication
system. This also builds user adoption rates for the technol-
ogy.

[0177] For example, the user may compete with them-
selves to mimic or improve past authentication scores to
encourage or train the user to achieve a high score. Further
modifications of the authentication meter may also be incor-
porated such as the ability to share accuracy match results
with others to demonstrate one’s skill in using the system or
to compete against others. In other instances, the user may
receive a reward, such as a gift or coupon, for high accuracy
scores. While this may slightly increase costs, the reduction
in fraud loss would far outweigh the additional cost.
[0178] Further game techniques may be incorporated into
the authentication system to encourage users to take actions
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which will prevent unauthorized or fraudulent authentica-
tion. In one embodiment, the authentication system may
award users that engage in fraud preventing activities. One
such activity is utilizing the facial recognition authentication
system described herein. For example, based on the above
described accuracy meter, the system may reward a user that
successfully authenticates with the system above a certain
match rate. The system may award reward points, cash, or
other prizes based on the successful authentication or on a
predetermined number of successful authentications. Where
reward points are utilized, the points may be cashed in for
predetermined prizes.

[0179] Other game features may involve award levels for
users who gain a predetermined amount of experience using
the authentication feature. For example, different reward
levels may be based on users successtully authenticating 100
times, 500 times, 1000 times, etc. Because each instance of
fraud loss can be significant and can damage the goodwill of
the business or organization, the benefits to fraud prevention
are significant.

[0180] In one embodiment, the user may be notified that
he or she has achieved various competency levels, such as
a “silver level” upon achieving 100 successtul authentica-
tions, a “gold level” for achieving 500 successful authenti-
cations, or a “platinum level” for achieving 1000 successful
authentications. An amount of points awarded for each
authentication above a given match rate may increase based
on the user’s experience level. Of course, the names of the
levels and the number of authentications for each level as
described above are only exemplary and may vary as
desired.

[0181] In one embodiment, an authentication only counts
toward reward levels when business is transacted at the web
site while in other embodiments, repeated attempts may be
made, all of which count toward rewards. Another feature
may incorporate a leaderboard where a user may be notified
of a user ranking comparing his or her proficiency or
willingness in using the authentication system as compared
with other users.

[0182] Successful use of the authentication system ben-
efits companies and organizations that utilize the system by
reducing costs for fraudulent activities and the costs of
preventing fraudulent activities. Those cost savings may be
utilized to fund the above described game features of the
authentication system.

[0183] Further activities that correspond to the authenti-
cation system and contribute to the reduction of fraud may
also be incorporated to allow a user to earn points or receive
prizes. Such activities may include a user creating a suffi-
ciently long and strong password that uses a certain number
and combination of characters. This encourages and rewards
users to set passwords that are not easily compromised.
Other examples may include rewarding users to take time to
perform verification steps in addition to an initial authenti-
cation such as a mobile phone or email verification of the
authentication, answering one or more personal questions, or
other secondary verifications as currently known or later
developed. This rewards users for taking on added time and
inconvenience to lower the risk of fraud to a company or
organization.

[0184] As another example, if the authentication service is
used to login to websites or apps that provide affiliate
programs, then the reward or gift can be subsidized from the
affiliate commissions on purchases made on those sites. For

Oct. 17,2024

example, if a commerce (product or service) web site utilizes
the method and apparatus disclosed herein to avoid fraud,
and thus increase profits, then a percentage of each purchase
made by a user using the authentication service will be
provided to the authentication service. By reducing fraud,
consumer purchases are more likely and additional users
will be willing to enter financial and personal information.
An affiliate link, code, or referral source or identifier may be
used to credit the authentication system with directing the
consumer to the commerce (product or service) web site.

Multiple Account Login

[0185] It is also contemplated that the authentication sys-
tem may be configured to allow a user to access several
different web sites using a single authentication. Because the
authentication process and result are unique to the user, the
user may first designate which participating web sites the
user elects to log into and then after selecting which one or
more web sites to log into, the user performs the authenti-
cation described herein. If the secure authentication is suc-
cessful, then the user is logged into the selected web sites.
In this way, the authentication process is a universal access
control for multiple different web sites and prevents the user
from having to remember multiple different user names and
passwords while also reducing fraud and password overhead
for each user.

Automatic Start/Stop of Imaging

[0186] It is also contemplated that the system may be
configured to have the video camera running on the phone.
The mobile device would grab frames and path parameter
data when the phone moves (using the camera, gyroscope,
magnetometer, and accelerometer) but only process into
biometric data on the device or send the frames up to the
server if they have a face in them. In this embodiment, the
application executing on the mobile device could trigger the
software application to start saving frames once the phone is
moving and then if the phone continues to move in the
correct path (a semi-circle, for example) and the system
detects a face in the frame the mobile device would start to
send images, a portion of the image, or biometric data to the
server for processing. When the system senses motion it may
trigger the capture of images at certain intervals. The appli-
cation may then process the frames to determine if the
images contain a face. If the images do include a face, then
the application crops it out and then verifies if the motion
path of the mobile device is similar to the one use used
during enrollment. If the motion path is sufficiently similar,
then the application can send the frames one at a time to the
server to be scanned or processed as described above.

Banding and Edge Detection

[0187] When a fraudulent attempt is made using a display
screen, such as an LED, LCD, or other screen, the system
may detect the fraudulent login attempt based on expected
attributes of the screen. In one embodiment, the authentica-
tion system will run checks for banding produced by digital
screens. When banding is detected, the system may recog-
nize a fraudulent attempt at a login. In another embodiment,
the system will run checks for edge detection of digital
screens. As the mobile device is moved to obtain the
authentication movement during a login attempt, the system
checks the captured images to for edges of a screen to
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recognize a fraudulent login attempt. The system may also
check for other image artifacts resulting from a screen such
as glare detection. Any now know or later developed algo-
rithms for banding and screen edge detection may be uti-
lized. Upon detection of fraud will prevent authentication
and access to the website or prevent the transaction or
account access.

Other Attributes Estimation

[0188] The authentication system may further conduct an
analysis on the enrollment images to estimate at least one of
a gender, an approximate age, and an ethnicity. In an
alternative embodiment, the user may manually enter one or
more of their gender, an approximate age, and an ethnicity,
or this information may be taken or obtained from existing
records which are known to be accurate. The authentication
system may then further store a user’s estimated gender, age,
and ethnicity as enrollment credentials or user data. Thus,
when the user later attempts to authenticate with the system,
the system will compare derived gender, age, and ethnicity
obtained from authentication images (using biometric analy-
sis to determine such data or estimates thereof based on
processing) with the stored gender, age, and ethnicity to
determine whether to authenticate the user. For example, if
the derived data for gender, age and ethnicity matches the
stored enrollment credentials, then the authentication is
successful, or this aspect of the authentication is successful.
[0189] The authentication system may make the gender,
age, and ethnicity estimations based on a single image
during the authentication process or based on multiple
images. For example, the authentication system may use an
image from the plurality of images that has an optimal
viewing angle of the user’s face for the analysis. In other
embodiments, a different image may be used for each
analysis of age, gender, and ethnicity when different images
reveal the best data for the analysis. The authentication may
also estimate the gender, age, and ethnicity in a plurality of
the images and average the results to obtain overall scores
for a gender, age, and ethnicity.

[0190] As an alternative to obtaining the gender, age, and
ethnicity as enrollment information, the estimated gender,
age, and ethnicity estimations as authentication credentials
may be set over a course of repeated use of the authentica-
tion system. For example, if in previous successful authen-
tications using biometrics and movement information, the
authentication system always estimates a user’s age being
between 40 and 50, then the authentication may set creden-
tials for that user requiring later login information to include
images of a face estimated to be between 40 and 50.
Alternatively, gender, age, and ethnicity estimations may be
implemented as one of many factors contributing to an
overall authentication score to determine whether or not to
authenticate a user.

[0191] For example, if the authentication process has a
gender estimation of + or —0.2 of 1.9 male rating, then if the
actual results do not fall within that range the system may
deny access for the user. Likewise, if the user’s age range
always falls between 40-50 years of age during prior authen-
tication attempts or enrollment, and an authentication
attempt falls outside that range, the system may deny access
or use the result as a compounding factor to deny access.
[0192] In a further embodiment, when a bracelet or watch
capable of obtaining an EKG signature is used, a certain
EKG signature may be required at login. The EKG signature
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could also be paired with the facial recognition rotation to
provide multiple stage sign-on for critical security and
identification applications. Further, the credentials could
also include GPS information where login is only allowed
within certain geographic locations as defined during enroll-
ment. In one configuration the GPS coordinates of the
mobile device are recorded and logged for a login attempt or
actual login. This is additional information regarding the
location of the user. For example, if the GPS coordinates are
in a foreign country known for fraud, then the attempt was
likely fraudulent, but if the GPS coordinate indicate the
attempt or login was made in the user’s house, then fraud is
less likely. In addition, some applications may only allow a
user to login when at specified location such as a secure
government facility or at a hospital.

[0193] The enrollment information may further include
distance information. Because the motion arc (speed, angle,
duration . . . ) is unique to each user, face detection software
on the device can process the images and determine if the
device is too close or too far from the subject. Or in other
words, the enrollment information may consider the size of
the face in the images. Thus, the potential enrollment
information may also vary based on the length of a user’s
arm, head, and face size, and on the optics of the camera in
the user’s particular mobile device. The user may also be
positioned at a fixed computer or camera, such as laptop,
desktop, or atm. The user may then move the face either
forwards and back, side to side, or up and down (or a
combination) to create the images. Hence, this method of
operation is not limited to a mobile device. In one embodi-
ment, the camera is disposed in an automobile, such as in a
mirror, and the person moves their head or face to authen-
ticate.

Gradual Authentication Access

[0194] In one embodiment, the system is set to limit what
the user can do when first enrolled and authenticated. Then,
after further authentications or after a predetermined time
period and number of authentications, additional capabilities
may be granted. For example, during the first 20 authenti-
cations during the first 3 months, a maximum transaction of
$100 may be allowed. This builds a database of known
authentication data relating to non-objected to transactions
by the user. Then, during the next 20 authentications a
transaction limit of $3000 may be established. This limits
the total loss in the event of fraud when the authentication
data is limited, and the user is new to the system. For
example, if an unauthorized user manages to fraudulently
enroll in the authentication system.

Video Display for Imaging

[0195] When the user images himself/herself using a
front-facing camera, the user may confirm that his/her face
is being imaged by viewing the image on the display, as
described above. The image shown on the display may be
configured to be smaller in area than the entire display, and
may be positioned in an upper portion of the display towards
the top of the device. When the user’s image is shown only
in the top portion of the user’s display screen, the user’s eyes
tend to look more closely at the front camera. When the
user’s eyes are tracking up, the accuracy of the facial
recognition may be improved. Further, tracking the move-
ment of the eyes from frame to frame may allow the system

Jumio EX1080 Page 65
IPR2025-00108

Jumio v. FaceTec



US 2024/0348603 Al

to validate that the images are of a live person, and are not
from a photograph or video recording of the person.

[0196] The image shown on the display may also be
positioned to correspond with a camera location on the
user’s device, as shown in FIGS. 11A-11C. Mobile devices
that are available today may include front-facing cameras
disposed at several different positions. For example, one
mobile device 11124, 11126 may have a front-facing camera
1114a, 111456 that is disposed above the display and off
center towards one side or the other, as shown in FIGS. 11A
and 11B. Accordingly, the feedback image 11164, 11165 of
the user shown on the display may be positioned to corre-
spond with the location of the camera 1114a, 11145 as
shown. In FIG. 11A, where a camera 1114a is above the
display and is off-center at a position left of the center, then
the image 11164 may be shown in an upper left corner of the
display. In FIG. 11B, where a camera 11145 is above the
display and is off-center at a position right of the center, then
the image 11165 may be shown in an upper right corner of
the display. As shown in FIG. 11C, a mobile device 1112¢
may have a camera 1114c¢ that is disposed centered directly
above the display. There, the image 1116¢ may be displayed
centered in an upper portion of the display. In this manner,
auser’s eyes are directed close to and/or track as close to the
camera as possible, aiding eye tracking and movement
verification. The user is also able to better see the feedback
image, and other feedback or information on the screen, as
they move the mobile device.

[0197] The image viewed on the display by the user may
further be modified such that the edge pixels on the sides
display are stretched horizontally as shown in FIG. 12A.
That is, a predetermined area 1206, 1208 on both the right
and the left sides are warped to stretch towards right and left
edges, respectively, of the screen. This allows a larger
vertical portion of the displayed image to be shown on the
display. Simultaneously, this trains a user to use the system
correctly by keeping his or her face in the center of the
screen, as his or her face would become warped on the
screen if it becomes off center and part of the face enters the
one of the warped areas.

[0198] An example of this process is described with
reference to FIG. 12B. When a first image is received by the
device or server, feature recognition is performed on the
image to detect predetermined objects within the image in
step 1201. In this instance, facial or feature detection is used
to confirm the presence of a user’s face and/or facial features
on the user’s face, such as the user’s nose, eyes, cheekbones,
chin, etc.

[0199] Next, the system analyses the pixel placement in
one or more subsequent frames to determine whether the
pixels representing the detected features correspond with
features located in the foreground or the background of the
scene in step 1204.

[0200] In one embodiment, when the user moves the
device to fit his or her face within the ovals, such as those
shown in FIGS. 13A and 13B, the face of the user is
identified as the foreground of the image, or the features
within the ovals 1320, 1330. The area around the face
showing the room or environment of the person is identified
as the background of the image, or the features within area
1315. Additionally, the facial features can be verified to
behave with characteristics of relatively different distances
and locations in the frame. For example, the nose, mouth,
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and chin may be considered foreground features while the
cheeks, ears and jawline may be considered background
features.

[0201] In step 1205, the various features are tracked
through successive images to obtain two-dimensional vec-
tors characterizing the flow or movement of the features.
The movement of the features in this example is caused as
the user moves the device to fit his/her face within the oval
shown in the exemplary screen displays of FIGS. 13A and
13B. Such movement may include the nose displacing pixels
on the upper lip and inner cheeks and then the cheeks
displacing pixels representing the ears and the chin displac-
ing pixels representing the neck.

[0202] The device (processor executing machine readable
code stored in memory) then compares image frames
(formed by an array of pixels) as the device moves closer to
the face of the user. The pixels representing objects in the
image are tracked to determine the velocity characteristics of
the objects represented by the pixels in the foreground and
the background. The system detects these changes in posi-
tion of items based on pixel data, or two-dimensional pixel
velocity vectors, by comparing the successive images taken
by the device. When the live, three-dimensional user is
authenticating, velocity characteristics of the foreground
features (face) and the background features differ signifi-
cantly as compared to velocity characteristics of a two-
dimensional spoof being imaged. That is, the velocity char-
acteristics of facial features are different for a live, three-
dimensional person are different as compared to a two-
dimensional spoof as the user moves the device to fill his/her
face in the oval shown in FIGS. 13A and 13B.

[0203] Thus, in step 1207, the system checks if the two-
dimensional vectors of foreground features match expected
values of a live, three-dimensional person. The expected
values or expected rate of change of an item in an image,
defined by pixel location or values, may be based on testing
over time such as expected location, expected displacement,
expected rate of change of the item, or even expected
differences in the rate to change which would indicate
three-dimensionality (as opposed to a 2D photograph or
video screen of a person). In this example, testing may set
an expected value of movement or velocities of the ears,
cheekbone, nose, etc. When two-dimensional vectors match
expected values, the method proceeds to step 1210 to
increase a likelihood that the images are of a live, three-
dimensional person. If the two-dimensional vectors do not
match expected values, (or match values that are expected
when a two-dimensional spoof is used) then the method
decreases the likelihood that the images are of a live,
three-dimensional person as shown in step 1212.

[0204] When a live, three-dimensional person is being
imaged, the two-dimensional vectors, or displacement of
pixels between successive images are different in the fore-
ground and background of the image. Thus, in step 1214, the
system also analyzes the two-dimensional vectors of back-
ground objects to determine whether these match expected
values. The likelihood of the images being of a live, three-
dimensional person is again updated in either steps 1210 or
1212.

[0205] As explained above, some pixels representing cer-
tain background objects may appear or disappear com-
pletely. For example, as the user moves the device from
arm’s length to closer in towards his or her face, pixels,
edges, and/or features of the user’s face will have a higher

Jumio EX1080 Page 66
IPR2025-00108

Jumio v. FaceTec



US 2024/0348603 Al

rate of movement than features in the background, such as
a picture frame on a wall, a clock, etc. Additionally, some
pixels that are visible on or around the user’s face when the
device is furthest out from the user will no longer be visible
when the user moves the device closer to his or her face. The
pixels around a person’s face may be defined as the facial
halo and the items in these pixels (facial halo) will no longer
be captured by the camera in the image due to the person’s
face taking up more of the image and ‘expanding’ due to the
movement of the camera closer to the person’s face. As
mentioned above, this check may be referred to as edge
detection. In step 1216, the system verifies whether back-
ground images around the edges of foreground images
match expected values. The system also ensures that pixels
representing the edge of the foreground object (such as the
face) replace pixels of background objects near the edges of
the foreground object. The likelihood of the images being of
a live, three-dimensional user is adjusted in step 1210 and
1212 based on the outcome of the edge detection in step
1216. Thus, by tracking these pixels and the displacement,
the system can verify whether the pixel velocity analysis is
consistent with three dimensional objects having a fore-
ground and background.

[0206] In step 1218, the liveness or three-dimensionality
of the user being imaged and authenticated is validated
based on the various checks described above. A determina-
tion that the user attempting authenticate is a live person is
one element that must be met as part of the authentication.
Thus, attempts at fraudulent access to an account or device
using screens or photos of the person can be more reliably
prevented. This prevents attempts at fooling the authentica-
tion system with a two-dimensional image such as a printed
picture, a digital a projection or a digital screen image of a
person.

[0207] Further enhancements may also be achieved using
pixel velocity analysis for liveness or three-dimensionality.
When the user brings the device (camera) closer to the user’s
face, the facial features will distort differently due to the
large relative distances between the various features and the
camera and the placement of the features in the field of view
of the camera as the camera comes closer to the face. This
effect may be referred to as perspective distortion. When this
distortion begins to occur, pixels in the center of the frame
that represent the features in the center of the face such as
the nose will have the least amount of distortion in the frame,
whereas the pixels that represent the outer portions of the
face such as the checks, the chin, and the forehead will show
the most relative pixel movement (more than pixels at the
center of the frame) and the highest acceleration. Thus, the
three-dimensionality can also be shown by comparing the
features on the face itself. This is because at close proximity
to the device, facial features closer to the device can be
considered foreground features, and facial features farther
from the device are background features. For example,
pixels representing the nose will show less movement
between frames than pixels representing the cheekbone
because of the nose’s shorter relative distance from the
camera when the device is held at eye level.

[0208] Pixel velocity analysis may also be used to track
liveness characteristics that are very difficult to recreate
during a fraudulent authentication event. For example, the
human eyes are never completely still even when focusing
on an object. There is always, quick involuntary movement
of the eyes as the eyes scan an object, moving around to
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locate interesting parts of the object, and developing a
mental, three-dimensional “map” corresponding to the
scene. These movements are called saccades and are invol-
untary. Saccades last from 20 ms-200 ms and serve as the
mechanism of eye fixation. Two-dimensional velocity vec-
tors, based on movement of the eyes based on pixel values,
may thus be generated by the saccadic motion of the eyes
across frames. The presence of these vectors, the hertz of the
eye jitter and the acceleration of the pixel movement
between frames can be compared to measurements of veri-
fied sessions and can be used to increase confidence that the
user in front of the camera is not an inanimate spoof such as
a photo, a wax sculpture, or doll.

[0209] In another example, when a bright light is pre-
sented to the human eyes, the pupil will constrict to mitigate
the light’s path to the retina. Cameras on typical mobile
devices such as smart phones generally operate at high
enough resolutions that two-dimensional velocity vectors
will track the pupils constricting when compared over a
series of frames where the amount of light entering the eyes
increases, such as when the user moves the device and
screen closer to his or her face, or when a front-facing flash
of a mobile device is activated.

[0210] Another feature that may be detected by pixel
velocity analysis is reflection off the eye of the user. The
surface of the eye reflects a larger amount of the light hitting
it when the pupil contracts, providing a brighter reflection of
the light emitting object. In the case of the device with an
illuminated screen being moved closer to the face of the
user, the size and brightness of the reflection of the device’s
screen will increase while the size of the pupil contracts. It
is possible to observe and document these two-dimensional
vectors in a consistent motion path and then provide a
liveness evaluation on video frame sessions based on the
expected two-dimensional vectors being observed or absent.
[0211] Facial recognition algorithms use landmarked
points on the face to measure the distance and angles
between the facial features. This creates the unique look of
individuals and the corresponding unique biometric data. In
some embodiments, pixel velocity analysis may be used not
only to verify the three-dimensionality of the person, but
also as an additional or alternative facial recognition algo-
rithm.

Authentication in Low-light Environments

[0212] To facilitate imaging, the screen on the mobile
device may additionally be displayed with a white back-
ground, and the brightness of the screen may be increased to
light up the user’s face in dark environment. For example, a
portion of the display could provide video feedback for the
user to ensure he or she is imaging himself or herself, while
the remaining portion of the display is configured to display
a bright white color. Referring to the example shown in FIG.
11C, this may be done by showing the video feedback 1116¢
on a center of the display, with the surrounding areas being
displayed as bright white bars around the video feedback
1116c¢. In very dark situation, an LED flash on the back side
of the mobile device and the back facing camera may be
used. Alternatively, the camera may be configured to create
an image using infrared light or other night vision tech-
niques.

[0213] When infrared imaging is used as thermal imaging,
further security enhancements are possible. Particularly, the
thermal imaging may be analyzed to indicate whether the
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obtained images are from an actual user or are fraudulent
images from a screen or other device. When a person is in
front of an infrared thermal imaging camera, the heat
radiation detected should be fairly oval shaped designating
the person’s head. In contrast, the heat radiating from a
screen is typically rectangular. Further, the heat patterns
detected in the actual person’s face as well as the movement
of the heat patterns in the images can be compared with
expected heat patterns of a human face to distinguish the
images from fraudulent authorization attempts using a
screen.

Detecting Output from the Mobile Device

[0214] The display or other light source on the mobile
device may further be utilized to provide additional security
measures. During the authentication process described
above, light from the display or other light source is pro-
jected onto the user’s face and eyes. This projected light may
then be detected by the camera of the mobile device during
imaging. For example, the color tone detected on the skin,
or a reflection of the light from the cornea of a user’s eye
may be imaged by the camera on the mobile phone. Because
of this, random light patterns, colors, and designs may be
utilized to offer further security and ensure there is a live
person attempting authentication and not merely an image or
video of a person being imaged by a fraudster.

[0215] As one example, when a user begins authentica-
tion, the authentication server may generate and send
instructions to the user’s device to display a random
sequence of colors at random intervals. The authentication
server stores the randomly generated sequence for later
comparison with the authentication information received
from the mobile device. During authentication imaging, the
colors displayed by the device are projected onto the user’s
face, and are reflected off the user’s eyes (the cornea of the
eyes) or any other surface that receives and reflects the light
from the screen. The camera on the user’s mobile device
detects the colors that are reflected off the user’s skin or eyes
(or other surface) and generates color data indicating the
colors detected based on the screen projection. This data
may be returned to the authentication server to determine if
the color sequence or pattern sent to the mobile device
matches that known sequence or pattern projected by the
screen of the user device. Based on this comparison at the
authentication server the authentication is a success or
denied. The comparison with the random sequence of colors
in the instructions may alternatively occur exclusively at the
user device to determine that a live user is being authenti-
cated.

[0216] As another example, when a user begins authenti-
cation, the authentication server may send instructions the
user’s device to display a randomly generated pattern which
is then stored on the authentication server. This pattern may
include graphics, text, lines or bars, flashing light patters,
colors, a QR code, or the like. The randomly generated
pattern is displayed during authentication imaging, and the
pattern is reflected off the user’s eyes (cornea). The camera
of the user’s device detects the reflected pattern off the eye
of'the user and processes the reflected, mirrored image of the
displayed pattern. The processed pattern (such as being
converted to a numeric value) is transmitted to the authen-
tication server and compared to the pattern that was ran-
domly generated and stored on the authentication server to
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verify if the pattern displayed by the screen, and imaged
after reflection off the user’s face establishes a pattern
match.

[0217] If a match occurs, this establishes or increases the
likelihood that a live person is being imaged by the device.
If the pattern is not a match, or does not meet a match
threshold level, then the authentication process may fail
(access denied) or the account access or transaction amount
may be limited. It is noted that this example could also be
incorporated on desktop computer with a webcam that does
not incorporate the enrollment movement and authentication
movement described above. Further, this example may not
only be incorporated with facial recognition, but could also
serve as an added layer of security for iris recognition or any
other type of eye blood vessel recognition, or any facial
feature that is unique to a user.

[0218] When the above example is implemented on a
desktop computer, eye tracking may also be utilized to
further demonstrate the presence of a live user. For example,
the screen could show a ball or other random object or
symbol moving in a random pattern that the user watches
with his or her eyes. The camera can detect this real-time
movement to verify the user is live, and not a picture or
display, and verify that the eye or head movements corre-
spond to and match the expected movement of the object or
words on the screen, which are known by the authentication
system. Eye tracking can also be done by establishing an
anchor point, such as via a mouse click at a location on the
screen (if the user is looking at the location where the mouse
click takes place), and then estimating where the user is
looking at the screen relative to the anchor position.
[0219] The use of a moving object on the screen may also
be beneficial during enrollment on either a mobile or sta-
tionary device. For example, while capturing the enrollment
images, the device may display a moving digital object (such
as a circle or words(s)) that moves around the screen so that
the user is encouraged to follow it with his or her head and
eyes. This movement may be involuntary from the user, or
the device may be configured to instruct the user to follow
the object. This results in movement of the head and/or eyes
creating small changes in the orientation of the user’s head
and face with the device camera, providing more complete
enrollment information. With more complete enrollment
information, the system may better ensure that the user will
later be authenticated at a high rate even at slightly different
angles during future authentication attempts.

Intuitive User Training and Enhanced Security by
“Zooming”

[0220] Inone embodiment, the system is configured to aid
the user to easily learn to authenticate with the system. As
shown in FIG. 13A, once enrollment or authentication is
begun as described previously, the system causes the user’s
mobile device 1310 to display a small oval 1320 on the
screen 1315 while the mobile device 1310 is imaging the
user. Instructions 1325 displayed on the screen 1315 instruct
the user to hold the mobile device 1310 so that his or her face
or head appears within in the oval 1320. Because the oval
1320 is small, the user is required to hold the mobile device
1310 away from his or her body, such as by straightening his
or her arm while holding the mobile device 1310. The
maximum arm length and face size is unique to the user. In
other embodiment, the arm may not be fully straightened
such as to accommodate operation when space is not avail-
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able, such as in a car or in a crowded location. It is noted that
while the small oval 1320 is shown centered in the display,
it may be positioned anywhere on the screen 1315. Next, as
shown in FIG. 13B, the system causes the user’s mobile
device 1310 to display a larger oval 1330 on the display
1315. The display 1315 may also show corresponding
instructions 1335 directing the user to “zoom in” on his or
her face to fill the oval 1330 with his or her face. The user
does this by bringing the mobile device 1310 closer to his or
her face in a generally straight line to the user’s face (such
as shown in FIGS. 7A and 7B) until the user’s face fills the
oval 1330 or exceeds the oval. In other embodiments, the
large oval 1330 may simply be a prompt for the user to bring
the mobile device 1310 closer to the user’s face.

[0221] Thus, the system provides and teaches the user a
simple method to provide enrollment and authentication
images along with enrollment and authentication movement
as explained above. The system may also teach varying
enrollment and authentication movement by varying the
location of the small oval 1320 on the screen 1315, and by
changing the order and the size of the ovals displayed. For
example, the user may zoom in 1/2 way, then out, then in all
the way, by moving the mobile device. The system may be
configured to monitor that the camera’s zoom function
(when equipped) is not in use, which typically requires the
user to touch the screen.

[0222] In one embodiment, the enrollment movement may
be omitted, and the authentication movement may be com-
pared to expected movement based on the prompts on the
screen. For example, the device or authentication server
generates a series of differently sized ovals within which the
user must place his or her face by moving the mobile device
held in the user’s hand. In this manner, the authentication
movement may be different during each login depending on
the order, size, and placement of the ovals shown on the
screen.

[0223] The system may also incorporate other security
features when the “zoom in” movement is used as shown in
FIGS. 13A and 13B. Typical cameras on a mobile device or
any other device include a curved lens. This results in a
barrel distortion effect in the resulting images taken by the
camera. In some instances, this curvature may not be visible
to the human eye, or may only be noticeable at certain focal
lengths. The curvature or barrel distortion effect can vary
with focal length or distance between the user and the lens.
The degree of the barrel distortion effect is thus dependent
on the type of optics used in the camera’s lens and other
factors.

[0224] The barrel distortion effect becomes more pro-
nounced on an image of a person’s face when the person
images his or her face close to the lens. The effect results in
the relative dimensions of the person’s face appearing
different than when the imaging is done with the person’s
face farther away from the lens. For example, a person’s
nose may appear as much as 30% wider and 15% taller
relative to a person’s face when the image is taken at a close
proximity as compared to when the image is taken at a
distance. The differences in the relative dimensions are
caused by the relatively larger differences between the
camera and the various facial features when the person is
imaged close to the lens as compared to the relatively equal
distances when the person is imaged at a distance farther
from the lens.
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[0225] Such differences have been found to be significant
in many facial recognition algorithms. That is, a facial
recognition algorithm may not recognize a live person
imaged at a close proximity and a far proximity as the same
person. In contrast, if a two-dimensional photograph of a
person is imaged by the camera at both a close proximity and
a farther proximity, the relative focal lengths between the
lens and the two-dimensional image do not change so
significantly. Thus, a facial recognition algorithm would
recognize the two-dimensional photograph as the same
person when imaged at both a close proximity and a distance
farther from the lens.

[0226] This effect may be used to increase the security of
the authentication system. For example, during enrollment,
enrollment images may be provided by the user at both the
close and far proximity from the lens, in addition to other
positions through the movement. Later, during authentica-
tion, authentication images may be obtained at both the close
and far distances from the lens to determine if they match
with the enrollment information obtained from the enroll-
ment images. Further, because the barrel distortion effect is
expected when an actual, three-dimensional person is pres-
ent, an absence of the relative change in the dimensions of
the facial features alerts the system to a fraudulent attempt
at authentication. This effect could not easily be re-created
with a two-dimensional picture (printed photograph or
screen) and thus, this step can serve as a secure test to
prevent a two-dimensional picture (in place of a live face)
from being used for authentication.

[0227] In other words, using this movement of “zooming”
in and out on the user’s face, two or more biometric profiles
could be created for the same person. One of the multiple
profiles for the person may be imaged farther from the
camera, and one of the multiple profiles may be for the
person imaged closer to the camera. For the system to
authenticate the person, the authentication images and bio-
metrics must match the two or more profiles in the enroll-
ment images and biometrics.

[0228] In addition, the system may detect the presence of
a real person as compared with a fraudulent photograph of
a person by comparing the background of the images
obtained at a close and a far proximity. When the mobile
device 1310 is held such that the person’s face fits within the
oval 1320, objects in the background that are almost directly
behind the person may be visible. However, when the
mobile device 1310 is held such that the person’s face fits
within the larger oval 1330, the person’s face blocks the
cameras ability to see the same objects that are almost
directly behind the person. Thus, the system may compare
the backgrounds of the images obtained at the close and the
far proximity to determine whether the real person is
attempting authentication with the system.

[0229] Of course, in FIGS. 13A and 13B, shapes or guides
other than ovals 1320 and 1330 may be used to guide the
user to hold the mobile device 1310 at the appropriate
distance from his or her face. For example, the mobile
device 1310 may show a full or partial square or rectangle
frame. Further, the system may vary the size and location of
the frame, such as the ovals 1320, 1330 to add further
security. For example, the system may require a medium
sized frame, a small frame, and then a large frame. As
another example, the system may require a small frame at a
first location and a second location, and then a large frame.
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This may be done randomly to teach different users different
enrollment and authentication movements.

[0230] The number of frame sizes presented to the user
may also vary for a single user based on the results of other
security features described herein. For example, if the GPS
coordinates of the mobile device show that the device is in
an unexpected location, more frames at different distances
may be required for authentication. One or more indicators,
such as lights, words, or symbols may be presented on the
screen to be visible to the user to direct the user to the
desired distance that the mobile device should be from the
user.

[0231] In FIGS. 13A and 13B, the system may predict the
expected barrel distortion of the images based on the mobile
device used for enrollment and authentication, and based on
known and trusted enrollment data. In addition or as an
alternative, the known specifications of a mobile phone
camera for a given model may be utilized to predict the
expected distortion of the person’s facial features at different
distances from the lens. Thus, the authentication may be
device dependent. Further, enrollment information from the
user is not required at every possible distance from the
camera.

[0232] For example, as described above, enrollment
images and biometrics may be obtained for a user at two
distances from the user. During authentication, multiple
images are captured in addition to images corresponding the
close and far distances of the enrollment images and bio-
metrics. Based on the expected distortion of these interme-
diary images according to the distanced traveled by the
device, the system may validate that the change in distortion
of the images is happening at the correct rate, even though
only two enrollment profiles are obtained.

[0233] The capturing of these images may be still images
or video, such that frames or images are extracted from the
video that is taken during the movement from the first
position distant from the user and the second position
proximate the user. Thus, it is contemplated the operation
may capture numerous frames during the zoom motion and
ensure that the distortion is happening at the correct rate for
the head size and the movement of the mobile device
distance based on data from the accelerometers, magnetom-
eters, and so forth.

[0234] Over time based on accumulated data, or calculated
data during design phase, the system will have data indi-
cating that if a phone is moved a certain distance toward a
user’s face, then the distortion effect should fall within a
known percentage of the final distortion level or initial
distortion level. Thus, to fool or deceive the authentication
system disclosed herein, the fraud attempt would not only
need to distort the fraudulent two-dimensional picture
image, but would also need to cut the background, and then
make a video of the face, distortion, and background that
does all of this incrementally and at the correct speed, all
while not having any banding from the video screen or
having any screen edges visible, which is very unlikely.
[0235] Many currently known facial detection and facial
recognition algorithms are configured to look for a small
face within an image. Thus, to ensure that the facial detec-
tion and recognition algorithms detect and recognize the
user’s face in the zoomed in image (FIG. 13B), the system
may add a large buffer zone around the image taken at a
close proximity. This creates a larger overall image and
allows current facial detection and recognition algorithms to
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detect and recognize the face, even where the face of the user
is large in the original image.

[0236] When the enrollment and authentication movement
resulting from the process described with FIGS. 13A and
13B is used, the eye tracking security features described
above may also be enhanced. For example, when the user is
instructed to bring the mobile device 1310 closer to his or
her face to fill the oval 1330, the QR code, a random shape,
a bar code, color, text, numbers or any other visual indictor
may be displayed on the screen. At this close distance, the
reflection of the displayed indicator off the user’s eye or face
may be more easily imaged by the camera. Furthermore, eye
movement, blinking, and the like to determine the “liveness”
of'the person being imaged may also be more easily obtained
at the close proximity.

[0237] Inone embodiment, at least one blink is required to
prove liveness for authentication. In another embodiment,
blinks may be counted, and the number of blinks may be
averaged over time during authentications. This allows for
an additional factor in authentication to be the number of
blinks observed during the motion. If a pattern of when the
user blinks during the motion is observed, the system may
verify that the user blinks at the expected time and device
location during the motion during future authentication
attempts.

[0238] In other embodiments, the size or location of the
oval or frame may change to sizes or locations other than
that shown in FIGS. 13A, 13B such that the user must
position and/or angle the phone to place his or her face
within the oval. This establishes yet another method of
insuring liveness of the user.

[0239] In one exemplary method, the mobile device is
positioned at a first distance from the user and a first image
captured for processing. This distance may be linearly away
from the user and in this embodiment not in an arc or orbit.
This may occur by the user moving the mobile device, either
by hand, or by the mobile device being on a movable device
or rail system. Or, the lens system may be adjusted if in a
fixed system to change the size of the user’s face in relation
to the frame size. Alternatively, the user may stay stationary,
the multiple cameras may be used, or camera may move
without the user moving. Once some form of movement
(from a device, camera, lens, or user) has occurred to
establish the camera at a second distance, a second image is
captured for processing. Movement from the first position to
the second position may be straight toward the user. Pro-
cessing occurs on both images.

[0240] The processing may include calculations to verify
a difference between the two images, or a difference in
biometrics obtained from the two images, that indicates that
a real person is being imaged. Processing may occur to
compare the first authentication image to a first enrollment
image (corresponding to the first distance) to determine if a
match is present and then compare the second authentication
image to a second enrollment image (corresponding to the
second distance) to determine if a match is present. If a
match occurs, then authentication may proceed.

[0241] Variations on these methods are also possible with
the system requiring a match at the first distance, but a
failure to match at the second distance, thereby indicating
that the second image is not of a two-dimensional picture.
The processing resulting in a match or failure to match may
be any type image or facial recognition processing algo-
rithm. As with other processing described herein, the pro-
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cessing may occur on the mobile device, one or more remote
servers, or any combination of such devices.

[0242] All the processing described herein may occur on
only the mobile device, only a remote server, or a combi-
nation there. The biometric data may be stored on the mobile
device or the server, or split between the two for security
purposes. For example, the images could be processed on
the mobile device, but compared to enrollment data in the
cloud or at a remote server. Or, the images could be sent to
the cloud (remote server) for processing and comparison.

Touch Screen Enhancements

[0243] Additional added security modifications may
include information about a user’s finger. Many mobile
devices with touch screens can detect the location and
approximate size of a user’s touch on the screen. Accord-
ingly, an approximate size of a user’s finger or thumb may
be measured by the system. In addition to the size of a finger,
an orientation angle of the finger or whether the fingers or
thumbs of the right or left hand are used can be detected.
[0244] In one embodiment, a user selects an account to
open, begins enrollment imaging, or begins authentication
imaging by touching the touchscreen of the user device. The
authentication system may thus detect whether the touch by
a user during authentication corresponds with previously
stored enrollment information including the size of the
user’s finger or thumb, amount of pressure applied to the
screen and whether the user is right or left handed. This adds
an additional security layer for the authentication system.
[0245] Furthermore, the authentication system may
require that the user initiates an authentication by touching
a fingerprint reader or the touchscreen in one or more
predetermined manners. In one embodiment, as shown in
FIG. 14, a touchscreen 1410 may be divided up into prede-
termined regions 1420. For example, there may be nine
equal, circular, square, or other shaped regions 1420 on the
touchscreen 1410 of the mobile device. During enrollment,
the user selects one of the regions 1420 of the screen 1410
to touch to initiate authentication. During authentication, if
the preselected region 1420 is not touched to begin authen-
tication or during the entire authentication process, then
authentication is denied. This is but one possible design
possibility and other design options are contemplated.
[0246] The regions 1420 on the touchscreen may be
visually represented by a grid, or may not be displayed at all
on the touchscreen 1410. As shown in FIG. 15, in addition
to or in place of the regions 1420, buttons 1520 may be
displayed on a touchscreen 1510. Here, the user may initiate
the authentication by pressing one or more of the buttons
1520 in a predetermined pattern. The user may also initiate
authentication via a predetermined swiped pattern. The
position to be touched by the user may change with each
authentication attempt and may be conveyed to the user
through any instructions from the authentication server, such
as a code, number, letter, color, captcha or other indicator.

Voice Parameters

[0247] Tt is also contemplated that the user could record
their voice by speaking a phrase while recording their
images during the enrollment process when first using the
system. Then, to authenticate, the user would also have to
also speak the phrase when also moving the mobile device
to capture the image of their face. Thus, one additional path
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parameter may be the user’s spoken voice and use of voice
recognition as another layer or element of the authentication
process.

Image Quality Assurance

[0248] The authentication system may also process the
images received from the mobile device to determine if the
images are of sufficient quality. For example, the system
may check the images for blurriness caused by the images
being out of focus or by the camera lens being obscured by
fingerprints, oils, etc. The system may alert that user that the
quality of the images is insufficient (or too bright or too
dark) and direct the user to adjust a focus, exposure, or other
parameter, or to clean the lens of the camera.

Autofocus

[0249] The authentication system may also utilize an
autofocus feature when the mobile device camera is
equipped with such. For example, when an actual, three-
dimensional person is being imaged, the system checks to
ensure that the sharpness of the image changes throughout as
the camera perform auto-focusing. In another embodiment,
the system may control the autofocus so that the camera
focuses on a first location or distance to check for sharpness
(in focus) of a portion of the image containing a face. The
system then controls the camera to focus at a second location
or distance where the presence of a face is not detected and
check for sharpness (in focus) of a portion of the image. If
a three-dimensional person in a real environment is being
imaged, it is expected that the focal length settings should be
different at the first and second locations, which suggests a
real person is presently being imaged. However, if the focal
lengths of both locations are the same, this indicates that a
two-dimensional photograph or screen is being imaged,
indicating a fraudulent login attempt.

[0250] The system may also control the auto-focus of the
device to check for different focal lengths of different
features in the image. For example, when a person’s face is
imaged from the front, a person’s ear is expected to have a
different focal length (more distant) than the tip of a person’s
nose.

Images of Login Attempt

[0251] The authentication server may also be configured
to store the authentication images for a predetermined length
of'time. The images may provide additional security benefits
as evidence of a person attempting to log in to a user’s
account. For example, the system may store a predetermined
number of prior log in attempts, such as twenty login
attempts, or store images from login attempts for a prede-
termined time period, such as during the past seven days or
weeks. Any fraud or attempted fraud will result in pictures
of'the person attempting the login being stored or sent to the
authentication server of the account server.

[0252] The mere knowledge that photos will be taken and
sent is a significant deterrent to any potentially dishonest
person because they know their picture will be taken and
stored, and it is an assurance of security to the user.
Likewise, any attempted and failed attempt can have the
photo stored and indicator of who is attempting to access the
account. It is also contemplated that an email or text
message along with the picture of the person attempting the
failed log in may be sent to the authorized user, so they know
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who is attempting to access their account. This establishes
the first line of security for the account as the user with the
photo or image also being possessed by the authentication
server.

Adaptive Match Thresholds

[0253] Further, the level or percentage of correspondence
between the enrollment information and the authentication
information to authenticate the user may change over time.
In other words, the system may comprise an adaptive
threshold.

[0254] After a user regularly uses the authentication sys-
tem described above, the user will have logged in with the
system by moving the mobile device in the predetermined
path relative to his or her head many times. Accordingly, it
may be expected that as the user will gain experience using
the authentication system, and that the user will gradually
settle into a comfortable and standardized motion path. In
contrast, the initial enrollment movement of a user will
likely be the most awkward and clumsy movement as the
user has little experience with the authentication system.

[0255] To make the authentication system more conve-
nient for the user without losing security, the adaptive
threshold system allows the enrollment movement to adapt
so that the user is not locked into the awkward and clumsy
initial movement as the enrollment movement. To facilitate
this, upon each successfully authorization, the successful
authorization movement is stored, and the motion path is
added to a list of acceptable motion paths. The list of
acceptable motion paths may be limited to a predetermined
number of paths. When a new successfully authorization is
completed and the list of acceptable motion paths is full, the
older enrollment motion path is deleted and the newest is
stored in its place. Alternatively, the motion path that is least
like the other motion paths stored on the list may be deleted.
Thus, by storing the most alike or newest motion paths, the
enrollment movement may slowly adapt over time as the
user because familiar with the system and settles into a
comfortable motion path for authentication.

[0256] In addition, other enrollment information may
adaptively change in a similar manner as the user informa-
tion. For example, successful authentication photos or bio-
metric information can be stored as part of the enrollment
information, and old enrollment information may be dis-
carded over time. In this manner, the authentication system
can be convenient for a user even over a long period of time
as the user experiences aging, facial hair growth, different
styles of makeup, new glasses, or other subtle face altera-
tions.

[0257] Determining how much variance is allowed over
time in the motion path or the biometric information, or both
may be set by the entity requiring authentication to meet that
entity’s security requirements. Time or number of scans
after the initial enrollment can be used to modify the
adaptive threshold. For example, during a first few days after
enrollment, the threshold may be lower while a security
threat is low and the differences in paths are likely to be
higher. After several authentications or several days, the
threshold may increase. The threshold further may be set
based on trending data of either the motion path or biometric
information. For example, the threshold may be more lenient
in a direction the data is trending, while having a tighter
tolerance for data against the trend.
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[0258] A temporal aspect may also be added along with
the location information. For example, if the user conducts
and authenticates a transaction near his home, and then one
hour later another transaction is attempted in a foreign
country, the transaction may be denied. Or it may be denied
if the distance between the prior authentication location and
the next authentication location cannot be traveled or is
unlikely to have been traveled in the amount of time between
login or authentication attempts. For example, if the user
authenticates in Denver, but an hour later an attempt is made
in New York, Russia or Africa, then either first or second
attempt is fraudulent because the user likely cannot travel
between these locations in 1 hour.

[0259] Further, if the next transaction is attempted at a
more reasonable time and distance away from the first
transaction, the level of correspondence threshold may be
raised to provide added security, without automatically
denying the transaction. Likewise, an altimeter may be used
such that if the altitude determined by the mobile device is
different than the altitude of the city in which the user is
reported to be located, then this may indicate a fraud
attempt. Thus, altitude or barometric readings from the
mobile device may be used to verify location and can be
cross referenced against GPS data, IP address or router
location data, or user identified location.

Random Image Distortion

[0260] To provide an additional layer of security to the
facial recognition authentication system, the system may
utilize random image distortion. For example, a user may be
assigned a random distortion algorithm upon enrollment into
the system. The distortion algorithm may include such
distortions to the image as widening or narrowing the
person’s face by a predetermined amount, adding or super-
imposing a predetermined shape at a predetermined position
on the user’s face. As one example of this, the distortion may
be a circle superimposed at 100 pixels above the user’s left
eye.

[0261] With the uniquely assigned distortion on the
images from the user, the biometric data for that user will be
unique to the account or device used by the user. That is, the
enrollment biometrics stored on the authentication server or
on the mobile device will reflect not only the facial features
of the user, but also will reflect the uniquely assigned image
distortion. Thus, even if an accurate, fraudulent representa-
tion of a person were used on a different device or via a
different account, the proffered authentication biometrics
would not sufficiently correspond due to a different or an
absence of the unique distortion. Thus, the overall security
may be enhanced.

Security Layers

[0262] It is noted that each of the above embodiments,
modifications, and enhancements may be combined in any
combination as necessary to create multiple layers of secu-
rity for authentication. For example, the facial recognition
may be combined with motion detection or path detection,
or operate independently of these features for authentication.
Further, when more than one of the above described
enhancements or modifications are combined, the authenti-
cation system may be configured so as not to provide any
feedback or indication on which layer failed authentication.
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[0263] For example, when a predetermined touch pattern
to initiate authentication is combined with the authentication
movement and facial authentication, the system does not
indicate whether a touch pattern was incorrect, or the
authentication movement or authentication images failed to
correspond to the enrollment information. Instead, the sys-
tem provides an identical denial of authentication no matter
what failure occurs. This is the case when any number of the
security features described above are combined. In this
manner, it is difficult for a fraudster to detect what aspect of
the fraudulent credentials must be corrected, further enhanc-
ing the security of the system.

[0264] All the above features may be incorporated
together, or only some features may be used and others
omitted. For example, when the device prompts the user to
move the device so that the user places his or her head within
a first small frame (such as an oval) then to a second large
frame (such as in FIGS. 7A, 7B, 13A, and 13B), the system
may be configured such that facial recognition need not be
performed on the image(s) in the first frame (distantly
captured frames). The security of the system is maintained
by performing facial recognition throughout the imaging at
some point between the first and second frames, and at the
second frame. This may especially be true when also inte-
grated another layer of security, such as checking eye
tracking following a moving object on the screen, or reading
a reflection of'a QR code or random shape off the user’s eye.
In another embodiment, when two or more cameras are used
creating three dimensional, stereoscopic images, the facial
recognition may not be performed at the first, far away
frame, but instead the liveness of the person may be vali-
dated at the closer in frame only after the movement of the
device. In still other embodiments, other security layers may
be used, and the motion parameters may be omitted. Such
combinations may be beneficial for larger or stationary
devices, such as gaming laptop computers, personal desktop
computers, a stationary kiosk, or the like.

Example Applications

[0265] Likewise, although described herein as financial
account authentication, the authentication using path param-
eters and image data may be implemented in any environ-
ment requiring verification of the user’s identity before
allowing access, such as auto access, room access, computer
access, web site or data access, phone use, computer use,
package receipt, event access, ticketing, courtroom access,
airport security, retail sales transaction, loT access, or any
other type of situation.

[0266] For example, an embodiment will be described
where the above authentication system is used to securely
conduct a retail sales transaction. In this embodiment, a user
is enrolled with the authentication server or an authentica-
tion application on the mobile device as described above and
has generated enrollment information including enrollment
images and/or biometrics, and enrollment movement. In this
example, the user initiates or attempts to complete a trans-
action at a retail establishment with a credit card, smart card,
or using a smart phone with NFC capabilities.

[0267] The user begins the transaction by swiping a credit
card, smart card, or using an application on a smartphone
with NFC capabilities to pay for goods or services. The retail
establishment would then authorize the card or account with
the relevant network of the financial institution (“Gate-
way”). For example, the retail establishment, through a
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Gateway such as one operated by VISA or AMERICAN
EXPRESS would determine whether the account is available
and has sufficient available funds.

[0268] The Gateway would then communicate with the
authorization server to authorize the transaction by verifying
the identity of the user. For example, the Gateway may send
an authorization request to the authentication server, and the
authentication server then sends a notification, such as a
push notification, to the user’s mobile device to request that
the user authenticate the transaction.

[0269] Upon receipt of the notification from the authenti-
cation server, such as through a vibration, beep, or other
sound on the mobile device, the user may then authenticate
his or her identify with the mobile device. The authentica-
tion server may also send information concerning the trans-
action to the user for verification by the user. For example,
the authentication server may send information that causes
the mobile device to display the merchant, merchant loca-
tion, and the purchase total for the transaction.

[0270] Next, as before, the user may hold the mobile
device and obtain a plurality of authentication images as the
user moves the mobile device to different positions relative
to the user’s head. While moving the mobile device to obtain
the authentication images, the mobile phone further tracks
the path parameters (authentication movement) of the
mobile device via the gyroscope, magnetometer, and the
accelerometer to obtain the authentication movement of the
device. The mobile device may then send the device infor-
mation, the authentication images, and the authentication
movement to the authentication server. In other embodi-
ments, the mobile device may process the images to obtain
biometric data and send the biometric data to the server. In
still other embodiments, the mobile device may process the
images, obtain the authentication information, compare the
authentication information to enrollment information stored
on the mobile device, and send pass/fail results of the
comparison to the authentication server.

[0271] The authentication server may then authenticate
the identity of the user and confirm that the user wishes to
authorize the transaction on his or her account if the device
information, authentication images and/or biometrics, and
authentication movement correspond with the enrollment
device information, the enrollment images and/or biomet-
rics, and the enrollment movement. The authentication
server then transmits an authorization message to the Gate-
way. Once the gateway has received confirmation of the
authorization, the Gateway then communicates with the
retail establishment to allow the retail transaction.

[0272] Several advantages may be obtained when a retail
transaction is authorized utilizing the above system and
method. Because the identity verification of the user and the
confirmation of the transaction is completed via the authen-
tication system and mobile device, there is no longer a
requirement for a user to provide his or her credit card or
signature, or to enter a pin number into the retailer’s point
of sale system. Further, the retail establishment does not
need to check a photo identification of the user. The above
method and system also has the advantage that it provides
secure transactions that can work with mobile and online
transactions that do not have cameras, such as security
cameras, on the premises.

[0273] In the secure retail transaction described above, the
user obtains the total amount due on his or her mobile device
from the retail establishment via the Gateway and authen-
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tication server. However, in one embodiment, the mobile
phone may use the camera as a bar code, QR code, or similar
scanner to identify the items and the prices of the items
being purchased. The mobile device may then total the
amount due and act as the checkout to complete the trans-
action with the retail establishment.

[0274] In another embodiment, a user of the application
may want to anonymously pay an individual or a merchant.
In this instance, the user would designate an amount to be
paid into an application, and the application would create a
unique identifying transaction number. This number may
then be shown to the second user, so the second user can type
the identifying transaction number on an application on a
separate device. The unique identifying transaction number
may also be sent from the user to the second user via NFC,
Bluetooth, a QR code, or other suitable methods. The second
user may also type the amount and request payment.

[0275] Upon receiving the payment request and unique
identifying transaction number, the authentication server
may send a notification to the first user’s mobile device to
authenticate the transaction. The user would then verify his
or her identity using the facial recognition authentication
system described above. The user may alternatively or
additionally verify his or her identity using other biometric
data such as a fingerprint or retina scan, path based motion
and imaging, or the user may enter a password. Upon
authentication, the user’s device would send a request to the
user’s payment provider to request and authorize payment to
the second user. In this manner, the payment may be done
securely while the users in the transaction are anonymous.

[0276] According to one embodiment, as an additional
measure of security, the GPS information from the mobile
device may also be sent to the authentication server to
authenticate and allow the retail transaction. For example,
the GPS coordinates from the mobile device may be com-
pared with the coordinates of the retail establishment to
confirm that the user is actually present in the retail estab-
lishment. In this manner, a criminal that has stolen a credit
card and attempts to use the card from a distant location (as
compared to the retail location) is unable to complete a
transaction because the user’s phone is not at the location of
the retail establishment. IP addresses may also be used to
determine location.

[0277] As explained above, the level or percentage of
correspondence between the enrollment information and the
authentication information to authenticate the user may also
be adjusted based on the coordinates of the GPS of the
mobile device. For example, if the retail establishment and
GPS coordinates of the mobile device are near a user’s
home, then the level of correspondence may be set at a lower
threshold, such as at a 99% match rate. Alternatively, if the
location is very far from the user’s home, and is in a foreign
country, for example, then the level of correspondence may
be set at a higher threshold, such as at a 99.999% match rate.

Biometric Identification using Root Identity Information

[0278] Most biometric identification systems in recent
years use devices such as smartphones to capture biometric
data (e.g. a digital photograph or scan of a fingerprint). This
biometric data is matched to preexisting biometric data
either on the device (in compliance with the FIDO Alliance
standards) or on the cloud (a remote computing device)
where the biometric data is sent to servers and compared to
preexisting data.
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[0279] However, with the ability to convert images or
other biometric data into biometric templates on the device
without sending the raw data files up to a server, an
additional option is available. Existing raw biometric data
such as facial images, fingerprint scans, etc. or converted
biometric templates may be downloaded to the device. The
downloaded biometric data may then be converted and/or
compared to a biometric template that was created from the
data captured on that device and previously uploaded to the
cloud or captured and uploaded to the cloud from a different
device.

[0280] This allows a third party to provide an existing root
identity profile for comparison to the biometric information
obtained at the device for authentication. For example, the
root identity profile may comprise an image or other bio-
metric reading from a customer that was captured and
verified in a bank branch, from a DMV file, or from another
authorized and trusted source. The root identity profile may
alternatively or additionally comprise biometric templates
created from the verified image or biometric reading. In this
manner, the identification match at the device has in
increased level of trust based on the verified, third-party root
identity profile.

[0281] FIG. 16 shows a system for biometric identification
using root identity information, according to an exemplary
embodiment. The system includes a user device 1612 such
as a smart phone or tablet computing device that comprises
one or more biometric sensors such as a camera 1614 and
fingerprint scanner 1615. The device 1612 communicates
with a network 116 such as the Internet.

[0282] A root identity server 1630 is also connected to the
network 116. The root identity server 1630 may be a bank
server, a government server, or other “trusted” server that
stores the root identity information including biometric
information and/or biometric template(s). The root identity
server 1630 is connected to biometric sensing devices such
as a camera 1632 or fingerprint scanner 1634. An authenti-
cation server 1620 providing an application such as facial
recognition algorithms and the like is also connected to the
network 116.

[0283] FIG. 17 shows a method for authenticating using a
root identification system, according to one exemplary
embodiment. Authentication using facial recognition as the
biometric information analyzed for a root identity profile
may work as explained in the following exemplary embodi-
ment. First, in step 1701, biometric information is captured
via a trusted device (camera 1632 or scanner 1634 in FIG.
16). The device is considered trusted because the biometric
information collected at the device is verified by a trusted
institution such as a bank or government agency. A root
identity profile is established in step 1703 that comprises the
biometric information from the trusted device and links the
biometric information to a user identity. This root identity
profile is stored on the server, such as server 1630.

[0284] In step 1705, biometric information such as an
image that contains data about the face of an individual from
the root identity profile is sent from the server 1630 to the
smart device 1612 upon an authentication request from the
smart device 1612. The user of the smart device 1612 then
articulates the camera 1614 so that the user’s face can be
captured by the device’s camera 1614, in step 1707. The
image downloaded from the server 1630 and the image that
has been captured on the device 1612 can now be compared
in step 1709. For example, each image is converted into a
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biometric template by a facial recognition algorithm for
comparison. Upon comparison, if the templates are similar
enough based on the thresholds set by, for example, an
application publisher, the device captured image (device
identity) and the previously captured image (root identity)
can be considered a match in step 1711. Access may then be
granted, or the signup/enrollment process may then be
completed based on the matching images in step 1713. If
there is no match in step 1711, the access is denied in step
1715.

[0285] The benefits of this system include but are not
limited to the ability to match previously captured biometric
data from a different device with a new device while no
Biometric Data leaves the new device during the matching.
This is important in some regulatory environments and
industries.

[0286] For facial recognition systems with a server com-
ponent, the same facial recognition algorithm can be loaded
onto the server as is running in an application on the smart
device. This allows only the template to be transferred to the
device instead of the biometric reading itself (e.g. the facial
images, fingerprints scans, etc.). For example, in step 1705,
the biometric information may be the biometric template
instead of an image from the root identity profile. The
algorithms must be configured so that the templates they
create are homogenous and can be compared. That is, if the
algorithms output data in different formats, the resulting
biometric templates/data format is incompatible, and no
matching can occur because the similar facial features would
not be represented by similar biometric template data pat-
terns. The term template is defined herein as biometric data
points represented by a string of numbers or other data
formed in a consistently formatted pattern so that similarities
and differences may be determined via various methods of
comparison.

[0287] In an embodiment where on the template is trans-
ferred to the device, the root identity established in step 1703
may include a biometric template created from a biometric
algorithm, such as a facial recognition algorithm. For
example, an image that includes the face of an individual
that captured with a trusted device (camera 1632 at a bank
branch, DMV, etc.) is sent to the server 1630 where it is
converted to a biometric template with a facial recognition
algorithm. As mentioned above, the biometric template from
the root identity profile is sent to the smart device 1612 upon
an authentication request in step 1705. This can be referred
to as the root identity biometric template. The method
proceeds as previously explained with reference to FIG. 17,
where the biometric templates are compared in step 1709.
[0288] In another example, two or more biometric modali-
ties could be used together such as fingerprints, face, and
voice. Another example of the method of FIG. 17 using two
or more biometric modalities may work as follows. First,
images of a user’s face, scans of the user’s fingerprints, as
well as a recording of the user’s voice are captured with
trusted devices in step 1701 (e.g. devices 1632, 1634 at a
bank branch, a DMV, etc. where the identity of the captured
data is verified) to establish a root identity in step 1703. The
images, scans, and recording may be considered root iden-
tity biometric data because this information is captured from
a trusted source. In step 1707, the user of the smart device
(1) presses one or more of his/her fingers on a fingerprint
sensor, and/or takes a photo of their fingers; (2) articulates
the camera so that the user’s face can be captured by the
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device’s camera; and/or (3) speaks words into the device’s
microphone to be recorded. The device recorded data may
be considered device identity biometric data.

[0289] The root identity biometric data and the device
identity biometric data are converted into biometric tem-
plates (root identity biometric templates and device identity
biometric templates) by fingerprint recognition, facial rec-
ognition, and/or voice recognition algorithms. In some
instances, the root identity biometric data may be converted
into the root identity biometric templates at the server, and
the templates may be sent to the device.

[0290] The root identity biometric templates and the
device identity biometric templates are compared in step
1709, and if the templates are similar enough based on the
thresholds set by, for example, an application publisher, the
root identity templates and the device identity templates can
be considered a match. Based on the match, access may be
granted, or a signup/enrollment process can be completed in
step 1713.

[0291] In another embodiment, in step 1709, the images
and/or the biometric template(s) from the user’s device may
be uploaded to the server where they can be stored and/or
compared with the root identity biometric images and/or
template(s). Then, if the user wishes to replace the original
device or add a second user device to the account, both the
root identity image(s) and/or template(s) the device identity
image(s) and/or template(s) captured on the first device can
be sent to the second device during set up or enrollment for
comparison and matching. This daisy-chains the root iden-
tity from the server to the first device identity, and then again
to the second device identity. If no root identity image and/or
template has been captured previously and stored on the
server, the image and/or template that is uploaded from the
first device can still provide added security. If the user
chooses to add a second device to an account, the image(s)
and/or template(s) from the first device can be downloaded
to the second device, and the comparison described above
may again occur. This allows the user to add a second device
with increased security because the user identities on both
devices were deemed to be a match.

[0292] In addition, when the image(s) and/or template(s)
are uploaded to the server, the on-server comparisons
between the image(s) and/or template(s) can be performed
independent from a comparison performed directly on the
device. This offers a significant increase in security because
even if a hacker was somehow able to manipulate the user’s
device to send a “Match” result back to the server, the server
would also compare the same image(s) and/or biometric
template(s). Hence, the authentication may occur at two or
more devices or servers to make the system more secure. If
less than all or a predetermine number of device/serves to
not authenticate, then a match is not declared. Thus, the
server would also need to determine that the image(s) and/or
biometric template(s) were a match using the same thresh-
olds. Therefore, the hacker would not only need to compro-
mise the user’s device, but also the one or more servers to
defeat the security.

[0293] In addition to the biometric matching, liveness
checks may be included on the device portion of the match-
ing as well as the server portion, as have been described in
detail above. For example, additional information such as
device movement, skin texture, three-dimensional depth
information can be used to help determine that the biometric
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data being presented to the camera is from a live human
being and not a photo, video, or mask spoof.

Remote Collection of Biometric Images/Templates

[0294] To verify biometric data, an individual typically is
required to enter a bank branch, a government office such as
a DMV or police station, or other “trusted” location to have
his/her biometric data collected. For example, a bank may
require a photograph, a fingerprint, or a voice recording to
open certain types of accounts. The obtained biometric data
is then linked to the person and the account. This in-person
collection of biometric data has typically been required
because there was no other way to trust that an individual
was indeed who they claimed to be. Through the in-person
collection, the identification is verified by, for example, the
person providing documents with their name and photo-
graph issued by a governing body.

[0295] However, according to an exemplary embodiment
disclosed herein, an individual may provide his/her own
biometric data using any smart device with a biometric
sensor or camera to be verified without in-person verifica-
tion. In fact, according to the disclosed embodiments,
account providing or financial institutions may trust with
more certainty than ever before that the biometric data
provided is from the correct individual and not an imposter,
hacker, or bad actor.

[0296] FIG. 18 shows a method of remotely establishing a
biometric identity, according to one exemplary embodiment.
In this embodiment, an individual first downloads an appli-
cation to his/her smart device from an institution with which
he/she either has an account, or with which he/she wants to
open an account in step 1801. Upon opening the application
and when prompted, the person presents his’her face, fin-
gerprint, etc. to the camera or sensor. The biometric data is
captured and stored on the device as “enrollment data™ in
step 1803. In some embodiments, the enrollment data is sent
to the server.

[0297] Next, the user makes a payment or a deposit to the
institution in step 1805. For example, if a lending institution
has provided a mortgage to the user, then the user would
enter his/her payment account information into the applica-
tion so that the institution could collect payment. When the
payment information and authorization is transmitted to the
lending institution some or all of the biometric enrollment
data from the user is collected and is transferred to the
lending institutions server with it. Because the payment is
made by the user for the user’s debt, which causes money to
flow away from the user and thus would not occur by a
potential hacker or person committing fraud, the resulting
biometric data collected as part of the transaction is consid-
ered as trusted.

[0298] Later, when the user again opens the application to
conduct another transaction, the user is again prompted to
present his/her biometric information to the camera or
sensor, and new biometric templates can be created in step
1807. The new biometric templates are compared to the
previous “enrollment data” on the device and/or the new
templates can be sent to the server for comparison in step
1809. In some embodiments, the device may compare the
templates by downloading the enrollment data templates
from the server to the device for matching.

[0299] When it is determined that the new biometric
information and/or templates do not match the enrollment
data, then the transaction may be denied as shown in step
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1811 and the root identity will not have the unmatched
biometric data added to it. However, when the new biomet-
ric information sufficiently matches the enrollment data, the
transaction may be authorized as shown in step 1813.
Furthermore, when there is a match, the trust level of the
biometric data appended to the user’s profile is increased.

[0300] Because the user is sending funds into the account,
for example to pay a debt or to make a deposit, he/she has
an incentive to be able to later access the account that
contains those funds or that has had debt reduced. Thus, over
time as several deposits and/or payments are made with
matching biometric templates, the trust in the identity of the
user performing the transactions increases as shown in the
loop of steps 1807, 1809, and 1813.

[0301] To limit liability, access of withdrawals can be
limited to the same amount or less than has been deposited
or paid in total by the user. For example, if a user pays a
$3,000 mortgage payment each month for three months
using his/her smart device and using his/her face to identify
themselves each time, the lending institution may be willing
to allow that person to transfer up to $9,000 from a different
account that the bank has for the user, such as a checking
account.

[0302] As banks and other lending institutions report on
outstanding balances, credit limits, and payment timeliness
to the credit bureaus, it is envisaged that the bank could also
provide the biometric template (possibly in an encrypted
format) to the credit bureau to store as part of the identifying
information in the user’s credit file. Then if the user desires
to apply for credit from a different institution that institution
can require that the user access their version of the appli-
cation with the same biometric data collection system as was
used to create the template. The biometric templates could
be sent to the credit bureaus servers and be compared with
the templates on file for that individual. With this process,
the user can positively identify themselves and grant access
to the financial institution to view their credit information
without providing or transmitting their social security num-
ber, date of birth or other sensitive information.

[0303] If auser does not have a debt to pay to the account
issuer or the issuer is not a financial institution, it is possible
to simply offer a temporary escrow service to provide the
assurance that the biometric data provided is true and correct
for the user being claimed. For example, a user can provide
a credit card number with his/her name and address, the card
could be billed $100 and the user would provide their
biometric data to the app in their smart device. The user
would then correctly answer a series of knowledge based
authentication questions based on their credit report, insur-
ance information, medical information or other potential
confidential information, and provide their biometric data
again to the app to retrieve the funds. The result is a
biometric identity that can be trusted in future transactions
up to the amount that was previously placed into escrow and
successfully retrieved.

Decentralized Biometric Identity Ledger

[0304] There are numerous security and privacy benefits
to a decentralized, anonymous, biometric identity network
as compared to biometric authentication conducted on a
centralized database or solely on a user device. As previ-
ously explained, biometric identity information may com-
prise images having biometric data such as digital photo-
graphs of a face or a fingerprint, and/or biometric templates
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which are strings of numbers representing data that has been
captured by a sensor and converted to a string by a biometric
recognition algorithm.

[0305] Decentralized Ledgers such as Blockchains,
Tangles, HashGraphs etc., referred to hereafter at Block-
chains, can be used to create public or private records that
provide an immutable transaction history. The blocks may
store various data, and in this embodiment, the blocks may
store biometric data in the form of an image or a biometric
template created from a biometric sensor (camera, finger-
print scanner, etc.) and/or from an algorithm analyzing an
output from the biometric sensor (photograph, fingerprint
scan, etc.). FIG. 19 shows a system of biometric authenti-
cation using a blockchain, according to an exemplary
embodiment.

[0306] In an exemplary biometric authentication method,
a smart device 1912 would run an application allowing a
sensor 1916 or camera 1914 to capture biometric data and
optionally convert the biometric data to one or more bio-
metric templates. That biometric data and/or template(s)
would be added to an encrypted block along with additional
information such as a device ID, a unique user 1D, user
identity information, the algorithm/sensor version/type info,
date and time stamp, GPS information, and/or other data.

[0307] The block may be added to the blockchain 1940
where it is stored. If the user attempts to open the application
again, or provides the public key or a unique user identifier
that corresponds to the public key for the block into another
application. Then the user is again presented with the
biometric data capture interface through which the user
again presents his/her biometric data to the sensor 1619 or
camera 1914. The captured biometric data may again option-
ally be converted to a biometric template on the device 1912.
Next, the user’s previous block is requested from the block-
chain 1940 and is downloaded to the smart device 1912
where a private key may be kept in the application to decrypt
the block. The data and/or biometric template(s) from the
block can now be compared to the recently captured bio-
metric data and/or biometric template(s). If a match is found,
then the user is authenticated and granted access to the
application, can make a transaction, etc. and the successful
decryption of the block and the matching of the templates
can be recorded with any combination of the data, the
transaction, original template, the most recently successfully
matched template or both may be stored in the new block.
[0308] Inaddition to or as an alternative to the comparison
and matching being done on the device 1912, the compari-
son and matching may be completed on the blockchain
ledger servers 1940. In this instance, biometric data obtained
at the user device 1912 and/or biometric template(s) gener-
ated at the user device 1912 from the biometric data is
encrypted and sent to the blockchain ledger servers 1940.
Next, the public key and the private decryption key may be
sent to the blockchain ledger servers 1940 to decrypt one or
more previous blocks of the user’s biometric information
and/or template(s) as well as to decrypt the most recently
sent biometric data and/or template(s). The blockchain led-
ger servers 1940 then run the matching algorithms to deter-
mine if the biometric information and/or template(s) stored
in the block and the most recently collected biometric
information and/or template(s) are deemed a match by the
thresholds previously set in the matching algorithm. By
providing template matching on all the blockchain ledger
severs 1940 (which could be hundreds or thousands of
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servers), an account provider can be sure that the device
1912 running the application has not been compromised if
the matching results are the same as on the blockchain ledger
servers 1940. The device 1912 and all of the blockchain
ledger servers 1940 would have to be compromised at the
same time for a hacker to change all of them, which of
course would be highly unlikely if not impossible.

[0309] In yet another embodiment a dedicated “matching
server” 1950 could be employed that would be sent a copy
of both the recently collected biometric information and/or
template(s) from the device and the biometric information
and/or template(s) in the block. The device 1912 may
provide the decryption key directly to the matching server
1950, or the blockchain 1940 could be instructed to send the
encrypted biometric template(s) to the matching server with
a “smart contract” which is a set of computer instructions
coded into the block. This is a feature of blockchains with
decentralized processing abilities like Ethereum.

[0310] It is also envisaged that when a new device
requests a block using a user’s unique 1D, for example an
email address, phone number, or a public key, that the device
is only authorized to download blocks in the chain that
contain biometric templates of the user that are associated
with that unique ID because the device contains the private
keys. So the user’s most recent templates could be compared
with all the templates that have been captured and are stored
on the blockchain, allowing for multiple matches. This may
provide fewer false rejections of the correct users that can
result from changes in appearance due to lighting, aging,
makeup, hair, beard, glasses, etc.

[0311] In one configuration of the system and method
disclosed herein, there is a private key and the private key
will decrypt the block contents, but the biometric data inside
the block is what is used on the comparison to determine if
there is a match between new biometric data and stored
biometric data. Thus, the private key is required to gain
access to the biometric data block. The private key may be
created by the user, the system, or the private key could
corresponded to a combination of unique identifiers that are
is easier to remember, a phone number, a social security
number, an email address and a date of birth, etc., and thus
also unique to the user. In this configuration, it’s possible
and contemplated that there are two blockchains, one with
the personal data in it, and one with anonymous storage of
biometrics templates only, in it. The personal data blocks in
the first blockchain would be decrypted by a private key or
corresponding personal data combos that only you know,
and you share it only with specific vendors that you want to
be able to verify that identity, then in that data the block
number of another block(s) with your biometric data is
appended to that record and then the app can go unlock that
block and match/update your newly uploaded biometric data
to the data in that biometric block.

[0312] In addition to the biometric matching, the applica-
tion collecting the biometric data may perform liveness tests
on the biometric data collected, such as those described
above. If the user is proven to exhibit traits that typically
only exist in living humans, at the exact moment that the
identity is verified then the biometric data can be trusted to
be from a real human being, not a non-living object such as
a photo or video spoof.

[0313] FIG. 20 is a schematic of a computing or mobile
device, or server, such as one of the devices described above,
according to one exemplary embodiment. FIG. 20 shows an
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example of a computing device 2000 and a mobile comput-
ing device 2050, which may be used with the techniques
described here. Computing device 2000 is intended to rep-
resent various forms of digital computers, such as laptops,
desktops, workstations, personal digital assistants, servers,
blade servers, mainframes, and other appropriate computers.
Computing device 2050 is intended to represent various
forms of mobile devices, such as personal digital assistants,
cellular telephones, smart phones, and other similar com-
puting devices. The components shown here, their connec-
tions and relationships, and their functions, are meant to be
exemplary only, and are not meant to limit the implemen-
tations described and/or claimed in this document.

[0314] Computing device 2000 includes a processor 2002,
memory 2004, a storage device 2006, a high-speed interface
or controller 2008 connecting to memory 2004 and high-
speed expansion ports 2010, and a low-speed interface or
controller 2012 connecting to low-speed bus 2014 and
storage device 2006. Each of the components 2002, 2004,
2006, 2008, 2010, and 2012, are interconnected using vari-
ous busses, and may be mounted on a common motherboard
or in other manners as appropriate. The processor 2002 can
process instructions for execution within the computing
device 2000, including instructions stored in the memory
2004 or on the storage device 2006 to display graphical
information for a

[0315] GUI on an external input/output device, such as
display 2016 coupled to high-speed controller 2008. In other
implementations, multiple processors and/or multiple buses
may be used, as appropriate, along with multiple memories
and types of memory. Also, multiple computing devices
2000 may be connected, with each device providing portions
of the necessary operations (e.g., as a server bank, a group
of blade servers, or a multi-processor system).

[0316] The memory 2004 stores information within the
computing device 2000. In one implementation, the memory
2004 is a volatile memory unit or units. In another imple-
mentation, the memory 2004 is a non-volatile memory unit
or units. The memory 2004 may also be another form of
computer-readable medium, such as a magnetic or optical
disk.

[0317] The storage device 2006 is capable of providing
mass storage for the computing device 2000. In one imple-
mentation, the storage device 2006 may be or contain a
computer-readable medium, such as a hard disk device, an
optical disk device, or a tape device, a flash memory or other
similar solid-state memory device, or an array of devices,
including devices in a storage area network or other con-
figurations. A computer program product can be tangibly
embodied in an information carrier. The computer program
product may also contain instructions that, when executed,
perform one or more methods, such as those described
above. The information carrier is a computer- or machine-
readable medium, such as the memory 2004, the storage
device 2006, or memory on processor 2002.

[0318] The high-speed controller 2008 manages band-
width-intensive operations for the computing device 2000,
while the low-speed controller 2012 manages lower band-
width-intensive operations. Such allocation of functions is
exemplary only. In one implementation, the high-speed
controller 2008 is coupled to memory 2004, display 2016
(e.g., through a graphics processor or accelerator), and to
high-speed expansion ports 2010, which may accept various
expansion cards (not shown). In the implementation, low-
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speed controller 2012 is coupled to storage device 2006 and
low-speed bus 2014. The low-speed bus 2014, which may
include various communication ports (e.g., USB, Bluetooth,
Ethernet, wireless Ethernet) may be coupled to one or more
input/output devices, such as a keyboard, a pointing device,
a scanner, or a networking device such as a switch or router,
e.g., through a network adapter.

[0319] The computing device 2000 may be implemented
in a number of different forms, as shown in the figure. For
example, it may be implemented as a standard server 2020,
or multiple times in a group of such servers. It may also be
implemented as part of a rack server system 2024. In
addition, it may be implemented in a personal computer such
as a laptop computer 2022. Alternatively, components from
computing device 2000 may be combined with other com-
ponents in a mobile device (not shown), such as device
2050.

[0320] Each of such devices may contain one or more of
computing device 2000, 2050, and an entire system may be
made up of multiple computing devices 2000, 2050 com-
municating with each other.

[0321] Computing device 2050 includes a processor 2052,
memory 2064, an input/output device such as a display
2054, a communication interface 2066, and a transceiver
2068, among other components. The device 2050 may also
be provided with a storage device, such as a microdrive or
other device, to provide additional storage. Each of the
components 2050, 2052, 2064, 2054, 2066, and 2068, are
interconnected using various buses, and several of the com-
ponents may be mounted on a common motherboard or in
other manners as appropriate.

[0322] The processor 2052 can execute instructions within
the computing device 2050, including instructions stored in
the memory 2064. The processor may be implemented as a
chipset of chips that include separate and multiple analog
and digital processors. The processor may provide, for
example, for coordination of the other components of the
device 2050, such as control of user interfaces, applications
run by device 2050, and wireless communication by device
2050.

[0323] Processor 2052 may communicate with a user
through control interface 2058 and display interface 2056
coupled to a display 2054. The display 2054 may be, for
example, a TFT LCD (Thin-Film-Transistor Liquid Crystal
Display) or an OLED (Organic Light Emitting Diode)
display, or other appropriate display technology. The display
interface 2056 may comprise appropriate circuitry for driv-
ing the display 2054 to present graphical and other infor-
mation to a user. The control interface 2058 may receive
commands from a user and convert them for submission to
the processor 2052. In addition, an external interface 2062
may be provide in communication with processor 2052, so
as to enable near area communication of device 2050 with
other devices. External interface 2062 may provide, for
example, for wired communication in some implementa-
tions, or for wireless communication in other implementa-
tions, and multiple interfaces may also be used.

[0324] The memory 2064 stores information within the
computing device 2050. The memory 2064 can be imple-
mented as one or more of a computer-readable medium or
media, a volatile memory unit or units, or a non-volatile
memory unit or units. Expansion memory 2074 may also be
provided and connected to device 2050 through expansion
interface 2072, which may include, for example, a SIMM
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(Single In Line Memory Module) card interface. Such
expansion memory 2074 may provide extra storage space
for device 2050, or may also store applications or other
information for device 2050. Specifically, expansion
memory 2074 may include instructions to carry out or
supplement the processes described above, and may include
secure information also. Thus, for example, expansion
memory 2074 may be provide as a security module for
device 2050, and may be programmed with instructions that
permit secure use of device 2050. In addition, secure appli-
cations may be provided via the SIMM cards, along with
additional information, such as placing identifying informa-
tion on the SIMM card in a non-hackable manner.

[0325] The memory may include, for example, flash
memory and/or NVRAM memory, as discussed below. In
one implementation, a computer program product is tangibly
embodied in an information carrier. The computer program
product contains instructions that, when executed, perform
one or more methods, such as those described above. The
information carrier is a computer— or machine-readable
medium, such as the memory 2064, expansion memory
2074, or memory on processor 2052, that may be received,
for example, over transceiver 2068 or external interface
2062.

[0326] Device 2050 may communicate wirelessly through
communication interface 2066, which may include digital
signal processing circuitry where necessary. Communica-
tion interface 2066 may provide for communications under
various modes or protocols, such as GSM voice calls, SMS,
EMS, or MMS messaging, CDMA, TDMA, PDC,
WCDMA, CDMA2000, or GPRS, among others. Such
communication may occur, for example, through radio-
frequency transceiver 2068. In addition, short-range com-
munication may occur, such as using a Bluetooth, Wifi, or
other such transceiver (not shown). In addition, GPS (Global
Positioning system) receiver module 2070 may provide
additional navigation—and location-related wireless data to
device 2050, which may be used as appropriate by applica-
tions running on device 2050.

[0327] Device 2050 may also communicate audibly using
audio codec 2060, which may receive spoken information
from a user and convert it to usable digital information.
Audio codec 2060 may likewise generate audible sound for
a user, such as through a speaker, e.g., in a handset of device
2050. Such sound may include sound from voice telephone
calls, may include recorded sound (e.g., voice messages,
music files, etc.) and may also include sound generated by
applications operating on device 2050.

[0328] The computing device 2050 may be implemented
in a number of different forms, as shown in the figure. For
example, it may be implemented as a cellular telephone
2080. It may also be implemented as part of a smart phone
2082, personal digital assistant, a computer tablet, or other
similar mobile device.

[0329] Thus, various implementations of the systems and
techniques described here can be realized in digital elec-
tronic circuitry, integrated circuitry, specially designed
ASICS (application specific integrated circuits), computer
hardware, firmware, software, and/or combinations thereof.
These various implementations can include implementation
in one or more computer programs that are executable
and/or interpretable on a programmable system including at
least one programmable processor, which may be special or
general purpose, coupled to receive data and instructions
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from, and to transmit data and instructions to, a storage
system, at least one input device, and at least one output
device.

[0330] These computer programs (also known as pro-
grams, software, software applications or code) include
machine instructions for a programmable processor, and can
be implemented in a high-level procedural and/or object-
oriented programming language, and/or in assembly/ma-
chine language. As used herein, the terms “machine-read-
able medium” “computer-readable medium” refers to any
computer program product, apparatus and/or device (e.g.,
magnetic discs, optical disks, memory, Programmable Logic
Devices (PLDs)) used to provide machine instructions and/
or data to a programmable processor, including a machine-
readable medium that receives machine instructions as a
machine-readable signal. The term “machine-readable sig-
nal” refers to any signal used to provide machine instruc-
tions and/or data to a programmable processor.

[0331] To provide for interaction with a user, the systems
and techniques described here can be implemented on a
computer having a display device (e.g., a CRT (cathode ray
tube) or LCD (liquid crystal display) monitor) for displaying
information to the user and a keyboard and a pointing device
(e.g., a mouse or a trackball) by which the user can provide
input to the computer. Other kinds of devices can be used to
provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory
feedback (e.g., visual feedback, auditory feedback, or tactile
feedback); and input from the user can be received in any
form, including acoustic, speech, or tactile input.

[0332] The systems and techniques described here can be
implemented in a computing system (e.g., computing device
2000 and/or 2050) that includes a back end component (e.g.,
as a data server), or that includes a middleware component
(e.g., an application server), or that includes a front end
component (e.g., a client computer having a graphical user
interface or a Web browser through which a user can interact
with an implementation of the systems and techniques
described here), or any combination of such back end,
middleware, or front end components. The components of
the system can be interconnected by any form or medium of
digital data communication (e.g., a communication net-
work). Examples of communication networks include a
local area network (“LLAN”), a wide area network (“WAN”),
and the Internet.

[0333] The computing system can include clients and
servers. A client and server are generally remote from each
other and typically interact through a communication net-
work. The relationship of client and server arises by virtue
of computer programs running on the respective computers
and having a client-server relationship to each other.

[0334] Biometric data templates are not suitable to be used
as public keys, and cannot be reliably hashed into public
keys because each session contains biometric data that is
slightly different than previous sessions. Biometric matching
is done by creating a probability of a match and setting an
acceptable threshold. In one embodiment, the settings are
such that if the comparison reveals collected biometrics data
that a 100% match, it is may be considered to not be a match
an instead a potential fraud attempt because biometric data
comparisons are typically never a 100% a match unless a
replay (of the same data) attack is being perpetrated.
Because biometrics rely on probability to confirm a match-
ing identity it is important not to allow bad actors to
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specifically target a known identity armed with copies of that
individual’s biometric data, such a photos, videos or masks.
This may be achieved by limiting access to the blockchain
using user question data. It is also contemplated that an
efficient means to provide a blockchain wherein the identity
of the individual whose biometric data contained in each
encrypted block is not readily known to the other users of the
blockchain and therefore cannot be easily singled out and
targeted is desirable. This is typically accomplished in
blockchains with a Public Key, however if a bad actor knows
the public key for a specific individual they can target a
spoofing attack with reproduction of that individual’s bio-
metric data. By using a questions layer (requiring users to
answer questions before granting access to the block chain)
that does not require the users to store, transmit or even
know their public key, the likelihood that a bad actor could
match a specific block to a specific user and then spoof the
system is reduced significantly. This method would allow a
user to easily input data from memory that would then be
used to recreate their Public Key and then used to identify
to the blocks in the block chain system that contain their
encrypted biometric data for authentication but not use
personally identifiable information (PII) to do so. In one
embodiment, this is accomplished through a series of ques-
tions that the person answers to generate user question data.
In one embodiment, these questions are such that the person
would always know the answers, such as city of birth, parent
names, or high school name. In one embodiment, the ques-
tions are such that the person creates the answers such as
favorites, things that change, or opinion based questions.
Examples of this type of user question data include favorite
color, favorite food, or favorite holiday. In one embodiment,
the user question data is created based on system require-
ments but does not relate to the user. Examples of this type
of user data may be data containing only numbers, data
containing special symbols, data containing only letters,
and/or data containing a required number of each type of
characters. Some of this data may be easily recalled and thus
not forgotten by the user. Other data is less likely to be
guessed by others, but is harder to remember. It is contem-
plated that any other type of information and questions may
be used for the user questions and associated user question
data.

[0335] For the questions that are easily recalled or which
are memorized, this user question data is always available to
the user. In one embodiment, as part of an identification
process, the user is asked questions or asked to provide the
answers (user question data) to the questions. The user
question data is concatenated and then hashed to create a
public key and/or block identifier. This may then be used for
one or more of the following: identify the user, identify the
block associated with the user in the block chain, combined
with personally identifiable information to identify the user
or the blocks that contain a user’s encrypted information.
For example, this concatenated and hashed user question
data may identify to the authentication system which block
to match their biometric authentication session against. This
user question data may be referred to as a public key.

[0336] Examples of the type of user questions include, but
are not limited to, best year of your life, number of siblings,
shoe size, height, favorite color, eye color, last 4 digits of
your first phone number, middle name, parents name, favor-
ite grade in school, favorite month, favorite day of the year,
best physical trait, school name, favorite food, dietary
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choices, political affiliation, and religious affiliation or any
other similar type of question or data. In one embodiment
the data is well known (and not forgettable by the user) but
is not of the type that is of public record or can be obtained
by typical identity theft methods.

[0337] In one example method of operation, this authen-
tication system may be used when obtaining a money loan,
at an automobile dealership, or any other situation where it
is necessary or desired to positively identify the person and
allow them to grant access their credit bureau information to
a third party (or some other function where identity is
required and important).

[0338] FIG. 21 illustrates a block diagram of an example
system and environment of use. In reference to FIG. 21, at
the automobile dealer (business) 2124 (one example envi-
ronment of use), the user is presented with a computer
interface 2104, such as a tablet. Using the computer inter-
face 2104, the user questions data may be inputted into a
secure application or web interface with drop down fields or
text fields which do not store or record the user’s input. The
user is presented with questions for which they select their
previously specified answers, or they provide the user ques-
tion data without being presented with questions. At this
stage a hash operation or other algorithm processing may
occur to the one or more user question data. The hash may
occur on device 2104 or on a separate device 2108. Example
operations that may occur on the user question data may
include, but is not limited to hash, encryption, combination
with personal identifiable information such as name or social
security number. By hashing or otherwise processing the
user question data at this stage (prior to electronic transmis-
sion or storage) the user question data is protected. A
biometric authentication session may also be performed on
the same device prior to, at the same time as, or after,
providing and processing the user question data.

[0339] The user device 2104 provides the user question
data which, after hashing or other processing is provided
2150 by electronic transmission, to the remote authentica-
tion system 2018 with associated database 2112 to identify
both the user and their block. The authentication system
2108 can run a same hash operation on the stored previously
captured data, stored on data base 2112 to determine if the
received data matches a user, account, block in a blockchain,
or another identifier. In accordance with blockchain opera-
tion, many authentication systems 2018 may be provided at
different locations, or there blockchain data for the user may
be stored in many different databases 2112 at different
locations. The authentication system 2108 may provide
communication back to the user. Thus, the submitted user
answer data matching the stored user answer data may
identify the blockchain which stores the user’s authentica-
tion data, grant access to the blockchain, or both.

[0340] Once the block or blocks that are associated with
that public key are identified, it can be decrypted with the
hash to obtain the contents of that block. In this example, the
hashed user question data provides access to the user’s
blocks and can be used to reveal the biometric data stored in
the block, which is then compared to the newly submitted
user’s authentication attempt (facial data and movement
data) to determine if the user’s identity matches the identity
stored in the block chain (distributed at different locations
thus preventing unauthorized access and unauthorized
changes). If a match occurs, then, credit agency, loan depart-
ment or other entity 2116 will receive notice of the authen-
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tication via communication 2160. This in turn may allow the
loan to occur or a credit report to be sent to the business 2124
via communication 2170. For example, if the loan or credit
is approved by the 3rd party 2116, then that will be com-
municated to the car dealership 2124 which in turn will
allow the car to be driven away with only the down payment
and/or a payment agreement. The match may also be a
gateway requirement before the dealership can pull a user’s
credit or access a user’s credit report. It is contemplated that
in some embodiments the lender 2116 and business 2124
may be combined.

[0341] Using this method, the user may provide user
question data that would not be easily known by a third party
since it is personal to the user and not asked by third parties.
This form of data and associated method overcomes the
drawbacks of the prior art by providing and associating
complex data (user question data) that the user will have
memorized and thus always with them but yet that others
don’t know, and which uniquely identifies themselves or
their block or account in the blockchain. The answer to the
user question data is complex, difficult to guess and longer
and more difficult to obtain by a third party than the nine
digit social security number or other personal information
(PII) but is generally easy for the user to remember.

[0342] If a third party knows the answers to all of the
user’s questions, the system would only allow them to
attempt to match presented biometric data with the data
stored in the blocks for that user. Because the third party will
not easily match the biometric data with a photo, video or
mask if the biometric authentication has strong depth and
liveness detection systems, the authentication attempt would
be not authenticated and thus the third party would not able
to impersonate the user. In addition an email address or
mobile phone number could be entered into to the encrypted
block when the user is enrolling and an email or text
message could be sent to the registered user’s email address
or phone number every time that block is unlocked and the
biometric data matched from an authentication session or for
every attempt. This would alert a user if a bad actor had
gained the answers to their public key generating questions
and was attempting to impersonate them through various
means such by using a look-alike of the user for a biometric
spoof. If the bad actor was successful in spoofing the system
the real registered user would get an email saying that a
successful authentication session had been performed and if
it was not them they could initiate steps to stop the bad actor.
Notification could also be provided for unsuccessful
attempts to access the block. It is contemplated that notifi-
cation may be sent by email, phone call, or text, or any
combination. In embodiment, the system may alternatively
or in addition send a verification code to the user, such as by
mail, phone (voice), or text, that must be entered with the
user question data to provide an additional level of security.
Sending and entry of verification codes are known and thus
not described in detail.

[0343] It is contemplated that the user question data can
arrive into the dealership, credit agency, bank or other entity,
in any manner. For example, the user question data may be
entered by the user with the business’s device, uploaded by
the user on their own device, by using a third-party kiosk,
provided by telephone, text messages, or any other means.
Using this innovation, a method of creating a public key that
people can easily remember because it is well suited for how
human memory works. While the user question data may not
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all be secret, it can be easily remembered and it is not
publicly available and has not been part of the numerous
data breaches, as the questions are not typical data such as
social security number, birth date, and middle name. Any
number of questions may be provided to create the public
key, such as for example, two questions or ten questions
such that the more questions, the less likely someone will
know or guess the answers to access the block data for an
authentication attempt. While it is possible to use a user’s
name, social security number, email or phone, this data
would also identity the user and easily lead back to the
blocks in the blockchain but would expose the user’s iden-
tity and can become known due to use of that information in
other situations. With the disclosed system, utilizing user
question data, the identity of the user and the block that
stores their corresponding biometric data are anonymous to
everyone including the operators of the blockchain nodes. It
is still possible for an individual to provide all of the answers
to their user questions to a dishonest 3rd party or have that
information phished from them unknowingly, but this is
unlikely. For this to occur would still require the bad actor
to spoof the biometric authentication system to gain access
to any credit information or other information, which due to
the extreme accuracy of the authentication routines dis-
closed herein, is extremely unlikely.

[0344] FIG. 22 illustrates as flow chart providing an
example method of operation. This is but one possible
method of operation and it is contemplated that in other
systems and environments the method may depart from that
disclosed in FIG. 22 without departing from the claims. At
a step 2204 the user, business, or system initiates an authen-
tication session and as part of this, at a step 2208 the
business attempting to verify the identity of the person may
present to the user a computing device for data entry. The
device may be any computer, including a tablet. The device
and any server described herein may include a processor
with memory such that the memory stored non-transitory
machine executable instructions which are executable on the
processor. The non-transitory machine executable instruc-
tions may also be referred to as software. At a step 2212 the
computing device presents questions to the user and as the
user provides their answers the computing device accepts
the user question data at step 2216.

[0345] At a step 2020 the system processes the user
question data to generate hashed user question data. This
could also occur at a remote location. The hashed user
question data may serve as a public key. Then, at a step 2024
the system uploads the hashed user question data to a remote
server (encryption optional). Then, at a step 2228, the
system, such as a remote computer configured for user
authentication, compares hashed user question data from the
user to stored hashed user question data that is stored on one
or more databases. The stored data was from earlier input
from the user when the identity was known.

[0346] At a step 2232, responsive to a match between the
stored user question data and the submitted user question
data (hashed or unhashed), the system identifies the user’s
blockchain. Thereafter, the system requests an authentica-
tion attempt from the user to collect facial data and move-
ment data during authentication. This occurs at a step 2236.
In this embodiment, this data is collected the user question
data matches, but in other embodiments, the user facial and
movement data may be collected at the time of collection of
the user question data. At a step 2240, the system uploads the
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authentication data to a remote server from a user (encryp-
tion optional) and at a step 2244 the system uses the hashed
user question data as a public key to unlock the authentica-
tion data (facial, movement, or combination thereof) that is
stored in the blockchain. This may occur at multiple loca-
tions such is the nature of a distributed blockchain.

[0347] At a step 2248 the authentication system compares
the stored user authentication data to the user submitted
authentication data to determine if there is a match within a
predetermined threshold. As discussed above, 100%
matches are unlikely or impossible, so the similarities
between data should be within some range or threshold
which can be adjusted based on the use and need to verify
identity. At a step 2252, responsive to a match, access is
allowed or the requested information is provided such as
access to a credit score, credit report, or authorization for
other type transaction or loan. This system can be used in
any scenario where verifying a person’s identity is impor-
tant. For example, buying an expensive watch or jewelry
would benefit from identify verification, as would access
control to secure location or data.

Identity Verification with Issued Photo Identification Card
[0348] In some embodiments, the identity of a person
authenticating using the above described systems and meth-
ods may be verified using a photo identification card issued
to the person. Identification using only the card analysis
described herein is also contemplated. FIG. 23 illustrates an
exemplary photo identification card. In FIG. 23, a photo
identification card 2400 may be a driver’s license, a passport
card, a passport, or any other government issued or privately
issued identification card.

[0349] A photo identification card 2400 typically has a
front side 2402 and a rear side 2404 which are each shown
in FIG. 23. The front side 2402 includes a photo 2406 of the
person to whom the identification card 2400 is issued. Here,
the photo 2406 is shown positioned to the left side of the
front 2402 of the card 2400. However, the photo 2406 may
be placed in any position on the card 2400.

[0350] Other information is also printed on the card and
may be formatted as shown or may be varied as needed
and/or according to design preferences. For example, a name
of a state 2408 issuing the card may be printed on the top of
the front 2402 of the card 2400. The person’s name, 2410
and other identifying information 2412 may also be printed
such as a home address, height, weight, sex, date of birth,
etc. The card 2400 may comprise one or more security
features such as a hologram 2414. On the back 2404 of the
card 2400, a barcode 2416 may be provided which is
encoded with the holder’s personal information and/or other
information related to the identification card 2400.

[0351] FIG. 24 illustrates a method for authentication
using biometric identification and a photo identification
card. The method may be executed via software running on
a device such as a computer, a laptop, a mobile device, etc.
as described previously. In some embodiments, the method
may be executed via a “presentation device” where the
presentation device is connected to a remote device such as
a server on which the software runs. In this embodiment, the
method utilizes a camera of the device, such as a front and/or
rear facing cameras on a mobile device, laptop, or desktop
computer, or a web cam connected to the device.

[0352] In step 2502, facial recognition is conducted using
the device including liveness verification. As explained in
detail above, the person authenticating with the system
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captures images of their face with the camera of the device
as prompted on the display of the device. As discussed
above, the system may check for liveness and/or three-
dimensionality of the person by prompting the person to
change the distance between themselves and the camera by
moving the device/camera or themselves with respect to the
camera. This allows the system to verify whether the person
authenticating is a live person and not a spoof. This also
allows the system to conduct facial recognition and to
collect biometric information for the person being imaged.
It is contemplated and disclosed that one or more of the
facial recognition and/or liveness detection features
described herein may be used, alone or in any combination,
with the photo identification card method described below

[0353] In step 2504, the person authenticated or being
authenticated is prompted to capture an image or video
his/her photo identification card, and the system scans the
image of the card for authenticity and for the information
contained on the card. The image could also be uploaded to
a remote web site configured with software to evaluate and
authenticate the identification. During the image capture, for
example, the system may prompt the user to move the card
relative to the camera or the camera relative to the card. In
other embodiments, the card/camera distance is not changed.
If moving, the card (or camera) may be moved such that
distance is changed between the camera and card in a
straight line closer or further away. FIG. 25 shows examples
of validation of a photo identification card, according to an
exemplary embodiment. In FIG. 25, a first example of a
mobile device 2610 is shown having a screen 2612, and a
front facing camera 2614 among other features. A rear facing
camera is also provided, but not shown. As an example of
step 2504 from FIG. 25, the display 2612 prompts the user
to image the photo identification card 2400 with the device
2610. The display 2612 may show guides 2616 that instruct
the user at what distance to image the photo identification
card 2400 with the device. The person may image the card
2400 with the device 2612 using the front facing camera
2514 or the rear facing camera.

[0354] As shown in FIG. 25, the device may then prompt
the user to image the photo identification card 2400 at a
closer distance relative to the camera of the device 2610. As
shown, the guides 2616 may be animated to take up a larger
portion of the display 2612 to instruct the user to hold the
identification card 2400 closer to the camera. Either side or
both sides of the card may be captured.

[0355] By requiring movement of the card relative to the
camera, the system may perform several checks to determine
whether the photo identification card 2400 is authentic. For
example, as the card 2400 is moved relative to the camera,
the hologram 2414 on the card 2400 may appear, disappear,
and/or change. The system may include a check for the
hologram on the photo identification card 2400 in order to
verify that the card 2400 is genuine. In other embodiments,
the system may perform banding, edge detection, and other
screen detection processes as described above. In one
embodiment, the system may check for the user’s fingers at
the edges of the card to help confirm that the card is genuine
and being displayed on a screen of another device. Further,
by imaging the card at a close proximity, the device can
obtain a high-quality image of the card 2400, including all
of the information on the card. It is also contemplated that
the card may be rotated while being held so that the camera
can see not only the face of the card and images and text on
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the face, but also the edges of the card. This further shows
three dimensionality and will further capture any security
features of the card such as holographic features. This would
detect photocopies of the card on a piece of paper.

[0356] For example, in some embodiments the device
reads information from the card for use during authentica-
tion or for other use. The system may scan the photo 2406
on the photo identification card 2400 to obtain biometric
information to compare to the biometric information
obtained during step 2502. Further, the device may scan the
card 2400 to retrieve the person’s name and other identify-
ing information via text recognition. The information may
also be obtained by imaging the back 2404 of the card 2400
for the barcode 2416 or other type of code. This may be
particularly useful for when a user sets up an account for the
first time with an institution so that the user does not have
to manually input the user information.

[0357] In step 2506, the biometric information obtained
from the user during step 2502 and from the photo identi-
fication card during step 2504 are compared to determine
whether they are a match. The data obtained from processing
the images of the card may be compared to a database of
known card details to verify the format of the card is
accurate and other details regarding the card match known
formats such as but limited to picture location, card thick-
ness, text font details, text location, security features, bar
code format and location, card color scheme, and card aspect
ratio. In this embodiment, facial biometric information
obtained from imaging the user’s face and from imaging the
photo 2406 of the photo identification card 2400 are com-
pared to determine whether the images are of the same
person. This comparison may occur based on the captured
image of the person that occurs as part of the authentication
process or from earlier captured photos stored in a database.
If the biometric information from the different images are
similar within a given threshold, then the user is authenti-
cated.

[0358] Several variations to authenticate using a photo
identification card are also contemplated. For example, steps
2502 and steps 2504 may be conducted in reverse order. That
is, the user may first image the photo identification card prior
to imaging themselves. In another example, the user may
image themselves and the photo identification card simul-
taneously. This provides the advantage of having an image
of the person holding the actual card thus showing that the
person is in possession of the actual card.

[0359] FIG. 26 shows an example of validation of a photo
identification card, according to an exemplary embodiment.
In this example, the user holds up the photo identification
card 2400 and images themselves and the photo identifica-
tion card 2400 with the mobile device 2610. The user may
use the display 2612 of the device 2610 to ensure that both
the user’s face and photo identification card 2400 are clearly
within view of the front facing camera 2614. The device then
captures images of both the identification card 2400 and the
user simultaneously. As above, the display 2612 may include
prompts that instruct the user how to image the card 2400
and himselt/herself including at different distances from the
camera. The display may also prompt the user to move the
camera to image the user’s face and then the identification
during the same authentication session. This allows the
images of both the user and the user’s photo identification
card 2400 to be tied together in time.
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Digital Identification

[0360] Also disclosed is a digital identification configured
to further identify or provide assurances of the identify of a
user. In many instances, it is desirable to have assurances
that a person is who they say they are. Instances when this
may be helpful occur in many situations. For example, prior
to or as part of a transaction between two parties that are not
conducting the transaction in person it would be desirable
for one or both parties to verity the identify of the other
party. In particular, if one party has to pay before receiving
the goods or before the goods are shipped, then they may
want assurances regarding the person selling the goods.
Internet and long-distance transactions are more and more
common. In addition, identity verification prior to a loan is
another instance when it would be desirable to verify the
identity of the person receiving the money. Likewise, hiring
some to work remotely is an instance when verifying their
identity is preferred. Further when renting a house, car, or
other item to a person without meeting them or verifying
their identify is unwise. Many other instances exist where a
third party may want to verify a person’s identity including,
but not limited to dating, business relationship, care giver,
transaction counter-party or voter, such as a voter ID ora ID
used to verify eligibility of government benefits. Therefore,
there are numerous instances when it is preferred or needed
to have some assurances or verify the identity of a person.
[0361] The system and method disclosed allows a user of
the system to become a verified user. A verified user is a
person to performs the steps disclosed herein, receives a
digital ID, and the authenticity of the digital ID is conferred
by a verification server. The verification server comprises
one or more computer systems with associated software
configured to process data received from the user during the
creation of the digital ID and during the verification of the
digital ID by a third party. The third party may be any
individual or entity who is using the digital ID to verify the
identity of the user. The digital ID may be used to verify the
identity of the user the making the user a verified user.

[0362] The verification server may be one or more servers
or computer executing machine executable code. For
example, one server or computer may act as a web server
while another may function as a verification processing.
Another server may perform data storage and database
functions. FIG. 20 provides a diagram of an exemplary
computer server configuration. FIG. 1 illustrates exemplary
components that are described herein. A user may be the
person 108 and their mobile device 112 captures the pictures
of the user and the photo ID. Any of the servers 120 may be
the verification server that stores in databases 124. Commu-
nication occurs over a network, such as network 116 that
may include the Internet. FIG. 21 also illustrates a hardware
arrangement that may be re-configured for use with the
digital ID system. The user may use the mobile computing
device 2104, the server 2108 may function as the validation
server and the third party may use a computing device, such
as a computer 2116. FIG. 27 is an operational flow chart of
an example method for creating the digital ID. This is but
one possible method of operation and other methods are
contemplated. At a step 2704, a user is seeking to create a
digital ID downloads or installs to the user’s device an
application (software) from an app store or a verification
server. In other embodiments, a web browser or web site
may be used to interface with the user to create the digital
ID. Any type device may be used including but not limited
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to, a mobile computing device such as a smart phone or
tablet device, personal computer, or any other device or
system. At a step 2708, after install of the application, the
application is executed and the application performs liveness
verification (liveness detection) on the user to verify that the
user is a live person and not simply a photograph or a three
dimensional model or figure of the user’s face. In one
embodiment, the liveness verification includes capturing a
first photo of the user’s face at a first distance and a second
photo of the user’s face at a second distance. Other methods
ofliveness verification can be used. The process of capturing
photos of the user’s face with the camera located at different
distances from the user’s face is discussed above in detail.
The captured photos may be stored on the user’s device or
processed to create facemap data at a step 2712. Facemap
data is data representing the user’s face as captured in the
image, but is not an image of the user and the user’s face can
not be reconstructed from the facemap data. The images,
facemap data, or both are uploaded to a verification server
for processing. Facemap data may be considered biometric
data or image data.

[0363] At step 2716, the images or facemap data is pro-
cessed to verify liveness of the user. Liveness verification
may occur in any manner including any manner disclosed
herein. If the liveness verification determines that the user is
not a live user, such as if the photos represented a two
dimensional image or a non-human three dimensional rep-
resentation of a person (mannequin, bust, 3-D face model),
then the operation ends and the digital identification can not
be created.

[0364] Alternatively, if at step 2716 the photos or
facemaps are determined to be a live person, the operation
advances to a step 2720. At a step 2720, the user is instructed
to take a picture of their photo ID (ID which has a picture
of the user), such as a driver license, military ID, state or
country issued ID, or their passport. In one embodiment, the
user has the option, either manually or automatically, black
out and not show one or more items of information from the
photo ID. For example, the user’s driver license number,
passport number, birthdate, and/or address, or any other
sensitive information may not be shown on the digital ID or
not uploaded to the verification server. One or both sides of
the ID are photographed by the user using their device to
capture the photos using a camera associated with device. At
a step 2724 the user uploads the captured image to the
verification server. In one embodiment, the user manually
uploads the image while in other embodiments the applica-
tion software automatically uploads the image of the user’s
ID or passport.

[0365] Itis also contemplated that alternative or additional
documents may be captured with an image and uploaded to
the verification server. For example, to verify that the user
has the goods or the right to rent/sell the property, or conduct
the transaction, additional images may be captured and
uploaded. This may include but not limited to images of the
item being sold, or a vehicle title, property tax records, work
history, themselves in or at a property, themselves with the
goods or showing the VIN, or voter registration card or any
other image capture.

[0366] Next, at a step 2728 the verification server and
software (machine executable code) running on the verifi-
cation server compares the one or more of the first image and
the second image (captured at different distances) of the user
to the photo of the user in the user ID to verify that the user
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ID photo matches the photos of the user captured at step
2712. This may occur using facial recognition or any other
image comparison techniques for determining or matching
identity of a user.

[0367] At a decision step 2732 a determination is made
whether one of the images of the user in the photo ID or
passport. If the photos do not match, then the user’s ID does
not match the uploaded photos. The photo ID may be
outdated, stolen, or forged. As a result, the operation
advances to step 2736 and the operation terminates with a
message to the user that the photos do not match and as such
a digital identification (ID) can not be created.

[0368] Alternatively, if the photos match, then the opera-
tion advances to step 2740 and the verification server
processes the liveness verification determination and the
photo(s) of the user’s photo ID or passport to generate the
digital ID. The digital ID may take any form, but in this
embodiment it is an image or PDF file that shows one or
more of the following: photo ID image or variation thereof,
user’s photo, user’s email address for the user, verification of
liveness, and GPS Location, specific or generalized, city or
country, timestamp, estimated age, or any other information.
[0369] Next, at a step 2744, the verification server pro-
cesses the digital ID to generate a hash value representing
the digital ID. It is also contemplated that any other type
processing may occur on the digital ID file to generate a
unique code that represents the digital ID. A hash function
is one example of processing that generates a unique value
corresponding to the digital ID. Hash functions performed
on an image are known by one of ordinary skill in the art and
are not described in great detail herein.

[0370] The value resulting from the hash function is stored
for future use and associated with the digital ID. At a step
2748 the digital ID is sent from the verification server, such
as by email as an attachment file, to the user. The digital ID
may be an image file that is viewable by the user and which
may be stored by the user or sent to a third party by the user.
[0371] The user may also be provided a link to the
verification server such that the link may also be shared with
a third party. Use of the link is discussed below in connec-
tion with FIGS. 29 and 34.

[0372] FIG. 28 illustrates an example screen display for
the software used to capture the first image. As shown a
screen 2804 may be on a mobile computing device, tablet,
laptop, or desktop computer with web camera. Also shown
in the screen 2804 is an oval used to frame the face and
provide guidance to the user of where to place their face on
the screen, as captured by the camera. Inside the oval 2808
is the user’s face 2812. During image capture the size of the
oval may change thereby prompting the user to change the
distance between user and the camera, which in turn change
the size of the user’s face on the screen 2804. One or more
instructions 2816 may be provide on the various screens of
the software during use to aid and guide the user.

[0373] FIG. 29 illustrates an exemplary digital ID. This is
but one possible configuration of a digital ID and other
arrangements are contemplated. As shown, the digital ID
2904 includes the user’s photo ID image 2908 as well as one
of the first or second image captured of the user during the
liveness determination. Also part of the digital ID 2904 is a
liveness indicator 2924 declaring the image captured was of
a live user. Also provided is a verified email address. The
verified email address is the user’s email address used when
downloading the application (as part of signing into the
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application) and to which the digital ID was sent. These must
match. The digital ID 2904 also includes a verification link
2920. Use of the verification link 2920 is discussed below.
In other embodiments, the digital ID may also include
locations for images of other items are described above, such
as copies of the item being sold, the user at the residence
being rented, copy of title to the item with the user or any
other image used to build trust in the transaction or inter-
action between the user and the third party.

[0374] FIG. 30 illustrates an example screen display for
photo ID type selection. This is but one possible screen
display. The photo ID type selection screen 3002 includes a
passport selection button 3004, a photo ID selection button
3008, which may be used for any type of photo ID that
would be trusted by the third party, and also a skip ID match
button 3012 so the user can skip this step and features of the
digital ID.

[0375] FIG. 31 illustrates an exemplary photo ID image
capture screen display. This is but one possible arrangement
and layout for the photo ID image capture screen. In this
exemplary screen layout for the photo ID capture screen
3104 is an ID framing area 3120 in which a photo ID 3112
is framed. An instruction area 3108 is provided for guidance
to the user. A flash enable/disable button 3124 is provided to
the user to activate or de-activate the devices flash or light,
if so equipped, or image processing and light sensing may be
used to automatically enable or disable the flash or adjust the
flash timing or intensity. The brightness of the captured
image may also be adjusted after capture. A capture photo
button 3116 is also provided to activate the mobile comput-
ing device to capture the image of the user’s ID when the ID
is properly framed.

[0376] FIG. 32 illustrates an exemplary photo ID image
acceptance screen. This is but one possible arrangement and
layout for the photo ID image acceptance screen. In this
exemplary layout for the photo ID image acceptance screen
3204 some elements from FIG. 31 are repeated and not
discussed again. On this exemplary screen, a retake button
3208 is provided in case the photo is not focused or not
aligned properly. An accept button 3212 is provided to allow
the user to accept the image of the photo ID displayed in area
3120.

[0377] FIG. 33 is an operational flow chart of an example
method for a third party to verify the digital ID at the
verification server. This is but one possible method of
operation and it is understood that one of ordinary skill in the
art will arrive at other methods which do not depart from the
scope of the claims which follow. This method begins at a
step 3304 when the third party requests a copy of the digital
ID from the verified user. This may be for any reason that the
third party seeks assurances with respect to the verified
user’s identity. Next, at a step 3308, the verified user sends
the third party the digital ID. This typically occurs via email,
but other methods are possible, such as a text message or any
other way of sending an the electronic copy of the digital ID
to the third party. The sending of a picture (that is verified
to be a live user) and an image of the user’s photo identi-
fication that also matches the live user gives confidence to
the third party. The verified user can also send a verification
link to the third part or the third party may independently
access the verification server on their own.

[0378] At a step 3312, the third party accesses the verifi-
cation server using the verification link and then at step 3316
the third party uploads the digital ID to the verification
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server using the interface shown in FIG. 33. At a step 3320
the verification server performs the hash functions (same
operation as performed on the newly created digital ID) on
the uploaded digital ID to generate a second hash value. As
discussed above, the verification server could perform other
operations to generate the unique value that is uniquely
associated with the digital ID. Next, at a step 3324, the
verification server compares the first hash value (generated
at the time of creating the digital ID) to the second hash
value (generated from the digital ID uploaded by the third
party). By comparing the two hash values, the verification
server determines if any changes have occurred to the digital
ID image file between when it was sent to the verified user
(by the verification server) and to the third party from the
verified user. This prevents the verified user from passing off
a modified digital ID, such as by swapping out the image of
the user or the image of the ID and the verification server or
the company (such as FaceTec, Inc.) does not have to store
a copy of the digital ID, only the hash, yet the validity and
authenticity of the digital ID can be assured to be genuine
based on the hash value comparison.

[0379] At a comparison step 3328, a determination is
made whether the first hash value matches the second hash
value. If the values do not match, then the operation pro-
ceeds to step 3332 and the verification server indicates to the
third party that the digital ID has been modified. The digital
ID is not verified.

[0380] Alternatively, if at the decision step 3328 the two
hash values do match, then the operation advances to step
3336 and the verification server sends a reply to the third
party that the digital ID is valid and verified, along with the
email address used by the verified user to use the digital ID
software and receive the digital ID from the verification
server. FIG. 35 illustrates an exemplary notification screen
that may be provided to the third party.

[0381] Next, at a step 3340 the verification server may
update a record associated with the verified user of the
submission of the digital ID for verification and the suc-
cessful match of the two hash values. This may be useful to
validate the verified user over time to provide a trust score
to the verified user or to create a history profile. At a step
3344, the verification server may request feedback from the
third party regarding their interaction with the verified user.
For example, the request for feedback may ask if the third
party had a successful interaction with the verified user, or
whether the verified user turned out to be who the verified
user represented they were. This feedback can be used to
build a trust score for the digital ID and the verified user, or
conversely, associate the verified user with fraud or misrep-
resentation. This information may be shared with other users
or future users as a way to establish further trust in the
system and digital ID.

[0382] FIG. 34 illustrates an exemplary digital ID upload
screen presented by the verification server to the third party.
This is but one possible arrangement and layout for the
digital ID upload screen. In this exemplary layout, the digital
1D upload screen 3404 is presented to the third part when the
third party accesses the link from the verified user or
independently accesses the verification server (web site). On
this page there are one or more mechanisms for the third
party to upload the image file of the digital ID. In this
example embodiment, the third party may drop and drag the
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file to the upload location 3408. In other embodiments, other
mechanisms to upload the image file for the digital ID may
be used.

[0383] FIG. 35 illustrates an exemplary digital ID verifi-
cation screen presented by the verification server to the third
party. This is but one possible arrangement and layout for the
digital ID verification screen. As shown, the digital ID
verification screen 3504 includes a notification that the
digital ID is verified, meaning that the email address on the
digital ID is the same email address to which the digital ID
was sent (to the user) and that the image file of the digital ID
matches (as verified by the hash operation or other com-
parison process) the digital ID file that was originally sent to
the user. Also shown in the digital ID verification screen
3504 is the email address used by the verified user, such as
the email address to which the digital ID was mailed. A copy
of the verified digital ID is also provided to confirm that the
verification corresponds to the proper digital ID. In other
embodiment, other items may be displayed.

[0384] In one or more embodiments, additional steps may
occur to build trust in the user or the photo ID. In other
embodiments, if the image of the photo identification pro-
vided to the verification server is a type that is known to the
verification server database, such as a driver license, then
one or more matching algorithms may be run on the photo
identification to verify that the photo identification matches
a template of acceptable formats for the photo identification.
Stated another way, if the photo identification does not have
the required information in the required location and other
aspects of the photo identification do not match the accepted
template for that type of photo identification, it is noted on
the digital ID or the digital ID is not generated and provided
to the user. For example, the matching algorithm may cross
check the submitted photo ID image against the accepted
template for the following factors, but are not limited to the
following factors: font type, layout of elements on photo ID,
color of elements or background of elements, expiration
date, arrangement of information, format of information,
watermarks, photo size, size ratio of elements to other
elements, images, pictures, or artwork on photo 1D, holo-
grams, anti-copy features, bar codes, facial features com-
pared to information on ID such as eye color, skin color, hair
color, or any other factor or features

[0385] As discussed above, a verification server, which
may comprise one or more servers or computers, may
receive the information from application software installed
and executing on the user’s computing device. The appli-
cation software executes to provide the screen displays and
functionality described herein. For example, the app soft-
ware executing on the user’s mobile computing device may
capture images of the user and user’s photo identification,
and also upload the image files to the verification server.
This provides a controlled, secure, closed system for obtain-
ing the required information and transmitting the informa-
tion to the verification server. It is also contemplated that a
web page may be created which acts as the portal for the user
to interface with the verification server. It is also contem-
plated that a user or third party may use a desktop computer
or laptop computer interface with the verification server.
[0386] As discussed herein, the facemap comprises data
that is derived from the images of the user’s face. The
facemap data may be sent to the verification server instead
of the entire image to reduce bandwidth requirements,
reduce the time (for a given bandwidth) required to upload
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required information to the verification server, and to add
greater privacy for the user’s images. In one embodiment,
the facemap data can not be used to re-create the image of
the person. When generating the facemap data or selecting
which image(s) to send to the verification server, specific
face frames are selected for their position and quality.

[0387] The digital ID may be in any format of electronic
file suitable for sending via text message, email, or other
electronic transition means. For example, and not limited to,
the digital ID which may be an image file such as a jpeg, tiff,
raw image format, PFD, bmp, GIF, PNG, or any other type
image file format. In one embodiment, the image file is
locked and non-editable. The file format for the digital ID
may be a proprietary format usable by only the application
software which is executed on a computing device. This may
make editing or making changes to the digital ID more
difficult, although any changes would be detected during the
comparison of the hash values derived from the digital ID.

[0388] A drawback of prior art systems is the risk of face
photo information release and the ongoing, varying state by
state or country by country biometric and privacy laws,
many of which are proposed and written by lawmakers with
minimal knowledge of the technology and how advanced
and complex verification systems operate. One valid privacy
concern from individuals and trusted entities is the privacy
of face image data obtained by a trusted source. For
example, while an employer, bank, or government entity,
such as the department of motor vehicles (DMV) or police
department, may have face image data and other personal
information, there is an understood interest in maintaining
internal control over this information and preventing release
to the public of this data to third parties. In particular, the
DMV and police departments are typically unwilling to
release or receive face image data as part of identity veri-
fication. As a result, there is a need for a method and
apparatus to verify the identity of a user based on data from
a trusted source identity issuer’s database (such as a data-
base belonging to the DMV, employer, federal government,
or police) without having to send face image data from or
receive face image data from the trusted source.

[0389] To overcome the drawbacks in the prior art and
provide additional benefits it is proposed, in one embodi-
ment, to create a graphical code with face feature vector data
derived from facial images encoded into the graphical code.
This graphical code (which may be referred to as UR™
code) can then be printed on an ID document established on
any item (such as but not limited to documents, diplomas,
credit cards, credit reports, passports (or identification
cards), event tickets, voting ballots, or shown on digital
screens. Once established on an item, imaging of the code
and the face of the person associated with the code, can
occur to verify an association between the facevector data
stored in the graphical code, and the person that is presenting
their face to the camera for comparison. Other aspects of the
document may be incorporated into the security checks to
verify the ensure that the UR Code has not been added to the
document later or swapped from another document. One
approach is performing OCR on the text on a document, or
scanning a barcode and comparing the contents of the bar
code that are also contained in the UR Code, like the name,
DL #, or DOB, or obtaining data from the barcode, and hash
it and store that in the UR Code, which is discussed in detail
below. This ensures the barcode, and the UR Code are
connected and have not been swapped. These may be
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considered secondary checks. So that the UR Code can stand
on its own, it is disclosed to include checksums and/or hash
functions results in the UR Code to verify a high confidence
in the UR code and prove that the UR Code was not edited.
To verify the UR code, hashing of the entire UR Code by an
encoding entity and the publishing of the Hash and UR Code
UID, is a way for the relying party to authenticate that the
UR Code has not been edited.

[0390] Stated another way, the disclosed method and
apparatus can establish identity or an association between a
user and an item (such as a document) by using a graphical
UR™ code that is printed on a document that comes from a
trusted source (government identification, diploma, credit
report) and match it to the face image data from the live 3D
human (the person) without the document or UR™ code
exposing the photo of the person’s face or revealing the
person’s physical characteristics like gender, age or ethnic-
ity.

[0391] In other situations, a photo of the person is printed
on the document in addition to the UR™ code which
contains the encoded face vector data of that person. The
face photo on the document can be imaged or scanned, and
then processed and converted into a data format which can
be compared to the data stored in the UR™ code printed on
the document or compared to the UR™ code face vector
data which was derived from an actual image of the person
collected at the time of validation. The term ‘validation” and
‘verification” are used interchangeably. By matching two,
three, or more, of these trusted, or liveness-proven biomet-
rics to each other, a very high confidence that the presenter
of the document containing the UR™ code is indeed the
person that was issued the document is achieved. This can
occur with or without communication over a network to a
trusted entity, such as the entity that issued the document to
compare the UR™ code data to UR™ code data generated
from trusted images at the trusted entity, or to a 3rd party that
can confirm legitimacy of the UR™ code and that is has not
been tampered with using any number of cryptographic
checks.

[0392] An additional benefit to the described method and
apparatus is that the face image of the person, the person’s
face shape, the person’s age, gender, or ethnicity, or person’s
identity cannot be reverse engineered or derived from the
UR™ code in any human viewable, comparable, or evalu-
able form. This allows the UR™ code to be transmitted to
and from a trusted entity without revealing or compromising
the person’s physical likeness.

[0393] FIG. 36A illustrates an exemplary embodiment of
the various stages of facial image data processing during the
creation of the face vector data suitable to be stored in a
graphical code (UR™ code for example) which represents
facial biometric data. Although shown in relation to a face,
any type biometric content could likewise be processed
including eye or iris scans, fingerprints, or any other type of
biometric content. This Figure is provided for purposes of
discussion and as an example. As such, this the application
is not limited by the processing shown in these stages. As
part of the creation of the graphical code at a step 3686,
which may be referred to as a UR™ code™, an image or
images of the person’s face is captured. This can be just an
image or be multiple images that serve to provide more data
about the shape of the user’s face, these face images are
processed at a stage 3680 to create a 3D facescan or just a
mugshot style face image. The face images or series of
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images that observe or capture the face from variable angles,
positions, or camera locations hereafter facescan contain
high level of facial feature details. The facescan created at
step 3680 can be used for liveness detection (anti-spoofing)
three-dimensional depth verification, or both, as well as
other processing due to the high level of face feature detail
contained in the facescan. Thus, after initial processing as
described above, the facescan may be considered liveness
and or three-dimensionally proven.

[0394] As can be understood, the size of the data that is in
the facescan file is large, and thus, for subsequent process-
ing, the file size is reduced to provide benefits for storage
and transmission efficiency. For example, 3D facescan files
are created on the user device and encrypted before trans-
mission over a network to a server that will decrypt and
process the image data to determine if the face shown in the
images stored in the 3D facescan were captured in real time
from a live person, and are first generation captures of the
physically present human, not photos of photos (spoofs), or
replayed video frames.

[0395] Next, at a stage 3682, some of the face images in
the facescan related to liveness detection are removed to
create a 3D facemap (hereafter facemap). The facemap is a
smaller file size and does not contain data sufficient for the
previous level of liveness detection, but contains the record
that liveness was previously proven to a high level of
confidence on the larger data that comprises the 3D facescan
file, if needed, at stage 3680.

[0396] The facemap is suitable for use for matching to
other facemap data, such as from an identification, prior
image, or collected image or to face feature vector data.
While encrypted with sophisticated, proprietary encryption
schemes with the facescan and the facemap files, images of
the user’s face are included and stored as human-viewable
face images. Thus, these two data types do not hide the
user’s facial features, and if decrypted could be reverse
processed into human viewable face images of the user. The
terms user and person may be at times used interchangeably
herein.

[0397] Next, at a stage 3684, the facemap (containing face
image data) is processed into face feature vector file, and
remain as a face feature vector format that can be processed
by a face matching algorithm, neural network model or
similar data comparison method, or be encrypted, and
require decryption prior to processing by a data comparison
algorithm. (hereafter facevector). The facevector comprises
a much smaller data size and may be represented by a string
of alpha numeric values. In one embodiment the size of the
facevector data is as small as 128 bytes. The facevector
cannot be reverse processed into a human viewable face
image or used to recreate the person’s face or likeness in any
meaningful way that would reveal source data subject’s
identity. In this way, the facevector, either represented as an
alpha numeric string or stored in a graphical UR™ code, can
be published, shared, or distributed without providing an
ability to re-create the person’s face image, or face likeness.
[0398] Finally, at a stage 3686 the facevector is encoded
into the format of a graphical code, like a barcode, which
may be referred to as a UR™ code. In one embodiment, the
facevector is 64 kilobytes, however in other embodiments,
the UR code may be made to be larger or smaller, or a greater
or less resolution. As the UR code becomes larger or higher
resolution the amount of data which can be stored in the UR
code increases
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[0399] Stated another way, facevector data is face image
derived data that cannot be used to re-create the likeness or
identify the person visually, and does not visually link the
facevector to the subject person’s face whose data is
encoded into it. Facevectors are created by processing face
image data to create a face feature vector value, which may
be numeric, alpha, or alphanumeric or any other data format.
The processing should be considered a one-way conversion,
such that the processing and facevector cannot be used to
recreate the face image, the image data, or be used to
identify the person in the image, unless that person is
physically present, provides their face images again, and
then with their consent the newly collected face data is
converted into face feature vector data and then matched to
the face feature vector data encoded into the UR™ code as
part of non-surreptitious identity verification process the
subject person opts into. If the person who is attempting to
match their face to the face feature vector data encoded into
the UR™ code is not a high probability match then no
information about the characteristics of the subject’s face
that the facial feature vector stored in the UR™ was derived
from is revealed, protecting the privacy of the subject. As a
result, transmission or receipt of a facevector (or UR™ code
which is a graphic code that includes an encoded facevector)
is not transmission of user identifying biometric data with-
out additional data such as data that links the facevector to
a particular user. In one embodiment, facevector is similar to
a hash function output such that it cannot be reverse process
to reveal the original data, yet facevectors have the added
benefit of revealing similarities to another facevector that
was created from the same person’s face data.

[0400] This is a significant benefit because a hash function
output can be compared to another hash function to deter-
mine if the original data is exactly the same, but provides no
indication that the original data is similar or the degree to
which the original data (prior to hash) was similar. For
example, if two facevectors are created based on DMV
images taken one after another at the DMV, then those two
facevector data sets can be processed to determine that those
two facevectors were generated from the same person, and
not from a different person. As a result, a probability may be
generated of similarities between images which provides
information regarding whether, and to what extent, an image
is similar to another image, all from facevector data which
cannot be used to recreate the original image or reveal data
regarding the user’s face.

[0401] By way of a nonlimiting example, if the original
face image(s) of the person in the video frames output by a
smart devices camera are over 200 mb in size, the 3D
facescan at stage 3680 may be reduced to 350 KB in size, the
3D facemap at stage 3682 may be 180 KB in size, while the
3D facevector at stage 3684 may be 128 bytes) in size (with
no encryption layers or meta data). The graphical code 3686
is capable of graphically containing the encoded the 3D
facevector 3684. The graphical code may be any size, shape,
configuration, or be created using any type printing or
imposing technique and as such is not limited to that shown
herein.

[0402] FIG. 36B incorporates many of the same features
as shown in FIG. 23 and as a result the description of FIG.
23 as set forth above is incorporated and adopted for FIG.
36B. In addition to the elements of FIG. 23, FIG. 36B also
includes a UR™ code 3604 or any other type of code or
information that is unique, to the user and the UR™ code is
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machine readable. The code 3604 may represent or contain
facevector data. The creation and use of this code 3604 is
discussed below in greater detail. The code 3604 may be
similar to a QR code such that it is configured as a graphical
element that stores data and may be read or converted to a
digital file (image filed) with a camera, laser, or other
graphic interpretation device to decode the graphical code
into a string of values. To read or image the graphical code,
the graphical code is held in front of the reader, such as a
camera, and the image data processed. Use and reading of
traditional QR codes™ is known in the art and as such is not
discussed in detail herein.

[0403] In this embodiment, the graphical code is printed
on a driver’s license or ID card. In other embodiments, the
graphical code may be on any type of document or item
which is to be verifiably associated with a person. This
includes but is not limited to transcripts, diplomas, pass-
ports, deeds, titles to property, license plates, auto registra-
tions, access cards or badges, legal documents, visas, credit
cards, social security cards, green cards, assignments, tran-
scripts, shipping labels or transport documents, medical or
auto insurance cards, pet ownership tags, property ID
badges, event tickets, voting ballots, or any other type
document or item, including digital versions of these items,
images or renderings of these items, or digital iterations of
these items, such as mobile driver licenses (mDLs) or digital
identity or payment wallets.

[0404] To aid in the understanding of one or more aspects
of the innovation disclosed herein, FIG. 36C is provided as
a high level overview of the graphical code (used inter-
changeably with UR™ code herein) is established and used
during validation of a person’s identity or an items associa-
tion with a person. Any of the hardware, software, or
systems described herein may be used to enable the method
and apparatus the relates to UR™ codes including the
computing system or servers shown and described herein.
During a UR™ code creation process 3610, a trusted face
photo of a person, such as one on file with an identity issuer,
or the face of a person 3612 is imaged with a camera 3614.
The camera output is provided to a facevector creation
engine 3620, which may be software, hardware, or both, that
is configured to generate a facevector. One or more addi-
tional image data processing steps may occur prior to
creation of the facevector such as but not limited to liveness
verification. In addition, in one or more embodiments, the
camera’s output feed when capturing the image of the
person and the UR code is analyzed to ensure that it is a real
camera feed coming from the camera in use. This proves that
the document that is being scanned and the face images and
UR code on it are physical objects, and their first generation
images are being collected by a real, working, physical
camera, and not a video injected replay attack or deep fakes.
[0405] After creation of the facevector, the facevector is
provided to a UR™ code creation engine 3624, which may
be a software, hardware, or both, configured to generate a
machine readable graphic code that may be placed or
imprinted on an item 3616 to create a coded item 3628.
[0406] At a later time, to validate or verify that the code
on the coded item 3628 that is associated with the person
3612 may be imaged or scanned and the person, such as their
face, may be imaged with the same or different camera
3614B. As shown, the scan of the person’s face is provided
to the same or different facevector creation engine 3620B to
generate a facevector of the person’s face. Similarly, the

Jumio EX1080 Page 88
IPR2025-00108

Jumio v. FaceTec



US 2024/0348603 Al

image/scanned code is provided to a UR™ code to facevec-
tor decoder 3624, which may be a software, hardware, or
both, configured to convert the imaged/scanned UR™ code
to a facevector. Facevectors can be created from any digital
2D face image or facemap but the source images a preferred
to have characteristics similar to ICAO 9303 and ISO
29794: biometric sample quality part 5—face image data.
The facevectors can be created at any time with any face
image similar to a mugshot or driver’s license photo and the
matching accuracy potential of the facevector may be influ-
enced by the resolution and quality of the source face
images. In some embodiments a facevector that was created
in the past that has been encoded into a UR™ and a newer
facevector that has been encoded into a different UR™ code
can be compared. Based on the relative dates of the UR™
code creation the code may be considered the older code or
the newer code, and certain characteristics about the subject
can be assumed, such as the subject is now older in the more
recent UR™ code encoded facevector than in the older
UR™ code facevector.

[0407] The face created validation facevector created from
the person’s face at the time of validation, as well as the
UR™ code derived facevector, which was derived from the
UR™ code, are provided to a facevector comparison engine
3630, which may be a software, hardware, or both, that is
configured to compare the two facevectors. The results of
the comparison are provided to a similarity probability
engine 3640, which may be software, hardware, or both. The
similarity probability engine 3640 evaluates one or more
aspects of the comparison and generates a probability value
or other indicator of a degree of match between the face-
vector derived from the UR™ code and the facevector
calculated from the person’s face at the time of validation.
The results of the comparison and/or the probability value or
match level may be provided to a 3rd party or an entity 3644
requesting the validation of the document being associated
with the person. The entity 3644 may be any entity that secks
confirmation that the item imprinted with the code is asso-
ciated with the person.

[0408] Also part of this system overview is a trusted entity
3636 that may be the same as or different than the UR™
code creation entity 3610. It is contemplated that the output
of the facevector creation engine 3620B and the UR™ code
to facevector decoder 3624 may be provided to the trusted
entity for comparison to trusted facevector data, such as by
using a facevector derived from a trusted image that is stored
by or accessible by the trusted entity 3636. The trusted entity
3636 may be a government entity such as the DMV, a
financial institution, or corporate entity which has trusted
facevectors or images of the person which can be compared
to facevectors created later in time. Although not shown, the
trusted entity 3636 may include facevector comparison
engines and/or similarity probability engines.

[0409] FIG. 37 incorporates many of the same features as
shown in FIG. 25 and FIG. 36B, and as a result the
description of FIG. 25 and FIG. 36B as set forth above is
incorporated for FIG. 37. In addition to the elements of FIG.
25, FIG. 37 also includes the step of scanning of the back
side of the ID with a camera that is part of mobile device
2610 (such as a smartphone) or other type scanner. The ID
or other type document has the graphical code 3604 shown
in FIG. 36B. The screen of the mobile device 2610 displays
the document containing the code so the user can properly
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align the code and/or ID card (or document) on the screen.
The creation and use of this UR™ code is discussed below
in greater detail.

[0410] FIG. 38 illustrates an example embodiment of a
graphical code generation system. This is but one possible
system for creating documents (or other items) which have
a graphical code thereon. In this embodiment, a graphical
code is created which contains face feature vector data that
is derived from a person’s facial image data. A face feature
vector data may also be referred to as a facevector. A user or
person 3830 is present and their face will be imaged, and the
image file processed to create the face feature vector that is
we stored in the graphical code (UR™ code). A computer
device with an imaging device 3834, such as a camera, is
provided and one or more images of the person’s face are
captured. At this time in the process, the processing could
occur on either the computing device 3834 that captured the
image(s) or the image, or a processed version of the image,
may be transmitted to a different processing system for
further processing. It is contemplated that the processing
may be split between the device or one of the other devices
could perform a larger amount of processing. In the follow-
ing embodiment, the image or a portion thereof is provided
to the code or document creation entity 3820. In some
embodiments, the computing device 3834 is located at or
part of the entity 3820.

[0411] The code or document creation entity 3820 com-
prises data communication elements configured to accept
data from the computing device 3834. In this embodiment,
the code or document creation entity 3820 comprises a
server 3840 or other computing system having typical
elements associated with a server. In addition, the code or
document creation entity 3820, either part of or separate
from the server 3840, includes a liveness evaluation engine
3842, a facemap engine 3846, a facevector engine 3854, and
graphical (UR™) code processing engine 3805. These cle-
ments may be hardware, software, or a combination of both
including machine executable code (software) stored in a
non-transitory state in a memory.

[0412] The server 3840 or other computing system per-
forms typical server or computer processing functions such
as data input/output, printing, data storage and retrieval, and
execution of software code. These are known elements and
functions and as such are not described in detail herein. The
liveness evaluation engine 3842 is a combination of soft-
ware, hardware, or both that is configured to process the
image data or data derived from the image data of the person
(referred to above as a facescan) to evaluate liveness,
three-dimensional depth of the person, or both. The facemap
engine 3846 is a combination of software, hardware, or both
that is configured to process the facescan data set to create
the facemap data set. FIG. 36A is helpful to understand the
different stages of the data processing and associated details
of'each dataset. The facevector engine 3854 is a combination
of software, hardware, or both that is configured to process
the facemap data set to create the facevector data set. The
graphical (UR™) code processing engine 3805 is a combi-
nation of software, hardware, or both that is configured to
process the facevector data set to create face feature vector
that is stored in the graphical code, which can be printed at
the time onto a document (item) 3854. Or the graphical code
may be stored as a graphic file representing the code for
printing at a later time, or for transmission to another entity
for placement on the item. The face feature vector data
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stored in the UR™ code will match to the person face feature
vector data at a high probability, even though the face
feature vector data stored in the code cannot be used to
re-create the person’s likeness. Matching data derived from
a live human face to the UR™ code may be used to prove
ownership of, issuance too, or right of possession of an item.
[0413] At the time that the item (such as an identification
card (ID) 3854 is created, it is contemplated that an image
of the user is captured (or a trusted image that was previ-
ously captured) and placed on the item. This is typical of
many or most forms of ID. In other embodiments, the photo
may be omitted. In addition, an image of the user that is
placed on the ID is stored in the trusted image database and
is also processed with the facevector creation engine 3854 to
create the facevector. The resulting facevector may option-
ally be stored or for security reasons may not be stored so it
cannot be improperly obtained. The facevector is encoded
into a UR™ code using the UR™ code creation engine 3850
and the UR™ code is printed or otherwise incorporated on
the front or back of the ID document or digital ID document
3854. Creation of the facevector and the UR™ code is
discussed below in greater detail.

[0414] FIG. 39 illustrates an example method of creating
a graphical code which includes facial biometric data (UR™
code). This is but one possible method of creating a UR™
code. At a step 3908 the process to create the UR™ code is
initiated. This may include execution of software code, or
receiving a link or web site access. In this embodiment, the
method occurs at a trusted location, such as a bank or
government entity so that the collected data is also trusted
and the identity of the user can be verified in person. In other
embodiment, the process may occur remotely or online. In
other embodiments, it may occur at other locations or by the
user using the verification process described above. At a step
3912, the person which is the subject of the UR™ code
provides their identity to the satisfaction of a trusted entity
at the trusted location. Identity may be established with a
driver’s license or other trusted identification, or by being
personally known to the trusted entity. Any other means may
be used to verify the identity of the person, such as based on
comparison of image(s) of the person to prior collected
images.

[0415] Then, at step 3916 the trusted entity captures one or
more photographs or images of the person. Optionally, at a
step 3920, the one or more captured images may be pro-
cessed by computer algorithms to verify the existence of a
physical camera, the three-dimensional depth and liveness
of the person, or the liveness may be attested to by a trusted
person operating a camera, such as a DMV employee or
bank employee. As part of an automated, Al powered
liveness verification, the data processed may be referred to
as a facescan. This step may occur if the person is not
physically in front of the person creating the UR™ code.
[0416] At a step 3924, the image (digital data representing
the image of the person) is processed to generate facial data,
which is data representing the three-dimensional facial data.
This data after processing may be referred to as a facemap.
As discussed above, the facemap data is smaller in size than
the images of the user. Then, at a step 3928 the facemap is
processed to generate non-identifiable facial data (NIFD)
that represents one or more aspects of the person’s face. One
example type of a NIFD is a facevector. The NIFD is data
that represents the face of the person, but which cannot be
reverse processed to re-create the image or likeness of
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person’s face. Thus, the NIFD is data which cannot be
reverse processed to identify the user, unless by comparison
to similarly created NIFD data.

[0417] At a step 3932 the NIFD is further processed into
a computer readable graphical code, such as the referred to
UR™ code. This code can be imaged with a camera or
scanner, and the resulting image is processed to convert the
graphical code into an alphanumeric string. It is also con-
templated that the graphical code may be scanned with a
laser scanning system, such as a bar code reader to derive the
alpha-numeric string. As an optional step 3936, non-facial
personal data (NFPD) may be collected from an ID card,
document, a database, or from the user. The NFPD may
comprise but is not limited to all or a portion of name,
address, driver license number, full or partial social security
number, date of birth, eye color, height, weight, location of
birth or similar information. At step 3940, the created
graphical code may be saved as a digital file, transmitted to
a third party or entity as an image file for use on a digital
screen, or printed directly onto a document or item.

[0418] FIG. 40 illustrates an example embodiment of a
system configured to process the graphical code and analyze
the similarities between the graphical code and a facevector
generated from an image of the person. This is but one
possible exemplary embodiment of a system configured to
perform this process. In general, there are 4 aspects to the
system shown in FIG. 40. The four aspects are the document
4004 which contains the graphical code 4010, the person
with associated imaging device 4008, the software source
4012 for software that creates and processes the image and
graphical code, and the image/code processing system 4016.
[0419] The document 4004 may be any item as described
herein or which would benefit from a verifiable association
between the item and the person 3820 associated with the
document. The person 4020 is the person who is to be
verified as being associated with document, namely the
person should be matched to the facevector data stored in the
graphical code 4010 on the document 4004. The person
4020 may utilize a computing device 4024 (either their own
computing device or another’s computing device) to scan or
image the code 4010 on the document 4004 and also capture
one or more images of their face. The images may be
captured at different distances from the person as described
herein, such as a first distance which is at around arm’s
length and a second distance which is closer to the person’s
face. The source of the software 4012 may be the entity that
provides the software (machine executable code stored in a
non-transitory state in a memory). One exemplary source
such of software is FaceTec, Inc., with headquarters located
in Summerlin, NV.

[0420] Turning now to the image and code processing
system (ICPS) 4016, show is one example embodiment of a
system for processing the facevector code (extracted from
the graphical code) received from the computing device
4024 as well as processing the image data, or associated
facemap from the user, and performing a comparison ther-
ebetween. In this embodiment, facevector data extracted
from the UR™ code on the document is received at the
processing system 4016 from the person 4020 and/or the
computing device 4024 such as over the internet or a
computer network. Also received from the person 4020 or
the computing device 4024, or from a database, is an image
of the user, or data derived from a user of the image, such
as facemap data.
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[0421] The processing system 4016 comprises data com-
munication elements (not shown) configured to accept data
from the computing device 3834. In this embodiment, the
processing system 3816 comprises a server 3840 or other
computing system having typical elements associated with a
server. In addition, the processing system 3816, which may
be either part of or separate from the server 3840, includes
a liveness evaluation engine 3842, a facemap engine 3846,
a facevector engine 3854 and graphical (UR™) code pro-
cessing engine 3850.

[0422] The server 3840 or other computing system per-
forms typical server or computer processing functions such
as data input/output, printing, data storage and retrieval, and
execution of software code. Server functions are known
elements and functions and as such are not described in
detail herein. In addition to the server functions, the new
aspects include the liveness evaluation engine 3842 which is
a combination of software, hardware, or both that is con-
figured to optionally process the image data or data derived
from the image data of the person (referred to above as a
facescan) to evaluate liveness three-dimensional depth, or
both of the person. The facemap engine 3846 is a combi-
nation of software, hardware, or both that is configured to
process the received image of the user facescan data set to
create the facemap data set. This step may occur at the
computing device 4024 or at the processing system 4016.
FIG. 36A is helpful in better understanding the different
stages of the data processing and associated details of each
dataset.

[0423] The facevector engine 3854 is a combination of
software, hardware, or both that is configured to process the
facemap data set to create the facevector data set. The
facevector engine 3854 can be used to process facemap data,
received from the user, into the facevector data. The UR™
code processing engine 3850 is a combination of software,
hardware, or both that is configured to process the facevector
data to create the graphical code, which can be printed at the
time onto a document (item) 4004. The UR™ code process-
ing engine 3850 may also be configured to compare the
document facevector (extracted from the graphical code)—
that was on the document or items and provided by the
user—to the facevector that is derived from an image of the
user that was captured just prior in time, or compared to a
stored photo or stored facevector (or facemap) of the user
from a trusted entity (describe below in detail). As discussed
herein, the facevector data cannot be used to re-create the
person’s face or reveal the person’s identity.

[0424] FIG. 41 is an operational flow diagram of an
example method of verifying an association between docu-
ment or other item having a code and the person associated
with the document. This method of operation may also be
used to provide assurances of a person’s identity based on a
trusted identifying document. This is but one possible
method of operation and other methods of operation are
contemplated. This method does not utilize, access, or
interface with a database of images or facevectors and
instead relies on the collection of image data from the person
and an image or scan of the graphical code.

[0425] At a step 4104, the person or a third party seeking
to verify or validate an association between the person and
an item marked with the code (or obtain identity verifica-
tion) is initiated. At a step 4108, the entity seeking verifi-
cation is presented with the document containing the graphi-
cal code and scans or images the code. After step 4108, the

Oct. 17,2024

operation branches to step 4136 and step 4112. At a step
4136 the device or computer which scans or images the code
may convert the code into data, such as an alphanumeric
code, which may be referred to as a facevector code or
facevector data. At a step 4140, if the process is to be
performed at a remote location, then the facevector is
transmitted to a remote location for processing. Alterna-
tively, the processing may occur at the same location at
which the code was scanned or imaged.

[0426] At a step 4112, the entity seeking verification
captures an image of the person, such as using a camera or
other image capture or scanning device. A camera of a
smartphone or web cam may be used. The image of the
person may be processed to reduce the file size and to
prevent transmission of data that can be used to identify or
recreate the image of the person. As an optional step 4116,
one or more images of the person may be processed for
liveness as described herein by looking for expected differ-
ences between two or more images of the user. At a step
4116, the UR™ code stored data and the image data, or a
processed version, may be transmitted to a remote location
if such for processing. Alternatively, the processing may
occur at the same location as the image collection.

[0427] Atastep 4124, the image of the person is processed
to create facial data which represents the person’s face. This
may be referred to as a facemap. Then, at a step 4128 the
facemap is further processed to generate non-identifiable
facial data (NIFD) which represents the person’s face. The
NIFD may comprise or be referred to as a facevector. The
NIFD cannot be used or reverse processed to generate or
re-create an image of the user. It is contemplated that the
processing of the image data may progress directly to
facevector data.

[0428] At a step 4132, the system may also collect non-
facial personal data (NFPD) or document data. The NFPD
may comprise any data about the person as is described
herein and the UR™ code may also include or be encoded
with the same type of date. This allows for a comparison
between the UR™ code encoded data and data from the
document collected at the time of verification. The type of
information collected from the document may vary based on
the type of item or document.

[0429] After step 4132 and 4140 the operation advances to
step 4144. At step 4144 the system, such as the processing
system 4016 (FIG. 40), compares the code stored facevector
data (NIFD) to the image derived facevector data. This
comparison may occur by a neural network or other simi-
larly capable processing device. Facevectors are compared
by the neural network model which, in this embodiment,
measures the distance (or difference) between the face
feature vector data in N-dimensional space. The closer the
face features are to each other, the higher the probability the
subject images were derived from is the same human. Then
at a step 4148, the system calculates a similarity value based
on the processing and comparison that occurred at a step
4144. The similarity value, which may also be referred to as
a match level, represents the likelihood that the facevectors
were generated from the same face. It is contemplated that
if the two facevectors were not generated from the exact
same image, then the codes will not perfectly match. How-
ever, if the codes were derived from different images of the
same person, then those codes will have a relatively small
difference delta that indicates the face feature vectors were
derived from images of the same person, even when the
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collected image is different than the image used to generate
the UR™ code. Conversely, if the face feature vectors were
derived from different images of different people, then those
facevectors codes will typically have a higher distance delta
that indicate the codes represent different people. Thus, at a
step 4152, the operation compares or analyzes the similarity
values to one or more threshold values to determine if the
face feature vector data, and hence the item marked with the
code containing that facevector, is associated with the per-
son. The threshold value defines a value at which the
distance delta value must be at, or exceed, to have the
facevector from the collected image of the person be deemed
to be close enough to the UR™ code stored facevector to
conclude the facevectors represent or are derived from the
same person.

[0430] FIG. 42 is a block diagram of an example embodi-
ment of a system configured to process the graphical code
and analyze the similarities between the facevector stored in
the graphical code with use of a trusted source and/or trusted
source image or code. The embodiment of FIG. 42 is similar
to the system shown in FIG. 40 and as such, identical or
similar elements are not discussed again. Other embodi-
ments may have a greater or fewer number of entities or
elements. In addition, all or only some of these entities may
be required for or involved in the process disclosed herein.

[0431] In addition to the structure of FIG. 40, this embodi-
ment further includes a trusted entity 4208 which is an entity
that obtains, stores, and/or controls the images or codes. The
trusted entity 4208 may be a government entity such as the
DMV or police department, a bank or other financial insti-
tution, a private company or group which utilizes identifi-
cation for employees or one or more aspects of their busi-
ness, such as access control or remote log in to a network.
Other types of trusted groups are contemplated. The person
4020 is an individual who is seeking to or being requested
to validate their identity or their association with an item
having the UR™ code thereon. The validation may occur
either in person or online using the systems described herein.
A requesting entity may be an entity that is requesting
identity verification of the person based on the UR™ code
or validation of an association of the document (item)
containing the code and the person. The requesting entity
may be a business, government entity, or an individual that
wants to obtain a greater level of confidence that the
document 4004 presented by the person is valid and belongs
to the person and not a third party or fictitious person, or to
validate an identity. The processing system 4016 comprises
an entity or element that provides one or more aspects of the
document and code analysis and provides input regarding
the identity of the person or association between a coded
item and the person for a requesting entity.

[0432] The trusted entity 4208 may optionally include
identification (document) creation elements such as a com-
puter, printer, ID printer, camera, and ID content creation, or
these elements may be controlled by a third party business
or contractor. These elements are not described in detail as
such elements are known in the art. The camera may be used
to capture the trusted image(s) which may be processed into
facevectors. Also part of the trusted entity 4208 is a server
4258 which executes many of the functions of the trusted
entity. Databases are part of this embodiment, such as a
trusted personal data database 4278 and a trusted image data
database 4274 which store images of the person, and/or
facevectors or facemaps of the person, and optional other
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data regarding the person(s). These databases may be com-
bined into a single database. In many instances, the trusted
entity 4208 may be unwilling to release information (image
data and/or personal data) to third parties or receive addi-
tional image data from third parties. As a result, the face-
vectors may be used in place of images to protect privacy.
[0433] Also part of the trusted entity 4208 is a UR™ code
evaluation engine 4262, a UR™ code creation engine 4266
and a facevector creation engine 4270. The UR™ code
evaluation engine 4262 is hardware, software, or a combi-
nation of both that evaluates UR™ codes, such as by
decoding the UR™ code to determine the facevector values
represented by the UR™ code, or by comparing the face-
vector that is derived from the code. It is contemplated that
a graphic representation (image for example) the UR™
code, the derived facevector, or all may be provided to the
trusted entity 4208. The UR™ code generation engine 4266
is hardware, software or both, which generates UR™ codes
based on facevector data. The facevectors are data derived
from an image. Facevectors are described below in more
detail. The facevector engine 4270 is hardware, software, or
both that process an image or portion of an image to create
face vectors.

Validation of Association Between Coded Document and
Person or Identity Validation

[0434] At a later time, a person 4020 may seek to provide
assurances of their identity or validate an association
between the document having the UR™ code thereon and
themselves through use of imaging and analysis of them-
selves and the UR™ code. However, documents can be
synthetically created, tampered with, or altered to create
what is commonly referred to as a fake document or a fake
ID. To provide assurances that the document is accurate the
UR™ code may be placed on the document as discussed
herein.

[0435] The following is an overview of one method of
operation. The person 4020 may capture images of the UR™
code on the document 4004 and upload those image(s), in a
camera interface and then the URL stored in the UR™ code
can use the QR code™ decoding software and instructions
to open a web interface or application executing on their
computing device to the entity requesting verification (not
shown) or to a validating entity. In this example, the docu-
ment is a photo ID, such as a driver’s license. Alternatively,
the UR™ code may be scanned or processed by the camera
on a computing device to collect and decode the facevector.
In the case of an ID, the front of the ID may also be
photographed to capture an image of the picture of the
person. The entity requesting verification 3816 may forward
the images of the ID 3824 to the validating entity 3820 for
processing, or processing may occur on the person’s com-
puting device. The person’s computing device may be a
smartphone, tablet, desktop computer, kiosk, laptop, or any
other computing device usable by a user.

[0436] Upon receipt of the image of the ID and/or the
UR™ code on the ID, which may be scanned separately as
occurs with QR codes or as part of the image, the validating
entity may perform one or more steps to evaluate the user is
the person identified on the ID. As discussed above, liveness
evaluation may occur by capturing images of the person’s
face to evaluate whether the images of the face that is
presented to the camera are from a person that is physically
present, live and are being captured in real time, meaning the
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camera is not seeing a mask, figurine, printed 2D picture, or
video or deepfake imagery that is being injected by virtual
camera software, or similar camera bypass attacks. In addi-
tion, the data may be collected from the ID and the UR™
code on the ID may be processed with the UR™ code
processing engine to derive the facevector from the UR™
code. In the event that only the UR™ code or only face-
vectors are sent to the validating entity (such as the pro-
cessing system 4016), no face image data or personal
identifying data is being sent.

[0437] The resulting facevector (and/or the UR™ code)
may be sent to the processing system 4016 for validation and
the processing system may interface with the trusted entity
4208 as part of the process. In one embodiment, an addi-
tional code or identifier may be sent to the trusted entity
4208 with the facevector to aid in the validation of the
facevector, such as to aid the trusted user in narrowing down
or locating a trusted facevector to be used in the comparison.
Upon receipt of the facevector, the trusted entity performs a
database look up to determine if there is a match with the
facevector to a facevector stored in the trusted database or
the name (or other identifier) may be used to index into the
database. In one embodiment, the comparison is performed
by a neural network located at the processing system 4016
or the trusted entity 4208. The neural network may be
custom tailored for the particular validating entity but should
be the same neural network model used when generating and
analyzing facevectors. For example, the DMV may use one
neural network model and facevectors created using that
model should then in the future be processed with the same
model, although that model may be replicated at different
entities. Similarly, a credit agency may have its own differ-
ent neural network model and facevectors associated with
that model must be in the future processed with the same
model. The neural network may be shared between two
devices, or two neural networks may be shared. For
example, one or more elements of the processing system
4016 and/or the trusted entities 4208 may be neural net-
works.

[0438] If the name or other code that identifies the person
is also sent, then that data may be used to locate a corre-
sponding facevector that should match, or an image of the
person that was originally used to create the facevector and
the UR™ code, on the 1D, at the time of ID creation. The
original image, stored in the database, that was used to create
the facevector which was processed into the UR™ code and
placed on the ID can be processed again to re-calculate the
facevector and the re-calculated facevector from the stored
image is compared to the facevector from the person and/or
facevector derived from UR™ code on the document.

[0439] Based on the analysis by the trusted entity, the
trusted entity 4208 can return a match or not a match
response, and/or provide a probability of match. In the event
that the same image (stored at the trusted entity) that was
used to originally calculate the facevector is again processed
to create a re-calculated facevector, then the two resulting
facevectors should be a perfect match or very close to a
perfect match because both facevectors (facevector from
stored image and UR™ code derived facevector) were
created from the exact same image. Alternatively, if the
facevector is calculated by the facevector creation engine at
the validating entity (or at any location) based on the image
of'the user on the ID or from a new photograph of the person,
then the comparison of this new facevector will not exactly

Oct. 17,2024

match or be the same as the facevector stored or calculated
by the trusted entity because there will be inherent differ-
ences between these trusted entity images (or facevector)
and the image (or facevector) as actually captured by the
camera. However, the comparison will determine a high
likelihood of a match thereby giving confidence that the 1)
image on the ID is of the same person as 2) the person to
which it matches in the trusted image database and 3) and
the same person photographed at the time of the validation.
All of this can occur without the transmission of any image
data or identifying data to or from the trusted entity. The
facevectors will not be a 100% match because the image of
the ID will not be exactly the same as the trusted image at
the trusted entity due to it being a photograph of a photo-
graph.

[0440] The outcome of the analysis by the trusted entity is
then sent to the validating entity, in this embodiment the
processing system, or in other embodiments any entity that
sent the request to the trusted entity. The outcome of the
analysis, which may be referred to as match probability data,
may be a match or a no match response, or some probability
value or similarity value that the photo in the ID matches the
trusted photo, and both match to the person presenting the
ID (or document). Businesses or requesting entities can then
make a decision based on the match level from the trusted
entity or processing system regarding the match probability.
The validating entity can also provide additional analysis to
the decision from the trusted entity.

[0441] Because the trusted entity is traditionally unwilling
to transmit or share trusted images or received images for
comparison, in this method and apparatus the output from
the trusted entity does not include any image data or person
identifiable data, nor does the data sent to the trusted entity
contain any person identifiable data. The matching occurs
between two facevectors. This protects a person’s privacy
and biometric data while also allowing the trusted entity to
further transactional goals of the business community, the
citizens of the state, and prevent fraud, which are all in the
best interests of a government entity and its citizens. For
example, it benefits the person (citizens) by having a secure
and accurate way to provide assurances of their identity or
association with an item (such as a document) for an online
interaction, thus reducing fraud. Business’s benefit because
the business is less likely to be subject to fraud, thereby
increasing profits or allowing a price reduction, and the
additional tax revenues aid local governments.

[0442] FIG. 43 illustrates an operational flow chart of an
example method of operation of verifying identity or asso-
ciation of an item bearing a graphic code using access to a
trusted entity. This is but one possible method of operation
and as such, other methods of operation are contemplated
based on the disclosure contained herein. In this method of
operation, a trusted entity is utilized as part of the validation
process. Aspects of the method of FIG. 43 that are discussed
in FIG. 41 are not discussed in detail again.

[0443] In addition to the steps of FIG. 41, at a step 4308
a person or requesting entity initiates identify verification or
document verification. At a step 4312, the UR™ code on the
document is imaged or scanned, such as with a camera as
well as the picture of the person on the document, if so
equipped. One or more aspects of the document may also be
imaged, such as in one of the images or separately, and
optical character recognition may be used to convert the
image to text information. After step 4312 the operation
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advances to step 4316, as discussed below. At step 4320 the
device or computer which scans or images the UR code may
extract data from the UR code, such as an alphanumeric
code, which is referred to as a facevector code and may also
include meta data (data regarding the person or document
which does not identify the person) as well as hash or
checksum data.

[0444] At a step 4316, one or more images of the person
may be captured, such as at a first distance from the person’s
face and a second distance from the person’s face as
disclosed herein. As an optional step 4324, one or more
images of the person may be processed for liveness, three-
dimensional depth, or both as described herein by looking
for expected differences between two or more images of the
user captured at different distances or any other aspect of
liveness or three-dimensionality.

[0445] At a step 4328, the image of the user is processed
to create facial data which represents the person’s face. This
may be referred to as a facemap. Then, at a step 4132, the
facemap is further processed to generate non-identifiable
facial data (NIFD) which represents the person’s face. The
NIFD may comprise or be referred to as a facevector. In one
embodiment, processing may proceed directly to facevector
generation from the face image(s) without creating facemap
data. The NIFD cannot be used, or reverse processed to
generate or re-create an image of the user. At a step 4336 the
system may also collect non-facial personal data (NFPD) or
document data, such as by performing optical character
recognition of the text on the document. The NFPD may
comprise any data about the person as is described above or
hashes of personal data that can later be verified against in
zero-knowledge proofs. In addition, personal data may
optionally be collected such as if the user were to enter
personal data manually. The type of information collected
from the document may vary based on the type of item or
document. Examples of such items or documents are driver
license number, passport number, employee number, credit
card number, and badge number.

[0446] Personal data (NFPD) may comprise but is not
limited to the following or a portion of the following: a
person’s name, date of birth, address, age, eye color, height,
place of birth, personal preferences, life events, social secu-
rity number, maiden name, parent’s name(s), and occupa-
tion. Including personal data, which does not identify the
person, into the UR™ code prevents an existing UR™ code
from another ID from being cut and glued, laminated or
taped onto another ID to create a fake ID or from being
printed directly into a high quality fake ID because the text
on the document, such as a driver’s license would undergo
an optical character recognition OCR process. The OCR
NFPD would be compared to the NFPD extracted from the
UR™ code when the UR™ code is decoded. If these two
types of NFPD do not match (or the hash of one of the data
does not match the stored hash), this is a sign of fraud or a
fake document.

[0447] After step 4320 and step 4336 the operation
advances to step 4340. At step 4340 the system, such as the
processing system or the trusted entity, compares the code
stored facevector data (NIFD) and/or the facevector data
from an image of the person on the document (if present) to
the image derived facevector data from the image of the
person that was just captured at step 4316. Then, at step
4344 the system calculates a similarity value based on the
comparison that occurs at step 4340. The similarity value
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provides an indicator of the distance delta of two or more
facevectors in N-dimensional space in the neural network
model. At a step 4348, the system compares the similarity
value to one or more threshold values to determine whether
to continue. If the comparison between the UR™ code
derived facevector and the image derived facevector are a
low probability of being sourced from the same human
subject, then the operation may end at this step and involve-
ment of the trusted entity is avoided. Steps 4340, 4344, and
4348 may be optional, but provide a greater level of security
by allowing access to the trusted entity only when the
person’s face and the code on the document match suffi-
ciently.

[0448] Next, at a step 4352 the facevector extracted from
the graphic code on the document, the facevector derived
from the person’s image(s), the facevector from the image
on the document, or a combination thereof are transmitted to
the trusted entity for processing. At a step 4356, the trusted
entity received the one or more facevectors (or images of the
graphic codes) and retrieves or attempts to retrieve from a
trusted database, a file or record that matches the person.
This may be based on an identifying code that was also sent
(such as an address into a database), or based on a match to
one or more of the actual received facevectors to a facevec-
tor in the trusted entity database. A facevector retrieved from
the trusted database at the trusted entity, or a facevector
calculated from an image stored in the trusted database are
referred to herein as trusted facevectors.

[0449] At a step 4360 the trusted facevector(s) from the
trusted entity are compared to a received facevector(s),
which may be a facevector currently derived from the
person, stored in the UR™ code on the document, or created
from a picture of the person on the document.

[0450] At a step 4364 the trusted entity calculates a
similarity value based on the comparison at step 4360. Then,
at a step 4368 the trusted entity or other entity compares the
similarity value from step 4364 to one or more threshold
values to determine the degree or probability of validation of
aperson’s identity and/or the association between the person
and the document bearing the UR™ code. As discussed
above, the two facevectors will not have a 100% probability
of match, but will still indicate a match to the trusted
facevector stored in a trusted database due to differences in
the original image from which the trusted facevector was
derived and subsequent facevectors derived from photos or
images captured later in time. The facevectors still indicate
or suggest that the person is the same and/or the document
is validated. Finally, at step 4372 the trusted entity or other
entity transmits the results of the comparison, such as the
similarity value or the probability calculated at step 4368 to
the requesting entity or to the person, or both so that a
decision may be made regarding the identity of the person or
the association between the person and the document bear-
ing the UR™ code.

Proprietary or Open Source Facevector Creation, UR™
Code Creation and/or Decode Engine

[0451] It is also contemplated that the facevector creation
engine may be open sourced, partially open sourced, or
alternatively, proprietary such that it is not a public domain
program or processing engine, thereby further increasing
security by making it impossible or difficult for an entity to
recreate an accurate and meaningful image to facevector
conversion/associated UR™ code, and likewise difficult to
decode a UR™ code (graphical code) into a facevector and
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any contained identity related info or metadata. In one
embodiment, the creation of the facevector is proprietary
and secure, while decoding a UR™ code into a facevector is
open source or partially open source. Thus, the creation of
UR™ codes is secure, to prevent creation of fraudulent
UR™ codes, but decoding the UR™ code into a facevector
for comparison is available to the public.

Key Created UR™ Codes

[0452] In addition, it is also contemplated that a unique
key (number, code, value, alpha string, or combination
thereof) may be used as input when creating and/or decoding
a facevector and/or associated UR™ code. For example, in
one embodiment a unique 79 digit or 1224 digit alpha-
numeric key (or any size or length) may be provided to a
trusted entity (for example DMV). Each trusted entity may
be provided with a different key for security reasons. In such
an embodiment, the key is used and required when creating
the facevector and that same key or a derivative must be
used to process images to create the UR™ code and/or when
verifying identity or the UR™ code later in time. Without
this code, the facevector (UR™ code) cannot be created
and/or decoded thereby preventing or reducing the person’s
ability to create a fake ID with a faked UR™ code. UR™
codes could contain a URL and then the remaining data as
a variable in the URL, for example www.URCodes.com/
verify?data=xxxx . . . xxxx, (of any length string) and this
data could be encrypted and only be unlocked with a private
key.

Additional Information Stored in the UR™ Code

[0453] As mentioned above, it is also contemplated that
additional information may be inserted into the UR™ code
beyond data regarding or derived from the image. This
additional data encoded into or part of the UR™ code may
comprise or represent, but is not limited to, select portions
of information regarding the person or the document, such
as year of birth, first letter of last name, last letter of first
name, 3rd number (or any of the one or more numbers) in
the person’s social security number, sum of both numbers in
day of birth, document information, details or creation date,
or other information that adds further details about the
person or document, but which does not identify the person.
For example, a person cannot be identified, to the exclusion
of other people, by only their first letter of their last name,
and the last letter of first name, however, that information
does exclude a tremendous number of people to greatly
narrow the possible matches that may occur for the face-
vector. Same with the day number of a person’s date of birth.
Assuming an even distribution of birthdates over a course of
a month, adding this information to the UR™ code reduces
the match possibilities by a factor of about 30. These are
non-limiting examples of a person’s information that may be
incorporated into a UR™ code, but which does not identify
the user, yet does reduce the number of facevectors (people)
against which the person’s face image could match. For
example, there are a greatly reduced number of people
whose last name starts with N, and first name starts with T,
yet no single person can be identified by that combination.
In contrast, the prior art barcode on the back of a driver
license can be read to identify the person’s name.

[0454] The trusted entity 3808 can verify that the person
identified by the UR™ code also has those same personal
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details, even though the person cannot be identified by the
additional details. Additional data incorporated into the
UR™ code will increase the accuracy of the identity assur-
ances and document association provided by the trusted
entity. It will become increasingly difficult to create a fake
ID or document that can also bypass interrogation by the
trusted entity based on the UR™ code while also maintain-
ing a higher accuracy of facevector matching across differ-
ent images. Even with this additional information, no bio-
metric data (that can be used to re-create the user’s face or
identify the user) is sent to or from the trusted entity.

Facevector Creation and UR™ Code Encoding

[0455] In one embodiment, the facevector may be created
directly from the image of the user while in other embodi-
ments, the facevector may be created as part of a multi-step
process. The multi-step process makes it more difficult to
pass a fake ID as a valid ID. In one exemplary multi-step
process, the ID photo (or any photo, such as but not limited
to the trusted image) is provided to a neural network that
may optionally be configured to perform liveness processing
and/or face matching against database of images that is not
located at the trusted entity. As part of this process multiple
images of a person’s head or face may be captured, such as
at different distances from a user. Liveness analysis may
occur on one or more of these images that yields a liveness
answer or liveness probability which indicates the likelihood
that the person being imaged is a live person and not a mask,
figurine, or printed image of the person. This provides
another level of security.

[0456] Using these images, a 3D facemap may be created
which is a processed version of the image. The facemap may
be used for matching the photos of the person to the photo
on the ID that is asserted by the person to be the ID of the
person. Thus, the photo taken by the person during the
session is compared to the photo on the ID. This provides
another level of security. Alternatively, the collected photos
collected during a verification or ID check session of the
person may be used for matching the images to pre-existing
collection of photos of the person stored in a remote data-
base. Unlike the facevector, facemap data could potentially
be decrypted and expose images of the user’s face.

[0457] The facemap may then be further processed, such
as with a neural network or any other processing device
executing the same neural network model (such as a pro-
cessor executing software stored on a memory as machine
executable instructions), to create the 3D facevector (face-
vector). Using a neural network for creation and comparison
of the facevectors adds another layer of security because
most people committing fraud are not going to design, build
and enable a neural network or have access to the same
neural network model used to create the facevector that the
UR code represents. The facemap data is pushed into a
transforming system (facemap engine) that generates the
facevector that can be stored in memory for processing and
comparison, or stored as a specific file, referred to herein as
a facemap file type. The facemap and facevector generation
engine software, also referred to as a transforming system,
is available from FaceTec, Inc. located in Las Vegas, NV. In
one embodiment, the facevector data comprises long strings
of alphanumeric data. In one embodiment, the match accu-
racy data when matching two facevectors that were create
from the data in two 3D facemaps is 1 in 125 million,
meaning that the comparison is only expected to incorrectly
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match two random people who are not the same once in
every 125 million comparisons, which is astonishingly accu-
rate.

[0458] The facemap and facevectors may be encrypted if
stored or transmitted over a computer network. Similarly,
the facevector may be input into a processing engine or a
server SDK, such as UR™ code creation engine, to create
the UR™ code. In one exemplary environment and embodi-
ment, the original photo of the user, such as the stored
trusted image or a photograph collected by the computing
device of the user, may be in the size range of 300 Kbytes
to 400 Kbytes. The 3D facemap, created by processing the
trusted image, may be in the size range of 200 to 250 Kbytes.
The facevector can be stored in a UR™ code, which has
usable storage capability in the 2 to 3 Kbyte range. The use
of the smaller sized facevector provides the benefit of
reduced storage space for all applications such as but not
limited to, block chain verification arrangements, databases
with a large number of users such as 5 million or 100 million
users, and less data must be transmitted over a network,
thereby reducing lag, as well as avoiding privacy issues or
BIPA lawsuits liability exposure.

Use of URL Code in Connection with UR™ Code

[0459] FIG. 44 illustrates an embodiment with an addi-
tional feature of a URL address to assist in the ID assurance
process. As shown in FIG. 44, the back (or any location) of
the ID 2400 may also include a URL address 4404 that can
be accessed as part of the UR™ code 3604, independent of
the UR™ code, or which may be automatically read or
manually entered into an internet browser by an entity
seeking to gain assurances regarding a person’s identity or
documents validity (in this example embodiment in identi-
fication card such as a driver’s license) or scanned as part of
the ID scan is discussed above. The URL address 4404 is
used by internet browsers to retrieve any published resource
on the internet. URL stands for uniform resource locator and
is the address of a given unique resource on the web. The
URL address 4404 would lead the user to a web site, such
as a web site run by a third party, such as the validating entity
or directly to the trusted entity. At that web site a variety of
options may exist. The web site may offer the ability for the
user to scan the UR™ code or other aspects of the ID as
discussed herein for validation. Other options may also be
available that include or do not include the UR™ code 3604.
This allows for any web browser and camera equipped
computing device to validate the UR™ code and its asso-
ciation with a person.

[0460] Different URL’s can be used to direct the process
to different web sites. For example, a URL on a driver’s
license may direct the processing system to the DMV for
verification, while a URL on a college diploma may direct
the processing system to the college that issued the diploma
for verification. Thus, the URL may be tailored to the
person, document, or key used for creating the facevector or
UR™ code.

[0461] It is also contemplated that the URL address 4404
may include a URL code 4408 that provides information to
the web site accessed by the URL address, or which is
unique to the user. In one embodiment, the URL code 4408
and/or URL address 4404 may be part of and included in the
UR™ code 3604. The URL code 4408 may be used by the
web site retrieved by the URL address 4404 to access a
record associated with the ID or direct the computing device
using the URL code to a particular web site or location
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within a server. The code 4408 may identify the user or be
a pointer into a database to a particular facevector for that
person or be part of the facevector itself. In one embodiment,
the URL code 4408 may direct the query from the link to a
particular image in the database that is used for comparison
or processed to create a facevector that is compared to the
captured image of the ID.

Performance Parameters

[0462] Testing on large data sets has confirmed that the
system and method disclosed herein can reduce the face-
vector data set down to as little as 1285, and still achieve
accuracy at a level of 1/>125m FAR @<. 99 FRR (False
Acceptance Rate). Stated another way the FAR (false accep-
tance rate) of the UR™ coded data and an image of the user
is less than 1 in every 125 million attempts. In other
embodiments, a higher or lower level of FAR may be
achieved based on the size of the facevector data size, and
similarly the size or resolution of the UR™ code, and other
factors. In one embodiment the facevector data size is 1
kilobyte.

[0463] In one embodiment, the facevector data is mapped
in N dimensional space, which may be represented by large
arrays of data. High-value dimensional space is difficult if
not impossible to visualize mentally as compared to tradi-
tional three-dimensional X, Y, and Z coordinate systems. For
example, N may be set at 512. For instance, it can attempt
to be visualized by imagining that a facevector representing
a human face would be represented as a small sphere inside
a much larger sphere, and that the best algorithms would
spread the spheres (facevector values with overlap volume
for FAR at specified FRR) out such that they are the centers
are spaced away from each other, and the small spheres
overlap as little as possible. This would give each face the
most volume or separation for itself in relation to and from
other facevectors, but the FAR level would be represented
by the overlap of the smaller spheres, as it is possible for the
model to falsely match two very similar looking people. This
would be an ideal facevector to space conversion, but in
practice, some facevector data is closer or more similar to
other facevector data than other facevector data, because
some faces lack as many distinguishing features or have
similar shapes from the facevector encoding algorithm
approach. Stated another way, some people look very simi-
lar. The lower the overlap or proximity between facevector
location mappings when mapped into N dimensional space,
the more accurate the face matching is, the more likely that
the facevector of one person can be distinguished from a
facevector of another person. It is preferred to map the same
facevectors of the same person to as close to the same point
as possible, every time a facescan is converted to a face-
vector.

[0464] To further aid in understanding the mapping of data
into facevectors, it is disclosed that the dimensions are not
traditional X, Y, Z dimensions, but instead is an algebraical
mapping. Any number of dimensions may be represented by
independent variables. To describe where a point is in a 3D
geometric space requires 3 variables, namely the positions
of X, Y, and Z. The axes may not even be fully perpendicu-
lar, but it can represent all points in the universe using any
three axes as basis. Location information is lost if less than
3 axes are used, which means that to describe a point in the
space we physically occupy requires at minimum 3 inde-
pendent variables.
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[0465] It can be understood that two variables provide
2-dimensional mapping, and with three variables three
dimensional mapping can be achieved. In addition, with
three dimensional mapping a greater accuracy is achieved,
and a greater number of unique data points can be mapped.
Expanding this to a greater number of dimensions, such as
N dimensions where N is any whole number, the facevectors
can be represented as or considered an n-dimensional geom-
etry mapping. In one embodiment, the n-dimensional
‘space’ is an array that the facevector maps to a 512
dimensional space. While this can clearly not be imagined or
processed in the mind, it can be represented mathematically
when multiplying two matrixes, such as matrixes that map
into or represent a transformation on a 512 dimensional
space. Different embodiments may utilize different matrix
sizes and different dimensional space mappings.

[0466] Considering this N dimensional mapping, the fur-
ther away or greater the distance of the mathematical map-
ping may be considered as being less similar facial data
people. While closer mappings may be considered to indi-
cate that the people appear more similar.

[0467] The difference is mapping may appear different
mathematically, but not to the human eye/brain. In this way,
facevector mappings of the same person, even using differ-
ent photos taken at different times will map closer in the N
dimensional space than a mapping of a different person. In
this way, mappings that are not exactly the same but are
close, may indicate the same person even though there is not
an exact match. In this manner, the mappings differ from a
hash function. A threshold value may be used as a guide to
determine if the degree of similarity in the mapping is
sufficient to advise that the two facevectors are of the same
person or different people.

Hash Function with UR™ Code

[0468] Also disclosed herein is the use of a hash function
in connection with the facevector, which may be represented
in a UR code. In one embodiment, the facevector, which is
a long string of numbers and letters, which can also be
represented as a number, can be hashed to create a hash
value. This hash value can be stored inside the UR code, as
part of the facevector, or stored at a secure location such as
a trusted entity or a trusted third party that controls the
facevector hashes.

[0469] In the event that the hash value is placed inside the
UR code, upon extraction of the facevector from the UR
code, the facevector can again be hashed to regenerate the
hash value of the facevector and this newly calculated hash
value can be compared to the hash value embedded in the
UR code. If any value or aspect of the facevector has
changed, the hash values will not be the same. This is a
further security feature.

[0470] Inanother embodiment, the hash function may also
or alternatively be stored at a secure location instead of
being embedded in the UR code. This secure location that
stored trusted hash values may be referred to as a trusted
hash value entity. As such, upon extraction or conversion of
the facevector from the UR code, a hash function may be
performed on the UR code stored facevector to obtain a
calculated hash value. The calculated hash value can be sent
to the trusted hash value entity for comparison to the trusted
hash value that was calculated at the time of creation of the
facevector to verify that the facevector stored in the UR code
is the same as the facevectors that was originally calculated.
If the has hash values do not match, then the UR code or
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facevector represented in the UR code was tampered with or
edited. This is a further security feature. The trusted hash
value storing entity may be FaceTec Inc, a bank, credit
agency, government entity, corporation, or any entity. The
trusted hash value entity may be the same as or different
from the trusted facevector entity to provide separation
between the two entities, which provides further security
such that both entities would have to be hacked or internally
compromised for fraud to occur.

[0471] Inaddition, other or supplemental calculations may
occur to identify a facevector which has been edited. In one
embodiment, a check sum operation may occur on the
facevectors. Other mathematical operation as also contem-
plated. To avoid confusion, while the facevector calculated
from a collected image of the user, taken at the time of
document or person verification, will differ but be similar to
the facevector stored in the code, the facevector stored in the
code should be exactly the same as the facevector calculated
at the time of creation/printing of the original UR code.
[0472] In one embodiment, plain text from the document
may be scanned and subject to OCR (optical character
recognition) processing. The scanned OCR text may be
compared to what is in the bar code of the ID and/or what
is in the UR™ code. As discussed herein, information from
the document with the UR code may be encoded into the UR
code. In addition, the text may optionally be hashed to obtain
hashed document text data. Hash functions are known in the
art and as such are not described in detail. The hashed text
is then encoded in the bar code and/or the UR™ code to
create an additional level of security such that the hashed
text that is encoded into the bar code or UR™ code must
match a newly created hash of the text on the ID (document).
For example, data from the document that does not identify
the person or a hashed value thereof may be stored in the UR
code. At a later time, the non-facevector data encoded in the
UR code must match the OCR data from the document at the
time of verification. In this way any alterations to the actual
text of the document will be detected when it is hashed at the
time of validation and compared to the previously hashed
text that is encoded in the bar code or the UR™ code.
[0473] It is also contemplated that a hash value resulting
from a hash of image file representing the UR code or a hash
of the UR code graphic may occur to detect and prevent
fraud attempts which tamper with the UR code itself. In such
an embodiment, an unchanged version of the UR code or
digital file representing the UR code would be hashed and
the resulting value would be compared to a trusted hash of
the UR code graphic or digital file.

UR Code Verification with Liveness and/or Three-Dimen-
sional Depth Verification

[0474] It is also contemplated and disclosed that the UR
code processing may occur in connection with liveness
verification. Liveness verification is discussed above in
greater detail. In one embodiment images are captured of the
person at a first distance from camera and at a second
distance from the camera. The images are then compared to
determine if expected differences are found as disclosed
above to verify or provide an assessment of whether the
person is live and/or three dimensional. This provides an
additional security layer by preventing a fraud attempt
whereby a 2D image, mask, figurine, or other false repre-
sentation of the person is presented to the camera to generate
the person generated facevector. Verifying liveness on the
captured image of the person used to calculate the facevec-
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tor, prevents a UR code to person comparison with the use
of 2D image, mask, figurine, or other false representation of
the person. For example, absent liveness and or three
dimensionality verification, use of something other than a
captured image of the person could be used in an attempt to
spoof the system by presenting an image of a 2D image,
mask, figurine, or other false representation of the person to
create the person’s generated facevector which is to be
compared to the facevector stored in the UR code.

[0475] Combining user liveness verification with the UR
code facevector comparison is particularly useful when
performing online or remote verification because in such
embodiments a live trusted person is not there to monitor,
supervise, and ensure that the image(s) captured of the face
are from of a real live person. In online or remote unsuper-
vised verification, the person can attempt fraud without
being monitored by anyone overseeing the process and
ensuring its integrity.

Example Environments of Use

[0476] In addition to the use environments discussed
above, it is also contemplated that the UR™ code (graphic
code) may be placed on numerous items or documents that
will result in numerous benefits throughout the economy and
establish greater security.

Package Shipping Label

[0477] One such additional environment of use is on a
shipping label which is affixed to a shipped package. In this
use environment the face of the person set to receive the
package may be images or scanned when the product is
ordered. For example, a person ordering an expensive prod-
uct will undergo a facescan or facial image collection at the
time of purchase of the product or at least once in the
purchase history, which may also include a liveness verifi-
cation and/or identity check based on an in person or ID
card/driver’s license scan and analysis. The person’s face-
vector data is then associated with the order. When the
shipping label is printed, the facevector generated from the
purchaser’s face is converted to a UR™ code and printed on
the shipping label.

[0478] When the package is delivered to a person repre-
senting themselves to be the purchaser (receiver), the deliv-
ery person will scan the receiver’s face and the UR™ code
on the shipping label. A computing device will process and
compare the face derived facevector and the UR™ code
derived facevector. Based on the comparison, a determina-
tion can be made that the person receiving the package is the
same person who ordered the package. In this example
method of operation, no internet access is required because
all the processing can occur on the same computing device.
Additional identity verification may occur by communica-
tion with a trusted entity as described above. This not only
confirms the receiver actually received the package, thus
preventing the common fraud of claiming the package was
not delivered, but also verifying the package is handed to the
actual purchaser. It is also contemplated that a receptionist
or family member could also have their facevector on file
and be authorized to receive packages for third parties, such
as co-workers or family.

Passport

[0479] Another exemplary environment of use is with a
passport or visa, collectively a passport. Prior art e-passports
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contain an electronic chip. The chip holds the same infor-
mation that is printed on the passport’s data page: the
holder’s name, date of birth, and other biographic informa-
tion. An e-passport also contains a biometric identifier. The
United States requires that the chip contain a digital photo-
graph of the holder. All e-passports issued by the United
States have security features to prevent the unauthorized
reading or “skimming” of data stored on the e-passport chip.

[0480] As discussed herein, UR™ codes contain encoded
face data from a liveness-proven (optional) 3D facemap or
a trusted 2D face photo and are significant improvement for
remote KYC (know your customer)/IDV (identity verifica-
tion) and user privacy. Security is enhanced significantly
versus using a photo from of a photo ID for remote IDV
because of internal cryptographic proofs (keys, hashes etc.)
Ensure the UR™ code has not been tampered with, and the
facevector data enables significantly more accurate face
matching or validation than can be performed using a photo
on a photo ID document as used in prior art passports, even
if the image data is directly encoded into an RFID chip in the
passport.

[0481] As discussed above, the UR™ code is a cameral
scannable graphical code that can be printed onto any
document. Thus, the UR™ code may be a 2D matrix graphic
which defines encoded data from a FaceTec 3D facevector
which comprises data derived from an image of a person
along with some hashed personal data. Any image of the
user may be used, such as a previously captured image on a
driver license, or an image of the person captured proximate
in time, such as when the person is passing through a border
and presenting their passport for entry to a country.

[0482] This provides security equal to or better than an
NFC passport chip, with similar internal security features,
but the face data is not humanly viewable, protecting privacy
and preventing bias, etc. In addition, the UR™ code can be
printed on a credit report, credit card, health insurance card,
diploma, state issued ID, customers paperwork, shipping
label, event tickets, voting ballots, as well as a passport as
discussed herein. It can also be transmitted digitally or
optically, stored in a wallet, on a blockchain etc., while
protecting (not revealing) the image of the person from
human viewing and recognition.

[0483] Inone embodiment, the passport chip (NFC chip in
or associated with the passport) contains a file, such as a
document security object (DSO), that stores hash values of
all files stored in the chip (including but not limited to
person’s picture, fingerprint data, etc.) And a digital signa-
ture of these hashes. The digital signature is made using a
document signing key which itself is signed by a country
signing key. If a file in the chip (e.g., the picture) is changed,
this can be detected since the hash value is incorrect. This
provides an additional level of security. The readers may be
provided access to all used public country keys to check
whether the digital signature is generated by a trusted
country. The UR™ code and its associated processing can
replace or supplement traditional passport identity and secu-
rity features. In one embodiment, the hash of the SOD photo
may not be stored, but the hash of the facevector data itself
could be part of the hash. The facescan, the 2D photo, or
both, may be encoded into the UR™ code.

[0484] It is contemplated that in addition to the data
derived from a person’s face, additional data may be incor-
porated into the UR™ code or used in connection with a
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hash function to form the UR™ code. This data includes but
is not limited to the following:
[0485] 3D facevector data, or 2D facevector data that
was encoded from a 2D photo

[0486] Full name (and/or hash)

[0487] Date of birth (and/or hash)

[0488] Biographical information, such as birthplace (or
hash)

[0489] Unique number generated at the time of the print

function that adds additional uniqueness to the UR™
code (or hash)

[0490] Number associated with devices that prints the
UR™ code

[0491] Digital signature that protects the stored data
from being altered

[0492] Passport no., Driver’s license no., Hashed social
security no., Or hashes of any unique no. (Or hash)

[0493] Date of UR™ code encoding

[0494] Expiration date for the ID or the UR™ code
itself

[0495] Information regarding the photo or image used

to create the UR™ code, such as but not limited to the
photo pixel size, location, date of image capture, color,
or intensity values, and/or camera data
[0496] In one embodiment, the following may be the
suggested default supplemental data fields:

[0497] O=unique ID number

[0498] 1=hashed unique ID number

[0499] 2=first name

[0500] 3=middle name

[0501] 4=last name

[0502] 5=hashed first name

[0503] 6=hashed middle name

[0504] 7=hashed last name

[0505] 8=date of birth

[0506] 9=hashed date of birth.
[0507] To supplement the passport security features as

many of these security features and data fields may be
included to meet or exceed prior art passport security levels.
In addition to the features described herein the following
may also be included. One such feature is active verification
(VA), which helps to prevent cloning of biometric passports.
Passive verification (PA) may be included to detect chip
modifications. Basic access control (BAC) protects the
channel of communication between the passport chip and
the e-passport reader. Extended access control (EAC) is an
extra safeguard for iris scans and fingerprint data.

Renewals for Driver’s License and Passports

[0508] It is also contemplated that the disclosed method
and apparatus may be used as or to enhance online remote
driver’s license and passport renewals with the option for
liveness/three-dimensionality checks during the renewal
process. The renewal process can compare and match newly
collected photos to two dimensional photos, or 3D facemaps
or facevectors which are on file with the ID or passport
issuing entity. This provides a greater level of security
during the renewal process as compared to a system which
does not use images to verify identity during an online
renewal. In addition, numerous ICAO (international civil
aviation organization) factors may be checked.

[0509] The newly captured images for the user, which
were captured by the person using their web camera or
phone camera can be isolated from the background that is in
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the image and then the person’s face can be placed on an
ICAO compliant background, such as is suitable for a
passport. This provides the benefit of an updated photo for
the document picture which was verified by liveness checks
and UR™ code validation to more accurately reflect what
the person looks like at the time of renewal. Thus, the
updated photo of the person that was used in identification
verification, will be the official passport or driver’s license
photo and printed on the ID or passport. In addition, this
photo may be included inside the e-passport chip and used
to create an updated UR™ code. The UR™ codes can be
created based on the updated photo, which includes or
comprises the facevector data or the UR™ code which can
be encoded from the 2DIAOC output image.

Neural Network Configured for Image Process and
Facevector Generation

[0510] As discussed herein, the image of the person, or
another asserting to be the person, and processing of the
UR™ code occurs as described herein. The processing may
occur on a number of different devices and structures. In one
embodiment as discussed herein the processing occurs on a
neural network. In general, a neural network is a computa-
tional structure that comprises of interconnected nodes that
process data and feedback paths with error analysis that
allow the system to learn from training data. The neural
network enabling tasks such as pattern recognition and
decision making in machine learning. Neural networks can
be embodied as in purely hardware, but such structure can
be inflexible. Neural networks are typically embodied as
software code (machine executable instructions) that are
stored in a non-transitory state in a memory. The software
code is executed by one or more processors, ASIC, DSP, or
other processing elements. As such, the elements that per-
form the neural network functions are shown as flow charts
and processing steps which are typical of software code
functions which execute on a processor or other purpose
built device.

[0511] FIG. 45 illustrates a general block diagram of a
neural network. This is but one possible structure. Shown are
input layers 4508, hidden layers 4512, and an output layer
4516. The input layer receives the data to be processed by
the neural network. The input layer 4508 comprises one or
more input nodes 4520, which performs processing on the
received data. In the case of UR™ code creation, the data
may comprise image data, a processed version of the image
data, such as a facemap, or subset of image data.

[0512] Subsequent to the input nodes 4502 is the hidden
layer 4512 which comprises the hidden nodes 4524. The
hidden nodes 4512 process the data from the input nodes
4520. A greater or fewer layers of hidden nodes 4524 may
be provided based on the processing to be performed,
accuracy and/or resolution of the face analysis, and other
factors. The output of the hidden layer 4512 connect to an
output node 4530 in the output layer. As with the other
nodes, the output node 4530 may perform processing. In one
configuration a node threshold may be established such that
if the output of any individual node is above the specified
threshold value, that node is activated, sending data to the
next layer of the network. Otherwise, no data is passed along
to the next layer of the network.

[0513] The nodes and layers may include forward propa-
gation and back propagation. The process of passing data
from one layer to the next layer defines this neural network
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as a feedforward network and comprises forward propaga-
tion of the data. As discussed below this may include
weighting of the inputs and/or outputs from a node to
establish a greater or lesser emphasis on that node. The
neural network may also be trained or re-enforced with back
propagation of data or node outcomes or the final outcome
from node 4530.

[0514] Backpropagation allows the system to calculate
and attribute the error associated with each node, allowing
the system to adjust, and fit the parameters of the model(s)
appropriately. In the case of image analysis, training may
occur using a known dataset of images, such as for example
millions of image sets which are known to not be the same
person and other image sets which are known to be the same
person. Outcome errors from the processing of these datasets
may be fed back into the system to allow or force the neural
network to increase or decrease weightings, or the process-
ing algorithms within each node, to obtain a correct out-
come.

[0515] Each node may be equipped with processing algo-
rithm, logic, or other processing to process and analyze the
received data, which may include input data from numerous
other nodes as well as feedback data from numerous other
nodes. For image processing as described herein, the inputs
may be the image file, or derived characteristics of facial
features from the image, or other data. Different embodi-
ments may be configured or programmed differently. It is
contemplated that one of ordinary skill in the art concerning
image processing and/or neural network will be able to
program the node algorithms to arrive at facevector datasets
which function as described here.

[0516] As shown in FIG. 46 illustrates a block diagram of
an example node. This is but one possible structure for a
hardware or software implementation. In this example
embodiment, the inputs 4608 feed into the weighting ele-
ments 4612. The weighting elements may comprise multi-
pliers, or a separate weighting algorithm comprised of a
mathematical function applied to each input prior to the
weighted input being applied to a processing node 4616. The
weighting function is important because my changing the
weighting factor or algorithm will adjust a model’s behavior
and during training to optimize accuracy. As shown, the
weighting is applied to a single input and the weighting
function may vary from input to input or be the same.
[0517] The processing node 4616 receives multiple
weighted inputs and may be configured to perform recursive
processing, multiplication and addition, or any other type of
processing function upon the multiple weighted inputs to
form the facevectors. The neural network training can adjust
the node processing, subject to predefined parameters. In
this embodiment, the processing node 4616 performs a sum
function with an optional weighting function.

[0518] The activation function element calculates the out-
put value for the neuron. This output value is then passed on
to the next layer of the neural network through another
synapse. Also shown are one or more feedback paths 4640
from the activation function elements to either or both of the
processing node 4616 and the weighting elements 4612.
[0519] Although only one feedback path 4640 is shown,
each weighting element may receive a feedback signal
which can be used to update the weighting factor. An output
4624 is provide an output from the node, such as to a
subsequent node. The system of FIG. 46 is representative of
a node of FIG. 45.
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[0520] FIG. 47 illustrates a flow chart of one exemplary
method of facial image processing in connection with face-
vector generation and comparison using a neural network.
This is but one possible method of operation and as such
other methods of operation are contemplated that do not
depart from the scope of the claims. This method of opera-
tion starts with a facial image 4704, such as from a captured
image of a person’s face captured with a camera of a
computing device. The face image may be stored as a digital
file suitable for processing by a computer. In addition, a
UR™ code (graphical code) which stores a facevector 4708
is also provided. The UR code may be converted to the
facevector 4708 as described above.

[0521] At step 4720 the image data is subject to face
detection to detect if a face is contained within the image
data. Face detection is known by those of skill in the art and
as such is not described herein. If a face is not detected, the
operation will end, without progressing to any additional
steps. If a face is detected, then the operation advances to a
step 4724. At step 4724 face landmarking occurs. Land-
marking of a face is the detection, identification, and locat-
ing of landmarks. [.andmarks are points of interest on a face,
such as nose outline points, eye location points, facial edges,
or other unique facial characteristics which can be identified
in the facial image.

[0522] At a step 4728 face affining and cropping occurs.
The step of affining performs rotation and alignment to
correct any side tilt of the face or camera rotation issues on
the image while cropping occurs to isolate the face and any
other portions of interest in the image. Cropping the image
to isolate the face reduces the size of the image data which
in turn reduces the process burden for subsequent steps.
Thereafter, at a step 4732, minimum requirement checks are
performed on the image to verify that the remaining image
data meets the minimum requirements for subsequent pro-
cessing. These requirements include but are not limited to
resolution, clarity, focus, noise, lighting, or any other image
characteristics. Step 4736 may occur prior to or after step
4728.

[0523] If the image meets the minimum requirements for
subsequent processing, then the operation advances to step
4736. At step 4736 the affined and cropped image data is
provided as an input into a DNN (deep neural network)
model. The DNN processes the image data using the weight-
ing factors and node algorithms, with optional feedback or
recursive processing such as during training. Different algo-
rithms and models may be used to arrive at a unique code,
such as for example, a facevector. DNN processing is
described herein and is known by those of skill in the art.
The output of the DNN model is an n-dimensional feature
vector (which may be referred to as a facevector or the
outputs of the DNN model may assembled into the n-di-
mensional feature vector (facevector) at a step 4740. Face-
vectors are described above. The value of N may be any
whole number. The value of N may be defined as the number
of characteristics, features or attributes which are analyzed
in the image data by the DNN to generate the facevectors.
[0524] At a step 4744 processing on the two or more
facevectors occurs to determine distances between two or
more facevectors. In this embodiment, one facevector is the
UR code stored facevector (from the UR code 4708) and the
other is the image derived facevector from the image 4704.
In one embodiment, the distance may be a difference in
values between the vectors, such as for example but not
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limitation, differences in vector direction, magnitude, and
location. Although shown with two facevectors (feature
vectors) being compared, it is contemplated and disclosed
that more than two may be compared, such as for example
a facevector from a photo ID or a prior image may also be
processed. Computing differences between two or more
multi-dimensional vectors in n-dimensional space is known
in the art, and as such is not described in detail. At a step
4748 the facevector distances (or differences) are output
from the processing system, such as by using software code
executing on a processor configured to calculate the differ-
ence or distance between facevectors.

[0525] Thereafter, at a step 4752, the distances (differ-
ences) between the facevectors are assigned a similarity
value or match level based on a comparison or mapping of
the distances to accuracy thresholds. In one embodiment the
match levels are 0-15, which are levels that define the
accuracy of the match, based on the differences in the
distances. The level correlates to accuracy levels, such as by
way of example the following accuracy levels. In one
embodiment, the following levels and FAR accuracy are as
follows for 3D: 3DD face matching: match level 15-1/125,
000,000 FAR, match level 14-1/95,000,000 FAR, match
level 13-1/70,00,000 FAR, match level 12-1/50,000,000
FAR, match level 11-1/25,000,000 FAR, match level 10-1/
12,800,000 FAR, match level 9-99.99995% (1/2,000,000
FAR), match level 8-99.9999% (1/1,000,000 FAR), match
level 7-99.9998% (1/500,000 FAR), match level 6-99.999%
(1/100,000 FAR), match level 5-99.99% (1/10,000 FAR),
match level 4-99.9% (1/1,000 FAR), match level 3-99.8%
(1/500 FAR), match level 2-99.6% (1/250 FAR), match level
1-99% (1/100 FAR), match level 0-non-match and addi-
tional match levels up to level 15 are contemplated. In other
embodiments other scales or similarity indicators may be
used to allow entities to accurately understand the degree of
similarity and thus the likelihood of identity match or person
to UR code association.

[0526] While various embodiments of the invention have
been described, it will be apparent to those of ordinary skill
in the art that many more embodiments and implementations
are possible that are within the scope of this invention. In
addition, the various features, elements, and embodiments
described herein may be claimed or combined in any com-
bination or arrangement.

What is claimed is:
1. A method of validating an item, having a graphic
storing code, is associated with a person comprising:

capturing at least one first image of a face of the person
taken with a camera at a first location which is a first
distance from the person;

processing the at least one first image or a portion thereof
to create first data;

changing the distance between the face of the person and
the camera from the first distance to a second distance,
wherein the first distance is different than the second
distance, and capturing at least one second image of the
face of the person;

processing the at least one second image or a portion
thereof to create second data;

comparing the first data to the second data to determine
whether expected differences, resulting from the at
least one first image and the at least one second image
being captured at a different distance from the user,
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exist between the first data and the second data which
indicate three-dimensionality of the person;

if the expected differences indicate three-dimensional of

the person, then:

processing one or more of the at least one first image,
the at least one second image, the first data and the
second data to generate a face derived code, the face
derived code representing the person’s face but is not
capable of being reverse processed to generate the
image of the person from which it was derived;

capturing at least one image of the graphic on the item;

processing the at least one image of the graphic to
generate a graphic derived code, the graphic derived
code comprising data derived from the person’s face,
such that the graphic derive code cannot be reverse
processed to generate an image of a person from
which it was derived;

comparing the face derived code to the graphic derived
code to develop a similarity value; and

comparing the similarity value to a threshold value, and
based on the comparing to the threshold value,
generating a validation indicator that represents a
likelihood that the graphic derived code, and hence
the item, is associated with the person.

2. The method of claim 1, wherein the item is one of the
following: driver’s license, identification card, passport,
diploma, education transcript, credit card, bank card, plane
flight ticket, shipping label, or title of ownership.

3. The method of claim 1 wherein the face derived code
and the graphic derived code comprising a string of alpha
and numeric values.

4. The method of claim 1 wherein the item includes a
picture of the face of the person.

5. The method of claim 4 wherein the method further
comprises:

capturing one or more images of the picture of the person

on the item;
processing the one or more pictures of the person on the
item to generate an item picture derived code, the item
picture derived code representing the person’s face but
is not capable of being reverse processed to generate an
image of the person shown in the picture on item;

comparing the item picture derived code to the face
derived code, the graphic derived code, or both to
develop a similarity value;

comparing the similarity value to the first threshold value

or a second threshold value, and based on the compar-
ing, generating a validation indicator based on the
picture of the person on the item.

6. The method of claim 1 wherein the graphic derived
code is generated by a trusted entity based on a trusted photo
of the person.

7. The method of claim 1 wherein the similarity value
must be the same as or greater than threshold value for the
item to be associated with the person and the graphic storing
code is a two-dimensional matrix barcode.

8. The method of claim 1, further comprising transmitting
the face derived code, the graphic derived code, or both to
a trusted entity and the trusted entity comparing the face
derived code, the graphic derived code, or both to a trusted
code stored at the trusted entity.

9. A system to verify a document having a graphic code
located on the document, the system comprising:
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a camera configured to capture a facial image of the
person and a graphic code image of the graphic code
located on the document;
a processor configured to execute machine readable code
stored in a non-transitory state on a memory
the memory storing the machine readable code in the
non-transitory state, the machine readable code, when
executed by the processor, cause the computing device
to:
capture at least one first image of the person taken with
the camera of the computing device at a first location
which is a first distance from the person;
process the at least one first image or a portion thereof to
create first data;
capture at least one second image of the user taken with
the camera of the computing device at a second dis-
tance from the person, the second distance being dif-
ferent than the first distance;
process the at least one second image or a portion thereof
to create second data;
comparing the first data to the second data to determine
whether expected differences exist between the first
data and the second data which indicates liveness of the
person;
responsive to comparing indicating liveness of the user,
the machine readable code further configured to:
process one or more of the at least one first image, the
at least one second image, the first data and the
second data to generate a face derived code, the face
derived code not capable of being processed to
generate an image of the person from which it was
derived;

capture and image of and process the graphic code
image to generate a graphic derived code, the graphic
derived code not capable of being reverse processed
to generate an image of the person from which it was
derived;

comparing the face derived code to the graphic derived
code to determine a difference value; and

based on the difference value generating a match level
indicator that represents the likelihood that face
derived code to the graphic derived code were
derived from the same person.

10. The system of claim 9 wherein the face derived code
and the graphic derived code each comprise a string of
alpha-numeric values.

11. The system of claim 9 wherein the document com-
prises one of the following:

driver’s license, title of ownership, school transcript,
transaction check, identification card.

12. The system of claim 9 wherein the machine readable

code is further configured to:

capture one or more face photo images of a face photo
located on the document;

processing the one or more face photos images to generate
a document photo derived code, the document photo
derived code is not capable of being reverse processed
to generate an image the person;

comparing the document photo derived code to the face
derived code, the graphic derived code, or both to
develop a second similarity value;

comparing the second similarity value to the first thresh-
old value or a second threshold value, and based on the
comparing, generating a second match level indicator.
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13. The system of claim 9 further comprising transmitting
the face derived code, the graphic derived code, or both to
a trusted entity and the trusted entity comparing the face
derived code, the graphic derived code, or both to a trusted
code stored at the trusted entity.

14. A method for verifying the validity of an identification
document and identity of a person identified by the identi-
fication document comprising:

capturing a first image of the person’s face with a camera

at a first distance from the person;
changing a distance between the person and the camera to
a second distance;

capturing a second image of the person’s face head with
the camera when the camera is at the second distance
from the user, the second distance being different than
the first distance;

comparing one or more aspects of the person’s face from

the first image to one or more aspects of the person’s
face from the second image to determine whether
expected differences, between the first image and the
second image, exist which indicates three-dimension-
ality of the person;

capturing at least one image of the graphic on the iden-

tification document;

processing at least one images of the graphic to generate

a graphic derived code, the graphic derived code com-
prising data derived from an earlier captured image of
the person’s face, such that the graphic derived cannot
be processed to generate an image or likeness of the
person;

transmitting the graphic derived code to a trusted entity;

processing the graphic derived code or other data sent to

the trusted entity to search for a trusted code associated
with the person, the matching code comprising data
derived from the person’s face, but which cannot be
processed to generate an image or likeness of the
person;

comparing the graphic derived code to the trusted code to

develop a first similarity value; and

providing the first similarity value to a requesting entity,

the requesting entity comprising an entity that is
requesting the verification of the validity of the iden-
tification document and identity of the person identified
by the identification document.

15. The method of claim 14, wherein the identification
document is a driver’s license, passport, or an identification
card.

16. The method of claim 14 wherein the trusted entity is
the entity that created the identification document.

17. The method of claim 14, wherein the identification
document includes a picture of a face and the method further
comprises:

capturing one or more images of the picture of the face on

the identification document;

processing the one or more images of the face to generate

a document picture derived code, the document picture
derived code is not capable of being processed to
generate an image or likeness of the face in the picture
on the identification document;

comparing the document picture derived code to the

trusted code, the graphic derived code, or both to
develop a second similarity value; and

providing the second similarity value to the requesting

entity.
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18. The method of claim 14 wherein the graphic derived
code includes information from text contained on the iden-
tification document or from an identity record stored in a
database of the entity that issued the identity document.

19. The method of claim 14 wherein the expected differ-
ences between the first image and the second image result
from the first image being captured when the camera is at a
different distance from the user than when the second image
is captured.
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