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1 page of Claims, 4 pages of Specification, 1 page of 

the Drawings 

[54] Title 

ENCRYPTION AND DECRYPTION METHOD FOR IMPLEMENTING HARDWARE AND 

SOFTWARE BINDING 
[57] Abstract 

The present invention discloses encryption and decryption methods for implementing hardware and 

software binding. The encryption method includes: transforming a hardware serial number through a HASH 

transformation to obtain a software serial number; using a 

symmetric encryption algorithm to encrypt a software plaintext; 

using a public key to encrypt a symmetric key through an 

asymmetric encryption algorithm; and finally, putting the 

encrypted software plaintext and symmetric key together and 

downloading them into a memory. The decryption method is to 

compare and decrypt a first software serial number obtained by 

decrypting the encrypted symmetric key using a private key and 

a second software serial number obtained by calculating a HASH value of the hardware serial number by a 

chip, so as to obtain an actual software plaintext. It can implement the binding of a software product and a 

hardware product, thereby improving the security of the software product and the hardware product. 

Exhibit 1009 
Page 02 of 15



20061016253.0  Claims page 1/1 

1. An encryption method for implementing hardware and software binding, wherein 

the method comprises the following steps: 

(1) transforming a hardware serial number through a HASH function to obtain a 

software serial number; 

(2) forming a symmetric key from the software serial number, and encrypting a 

software plaintext through a symmetric encryption algorithm; 

(3) using a public key to encrypt the symmetric key through an asymmetric 

encryption algorithm; and 

(4) putting the encrypted software plaintext and the encrypted symmetric key 

together and downloading them into a memory. 

2. A method for decrypting the encryption method according to claim 1, comprising 

the following steps: 

(1) using a private key to decrypt the encrypted symmetric key to obtain a first 

software serial number; 

(2) calculating a HASH value of the hardware serial number by a chip to obtain a 

second software serial number; 

(3) comparing the first software serial number and the second software serial number, 

wherein if they are the same, proceed to step (4); otherwise, proceed to step (5); 

(4) using the second software serial number to decrypt the encrypted software 

plaintext to obtain an actual software plaintext; and 

(5) the verification having failed, terminating the program, and sending alarm 

information.
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ENCRYPTION AND DECRYPTION METHOD FOR IMPLEMENTING HARDWARE 

AND SOFTWARE BINDING 

Technical Field 

The present invention relates to an encryption method for implementing hardware and 

software binding in a terminal system with a central processing unit. The present invention 

further relates to a method for decrypting the above encryption method. 

Background Art 

Currently, in a terminal system with a central processing unit, software protection 

methods are mainly divided into three types: online registration, license protection, and 

software encryption. 

The first two types of the protection methods require external means such as a network 

to obtain normal use rights of software, and are suitable for use in devices connected to the 

network. There are mainly two methods for software encryption: a dongle and a key disk. 

The dongle is a software encryption product that combines software and hardware and is 

plugged into a parallel port. The dongles usually have tens or hundreds of bytes of non-

volatile storage space for reading and writing, and some of them are additionally equipped 

with a single-chip microcomputer inside. During software operation, the presence of the 

dongle is checked by writing certain data to the parallel port, and determining whether 

correct password data is returned from the parallel port. The key disk method is to write 

certain information into a special magnetic track, and the software verifies the information 

to determine its validity during operation. They share the characteristic that both require an 

external device to verify the validity of the software. For many portable devices with simple 

functions and compact structures (such as a smart phone and other intelligent terminals), 

adopting methods like online registration or adding external devices may be both 

inconvenient and impractical. 

Summary of the Invention 

A technical problem to be resolved by the present invention is to provide an encryption 

method for implementing hardware and software binding, which can implement the binding 

of a software product and a hardware product, thereby improving the security of the software 

product and the hardware product. Therefore, the present invention further provides a 
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method for decrypting the above encryption method. 

To resolve the above technical problem, the present invention provides an encryption 

method for implementing hardware and software binding, including the following steps: 

(1) transforming a hardware serial number through a HASH function to obtain a 

software serial number; 

(2) forming a symmetric key from the software serial number, and encrypting a 

software plaintext through a symmetric encryption algorithm; 

(3) using a public key to encrypt the symmetric key through an asymmetric encryption 

algorithm; and 

(4) putting the encrypted software plaintext and the encrypted symmetric key together 

and downloading them into a memory. 

In addition, the present invention further provides a method for decrypting the 

encryption method, including the steps of: 

(1) using a private key to decrypt the encrypted symmetric key to obtain a first 

software serial number; 

(2) calculating a HASH value of the hardware serial number by a chip to obtain a 

second software serial number; 

(3) comparing the first software serial number and the second software serial 

number, where if they are the same, proceed to step (4); otherwise, proceed to step (5); 

(4) using the second software serial number to decrypt the encrypted software 

plaintext to obtain an actual software plaintext; and 

(5) the verification having failed, terminating the program, and sending alarm 

information. 

By adopting the above technical solution, the present invention has the beneficial effect 

that the binding of a software product and a hardware product is implemented by using a 

certain transformation of the hardware serial number as a key for software encryption, 

thereby improving the security of the software product and the hardware product. 

Brief Description of the Drawings 

FIG. 1 is an implementation process of an encryption end according to the present 

invention; and 

FIG. 2 is an implementation process of a decryption end according to the present 
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invention. 

Detailed Description of Embodiments 

The present invention includes two parts: encryption and decryption. First, a hardware 

chip stores a unique serial number (HW_UID) that represents the identity of the chip. A 

length of the serial number is determined by the manufacturer, but it must not be repeated. 

The following describes in detail how the unique serial number is used to implement the 

binding of software and hardware from two aspects: encryption and decryption. 

The embodiment shown in FIG. 1 is an implementation process of an encryption end 

according to the present invention. In the figure, a Key_pub represents a public key and is 

used for asymmetric encryption; a Key_sym represents a symmetric key and is used for 

symmetric encryption; a Plain text represents a software plaintext to be encrypted; and a 

SW_UID represents a unique serial number of the software. An encryption process of the 

software can be implemented by the following four steps: 

(1) transforming the HW_UID through a HASH function to obtain the SW_UID; 

(2) forming the Key_sym from the SW_UID, and encrypting a software plaintext 

through a symmetric encryption algorithm; 

(3) encrypting the Key_sym by the Key_pub through an asymmetric encryption 

algorithm; and 

(4) putting the encrypted Plain text and the Key_sym together and downloading 

them into a memory. 

The embodiment shown in FIG. 2 is an implementation process of a decryption end 

according to the present invention. In the figure, a Key_prv represents a private key and is 

used for asymmetric decryption. The Key_prv is stored inside a chip together with the 

HW_UID and is prohibited from being accessed by any external device. A decryption 

process of the software can be implemented by the following five steps: 

(1) using the Key_prv to decrypt the encrypted Key_sym to obtain a SW_UID'; 

(2) calculating a HASH value of the HW_UID by the chip to obtain a SW_UID; 

(3) comparing the SW_UID' and the SW_UID, where if they are the same, proceed 

to step (4); otherwise, proceed to step (5); 

(4) using the SW_UID to decrypt the encrypted Plain text to obtain the Plain text; 

and 
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(5) the verification having failed, terminating the program, and sending alarm 

information. 

In the present invention, the hash function, the symmetric encryption algorithm, and 

the asymmetric encryption algorithm mentioned in the above methods are not limited to a 

specific method, but can be arbitrarily combined according to specific design requirements. 

By the above methods, the unique serial number in the hardware chip is used to 

implement the binding of the software and the hardware, thereby improving the security of 

the software product and the hardware product.
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