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According to one embodiment, a host computer updates the 
media key block MKB in a first updatable memory device in 
the case where the version number of the media key block 
MKB read from a recording medium is newer than that of the 
media key block MKB in the first updatable memory device. 
The host computer generates a medium unique key Kmu 
based on a media key Km calculated from the media key 
block MKB read from the recording medium and a media ID 
read from the recording medium. The host computer executes 
the authentication and key exchange AKE process with the 
recording medium based on the medium unique key Kmu. 

Version number of MKB of recording 
medium is newer : ST30a 

Recording medium 300 Host computer 200 
MKB, recording medium certificate 

ST20-

ST30a 

ST31a-1 

ST31a-2 

ST31 

ST32 

ST33 

Compare version numbers of MKBs read from host 
computer and recording medium with each other 

<Version number of MKB from recording medium is newer> 

Verify signature of MKB from recording medium 

Rewrite MKB recorded in host computer 
into MKB from recording medium 

~-------------------------- --------------------------~ 

Verify signature of recording medium certificate 

Read media ID from recording medium certificate 

Check whether media ID is contained in 
recording medium invalidation list in MKB 

ST34 MKB process of MKB from recording medium 

::::==================::r=================== ST35- Generate Km' from Km obtained 

ST36· Calculate Kmu' from media ID and Km' 
AKE 
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MKB 
) 

Example of MKB data 

Version number 

Verification data: 
Enc (Km, fixed data) 

Verification data: 
Enc (Km, fixed data) 

Enc(Kd_ 1 ,Km) 

Enc(Kd_x,Km) 

Recording medium invalidation list : 
Media ID 

Key generation center signature 

FIG. 2 

Kc-CERT 
\ 

Example of recording medium certificate data 

Media ID 

Recording medium public key 

Key generation center signature 

FIG. 3 

US 2012/0272065 Al 
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Patent Application Publication Oct. 25, 2012 Sheet 12 of 19 US 2012/0272065 Al 

Example of MKB data 

Version number 

Verification data : 

MKB 
~ 

Enc (Km, fixed data) 

Verification data : 

Enc (Km', fixed data) 

Enc (Kd_h1, Km xor Version number) 

• 
• 

• 
• 

Enc (Kd_hx, Km xor Version number) 

Enc (Kd_c1, Km' xor Version number) 

• 
• 

• 
• 

Enc (Kd_cy, Km' xor Version number) 

FIG. 13 
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AUTHENTICATION METHOD, HOST 
COMPUTER AND RECORDING MEDIUM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This is a Divisional Application that is based upon 
and claims the benefit of priority from U.S. patent application 
Ser. No. 12/368,889, now abandoned, which is based upon 
and claims the benefit of priority from Japanese Patent Appli­
cation No. 2008-035138, filed Feb. 15, 2008, the entire con­
tents of which are incorporated herein by reference. 

BACKGROUND 

[0002] 1. Field 
[0003] An embodiment of the present invention relates to 
an authentication method carried out by, for example, a 
recording medium and a host computer, the host computer 
and the recording medium. 
[0004] 2. Description of the Related Art 
[0005] In the related art, it is a widespread practice to dis­
tribute content such as video, music, programs from the cre­
ator to the user through a communication network such as the 
Internet and ROM media. In this type of content distribution, 
the content may be distributed or stored in a recording 
medium in an encrypted form to assure confidentiality from 
third parties or to prohibit unauthorized copying to third 
parties. In such a case, a media key for decrypting the 
encrypted content is required with the device for browsing the 
encrypted content. This media key is encrypted and provided 
as data called the MKB (media key block) (for example, see 
"Content Protection for Recordable Media Specification for 
SD Memory Card, Revision 0.961, May 3, 2007. <http:// 
www.4centity.com/>"). 
[0006] It is assumed that the recording medium has a gen­
eral region or a user data area accessible from a host computer 
that does not require the confidential information and a pro­
tected area accessible only by a host computer that requires 
the confidential information. 
[0007] The protected area of the recording medium is a 
storage region accessible by the host computer based on the 
confidential information. The SD card, as an example of the 
recording medium, has a protected area. The host computer 
has a device key set. The SD card and the host computer 
generate the same session key for each authentication process 
between the host computer and the recording medium (SD 
card). The encryption communications using this session key 
makes possible the read and write operation of data in the 
protected area from the host computer. 
[0008] The host computer having no device key, on the 
other hand, fails in the authentication process between the 
host computer and the recording medium, and therefore, the 
data cannot be read from or written in the protected area. Also, 
the data cannot be correctly read from or written in the pro­
tected area without knowing the session key. Further, the host 
computer is required to have a tamperproof characteristic for 
prevention against external access to the confidential infor­
mation. In the case where the confidential information leaks 
out of the host computer, the authentication process between 
the host computer and the recording medium is equipped with 
a mechanism to invalidate the access from the host computer 
having the confidential information that has leaked (see, for 
example, Jpn. Pat. Appin. KOKAI Publication No. 2004-
220317). 
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[0009] The recording medium having the protected area 
also has a general region where the read and write operation 
is possible without authentication. For example, the content 
of a video is encrypted with an encryption key and the result­
ing encrypted content is recorded in the general region of the 
recording medium while the encryption key is stored in the 
protected area. By doing so, a browser for executing a speci­
fied reproduction program can read the encryption key from 
the protected area of the recording medium, decrypt the 
encrypted content in the general region using the encryption 
key and reproduce the video content thus obtained. 
[001 OJ Other digital content data, such as music, images or 
programs may be recorded in the recording medium. In such 
a case, the content provided by the content provider may be 
illegally altered before being recorded in the recording 
medium. According to a method for detecting and preventing 
illegal alteration, if any, during the execution of the process, 
an electronic signature is added by executing the electronic 
signature process on the content, and verified in the recording 
medium. 
[0011] This process requires information called the alter­
ation-detecting public key. This public key, which may be 
placed in the public domain, is required to be held in the 
recording medium and not be rewritten. A public key algo­
rithm is described, for example, in "Alfred J. Menezes, Paul 
C. Van Oorschot, Scott A. Vanstone, Handbook of Applied 
Cryptography, CRC Press, 1996". The aforementioned 
authentication process between the host computer and the 
recording medium plays an important role in recording the 
content. 
[0012] The content protection is adversely affected, how­
ever, in the case where the confidential information in the 
protected area of the recording medium is illegally made 
public as data accessible by the host computer. To prevent this 
inconvenience, a mechanism is available by which the record­
ing medium and the host computer illegally processed are 
removed as an illegal device (for example, see "Advanced 
Access Content System, Introduction and Common Crypto­
graphic Elements, Revision 0.91, Feb. 16, 2006 <http://www. 
aacsla.com/>"). According to this mechanism, the recording 
medium and the host computer authenticate each other. 
[0013] This type of mutual authentication can be realized 
by (i) a method in which both the recording medium and the 
host computer have a common key or (ii) a method in which 
both the recording medium and the host computer execute the 
encryption and decryption process based on the public key 
algorithm. Especially, the method (ii) poses the problem of 
the circuit size and the load on the arithmetic operation. 
[0014] Also, the recording medium having the content 
alteration detection function is required to be internally 
equipped with the confidential information and the unrewrit­
able information. The recording medium meeting this condi­
tion is required to have a tamperproof characteristic for pre­
vention against external access to the information. The 
packaging of the tamperproof characteristic, however, 
requires a sophisticated technique, and therefore, a recording 
medium having an insufficient tamperproof characteristic 
may be placed on the market. Such a recording medium 
having an insufficient tamperproof characteristic is also 
required to be removed as an illegal device. 
[0015] Also, the recording medium is often limited in such 
resources as the computation memory or the computation 
capability, and therefore, is required to be compatible with the 
existing mechanism. 
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[0016] To summarize, the load of the mutual authentication 
process between the recording medium and the host computer 
is desirably reduced while at the same time maintaining the 
existing mechanism for preventing the connection of illegal 
devices between the recording medium and the host com­
puter. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

[0017] A general architecture that implements the various 
features of the invention will now be described with reference 
to the drawings. The drawings and the associated descriptions 
are provided to illustrate embodiments of the invention and 
not to limit the scope of the invention. 
[0018] FIG. 1 is an exemplary schematic diagram showing 
the general configuration of an authentication system accord­
ing to a first embodiment of the invention; 
[0019] FIG. 2 is an exemplary schematic diagram showing 
the configuration of the MKB data according to the same 
embodiment; 
[0020] FIG. 3 is an exemplary schematic diagram showing 
the configuration of the recording medium certificate data 
according to the same embodiment; 
[0021] FIG. 4 is an exemplary sequence diagram for 
explaining the operation of the key generation center accord­
ing to the same embodiment; 
[0022] FIG. 5 is an exemplary schematic diagram for 
explaining the initialization and the data distribution accord­
ing to the same embodiment; 
[0023] FIG. 6 is an exemplary sequence diagram for 
explaining the operation of the host computer according to the 
same embodiment; 
[0024] FIG. 7 is an exemplary schematic diagram for 
explaining the authentication process according to the same 
embodiment; 
[0025] FIGS. 8 and 9 are exemplary sequence diagrams for 
explaining the operation of the host computer according to the 
same embodiment; 
[0026] FIG. 10 is an exemplary sequence diagram for 
explaining the operation of the recording medium according 
to the same embodiment; 
[0027] FIG. 11 is an exemplary schematic diagram for 
explaining the authentication process according to the same 
embodiment; 
[0028] FIG. 12 is an exemplary schematic diagram show­
ing the general configuration of the authentication system 
according to a second embodiment of the invention; 
[0029] FIG. 13 is an exemplary schematic diagram show­
ing the configuration of the MKB data according to the same 
embodiment; 
[0030] FIG. 14 is an exemplary sequence diagram for 
explaining the operation of the key generation center accord­
ing to the same embodiment; 
[0031] FIG. 15 is an exemplary schematic diagram for 
explaining the initialization and the data distribution accord­
ing to the same embodiment; 
[0032] FIG. 16 is an exemplary sequence diagram for 
explaining the operation of the host computer according to the 
same embodiment; 
[0033] FIG. 17 is an exemplary schematic diagram for 
explaining the authentication process according to the same 
embodiment; 
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[0034] FIG. 18 is an exemplary sequence diagram for 
explaining the operation of the host computer according to the 
same embodiment; 
[0035] FIG. 19 is an exemplary sequence diagram for 
explaining the operation of the host computer and the record­
ing medium according to the same embodiment; and 
[0036] FIG. 20 is an exemplary schematic diagram for 
explaining the authentication process according to the same 
embodiment. 

DETAILED DESCRIPTION 

[0037] Various embodiments according to the invention 
will be described hereinafter with reference to the accompa­
nying drawings. In general, according to one embodiment of 
the invention, there is provided an authentication method 
executed by a host computer comprising at least a first updat­
able memory device for storing the media key block MKB 
generated by a key management center unit and a first non­
updatable memory device for storing the device key Kd and 
the center public key Kk-pub generated by the key manage­
ment center unit on the one hand and by a recording medium 
comprising a second updatable memory device for storing the 
media key block MKB and the media key Km generated by 
the key management center unit and a second non-updatable 
memory device for storing the center public key Kk-pub, the 
recording medium certificate Kc-CERT and the recording 
medium private key Kc-pri generated by the key management 
center unit on the other hand, the method comprising: the host 
computer executing the process of reading the media key 
block MKB in the second updatable storage device and the 
recording medium certificate Kc-CERT in the second non­
updatable storage device from the recording medium; an 
MKB verification/updating module of the host computer 
comparing the version number of the media key block MKB 
read from the recording medium with the version number of 
the media key block MKB in the first updatable memory 
device; the MKB verification/updating module verifying the 
key generation center signature of the media key block MKB 
from the recording medium based on the center public key 
Kk-pub in the first non-updatable memory device in the case 
where the comparison result shows that the version number of 
the media key block MKB from the recording medium is 
newer; the MKB verification/updating module rewriting the 
media key block MKB in the first updatable memory device 
into the media key block MKB from the recording medium in 
the case where the verification is successful; a certificate 
verification module of the host computer, after the rewrite 
operation, verifying the key generation center signature of the 
recording medium certificate Kc-CERT based on the center 
public key Kk-pub in the first non-updatable memory device; 
a recording medium verification module of the host computer 
reading the media ID from the recording medium certificate 
Kc-CERT and judging whether the media ID is contained in 
the recording medium invalidation list of the media key block 
MKB in the first updatable memory device in the case where 
the verification is successful; an MKB processing module of 
the host computer calculating the media key Km by the MKB 
process of the media key block MKB from the recording 
medium based on the device key Kd in the first non-updatable 
memory device in the case where the judgment shows that the 
media ID is not contained in the recording medium invalida­
tion list; a first Kmu generating module of the host computer 
generating the media unique key Kmu based on the media ID 
and the media key Km in the recording medium certificate 
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Kc-CERT; and a first AKE execution module of the host 
computer executing the authentication and key exchange 
AKE process with a second AKE execution module of the 
recording medium based on the media unique key Kmu. 
[0038] Each of the devices described below can be imple­
mented in either a hardware configuration or a combination of 
hardware resources and software. The software of the com­
bined configuration is installed as a program in the computer 
of the corresponding device from a network or a recording 
medium to realize the functions of the corresponding device. 
Also, a first embodiment represents a form using a public key, 
and a second embodiment represents a form using no public 
key. 

First Embodiment 

[0039] FIG. 1 is a diagram showing a general configuration 
of an authentication system according to the first embodiment 
of the invention. This authentication system includes a key 
generation center unit 100, a host computer 200 and a record­
ing medium 300. Actually, the whole system is configured of 
one key generation center unit, plural host computers and 
plural recording media. The case under consideration, how­
ever, involves a system including one host computer and one 
recording medium as a typical example. 
[0040] The key generation center unit 100 is configured of 
a key pair memory device 101, a device key DB 110, an MKB 
generating module 120, a media ID generating module 130, a 
public key generating module 140, a one-way function cal­
culation module 150 and a certificate generating module 160. 
Incidentally, the one-way function calculation module 150 
may be omitted, in which case the updatable memory 302 of 
the recording medium 300 stores the media key Km. 
[0041] Thekeypairmemorydevice 101 is a random access 
memory unit that can be read from or written into for holding 
a pair of public keys, including a center public key Kk-pub 
and a center private key Kk-pri generated in advance. 
[0042] The device key DB (Database) 110 is a random 
access memory unit that can be read from or written into and 
holds device keys Kd_l to Kd_x generated in advance. 
[0043] The MKB generating module 120 has the function 
of generating the media key Km by random number genera­
tion, the function of encrypting the media key Km based on 
the device keys Kd_l to Kd_x in the device key DB 110 and 
generating the encrypted media keys Enc (Kd_l, Km), ... , 
Enc (Kd_x, Km), the function of inputting the media key Km 
to the one-way function calculation module 150 and receiving 
a media key function value Km' from the one-way function 
calculation module 150, the function of encrypting predeter­
mined unique data with the media key Km and the media key 
function value Km' and generating the verified data Enc (Km, 
fixed data) and Enc (Km', fixed data), respectively, the func­
tion of generating the key generation center signature by 
executing the electronic signature process on the version 
number, the verification data, the encrypted media key and the 
recording medium invalidation list by the center private key 
Kk-pri in the key pair memory device 101 using the version 
number and the recording medium invalidation list input from 
an input module (not shown), and the function of generating 
the media key block MKB including the version number, the 
verification data, the encrypted media key, the recording 
medium invalidation list and the key generation center signa­
ture. 
[0044] The media key block MKB may also be called the 
key management information. The media key Km can be 
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calculated by the MKB process using the device keys Kd_l to 
Kd_x from the media key block MKB. The media key is not 
calculated, however, even by execution of the MKB process 
from the desirably invalidated device keys of the media key 
block MKB. The media key block MKB is used for the 
purpose of, for example, invalidating the host computer fail­
ing to comply with a predetermined rule (see, for example, 
"Content Protection for Recordable Media Specification for 
SD Memory Card, Revision 0.961, May 3, 2007. <http:// 
www.4centity.com/>" and "Content Protection for Record­
able Media Specification, Introduction and Common Cryp­
tographic Elements, Revision 1.01, May 3, 2007. <http:// 
www.4centity.com/>"). Also, in the case of a change in the 
mass of the invalidated host computer and recording medium 
such as the increase in the invalidated host computers or the 
recording media in the media key block MKB, the version 
number of the media key block MKB described later is 
sequentially renewed. 
[0045] Various types of media key blocks MKB are avail­
able. The method described in, for example, "Content Pro­
tection for Recordable Media Specification for SD Memory 
Card, Revision 0.961, May 3, 2007. <http://www.4centity. 
com/>" is generally used. A simple model of the media key 
block MKB is shown in FIG. 2 as an example. This media key 
block MKB includes the version number, the verification 
data, the encrypted media key, the recording medium invali­
dation list and the key generation center signature. 
[0046] The version number is the data indicating the degree 
of newness of the media key block MKB. 
[0047] The verification data Enc (Km, fixed data) and Enc 
(Km', fixed data) are the unique encrypted data obtained by 
encrypting the fixed data with the media key Km or the media 
key function value Km', respectively. In this specification, the 
expression Enc (A, B) designates the encrypted data obtained 
by encrypting the data B with the key A. In other words, it 
indicates the data B in the state encrypted by the key A. The 
verification data is for checking whether the media key Km 
and the media key function value Km' read from the media 
key block MKB are legitimate or not. By decrypting this 
verification data with the media key Km and the media key 
function value Km' obtained from the MKB process, prede­
termined fixed data is restored. As a result, the success in the 
MKB process can be confirmed. 
[0048] The encrypted media keys Enc (Kd_l, Km), ... , 
Enc (Kd_x, Km) are each the media key Km encrypted with 
predetermined device keys Kd_l, ... , Kd_x, respectively. 
The media key Km can be restored by decrypting the 
encrypted media keys Enc (Kd_l, Km), ... , Enc (Kd_x, Km) 
with the device keys Kd_l, ... , Kd_x, respectively. 

[0049] The recording medium invalidation list is a list of the 
media IDs as information for identifying the desirably invali­
dated recording medium. 
[0050] The key generation center signature is an electronic 
signature obtained by executing the electronic signature pro­
cess with the center private key Kk-pri of the key generation 
center unit 100 on the version number, the verification data, 
the encrypted media key and the recording medium invalida­
tion list described above. The electronic signature is a tech­
nique for making it difficult to illegally alter the data using the 
public key algorithm in terms of computational complexity, 
and can be realized by the method described in, for example, 
"Alfred J. Menezes, Paul C. Van Oorschot, Scott A. Vanstone, 
Handbook of Applied Cryptography, CRC Press, 1996". 
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[0051] The media ID generating module 130 has the func­
tion of generating the media ID in such a manner as not to 
duplicate a media ID generated in the past, for example, by 
executing the process of issuing a serial number or collating 
with past media IDs after random number generation. In 
addition to the aforementioned process of issuing the serial 
number and collation after random number generation, the 
media ID generating module 130 can execute any arbitrary 
process for generating the media ID in a manner that does not 
duplicate a media ID generated in the past. This is also the 
case with the embodiments described below. 
[0052] The public key generating module 140 has the func­
tion of generating a public key pair, which includes the 
recording medium public key Kc-pub and the recording 
medium private key Kc-pri, according to the public key algo­
rithm such as RSA. 
[0053] The one-way function calculation module 150 has 
the function of calculating the media key function value Km' 
as the result of the arithmetic operation to obtain the one-way 
function of the media key Km received from the MKB gen­
erating module 120. The one-way function is defined as a 
function having such a characteristic that the estimation of the 
original input value based on the output from the function 
itself is difficult in terms of computational complexity. This 
function can be realized, for example, by the calculation 
formula described in "Content Protection for Recordable 
Media Specification, Introduction and Common Crypto­
graphic Elements, Revision 1.01, May 3, 2007. <http://www. 
4centity.com/>". Incidentally, the media key function value 
Km' may also be called the media key hash value Km'. 
[0054] The certificate generating module 160 has the func­
tion of generating predetermined format data from the media 
ID and the recording medium public key Kc-pub and gener­
ating the key generation center signature by executing the 
electronic signature process on the format data based on the 
center private key Kk-pri, and the function of generating, as 
shown in FIG. 3, the recording medium certificate Kc-CERT 
including the media ID, the recording medium public key 
Kc-pub and the key generation center signature. The elec­
tronic signature algorithm uses the scheme described in, for 
example, "Alfred J. Menezes, Paul C. Van Oorschot, Scott A. 
Vanstone, Handbook of Applied Cryptography, CRC Press, 
1996". 
[0055] The host computer 200 is configured of an updatable 
memory 201, a non-updatable memory 202, an MKB process 
module 210, an MKB verification/updating module 220, a 
recording medium verification module 230, a one-way func­
tion calculation module 240, a certificate verification module 
250, a Kmu' generating module 260, an AKE execution mod­
ule 270 and a public key encryption process module 280. The 
one-way function calculation module 240 may be omitted, in 
which case the media key Km is used in place of the media key 
function value Km' on the one hand and the media unique key 
Kmu=one way (Km, media ID) is used in place of the media 
unique key Kmu'=one way (Km', media ID) on the other 
hand. 
[0056] The updatable memory 201 is a memory that can be 
read from and written into by each of the modules 210 to 280 
and holds the media key block MKB. The word "updatable" 
is defined as a state in which the media key block MKB can be 
rewritten. 
[0057] The non-updatable memory 202, on the other hand, 
can be read by each of the modules 210 to 280 and cannot be 
updated, and holds one device key Kd_l and one center 
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public key Kk-pub. The one device key Kd_l may be any one 
of the device keys Kd_l to Kd_x. In this case, however, Kd_l 
is used as an example. Also, the word "non-updatable" is 
defined as a state in which the device key and the center public 
key Kk-pub cannot be rewritten. 
[0058] The MKB processing module 210 has the function 
of executing the MKB process on the media key block MKB 
from the recording medium 3 00 based on the device key Kd in 
the non-updatable memory 202 in the case where the judg­
ment by the recording medium verification module 230 
shows that the recording medium 300 is not to be invalidated, 
and the function of sending out the media key Km obtained by 
the MKB process to the one-way function calculation module 
240. 
[0059] The MKB verification/updating module 220 has the 
function of comparing the version number of the media key 
block MKB read from the recording medium 300 with the 
version number of the media key block MKB in the updatable 
memory 201, the function of not executing the process of 
updating the media key block MKB in the case where the 
comparison shows that the two version numbers are identical 
to each other or the version number of the media key block 
MKB in the updatable memory 201 is newer, the function of 
verifying the key generation center signature of the media key 
block MKB from the recording medium 300 based on the 
center public key Kk-pub in the non-updatable memory 202 
in the case where the comparison shows that the version 
number of the media key block MKB read from the recording 
medium 300 is newer, and the function of rewriting the media 
key block MKB in the updatable memory 201 into the media 
key block MKB derived from the recording medium 300, if 
the verification is successful. 
[0060] The recording medium verification module 230 has 
the function of reading the media ID from the recording 
medium certificate Kc-CERT in the case where the verifica­
tion by the certificate verification module 250 described later 
is successful, the function of judging whether the media ID 
thus read is contained in the recording medium invalidation 
list in the media key block MKB in the updatable memory 201 
or not, and the function of suspending the process by deter­
mining that the recording medium 300 is to be invalidated in 
the case where the judgment shows that the media ID in the 
recording medium certificate Kc_CERT is contained in the 
recording medium invalidation list. 
[0061] The one-way function calculation module 240 has 
the function of generating the media key function value Km' 
by calculating the one-way function of the media key Km sent 
out from the MKB processing module 210, and the function 
of sending out the media key function value Km' to the Kmu' 
generating module 260. 
[0062] The certificate verification module 250 has the func­
tion of verifying the key generation center signature of the 
recording medium certificate Kc-CERT based on the center 
public key Kk-pub in the non-updatable memory 202 in the 
case where the comparison by the MKB verification/updating 
module 220 shows that the two version numbers are identical, 
and the function of suspending the process in the case of a 
verification failure. 
[0063] The Kmu' generating module 260 has the function 
of generating the media unique key Kmu'=one way (Km', 
media ID) by calculating the one-way function "one way()" 
based on the media ID in the recording medium certificate 
Kc-CERT read from the recording medium 300 and the media 
key function value Km' received from the one-way function 
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calculation module 240, and the function of sending out the 
media unique key Kmu' to the AKE execution module 270 or 
the public key encryption process module 280. 
[0064] The AKE execution module 270 has the function of 
executing the AKE process with the recording medium 300 
based on the media unique key Kmu' received from the Kmu' 
generating module 260. 
[0065] The public key encryption process module 280 has 
the function of generating the encrypted media key function 
value Enc (Kc-pub, Km') by encrypting the media key func­
tion value Km' received from the one-way function calcula­
tion module 240, using the recording medium public key 
Kc-pub in the recording medium certificate Kc-CERT. 
[0066] The recording medium 300 includes an updatable 
memory 301, a non-updatable memory 302, a data verifica­
tion process module 310, a public key decryption process 
module 320, an AKE execution module 330 and a Kmu' 
generating module 340. 
[0067] The updatable module 301, which is updatable and 
can be read from and written into by each of the modules 310 
to 340, holds the media key block MKB and the media key 
function value Km'. Incidentally, the media key Km may be 
held in place of the media key function value Km'. The word 
"updatable" is defined as a state in which the media key block 
MKB and the media key function value Km' can be rewritten. 
[0068] The non-updatable memory 302, which can be read 
by the modules 310 to 340 and cannot be updated, holds the 
recording medium certificate Kc-CERT, the recording 
medium private key KC-pri and the center public key Kk­
CERT. The word "non-updatable" is defined as a state in 
which the recording medium certificate Kc-CERT, the 
recording medium private key KC-pri and the center public 
key Kk-pub cannot be rewritten. 
[0069] The data verification processing module 310 has the 
function of comparing the version number of the media key 
block MKB from the host computer 200 with the version 
number of the media key block MKB in the updatable 
memory 301, the function of verifying the key generation 
center signature in the media key block MKB from the host 
computer 200 based on the center public key Kk-pub in the 
non-updatable memory 302 in the case where the comparison 
shows that the version number of the media key block MKB 
of the host computer 200 is newer, the function of starting the 
public key decryption process module 320 in the case where 
the verification is successful, and the function of rewriting the 
media key function value Km' ( or the media key Km) and the 
media key block MKB in the updatable memory 301 into the 
media key function value Km' ( or the media key Km) and the 
media key block MKB received from the host computer 200, 
respectively, in the case where the verification by the public 
key decryption process module 320 is successful. 
[0070] The public key decryption process module 320 has 
the function of decrypting the encrypted media key function 
value Enc (Kc-pub, Km') from the host computer 200 with the 
recording media key Kc-pri in the non-updatable memory 
302 in the case where the verification by the data verification 
process module 310 is successful, and the function of verify­
ing the media key function value Km' obtained by decryption, 
using the verification data Enc (Km', fixed data) in the media 
key block MKB from the host computer 200. This verification 
is carried out by decrypting the verification data Enc (Km', 
fixed data) in the media key block MKB based on the media 
key function value Km' obtained and judging whether the 
fixed data can be restored correctly or not. Incidentally, in the 
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absence of the one-way function calculation modules 150, 
240, the encrypted media key Enc (Kc-pub, Km), the media 
key Km and the verification data Enc (Km, fixed data) are 
used in place of the encrypted media key function value Enc 
(Kc-pub, Km'), the media key function value Km' and the 
verification data Enc (Km', fixed data), respectively. 
[0071] The AKE execution module 330 has the function of 
executing the AKE process with the host computer 200 based 
on the media unique key Kmu' received from the Kmu' gen­
erating module 340. 
[0072] The Kmu' generating module 340 has the function 
of generating the media unique key Kmu' by the arithmetic 
operation of the media key function value Km' in the updat­
able memory 301 after rewriting by the data verification pro­
cess module 310 and the one-way function with the media ID 
in the recording medium certificate Kc-CERT in the non­
updatable memory 302, and the function of sending out the 
media unique key Kmu' to the AKE execution module 330. 
Incidentally, in the absence of the one-way function calcula­
tion modules 150, 240, the media key Km and the media 
unique key Kmu are used in place of the media key function 
value Km' and the media unique key Kmu', respectively. 
[0073] The various modules of the systems described 
herein can be implemented as software applications, hard­
ware and/ or software modules, or components on one or more 
computers, such as servers. While the various modules are 
illustrated separately, they may share some or all of the same 
underlying logic or code. 
[0074] Next, the operation of the authentication system 
configured as described above is explained with reference to 
FIGS. 4 to 11. First, the key generation center unit 100 per­
forms the initialization and distributes the data such as the 
key. The host computer maker and the recording medium 
maker record the data distributed from the key generation 
center unit 100, in the host computer 200 and the recording 
medium 300, respectively. Nevertheless, the key generation 
center unit 100 may alternatively be so configured as to record 
the key and other data in the host computer 200 and the 
recording medium 300. Also, the host computer 200 and the 
recording medium 300 are distributed to and acquired by the 
user to execute the authentication process between the host 
computer and the recording medium on the part of the user. 
This process is sequentially explained below. 
[0075] (Initialization and Data Distribution) 
[0076] The key generation center unit 100, as shown in 
FIGS. 4 and 5, generates the device key Kd used and those 
(Kd_l to Kd_x) to be used in the future in the authentication 
system (STl), and holds the device keys Kd_l to Kd_x in the 
device key DB. 
[0077] Also, the key generation center unit 100 generates 
the public key pair of the key generation center unit 100 in 
advance (ST2). This public key pair is held in the key pair 
memory device 101. 
[0078] In the key generation center unit 100, the MKB 
generating module 120 generates a random number as the 
media key Km. This random number may be alternatively 
supplied from an external source. 
[0079] Next, the MKB generating module 120, based on 
the device keys Kd_l to Kd_x in the device key DB 110, 
encrypts the media key Km and generates the encrypted 
media keys Enc (Kd_l, Km), ... , Enc (Kd_x, Km). 
[0080] Also, the MKB generating module 120 inputs the 
media key Km to the one-way function calculation module 
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150 and receives the media key function value Km' from the 
one-way function calculation module 150. 
[0081] Further, the MKB generating module 120 encrypts 
predetermined fixed data using the media key Km and the 
media key function value Km' and thus generates the verifi­
cation data Enc (Km, fixed data) and Enc (Km', fixed data), 
respectively. 
[0082] Also, the MKB generating module 120, using the 
recording medium invalidation list and the version number 
input from an input module, not shown, executes the elec­
tronic signature process on the version number, the verifica­
tion data, the encrypted media key and the recording medium 
invalidation list using the center secret key Kk-pri in the key 
pair memory device 101, thereby generating the key genera­
tion center signature. 
[0083] After that, the MKB generating module 120, as 
shown in FIG. 2, generates the media key block MKB includ­
ing the version number, the verification data, the encrypted 
media key, the recording medium invalidation list and the key 
generation center signature (ST3). 
[0084] One of the device keys Kd_l to Kd_x, the center 
public key Kk-pub and the media key block MKB described 
above are written in the updatable memory 201 or the non­
updatable memory 202 of the host computer 200 through the 
host computer maker (ST4). Incidentally, the device key may 
be varied with each host computer 100 (for example, serial 
number) or each model (for example, model number) thereof. 
This concept of attaching the device key is determined from 
the viewpoint of system operation. The media key block 
MKB may alternatively be written by being downloaded from 
the key generation center unit 100 by the user who has pur­
chased the host computer 100 instead ofby the host computer 
maker. In the case where the media key block MKB is written 
by the host computer maker, however, the latest media key 
block MKB is advantageously spread in the authentication 
system quickly. 
[0085] Now, the steps of generating the data assigned to the 
recording medium 300 are described. 
[0086] In the key generation center unit 100, the public key 
generating module 140 generates pairs of public keys, includ­
ing the recording medium public key Kc-pub and the record­
ing medium secret key Kc-pri according to the public key 
algorithm such as RSA (ST5). 
[0087] In the key generation center unit 100, the media ID 
generating module 130 generates the media ID in such a 
manner as not to duplicate a past media ID by issuing the 
serial number, for example. Incidentally, the media ID may be 
assigned from an external source instead of being generated 
in the key generation center unit 100. Also, either one of the 
public key generating module 140 and the media ID generat­
ing module 130 may operate before the other. 
[0088] Next, in the key generation center unit 100, the 
certificate generating module 160, as shown in FIG. 3, gen­
erates the electronic signature for the media ID and the 
recording medium public key Kc-pub based on the center 
secret key Kk-pri to thereby generate the recording medium 
certificate Kc-CERT (ST6). 
[0089] Also, in the key generation center unit 100, the 
one-way function calculation module 150 calculates the 
media key function value Km' according to the one-way func­
tion from the media key Km received from the MKB gener­
ating module 120 (ST7). 
[0090] The media key block MKB and the corresponding 
media key function value Km', the recording medium certifi-
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cate Kc-CERT, the recording medium secret key Kc-pri and 
the center public key Kk-pub are written in the updatable 
memory 301 or the non-updatable memory 302 of the record­
ing medium 300 through the recording medium maker (ST8). 
[0091] (Authentication Between Host Computer and 
Recording Medium) 
[0092] First, the authentication operation is briefly 
described. 
[0093] The authentication operation between the host com­
puter 200 and the recording medium 300 is varied with the 
result of comparison between the version number of the 
media key block MKB in the host computer 200 and the 
version number of the media key block MKB in the recording 
medium 300. The result of comparison of the version num­
bers is one of the following three cases: 
[0094] (1) The version numbers of the media key blocks 
MKB of the host computer 200 and the recording medium 
300 are identical to each other. 
[0095] (2) The version number of the media key block 
MKB of the recording medium 300 is newer than that of the 
host computer 200. 
[0096] (3) The version number of the media key block 
MKB of the host computer 200 is newer than that of the 
recording medium 300. 
[0097] In the cases of (2) or (3), the older media key block 
MKB is updated. After completion of the process of updating 
the media key block MKB, the host computer 200 and the 
recording medium 300 execute the authentication and key 
exchange process AKE. The authentication and key exchange 
process AKE is described, for example, in "Alfred J. Men­
ezes, Paul C. Van Oorschot, Scott A. Vanstone, Handbook of 
Applied Cryptography, CRC Press, 1996". This authentica­
tion and key exchange process AKE is not described in detail 
here. The host computer 200 and the recording medium 300 
compute the common media unique key Kmu' used for the 
authentication and key exchange process AKE, according to 
the one-way function from the media key function value Km' 
(or the media key Km) and the media ID. This calculation 
may be made internally, for example, when the media key 
function value Km' ( or the media key Km) and the media ID 
are recorded. 
[0098] Next, the aforementioned cases (1) to (3) are 
described in more detail. 
[0099] (1) In the case where the version numbers of the 
media key blocks MKB of the host computer 200 and the 
recording medium 300 are identical to each other (FIGS. 6 
and 7) 
[0100] The host computer 200 reads the media key block 
MKB in the updatable memory 301 and the recording 
medium certificate Kc-CERT in the non-updatable memory 
302 from therecordingmedium300 (STl0). Then, in the host 
computer 200, the MKB verification/updating module 220 
compares the version number of the media key block MKB 
read from the recording medium 3 00 with the version number 
of the media key block MKB in the updatable memory 201 
(ST20). 
[0101] In the case where the comparison result shows that 
the two version numbers are identical (ST30), the media key 
blocks MKB are not updated. 
[0102] Next, in the host computer 200, the certificate veri­
fication module 250 verifies the key generation center signa­
ture of the recording medium certificate Kc-CERT based on 
the center public key Kk-pub in the non-updatable memory 
202 (ST31), and suspends the process in the case of a verifi-
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cation failure. In the case under consideration, however, the 
verification is assumed to be successful. 
[0103] Once the verification succeeds, the recording 
medium verification module 230 reads the media ID from the 
recording medium certificate Kc-CERT (ST32) and judges 
whether the media ID is contained in the recording medium 
invalidation list of the media key block MKB in the updatable 
memory 201 or not (ST33). 
[0104] In the case where the judgment in block ST33 shows 
that the media ID in the recording medium certificate Kc­
CERT is contained in the recording medium invalidation list, 
the recording medium 300 is invalidated. In the case under 
consideration, however, the media ID is assumed not to be 
contained in the recording medium invalidation list. The 
invalidation process appropriately executable based on the 
application policy includes the case in which (a) the process 
continues to be executed, (2) the process is suspended or (3) 
the reading process is executed but not the writing process for 
the recording medium 300. The invalidation process of any 
one of (a) to (c), if predetermined, is executed by the host 
computer 200. 
[0105] In the case where the judgment in block ST33 shows 
that the recording medium 300 is not to be invalidated, on the 
other hand, the MKB processing module 210 executes the 
MKB process of the media key block MKB from the record­
ing medium 300 based on the device key Kd in the non­
updatable memory 202 (ST34). The media key Km obtained 
by this MKB process is sent out to the one-way function 
calculation module 240. 
[0106] The one-way function calculation module 240 gen­
erates the media key function value Km' by calculating the 
one-way function of the media key Km (ST35) and sends out 
the media key function value Km' to the Kmu' generating 
module 260. 
[0107] The Kmu' generating module 260, based on the 
media ID and the media key function value Km' in the record­
ing medium certificate Kc-CERT, computes the one-way 
function "one way( )" thereby to generate the media unique 
key Kmu'=one way (Km', media ID) (ST36). This media 
unique key Kmu' is sent out from the Kmu' generating module 
260 to the AKE execution module 270. 
[0108] The AKE execution module 270, based on this 
media unique key Kmu', executes the AKE process with the 
AKE execution module 330 of the recording medium 300. 
[0109] Incidentally, in the Kmu' generating module 340 of 
the recording medium 300, as described above, the common 
media unique key Kmu' used for AKE is computed by the 
one-way function from the media key function value Km' and 
the media ID and input to the AKE execution module 330, for 
example, when the media key function value Km' and the 
media ID are recorded. The AKE execution module 330 of the 
recording medium 300, therefore, can use the common media 
unique key Kmu'. 
[0110] (2) In the case where the version number of the 
media key block MKB of the recording medium is newer than 
that of the host computer (FIGS. 8 and 7) 
[0111] Assume that the host computer 200 executes blocks 
STlO to ST20 as in the aforementioned case and the compari­
son executed in block ST20 shows that the version number of 
the media key block MKB from the recording medium 300 is 
newer (ST30a). 
[0112] As in the preceding case, the host computer 200 
executes the verification of block ST31 and suspends the 
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process in the case of a verification failure. For the present 
purpose, however, assume that the verification is successful. 
[0113] Once the verification ends in a success, the MKB 
verification/updating module 220, based on the center public 
key Kk-pub in the non-updatable memory 202, verifies the 
key generation center signature of the media key block MKB 
from the recording medium 300 (ST31a-l), and in the case of 
a failure, suspends the process. For the present purpose, how­
ever, assume that the verification is successful. 
[0114] Once the verification in block ST31a-l is success­
ful, the MKB verification/updating module 220 rewrites the 
media key block MKB in the updatable memory 201 to the 
media key block MKB from the recording medium 300 
(ST3la-2). 
[0115] After this rewrite operation, the host computer 200, 
as in the case (1) described above, executes blocks ST32 to 
ST36, and then executes the AKE process. 
[0116] (3) In the case where the version number of the 
media key block MKB of the host computer is newer than that 
of the recording medium (FIGS. 9 to 11) 
[0117] Assume that the host computer 200 executes blocks 
STlO to ST20 as in the preceding case and that the compari­
son in block S T20 shows that the version number of the media 
key block MKB in the host computer 200 is newer (ST30b). 
[0118] In this case, the host computer 200, as in the case (1) 
described above, executes the process of blocks ST32 to 
ST35, and the one-way function calculation module 240 gen­
erates the media key function value Km' (ST35). The one-way 
function calculation module 240 sends out the media key 
function value Km' to the public key encryption processing 
module 280. 
[0119] The public key encryption processing module 280 
encrypts the media key function value Km' with the recording 
medium public key Kc-pub in the recording medium certifi­
cate Kc-CERT (ST36b) and thus generates the encrypted 
media key function value Enc (Kc-pub, Km') (expressed as 
the encrypted Km' in the drawings). 
[0120] After that, the host computer 200 sends the 
encrypted media key function value Enc (Kc-pub, Km') and 
the media key block MKB in the updatable memory 201 to the 
recording medium 300 (ST37). 
[0121] In the recording medium 300, upon receipt of the 
encrypted media key function value Enc (Kc-pub, Km') and 
the media key block MKB, the data verification process mod­
ule 310 compares the version number of the media key block 
MKB from the host computer 200 with that of the media key 
block MKB in the updatable memory 301 (ST38). 
[0122] In the case where the comparison shows that the 
version number of the media key block MKB of the recording 
medium 300 is newer than or identical to the other version 
number, the process is suspended. The process is executed 
further, on the other hand, in the case where the version 
number of the media key block MKB of the host computer 
200 is newer. 
[0123] Next, the data verification process module 310, 
based on the center public key Kk-pub in the non-updatable 
memory 302, verifies the key generation center signature in 
the media key block MKB from the host computer 200 
(ST39), and in the case of a verification failure, the process is 
suspended. An explanation is given below about a case in 
which the verification is successful. 
[0124] Once the verification succeeds, the public key 
decryption process module 320 decrypts the encrypted media 
key function value Enc (Kc-pub, Km') from the host computer 

Exhibit 1010 
Page 41 of 50



US 2012/0272065 Al 

200 with the recording medium secret key Kc-pri in the 
non-updatable memory 302 (ST40). Then, the public key 
decryption process module 320 verifies the decrypted media 
key function value Km' with the verification data Enc (Km', 
fixed data) in the media key block MKB from the host com­
puter 200 (ST41). In the verification in block ST41, the veri­
fication data Enc (Km', fixed data) is decrypted based on the 
media key function value Km' obtained by the decryption 
process of block ST40, and the fixed data obtained by the 
decryption is compared with the fixed data held in the public 
key decryption process module 320. In the case where both 
fixed data are coincident, the verification is judged as a suc­
cess, and vice versa. In the case where the verification in block 
ST41 fails, the process is suspended. Nevertheless, the veri­
fication is assumed to be a success in the case under consid­
eration. 
[0125] Once the verification in block ST41 is successful, 
the data verification process module 310 rewrites the media 
key block MKB and the media key function value Km' in the 
updatable memory 301 to the media key block MKB and the 
media key function value Km', respectively, received from the 
host computer 200 (ST42). The Kmu' generating module 340 
generates the media unique key Kmu' by arithmetic operation 
of the one-way function of the media key function value Km' 
after the rewrite operation in block ST42 and the media ID in 
the recording medium certificate Kc-CERT in the non-updat­
able memory 302. 
[0126] The host computer 200, on the other hand, returns 
the process to block STl0 and executes it again after data 
transmission in block ST37. In the case where the updating of 
the recording medium 300 is successful, the version numbers 
are identical as the result of comparison in block ST20, the 
process (1) [In the case where the version numbers of the 
media key blocks MKB of the host computer 200 and the 
recording medium 300 are identical] is executed. In the case 
where the process is suspended in the recording medium 300, 
on the other hand, the information on the process suspension 
may be notified to the host computer 200 as a message. 
[0127] As explained above, according to this embodiment, 
in the case where the version number of the media key block 
MKB from the recording medium 300 is newer than that of 
the media key block MKB in the host computer 200, the host 
computer executes the process other than AKE and thus 
reduces the load on the recording medium while at the same 
time maintaining the existing mechanism of removing the 
illegal devices by verifying the recording medium certificate 
Kc-CERT and the media key block MKB and confirming the 
recording medium invalidation list. As a result, the load of the 
mutual authentication process between the recording medium 
and the host computer can be reduced. 
[0128] Also, in the case where the version number of the 
media key block MKB in the host computer 200 is newer than 
that of the media key block MKB from the recording medium 
300, the host computer executes the encryption process 
according to the public key encryption scheme and the 
recording medium executes the decryption process according 
to the public key encryption scheme while at the same time 
maintaining the existing mechanism of removing the illegal 
devices by verifying the recording medium certificate Kc­
CERT and the media key block MKB and confirming the 
recording medium invalidation list. As compared with the 
conventional method in which both the host computer and the 
recording medium execute the encryption process and the 
decryption process, therefore, the load on the recording 
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medium is reduced, and so is the load of the mutual authen­
tication process between the recording medium and the host 
computer. 
[0129] Further, a method can be realized in which the media 
key block MKB of the host computer 200 and the recording 
medium 300 is updated to the newest one while at the same 
time reducing the computation process on the part of the 
recording medium 300. 
[0130] Also, the newest media key block MKB is held in 
the recording medium 300 and the host computer 200, and the 
host computer 200 judges whether the media key block MKB 
is to be updated or not. In this way, either the media key block 
MKB of the host computer 200 or the media key block MKB 
of the recording medium 300 is updated. 
[0131] Further, the data legitimacy can be confirmed and 
the mutual authentication process between the host computer 
200 and the recording medium 300 can be executed using the 
media key block MKB while at the same time reducing the 
computation process in the recording medium 300. 

Second Embodiment 

[0132] FIG. 12 is a diagram showing a general configura­
tion of the authentication system according to a second 
embodiment of the invention. This authentication system is 
configured of a key generation center unit 500, a host com­
puter 600 and a recording medium 700. Although the whole 
system is actually configured of one key generation center 
unit, plural host computers and plural recording media, the 
explanation that follows deals with a configuration including 
one host computer and one recording medium as a typical 
example. 
[0133] The key generation center unit 500 includes a device 
key DB 510, an MKB generating module 520, a version 
number generating module 530, a Km generating module 
540, a one-way function calculation module 550 and a media 
ID generating module 560. Incidentally, the one-way func­
tion calculation module 550 may be omitted, in which case 
the updatable memory 702 of the recording medium 700 
stores the media key Km. 
[0134] The device key DB (Database) 510 is a random 
access memory unit that can be read from or written into for 
holding the device keys Kd_hl to Kd_hx and Kd_cl to Kd_cy 
generated in advance. Incidentally, the device keys Kd_hl to 
Kd_hx having the affix hare used for the host computer 600, 
while the device keys Kd_cl to Kd_cy having the affix care 
used for the recording medium 700. 
[0135] The MKB generating module 520 has the function 
of, upon receipt of the version number from the version num­
ber generating module 530, calculating the exclusive logic 
sum xor between the media key Km and the particular version 
number thereby to obtain the media key xor value, the func­
tion of encrypting the media key xorvalue based on the device 
keys Kd_hl to Kd_hx in the device key DB 510 and gener­
ating the encrypted media key xor value Enc (Kd_hl, Km xor 
version number), ... , Enc (Kd_hx, Km xor version number), 
the function of receiving the media key function value Km' 
from the one-way function calculation module 550, the func­
tion of obtaining the media key function xor value by calcu­
lating the exclusive logic sum xor between the media key 
function value Km' and the version number, the function of 
encrypting the media key function xor value based on the 
device keys Kd_cl to Kd_cy in the device key DB 510 and 
generating the encrypted media key function xor value Enc 
(Kd_cl, Km' xorversionnumber), ... , Enc (Kd_cy, Km' xor 
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version number), and the function of generating the media 
key block MKB including the version number, the verifica­
tion data, the encrypted media key xor value and the 
encrypted media key function xor value. 
[0136] The media key block MKB according to this 
embodiment, unlike in the first embodiment, does not include 
the recording medium invalidation list and the key generation 
center signature, and instead includes, as shown in FIG. 13, 
the version number, the verification data, the encrypted media 
key xorvalue and the encrypted media key function xor value. 
[0137] The version number, the verification data Enc (Km, 
fixed data) and Enc (Km', fixed data) are described above. 
[0138] The encrypted media key xor values Enc (Kd_hl, 
Km xor version number), ... , Enc (Kd_hx, Km xor version 
number) are the media key xor values (Km xor version num­
bers) encrypted by the predetermined device keys Kd_hl, .. 
. , Kd_hx. The media key xor value is the result of calculation 
of the exclusive logic sum between the media key Km and the 
version number, and can be restored by decrypting the 
encrypted media key xor value using the device keys Kd_hl, 
... , Kd_hx. The media key Km can be restored as the result 
of calculation of the exclusive logic sum between the media 
key xor value (Km xor version number) and the version 
number. 
[0139] The encrypted media key function xor value Enc 
(Kd_cl, Km' xorversionnumber), ... , Enc (Kd_cx, Km' xor 
version number) are the media key function xor value (Km' 
xor version number) encrypted by the predetermined device 
keys Kd_cl, ... , Kd_cy. The media key function xor value is 
the result of calculation of the exclusive logic sum between 
the media key function value Km' and the version number, 
and can be restored by decrypting the encrypted media key 
function xor value using the device keys Kd_cl, ... , Kd_cy. 
The media key function Km' can be restored as the result of 
calculation of the exclusive logic sum between the media key 
function xor value (Km' xor version number) and the version 
number. 
[0140] Specifically, the feature of the media key block 
MKB according to this embodiment is that as described later, 
both the media key Km and the media key function value Km' 
can be derived from the device key Kd_h stored in the host 
computer 600, while only the media key function value Km' 
can be derived from the device key Kd_c stored in the record­
ing medium 700. 
[0141] Incidentally, the correct media key Km cannot be 
derived from the device keys Kd_hl, ... , Kd_hx associated 
with what is recognized as an illegal host computer. Further, 
the correct media key function value Km' cannot be derived 
from the device key Kd_c associated with what is recognized 
as an illegal recording medium. 
[0142] The version number generating module 530 has the 
function of generating, upon receipt of a version number 
generation request from the MKB processing module 520, the 
newest version number of the media key block MKB and 
sends it out to the MKB generating module 520. 
[0143] The Km generating module 540 has the function of 
generating the media key Km by random number generation 
and the function of sending out the particular media key Km 
to the MKB generating module 520 and the one-way function 
calculation module 550. 
[0144] The one-way function calculation module 550 has 
the function of arithmetic operation of the one-way function 
of the media key Km received from the Km generating mod­
ule 540 and calculating the media key function value Km' as 
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the result of arithmetic operation and the function of sending 
out the media key function value Km' to the MKB generating 
module 520. Incidentally, the media key function value Km' 
may also be called the media key hash value Km'. 
[0145] The media ID generating module 560, as described 
above, has the function of generating the media ID in such a 
manner as not to duplicate a media ID generated in the past, 
by issuing the serial number or the like. 
[0146] The host computer 600 includes an updatable 
memory 601, a non-updatable memory 602, an MKB pro­
cessing module 610, an MKB comparison module 620, a 
one-way function calculation module 630, a Kmu' generating 
module 640 and an AKE execution module 650. Incidentally, 
the one-way function calculation module 630 may be omit­
ted, in which case the media key Km is used in place of the 
media key function value Km' on the one hand and the media 
unique key Kmu=one way (Km, media ID) is used in place of 
the media unique key Kmu'=one way (Km', media ID) on the 
other hand. 
[0147] The updatable memory 601 is an updatable random 
access memory that can be read from or written into by the 
modules 610 to 650, and holds the media key block MKB. 
The word "updatable" is defined as a state in which the media 
key block MKB can be rewritten as described above. 
[0148] The non-updatable memory 602, readable from the 
modules 610 to 650 and updatable, holds one device key 
Kd_h. Incidentally, the one device key Kd_h may be any one 
of the x device keys Kd_hl to Kd_hx. Also, the word "non­
updatable" is defined as a state in which the device keys and 
the media ID cannot be rewritten. 
[0149] The MKB processing module 610 has the function 
of executing the MKB process on the media key block MKB 
from the recording medium 700 based on the device key Kd_h 
in the non-updatable memory 602, the function of sending out 
the media key block MKB from the recording medium 700 to 
the MKB comparison module 620, and the function of send­
ing out the media key Km obtained by the MKB process to the 
one-way function calculation module 240. 
[0150] The MKB comparison module 620 has the function 
of comparing the version number of the media key block 
MKB of the recording medium 700 received from the MKB 
processing module 610 with the version number of the media 
key block MKB in the updatable memory 601, the function of 
not executing the updating process for the media key block 
MKB in the case where the comparison result shows that both 
version numbers are identical or the version number of the 
media key block MKB in the updatable memory 201 is newer, 
and the function of rewriting the media key block MKB in the 
updatable memory 601 to the media key block MKB from the 
recording medium 700 in the case where the comparison 
result shows that the version number of the media key block 
MKB read from the recording medium 700 is newer. 
[0151] The one-way function calculation module 630 has 
the function of generating the media key function value Km' 
by the arithmetic operation of the one-way function of the 
media key Km sent out from the MKB processing module 
610, and the function of sending out the media key function 
value Km' to the Kmu' generating module 640. 
[0152] The Kmu' generating module 640 has the function 
of generating the media unique key Kmu'=one way (Km', 
media ID) by calculating the one-way function "one way()" 
based on the media ID read from the recording medium 700 
and the media key function value Km' received from the 
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one-way function calculation module 630 and the function of 
sending out the media unique key Kmu' to the AKE execution 
module 650. 
[0153] The AKE execution module 650 has the function of 
executing the AKE process with the recording medium 700 
based on the media unique key Kmu' received from the Kmu' 
generating module 640. 
[0154] The recording medium 700 includes an updatable 
memory 701, a non-updatable memory 702, an MKB pro­
cessing module 710, an MKB comparison module 720, an 
AKE execution module 730 and a Kmu' generating module 
740. 
[0155] The updatable memory 701, which is an updatable 
random access memory that can be read from or written into 
by the modules 710 to 740, holds the media key block MKB 
and the media key function value Km'. Incidentally, the media 
key function value Km' may be replaced with the media key 
Km. The word "updatable" is defined as a state in which the 
media key block MKB and the media key function value Km' 
can be rewritten. 

[0156] The non-updatable memory 702, which cannot be 
updated and can be read by the modules 710 to 740, holds the 
device key Kd_c and the media ID. The word "non-updat­
able" is defined as a state in which the device key Kd_c and 
the media ID cannot be rewritten. 

[0157] The MKB processing module 710 has the function 
of executing the MKB process on the media key block MKB 
from the host computer 600 based on the device key Kd_c in 
the non-updatable memory 702, the function of sending out 
the media key block MKB from the recording medium 700 to 
the MKB comparison module 720, the function of decrypt­
ing, with the device key Kd_c in the non-updatable memory 
702, the encrypted media key function xor vale Enc (Kd_c, 
Km' xor version number) in the media key block MKB from 
the host computer 600 in the case where the comparison result 
by the MKB comparison module 720 shows that the version 
number of the media key block MKB of the host computer 
600 is newer, the function of calculating the exclusive logic 
sum between the decrypted media key function xor value and 
the version number in the media key block MKB of the host 
computer 600 and obtaining the media key function value 
Km' by this calculation, the function of verifying the media 
key function value Km' using the verification data Enc (Km', 
fixed data) in the media key block MKB from the host com­
puter 600, and the function of rewriting the media key block 
MKB and the media key function value Km' in the updatable 
memory 701 to the media key block MKB received from the 
host computer 600 and the media key function value Km' 
obtained from the particular media key block MKB, respec­
tively, in the case where the verification is successful. Inci­
dentally, in the case where the one-way function calculation 
modules 550, 630 are omitted, the encrypted media key xor 
value Enc (Kd_c, Km xor version number), the media key Km 
and the verification data Enc (Km, fixed data) are used in 
place of the encrypted media key function xor value Enc 
(Kd_c, Km' xor version number), the media key function 
value Km' and the verification data Enc (Km', fixed data), 
respectively. 
[0158] The MKB comparison module 720 has the function 
of comparing the version number of the media key block 
MKB of the host computer 600 received from the MKB 
processing module 710 with the version number of the media 
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key block MKB in the updatable memory 701 and the func­
tion of sending out the result of comparison to the MKB 
processing module 710. 
[0159] The AKE execution module 730 has the function of 
executing the AKE process with the host computer 600 based 
on the media unique key Kmu' received from the Kmu' gen­
erating module 740. 
[0160] The Kmu' generating module 740 has the function 
of generating the media unique key Kmu' by the arithmetic 
operation of the one-way function of the media key function 
value Km' in the updatable memory 701 after the rewrite 
operation of the MKB processing module 710 and the media 
ID in the non-updatable memory 702, and the function of 
sending out the media unique key Kmu' to the AKE execution 
module 730. Incidentally, in the case where the one-way 
function calculation modules 550, 63 0 are omitted, the media 
key Km and the media unique key Kmu are used in place of 
the media key function value Km' and the media unique key 
Kmu', respectively. 
[0161] Next, the operation of the authentication system 
configured as described above is explained with reference to 
FIGS. 14 to 20. First, the key generation center unit 500 
carries out the initialization and the distribution of the key and 
other data. The host computer maker and the recording 
medium maker record the data distributed from the key gen­
eration center unit 500 in the host computer 600 and each 
recording medium 700, respectively. Nevertheless, the data 
including the key may alternatively be recorded in the host 
computer 600 and each recording medium 700 by the key 
generation center unit 500. Also, the host computer 600 and 
the recording medium 700 are each distributed and acquired 
by the user thereby to execute the authentication process 
between the host computer and the recording medium on the 
part of the user. This process is sequentially explained below. 
[0162] (Initialization and Data Distribution) 
[0163] The key generation center unit 500, as shown in 
FIGS. 14 and 15, generates the device keys Kd including 
those (Kd_hl to Kd_hx, Kd_cl to Kd_cy) for future use by 
the authentication system (ST101) and holds these device 
keys Kd_hl to Kd_hx, Kd_cl to Kd_cy in the device key DB. 
[0164] Also, in the key generation center unit 500, the Km 
generating module 540 generates a random number as a 
media key Km (ST102), and sends out the media key Km to 
the MKB generating module 520 and the one-way function 
calculation module 550. Incidentally, this random number 
may be given from an external source. 
[0165] The one-way function calculation module 550 cal­
culates the one-way function based on this media key Km 
thereby to generate the media key function value Km' 
(ST103), and sends out this media key function value Km' to 
the MKB generating module 520. 
[0166] The MKB generating module 520 sends out aver­
sion number generation request to the version number gener­
ating module 530. The version number generating module 
530, upon receipt of the version number generation request, 
generates the MKB version number and sends it out to the 
MKB generating module 520. 
[0167] Next, the MKB generating module 520, upon 
receipt of the version number, calculates the exclusive logic 
sum xor between the media key Km and the particular version 
number thereby to obtain the media key xor value. 
[0168] The MKB generating module 520, based on the 
device keys Kd_hl to Kd_hx in the device key DB 510, 
encrypts the media key xor value and generates the encrypted 
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media key xor values Enc (Kd_hl, Km xor version number), 
... , Enc (Kd_hx, Km xor version number). 

[0169] In a similar fashion, the MKB generating module 
520 calculates the exclusive logic sum xor of the media key 
function value Km' and the version number and thus obtains 
the media key function xor value. 
[0170] The MKB generating module 520, based on the 
device keys Kd_cl to Kd_cy in the device key DB 510, 
encrypts the media key function xor value and thus generates 
the encrypted media key function xor values Enc (Kd_cl, 
Km' xor version number), ... , Enc (Kd_cy, Km' xor version 
number). 
[0171] Further, the MKB generating module 520 encrypts 
predetermined unique data with the media key Km and the 
media key function value Km' thereby to generate the verifi­
cation data Enc (Km, fixed data) and Enc (Km', fixed data), 
respectively. 
[0172] After that, the MKB generating module 520, as 
shown in FIG. 13, generates the media key block MKB 
including the version number, the verification data, the 
encrypted media key xor value and the encrypted media key 
function xor value (S Tl 04). 
[0173] Any one device key Kd_h of the device keys Kd_hl 
to Kd_hx and the media key block MKB are written in the 
updatable memory 601 or the non-updatable memory 602 of 
the host computer 600 through the host computer maker 
(ST105). Incidentally, the manner in which the device key is 
assigned is determined from the viewpoint of system appli­
cation as described above. Also, the media key block MKB, as 
described above, may be downloaded from the key generation 
center unit 500 and written in the host computer 600 by the 
user. 
[0174] Now, the steps of generating the data to be stored in 
the recording medium 700 are explained. 
[0175] In the key generation center unit 500, the media ID 
generating module 560 generates the media ID by issuing the 
serial numbers or the like (ST106). Incidentally, the media ID 
may alternatively be acquired from an external source instead 
of being generated in the key generation center unit 500. 
[0176] The aforementioned any one device key Kd_c of the 
device keys Kd_cl to Kd_cy, the media ID, the media key 
block MKB and the media key function value Km' corre­
sponding to the media key block MKB are written in the 
updatable memory 701 or the non-updatable memory 702 of 
the recording medium 700 through the recording medium 
maker (ST107). Incidentally, the media unique key Kmu' 
calculated in advance may be used in place of the media key 
function value Km'. 
[0177] (Authentication Between Host Computer and 
Recording Medium) 
[0178] First, an outline is described. 
[0179] The authentication operation between the host com­
puter 600 and the recording medium 700, as described above, 
is varied with the result (1) to (3) of the comparison between 
the version number of the media key block MKB in the host 
computer 600 and the version number of the media key block 
MKB in the recording medium 700. Also, after the end of the 
MKB update process, the authentication process and key 
exchange process AKE are executed in the same manner as 
described above. 
[0180] Now, the cases (1) to (3) described above are 
explained in more detail. 
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[0181] (1) The case in which the version numbers of the 
media key blocks MKB of the host computer 600 and the 
recording medium 700 are identical to each other (see FIGS. 
16 and 17). 
[0182] The host computer 600 reads the media key block 
MKB in the updatable memory 701 and the media ID in the 
non-updatable memory 702 from the recording medium 700 
(STllO). 
[0183] Then, in the host computer 600, the MKB process­
ing module 610 processes the media key block MKB from the 
recording medium 700 based on the device key Kd_h in the 
non-updatable memory 602 (ST120) and sends out the media 
key block MKB from the recording medium 700 to the MKB 
comparison module 620. 
[0184] The MKB comparison module 620 compares the 
version number of the media key block MKB of the recording 
medium 700 with the version number of the media key block 
MKB in the updatable memory 601 (ST130). 
[0185] In the case where the comparison shows that the two 
version numbers are identical to each other (ST140), the 
media key block MKB is not updated. 
[0186] Next, in the host computer 600, the media key Km 
obtained by the MKB process in block ST120 is sent out to the 
one-way function calculation module 630 by the MKB pro­
cessing module 610. 
[0187] The one-way function calculation module 630 gen­
erates the media key function value Km' by the arithmetic 
operation of the one-way function of the media key Km 
(ST141), and sends out the particular media key function 
value Km' to the Kmu' generating module 640. 
[0188] The Kmu' generating module 640 calculates the 
one-way function "one way( )" based on the media ID read 
from the recording medium 700 and the media key function 
value Km' thereby to generate the media unique key 
Kmu'=oneway (Km', media ID) (ST142). This process can be 
omitted in the case where the media unique key Kmu' is 
recorded in advance. This media unique key Kmu' is sent out 
to the AKE execution module 650 from the Kmu' generating 
module 640. 
[0189] The AKE execution module 650, based on the media 
unique key Kmu', executes the AKE process with the AKE 
execution module 730 of the recording medium 700. 
[0190] Incidentally, the Kmu' generating module 7 40 of the 
recording medium 700, as described above, calculates the 
common media unique key Kmu' for AKE from the media key 
function value Km' and the media ID and inputs them to the 
AKE execution module 330. As a result, the AKE execution 
module 730 of the recording medium 700 can use the com­
mon media unique key Kmu'. 
[0191] (2) The case in which the version number of the 
media key block MKB of the recording medium is newer than 
that of the host computer (see FIGS. 18 and 17). 
[0192] Assume that, as described above, the host computer 
600 executes blocks STll0 to ST130 and the comparison in 
block ST130 shows that the version number of the media key 
block MKB from the recording medium 700 is newer 
(ST140a). 
[0193] In this case, the MKB comparison module 620 
rewrites the media key block MKB in the updatable memory 
601 to the media key block MKB from the recording medium 
700 (ST140a-l). 
[0194] After this rewrite operation, the host computer 600, 
as described in (1 ), executes both the process of blocks ST141 
to ST142 and the AKE process. 
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[0195] (3) The case in which the version number of the 
media key block MKB of the host computer is newer than that 
of the recording medium (see FIGS. 19 and 20). 
[0196] Assume that the host computer 600, in the same 
manner as described above, executes blocks STll0 to ST130 
and the comparison in block ST130 shows that the version 
number of the media key block MKB in the host computer 
600 is newer (ST140b). 
[0197] In this case, the host computer 600 transmits the 
media key block MKB in the updatable memory 601 to the 
recording medium 700 (ST150). 
[0198] In the recording medium 700, upon receipt of the 
media key block MKB, the MKB processing module 710 
processes the media key block MKB from the host computer 
600 based on the device key Kd_c in the non-updatable 
memory 702 (ST151) and sends out the media key block 
MKB from the recording medium 700 to the MKB compari­
son module 720. 
[0199] The MKB comparison module 720 compares the 
version number of the media key block MKB from the host 
computer 600 with the version number of the media key block 
MKB in the updatable memory 701 (ST152) and sends out the 
comparison result to the MKB processing module 710. 
[0200] In the case where the comparison shows that the 
version number of the media key block MKB of the recording 
medium 700 is newer or identical, the process is suspended. 
In the case where the version number of the media key block 
MKB of the host computer 600 is newer, on the other hand, 
the process is advanced. 
[0201] In the case where the version number of the media 
key block MKB of the host computer 600 is newer, the MKB 
processing module 710 can execute any of four processes (1) 
to (4) described below in accordance with the format of the 
media key block MKB. 
[0202] (1) In the case of the media key block MKB shown 
in FIG. 13, the process of determining the media key function 
value Km' by the decryption and the xor operation of the 
encrypted media key function xor value Enc (Kd_c, Km' xor 
version number) in the media key block MKB and the process 
of verifying the determined media key function value Km' 
with the verification data Enc (Km', fixed data) in the media 
key block MKB. 
[0203] (2) In the case where the encrypted media key func­
tion reversible computation value Enc (Kd_c, Km'+version 
number) is used in place of the encrypted media key function 
xor value Enc (Kd_ c, Km' xor version number) shown in FIG. 
13, the process of determining the media key function value 
Km' by the decryption process and the reversible operation 
(for example, subtraction"-" against addition"+") from the 
encrypted media key function reversible computation value 
Enc (Kd_c, Km' +version number) and the process of verify­
ing the determined media key function value Km' with the 
verification data Enc (Km', fixed data) in the media key block 
MKB. Incidentally, the reversible operation is not limited to 
the subtraction "-" against the addition "+" or the inverse 
thereof (the addition"+" against the subtraction"-"), and any 
operation is applicable. The exclusive logic sum of (1) above 
is also an example of the reversible operation. 
[0204] (3) In the case where the encrypted media key func­
tion xor value Enc (Kd_c, Km' xor version numberllversion 
number) encrypted from the concatenated data with the ver­
sion number concatenated to the media key function xor value 
is used in place of the encrypted media key function xor value 
Enc (Kd_c, Km' xor version number) shown in FIG. 13, the 
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process of determining the concatenated data "Km' xor ver­
sion numberllversion number" by the decryption of the 
encrypted media key function xor value Enc (Kd_c, Km' xor 
version numberllversion number), the process of comparing 
the "version number" of a part of the concatenated data with 
the version number in the media key block MKB and con­
firming that the comparison shows the coincidence of the 
version numbers and that the version number is not altered, 
the process of subsequently determining the media key func­
tion value Km' by the xor operation similar to (1) above, and 
the process of verifying the determined media key function 
value Km' with the verification data Enc (Km', fixed data) in 
the media key block MKB. 
[0205] ( 4) In the case where the verification data Enc (Km', 
fixed datallversion number) encrypted from the concatenated 
data with the version number concatenated to the fixed data is 
used in place of the verification data Enc (Km', fixed data) 
shown in FIG. 13, the process of determining the media key 
function value Km' in the same manner as in the case (1) or 
(2), the process of decrypting the verification data Enc (Km', 
fixed datallversion number) in the media key block MKB 
based on the media key function value Km' thus determined, 
the process of comparing the "version number" of a part of the 
decrypted concatenated data of"fixed datallversion number" 
with the version number in the media key block MKB and 
confirming that the comparison shows the coincidence of the 
version numbers and that the version number is not altered, 
and the process of subsequently verifying the "fixed data" 
constituting a part of the concatenated data. 
[0206] The case described below concerns the execution of 
the process (1 ). 
[0207] Next, the MKB processing module 710 decrypts the 
encrypted media key function xor value Enc (Kd_c, Km' xor 
version number) in the media key block MKB from the host 
computer 600 with the device key Kd_c in the non-updatable 
memory 702. Then, the MKB processing module 710 calcu­
lates the exclusive logic sum of the decrypted media key 
function xor value and the version number in the media key 
block MKB from the host computer 600 thereby to obtain the 
media key function value Km'. 
[0208] After that, the MKB processing module 710 verifies 
the media key function value Km' with the verification data 
Enc (Km', fixed data) in the media key block MKB from the 
host computer 600. In this verification, as described above, 
the verification data Enc (Km', fixed data) is decrypted based 
on the media key function value Km' obtained by decryption, 
and the fixed data obtained by this decryption process is 
compared with the fixed data held in the MKB processing 
module 710. Thus, the verification is judged as a success in 
the case where the two pieces of fixed data are coincident and 
as a failure otherwise. 
[0209] Once the verification is successful, the MKB pro­
cessing module 710 rewrites the media key block MKB and 
the media key function value Km' in the updatable memory 
701 to the media key block MKB received from the host 
computer 600 and the media key function value Km' obtained 
from this particular media key block MKB, respectively 
(ST153). The Kmu' generating module 740 generates the 
media unique key Kmu' by arithmetic operation of the one­
way function of the media key function value Km' after the 
rewrite operation in block ST153 and the media ID in the 
non-updatable memory 702. 
[0210] In the case where this verification ends in a failure, 
the recording medium 700 suspends the process of updating 
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the media key block MKB. Specifically, the device key Kd_c 
held in the non-updatable memory 702 of the recording 
medium 700 is removed as an illegal recording medium, and 
therefore, the media key block MKB cannot be updated. 
Incidentally, whether the following AKE process is to be 
executed or not is appropriately determined according to the 
operation policy such as (1) the process is continued as it is, 
(b) the process is suspended, or (3) the recording medium 700 
is read from but not written into. 

[0211] The host computer 600, on the other hand, returns to 
and executes the process of block STll 0 after data transmis­
sion in block ST150. In the case where the recording medium 
700 is successfully updated, the result of the comparison in 
block ST130 for re-execution shows that the two version 
numbers are identical to each other, and therefore, the process 
of (1) "The case in which the version numbers of the media 
key blocks MKB of the host computer 600 and the recording 
medium 700 are identical to each other" is executed. In the 
case where the process in the recording medium 700 is sus­
pended, on the other hand, the information on the process 
suspension may be notified to the host computer 600 as a 
message. 
[0212] As described above, according to this embodiment, 
in the case where the version number of the media key block 
MKB from the recording medium 700 is newer than the 
version number of the media key block MKB in the host 
computer 600, the load on the recording medium is reduced 
by the host computer executing the process other than AKE 
while maintaining the existing mechanism for removing the 
illegal devices of the MKB process of the media key block 
MKB with the device key Kd_h, and therefore, the load of the 
mutual authentication process between the recording medium 
and the host computer is reduced. 

[0213] In a similar fashion, in the case where the version 
number of the media key block MKB in the host computer 
600 is newer than the version number of the media key block 
MKB from the recording medium 700, the load on the record­
ing medium is reduced as compared with the conventional 
case in which the encryption and decryption processes 
according to the public key encryption scheme are executed 
on both sides while maintaining the existing mechanism for 
removing the illegal devices of the MKB process of the media 
key block MKB with the device key Kd_h, and therefore, the 
load of the mutual authentication process between the record­
ing medium and the host computer is reduced. 

[0214] Also, a method can be realized in which the com­
putation process on the part of the recording medium 700 is 
reduced while at the same time updating the media key blocks 
MKB of the host computer 600 and the recording medium 
700 to the newest one. 

[0215] Further, both the recording medium 700 and the host 
computer 600 hold the newest media key block MKB, and 
judge whether the media key block MKB of the host com­
puter 600 should be updated. The process is executed such 
that the media key block MKB of the host computer 600 is 
updated or the media key block MKB of the recording 
medium 700 is updated. 

[0216] Furthermore, by executing the mutual authentica­
tion process using the media key block MKB while reducing 
the computation process on the part of the recording medium 
700, the data legitimacy and the authentication of the host 
computer 600 and the recording medium 700 can be achieved 
at the same time. 
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[0217] The technique described above for the embodiment 
can be stored as a program to be executed by a computer in 
memory mediums including magnetic disks (floppy™ disks, 
hard disks, etc.), optical disks (CD-RO Ms, DVDs, etc.), mag­
neto-optical disks (MOs) and semiconductor memories for 
distribution. 
[0218] Memory mediums that can be used for the purpose 
of the present invention are not limited to those listed above 
and memory mediums of any type can also be used for the 
purpose of the present invention so long as they are computer­
readable ones. 
[0219] Additionally, the operating system (OS) operating 
on a computer according to the instructions of a program 
installed in the computer from a memory medium, data base 
management software and/or middleware such as network 
software may take part in each of the processes for realizing 
the above embodiment. 
[0220] Still additionally, memory mediums that can be 
used for the purpose of the present invention are not limited to 
those independent from computers but include memory 
mediums adapted to download a program transmitted by 
LANs and/or the Internet and permanently or temporarily 
store it. 
[0221] It is not necessary that a single memory medium is 
used with the above described embodiment. In other words, a 
plurality of memory mediums may be used with the above­
described embodiment to execute any of the above described 
various processes. Such memory mediums may have any 
configuration. 
[0222] For the purpose of the present invention, a computer 
executes various processes according to one or more than one 
programs stored in the memory medium or mediums as 
described above for the preferred embodiment. More specifi­
cally, the computer may be a stand alone computer or a system 
realized by connecting a plurality of computers by way of a 
network. 
[0223] For the purpose of the present invention, computers 
include not only personal computers but also processors and 
microcomputers contained in information processing appa­
ratus. In other words, computers generally refer to apparatus 
and appliances that can realize the functional features of the 
present invention by means of a computer program. 
[0224] The present invention is by no means limited to the 
above described embodiment, which may be modified in 
various different ways without departing from the spirit and 
scope of the invention.Additionally, any of the components of 
the above described embodiment may be combined differ­
ently in various appropriate ways for the purpose of the 
present invention. For example, some of the components of 
the above described embodiment may be omitted. Alterna­
tively, components of different embodiments may be com­
bined appropriately in various different ways for the purpose 
of the present invention. 
[0225] While certain embodiment of the inventions have 
been described, these embodiments have been presented by 
way of example only, and are not intended to limit the scope 
of the inventions. Indeed, the novel methods and systems 
described herein may be embodied in a variety on other 
forms; furthermore, various omissions, substitutions and 
changes in the form of the methods and systems described 
herein may be made without departing from the spirit of the 
inventions. The accompanying claims and their equivalents 
are intended to cover such forms or modifications as would 
fall within the scope and spirit of the inventions. 
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What is claimed is: 
1. An authentication method executed by a host computer 

comprising at least a first updatable memory device for stor­
ing the media key block MKB generated by a key manage­
ment center unit and a first non-updatable memory device for 
storing the device key Kd and the center public key Kk-pub 
generated by the key management center unit on the one hand 
and by a recording medium comprising a second updatable 
memory device for storing the media key block MKB and the 
media key Km generated by the key management center unit 
and a second non-updatable memory device for storing the 
center public key Kk-pub, the recording medium certificate 
Kc-CERT and the recording medium private key Kc-pri gen­
erated by the key management center unit on the other hand, 
the method comprising: 

the host computer executing the process of reading the 
media key block MKB in the second updatable storage 
device and the recording medium certificate Kc-CERT 
in the second non-updatable storage device from the 
recording medium; 

an MKB verification/updating module of the host com­
puter comparing the version number of the media key 
block MKB read from the recording medium with the 
version number of the media key block MKB in the first 
updatable memory device; 

the MKB verification/updating module verifying the key 
generation center signature of the media key block MKB 
from the recording medium based on the center public 
key Kk-pub in the first non-updatable memory device in 
the case where the comparison result shows that the 
version number of the media key block MKB from the 
recording medium is newer; 

the MKB verification/updating module rewriting the 
media key block MKB in the first updatable memory 
device into the media key block MKB from the record­
ing medium in the case where the verification is success­
ful; 

a certificate verification module of the host computer, after 
the rewrite operation, verifying the key generation cen­
ter signature of the recording medium certificate Kc­
CERT based on the center public key Kk-pub in the first 
non-updatable memory device; 

a recording medium verification module of the host com­
puter reading the media ID from the recording medium 
certificate Kc-CERT and judging whether the media ID 
is contained in the recording medium invalidation list of 
the media key block MKB in the first updatable memory 
device in the case where the verification is successful; 

an MKB processing module of the host computer calculat­
ing the media key Km by the MKB process of the media 
key block MKB from the recording medium based on 
the device key Kd in the first non-updatable memory 
device in the case where the judgment shows that the 
media ID is not contained in the recording medium 
invalidation list; 

a first Kmu generating module of the host computer gen­
erating the media unique key Kmu based on the media 
ID and the media key Km in the recording medium 
certificate Kc-CERT; and 

a first AKE execution module of the host computer execut­
ing the authentication and key exchange AKE process 
with a second AKE execution module of the recording 
medium based on the media unique key Kmu. 
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2. The authentication method according to claim 1, 
wherein the recording medium further comprises a data 

verification processing module, a public key decryption 
processing module and a second Kmu generating mod­
ule, 

the method further comprising: 
the recording medium verification module reading the 

media ID from the recording medium certificate Kc­
CERT and judging whether the media ID is contained in 
the recording medium invalidation list of the media key 
block MKB in the first updatable memory device in the 
case where the comparison shows that the version num­
ber of the media key block MKB in the host computer is 
newer; 

the MKB processing module calculating the media key Km 
by the MKB process of the media key block MKB from 
the recording medium based on the device key Kd in the 
first non-updatable memory device in the case where the 
judgment shows that the media ID is not contained in the 
recording medium invalidation list; 

a public key encryption processing module of the host 
computer encrypting the calculated media key Km with 
the recording medium public key Kc-pub in the record­
ing medium certificate Kc-CERT and generating the 
encrypted media key Enc (Kc-pub, Km); 

the host computer transmitting the encrypted media key En 
(Kc-pub, Km) and the media key block MKB in the first 
updatable memory device to the recording medium; 

the data verification processing module, upon receipt of the 
encrypted media key Enc (Kc-pub, Km) and the media 
key block MKB by the recording medium, comparing 
the version number of the media key block MKB from 
the host computer with the version number of the media 
key block MKB in the second updatable memory device; 

the data verification processing module verifying the key 
generation center signature in the media key block MKB 
from the host computer based on the center public key 
Kk-pub in the second non-updatable memory device in 
the case where the comparison shows that the version 
number of the media key block MKB from the host 
computer is newer; 

the public key decryption processing module decrypting 
the encrypted media key Enc (Kc-pub, Km) from the 
host computer with the recording medium private key 
Kc-pri in the second non-updatable memory device in 
the case where the verification is successful; 

the public key decryption processing module verifying the 
decrypted media key Km with the verification data in the 
media key block MKB from the host computer; 

the data verification processing module rewriting the 
media key block MKB and the media key Km in the 
second updatable memory device into the media key 
block MKB and the media key Km, respectively, 
received from the host computer in the case where the 
verification is successful; 

the second Kmu generating module generating the medium 
unique key Kmu based on the rewritten media key Km 
and the media ID in the recording medium certificate 
Kc-CERT in the second non-updatable memory device; 
and 

the host computer returning to the process of reading the 
media key block MKB and the recording medium cer­
tificate Kc-CERT from the recording medium after 
transmission of the encrypted media key Enc (Kc-pub, 
Km) and the media key block MKB. 
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3. A host computer communicable with a recording 
medium having stored therein a media key block MKB, a 
media key Km, a center public key Kk-pub, a recording 
medium certificate Kc-CERT and a recording medium private 
key Kc-pri generated by a key management center unit, com­
prising: 

a first updatable memory device having stored therein the 
media key block MKB generated by the key manage­
ment center unit; 

a first non-updatable memory device having stored therein 
the device key Kd and the center public key Kk-pub 
generated by the key management center unit; 

a module configured to execute the process of reading the 
media key block MKB and the recording medium cer­
tificate Kc-CERT from the recording medium; 

a module configured to compare the version number of the 
media key block MKB read from the recording medium 
with the version numberof the media key block MKB in 
the first updatable memory device; 

a module configured to verify the key generation center 
signature of the media key block MKB from the record­
ing medium based on the center public key Kk-pub in the 
first non-updatable memory device in the case where the 
comparison shows that the version number of the media 
key block MKB from the recording medium is newer; 

a module configured to rewrite the media key block MKB 
in the first updatable memory device to the media key 
block MKB from the recording medium in the case 
where the verification is successful; 

a module configured to verify the key generation center 
signature of the recording medium certificate Kc-CERT 
based on the center public key Kk-pub in the first non­
updatable memory device after the rewrite operation; 

a module configured to read the media ID from the record­
ing medium certificate Kc-CERT and judge whether the 
media ID is contained in the recording medium invali­
dation list of the media key block MKB in the first 
updatable memory device in the case where the verifi­
cation is successful; 

a module configured to obtain the media key Km by the 
MKB process of the media key block MKB from the 
recording medium based on the device key Kd in the first 
non-updatable memory device in the case where the 
judgment shows that the media ID is not contained in the 
recording medium invalidation list; 

a module configured to generate the medium unique key 
Kmu by calculating the one-way function based on the 
media ID in the recording medium certificate Kc-CERT 
and the media key Km generated; and 

a module configured to execute the authentication and key 
exchange AKE process with the recording medium 
based on the medium unique key Kmu. 

4. The host computer according to claim 3, further com­
prising: 

a module configured to read the media ID from the record­
ing medium certificate Kc-CERT and judge whether the 
media ID is contained in the recording medium invali­
dation list of the media key block MKB in the first 
updatable memory device in the case where the com­
parison shows that the version number of the media key 
block MKB in the first updatable memory device is 
newer; 

a module configured to obtain the media key Km by the 
MKB process of the media key block MKB from the 
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recording medium based on the device key Kd in the first 
non-updatable memory device in the case where the 
judgment shows that the media ID is not contained in the 
recording medium invalidation list; 

a module configured to generate the encrypted media key 
Enc (Kc-pub, Km) by encrypting the media key Km with 
the recording medium public key Kc-pub in the record­
ing medium certificate Kc-CERT; 

a module configured to transmit the encrypted media key 
Enc (Kc-pub, Km) and the media key block MKB in the 
first updatable memory device to the recording medium; 
and 

a module configured to execute the process of reading the 
media key block MKB and the recording medium cer­
tificate Kc-CERT again from the recording medium 
after transmission of the encrypted media key Enc (Kc­
pub, Km) and the media key block MKB. 

5. A recording medium communicable with a host com­
puter for storing a media key block MKB, a device key Kd and 
a center public key Kk-pub generated by a key management 
center unit, comprising: 

a second updatable memory device having stored therein 
the media key block MKB and the media key Km gen­
erated by the key management center unit; 

a second non-updatable memory device having stored 
therein the center public key Kk-pub, the recording 
medium certificate Kc-CERT and the recording medium 
private key Kc-pri generated by the key management 
center unit; and 

a module configured in such a manner that after the media 
key block MKB in the second updatable memory device 
and the recording medium certificate Kc-CERT in the 
second non-updatable memory device are read from the 
host computer, the host computer verifies the key gen­
eration center signature of the media key block MKB 
read from the recording medium based on the center 
public key Kk-pub in the case where the version number 
of the media key block MKB read from the recording 
medium is newer than the version number of the media 
key block MKB in the host computer, so that in the case 
where this first verification is successful, the media key 
block MKB in the host computer is rewritten into the 
media key block MKB read from the recording medium 
and then the host computer verifies the key generation 
center signature of the recording medium certificate Kc­
CERT based on the center public key Kk-pub, and in the 
case where this second verification is successful and the 
media ID in the recording medium certificate Kc-CERT 
is not contained in the recording medium invalidation 
list in the updated media key block MKB, then with 
regard to the medium unique key Kmu with the one-way 
function calculated by the host computer based on the 
media key Km obtained by the MKB process of the read 
media key block MKB based on the device key Kd in the 
host computer on the one hand and the media ID in the 
read recording medium certificate Kc-CERT on the 
other hand, the authentication and key exchange AKE 
process is executed with the host computer based on the 
medium unique key Kmu with the one-way function 
calculated from the media key Km in the second updat­
able memory device and the media ID in the recording 
medium certificate Kc-CERT stored in the second non­
updatable memory device. 
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6. The recording medium according to claim 5, further 
comprising: 

a module configured in such a manner that in the case 
where the version number of the media key block MKB 
in the host computer is newer than the version number of 
the media key block MKB read from the recording 
medium and where the media ID read from the recording 
medium certificate Kc-CERT by the host computer is 
not contained in the recording medium invalidation list 
in the media key block MKB in the host computer, then 
the encrypted media key Enc (Kc-pub, Km) generated in 
such a manner that the media key Km, obtained by the 
MKB process of media key block MKB from the record­
ing medium based on the device key Kd in the host 
computer, is encrypted with the recording medium pub­
lic key Kc-pub in the recording medium certificate K~­
CERT on the one hand and the media key block MKB m 
the host computer on the other hand are received from 
the host computer; 

a module configured to compare the version number of the 
media key block MKB read from the host compute~ with 
the version number of the media key block MKB m the 
second updatable memory device; 

a module configured to verify the key generation center 
signature in the media key block MKB read from the 
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host computer based on the center public key Kk-pub in 
the second non-updatable memory device in the case 
where the comparison shows that the version number of 
the media key block MKB read from the host computer 
is newer; 

a module configured to decrypt the encrypted media key 
from the host computer with the recording medium pri­
vate key Kc-pri in the second non-updatable memory 
device in the case where the verification is successful; 

a module configured to verify the decrypted media key Km 
with the verification data in the media key block MKB 
read from the host computer; 

a module configured to rewrite the media key block MKB 
and the media key Km in the second updatable memory 
device to the media key block MKB and the media key 
Km, respectively, received from the host computer in the 
case where the verification is successful; 

a module configured to generate the medium unique key 
Kmu based on the rewritten media key Km and the 
media ID in the recording medium certificate Kc-CERT 
in the second non-updatable memory device; and 

a module configured to execute the authentication and key 
exchange AKE process with the host computer based on 
the media unique key Kmu. 

* * * * * 
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