
A Reference 
0 forthefU I® nesto s. 

FREE e Tips at dummies.com® 

Patrick J. Sweeney II 
CEO of ODIN Technologies, an RF/O company 

SML Exhibit 1013



by Patrick J. Sweeney II 

ffi 
WILEY 

Wiley Publishing, Inc. 

SML Exhibit 1013



RFID For Dummies® 
Published by 
Wiley Publishing, Inc. 
111 River Street 
Hoboken, NJ 07030-5774 
www.wiley.com 

Copyright © 2005 by Wiley Publishing, Inc., Indianapolis, Indiana 

Published by Wiley Publishing, Inc., Indianapolis, Indiana 

Published simultaneously in Canada 

No part of this publication may be reproduced, stored in a retrieval system or transmitted in any form or 
by any means, electronic, mechanical, photocopying, recording, scanning or otherwise, except as permit­
ted under Sections 107 or 108 of the 1976 United States Copyright Act, without either the prior written 
permission of the Publisher, or authorization through payment of the appropriate percopy fee to the 
Copyright Clearance Center, 222 Rosewood Drive, Danvers, MA 01923, (978) 750-8400, fax (978) 646-8600. 
Requests to the Publisher for permission should be addressed to the Legal Department, Wiley Publishing, 
Inc., 10475 Crosspoint Blvd., Indianapolis, IN 46256, (317) 572-3447, fax (317) 572-4355, or online at http:// 
www.wiley.com/go/permissions. 

Trademarks: Wiley, the Wiley Publishing logo, For Dummies, the Dummies Man logo, A Reference for the 
Rest of Us!, The Dummies Way, Dummies Daily, The Fun and Easy Way, Dummies.com, and related trade 
dress are trademarks or registered trademarks of John Wiley & Sons, Inc. and/or its affiliates in the United 
States and other countries, and may not be used without written permission. All other trademarks are the 
property of their respective owners. Wiley Publishing, Inc., is not associated with any product or vendor 
mentioned in this book. 

LIMIT OF LIABILITY /DISCLAIMER OF WARRANTY: THE PUBLISHER AND THE AUTHOR MAKE NO REP­
RESENTATIONS OR WARRANTIES WITH RESPECT TO THE ACCURACY OR COMPLETENESS OF THE 
CONTENTS OF THIS WORK AND SPECIFICALLY DISCLAIM ALL WARRANTIES, INCLUDING WITHOUT 
LIMITATION WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE. NO WARRANTY MAY BE CRE­
ATED OR EXTENDED BY SALES OR PROMOTIONAL MATERIALS. THE ADVICE AND STRATEGIES CON­
TAINED HEREIN MAY NOT BE SUITABLE FOR EVERY SITUATION. THIS WORK IS SOLD WITH THE 
UNDERSTANDING THAT THE PUBLISHER IS NOT ENGAGED IN RENDERING LEGAL, ACCOUNTING, OR 
OTHER PROFESSIONAL SERVICES. IF PROFESSIONAL ASSISTANCE IS REQUIRED, THE SERVICES OF A 
COMPETENT PROFESSIONAL PERSON SHOULD BE SOUGHT. NEITHER THE PUBLISHER NOR THE 
AUTHOR SHALL BE LIABLE FOR DAMAGES ARISING HEREFROM. THE FACT THAT AN ORGANIZATION 
OR WEBSITE IS REFERRED TO IN THIS WORK AS A CITATION AND/OR A POTENTIAL SOURCE OF FUR­
THER INFORMATION DOES NOT MEAN THAT THE AUTHOR OR THE PUBLISHER ENDORSES THE 
INFORMATION THE ORGANIZATION OR WEBSITE MAY PROVIDE OR RECOMMENDATIONS IT MAY 
MAKE. FURTHER, READERS SHOULD BE AWARE THAT INTERNET WEBSITES LISTED IN THIS WORK 
MAY HAVE CHANGED OR DISAPPEARED BETWEEN WHEN THIS WORK WAS WRITTEN AND WHEN IT 
IS READ. 

For general information on our other products and services, please contact our Customer Care 
Department within the U.S. at 800-762-2974, outside the U.S. at 317-572-3993, or fax 317-572-4002. 

For technical support, please visit www. wi l ey. com/techsupport. 

Wiley also publishes its books in a variety of electronic formats. Some content that appears in print may 
not be available in electronic books. 

Library of Congress Control Number: 2005921609 

ISBN: 0-7645-7910-X 

Manufactured in the United States of America 

10 9 8 7 6 5 4 3 2 1 

10/RU/QT/QV/IN 

~ 
WILEY 

SML Exhibit 1013



About the Author 
As you may have guessed by the dangling participles and misused gerunds, 
this is the first book by Patrick J. Sweeney II (despite Amazon's link to 
books on gynecology by an author of the same name). When not negotiating 
with his editor to push back book deadlines, he leads ODIN technologies as 
President and CEO. 

ODIN technologies is a global RFID software and services company focusing 
on RFlD infrastructure. Mr. Sweeney is well recognized as a visionary in the 
RFID industry with several RFID patents in various stages of approval. He has 
appeared in such publications as C/0 Magazine, The Washington Post, Fortune 
magazine, Internet Week, and many others. He has been interviewed by ABC 
news and CNN, among others, and is a frequent speaker worldwide on all 
topics relating to RFID. He is also an active member of several standards 
bodies and regulatory groups helping to shape the evolution of the RFID 
industry. 

Mr. Sweeney is a second-generation IT professional; his father was one of the 
first employees at Electronic Data Systems (EDS), where "Pops" entertained 
him and his brother on weekends by teaching them to read punch cards and 
other useful skills. Mr. Sweeney took that genetic proclivity toward data cen­
ters and started a successful, secure managed hosting company in the late 
1990s, which he later sold. His brother took that same early training and 
started XS Speed Choppers, making custom motorcycles - go figure. 

Mr. Sweeney finished second in the 1996 Olympic trials in the single scull, is 
an avid outdoorsman, enjoys helping other entrepreneurs, and is passionate 
about various Irish causes. He is a board member of Trinity College business 
school in Dublin, Ireland, and an Alumni Board member at the Darden School 
of Business at the University of Virginia. He graduated from Darden and 
received a Bachelor of Science degree from the University of New Hampshire. 
He is blessed with a great family-wife Christen, daughter Shannon, son P.J., 
and three dogs. They live in Middleburg, Virginia, in a house full of useless 
RFID gadgets. 
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The reader not only generates the signal that goes out through the antenna 
into space, but also listens for a response from the tag. The RFID reader is like 
a high-tech Morse code machine, but instead of the dots and dashes the Lone 
Ranger might have listened in on, the RFID reader transmits and receives 
analog waves and then turns them into a string of zeros and ones, bits of digi­
tal information. 

Each reader is connected to one or more antennas. The three components, the 
reader, and the antenna are shown in Figure 1-1 and Figure 1-2. Figure 1-1 shows 
an Alien reader with Alien Class 1 tags (more on tag classes in Chapter 2) and 
Figure 1-2 shows a Matrics/Symbol reader with antenna and Class O tags. To 
put their size in perspective, the grid is made up of 12-x-12-inch squares. The 
antennas are a science all their own (see Chapters 4 and 5 for more details), 
but the important thing to know is that the reader creates the electromag­
netic signal and the antenna broadcasts it into a specific interrogation zone. 
The interrogation zone is a radio frequency field that can be thought of as a 
giant bubble coming off of the antenna. 

The ta9 
If the reader transmits a signal out into space (and space can be the distance 
from one side of a dock door to the other), what is out there transmitting 
back? The answer of course is the tag. 

An RFID tag is made up of two basic parts: the chip, or integrated circuit, and 
the antenna. The chip is a tiny computer that stores a series of numbers unique 
to that chip. The chip also has the logic to tell itself what to do when it is in front 
of a reader. The antenna enables the chip to receive power and communicate, 
enabling the RFID tag to exchange data with the reader. 

Some tags are active tags because a battery powers their communication. Most 
of the tags produced today are passive tags. This means that the only time they 
communicate is when they are in the close presence of a reader. Being in the 
presence of a reader means that they are sitting in an electromagnetic field. 
When a passive tag enters an electric or magnetic field, the tag draws enough 
energy from that field to power itself and broadcast its information. 

The type of communication that allows this exchange to happen is called 
backscatter. The reader sends out an electromagnetic wave at one specific fre­
quency. That wave hits the RFlD tag, and the tag then "scatters back" a wave at 
a different frequency with the chip's information encoded in those backscatter 
waves. I explain how tags work with readers in more detail in Chapter 5. 

Frequencu 
Both the tags and the readers operate over a specific frequency. Think of 
them as what they really are: radios that have their own very specific sta­
tions on which they can talk and listen. So in a way, the tags are tuned into 
the readers, just as your car radio is tuned into that hip-hop station. 
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Here are some tips for creating configuration files: 

Y' Store the reader configuration file in a secured database that has limited 
access. 

Y' Develop the configuration file in a program that can interoperate with 
any open database connectivity (ODBC) database because many moni­
toring, management, and middleware programs may end up accessing 
the configuration files. 

Y' Make sure you fully back up your configuration files to tape or disc once 
a month, and do incremental back-ups at least weekly, but preferably 
daily. Daily incremental back-ups are particularly important as you build 
out your network and as things change daily. 

Gettin9 the Di9-its 
One of the biggest benefits of RFID over bar codes is the capability to 
uniquely number every item. Typically, you encode this number into each tag 
just before applying the tags to objects. 

Most of the deployments I have set up so far encode tags with an RFID label 
printer. Zebra, Printronix, and Paxar bar code printers can have an RFID 
module embedded in them that allows them to work as both an RFID label 
printer and also as traditional bar code printer. The module broadcasts a spe­
cial command with a discrete number (usually an EPC number) through the 
transmit (Tx) antenna, and that number is "written" onto the tag. Some of the 
deployments have used the readers to directly commission (write to) the tags. 
The operation is always controlled by some form of software - see Chapter 
11 for more about the issues surrounding middleware features. Whether you 
use an RFID label printer or write to the tags directly through the readers, the 
technical aspect of sending a specific RF signal out the antenna with a write 
command is always the same. 

Unique item identification has tremendous benefits, but assigning and manag­
ing unique item-level identification can be burdensome and difficult if not 
done properly. Having a numbering structure and a system for assigning num­
bers can simplify the allocation and management of unique numbers. The fol­
lowing sections explain proven methods for managing numbers. 

A simple hierarchlJ. for assi9nin9 numbers 
All numbering schemes in use - whether for open RFID systems, such as the 
ones that enable retailers and suppliers to share information, or for closed 
systems, like the ones libraries use - rely on some sort of numbering hierar­
chy. All you need to do is understand the hierarchy so that you can use it to 
your advantage in assigning unique identifiers to all your items. 
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The general identifier of the electronic product code (EPC) is a good example: 
The general identifier EPC comprises three numbers whose combination 
uniquely identifies an item. Those three numbers are the manufacturer 
number, the product number, and the serial number. EPCglobal, the manager 
of the general identifier EPC, assigns a unique manufacturer number (also 
called an EPC Manager Number) to each of its member organizations. Each 
member organization is free to assign a product number (also called an Object 
Class) to each of that member's products. Similarly, each member is free to 
assign a serial number to each item manufactured by that member. Here's how 
you might take advantage of this hierarchy to uniquely identify an item: 

Y" Assign the same product number to all products with the same proper­
ties. Thus, all 16-ounce blue bottles of Fabulous Fiber are assigned the 
same product number. All 24-ounce bottles are allocated a different 
product number. This is the basic approach used today by most product 
manufacturers. 

Y" Assign each item in a product line a unique serial number. In this way, 
you can distinguish one 16-ounce blue bottle of Fabulous Fiber from 
another bottle just like it. 

Serial numbers are new to the fast-moving consumer goods market, but 
they have been in wide use in the electronics, automotive, and aero­
space industries, among others, for a very long time. 

Allocatin9 unit{ue numbers across 
manlJ. lines and locations 
Because all products of the same type receive the same product number, the 
serial numbers must be maintained in order to enable unique item identifica­
tion. When a product is manufactured on exactly one production line at 
exactly one location, assigning unique serial numbers to every item manufac­
tured is straightforward. A central numbering allocation authority may be 
used. Difficulties arise when multiple lines, potentially at multiple locations, 
are used to manufacture the same product. 

When multiple manufacturing lines are used to manufacture the same product, 
a centralized numbering authority is more difficult to manage. The centralized 
authority must be consulted every time an item is produced, requiring that it 
be accessible over the network whenever production runs are in process. A 
centralized authority that is always reachable and is able to assign numbers at 
production speeds can efficiently use the numbering space. Additionally, care­
ful details must also be maintained about which line an item was produced on. 

An always-accessible central numbering authority isn't practical for many 
companies. These companies can use an intelligent hierarchy imposed on the 
serial number allocation to decentralize and make feasible the allocation of 
unique serial numbers across all manufacturing lines. 
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Here's a simple example of a decentralized, hierarchical approach to allocat­
ing serial numbers. A range of serial numbers for each product is allocated to 
each manufacturing facility. Within a facility, a range of numbers from those 
allocated to the facility is allocated to each line producing a particular prod­
uct. In this way, the serial number is effectively subdivided into a facility 
number, line number, and subserial number, in which the allocation hierarchy 
is maintained between facility number and line number. 

Remember to assign a line number for hand-applied tags that replace dam­
aged or nonfunctioning tags. You need to look at your business processes to 
determine the best way to incorporate this. 

Appluin9 Ta9s to Objects 
Eventually, all tags will be placed on products automatically, either on the 
packaging prior to receiving it or on-line within your facility. Until then, tags 
need to be manually placed on items. 

When you apply tags to objects (or train staff to do so), you need to keep two 
important factors in mind: 

Y' Be sure you handle tags in a way that doesn't put stress on the tag's 
connections and parts. Broken tags don't communicate well (if at all) 
and thus make your system less effective. See the sidebar, "Armor-plated 
tags," for details on emerging solutions to these vulnerabilities. 

Y' Place the tag in the optimal spot on the object. During your testing ( see 
Part III), you determine where the tag antenna can best couple ( communi­
cate) with the reader antenna. Some of the early adopters have already 
started printing tag outlines on their case boxes so that workers applying 
them know exactly where the tag goes and what the correct orientation is. 

The following sections explain how you can work around these two factors as 
you apply the tags. 

Appl1J.in9 ta9s without breakin9 them 
Manually manipulating tags always has the potential hazard of physically 
damaging them. You can minimize the physical stress placed upon the tags 
by always following these steps when applying tags by hand: 

I. Place the label face down on a flat surface with the backing paper face 
up; the face of the label is therefore down on the table or flat surface. 

2. Peel the backing paper away from the label while keeping the label 
flat on the surface. 
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