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CHAPTER NINE

Binary Operation Applications

Our discussion so far has focused on logic design as it applies to
hardware implementation. Frequently software design also requires the
use of binary logic. This section presents some higher-level binary
applications, ones that might be found in software. These applications
are mostly for error checking and correction, but the techniques used
should not be limited to these areas.

9.1 Bitwise Operations

Most software performs data manipulation using mathematical
operations such as multiplication or addition. Some applications,
however, may require the examination or manipulation of data at the bit
level. For example, what might be the fastest way to determine whether
an integer is odd or even?

The method most of us are usually taught to distinguish odd and
even values is to divide the integer by two discarding any remainder
then multiply the result by two and compare it with the original value.
If the two values are equal, the original value was even because a
division by two would not have created a remainder. Inequality,
however, would indicate that the original value was odd. Below is an
if-statement in the programming language C that would have performed
this check.

if(((ival/2)*2) == ival)

// This code 1is executed for even values
else

// This code is executed for odd values

Let's see if we can't establish another method. As we discussed in
Chapter 3, a division by two can be accomplished by shifting all of the
bits of an integer one position to the right. A remainder occurs when a
one is present in the rightmost bit, i.e., the least significant bit. A zero
in this position would result in no remainder. Therefore, if the LSB is
one, the integer is odd. If the LSB is zero, the integer is even. This is
shown with the following examples.

165
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3510= 00100011, 124,0= 01111100,
9310= 01011101, 3010= 00011110,

This reduces our odd/even detection down to an examination of the
LSB. The question is can we get the computer to examine only a single
bit, and if we can, will it be faster than our previous example?

There is in fact a way to manipulate data at the bit level allowing us
to isolate or change individual bits. It is based on a set of functions
called bitwise operations, and the typical programming language
provides operators to support them.

The term bitwise operation refers to the setting, clearing, or toggling
of individual bits within a binary number. To do this, all processors are
capable of executing logical operations (AND, OR, or XOR) on the
individual pairs of bits within two binary numbers. The bits are paired
up by matching their bit position, performing the logical operation, then
placing the result in the same bit position of the destination value.

Valuel|||||||||Valu62|||||||||

Result [ | | | [ [ ] ]]

Figure 9-1 Graphic of a Bitwise Operation Performed on LSB

As an example, Figure 9-2 presents the bitwise AND of the binary
values 01101011, and 110110105.

Valuel 0 1 1 0 1 0 1 1
Value2 1 1 0 1 1 0
ResultngAND 0 1 0 0O 1 0 1 O

Figure 9-2 Bitwise AND of 01101011, and 11011010,

Remember that the output of an AND is one if and only if all of the
inputs are one. In Figure 9-2, we see that ones only appear in the result
in columns where both of the original values equal one. In a C program,
the bitwise AND is identified with the operator '&'. The example in
Figure 9-2 can then be represented in C with the following code.
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int iVvall 0b01101011;
int 1ival2 0b11011010;
int result = 1ivVall & iVal2;

Note that the prefix '0b' is a non-standard method of declaring a
binary integer and is not supported by all C compilers. If your compiler
does not support this type of declaration, use the hex prefix '0x' and
declare iVall to be 0x6B and iVal2 to be 0xDA. As for the other
bitwise operators in C, '|' (pipe) is the bitwise OR operator, "' (caret) is
the bitwise XOR operator, and '~' (tilde) is the bitwise NOT operator.

Typically, bitwise operations are intended to manipulate the bits of a
single variable. In order to do this, we must know two things: what
needs to be done to the bits and which bits to do it to.

As for the first item, there are three operations: clearing bits to zero,
setting bits to one, and toggling bits from one to zero and from zero to
one. Clearing bits is taken care of with the bitwise AND operation
while setting bits is done with the bitwise OR. The bitwise XOR will
toggle specific bits.

A bit mask is a binary value that is of the same length as the original
value. It has a pattern of ones and zeros that defines which bits of the
original value are to be changed and which bits are to be left alone.

The next three sections discuss each of the three types of bitwise
operations: clearing bits, setting bits, and toggling bits.

9.1.1 Clearing/Masking Bits

Clearing individual bits, also known as bit masking, uses the bitwise
AND to clear specific bits while leaving the other bits untouched. The
mask that is used will have ones in the bit positions that are to be left
alone while zeros are in the bit positions that need to be cleared.

This operation is most commonly used when we want to isolate a bit
or a group of bits. It is the perfect operation for distinguishing odd and
even numbers where we want to see how the LSB is set and ignore the
remaining bits. The bitwise AND can be used to clear all of the bits
except the LSB. The mask we want to use will have a one in the LSB
and zeros in all of the other positions. In Figure 9-3, the results of three
bitwise ANDs are given, two for odd numbers and one for an even
number. By ANDing a binary mask of 000000015, the odd numbers
have a non-zero result while the even number has a zero result.

This shows that by using a bitwise AND with a mask of 000000015,
we can distinguish an odd integer from an even integer. Since bitwise
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operations are one of the fastest operations that can be performed on a
processor, it is the preferred method. In fact, if we use this bitwise
AND to distinguish odd and even numbers on a typical processor, it can
be twice as fast as doing the same process with a right shift followed by
a left shift and over ten times faster than using a divide followed by a
multiply.

3510 (Odd)
Odd/Even Mask
Bitwiscs ANDResult 0 0 0 O O O O 1

SO
S O
S —
S O
SO
S O
—_
—_— —

931p(0dd) 0 1 O 1 1 1 0 1
Odd/Even Mask 0 0 0 1
Bitwises ANDResult 0 0 0 O O O 0 1
30ip(even) O O O 1 1 1 1
Odd/EvenMask 0 0 O O O O O 1

Bitwise ANDResult 0 0 0 O O O O
Figure 9-3 Three Sample Bitwise ANDs

Below is an if-statement in the programming language C that uses a
bitwise AND to distinguish odd and even numbers.

if (! (1val&0b00000001))

// This code 1is executed for even values
else

// This code 1s executed for odd values

The bitwise AND can also be used to clear specific bits. For
example, assume we want to separate the nibbles of a byte into two
different variables. The following process can be used to do this:

e Copy the original value to the variable meant to store the lower
nibble, then clear all but the lower four bits

e Copy the original value to the variable meant to store the upper
nibble, then shift the value four bits to the right. (See Section 3.7,
"Multiplication and Division by Powers of Two," to see how to
shift right using C.) Lastly, clear all but the lower four bits.

This process is demonstrated below using the byte 01101101,.
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Isolating the lower nibble

Originalvalue 0 1 1 0 1 1 0 1
Lowernibblemask 0 0 0 0 1 1
ResultngAND 0 O O O 1 1 0 1

—_—
—

Isolating the upper nibble

Original value 0 1\&“\1\1‘0‘ 1
Shift right4places 0 0 0 0 "0 ™1 1 ™0
Lowernibblemask 0 0 0 O 1 1 1 1

0

ResultngAND 0 0 O O O 1 1

The following C code will perform these operations.

lower nibble = ival & 0xO0f;
upper nibble (ival>>4) & 0x0f;

Example

Using bitwise operations, write a function in C that determines if an
IPv4 address 1s a member of the subnet 192.168.12.0 with a subnet
mask 255.255.252.0. Return a true if the IP address is a member and
false otherwise.

Solution

An IPv4 address consists of four bytes or octets separated from one
another with periods or "dots". When converted to binary, an [Pv4
address becomes a 32 bit number.

The address is divided into two parts: a subnet id and a host id. All
of the computers that are connected to the same subnet, e.g., a company
or a school network, have the same subnet id. Each computer on a
subnet, however, has a unique host id. The host id allows the computer
to be uniquely identified among all of the computers on the subnet.

The subnet mask identifies the bits that represent the subnet id.
When we convert the subnet mask in this example, 255.255.252.0, to
binary, we get 11111111.11111111.11111100.00000000.

The bits that identify the subnet id of an IP address correspond to the
positions with ones in the subnet mask. The positions with zeros in the
subnet mask identify the host id. In this example, the first 22 bits of any
IPv4 address that is a member of this subnet should be the same,
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specifically they should equal the address 192.168.12.0 or in binary
11000000.10101000.00001100.00000000.

So how can we determine if an IPv4 address is a member of this
subnet? If we could clear the bits of the host id, then the remaining bits
should equal 192.168.12.0. This sounds like the bitwise AND. If we
perform a bitwise AND on an IPv4 address of this subnet using the
subnet mask 255.255.252.0, then the result must be 192.168.12.0
because the host id will be cleared. Let's do this by hand for one
address inside the subnet, 192.168.15.23, and one address outside the
subnet, 192.168.31.23. First, convert these two addresses to binary.

192.168.15.23 = 11000000.10101000.00001111.00010111
192.168.31.23 = 11000000.10101000.00011111.00010111

Now perform a bitwise AND with each of these addresses to come
up with their respective subnets.

IP Address
Subnet mask
Bitwise AND

IP Address
Subnet mask
Bitwise AND

11000000.
11111111.

10101000.
11111111.

00001111.
11111100.

00010111
00000000

11000000.

11000000.
11111111.

10101000.

10101000.
11111111.

00001100.

00011111.
11111100.

00000000

00010111
00000000

11000000.

10101000.

00011100.

00000000

Notice that the result of the first bitwise AND produces the correct
subnet address while the second bitwise AND does not. Therefore, the
first address is a member of the subnet while the second is not.

The code to do this is shown below. It assumes that the type int is
defined to be at least four bytes long. The left shift operator '<<' used in
the initialization of sbnt_ID and sbnt mask pushes each octet of
the IP address or subnet mask to the correct position.

int subnetCheck (int IP address)
{
int sbnt ID = (192<<24)+(168<<16)+(12<<8)+0;
int sbnt mask = (255<<24)+(255<<16)+(252<<8)+0;
if((sbnt mask & IP address) == sbnt ID)
return 1;
else return 0;
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9.1.2 Setting Bits

Individual bits within a binary value can be set to one using the
bitwise logical OR. To do this, OR the original value with a binary
mask that has ones in the positions to be set and zeros in the positions
to be left alone. For example, the operation below sets bit positions 1,
3, and 5 of the binary value 10010110,. Note that bit position 1 was
already set. Therefore, this operation should have no affect on that bit.

Originalvalue 1 0 0 1 0 1 1 0
Mask 0 0 I 0 1 O 1 O
BitwiseOR 1 0 1 1 1 1 1 0

In a C program, the bitwise OR is identified with the operator '|'.

Example

Assume that a control byte is used to control eight sets of lights in
an auditorium. Each bit controls a set of lights as follows:

bit 7 — House lighting bit 3 — Emergency lighting
bit 6 — Work lighting bit 2 — Stage lighting

bit 5 — Aisle lighting bit 1 — Orchestra pit lighting
bit 4 — Exit lighting bit 0 — Curtain lighting

For example, if the house lighting, exit lighting, and stage lighting
are all on, the value of the control byte should be 10010100,. What
mask would be used with the bitwise OR to turn on the aisle lighting
and the emergency lighting?

Solution

The bitwise OR uses a mask where a one is in each position that
needs to be turned on and zeros are placed in the positions meant to be
left alone. To turn on the aisle lighting and emergency lighting, bits 5
and 3 must be turned on while the remaining bits are to be left alone.
This gives us a mask of 00101000,.

9.1.3 Toggling Bits

We can also toggle or switch the value of individual bits from 1 to 0
or vice versa. This is done using the bitwise XOR. Let's begin our
discussion by examining the truth table for a two-input XOR.
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Table 9-1 Truth Table for a Two-Input XOR Gate

>—~>—OO>
—_ o — O
=]

If we cover up the bottom two rows of this truth table leaving only
the rows where A=0 visible, we see that the value of B is passed along
to X, i.e., if A=0, then X equals B. If we cover up the rows where A=0
leaving only the rows where A=1 visible, it looks like the inverse of B
is passed to X, i.e., if A=1, then X equals the inverse of B. This
discussion makes a two-input XOR gate look like a programmable
inverter. If A is zero, B is passed through to the output untouched. If A
is one, B is inverted at the output.

Therefore, if we perform a bitwise XOR, the bit positions in the
mask with zeros will pass the original value through and bit positions in
the mask with ones will invert the original value. The example below
uses the mask 00101110, to toggle bits 1, 2, 3, and 5 of a binary value
while leaving the others untouched.

Originalvalue 1 0 0 1 0 1 1 O
Mask 0 0 1 O 1 1 1 0
Bitwise XOR 1 0 1 1 1 0 O O

Example

Assume a byte is used to control the warning and indicator lights on
an automotive dashboard. The following is a list of the bit positions and
the dashboard lights they control.

bit 7 — Oil pressure light bit 3 — Left turn indicator
bit 6 — Temperature light bit 2 — Right turn indicator
bit 5 — Door ajar light bit 1 — Low fuel light

bit 4 — Check engine light bit 0 — High-beams light
Determine the mask to be used with a bitwise XOR that when used

once a second will cause the left and right turn indicators to flash when
the emergency flashers are on.
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Solution

The bitwise XOR uses a mask with ones is in the positions to be
toggled and zeros in the positions to be left alone. To toggle bits 3 and
2 on and off, the mask should have ones only in those positions.
Therefore, the mask to be used with the bitwise XOR is 00001100,.

9.2 Comparing Bits with XOR

This brings us to our first method for detecting errors in data:
comparing two serial binary streams to see if they are equal. Assume
that one device is supposed to send a stream of bits to another device.
An example of this might be a motion detector mounted in an upper
corner of a room. The motion detector has either a zero output
indicating the room is unoccupied or a one output indicating that
something in the room is moving. The output from this motion detector
may look like that shown in Figure 9-4.

unoccupied

logic 1 ~~ =, [

logic 0 S SN U S

occupied

Figure 9-4 Possible Output from a Motion Detector

To verify the output of the motion detector, a second motion
detector could be mounted in the room so that the two separate outputs
could be compared to each other. If the outputs are the same, the signal
can be trusted; if they are different, then one of the devices is in error.
At this point in our discussion, we won't know which one.

detector 1 l
detector 2 I

¥ Difference indicates

an error occurred

Figure 9-5 A Difference in Output Indicates an Error
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A two-input XOR gate can be used here to indicate when an error
has occurred. Remember that the output of a two-input XOR gate is a
zero if both of the inputs are the same and a one if the inputs are
different. This gives us a simple circuit to detect when two signals
which should be identical are not.

Sl.gnal A D Equals 1 when A#B
Signal B
Figure 9-6 Simple Error Detection with an XOR Gate

This circuit will be used later in this chapter to support more
complex error detection and correction circuits.

9.3 Parity

One of the most primitive forms of error detection is to add a single
bit called a parity bit to each piece of data to indicate whether the data
has an odd or even number of ones. It is considered a poor method of
error detection as it sometimes doesn't detect multiple errors. When
combined with other methods of error detection, however, it can
improve their overall performance.

There are two primary types of parity: odd and even. Even parity
means that the sum of the ones in the data element and the parity bit is
an even number. With odd parity, the sum of ones in the data element
and the parity bit is an odd number. When designing a digital system
that uses parity, the designers decide in advance which type of parity
they will be using.

Assume that a system uses even parity. If an error has occurred and
one of the bits in either the data element or the parity bit has been
inverted, then counting the number of ones results in an odd number.
From the information available, the digital system cannot determine
which bit was inverted or even if only one bit was inverted. It can only
tell that an error has occurred.

One of the primary problems with parity is that if two bits are
inverted, the parity bit appears to be correct, i.e., it indicates that the
data is error free. Parity can only detect an odd number of bit errors.

Some systems use a parity bit with each piece of data in memory. If
a parity error occurs, the computer will generate a non-maskable
interrupt, a condition where the operating system immediately
discontinues the execution of the questionable application.
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Example

Assume the table below represents bytes stored in memory along
with an associated parity bit. Which of the stored values are in error?

Data Parity
1 0 0 1 O 1 1 O 0
o o 1 1 1 0 1 O 1
1 0 1 1 O 1 O 1 1
o 1 0 1 1 0 0 1 0
1 1. 0 0 0 1 0 1 1

Solution

To determine which data/parity combinations have an error, count
the number of ones in each row. The rows with an odd sum have errors
while the rows with an even sum are assumed to contain valid data.

Data Parity
1jofof[1]of1]1]0] [0] 4 ones—even - noerror
0[0[1|1]1]0|1]0 5 ones — odd = Error!
L{O[I[1I][O][1]O]!1 6 ones — even = No error
ol1]o]1[1]o]o]1] [0] 4ones—even-> noerror
1[1][0][0]O0]1]O0]1 5 ones — odd -2 Error!
9.4 Checksum

For digital systems that store or transfer multiple pieces of data in
blocks, an additional data element is typically added to each block to
provide error detection for the block. This method of error detection is
common, especially for the transmission of data across networks.

One of the simplest implementations of this error detection scheme
is the checksum. As a device transmits data, it takes the sum of all of
the data elements it is transmitting to create an aggregate sum. This
sum is called the datasum. The overflow carries generated by the
additions are either discarded or added back into the datasum. The
transmitting device then sends a form of this datasum appended to the
end of the block. This new form of the datasum is called the checksum.

As the data elements are received, they are added a second time in
order to recreate the datasum. Once all of the data elements have been
received, the receiving device compares its calculated datasum with the
checksum sent by the transmitting device. The data is considered error
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free if the receiving device's datasum compares favorably with the
transmitted checksum. Figure 9-7 presents a sample data block and the
datasums generated both by discarding the two carries and by adding
the carries to the datasum.

Datasum Datasum

(discarded (added

Data carries) carries)
A
4 N

Figure 9-7 Sample Block of Data with Accompanying Datasums

Upon receiving this transmission, the datasum for this data block
must be calculated. Begin by taking the sum of all the data elements.

3F 16+ Dlig+ 2416+ 5A16+ 1016 + 3216 + 8916 = 2596

The final datasum is calculated by discarding any carries that went
beyond the byte width defined by the data block (59;¢) or by adding the
carries to the final sum (59;¢ + 2 = 5Bjs). This keeps the datasum the
same width as the data. The method of calculating the datasum where
the carries are added to the sum is called the one's complement sum.

The checksum shown for the data block in Figure 9-7 is only one of
a number of different possible checksums for this data. In this case, the
checksum was set equal to the expected datasum. If any of the data
elements or if the checksum was in error, the datasum would not equal
the checksum. If this happens, the digital system would know that an
error had occurred. In the case of a network data transmission, it would
request the data to be resent.

The only difference between different implementations of the
checksum method is how the datasum and checksum are compared in
order to detect an error. As with parity, it is the decision of the designer
as to which method is used. The type of checksum used must be agreed
upon by both the transmitting and receiving devices ahead of time. The
following is a short list of some of the different types of checksum
implementations:

e A block of data is considered error free if the datasum is equal to
the checksum. In this case, the checksum element is calculated by
taking the sum of all of the data elements and discarding any
carries, 1.e., setting the checksum equal to the datasum.
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e A block of data is considered error free if the sum of the datasum
and checksum results in a binary value with all ones. In this case,
the checksum element is calculated by taking the 1's complement of
the datasum. This method is called a /'s complement checksum.

e A block of data is considered error free if the sum of the datasum
and checksum results in a binary value with all zeros. In this case,
the checksum element is calculated by taking the 2's complement of
the datasum. This method is called a 2's complement checksum.

As shown earlier, the basic checksum for the data block in Figure
9-7 18 5916 (01011001,). The 1's complement checksum for the same
data block is equal to the 1's complement of 59¢.

I's complement of 59,6 = 10100110, = A6

The 2's complement checksum for the data block is equal to the 2's
complement of 59.

2s complement of 5914 = 10100111, = A7;¢

Example

Determine if the data block and accompanying checksum below are
error free. The data block uses a 1's complement checksum.

Data Checksum
| 0616 | 0016 | F716 | 7E16 | 0116 | 5216 | | 3116

Solution

First, calculate the datasum by adding all the data elements in the
data block.

0616 0616 FDis 7Bi6 7Cis
+ 0046 +F716 + 7E16/"i‘ 0146 + 5216

0616 FDi6 17B16 7Cis CEs6

This gives us a datasum of CE . If we add this to the checksum 316
we get CE ¢ + 3116 = FF6, which tells us the data block is error free.

There is a second way to check this data. Instead of adding the
datasum to the checksum, you can use the datasum to recalculate the

SML Exhibit 1015



178 Computer Organization and Design Fundamentals

checksum and compare the result with the received checksum. Taking
the 1's complement of CE ¢ gives us:

CEis=11001110,
I's complement of CEc =001100001, =31

Example

Write a C program to determine the basic checksum, 1's complement
checksum, and 2's complement checksum for the data block 07;¢, 016,
2016, 7416, 6516, 6416, 2E 6.

Solution

Before we get started on this code, it is important to know how to
take a 1's complement and a 2's complement in C. The 1's complement
uses a bitwise not operator '~'. By placing a '~' in front of a variable or
constant, the bitwise inverse or 1's complement is returned. Since most
computers represent negative numbers with 2's complement notation,
the 2's complement is calculated by placing a negative sign in front of
the variable or constant.

The code below begins by calculating the datasum. It does this with
a loop that adds each value from the array of data values to a variable
labeled datasum. After each addition, any potential carry is stripped off
using a bitwise AND with Oxff. This returns the byte value.

Once the datasum is calculated, the three possible checksum values
can be calculated. The first one is equal to the datasum, the second is
equal to the bitwise inverse of the datasum, and the third is equal to the
2's complement of the datasum.

int datasum=0;
int block[] = {0x07, 0x01, 0x20, 0x74,
0x65, 0x64, 0x2E};

// This for-loop adds all of the data elements
for (int i=0; 1 < sizeof (block)/sizeof (int); i++)
datasum += block[i];

// The following line discards potential carries
datasum &= 0Oxff;

// Compute each of the three types of checksums
int basic checksum = datasum;

int ones compl checksum = 0Oxffé& (~datasum);

int twos compl checksum = 0Oxffé&(-datasum);
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If we execute this code with the appropriate output statements, we
get the following three values for the checksums.

The basic checksum is 93
The 1's complement checksum is 6c
The 2's complement checksum is 6d

9.5 Cyclic Redundancy Check

The problem with using a checksum for error correction lies in its
simplicity. If multiple errors occur in a data stream, it is possible that
they may cancel each other out, e.g., a single bit error may subtract 4
from the checksum while a second error adds 4. If the width of the
checksum character is 8 bits, then there are 2° = 256 possible
checksums for a data stream. This means that there is a 1 in 256 chance
that multiple errors may not be detected. These odds could be reduced
by increasing the size of the checksum to 16 or 32 bits thereby
increasing the number of possible checksums to 2'° = 65,536 or 2% =
4,294,967,296 respectively.

Assume Figure 9-8 represents a segment of an integer number line
where the result of the checksum is identified. A minor error in one of
the values may result in a small change in the checksum value. Since
the erroneous checksum is not that far from the correct checksum, it is
easy for a second error to put the erroneous checksum back to the
correct value indicating that there hasn't been an error when there
actually has been one.

First error makes only minor
change in checksum \ m

Valid checksum /I U\ Second error can

easily mask first error.

A

Figure 9-8 Small Changes in Data Canceling in Checksum

What we need is an error detection method that generates vastly
different values for small errors in the data. The checksum algorithm
doesn't do this which makes it possible for two bit changes to cancel
each other in the sum.

A cyclic redundancy check (CRC) uses a basic binary algorithm
where each bit of a data element modifies the checksum across its
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Memory Organization

12.1 Early Memory

Every year new memory technologies are developed promising
faster response and higher throughput. This makes it difficult to
maintain a printed document discussing the latest advances in memory
technologies. Although this chapter does present some basic memory
technologies and how they are used to improve performance, the focus
is on memory organization and interfacing with the processors.

One of the earliest types of computer memory was called magnetic
core memory. It was made by weaving fine copper wires through tiny
rings of magnetic material in an array. Figure 12-1 shows the basic
arrangement of core memory.

Figure 12-1 Diagram of a Section of Core Memory

Much like recording music to a magnetic tape, when electrical
current was sent through the center of one of the magnetic rings, it
polarized it with a magnetic charge. Each of these rings could have a
charge that flowed clockwise or counter-clockwise. One direction was
considered a binary 1 while the other was considered a binary 0.

The horizontal and vertical wires of the core memory were used to
write data to a specific ring. By putting half the current necessary to
polarize the magnetic material on one of the horizontal wires and the
same level of current on one of the vertical wires, the ring where the
two wires intersected had enough total current to modify the ring's
polarity. The polarity of the remaining rings would be left unaltered.

241
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The diagonal wires, called sense wires, were used to read data. They
could detect when the polarity on one of the rings was changed. To
read data, therefore, the bit in question would be written to with the
horizontal and vertical wires. If the sense wire detected a change in
polarity, the bit that had been stored there must have been opposite
from the one just written. If no polarity change was detected, the bit
written must have been equal to the one stored in that ring.

Magnetic core memory looks almost like fabric, the visible rings
nestled among a lacework of glistening copper wires. It is for these
reasons, however, that it is also impractical. Since the rings are
enormous relative to the scale of electronics, a memory of 1024 bytes
(referred to as a 1K x 8 or "1K by 8") had physical dimensions of
approximately 8 inches by 8 inches. In addition, the fine copper wires
were very fragile making manufacturing a difficult process. A typical
1K x 8 memory would cost thousands of dollars. Therefore, magnetic
core memory disappeared from use with the advent of transistors and
memory circuits such as the latch presented in Chapter 10.

12.2 Organization of Memory Device

Modern memory has the same basic configuration as magnetic core
memory although the rings have been replaced with electronic memory
cells such as the D-Latch. The cells are arranged so that each row
represents a memory location where a binary value would be stored and
the columns represent different bits of those memory locations. This is
where the terminology "1K x 8" used in Section 12.1 comes from.
Memory is like a matrix where the number of rows identifies the
number of memory locations in the memory and the number of
columns identifies the number of bits in each memory location.

To store to or retrieve data from a memory device, the processor
must place a binary number called an address on special inputs to the
memory device. This address identifies which row of the memory
matrix or array the processor is interested in communicating with, and
enables it.

Once a valid address is placed on the address lines, the memory cells
from that row are connected to bi-directional connections on the
memory device that allow data either to be stored to or read from the
latches. These connections are called the data lines. Three additional
lines, chip select, read enable, and write enable, are used to control the
transaction.

Figure 12-2 presents the basic organization of a memory device.
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Address . Chip
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Data lines

Figure 12-2 Basic Organization of a Memory Device

Remember from Chapter 8 that a decoder with » inputs has 2"
outputs, exactly one of which will be active for each unique pattern of
ones and zeros at its input. For example, an active-low 2-input decoder
will have four outputs. A different output will equal zero for each
unique input pattern while all of the other inputs will be ones.

An address decoder selects exactly one row of the memory array to
be active leaving the others inactive. When the microprocessor places a
binary number onto the address lines, the address decoder selects a
single row in the memory array to be written to or read from. For
example, if 011, = 3¢ is placed on the address lines, the fourth row of
the memory will be connected to the data lines. The first row is row 0.

The processor uses the inputs read enable and write enable to
specify whether it is reading data from or writing data to the selected
row of the memory array. These signals are active low. When read
enable is zero, we are reading data from memory, and when write
enable is zero, we are writing data to memory. These two signals
should never be zero at the same time.

Sometimes, the read enable and write enable signals are combined

into a single line called R/W (pronounced "read write-bar"). In this
case, a one on R /W initiates a data read while a zero initiates a write.
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If latches are used for the memory cells, then the data lines are
connected to the D inputs of the memory location latches when data is
written, and they are connected to the QO outputs when data is read.

The last input to the memory device shown in Figure 12-2 is the
chip select. The chip select is an active low signal that enables and
disables the memory device. If the chip select equals zero, the memory
activates all of its input and output lines and uses them to transfer data.
If the chip select equals one, the memory becomes idle, effectively
disconnecting itself from all of its input and output lines. The reason for
this is that the typical memory device shares the address and data lines
of a processor with other devices.

Rarely does a processor communicate with only one memory device
on its data lines. Problems occur when more than one device tries to
communicate with the processor over shared lines at the same time. It
would be like ten people in a room trying to talk at once; no one would
be able to understand what was being said.

The processor uses digital logic to control these devices so that only
one is talking or listening at a time. Through individual control of each
of the chip select lines to the memory devices, the processor can enable
only the memory device it wishes to communicate with. The processor
places a zero on the chip select of the memory device it wants to
communicate with and places ones on all of the other chip select inputs.

The next section discusses how these chip selects are designed so
that no conflicts occur.

12.3 Interfacing Memory to a Processor

The previous section presented the input and output lines for a
memory device. These lines are shared across all of the devices that
communicate with the processor. If you look at the electrical traces
across the surface of a motherboard, you should see collections of
traces running together in parallel from the processor to then from one
memory device to the next. These groups of wires are referred to as the
bus, which is an extension of the internal structure of the processor.
This section discusses how the memory devices share the bus.

12.3.1 Buses

In order to communicate with memory, a processor needs three
types of connections: data, address, and control. The data lines are the
electrical connections used to send data to or receive data from
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memory. There is an individual connection or wire for each bit of data.
For example, if the memory of a particular system has 8 latches per
memory location, i.e., 8 columns in the memory array, then it can store
8-bit data and has 8 individual wires with which to transfer data.

The address lines are controlled by the processor and are used to
specify which memory location the processor wishes to communicate
with. The address is an unsigned binary integer that identifies a unique
location where data elements are to be stored or retrieved. Since this
unique location could be in any one of the memory devices, the address
lines are also used to specify which memory device is enabled.

The control lines consist of the signals that manage the transfer of
data. At a minimum, they specify the timing and direction of the data
transfer. The processor also controls this group of lines. Figure 12-3
presents the simplest connection of a single memory device to a
processor with n data lines and m address lines.

Unfortunately, the configuration of Figure 12-3 only works with
systems that have a single memory device. This is not very common.
For example, a processor may interface with a BIOS stored in a non-
volatile memory while its programs and data are stored in the volatile
memory of a RAM stick. In addition, it may use the bus to
communicate with devices such as the hard drive or video card. All of
these devices share the data, address, and control lines of the bus.
(BIOS stands for Basic Input/Output System and it is the low-level
code used to start the processor when it is first powered up.)

Data Lines \S\OI?HOI Lines ddress Lines

D, <« Dy

R mivpnamwils
SN el
r Dn-l V/ <+—> Dn-l M
0 (S
C A() I > l\ AO m
(S A1 / > A1 (o]
S : . : r
S Am-l > Vi Am-l Y
0 — —
r R > R

W > \\%

Clock D Clock

Figure 12-3 Basic Processor to Memory Device Interface
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A method had to be developed to allow a processor to communicate
to multiple memory devices across the same set of wires. If this wasn't
done, the processor would need a separate set of data, address, and
control lines for each device placing an enormous burden on circuit
board designers for routing wires.

By using a bus, the processor can communicate with exactly one
device at a time even though it is physically connected to many
devices. If only one device on the bus is enabled at a time, the
processor can perform a successful data transfer. If two devices tried to
drive the data lines simultaneously, the result would be lost data in a
condition called bus contention.

Figure 12-4 presents a situation where data is being read from
memory device 1 while memory device 2 remains "disconnected" from
the bus. Disconnected is in quotes because the physical connection is
still present; it just doesn't have an electrical connection across which
data can pass.

Notice that Figure 12-4 shows that the only lines disconnected from
the bus are the data lines. This is because bus contention only occurs
when multiple devices are trying to output to the same lines at the same
time. Since only the microprocessor outputs to the address and control
lines, they can remain connected.

In order for this scheme to work, an additional control signal must
be sent to each of the memory devices telling them when to be
connected to the bus and when to be disconnected. This control signal
is called a chip select.

Data lines Data lines are
are connected | Memory Memory |_ disconnected
to the bus. ¥ 1 2 from the bus.
2=

DATA

Micro- ADDRESS
processor

CONTROL

Figure 12-4 Two Memory Devices Sharing a Bus
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A chip select is an active low signal connected to the enable input of
the memory device. If the chip select is high, the memory device
remains idle and its data lines are disconnected from the bus. When the
processor wants to communicate with the memory device, it pulls that
device's chip select low thereby enabling it and connecting it to the bus.

Each memory device has its own chip select, and at no time do two
chip selects go low at the same time. For example, Table 12-1 shows
the only possible values of the chip selects for a system with four
memory devices.

Table 12-1 The Allowable Settings of Four Chip Selects

CSp | CS; | CS, | CS;
Only memory device 0 connected | 0 1 1 1
Only memory device 1 connected | 1 0 1 1
Only memory device 2 connected | 1 1 0 1
Only memory device 3 connected | 1 1 1 0
All devices disconnected 1 1 1 1

The disconnection of the data lines is performed using tristate
outputs for the data lines of the memory chips. A tristate output is
digital output with a third state added to it. This output can be a logic 1,
a logic 0, or a third state that acts as a high impedance or open circuit.
It is like someone opened a switch and nothing is connected.

This third state is controlled by the chip select. When the active low
chip select equals 1, data lines are set to high impedance, sometimes
called the Z state. A chip select equal to 0 causes the data lines to be
active and allow input or output.

In Figure 12-5a, three different outputs are trying to drive the same
wire. This results in bus contention, and the resulting data is
unreadable. Figure 12-5b shows two of the outputs breaking their
connection with the wire allowing the first output to have control of the
line. This is the goal when multiple devices are driving a single line.
Figure 12-5c¢ is the same as 12-5b except that the switches have been
replaced with tristate outputs. With all but one of the outputs in a Z
state, the top gate is free to drive the output without bus contention.

The following sections describe how memory systems are designed
using chip selects to take advantage of tristate outputs.
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Figure 12-5 Three Buffers Trying to Drive the Same Output

12.3.2 Memory Maps

Think of memory as several filing cabinets where each folder can
contain a single piece of data. The size of the stored data, i.e., the
number of bits that can be stored in a single memory location, is fixed
and is equal to the number of columns in the memory array. Each piece
of data can be either code (part of a program) or data (variables or
constants used in the program). Code and data are typically stored in
the same memory, each piece of which is stored in a unique address or
row of memory.

Some sections of memory are assigned to a predefined purpose
which may place constraints on how they are arranged. For example,
the BIOS from which the computer performs its initial startup sequence
is located at a specific address range in non-volatile memory. Video
memory may also be located at a specific address range.

System designers must have a method to describe the arrangement
of memory in a system. Since multiple memory devices and different
types of memory may be present in a single system, hardware designers
need to be able to show what addresses correspond to which memory
devices. Software designers also need to have a way to show how the
memory is being used. For example, which parts of memory will be
used for the operating system, which parts will be used to store a
program, or which parts will be used to store the data for a program.

System designers describe the use of memory with a memory map.
A memory map represents a system's memory with a long, vertical
column. It is meant to model the memory array where the rows
correspond to the memory locations. Within the full range of addresses
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are smaller partitions where the individual resources are present. Figure
12-6 presents two examples of memory maps.

FFFF oS FFFFF Program
BI C
FF00,q 000046
FEFF,, BFFFF
Program
Empty B
s
TFFF Video 2800016 Unused
memo 16
700046 v 27FFF1q | program
6FFF A
200004
RAM 1FFFF 4 oS
000016 0000016
a.) Hardware-specific b.) Software-specific

Figure 12-6 Sample Memory Maps

The numbers along the left side of the memory map represent the
addresses corresponding to each memory resource. The memory map
should represent the full address range of the processor. This full
address range is referred to as the processor's memory space, and its
size is represented by the number of memory locations in the full range,
i.e., 2" where m equals the number of address lines coming out of the
processor. It is up to the designer whether the addresses go in ascending
or descending order on the memory map.

As an example, let's calculate the memory space of the processor
represented by the memory map in Figure 12-6b. The top address for
this memory map is FFFFF;g= 1111 1111 1111 1111 1111,. Since the
processor accesses its highest address by setting all of its address lines
to 1, we know that this particular processor has 20 address lines.
Therefore, its memory space is 2°° = 1,048,576,0 = 1 Meg. This means
that all of the memory resources for this processor must be able to fit
into 1 Meg without overlapping.

In the next section, we will see how to compute the size of each
partition of memory using the address lines. For now, however, we can
determine the size of a partition in memory by subtracting the low
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address from the high address, then adding one to account for the fact
that the low address itself is a memory location. For example, the range
of the BIOS in Figure 12-6a starts at FF00,s = 65,280;¢ and goes up to
FFFF6 = 65,53519. This means that the BIOS fits into

65,535 — 65,280 +1 = 256 memory locations.

It is vital to note that there is an exact method to selecting the upper
and lower addresses for each of the ranges in the memory map. Take
for example the memory range for Program A in Figure 12-6b. The
lower address is 20000;¢ while the upper address is 27FFF 4. If we
convert these addresses to binary, we should see a relationship.

2000046 = 0010 0000 0000 0000 0000,
27FFF;s= 00100111 1111 1111 1111,

It is not a coincidence that the upper five bits of these two addresses
are identical while the remaining bits go from all zeros in the low
address to all ones in the high address. Converting the high and the low
address of any one of the address ranges in Figure 12-6 should reveal
the same characteristic.

The next section shows how these most significant address bits are
used to define which memory device is being selected.

12.3.3 Address Decoding

Addpress decoding is a method for using an address to enable a
unique memory device while leaving all other devices idle. The method
described here works for many more applications than memory though.
It is the same method that is used to identify which subnet a host
computer is connected to based on its [P address.

All address decoding schemes have one thing in common: the bits of
the full address are divided into two groups, one group that is used to
identify the memory device and one group that identifies the memory
location within the selected memory device. In order to determine how
to divide the full address into these two groups of bits, we need to
know how large the memory device is and how large the memory space
is. Once we know the size of the memory device, then we know the
number of bits that will be required from the full address to point to a
memory location within the memory device.

Just as we calculated the size of the memory space of a processor,
the size of the memory space of a device is calculated by raising 2 to a
power equal to the number of address lines going to that device. For
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example, a memory device with 28 address lines going into it has 2°% =
256 Meg locations. This means that 28 address bits from the full
address must be used to identify a memory location within that device.
All of the remaining bits of the full address will be used to enable or
disable the device. It is through these remaining address bits that we
determine where the memory will be located within the memory map.

Table 12-2 presents a short list of memory sizes and the number of
address lines required to access all of the locations within them.
Remember that the memory size is simply equal to 2" where m is the
number of address lines going into the device.

Table 12-2 Sample Memory Sizes versus Required Address Lines

Memory | Number of Memory | Number of
size address lines size address lines
1K 10 256 Meg 28

256 K 18 1 Gig 30
1 Meg 20 4 Gig 32
16 Meg 24 64 Gig 36

The division of the full address into two groups is done by dividing
the full address into a group of most significant bits and least
significant bits. The block diagram of an m-bit full address in Figure
12-7 shows how this is done. Each bit of the full address is represented
with a, where 7 is the bit position.

full address of m-bits
ai k-1 Ai=2 a da; Ao ‘
k bits wired directly
to memory device

‘ An-1_Am-2 Adm=3
m — k bits defining when |
memory device is enabled !

Figure 12-7 Full Address with Enable Bits and Device Address Bits

The bits used to enable the memory device are always the most
significant bits while the bits used to access a memory location within
the device are always the least significant bits.
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Example

A processor with a 256 Meg address space is using the address
35E3C036 to access a 16 Meg memory device.

e How many address lines are used to define when the 16 Meg
memory space is enabled?

e What is the bit pattern of these enable bits that enables this
particular 16 Meg memory device?

e What is the address within the 16 Meg memory device that this
address is going to transfer data to or from?

e What is the lowest address in the memory map of the 16 Meg
memory device?

e What is the highest address in the memory map of the 16 Meg
memory device?

Solution

First, we need to determine where the division in the full address is
so that we know which bits go to the enable circuitry and which are
connected directly to the memory device's address lines. From Table
12-2, we see that to access 256 Meg, we need 28 address lines.
Therefore, the processor must have 28 address lines coming out of it.

The memory device is only 16 Meg which means that it requires 24
address lines to uniquely identify all of its addresses.

|a27 Qo A5 a4 i Q23 A ... dy 4 a0|

4 bits that enable | 24 bits going to address
memory device : lines of memory device

Therefore, the four most significant address lines are used to enable
the memory device.

By converting 35E3C03¢ to binary, we should see the values of
each of these bit positions for this memory location in this memory
device.

35E3C03,6= 00110101 1110 0011 1100 0000 0011,

The four most significant bits of this 28-bit address are 0011,. This,
therefore, is the bit pattern that will enable this particular 16 Meg
memory device: ay7 =0, axs = 0, as = 1, and a4 = 1. Any other pattern
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of bits for these four lines will disable this memory device and disallow
any data transactions between it and the processor.

The 16 Meg memory device never sees the most significant four bits
of this full address. The only address lines it ever sees are the 24 that
are connected directly to its address lines: ay through a,;. Therefore, the
address the memory device sees is:

0101 11100011 1100 0000 0011, = SE3CO036

As for the highest and lowest values of the full address for this
memory device, we need to examine what the memory device interprets
as its highest and lowest addresses. The lowest address occurs when all
of the address lines to the memory device are set to 0. The highest
address occurs when all of the address lines to the memory device are
set to 1. Note that this does not include the four most significant bits of
the full address which should stay the same in order for the memory
device to be active. Therefore, from the standpoint of the memory map
which uses the full address, the lowest address is the four enable bits
set to 0011, followed by 24 zeros. The highest address is the four
enable bits set to 0011, followed by 24 ones.

4 bits that enable | 24 bits going to address

memory device | lines of memory device
Ay; Gy Gys Qi Ay ... Ay 41 Qo

Highestaddress | O 0 1 1 :1 1 ... 1 1 1
Lowestaddress| 0 0 1 1:0 0 .. 0 0 0

Therefore, from the perspective of the memory map, the lowest and
highest addresses of this memory device are:

Highest=0011 1111 1111 1111 1111 1111 1111, = 3FFFFFF
Lowest = 0011 0000 0000 0000 0000 0000 0000, = 3000000

The following memory map shows how this 16 Meg memory is
placed within the full range of the processor's memory space. The full
address range of the processor's memory space is determined by the
fact that there are 28 address lines from the processor. Twenty-eight
ones 1S FFFFFFF ¢ in hexadecimal and 28 zeros is 0000000+¢.
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FFFFFFF 6

40000006
3FFFFFF ¢

16 Meg

3000000, | MmOy

2FFFFFF 6

0000000

The method for resolving the subnet of an IP address is the same as
enabling a specific memory device within a processor's memory space.
When configuring a computer to run on a network that uses the Internet
Protocol version 4 addressing scheme, it must be assigned a 32-bit
address that uniquely identifies it among all of the other computers on
that network. This 32-bit address serves a second purpose though: it
identifies the sub-network or subnet that this computer is a member of
within the entire network. A subnet within the entire IP network is
equivalent to a memory device within the memory space of a processor.

< 32-bit IP address >
| Network address | Host or local address |
Bits used to Bits used to identify
identify subnet ~ host within subnet

Figure 12-8 IPv4 Address Divided into Subnet and Host IDs

According to IPv4 standard, there are four classes of addressing,
Class A, Class B, Class C, and Class D. Each of these classes is defined
by the number of bits that are assigned to identify the subnet and how
many bits are left for the host ID. For example, a Class A subnet uses 8
bits to identify the subnet. This leaves 24 bits to identify the host within
the subnet. Therefore, a Class A network can ideally contain a
maximum of 2% = 16,777,216 hosts. The actual number of hosts is two
less. Two addresses for every subnet are reserved: one for a broadcast
address and one for the subnet itself.
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A Class C network uses 24 bits to identify the subnet and 8 bits to
identify the host within the subnet. Therefore, a Class C network can
have at most 2° — 2 = 254 machines on it, far fewer than a Class A. The
drawback of a Class A network, however, is that if the entire network
were assigned to Class A subnets, then there would ideally only be
room for 2% = 256 subnets. Whenever the number of bits used to
identify the subnet is increased, the number of possible subnets is
increased while the number of hosts within a subnet is decreased.

Example

The [Pv4 address 202.54.151.45 belongs to a Class C network. What
are the subnet and the host ids of this address?

Solution

First, IPv4 addresses are represented as four bytes represented in
decimal notation. Therefore, let's convert the IP address above into its
32-bit binary equivalent.

2020 = 11001010,
54,0= 00110110,
15110= 10010111,
450= 00101101,

This means that the binary address of 202.54.151.45 is:
11001010.00110110.10010111.00101101

Remember that the Class C network uses the first twenty-four bits
for the subnet id. This gives us the following value for the subnet id.

Subnet id2p2.54.15145 = 110010100011011010010111,

Any IPv4 address with the first 24 bits equal to this identifies a host in
this subnet.
The host id is taken from the remaining bits.

Host id202_54.151_45 =00101 1012

12.3.4 Chip Select Hardware

What we need is a circuit that will enable a memory device
whenever the full address is within the address range of the device and
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disable the memory device when the full address falls outside the
address range of the device. This is where those most significant bits of
the full address come into play.

Remember from our example where we examined the addressing of
a 16 Meg memory device in the 256 Meg memory space of a processor
that the four most significant bits needed to remain 0011,. In other
words, if the four bits a,7, a6, azs, and az4 equaled 0000,, 0001,, 0010,,
01004, 01015, 01105, 01115, 10002, 10015, 10102, 10115, 1100,, 11015,
1110,, or 11115, the 16 Meg memory device would be disabled.
Therefore, we want a circuit that is active when ax7 =0, a2 =0, ax5 =1,
and ay4 = 1. This sounds like the product from an AND gate with ay;
and ay6 inverted. Chip select circuits are typically active low, however,
so we need to invert the output. This gives us a NAND gate.

ar; ———(
Ao 0——(

ary o——x—

Figure 12-9 Sample Chip Select Circuit for a Memory Device

So the process of designing a chip select is as follows:

e Using the memory space of the processor and the size of the
memory device, determine the number of bits of the full address
that will be used for the chip select.

e Using the base address where the memory device is to be located,
determine the values that the address lines used for the chip select
are to have.

e Create a circuit with the address lines for the chip select going into
the inputs of a NAND gate with the bits that are to be zero inverted.

Example

Using logic gates, design an active low chip select for a 1 Meg
BIOS to be placed in the 1 Gig memory space of a processor. The
BIOS needs to have a starting address of 1E00000¢.

Solution

First of all, let's determine how many bits are required by the 1 Meg
BIOS. We see from Table 12-2 that a 1 Meg memory device requires
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20 bits for addressing. This means that the lower 20 address lines
coming from the processor must be connected to the BIOS address
lines. Since a 1 Gig memory space has 30 address lines (2*° = 1 Gig),
then 30 — 20 = 10 address lines are left to determine the chip select.

Next, we figure out what the values of those ten lines are supposed
to be. If we convert the starting address to binary, we get:

1E00000;6 = 00 0001 1110 0000 0000 0000 0000 0000

Notice that enough leading zeros were added to make the address 30
bits long, the appropriate length in a 1 Gig memory space.

We need to assign each bit a label. We do this by labeling the least
significant bit ao, then incrementing the subscript for each subsequent
position to the left. This gives us the following values for each address
bit. (a;s through a, have been deleted in the interest of space.)

Ay dpg dy7 Qye A5 Qp4 dp3 Ay d21 dy

1
\0000011110:00...00|
|

Bits ayo through ayy are g,y e—Q)

. a3 —)

used for the chip select. . 3
(2513 Q—O

ays e——0)

a4 e——

a2 e——

a0 e———O)

Example

What is the largest memory device that can be placed in a memory
map with a starting address of A40000,4?

Solution

This may seem like a rather odd question, but it actually deals with
an important aspect of creating chip selects. Notice that for every one
of our starting addresses, the bits that go to the chip select circuitry can
be ones or zeros. The bits that go to the address lines of the memory
device, however, must all be zero. This is because the first address in
any memory device is 0;9. The ending or highest address will have all
ones going to the address lines of the memory device.
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Let's begin by converting the address A40000;4 to binary.
A40000,6 = 1010 0100 0000 0000 0000 0000,

If we count the zeros starting with the least significant bit and
moving left, we see that there are 18 zeros before we get to our first
one. This means that the largest memory device we can place at this
starting address has 18 address lines. Therefore, the largest memory
device we can start at this address has 2'® = 256 K memory locations.

Example

True or False: B000;s to CFFF¢ is a valid range for a single
memory device.

Solution

This is much like the previous example in that it requires an
understanding of how the address lines going to the chip select circuitry
and the memory device are required to behave. The previous example
showed that the address lines going to the memory device must be all
zero for the starting or low address and all ones for the ending or high
address. The address lines going to the chip select, however, must all
remain constant.

Let's begin by converting the low and the high addresses to binary.

as ais an ay as as as a

Low 1 o0 1 1 0 0 O O O O O O 0o o0 o0 o0
High1 1 o0 o0 1 1 1 1 1 1 1 1 1 1 1 1

Note that it is impossible to make a vertical division through both
the high and the low addresses where all of the bits to the left are the
same for both the high and the low addresses while every bit to the
right goes from all zeros for the low address to all ones for the high
address. Since we cannot do this, we cannot make a chip select for this
memory device and the answer is false.

Example 327 —0
26 &—

What is the address range of a5 o——0
the memory device that is enabled ay —)
with the chip select shown? do3 &
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Solution

To begin with, the addressing can be determined from the subscripts
of the address lines identified in the figure. The address lines coming
out of the processor go from a, (always assumed to be the least
significant bit of the address) to a,7. This means that the processor has
28 address lines and can access a memory space of 2°* = 256 Meg.

The chip select only goes low when all of the inputs to the NAND
gate (after the inverters) equal 1. This means that ay7 =0, ax = 1,
axs =0, axs =0, and ap3 = 1. We find the lowest address by setting all of
the remaining bits, a,, through ay, to zero and we find the highest
address by setting all of the remaining bits to 1. This gives us the
following binary addresses.

Ay dye dzs  dz4 A3 i dp d1 ... 4 Ao

Highaddress| 0 1 o0 o0 I, 1 1 .. 1 1

Lowaddress | 0O 1 O O 1,0 O .. O O
1

When we convert these values to hexadecimal, we get:

High address =0100 1111 1111 1111 1111 1111 1111, =4FFFFFF,
Low address = 0100 1000 0000 0000 0000 0000 0000, = 4800000

12.4 Memory Mapped Input/Output

Some devices do not contain a memory array, yet their interface to
the processor uses data lines and control lines just like a memory
device. For example, an analog-to-digital converter (ADC) reads an
analog value and converts it to a digital number that the processor can
use. The processor reads this digital value from ADC exactly the same
way that it would read a value it had stored in a memory device.

The ADC may also require parameters to be sent to it from the
processor. These parameters might include the method it uses for
conversion, the time it waits between conversions, and which analog
input channels are active. The processor sets these values by writing to
the ADC in the same way it would store data to a memory device.

The practice of interfacing an input/output (I/O) device as if it was a
memory device is called memory mapping. Just like the bus interface
for a memory device, the memory mapped interface to a bus uses a chip
select to tell the device when it's being accessed and data lines to pass
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data between the device and the processor. Some memory mapped I/O
even use a limited number of address lines to identify internal registers.
In addition, I/O devices use the write enable and read enable signals
from the processor to determine whether data is being sent to the device
or read from it. Some devices may only support writing (purely output)
while others may only support reading (purely input).

<+—» D,
Data |<4—»| D,
—» Dy lines :
Data |/ D, <> D,
lines : Direction
—» D, —» R
control { =
Chip Chip W
select select
address{ﬂ Clock address{ﬂ Clock
lines lines
a.) Memory-mapped output device b.) Memory-mapped I/O device

Figure 12-10 Some Types of Memory Mapped I/O Configurations

12.5 Memory Terminology

There are many different purposes for memory in the operation of a
computer. Some memory is meant to store data and programs only
while the computer is turned on while other memory is meant to be
permanent. Some memory contains application code while other
memory is meant to store the low-level driver code to control devices
such as an IDE interface or a video card. Some memory may have a
larger capacity while other memory may be faster.

In order to understand what memory technologies to apply to which
processor operation, we need to understand a little bit more about the
technologies themselves. This section discusses some of the
terminology used to describe memory.

12.5.1 Random Access Memory

The term Random Access Memory (RAM) is typically applied to
memory that is easily read from and written to by the microprocessor.
In actuality, this is a misuse of this term. For a memory to be random
access means that any address can be accessed at any time. This is to
differentiate it from storage devices such as tapes or hard drives where
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the data is accessed sequentially. We will discuss hard drive
technologies in Chapter 13.

In general, RAM is the main memory of a computer. Its purpose is
to store data and applications that are currently in use. The operating
system controls the use of this memory dictating when items are to be
loaded into RAM, where they are to be located in RAM, and when they
need to be removed from RAM. RAM is meant to be very fast both for
reading and writing data. RAM also tends to be volatile in that as soon
as power is removed, all of the data is lost.

12.5.2 Read Only Memory

In every computer system, there must be a portion of memory that is
stable and impervious to power loss. This kind of memory is called
Read Only Memory or ROM. Once again, this term is a misnomer. If it
was not possible to write to this type of memory, we could not store the
code or data that is to be contained in it. It simply means that without
special mechanisms in place, a processor cannot write to this type of
memory. If through an error of some sort, the processor tries to write to
this memory, an error will be generated.

The most common application of ROM is to store the computer's
BIOS. Since the BIOS is the code that tells the processor how to access
its resources upon powering up, it must be present even when the
computer is powered down. Another application is the code for
embedded systems. For example, it is important for the code in your
car's computer to remain even if the battery is disconnected.

There are some types of ROM that the microprocessor can write to,
but usually the time needed to write to them or the programming
requirements needed to do so make it unwise to write to them regularly.
Therefore, these memories are still considered read only.

In some cases, the processor cannot write to a ROM under any
circumstances. For example, the code in your car's computer should
never need to be modified. This ROM is programmed before it is
installed. To put a new program in the car's computer, the old ROM is
removed and discarded and a new ROM is installed in its place.

12.5.3 Static RAM versus Dynamic RAM

For as long as memory has existed, scientists and engineers have
experimented with new technologies to make RAM faster and to cram
more of it into a smaller space, two goals that are typically at odds.
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Nowhere is this more obvious than in the two main classifications of
RAM: Static RAM (SRAM) and Dynamic RAM (DRAM).

SRAM is made from an array of latches such as the D-latch we
studied in Chapter 10. Each latch can maintain a single bit of data
within a single memory address or location. For example, if a memory
stores eight bits per memory address, then there are eight latches for a
single address. If this same memory has an address space of 256 K,
then there are 2'% - 8 =2% = 2,097,152 latches in the device.

Latches are not small devices as logic circuits go, but they are very
fast. Therefore, in the pursuit of the performance goals of speed and
size, SRAMs are better adapted to speed. In general, SRAMs:

e store data in transistor circuits similar to D-latches;

e are used for very fast applications such as RAM caches (discussed
in Chapter 13);

e tend to be used in smaller memories which allows for very fast
access due to the simpler decoding logic; and

e are volatile meaning that the data remains stored only as long as
power is available.

There are circuits that connect SRAMs to a back up battery that
allows the data to be stable even with a loss of power. These batteries,
about the size of a watch battery, can maintain the data for long periods
of time much as a battery in a watch can run for years. On the negative
side, the extra battery and circuitry adds to the overall system cost and
takes up physical space on the motherboard

A bit is stored in a DRAM using a device called a capacitor. A
capacitor is made from a pair of conductive plates that are held parallel
to each other and very close together, but not touching. If an electron is
placed on one of the plates, its negative charge will force an electron on
the other plate to leave. This works much like the north pole of a
magnet pushing away the north pole of a second magnet.

If enough electrons are deposited on the one plate creating a strong
negative charge, enough electrons will be moved away from the
opposite plate creating a positive charge. Like a north pole attracting
the south pole of a second magnet, the charges on these two plates will
be attracted to each other and maintain their charge. This is considered
a logic '1". The absence of a charge is considered a logic '0'".
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Since a capacitor can be made very small, DRAM technology is
better adapted to high density memories, i.e., cramming a great deal of
bits into a small space.

Capacitors do have a problem though. Every once in a while, one of
the electrons will escape from the negatively charged plate and land on
the positively charged plate. This exchange of an electron decreases the
overall charge difference on the two plates. If this happens enough, the
stored '1' will disappear. This movement of electrons from one plate to
the other is referred to as leakage current.

The electrons stored on the plates of the capacitors are also lost
when the processor reads the data. It requires energy to read data from
the capacitors, energy that is stored by the position of the electrons.
Therefore, each read removes some of the electrons.

In order to avoid having leakage current or processor reads corrupt
the data stored on the DRAMs, i.e., turning the whole mess to zeros,
additional logic called refresh circuitry is used that periodically reads
the data in the DRAM then restores the ones with a full charge of
electrons. This logic also recharges the capacitors each time the
processor reads from a memory location. The refresh circuitry is
included on the DRAM chip making the process of keeping the DRAM
data valid transparent to the processor. Although it adds to the cost of
the DRAM, the DRAM remains cheaper than SRAM.

The refresh process involves disabling memory circuitry, then
reading each word of data and writing it back. This is performed by
counting through the rows. The process does take time thus slowing
down the apparent performance of the memory.

In general, DRAMs:

e have a much higher capacity due to the smaller size of the capacitor
(The RAM sticks of your computer's main memory are DRAMs.);

e will "leak" charge due to the nature of capacitors eventually causing
the data to disappear unless it is refreshed periodically;

e are much cheaper than SRAM; and

e are volatile meaning that the data is fixed and remains stored only
as long as power is available.

12.5.4 Types of DRAM and Their Timing

The basic DRAM storage technology is unchanged since first RAM
chips, but designers have used alternate techniques to improve the
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effective performance of the DRAM devices. For example, the number
of pins that electrically connect the DRAM to the system can be quite
large, one of the largest culprits being addressing. A 1 Gbyte memory,
for example, requires 30 pins for addressing. If the number of pins
could be reduced, the memory would have a smaller footprint on the
circuit board and a more reliable connection.

The number of address lines can be cut in half by presenting the
memory address to the DRAM in two stages. During the first stage, the
first half of the address is presented on the address lines and stored or
latched in the memory device. The second stage presents the last half of
the address on the same pins. Once it receives both halves of the
address, the DRAM can process the request.

Time 2>
Cycle 1 Cycle 2 Cycle 3
Address lines: | 1% halfof addr. | 2" half of addr.

Data lines: N NNTRER Valid data

Figure 12-11 Basic Addressing Process for a DRAM

This allows the addressable space of the DRAM to be twice that
which could be supported by the address pins. Unfortunately, it comes
at the cost of the delay of the second addressing cycle. It will be shown
later, however, that this can be turned into an advantage.

The presentation of the address in two stages 1s viewed as a logical
reorganization of the memory into three-dimensions. The upper half of
the address identifies a row. The lower half of the address identifies a
column. The intersection of the row and column is where the data is
stored, the multiple bits of the storage location is the third dimension.
This concept of rows and columns is represented in Figure 12-12 for a
memory with four data bits per addressable location.

To support the two-stage delivery of the address, two additional
active-low control signals are needed. The first is called row address

select or RAS . This signal is used to strobe the row address into the
DRAM's row address latch. The second, column address select or

CAS , strobes the column address into the DRAM's column address
latch. This requires two additional input pins on the DRAM.

By using the two-stage addressing of a DRAM, the addition of a
single address line will quadruple the memory size. This is because an

SML Exhibit 1015



Chapter 12: Memory Organization 265

additional address line doubles both the number of rows and the
number of columns.

R

.-~ | Number of

s
T UTRA TR TS AL ST e 7 ) able.
o ~.r .r .— 1— 1—1' -7 location

NN =i
1¥ half of .f“r!!..ﬁl— 2" half of
address decoded .— address decoded

to select a row to select a column

SRS

Figure 12-12 Organization of DRAM

Now let's get back to the issue of the delay added by a second
address cycle. Most data transfers to and from main memory take the
form of block moves where a series of instructions or data words are
pulled from memory as a group. (For more information on memory
blocks, see the section on caches in Chapter 13.)

If the processor needs a block from memory, the first half of the
address should be the same for all the items of the block. Because of
this, the memory access process begins with the row address then uses
only the column address for subsequent retrievals. This is called Fast
Page Mode (FPM), the data of a single row being referred to as a page.

The RAS line is held low as long as the row address is valid. Figure
12-13 presents an example of FPM for a memory block of size four.

Time >
R Col. Col. Col. Col.
Address: ac(l)(?r/ addr. addr. addr. addr.
0 1 2 3
No No Data No Data No Data No Data
Data: word word word word
data data 0 data 1 data ) data 3

Figure 12-13 Example of an FPM Transfer
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FPM requires both the row and column addresses to be presented for
the first cycle only. For subsequent addresses, only the column address
is needed thereby saving one address cycle. Furthermore, since the
decoding circuitry for the column address only uses half of the bits of
the full address, the time it takes to decode each individual column
address is shorter than it would have been for the full address.

The memory access time can be further shorted by having the
processor present the column address for the next data element while
the current data element is being returned on the data lines. This
overlap of the DRAM returning a word of data while the processor is
writing the column address for the next word is called Extended Data-
Out (EDO). For data reads within the same page, EDO results in a
savings of approximately 10 ns for each read. Figure 12-14 presents an
example of EDO for a memory block of size four.

Time 2>
Address: Row Column | Column | Column | Column
addr. addr. 0 | addr. 1 addr. 2 | addr. 3
Data: No No Data Data Data Data
data data word0 | word1 | word2 | word 3

Figure 12-14 Example of an EDO Transfer

If the processor needs to fetch a sequence of four data words from
memory, Burst EDO (BEDO) can further speed up the process by using
the initial column address, and then using a counter to step through the
next three addresses. This means that the processor would only be
required to send the row address and column address once, then simply
clock in the four sequential data words.

12.5.5 Asynchronous versus Synchronous Memory Interfacing

In all logic circuits, there is a delay between the time that inputs are
set and the outputs appear. The inputs of a memory include address
lines and control lines while the data lines can be either inputs or
outputs. When a processor sets the inputs of a memory device, it has to
wait for the memory to respond. This is called asynchronous operation.

Asynchronous operation makes it difficult to design the timing of
motherboards. The processor has to run slow enough to account for the
slowest type and size of memory that is expected to be used. One
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memory may be ready with the data before the processor expects it
while a different memory may take longer.

Some processors, however, are designed so that the memory follows
a precise timing requirement governed by a clock that is added to the
bus to keep everything attached in lock-step. This type of interface is
referred to as synchronous and the memory that uses this type of
interface is referred to as synchronous DRAM or SDRAM.

The main benefit derived from controlling the memory interface
with a clock is that the memory's internal circuitry can be set up in what
is referred to as a pipelined structure. Pipelining is discussed in Chapter
15, but at this point it is sufficient to say that pipelining allows a device
to perform multiple operations at the same time. For example, an
SDRAM might be able to simultaneously output data to the processor
and receive the next requested address. Overlapping functions such as
these allows the memory to appear faster.

One improvement to SDRAM allows two words of data to be
written or read during a single clock cycle. This means that every time
the processor accesses the memory it transfers two words, one on the
rising edge of the clock and one on the falling edge. This type of
memory is referred to as Double Data Rate SDRAM or DDR SDRAM.
DDR2 and DDR3 double and quadruple the DDR rate by allowing four
and eight data words respectively to be transferred during a single clock
pulse. This is made possible by taking advantage of the fact that the
when a DRAM row is accessed, simply counting through the columns
retrieves consecutive bytes of data which can be buffered and send out
the data lines as quickly as the processor can receive them.

12.6 What's Next?

This chapter has only examined a small part of the information
storage solutions used in a computer system. In the next section, we
will discuss the operation and purpose of all levels of data storage by
examining the different characteristics of each. The major
characteristics that will be examined are speed, size, and whether data
is lost with a power loss. Each level has specific needs and therefore is
implemented with different technologies.

Problems

1.  What is the largest memory that can have a starting or lowest
address of 16000044?
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2.  What are the high and low addresses of the memory ranges defined
by each of the chip selects shown below?

a.) ay e— b.) a3 e c.) @5
az —) asz) e— a4 e—
a5 —) a9 —) apis e—)
ars &—f arg e— ap; e—
ars ._O ay; —

3. What is the processor memory space for each chip select in
problem 2?

4.  What is the memory device size for each chip select in problem 2?

5. How many 16 K memories can be placed (without overlapping) in
the memory space of a processor that has 24 address lines?

6. Using logic gates, design an active low chip select for the memory
device described in each of the following situations.

a.) A 256 K memory device starting at address 280000,¢ in a 4
Meg memory space

b.) A memory device in the range 300006 to 37FFF s in a 1 Meg
memory space.

7. How many latches are contained in a SRAM that has 20 address
lines and 8 data lines?

8. True or false: DRAM is faster than SRAM.
9. True or false: DRAM is cheaper per bit than SRAM.

10. True or false: More DRAM can be packed into the same area
(higher density) than SRAM.

11. Which is usually used for smaller memories, DRAM or SRAM?

12. When data is passed from a memory chip to the processor, what
values do the bus signals R and W have?

13. What is the subnet and host id of the Class C IPv4 address
195.164.39.2?

14. Taking into account the addresses for the subnet and broadcast,
how many hosts can be present on a Class C IPv4 subnet?
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Memory Hierarchy

13.1 Characteristics of the Memory Hierarchy

We've discussed the organization and operation of RAM, but RAM
is only one level of the group of components used to store information
in a computer. The hard drive, for example, stores all of the data and
code for the computer in a non-volatile format, and unless a file has
been opened, this information can only be found on the hard drive.

Even though the hard drive stores all of the data necessary to operate
the computer, other storage methods are needed. This is for a number
of reasons, most notably the hard drive is slow and running programs
from it would be impossible. When the processor needs data or
applications, it first loads them into main memory (RAM).

Main memory and the hard drive are two levels of the computer's
memory hierarchy. A memory hierarchy is an organization of storage
devices that takes advantage of the characteristics of different storage
technologies in order to improve the overall performance of a computer
system. Figure 13-1 presents the components of the standard memory
hierarchy of a computer. Each of these components and their function
in the hierarchy is described in this chapter.

@

Increasing Increasing
capacity /_cache RAM(S) "\ speed

main memory
/ long term storage, e.g., hard drive \

Figure 13-1 Block Diagram of a Standard Memory Hierarchy

13.2 Physical Characteristics of a Hard Drive

At the bottom of the hierarchy is long-term, high-capacity storage.
This type of storage is slow making a poor choice for the processor to
use for execution of programs and data access. It is, however, necessary
to provide computer systems with high capacity, non-volatile storage.

269
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Hard drives are the most cost-effective method of storing data. In
the mid-1980's, a 30 Megabyte hard drive could be purchased for
around $300 or about $10 per MB. In 2007, retailers advertised a 320
Gigabyte SATA Hard drive for around $80 or about $0.00025 per MB.
In other words, the cost to store a byte of data is almost 1/40,000th
cheaper today than it was a little over two decades ago.

Hard drives store data in well-organized patterns of ones and zeros
across a thin sheet of magnetic material. This magnetic material is
spread either on one or both sides of a lightweight, rigid disk called a
substrate. The substrate needs to be lightweight because it is meant to
spin at very high speeds. The combination of magnetic material and
substrate is called a platter.

The more rigid the substrate is, the better the reliability of the disk.
This was especially true when the mechanisms that were used to read
and write data from and to the disks were fixed making them prone to
scraping across the substrate's surface if the substrate was not perfectly
flat. The condition where the read-write mechanism comes in contact
with the disk is called a "crash" which results in magnetic material
being scraped away from the disk.

Substrates used to be made from aluminum. Unfortunately, extreme
heat sometimes warped the aluminum disk. Now glass is used as a
substrate. It improves on aluminum by adding:

e Dbetter surface uniformity which increases reliability;

e fewer surface defects which reduces read/write errors;

e Dbetter resistance to warping;

e better resistance to shock; and

e the ability to have the read/write mechanism ride closer to the
surface allowing for better data density.

13.2.1 Hard Drive Read/Write Head

Data is recorded to the platter using a conductive coil called a head.
Older drives and floppy drives use the same head for reading the data
too. The head is shaped like a "C" with the gap between the ends
positioned to face the magnetic material. A coil of wire is wrapped
around the portion of the head that is furthest from the magnetic
material. Figure 13-2 shows the configuration of this type of head.

In order to write data, an electrical current is passed through the wire
creating a magnetic field within the gap of the head close to the disk.
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This field magnetizes the material on the platter in a specific direction.
Reversing the current would polarize the magnetic material in the
opposite direction. By spinning the platter under the head, patterns of
magnetic polarization can be stored in circular paths on the disk. By
moving the head along the radius, nested circular paths can be created.
The magnetized patterns on the platter represent the data.

erte

Magnetic
current coating
Write
head \\\\\ N
4—
Substrate Direction of rotation

Figure 13-2 Configuration of a Hard Drive Write Head

It is possible to use the same head to read data back from the disk. If
a magnetized material moves past a coil of wire, it produces a small
current. This is the same principle that allows the alternator in your car
to produce electricity. The direction of the current generated by the
disk's motion changes if the direction of the magnetization changes. In
this way, the same coil that is used to write the data can be used to read
it. Just like the alternator in your car though, if the disk is not spinning,
no current is generated that can be used to read the data.

Newer hard drives use two heads, one for reading and one for
writing. The newer read heads are made of a material that changes its
resistance depending on the magnetic field that is passing under it.
These changes in resistance affect a current that the hard drive
controller is passing through the read head during the read operation. In
this way, the hard drive controller can detect changes in the magnetic
polarization of the material directly under the read head.

There is another characteristic of the read/write head that is
important to the physical operation of the hard drive. As was stated
earlier, the area that is polarized by the head is equal to the gap in the
write head. To polarize a smaller area thereby increasing the data
density, the gap must be made smaller. To do this, the distance between
the head and the platter must be reduced. Current technology allows
heads to "fly" at less then three micro inches above the platter surface.
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When the magnetic material is deposited on a flexible substrate such
as a floppy diskette or a cassette tape, the flex in the material makes it
possible for the head to come in contact with the substrate without
experiencing reliability problems. This is not true for hard disks. Since
the platters are rigid and because the platters spin at thousands of
rotations per minute, any contact that the head makes with the platter
will result in magnetic material being scraped off. In addition, the heat
from the friction will eventually cause the head to fail.

These two issues indicate that the read/write head should come as
close to the platters as possible without touching. Originally, this was
done by making the platter as flat as possible while mounting the head
to a rigid arm. The gap would hopefully stay constant. Any defects or
warpage in the platter, however, would cause the head to crash onto the
platter resulting in damaged data.

A third type of head, the Winchester head or "flying head" is
designed to float on a cushion of air that keeps it a fixed distance from
the spinning platter. This is done by shaping the head into an airfoil that
takes advantage of the air current generated by the spinning platter.
This means that the head can operate much closer to the surface of the
platter and avoid crashing even if there are imperfections.

13.2.2 Data Encoding

It might seem natural to use the two directions of magnetic
polarization to represent ones and zeros. This is not the case, however.
One reason for this is that the controllers detect the changes in
magnetic direction, not the direction of the field itself. Second, large
blocks of data that are all ones or all zeros would be difficult to read
because eventually the controller might lose track or synchronization of
where one bit ended and the next began.

The typical method for storing data to a platter involves setting up a
clock to define the bit positions, and watching how the magnetic field
changes with respect to that clock. Each period of the clock defines a
single bit time, e.g., if a single bit takes 10 nanoseconds to pass under
the read-write head when the platter is spinning, then a clock with a
period of 10 nanoseconds, i.e., a frequency of (10x10™)" = 100 MHz is
used to tell the controller when the next bit position is coming.

Originally, a magnetic field change at the beginning and middle of a
bit time represented a logic one while a magnetic field change only at
the beginning represented a logic zero. This method was referred to as
Frequency Modulation (FM). Figure 13-3 uses an example to show the
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relationship between the bit-periods, the magnetic field changes, and
the data stored using FM encoding.

Polarity Sl > HEE>E > H->HE->HE->ES

SRS EEEENETEENENE

Vale 1 0 0 1 0 1 1 1 0

Reversals <

»

single bit time

Figure 13-3 Sample FM Magnetic Encoding

To store a one using FM encoding, the polarization of the magnetic
field must change twice within the space of a bit. This means that in
order to store a single bit, FM encoding takes twice the width of the
smallest magnetic field that can be written to the substrate. If the
maximum number of polarity changes per bit could be reduced, more
data could be stored to the same disk.

Modified Frequency Modulation (MFM) does this by changing the
way in which the magnetic polarization represents a one or a zero.
MFM defines a change in polarization in the middle of a bit time as a
one and no change in the middle as a zero. If two or more zeros are
placed next to each other, a change in polarization is made between
each of the bit times. This is done to prevent a stream zeros from
creating a long block of unidirectional polarization. Figure 13-4 uses an
example to show the relationship between the bit-periods, the magnetic
field changes, and the data stored using MFM encoding.

For MFM encoding, the longest period between polarity changes
occurs for the bit sequence 1-0-1. In this case, the polarity changes are
separated by two bit periods. The shortest period between polarity
changes occurs when a one follows a one or a zero follows a zero. In
these cases, the polarity changes are separated by a single bit period.
This allows us to double the data density over FM encoding using the
same magnetic surface and head configuration. The hard drive
controller, however, must be able to handle the increased data rate.

Run Length Limited (RLL) encoding uses polarity changes to
define sequences of bits rather than single bits. By equating different
patterns of polarity changes to different sequences of ones and zeros,
the density of bits stored to a platter can be further increased. There is a

SML Exhibit 1015



274  Computer Organization and Design Fundamentals

science behind generating these sequences and their corresponding
polarity changes. It is based on satisfying the following requirements:

e to ensure enough polarity changes to maintain bit synchronization;

e to ensure enough bit sequences are defined so that any sequence of
ones and zeros can be handled; and

e to allow for the highest number of bits to be represented with the
fewest number of polarity changes.

Polarity 9 é 9 < 9 é 9

Va1u6100101110

»
»

single bit time
Figure 13-4 Sample MFM Magnetic Encoding

Figure 13-5 presents a sample set of RLL encoding polarity changes
and the bit sequences that correspond to each of them. Any pattern of
ones and zeros can be represented using this sample set of sequences.

10 single
11 bit time
000 1
010 t
011
0010 1
0011

Figure 13-5 RLL Relation between Bit Patterns and Polarity Changes

Now the shortest period between polarity changes is one and a half
bit periods producing a 50% increased density over MFM encoding.
Figure 13-6 presents the same sample data with RLL encoding.
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Figure 13-6 Sample RLL Magnetic Encoding

Improved encoding methods have been introduced since the
development of RLL that use digital signal processing and other
methods to realize better data densities. These methods include Partial
Response, Maximum Likelihood (PRML) and Extended PRML
(EPRML) encoding. A discussion of the details of these methods is
beyond the scope of this text because it depends on a better
understanding of sampling theory and electrical principles.

13.2.3 Hard Drive Access Time

There are a number of issues affecting the latency between a device
requesting data and the hard drive responding with the data. Some of
these issues depend on the current state of the system while others
depend on the physical design of the drive and the amount of data being
requested. There are four basic aspects to hard drive access time:
queuing time, seek time, rotational latency, and transfer time.

After an initial request is made to a hard drive, the system must wait
for the hard drive to become available. This is called queuing time. The
hard drive may be busy serving another request or the bus or I/O
channel that the hard drive uses may be busy serving another device
that shares the link. In addition, the system's energy saving features
may have powered down the drive meaning that an additional delay is
incurred waiting for the drive to spin up.

The second aspect, seek time, is the amount of time it takes to get
the read/write head from its current track to the desired track. Seek time
is dependent on many things. First, it depends on the distance between
the current and desired tracks. In addition, mechanical movement of
any sort requires a ramping up before attaining maximum speed and a
ramping down to avoid overshooting the desired target position. It is
for these reasons that manufacturers publish a typical seek time.
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Seek times have improved through the use of lighter components
and better head positioning so that shorter seek distances are needed.
As of this writing, the typical seek time for a hard drive is around 8 ms
while higher performance drives might be as low as 4 ms. The heads
used in CDROMs are heavier, and therefore, the seek time of a
CDROM is longer than that of a hard drive. Older fixed head designs
used multiple heads (one per track), each of which was stationary over
its assigned track. In this case, the seek time was minimal, limited to
the amount of time it took to electrically switch to the desired head.

Once the head has been positioned over the desired track, the drive
must wait for the platters to rotate to the sector containing the requested
data. This is called rotational latency. The worst case occurs when the
start of the desired sector has just passed under the head when the drive
begins looking for the data. This requires almost a full rotation of the
platters before the drive can begin transferring the data. We can use the
following calculation to determine the time required for a platter in a
7200 RPM drive to make a full rotation.

1 minute N 60 seconds
7200 rotations 1 minute

= 8.3 ms per rotation

If we make the assumption that on average the desired sector will be
one half of a rotation away from the current position, then the average
rotational latency should be half the time it takes for a full rotation.
This means that for a 7200 RPM drive, the estimated rotational latency
should be about 4.2 milliseconds.

Queuing time, seek time, and rotational latency are somewhat
random in nature. Transfer time, however, is more predictable. Transfer
time is the time it takes to send the requested data from the hard drive
to the requesting device. Theoretically, the maximum transfer time
equals the amount of time it takes for the data to pass beneath the head.
If there are N sectors per track, then the amount of time it takes to
retrieve a single sector can be calculated as shown below.

Theoretical transfer time for a sector = (N x rotational speed)”

Figure 13-7 presents a graphical representation of seek time,
rotational latency, and transfer time.

As an example, let's calculate the amount of time it would take to
read a 1 Mbyte file from a 7200 RPM drive with a typical 8 ms seek
time that has 500 sectors per track each of which contains 512 bytes.
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Begin by determining how many sectors the file requires. Dividing 1
Mbyte (1x10° bytes) by 512 bytes/sector shows that 1954 sectors will
be required. There are two things to note about this number. First,
1x10° + 512 actually equals 1953.125, but since files are stored on
sector boundaries, the last sector must be partially empty. Second,
authorities such as NIST, IEEE, and IEC have recommend Mbyte to
represent 10° instead of 2% as is used in the section on memory.

Transfer
time

Desired
sector

Rotational
latency

Seek time
Figure 13-7 Components of Disk Access Time

Next, let's determine the transfer time for a single sector. If it takes
8.3 milliseconds for a complete revolution of the spindle, then during
that time 500 sectors pass beneath the head. This means that a sector
passes beneath the head every 8.3 ms/rotation + 500 sectors/rotation =
16.7 microseconds/sector. This can also be calculated using the
expression presented above.

Transfer time for a sector = (500 x 7200 RPM x 1/60 minutes/sec)”’
= 1/60000 seconds/sector
= (0.0000167 seconds/sector

Transferring 1954 sectors should take 1954 x 16.7 = 32.6 ms. By
adding the average seek time and rotational latency, we can predict the
total access time not counting queuing time.

Time to access 1 Mbyte file = 8 ms + 4.2 ms + 32.6 ms = 44.8 ms

There are a few of problems with this example. First, it will be
discussed later how not all hard drives have a constant number of
sectors per track. Therefore, the use of 500 sectors per track in the
problem statement is not accurate. Second, this example assumes that

SML Exhibit 1015



278 Computer Organization and Design Fundamentals

the sectors of the file have been stored in consecutive locations. This is
referred to as sequential access. Unfortunately sequential access is not
always possible. File system fragmentation where the blocks of a file
end up scattered across dissociated sectors of the hard disk hurts disk
performance because each discontinuity in the order of the sectors
forces the drive to incur an additional seek time and rotational latency.

Lastly, with 500 sectors per track, the almost 2000 sectors of this
file will need to be stored on at least four tracks. Each time a drive is
forced to switch tracks, an additional seek time and rotational latency
will be incurred. In the case of our example, 12.2 ms must be added for
each of the three additional tracks bringing the access time to 81.4 ms.

If the sectors of the file are stored randomly across the tracks of the
platters, individual seek times and rotational latencies will be required
for each sector. This is referred to as random access. In this case, each
sector will take 8 ms +4.2 ms + 0.017 ms = 12.217 ms to retrieve.
Multiplying this by 1954 sectors means that retrieving the 1 Mbyte file
in random access will take 23.872 seconds.

13.2.4 Self-Monitoring, Analysis & Reporting Technology System

A hard drive crash rarely comes without a warning. The user may be
unaware of any changes in their hard drive's operation preceding a
mechanical failure, but there are changes. For example, if a hard drive's
platters are taking longer to get up to full speed, it may be that the
bearings are going bad. A hard drive that has been experiencing higher
than normal operating temperatures may also be about to fail.

Newer drives now support a feature referred to as Self-Monitoring
Analysis and Reporting Technology (SMART). SMART enabled
drives can provide an alert to the computer's BIOS warning of a
parameter that is functioning outside of its normal range. This usually
results in a message to the user to replace the drive before it fails.

SMART attribute values are stored in the hard drive as integers in
the range from 1 to 253. Lower values indicate worse conditions.
Depending on the parameter and the manufacturer, different failure
thresholds are set for each of the parameters. The parameters measured
vary from drive to drive with each drive typically monitoring about
twenty. The following is a sample of some types of measurements:

e Power On Hours: This indicates the age of the drive.
e Power Cycle Count: This also might be an indication of age.
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e Spin Up Time: A longer spin up time may indicate a problem with
the assembly that spins the platters.

o Temperature: Higher temperatures also might indicate a problem
with the assembly that spins the platters.

e Head Flying Height: A reduction in the flying height of a
Winchester head may indicate it is about to crash into the platters.

There are still unpredictable failures such as the failure of an IC or a
failure caused by a catastrophic event such as a power surge, but now
the user can be forewarned of most mechanical failures.

13.3 Organization of Data on a Hard Drive

The width of a hard drive's read/write head is much smaller than that
of the platter. This means that there are a number of non-overlapping
positions for the read/write head along the platter's radius. By allowing
the movable read/write head to be positioned at intervals along the
radius of the disk, information can be recorded to any of a number of
concentric circles on the magnetic material. Each one of these circles is
called a track. A typical hard drive disk contains thousands of tracks
per inch (TPI) on a single side of a platter, each track being the width
of the read/write head. Figure 13-8 shows how these tracks correspond
to the movement and size of the read/write head.

Head moves along
disk's radius so it can be
positioned over any of
the concentric tracks.

Direction
of rotation

Figure 13-8 Relation between Read/Write Head and Tracks

The width of a track
is equal to the width
of the read/write head.

A small gap called an intertrack gap is placed between the tracks to
avoid interference from neighboring data. Reducing this gap allows for
more data to be stored on a disk, but it also increases the risk of having
data corrupted when data from an adjacent track bleeds over.

Each track is divided into sections of around 512 bytes apiece.
These sections are called sectors. A platter may have sectors that are
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fixed in size for the whole platter or they may have variable amounts of
data depending on their location on the platter relative to the center of
rotation. There are typically hundreds of sectors per track.

In addition to the gaps left between the tracks, gaps are also left
between the sectors. These gaps allow for a physical separation
between the blocks of data and are typically used to help the hard drive
controller when reading from or writing to the disk. These gaps are
called intersector gaps. Figure 13-9 shows the relationship of these
gaps to the tracks and sectors.

Sectors

Figure 13-9 Organization of Hard Disk Platter

One way to increase the capacity of a hard drive is to increase the
number of surfaces upon which the magnetic material is placed. The
first way to do this is to place magnetic material on both sides of the
platter. When this is done, a second read-write head must be placed on
the opposite side of the platter to read the second magnetic surface. By
using the same organization of sectors and tracks, this doubles the
capacity of the hard drive.

A second method for increasing capacity is to mount multiple
platters on a single spindle, the axis around which all of the platters
rotate. Each additional magnetic surface adds to the capacity of the
drive, and as with putting magnetic material on both sides of a single
platter, all magnetic surfaces have the same organization of sectors and
tracks, each sector lining up with the ones above it and below it. Every
additional magnetic surface requires an additional read-write head.

All of the heads of a hard drive are locked together so that they are
reading from the exact same location on each of their respective
surfaces. Therefore, each track on each surface that is the same distance
from the spindle can be treated as a unit because the hard drive
controller is accessing them simultaneously. The set of all tracks, one

SML Exhibit 1015



Chapter 13: Memory Hierarchy 281

from each surface, that are equidistant from the spindle are referred to
as a cylinder. This virtual entity is depicted in Figure 13-10.

— Cylinder

Platters

Tracks

Figure 13-10 Illustration of a Hard Drive Cylinder

Using this information, we can develop a method for calculating the
capacity of a hard drive. In general, the capacity of a hard drive equals
the number of bytes per sector multiplied by the number of sectors per
track multiplied by the number of cylinders multiplied by 2 if the
platters have magnetic material on both sides and finally multiplied by
the number of platters.

Figure 13-9 shows a platter that has the same number of sectors per
track regardless of the radius of the track. From this figure, it can be
seen that the physical size of a sector becomes smaller as its distance
from the spindle is reduced. Since the number of bits per sector is
constant, the size of a bit is also reduced.

Because the smallest allowable size for a bit is dictated by the size
of the read-write head, the number of bits per track is limited by the
number of bits that can fit on the smallest track, the one closest to the
spindle. Because of this limitation, the outside tracks waste space when
the bits become wider than is required by the head. Regardless of where
the head is positioned, bits will pass under the head at a constant rate.
This arrangement is called constant angular velocity (CAV).

A better use of the space on the platter can be realized by letting the
width of all bits be defined by the width of the read-write head
regardless of the track position. This allows for more bits to be stored
on the outer tracks. This tighter arrangement of bits can be seen in the
comparison of CAV Figure 13-11a with the equal sized bits in Figure
13-11b.
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a.) Equal number of bits b.) Equal sized bits
Figure 13-11 Equal Number of Bits per Track versus Equal Sized Bits

The problem with doing this is that as the read-write head moves to
the outer tracks, the rate at which the bits pass under the head increases
dramatically over that for the smallest track. This contrasts with the
fixed number of bits per track which has the same data rate regardless
of the position of the read-write head. This means that the hard drive
with the equal sized bits requires a more complex controller.

Regardless of how the bits are arranged on the platters, the number
of bits per sector must remain constant for all tracks. Since partial
sectors are not allowed, additional bits cannot be added to tracks further
from the spindle until a full sector's worth of bits can be added. This
creates "zones" where groups of neighboring tracks have the same
number of sectors, and therefore, the same number of bits. This method
is called Zone Bit Recording (ZBR). Figure 13-12 compares CAV with
ZBR.

a.) Constant Angular Velocity b.) Zone Bit Recording

Figure 13-12 Comparison of Sector Organizations
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This brings us to the next layer of data organization on a hard drive:
formatting. Formatting is the process of setting or clearing bits on the
platters in an effort to organize and locate the files that will be stored
on the hard drive. The methods used by hard drives to organize data
can also be found on other rotational storage media such as floppy
disks and Zip® disks.

Every hard drive utilizes two types of formatting: low-level and
O/S-level. Low-level formatting (LLF) depends on the mechanics of
the hard drive and its controller. It divides the platters into usable
subsections by defining the tracks and sectors. In addition to defining
the divisions, it also stores digital information allowing the controller to
properly access the data. This additional information includes:

e Synchronization fields that provide timing and positional
information to the controller;

¢ ID information to allow the controller to identify which track and
sector its heads are currently positioned over; and

e Error correcting codes to detect and correct errors in the data.

LLF is driven by the mechanical operation of the hard drive and is
independent of the operating system that uses it. At one time, an LLF
could be performed with a computer's BIOS, but because of the
complexity of modern hard drives, LLF is now performed at the factory
only. The closest function currently available is a utility called a zero
fill. This function erases all data on a hard drive by filling the sectors
with zeroes.

O/S-level formatting is used to create a file system so that the
operating system can find and load data from the hard drive. This
includes information such as the folder structure, file attributes, and on
which sectors the files are stored.

There is a level of logical hard drive organization between low-level
formatting and O/S level formatting called partitioning. Partitioning
uses a table contained on the hard drive that defines individual, non-
overlapping "logical drives," i.e., drives that look like separate drives
themselves, but in actuality are all contained on a single set of platters.

One of the original uses of partitioning was to divide a hard drive
into smaller logical units when the hard drives that manufacturers
produced became too large for a BIOS or operating system to handle.
For example, to install a 2 Gigabyte hard drive on a system where the
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BIOS was only capable of seeing 512 Megabyte drives, the hard drive
has to be logically divided into at least four drives.

Another application of partitioning is if different O/S-level
formatting is needed on a single hard drive. If, for example, a user
wishes to load both Windows and Linux on the same hard drive, three
logical drives would be needed, one with a Windows format, one with a
Linux native format, and one with a Linux swap format.

At one time, performance benefits could be realized with effective
partitioning, but this is no longer true with advances in hard drive
design.

13.4 Cache RAM

Even with increases in hard drive performance, it will never be
practical to execute programs or access data directly from these
mechanical devices. They are far too slow. Therefore, when the
processor needs to access information, it is first loaded from the hard
drive into main memory where the higher performance RAM allows
fast access to the data. When the processor is finished with the data, the
information can either be discarded or used to update the hard drive.

Because of its expense, the capacity of a computer's main memory
falls short of that of its hard drive. This should not matter though. Not
all of the data on a hard drive needs to be accessed all of the time by the
processor. Only the currently active data or applications need to be in
RAM. Additional performance improvements can be realized by taking
this concept to another level.

Remember from our discussion in Chapter 12 that there are two
main classifications of RAM: static RAM (SRAM) and dynamic RAM
(DRAM). SRAM is faster, but that speed comes at a price: it has a
lower density and it is more expensive. Since main memory needs to be
quite large and inexpensive, it is implemented with DRAM.

Could, however, the same relation that exists between main memory
and a hard drive be realized between a small block of SRAM and a
large main memory implemented in DRAM? Main memory improves
the performance of the system by loading only the information that is
currently in use from the hard drive. If a method could be developed
where the code that is in immediate use could be stored in a small, fast
SRAM while code that is not quite as active is left in the main memory,
the system's performance could be improved again.

Due to the nature of programming, instructions that are executed
within a short period of time tend to be clustered together. This is due
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primarily to the basic constructs of programming such as loops and
subroutines that make it so that when one instruction is executed, the
chances of it or its surrounding instructions being executed again in the
near future are very good. Over a short period of time, a cluster of
instructions may execute over and over again. This is referred to as the
principle of locality. Data also behaves according to this principle due
to the fact that related data is often defined in consecutive locations.

To take advantage of this principle, a small, fast SRAM is placed
between the processor and main memory to hold the most recently used
code and data under the assumption that they will most likely be used
again soon. This small, fast SRAM is called a RAM cache.

RAM Main M
Processor (> Cache > a;BR:II\?)ory
Figure 13-13 Cache Placement between Main Memory and Processor

The reason the SRAM of the cache needs to be small is that larger
address decoder circuits are slower than small address decoder circuits.
The larger the memory is, the more complex the address decoder
circuit. The more complex the address decoder circuit is, the longer it
takes to select a memory location based on the address it received.
Therefore, making a memory smaller makes it faster.

It is possible to take this concept a step further by placing an even
smaller SRAM between the cache and the processor thereby creating
two levels of cache. This new cache is typically contained inside of the
processor. By placing the new cache inside the processor, the wires that
connect the two become very short, and the interface circuitry becomes
more closely integrated with that of the processor. Both of these
conditions along with the smaller decoder circuit result in even faster
data access. When two caches are present, the one inside the processor
is referred to as a level 1 or L1 cache while the one between the L1
cache and memory is referred to as a level 2 or L2 cache.

Processor L2 Main
T — Qe > Memory
Cache (DRAM)

Figure 13-14 L1 and L2 Cache Placement
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The split cache is another cache system that requires two caches. In
this case, a processor will use one cache to store code and a second
cache to store data. Typically, this is to support an advanced type of
processor architecture such as pipelining where the mechanisms that
the processor uses to handle code are so distinct from those used for
data that it does not make sense to put both types of information into
the same cache.

Main
Memory
(DRAM)

Processor

Figure 13-15 Split Cache Organization

13.4.1 Cache Organization

The success of caches is due primarily to the principle of locality.
This suggests that when one data item is loaded into a cache, the items
close to it in memory should be loaded too. For example, if a program
enters a loop, most of the instructions that make up that loop will be
executed multiple times. Therefore, when the first instruction of a loop
is loaded into the cache, time will be saved if its neighboring
instructions are loaded at the same time. That way the processor will
not have to go back to main memory for subsequent instructions.

Because of this, caches are typically organized so that when one
piece of data or code is loaded, the block of neighboring items is loaded
too. Each block loaded into the cache is identified with a number called
a tag that can be used to determine the original addresses of the data in
main memory. This way, when the processor is looking for a piece of
data or code (hereafter referred to as a word), it only needs to look at
the tags to see if the word is contained in the cache.

The each block of words and its corresponding tag are combined in
the cache to form a line. The lines are organized into a table much like
that shown in Figure 13-16. It is important to note that when a word
from within a block of words is needed from main memory, the whole
block is moved into one of the lines of the cache along with the tag
used to identify from where it came.
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13.4.2 Dividing Memory into Blocks

Main memory stores all of its words in sequential addresses. The
cache, however, has no sequential order. Therefore, it is the addressing
scheme of main memory that is used to define the blocks of words and
the method for locating them. The definition of blocks in main memory
is logical only; it has no effect on how the words are stored.

TAGq Block of words corresponding to TAG, h
TAG; Block of words corresponding to TAG;, L
TAG, Block of words corresponding to TAG, [
TAG; Block of words corresponding to TAG; e 'I\El
S s
TAG, 4 Block of words corresponding to TAG,, 4 5

Figure 13-16 Organization of Cache into Lines

The full main memory address defines a specific memory location
within memory. For example, a unique twenty-bit address such as
3E9D1,6=0011 1110 1001 1101 0001, points to exactly one memory
location within a 1 Meg memory space.

If we "hide" the last bit of the address, i.e., that bit could be a one or
a zero, than the resulting address could refer to one of two possible
locations, 3E9D1,6 (0011 1110 1001 1101 0001,) or 3E9D0;6 (0011
1110 1001 1101 0000,). If we hide the last two bits, then the last two
bits could be 00,, 01,, 10,, or 11,. Therefore, the address could be
referring to one of the following four possible sequential locations:

3E9D0;s=0011 1110 1001 1101 0000,
3E9D1,,=0011 1110 1001 1101 0001,
3E9D2,,=0011 1110 1001 1101 0010,
3E9D3,,=0011 1110 1001 1101 0011,

This is how a block is defined. By removing a small group of bits at

the end of an address, the resulting identifier points to a group of
memory locations rather than a specific address. Every additional bit
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that is removed doubles the size of the group. This group of memory
locations is what is referred to as a block.

The number of words in a block is defined by the number of bits
removed from the end of the address to create the block identifier. For
example, when one bit is removed, a block contains two memory
locations. When two bits are removed, a block contains four memory
locations. In the end, the size of a block, £, is defined by:

k=2" (13.1)

where w represents the number of bits "removed". Figure 13-17 shows
an example of a | Meg memory space divided into four word blocks.

Memory address Data Block identification
0000 0000 0000 0000 00 00
0000 0000 0000 0000 00 01 Block 0

0000 0000 0000 0000 00 10
0000 0000 0000 0000 00 11
0000 0000 0000 0000 01 00
0000 0000 0000 0000 01 01
0000 0000 0000 0000 01 10 Block 1
0000 0000 0000 0000 01 11
0000 0000 0000 0000 10 00
0000 0000 0000 0000 10 01
0000 0000 0000 0000 10 10 Block 2

0000 0000 0000 0000 10 11
¥~ Each gray block

represents an addressable
memory location
containing a word

1111111 11111111 11 00

1111 1rr 111r 11 01 (20-2) -
111 1111 1111 1111 11 10 Block 2 1 262’143

11111111 1111 1111 11 11

Figure 13-17 Division of Memory into Blocks

To organize memory into blocks, a memory address is divided into
two logical sets of bits, one to represent the block number and one to
identify the word's position or offset within the block. The memory
address for the example in Figure 13-17 uses the most significant 18
bits to identify the block and the last two bits to identify a word's
position within the block. Figure 13-18 presents this division using the
address 10100101011010010110, (A56965).
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101001010110100101 10

/v ‘\
Block ID = 169,381 Offset of 2 into block

Figure 13-18 Organization of Address Identifying Block and Offset

Example
How many blocks of 8 words are there in a 1 Gig memory space?

Solution

Eight words require three bits to uniquely identify their position
within a block. Therefore, the last three bits of the address represent the
word's offset into the block. Since a 1 Gig (2°°) address space uses 30
address lines, there are 30 — 3 = 27 remaining bits in the address. These
bits are used to identify the block. Below is a diagram of the logical
organization of the address.

Memory address 2 arxg Aazs A7 ... A4 Qs E a a; Qo
N\ JI\ J
Y Y
Bits identifying block Bits identifying
offset

13.4.3 Cache Operation

When the processor needs a word from memory, it first checks the
cache. The circuits used to access the same word from main memory
may be activated simultaneously so no time is lost in case the data is
not available in the cache, a condition known as a miss. If the search of
the cache is successful, then the processor will use the cache's word and
disregard the results from main memory. This is referred to as a hit.

In the case of a miss, the entire block containing the requested word
is loaded into a line of the cache, and the word is sent to the processor.
Depending on the design of the cache/processor interface, the word is
either loaded into the cache first and then delivered to the processor or
it is loaded into the cache and sent to the processor at the same time. In
the first case, the cache is in control of the memory interface and lies
between memory and the processor. In the second case, the cache acts
like an additional memory on the same bus with the main memory.
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13.4.4 Cache Characteristics
The cache system used by a processor is defined by six traits:

e the size of the cache;

e the size of a block, which when combined with the size of the cache
defines the number of lines;

e the number of caches (i.e., multiple levels or a split cache);

e the mapping function (the link between a block's address in
memory and its location in the cache);

e the replacement algorithm (the method used to figure out which
block to remove from the cache in order to free up a line); and

e the write policy (how the processor writes data to the cache so that
main memory eventually gets updated).

As far as the size of a cache is concerned, designers need to perform
a balancing act to determine the best size cache for a system. The larger
a cache is, the more likely it is that the processor will find the word it
needs in the cache. The problem is that as a cache gets larger, the
address decoding circuits also get larger and therefore slower. In
addition, more complicated logic is required to search a cache because
of the seemingly random way that the blocks are stored in it. Larger
caches are also more expensive.

There is also a relationship between size of a block and the
performance of the cache. As the block size goes up, the possibility of
getting a hit when looking for data could go up due to more words
being available within a region of active code. For a fixed cache size,
however, as the block size increases, the number of blocks that can be
stored in a cache goes down thereby potentially reducing the number of
hits. A typical size of a block is fairly low, between 4 and 8 words.

13.4.5 Cache Mapping Functions

There are three main methods used to map a line in the cache to an
address in memory so that the processor can quickly find a word: direct
mapping, full associative mapping, and set associative mapping. Let's
begin with direct mapping.

Assume main memory is divided up into n blocks and the cache has
room to contain exactly m blocks. Because of the nature of the cache, m
is much smaller than n. If we divide m into n, we should get an integer
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which represents the number of times that the main memory could fill
the cache with different blocks from its contents.

For example, if main memory is 128 Meg (2*) and a block size is
four words (2%), then main memory contains n = 2272 = 2% plocks. If
the cache for this system can hold 256 K (2'*) words, then m = 2'%7% =
2'° blocks. Therefore, the main memory could fill the cache n/m =
2%/20=2%719 = 2% = 512 times.

Another way of putting it is this: the memory is much larger than a
cache, so each line in the cache is responsible for storing one of many
blocks from main memory. In the case of our example above, each line
of the cache is responsible for storing one of 512 different blocks from
main memory at any one time.

Direct mapping is a method used to assign each memory block in
main memory to a specific line in the cache. If a line is already filled
with a memory block when a new block needs to be loaded, the old
block is discarded from the cache. Figure 13-19 shows how multiple
blocks from our example are mapped to each line in the cache.

Memory
Cache Block 0
Block 1
Line 0 [ Tago Block for Tago E
Line 1 Tagq Block for Tag+ Block 512
Line 2 Tag Block for Tagz Block 513
Line 3 Tags Block for Tags E
. ° Block 1024
: : Block 1025
Line 511 Tags11 Block for Tags11 5
Block 15636
Block 1537

°
L]

Figure 13-19 Direct Mapping of Main Memory to Cache

As with locating a word within a block, bits are taken from the main
memory address to uniquely define the line in the cache where a block
should be stored. For example, if a cache has 2° = 512 lines, then a line
would need 9 bits to be uniquely identified. Therefore, the nine bits of
the address immediately to the left of the word identification bits would
identify the line in the cache where the block is to be stored. The bits of
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the address not used for the word offset or the cache line would be used
for the tag. Figure 13-20 presents this partitioning of the bits.

Once the block is stored in the line of the cache, the tag is copied to
the tag location of the line. From the cache line number, the tag, and the
word position within the block, the original address of the word can be
reconstructed.

<— 1 bits—» «— [ bits——» <«—w bits—>»
Tag Bits identifying  Bits identifying word
row in cache offset into block

Figure 13-20 Direct Mapping Partitioning of Memory Address

In a nutshell, direct mapping breaks an address into three parts: ¢ tag
bits, / line bits, and w word bits. The word bits are the least significant
bits identifying the specific word within a block of memory. The line
bits are the next least significant identifying in which line of the cache
the block will be stored. The remaining bits are stored with the block as
the tag identifying where the block is located in main memory.

Example

Assume a cache system has been designed such that each block
contains 4 words and the cache has 1024 lines, i.e., the cache can store
up to 1024 blocks. What line of the cache is supposed to hold the block
that contains the word from the twenty-bit address 3A456,4? In
addition, what is the tag number that will be stored with the block?

Solution

Start by dividing the address into its word id, line id, and tag bits.
Since 4=22, then the two least significant bits identify the word, i.e.,
w = 2. Since the cache has 1024=2"° lines, then the next 10 bits identify
the line number where the data is supposed to be stored in the cache,
i.e., / =10. The remaining ¢t = 20 — w — / = 8 bits are the tag bits. This
partitions the address 3A456,,=00111010010001010110; as follows:

[oo111010 | 0100010101 | 10 |
tag bits line id bits ~ word
id bits
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Therefore, the block from address 3A454,¢ to 3A457,¢ will be stored
in line 0100010101, =277, of the cache with the tag 00111010.

Example

The first 10 lines of a 256 line cache are shown in the table below.
Identify the address of the data that is shaded (D8;). For this cache, a
block contains 4 words. The tags are given in binary in the table.

Line# Tag word00 word01 word10 word 11

0 110101 12 34 56 78
1 010101 54 32 6A D3
2 000111 29 8C ED F3
3 001100 33 A2 2C C8
4 110011 9A BC D8 FO
5 001101 33 44 55 66
6 010100 92 84 76 68
7 000100 FE ED 00 ED
8 100000 00 11 22 33
9 101000 99 88 77 66
Solution

Start by finding the number of bits that represent each part of the
address, i.e., the word id, the line id, and the tag. From the table, we can
see that 2 bits represent the positions of each of the four words in a
block and that 6 bits are used to represent the tag.

Since the cache has 256=2° lines, then the line number in the cache
is represented with 8 bits, and the address is partitioned as follows:

<+—6 bits—» «—8 bits—» <+ 2 bits —»

Tag Bits identifying  Bits identifying word
row in cache offset into block

The shaded cell in the table has a tag number of 110011,. The line
number is 4, which in 8 bit binary is 00000100,. Last of all, the word is
in the third column which means that it is the 10, word within the
block. (Remember to start counting from 00,.) Putting the tag, line id,
and word id bits together gives us:
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[ 110011 [ 00000100 | 10 |

tag bits  line id bits  word
id bits

Therefore, the address that the shaded cell containing D8 came from
is 1100 1100 0001 0010, = CC124s.

Example

Using the table from the previous example, determine if the data
stored in main memory at address 101C¢ is contained in this cache,
and if it is, retrieve the data.

Solution

Converting 101C¢ to binary gives us 0001 0000 0001 1100,. By
using the breakdown of bits for the tag, line id, and word id, the binary
value can be divided into its components.

[ 000100 | 00000111 00 |

tag bits  line id bits  word
id bits

From this we see that the line in the cache where this data should be
stored is 00000111, = 71o. The tag currently stored in this line is
000100, which equals the tag from the above partitioned address.
Therefore, the data from main memory address 101Cj; is stored in this
cache. If the stored tag did not match the tag pulled from the address,
we would have known that the cache did not contain our address.

Lastly, we can find the data by looking at the offset 00, into the
block at line 7. This gives us the value FE .

Example

Using the same table from the previous two examples, determine if
the data from address 982714 is in the cache.

Solution

Converting the hexadecimal address 98274 to binary gives us
982716 = 1001 1000 0010 0111,. By using the breakdown of bits for the
tag, line id, and word id, we can divide this value into its components.
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[ 100110 [ 00001001 | 11 |

tag bits  line id bits  word
id bits

From this we see that the tag is 100110, the line number is
00001001, = 9,0, and the word offset into the block is 11,. Looking at
line number 9 we see that the tag stored there equals 101000,. Since
this does not equal 100110,, the data from that address is not contained
in this cache, and we will have to get it from the main memory.

Fully associative mapping does not use line numbers at all. It
divides the main memory address into two parts: the word id and a tag.
In order to see if a block is stored in memory, the tag is pulled from the
memory address and a search is performed through all of the lines of
the cache to see if the block is present.

< t bits > «—Ww bits—»
Va S — Bits identifying word
Tag offset into block

Figure 13-21 Fully Associative Partitioning of Memory Address

This method of searching for a block within a cache sounds like it
might be a slow process, but it is not. Each line of the cache contains its
own compare circuitry that is able to discern in an instant whether or
not the block is contained at that line. With all of the lines performing
this compare in parallel, the correct line is identified quickly.

This mapping algorithm is meant to solve a problem that occurs with
direct mapping where two active blocks of memory map to the same
line of the cache. When this happens, neither block of memory is
allowed to stay in the cache long before it is replaced by the competing
block. This results in a condition referred to as thrashing where a line in
the cache goes back and forth between two or more blocks, usually
replacing a block before the processor was through with it. Thrashing is
avoided by allowing a block of memory to map to any line of the cache.

This benefit has a price, however. When a fully associative cache is
full and the processor needs to load a new block from memory, a
decision has to be made regarding which of the existing blocks is to be
discarded. The selection method, known as a replacement algorithm,
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should have a goal of replacing the block least likely to be needed by
the processor in the near future.

There are numerous replacement algorithms, no one of which is
significantly better then the others. In an effort to realize the fastest
operation, each of these algorithms is implemented in hardware.

o Least Recently Used (LRU) — This method replaces the block that
hasn't been read by the processor in the longest period of time.

e First In First Out (FIFO) — This method replaces the block that
has been in cache the longest.

o Least Frequently Used (LFU) — This method replaces the block
which has had fewest hits since being loaded into the cache.

e Random — This method randomly selects a block to be replaced. It
has only slightly lower performance than LRU, FIFO, or LFU.

Example

The table below represents five lines from a cache that uses fully
associative mapping with a block size of eight. Identify the address of
the shaded data (C96).

Word id bits (in binary)

Tag 000 001 010 011 100 101 110 111
0110110110010, 16 36 66 28 Al 3B D6 78
0100011010101, 54 C9 o6A 63 54 32 00 D3
0001000111011, 29 8C ED FD 29 54 12 F3
0001111001100, 39 FA BS5 Cl1 33 O9E 33 C8
1001100101101, 23 4C D2 40 6A 76 A3 FO

Solution

The tag for C9;61s 0100011010101,. When combining this with the
word id of 0015, the address in main memory from which C9,¢ was
retrieved is 0100011010101001, = 46A9¢.

Example

Is the data from memory address 1E65;¢ contained in the table from
the previous example?
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Solution

For this cache, the last three bits identify the word and the rest of the
bits act as the tag. Since 1E65,,=00011110011001015, then 1015 is the
word id and 0001111001100, is the tag. Scanning the rows shows that
the fourth row contains this tag, and therefore the table contains the
data in which we are interested. The word identified by 101, is 9E .

The last mapping algorithm presented here is set associative
mapping. Set associative mapping combines direct mapping with fully
associative mapping by grouping together lines of a cache into sets.
The sets are identified using a direct mapping scheme while the lines
within each set are treated like a miniature fully associative cache
where any block that is to be stored in the set can be stored to any line
within the set. Figure 13-22 represents this arrangement with a sample
cache that uses four lines to a set.

Cache
. Memory
Tago Block for Tago Block 0
Ta Block for Ta

g1 g1 L Set 0 Blo::k 1
Tagz Block for Tag» N
Tags; Block for Tags ) Blocl.( 128
Tags Block for Tags Block 129
Ta Block for Ta .

s %5 L Set 1 :
Tags Block for Tage Block 256
Tagr Block for Tagz ) Block 257
Tags Block for Tags ) :

. : Block 384
. ; Block 385
Tags11 Block for Tags11 ) °

L]
L]

Figure 13-22 Set Associative Mapping of Main Memory to Cache

A set associative cache that has k lines per set is referred to as a .-
way set associative cache. Since the mapping scheme uses the memory
address just as direct mapping does, the number of lines contained in a
set must be equal to an integer power of two, e.g., two, four, eight,
sixteen, and so on.

Let's use an example to further explain set associative mapping.
Assume that a system uses a cache with 2° = 512 lines, a block of
memory contains 2° = 8 words, and the full memory space contains 2*
=1 Gig words. In a direct mapping scheme, this would leave 30 —9 — 3
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= 18 bits for the tag. Note that the direct mapping method is equivalent
to the set associative method where the set size is equal to one line.

By going from direct mapping to set associative with a set size of
two lines per set, the number of sets is equal to half the number of lines.
In the case of the cache with 512 lines, that would give us 256 sets of
two lines each which would require eight bits from the memory address
to identify the set. This would leave 30 — 8 — 3 = 19 bits for the tag. By
going to four lines per set, the number of sets is reduced to 128 sets
requiring seven bits to identify the set and twenty bits for the tag.

Figurel3-23 shows how each time the number of lines per set in the
example is doubled, the number of bits used to identify the set is
reduced by one thereby increasing the number of tag bits by one.

Word
Tag bits Set ID bits ID bits
18 bits 9 bits 3 bits Direct mapping (1 line/set)
19 bits 8 bits 3 bits 2-way set associative (2" lines/set)
20 bits 7 bits 3 bits 4-way set associative (2° lines/set)
21 bits 6'bits™ 3 bits 8-way set associative (2° lines/set)
25 bits 2'bits 3 bits 128-way set associative (2’ lines/set)
26 bits 1'bit 3 bits 256-way set associative (2° lines/set)
27 bits 3 bits Fully associative (1 big set)

Figure 13-23 Effect of Cache Set Size on Address Partitioning

When a block from memory needs to be stored to a set already filled
with other blocks, one of the replacement algorithms described for fully
associative mapping is used. For a 2-way set associative cache, one of
the easiest replacement algorithms to implement is the least recently
used method. Each set contains a single bit identifying which of the two
lines was used last. If the bit contains a zero, then the first line was used
last and the second line is the one that should be replaced. If the bit
contains a one, the first line should be replaced.

Example

Identify the set number where the block containing the address
29ABCDES ¢ will be stored. In addition, identify the tag and the lower
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and upper addresses of the block. Assume the cache is a 4-way set
associative cache with 4K lines, each block containing 16 words, with
the main memory of size 1 Gig memory space.

Solution

First, we need to identify the partitioning of the bits in the memory
address. A 1 Gig memory space requires 30 address lines. Four of those
address lines will be used to identify one out of the 16 words within the
block. Since the cache is a 4-way set associative cache, the number of
sets equals 4K lines divided by four lines per set, i.e., 1K =2'°.
Therefore, ten address lines will be needed to identify the set. The
figure below represents the partitioning of the 30 bit address.

<+——16 bits——» «—10 bits—» <4 bits >
Vs 8\ ™~
Tag Bits identifying  Bits identifying word
the set in cache offset into block

Converting 29ABCDES ¢ to a 30-bit binary value gives us
00101001101010111100110111101000,. The first sixteen bits,
001010011010101111,, represent the tag. The next ten bits,
0011011110, = 222, represent the set in which the block will be
stored. The last four bits, 1000, = 8¢, represent the word position
within the block. The lowest address will be the one where word 0000,
is stored and the highest address will be the one where the word 1111,
is stored. Replacing the last four bits of 29ABCDES;¢ with 0000, gives
us a low address of 29ABCDEOQ; while replacing them with 1111,
gives us a high address of 29ABCDEF 4

13.4.6 Cache Write Policy

The last characteristic of caches discussed here is the cache write
policy, i.e., the method used to determine how memory is updated when
the cache is written to by the processor. There are a number of issues
surrounding this topic, most of which apply to multi-processor systems
which are beyond the scope of this text. Basically, when the cache is
written to, the corresponding location in memory becomes obsolete.

One method for resolving this is to have the cache update memory
every time the processor writes to the cache. This is called a write
through policy. The problem with this is that it creates a great deal of
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memory bus traffic, some of which might be unnecessary if the same
memory location is being updated often. This policy also slows the
write process since both memories are being updated at the same time.

A second method is to update main memory only when a line of the
cache that has been modified to is about to be replaced with a new
block from memory. This is called a write back policy. This method
runs into problems when more than one processor such as an 1/0
processor is sharing memory. Solutions include making shared memory
non-cacheable, adding an additional processor to watch all of the
caches and make appropriate updates when a write occurs, or giving all
of the processors the ability to check other caches for updates.

13.5 Registers

At the top of the memory hierarchy is a set of memory cells called
registers. A register is a group of latches that have been combined in
order to perform a special purpose. This group of latches may be used
to store an integer, store an address pointing to memory, configure an
I/O device, or indicate the status of a process. Whatever the purpose of
the register is, all of the bits are treated as a unit.

Registers are contained inside the processor and are integrated with
the circuitry used to perform the processor's internal operations. This
integration places registers within millionths of a meter of the action
resulting in very quick access times. In addition, the typical processor
contains fewer than a hundred registers making decoding very simple
and very fast. These two features combine to make registers by far the
fastest memory unit in the memory hierarchy.

Because of the integral part they play in computer architecture, the
details and applications of registers are presented in Chapter 15.

13.6 What's Next?

This chapter presented the system of memory components that serve
the processor. This system will be revisited in Chapter 15 where a
detailed examination of the organization of the components inside of
the processor will be introduced.

Chapter 14 presents another important component supporting the
processor: serial communications. Up to this point, our discussion of
the processor has used the parallel bus to transfer data. The parallel bus
has some drawbacks though. These include higher expense, lack of
adaptability, and lower reliability. Chapter 14 presents the basic
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