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1.3 COMPONENTS OF AN RFID SYSTEM 7

underlying technical procedure is drawn from the fields of radio and radar engineering.
The abbreviation RFID stands for radio frequency identification, i.e. information car-
ried by radio waves. Due to the numerous advantages of RFID systems compared with
other identification systems, RFID systems are now beginning to conquer new mass
markets. One example is the use of contactless smart cards as tickets for short-distance
public transport.

1.2 A Comparison of Different ID Systems

A comparison between the identification systems described above highlights the
strengths and weakness of RFID in relation to other systems (Table 1.1). Here too, there
is a close relationship between contact-based smart cards and RFID systems; however,
the latter circumvents all the disadvantages related to faulty contacting (sabotage, dirt,
unidirectional insertion, time consuming insertion, etc.).

1.3 Components of an RFID System

An RFID system is always made up of two components (Figure 1.7):

• the transponder, which is located on the object to be identified;

• the interrogator or reader, which, depending upon the design and the technology
used, may be a read or write/read device (in this book — in accordance with
normal colloquial usage — the data capture device is always referred to as the
reader, regardless of whether it can only read data or is also capable of writing).

A practical example is shown in Figure 1.8.
A reader typically contains a radio frequency module (transmitter and receiver), a

control unit and a coupling element to the transponder. In addition, many readers are
fitted with an additional interface (RS 232, RS 485, etc.) to enable them to forward
the data received to another system (PC, robot control system, etc.).

The transponder, which represents the actual data-carrying device of an RFID sys-
tem, normally consists of a coupling element and an electronic microchip (Figure 1.9).

RFID reader

Application

Data

Energy

Clock
Contactless

data carrier =
transponder

Coupling element
(coil, microwave antenna)

Figure 1.7 The reader and transponder are the main components of every RFID system
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1.3 COMPONENTS OF AN RFID SYSTEM 9

Figure 1.8 RFID reader and contactless smart card in practical use (reproduced by permission
of Kaba Benzing GmbH)

Chip

Coupling element (coil, antenna)

Housing

Figure 1.9 Basic layout of the RFID data-carrying device, the transponder. Left, inductively
coupled transponder with antenna coil; right, microwave transponder with dipolar antenna

When the transponder, which does not usually possess its own voltage supply (battery),
is not within the interrogation zone of a reader it is totally passive. The transponder is
only activated when it is within the interrogation zone of a reader. The power required
to activate the transponder is supplied to the transponder through the coupling unit
(contactless), as are the timing pulse and data.
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2
Differentiation Features of
RFID Systems

2.1 Fundamental Differentiation Features

RFID systems exist in countless variants, produced by an almost equally high number
of manufacturers. If we are to maintain an overview of RFID systems we must seek out
features that can be used to differentiate one RFID system from another (Figure 2.1).

RFID systems operate according to one of two basic procedures: full duplex (FDX)/
half duplex (HDX) systems, and sequential systems (SEQ).

In full and half duplex systems the transponder’s response is broadcast when the
reader’s RF field is switched on. Because the transponder’s signal to the receiver
antenna can be extremely weak in comparison with the signal from the reader itself,
appropriate transmission procedures must be employed to differentiate the transpon-
der’s signal from that of the reader. In practice, data transfer from transponder to
reader takes place using load modulation, load modulation using a subcarrier, but also
(sub)harmonics of the reader’s transmission frequency.

In contrast, sequential procedures employ a system whereby the field from the reader
is switched off briefly at regular intervals. These gaps are recognised by the transponder
and used for sending data from the transponder to the reader. The disadvantage of
the sequential procedure is the loss of power to the transponder during the break in
transmission, which must be smoothed out by the provision of sufficient auxiliary
capacitors or batteries.

The data capacities of RFID transponders normally range from a few bytes to several
kilobytes. So-called 1-bit transponders represent the exception to this rule. A data
quantity of exactly 1-bit is just enough to signal two states to the reader: ‘transponder
in the field’ or ‘no transponder in the field’. However, this is perfectly adequate to
fulfil simple monitoring or signalling functions. Because a 1-bit transponder does not
need an electronic chip, these transponders can be manufactured for a fraction of a
penny. For this reason, vast numbers of 1-bit transponders are used in Electronic Article
Surveillance (EAS) to protect goods in shops and businesses. If someone attempts to
leave the shop with goods that have not been paid for the reader installed in the exit
recognises the state ‘transponder in the field’ and initiates the appropriate reaction. The
1-bit transponder is removed or deactivated at the till when the goods are paid for.

RFID Handbook: Fundamentals and Applications in Contactless Smart Cards and Identification,
Second Edition

Klaus Finkenzeller
Copyright  2003 John Wiley & Sons, Ltd.

ISBN: 0-470-84402-7
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FDX SEQ

Back-scatter/load
modulation

Operation type:

Data quantity:

Power supply:

Programmable:

Data carrier’s
operating principle:

Frequency range:

Response frequency:

>1 Bit 1 Bit EAS

Yes No

IC

LF RF

Battery Passive

1/n-fold

SAW

State
machine

mP

Microwave

Sub
harmonics Other

1:1 Various

Physical

Yes/No

Sequence:

Data transfer
transponder → reader

Figure 2.1 The various features of RFID systems (Integrated Silicon Design, 1996)

The possibility of writing data to the transponder provides us with another way of
classifying RFID systems. In very simple systems the transponder’s data record, usually
a simple (serial) number, is incorporated when the chip is manufactured and cannot be
altered thereafter. In writable transponders, on the other hand, the reader can write data
to the transponder. Three main procedures are used to store the data: in inductively
coupled RFID systems EEPROMs (electrically erasable programmable read-only mem-
ory) are dominant. However, these have the disadvantages of high power consumption
during the writing operation and a limited number of write cycles (typically of the
order of 100 000 to 1 000 000). FRAMs (ferromagnetic random access memory) have
recently been used in isolated cases. The read power consumption of FRAMs is lower
than that of EEPROMs by a factor of 100 and the writing time is 1000 times lower.
Manufacturing problems have hindered its widespread introduction onto the market
as yet.

Particularly common in microwave systems, SRAMs (static random access memory)
are also used for data storage, and facilitate very rapid write cycles. However, data
retention requires an uninterruptible power supply from an auxiliary battery.

In programmable systems, write and read access to the memory and any requests
for write and read authorisation must be controlled by the data carrier’s internal logic.
In the simplest case these functions can be realised by a state machine (see Chapter 10
for further information). Very complex sequences can be realised using state machines.
However, the disadvantage of state machines is their inflexibility regarding changes to
the programmed functions, because such changes necessitate changes to the circuitry
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2.2 TRANSPONDER CONSTRUCTION FORMATS 13

of the silicon chip. In practice, this means redesigning the chip layout, with all the
associated expense.

The use of a microprocessor improves upon this situation considerably. An operating
system for the management of application data is incorporated into the processor during
manufacture using a mask. Changes are thus cheaper to implement and, in addition,
the software can be specifically adapted to perform very different applications.

In the context of contactless smart cards, writable data carriers with a state machine
are also known as ‘memory cards’, to distinguish them from ‘processor cards’.

In this context, we should also mention transponders that can store data by utilis-
ing physical effects. This includes the read-only surface wave transponder and 1-bit
transponders that can usually be deactivated (set to 0), but can rarely be reactivated
(set to 1).

One very important feature of RFID systems is the power supply to the transpon-
der. Passive transponders do not have their own power supply, and therefore all power
required for the operation of a passive transponder must be drawn from the (electri-
cal/magnetic) field of the reader. Conversely, active transponders incorporate a battery,
which supplies all or part of the power for the operation of a microchip.

One of the most important characteristics of RFID systems is the operating frequency
and the resulting range of the system. The operating frequency of an RFID system is the
frequency at which the reader transmits. The transmission frequency of the transponder
is disregarded. In most cases it is the same as the transmission frequency of the reader
(load modulation, backscatter). However, the transponder’s ‘transmitting power’ may
be set several powers of ten lower than that of the reader.

The different transmission frequencies are classified into the three basic ranges, LF
(low frequency, 30–300 kHz), HF (high frequency)/RF radio frequency (3–30 MHz)
and UHF (ultra high frequency, 300 MHz–3 GHz)/microwave (>3 GHz). A further
subdivision of RFID systems according to range allows us to differentiate between
close-coupling (0–1 cm), remote-coupling (0–1 m), and long-range (>1 m) systems.

The different procedures for sending data from the transponder back to the reader
can be classified into three groups: (i) the use of reflection or backscatter (the frequency
of the reflected wave corresponds with the transmission frequency of the reader →
frequency ratio 1:1) or (ii) load modulation (the reader’s field is influenced by the
transponder → frequency ratio 1:1), and (iii) the use of subharmonics (1/n fold) and
the generation of harmonic waves (n-fold) in the transponder.

2.2 Transponder Construction Formats

2.2.1 Disks and coins

The most common construction format is the so-called disk (coin), a transponder
in a round (ABS) injection moulded housing, with a diameter ranging from a few
millimetres to 10 cm (Figure 2.2). There is usually a hole for a fastening screw in the
centre. As an alternative to (ABS) injection moulding, polystyrol or even epoxy resin
may be used to achieve a wider operating temperature range.
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14 2 DIFFERENTIATION FEATURES OF RFID SYSTEMS

Figure 2.2 Different construction formats of disk transponders. Right, transponder coil and
chip prior to fitting in housing; left, different construction formats of reader antennas (reproduced
by permission of Deister Electronic, Barsinghausen)

2.2.2 Glass housing

Glass transponders (Figure 2.3) have been developed that can be injected under the
skin of an animal for identification purposes (see Chapter 13).

Glass tubes of just 12–32 mm contain a microchip mounted upon a carrier (PCB) and
a chip capacitor to smooth the supply current obtained. The transponder coil incorpo-
rates wire of just 0.03 mm thickness wound onto a ferrite core. The internal components
are embedded in a soft adhesive to achieve mechanical stability (Figure 2.4).

2.2.3 Plastic housing

The plastic housing (plastic package, PP) was developed for applications involving
particularly high mechanical demands. This housing can easily be integrated into other
products, for example into car keys for electronic immobilisation systems (Figure 2.5).

The wedge made of moulding substance (IC casting compound) contains almost the
same components as the glass transponder, but its longer coil gives it a greater func-
tional range (Figure 2.6). Further advantages are its ability to accept larger microchips
and its greater tolerance to mechanical vibrations, which is required by the automo-
tive industry, for example. The PP transponder has proved completely satisfactory
with regard to other quality requirements, such as temperature cycles or fall tests
(Bruhnke, 1996).
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2.2 TRANSPONDER CONSTRUCTION FORMATS 15

Figure 2.3 Close-up of a 32 mm glass transponder for the identification of animals or further
processing into other construction formats (reproduced by permission of Texas Instruments)

Ferrite rod Coil Chip

Glass housing

PCB

Chip capacitor

Moulded mass

Soft adhesive
12.0 × 2.12 mm

Figure 2.4 Mechanical layout of a glass transponder

2.2.4 Tool and gas bottle identification

Special construction formats have been developed to install inductively coupled trans-
ponders into metal surfaces. The transponder coil is wound in a ferrite pot core. The
transponder chip is mounted on the reverse of the ferrite pot core and contacted with
the transponder coil.
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16 2 DIFFERENTIATION FEATURES OF RFID SYSTEMS

Figure 2.5 Transponder in a plastic housing (reproduced by permission of Philips Electron-
ics B.V.)

Ferrite rod Coil

Chip

Chip capacitor

12.05 × 5.90 mm

Figure 2.6 Mechanical layout of a transponder in a plastic housing. The housing is just
3 mm thick

Figure 2.7 Transponder in a standardised construction format in accordance with ISO 69873,
for fitting into one of the retention knobs of a CNC tool (reproduced by permission of Leitz
GmbH & Co., Oberkochen)

In order to obtain sufficient mechanical stability, vibration and heat tolerance,
transponder chip and ferrite pot core are cast into a PPS shell using epoxy resin
(Link, 1996, 1997). The external dimensions of the transponder and their fitting area
have been standardised in ISO 69873 for incorporation into a retention knob or quick-
release taper for tool identification (Figure 2.7). Different designs are used for the
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Transponder coil

Ferrite pot core

Microchip

Plastic shell with
casting compound 

Metal surface

Installation space

Figure 2.8 Mechanical layout of a transponder for fitting into metal surfaces. The transponder
coil is wound around a U-shaped ferrite core and then cast into a plastic shell. It is installed
with the opening of the U-shaped core uppermost

Figure 2.9 Keyring transponder for an access system (reproduced by permission of Intermar-
keting)

identification of gas bottles. Figure 2.8 shows the mechanical layout of a transponder
for fitting into a metal surface.

2.2.5 Keys and key fobs

Transponders are also integrated into mechanical keys for immobilisers or door locking
applications with particularly high security requirements. These are generally based
upon a transponder in a plastic housing, which is cast or injected into the key fob.

The keyring transponder design has proved very popular for systems providing
access to office and work areas (Figure 2.9).
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Figure 2.10 Watch with integral transponder in use in a contactless access authorisation system
(reproduced by permission of Junghans Uhren GmbH, Schramberg)

2.2.6 Clocks

This construction format was developed at the beginning of the 1990s by the Austrian
company Ski-Data and was first used in ski passes. These contactless clocks were
also able to gain ground in access control systems (Figure 2.10). The clock contains
a frame antenna with a small number of windings printed onto a thin printed circuit
board, which follows the clock housing as closely as possible to maximise the area
enclosed by the antenna coil — and thus the range.

2.2.7 ID-1 format, contactless smart cards

The ID-1 format familiar from credit cards and telephone cards (85.72 mm × 54.03 mm
× 0.76 mm ± tolerances) is becoming increasingly important for contactless smart
cards in RFID systems (Figure 2.11). One advantage of this format for inductively cou-
pled RFID systems is the large coil area, which increases the range of the smart cards.

Contactless smart cards are produced by the lamination of a transponder between
four PVC foils. The individual foils are baked at high pressure and temperatures above
100 ◦C to produce a permanent bond (the manufacture of contactless smart cards is
described in detail in Chapter 12).
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Front view

Figure 2.11 Layout of a contactless smart card: card body with transponder module and
antenna

Figure 2.12 Semitransparent contactless smart card. The transponder antenna can be clearly
seen along the edge of the card (reproduced by permission of Giesecke & Devrient, Munich)

Contactless smart cards of the design ID-1 are excellently suited for carrying
adverts and often have artistic overprints, like those on telephone cards, for example
(Figure 2.12).

However, it is not always possible to adhere to the maximum thickness of 0.8 mm
specified for ID-1 cards in ISO 7810. Microwave transponders in particular require a
thicker design, because in this design the transponder is usually inserted between two
PVC shells or packed using an (ABS) injection moulding procedure (Figure 2.13).

2.2.8 Smart label

The term smart label refers to a paper-thin transponder format. In transponders of this
format the transponder coil is applied to a plastic foil of just 0.1 mm thickness by
screen printing or etching. This foil is often laminated using a layer of paper and its
back coated with adhesive. The transponders are supplied in the form of self-adhesive
stickers on an endless roll and are thin and flexible enough to be stuck to luggage,
packages and goods of all types (Figures 2.14, 2.15). Since the sticky labels can easily
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Figure 2.13 Microwave transponders in plastic shell housings (reproduced by permission of
Pepperl & Fuchs GmbH)

be overprinted, it is a simple matter to link the stored data to an additional barcode on
the front of the label.

2.2.9 Coil-on-chip

In the construction formats mentioned previously the transponders consist of a sep-
arate transponder coil that functions as an antenna and a transponder chip (hybrid
technology). The transponder coil is bonded to the transponder chip in the conven-
tional manner.

Figure 2.14 Smart label transponders are thin and flexible enough to be attached to luggage
in the form of a self-adhesive label (reproduced by permission of i-code-Transponder, Philips
Semiconductors, A-Gratkorn)
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Figure 2.15 A smart label primarily consists of a thin paper or plastic foil onto which the
transponder coil and transponder chip can be applied (Tag-It Transponder, reproduced by per-
mission of Texas Instruments, Friesing)

An obvious step down the route of miniaturisation is the integration of the coil onto
the chip (coil-on-chip) (Figure 2.16). This is made possible by a special microgalvanic
process that can take place on a normal CMOS wafer. The coil is placed directly onto
the isolator of the silicon chip in the form of a planar (single layer) spiral arrangement
and contacted to the circuit below by means of conventional openings in the passivation
layer (Jurisch, 1995, 1998). The conductor track widths achieved lie in the range of
5–10 µm with a layer thickness of 15–30 µm. A final passivation onto a polyamide
base is performed to guarantee the mechanical loading capacity of the contactless
memory module based upon coil-on-chip technology.

The size of the silicon chip, and thus the entire transponder, is just 3 mm × 3 mm.
The transponders are frequently embedded in a plastic shell for convenience and at
�6 mm × 1.5 mm are among the smallest RFID transponders available on the market.

2.2.10 Other formats

In addition to these main designs, several application-specific special designs are also
manufactured. Examples are the ‘racing pigeon transponder’ or the ‘champion chip’
for sports timing. Transponders can be incorporated into any design required by the
customer. The preferred options are glass or PP transponders, which are then processed
further to obtain the ultimate form.
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Figure 2.16 Extreme miniaturisation of transponders is possible using coil-on-chip technology
(reproduced by permission of Micro Sensys, Erfurt)

2.3 Frequency, Range and Coupling

The most important differentiation criteria for RFID systems are the operating fre-
quency of the reader, the physical coupling method and the range of the system. RFID
systems are operated at widely differing frequencies, ranging from 135 kHz longwave
to 5.8 GHz in the microwave range. Electric, magnetic and electromagnetic fields are
used for the physical coupling. Finally, the achievable range of the system varies from
a few millimetres to above 15 m.

RFID systems with a very small range, typically in the region of up to 1 cm, are
known as close coupling systems. For operation the transponder must either be inserted
into the reader or positioned upon a surface provided for this purpose. Close coupling
systems are coupled using both electric and magnetic fields and can theoretically be
operated at any desired frequency between DC and 30 MHz because the operation of
the transponder does not rely upon the radiation of fields. The close coupling between
data carrier and reader also facilitates the provision of greater amounts of power and
so even a microprocessor with non-optimal power consumption, for example, can be
operated. Close coupling systems are primarily used in applications that are subject to
strict security requirements, but do not require a large range. Examples are electronic
door locking systems or contactless smart card systems with payment functions. Close
coupling transponders are currently used exclusively as ID-1 format contactless smart
cards (ISO 10536). However, the role of close coupling systems on the market is
becoming less important.

Systems with write and read ranges of up to 1 m are known by the collective term of
remote coupling systems. Almost all remote coupled systems are based upon an induc-
tive (magnetic) coupling between reader and transponder. These systems are therefore
also known as inductive radio systems. In addition there are also a few systems with
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capacitive (electric) coupling (motorola Inc., 1999). At least 90% of all RFID sys-
tems currently sold are inductively coupled systems. For this reason there is now an
enormous number of such systems on the market. There is also a series of standards
that specify the technical parameters of transponder and reader for various standard
applications, such as contactless smart cards, animal identification or industrial automa-
tion. These also include proximity coupling (ISO 14443, contactless smart cards) and
vicinity coupling systems (ISO 15693, smart label and contactless smart cards). Fre-
quencies below 135 kHz or 13.56 MHz are used as transmission frequencies. Some
special applications (e.g. Eurobalise) are also operated at 27.125 MHz.

RFID systems with ranges significantly above 1 m are known as long-range sys-
tems. All long-range systems operate using electromagnetic waves in the UHF and
microwave range. The vast majority of such systems are also known as backscatter
systems due to their physical operating principle. In addition, there are also long-range
systems using surface acoustic wave transponders in the microwave range. All these
systems are operated at the UHF frequencies of 868 MHz (Europe) and 915 MHz (USA)
and at the microwave frequencies of 2.5 GHz and 5.8 GHz. Typical ranges of 3 m can
now be achieved using passive (battery-free) backscatter transponders, while ranges
of 15 m and above can even be achieved using active (battery-supported) backscatter
transponders. The battery of an active transponder, however, never provides the power
for data transmission between transponder and reader, but serves exclusively to supply
the microchip and for the retention of stored data. The power of the electromagnetic
field received from the reader is the only power used for the data transmission between
transponder and reader.

In order to avoid reference to a possibly erroneous range figure, this book uses
only the terms inductively or capacitively coupled system and microwave system or
backscatter system for classification.

2.4 Information Processing in the Transponder

If we classify RFID systems according to the range of information and data processing
functions offered by the transponder and the size of its data memory, we obtain a broad
spectrum of variants. The extreme ends of this spectrum are represented by low-end
and high-end systems (Figure 2.17).

2.4.1 Low-end systems

EAS systems (Electronic Article Surveillance systems; see Section 3.1) represent the
bottom end of low-end systems. These systems check and monitor the possible presence
of a transponder in the interrogation zone of a detection unit’s reader using simple
physical effects.

Read-only transponders with a microchip are also classified as low-end systems.
These transponders have a permanently encoded data set that generally consists only
of a unique serial number (unique number) made up of several bytes. If a read-only
transponder is placed in the HF field of a reader, the transponder begins to continuously
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The transmission frequency of the transponder corresponds with the resonant fre-
quency of the transponder coil, which was adjusted to the transmission frequency of
the reader when it was generated.

In order to be able to modulate the HF signal generated in the absence of a power
supply, an additional modulation capacitor is connected in parallel with the resonant
circuit in time with the data flow. The resulting frequency shift keying provides a 2
FSK modulation .

After all the data has been transmitted, the discharge mode is activated to fully
discharge the charging capacitor. This guarantees a safe Power-On-Reset at the start
of the next charging cycle.

3.3.2 Surface acoustic wave transponder

Surface acoustic wave (SAW) devices are based upon the piezoelectric effect and on
the surface-related dispersion of elastic (=acoustic) waves at low speed. If an (ionic)
crystal is elastically deformed in a certain direction, surface charges occur, giving rise to
electric voltages in the crystal (application: piezo lighter). Conversely, the application
of a surface charge to a crystal leads to an elastic deformation in the crystal grid
(application: piezo buzzer). Surface acoustic wave devices are operated at microwave
frequencies, normally in the ISM range 2.45 GHz.

Electroacoustic transducers (interdigital transducers) and reflectors can be created
using planar electrode structures on piezoelectric substrates. The normal substrate used
for this application is lithium niobate or lithium tantalate. The electrode structure is cre-
ated by a photolithographic procedure, similar to the procedure used in microelectronics
for the manufacture of integrated circuits.

Figure 3.30 illustrates the basic layout of a surface wave transponder. A finger-
shaped electrode structure — the interdigital transducer — is positioned at the end of a
long piezoelectrical substrate, and a suitable dipole antenna for the operating frequency
is attached to its busbar. The interdigital transducer is used to convert between electrical
signals and acoustic surface waves.

An electrical impulse applied to the busbar causes a mechanical deformation to
the surface of the substrate due to the piezoelectrical effect between the electrodes
(fingers), which disperses in both directions in the form of a surface wave (rayleigh
wave). For a normal substrate the dispersion speed lies between 3000 and 4000 m/s.
Similarly, a surface wave entering the converter creates an electrical impulse at the
busbar of the interdigital transducer due to the piezoelectric effect.

Individual electrodes are positioned along the remaining length of the surface wave
transponder. The edges of the electrodes form a reflective strip and reflect a small
proportion of the incoming surface waves. Reflector strips are normally made of
aluminium; however some reflector strips are also in the form of etched grooves
(Meinke, 1992).

A high frequency scanning pulse generated by a reader is supplied from the dipole
antenna of the transponder into the interdigital transducer and is thus converted into
an acoustic surface wave, which flows through the substrate in the longitudinal direc-
tion. The frequency of the surface wave corresponds with the carrier frequency of the
sampling pulse (e.g. 2.45 GHz) (Figure 3.31). The carrier frequency of the reflected
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Piezoelectric single crystal

Interdigital transducer

Reflector

Dipole antenna

Figure 3.30 Basic layout of an SAW transponder. Interdigital transducers and reflectors are
positioned on the piezoelectric crystal

Figure 3.31 Surface acoustic wave transponder for the frequency range 2.45 GHz with antenna
in the form of microstrip line. The piezocrystal itself is located in an additional metal housing
to protect it against environmental influences (reproduced by permission of Siemens AG, ZT
KM, Munich)

and returned pulse sequence thus corresponds with the transmission frequency of the
sampling pulse.

Part of the surface wave is reflected off each of the reflective strips that are dis-
tributed across the substrate, while the remaining part of the surface wave continues
to travel to the end of the substrate and is absorbed there.
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Figure 4.12 Left, magnetically coupled conductor loops; right, equivalent circuit diagram for
magnetically coupled conductor loops

L2 represents the antenna of the transponder, where R2 is the coil resistance of the
transponder antenna. The current consumption of the data memory is symbolised by
the load resistor RL.

A time varying flux in the conductor loop L1 induces voltage u2i in the conductor
loop L2 due to mutual inductance M . The flow of current creates an additional voltage
drop across the coil resistance R2, meaning that the voltage u2 can be measured at the
terminals. The current through the load resistor RL is calculated from the expression
u2/RL. The current through L2 also generates an additional magnetic flux, which
opposes the magnetic flux �1(i1). The above is summed up in the following equation:

u2 = +d�2

dt
= M

di1

dt
− L2

di2

dt
− i2R2 (4.22)

Because, in practice, i1 and i2 are sinusoidal (HF) alternating currents, we write
equation (4.22) in the more appropriate complex notation (where ω = 2πf):

u2 = jωM · i1 − jωL2 · i2 − i2R2 (4.23)

If i2 is replaced by u2/RL in equation (4.23), then we can solve the equation for u2:

u2 =
jwM · i1

1 +
jwL2 + R2

RL

RL → ∞: u2 = jωM · i1

RL → 0: u2 → 0
(4.24)

4.1.7 Resonance

The voltage u2 induced in the transponder coil is used to provide the power supply to
the data memory (microchip) of a passive transponder (see Section 4.1.8.1). In order to
significantly improve the efficiency of the equivalent circuit illustrated in Figure 4.12,
an additional capacitor C2 is connected in parallel with the transponder coil L2 to
form a parallel resonant circuit with a resonant frequency that corresponds with the
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XT = Im


 1

jωC2 + 1

RL
+ 1

Zmod


 (4.98)

4.2.6.2 Power supply of passive transponders

A passive transponder does not have its own power supply from an internal voltage
source, such as a battery or solar cell. If the transponder is within range of the reader
a voltage U0 is induced in the transponder antenna by the field strength E that occurs
at distance r . Part of this voltage is available at the terminals of the antenna as voltage
UT. Only this voltage UT is rectified and is available to the transponder as supply
voltage (rectenna) (Jurianto and Chia, n.d. a, b).

In the case of power matching between the radiation resistor Rr and the input
impedance ZT of the transponder, power P2 = Pe can be derived from equation (4.87).
Figure 4.76 shows the power available in RFID systems at different distances at the
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Figure 4.76 The maximum power Pe(0 dBm = 1 mW) available for the operation of the
transponder, in the case of power matching at the distance r , using a dipole antenna at the
transponder

SML Exhibit 1017



134 4 PHYSICAL PRINCIPLES OF RFID SYSTEMS

reader’s normal transmission power. In order to use this low power as effectively as
possible a Schottky detector with impedance matching is typically used as a rectifier.

A Schottky diode consists of a metal–semiconductor sequence of layers. At the
boundary layer there is, as in the p-n junction, a charge-free space-charge zone and
a potential barrier that hinders charge transport. The current–voltage characteristic of
the metal–semiconductor transition has a diode characteristic. Schottky diodes function
as a rectifier at wavelengths below the microwave range since, unlike the pn diode,
there are no inertia effects caused by minority carrier injection. Further advantages in
comparison to pn diodes are the low voltage drop in the direction of flow and the
low noise. A possible layout of a Schottky diode is shown in Figure 4.77 (Agilent
Technologies, n.d.).

A Schottky diode can be represented by a linear equivalent circuit (Figure 4.77b).
Cj represents the parasitic junction capacitance of the chip and Rs is the loss resistance
in the terminals of the diode. Rj is the junction resistor of the diode, which can be
calculated as follows (Agilent Technologies, n.d.):

Rj = 8.33 · 10−5 · n · T
Is + Ib

(4.99)

where n is the ideality factor, T the temperature in Kelvin, Is the saturation current
and Ib the bias current through the Schottky diode.

By a suitable combination of the p- or n-doped semiconductor with the various
metals the properties of the Schottky diode can be varied across a wide range. In RFID
transponders primarily p-doped Schottky diodes are used, since these are particularly
suitable for detectors with no zero bias in small signal operation, i.e. for the conditions
that occur in every transponder (Hewlett Packard, 988).

The circuit of a Schottky detector for voltage rectification is shown in Figure 4.78.
Such a Schottky detector has different operating ranges. If it is driven at power above
−10 dBm (0.1 mW) the Schottky detector lies in the range of linear detection (Hewlett
Packard, 986). Here there is peak value rectification, as is familiar from the field of
power electronics. The following holds:

uchip ∼ ûin ⇒ uchip ∼ √
Pin (4.100)

Passivation
n- or p-type EPI layer

n- or p-type silicon substrate

Schottky junction

Metal

Rs

Rj

Cj

Figure 4.77 A Schottky diode is created by a metal–semiconductor junction. In small signal
operation a Schottky diode can be represented by a linear equivalent circuit
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10
The Architecture
of Electronic Data Carriers

Before we describe the functionality of the data carriers used in RFID systems we must
first differentiate between two fundamental operating principles: there are electronic
data carriers based upon integrated circuits (microchips) and data carriers that exploit
physical effects for data storage. Both 1-bit transponders and surface wave components
belong to the latter category.

Electronic data carriers are further subdivided into data carriers with a pure memory
function and those that incorporate a programmable microprocessor (Figure 10.1).

This chapter deals exclusively with the functionality of electronic data carriers. The
simple functionality of physical data carriers has already been described in Chapter 3.

10.1 Transponder with Memory Function

Transponders with a memory function range from the simple read-only transponder to
the high end transponder with intelligent cryptological functions (Figure 10.2).

Transponders with a memory function contain RAM, ROM, EEPROM or FRAM
and an HF interface to provide the power supply and permit communication with the
reader. The main distinguishing characteristic of this family of transponders is the
realisation of address and security logic on the chip using a state machine.

10.1.1 HF interface

The HF interface forms the interface between the analogue, high frequency trans-
mission channel from the reader to the transponder and the digital circuitry of the
transponder. The HF interface therefore performs the functions of a classical modem
(modulator–demodulator) used for analogue data transmission via telephone lines.

The modulated HF signal from the reader is reconstructed in the HF interface by
demodulation to create a digital serial data stream for reprocessing in the address and
security logic. A clock-pulse generation circuit generates the system clock for the data
carrier from the carrier frequency of the HF field.

RFID Handbook: Fundamentals and Applications in Contactless Smart Cards and Identification,
Second Edition

Klaus Finkenzeller
Copyright  2003 John Wiley & Sons, Ltd.

ISBN: 0-470-84402-7
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Data carriers for
RFID applications

Electronic
circuits (IC)

State machine
memory

(Programmable)
microprocessor

SAW
components1-bit transponder

Physical
effects

Figure 10.1 Overview of the different operating principles used in RFID data carriers

HF
interface

Address and
security logic

EEPROM
or FRAM ROM

Vcc

Chip

Figure 10.2 Block diagram of an RFID data carrier with a memory function

The HF interface incorporates a load modulator or backscatter modulator (or an
alternative procedure, e.g. frequency divider), controlled by the digital data being trans-
mitted, to return data to the reader (Figure 10.3).

Passive transponders, i.e. transponders that do not have their own power supply, are
supplied with energy via the HF field of the reader. To achieve this, the HF interface
draws current from the transponder antenna, which is rectified and supplied to the chip
as a regulated supply voltage.

10.1.1.1 Example circuit – load modulation with subcarrier

The principal basic circuit of a load modulator is shown in Figure 10.4. This generates
an ohmic load modulation using an ASK or FSK modulated subcarrier. The frequency
of the subcarrier and the baud rates are in accordance with the specifications of the
standard ISO 15693 (Vicinity coupling smart cards).

The high-frequency input voltage u2 of the data carrier (transponder chip) serves
as the time basis of the HF interface and is passed to the input of a binary divider.
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System clock

Data input

Data input

VccZD

Clock

Demod.

Rectifier

ASK
Load

modulator

Figure 10.3 Block diagram of the HF interface of an inductively coupled transponder with a
load modulator

fc = 13.56 MHz

Rmod

u2
C2 S

RL

fc /28

ASK/FSK

fc /32

fc /512

fc /2048

1/n

Manchester
generator

TX data
buffer

Baudrate 6.62/26.48 Kbit/s

Figure 10.4 Generation of a load modulation with modulated subcarrier: the subcarrier fre-
quency is generated by a binary division of the carrier frequency of the RFID system. The
subcarrier signal itself is initially ASK or FSK modulated (switch position ASK/FSK) by
the Manchester coded data stream, while the modulation resistor in the transponder is finally
switched on and off in time with the modulated subcarrier signal

The frequencies specified in the standard for the subcarrier and the baud rate can be
derived from the single binary division of the 13.56 MHz input signal (Table 10.1).

The serial data to be transmitted is first transferred to a Manchester generator. This
allows the baud rate of the baseband signal to be adjusted between two values. The
Manchester coded baseband signal is now used to switch between the two subcarrier
frequencies f1 and f2 using the ‘1’ and ‘0’ levels of the signal, in order to generate
an FSK modulated subcarrier signal. If the clock signal f2 is interrupted, this results
in an ASK modulated subcarrier signal, which means that it is very simple to switch
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Table 10.1 The clock frequencies required in the HF interface are
generated by the binary division of the 13.56 MHz carrier signal

Splitter N Frequency Use

1/28 485 kHz φ2 of the FSK subcarrier
1/32 423 kHz φ1 of the FSK subcarrier, plus

ASK subcarrier
1/512 26.48 kHz Bit clock signal for high baud rate
1/2048 6.62 kHz Bit clock signal for slow baud rate

between ASK and FSK modulation. The modulated subcarrier signal is now transferred
to switch S, so that the modulation resistor of the load modulator can be switched on
and off in time with the subcarrier frequency.

10.1.1.2 Example circuit – HF interface for ISO 14443
transponder

The circuit in Figure 10.5 provides a further example of the layout of a HF interface.
This was originally a simulator for contactless smart cards in accordance with ISO
14443, which can be used to simulate the data transmission from the smart card to a
reader by load modulation. The circuit was taken from a proposal by Motorola for a
contactless smart card in ISO 10373-6 (Baddeley and Ruiz, 1998).

A complete layout is available for the duplication of this test card (see Section
14.4.1). The circuit is built upon an FR4 printed circuit board. The transponder coil
is realised in the form of a large area conductor loop with four windings of a printed
conductor. The dimensions of the transponder coil correspond with the ratios in a real
smart card.

The transponder resonant circuit of the test card is made up of the transponder
coil L1 and the trimming capacitor CV1. The resonant frequency of the transponder
resonant circuit should be tuned to the transmission frequency of the reader, 13.56 MHz
(compare Section 4.1.11.2). The HF voltage present at the transponder resonant circuit
is rectified in the bridge rectifier D1 –D4 and maintained at approximately 3 V by the
zener diode D6 for the power supply to the test card.

The binary divider U1 derives the required system clocks of 847.5 kHz (subcar-
rier, divider 1/16) and 105.93 kHz (baud rate, divider 1/128) from the carrier fre-
quency 13.56 MHz.

The circuit made up of U2 and U3 is used for the ASK or BPSK modulation of the
subcarrier signal (847.5 kHz) with the Manchester or NRZ coded data stream (jumper
1–4). In addition to the simple infinite bit sequences 1111 and 1010, the supply of an
external data stream (jumper 10) is also possible. The test smart card thus supports both
procedures for data transfer between smart card and reader defined in ISO 14443-2.

Either a capacitive (C4, C5) or an ohmic (R9) load modulation can be selected. The
‘open collector’ driver U4 serves as the output stage (‘switch’) for the load modulator.

The demodulation of a data stream transmitted from the reader is not provided in this
circuit. However, a very simple extension of the circuit (see Figure 10.6) facilitates
the demodulation of at least a 100% ASK modulated signal. This requires only an
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L

RC

Udemod

Figure 10.6 A 100% ASK modulation can be simply demodulated by an additional diode

additional diode to rectify the HF voltage of the transponder resonant circuit. The time
constant τ = R · C should be dimensioned such that the carrier frequency (13.56 MHz)
is still effectively filtered out, but the modulation pulse (tpulse = 3 µs in accordance with
ISO 14443-2) is retained as far as is possible.

10.1.2 Address and security logic

The address and security logic forms the heart of the data carrier and controls all
processes on the chip (Figure 10.7).

The power on logic ensures that the data carrier takes on a defined state as soon as
it receives an adequate power supply upon entering the HF field of a reader. Special
I/O registers perform the data exchange with the reader. An optional cryptological unit
is required for authentication, data encryption and key administration.

Vcc Power ON
Data

ROM

EEPROM
FRAM

or SRAM

AddressI/O register

Crypto
unit

State
machine

Data input

Data output

HF interface

System clock

Figure 10.7 Block diagram of address and security logic module
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The data memory, which comprises a ROM for permanent data such as serial num-
bers, and EEPROM or FRAM is connected to the address and security logic via the
address and data bus inside the chip.

The system clock required for sequence control and system synchronisation is
derived from the HF field by the HF interface and supplied to the address and secu-
rity logic module. The state-dependent control of all procedures is performed by a
state machine (‘hard-wired software’). The complexity that can be achieved using
state machines comfortably equals the performance of microprocessors (high end
transponders). However the ‘programme sequence’ of these machines is determined
by the chip design. The functionality can only be changed or modified by modifying
the chip design and this type of arrangement is thus only of interest for very large
production runs.

10.1.2.1 State machine

A state machine (also switching device, Mealy machine) is an arrangement used for
executing logic operations, which also has the capability of storing variable states
(Figure 10.8). The output variable Y depends upon both the input variable X and what
has gone before, which is represented by the switching state of flip-flops (Tietze and
Schenk, 1985).

The state machine therefore passes through different states, which can be clearly
represented in a state diagram (Figure 10.9). Each possible state SZ of the system is
represented by a circle. The transition from this state into another is represented by
an arrow. The arrow caption indicates the conditions that the transition takes place
under. An arrow with no caption indicates an unspecified transition (power on → S1).
The current new state SZ(t + 1) is determined primarily by the old state SZ(t) and,
secondly, by the input variable xi.

The order in which the states occur may be influenced by the input variable x. If
the system is in state SZ and the transition conditions that could cause it to leave this
state are not fulfilled, the system remains in this state.

Input
variable X

Output
variable Y

State
variables

(flip-flop • n)

Φ

Switching
network
(PROM)

Zt

Zt+1 (t,X)

Figure 10.8 Block diagram of a state machine, consisting of the state memory and a backcou-
pled switching network
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X1

Power
on

S0

S2

S1

X2

X2 X1

X1

X1

Figure 10.9 Example of a simple state diagram to describe a state machine

A switching network performs the required classification: If the state variable Z(t)

and the input variable are fed into its inputs, then the new state Z(t + 1) will occur at
the output (Figure 10.8). When the next timing signal is received this state is transferred
to the output of (transition triggered) flip-flops and thus becomes the new system state
S(t + 1) of the state machine.

10.1.3 Memory architecture

10.1.3.1 Read-only transponder

This type of transponder represents the low-end, low-cost segment of the range of RFID
data carriers. As soon as a read-only transponder enters the interrogation zone of a
reader it begins to continuously transmit its own identification number (Figure 10.10).
This identification number is normally a simple serial number of a few bytes with
a check digit attached. Normally, the chip manufacturer guarantees that each serial
number is only used once. More complex codes are also possible for special functions.

The transponder’s unique identification number is incorporated into the transponder
during chip manufacture. The user cannot alter this serial number, nor any data on
the chip.

Communication with the reader is unidirectional, with the transponder sending its
identification number to the reader continuously. Data transmission from the reader
to the transponder is not possible. However, because of the simple layout of the data
carrier and reader, read-only transponders can be manufactured extremely cheaply.

Read-only transponders are used in price-sensitive applications that do not require
the option of storing data in the transponder. The classic fields of application are
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Figure 10.10 Block diagram of a read-only transponder. When the transponder enters the
interrogation zone of a reader a counter begins to interrogate all addresses of the internal
memory (PROM) sequentially. The data output of the memory is connected to a load modulator
which is set to the baseband code of the binary code (modulator). In this manner the entire
content of the memory (128-bit serial number) can be emitted cyclically as a serial data stream
(reproduced by permission of TEMIC Semiconductor GmbH, Heilbronn)

therefore animal identification, access control and industrial automation with central
data management.

A low-cost transponder chip is shown in Figure 10.11.

10.1.3.2 Writable transponder

Transponders that can be written with data by the reader are available with mem-
ory sizes ranging from just 1 byte (‘pigeon transponder’) to 64 Kbytes (microwave
transponders with SRAM).

Write and read access to the transponder is often in blocks. Where this is the case,
a block is formed by assembling a predefined number of bytes, which can then be read
or written as a single unit. To change the data content of an individual block, the entire
block must first be read from the transponder, after which the same block, including
the modified bytes, can be written back to the transponder.

Current systems use block sizes of 16 bits, 4 bytes or 16 bytes. The block structure
of the memory facilitates simple addressing in the chip and by the reader.

10.1.3.3 Transponder with cryptological function

If a writable transponder is not protected in some way, any reader that is part of the
same RFID system can read from it, or write to it. This is not always desirable, because
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Figure 10.11 Size comparison: low-cost transponder chip in the eye of a needle (reproduced
by permission of Philips Electronics N.V.)

sensitive applications may be impaired by unauthorised reading or writing of data in
the transponder. Two examples of such applications are the contactless cards used as
tickets in the public transport system and transponders in vehicle keys for electronic
immobilisation systems.

There are various procedures for preventing unauthorised access to a transponder.
One of the simplest mechanisms is read and write protection by checking a password.
In this procedure, the card compares the transmitted password with a stored reference
password and permits access to the data memory if the passwords correspond.

However, if mutual authorisation is to be sought or it is necessary to check that
both components belong to the same application, then authentication procedures are
used. Fundamentally, an authentication procedure always involves a comparison of
two secret keys, which are not transmitted via the interface. (A detailed description of
such procedures can be found in Chapter 8). Cryptological authentication is usually
associated with the encryption of the data stream to be transmitted (Figure 10.12). This
provides an effective protection against attempts to eavesdrop into the data transmission
by monitoring the wireless transponder interface using a radio receiver.

In addition to the memory area allocated to application data, transponders with
cryptological functions always have an additional memory area for the storage of the
secret key and a configuration register (access register, Acc) for selectively write
protecting selected address areas. The secret key is written to the key memory by the
manufacturer before the transponder is supplied to the user. For security reasons, the
key memory can never be read.

Hierarchical key concept Some systems provide the option of storing two sepa-
rate keys — key A and key B — that give different access rights. The authentication
between transponder and reader may take place using key A or key B. The option of
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Figure 10.12 Block diagram of a writable transponder with a cryptological function to perform
authentication between transponder and reader (reproduced by permission of TEMIC Semicon-
ductor GmbH, Heilbronn)

allocating different access rights (Acc) to the two keys may therefore be exploited in
order to define hierarchical security levels in an application.

Figure 10.13 illustrates this principle for clarification. The transponder incorporates
two key memories, which are initialised by the two keys A and B. The access rights that
the readers are allocated after successful authentication depends upon the setting that
has been selected in the transponder (access register) for the key that has been used.

Reader 1 is only in possession of key A. After successful authentication, the selected
settings in the access register (Acc) only permit it to read from the transponder memory.
Reader 2, on the other hand, is in possession of key B. After successful authentication
using key B, the settings selected in the access register (Acc) permit it to write to the
transponder memory as well as reading from it.

Sample application — hierarchical key Let us now consider the system of travel
passes used by a public transport network as an example of the practical use of hier-
archical keys. We can differentiate between two groups of readers: the ‘devaluers’ for
fare payments and the ‘revaluers’ which revalue the contactless smart cards.

The access rights to the transponder’s two access registers A and B are configured
such that, after successful authentication using key A, the system only permits the
deduction of monetary amounts (the devaluation of a counter in the transponder). Only
after authentication with key B may monetary amounts be added (the revaluation of
the same counter).

In order to protect against attempted fraud, the readers in vehicles or subway
entrances, i.e. devaluers, are only provided with key A. This means that a transponder
can never be revalued using a devaluer, not even if the software of a stolen devaluer
is manipulated. The transponder itself refuses to add to the internal counter unless the
transaction has been authenticated by the correct key.
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Application
data

Key A/Acc A

Key B/Acc B

Transponder Key & “access right
of the key” (Acc)

Authentication

Reader 1

Read only

Read & write

Reader 2

Key A

Key B

Figure 10.13 A transponder with two key memories facilitates the hierarchical allocation of
access rights, in connection with the authentication keys used

The high-security key B is only loaded into selected secure readers that are protected
against theft. The transponder can only be revalued using these readers.

10.1.3.4 Segmented memory

Transponders can also be protected from access by readers that belong to other appli-
cations using authentication procedures, as we described in a previous chapter. In
transponders with large memory capacities, it is possible to divide the entire memory
into small units called segments, and protect each of these from unauthorised access
with a separate key. A segmented transponder like this permits data from different
applications to be stored completely separately (Figure 10.14).

Access to an individual segment can only be gained after successful authentication
with the appropriate key. Therefore, a reader belonging to one application can only
gain access to its ‘own’ segment if it only knows the application’s own key.

The majority of segmented memory systems use fixed segment sizes. In these sys-
tems, the storage space within a segment cannot be altered by the user. A fixed segment
size has the advantage that it is very simple and cheap to realise upon the transpon-
der’s microchip.

However, it is very rare for the storage space required by an application to corre-
spond with the segment size of the transponder. In small applications, valuable storage
space on the transponder is wasted because the segments are only partially used. Very
large applications, on the other hand, need to be distributed across several segments,
which means that the application specific key must be stored in each of the occupied
segments. This multiple storage of an identical key also wastes valuable storage space.

A much better use of space is achieved by the use of variable length segments
(Figure 10.15). In this approach, the memory allocated to a segment can be matched to
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Figure 10.14 Several applications on one transponder — each protected by its own secret key

Free (variable) segmentationFixed segmentation

Segment 1

Key/Acc 1

Segment 2

Key/Acc 2

Segment 3

Key/Acc 3
Segment 2

Key/Acc/Len 2

Segment 1

Key/Acc/Len 1

Figure 10.15 Differentiation between fixed segmentation and free segmentation

the requirements of the application using the memory area. Because of the difficulty in
realising variable segmentation, this variant is rare in transponders with state machines.

Figure 10.16 illustrates the memory configuration of a transponder with fixed seg-
mentation. The available memory, totalling 128 bytes, is divided into four segments,
known as ‘pages’. Each of the four segments can be protected against unauthorised
reading or writing by its own password. The access register of this transponder (‘OTP
write protection’) consists of an additional memory area of 16 bits per segment. Delet-
ing a single bit from the access register permanently protects 16 bits of the application
memory against overwriting.
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Figure 10.16 Example of a transponder with fixed segmentation of the memory (IDESCO
MICROLOG) The four ‘pages’ can be protected against unauthorised reading or writing using
different passwords (IDESCO, n.d.)

10.1.3.5 MIFARE application directory

The memory of a MIFARE  transponder is divided into 16 independent segments,
known as sectors. Each sector is protected against unauthorised access by two different
keys (hierarchical structure). Different access rights can be allocated to each of the
two keys in its own access register (config.). Thus, 16 independent applications that
are protected from each other by secret keys can be loaded onto the transponder
(Figure 10.17). None of the applications can be read without the secret key, not even
for checking or identification. So it is not even possible to determine what applications
are stored on the transponder.

Let us now assume that the city of Munich has decided to issue a contactless City-
Card, which citizens can use to avail themselves of city services, and which occupies
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‘Manufacturer block’

16 sectors × 4 blocks × 16 bytes

Figure 10.17 Memory configuration of a MIFARE data carrier. The entire memory is divided
into 16 independent sectors. Thus a maximum of separate 16 applications can be loaded onto a
MIFARE card

only a small part of the available memory on the card. The remaining memory units
on the card could be used by other service providers for their own applications, such
as local transport tickets, car rental, filling station cards, parking passes, bonus cards
for restaurants and supermarket chains, and many others. However, we cannot find out
which of the many possible applications are currently available on the card, because
each reader belonging to an application only has access to its own sector, for which it
also has the correct key.

To get around this problem, the author, in conjunction with Philips Semiconductors
Gratkorn (was Mikron), has developed an application directory for the MIFARE

smart card. Figures 10.18 and 10.19 illustrate the data structure of this directory, the
MAD (MIFARE application directory).

Blocks 1 and 2 of sector 0 are reserved for the MAD, leaving 32 bytes available for
the application directory. Two bytes of each make up a pointer, ID1 to ID$F, to one of
the remaining 15 sectors. Reading the content of the pointer yields 2 bytes, the function
cluster and the application code, which can be used to look the application up in an
external database. Even if the application we are looking for is not registered in the
available database, we can still gain an approximate classification from the function
cluster, for example ‘airlines’, ‘railway services’, ‘bus services’, ‘city card services’,
‘ski ticketing’, ‘car parking’, etc.

Each application is allocated a unique identification number, made up of the function
cluster code and application code. It is possible to request an identification number from
the developer of MIFARE technology, Philips Semiconductors Gratkorn (Mikron)
at Graz.

If a function cluster is set at 00 h, then this is an administration code for the
management of free or reserved sectors.
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Sector 1

S = 0, Y = 0, manuf. block

S = 0, Y = 3, trailer

S = 0, Y = 1, directory

S = 0, Y = 2, directory

Sector 0xF

Key A Access
conditions

GPB Key B

SNR TAG, size, ... ProductionSector 0

Sector 2

Sector 0xE

Y = 1..2, Application directory:

Sector 3

Sector 4

Sector 5 ...

Y = 3, sector trailer:

S = 0, Y = 0, manufacturer-block

16 sectors × 4 blocks × 16 

Byte 0Byte 0xF

ID8

ID4 ID3 ID2 ID1
INFO
CRCID7 ID6 ID5

ID$F ID$C ID$B ID$A ID9ID$E ID$D

0x69: Card not personalized
non-standard

INFO: 1 byte header, 1 byte 8-bit-CRC
IDn: 2 bytes application identifier, sector n

Read with
key:

write with
key:

Increment
with key:

Dec, trf, rst
with key:

A/B B - -

DIR version

Bit 8 Bit 0

APPL (1 = multi/
  0 = mono) 

DIR available (1 = yes/0 =

R.F.U.

Sector 0

Figure 10.18 The data structure of the MIFARE application directory consists of an arrange-
ment of 15 pointers (ID1 to ID$F), which point to the subsequent sectors

Function cluster Application code

S = 0, Y = 1..2, application directory

Application-ID for sector-X: 2 byte:

MSB

Byte 0Byte 0xF

ID8

ID4 ID3 ID2 ID1
INFO
CRC

ID7 ID6 ID5

ID$F ID$C ID$B ID$A ID9ID$E ID$D

8 bits (256 allocations)

00h ... FFh = Application code (cluster<>00h)

LSB

8 bits (256 allocations)

01h ... FFh = Function cluster

00h = Administration-code (prefix)

00h ... FFh = Administration code (suffix) 

8 bit-CRCInfo-byte

Info: 2 bytes

MSB LSB
@Y = 1

@Y = 2

#00 00h sector free 
#00 01h sector 
#00 02h sector reserved 
#00 03h DIR continued (future) 
#00 04h card holder (name, sex) 
# .... r.f.u. 

Pointer to CPS

(CPS = Card publisher sector)

Bit 8 Bit 0

R.F.U.

Figure 10.19 Data structure of the MIFARE application directory: it is possible to find out
what applications are located in each sector from the contents of the 15 pointers (ID1 to ID$F)

Sector 0 itself does not require an ID pointer, because the MAD itself is stored in
sector 0. The 2 bytes that this leaves free are used to store an 8-bit CRC, which is
used to check the MAD structure for errors, and an info byte. A note can be recorded
in the lowest 4 bits of the info byte, giving the sector ID of the card publisher. In our
example, this would be the sector ID of one of the sectors in which the data belonging
to the city of Munich is stored. This allows the reader to determine the card publisher,
even if more than one application is recorded on the smart card.
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Another special feature is MAD’s key management system. While key A, which is
required for reading the MAD, is published, key B, which is required for recording
further applications, is managed by the card publisher. This means that joint use of
the card by a secondary service provider is only possible after a joint use contract has
been concluded and the appropriate key issued.

10.1.3.6 Dual port EEPROM

EEPROM modules with a serial I 2C (IIC ) bus interface established themselves years
ago, particularly in consumer electronics. I2C bus is the abbreviation for Inter IC bus,
because originally it was developed for the connection of microprocessors and other
ICs on a common printed circuit board. The I2C bus is a serial bus and requires only
two bidirectional lines, SDA (Serial Data) and SCL (Serial Clock). A serial EEPROM
can be read or written by the transmission of defined commands via the two lines of
the I2C bus.

Some of these serial EEPROM modules now also have an HF interface and can
thus be read or written either via the two SDA and SCL lines or via the contactless
interface. The block diagram of such a dual port EEPROM (Atmel, 1998) is shown in
Figure 10.20.

L1

L2

RFVCC

Analog
interface RF

control
Serial
control

Arbitration

8 K EEPROM
8 pages

(8 × 128 each)

Access protection

Identification #

Corevcc

Power management
and control

VCC

SDA
SCL
PROT

WP

GND

Test

Figure 10.20 Block diagram of a dual port EEPROM. The memory can be addressed either
via the contactless HF interface or an IIC bus interface (reproduced by permission of Atmel
Corporation, San Jose, USA)

SML Exhibit 1017



290 10 THE ARCHITECTURE OF ELECTRONIC DATA CARRIERS

The EEPROM is accessed via two state machines (‘RF control’ and ‘serial control’)
that are largely independent of each other. The additional arbitration logic prevents
conflicts as a result of simultaneous access to the EEPROM via the HF and serial
interfaces by simply blocking access to the other interface for the duration of a write
or read operation.

The HF interface of the module is designed for inductive coupling in the frequency
range of 125 kHz. If no supply voltage is available via the Vcc pin of the module, then
the dual port EEPROM can also be supplied with power entirely via the HF interface.
The integral power management simply switches off parts of the circuit that are not
required in pure contactless operation. The data transfer from the serial EEPROM to a
contactless reader takes place by ohmic load modulation in the baseband. Commands
from a reader are transferred to the dual port EEPROM by a simple ASK modulation
(modulation index m > 10%). See Figures 10.21 and 10.22 for the pin assignment and
memory configuration.

The total memory space of 1 Kbyte (8 Kbit) available on the dual port EEPROM
was divided into eight segments (blocks 0–7). Each of these eight blocks was subdi-
vided into eight subsegments (pages 0–7), each of 16 bytes. An additional 16 bytes are
available as an access protection page. The structure of the access protection page is
shown in Figure 10.23. The access protection page permits different access rights to
the eight blocks of the EEPROM to be set independently of each other for the I2C bus
and the HF interface. However, read and write access to the access protection page
itself is only possible via the I2C bus interface.

The access rights of the HF interface on memory block Y are defined in the bits
RFY of the access protection page (e.g. RF7 contains the access rights on block 7)
(Table 10.2). In a similar manner, the access rights of the I2C bus interface are defined
on a memory block Y in the bit PBY of the access protection page (PB5 contains access
rights on block 5).

Furthermore, block 0 permits the access rights of the individual 16 byte pages of the
block to be set independently of each other. Bits WP7–WP0 of the access protection
page serve this purpose.

A peculiarity is the tamper bit in the access protection page. This bit can be set only
to ‘1’ by the HF interface and only to ‘0’ by the I2C bus interface. In this manner a
previous write or read access of the EEPROM via the HF interface can be signalled
to the master of the connected I2C bus.

L1

L2

PROT

GND

1

2

3

4

8

7

6

5

VCC

WP

SCL

SDA

Figure 10.21 Pin assignment of a dual port EEPROM. The transponder coil is contacted to
pins L1 and L2. All other pins of the module are reserved for connection to the I2C bus and
for the power supply in ‘contact mode’ (reproduced by permission of Atmel Corporation, San
Jose, USA)
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Block 0, page 0: 16 bytes

Block 0, page 1, 16 bytes

Block 0, page 2, 16 bytes

Block 0, page 3, 16 bytes

Block 0, page 4, 16 bytes

Block 0, page 5, 16 bytes

Block 0, page 6, 16 bytes

Block 0, page 7, 16 bytes

Block 1: 128 bytes

Block 7: 128 bytes

Access register: 16 bytes

Unique chip ID: 16 bytes

Figure 10.22 Memory configuration of the AT24RF08. The available memory of 1 Kbyte is
split into 16 segments (blocks 0–7) of 128 bytes each. An additional memory of 32 bytes contains
the access protection page and the unique serial numbers. The access protection page permits
different access rights to be set in the memory for the HF and I2C bus interface

Addr A

Addr B

Addr C

Addr D

Addr E

Addr F

bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0

Addr 8

Addr 0

Addr 1

Addr 2

Addr 3

Addr 4

Addr 5

Addr 6

Addr 7

Addr 9

SB0 RF0 PB0

SB1

SB2

SB3

SB4

SB5

SB6

SB7

RF1

RF2

RF3

RF4

RF5

RF6

RF7

PB1

PB2

PB3

PB4

PB5

PB6

PB7

WP7 WP6 WP5 WP4 WP3 WP2 WP1 WP0

DCDE Tamper

SBAP PBAP

Reserved

Reserved

Reserved

Reserved

Chip-revision

Figure 10.23 The access configuration matrix of the module AT24RF08 facilitates the inde-
pendent setting of access rights to the blocks 0–7
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Table 10.2 Setting options for the access rights of the
HF interface to individual memory blocks in the bits
RF0 − RF7 of the access protection page

MSB LSB Access rights via HF interface

0 0 No access to EEPROM
0 1 No access to EEPROM
1 0 Read access to EEPROM only
1 1 No restrictions

10.2 Microprocessors

Transponders with microprocessors will become increasingly common in applications
using contactless smart cards in the near future. Instead of the inflexible state machine,
the transponder in these cards incorporates a microprocessor.

Industry standard microprocessors, such as the familiar 8051 or 6805, are used
as the microprocessor at the heart of the chip. In addition, some manufacturers are
offering simple mathematical coprocessors (cryptological unit) on the same chip, which
permit the rapid performance of the calculations required for encryption procedures
(Figure 10.24).

Contactless smart cards with microprocessors incorporate their own operating sys-
tem, as has long been the case in contact-based cards. The tasks of the operating
system in a contactless smart card are data transfer from and to the smart card, com-
mand sequence control, file management and the execution of cryptographic algorithms
(e.g. encryption, authentication).

The programme modules are written in ROM code and are incorporated into the chip
at the chip manufacturing stage by an additional exposure mask (mask programming).

The typical command processing sequence within a smart card operating system is
as follows: commands sent from the reader to the contactless smart card are received
by the smart card via the HF interface. Error recognition and correction mechanisms
are performed by the I/O manager irrespective of higher-level procedures. An error-
free command received by the secure messaging manager is decrypted or checked for
integrity. After decryption the higher-level command interpreter attempts to decode

CPU

RAM

EEPROM
(Application

data)

ROM
(Operating system)

HF
Interface Crypto

Transponder chip

Figure 10.24 Block diagram of a transponder with a microprocessor. The microprocessor con-
tains a coprocessor (cryptological unit) for the rapid calculation of the cryptological algorithms
required for authentication or data encryption
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the command. If this is not possible, then the return code manager is called, which
generates the appropriate return code and sends it back to the reader via the I/O manager
(Figure 10.25).

If a valid command is received, then the actual programme code associated with this
application command is executed. If access to the application data in the EEPROM
is necessary, this is performed exclusively by the file management system and the
memory manager, which convert all symbolic addresses into the corresponding phys-
ical addresses of the memory area. The file manager also checks access conditions
(authorisation) for the data in question.

A more detailed introduction to the procedures for the development of operating sys-
tems and smart card applications can be found in the book The Smart Card Handbook
published by John Wiley & Sons.

10.2.1 Dual interface card

The traditional key markets for contact smart cards are payment applications (cash
card, electronic purse) and mobile telephones (SIM card for GSM mobile telephone),
applications that necessitate a high degree of security in the processing and transmission

Code interpreter

Application command

State machine

Logical channel
manager

Command interpreter

Secure messaging
manager

I/O manager

HF interface

File manager

Memory manager

EEPROM

Return code manager

Software

Hardware

Figure 10.25 Command processing sequence within a smart card operating system (Rankl and
Effing, 1996)
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of data. The resulting necessity of being able to quickly and simply calculate complex
cryptographic algorithms led to the development of powerful cryptographic coproces-
sors on the card chips.

Contactless smart cards, on the other hand, are traditionally used in applications that
require a combination of user-friendliness (access control) and short transaction times
(ticketing). The trend towards combining payment applications with typical contactless
applications (cash card with ticketing function) finally led to the development of the
dual interface card, in which both a contact and a contactless interface are available
on one chip. A dual interface card can thus be addressed either via the contactless or
the contact interface.

The philosophy underlying the dual interface card is that the smart card interface is
completely independent of the smart card logic or smart card software. The interface,
whether contact or contactless, is completely transparent to the transmitted application
data so that, from the point of view of the application software, the interface used
is unimportant. The interface is thus exchangeable at will, and interface and logic
components can be combined as desired. The greatest advantage of the dual inter-
face card for the user and system operator is the option of being able to draw upon
existing infrastructure (generally contact readers) when introducing new applications.
Also, from the point of view of the security requirements of a smart card, there is no
difference between a contact and a contactless smart card. Due to the transparency of
the interface, the replay and fraud of security-related data that has been transmitted is
effectively ruled out by the methods defined in ISO/IEC 7816 (e.g. ‘secure messaging’),
regardless of the interface used. See Figures 10.26 and 10.27.

The greatest difference between a contactless and a contact smart card is the power
available. A contactless smart card in accordance with ISO 14443 has only around
5 mW available for operation at the maximum distance from the reader (Hmin =
1.5 A/m) (Mühlbauer, 2001). A contact smart card, on the other hand, may have 7.2 mW
(GSM 11.13), 50 mW (GSM 11.11) or even up to 300 mW (ISO 7816-3 Class A: 5 V,

AmaTech

Interconnection of
ring with module

Interconnection of
ring with module

Chip module with
contact surface

Combi-card in
Planar Embedded Coil Technology

Reinforcement and contact ring

Upper cover sheet

Inlet sheet

Lower cover sheet

Coil wire end
connected to ring

Embedded coil Coil wire end
connected to ring

Figure 10.26 Possible layout of a dual interface smart card. The chip module is connected
to both contact surfaces (like a telephone smart card) and a transponder coil (reproduced by
permission of Amatech GmbH & Co. KG, Pfronten)
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Dual interface chip

CPU

UART

HF
interface

(CIU)

RAM

ROM
(operating system)

EEPROM
(application data)

ISO 7816-2

ISO 14443-2

Figure 10.27 Block diagram of a dual interface card. Both smart card interfaces can be
addressed independently of one another

60 mA) available depending upon its specification (Philipp, 2001). This calls for com-
pletely new concepts in the development of contactless microprocessor chips. For
example, the use of a PMU (power management unit) on the chip, which can auto-
matically separate inactive circuit parts of the chip from the power supply to save
energy, is recommended. Furthermore, ultra-low-power and low-voltage technology is
used in all dual interface chips so that the available power can be optimally exploited.

An explicit switching between contactless and contact operation on the chip is not
necessary. In the simplest case it is sufficient to use the validity of the data received
via one of the two interfaces as the evaluation criterion for further operation. Some
chips provide the programmer with status flags that allow the currently active operating
mode to be interrogated. Moreover, the signals (frequency, voltage) present at the HF
interface or the chip contacts are evaluated.

10.2.1.1 MIFARE plus

The block diagram in Figure 10.28 shows a very early approach to the dual interface
card. This chip was developed jointly by Philips Semiconductors Gratkorn and Siemens
HL (now Infineon AG) as early as 1997. Since it was not possible using the semicon-
ductor technologies available at the time to reliably operate a microprocessor with the
power available via the contactless interface, an unconventional solution was selected.

At the heart of this chip is an 8 Kbyte EEPROM memory, the Common EEPROM,
in which the application data was stored. In a similar manner to a dual port RAM, this
common EEPROM can be accessed via two interfaces that are completely separate
from each other from the point of view of circuitry. The inactive interface at any time
is completely separated from the power supply of the chip, so that the power available
in contactless operation is used optimally.

The contactless interface is based upon a state machine, which forms a contactless
MIFARE  memory card. From the point of view of a contactless reader this dual
interface card thus behaves like a memory card with a segmented EEPROM memory,
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Figure 10.28 Block diagram of the MIFARE-plus ‘dual interface card’ chip. In contactless
operating mode the common EEPROM is accessed via a MIFARE-compatible state machine.
When operating via the contact interface a microprocessor with its own operating system accesses
the same memory (reproduced by permission of SLE 44R42, Infineon AG, Munich)

in which the arrangement of the individual segments and memory blocks are identical
to that of a conventional MIFARE card (see Section 10.1.3.5).

The contact interface, on the other hand, is based upon a microprocessor with its
own smart card operating system. The above-mentioned memory segmentation is once
again present when the microprocessor accesses the common EEPROM. The operating
system can therefore only read and write the common EEPROM in blocks within the
corresponding sectors.

In addition, the write and read rights for individual memory blocks of the common
EEPROM can be configured separately for the contactless and contact interface. These
access rights are set in, and monitored by, the Access Configuration Matrix. This also
facilitates the realisation of hierarchical security concepts.

10.2.1.2 Modern concepts for the dual interface card

Figure 10.29 shows the block diagram of a modern dual interface card. This card is
based upon a 8051 microprocessor with a smart card operating system. The contactless
interface is formed by a CIU (contactless interface unit), which can be configured by
the CPU via register addresses or can also facilitate a status interrogation of the CIU.

A modern CIU automatically performs the transfer of a data block from and to a
reader and thereby automatically performs the necessary coding or decoding of the
data stream according to the specifications in the standard ISO/I EC14443-2 and ISO/I
EC14443-3. Often it also performs the automatic calculation and verification of the
transmitted CRCs.

To send a data block, the operating system only needs to store the data block to be
sent in the RAM memory of the chip and load the corresponding memory address and
block length into the configuration register of the CIU. The CPU is no longer actively
involved in the initiated data transfer and can thus be switched into power down mode
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Figure 10.29 Block diagram of the dual interface card chip ‘MIFARE ProX’ (reproduced by
permission of Philips Semiconductors Gratkorn, A-Gratkorn)

(power saving mode) for the duration of the data transfer (Mühlbauer, 2001). When a
data block is received, the data from the CIU is then automatically stored in the chip’s
RAM and the CRC of the received block is verified.

Short transaction times represent a particularly important requirement for contact-
less applications. For ticketing applications a maximum transaction time of 100 ms
is a generally accepted value. In order to facilitate the calculation of cryptographic
functions within this short time interval, many dual interface chips have cryptographic
coprocessors. In banking applications, symmetrical encryption algorithms such as DES
(data encryption standard) and triple DES are normally used (Figure 10.30). Encryption

Plain data
‘Hello world’

Plain data
‘Hello world’

DES
encryption

Key A

Cipher data
0x2A, 0xFA,...

Key B Key A

DES
decryption

DES
decryption

DES
decryption

DES
encryption

DES
encryption

Cipher data
0x2A, 0xFA,...

Decryption sequence

Encryption sequence

Figure 10.30 Calculation of the 3DES (triple DES). Encryption (above) and decryption (below)
of a data block (reproduced by permission of Philips Semiconductors Gratkorn, A-Gratkorn)
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and decryption by software is time consuming and therefore not practical in a contact-
less application. DES encryption can be calculated several hundreds of times quicker
using a coprocessor than is possible with the software solution (Mühlbauer, 2001).
The CPU need only enter the data to be encrypted and the key in the correct register
(DDAT and DKEY in Figure 10.31) and start the calculation by means of a control
register (DCNTRL).

Asymmetric key algorithms (‘public key’ procedures such as RSA) will become
increasingly important in future. Typical applications are electronic signatures (digital
signature) or the validity testing of electronic documents (certification). Therefore, the
first dual interface chips already have coprocessors for asymmetric algorithms (e.g.
Fame PKI in Figure 10.29).

10.3 Memory Technology

After the state machine or microprocessor, the most important component of a data
carrier is the memory that user data is read from or written to. Read-only data is defined
at the manufacturing stage by the chip mask (exposure mask) or permanently burnt
into the memory by a laser. The use of a laser also makes it possible to programme
unique numbers (serial numbers that are issued only once) or consecutive numbers
into the data carrier.

If data is to be written to the data carrier, then RAM, EEPROM or FRAM cells
are also incorporated into the chip. However, only EEPROM and FRAM cells can
store the written data for long periods (typical retention periods are 10 years) without
a power supply.

DKEY
8 bit (write only)

DDAT
8 bit (write)

DDAT
8 bit (read)

Data
8 bytes

DES
calculation

unit

Key A
8 bytes

Key B
8 bytes

SFR-BUS

DCNTRL
8 bit (write only)

Figure 10.31 Block diagram of a DES coprocessor. The CPU key and data can be transferred
to the coprocessor by means of its own SFR (special function register) (reproduced by permission
of Philips Semiconductors Gratkorn, A-Gratkorn)
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10.3.1 RAM

RAM is memory that can be used for the storage of temporary data. When the power
supply is removed, the stored data is lost forever. In transponders, RAM is mainly used
for the temporary storage of data that exists briefly during operation in the interrogation
zone of a reader. In active transponders that have their own battery, RAMs with battery
backups are sometimes used for the long-term storage of data.

The main component of the (S)RAM memory cell is a D-flip-flop. Figure 10.32
shows the block diagram for a single memory cell. Each memory cell has the con-
nections DI (Data Input), WE (Write Enable) and DO (Data Out). If data is only to
be read from the memory cell, it is sufficient to activate the selected cell with logic 1
levels at the allocated address connections Yi and Xi.

To write data to the memory cell, the WE connection must also be switched to the
1 level. If there is a 1 level at C1 input data is written to the flip-flop.

10.3.2 EEPROM

The operating principle of an EEPROM cell is based upon the ability of a capacitor
(condenser) to store electric charge over long periods. An EEPROM therefore repre-
sents a tiny capacitor that can be charged or discharged. A charged capacitor represents
a logic ‘1’, a discharged capacitor represents a logic ‘0’.

In its simplest form, an EEPROM cell basically consists of a modified field effect
transistor on a carrier material (substrate) made of silicon. The EEPROM cell contains
an additional gate between the control gate of the field effect transistor and the substrate,
which is not connected to an external power supply, and which is positioned at a very
short distance (∼10 nm) from the carrier material. This so-called floating gate can be
charged or discharged via the substrate using the tunnel effect, and therefore represents
a capacitor. For the tunnel effect to exist there must be a sufficiently large potential
difference at the thin insulating tunnelling oxidation layer between the floating gate
and the substrate (Figure 10.33).

The flow of current between source and drain can be controlled by the stored charge
of the floating gate. A negatively charged floating gate gives rise to a high threshold

&
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Figure 10.32 Simplified functional block diagram of a (S)RAM cell
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