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Abstract

This document defines and describes the EPCglobal Architecture Framework. The
EPCglobal Architecture Framework is a collection of interrelated standards for hardware,
software, and data interfaces, together with core services that are operated by EPCglobal
and its delegates, all in service of a common goal of enhancing the supply chain through
the use of Electronic Product Codes (EPCs). This document has several aims:

e To enumerate, at a high level, each of the hardware, software, and data standards that
are part of the EPCglobal Architecture Framework and show how they are related.

e To define the top level architecture of core services that are operated by EPCglobal
and its delegates.

e To explain the underlying principles that have guided the design of individual
standards and core service components within the EPCglobal Architecture
Framework.

e To provide architectural guidance to end users and technology vendors seeking to
implement EPCglobal standards and to use EPCglobal core services.

This document exists only to describe the overall architecture, showing how the different
components fit together to form a cohesive whole. It is the responsibility of other
documents to provide the technical detail required to implement any part of the
EPCglobal Architecture Framework.

Audience for this document

The audience for this document includes:

e Hardware developers working in the areas of developing EPC tags and EPC-enabled
systems and appliances, including devices to read and write tag data.

e Software developers working in the areas of developing EPC middleware and
business applications that use, create, store and/or exchange EPC-related information.

e Enterprise architects and systems integrators that integrate EPC-related processes and
applications into enterprise architectures.

e Participants of EPCglobal Working Groups (including Software Action Group,
Hardware Action Group and all Business Action Groups) working on defining
requirements and developing EPCglobal standards.

e Industry groups, governing organizations, and companies that are developing or
overseeing business processes that rely on EPC technology.

e Members of the general public who are interested in understanding the principles and
terminology of the EPCglobal Architecture Framework
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Status of this document

This section describes the status of this document at the time of its publication. Other
documents may supersede this document. The latest status of this document series is
maintained at EPCglobal. See www.epcglobalinc.org for more information.

This document is an EPCglobal approved document and is available to the general public.

Comments on this document should be sent to the EPCglobal Architecture Review
Committee mailing list arc request@epclinklist.epcglobalinc.org.

Table of Contents

I INTOAUCTION ..o 6
2 Architecture Framework OVervieW ... ... ......cocoooiiiiiiiiiieeeeee e 8
2.1  Architecture Framework ACtIVItIES ..........oocooiiiiiiiiiieeieeiee e 8
2.2 Architecture Framework Standards.................ocooooiiiiii 9
3 Goals for the EPCglobal Architecture Framework .......................cccooooiiiiiiiii 10
3.1 TheRole of Standards ...............coooooiiiiiii 10
3.2 Global Standards..............occooiiiiii e 11
3.3 OPEI SYSTRITL. ..ot et e e e et e e e e e e e e nneeens 11
3.4 Platform Independence................cccoooiiii o 11
3.5 Scalability and Extensibility .............ocoooooiiii e 12
R IOt 1 U 12
R TR A ¥ | T ST 12
3.8 Industry Architectures and Standards................occoooveoiioiiieeeee e 12
3.9  Open, CommuNIty PTOCESS ......c..ooiiiieieeeieeieeeeeee e 13
4 Underlying Technical PrincCiples..............ocoooomiimiooeeeee e, 13
4.1 Unque TAentity .. ..o 13
4.2 Decentralized Implementation.................ocooveoeeeoeeee e 15
4.3 Layering of Data Standards — Verticalization ....................cocoooooiiiniiieie 16
4.4 Layering of Software Specifications—Technology Agnosticism....................... 16
B S = 510 1 1 17
5 Architectural Foundations................ocoooiiiiiiii 17
5.1 Electronic Product Code.............oooiiiiiiiiiieee e 17
5.2 EPC MANAEET......cooiiieeeee et e e e e e e e e e e ennn e e nnean 17

Copyright ©2005, 2004 EPCglobal®, All Rights Reserved. Page 3 of 53

SML Exhibit 1029



85 5.3 EPC Manager NUMDET.........c.oooooiiiie e 18

86 ot G (T BB R L B 19
87 85 Classleve] Data Vs Instance LETel Dt rmmnsannmmenasnsssans, 19
88 56 BPE Tnlonnahil BaeesSl EPCIS) v varnnnn s samnbeias 20
89 6 Roles and Interfaces — General Considerations...............cccoooveiieieeiieeiieeeee, 21
90 6.1  Architecture Framework vs. System Architecture ....................c.ooooiiiieno 22
91 6.2  Cross-Enterprise versus Intra-Enterprise............c..ooovoeoooieoieeeeeeeeeee 23
92 7 Data Flow Relationships — Cross-Enterprise ............c.cooovoooioieoieeeeeeeeeeeeeeee 23
93 7.1 Data Exchange INteractions ..............ccooooioriie oo 25
94 7.2 Object Exchange INteractions...............cc.ooouieoeeeoiiee e 27
95 7.3 ONS INTETACTIONIS .....oueiiiieieeee et e e ene 27
96 7.4 Number ASSIZNMENT ..........ooiiiiee e 28
97 8 Data Flow Relationships — Intra-Enterprise ..............ccooovveoeoooieieeeeeee e 28
98 9 Roles and Interfaces —Reference................cooooiiiiiiiii 32
99 9.1 Roles and Interfaces — Responsibilities and Collaborations................................ 35
100 9.1.1  RFID Tag (ROIE) ... 35
101 9.1.2 EPC Tag Data Specification (Interface) ..............c..oooooiiiioiiiiie. 35
102 9.1.3  Tag Protocol (Interface)...........cccoooeeeeiei e 35
103 9.1.4 RFID Reader (ROI€)........c.oooeeeeeeeeeeeeee e 36
104 9.1.5 Reader Protocol (Interface)..............ooooioii oo 36
105 9.1.6 Reader Management Interface (Interface) ...............cccooovviooiiiiceee 37
106 9.1.7 Reader Management (ROI€) ..........c..oooiiiimiieeeee e 38
107 9.1.8  Filtering & Collection (ROI€)........c..ooviieieeeeeee e 38
108 9.1.9  Filtering & Collection (ALE) Interface (Interface) ....................c.ccoooooe. 39
109 9.1.10  EPCIS Capturing Application (Role) .............cccoooeiiioiiieeeee 40
110 9.1.11  EPCIS Capture Interface (Interface)................ocoooooieiiioieiieeee 40
111 9.1.12  EPCIS Query Interface (Interface) .............ccooeeoeeeoeeoieeeeeeeeee 41
112 9.1.13  EPCIS Accessing Application (Role).............oocooeeiiiiiiieiieee 41
113 9.1.14  EPCIS Repository (Role)..........coooeomieeeeeeeeee e 41
114 9.1.15  Object Name Service (ONS) Interface (Interface) .................c..cococoeeeeo. 41
115 9.1.16  L0cal ONS (ROIE)......oeieeieieeeeeee s 41
116 90.1.17  ONS R0Ot (COT® SEIVICE) ....cueeeeeeeeeeeee e 42

Copyright ©2005, 2004 EPCglobal®, All Rights Reserved. Page 4 of 53
SML Exhibit 1029



117 9.1.18  Manager Number Assignment (Core Service) ..........ccoooveevreoueeeeeeeeeenen. 42

118 9119 “FagData Franslanen:Schema (Coe SEMHEEE..commmmmmmemesmsmms 42
119 0120 “Tap Dak Translnon erase (IoeTRee) oo vasenunnamamnuanessmms 42
120 9121 EPRCIS DiEgovey{Coe Seaviie—TBB) oo vnannmannans 42
121 9.1.22  Subscriber Authentication (Core Service — TBD).........ccoooviiiiiieee. 43
122 9.1.23  Filtering & Collection Management Interface (Interface — TBD)............. 43
123 10  Summary of Unaddressed ISSUES ...........ccooiiiioioeeeeeeeee e 44
124 L10.1  EPCIS “DISCOVEIY ™ ..ot e e ee e e e enens 44
125 10.2  Subscriber Authentication .................coooiiiiiiiiii e, 44
126 10.3  RFID Reader Coordination ...............coooooiiiiiiiiieieeieeeeeeee e 45
127 104  RFID Tag-level Security and Privacy .........c..ccoveoueeoeeeeieeeeeee e 45
128 10.5  “User Data” in RFID Tas ......ooooeoieeeeeeeee e 45
129 10.6  Tag Writing, Killing, Locking above the Reader Protocol Layer................... 46
130 10.7  Master Data for RFID Tag Manufacture Data ......................ccocooooeiieeiieee 46
I31 11 RELOIOICES ..o 46
0 3/ B € (4 17 | TR 47
133 13 Questions Raised During ReVIEW ...............ocoooiiiiiiiieieeeeeeeeee e 49
134 13.1  Questions about the Electronic Product Code and itsuse...................c............ 49
135 13.2  Questions about EPCIS and ONS ... 51
136 13.3  Questions about Infrastructure Standards ................c..coocoooioiiiiiiiee 52
137 13.4  Questions about Security and Privacy............ccocoooeooeeeiieieeeeeeeeeeeee 52
138 14 Acknowledgements. ... .......ooomiieieeee e 52
139

Copyright ©2005, 2004 EPCglobal®, All Rights Reserved. Page 5 of 53
SML Exhibit 1029



922  Conceptually, this is a single global lookup service. It would not be practical, however,
923  to implement ONS as one gigantic directory, both for reasons of scalability and in

924  consideration of the difficulty of each EPC Manager organization having to maintain
925  records for its object classes in a shared database. Instead, ONS is architected as an
926  application of the Internet Domain Name Service (DNS), which is also a single global
927  lookup service conceptually but is implemented as a hierarchy of lookup services.

928  ONS works as follows. When an EPCglobal Subscriber wishes to locate an EPCIS
929  service, it first consults the Root ONS service controlled by EPCglobal. The Root ONS
930  service identifies the Local ONS service of the EPC Manager organization for that EPC.
931 The EPCglobal Subscriber then completes the lookup by consulting the Local ONS

932  service, which provides the pointer to the EPCIS service in question.

933  ONS is implemented as an application of DNS, simply by specifying a convention
934  whereby an EPC is converted to an Internet Domain Name in the onsepc . com domain.
935  This has several implications:

936 e The "Root ONS service" and "Local ONS service" as used above may each be

937 implemented by multiple independent servers, as DNS allows more than one server to
938 be listed as the provider of DNS service for any particular domain name. This

939 increases the scalability and reliability of the overall system.

940 e EPCglobal’s Root ONS service is actually itself two levels down in a hierarchy of
941 lookups, which has its true root in the worldwide DNS root service.

942 e ONS benefits from the DNS caching mechanism, which means that in practice a

943 given ONS lookup does not actually need to consult each of the services in the

944 hierarchy, as in most cases the higher-level entries are cached locally.

945  More information may be found in the DNS specifications [RFC1034, RFC1035], and in
946  the ONS Specification [ONS1.0].

947 7.4 Number Assignment

948  The foregoing text has described every role and interface in the diagram at the beginning
949  of this Section 7, except for Manager Number Assignment. This role simply refers to

950  EPCglobal’s service of issuing unique EPC Manager Numbers to each EPC Manager

951 organization that requests one, in its capacity as the Issuing Agency for the GS1 family of
952  codes (see Section 4.1). By insuring that every EPC Manager Number that is issued 1s
953  unique, the uniqueness of EPCs assigned by individual EPCglobal Subscribers within the
954  GSI family of codes is ensured. (Number assignment for other coding schemes is carried
955  out by Issuing Agencies other than EPCglobal, and so EPCglobal’s Manager Number

956  Assignment Core Service does not apply in those cases.)

os7 8 Data Flow Relationships - Intra-Enterprise

958  This section provides a diagram showing the relationships between EPCglobal Standards,
959  from a data flow perspective. In contrast to Section 7, this section shows only the

960  EPCglobal Standards that are typically used within the four walls of a single subscriber,
961  namely those categorized as “EPC Infrastructure Standards”™ in Section 2. This section
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