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HOSTED PAYMENT SERVICE SYSTEMAND 
METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application claims the benefit of priority from 
U.S. Provisional Application No. 61/082,813, filed Jul. 22, 
2008, which is incorporated in its entirety by reference 
herein. 

BACKGROUND 

Description of the Related Technology 

Consumers routinely shop for and purchase products and 
services from merchant web sites. Typically, the customer 
adds one or more items to a shopping cart, and then enters a 
checkout pipeline of the merchant's site. During the checkout 
process, the customer typically specifies credit card and ship 
ping information for completing the transaction. The mer 
chant's system then uses the specified information to com 
plete the payment transaction. 
Some merchant sites allow or require customers to com 

plete the checkout process using a payment service hosted by 
a third party payment service provider. When the customer 
opts to use Such a payment service, the merchant site directs 
or redirects the user's browser to a separate web site operated 
by the payment service provider. The customer can then log 
into an existing account with the payment service provider, or 
can create a new account. After completing the transaction on 
the payment service provider's site, the customer can return 
to the merchant's site, if desired. 
One benefit of such third party payment services is that 

they reduce or eliminate the need for the merchant to set up 
and maintain the infrastructure for collecting payments from 
Internet users. This benefit can be especially significant for 
Small merchants that do not have the resources needed to set 
up payment processing systems. Another benefit is that con 
Sumers can use a single account with a single entity to make 
purchases from many different merchants and merchant sites. 
Thus, consumers need not set up accounts with, or disclose 
their payment information to, all of the merchants from which 
they make purchases. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Specific embodiments will now be described with refer 
ence to the drawings, which are intended to illustrate and not 
limit the various features described herein. 

FIG. 1 illustrates a hosted payment service that can be 
invoked to complete purchase transactions from merchant 
sites according to one embodiment of the invention; 

FIGS. 2A-2H illustrate graphical user interfaces showing 
Some of the ways payment transactions can be completed 
using the hosted payment service; 

FIG. 3 illustrates a data flow diagram showing the transfer 
of information between a customer computing device, a 
hosted payment service provider, and a merchant system in 
accordance with certain embodiments described herein; 

FIG. 4 illustrates an embodiment of a process for providing 
a hosted payment service; and 

FIG. 5 illustrates another embodiment of a process for 
providing a hosted payment service. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

Various embodiments of a hosted payment service are dis 
closed. In some embodiments, a merchant can enable cus 
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2 
tomeruse of the payment service by adding a line or sequence 
of widget code to a web page. Such as a shopping cart page, of 
the merchant's site. Thereafter, a user who is registered with 
the payment service can invoke the payment service and 
complete a purchase transaction directly from the merchant 
site, without navigating or being redirected to a separate 
payment service site. For example, while viewing a shopping 
cart page, the user may be able to securely interact with the 
payment service and complete the purchase transaction via a 
transaction display object that is incorporated into the shop 
ping cart page. The display of the transaction display object 
may be enabled by the widget software code added to the page 
by the merchant. Widget code may additionally or alterna 
tively be added to other types of pages of the merchant site, 
Such as product detail pages, among others, to enable trans 
actions to be completed from Such pages. 

In some embodiments, the transaction display object 
prompts the registered customer to enter a secondary authen 
tication input, such as a personal identification number (PIN) 
or secondary password. The payment service may use this 
secondary input in combination with a browser cookie to 
authenticate the customer before completing the transaction. 
The secondary authentication input may be distinct from the 
customer's primary authentication information (e.g., user 
name and password) used to log into the customer's payment 
service account, such that a fraudulent user who obtains it 
does not obtain log-in access to the customer's account. 

Several different computer-implemented processes will 
now be described for providing a hosted payment service. 
These processes may be embodied individually or in any 
combination in a computer system or network of computer 
systems that implements a hosted payment service. 

FIG. 1 illustrates a hosted payment service system 140, a 
merchant system 130 and a customer computing device 110 
interconnected by a network 120 according to one embodi 
ment of the invention. The network 120 can be the Internet or 
Some other communications network, for example. The cus 
tomer can be any entity or individual interested in purchasing 
products or services from the merchant. The terms “cus 
tomer' and “user are used interchangeably herein, and are 
not to be interpreted as limiting. The merchant can be any 
individual or entity that sells products or services from a 
merchant web site 132, which can be implemented using one 
or more servers 134. The customer selects and purchases 
products or services using a web browser 112 running on the 
computing device 110. As illustrated by FIG. 1, there may be 
more than one customer and associated customer computing 
device 110 and more than one merchant and associated mer 
chant system 130. The merchant system 130 can include 
server software which runs on the server 134 such as, for 
example, web server Software which sends out web pages in 
response to HTTP requests from remote web browsers such 
as the web browser 112 of the user. In certain embodiments, 
the merchant system 130 does not require any executable 
components associated with the hosted payment service. 
The hosted payment service system 140 includes one or 

more servers 142, such as, for example, web servers. The 
servers are in communication with an account database 144 
which stores information relating to customer accounts, mer 
chant accounts, or both. The hosted payment service pro 
cesses payments from customers associated with purchases 
from merchants in an efficient and user friendly manner. For 
example, the hosted payment service can process payments 
from the customer without having to re-direct the customer 
from the web site 132 of the merchant to a web site of the 
hosted payment service. 
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In certain embodiments, the hosted payment service sys 
tem 140 generates a code segment adapted to be added to web 
page coding of a merchant web site 132 of the merchant. The 
hosted payment service system 140 then communicates the 
code segment to the merchant over the network 120. The code 
segment or “widget code” can be configured to add a first 
control that enables users to invoke the hosted payment Ser 
vice from the merchant web site 132 to purchase items. The 
first control may be, for example, a checkout button (see 230 
in FIG. 2A, discussed below) which indicates to the user that 
actuation of the button will allow the user to pay using the 
hosted payment service. The code segment can consist of a 
single line of code or can include multiple lines of code. 
A user may have an account with the hosted payment 

service 140. The payment service 140 may store information 
on the database 144 associated with the customer account 
Such as, for example, customer name, credit card information, 
billing address information, log-in information, etc. 
A server 142 of the hosted payment service system 140 can 

receive a request from the computing device 112 of a cus 
tomeruser who is registered with the hosted payment service. 
The request can be generated in response to user selection of 
the first control as displayed on a web page of the merchant 
web site. For example, where the first control is a button 
displayed on the web page of the merchant through the web 
browser 112 of the customer, the user may click on the button 
indicating their desire to pay using the payment service. The 
request can include transaction information for performing a 
purchase transaction in which payment is collected by the 
payment service on behalf of the merchant. The transaction 
information can include any information relating to the trans 
action. For example, the transaction information can include 
price information, information relating to the items to be 
purchased, or both. 
The payment service 140 responds to the request by gen 

erating and returning web page coding that causes a transac 
tion display object to be displayed on the user computing 
device within the merchant web page. For example, the web 
page coding may be communicated over the network 120 to 
the merchant 130. The transaction display object of certain 
embodiments includes at least some of the transaction infor 
mation. For example, the transaction display object may dis 
play the item or items that the customer is purchasing, the 
shipping costs or the sales tax for the purchase. In some 
embodiments, the transaction display object displays a user 
identifier, such as the name or username of the customer. 
The customer's browser thus loads the transaction display 

object coding from a source (namely the payment service 
140) that is separate from the source 130 of the base compo 
nent (e.g., HTML document) of the merchant web page. 
Although retrieved from separate sources, the transaction 
display object in Some embodiments becomes part of, and is 
displayed in the same browser window as, the merchant web 
page. As discussed below, this may be accomplished using an 
iFrame html element and/or using an overlay display object. 
The transaction display object can include a second control 

that is selectable by the user such that the user can complete 
the purchase transaction without navigating away from the 
web page. For example, the user may not be re-directed to 
another web page. Such as the web page of the payment 
service, in order to complete the purchase transaction. In 
certain embodiments, for example, the user can complete the 
transaction using the payment service by interacting with a 
single web browser window displaying a single web page of 
the merchant site. As discussed herein, the web page of the 
merchant may include display elements, such as, for example, 
overlay display objects (which may also be referred to as 
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4 
“pop-overs') which become visible to the user during the 
purchasing process. The web page of the merchant may 
include a nested portion which can be served by a server of the 
payment service, as discussed herein. 
The second control may include one or more buttons which 

the user can click to complete the purchase transaction, for 
example. Embodiments of the first control, the second control 
and the transaction display object are described in greater 
detail herein, with respect to FIGS. 2 and 3, for example. 

Although described with respect to the embodiment of 
FIG. 1, those of skill in the art will recognize a variety of 
alternative configurations are possible. For example, in cer 
tain embodiments, the payment service 140 communicates 
with the merchant 130 over a network that is separate from the 
network used between the merchant 130 and the customer 
computing device 112. 

FIGS. 2A-2H illustrate an example sequence of screen 
displays 200-207 that may be presented as a customer makes 
a purchase using an embodiment of a payment service 140. 
FIG. 2A illustrates a screen display 200 of a merchant web 
page in which the user has selected one item 212 for purchase 
from an example merchant web site, Merchant.com (e.g. 
Merchant.com may have a URL such as http://www.Mer 
chant.com/). Various icons and information associated with 
the purchase are also displayed including the name of the item 
212, the price 214, a graphical image of the item 216, and the 
item quantity 218. 

Various control features may also be included on the mer 
chant web page. For example, the button 220 allows a user to 
continue shopping and select more items to add to the shop 
ping basket and the button 222 allows a user to remove one or 
more items from their shopping basket 210. Button 224 
allows the user to proceed with checkout without using the 
hosted payment service system 140. For example, the button 
224 may allow the user to checkout using a different payment 
service, or using the merchant's own payment process (if 
any). 
A first control 230 allows the user to invoke the payment 

service from the merchant web site to purchase the items 212 
in the shopping basket 210. When the user selects this control 
230, a request is received by the payment service 140. The 
payment service 140 determines whether the user is a recog 
nized user. For example, a user may be recognized if the user 
has an account and a currently valid browser session with the 
payment service. The payment service may determine 
whether the user is recognized by processing a user authen 
tication object received from the computing device 110 of the 
user. The user authentication object can be based on a first 
authentication input. 

In certain embodiments, the user authentication object may 
include a parcel of text such as, for example, an “HTTP 
cookie” (which can also referred to as a “Web cookie') and 
the first authentication input may include login information 
input by a user into a web site of the payment service 140. A 
user may have a valid session, for example, if the user has 
previously logged into the payment service using the same 
computer and browser (e.g., with a valid user name and pass 
word). The valid session can be detected through the use of a 
cookie. For example, a server of the payment service can 
cause a cookie to be sent to the customer's web browser 112. 
The cookie can then be sent back unchanged to the server by 
the customer's web browser each time the web browser 
accesses the server. In this way, the cookie allows the payment 
service to authenticate users, recognize users, or both. 

Although described with respect to the embodiment of 
FIG. 2A, those of skill in the art will recognize a variety of 
alternative configurations from the disclosure provided 
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herein. For example, in certain embodiments, there is no 
checkout button 224 and the user can only checkout using the 
payment service 140. As another example, the first control 
230 may be displayed as an overlay display object. 

In certain embodiments, a different authentication object 
may be used. For example, the payment service may send the 
first authentication object (e.g., a cookie) to the user's 
browser 112 even if the user does not input a first authentica 
tion input (e.g., a user name and password). In other embodi 
ments, the first authentication input includes only a username 
and not a password. The authentication object may include 
multiple cookies and the cookies may be served by multiple 
servers of the payment service 140. 
As indicated by the user's name icon 232 displayed on the 

first control 230, the payment service has recognized the user, 
who is named “Charlie Claxton' in the illustrated example, 
according to one of the recognition processes described 
herein. In this example, the user has also previously enabled 
“express checkout' and has previously input the one or more 
pre-defined default account settings. When the recognized 
user requests to pay using the payment service by clicking on 
the first control 230, the payment service responds to the 
request by generating and returning web page coding that 
causes a transaction display object 260 to be displayed on the 
user computing device 110 within the merchant shopping 
basket page, as illustrated by the example screen display 201 
of FIG. 2B. 
The transaction display object 260 can be defined by web 

page coding that is embedded in the web page coding of the 
shopping cart page and may sometimes be referred to as a 
widget. In some embodiments, the web page coding may be 
embedded in another page of the merchant, such as, for 
example, a product detail page. The widget code may be 
downloaded from the merchant web site and enable the 
browser to load the transaction display object 260 from the 
hosted payment service, for example. The transaction display 
object 260 may be generated by widget code, such as JavaS 
cript code, that is downloaded and executed by the web 
browser 112 of the customer. According to some embodi 
ments, the widget code may be written in a different program 
ming language, such as DHTML, Adobe Flash, or various 
Scripting languages. 

In some embodiments, the web page coding is generated 
and returned based at least in part on the processing of the user 
authentication object. For example, as illustrated by FIGS. 
2G and 2H, the web page coding may not cause a transaction 
display object 260 to be displayed if the user is unrecognized: 
in this scenario, the user's browser may be re-directed to a 
web page of the payment service (e.g. http://www.payco 
.com/) for authentication, as described below. 
With further reference to FIG. 2B, the transaction display 

object 260 of certain embodiments includes at least some of 
the transaction information. For example, the transaction dis 
play object 260 may include checkout information. In the 
illustrated embodiment, the transaction display object 260 
displays the name of the user 262 and a label (e.g., “home') 
corresponding to a previously-specified shipping address. A 
drop-down menu 264 enables the user to select a different 
pre-specified shipping address. In other embodiments, the 
transaction display object 260 may display the item or items 
that the customer is purchasing and the price of the items, 
method of payment information, pricing information, some 
other type of information related to the transaction, or a 
combination thereof. In other embodiments, no information 
related to the transaction is included in the transaction display 
object. 
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6 
As illustrated by FIG. 2B, the transaction display object 

260 can be at least partially displayed within an overlay 
display object, which may also be referred to as a “web 
pop-over.” The overlay display object allows the transaction 
display object 260 of the payment service to be displayed 
within the merchant web page without interfering with or 
displacing the layout of the merchant web page. (AS dis 
cussed below, the size and content of the overlay display 
object 260 may be updated dynamically during the course of 
the transaction.) In this manner, the transaction display object 
260 does not have to be incorporated into the layout of the 
merchant web site, but is still viewable to the user and the user 
does not have to be redirected to another web page or site. For 
these and other reasons, using the overlay display object can 
potentially help the merchant maintain a fluid design flow and 
user experience while decreasing cost and complexity. In the 
illustrated embodiments, the overlay display object 260 
becomes part of the merchant web page, and is therefore 
displayed without opening a new browser window. This is in 
contrast to pop-up windows, which are displayed in a separate 
browser window and are not part of the original web page. 
This characteristic of the overlay display object can provide a 
better user experience, and also avoids the intervention of 
pop-up blocker Software. 
The transaction display object 260 can include one or more 

buttons 267,268 selectable by the user such that the user can 
complete the purchase transaction using the payment service 
without navigating away from the merchant web page. In 
addition, the one or more buttons 267,268 may allow the user 
to complete the purchase transaction using the payment Ser 
Vice without having to enter login information, purchase 
information, or both, because they are a recognized user. 
At the checkout stage depicted by FIG.2B, the transaction 

display object 260 displays a “review order button 267 and a 
“buy now” button 268. The “review order” button 267 allows 
the recognized user to complete the transaction using a “quick 
checkout” process described below. The “review order' but 
ton 267 causes checkout confirmation information to be dis 
played within the transaction display object 260 before the 
user completes the purchase transaction. Selecting the “buy 
now' button 268 allows the user to immediately checkout 
using the payment service without further review. In this case, 
the user has previously set up preferences with the payment 
service 140. Such as payment methods to be used and one or 
more of the pre-specified shipping address mentioned above. 
These preferences can then be used to complete the checkout 
process when the user selects the “buy now' button. 

FIG. 2C illustrates an example screen display 202 pre 
sented to a user after they click on the instant checkout button 
268. The transaction display object 260 is updated to include 
post-checkout information Such as a thank you message 263 
and an order confirmation number 265. A “close window' 
button 269 can be included which allows the user to close the 
transaction display object 260 and continue shopping on the 
merchant web page or, alternatively, be directed to some other 
web page of the merchant web site or to some other web site. 
In other embodiments, the thank you message is not part of 
the transaction display object 260 and may be served by the 
web site of the merchant instead of by the payment service. 

Referring again to FIG. 2B, the “review order” button 267 
allows the user to complete the transaction using the payment 
service without navigating away from the merchant web page 
Such that the user can review details of the transaction and 
confirm that they would like to place the order. FIG. 2D 
illustrates an example screen display 203 presented to the user 
when the user selects the “review order button 267. As 
shown, the display object 260 may expand on the page as 
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needed to show the order details such that a portion of the 
original page is obstructed from view. The transaction display 
object 260 is updated to include transaction detail informa 
tion Such as the current selected shipping address 280, current 
selected shipping option 282, price Summary information 
284, the current selected payment method 286, and item 
information 288. The user can change one or more transaction 
details using various controls which may be included on the 
updated transaction display object 260. For example, the user 
can select a different shipping address using the drop-down 
menu 281, change the shipping option using the menu 283, 
edit their order using the link 285, delete the item from their 
cart using the button 287 or change their method of payment 
using the button 289. The confirmation button 290 allows the 
user to place their order after reviewing and/or editing the 
transaction details. 

In other embodiments, the control mechanisms for each 
transaction detail may be different. For example, a drop-down 
menu may be used instead of the bubble-type menu 283 to 
change the shipping option details 282. In various embodi 
ments, one or more additional transaction details are dis 
played on, or are controllable through, the transaction display 
object 260, or one or more of the transaction details displayed 
on or controllable in the embodiment of FIG. 2D are not 
displayed on or controllable through the transaction display 
object 260. 

In certain cases, users may want to review the details 
related to the transaction and be able to make adjustments 
before their order is placed and payment is processed. 
Accordingly, users may benefit from using quick checkout 
method using the “review order' button 267 as illustrated by 
FIG. 2B and FIG. 2D. In some cases, users may want to 
process their order as relatively more quickly and may there 
fore benefit from using the instant checkout method using the 
button 268 as illustrated by FIG. 2B and FIG. 2C. In some 
embodiments, there is no “buy now' button 268 and the user 
can only check out using the “review order' button 267. 

FIG. 2E illustrates a screen shot 204 of an embodiment in 
which the transaction display object 260 of FIG. 2B is aug 
mented with a secondary authentication input field 292. The 
payment service can process a secondary authentication input 
which is input by the user into the transaction display object 
260 such that whether the user can complete the electronic 
transaction using the one or more buttons 267,268 is based at 
least in part on the processing of the secondary authentication 
input. The display of the secondary authentication input field 
292 may be a merchant-configurable or customer-config 
urable option of the payment service. The secondary authen 
tication input can be a string of characters associated with the 
user. For example, the secondary authentication input may be 
a personal identification number (“PIN). For example, the 
payment service may receive the PIN of the user and confirm 
that it matches a pre-set PIN. The PIN may be configurable by 
the user Such as, for example, through the payment service 
web site, or may be a pre-set PIN that is provided to the user 
by the payment service. In certain embodiments, the second 
ary authentication input is separate and distinct from the 
user's primary payment service authentication information 
(e.g., username and/or password). For example, the primary 
authentication information may provide log-in access to the 
user's account on a site hosted by a server of the payment 
service system, and the secondary authentication input may 
not provide log-in access to the account on the payment 
service site. For example, the user may be able to edit infor 
mation associated with their account (e.g., credit card infor 
mation, address information, etc.) when they log-in to the 
payment service site using their primary authentication infor 
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8 
mation, but are unable to do so using the secondary authen 
tication input. In some embodiments the secondary authenti 
cation input is a one-time password. Such as those generated 
using a token generator or other computing device. 

In certain embodiments, the secondary authentication 
input can be used for multiple checkout sessions without 
being reset. The secondary authentication input may be char 
acterized as persistent, for example. Accordingly, the user can 
manage one secondary authentication input and will not be 
burdened with having to remember different secondary 
authentication inputs for different checkout sessions. The 
combination of the first authentication object and the second 
ary authentication input can provide security benefits to the 
user. For example, as described above the first authentication 
object, which may be a cookie, can be provided to a user after 
they login to the payment service providing a first authenti 
cation input. The first authentication object can be described 
as providing a first layer of security because purchases 
through the payment service can only be made from the 
browser that received the cookie. As such, even if a party had 
access to the secondary authentication input, they would not 
be able to make purchases unless they did so through the 
browser of the user which had access to the cookie. 
The user may have one or more default shipping addresses 

associated with their payment service account. Moreover, in 
certain embodiments, the default shipping addresses and 
other information associated with the account (e.g., credit 
card information) is editable by a user only if they log in 
directly to the web site of the payment service. As such, even 
if an entity had access to both the browser of the user with the 
first authentication object (e.g., a cookie) and the secondary 
authentication input (e.g., a secondary PIN), the entity would 
only be able to ship items to the shipping addresses associated 
with the account. In certain cases, this may deter fraudulent 
purchases, providing anotherlayer of security. For example, it 
may be difficult for the entity attempting to fraudulently 
purchase the item using the user's account to collect the item 
at the user-defined shipping addresses. 

In addition, the secondary authentication input provides 
another layer of security because it can prevent fraudulent 
purchases by those who have access to the user's browser but 
do not know the user's secondary authentication input. For 
example, this may be useful where a computer is shared by 
multiple family members or employees. User's may be con 
cerned that entering login information into a third-party web 
site may increase the risk of their login information being 
intercepted. As such, users may not want to enter their hosted 
payment service login information into the web page of the 
user. The secondary authentication input can address these 
concerns while providing additional security because the sec 
ondary authentication input is not associated with the user's 
payment service login information. Moreover, in certain 
embodiments the first authentication object (e.g., the cookie), 
the secondary authentication input (e.g., a secondary PIN), or 
both, are sent to the payment service via the nested portion of 
the merchants web page (e.g., through the iFrame element) 
and are therefore not accessible to the merchant or other 
parties. This can, for example, prevent "simulated' fraudulent 
purchases by the merchant acting on behalf of the customer. 
Some embodiments may include other types of web coding 
which keep the first authentication object and/or the second 
ary authentication input from being exposed to and/or acces 
sible to the merchant or other parties. For example, in one 
embodiment, Flash objects may be used instead of, or in 
addition to, iFrame elements. In other embodiments, the first 
authentication object, the secondary authentication input, or 
both, may not be sent through the nested portion of the web 
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page and may be exposed to and/or accessible by the mer 
chant. In one embodiment, for example, the customer does 
not input the secondary authentication object into the iFrame 
object directly and the merchant collects the secondary 
authentication input from the customer and passes it to the 
payment service (e.g., through the iFrame element). 

Those of skill in the art will recognize from the disclosure 
herein that certain alternative configurations are possible for 
the secondary authentication input. For example, in certain 
embodiments, the secondary authentication input may be 
Some other type of input such as a voice recognition input or 
biometric identification input (e.g., a fingerprint). In some 
embodiments, the secondary authentication input is reset 
before each login session by the payment service. For 
example, in one embodiment, the payment service 240 gen 
erates a unique secondary authentication each time the user 
attempts to use the payment service and sends the secondary 
authentication to the user (e.g., via an e-mail, or via a Short 
Message Service text message). In some embodiments, the 
secondary authentication input is associated with the user's 
payment service login information. For example, the second 
ary authentication input may include be the user's primary 
payment service username, but a different password. 
The authentication processes described herein may be used 

in any situation in which authentication of a user of a hosted 
service is desired. For example, the hosted service may 
authenticate users who are existing Subscribers to a service of 
a merchant. In one embodiment, for example, the merchant is 
a provider of video content or audio content, and the hosted 
service authenticates subscriber users so that they can view 
the video content or listen to the audio content on a web page 
of a merchant or another web page. In one embodiment, for 
example, a media widget that plays audio and/or video can be 
embedded in a web page which plays songs that are purchased 
by the user. 

In certain embodiments, a user who has express checkout 
enabled and is a recognized user is re-directed to the web site 
of the payment service when they indicate that they would 
like to complete their transaction using the express checkout 
feature of the payment service (e.g., by selecting the first 
control 230). However, the user does not have to enter their 
log-in information in order to complete the purchase transac 
tion. This may be the experience presented to a user who does 
not have a web browser capable of running embodiments of 
the web page coding described herein. For example, it may be 
the experience presented to a user who does not have a 
browser with JavaScript enabled when the web page coding 
includes JavaScript portions. 

Referring again to FIG. 2B, the merchant web page can 
include a main portion 270 defined by a first document and a 
nested portion 272 defined by a second document. The second 
document can be served at least in part by a server of the 
payment service and the transaction display object 260 can be 
displayed at least in part within the nested portion 272. For 
example, the merchant web page may include a first Hyper 
Text Markup Language (“HTML') document which gener 
ally defines the structure, content, and format of the main 
portion 270 of the web page. The first HTML document can 
be served to the user's web browser from a server of the 
merchant web site 132. The merchant web page further 
includes a second HTML document which is embedded in the 
first HTML document and defines the structure and format of 
the nested portion 272 of the web page. For example, the first 
HTML document may include a reference to the second 
HTML document. The HTML element which allows the first 
HTML document to embed the second HTML document into 
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10 
the web page may be referred to as an “iFrame. The second 
HTML document is served at least in part by the payment 
service system. 

Because the second document is served by the payment 
service instead of by the merchant web site, there may be a 
benefit of improved security. For example, the merchant web 
site will have no control over or access to the nested portion 
272 of the merchant web page because it is defined by the 
second document which is being served by the payment Ser 
vice. As a result, the merchant web site can be prevented from 
possibly forging a transaction by simulating a selection (e.g., 
a click) of the one or more buttons 267. 268 and causing a 
purchase to be processed without the user actually selecting 
(e.g., clicking) on the one or more buttons 267. 268. Addi 
tionally, because the payment service has control over the 
nested portion and any data communicated through or under 
the control of the nested portion 272, it can be difficult for the 
merchant web site to access customer content such as the 
authentication object (e.g., a cookie) associated with the pay 
ment service site described above. 
As will be recognized from the disclosure herein, alterna 

tive configurations are possible. For example, in some 
embodiments, the merchant web page is not divided into main 
and nested portions. For example, the merchant web page can 
be defined by a single HTML document. In certain embodi 
ments, some other mechanism is used to divide the control of 
the merchant web page into multiple portions which provides 
similar security benefits. In some embodiments, the main 
portion 270, the nested portion 272, or both, are served by 
more than one HTML document. There may be more than one 
nested portion 272 in some embodiments. Some embodi 
ments may include other types of web coding instead of, or in 
addition to, iFrame elements. For example, in one embodi 
ment, Flash objects may be used. 

Although described with respect to the illustrated embodi 
ments, alternative configurations will be appreciated from the 
disclosure provided herein. For example, in some embodi 
ments, the transaction display object 260 does not include an 
overlay display object. The transaction display object 260 
may be integrated into the merchant web page. In other 
embodiments, the transaction display object 260 is displayed 
as a web pop-up which is not a part of the merchant web page 
but instead requires a new browser window to be opened to 
display the content of the transaction display object 260. A 
merchant may add the payment widget to other types of 
pages, such as a product detail page. Such that a user could 
purchase a single item directly from the product’s detailpage. 
In certain embodiments, the post-checkout information may 
be presented in other ways. For example, in one embodiment, 
the post-checkout information is not part of the transaction 
display object 260, is presented to the user through the main 
portion 270 of the merchant web page, or both. 

In various embodiments, there are different ways of check 
ing out and different corresponding configurations for the one 
or more checkout buttons 266. For example, in one embodi 
ment the user may be allowed to checkout using a process 
which requires the user to enter their payment service login 
information. There may be more than the two buttons 267, 
268 in some embodiments which allow the user to checkout in 
more than two different ways. In some embodiments, there is 
only one method of checking out and one corresponding 
button. For example, in various embodiments, the user can 
only checkout using the “buy now' button 268 or, alterna 
tively, only the “review order' button 267. In some embodi 
ments, the user may be redirected to the website of the pay 
ment service. For example, in one embodiment, if the browser 
of the user is configured Such that it does not accept third 
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party cookies, the browser may not accept the first authenti 
cation object (e.g., a cookie of the payment service) and the 
user may be redirected to the website of the payment service. 
For example, the user may be redirected to the website of the 
payment service after clicking on the checkout button 230 of 5 
FIG. 2A. The user may then complete the checkout at least in 
part from the website of the payment service. The checkout 
flow may be similar to that illustrated by FIGS. 2B-E except 
that it is executed on the website of the payment service rather 
than the website of the merchant. In addition, the user may be 
directed back to the merchant website after completing the 
transaction or at Some other point during the checkout pro 
CCSS, 

FIG. 2F illustrates a screen display 205 of a merchant web 
page in which the user has selected one item 212 for purchase 
and is not recognized. If the user is unrecognized, they may be 
directed to a web page of the payment service according to the 
example embodiment, as illustrated by the screen display 206 
of FIG. 2G. The user may be prompted to either open an 
account if they do not have one already, or sign in to the 
payment service, using the interface 240, for example. Once 
signed in to the payment service, the user may review and 
Submit the order using a web page of the payment provider, as 
illustrated by the screen display 207 of FIG.2H. The user may 
have one or more pre-defined default account settings asso 
ciated with their payment service account. For example, the 
user may have a default shipping address, shipping speed, and 
payment method defined for their account. In some embodi 
ments, if the user has not previously set the one or more 
default account settings, the user will be prompted to do so 
before they can place their order (e.g., before the screen 
display 207 of FIG. 2H would be presented to them). 

For example, the user can review their shipping details 250, 
order details 252, and payment details 254. A button 251 can 
allow the user to change their shipping information and a 
button 255 can allow the user to change their payment 
method. A button 256 can allow the user to place their order. 
Once the user has placed their order, the payment service will 
cause the user to be directed back to the merchant web site 
where an order Summary or thank you page may be presented, 
Such as the thank you page described above with respect to 
FIG. 2C. Alternatively, the user may be directed to a web page 
of the merchant where the user can continue shopping. 
Once a registered user has logged into the payment service 

(e.g., by using the interface illustrated in FIG. 2G), they will 
be recognized by the payment service on Subsequent visits to 
the merchants web page using the same web browser 112 on 
the same computer 110. For example, the user's browser will 
have received a cookie from the payment service and their 
authenticated session will be recognized. In some embodi 
ments, the user does not have to have been directed to the 
log-in page (FIG. 2G) from the web site 132 of the merchant 
in order to create a valid session. For example, the user may 
directly navigate to the web site of the payment service 140 in 
order to create an authenticated session by logging in and 
receiving the cookie. Alternatively, the user may also have 
been directed to the payment service web site from a web site 
other than the merchant web site, such as from another mer 
chants web site, and Subsequently login and receive the 
cookie. In certain embodiments, the cookie or other authen 
tication object may expire after a certain period of time and 
the user may have to revalidate their session to be recognized. 
As will be appreciated from the disclosure provided herein, 

in other embodiments, customer recognition may be per 
formed in alternative configurations. For example, in one 
embodiment, some authentication mechanism other than a 
cookie is used. In one embodiment, a cookie is used to rec 
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12 
ognize the user but no login is required. In one embodiment, 
the user is not re-directed if they are unrecognized. For 
example, the user may be authenticated (e.g., login to the 
payment service and receive a cookie) without being redi 
rected from the merchant web page. In one embodiment, the 
user may be authenticated by interacting with the nested 
portion 272 of the merchant web page. 

In certain embodiments, the user will be prompted to 
decide whether they want to enable the checkout experience 
described herein in which the user can use the payment Ser 
Vice without navigating away from the merchant web page 
(also referred to herein as “express checkout”). For example, 
in certain embodiments, if the user does not enable express 
checkout, they may continue to checkout using the process 
described above with respect to FIGS. 2F-2H instead of the 
express checkout method described herein. 

FIG.3 illustrates an example data flow diagram 300 show 
ing the transfer of information between a customer comput 
ing device 312, the hosted payment service system 340, and a 
merchant system 330 in accordance with certain embodi 
ments. The embodiment of the transaction display object 
described by the data flow diagram 300 can be the transaction 
display object 260 described above with respect to FIG.2, and 
includes a “review order” such as the “review order” button 
267 described above. Moreover, for the purposes of illustra 
tion, the data flow diagram 300 assumes that a user is a 
recognized user. Information is sent between the components 
312, 330, 340 over a communications network such as the 
Internet. 
At event 1, the merchant 330 requests a code segment from 

a server of the payment service 340. For example, in one 
embodiment, the merchant may access a web site of the 
payment service 340 in which they can select a first control 
(e.g., the first control 230 including a checkout button, as 
described above with respect to FIG. 2) that they would like to 
include on their merchant web site so that customers may 
checkout using the payment service. At event 2, the payment 
service 340 generates a code segment adapted to be added to 
web page coding of the merchant web site and communicates 
the code segment (e.g., via a web page) to the merchant. The 
code segment can be configured to add the first control (e.g., 
a checkout button 230 as in FIG. 2A) that enables users to 
invoke the payment service from the merchant web site to 
purchase items. The code segment may be an HTML and/or 
JavaScript code segment, for example, and may include a 
unique identifier of the merchant or merchant site. 

In certain embodiments, the process in which the code 
segment is obtained by the merchant may be different. For 
example, in certain embodiments, the merchant can be given 
a sample code segment which they can modify according to 
their preference and insert into their web page coding. In 
Some embodiments, the merchant obtains a Software program 
(e.g., from the payment service system) which they can install 
on merchant 330 and use to generate the code segment. 
The user accesses the merchant web page 350 including the 

first control at event 3. The merchant 330 returns the 
requested merchant web page 350 at event 4 to customer 
computing device 310 of the user and the web page 350 is 
displayed in the web browser 312 running on the customer 
computing device 310. The web page 350 may be defined by 
an HTML document which includes one or more references 
related to a first control (e.g., a reference to an image file 
which graphically represents the first control), one or more 
references to coding of the payment service 340 (e.g., Java 
Script code of the payment service provider 340), or both. 
At events 5 and 6 of FIG. 3, the web browser 312 requests 

one or more pieces of information from the payment service 
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340. For example, at branch 5 the browser 312 may request 
information referenced in the web page 350 related to the first 
control (e.g., the image file which graphically represents the 
first control). The browser 312 may also request web page 
coding of the payment service 340 referenced by the web 
page 350 at branch 6 (e.g., the JavaScript code from the 
payment service 340). 
The web page coding of certain embodiments includes a 

reference to an HTML element (e.g., an iFrame) which 
enables the insertion of a nested portion (e.g., the nested 
portion 272 described herein) into the merchant web page 
650. Because the nested portion can be defined by one or 
more HTML documents served by the payment service 340, 
the web browser 350 can communicate directly with the 
payment service 340 (e.g., without communicating with the 
merchant 350) when requests are made by the web browser 
350 to the payment service servers 342 through the nested 
portion of the merchant web page 650. For example, a user 
may request to complete a purchase transaction using a sec 
ond control (e.g., the “review order' button 267 or the “Buy 
Now' button 268 of FIG. 2B) of the transaction display 
object. Because the transaction display object is within the 
nested portion and thus served by the payment service 340, 
the request to complete the purchase transaction is commu 
nicated directly from the web browser 350 to the payment 
service 340 and processed by the payment service 340. 
At events 7 and 8 of FIG. 3, the information requested by 

the web browser 350 is returned by the payment service 340. 
For example, at event 7, the information related to the first 
control may be sent to the web browser 350 by the payment 
service 340. For example, one or more image servers 341 may 
return the image file graphically representing the first control 
(e.g., representing a checkout button) at event 7. At event 8, 
the web page coding of the payment service 340 requested by 
the web browser 350 is sent to the browser 350 by the pay 
ment service 340. For example, JavaScript code from the 
payment service 340 may be returned to the web browser 350. 
As described herein, the web page coding can cause a trans 
action display object to be displayed which may include a 
second control that is selectable by the user such that the user 
can complete the purchase transaction without navigating 
away from the merchant web page 650. 

At event 9, in response to user selection of the first control 
(e.g., a checkout button), transaction information is sent to the 
payment service 340 from the web browser 350. For example, 
an HTML form including transaction information may be 
sent to a server 342 (e.g., one of the checkout servers 345) of 
the payment service 340. The HTML form may include infor 
mation including, but not limited to, formatting information 
for the merchant web site (e.g., title, HTML formatting infor 
mation), information relating to the merchant (e.g., a mer 
chant ID), shopping cart information, the item(s) the user 
wants to purchase (e.g., the item or items in the user's shop 
ping cart). A checkout service application 343 running on the 
checkout server 345 may send the HTML form to an order 
form processor application 346. 

At event 10 in FIG.3, the order form processor application 
346 validates the information from the HTML form and 
returns widget information back to the checkout service 343. 
For example, the processor application 346 may check that 
the information in the HTML form complies to certain stan 
dards (e.g., that the form is HTML compliant) and may check 
the information in the form related to the merchant (e.g., the 
merchant ID) to see that the merchant is valid (e.g., has an 
account with the payment service). The widget information is 
then sent back to and displayed by the web browser 350. For 
example, the information may be the web page coding used to 
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generate the transaction display object within the nested por 
tion of the merchant web page, as described herein. The 
transaction information may include one or more identifiers 
(e.g., a shopping cart ID, a merchant ID, or both) that identi 
fies the information as being associated with a user, a mer 
chant, or both. As described herein, the transaction display 
object 260 can include a second control that is selectable by 
the user Such that the user can complete the purchase trans 
action without navigating away from the web page. For 
example, the user may be able to checkout in a variety of 
different manners (e.g., using the quick checkout button 267 
or the instant checkout button 268 described herein with 
respect to FIG. 2, among other possibilities). 
At event 11 of FIG. 3, the user selects the quick checkout 

button and transaction information is communicated to the 
payment service 340. For example, the one or more identifiers 
(e.g., the shopping cart ID, the merchant ID, or both) may be 
submitted to the checkout servers 345 of the payment service 
340 via the HTML form. In certain embodiments, the first 
authentication object (e.g., including one or more customer 
cookies) is also sent from the web browser 350 to the payment 
service 340 at event 11. At event 12, if the user is a recognized 
user, the checkout service application343 can cause the trans 
action display object on the merchant web page 650 to be 
updated with details of the transaction such as the details 
described above with respect to FIG. 2G. As discussed, the 
transaction display object can be displayed on the nested 
portion of the merchant web page using an iFrame. 
At event 13, the user indicates they would like to place their 

order by, for example, selecting a confirmation button (e.g., 
the confirmation button 290 of FIG. 2G). The checkout ser 
vice application 343 of the payment service can then process 
the payment on behalf of the merchant. At event 14 the appli 
cation service 343 updates the transaction display object to 
display post-checkout information Such as the thankyou mes 
sage 263 and order confirmation number 265 described above 
with respect to FIG. 2C. At operational event 15, if the user 
indicates they would like to continue by, for example, click 
ing on the close window button 269 of FIG. 2C, the nested 
portion of the merchant web page will be closed. In some 
embodiments the user may then be forwarded to either a 
merchant web page in which they can continue shopping, to 
another web page of the merchant’s choosing, or to some 
other web page. The merchant may be notified of the success 
or failure of the payment processing and/or completion of the 
purchase transaction by the payment service through various 
mechanisms. For example, in some embodiments, the pay 
ment service 340 directs the user to a pre-determined web 
page of the merchant such that the merchant can determine 
whether or not the payment has been processed successfully. 
The merchant may, for example, send the payment service 
340 one or more URLs of pre-determined web pages that the 
payment service should redirect the customerto during one of 
the events described above (e.g., at event 9). The URL may 
include, for example, the transaction ID for the purchase 
transaction and information as to whether the transaction was 
successful. There may be one URL for a successful transac 
tion and another URL for a failed transaction, for example. 
The URL may also include information as to reasons why the 
transaction failed. The redirection will cause the customer's 
browser 312 to request the web page of the merchant, which 
will allow the merchant to analyze the requested URL and 
determine whether or not the payment processing was suc 
cessful. Other notification mechanisms may be used instead 
of or in addition to, redirection. For example, in some 
embodiments, the merchant and/or customer are notified by 
e-mail whether or not the transaction was successful. In some 
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configurations, an RSS feed that the merchant can poll may be 
implemented by the payment service 340 and provide infor 
mation related to the Success or failure of transactions. 

Those of skill in the art will appreciate that alternative 
configurations are possible. For example, in other configura 
tions the web page coding may include Some other scripting 
language such as dynamic-HTML or Adobe Flash, instead of 
or in addition to, JavaScript. In some embodiments, one or 
more other components instead of, or in addition to, the image 
file and web page coding are referenced by the document 
(e.g., an HTML document) which defines the merchant web 
page. 

The events 1-15 and the various illustrated components of 
the customer computing device 310, the merchant 330 and the 
payment service 340 are representative of certain embodi 
ments and are not intended to be limiting. In certain embodi 
ments, one or more of the data flow branches 1-15 may not be 
included, one or more additional events may be included, or 
both. Moreover, in certain embodiments, the one or more of 
the illustrated components of the customer computing device 
310, the merchant 330 and the payment service 340 may not 
be present, one or more additional components may be 
included, or both. For example, in some embodiments, the 
order form processor 346 is not a separate component and is 
implemented on one of the servers 342 of the payment service 
system. 

Part of the data flow operations described with respect to 
FIG.3 may be performed by one or more parties not included 
in the diagram in certain embodiments. 

FIG. 4 illustrates an embodiment of a process 400 for 
providing a payment service. The process 400 is implemented 
in one embodimenton a network topology 100 of FIG.1. The 
process 400 of certain embodiments is implemented using 
embodiments of the payment service illustrated by the screen 
shots of FIGS. 2A-2H. The process 400 provides a payment 
service without navigating away from a web page of the 
merchant. 
At block 402, the process 400 generates a code segment 

adapted to be added to web page coding of a merchant web 
site of the merchant. At block 404, the process 400 commu 
nicates the code segment to the merchant. The code segment 
of certain embodiments is configured to add a first control that 
enables users to invoke the payment service from the mer 
chant web site to purchase items. The code segment and first 
control may be similar to the code segment and first control 
described herein with respect to FIGS. 1-3. For example, the 
first control may be a selectable button which allows the user 
to select to pay using the payment service instead of the 
paying through the merchant web site. 

At block 406, the process 400 receives, at a server of the 
payment service, a request from a computing device of a user 
who is registered with the payment service. The request can 
be generated in response to user selection of the first control 
as displayed on a web page of the merchant web site. The 
request may include transaction information for performing a 
purchase transaction in which payment is collected by the 
payment service on behalf of the merchant. The transaction 
information can include checkout information (e.g., shopping 
cart information). 
The process responds to the request at block 408 by gen 

erating and returning web page coding that causes a transac 
tion display object to be displayed on the user computing 
device within the web page. The transaction display object 
can include a second control that is selectable by the user Such 
that the user can complete the purchase transaction without 
navigating away from the web page. In certain embodiments, 
the second control includes an instant checkout option. The 
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second control can include at least one additional checkout 
option. For example, the at least one additional checkout 
option can allow the user to review and confirm information 
relating to the transaction before completing the transaction. 
The at least one additional checkout option can be the quick 
checkout option described above with respect to FIG. 2G, or 
Some other checkout option. 

In certain embodiments, the transaction display object is at 
least partially displayed within an overlay display object. In 
certain embodiments, as described in greater detail with 
respect to FIG. 2E and FIG. 3, the merchant web page 
includes a main portion defined by a first document and a 
nested portion defined by a second document. The second 
document can be served at least in part by a server of the 
payment service and the transaction display object can be 
displayed at least in part within the nested portion. The web 
page coding is configured to cause checkout confirmation 
information to be displayed within the transaction display 
object before the user can complete the purchase transaction. 
The transaction display object can include at least Some of the 
transaction information in certain embodiments. 
The process 400 can further include processing a user 

authentication object received from the computing device of 
the user. The user authentication object may be based on a first 
authentication input and the generating and returning the web 
page coding at block 408 can be based at least in part on the 
processing of the user authentication object. The process 400 
can further include processing a secondary authentication 
input which can be input by the user into the transaction 
display object such that whether the user can complete the 
electronic transaction using the second control is based at 
least in part on the processing of the secondary authentication 
input. In certain embodiments, the secondary authentication 
input includes a personal identification number. The second 
ary authentication input can be used for multiple checkout 
sessions without being reset. 
FIG.5 illustrates an embodiment of a process for providing 

a payment service. The process 500 is implemented in one 
embodiment on a network topology 100 of FIG. 1. The pro 
cess 500 of certain embodiments is implemented using 
embodiments of the payment service illustrated by the screen 
shots of FIGS. 2A-2H. The process 500 provides a payment 
service without navigating away from a web page of the 
merchant. 
At operational block 502, the process includes receiving 

information related to an electronic purchase transaction 
from a user who is registered with the payment service, the 
electronic purchase transaction to be performed on a web 
page of a merchant. The web page of the merchant is config 
ured to allow a user to initiate the electronic transaction. The 
process includes generating and returning web page coding at 
operational block 504 that causes a transaction display object 
to be displayed on a user computing device within the web 
page, the transaction display object includes a control that is 
selectable by the user such that the user can complete the 
purchase transaction without navigating away from the web 
page. At operational block 506, the process includes collect 
ing payment for the electronic purchase transaction on behalf 
of the merchant. 
As described herein, the transaction display object can 

displayed in an overlay display object in Some embodiments. 
In certain embodiments, and as described herein, the web 
page includes a main portion defined by a first document and 
a nested portion defined by a second document, the second 
document served at least in part by a server of the payment 
service, the transaction display object displayed at least in 
part within the nested portion. 
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The process 500 can further include receiving a user 
authentication object from the computing device of the user. 
The user authentication object may be one of the user authen 
tication objects described herein, or another user authentica 
tion object. The user authentication object can be based on a 
first authentication input the processing the electronic trans 
action based at least in part on the first authentication input. 
The process 500 can further include receiving a secondary 
authentication input into the transaction display object and 
wherein the processing the electronic transaction is based at 
least in part on the secondary authentication input. As 
described herein, the secondary authentication input may 
include a secondary PIN. 

Each of the processes and algorithms described above may 
be embodied in, and fully automated by, code modules 
executed by one or more computers or computer processors. 
The code modules may be stored on any type of computer 
readable medium or computer storage device. The processes 
and algorithms may also be implemented partially or wholly 
in application-specific circuitry. The results of the disclosed 
processes and process blocks may be stored, persistently or 
otherwise, in any type of computer storage. 

For purposes of illustration, the processes are described 
primarily in the context of a system that processes payments 
for purchase transactions from a web page of a merchant web 
site. As will be apparent, however, the disclosed processes can 
also be used in other types of systems, and can be used for 
other purposes or in other contexts. For example, the dis 
closed processes can be used to provide third party authenti 
cation for non-payment related transactions. In certain 
embodiments, the disclosed processes can be used to authen 
ticate subscribers who are registered with service providers, 
Such as, for example, media service providers. In one embodi 
ment, the disclosed processes can be used to provide process 
ing and authentication of electronic Vote tallying or Survey 
information on behalf of another party. Further, the processes 
may be used to process payments from a web page other than 
a web page of the merchant from which a purchase is being 
made. For example, in one embodiment, the processes can be 
used to allow a user to purchase items from a merchant which 
are available for purchase (e.g., through advertisements) on 
another web site, such as a web log (or “blog”). In addition, 
the disclosed processes can also be implemented in other 
types of interactive systems that enable users to conduct 
transactions using documents accessed over a network. 

The various features and processes described above may be 
used independently of one another, or may be combined in 
various ways. All possible combinations and Sub-combina 
tions are intended to fall within the scope of this disclosure. In 
addition, certain method or process steps may be omitted in 
Some implementations. 

Conditional language, such as, among others, “can.” 
“could.” “might,” or “may, unless specifically stated other 
wise, or otherwise understood within the context as used, is 
generally intended to convey that certain embodiments 
include, while other embodiments do not include, certain 
features, elements and/or steps. Thus, Such conditional lan 
guage is not generally intended to imply that features, ele 
ments and/or steps are in any way required for one or more 
embodiments or that one or more embodiments necessarily 
include logic for deciding, with or without user input or 
prompting, whether these features, elements and/or steps are 
included or are to be performed in any particular embodi 
ment. 

Although this disclosure has been described in terms of 
certain example embodiments and applications, other 
embodiments and applications that are apparent to those of 
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ordinary skill in the art, including embodiments and applica 
tions that do not provide all of the benefits described herein, 
are also within the scope of this disclosure. The scope of the 
inventions is defined only by the claims, which are intended to 
be construed without reference to any definitions that may be 
explicitly or implicitly included in any of the incorporated 
by-reference materials. 
What is claimed is: 
1. A computer-implemented method of providing a hosted 

payment service, the method comprising: 
by one or more computers, generating a code segment, and 

communicating the code segment to a merchant, the 
code segment configured to add a first control that 
enables users to invoke the hosted payment service from 
a merchant web site of the merchant after the code seg 
ment is added to web page coding of the merchant web 
site. Such that the users can use the hosted payment 
service to purchase items; 

by one or more computers, receiving, at a server of the 
hosted payment service, a request from a computing 
device of a user, the request generated in response to user 
Selection of the first control as displayed on a web page 
of the merchant web site, wherein the request is for 
performing a purchase transaction in which payment is 
collected by the hosted payment service on behalf of the 
merchant; 

by one or more computers, responding to the request by 
generating and returning web page coding that causes a 
transaction display object to display on the user comput 
ing device within an overlay display object of the web 
page, the transaction display object including a second 
control that is selectable by the user such that the user 
can complete the purchase transaction without navigat 
ing away from the web page, wherein the transaction 
display object is configured to display a default account 
setting associated with an account of the user with the 
hosted payment service and to enable the user to review 
and edit the default account setting before completing 
the purchase transaction and without navigating away 
from the web page, said default account setting compris 
ing one or more of a default shipping address and a 
default payment method, said overlay display object 
configured to overlay other content of the web page Such 
that said content is not visible when the overlay display 
object is displayed, 

by one or more computers, receiving a browser cookie 
from the user computing device, the browser cookie 
provided to the user computing device by the server of 
the hosted payment service at a first point in time and 
associated with a valid primary authentication input; and 

by one or more computers and based at least in part on 
receipt of the browser cookie, determining at a second 
point in time later than the first point in time whether the 
user is authorized to complete the purchase transaction 
using the second control, 

wherein said method is performed without exposing the 
browser cookie to the merchant, 

further wherein the overlay display object provides an 
interface that enables a user to interact with the hosted 
payment service to select payment and shipping options 
and to complete payment for the items selected for pur 
chase, 

further wherein the transaction display object enables the 
user to complete the transaction using an instant check 
out option, wherein the transaction display object does 
not display the default account setting when the user 
Selects the instant checkout option, and 
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further wherein the web page comprises a main portion 
defined by a first document and a nested portion defined 
by a second document, the second document served at 
least in part by a server of the hosted payment service, 
the transaction display object displayed at least in part 
within the nested portion, wherein the nested portion is 
included in the web page using an iFrame html element. 

2. The method of claim 1, wherein the transaction display 
object is created by causing the web page coding to be added 
to the web page as displayed by a browser running on the user 
computing device. 

3. The method of claim 1, wherein the transaction display 
object is displayed on a shopping cart page and provides 
functionality for the user to purchase one or more items 
represented in a shopping cart when completing the purchase 
transaction. 

4. The method of claim 1, further comprising receiving a 
secondary authentication input entered into the transaction 
display object, wherein the method is performed without 
exposing the secondary authentication input to the merchant. 

5. The method of claim 4, wherein the secondary authen 
tication input comprises a string of characters. 

6. The method of claim 4, wherein the secondary authen 
tication input can be used for multiple checkout sessions 
without being reset. 

7. The method of claim 1, wherein the transaction display 
object enables the user to select from a plurality of pre 
specified payment methods for completing the payment 
transaction. 

8. The method of claim 1, wherein the user interacts with a 
single browser window to complete the purchase transaction 
using the hosted payment service. 

9. The method of claim 1, wherein the size and content of 
the overlay display objectare updated dynamically during the 
course of the purchase transaction. 

10. A system for providing a hosted payment service, the 
system comprising: 

a server system comprising one or more computers; and 
a service code executed by said server system, said service 

code configured to: 
generate a transaction display module in response to a 

request from a computing device of a user, the request 
generated in response to user selection of a first con 
trol as displayed on a web page of a merchant web site, 
the first control configured to enable users to invoke 
the hosted payment service from the merchant web 
site to purchase items, wherein the request is for per 
forming a purchase transaction in which payment is 
collected by the hosted payment service on behalf of 
a merchant, said transaction display module operative 
to cause a transaction display object to display on the 
user computing device within a display object of the 
web page, said transaction display object including a 
second control that is selectable by the user such that 
the user can complete the purchase transaction with 
out navigating away from the web page, wherein the 
transaction display module is configured to display a 
default account setting within the transaction display 
object and to enable the user to review and edit the 
default account setting before completing the pur 
chase transaction and without navigating away from 
the web page, said default account setting comprising 
one or more of a default shipping address and a default 
payment method, said display object configured to 
overlay other content of the web page such that said 
content is not visible when the display object is dis 
played; 
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at a first point in time, receive a browser cookie from the 

user computing device, the browser cookie provided 
to the computing device of the user by the server 
system prior to the generation of the transaction dis 
play module; 

recognize the user as having an account with the hosted 
payment service at least in part based on receipt of the 
browser cookie; 

at a second point in time later than the first point in time, 
determine whether the user is authorized to complete 
the purchase transaction using the second control; 

wherein the user can complete the purchase transaction 
using the transaction display module Such that the 
browser cookie is not exposed to the merchant, 

further wherein the display object provides an interface 
that enables a user to interact with the hosted payment 
service to select payment and shipping options and to 
complete payment for the items selected for purchase, 

further wherein the display object enables the user to 
complete the transaction using an instant checkout 
option, wherein the display object does not display the 
default account setting when the user selects the 
instant checkout option, and 

further wherein the web page comprises a main portion 
defined by a first document and a nested portion 
defined by a second document, the second document 
served at least in part by a server of the hosted pay 
ment service, the display module referenced by the 
second document, the display object displayed at least 
in part within the nested portion, wherein the nested 
portion is included in the web page using an iFrame 
html element. 

11. The system of claim 10, wherein the transaction display 
module comprises web page coding. 

12. The system of claim 11, wherein the transaction display 
module comprises JavaScript. 

13. The system of claim 10, wherein the system is config 
ured to allow the user to complete the purchase transaction 
Such that the user is navigated away from the web page. 

14. The system of claim 10, wherein the size and content of 
the display object are updated dynamically during the course 
of the transaction. 

15. The system of claim 10, wherein the second control 
comprises a first selectable portion and a second selectable 
portion, wherein upon user selection of the first selectable 
portion the transaction display object displays the default 
account setting such that the user can review and edit the 
default account setting before completing the purchase trans 
action, and wherein the second selectable portion is selectable 
by the user to complete the purchase transaction using the 
instant checkout option in which the transaction display 
object does not display the default account setting. 

16. A computer-implemented method of providing a 
hosted payment service, the method comprising: 

generating and communicating web page coding to a com 
puting device of a user that causes a transaction display 
object to display within a display object of a merchant 
web page on the user computing device, the transaction 
display object including a control that is selectable by 
the user, said display object configured to overlay other 
content of the web page such that said content is not 
visible when the display object is displayed; 

receiving an indication of a user selection of the control; 
at a first point in time, receiving a browser cookie from the 

user computing device, the browser cookie provided to 
the user computing device by a server of the hosted 
payment service; 
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recognizing the user as having an account with the hosted 
payment service at least in part based on receipt of the 
browser cookie; 

at a second point in time later than the first point in time, 
determining that the user is authorized to complete a 
purchase transaction using the control; and 

causing payment to be collected for a the purchase trans 
action on behalf of the merchant in response to user 
selection of the control and said determining that the 
user is authorized to complete the purchase transaction, 
Such that the user is not re-directed away from the web 
page, 

wherein the transaction display object displays a default 
account setting and enables the user to review and edit 
the default account setting before completing the pur 
chase transaction and without being re-directed away 
from the web page, said default account setting compris 
ing one or more of a default shipping address and a 
default payment method, 

wherein said method is performed without exposing the 
browser cookie to the merchant, 

further wherein the display object provides an interface 
that enables a user to interact with the hosted payment 
Service to select payment and shipping options and to 
complete payment for the items selected for purchase, 

further wherein the display object enables the user to com 
plete the transaction using an instant checkout option, 
wherein the display object does not display the default 
account setting when the user selects the instant check 
out option, and 

further wherein the web page comprises a main portion 
defined by a first document and a nested portion defined 
by a second document, the second document served at 
least in part by a server of the hosted payment service, 
the display object displayed at least in part within the 
nested portion, wherein the nested portion is included in 
the web page using an iFrame html element, 

said method performed by one or more computers. 
17. The method of claim 16, wherein the transaction dis 

play object is displayed on a shopping cart page and provides 
functionality for the user to purchase one or more items 
represented in a shopping cart when completing the purchase 
transaction. 

18. The method of claim 16, whereinthesize and content of 
the display object are updated dynamically during the course 
of the purchase transaction. 

19. A computer implemented method of providing a hosted 
payment service, comprising: 

generating a code segment, the code segment configured to 
add a first control that enables users to invoke the hosted 
payment service from a web site of a merchant after the 
code segment is added to web page coding of the web 
site, such that the users can use the hosted payment 
service to purchase items; 
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receiving a request generated in response to user selection 

of the first control as displayed on a web page of the web 
site, the request for performing a purchase transaction in 
which payment is collected by the hosted payment ser 
V1ce; 

responding to the request by generating and returning web 
page coding that causes a transaction display object to 
display within a display object of the web page, the 
transaction display object including a second control 
that is selectable by the user such that the user can 
complete the purchase transaction without navigating 
away from the web page, said display object configured 
to overlay other content of the web page such that said 
content is not visible when the display object is dis 
played; 

at a first point in time, receiving a cookie from a computing 
device of the user, the cookie provided to the user com 
puting device prior to said receiving a request; 

recognizing the user as having an account with the hosted 
payment service based on receipt of the cookie; and 

at a second point in time later than the first point in time, 
determining whether the recognized user is authorized 
to complete the purchase transaction using the second 
control, 

wherein the transaction display object is configured to 
display a default account setting and to enable the user to 
review and edit the default account setting before com 
pleting the purchase transaction and without navigating 
away from the web page, said default account setting 
comprising one or more of a default shipping address 
and a default payment method, 

wherein said method is performed without exposing the 
cookie to the merchant, 

further wherein the display object provides an interface 
that enables a user to interact with the hosted payment 
service to select payment and shipping options and to 
complete payment for the items selected for purchase. 

further wherein the display object enables the user to com 
plete the transaction using an instant checkout option, 
wherein the transaction display object does not display 
the default account setting when the user selects the 
instant checkout option, and 

further wherein the web page comprises a main portion 
defined by a first document and a nested portion defined 
by a second document, the second document served at 
least in part by a server of the hosted payment service, 
the display object displayed at least in part within the 
nested portion, wherein the nested portion is included in 
the web page using an iFrame html element, 

said method performed by one or more computers. 
20. The method of claim 19, wherein the size and content of 

the display object are updated dynamically during the course 
of the purchase transaction. 
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