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What is the MAC address, and how is it used?
MISC & Codrut Neagu (7 20.02.2019

Windows PowerShell X + v — O X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PS
Windows

PS C:\Users\cipri> getmac
Physical Address Transport Name

00-FF-2B-05-10-D6 Media disconnected

2C-FD-A1-BA-F3-DF \Device\Tcpip_{810AEQF3-0F02-U43CU-8A35-25C28888327u}
50-EB-71-F7-25-BA Media disconnected

00-50-56-CO-00-01 \Device\Tcpip_{9EE95459-8FBU-UBUF-BAF2-FB2CB307F592}
00-50-56-CO-00-08 \Device\Tcpip_{8528E8UC-A82E-U5DU-9280-62EF39F08867}
PS C:\Users\cipri> |

MAC addresses are a vital part of networking. Much like IP addresses, MAC addresses can
be a confusing concept for someone without a technical background. Nevertheless, in this
article, we give you enough information about MAC addresses for you to understand what

they are, why you need them, and how they are used. Let's get started:

Table of contents v

First, the basic components of all networks

First of all, an essential thing that you need to understand about networking is that it has

two main components: a software component and a hardware component. The sof
component is based on the IP addresses which, simply put, are the software addreX
the devices inside a network. Since the IP addresses are based on a networking protocol

(TCP/IP), they are one of the most crucial parts of the software component. However, for
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An Ethernet switch

What is the MAC address? How is it used?

This is where the MAC address comes in. The hardware networking component inside a
device is called a network adapter, or network interface card (NIC). It is an electronic circuit
card that allows your computer or device to connect to a network and use it to

communicate with other network devices.
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An ASUS XG-C100C Ethernet network card
Before an IP address can be assigned to a network adapter, the adapter needs a way to

identify itself on the network. This is done through the MAC address. This type of address
is also called a networking hardware address, or physical address. A MAC address is given
to any network adapter at the moment of its manufacture, and it is unique for each

networking device.

When computers (or other devices) send data in the local network, that data includes two
essential details: the MAC address of the computer from which it left and the MAC
address of the computer to where it has to go. When a network card receives data, it
reads its destination MAC address and, if it matches its own, it receives it. If it does not

match, it rejects it.
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Connection-specific ON...

Description ASLS XGC100C 10G PCI-E Metwork
Physical Address (4-52-26-8A-80-4C

DHCP Enabled Yes

IPvd Address 152 168.50 47

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Tuesday, February 15, 2019 11:15:00
Lease Expires Wednesday, Februany 20, 2015 11:15
|Pvd Default Gateway 152168 501

IPvd DHCF Server 152.168.50.1

IPvd DMS Server 152.168.50.1

IPud WINS Server
MetBIOS over Tepip En... Mo

|Pv6 Address 2a02:2001:5c03: 70 00:581 V:cc87: 306,
Temporary IPv6 Address 2302 2f01:5c03: 7000 fcb4. 76b6:eb5E
Link-4ocal IPvE Address fed::9817ccd 73062005511 o
fr—— e e e R

Close

The Physical Address of your network card, aka MAC address
MAC addresses are a string of six groups of two digits or characters which are separated

by colons or dashes. A regular MAC address might very well look like this: 70-C0-A3-29-
FB-C7 or 94-DE-80-0B-94-31.

Is the MAC address permanent?

Yes, the MAC address is permanent! MAC addresses are assigned to all network
adapters at the moment of their manufacture, and they are unique for each networking
device. The MAC address of a network device is written by its manufacturer directly in that

device's hardware read-only memory, and cannot be removed from there.
And No, the MAC address is not permanent! Although the MAC address cannot be
erased from a networking device, it can be spoofed. You can replace the default MAC

address easily, with just a few clicks. However, because the original MAC address cazimm

be removed, you can always reset your networking device to use the original MAC

address.
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The MAC address shown in PowerShell

If you are curious to find out your MAC address in Windows, follow the steps from this

guide: 6 ways to find the MAC address of any network card, in Windows.

How to change the MAC address in Windows

Although a MAC address is a permanent feature of the network adapter, there are cases
when you might need to change it. For example, you might want to change it for privacy
when connecting to a public Wi-Fi hotspot, or maybe your Internet Service Provider has its
service linked to specific MAC addresses. Fortunately, in Windows, there is more than one

way of modifying the MAC address: 5 ways to change the MAC address in Windows.

How to restore the MAC address in Windows
If you already changed the MAC address and you want to reset it to the hardware default,

you can do that too. Follow one of the methods in this tutorial: 2 ways to restore the
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[v] Ethemet Mo 94.DE-80-0B-95-31 Up, Dperational 1 gbps
[w] ¥iware Network Adapter Yinet1 Mo 00-50-56-CO-00-01 Up, Operational 100 mbps
[¥] Widware Network. Adapter Vinet3 Mo 00-50-56-CO-00-02 Up, Operational 100 mbps -

Information | IP Address| Presets|
— Connection Details

Connection Ether
Device Rea
Hardware ID PCIY AL (R
Conlig ID { @ MAC Address was restored to original successfully.
TCP/IPv4: Enable COLLTD. [Address: F
— Change MALC Address
I — - . oK
| =~
Iv Automatically restart network connection to apply changes
- S -
S LD D Received 567.5KB (561117 bytes)
I Use '02" as first octet of MAC addriess Why? -Speed 109.12 KB/s (111740 bytes)
— . T - Sent 231.8 KB (237368 bytes)
Change Maow | Restore O |
Change Non!_| siore Qrgingl_| -Speed 47.04 KB/s (48166 bytes)

Resetting the MAC address in Windows
Did you find the information you came looking for?
Now that you have a basic understanding of what a MAC address is, how it is used and
how to change it, you should be able to configure the network settings of your Windows
devices quite easily. We would like to know if you had any problems while changing your
MAC address, and we would also like to know why you wanted to do that. You can share

your insights with our readers and us, in the comments section below.
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What is DHCP? How does it work?

E¥  Windows PowerShell X + v = O X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PS
Windows

PS C:\Users\cipri> getmac

Physical Address Transport Name

00-FF-2B-05-18-D6 Media disconnected

2C-FD-A1-BA-F3-DF \Device\Tcpip_{810AEOF3-0F02-U3CU-8A35-25C28888327U}
50-EB-71-F7-25-BA Media disconnected

00-50-56-CO-00-01 \Device\Tcpip_{9EE95459-8FBL-LBYF-BAF2-FB2CB307F592}
PO-50-56-CO-00-08 \Device\Tcpip_{8528E8UC-A82E-L45DU-9280-62EF39F08867}
PS C:\Users\cipri> |

How to find and change the MAC address on your iPhone (or iPad)
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Command Prompt (CMD): 10 network-related commands you should know

nterfaceAlias
nterfacelndex -
nterfaceDescription : Intel{R) Ethernet Connection (2)
letProfile.Name : Network
vbAddress : 2aB2:2v8l:5868:9cb:bd/7 7 28bb:62+9 588
vidAddress
valDefaultGateway
vidDefaultGateway

INSServer

How to change the DHCP lease time in Windows 10
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Samsung Galaxy Tab S10 Ultra: 5 tricks to be more productive with Galaxy Al
MisC & Ciprian Adrian Rusen [ 31.10.2024

Samsung has launched a new family of Galaxy Tab S10 tablets, and the top model is the Galaxy
Tab S10 Ultra. I've been testing this tablet for a few days now, and I've come to appreciate its
sleek design and its weight of just 718 grams (25.32 0z), as well as its high quality AMOLED
display, which also benefits from

How to open UEFI (BIOS) from Windows 11 (7 ways)
TUTORIAL & Codrut Neagu [ 29.10.2024

Do you have a Windows 11 computer or device and don’t know how to access the UEFI or BIOS
settings? Are you facing issues with your PC, like booting or hardware configuration problergs

that you think can be repaired from there? Are there performance tweaks you'd like to ma
the UEFI (BIOS)? Whether you need to enter UEFI/BIOS to
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How to use BSOD QR codes in Windows
TUTORIAL & Codrut Neagu [ 28.10.2024

QR codes have a mixed reputation. Some users and companies find them useful, while others are
wary of potential risks. Regardless of your opinion on them, if you're using Windows 10 or
Windows 11 and encounter a Blue Screen of Death (BSOD), you may notice a QR code. This
feature is theoretically designed to help you understand what caused the

POPULAR REVIEWS

Razer Freyja review: A gaming cushion to rumble your world
REVIEW & Codrut Neagu [ 29.10.2024

Gaming immersion has always been about what you see and what you hear. What if you could
feel in-game actions and environment too? Here's where Razer Freyja comes into the picture, the
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Garmin Lily 2 Active review: A bigger upgrade than its name implies!
REVIEW & Ciprian Adrian Rusen [ 25.10.2024

Few smartwatch manufacturers design devices specifically for women, making Garmin's Lily line-
up particularly noteworthy in this niche market. Less than a year after launching the Lily 2 Classic,
Garmin has introduced the Lily 2 Active, demonstrating their commitment to this market
segment. While maintaining the elegant design that made the Lily series popular, this new model
introduces significant improvements, including

ASUS ROG Strix X870-A Gaming WiFi review: Future-proof!
REVIEW & Codrut Neagu [ 07.10.2024
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