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Third-party cookies restricted by default for
1% of Chrome users

As per previously announced plans

(/privacy-sandbox/setup/web/chrome-facilitated-testing#mode_b_disable_1_of_third-party_cookies),
Chrome is restricting third-party cookies by default for 1% of Chrome users to facilitate testing,
and then ramping up to 100% of users from Q3 2024. The ramp up to 100% of users is subject
to addressing any remaining competition concerns of the UK's Competition and Markets
Authority (CMA)

(https://www.gov.uk/cma-cases/investigation-into-googles-privacy-sandbox-browser-changes).

As of 4th January 2024, Chrome has started restricting third-party cookies by default for 1%
of Chrome browsers. It may take several days to reach the full 1%.

Chrome browser in this context refers to a Chrome installation on a device: a Chrome client. Each individual
user data directory (https://chromium.googlesource.com/chromium/src/+/HEAD/docs/user_data_dir.md)
constitutes a distinct client.

Browsers that are part of the 1% group will also see new Tracking Protection user controls. You
can try out these changes in Chrome 121 or higher by enabling chrome: //flags/#test-
third-party-cookie-phaseout.

We'll keep you posted as we move further along the deprecation timeline. Refer to our updated
landing page on preparing_for the end of third-party cookies (/privacy-sandbox/3pcd) for
immediate actions you can take to ensure your sites don't break.

|dentifying third-party cookie restrictions

The address bar for Chrome browsers that restrict third-party cookies will show an "eye" icon
on a site that attempts to access third-party cookies:
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Sites attempting to use third-party cookies will have an "eye" icon shown in the Chrome address
bar

Note: You'll only see the eye icon on sites that access third-party cookies.

Click the eye icon to see information about Tracking Protection, a new Chrome feature that
limits cross-site tracking by restricting website access to third-party cookies by default:

[ ] @ ). web.dev % 4L o
¢ C % webdev ¥ & W 3 L 0 &
. . vics A A 3pc »
Tracking Protection X
web.dev

out. This cannot... Disable X

Site not working?
orangs . Q_ SIGNIN

Try temporarily allowing third-party cookies, which

means less browsing protection but site features are

more likely to work as expected.

hat work on any browser.

& Third-party cookies @
Limited

Clicking on the "eye" icon will show more information in the Tracking Protection dialog

Click the toggle to temporarily allow third-party cookies for the current site:
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Tracking Protection
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out. This cannot... Disable X

90 days until Chrome limits cookies again
You temporarily allowed this site to use third-party
cookies, which means less browsing protection but
site features are more likely to work as expected.

Q, SIGNIN

hat work on any browser.

®© Third-party cookies [ @)
Allowed
[t] send feedback 2

Help us improve Chrome by telling us why
you allowed third-party cookies

The Tracking Protection dialog can be used to temporarily allow third-party cookies

Chrome DevTools alerts

For browsers not in the 1% group, and without third-party cookies blocked from
chrome://settings/cookies, Chrome DevTools displays warnings about cross-site cookie
issues:

Fullthrottle Technologies, LLC
Exhibit 2003 Page 3 of 7

https://developers.google.com/privacy-sandbox/blog/cookie-countdown-2024jan 3/7


dmc
Rectangle


4/9/24, 5:07 PM Third-party cookies restricted by default for 1% of Chrome users | Privacy Sandbox | Google for Developers

®  ©® D, webdev

< C 25 web.dev

= 2. webdev Q SIGNIN

Building a better web,
together

We want to help you build beautiful,
accessible, fast, and secure websites
that work cross-browser, and for all of
your users. This site is our home for
content to help you on that journey,
written by members of the Chrome
team, and external experts.
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‘s [o Elements  Console  Network  Application > Q1 A12 m2 & X
D @ topv & |Filter All levels ¥ No Issues M 2 o]
(J Hide network [ Log XMLHttpRequests

Console  Issues X X

[ Group by kind Include third-party cookieissues HE0 @2 B0

v @ 2 Reading cookie in cross-site context will be blocked in future Chrome versions

Cookies with the SameSite=None; Secure and not Partitioned attributes that operate in
cross-site contexts are third-party cookies. In future Chrome versions, reading third-party
cookies will be blocked. This behavior protects user data from cross-site tracking.

Please refer to the article linked to learn more about preparing your site to avoid potential
breakage.

AFFECTED RESOURCES

v 2 cookies
Name Domain & Path
NID .google.com/

_GRECAPTCHA www.google.com/recaptcha

[Z Learn more: Prepare for phasing_out third-party cookies

Prior to third-party cookies being restricted warnings are shown in Chrome DevTools Issues

panel

For browsers in the 1% group, DevTools displays errors about reading and setting third-party

cookies being blocked:
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You have enabled testing third-party cookie phaseout. This cannot be overridden by the settings page. If you want to re-enable third-party cookies, relaun... Disable X

= 3. webdev Q SIGNIN

Building a better web,
together

We want to help you build beautiful,
accessible, fast, and secure websites
that work cross-browser, and for all of
your users. This site is our home for
content to help you on that journey,
written by members of the Chrome
team, and external experts.

Errors are shown in the Chrome DevTools Issues panel after third-party cookies are restricted.

Settings changes

For browsers in the 1% group, users will get a new chrome://settings/trackingProtection

‘s [o Elements Console  Network  Application > Q1 A17 B120 3 § X

M @ topv © Filer Alllevels¥  Nolssues 8120 &3
[ Hide network (O Log XMLHttpRequests

Console Issues X X
() Group by kind Include third-party cookie issues F 120 M0 B0
» B3 115 Reading third-party cookie is blocked
v 3 5 Setting third-party cookie is blocked
Cookies with the SameSite=None; Secure and not Partitioned attributes that operate in

cross-site contexts are third-party cookies. Chrome blocks third-party cookies to protect
user data from cross-site tracking.

Please refer to the article linked to learn more about preparing your site to avoid potential
breakage due to this.
AFFECTED RESOURCES

» 5 cookies
v 1 request

@ analytics-iframe

page instead of chrome://settings/cookies:
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€« G  ® chrome chrome://settings/trackingProtection g tn} A 0O a2

You have enabled testing third-party cookie phaseout. This cannot be overridden by the settings page. If you want to re-enable third-party cookies, relaunch Chrome with this feature disabled. Disable X

Settings

You and Google

Bl Autofill and passwords
@ Privacy and security
() Performance

@  Appearance

Q_  search engine

B Default browser

()  On startup

@ Languages

¥ Downloads

T Accessibility

‘\ System

£)  Reset settings

M Extensions [

® About Chrome

Q_ search settings

€ Tracking Protection @ Q search

L]
g S

Chrome limits the type of information sites can use to track you as you browse. You can change your
settings to choose your own level of protection.

Chrome automatically limits third-party cookies
&  Most sites can't use third-party cookies to track you as you browse and sites can't use
third-party cookies in Incognito mode.

Most sites should work as expected
If a site isn't working, you can try giving it temporary permission to use third-party cookies.
Learn more

Advanced

Block all third-party cookies
Features on some sites may not work. Learn more

®

e

» Send a "Do Not Track" request with your browsing traffic @
Sites use their discretion when responding to this request —

See all site data and permissions >

Sites allowed to use third-party cookies

Affects the sites listed here and their subdomains. For example, adding “google.com” means
that third-party cookies can also be active for mail.google.com, because it's part of Add
google.com.

No sites added

The Chrome Tracking Protection settings panel

Get support, and report issues with third-party cookies

We want to learn about scenarios where sites break when third-party cookies are restricted, to

ensure that we provide adequate guidance, tooling, and functionality to allow sites to migrate
away from their third-party cookie dependencies.

If your site or a service you depend on is breaking with third-party cookies disabled, you should
file an issue on our breakage tracker at goo.gle/report-3pc-broken
(https://goo.gle/report-3pc-broken). It is also possible to request additional migration time with the
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third-party cookie deprecation trial

(/privacy-sandbox/3pcd/temporary-exceptions/third-party-deprecation-trial) for non-advertising use
cases which would exclude your embedded site or service from the 1% test.

If you have questions around the deprecation process, you can raise a new issue using_the
"third-party cookie deprecation” tag

(https://github.com/GoogleChromeLabs/privacy-sandbox-dev-support/issues/new/choose) on our
developer support repository.

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License
(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License
(https://www.apache.org/licenses/LICENSE-2.0). For details, see the Google Developers Site Policies
(https://developers.google.com/site-policies). Java is a registered trademark of Oracle and/or its affiliates.

Last updated 2024-01-04 UTC.
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