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Port

The UDP port to which to send the trap. The default port
is 162.

SNMP version

The SNMP version appropriate to the trap you want to send.
Many traps are defined only for Version 2. Note that many
SNMP tools support only Version 1.

Hostname or IP address of NMS

The hostname or IP address of your NMS -- i.e., the trap's
destination. It is better to use an IP address than a
hostname in case you are sending traps during a Domain
Name System (DNS) outage. Remember that SNMP is most
valuable when your network is failing; therefore, try to
avoid assuming that you have a fully functional network
when you design traps.

Community name

The community name to be sent with the trap. Most
management stations can be configured to ignore traps that
don't have an appropriate community string.

Enterprise OID

The full enterprise OID for the trap you want to send:
everything in the trap's OID from the initial .1 up to the
enterprise number, including any subtrees within the
enterprise but not the specific trap number. For example,
if your enterprise number is 2789, you've further
gsubdivided your enterprise to include a group of traps
numbered 5000, and you want to send specific trap 1234,
the enterprise OID would be .1.3.6.1.4.1.2789.5000.

If you have some reason to send a generic trap, you can
set the enterprise ID to anything you want -- but it's
probably best to set the enterprise ID to your own
enterprise number, 1if you have one.

Now for the most confusing case. There are a few specific
traps defined in various public MIBs. How do you send
them? Basically, you construct something that looks like
an enterprise OID. It's best to look at an example. One
such trap is rdbmsOutOfSpace, which is defined in the
RDBMS MIB. Its complete OID is .1.3.6.1.2.1.39.2.2
(.isc.org.dod.internet .mgmt.mib-
2.rdbmsMIB. rdbmsTraps .rdbmsOutOfSpace) . To send this trap,
which is really an SNMPv2 notification, you would use
everything up to rdbmsTraps as the enterprise OID, and the
entire object ID as the specific trap number.

Hostname or IP address of sender

The IP address of the agent that is sending the trap.
Although this may appear to be superfluous, it can be
important if there is a proxy server between the agent and
the NMS. This parameter allows you to record the actual
address of the agent within the SNMP packet; in turn, the
NMS will read the agent's address from the trap and ignore
the packet's sender address. If you don't specify this
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can easily be modified to monitor any port on any number of
machines. If you're ambitious, you might want to think about
turning the serMailPort object into an array that reports the
status of all your mail servers.

Our goal in this chapter hasn't been to provide you with
scripts you can immediately place in your environment. More to
the point, we have wanted to show you what's possible, and get
you thinking about how you might be able to write scripts that
provide elaborate custom monitoring features. If you're
thinking creatively about what you can do with SNMP, we've
succeeded.

Chapter 13. MRTG

The Multi Router Traffic Grapher (MRTG) is a freely available
and fully configurable trend-analysis tool that's easy to
configure and use. It's a surprisingly small, lightweight
package because it doesn't implement a heavyweight user
interface. Instead, it generates graphs in the form of GIF or
PNG images; these graphs are embedded in standard HTML pages.
Therefore, you can view MRTG's output using any graphical web
browser and even make its reports visible across your network
by using a web server.

Although MRTG is best at displaying usage graphs for router
interfaces, it can be configured to graph things like memory
usage, load average, and disk usage on server equipment. MRTG
is particularly useful for determining when something "peaks
out" for an extended period of time, which indicates that you
have a capacity problem and need to upgrade. For example, you
might find that your Tl interface is maxed out during your peak
business hours and you need to upgrade to a bigger circuit, or
you might find that you need to add more memory to a server.
Likewise, MRTG may let you know that your network connections
are operating at a fraction of the available bandwidth and that
you can therefore eliminate a few Tl circuits and reduce your
telecommunications costs.

Many sites that use MRTG use its default graphing capabilities
for capacity planning and provisioning. MRTG doesn't provide
the fine-grained statistical tools you need to calculate
baseline information or project when your network will need to
be upgraded. However, it can be a very useful tool for
businesses that don't have the resources necessary to purchase
a full-fledged trend-analysis package. Baselines and
projections are invaluable, but MRTG's graphs can give you
similar behavior at a glance; your eyes are very good at
spotting typical behavior and trends, even if they can't give
you the statistical analysis that your management might like.
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The interface's type (token ring, Ethernet, etc.)
ifOperStatus

Whether the interface is up, down, or in some kind of test
mode

ifMtu

The size of the largest packet that can be sent over the
interface

ifSpeed

The maximum bandwidth of the interface
ifPhysAddress

The low-level (hardware) address of the interface

ifinOctets
The number of octets received by the interface

ifOutOctets
The number of octets sent by the interface

We explored various parts of this table in other chapters, but
avoided saying too much about ifInOctets and ifOutOctets. REC
1213 states that ifOutOctets and ifInOctets are the total
number of octets sent and received on an interface, including
framing characters.

In many environments, this information is crucial. Companies
such as Internet service providers (ISPs) make their
livelihoods by providing usable bandwidth to their customers,
and thus spend huge amounts of time and money monitoring and
measuring their interfaces, circuits, etc. When these pipes
fill up or get clogged, customers get upset. So the big
guestion is, how can you monitor bandwidth effectively? Being
able to answer this question is often a life and death issue.

The information you need to answer this question comes in a few
parts. First, you must know what type of line you are trying to
monitor. Without this information, the numbers don't mean much.
Then you must find the line's maximum speed and determine
whether it is used in full- or half-duplex mode. In most cases,
you can find both of these pieces of information using SNMP.
The ifSpeed object defined in MIB-II's interfaces table
provides "an estimate of the interface's current bandwidth in
bits per second." You can poll this object to find the line's
maximum speed, or at least what the agent thinks the line's
maximum speed should be. Note, though, that you must watch for
some pitfalls. For example, Cisco routers have default maximum
bandwidths for various types of links, but these defaults may
not have much to do with reality: for instance, the default
bandwidth for a serial line is 1.544 Mbps, regardless of the
actual line speed. To get meaningful data, you must configure
the router to report the maximum bandwidth correctly.
(Sometimes, network administrators intentionally set the
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Full Standards:
RFC 1157 -- Simple Network Management Protocol
Proposed Standards:

RFC 1418 -- SNMP over OSI
RFC 1419 -- SNMP over AppleTalk
RFC 1420 -- SNMP over IPX

D. 4 SNMPv2 Protocol

Draft Standards:

RFC 1905 -- Protocol Operations for SNMPv2
RFC 1906 -- Transport Mappings for SNMPv2
RFC 1907 -- MIB for SNMPv2

Experimental:

RFC 1901 -- Community-based SNMPv2
RFC 1909 -- Administrative Infrastructure
RFC 1910 -- User-based Security Model

D. 5 SNMPv3 Protocol

Draft Standards:

RFC 2571 -- Architecture for SNMP Frameworks
RFC 2572 -- Message Processing and Dispatching
RFC 2573 -- SNMP Applications

RFC 2574 -- User-based Security Model

RFC 2575 -- View-based Access Control Model
RFC 1905 -- Protocol Operations for SNMPv2
RFC 1906 -- Transport Mappings for SNMPv2
RFC 1907 -- MIB for SNMPv2

Proposed Standards:

RFC 2576 -- Coexistence between SNMP Versions
Informational:

RFC 2570 -- Introduction to SNMPv3
Experimental:

RFC 2786 -- Diffie-Hellman USM Key Management

D.6 SNMP Agent Extensibility

Proposed Standards:

RFC 2741 -- AgentX Protocol Version 1
RFC 2742 -- AgentX MIB

D.7 SMIvl MIB Modules

Full Standards:

RFC 1213 -- Management Information Base Il
RFC 1643 -- Ethernet-Like Interface Types MIB
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Draft Standards:

RFC 1493 -- Bridge MIB
RFC 1559 -- DECnet phase IV MIB

Proposed Standards:

RFC 1285 -- FDDI Interface Type (SMT 6.2) MIB
RFC 1381 -- X.25 LAPB MIB

RFC 1382 -- X.25 Packet Layer MIB

RFC 1414 -- |dentification MIB

RFC 1461 -- X.25 Multiprotocol Interconnect MIB
RFC 1471 -- PPP Link Control Protocol MIB
RFC 1472 -- PPP Security Protocols MIB

RFC 1473 -- PPP IP NCP MIB

RFC 1474 -- PPP Bridge NCP MIB

RFC 1512 -- FDDI Interface Type (SMT 7.3) MIB
RFC 1513 -- RMON Token Ring Extensions MIB
RFC 1515 -- IEEE 802.3 MAU MIB

RFC 1525 -- Source Routing Bridge MIB

RFC 1742 -- AppleTalk MIB

D. 8 SMIv2 MIB Modules

Full Standards:

RFC 2819 -- Remote Network Monitoring MIB

Draft Standards:

RFC 1657 -- BGP Version 4 MIB

RFC 1658 -- Character Device MIB

RFC 1659 -- RS-232 Interface Type MIB

RFC 1660 -- Parallel Printer Interface Type MIB
RFC 1694 -- SMDS Interface Type MIB

RFC 1724 -- RIP Version 2 MIB

RFC 1748 -- IEEE 802.5 Interface Type MIB
RFC 1850 -- OSPF Version 2 MIB

RFC 1907 -- SNMPv2 MIB

RFC 2115 -- Frame Relay DTE Interface Type MIB

RFC 2571 -- SNMP Framework MIB
RFC 2572 -- SNMPv3 MPD MIB

RFC 2573 -- SNMP Applications MIBs
RFC 2574 -- SNMPv3 USM MIB

RFC 2575 -- SNMP VACM MIB

RFC 2790 -- Host Resources MIB
RFC 2863 -- Interfaces Group MIB

Proposed Standards:

RFC 1611 -- DNS Server MIB

RFC 1612 -- DNS Resolver MIB

RFC 1666 -- SNA NAU MIB

RFC 1696 -- Modem MIB

RFC 1697 -- RDBMS MIB

RFC 1747 -- SNA Data Link Control MIB
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RFC 1749 -- 802.5 Station Source Routing MIB
RFC 1759 -- Printer MIB

RFC 2006 -- Internet Protocol Mobility MIB

RFC 2011 -- Internet Protocol MIB

RFC 2012 -- Transmission Control Protocol MIB
RFC 2013 -- User Datagram Protocol MIB

RFC 2020 -- [IEEE 802.12 Interfaces MIB

RFC 2021 -- RMON Version 2 MIB

RFC 2024 -- Data Link Switching MIB

RFC 2051 -- APPC MIB

RFC 2096 -- IP Forwarding Table MIB

RFC 2108 -- IEEE 802.3 Repeater MIB

RFC 2127 -- ISDN MIB

RFC 2128 -- Dial Control MIB

RFC 2206 -- Resource Reservation Protocol MIB
RFC 2213 -- Integrated Services MIB

RFC 2214 -- Guaranteed Service MIB

RFC 2232 -- Dependent LU Requester MIB

RFC 2238 -- High Performance Routing MIB
RFC 2266 -- IEEE 802.12 Repeater MIB

RFC 2287 -- System-Level Application Mgmt MIB
RFC 2320 -- Classical IP and ARP over ATM MIB
RFC 2417 -- Multicast over UNI 3.0/3.1 / ATM MIB
RFC 2452 -- IPv6 UDP MIB

RFC 2454 -- IPv6 TCP MIB

RFC 2455 -- APPN MIB

RFC 2456 -- APPN Trap MIB

RFC 2457 -- APPN Extended Border Node MIB
RFC 2465 -- IPv6 Textual Conventions and General Group MIB
RFC 2466 -- ICMPv6 MIB

RFC 2493 -- 15 Minute Performance History TCs
RFC 2494 -- DS0, DSO Bundle Interface Type MIB
RFC 2495 -- DS1, E1, DS2, E2 Interface Type MIB
RFC 2496 -- DS3/E3 Interface Type MIB

RFC 2512 -- Accounting MIB for ATM Networks
RFC 2513 -- Accounting Control MIB

RFC 2514 -- ATM Textual Conventions and OIDs
RFC 2515 -- ATM MIB

RFC 2558 -- SONET/SDH Interface Type MIB
RFC 2561 -- TN3270E MIB

RFC 2562 -- TN3270E Response Time MIB

RFC 2564 -- Application Management MIB

RFC 2576 -- SNMP Community MIB

RFC 2584 -- APPN/HPR in IP Networks

RFC 2591 -- Scheduling MIB

RFC 2592 -- Scripting MIB

RFC 2594 -- WWW Services MIB

RFC 2605 -- Directory Server MIB

RFC 2613 -- RMON for Switched Networks MIB
RFC 2618 -- RADIUS Authentication Client MIB
RFC 2619 -- RADIUS Authentication Server MIB
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Transport Mappings for RFC

SNMPv?2 1906 Draft January 1996
RFC

MIB for SNMPv2 1907 Draft January 1996

Coexistence Between SNMP REC

Versions 5576 Proposed March 2000

. RFC . .

Introduction to SNMPv3 5570 InformationaljApril 1999

Diffie-Hellman USM Key RFC

Management 5786 Experimental [March 2000

F.1.1 The SNMPv3 Engine

The engine is composed of four pieces: the Dispatcher, the
Message Processing Subsystem, the Security Subsystem, and the
Access Control Subsystem. The Dispatcher's job is to send and
receive messages. It tries to determine the version of each
received message (i.e., vl, v2, or v3) and, if the version is
supported, hands the message off to the Message Processing
Subsystem. The Dispatcher also sends SNMP messages to other
entities.

The Message Processing Subsystem prepares messages to be sent
and extracts data from received messages. A message processing
system can contain multiple message processing modules. For
example, a subsystem can have modules for processing SNMPvI1,
SNMPv2, and SNMPv3 requests. It may also contain a module for
other processing models that are yet to be defined.

The Security Subsystem provides authentication and privacy
services. Authentication uses either community strings (SNMP
Versions 1 and 2) or SNMPv3 user-based authentication. User-
based authentication uses the MD5 or SHA algorithms to
authenticate users without sending a password in the clear. The
privacy service uses the DES algorithm to encrypt and decrypt
SNMP messages. Currently, DES is the only algorithm used,
though others may be added in the future.

The Access Control Subsystem is responsible for controlling
access to MIB objects. You can control what objects a user can
access as well what operations she is allowed to perform on
those objects. For example, you might want to limit a user's
read-write access to certain parts of the mib-2 tree, while
allowing read-only access to the entire tree.

F. 1.2 SNMPv3 Applications

Version 3 divides most of what we have come to think of as SNMP
into a number of applications:
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Table F-2.

SNMPv3 Textual Conventions

Textual Convention

Description

SnmpEngineID

An administratively unique
identifier for an SNMP engine.
Objects of this type are for
identification, not for addressing,
even though an address can be used
in the generation of a specific
value. RFC 2571 provides a detailed
discussion of how SnmpEnginelIDs are
created.

SnmpSecurityModel

An SNMP securityModel (SNMPvl,
SNMPv2, or USM). USM stands for
User-based Security Model, which is
the security method used in SNMPv3.

SnmpMessageProcessingModel

A Message Processing Model used by
the Message Processing Subsystem.

SnmpSecuritylLevel

The level of security at which SNMP
messages can be sent, or the level
of security at which operations are
being processed. Possible values are
noAuthNoPriv (without authentication and
without privacy), authNoPriv (with
authentication but without privacy),
and authPriv (with authentication and
with privacy). These three values
are ordered such that noAuthNoPriv is
less than authNoPriv and authNoPriv is
less than authPriv.

SnmpAdminString

An octet string containing
administrative information,
preferably in human-readable form.
The string can be up to 255 bytes in
length.

SnmpTagValue

An octet string containing a tag
value. Tag values are preferably in
human-readable form. According to
RFC 2573, wvalid tags include acme,
router, and host.

SnmpTagList

An octet string containing a list of
tag values. Tag values are
preferably in human-readable form.
According to RFC 2573, wvalid
examples of a tag list are the empty

ResMed Corp. - Ex. 1047

Page 283



ResMed Corp. - Ex. 1047
Page 284



ResMed Corp. - Ex. 1047
Page 285



ResMed Corp. - Ex. 1047
Page 286



ResMed Corp. - Ex. 1047
Page 287



ResMed Corp. - Ex. 1047
Page 288



ResMed Corp. - Ex. 1047
Page 289



Our look is the result of reader comments, our own
experimentation, and feedback from distribution channels.
Distinctive covers complement our distinctive approach to
technical topics, breathing personality and life into
potentially dry subjects.

The animals on the cover of Essential SNMP are red deer (Cervus
elaphus). Male red deer, also known as stags or harts, can grow
to over 400 lbs. and stand 42-54 inches tall at the shoulder.
Females, or hinds, are more slightly built and usually reach a
weight of only about 200 lbs. The color of the red deer's coat
ranges from a warm reddish-brown in the summer to a darker
grayish-brown in winter. Calves are spotted at birth, but the
spots fade after about two months.

The typical family group consists of a hind, a new calf, a
yearling calf, and perhaps a 2-3 year old stag. Mature stags
and hinds live in separate groups for most of the year, with
the hinds tending to monopolize the better, more grassy
habitats. At the start of the mating season (the rut) in the
early fall, the stags split up and join the females. Each
eligible stag establishes a harem of up to 20 or more hinds,
which he defends vigorously during the rut. During this period,
which typically lasts 6-8 weeks, the stags often forego eating
and can lose as much as 15% of their body mass.

Red deer are one of the most widely distributed deer species:
though they are native to Europe, today they can be found
everywhere from New Zealand to North America. They are
herbivores, feeding mainly on rough grasses, young tree shoots,
and shrubs. Forest-dwellers by nature, they can adapt easily to
different climates and terrain. In many of the areas in which
they were introduced red deer are commercially farmed for
venison and antler velvet, which has been used in traditional
Chinese medicine for over 2,000 years to treat a broad range of
ailments including anemia, arthritic pain and rheumatism,
kidney disorders, and stress.

Rachel Wheeler was the production editor and copyeditor for
Essential SNMP. Colleen Gorman was the proofreader and
Catherine Morris provided quality control. Sada Preisch
provided production assistance. Jan Wright wrote the index.

Ellie Volckhausen designed the cover of this book, based on a
series design by Edie Freedman. The cover image is a 19th-
century engraving from the Dover Pictorial Archive. Emma Colby
produced the cover layout with Quark™XPress 4.1 using Adobe's
ITC Garamond font.

David Futato designed the interior layout based on a series
design by Nancy Priest. Neil Walls converted the files from
Microsoft Word to FrameMaker 5.5.6 using tools created by Mike
Sierra. The text and heading fonts are ITC Garamond Light and
Garamond Book; the code font is Constant Willison. The
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illustrations that appear in the book were produced by Robert
Romano and Jessamyn Read using Macromedia FreeHand 9 and Adobe
Photoshop 6. This colophon was written by Rachel Wheeler.

The online edition of this book was created by the Safari
production group {(John Chodacki, Becki Maisch, and Madeleine
Newell) using a set of Frame-to-XML conversion and cleanup
tools written and maintained by Erik Ray, Benn Salter, John
Chodacki, and Jeff Liggett.
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