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SECURE AND SEAMLESS WAN-LAN
ROAMING

RELATED APPLICATION INFORMATION

This application is a divisional of U.S. Ser. No. 13/164,874,
filed Jun. 21, 2011, which is a continuation of U.S. Ser. No.
10/895,411, filed on Jul. 21, 2004, which claims priority to
U.S. Ser. No. 60/488,809, filed Jul. 22, 2003, entitled “Seam-
less and Secure WAN-LAN Roaming,” whose contents are
expressly incorporated herein by reference.

BACKGROUND OF INVENTION

1. Technical Field

Aspects of the present invention relate to wireless commu-
nications. More particularly, aspects of the present invention
relate to maintaining connectivity while roaming between
wireless networks.

2. Related Art

Different wireless technologies exist for mobile data users.
Mobile data users may use cellular technologies, IEEE
802.11-based technologies, Bluetooth and other wireless
technologies to connect to anetwork. While hand off between
access points in a singular network is well known, hand off
between access points running divergent wireless protocols is
difficult. Here, users desire seamless mobility despite net-
work changes. Further, so as to protect networks from
unwanted intrusion, multiple firewalls may be used at loca-
tions across networks. One downside is that firewalls prevent
users from freely accessing their networks. Accordingly,
users need a solution that provides both mobility and secure
access to their home networks.

Mobile IP systems include mobile IP client software on a
user terminal and a mobile IP home agent (HA) in a network’s
infrastructure, the home agent controls the topological cor-
rect address of the mobile node (here referred to as a home
address) and maintains a binding list (here referred to as a
care-of address) with the current location of a mobile node
(MN). The mobile node updates the home agent with its
current care-of-address. This may happen directly or, option-
ally, by means of an intermediate foreign agent (FA). The
home agent sets up a forward tunnel to redirect traffic from the
topological he correct home address to the current care-of-
address. The tunnel or arises from packet encapsulation per-
formed by the home agent. Fort reference, any non-mobile
host may be referred to as a correspondent node (CN).

Seamless [P mobility, when combined with a secure con-
nection, allows users to access their home networks from
remote locations. Remote VPN technologies permit this type
of connection between a mobile node and a VPN Gateway
(VPNgw) local to a correspondent node. A VPN solution
includes both totaling and encryption to maintain two vaca-
tion from a secure domain to a terminal that is remotely
connected from an insecure location in a different domain.
The VPN solution is usually a preferred way to reach com-
ponents inside the secure domain.

One approach to creating VPN tunnels across firewalls is
by using an architecture as shown in FIG. 1. FIG. 1 includes
the TCP IP layer 101, and internal mobile IP driver (i-MIP)
102, a VPN 103, an external mobile IP driver (x-MIP) 104,
and two network interface drivers (network driver A 105 and
network driver B 106). Here, TCP IP layer 101 may connect
with the network drivers A 105 and B 106 by three pathways.
The first pathway is through i-MIP driver 102, VPN 103, and
x-MIP driver 104. This is generally the most secure remote
connection available. The second pathway is through i-MIP
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driver 102 and x-MIP driver 104. This is also a remote con-
nection. The third pathway is directly from TCP/IP layer 101
to x-MIP driver 104. This third connection is used when, for
instance, a mobile node is inside the firewalls surrounding a
correspondent node.

The approach of FIG. 1 does not readily provide seamless
transitions between network driver A 105 and network driver
B 106. This is because x-MIP driver 104 handles the local
connection pathway as well as the other pathways. When the
using the local connection path, x-MIP driver 104 is readily
processing the information on that pathway. If a user then
requests a VPN connection to be established, the x-MIP driver
104 would then need to drop the current connection, establish
the VPN pathway, and then re-establish the connection with
the network driver A 105.

Accordingly, an improved system for seamless roaming is
needed.

SUMMARY

Aspects of the present invention address one or more of the
above identified issues, thereby providing an environment in
which wireless users may roam between networks.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 shows a conventional tunneling system.

FIG. 2 shows a tunneling system in accordance with
aspects of the present invention.

FIG. 3 shows a tunneling system in accordance with
another aspect of the present invention.

FIG. 4 shows anillustrative architecture in accordance with
aspects of the present invention.

FIG. 5 shows another illustrative architecture in accor-
dance with aspects of the present invention.

FIG. 6 shows a triple tunnel in accordance with aspects of
the present invention.

FIG. 7 shows a double tunnel in accordance with aspects of
the present invention.

FIG. 8 shows data signals in accordance with aspects of the
present invention.

FIG. 9 shows data signals using a proxy in accordance with
aspects of the present invention.

FIGS. 10A-10L show data signals where a mobile node is
moving from an internal network to an external network in
accordance with aspects of the present invention.

FIGS. 11A-11F show data signals where a mobile node is
moving from an external network to an internal network in
accordance with aspects of the present invention

FIGS. 12A-121 show data signals where a mobile load is
moving from an internal network to an extra network in
accordance with aspects of the present invention.

FIGS. 13A-13T shows one example of data signals when a
mobile node switches between a double MIP tunnel and a
triple tunnel in accordance with aspects of the present inven-
tion.

FIGS. 14A-14NN shows another example of data signals
when a mobile node switches between a double MIP tunnel
and a triple tunnel in accordance with aspects of the present
invention.

FIGS. 15A-15BB show data flows between architectural
items related to FIGS. 14A-14NN in accordance with aspects
of the present invention.

FIGS. 16 A-16D show illustrative examples of illustrative
trigger packet handling in accordance with aspects of the
present invention.
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FIGS. 17A-17] shows registration from an external home
agent in accordance with aspects of the present invention.

FIG. 18 shows data flows relating to a method of i-MIP
registration using a VPN tunnel in accordance with aspects of
the present invention.

FIG. 19 shows data flows relating to a method of i-MIP
registration using an internal network in accordance with
aspects of the present invention.

DETAILED DESCRIPTION

Aspects of the present invention relate to enabling secure
network roaming. It is noted that various connections are set
forth between elements in the following description. It is
noted that these connections in general and, unless specified
otherwise, may be direct or indirect and that this specification
is not intended to be limiting in this respect.

The following description is divided into the following
sections to assist the reader: terms; general architecture; data
flows; security concerns and responses; and detailed data
flows and routing tables.

Terms

The following provides a list of terms as used in the appli-
cation:

Network Nodes

a. MN: Mobile Node

b. CH: Correspondent Host

c. x-HA: External Home Agent (SMG)

d. i-HA: Internal Home Agent

e. VPN-GW: VPN Gateway

MN Network Interfaces (Including Pseudo Interfaces):

a. phy-IF: Physical interface (wired-Ethernet or wireless

interface)

b. i-MIP-tun: Internal MIP tunneling interface (pseudo

device)

c. x-MIP-tun: External MIP tunneling interface (pseudo

device)

d. VPN-tun: VPN tunneling interface (pseudo device)

IP Addresses:

Al IP addresses are denoted with su+x “-addr/i” or “-addr/
x.” Here, “A” means an internal address and “/X” means an
external address. The boundary between “/i” and “/x” is set to
VPN-GW, however it may be modified as desired. Messages
from/to “/x” addresses may or may not be protected (for
instance by encryption).

a. cell-addr/x: Location address in cellular network

b. hs-addr/x: Location address in a hot spot network

c. cell-router-addr/x: Default router address in cellular net-

work

d. hs-router-addr/x: Default router address in a hot spot

network

e. ho-router-addr/x: Default router address in home net-

work

f. i-HA-addr/i: IP address of i-HA

g. i-HoA-addr/i: Home address to be handled by i-HA

h. x-HA-addr/x: IP address of x-HA

i. x-HoA-addr/x: Home address to be handled by x-HA

j- CH-addr/i: Address of CH in internal network

k. VPNgw-addr/x: IP address of VPN gateway.

1. VPNinn-addrl/i: VPN tunnel inner address assigned to

the MN’s end of the tunnel.

m. VPNinn-addr2/i: VPN tunnel inner address assigned to

the VPN’s end of the tunnel.

n. N-addr/i: Internal network address
General Architecture

FIG. 2 shows a general architecture for one or more aspects
of the present invention. TCP/IP layer 201 exchanges infor-
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4

mation with i-MIP driver 202. i-MIP driver 202 may commu-
nicate with network drivers A 205 and B 206 directly, through
x-MIP driver 204, or through the combination of VPN 203
and x-MIP driver 204. Further, FIG. 2 includes network driver
A 205 and network driver B 206 which both may be accessed
by i-MIP driver 202 and x-MIP driver 204.

FIG. 3 shows an example of interfaces on the i-MIP driver
and the x-MIP driver. FIG. 3 includes controller 301, i-MIP
driver 302, x-MIP driver 303, and three network adapters A-C
304-306. For purposes of illustration, the network adapters
may include Wi-Fi, cellular, Bluetooth and other wireless
technologies. It is noted that both Wi-Fi and cellular need not
be present in the system. Alternate combinations are possible.

FIG. 3 shows i-MIP driver 302 having a number of inter-
faces. These interfaces allow the i-MIP driver 302 to connect
to the various network adapters 304-306. x-MIP driver 303
has a similar (may or may not be identical) set of interfaces.
The various interfaces allow the i-MIP driver 302 and the
x-MIP driver 303 to communicate with the network adapters
independently of each other. In comparison to FIG. 1, the
i-MIP driver 302 may be connected directly with the network
adapters 304-306. While the i-MIP driver 302 is communi-
cating with the network adapters 304-306, the x-MIP driver
303 may be setting up a new communication pathway (or
taking down a condition pathway) with another one of the
network adapters 304-306 not presently accessed by i-MIP
driver 302. This allows the system to create pathways to allow
seamless roaming between divergent networks accessed by
the network adapters 304-306.

FIG. 4 shows an illustrative example of an architecture in
accordance with aspects of the present invention. The archi-
tecture as shown in FIG. 4 may be a UNIX-based system. The
architecture may include an application program 401, a TCP/
1P layer 403, a WL AN interface 404, a cellular interface 405,
a i-MIP interface 406, a VPN interface 407, and an x-MIP
interface 408. In this UNIX-based example, the software
includes application level programs and kernel-level mod-
ules. In an application layer, there may be several application
programs can indicating with other nodes in networks.

Here, an additional program referred to as a secure univer-
sal mobility controller 402 is added to the application layer.
The secure universal mobility controller 402 controls net-
work interfaces and some kernel-level tables to manage
secure universal mobility. The secure universal mobility con-
troller 402 communicates with routing table 409 and security
policy database 410.

Packet paths are shown in FIG. 4 with large arrows and
control ability to paths are shown in FIG. 4 with small arrows.

The TCP/IP module 403 receives packets from application
programs and network interfaces and forwards them to other
applications or interfaces according to a routing table 409 and
security policy database 410. The security policy database
(SPD) 410 determines which IP packets should be encrypted
or decrypted and how they are encrypted or decrypted. The
routing table 409 determines where IP packets should be
forwarded.

Some network interface drivers have physical network
devices connected to actual networks, for example, wired
Ethernet, wireless LAN, and cellular networks. Other net-
work interfaces may not have physical devices, but may be
able to receive packets from the TCP/IP layer, process them,
and send them back to the TCP/IP layer. These network
interfaces are referred to as pseudo network interfaces. These
pseudo network interfaces address mobile IP or VPN issues,
for example. MIP interfaces encapsulate IP packets or the
capsulate [P-in-IP packets. VPN interfaces encrypt IP packets
or decrypted encrypted packets.
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FIG. 5 shows another version of the architecture that may
be used in the present the invention. Here, the TCP/IP layer
may be Windows-based. FIG. 5 includes one or more appli-
cations 500 and a controller 501. Controller 501 controls
various drivers and routing tables, manages the status of net-
work concerns (such as wireless signal strength, network
location, and the like). Controller 501 may or may not be
separated into several processes. The separate processes may
include application point (AP) selection software 502, VPN
client 503, i-MIP client 504, x-MIP client 505, and other
processes (for instance including 1xrtt SDK 506).

TCP/IP driver 507 may handle transport layer functions
(for instance, UDP or TCP) and network layer functions (for
instance, IP). Routing table 515 maintains routing informa-
tion for TCP IP driver 507. Routing table 515 permits TCP/IP
driver 507 the ability to know where to forward packets.
i-MIP driver 508 processes i-MIP packets for receiving and
sending. VPN driver 509 processes VPN packets. x-MIP
driver 510 processes x-MIP packets. Network interface con-
nection drivers (for instance, WLAN driver 511 and 1x/rtt
driver 513) press packets for event respective interface
devices (for instance, interface cards 512 and 514, respec-
tively).

The above drivers may or may not be controlled by soft-
ware in the application level. Packet paths are shown in FIG.
5 with large arrows and control ability to paths are shown in
FIG. 5 with small arrows.

Data Flows

FIG. 6 shows various data flows in accordance with aspects
of the present invention. FIG. 6 includes a correspondent
node 601 with an internal home agent i-HA 602. FIG. 6
includes two firewalls 603 and 604. Firewall 603 filters out-
bound packets and firewall 604 filters inbound packets.
Between firewalls 603 and 604 are [Psec Gateway 606 and
external home agent x-HA 605. Outside firewall 604 is
mobile node 607. For simplicity, the region inside firewall
603 is referred to as an internal network. The region outside
firewall 604 is referred to as an external network. The region
between firewalls 603 and 604 is referred to as a demilitarized
zone (DMZ).

To transmit data between mobile node 607 and correspon-
dent host 601, various tunnels may be set up to pass informa-
tion through the firewalls 603 and 604. A first tunnel may
include x-MIP tunnel 608 that allows packets to be passed
from mobile node 607 x-HA 605. A second tunnel may
include IPsec tunnel 609. The third tunnel may include i-MIP
tunnel 610.

Here, the external mobile IP (x-MIP) (from previous fig-
ures) provides external IP mobility. IPsec tunneled packets
are carried in an x-MIP tunnel 608 in order to provide mobil-
ity for the IPsec tunnel 609. To this end, an external home
agent (x-HA) 605 resides in the DMZ. The DMZ may be
managed by the enterprise or an operator that provides an
enterprise firewall service among others.

The internal mobile IP (i-MIP) (from previous figures)
provides internal IP mobility. This is for supporting handoff
not only in the internal network but also between the internal
and external networks. For the latter reason, i-MIP is used
even when mobile node (MN) 607 is in the external network.
To provide i-MIP, an internal home agent (i-HA) 602 resides
in the internal network.

Aspects of the present invention use [Psec to protect traffic
exchanged between the internal network and an MN 607 in
the external network. To this end, the IPsec gateway resides in
the DMZ (between firewalls 603 and 604) or internal network
(inside firewall 603).
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The IPsec tunnel that was once established between the
mobile node 607 and IPsec Gateway 606 may or may not
remain established while the total node 607 is in the external
network. The [Psec tunnel 609 may be terminated by either
side of the tunnel for a number of reasons such as an inactive
timeout or reaching the maximum number of simultaneous
IPsec tunnels, among others.

Aspects of the present invention may or may not allow
limited types of packets to be forwarded from the internal
network to the MN 607 in the external network without using
an [Psec tunnel so that the MN 607 can receive an incoming
application call while away from the internal network without
maintaining the IPsec connectivity all the time.

FIG. 7 shows an alternate approach to that of FIG. 6 where
the x-MIP tunnel 608 and i-MIP tunnel 610 have been estab-
lished without the IPsec tunnel of FIG. 6.

With respect to the various tunnels, the model allows two
modes of operation while the MN is in the external network,
depending on whether an IPsec tunnel 609 has been estab-
lished or not. These include the MIP-IPsec-MIP encapsula-
tion mode of FIG. 6 and the MIP-MIP encapsulation mode of
FIG. 7, respectively.

Security Concerns And Responses

Security is important for VPN users. The following section
various security threats regarding the MIP-IPsec-MIP encap-
sulation model of FIG. 6 and/or the MIP-MIP encapsulation
model of FIG. 7.

Threat 1: DoS Attack on i-HA

Aspects of the present invention allow the MN 607 in the
external network to perform i-MIP registration. Thus, if
i-MIP registration is compromised, it is possible for an
attacker in the external network to launch a DoS (Denial of
Service) attack to modify or erase the MIP binding cache on
the i-HA 602. The i-MIP registration may then be compro-
mised if Registration Request messages are not protected by
a mechanism that is as strong as typical MAC (Message
Authentication Code) algorithms used for IPsec and is
capable of re-keying.

Threat 2: Information Leakage

Aspects of the present invention allow some packets to be
forwarded from the internal network to the MN 607 in the
external network without using an IPsec tunnel 609. There is
a chance that enterprise information may be sent to the exter-
nal network in clear-text.

Threat 3: False Incoming Calls and Virus Infection

Aspects of the present invention allow permit the MN 607
in the external network to open one or more TCP/UDP ports
to receive incoming calls from the internal network. Thus, an
attacker may send bogus incoming calls on the opened ports
which would make the MN 607 consume resources for pro-
cessing the incoming calls and establishing an IPsec tunnel
609 to respond to the caller. Depending on how the incoming
calls are processed, the MN 607 may receive a virus instead of
atrue incoming call and be infected with it. Such a virus may
harm the various entities in to including connection hijacking
and erasing hard discs and, once an IPsec tunnel is estab-
lished, it could affect the entire security of the internal net-
work.

Dealing with Threat 1:

For Threat 1, aspects may support i-MIP Registration
Request messages sent by the MN 607 in the external network
to always be transmitted through an IPsec tunnel to provide
the same level of protection as [Psec for the Registration
Request messages. If an [Psec tunnel does not exist, the MN
607 first establishes an IPsec tunnel 609 and then sends an
i-MIP registration request through the tunnel 609. If the [Psec
tunnel 609 is established automatically via IKE (Internet Key
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Exchange), re-keying is also supported via IKE. This way an
acceptable level of security is provided for i-MIP Registration
Request. On the other hand, a possibility exists in which an
i-MIP Registration Reply message is transmitted to the MN
607 directly through the x-HA 605 when the external home
address (x-HoA) is used as the external care-of address (this
is the case when enabling a MIP-MIP encapsulation tunnel)
and thus the i-MIP Registration Reply message is not as
secure as i-MIP Registration Request message. While this
may indicate a DoS attack on the MN 607, this cannot be a
DosS attack on the i-HA and the model provides an acceptable
level of security for Threat 1.

Dealing with Threat 2:

Aspects of the present invention generally does not allow
traffic in the reverse direction (i.e., traffic originated in the
external network and coming into the internal network) to
enter the internal network without being protected with an
IPsec tunnel 609. Thus, all traffic including both signaling
and data packets use an [Psec tunnel 609, except for an i-MIP
Registration Reply messages that is used for entering the
MIP-MIP encapsulation mode and directly passes through
x-HA 605 without being encrypted as well as the first data
packet that is sent from the internal network to the MN that
might be neither integrity protected nor encrypted. The i-MIP
Registration Reply message contains internal topological
information such as the IP address of i-HA 602 but does not
contain any application data. With regard to the first data
packet, it is typically a TCP-SYN or a SIP Invite message,
which is used for initiating a connection and does not contain
any important data. Thus, significant information leakage is
not likely to occur for these messages if the firewall router in
the DMZ is configured such that only limited types of packets
can go out to the external network without being protected
with IPsec so that Threat 2 is mitigated.

Dealing with Threat 3:

To minimize the possibility of false incoming calls, the MN
607 device can be configured with a personal firewall so that
only limited types of packets may be accepted as a trigger to
initiate an IPsec tunnel 609 establishment. In addition, the
MN 607 can limit the rate of accepting such trigger packets to
prevent the resource consumption DoS attack. To minimize
the possibility of virus infection, the MN 607 may or may not
use an unprotected incoming packet as a trigger to set up an
IPsec tunnel and silently discard it without processing the
application payload of the packet, expecting that the trigger
packet will be retransmitted by the sender and that the retrans-
mitted packet will be transmitted through the [Psec tunnel 619
once the tunnel is made and an i-MIP binding cache is
updated to use the VPN care-of address as the i-MIP care-of
address.

Detailed Data Flows and Routing Tables

The following section describes various scenarios includ-
ing a description of various data flows and routing tables as
encountered by aspects of the present invention. The follow-
ing section describes both the triple tunnel set of scenarios
and the double tunnel set of scenarios.

Always-Triple Scenario

For first of the described scenarios is what is referred to as
the always-triple scenario. Here, a mobile node (MN) always
establishes i-MIP/VPN/x-MIP triple tunnel, when it moves to
an external network.

Scenarios

The following describes detailed network messages and
processes in the various network nodes as including the
mobile node. Various implementations of the mobile node
may exist. A Windows-based and UNIX -based versions of the
mobile node are described.
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Scenario that MN Moves from an Internal Network to an
External Network

The following scenario is one in which they mobile node
moves from an internal network to an external network. FIGS.
10A-10L are used to explain the transition. Here, the system
includes correspondent host 601, i-HA 602, a VPN gateway
1001 (located inside of firewall 603), external home agent
605, firewall 604 and mobile node 607. For this example, a
UNIX-based a limitation for mobile node 607 is described.

In an initial state, the mobile node 607 determines where it
is located. This may be done by examining network connec-
tivity information (including but not limited to an Ethernet
interface, a WLAN interface, dial-up ppp etc.), network con-
figurations (given by DHCP, router advertisement or mobility
agents) and/or WLAN/Cellular signal strength).

To explain the movement of the mobile node 607, it is
assumed for this example that mobile node 607 is located in
an internal network and the routing table of the mobile node
is in an initial state (referencing the internal network).

In FIG. 10A, mobile node 607 moves into a cellular net-
work. The mobile node 607 may detect its movement accord-
ing to, for instance, the strength of a WLAN signal or other
location identifying techniques.

The PPP interface of mobile node 607 receives an IP
address and routing information. The mobile node 607 next
alters its routing table according to the information. The rout-
ing table of the mobile node 607 is shown in FIG. 10A.

FIGS. 10B and 10C describe x-MIP registration. In FIG.
10B, the mobile node 607 cents and x-MIP registration
request message to x-HA 605 and receives an x-MIP regis-
tration response message from x-HA 605. After x-HA 605
sends a successful response to mobile node 607, x-HA 605
updates its mobility bindings. After mobile node 607 receives
a successful response from x-HA 605, mobile node 607 adds
new entries to its routing table, if a reverse tunnel is required
for x-MIP. The configuration of the external firewall may
require a reverse tunnel for x-MIP. Further IP packets sent
from MN to any address in the internal network is considered
to be transmitted through x-MIP tunnel. FIGS. 10B and 10C
show the updates to the tables.

One may also reference the Make-Before-Break section
described below.

FIGS. 10D and 10E described establishing a VPN tunnel.
After success of x-MIP registration, mobile node 607
requests VPN-gw 1001 to establish a VPN tunnel through the
x-MIP tunnel. If a VPN is established successfully, mobile
node 607 creates an entry in its security policy database and
updates the routing table, so that further IP packets transmit-
ted between mobile node 607 and the internal network (ex-
cept packets directed to the VPNGW address and DMZ) are
sent through VPN/x-MIP tunnel.

VPN-gw 1001 also updates its SPD to communicate with
the mobile node 607. These updates are shown in FIGS. 10D
and 10E.

FIGS. 10F and 10G describe i-MIP registration. After suc-
cessful establishment of VPN connection, mobile node 607
sends i-MIP registration request through the VPN/x-MIP tun-
nel. If i-HA 602 accepts the registration request, i-HA 602
updates its mobility binding table and replies to mobile node
607. After the successful response message is received by
mobile node 607, mobile node 607 changes an entry of the
routing table, so that further IP packets transmitted between
mobile node 607 and the internal network (except the VPN-
gw 1001’s address, DMZ and i-MIP update packets sent to
i-HA 602) are sent through the VPN/x-MIP tunnel.

FIGS. 10F and 10G show the revised tables.

FIG. 10H describe sending data through the triple tunnel.
When mobile node 607 sends a IP packet to correspondent
node 601 (CH-addr/1), the IP layer of mobile node 607 refers
the routing table, and finds an entry for N-addr/i. Here, mobile
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node 607 notices packets should be sent via the i-HA-tun
interface. The i-HA-tun interface encapsulates the packet
with the i-MIP header, if a reverse tunnel is required. Next,
mobile node 607 refers to the routing table again. However
the destination address of the packet is now i-HA-addr/i.
Mobile node 607 finds an entry for i-HA-addr/i and it indi-
cates the packet should be sent via the VPN-tun interface. The
outgoing SPD may indicate that the packet sent to the internal
network should be encrypted. Accordingly, the VPN-tun
interface encrypts the packet, encapsulates it with IPsec ESP,
and labels it to be sent for VPNgw-addr/x according to the
SPD.

Now the mobile node 607 refers the routing table when new
packets arrive and finds the entry for VPNgw-addr/x showing
the packet should be sent via the x-MIP-tun interface. The
x-MIP-tun interface encapsulates the packet with the x-MIP
header, if a reverse tunnel is required. x-MIP-tun labels the
packet to be sent to the x-HA-addr/x. Mobile node 607 refers
the routing table and finds the entry for x-HAaddr/x. The
entry indicates the packet should be sent via the cellular
interface. The packet is finally sent to the cellrouter-addr/x as
the first hop via the cellular interface.

FIG. 10H shows the relevant tables.

FIG. 101 is used to describe the receiving of data through
the triple tunnel. When the cellular interface of mobile node
607 receives a packet through the triple tunnel, IP layer of
mobile node 607 checks the outer most IP header of the
packet. The protocol field of the header shows it is IP-in-IP
(x-MIP) packet. Accordingly, the MIP layer decapsulates the
outer most IP-in-IP header. The next IP header shows it
includes IPsec ESP so the VPN interface decrypts the packet.
The next IP header shows it is IP-in-1P (i-MIP) packet, so MIP
layer decapsulates the packet. At last, the inner most [P header
appears and the packet is received and processed by an appli-
cation program.

FIG. 10J shows the mobile node 607 moving to another
external network (for example, a hot spot). When in the new
network, the mobile node 607 detects its movement accord-
ing to WLAN signal strength or other process. The WLAN
network interface of mobile node 607 receives an IP address
and routing information. Next, the mobile node 607 updates
its routing table according to the information. This update is
shown in FIG. 10J.

FIGS. 10K and 10L show the x-MIP update changes. Here,
mobile node 607 sends x-MIP registration request message to
x-HA 605, and receives the x-MIP registration response mes-
sage from x-HA 605. When x-HA 605 sends a successful
response to mobile node 607, x-HA 605 updates its mobility
bindings. Notably, the mobile node 607 does not need to
modify its connection with the VPN and i-MIP.

Scenario that MN Moves from an External Network to an
Internal Network

FIGS. 11A-11F show the system where a mobile node 607
moves from an external network to an internal network. The
following is described for a UNIX-based implementation for
the mobile node 607.

In FIG. 11A, the mobile node 607 moves back to a home
network. Here, this example is premised on the mobile node
607 having moved to an internal network. Mobile node 607
detects its movement according to WLAN signal strength or
the like. The WL AN network interface of MN, when using the
WLAN signal strength to determine its location, gets an [P
address and routing information. Mobile node 607 updates its
routing table according to the information.

At this point in time, mobile node 607 communicates with
correspondent node 601 without any tunnels. Mobile node
607 can simply destroy and flush tunnel information when
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desired, if one does not care about the VPN-gw 1001 and
x-HA 605. Alternatively, one may leave the tunnels open.

The following shows how the tunnels may be destroyed.
Here, this allows x-HA 605 and VPN-gw 1001 to free their
resources immediately.

Mobile node 607 can send an i-MIP deregistration request
to i-HA 602 first. It eliminates the delay caused by discon-
nections of tunnels and enables one to communicate with
CNs continuously. When i-HA 602 receives a deregistration
request, it removes the entry of mobility bindings and replies
to mobile node 607. After mobile node 607 receives a suc-
cessful deregistration response, mobile node 607 updates the
entry for N-addr/i of the table so to use the network interface
directly to communicate with nodes in the internal network.
FIGS. 12J and 12K show this process.

FIG. 11B shows the updating of the x-MIP update, if nec-
essary. Two cases may apply:

a. Case 1: Mobile node 607 cannot use the network inter-
face which was used in the external network. For
example, mobile node 607 is reusing the same network
interface which was used in an external network until
mobile node 607 moved to the internal network, so the
interface has another IP address than one set in the
external network.

b. Case 2: Mobile node 607 can use the network interface
which was used in the external network. In other words,
mobile node 607 has at least two network interfaces
(physically or virtually), and they can be used simulta-
neously.

For example, mobile node 607 used to use a cellular inter-
face in the external network, and is using WL AN interface in
the internal network.

Ifthecaseis 1, mobile node 607 needs to update x-MIP (see
FIGS. 11B and 121). Mobile node 607 registers i-HoA-addr/i
as x-MIP CoA. x-HA 605 updates its mobility bindings, so
that tunnels are set up again.

If the case is 2, mobile node 607 can use the network
interface without updating x-MIP as shown in the following
Figures.

FIGS. 11C and 11D show VPN tunnel disconnection.
Mobile node 607 sends a VPN disconnection request through
x-MIP tunnel. VPN-gw 1001 removes the mobile node 607
entry from its SPD. Mobile node 607 also removes VPN-gw
1001’s entry from its SPD and updates the routing table. This
permits the resources used in the VPN to be freed and mobile
node 607 stops using VPN.

FIGS. 11E and 11F show x-MIP deregistration. Mobile
node 607 sends an x-MIP deregistration request message to
x-HA 605, and receives a x-MIP deregistration response mes-
sage from x-HA 605. When x-HA 605 sends a successful
response to mobile node 607, x-HA 605 removes the entry of
mobility bindings for mobile node 607.

After mobile node 607 receives a successful response from
x-HA 605, mobile node 607 removes the entry from its rout-
ing table. This permits all tunnels to disappear. Finally, the
mobile node 607 returns to the state same with the initial one.

Scenario that MN Moves from an Internal Network to an
External Network (Windows-Based Node)

FIGS. 12A-12K describe a scenario where the mobile node
607 moves from an internal network to an external network
(using a Windows-based mobile node). In some instances,
other figures are referenced that are relevant to the scenario
where the mobile node moves from the internal network to the
external network.

FIGS. 13A-13T shows the signal exchanges in the compo-
nents of the mobile node.
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In this scenario, NIC1 1310 is assumed to be an interface
like wireless LAN or wired LAN.NIC2 1311 is assumed to be
an interface like Cellular or some other protocol.

FIG. 12 A shows the mobile node 607 beginning to transfer
data. The follow process may be used referencing FIG. 13 A:

a. Application 1301 sends the data to TCP/IP driver 1303.
TCP/IP driver 1303 adds a TCP/IP header with data
from routing table 1304.

b. Next the packet is sent to the NIC1 Driver 1308. NIC1
Driver 1308 creates a specific packet for NIC1 1310
from the data.

c. Next the data are sent to NIC1 1310.

FIGS. 12B and 13B show examples where mobile node
607 receives data. The behavior inside the mobile node 607 is
as follows:

a. NIC1 1310 receives data and sends it to NIC1 Driver

1308.

b. NIC1 Driver 1308 creates its specific packet for TCP/IP
1303.

c. NIC1 driver 1308 then sends the data to TCP/IP driver
1303.

d. TCP/IP driver 1303 the deletes the TCP/IP header.

e. TCP/10O driver 1303 then forwards the data to application
1301.

FIGS. 10B and 13C describe when the mobile node 607
creates an x-MIP Registration request. The internal behavior
of mobile node 607 may include:

a. Controller 1302 sends a signal to x-MIP Driver 1307.

b. x-MIP Driver 1307 creates an x-MIP Registration
request and sends it to NIC2 Driver 1312.

c. NIC2 Driver 1312 creates its specific packet for NIC2
1311 and forwards it to NIC2 1311.

FIGS. 10C and 13D show where the mobile node 607
receives x-MIP Registration replies. The internal behavior
may include the following:

a. NIC2 1311 receives x-MIP Registration reply and sends

it to NIC2 Driver 1309.

b. NIC2 Driver 1309 creates its specific packet for x-MIP
Driver 1307 and sends it to the x-MIP Driver 1307.

¢. The x-MIP Driver 1307 receives the data and forwards it
to controller 1302.

d. The controller 1302 then updates the routing table 1304.

FIGS. 10D and 13E show where mobile node 607 creates a
VPN connection request. Referring to FIG. 13E:

a. Controller 1302 sends a signal to VPN Driver 1306 a

signal.

b. VPN Driver 1306 creates packets includes IKE or other
protocols and forwards them to the x-MIP Driver 1307.

¢. The x-MIP Driver 1307 adds an x-MIP header to it then
forwards it to the NIC2 Driver 1308.

d. The NIC2 Driver 1309 creates its specific packet for its
specific packet for NIC2 1311 from it and sends it to
NIC2 1311.

In FIGS. 10E and 13F, mobile node 607 receives a VPN

connection response. The internal behavior is as follows:
a.NIC2 1311 receives VPN connection response and sends
it to NIC2 Driver 1309. NIC2 Driver 1309 creates its
specific packet for x-MIP Driver 1307 and sends the data
to x-MIP Driver 1307. The x-MIP Driver 1307 receives
and removes the x-MIP header and sends it to the VPN
Driver 1306.

b. VPN Driver 1306 receives and forwards the data to the
controller 1302.

c. Controller 1302 then updates routing table 1304.

FIGS. 10F and 13G describe where mobile node 607 cre-

ates an i-MIP Registration request. The following references
FIG. 13G:
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a. Controller 1302 sends a signal to i-MIP Driver 1305.
i-MIP Driver 1305 creates an i-MIP Registration request
and sends it to the VPN Driver 1306.

b. VPN Driver 1306 encrypts the request and adds header
information and sends it to x-MIP Driver 1307. x-MIP
Driver 1307 adds x-MIP header information and sends it
to NIC2 Driver 1309.

c. NIC2 Driver 1309 creates its specific packet for NIC2
1311 from it and sends it to NIC2 1311.

FIGS. 10G and 13H relate to where mobile node 607
receives an i-MIP Registration reply. The behavior of FIG.
13H is as follows:

a. NIC2 1311 receives an i-MIP Registration reply and
sends it to NIC2 Driver 1309. NIC2 Driver 1309 creates
its specific packet for x-MIP Driver 1307 and forwards
it.

b. The x-MIP Driver 1307 receives and removes the x-MIP
header and sends it to VPN Driver 1306.

c. The VPN Driver 1306 decrypts and sends it to i-MIP
Driver 1305.

d. i-MIP Driver 1305 receives and processes the data.

e. Finally, the information is forwarded to control 1302
where routing table 1303 is updated.

FIGS. 10H and 131 relate to when the mobile node sends
application data to the correspondent host. The behavior of
the mobile node is shown with respect to FIG. 131:

a. Application creates data and sends it to the TCP/IP

Driver.

b. TCP/IP Driver adds header and sends it to the i-MIP
Driver after referencing the routing table.

c¢. The i-MIP Driver adds the i-MIP header and sends the
data to the VPN driver.

d. The VPN driver encrypts it, adds a header and sends it to
the x-MIP Driver.

e. The x-MIP Driver adds the x-MIP header and sends the
data to the NIC2 Driver. NIC2 Driver creates its specific
packet for NIC2 from it and sends it to NIC2.

f. NIC2 transfers the packet to its next hop.

FIGS. 101 and 13] show the process where the mobile node
607 receives application data from correspondent host 601.
The data flows inside the mobile node 607 are shown in FIG.
131].

a. NIC2 1311 receives data and sends it to NIC2 Driver

1309.

b. NIC2 Driver 1309 creates its specific packet for x-MIP
Driver 1307 from it and sends it to the x-MIP Driver
1307.

¢. x-MIP Driver 1307 receives and removes x-MIP header
and sends it to the VPN Driver 1306.

d. The VPN Driver 1306 decrypts and sends the decrypted
packet to i-MIP Driver 1305.

e. i-MIP Driver 1305 removes the i-MIP header and sends
the packet to the TCP/IP Driver 1303.

f. The TCP/IP Driver 1303 removes header and sends the
packet to Application 1301.

FIGS. 10K and 13K show a process for changing between
network interfaces when a mobile node 607 moves to a
hotspot. FIG. 13K shows the process internal to the mobile
node 607. Here, the mobile node sends an x-MIP registration
request.

a. Controller 1302 sends a signal to x-MIP Driver 1307.

b. x-MIP Driver 1307 creates an x-MIP Registration
request and sends it to NIC1 Driver 1308.

c. NIC1 Driver 1308 creates a specific packet for NIC 1
1310 from the packet and sends it to NIC 1 1310.

d. NIC 1 1310 then transfers the packet to the network.
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FIGS. 10L and 13L describe a mobile node 607 when it
receives an x-MIP Registration response. The process inside
mobile node 607 is shown in FIG. 13L.

a. NIC 1 1310 receives a x-MIP Registration response and

sends it to NIC1 Driver 1308.

b. NIC1 Driver 1308 creates a specific packet for x-MIP
Driver 1307 from the packet and sends it to x-MIP
Driver 1307.

c.x-MIP Driver 1307 receives the packet and forwards it to
controller 1302.

FIGS.12C and 13M show a process when mobile node 607
sends application data to the correspondent host 1301. FIG.
13M shows a process internal to the mobile node 607.

a. Application 1301 creates data and sends it to TCP/IP
Driver 1303. TCP/IP Driver 1303 adds a header and
sends it to i-MIP Driver 1305 after checking with routing
table 1304.

b. i-MIP Driver 1305 adds an i-MIP header and sends the
packet to VPN Driver 1306.

¢. VPN Driver 1306 encrypts it, adds a header, and sends it
to x-MIP Driver 1307.

d. x-MIP Driver 1307 adds an x-MIP header and sends the
packet to NIC1 Driver 1308.

e. NIC1 Driver 1308 creates a specific packet for NIC 1
1310 from it and sends it to NIC 1 1310.

f. NIC 1 1310 then forwards the packet to the network.

FIGS. 12D and 13N show a mobile node 607 receiving
application data from a correspondent host 601. FIG. 13N
shows the internal processes of the mobile node 607.

a. NIC 1 1310 receives data and sends it to NIC1 Driver

1308.

b. NIC1 Driver 1308 creates a specific packet for the x-MIP
Driver 1307 from it and sends the packet to the x-MIP
Driver 1307.

c. x-MIP Driver 1307 receives the packet, removes the
x-MIP header, and sends the packet to the VPN Driver
1306.

d. VPN Driver 1306 decrypts and sends the decrypted
packet to the i-MIP Driver 1305.

e. i-MIP Driver 1305 removes the i-MIP header and sends
the packet to the TCP/IP Driver 1303.

f. The TCP/IP Driver 1303 removes header and sends the
packet to the application 1301.

FIG. 12E shows a process where a mobile node 607 moves

back to a cellular network.

FIGS. 12F and 12G show a process relating to x-MIP
registration. In FIG. 12F, the mobile node 607 cents and
x-MIP registration request message to x-HA 605 and receives
an x-MIP registration response message from x-HA 605.
After x-HA 605 sends a successful response to mobile node
607, x-HA 605 updates its mobility bindings. After mobile
node 607 receives a successful response from x-HA 605,
mobile node 607 adds new entries to its routing table, if a
reverse tunnel is required for x-MIP. The configuration of the
external firewall may require a reverse tunnel for x-MIP.
Further IP packets sent from MN to any address in the internal
network is considered to be transmitted through x-MIP tun-
nel.

FIGS. 12H and 121 show sending data through the triple
tunnel. When mobile node 607 sends an IP packet to corre-
spondent node 601 (CH-addr/i), the IP layer of mobile node
607 refers the routing table, and finds an entry for N-addr/i.
Here, mobile node 607 notices packets should be sent via the
i-HA-tun interface. The i-HA-tun interface encapsulates the
packet with the i-MIP header, if a reverse tunnel is required.
Next, mobile node 607 refers to the routing table again. How-
ever the destination address of the packet is now i-HA-addr/i.
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Mobile node 607 finds an entry for i-HA-addr/i and it indi-
cates the packet should be sent via the VPN-tun interface. The
outgoing SPD may indicate that the packet sent to the internal
network should be encrypted. Accordingly, the VPN-tun
interface encrypts the packet, encapsulates it with IPsec ESP,
and labels it to be sent for VPNgw-addr/x according to the
SPD.
Now the mobile node 607 refers the routing table when new
packets arrive and finds the entry for VPNgw-addr/x showing
the packet should be sent via the x-MIP-tun interface. The
x-MIP-tun interface encapsulates the packet with the x-MIP
header, if a reverse tunnel is required. x-MIP-tun labels the
packet to be sent to the x-HA-addr/x. Mobile node 607 refers
the routing table and finds the entry for x-HAaddr/x. The
entry indicates the packet should be sent via the cellular
interface. The packet is finally sent to the cellrouter-addr/x as
the first hop via the cellular interface.
FIG. 12H shows the relevant tables.
FIG. 121 is used to describe the receiving of data through
the triple tunnel. When the cellular interface of mobile node
607 receives a packet through the triple tunnel, IP layer of
mobile node 607 checks the outer most IP header of the
packet. The protocol field of the header shows it is IP-in-IP
(x-MIP) packet. Accordingly, the MIP layer decapsulates the
outer most IP-in-IP header. The next IP header shows it
includes IPsec ESP so the VPN interface decrypts the packet.
The next IP header shows it is IP-in-IP (i-MIP) packet, so MIP
layer decapsulates the packet. At last, the inner most [P header
appears and the packet is received and processed by an appli-
cation program.
FIGS. 11B and 12]J show the x-MIP update changes. Here,
mobile node 607 sends x-MIP registration request message to
x-HA 605, and receives the x-MIP registration response mes-
sage from x-HA 605. When x-HA 605 sends a successful
response to mobile node 607, x-HA 605 updates its mobility
bindings. Notably, the mobile node 607 does not need to
modify its connection with the VPN and i-MIP.
FIGS. 12K and 130 describe when a mobile node creates
an i-MIP Deregistration request. The internal behavior of
mobile node 607 is described as follows:
a. Controller 1302 sends a signal to i-MIP Driver 1305.
b. i-MIP Driver 1305 creates an i-MIP Deregistration
request and sends it to VPN Driver 1306.

¢. VPN Diriver encrypts it, adds a header and sends the
packet to x-MIP Driver 1307.

d. x-MIP Driver 1307 adds x-MIP header and sends the
packet to NIC1 Driver 1308.

e. NIC1 Driver 1308 creates its specific packet for NIC1
1310 from it and sends it to NIC1 1310.
f. NIC1 1310 then transfers it to the network.
FIGS. 121 and 13P describe when mobile node 607
receives an i-MIP Deregistration reply.
a. NIC1 1310 receives an i-MIP Deregistration reply and
sends it to NIC1 Driver 1308.

b. NIC1 Driver 1308 creates a specific packet for x-MIP
Driver 1307 and sends it to x-MIP Driver 1307.

c. Xx-MIP Driver 1307 receives the packet, removes the
x-MIP header, and sends the packetto VPN Driver 1306.

d. VPN Driver 1306 decrypts and sends the packet to i-MIP
Driver 1305.

e. i-MIP Driver 1305 receives, processes, and alerts con-
troller 1302.

f. Controller updates routing table 1304 to any changes.

FIGS. 11C and 13Q describe mobile node 607 creating a
VPN disconnection request. FIG. 11C is described above.
FIG. 13Q shows an internal signal flow for mobile node 607.
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a. Controller 1302 sends a signal to VPN Driver 1306.

b. VPN Driver 1306 creates a VPN disconnection request
and sends the request to x-MIP Driver 1307.

c¢. x-MIP Driver 1307 adds an x-MIP header to the request
then forwards it to NIC1 Driver 1308.

d. NIC1 Driver 1308 creates a packet for NIC1 1310 and
sends the packet to NIC1 1310.
e. NIC1 1310 then forwards the packet to the network.
FIGS. 11D and 13R describe mobile node 607 receiving a
VPN disconnection response. FIG. 11D is treated above. F1G.
13R shows the internal signaling of mobile node 607.
a. NIC1 1310 receives a VPN disconnection response and
sends it to NIC1 Driver 1308.

b. NIC1 Driver 1308 creates a packet for x-MIP Driver
1307 and forwards the packet to the x-MIP Driver 1307.

c. x-MIP Driver 1307 receives and remove the x-MIP
header. It then sends the packet to VPN Driver 1306.

d. VPN Driver 1306 receives the packet, processes it, and
forwards information to Controller 1302.

e. Controller 1302 then updates routing table routing table
1304 with any updates.

FIGS. 11E and 13S describe mobile node 607 creating an
x-MIP Deregistration request. FIG. 11E is described above.
The internal signaling of mobile node 607 is described in FIG.
13S.

a. Controller 1302 sends a signal to x-MIP Driver 1307.

b. x-MIP Driver 1307 creates an x-MIP Deregistration

request and sends the request to the NIC1 Driver 1308.

c. NIC1 Driver 1308 creates its specific packet for NIC1

131 and forwards the packet to NIC1 1310.
d. NIC1 1310 then transfers the request to the network.
FIGS. 11F and 13T describe mobile node 607 receiving an
x-MIP Deregistration reply. FIG. 11F is described above.
FIG. 13T describes the internal signals of mobile node 607.
a. NIC1 1310 receives an x-MIP Registration response and
sends it to NIC1 Driver 1308.

b. NIC1 Driver 1308 creates a packet for x-MIP Driver
1307 and forwards it to x-MIP Driver 1307.

¢. x-MIP Driver 1307 receives the packet, processes it, and
sends information to Controller 1302.

d. Controller 1302 then processes the information and
sends any updates to routing table 1304.

Initial State of the Mobile Node

The following describes the initial state of mobile node
607. The initial state may include the mobile node 607 deter-
mining where it is located. It can do this through a number of
processes including, but not limited to, determining its net-
work connectivity and related address (Ethernet Interface,
WLAN Interface, Dial-up ppp etc.), network configurations
(given by DHCP, router advertisement or mobility agents)
and WLAN/Cellular signal strength.

Validate Initial Network Settings in MN

Next, the mobile node 607 attempts to validate its initial
network settings. This may include validating some or all of
its network settings. The settings may or may not include the
network interface configurations, the routing table and SPD.
Further, the mobile node 607 may use DHCP, router adver-
tisement and mobility agent advertisement to validate net-
work interface configurations and the routing table. If neces-
sary, mobile node 607 can update them if needed.

Determine the Mobility State of the Mobile Node

Next, the mobile node 607 determines its mobility state.
The mobile node 607 checks the pattern of the network con-
figuration validated in the previous step, and finds a suitable
configuration in any one of the possible states of mobility.
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For example, mobile node 607 may not have any specific
mobility bindings and SPD entries. The active network inter-
face has internal home address 602. The simplest network
configuration is one in which the mobile node 607 is in the
internal home network. This also provides the benefit of the
mobile node 607 easily determining its internal home net-
work.

Check a Trigger to Change the State

Mobile node 607 may periodically or occasionally check
whether any triggers have occurred that indicate the mobile
node 607 should attempt to change its mobility state. For
instance, the fact that an internal WLAN signal strength is
lower than a threshold may suggest that the mobile node 607
should switch from the internal mode of operating inside
firewall 603 to operating outside of firewall 603. If the mobile
node 607 detects such triggers, the mobile node 607 may
respond to the trigger or triggers immediately or may respond
to them after a short interval (for instance, to see if the signal
strength increases after a few seconds, a few minutes, etc.).

Make-Before-Break

One aspect of the mobile node 607 in accordance with
aspects of the present invention is its ability to make a con-
nection before breaking a previous connection. So, if one is
moving to a new network, for instance, a new connection may
be made prior to terminating the old connection. This allows
a mobile node to transition without losing connectivity to a
home network.

For example, the mobile node 607 may move from the
internal mobile node 607 internal WLAN network to external
cellular network. To achieve Make-before-Break, MN
watches signal strength level of WLAN at all times. Before
internal WL AN signal strength becomes lower than a thresh-
old A, MN starts using cellular network and establishes
x-MIP tunnel and VPN tunnel as a stand-by path. When the
signal level drops below another threshold (“B” which is
lower than the threshold A), MN sends an i-MIP registration
request over the stand-by path and establishes the i-MIP
tunnel. Then, the mobile node 607 stops using the WLAN
interface and starts to use the i-MIP/VPN/x-MIP tunnel over
the cellular.

This approach may remove a major factor of hand-off
delay, since the PPP session establishment and VPN tunnel
establishment are done before switch-over.

Double MIP Tunnel Scenario

The following describes a double MIP tunnel scenario. Ifa
mobile node has no communications with an internal net-
work, mobile node 607 may establish a i-MIP/x-MIP double
tunnel, when it moves to an external network. But once
mobile node 607 detects the necessity of VPN, it may or may
not automatically switch to i-MIP/VPN/x-MIP triple tunnel
mode.

Switching Between Double and Triple Tunnel Mode

Switching between double and triple tunnel modes are
described below.

About Double Tunnel->Triple Tunnel

A trigger packet may be queued until a triple tunnel is
established in order not to start application traffic.

About Triple Tunnel->Double Tunnel

When mobile node 607 and correspondent node 601 fin-
ished application traffic, a VPN tunnel may be removed.

Scenarios

The following describes various network messages and
processes in network nodes including in the mobile node.
There may be various implementations for the mobile node.
For instance, it may include a UNIX-based architecture or a
Windows-based architecture.
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Scenario which Mobile Node Switches from Double to
Triple and Vice Versa for Unix-Based Mobile Node

The following scenario referencing FIGS. 14A-14NN
describes where a mobile node switches from a double tunnel
to a triple tunnel and back again in a UNIX-based mobile
mode.

FIG. 14 A shows a correspondent host 1401, an i-HA 1402,
and a VPN-gw 1403 inside firewall 1404. FIG. 14A also
includes an SMG/x-HA 1405 outside firewall 1404 yet inside
firewall 1406. Finally, a mobile node 1407 is outside firewall
1406. Mobile node 1407 is supported by an external network.
Mobile node 1407 may have a routing table with the follow-
ing information:

a. Destination:default(all destination),Gateway/Interface:

local-router/x

FIG. 14B shows mobile node 1407 when it has detected
that it is located on an external network. Here, mobile node
1407 creates an x-MIP Registration Request and sends it to
SMG/x-HA 1405. The x-MIP Registration Request’s format
is with the following information:

a. Source IP address: local-addr/x

b. Destination IP address: x-HA-addr/x(x-Home Agent

address)

c. Home Address: x-HoA-addr/x

d. Home Agent: x-HA-addr/x

e. Care of Addrss=local-addr/x

f. Reverse tunnel request flag=true

g. Authentication extension values for x-HA

FIG. 14C shows SMG/x-HA 1405 making a mobility bind-
ing. Here, when SMG/x-HA 1405 receives the x-MIP Regis-
tration Request, SMG/x-HA 1405 authenticates it with
authentication extension values. If the authentication is suc-
cessful, then the SMG/x-HA 1405 makes a mobility binding
with the following information:

a. Home address: x-HoA-addr/x, Care of Address: local-

addr/x

SMG/x-HA 1405 may then send an x-MIP Registration
reply to mobile node 1407 with the following information:

a. Source IP address: x-HA-addr/x

b. Destination IP address: local-addr/x

c. Home Address: x-HoA-addr/x

d. Home Agent: x-HA-addr/x

When mobile node 1407 receives the x-MIP Registration
reply, mobile node 1407 may add entries to its routing table
with the following information:

a. Destination: x-HA-addr/x, Gateway/interface: local-

router-addr/x

b. Destination: VPN-gateway-addr/x, Gateway/interface:

x-MIP-tunnel

c. Destination: internal-network-addr/i, Gateway/inter-

face: x-MIP-tunnel

The following shows two methods for i-MIP registration.
Other approaches may also be used. The two approaches are
described below using “SMG” and “MIP”.

FIG. 14D shows SMG registration. Here, mobile node
1407 creates and sends SMG/x-HA 1405 a i-MIP Registra-
tion Request with the following information:

a. Source IP address: local-addr/x

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

e. Care of Address: x-HoA-addr/x

f. Authentication extension values for i-HA

g. Vendor extension for x-HA authentication

When SMG/x-HA 1405 receives the i-MIP Registration
Request, authenticates it and, if authentication succeeds,
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changes Source and Destination IP address information and
send them to i-HA 1402 with the following information:

a. Source IP address: x-HA-addr/x

b. Destination IP address: i-HA-addr/i

FIG. 14E shows SMG registration. When i-HA 1402
receives the i-MIP Registration Request, it authenticates it
and, if authentication is successful, i-HA 1402 creates mobil-
ity bindings with the following information:

a. home address:i-HoA-addr/i, care-of address:x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and send to
SMG/x-HA 1405 with the following information:

a. Source IP address: i-HA-addr/i

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1405 receives the i-MIP Registration
Reply, SMG/x-HA 1405 records reverse mobility bindings
with the following information:

a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used in the split tunnel
mode.

SMG/x-HA 1405 changes the Source IP address and the
Destination IP address and sends a signal to mobile node 1407
with the following information:

a. Source IP address: x-HA-addr/x

b. Destination IP address: local-addr/x

When mobile node 1407 receives the i-MIP Registration
Reply, it adds an entry in its routing table with the following
information:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

FIG. 14F shows mobile node 1407 creating and sending an
i-MIP registration request to SMG/x-HA 1405 with the fol-
lowing information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: i-HA-addr/x

e. Home Address: i-HoA-addr/i

f. Home Agent: i-HA-addr/i

g. Care of Address: x-HoA-addr/x

h. Authentication extension values for i-HA

i. Vendor extension for x-HA authentication

When SMG/x-HA 1405 receives the i-MIP Registration
Request, it authenticates it and, if authentication is successful,
it removes the x-MIP Source and x-MIP Destination IP
address and send to i-HA.

FIG. 14G shows the registration response. When i-HA
1402 receives the i-MIP Registration Request, it authenti-
cates it and, if authentication succeeds, i-HA 1402 creates
mobility bindings with the following information:

a. home address: i-HoA-addr/i, care-of address: x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and send it
to SMG/x-HA 1405 with the following information:

a. Source IP address: i-HA-addr/i

b. Destination IP address: x-HoA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1405 receives the i-MIP Registration
Reply, SMG/x-HA 1405 records reverse mobility bindings
with the following information:
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a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used by split the tunnel
mode.

SMG/x-HA 1405 adds the x-MIP Source IP address and
x-MIP Destination IP address and sends it to mobile node
1407 with the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When mobile node 1407 receives the i-MIP Registration
Reply, it adds an entry in the routing table with the following
information:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

There are at least two types of double MIP tunnels. First,
there is a two mode for double MIP tunnel (x-MIP and i-MIP),
one is Overlaid MIP the other is Split MIP. The following
describe how the data flows between the mobile node 1407
and the correspondent host 1401 in the following figures.

FIG. 14H shows the mobile node 1407 sending data to
correspondent host 1401 without a VPN (overlaid MIP).
When mobile node 1407 sends a data packet, it creates an
encapsulated packet and sends it to SMG/x-HA 1405 with the
following information:

a. x-MIP Source IP address: local-addr/x

b. X-MIP Destination IP address: x-HA-addr/x

c. i-MIP Source IP address: x-HoA-addr/x

d. i-MIP Destination IP address: i-HA-addr/i

e. Source [P address: i-HoA-addr/i

f. Destination IP address: CH-addr/i

g. Payload data

When SMG/x-HA 1405 receives the data packet, it
removes X-MIP IP header and then send it to i-HA 1402.

When i-HA 1402 receives the data packet, it removes
i-MIP IP header, then send the package to correspondent host
1401.

Correspondent host 1401 receives normal IP data packet
which is not encapsulated.

FIG. 141 shows where a correspondent host replies to the
mobile node without a VPN (referred to as overlay API).
When correspondent host 1401 sends a data packet, it creates
the packet and sends it to i-HA 1402 with the following
information:

a. Source [P address: CH-addr/i

b. Destination IP address: i-HoA-addr/i

c. Payload data

When i-HA 1402 receives the data packet, it adds an i-MIP
IP header and sends the packet to the SMG/x-HA 1405 with
the following information:

a. i-MIP Source IP Address: i-HA-addr/i

b. i-MIP destination IP address: x-HoA-addr/x

When SMG/x-HA 1404 receives a data packet, it adds an
x-MIP header and sends it to mobile node 1405 with the
following information:

a. x-MIP Source IP address: x-HA-addr/i

b. x-MIP Destination IP address: local-addr/i

FIG. 14] shows an example where the mobile node 1405
sends data to the correspondent host 1401 without using a
VPN. This may also be referred to as a split MIP.

When mobile node 1405 sends a data packet, it creates an
encapsulated packet and sends it to SMG/x-HA 1404 with the
following information:

a. x-MIP Source IP address: local-addr/x

b. X-MIP Destination IP address: x-HA-addr/x

c. Source IP address: i-HoA-addr/i
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d. Destination IP address: CH-addr/i

e. Payload data

When SMG/x-HA 1404 receives the data packet, it
removes the x-MIP IP header and adds an i-MIP IP header
with reverse mobility bindings, then sends the packet to i-HA
1402 with the following information:

a. i-MIP Source IP address: x-HoA-addr/x

b. i-MIP Destination IP address: i-HA-addr/i

When i-HA 1402 receives the data packet, it removes
i-MIP IP header, then sends it to the correspondent host 1401.

Correspondent host 1401 receives the normal IP data
packet (which is not encapsulated).

FIG. 14K shows correspondent host 1401 replying to
mobile node 1405 without a VPN. When correspondent host
1401 sends a data packet, it creates the packet and sends it
i-HA 1402 with the following information:

a. Source IP address: CH-addr/i

b. Destination IP address: i-HoA-addr/i

c. Payload data

When i-HA 1402 receives the data packet, it adds an i-MIP
IP header and sends the packet to SMG/x-HA 1404 with the
following information:

a. i-MIP Source IP Address: i-HA-addr/i

b. i-MIP destination IP address: x-HoA-addr/x

When SMG/x-HA 1404 receives the data packet, it
removes i-MIP header, adds an x-MIP header, and sends it to
it to mobile node 1405 with the following information:

a. x-MIP Source IP address: x-HA-addr/i

b. x-MIP Destination IP address: local-addr/i

FIG. 14L shows mobile node 1405 requesting a VPN tun-
nel. When mobile node 1405 wants to create a VPN tunnel,
mobile node 1405 initiates a VPN connection request and
send it to SMG/x-HA 1404 with the following information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: VPNgw-addr/x

e. IKE or other protocols

When SMG/x-HA 1404 receives the VPN connection
request, it removes the x-MIP IP header and sends the packet
to VPN-gw 1403 for processing.

FIG. 14M shows a response to the mobile node 1405’s
request for a VPN tunnel. When VPN-gw 1403 receives the
VPN connection request, VPN-gw 1403 creates an outgoing
SPD with the following information:

a. selector:Source address=any,

address=VPNinn-addr1/i

b. action:IPSec tunnel(Source address=VPNgw-addr/x,

Destination address=x-HoA-addr/x)

VPN-gw 1403 creates a VPN connection response and
sends it to SMG/x-HA 1404 with the following information:

a. Source [P address: VPNgw-addr/x

b. Destination IP address: x-HoA-addr/x

c. IKE or other protocols

d. VPN tunnel inner address for MN=VPNinn-addr1/i

e. VPN tunnel inner address for GW=VPNinn-addr2/i

When SMG/x-HA 1404 receives the VPN connection
response, it adds an x-MIP header and sends the packet to
mobile node 1405 with the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When Mobile node receives VPN connection response
adds or change entries to routing table with the following
information:

a. Destination: VPNinn-addr2/i, Gateway/interface:VPN-

tun

b. Destination:i-HA-addr/i, Gateway/interface: VPN-tun

Destination
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c. Destination:internal network, Gateway/interface:VPN-

tun

Mobile node 1405 creates an outgoing SPD with the fol-
lowing information:

a. selector:Source address=VPNinn-addrl/i, Destination

address=internal-network-addr/i

b. action:IPSec tunnel(Source address=x-HoA-addr/x,

Destination address=VPNgw-addr/x)

FIG. 14N shows an i-MIP registration request as passing
through the VPN tunnel.

After creating the VPN connection, the mobile node 1405
may have to reregister i-MIP via the VPN tunnel. To do this,
mobile node 1405 creates an i-MIP registration request and
sends it to SMG/x-HA 1404 with the following information:

a. x-MIP source IP address=local-addr/x

b. x-MIP destination IP address=x-HA-addr/x

c. Source IP address=x-HoA-addr/x

d. Destination IP address=VPNgw-addr/x

e. ESP encrypted packet

f. Source IP address=VPNinn-addrl/i

g. Destination IP address=i-HA-addr/i

h. i-MIP Home address=i-HoA-addr/i

i. i-MIP Home agent=i-HA-addr/i

j. Care of address=VPNinn-addrl/i

When SMG/x-HA 1404 receives an i-MIP registration
request, it removes the x-MIP header and sends it to VPN-
GW.

When VPN-gw 1403 receives an i-MIP registration
request, it removes the IP header, decrypts ESP and sends it to
i-HA 1402.

FIG. 140 shows a response to the i-MIP registration
request through the VPN tunnel. When i-HA 1402 receives
the i-MIP registration request, it modifies its mobility bind-
ings with the following information:

a. home address:i-HoA-addr/i, care of address:VPNinn-

addrl/i

i-HA 1402 creates an i-MIP Registration Reply and sends
it to VPN-gw 1403 with the following information:

a. Source IP address=i-HA-addr/i

b. Destination IP address=VPNinn-addr1/i

c. i-MIP Home Address=i-HoA-addr/i

d. i-MIP Home Agent=i-HA-addr/i

When VPN-gw 1403 receives the i-MIP Registration reply,
it encrypts the IP packet, adds IP header and sends it to
SMG/x-HA 1404 with the following information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=x-HoA-addr/x

When SMG/x-HA 1404 receives the i-MIP Registration
reply, it adds x-MIP header and sends it to mobile node 1405
with the following information:

a. x-MIP Source IP address=x-HA-addr/x

b. x-MIP Destination IP address=local-addr/x

FIG. 14P shows mobile node 1405 sending data to the
correspondent host 1401 using the VPN. Mobile node 1405
creates data and sends it to SMG/x-HA 1404 with the follow-
ing information:

a. x-MIP Source IP address=local-addr/x

b. x-MIP Destination IP address=x-HA -addr/x

c. Source IP address=x-HoA-addr/i

d. Destination IP address=VPNgw-addr/x

e. ESP encrypted packet

f. i-MIP Source IP address=VPNinn-addrl/i

g. i-MIP Destination IP address=i-HA-addr/i

h. Source IP address=i-HoA-addr/i

1. Destination IP address=CH-addr/i

j. Payload data
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When SMG/x-HA 1404 receives the data, it removes
x-MIP IP header and sends it to VPN-gw 1403. When VPN-
gw 1403 receives the data, it removes the IP header, decrypts
ESP and sends the packet to i-HA 1402. When i-HA 1402
receives the data, it remove the i-MIP IP header and send it to
correspondent host 1401.

FIG. 14Q shows correspondent host 1401 sending data to
mobile node 1405 using the VPN. When correspondent host
1401 sends data, the correspondent host 1401 creates a data
packet and sends it to i-HA 1402 with the following informa-
tion:

a. Source [P address=CH-addr/i

b. Destination IP address=i-HoA-addr/i

c. payload data

When i-HA 1402 receives the data, i-HA 1402 adds an
i-MIP IP header and sends it to VPN-gw 1403 with the fol-
lowing information:

a. i-MIP Source address=i-HA-addr/i

b. i-MIP Destination address=VPNinn-addr1/i

When VPN-gw 1403 receives the data, it encrypts the data,
adds an IP header and sends it to SMG/x-HA 1404 with the
following information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=VPNinn-addr1/i

When SMG/x-HA 1404 receives the data, it adds an x-MIP
header and sends the packet to mobile node 1405 with the
following information:

a. x-MIP Source IP address=x-HA-addr/x

b. x-MIP Destination IP address=local-addr/x

FIG. 14R shows mobile node 1405 moving to another
external network. When mobile node 1405, which used a
triple tunnel, has moved to another external network, a rout-
ing table entry for x-HA-addr/x is changed with the following
information:

a. Destination:x-HA-addr/x, Gateway/interface: local-

router-addr2/x

Mobile node 1405 creates x-MIP Registration request for
re-registration and sends it to SMG/x-HA 1404 with the fol-
lowing information:

a. Source [P address=local-addr2/x

b. Destination IP address=x-HA-addr/x

c. x-MIP Home address=x-HoA-addr/x

d. x-MIP Home agent=x-HA-addr/x

e. care of address=local-addr2/x

FIG. 14S shows mobile node 1405 moving to another
external network (x-MIP registration response). When SMG/
x-HA 1404 receives an x-MIP Registration Request, changes
its mobility bindings with the following information:

a. home address:x-HoA-addr/x,care-of address:local-

addr2/x

SMG/x-HA 1404 creates x-MIP Registration Reply and
sends it to mobile node 1405 with the following information:

a. Source [P address=x-HA-addr/x

b. Destination IP address=local-addr2/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

FIGS. 14T, 14U, 14V, and 14W relate to i-MIP registra-
tions. Here, once mobile node 1405 removes the VPN tunnel,
mobile node 1405 may need to reregister the i-MIP tunnel via
x-MIP. There are 2 scenarios shown, for example: one is
i-MIP registration via the SMG, the other is i-MIP registra-
tion through the x-MIP tunnel.

For the following, mobile node 1405 is in the original
external network the local address is local-addr/x.
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In FIG. 14T, mobile node 1405 creates and sends an i-MIP
Registration Request to SMG/x-HA 1404 with the following
information:

a. Source [P address: local-addr/x

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

e. Care of Address: x-HoA-addr/x

f. Authentication extension values for i-HA

g. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Registration
Request, it authenticates the request and, if authentication is
successful, changes the Source and Destination IP addresses
and sends it to i-HA 1402 with the following information:

a. Source [P address: x-HA-addr/x

b. Destination IP address: i-HA-addr/i

In FIG. 14V, i-HA 1402 receives the i-MIP Registration
Request, authenticates it and, if authentication is successful,
i-HA 1402 changes mobility bindings with the following
information:

a. home address:i-HoA-addr/i, care-of address:x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and sends
it to SMG/x-HA 1404 with the following information:

a. Source [P address: i-HA-addr/i

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives the i-MIP Registration
Reply, SMG/x-HA 1404 records reverse mobility bindings
with the following information:

a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used by the split tunnel
mode.

SMG/x-HA 1404 changes the Source IP address and the
Destination IP address and sends the request it to mobile node
1405 with the following information:

a. Source [P address: x-HA-addr/x

b. Destination IP address: local-addr/x

When mobile node 1405 receives the i-MIP Registration
Reply, the changes are entered in to the routing table as
follows:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

In FIG. 14U, mobile node 1405 creates an i-MIP Registra-
tion Request and sends it to SMG/x-HA 1404 with the fol-
lowing information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: i-HA-addr/x

e. Home Address: i-HoA-addr/i

f. Home Agent: i-HA-addr/i

g. Care of Address: x-HoA-addr/x

h. Authentication extension values for i-HA

i. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Registration
Request, the SMG/x-HA 1404 authenticates it and, if authen-
tication is successful, removes x-MIP Source and x-MIP Des-
tination IP addresses and sends it to i-HA 1402.

In FIG. 14W, when i-HA 1402 receives the i-MIP Regis-
tration Request, i-HA 1402 authenticates it and, if authenti
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cation is successful, i-HA 1402 changes mobility bindings
with the following information:

a. home address: i-HoA-addr/i, care-of address: x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and sends
it to SMG/x-HA 1404 with the following information:

a. Source IP address: i-HA-addr/i

b. Destination IP address: x-HoA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives the i-MIP Registration
Reply, SMG/x-HA 1404 records the reverse mobility bind-
ings with the following information:

a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used by the split tunnel
mode.

SMG/x-HA adds the x-MIP Source IP address and x-MIP
Destination IP address and sends it to mobile node 1405 with
the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When mobile node 1405 receives i-MIP Registration
Reply, it adds an entry to the routing table with the following
information:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

FIG. 14X shows the mobile node 1405 disconnecting from
the VPN tunnel. After deregistration of i-MIP, mobile node
1405 creates a VPN disconnection request and sends it to
SMG/x-HA 1404 with the following information:

a. x-MIP Source IP address=local-addr/x

b. x-MIP Destination IP address=x-HA-addr/x

c. Source IP address=x-HoA-addr/x

d. Destination IP address=VPNgw-addr/x

e. VPN disconnection request

When SMG/x-HA 1404 receives the VPN disconnection
request, it removes the x-MIP IP header and sends the request
to VPN-gw 1403.

FIG. 14Y shows a response to the mobile node 1405’s
request to disconnect the VPN tunnel. When VPN-gw 1403
receives the VPN disconnection request, it deletes the outgo-
ing SPD, creates a VPN disconnection response and sends it
to SMG/x-HA 1404 with the following information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=x-HoA-addr/x

c. VPN disconnection response

When SMG/x-HA 1404 receives the VPN disconnection
request, it adds an x-MIP IP header and sends the request to
mobile node 1405 with the following information:

a. x-MIP Source IP address=x-HA-addr/x

b. x-MIP Destination IP address=local-addr/x

When mobile node 1405 receives the VPN disconnection
request, the mobile node 1405 deletes the entry of routing
table for VPNinnaddr2/i and i-HA-addr/i

The following describes i-MIP deregistrations. There are at
least two methods for sending a deregistration request: one is
via SMG and the other is through an x-MIP tunnel.

FIG. 147 shows sending the deregistration request through
the SMG. Here, mobile node 1405 creates and sends to SMG/
x-HA an i-MIP Deregistration Request with the following
information:

a. Source IP address: local-addr/x

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i
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d. Home Agent: i-HA-addr/i

e. Care of Address: x-HoA-addr/x

f. Lifetime=0

g. Authentication extension values for i-HA

h. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Deregistration
Request, the SMG/x-HA 1404 authenticates it and, if authen-
tication is successful, changes a Source and Destination IP
address and send the request to i-HA 1402 with the following
information:

a. Source [P address: x-HA-addr/x

b. Destination IP address: i-HA-addr/i

FIG. 14BB shows further handling of the SMG deregistra-
tion request. When i-HA 1402 receives the i-MIP Deregistra-
tion Request, i-HA 1402 authenticates it and, if authentica-
tion is successful, i-HA 1402 deletes the mobility bindings.

i-HA 1402 creates an i-MIP Deregistration Reply and
sends it to SMG/x-HA 1404 with the following information:

a. Source [P address: i-HA-addr/i

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives the i-MIP Deregistration
Reply, SMG/x-HA 1404 deletes the reverse mobility bind-
ings. Also, SMG/x-HA 1404 changes the Source IP address
and the Destination IP address and sends the rely mobile node
1405 with the following information:

a. Source [P address: x-HA-addr/x

b. Destination IP address: local-addr/x

When mobile node 1405 receives the i-MIP Deregistration
Reply, the mobile node 1405 changes the entry of the routing
table with the following information:

a. Destination: internal network address/i, Gateway/inter-

face: x-MIP-tunnel shutting down

FIGS. 147-14EE show the mobile node 1405 shutting
down the tunnels.

FIG. 14AA shows the i-MIP deregistration request being
sent through the x-MIP tunnel. Mobile node 1405 creates a
i-MIP Deregistration Request and sends it to SMG/x-HA
1404 with the following information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: i-HA-addr/x

e. Home Address: i-HoA-addr/i

f. Home Agent: i-HA-addr/i

g. Care of Address: x-HoA-addr/x

h. Lifetime=0

i. Authentication extension values for i-HA

j. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Deregistration
Request, the SMG/x-HA 1404 authenticates it and, if authen-
tication is successful, removes the x-MIP Source and x-MIP
Destination IP address and sends the request to i-HA 1402.

FIG. 14CC shows a continuing response of the system with
the deregistration request. When i-HA 1402 receives the
i-MIP Deregistration Request, i-HA 1402 authenticates it
and, if authentication is successful, i-HA 1402 deletes mobil-
ity bindings.

i-HA 1402 creates an i-MIP Deregistration Reply and
sends 1 to SMG/x-HA 1404 with the following information:

a. Source [P address: i-HA-addr/i

b. Destination IP address: x-HoA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i
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When SMG/x-HA 1404 receives the i-MIP Registration
Reply, SMG/x-HA 1404 deletes reverse mobility bindings.
SMG/x-HA 1404 adds the x-MIP Source IP address and
x-MIP Destination IP address and sends the reply to mobile
node 1405 with the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When mobile node 1405 receives an i-MIP Deregistration
Reply, it changes the entry of the routing table with the
following information:

a. Destination: internal network address/i, Gateway/inter-

face: x-MIP-tunnel

FIG. 14DD shows the handling of an x-MIP deregistration
request. When mobile node 1405 deregisters i-MIP, mobile
node 1405 creates an x-MIP Deregistration request and sends
it to SMG/x-HA 1404 with the following information:

a. Source IP address=local-addr/x

b. Destination IP address=x-HA-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

e. Care of address=local-addr/x

f. Lifetime=0

g. Authentication extension values for x-HA

FIG. 14EE shows the handling of the x-MIP deregistration
response. When SMG/x-HA 1404 receives the x-MIP Dereg-
istration request, after successful authentication, SMG/x-HA
1404 creates an x-MIP Deregistration reply and sends it to
mobile node 1405 with the following information:

a. Source IP address=x-HA-addr/x

b. Destination IP address=local-addr/x

c. Home Address=x-HoA-addr/x

d. Home Agent=x-HA-addr/x

When mobile node 1405 receives an x-MIP deregistration
reply, mobile node 1405 deletes entries in the routing table for
Internal-network-addr/i, VPNgw-addr/x. and changes the
following information:

a. Destination:dafault, Gateway/interface: local-router-

addr/x

The following shows mobile node 1405 returning to an
internal network. In particular, FIGS. 14GG-14NN show
mobile node 1405 moving to the internal visited network
when mobile node 1405 is in a triple tunnel mode-like state as
shown in FIG. 14FF.

In FIG. 14GG, mobile node 1405 moves to an internal
visited network (using an i-MIP registration request). When
mobile node 1405 moves to an internal visited network, the
routing table is changed for x-HA-addr/x and default to local-
router-addr/i.

Mobile node 1405 creates an i-MIP registration request
and sends it to i-HA 1402 with the following information:

a. Source IP address=local-addr/i

b. Destination IP address=i-HA-addr/i

c. i-MIP Home Address=i-HoA-addr/i

d. i-MIP Home Agent=i-HA-addr/i

e. Care of Address=local-addr/i

FIG. 14HH shows the i-MIP registration response. When
i-HA 1402 receives an i-MIP Registration Request, it changes
the mobility bindings with the following information:

a. home address:i-HoA-addr/i, care-of-address:local-

addr/i

i-HA 1402 creates an i-MIP Registration reply and sends it
to mobile node 1405 with the following information:

a. Source IP address=i-HA-addr/i

b. Destination IP address=local-addr/i

c. i-MIP Home address=i-HoA-addr/i

d. i-MIP Home agent=i-HA-addr/i
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When mobile node 1405 receives an i-MIP Registration
reply, it adds an entry in the routing table with the following
information:

a. Destination:i-HA-addr/i, Gateway/interface: local-
router-addr/i
b. Destination:internal-network-addr/i, Gateway/inter-

face:i-MIP-tun

FIG. 1411 shows an x-MIP registration request. Here
mobile node 1405 registers SMG/x-HA 1404 to disconnect
VPN tunnel via x-MIP tunnel. Mobile node 1405 creates an
x-MIP registration request and sends it to SMG/x-HA 1404
with the following information:

a. Source [P address=local-addr/i

b. Destination IP address=x-HA-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

e. Care of Address=local-addr/i

In FIG. 14B, handling of an x-MIP registration response is
shown. When SMG/x-HA 1404 receives an x-MIP registra-
tion request, it changes mobility bindings with the following
information:

a. home address:x-HoA-addr/x,

addr/i

SMG/x-HA 1404 creates an x-MIP registration reply and
sends it to mobile node 1405 with the following information:

a. Source [P address=x-HA-addr/x

b. Destination [P address=local-addr/i

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

FIG. 14KK shows the mobile node 1405 disconnecting the
VPN tunnel. Mobile node 1405 creates a VPN disconnection
request and sends it to SMG/x-HA 1404 with the following
information:

a. x-MIP Source IP address=local-addr/i

b. x-MIP Destination IP address=x-HA-addr/x

c. Source [P address=x-HoA-addr/x

d. Destination IP address=VPNgw-addr/x

e. VPN disconnection request

When SMG/x-HA 1404 receives the VPN disconnection
request, it removes the x-MIP IP header and sends it to VPN-
gw 1403.

FIG. 14LL shows a response to the mobile node 1405°s
VPN disconnection request. When VPN-gw 1403 VPN-GW
receives the VPN disconnection request, it creates a VPN
disconnection response and sends it to SMG/x-HA 1404 with
the following information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=x-HoA-addr/x

c. VPN disconnection response

When SMG/x-HA 1404 receives the VPN disconnection
response, it adds an x-MIP IP header and sends it to mobile
node 1405 with the following information:

a. x-MIP Source 1P address=x-HA-addr/x

b. x-MIP Destination [P address=local-addr/i

When mobile node 1405 receives an VPN disconnection
response, it deletes entry of routing table for VPNinnaddr2/i.

FIG. 14MM shows an x-MIP deregistration request.
Mobile node 1405 creates an x-MIP deregistration request
and sends it to SMG/x-HA 1404 with the following informa-
tion:

a. Source [P address=local-addr/i

b. Destination IP address=x-HA-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home agent=x-HA-addr/x

e. Care of address=local-addr/i

f. lifetime=0

g. authentication extension values for x-HA

care-of-adress:local-
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FIG. 14NN shows the x-MIP deregistration response.
When SMG/x-HA 1404 receives the x-MIP Deregistration
request and, after successful authentication, the SMG/x-HA
1404 deletes the mobility bindings, creates an x-MIP Dereg-
istration reply and sends it to mobile node 1405 with the
following information:
a. Source [P address=x-HA-addr/x
b. Destination IP address=local-addr/i
c. x-MIP Home Address=x-HoA-addr/x
d. x-MIP Home Agent=x-HA-addr/x
When mobile node 1405 receives the x-MIP Deregistration
reply, it deletes the entry in the routing table for VPNg-
waddr/x
Scenario which Mobile Node is a Windows-Like Imple-
mentation
The following describes the above scenario where the
mobile node has a Windows-based implementation. Here, the
following shows how mobile node 1405 switches from a
double MIP tunnel to triple tunnel mode. FIGS. 15A-15BB
are described in relation to FIGS. 14A-14NN. FIGS. 15A-
15BB show mobile node 1405 with the following:
a. Application 1501
b. Controller 1502
c. TCP/IP Driver 1503
d. Routing Table 1504
e. i-MIP Driver 1505
f. VPN Driver 1506
g. Xx-MIP Driver 1507
h. NIC 1 Driver 1508
i. NIC 2 Driver 1509
j- Network Interface Card 1 1510
k. Network Interface Card 2 1511
In FIG. 14A, mobile node 1405 is powered on in an exter-
nal network. Mobile node 1405 has a routing table with the
following information:
a. Destination:default(all destination),Gateway/Interface:
local-router/x
In FIG. 14B and FIG. 15A, mobile node 1405 detects it is
located in an external network. Next, mobile node 1405 cre-
ates an x-MIP Registration Request and sends it to SMG/x-
HA 1404. x-MIP Registration Request includes the following
information:
a. Source IP address: local-addr/x
b. Destination IP address: x-HA-addr/x(x-Home Agent
address)
c. Home Address: x-HoA-addr/x
d. Home Agent: x-HA-addr/x
e. Care of Address=local-addr/x
f. Reverse tunnel request flag=true
g. Authentication extension values for x-HA
InFIGS. 14C and 15B, when SMG/x-HA 1404 receives an
x-MIP Registration Request, SMG/x-HA 1404 authenticates
it with authentication extension values. If the authentication
is successful, then SMG/x-HA 1404 makes a mobility bind-
ing with the following information:
a. Home address: x-HoA-addr/x, Care of Address: local-
addr/x
Next, SMG/x-HA 1404 sends an x-MIP Registration reply
to mobile node 1405 with the following information:
a. Source IP address: x-HA-addr/x
b. Destination IP address: local-addr/x
c. Home Address: x-HoA-addr/x
d. Home Agent: x-HA-addr/x
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When mobile node 1405 receives the x-MIP Registration
reply, mobile node 1405 adds an entry to routing table 1504
with the following information:

a. Destination: x-HA-addr/x, Gateway/interface: local-

router-addr/x

b. Destination: VPN-gateway-addr/x, Gateway/interface:

x-MIP-tunnel

c. Destination: internal-network-addr/i, Gateway/inter-

face: x-MIP-tunnel

The following describes i-MIP registration. There are sev-
eral methods available to make an i-MIP tunnel. The follow-
ing shows two examples including using the SMG and the
MIP.

FIGS. 14D and 15C show the creation of the i-MIP tunnel
using the SMG. Mobile node 1405 creates and send to SMG/
x-HA 1404 an i-MIP Registration Request with the following
information:

a. Source [P address: local-addr/x

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

e. Care of Address: x-HoA-addr/x

f. Authentication extension values for i-HA

g. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives i-MIP Registration
Request, it authenticates it and, if authentication is successful,
it changes the Source and Destination IP addresses and send
the request to i-HA 1402 with the following information:

a. Source [P address: x-HA-addr/x

b. Destination IP address: i-HA-addr/i

FIGS. 14F and 15E show the next step using the SMG.
When i-HA 1402 receives an i-MIP Registration Request, the
i-HA 1402 authenticates it and, if authentication is success-
ful, i-HA 1402 creates mobility bindings with the following
information:

a. home address:i-HoA-addr/i, care-of address:x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and sends
it to SMG/x-HA 1404 with the following information:

a. Source [P address: i-HA-addr/i

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives the i-MIP Registration
Reply, SMG/x-HA 1404 records reverse mobility bindings
with the following information:

a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used by the split tunnel
mode.

SMG/x-HA 1404 changes the Source IP address and the
Destination IP address and sends it to mobile node 1405 with
the following information:

a. Source [P address: x-HA-addr/x

b. Destination IP address: local-addr/x

When mobile node 1405 receives the i-MIP Registration
Reply, it adds an entry in the routing table 1504 with the
following information:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

FIGS. 14E and 15D show creation of the i-MIP using an
alternate approach. Mobile node 1405 creates and sends to
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SMG/x-HA 1404 the i-MIP Registration Request with the
following information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: i-HA-addr/x

e. Home Address: i-HoA-addr/i

f. Home Agent: i-HA-addr/i

g. Care of Address: x-HoA-addr/x

h. Authentication extension values for i-HA

i. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Registration
Request, it authenticates it and, if authentication is successful,
removes the x-MIP Source and x-MIP Destination IP
addresses and sends the request to i-HA 1402.

FIGS. 14G and 15F show further processing of the regis-
tration request. When i-HA 1402 receives the i-MIP Regis-
tration Request, it authenticates it and, if authentication is
successful, i-HA 1402 creates mobility bindings with the
following information:

a. home address: i-HoA-addr/i, care-of address: x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and sends
it to SMG/x-HA 1404 with the following information:

a. Source IP address: i-HA-addr/i

b. Destination IP address: x-HoA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives the i-MIP Registration
Reply, SMG/x-HA 1404 records reverse mobility bindings
with the following information:

a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used by the split tunnel
mode.

Next, SMG/x-HA 1404 adds the x-MIP Source IP address
and x-MIP Destination IP address and sends the reply to
mobile node 1405 with the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When mobile node 1405 receives the i-MIP Registration
Reply, it adds an entry to routing table 1504 with the follow-
ing information:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

The following describes two types of double MIP tunnels:
overlaid and split. These are apparent where data are trans-
mitted between mobile node 1405 and correspondent host
1401.

FIGS. 14H and 15G show an overlaid approach with data
sent from mobile node 1405 to correspondent host 1401.
‘When mobile node 1405 sends a data packet, the mobile node
1405 creates an encapsulated packet and sends it to SMG/x-
HA 1404 with the following information:

a. x-MIP Source IP address: local-addr/x

b. X-MIP Destination IP address: x-HA-addr/x

c. i-MIP Source IP address: x-HoA-addr/x

d. i-MIP Destination IP address: i-HA-addr/i

e. Source IP address: i-HoA-addr/i

f. Destination IP address: CH-addr/i

g. Payload data
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When SMG/x-HA 1404 receives the data packet, it remove
the x-MIP IP header, then sends to i-HA 1402. When i-HA
1402 receives the data packet, it removes i-MIP IP header, and
then sends the packet to correspondent host 1401. Correspon-
dent host 1401 then receives the normal IP data packet with-
out encapsulation.

FIGS. 141 and 15H show the correspondent host 1401
sending a packet to mobile node 1405 using the overlaid
tunnel. When correspondent host 1401 sends a data packet, it
creates the packet and sends it to i-HA 1402 with the follow-
ing information:

a. Source IP address: CH-addr/i

b. Destination IP address: i-HoA-addr/i

c. Payload data

When i-HA 1402 receives the data packet, it adds an i-MIP
IP header and sends the packet to SMG/x-HA 1404 with the
following information:

a. i-MIP Source IP Address: i-HA-addr/i

b. i-MIP destination IP address: x-HoA-addr/x

When SMG/x-HA 1404 receives the data packet, it adds an
x-MIP header and sends it to mobile node 1405 with the
following information:

a. x-MIP Source IP address: x-HA-addr/i

b. x-MIP Destination IP address: local-addr/i

FIGS. 147] and 151 show a split tunnel for data sent from
mobile node 1405 to correspondent host 1401. When mobile
node 1405 sends a data packet, mobile node 1405 creates an
encapsulated packet and sends it to SMG/x-HA 1404 with the
following information:

a. x-MIP Source IP address: local-addr/x

b. X-MIP Destination IP address: x-HA-addr/x

c. Source IP address: i-HoA-addr/i

d. Destination IP address: CH-addr/i

e. Payload data

When SMG/x-HA 1404 receives the data packet, it
removes the x-MIP IP header and adds an i-MIP IP header
with reverse mobility bindings, then sends it to i-HA 1402
with the following information:

a. i-MIP Source IP address: x-HoA-addr/x

b. i-MIP Destination IP address: i-HA-addr/i

When i-HA 1402 receives the data packet, it removes the
i-MIP IP header, then sends it to correspondent host 1401.

Correspondent host 1401 receives the normal IP data
packet having been decapsulated.

FIGS. 14K and 15J show correspondent host 1401 sending
data to mobile node 1405. When correspondent host 1401
desires to send a data packet, it creates a packet and sends it to
i-HA 1402 with the following information:

a. Source IP address: CH-addr/i

b. Destination IP address: i-HoA-addr/i

c. Payload data

When i-HA 1402 receives the data packet, it adds an i-MIP
IP header and sends the packet to SMG/x-HA 1404 with the
following information:

a. i-MIP Source IP Address: i-HA-addr/i

b. i-MIP destination IP address: x-HoA-addr/x

When SMG/x-HA 1404 receives the data packet, it
removes the i-MIP header and adds an x-MIP header and
sends the packet to mobile node 1405 with the following
information:

a. x-MIP Source IP address: x-HA-addr/i

b. x-MIP Destination IP address: local-addr/i

FIGS. 141 and 15K show a mobile node 1405 requesting a
setup of a VPN tunnel. When mobile desires to create an VPN
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tunnel, mobile node 1405 creates a VPN connection request
and sends it to SMG/x-HA with the following information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: VPNgw-addr/x

e. IKE or other protocols

When SMG/x-HA 1404 receives the VPN connection
request, it removes the x-MIP IP header and sends the request
to VPN-gw 1403.

FIGS. 14M and 151 show a corresponding response. When
VPN-gw 1403 receives the VPN connection request, VPN-
gw 1403 creates an outgoing SPD with the following infor-
mation:

a. selector:Source

address=VPNinn-addr1/i

b. action:IPSec tunnel(Source address=VPNgw-addr/x,

Destination address=x-HoA-addr/x)

VPN-gw 1403 creates a VPN connection response and
sends it to SMG/x-HA 1404 with the following information:

a. Source [P address: VPNgw-addr/x

b. Destination IP address: x-HoA-addr/x

c. IKE or other protocols

d. VPN tunnel inner address for MN=VPNinn-addr1/i

e. VPN tunnel inner address for GW=VPNinn-addr2/i

When SMG/x-HA 1404 receives the VPN connection
response, it adds an x-MIP header and sends it to mobile node
1405 with the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When mobile node 1405 receives the VPN connection
response, it adds or changes entries to routing table 1504 with
the following information:

a. Destination: VPNinn-addr2/i, Gateway/interface:VPN-

tun

b. Destination:i-HA-addr/i, Gateway/interface: VPN-tun

c. Destination:internal network, Gateway/interface:VPN-

tun

Also, mobile node 1405 creates an outgoing SPD with the
following information:

a. selector:Source address=VPNinn-addrl/i, Destination

address=internal-network-addr/i

b. action:IPSec tunnel(Source address=x-HoA-addr/x,

Destination address=VPNgw-addr/x)

FIGS. 14N and 15M show an i-MIP registration request in
the presence of a VPN tunnel. After a VPN connection is
made, mobile node 1405 may need to reregister i-MIP via
VPN tunnel. Mobile node 1405 creates an i-MIP registration
request and sends it to SMG/x-HA 1404 with the following
information:

a. x-MIP source IP address=local-addr/x

b. x-MIP destination IP address=x-HA-addr/x

c. Source IP address=x-HoA-addr/x

d. Destination IP address=VPNgw-addr/x

e. ESP encrypted packet

f. Source IP address=VPNinn-addrl/i

g. Destination IP address=i-HA-addr/i

h. i-MIP Home address=i-HoA-addr/i

i. i-MIP Home agent=i-HA-addr/i

j. Care of address=VPNinn-addr1/i

When SMG/x-HA 1404 receives i-MIP registration
request, it removes the x-MIP header and sends it to VPN-gw
1403.

When VPN-gw 1403 receives i-MIP registration request, it
removes the IP header, decrypts ESP and sends it to i-HA
1402.

address=any, Destination
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FIGS. 140 and 15N show an i-MIP registration response
through the VPN tunnel. When i-HA 1402 receives the i-MIP
registration request, the i-HA 1402 changes its mobility bind-
ings with the following information:

a. home address:i-HoA-addr/i, care of address:VPNinn-

addrl/i

i-HA 1402 creates an i-MIP Registration Reply and sends
it to VPN-gw 1403 with the following information:

a. Source [P address=i-HA-addr/i

b. Destination IP address=VPNinn-addr1/i

c. i-MIP Home Address=i-HoA-addr/i

d. i-MIP Home Agent=i-HA-addr/i

When VPN-gw 1403 receives the i-MIP registration reply,
it encrypts the IP packet, adds an IP header and sends it to
SMG/x-HA 1404 with the following information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=x-HoA-addr/x

When SMG/x-HA 1404 receives the i-MIP Registration
reply, it adds an x-MIP header and sends the packet to mobile
node 1405 with the following information:

a. x-MIP Source 1P address=x-HA-addr/x

b. x-MIP Destination 1P address=local-addr/x

FIGS. 14P and 150 show mobile node 1405 sending data to
correspondent host 1401 using the VPN. Mobile node 1405
creates data and sends it to SMG/x-HA 1404 with the follow-
ing information:

a. x-MIP Source 1P address=local-addr/x

b. x-MIP Destination IP address=x-HA-addr/x

c. Source [P address=x-HoA-addr/i

d. Destination IP address=VPNgw-addr/x

e. ESP encrypted packet

f. i-MIP Source IP address=VPNinn-addrl/i

g. i-MIP Destination IP address=i-HA-addr/i

h. Source IP address=i-HoA-addr/i

i. Destination IP address=CH-addr/i

j. Payload data

When SMG/x-HA 1404 receives the data, it removes the
x-MIP IP header and sends it to VPN-gw 1403. When VPN-
gw 1403 receives the data, it removes the IP header, decrypts
ESP, and sends it to i-HA 1402. When i-HA 1402 receives the
data, it removes the i-MIP IP header and sends it to corre-
spondent host 1401.

FIGS. 14Q and 15P show correspondent host 1401 sending
data to the mobile node 1405 with the VPN. When the corre-
spondent host 1401 desires to send data, the correspondent
host 1401 creates the data and sends it to i-HA 1402 with the
following information:

a. Source [P address=CH-addr/i

b. Destination IP address=i-HoA-addr/i

c. payload data

When i-HA 1402 receives the data, i-HA 1402 adds an
i-MIP IP header and sends it to VPN-gw 1403 with the fol-
lowing information:

a. i-MIP Source address=i-HA-addr/i

b. i-MIP Destination address=VPNinn-addrl/i

When VPN-gw 1403 receives the data, it encrypts the data
and adds an IP header and sends it to SMG/x-HA 1404 with
the following information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=VPNinn-addr1/i

When SMG/x-HA 1404 receives the data, it adds the
x-MIP header and sends it to mobile node 1405 with the
following information:

a. x-MIP Source 1P address=x-HA-addr/x

b. x-MIP Destination 1P address=local-addr/x

FIGS. 14R and 15Q show mobile node 1405 moving to
another external network. When mobile node 1405 (using a
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triple tunnel) has moved to another external network, a rout-
ing table entry for x-HA-addr/x is modified with the follow-
ing information:

a. Destination:x-HA-addr/x, Gateway/interface: local-

router-addr2/x

Mobile node 1405 creates an x-MIP Registration request
for re-registration and sends it to SMG/x-HA 1404 with the
following information:

a. Source [P address=local-addr2/x

b. Destination IP address=x-HA-addr/x

c. x-MIP Home address=x-HoA-addr/x

d. x-MIP Home agent=x-HA-addr/x

e. care of address=local-addr2/x

FIGS. 14S and 15R show mobile node 1405 moving to
another external network (with an x-MIP registration
response). When SMG/x-HA 1404 receives an x-MIP Regis-
tration Request, it changes its mobility bindings with the
following information:

a. home address:x-HoA-addr/x,care-of address:local-

addr2/x

Next, SMG/x-HA 1404 creates an x-MIP Registration
Reply and sends it to mobile node 1405 with the following
information:

a. Source [P address=x-HA-addr/x

b. Destination IP address=local-addr2/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

The following relates to i-MIP registration. FIGS. 14T-
14W relate to the various approaches for registration as
described above. Here, mobile node 1405 is in an original
external network and the local address is local-addr/x.

In FIG. 14T, mobile node 1405 creates and sends to SMG/
x-HA 1404 an i-MIP Registration Request with the following
information:

a. Source IP address: local-addr/x

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

e. Care of Address: x-HoA-addr/x

f. Authentication extension values for i-HA

g. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Registration
Request, it authenticates it and, if authentication is successful,
changes the Source and Destination IP addresses and send the
request to i-HA 1402 with the following information:

a. Source IP address: x-HA-addr/x

b. Destination IP address: i-HA-addr/i

In FIG. 14V, when i-HA 1402 receives the i-MIP Registra-
tion Request, it authenticates it and, if authentication is suc-
ceed, i-HA 1402 changes its mobility bindings with the fol-
lowing information:

a. home address:i-HoA-addr/i, care-of address:x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and sends
it to SMG/x-HA 1404 with the following information:

a. Source IP address: i-HA-addr/i

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives i-MIP Registration
Reply, SMG/x-HA 1404 records reverse mobility bindings
with the following information:

a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used by a split tunnel
mode.

IPR2025-00172
Apple EX1007 Page 162



US 8,792,454 B2

35

SMG/x-HA 1404 changes the Source IP address and the
Destination IP addresses and sends the reply to mobile node
1405 with the following information:

a. Source [P address: x-HA-addr/x

b. Destination IP address: local-addr/x

When mobile node 1405 receives the i-MIP Registration
Reply, it changes an entry of routing table 1504 with the
following information:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

In FIG. 14U, mobile node 1405 creates and sends to SMG/
x-HA 1404 an i-MIP Registration Request with the following
information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: i-HA-addr/x

e. Home Address: i-HoA-addr/i

f. Home Agent: i-HA-addr/i

g. Care of Address: x-HoA-addr/x

h. Authentication extension values for i-HA

i. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Registration
Request, it authenticates the request and, if authentication is
successful, removes x-MIP Source and x-MIP Destination IP
address and send to i-HA 1402 with the following informa-
tion:

In FIG. 14W, when i-HA 1402 receives the i-MIP Regis-
tration Request, it authenticates the request and, if authenti-
cation is succeed, i-HA 1402 changes mobility bindings with
the following information:

a. home address: i-HoA-addr/i, care-of address: x-HoA-

addr/x

i-HA 1402 creates an i-MIP Registration Reply and sends
it to SMG/x-HA 1404 with the following information:

a. Source [P address: i-HA-addr/i

b. Destination IP address: x-HoA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives an i-MIP Registration
Reply, SMG/x-HA 1404 records the reverse mobility bind-
ings with the following information:

a. Source Address: i-HoA-addr/x, i-HA address: i-HA-

addr/i

Reverse mobility bindings may be used by split tunnel
mode.

The SMG/x-HA 1404 adds the x-MIP Source IP address
and x-MIP Destination IP address to the reply and sends it to
mobile node 1405 with the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When mobile node 1405 receives i-MIP Registration
Reply, adds entry of routing table with the following infor-
mation:

a. Destination: i-HA-addr/i, Gateway/interface: x-MIP-

tunnel

b. Destination: internal network address/i, Gateway/inter-

face: i-MIP-tunnel

FIGS. 14X and 15S show the mobile node 1405 discon-
necting from the VPN tunnel. After deregistration of i-MIP,
mobile node 1405 creates a VPN disconnection request and
sends it to SMG/x-HA 1404 with the following information:

a. x-MIP Source 1P address=local-addr/x

b. x-MIP Destination IP address=x-HA-addr/x

c. Source [P address=x-HoA-addr/x
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d. Destination IP address=VPNgw-addr/x

e. VPN disconnection request

When SMG/x-HA 1404 receives the VPN disconnection
request, it removes the x-MIP IP header and sends it to VPN-
gw 1403.

FIGS. 14Y and 15T show the response to the mobile node
1405 disconnect request. When VPN-gw 1403 receives the
VPN disconnection request, it deletes the outgoing SPD,
creates a VPN disconnection response, and sends it to SMG/
x-HA 1404 with the following information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=x-HoA-addr/x

c. VPN disconnection response

When SMG/x-HA 1404 receives the VPN disconnection
response, it adds an x-MIP IP header and sends the response
to mobile node 1405 with the following information:

a. x-MIP Source IP address=x-HA-addr/x

b. x-MIP Destination IP address=local-addr/x

When mobile node 1405 receives VPN disconnection
response, it deletes entry of routing table for VPNinnaddr2/i
and i-HA-addr/i

The following relate to i-MIP deregistration. There are two
methods for sending deregistration requests: one is via SMG,
and the other is through x-MIP tunnel.

FIG. 147 relates to sending the request by SMG. Here,
mobile node 1405 creates and sends to SMG/x-HA 1404 the
i-MIP Deregistration Request with the following informa-
tion:

a. Source IP address: local-addr/x

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

e. Care of Address: x-HoA-addr/x

f. Lifetime=0

g. Authentication extension values for i-HA

h. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives the i-MIP Deregistration
Request, it authenticates it and, if authentication is successful,
changes eh Source and Destination IP addresses and sends the
request to i-HA 1402 with the following information:

a. Source IP address: x-HA-addr/x

b. Destination IP address: i-HA-addr/i

In FIG. 14BB, when i-HA 1402 receives the i-MIP Dereg-
istration Request, it authenticates it and, if authentication is
succeed, i-HA 1402 deletes mobility bindings. i-HA 1402
creates an i-MIP Deregistration Reply and sends it to SMG/
x-HA 1404 with the following information:

a. Source IP address: i-HA-addr/i

b. Destination IP address: x-HA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives the i-MIP Deregistration
Reply, SMG/x-HA 1404 deletes reverse mobility bindings.
Next, SMG/x-HA 1404 changes the Source IP address and
the Destination IP address and sends it to mobile node 1405
with the following information:

a. Source IP address: x-HA-addr/x

b. Destination IP address: local-addr/x

When mobile node 1405 receives the i-MIP Deregistration
Reply, the mobile node 1405 changes an entry in routing table
1504 with the following information:

a. Destination: internal network address/i, Gateway/inter-

face: x-MIP-tunnel deregistrating both of MIP tunnels

FIGS. 147-14EE show how mobile node 1405 shuts down
the tunnel in an external network.

FIG. 14 AA shows the transmission of an i-MIP deregistra-
tion request (through an x-MIP tunnel). Mobile node 1405
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creates and send to SMG/x-HA 1404 an i-MIP Deregistration
Request with the following information:

a. x-MIP Source IP address: local-addr/x

b. x-MIP Destination IP address: x-HA-addr/x

c. Source IP address: x-HoA-addr/x

d. Destination IP address: i-HA-addr/x

e. Home Address: i-HoA-addr/i

f. Home Agent: i-HA-addr/i

g. Care of Address: x-HoA-addr/x

h. Lifetime=0

i. Authentication extension values for i-HA

j. Vendor extension for x-HA authentication

When SMG/x-HA 1404 receives i-MIP Deregistration
Request, it authenticates it and, if authentication is successful,
removes the x-MIP Source and x-MIP Destination IP
addresses and sends the request to i-HA 1402.

In FIG. 14BB, when i-HA 1402 receives an i-MIP Dereg-
istration Request, it authenticates it and, if authentication is
successful, i-HA 1402 deletes the mobility bindings.

i-HA 1402 creates an i-MIP Deregistration Reply and
sends it to SMG/x-HA 1404 with the following information:

a. Source [P address: i-HA-addr/i

b. Destination IP address: x-HoA-addr/x

c. Home Address: i-HoA-addr/i

d. Home Agent: i-HA-addr/i

When SMG/x-HA 1404 receives an i-MIP Registration
Reply, SMG/x-HA 1404 deletes the reverse mobility bind-
ings.

SMG/x-HA 1404 adds the x-MIP Source IP address and
x-MIP Destination IP address. It then sends the reply to
mobile node 1405 with the following information:

a. x-MIP Source IP address: x-HA-addr/x

b. x-MIP Destination IP address: local-addr/x

When mobile node 1405 receives the i-MIP Deregistration
Reply, it changes an entry in routing table 1504 with the
following information:

a. Destination: internal network address/i, Gateway/inter-

face: x-MIP-tunnel

FIG. 14DD shows transmission of an x-MIP deregistration
request. When mobile node 1405 deregisters i-MIP, mobile
node 1405 creates an x-MIP Deregistration request and sends
it to SMG/x-HA 1404 with the following information:

a. Source [P address=local-addr/x

b. Destination IP address=x-HA-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

e. Care of address=local-addr/x

f. Lifetime=0

g. Authentication extension values for x-HA

FIG. 14EE shows transmission of an x-MIP deregistration
response. When SMG/x-HA 1404 receives x-MIP Deregis-
tration request and, after successful of authentication, creates
an x-MIP Deregistration reply and sends it to mobile node
1405 with the following information:

a. Source [P address=x-HA-addr/x

b. Destination IP address=local-addr/x

¢. Home Address=x-HoA-addr/x

d. Home Agent=x-HA-addr/x

When mobile node 1405 receives the x-MIP deregistration
reply, mobile node 1405 deletes entries in routing table 1504
for Internal-network-addr/i, VPNgw-addr/x and changes the
following information:

a. Destination:dafault, Gateway/interface: local-router-

addr/x

FIGS. 14GG-14NN and 15U-15BB show a mobile node
1405 moving back to an internal network from an external
network with a triple tunnel mode as shown in FIG. 14FF.
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FIG. 15U shows mobile node 1405 moving to an internal
visited network (with an i-MIP registration request). When
mobile node 1405 moves to an internal visited network, rout-
ing table is changed for x-HA-addr/x and default to local-
router-addr/i. Mobile node 1405 creates an i-MIP Registra-
tion request and sends it to i-HA 1402 with the following
information:

a. Source IP address=local-addr/i

b. Destination IP address=i-HA-addr/i

c. i-MIP Home Address=i-HoA-addr/i

d. i-MIP Home Agent=i-HA-addr/i

e. Care of Address=local-addr/i

FIGS. 14HH and 15V shows the handing of an i-MIP
registration response. Here, when i-HA 1402 receives an
i-MIP Registration Request, it changes the mobility bindings
with the following information:

a. home address:i-HoA-addr/i,

addr/i

i-HA 1402 creates an i-MIP Registration reply and sends it
to mobile node 1405 with the following information:

a. Source IP address=i-HA-addr/i

b. Destination IP address=local-addr/i

c. i-MIP Home address=i-HoA-addr/i

d. i-MIP Home agent=i-HA-addr/i

When mobile node 1405 receives i-MIP Registration reply,
it adds an entry in routing table 1504 with the following
information:

care-of-address:local-

a. Destination:i-HA-addr/i, Gateway/interface: local-
router-addr/i
b. Destination:internal-network-addr/i, Gateway/inter-

face:i-MIP-tun

FIGS. 1411 and 15W relate to an x-MIP registration
request. Here, mobile node 1405 registers with x-HA 1404 to
disconnect the VPN tunnel via the x-MIP tunnel.

Mobile node 1405 creates an x-MIP registration request
and sends it to SMG/x-HA 1404 with the following informa-
tion:

a. Source IP address=local-addr/i

b. Destination IP address=x-HA-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

e. Care of Address=local-addr/i

FIGS. 14]J] and 15X relate to an x-MIP registration
response. When SMG/x-HA 1404 receives an x-MIP regis-
tration request, it changes the mobility bindings with the
following information:

a. home address:x-HoA-addr/x,

addr/i

Next, SMG/x-HA 1404 creates an x-MIP registration reply
and sends it to mobile node 1405 with the following informa-
tion:

a. Source [P address=x-HA-addr/x

b. Destination IP address=local-addr/i

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

FIGS. 14KK and 15Y relate to the mobile node 1405
disconnecting from the VPN tunnel. Mobile node 1405 cre-
ates a VPN disconnection request and sends it to SMG/x-HA
1404 with the following information:

a. x-MIP Source IP address=local-addr/i

b. x-MIP Destination IP address=x-HA-addr/x

c. Source IP address=x-HoA-addr/x

d. Destination IP address=VPNgw-addr/x

e. VPN disconnection request

When SMG/x-HA 1404 receives the VPN disconnection
request, it removes the x-MIP IP header and sends it to VPN-
gw 1403.

care-of-adress:local-
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FIGS. 14LL and 157 show a response to the VPN discon-
nect request. When VPN-gw 1403 receives the VPN discon-
nection request, it creates a VPN disconnection response and
sends the response it to SMG/x-HA 1404 with the following
information:

a. Source [P address=VPNgw-addr/x

b. Destination IP address=x-HoA-addr/x

c. VPN disconnection response

When SMG/x-HA 1404 receives a VPN disconnection
response, it adds an x-MIP IP header and sends the response
to mobile node 1405 with the following information:

a. x-MIP Source IP address=x-HA-addr/x

b. x-MIP Destination IP address=local-addr/i

When mobile node 1405 receives the VPN disconnection
response, it deletes entry of routing table for VPNinnaddr2/i.

FIGS. 14MM and 15AA show an x-MIP deregistration
request. Here, mobile node 1405 creates an x-MIP deregis-
tration request and sends it to SMG/x-HA 1404 with the
following information:

a. Source IP address=local-addr/i

b. Destination IP address=x-HA-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home agent=x-HA-addr/x

e. Care of address=local-addr/i

f. lifetime=0

g. authentication extension values for x-HA

FIGS. 14NN and 15BB show an x-MIP deregistration
response. When SMG/x-HA 1404 receives an x-MIP Dereg-
istration request and, after success of authentication, deletes
mobility bindings, creates an x-MIP Deregistration reply, and
sends it to mobile node 1405 with the following information:

a. Source IP address=x-HA-addr/x

b. Destination IP address=local-addr/i

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent=x-HA-addr/x

When mobile node 1405 receives an x-MIP Deregistration
reply, it deletes entry of routing table for VPNgwaddr/x

Trigger Packets

The following relates to trigger packet handing. A trigger
packet is a kind of application traffic that, when x-MIP and
i-MIP is established, begins the process of forming a VPN
tunnel.

Examples of Trigger Packet Handling

The following shows examples of trigger packets and trig-
ger packet handling. For example, trigger packets may relate
to:

a. Any packet the mobile node 1405 receives from corre-
spondent host 1401 (in an internal network), such as
TCP SYN packet, SIP INVITE packet, or a packet as
depending on what the mobile node 1405 is using for
application it depends on what Mobile node use for the
application 1501.

b. Any packet mobile node 1405 sends to the internal
network. For instance, an i-MIP registration may be sent
via a VPN tunnel to create the x-MIP and i-MIP tunnels.

FIGS. 16 A-16D relate to the handling of trigger packets.

The following describes an example of handling trigger
packet received mobile node 1405.

In FIG. 16A, when mobile node 1600 receives a trigger
packet, its internal signaling is described below. NIC2 1612
receives trigger packet and sends it to NIC2 Driver 1610.
NIC2 Driver 1610 creates its specific packet for x-MIP Driver
1608 from the trigger packet and sends the specific packet to
x-MIP Driver 1608. x-MIP Driver 1608 receives and sends
the packet to i-MIP Driver 1606 after protocol processing.
i-MIP Driver 1606 processes its protocol, recognizes the
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packet as being a trigger packet, then indicates to controller
1602, and forwards the trigger packet to trigger packet queue
1613.

FIG. 16B shows the internal behavior of mobile node 1600
when establishing a VPN tunnel. Controller 1602 sends a
message to i-MIP Driver 1606 requesting a VPN tunnel to be
established. i-MIP Driver 1606 retrieves the trigger packet
from queue 1613 and sends it to TCP/IP Driver 1603. TCP/IP
Driver 1603 sends it to application 1601 after it process the
protocol.

FIG. 16C describes the handling of a trigger packet trans-
mitted by mobile node 1600. Application 1601 sends a trigger
packet to TCP/IP Driver 1603. TCP/IP Driver 1603 sends it to
i-MIP Driver 1606 after processing of the protocol. i-MIP
Driver 1606 detects the packet is a trigger packet and indicate
to controller 1602, and keeps the packet in the queue 1613.

FIG. 16D shows the internal signaling when mobile node
1600 establishes a VPN tunnel. Controller 1601 sends a mes-
sage about VPN tunnel is established to i-MIP Driver 1606.
i-MIP Driver 1606 then retrieves the trigger packet from
queue 1613 and sends it to VPN Driver 1607. VPN Driver
1607 sends it to x-MIP Driver 1608 after processing. x-MIP
Driver 1608 then sends it to NIC Driver 1610 after processing.
NIC Driver 1610 the sends it to NIC 1612 after processing.
NIC 1612 then sends the packet to the network.

Example to Detect a Trigger Message in Sessions with
Dynamically Assigned Ports

The following is an example where a trigger message is
detected within sessions with dynamically assigned ports as
opposed to conventional statically ports.

For example, some SIP implementations work as shown in
FIG. 8. The source SRC and destination DST descriptions
denote an IP source address and destination address. A is a
port preconfigured at a mobile node 802 and correspondent
host 801. x, y and z are dynamically-assigned port numbers.
As they are dynamic, it is not known what they are prior to a
start of a session. Mobile node 802 sends an instruction to
correspondent host 801 with source=y and destination=A
with the instruction of “use X to respond”. Correspondent
host 801 responds with a message OK with source=A and
destination=y. Later, during an incoming call, from source z,
the destination is X with the payload “invite” for a call. The
response is OK with source x and destination z.

If x is constant, network drivers can detect “invite” mes-
sage easily. Butx is dynamically assigned, so it is not easy for
network drivers to detect triggers.

FIG. 9 addresses this issue. Here, a proxy server 901 is
used. At first, application 902 may be configured to use the
proxy server 901 by setting port A' as the server port and local
host address as the server address.

When the application 902 sends “use X to respond” mes-
sage 903, the proxy changes the message and sends “use x' to
respond” 904 to the actual server correspondent host 801. OK
messages 905 and 906 follow. This allows the proxy 901 to
catch the connection 907 in the reverse direction. The con-
nection follows through proxy 901 to application 902 as
message 908. This is followed by two OK messages (from the
application 902 to the proxy 901 and from the proxy 901 to
the correspondent host 801).

Trigger to Switch from Triple to Double Mode

The following describes a trigger switching from a triple
tunnel mode to a double tunnel mode. When an application is
torn down or ended, the i-MIP Driver detects and indicates to
controller to disconnect the VPN tunnel.
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To detect whether an application has been torn down or
finished, at least one of the following may be occur:

a. i-MIP Driver may include a timer that measures how
long a data packet is not sent or received, and then a
expiration of the timer triggers the VPN disconnection.

b. i-MIP Driver may detect some packets for closing of
Application session, including but not limited to packets
such as TCP FIN (of course other packets may be used
for other protocols).

i-MIP Registration from an External Network

The following describes i-MIP registration from an exter-
nal network. Various i-MIP registration methods are
described. FIGS. 17A-17], 18, and 19 relate to the various
registration methods.

Here, FIGS. 17A-17] include i-HA 1701, VPN-gw 1702,
SMG/x-HA 1703, and mobile node 1704.

When mobile node 1704 already has an i-MIP/VPN/x-MIP
triple tunnel and is going to make an i-MIP/x-MIP double
tunnel, mobile node 1704 registers x-HoA as CoA for i-MIP
using an i-MIP registration message, and disconnects the
VPN tunnel.

If the mobile node 1704 does not have any tunnel, the
mobile node 1704 makes an x-MIP tunnel and then registers
x-HoA as CoA for i-MIP.

The following Figures describe several ways to register
i-MIP CoA for MN, and they are described below.

Method of I-MIP Registration Via SMG when SMG is Also
an External MIP Home Agent

FIGS. 17A-17] relate to various ways to perform i-MIP
Registration via SMG when SMG is also an External MIP
Home Agent.

Here, the example is based on:

a. Mobile node 1704 is in External (Public) network.

b. x-MIP tunnel has already been established except x-MIP
and i-MIP have a piggyback registration (see FIGS.
171-17]).

c. SMG/x-HA 1703 authenticates i-MIP registration
request packet.

FIG. 17A shows registration using the SMG. The mobile

node 1704 has routing table with the following information:

Pair of destination and gateway.

a. Destination:x-HA-addr/x,Gateway:router of External
network in which Mobile node exists.

b. Destination: VPNgw-addr/x,Gateway:x-MIP tunnel.

c. Destination: Internal Network, Gateway:x-MIP tunnel.

SMG/x-HA 1703 has a mobility bindings table for mobile
node 1704 with the following information:

a. home address=x-HoA-addr/x

b. care-of address=local-addr/x

Mobile node 1704 creates and sends to SMG/x-HA 1704
an i-MIP Registration Request with the following informa-
tion:

a. Source address of IP header=local-addr/x

b. Destination address of IP header=x-HA-addr/x

c. Home Address=i-HoA-addr/i

d. Home Agent Address=i-HA-addr/i

e. CoA address=x-HoA-adr/x

The i-MIP Registration Request has authentication exten-
sion values for i-HA 1701 and vender extension for x-HA
1703 authentication.

When x-HA 1703 receives the i-MIP Registration Request,
x-HA 1703 performs strong authentication with vender
extension for x-HA authentication. SMG/x-HA 1703
changes the source address of an IP header from localaddr/x
to x-HA-addr/x before it sends the i-MIP Registration
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Request to i-HA 1701. Vendor extensions for x-HA authen-
tication may be removed by the SMG/x-HA 1703 before it
sends them to i-HA 1701.

When i-HA 1701 receives the i-MIP Registration Request,
i-HA 1701 authenticates it and creates an i-MIP Registration
Response.

FIG. 17B shows a response. When i-HA 1701 creates the
i-MIP Registration Reply, i-HA 1701 has mobility bindings
table for the mobile node 1704 with the following informa-
tion:

a. Home Address=i-HoA-addr/i

b. Care of Address=x-HoA-addr/x

i-HA 1701 sends the i-MIP Registration Reply to SMG/x-
HA 1703 with the following information:

a. Source Address of IP header=i-HA-addr/i

b. Destination Address of IP header=x-HA-adr/x

c. Home Address=i-HoA-addr/i

d. Home Agent Address=i-HA-addr/i

When SMG/x-HA 1703 receives i-MIP Registration
Reply, SMG/x-HA 1703 creates a reverse mobility binding
table for the mobile node 1704 with the following informa-
tion:

a. Source Address=i-HoA-addr/i

b. i-HA Address=i-HA-addr/i

The reverse mobility bindings is needed by the split MIP
tunnels. When SMG/x-HA 1703 receives the x-MIP data
packet, SMG/x-HA 1703 makes an i-MIP header with reverse
mobility bindings.

SMG/x-HA 1703 changes the Source Address of the IP
header from i-HA-addr/i to x-HA-addr/x and Destination
Address is changed from x-HA-addr/x to local-addr/x before
sending it to mobile node 1704.

When mobile node 1704 receives the i-MIP Registration
Reply, an entry in the routing table is added with the following
information:

a. Destination:i-HA -addr/i,Gateway:x-MIP tunnel

b. Destination:Internal Network,Gateway:i-MIP tunnel.

FIG. 17C shows registration through the x-MIP tunnel.
mobile node 1704 sends an i-MIP registration packet encap-
sulated in x-MIP IP-in-IP header. Once SMG/x-HA 1703
receives it, SMG/x-HA 1703 decapsulates and forwards the
i-MIP registration packet to i-HA 1701. Here, this example
has i-HA 1701 with strong authentication, because the i-MIP
registration packet may be transmitted in external networks
without protection. The i-HA 1701 may check receives reg-
istration messages and authenticate them in a secure way.

FIG. 17D shows a request for a tunnel. Mobile node 1704
includes a routing table with the following information.

For the pair of destination and gateway:

a. Destination:x-HA-addr/x,Gateway:router of External

network in which Mobile node exists.

b. Destination: VPNgw-addr/x,Gateway:x-MIP tunnel.

c. Destination:Internal Network, Gateway:x-MIP tunnel.

SMG/x-HA 1703 has mobility bindings table for the
mobile node 1704 with the following information:

a. home address=x-HoA-addr/x

b. care-of address=local-addr/x

The mobile node 1704 creates and sends to SMG/x-HA
1703 an i-MIP Registration Request with the following infor-
mation:

a. Source address of x-MIP IP header=local-addr/x

b. Destination address of x-MIP IP header=x-HA-addr/x

c. Source address of IP header=x-HoA-addr/x

d. Destination address of IP header=i-HA-addr/i

e. Home Address=i-HoA-addr/i

f. Home Agent Address=i-HA-addr/i

g. CoA address=x-HoA-adr/x
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The i-MIP Registration Request has authentication exten-
sion values for i-HA 1701 and Vender extensions for x-HA
authentication.

When SMG/x-HA 1703 receives the i-MIP Registration
Request, SMG/x-HA 1703 performs strong authentication
with Vender extensions for x-HA authentication. SMG/x-HA
1703 removes the x-MIP IP header before it sends the i-MIP
Registration Request to i-HA 1701. Vendor extensions for
x-HA authentication may be removed by SMG/x-HA 1703
before sending the request to i-HA 1701.

When i-HA 1701 receives the i-MIP Registration Request,
i-HA 1701 authenticates it and creates an i-MIP Registration
Response.

FIG. 17D shows the creation and handling of a response.
When i-HA 1701 creates an i-MIP Registration Reply, i-HA
1701 has mobility bindings table for the mobile node 1704
with the following information:

a. Home Address=i-HoA-addr/i

b. Care of Address=x-HoA-addr/x

i-HA 1701 sends the i-MIP Registration Reply to SMG/x-
HA 1703 with the following information:

a. Source Address of IP header=i-HA-addr/i

b. Destination Address of IP header=x-HA-adr/x

c. Home Address=i-HoA-addr/i

d. Home Agent Address=i-HA-addr/i

When SMG/x-HA 1703 receives the i-MIP Registration
Reply, SMG/x-HA 1703 creates a reverse mobility binding
table for mobile node 1704 with the following information:

a. Source Address=i-HoA-addr/i

b. i-HA Address=i-HA-addr/i

The reverse mobility bindings are needed by split MIP
tunnels. When SMG/x-HA 1703 receives x-MIP data packet,
SMG/x-HA 1703 creates an i-MIP header with reverse mobil-
ity bindings.

SMG/x-HA 1703 adds an x-MIP IP header before the IP
header. The source x-MIP IP Address is x-HA-addr/x and the
source x-MIP 1P Address is local-addr/x. Next, SMG/x-HA
1703 sends the i-MIP Registration reply to mobile node 1704.

When mobile node 1704 receives the i-MIP Registration
Reply, an entry in the mobile node 1704’s routing table is
added with the following information:

a. Destination:i-HA-addr/i,Gateway:x-MIP tunnel

b. Destination:Internal Network,Gateway:i-MIP tunnel.

FIGS. 17E and 17F show registration via SMG (with the
src=CoA).

In FIG. 17E, the mobile node 1704 includes a routing table
with the following information: Pair of destination and gate-
way.

a. Destination:x-HA-addr/x,Gateway:router of External

network in which Mobile node exists.

b. Destination: VPNgw-addr/x,Gateway:x-MIP tunnel.

c. Destination: Internal Network, Gateway:x-MIP tunnel.

SMG/x-HA 1703 has mobility bindings table for the
mobile node 1704 with the following information:

a. home address=x-HoA-addr/x

b. care-of address=local-addr/x

The mobile node 1704 creates and sends to SMG/x-HA
1703 an i-MIP Registration Request with the following infor-
mation:

a. Source address of IP header=local-addr/x

b. Destination address of IP header=x-HA-addr/x

c. Home Address=i-HoA-addr/i

d. Home Agent Address=i-HA-addr/i

e. CoA address=x-HoA-addr/x

The i-MIP Registration Request may have authentication
extension values for i-HA 1701 and Vender extensions for
x-HA authentication.
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When SMG/x-HA 1703 receives the i-MIP Registration
Request, SMG/x-HA 1703 performs strong authentication
with Vender extensions for x-HA authentication. SMG/x-HA
1703 changes the source address of the IP header from local-
addr/x to x-HoA-addr/x before sending the i-MIP Registra-
tion Request to i-HA 1701. Vendor extensions for x-HA
authentication may be removed by SMG/x-HA 1703 before
sending to i-HA 1701.

When i-HA 1701 receives the i-MIP Registration Request,
i-HA 1701 authenticates it and creates i-MIP Registration
Response.

The difference between FIGS. 17A and 17E is that the
source address of the [P header for SMG/x-HA 1703 changes.

FIG. 17F shows a response. When i-HA 1701 creates an
i-MIP Registration Reply, i-HA 1701 has a mobility bindings
table for mobile node 1704 with the following information:

a. Home Address=i-HoA-addr/i

b. Care of Address=x-HoA-addr/x

i-HA 1701 sends i-MIP Registration Reply to SMG/x-HA
1703 with the following information:

a. Source Address of IP header=i-HA-addr/i

b. Destination Address of IP header=x-HoA-adr/x

c. Home Address=i-HoA-addr/i

d. Home Agent Address=i-HA-addr/i

When SMG/x-HA 1703 receives an i-MIP Registration
Reply, SMG/x-HA 1703 creates a reverse mobility binding
table for mobile node 1704 with the following information:

a. Source Address=i-HoA-addr/i

b. i-HA Address=i-HA-addr/i

Reverse mobility bindings may be used by split MIP tun-
nels. When SMG/x-HA 1703 receives x-MIP data packet,
SMG/x-HA 1703 makes an i-MIP header with reverse mobil-
ity bindings.

SMG/x-HA 1703 changes a source Address of an IP header
from i-HA-addr/i to x-HA-addr/x and destination address is
changed from x-HoA-addr/x to local-addr/x before sending it
to mobile node 1704.

When mobile node 1704 receives the i-MIP Registration
Reply, an entry in the routing table of the mobile node 1704 is
added with the following information:

a. Destination:i-HA -addr/i,Gateway:x-MIP tunnel

b. Destination:Internal Network,Gateway:i-MIP tunnel.

The difference from FIG. 71B and FIG. 17F is the desti-
nation address of the IP header the i-HA 1701 sends.

FIGS. 17G and 17H show registration with alternative
encapsulation.

InFIG. 17G, mobile node 1704 has a routing table with the
following information: Pair of destination and gateway.

a. Destination:x-HA-addr/x,Gateway:router of External

network in which Mobile node exists.

b. Destination: VPNgw-addr/x,Gateway:x-MIP tunnel.

c. Destination:Internal Network, Gateway:x-MIP tunnel.

SMG/x-HA 1703 has a mobility bindings table for mobile
node 1704 with the following information:

a. home address=x-HoA-addr/x

b. care-of address=local-addr/x

Mobile node 1704 creates and sends to SMG/x-HA 1703
an i-MIP Registration Request with the following informa-
tion:

a. Source address of x-MIP IP header=local-addr/x

b. Destination address of x-MIP IP header=x-HA-addr/x

c. x-HA authentication value.

d. Source address of IP header=x-HoA-addr/x

e. Destination address of IP header=i-HA-addr/i

f. Home Address=i-HoA-addr/i
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g. Home Agent Address=i-HA-addr/i

h. CoA address=x-HoA-adr/x i-MIP Registration Request

has Authentication extension values for i-HA.

The i-MIP Registration Request does not have an x-HA
authentication value in the Vender Extension. When SMG/x-
HA 1703 receives the i-MIP Registration Request SMG/x-
HA 1703 performs strong authentication with the x-HA
authentication value. SMG/x-HA 1703 removes the x-MIP [P
header and the x-HA authentication value before sends the
i-MIP Registration Request to i-HA 1701.

When i-HA 1701 receives the i-MIP Registration Request,
i-HA 1701 authenticates it and creates the i-MIP Registration
Response.

FIG. 17H is the same as FIG. 17D.

FIGS. 171 and 17] relate to x-MIP and i-MIP piggyback
registration. Mobile node 1704 sends an i-MIP registration
message included in an x-MIP registration message. Mobile
node 1704 can use vendor extension fields of an x-MIP mes-
sage as a container for i-MIP registration message. In other
words, the i-MIP registration message is sent piggyback to
the x-MIP message.

When SMG/x-HA 1703 receives the piggyback packet,
SMG/x-HA 1703 authenticates the packet information in
secure way, creates an i-MIP registration message, and sends
itto i-HA 1701.

In this method, i-HA 1701 does not have to have a strong
authentication feature because the registration message is
authenticated by SMG/x-HA 1703.

FIG. 171 shows a request. Mobile node 1704 has a routing
table as follows: Pair of destination and gateway.

a. Destination:default, Gateway:router of External net-

work in which Mobile node exists.

Mobile node 1704 creates and sends an x-MIP and i-MIP
Registration Request with the following information:

a. x-MIP source address of IP header=local-addr/x

b. x-MIP destination address of IP header=x-HA-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent Address=x-HA-addr/x

e. x-MIP CoA address local-addr/x

f. x-MIP Authentication extension values for x-HA

g. i-MIP source address of IP header=x-HoA-addr/x

h. i-MIP destination address of IP header=i-HA-addr/i

i. i-MIP Home Address=i-HoA-addr/i

j- 1-MIP Home Agent=i-HA-addr/i

k. i-MIP CoA address=x-HoA-addr/x

1. i-MIP Authentication extension values for i-HA

When SMG/x-HA 1703 receives the x-MIP and i-MIP
Registration Requests, SMG/x-HA 1703 performs strong
authentication with authentication extension values for SMG/
x-HA 1703. SMG/x-HA 1703 creates an i-MIP registration
request having a second half with the following information:

a. i-MIP source address of IP header=x-HoA-addr/x

b. i-MIP destination address of IP header=i-HA-addr/i

c. i-MIP Home Address=i-HoA-addr/i

d. i-MIP Home Agent=i-HA-addr/i

e. i-MIP CoA address=x-HoA-addr/x

f. i-MIP Authentication extension values for i-HA

When i-HA 1701 receives the i-MIP Registration Request,
i-HA 1701 authenticates it and creates an i-MIP Registration
Response.

InFIG. 17], when i-HA 1701 creates an i-MIP Registration
Reply, i-HA 1701 has a mobility bindings table for mobile
node 1704 with the following information:

a. Home Address=i-HoA-addr/i

b. Care of Address=x-HoA-addr/x

i-HA 1701 sends an i-MIP Registration Reply to SMG/x-
HA 1703 with the following information:

a. IP Source Address of IP header=i-HA-addr/i

b. IP Destination Address of [P header=x-HoA-adr/x
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c. i-MIP Home Address=i-HoA-addr/i

d. i-MIP Home Agent Address=i-HA-addr/i

When SMG/x-HA 1703 receives the i-MIP Registration
Reply, SMG/x-HA 1703 creates a reverse mobility binding
table for the mobile node 1704 with the following informa-
tion:

a. Source Address=i-HoA-addr/i

b. i-HA Address=i-HA-addr/i

A reverse mobility bindings may be used by split MIP
tunnels. When SMG/x-HA 1703 receives the x-MIP data
packet, SMG/x-HA 1703 makes an i-MIP header with reverse
mobility bindings.

When SMG/x-HA 1703 creates an x-MIP and i-MIP reg-
istration replies, SMG/x-HA 1703 creates a mobility binding
for mobile node 1704 with the following information:

a. Home Address=x-HoA-addr/x

b. Care of Address=local-addr/x

SMG/x-HA 1703 adds an x-MIP registration reply before
i-MIP registration reply with the following information:

a. Source Address of IP header=x-HA-addr/x

b. Destination Address of IP header=local-addr/x

c. x-MIP Home Address=x-HoA-addr/x

d. x-MIP Home Agent Address=x-HA-addr/x

When mobile node 1704 receives the x-MIP and i-MIP
registration reply, an entry for the routing table is added with
the following information:

a. Destination:x-HA-addr/x,Gateway:router of External

network in which Mobile node exists.

b. Destination: VPNgw-addr/x,Gateway:x-MIP tunnel

c. Destination:i-HA -addr/i,Gateway:x-MIP tunnel

d. Destination: Internal Network, Gateway:i-MIP tunnel.

Method of i-MIP Registration Using VPN Tunnel

FIG. 18 shows a method of i-MIP registration usinga VPN
tunnel. FIG. 18 includes a correspondent host 1801, an i-HA
1802, a decapsulator 1803, a VPN gateway 1804, an x-HA
1805, and a mobile node 1806.

To create an i-MIP/x-MIP tunnel, mobile node 1806 cre-
ates a VPN/x-MIP tunnel first and sends an i-MIP registration
message using the VPN/x-MIP tunnel. If mobile node 1806
already has an i-MIP/VPN/x-MIP triple tunnel, mobile node
1806 does not have to create a new tunnel and can use the
existing VPN/x-MIP tunnel.

When the VPN/x-MIP tunnel is ready, mobile node 1806
creates an i-MIP registration message where an [P source
address and i-MIP CoA are x-HoA. If mobile node 1806
sends it simply through the VPN/x-MIP tunnel, existing the
VPN gateway 1804 implementation may reject it because of
unmatched addresses between the VPN tunnel inner address
and the IP source address of it.

So mobile node 1806 encapsulates the i-MIP registration
message with another IP header whose source address is the
VPN tunnel inner address and destination address is the pre-
configured address of decapsulater 1803. The encapsulated
packet is transmitted through the VPN/x-MIP tunnel, and
reaches to the decapsulater 1803. The decapsulater 1803
decapsulates the packet and forward the inner i-MIP registra-
tion message to i-HA 1802.

The i-HA 1802 and the decapsulater 1803 can be combined
or remain separate.

In this method, i-HA 1802 does not have to have strong
authentication feature because the registration message is
transmitted through VPN gateway 1804 well-protected. Of
course, as an alternative, it may have strong encryption.

Method of i-MP Registration Using an Internal Network

FIG. 19 shows a method of i-MIP registration using an
internal network. FIG. 19 includes mobile node 1901, x-HA
1902, i-HA 1903, an internal network and an external net-
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work. The mobile node 1901 includes a WLAN interface and
a cellular interface (as examples of networks).

When mobile node 1901 is moving from an internal net-
work to an external network, mobile node 1901 can send an
i-MIP registration message prior to going out.

Mobile node 1901 can have two or more network links
simultaneously, one is to the internal network on which
mobile node 1901 was located and the other is to the external
network which mobile node 1901 is going. In this case,
mobile node 1901 knows the location address for the external
network, so mobile node 1901 can establish an x-MIP tunnel,
while keeping the internal network link. Then, mobile node
1901 creates an i-MIP registration message which CoA is
x-HoA and sends the i-MIP registration message via the
internal network link.

In this method, i-HA 1903 does not have to have a strong
authentication feature because the registration message is
transmitted in the internal network. Alternatively, the i-HA
1903 may include a strong authentication feature as well.

The present invention has been described in terms of pre-
ferred and illustrative embodiments thereof. Numerous other
embodiments, modifications and variations within the scope
and spirit of the appended claims will occur to persons of
ordinary skill in the art from a review of this disclosure.

What is claimed is:
1. A method for a mobile terminal to roam between a first
network and a second network comprising the steps of:

establishing a first network connection between a first net-
work driver of said mobile terminal and said first net-
work, wherein the first network comprises an internal
network;

detecting that a signal strength for the first network con-
nection is below a threshold;

establishing, based on the detected signal strength being
below the threshold, a second network connection
between second network driver of said mobile terminal
and said second network, wherein the second network
comprises an external network; and

transitioning communications from said first network to
said second network.

2. The method according to claim 1, further comprising the

step of:

establishing a VPN connection using said second network

driver.
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3. The method according to claim 1, further comprising:

establishing a VPN connection using said second network

driver.

4. The method according to claim 1,

wherein the first network comprises a local area network

and the second network comprises a cellular network.

5. The method according to claim 1,

wherein establishing a second network connection further

comprises:

detecting that the first network comprises an internal net-

work and the second network comprises an external
network; and

establishing, based on the detecting, a VPN connection

over the second network connection.

6. A mobile terminal for roaming between a first network
and a second network comprising:

means for establishing a first network connection between

a first network driver of a mobile terminal and said first
network, wherein the first network comprises an internal
network;

means for detecting that a signal strength for the first net-

work connection is below a threshold;
means for establishing, based on the detected signal
strength being below the threshold, a second network
connection between second network driver of said
mobile terminal and said second network, wherein the
second network comprises an external network; and

means for transitioning communications from said first
network to said second network.

7. The mobile terminal according to claim 6, further com-
prising:

means for establishing a VPN connection using said sec-

ond network driver.

8. The mobile terminal according to claim 6, wherein the
first network comprises a local area network and the second
network comprises a cellular network.

9. The mobile terminal according to claim 6, wherein
establishing a second network connection further comprises:

means for detecting that the first network comprises an

internal network and the second network comprises an
external network; and

means for establishing, based on the means for detecting, a

VPN connection over the second network connection.

#* #* #* #* #*
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 8,792,454 B2 Page 1 of 5
APPLICATION NO. 1 13/554711

DATED :July 29,2014

INVENTORC(S) : Taniuchi et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

On the title page, item (73), under “Assignees”, in Column 1, Line 1, delete “Resesarch,” and
insert -- Research, --, therefor.

On the title page, under “Related U.S. Application Data”, in Column 1, Line 1, delete item “(60)”
and insert item -- (62) --, therefor.

On the title page, in the Figure, for Tag “610”, delete “i_MIP” and insert -- i-MIP --, therefor.

On page 2, item (56), under “FOREIGN PATENT DOCUMENTS”, in Column 1, Line 9,
delete “2/2005” and insert -- 9/2005 --, therefor.

In the Drawings

In Fig. 1, Sheet 1 of 143, for Tag “102”, delete “i MIP” and insert -- i-MIP --, therefor at each
occurrence throughout the Patent.

In Fig. 1, Sheet 1 of 143, for Tag “104”, in Line 1, delete “x MIP” and insert -- x-MIP --, therefor at
each occurrence throughout the Patent.

In Fig. 6, Sheet 6 of 143, for Tag “610”, delete “i_MIP” and insert -- i-MIP --, therefor.

In Fig. 10c, Sheet 12 of 143, delete “x-MIP registeration is accepted.” and insert -- x-MIP registration
is accepted. --, therefor.

In Fig. 10e, Sheet 14 of 143, delete “(securlity” and insert -- (security --, therefor at each occurrence
throughout the Figures.

Signed and Sealed this
Fourth Day of August, 2015

Decbatle X Loa

Michelle K. Lee
Director of the United States Patent and Trademark Office
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CERTIFICATE OF CORRECTION (continued) Page 2 of 5
U.S. Pat. No. 8,792,454 B2

In Fig. 10f, Sheet 15 of 143, below Box “i-HA”, Line 5, delete “request (” and insert -- request --,
therefor.

In Fig. 10f, Sheet 15 of 143, below Box “SMG/x-HA”, Line 8, delete “( HoA™ and
insert -- HoA --, therefor.

In Fig. 10f, Sheet 15 of 143, below Box “MN”, Line 9, delete “( HoA” and insert -- HoA --, therefor.
In Fig. 12g, Sheet 34 of 143, delete ““| x-MIP registration™ and insert -- x-MIP registration --, therefor.
In Fig. 12i, Sheet 36 of 143, delete ““| Data transfer” and insert -- Data transfer --, therefor.

In Fig. 12k, Sheet 38 of 143, below Box “MN”, Line 5, delete “request (" and insert -- request --,
therefor.

In Fig. 12k, Sheet 38 of 143, under x-HA = VPN », Line 7, delete “( HoA” and insert
-- HoA --, therefor.

T\ AHRAIVEAN S oy
In Fig. 12k, Sheet 38 of 143, under “ M'N’QW!'KT.HA Line 8, delete “( HoA” and insert
-- HoA --, therefor.

In Fig. 14e, Sheet 64 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.

In Fig. 141, Sheet 65 of 143, below Box “SMG/x-HA”, Line 5, delete “( HoA” and insert -- HoA --,
therefor.

In Fig. 141, Sheet 65 of 143, below Box “MN”, Line 6, delete “( HoA” and insert -- HoA --, therefor.
In Fig. 14g, Sheet 66 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.

In Fig. 14n, Sheet 73 of 143, below Box “i-HA”, Line 5, delete “request (" and insert -- request --,
therefor.

In Fig. 14n, Sheet 73 of 143, below Box “SMG/x-HA”, Line 8, delete “( HoA” and insert -- HoA --,
therefor.

In Fig. 14n, Sheet 73 of 143, below Box “MN”, Line 9, delete “( HoA™ and insert -- HoA --, therefor.

In Fig. 14u, Sheet 80 of 143, below Box “SMG/x-HA”, Line 5, delete “( HoA” and insert -- HoA --,
therefor.

In Fig. 14u, Sheet 80 of 143, below Box “MN”, Line 6, delete “( HoA” and insert -- HoA --, therefor.
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In Fig. 14u, Sheet 80 of 143, delete ““a registeration message™ and insert -- a registration message --,
therefor.

In Fig. 14v, Sheet 81 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.
In Fig. 14w, Sheet 82 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.

In Fig. 14aa, Sheet 86 of 143, below Box “SMG/x-HA”, Line 5, delete “( HoA™ and insert
-- HoA --, therefor.

In Fig. 14aa, Sheet 86 of 143, below Box “MN”, Line 6, delete “( HoA” and insert -- HoA --, therefor.

l

1612
Kernel level

1610
Kemel level
Hardware level
1610

3 Hardware level
1612

w

1

In Fig. 16¢, Sheet 130 of 143, delete « ml E ” and insert --

In Fig. 17b, Sheet 133 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.

--, therefor.

In Fig. 17¢, Sheet 134 of 143, below Box “SMG/x-HA”, Line 5, delete “( HoA” and insert -- HoA --,
therefor.

In Fig. 17¢c, Sheet 134 of 143, below Box “MN”, Line 6, delete “( HoA” and insert -- HOA --,
therefor.

In Fig. 17d, Sheet 135 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.
In Fig. 171, Sheet 137 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.

In Fig. 17g, Sheet 138 of 143, below Box “SMG/x-HA”, Line 5, delete “( HoA™ and insert -- HoA --,
therefor.

In Fig. 17g, Sheet 138 of 143, below Box “MN”, Line 7, delete “( HoA™ and insert -- HoA --, therefor.
In Fig. 17h, Sheet 139 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.

In Fig. 17i, Sheet 140 of 143, below Box “SMG/x-HA”, Line 5, delete “( HoA” and insert -- HoA --,
therefor.

In Fig. 171, Sheet 140 of 143, below Box “MN”, Line 13, delete “( HoA™ and insert -- HoA --,
therefor.
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In Fig. 17j, Sheet 141 of 143, delete “futher” and insert -- further --, therefor.
In Fig. 17j, Sheet 141 of 143, delete “pairs of moblity” and insert -- pairs of mobility --, therefor.
In Fig. 18, Sheet 142 of 143, delete “i_ MIP” and insert -- i-MIP --, therefor.

In Fig. 18, Sheet 142 of 143, delete “x_MIP” and insert -- x-MIP --, therefor.

In the Specification

In Column 1, Line 60, delete “TCP IP” and insert -- TCP/IP --, therefor.

In Column 1, Line 63, delete “TCP IP” and insert -- TCP/IP --, therefor.

In Column 2, Line 50, delete “invention” and insert -- invention. --, therefor.
In Column 2, Line 54, delete “shows™ and insert -- show --, therefor.

In Column 2, Line 58, delete “shows™ and insert -- show --, therefor.

In Column 3, Line 1, delete “shows™ and insert -- show --, therefor.

In Column 3, Line 41, delete ““A’ and insert -- */i”” --, therefor.

In Column 4, Line 35, delete “a i-MIP” and insert -- an i-MIP --, therefor at each occurrence
throughout the specification.

In Column 5, Line 15, delete “TCP IP” and insert -- TCP/IP --, therefor.

In Column 5, Line 46, delete “607 x-HA” and insert -- 607, x-HA --, therefor.

In Column 8, Line 15, delete “strength).” and insert -- strength. --, therefor.

In Column 11, Line 23, delete “TCP/IO” and insert -- TCP/IP --, therefor.

In Column 11, Line 50, delete “1308.” and insert -- 1309. --, therefor.

In Column 12, Line 24, delete “1303” and insert -- 1304 --, therefor.

In Column 15, Lines 30-31, delete “NIC1 131" and insert -- NIC1 1310 --, therefor.

In Column 17, Line 27, delete “Addrss=local-addr/x” and insert -- Address=local-addr/x --, therefor.
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In Column 26, Line 38, delete “Destination:dafault,” and insert -- Destination:default, --, therefor.
In Column 27, Line 18, delete “FIG. 14B,” and insert -- FIG. 14]J, --, therefor.

In Column 27, Line 22, delete “care-of-adress:local-"" and insert -- care-of-address:local- --, therefor.
In Column 28, Line 14, delete “waddr/x” and insert -- waddr/x. --, therefor.

In Column 37, Line 63, delete “Destination:dafault,” and insert -- Destination:default, --, therefor.
In Column 38, Line 47, delete “care-of-adress:local-"" and insert -- care-of-address:local- --, therefor.
In Column 40, Line 19, delete “Controller 1601 and insert -- Controller 1602 --, therefor.

In Column 40, Line 24, delete “NIC Driver 1610 and insert -- NIC2 Driver 1610 --, therefor.

In Column 40, Line 25, delete “NIC Driver 1610 the” and insert -- NIC2 Driver 1610 then --, therefor.
In Column 40, Line 25, delete “NIC 1612 after” and insert -- NIC2 1612 after --, therefor.

In Column 40, Line 26, delete “NIC 1612 and insert -- NIC2 1612 --, therefor.

In Column 42, Line 38, delete “tunnel.” and insert -- tunnel, --, therefor.

In Column 44, Line 45, delete “FIG. 71B” and insert -- FIG. 17B --, therefor.

In Column 46, Line 53, delete “decapsulater 1803.” and insert -- decapsulator 1803. --, therefor.

In Column 46, Line 55, delete “decapsulater 1803. The decapsulater” and insert -- decapsulator 1803.
The decapsulator --, therefor.

In Column 46, Line 58, delete “decapsulater 1803 and insert -- decapsulator 1803 --, therefor.
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