
(19) United States 
US 2002O180584A1 

(12) Patent Application Publication (10) Pub. No.: US 2002/0180584A1 
McGregor et al. (43) Pub. Date: Dec. 5, 2002 

(54) BIO-METRIC SMART CARD, BIO-METRIC 
SMART CARD READER, AND METHOD OF 
USE 

(75) Inventors: Travis M. McGregor, Manhattan 
Beach, CA (US); Christopher M. 
McGregor, San Francisco, CA (US); D. 
Scott McGregor, White Rick (CA) 

Correspondence Address: 
Crosby, Heafey, Roach & May 
P.O. BOX 7936 
San Francisco, CA 94120-7936 (US) 

(73) 

(21) 

(22) 

Assignee: Audlem, Ltd. 

Appl. No.: 10/040,156 

Filed: Dec. 19, 2001 

Related U.S. Application Data 

Continuation-in-part of application No. 09/843,572, 
filed on Apr. 26, 2001. 

(63) 

Publication Classification 

(51) Int. Cl." ..................................................... G05B 19/00 
(52) U.S. Cl. ............................................................ 340/5.26 

(57) ABSTRACT 

A System for increasing transaction Security acroSS existing 
infrastructure is provided. An activation mechanism sends 
an activation Signal or a signal providing a PIN and/or other 
data to a processing device. If the data is verifiable, the 
processing device performs verification. A display unit pro 
vides a key, preferably encrypted, upon Successful utiliza 
tion of the Sensor device. Included in the key generation 
mechanism is an indicator of the transaction number or other 
Sequential count indicative of card use. An authorization 
Service reads the key from a transaction communication PIN 
field and decrypts based on a Second Sequential count 
maintained in Sync with the first count to determine whether 
the use is authorized. In one embodiment a clocking mecha 
nism is also utilized in encrypting and decrypting the key. A 
Separate reader may be similarly configured to read existing 
Smart cards utilizing the process of the present invention. 
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BIO-METRIC SMART CARD, BIO-METRIC 
SMART CARD READER, AND METHOD OF USE 

CROSS REFERENCE TO ARELATED 
APPLICATION AND CLAIM OF PRIORITY 

0001. This invention is a continuation in part and claims 
priority to the following co-pending U.S. patent application, 
which is incorporated herein by reference in its entirety: 

0002 McGregor et al, application Ser. No. 09/843, 
572, entitled “A BIO-METRIC SMART CARD, 
BIO-METRIC SMART CARD READER, AND 
METHOD OF USE,” attorney docket no.23758.001 
00, filed, Apr. 26, 2001. 

BACKGROUND OF THE INVENTION 

COPYRIGHT NOTICE 

0003) A portion of the disclosure of this patent document 
contains material which is Subject to copyright protection. 
The copyright owner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent file or records, but otherwise reserves all copyright 
rights whatsoever. 

0004) 1. Field of the Invention 
0005 The present invention relates generally to the field 
of credit card Security, and more particularly to a bio-metric 
Smart card, a bio-metric Smart card reader and a method of 
use for the card and reader. 

0006 2. Description of the Related Art 
0007 Recent innovations have brought significant Secu 
rity-related advances to the credit card, debit card, and 
consumer banking industries. In the 1980s, holographic 
images were introduced and included on plastic card faces to 
deter the manufacture of counterfeit cards. More recently, 
Some cards have been adapted to include a photograph of the 
authorized user, thereby obviating the need for a purchaser 
to present Separate identification and decreasing the likeli 
hood of fraud. Most recently, Smart cards, also known as 
personal data cards or chip cards, which include a memory 
chip integral with the card, now provide additional Security 
features. 

0008. Despite these advances, the industry remains bur 
dened by a considerable fraud problem. Credit card theft and 
fraud accounts for billions of dollars in damages a year in the 
U.S. alone, with billions more being lost overseas. Holo 
graphic images do nothing to deter the unauthorized use of 
a genuine card and new technology has made them easier to 
copy. Sub-thumbnail sized photos on cards are often too 
Small for careful examination by Store clerks, and like 
holograms, cannot be viewed during online or telephone 
based transactions. And Smart cards provide no new Security 
features unless used acroSS a new breed of card-reading 
infrastructure, which will cost hundreds of millions of 
dollars to install. Moreover, like the other new technologies 
described above, Smart cards do not address online and 
telephonic Sales Scenarios wherein the merchant lacks the 
ability to examine the actual card. Perhaps most importantly, 
Since Smart cards are not compatible with the existing 
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card-reading infrastructure they do not address the near term 
needs of the industry and the massive on-going losses 
caused by fraudulent use. 
0009 Referring to FIG. 1, there is illustrated an available 
system 100 for credit card processing. On a credit or debit 
card 110 there is permanently displayed on a front face 
Surface 112 a multi-(typically sixteen) digit number repre 
sentative of the card holder's debit or credit account. Also 
displayed on the Surface 112 are the expiration date and card 
holder's name. A magnetic Strip (not shown) is typically 
found on the back Surface of card 110 and contains at least 
the information displayed on the front surface 112. To 
process a transaction using the card 110, a Seller might use 
a magnetic Strip reader 120 (Such as available from Magtec, 
Inc.) by sliding the upper portion of card 110 through slot 
122 to read the information Stored within the magnetic Strip. 
After the information is forwarded across network 125 to a 
financial institution or credit card authorization Service, 
along with data about the requested transaction, a returned 
authorization number or denial message is displayed acroSS 
display area 124. In the alternative, the user might read aloud 
over a telephone connection or otherwise transmit the 
account number, name and expiration information to a Seller, 
who requests a transaction authorization from a central 
transaction authority acroSS network 125. 
0010. In the above-described available transaction pro 
ceSS, while recent Security advances do provide Some crime 
protection, there is still far more opportunity than desirable 
for deception and fraud. Specifically, if the card is lost or 
stolen the thief or finder of the lost card might use the card 
for fraudulent purchases. Also, if a thief finds or Steals a 
receipt or Similar record listing the card number and other 
card information found in field 112, that information might 
be fraudulently used for online or telephonic transactions. 
0011. There is therefore a need in the art for a new 
fraud-preventive System and method, which is compatible 
with the existing infrastructure, and can be used Securely for 
remote, telephonic, or Internet-based transactions. 

SUMMARY OF THE INVENTION 

0012. In general, the present invention is a system for 
increasing transaction Security acroSS existing credit card 
processing infrastructure. A user bio-metric Sensor device is 
integrated into a credit or debit “Smart card'. A display unit 
provides a key, preferably encrypted, upon Successful utili 
Zation of the Sensor device. Included in the key generation 
mechanism is an indicator of the transaction number or other 
Sequential count indicative of card use. An authorization 
Service decrypts the key in a manner at least partially 
dependent upon a Second Sequential count maintained in 
sync with the first count to determine whether the use is 
authorized. A separate reader may be similarly configured to 
read existing Smart cards utilizing the process the present 
invention. 

0013 More specifically, the present invention may be 
embodied in a device for preventing the unauthorized use of 
proprietary data, the apparatus comprising, a user authenti 
cation device configured to provide the user an authentica 
tion data input for proving the user is authorized to use the 
account number, a transaction counting mechanism config 
ured to track authorized device access events, a processor 
device in electrical communication with the user authenti 
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cator and counter, the processor being programmed to 
generate a Security key in response to authentication data 
received via the user authenticator, the Security key being 
derived at least in part from the contents of the counter, and 
a display unit configured to display the Security key on the 
apparatuS. 

0.014. In one embodiment, the present invention is a 
Smart card Style apparatus including a PIN entry System 
providing the user ability to enter a PIN to authenticate the 
user, a transaction counter for tracking authorized device 
access events, a processor in electrical communication with 
the user authenticator and counter, wherein the processor is 
programmed to generate a Security key in response to the 
PIN or other authentication data, and a display unit to 
display the Security key on the face of the card. The Security 
key is derived at least in part from the contents of the counter 
and a clocking mechanism. In another embodiment, the 
present invention is configured as a portable reader for 
reading and authorizing purchases using existing Smart 
cards. The present invention may also be configured as a 
peripheral device to a computer System. 

0.015. In another embodiment, the present invention is a 
Smart card, comprising, an activation device configured to 
produce a signal in response to a user action, a display 
mechanism, a processing device coupled to the display 
device and configured to receive Said Signal, and program 
ming executed by the processing device, Said programming 
configured to produce an encrypted key and display the 
encrypted key on the display mechanism. 

0016. The present invention includes a system for 
Securely processing transactions, the System comprising, a 
Security key device, comprising, a user authenticator con 
figured to provide a user an authentication data input for 
proving the user is authorized to use an account associated 
with the Security device, a first counter in communication 
with the user authenticator, a key generator in communica 
tion with the user authenticator and first counter, the key 
generator being programmed to generate a Security key in 
response to authentication data received via the user authen 
ticator, the Security key being derived at least in part from 
the content of the first counter, and an electronic display in 
electrical communication with the key generator, for dis 
playing the Security key in a manner Visible upon the 
Structure, and an authorization device, comprising, a Second 
counter, and a key confirmation processor programmed to 
confirm an authenticity of the key in a manner at least 
partially dependent upon the contents of the Second counter. 

0.017. According to the present invention, a method of 
Securely authorizing a transaction utilizing an account com 
prises confirming an authorized use of an account card via 
a PIN provided by a user, maintaining a first count indicative 
of a number of instances of Such authorized uses, generating 
a Security key in a manner at least partially dependent upon 
the count, transmitting the Security key to an authorizing 
authority, processing the Security key at the authorizing 
authority, maintaining a Second count indicative of a number 
of transmissions received by the authorizing authority for 
the account, confirming that the Security key was generated 
by an authorized user at least in part through use of the first 
count and the Second count, and authorizing the transaction 
if the Security key was generated by a valid user. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0018. The present invention will be readily understood by 
the following detailed description in conjunction with the 
accompanying drawings, wherein like reference numerals 
designate like Structural elements, and in which: 
0019 FIG. 1 is a block diagram illustrating an available 
credit card and transaction processing System; 
0020 FIG. 2 is a diagram of one embodiment of the 
present invention; 
0021 FIG. 3 is a flow-chart illustrating the operation of 
the present System; 
0022 FIG. 4 is a diagram of an alternate embodiment of 
the present invention; 
0023 FIG. 5 is a diagram of an alternate embodiment of 
the present invention; 
0024 FIG. 6 is diagram illustrating the use of the present 
invention for purchasing goods over the Internet; 
0025 FIG. 7 is a diagram of another embodiment of the 
present invention using a button for activation of an 
encrypted key; 

0026 FIG. 8 is a diagram of another embodiment of the 
present invention having a touchpad for entry of a user PIN; 
0027 FIG. 9 is a flow chart illustrating operation of a 
touchpad embodiment of the present invention; 
0028 FIG. 10 is a diagram of yet another embodiment of 
the present invention; 
0029 FIG. 11 is a flow chart illustrating an example 
process flow of implementing data transfer according to an 
embodiment of the present invention; 
0030 FIG. 12A is a block diagram illustrating an 
example data flow according to an embodiment of the 
present invention; 
0031 FIG. 12B is a block diagram illustrating an 
example data flow according to an embodiment of the 
present invention; 
0032 FIG. 12C is a block diagram illustrating an 
example data flow according to an embodiment of the 
present invention; 
0033 FIG. 13 is a block diagram illustrating an example 
data flow and data validation according to an embodiment of 
the present invention; 
0034 FIG. 14A is an example embodiment of the present 
invention having a Surface of the Smart card coated in digital 
ink, and 
0035 FIG. 14B is another example embodiment of the 
present invention having a Surface of the Smart card coated 
in digital ink. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0036) The following description is provided to enable any 
perSon Skilled in the art to make and use the invention and 
sets forth the best modes contemplated by the inventor for 
carrying out the invention. Various modifications, however, 
will remain readily apparent to those skilled in the art, Since 
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the basic principles of the present invention have been 
defined herein Specifically to provide a bio-metric Smart 
card, bio-metric Smart card reader and method of use. Any 
and all Such modifications, equivalents and alternatives are 
intended to fall within the Spirit and Scope of the present 
invention. 

0037. One embodiment of the present invention is illus 
trated in FIG. 2. In this embodiment a bio-metric Smart card 
210 is shown. The bio-metric Smart card 210 preferably has 
Substantially the same shape and form factor as available 
plastic credit and debit cards such as card 110 in FIG. 1, 
although card 210 might be thicker as needed to accommo 
date newly-introduced internal components. On a front 
Surface 212 of the card 210, in addition to the account 
number, name and expiration date display area, there is also 
preferably provided a bio-metric reading apparatus Such as 
fingerprint Scanner 218 in electrical communication with a 
microprocessor 216. A ROM 222, preferably an EEPROM, 
Stores the fingerprint or other bio-metric data, the encryption 
keys, and a transaction counter. A battery 214 is connected 
to provide power to microprocessor 216, preferably within 
card 210. In the alternative, the energy needed to run 
microprocessor 216 might be provided through movement 
of card 210 (as with an automatic watch) or contact of the 
card or reading apparatus by the user's finger. The finger 
print Scanner 218 is accessibly disposed upon Surface 212 of 
card 210 and connected to microprocessor 216 to provide an 
input Signal triggered by the user placing a thumb or finger 
upon the surface of scanner 218. For additional information 
on available technology compatible with the intended use of 
Scanner 218, the reader is referred to U.S. Pat. No. 5,623, 
552, entitled SELF-AUTHENTICATION IDENTIFICA 
TION CARD WITH FINGERPRINT IDENTIFICATION 
which is incorporated herein by reference. 
0.038 A security key display 220 is configured to display 
dynamic numeric and/or textual data forwarded by micro 
processor 216, and intended to accompany the account 
number for all transactions in the manner outlined below 
with reference to FIG. 3. 

0039. In a manner of use of the bio-metric Smart card 210 
and the present invention, a user's bio-metric indicator 
(here, a thumb or finger print) or another user-derived input 
mechanism triggers in microprocessor 216 the generation of 
a dynamic Security key code displayed in the Security key 
display region 220. The display region 220 preferably com 
prises an LED array, LCD, or other Similar, low-cost display 
mechanism. The displayed Security key is then communi 
cated or transmitted to the credit card authorization Service 
either through a reader, or through a telephone or other 
remote connection (e.g., entry by the user in a web page 
interface for an online transaction). The Security key display 
region 220 is configured to display dynamic numeric and/or 
textual data forwarded by microprocessor 216. 
0040 More particularly, referring generally to the flow 
chart of FIG. 3, at step 302 the user places his or her thumb 
or finger upon fingerprint Scanner 218. In the alternative, 
step 302 might be replaced with any other form of bio-metric 
authentication that provides positive identification that an 
authorized user is, in fact, attempting to use the account 
number found on the card. The results of scan step 302 are 
then compared (either by Scanner 218 alone or in coopera 
tion with microprocessor 216) at step 304 to a reference file 
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representative of the user's actual print. The reference file 
might be Stored in Scanner 218, in microprocessor 216, or in 
a separate memory unit (ROM 222). If no match is found, an 
error message or other message indicating an attempted use 
by other than the authorized user is forwarded at step 306 to 
display 220. The displayed error code might indicate to the 
user that an error has been detected with an easily discern 
able message Such as “ERR, or might make Such a message 
recognizable only to the Seller, bank or authorization Service 
to better provide an opportunity to recapture a Stolen card or 
detain an unauthorized user (e.g., a non-authentic value that 
looks like an authentic encrypted key). 
0041) If a match is found at step 304, the microprocessor 
216 increments an activation/transaction counter at step 307 
and generates there with a numeric or alphanumeric Security 
key. The alphanumeric Security key is then preferably 
encrypted at step 308 and forwarded at step 310 to display 
220. The operator of a card reader 230, or a remote seller 
communicating with the user, then inputs or forwards at Step 
312 the displayed, encrypted Security key along with the 
other information found on Surface 212 and any other 
required information. 

0042. Upon receipt of the card information and encrypted 
key at an authorization Service center, an authorization-side 
activation counter is then incremented at Step 314, thereby 
remaining Synchronized to the activation counter of the 
bio-metric Smart card 210. The key is then decrypted at steps 
316 in a manner utilizing the incremented activation count 
to determine at step 318 whether the authorized user initi 
ated the requested purchase authorization. If the activation 
counter is Sufficiently aligned with the counter reading from 
the card (within an allowed “window” of transaction counter 
numbers to allow for transactions being processed slightly 
out of order) and other easily understood criteria are met 
(i.e., Sufficient credit or funds available, no lost or stolen 
card alert reported), an authorization signal is returned 
across network 125 at step 320. If any of the new or 
available criteria are not met, a “transaction rejected” code 
or Signal is returned at Step 322. 

0043 Referring next to FIG. 4, one embodiment of the 
inventive card reader 410 is illustrated. The card reader 410 
preferably has Substantially the same shape and form factor 
as available plastic credit and debit cards such as card 110 
in FIG. 1, although it is generally thicker to accommodate 
the additional components. The card reader 410 may be 
formed as a “wallet'. Such that a Smart card can be inserted 
into the reader as shown in FIG. 4. On the front Surface 412, 
there is preferably provided a bio-metric reading apparatus 
Such as fingerprint Scanner 418 in electrical communication 
with a microprocessor 416. A ROM 422, preferably an 
EEPROM, stores the fingerprint or other bio-metric data, the 
encryption keys, and a transaction counter. A battery may 
also be connected to provide power to microprocessor 416. 
In the alternative, the energy needed to run microprocessor 
416 might be provided through movement of card reader 
410 (as with an automatic watch) or contact of the card or 
by a solar panel. The card reader 410 further includes an 
alpha-numeric display, such as an LED or LCD display 420. 

0044 Finger print scanner 418 is accessibly disposed 
upon surface 412 of the card reader 410 and is connected to 
the microprocessor 416 to provide an input signal triggered 
by the user placing a thumb or finger upon the Surface of the 
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scanner 418. The display 420 is configured to display 
dynamic numeric and/or textual data forwarded by micro 
processor 416, and is intended to accompany the account 
number for all transactions in the manner outlined above 
with reference to FIG. 3. The wallet may include an IR or 
wireleSS transmitter to automatically transmit the Security 
code to a transaction network. Thus, the present bio-metric 
reader (“wallet’) may be used with existing Smart cards, 
which lack an incorporated microprocessor and/or display. 

0.045. As shown in FIG. 5, the present invention may be 
configured in an alternative embodiment as a traditional 
credit card reader 500 for attachment to a computer or 
point-of-sale (POS) device, Such as an electronic cash reg 
ister. The card reader includes a microprocessor 510, a 
display 512, and a bio-metric sensor 514. It also further 
includes an electrical connection 516 for transferring the 
security code directly from the reader 500 to the POS device 
or computer. 

0046. In operation, a user inserts a credit card or Smart 
card into the reader. Once the user places an appropriate 
finger or thumb on the finger-print Sensor 514, the Security 
code is generated by the microprocessor 520 and is dis 
played on the card reader display 512 or electronically 
transferred to a network. This Security code may then be 
used to authorize a transaction as described above. FIG. 6 
illustrates a System for incorporating the present invention 
for use in purchasing goods over the Internet. A merchant 
server 602 forwards the security key transmitted by the 
reader 608 to an authorization server 604. If the authoriza 
tion server 604 validates the transaction, the merchant server 
602 then processes the purchase request. 

0047 As described herein, the present invention provides 
a greater level of Security to credit card transactions, by 
requiring a bio-metric input, and further by producing a 
unique Security key code for each transaction. The present 
invention may be incorporated into a new Smart card design, 
including a bio-metric Sensor and a display, or may be 
incorporated as a portable “wallet” that can also be used with 
Standard credit cards. 

0.048. A preferred method to perform the operation of the 
encryption and decryption processing will now be discussed 
in further detail. Other procedures or algorithms may also be 
used in the present invention, as in well known in the art. 
First, the following acronyms will be defined: 

KCARD Cryptographic key embedded into the bio-metric smart card 
KDOMAIN Cryptographic key that resides at the domain company 
SHA Secure Hash Algorithm 
BSEED Bio-metric encryption seed 
MD2 Message Digest Algorithm 
DES Data Encryption Standard 

0049. As described above, the purpose of the bio-metric 
Smart card is to authenticate the Subscriber and the transac 
tion for a credit card purchase. In order to perform the 
authentication, each bio-metric Smart card contains a unique 
cryptographic key, KCARD, which is 80 bits or 10 bytes in 
length. Each Service provider also has a unique key, KDO 
MAIN, which is 80 bits or 10 bytes. 
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0050. KCARD is derived cryptographically from KDO 
MAIN respectively as follows: 

0051 KCARD=left-hand 
(KDOMAINBSEED) 

0.052 where as KCARD is equal to the left-hand 80 bits 
or 10 bytes of the appropriate SHA result. BSEED is a 
bio-metrically generated value that is 80 bits or 10 bytes in 
length for each Subscriber. In a preferred embodiment, the 
BSEED value is generated from a user's fingerprint data. 
The Secure Hash Algorithm, SHA, is defined in the Federal 
Information Processing Standards publications 180-1, 
herein incorporated by reference. KDOMAIN is a random 
value that is set by the service provider. 

10 bytes of SHA 

0053. The authentication message is encrypted data that 
is communicated from the bio-metric Smart card to the 
Service provider for the purpose of authenticating the Sub 
Scriber and the transaction. The bio-metric Smart card com 
municates this message via the display on the front of the 
card, or the data is directly sent via IR or other wireless 
technology, or by a Smart card reader that has an electrical 
connection to the network. The authentication message is 
comprised of base 10 values So that it will Support most 
current infrastructures (i.e. telephone, Internet, Zone 
machines, etc.). This message is also cryptographically 
designed So that the number of digits in the message will 
comply with industries Standards (i.e. Visa, MasterCard, 
Amex, AT&T, MCI, etc.). 
0054 As discussed above, the authentication message 
contains a transaction (serial) number that is incremented for 
each transaction. This transaction number is incremented for 
each transaction So that it will only be accepted once. The 
transaction number is initially Set to Zero and when it reaches 
the value of 999999 the card becomes inoperable, or the 
transaction number is reset. 

0055. The bio-metric Smart card increments the transac 
tion number stored in the EEPROM of the card for each 
authentication message. The authentication message is 
encrypted using the KCARD encryption key and using the 
MD2 or DES encryption algorithm. This method allows for 
each authentication message to be unique for each Sub 
Scriber and for each transaction. For example, performing 
MD2(KCARD+transaction number) produces a unique base 
10 number. The next transaction increments the transaction 
number by 1, and thereby produces a different base 10 
number, which is not simply the first Security code plus one. 
This provides increased Security against fraud, Since even if 
Someone has access to one Security code, this will not 
authorize future transactions. 

0056. The authentication message is decrypted using the 
KCARD key and the MD2 or DES algorithm. The decryp 
tion key KCARD is generated for each transaction, So that 
there is no need for transferring this data. The transaction 
number contained in the authentication message is then 
referenced to validate the transaction. This is to prevent 
duplicate transactions. The authentication Server may use a 
transaction number “window' to authorize each transaction 
in order to accommodate transactions being processed out of 
order. For example, transactions that are plus five transaction 
numbers from the current count may be approved. 
0057 The Smart card or wallet incorporating the present 
invention must be initialized prior to use in order to Store the 
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KDOMAIN value and the user's fingerprint data. This step 
may be performed at a user's local bank branch, as is 
currently done to initialize ATM PIN numbers. 
0.058 FIG. 7 is a diagram of another embodiment of the 
present invention. In this embodiment, a button or other 
activation device 700 is placed on a smart card 710. The 
Smart card 710 contains components similar to the bio 
metric Smart card 210, including a microprocessor, 716, 
battery 714, ROM 722, and display 720. Also similar to the 
bio-metric Smart card, other arrangements of these compo 
nents may also be utilized. The battery 214 provides an 
energy Source for operation of the microprocessor 216. 
Alternatively, a Solar or light Sensitive panel provides the 
energy Source. 

0059) The button or other activation device 700 provides 
a signal that initiates production of an encrypted key that is 
displayed on display 720. The button 700 may be a physical 
button having contacts, a pressure Sensitive or light Sensitive 
Switch, a heat Sensitive button, or another activation device. 
The display 720 may be an LCD device (including displays 
Similar to palm-type computers, but adjusted for Size to fit 
the credit card like dimensions of the Smart card 710). The 
ROM 222 contains programming or other data executed/ 
used by the microprocessor to calculate the encrypted key to 
be displayed. The programming stored in ROM 722 is 
executed on the microprocessor 716 (In one alternative, the 
programming is hardwired into other electronics of the Smart 
card). The microprocessor receives the initiation signal from 
the button 700, calculates the encrypted key, and then 
displays the encrypted key on display 720. 
0060 FIG. 8 is a diagram of another embodiment of the 
present invention. In FIG. 8, a touchpad 800 is provided for 
entry of a user PIN. The touchpad is a 10 key type touchpad 
having buttons for digits 0-1, and a delete button 810. 
Alternatively, the touchpad might also contain alpha numer 
als in various forms including telephone style numerals, 
shift key and shift key activate numerals, or a full keyboard. 
The touchpad may be constructed of a Set of heat or preSSure 
Sensitive Switches or other devices. The touch pad may be 
activated by finger touching the corresponding keys of the 
user's pin, or, via a stylus device. 
0061. In one alternative, both the display and keypad are 
consolidated on a single touch Sensitive Screen that has 
facilities for inputting numerals, alpha, and/or other charac 
ters consistent with a user's PIN (including, but not limited 
to Symbols, punctuation, and/or foreign language alpha and 
characters). Handwriting recognition or a displayed key 
board similar to those found on Palm and Handspring 
devices may be utilized to input the user's PIN. Additional 
programming stored in ROM 822 and executed on Micro 
processor 816 may be utilized to facilitate entry of the PIN. 
The additional programming may alternatively be embedded 
in the microprocessor or other electronics of the Smart card. 
0062). In the embodiment of FIG. 8, the encrypted key is 
produced upon entry of the user's PIN to the Smart card. 
0063 FIG. 9 is a flow chart illustrating operation of a 
touchpad embodiment of the present invention. At step 902 
the microprocessor (e.g. microprocessor 716/1016) receives 
a user's PIN that had been entered by the user (e.g., via 
touchpad 800). The entered PIN is then compared, at step 
904, against a stored PIN (e.g., stored in ROM 822) to 
determine is a match has occurred. 
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0064. If a match does not occur, an error message or other 
message indicating an attempted use by other than the 
authorized user is forwarded at step 906 to the display. The 
displayed message (e.g., an error code) might indicate to the 
user that an error has been detected with an easily discern 
able message Such as “ERR, or might make Such a message 
recognizable only to the Seller, bank or authorization Service 
to better provide an opportunity to recapture a Stolen card or 
detain an unauthorized user. 

0065. If a match is found at step 904, the microprocessor 
increments an activation/transaction counter at step 907 and 
generates therewith a numeric or alphanumeric Security key. 
The alphanumeric Security key is then preferably encrypted 
at step 908 and forwarded at step 910 to the display. The 
operator of a card reader 230, or a remote Seller communi 
cating with the user, then inputs or forwards at step 912 the 
displayed, encrypted Security key along with the other 
information found on the Surface of the Smart card and/or 
any other required information. 

0066. Upon receipt of the card information and encrypted 
key at an authorization Service center, an authorization-side 
activation counter is then incremented at step 914, thereby 
remaining Synchronized to an activation counter of the Smart 
card. The key is then decrypted at steps 916 in a manner 
utilizing the incremented activation count to determine at 
step 918 whether the authorized user initiated the requested 
purchase authorization. If the activation counter is Suffi 
ciently aligned with the counter reading from the card 
(within an allowed “window” of transaction counter num 
bers to allow for transactions being processed slightly out of 
order) and other easily understood criteria are met (i.e., 
Sufficient credit or funds available, no lost or Stolen card alert 
reported), an authorization signal is returned acroSS network 
125 at step 920. If any of the new or available criteria are not 
met, a “transaction rejected” code or Signal is returned at 
step 922. 

0067. In one embodiment, the Smart card uses both a 
bio-metric reading apparatus and a touchpad for entry of the 
user's PIN. Steps 902 and 904, and Steps 302 and 304 are 
each executed before performing other Steps related to 
production/determination of the encrypted key. 

0068 FIG. 10 is a diagram of yet another embodiment of 
the present invention formed in conjunction with an alter 
native device. In this example alternative embodiment, the 
present invention is embedded and placed upon an alterna 
tive device, a wallet, 1010. The wallet 1010 preferably has 
Substantially the same shape and form factor as available 
plastic credit and debit cards such as card 110 in FIG. 1, 
although it is generally thicker to accommodate the addi 
tional components. A Smart card, credit card, or other device 
1028 may be fitted and held inside the wallet 1010. On the 
front Surface 1012, there is provided a touchpad 1018 for 
entry of a user's PIN (or alternatively, both a touchpad and 
bio-metric Sensing device). The touchpad and/or bio-metric 
Sensing device is in electrical communication with a micro 
processor 1016. A ROM 1022, preferably an EEPROM, 
Stores at least one of the fingerprint or other bio-metric data, 
the encryption keys, a transaction counter, and a user's PIN, 
as required to test inputs (either bio-metric or PINs) and 
produce an encrypted key. A battery 1024 may also be 
connected to provide power to microprocessor 1016. Again, 
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the power may be provided through movement, Solar cells, 
or other energy Sources. The card reader includes a display 
1020. 

0069 Processing performed by the embodiment of FIG. 
10 may be performed similarly to any one of the other above 
described embodiments. The wallet 1010 includes an IR or 
other wireleSS transmitter to automatically transmit the Secu 
rity code to a transaction network. Thus, the present bio 
metric reader (“wallet’) may be used with existing Smart 
cards, which lack an incorporated microprocessor and/or 
display. 

0070. In yet another embodiment of the present inven 
tion, a clocking mechanism 1100 (see FIG. 7) is coupled to 
the microprocessor (e.g., microprocessor 716). The clocking 
mechanism (preferably internal to the Smart card, e.g. Smart 
card 710) continually generates a clock authorization num 
ber. Programming executed on the microprocessor (e.g., 
microprocessor 716) uses the clock authorization number in 
production of the encrypted key. On the Card Authorization 
Server (CAS) (e.g., CAS 604, back end server, etc.), another 
clocking mechanism 1150 (See FIG. 6) is synched to the 
clocking mechanism 1100, and, an output of the Synched 
clocking mechanism 1150 is used to decrypt the encrypted 
key. The decrypted key is then examined to Verify that a 
proper transaction has been initiated. In one embodiment, 
the clocking mechanisms are clockS based on current time, 
and the clock authorization number is a value produced via 
an algorithm using the time and a clock authorization key. In 
another embodiment, the clocking mechanisms are unrelated 
to the current time, but progressively changes values in at 
least one direction (for example, any combination of count 
up, count-down devices, or other time varying devices), and 
preferably encrypted with the clock authorization key. Use 
of internal clocks in producing the key, and hence the 
encrypted key, on both the device (e.g. Smart card) and back 
end (e.g. CAS server) may be utilized in any of the other 
embodiments discussed further above. 

0071. The present inventors have realized that the present 
invention may integrated into existing credit card approval 
infrastructure. Most credit card approval Systems today 
include a card reader (e.g. reader 120) which includes a 
keypad. Software operating the reader generally already has 
facilities for entry of a PIN, particularly for ATM card 
transactions that require a PIN. The present invention may 
be integrated into the existing infrastructure by using the 
existing software and prompts for collection of ATM PINs 
for collection and transfer of the encrypted key to a clearing 
house or other financial institution that approves use of the 
credit card. Transfer of the encrypted key is performed via 
a transaction communication in which the encrypted key is 
passed to the authorizing authority in the PIN field. Other 
data may also be communicated in the transaction commu 
nication. 

0.072 FIG. 11 is a flow chart illustrating an example 
process flow of implementing data transfer according to an 
embodiment of the present invention. Initially, at step 1100, 
the user Swipes a credit card or otherwise enters the credit 
card number into a card reader, web page, or other device 
that captures the user's credit card number. At step 1105, the 
user initiateS production of the encrypted key. The encrypted 
key is initiated according to any of the embodiments dis 
cussed above, pressing a button, entering a user PIN, or 
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generated according to another triggering event (e.g., read 
ing the card). Then, at step 1110, the user also enters the 
encrypted key into the reader when prompted. The prompt 
may simply be to enter the user's PIN, to which the user 
responds by entering the encrypted key generated by the 
Smart card (not the user's PIN, which, in the previously 
discussed embodiments is required for production of the 
encrypted key). In essence, entry of the encrypted key is 
entry of the user's PIN for the transaction being processed. 
0073. The users card number and encrypted key may be 
entered into the System via other procedures. In one alter 
native, at step 1101, the user initiates production of the 
encrypted key. At step 1106, the user Swipes his card into the 
card reader which then reads both the card number and 
encrypted key. The alternative procedures may not fit as 
easily into the existing infrastructures and may require Some 
reprogramming of current readers. However, preferably, in 
any of the above embodiments, the encrypted key is entered 
into the system and placed in the existing PIN field of the 
data transaction between the card reader (e.g. retailer) and 
the first clearing house in the credit card transaction 
approval chain. 
0074 The users card number and encrypted key, along 
with other necessary information (e.g., cost of transaction, 
etc.) are then sent via a transaction communication to a 
clearing house or other financial institution for processing 
(Step 1115). A return message from the financial institution/ 
clearing house indicates whether the transaction is approved 
(i.e., the account is in good Standing and the encrypted key 
matches). If approved, an accept message is sent to the 
retailer (step 1130), if declined, the disapproval is sent to the 
retailer (step 1125). 
0075 FIG. 12A is a block diagram illustrating an 
example data flow according to an embodiment of the 
present invention. FIG. 12A presents an example credit card 
transaction approval chain. In this example, the card number 
(card #) 1205 and other transaction data (price, etc) and the 
encrypted key (preferably placed in the PIN field) 1210 are 
Sent to a primary clearing house. The primary clearing house 
is the first financial institution in the credit card transaction 
clearing house chain. The combined fields 1205 and 1210 
comprise a transaction communication and may be a single 
message or multiple messages containing information 
needed to complete a transaction. 
0076. The primary clearing house checks the transaction 
like a normal credit card transaction and passes all the data 
(e.g. 1205/1210, now 1225/1230) to a middle clearing house 
1240. The middle clearing house 1240 represents all the 
intermediary financial institutions between the primary 
clearing house and the banks or backing institution 1260 of 
the credit card (Smart card). The middle clearing house also 
passes all the data on to the bank 1260. The bank 1260 then 
checks the account Status, decrypts the encrypted key, and 
Sends a Status message 1255 back through the credit card 
transaction approval chain. If the account and key check out 
ok, the Status message is an accept. If not, the Status message 
is a decline. 

0077. Therefore, the bank 1260 performs the primary 
financial and account checking to Verify and approve the 
transaction. However, any of the primary and middle clear 
ing houses may also perform Similar functions. If this 
occurs, then the data flow through the credit card transaction 
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approval chain may be modified accordingly. For example, 
in FIG. 12B, the middle clearing house 1240 decrypts the 
encrypted key and checks it for validity. The credit card 
number is still passed on to the bank 1260 for account 
validation. In yet another alternative, referring to FIG. 12C, 
the primary clearing house decrypts the encrypted key and 
checks it for validity. The credit card number is still passed 
on to the middle clearing house and bank 1260 for account 
validation. Any number of variations of checking and 
approval may be implemented once the card number, other 
transaction data, and the encrypted key are entered into the 
data communications representing the transaction to be 
approved. 
0078 FIG. 13 is a block diagram illustrating an example 
data flow and data validation according to an embodiment of 
the present invention. In this example, a primary clearing 
house 1221 receives the card if and other transaction data 
1205 and an encrypted key packed in a PIN field. The 
clearing house Sends the card number to an authorization 
device 1300 that include authorization server 604. The 
authorization server 604 uses the card number to reference 
any needed user data 1310, retrieves a clock signal (if 
needed for the particular embodiment), decrypts the 
encrypted key, and determines if it is valid. If the decrypted 
key is valid, and an accept Status Signal 1235 is received 
from the Subsequent institution (e.g., bank, credit union, 
etc.), then the clearing house 1221 forward an accept status 
1215. If either the decrypted key is invalid, or a decline is 
received in status 1235, the clearing house forwards a 
decline in Status message 1215. 
0079. In one embodiment, the Smart card of the present 
invention is produced on an Electronic Ink Surface Such as 
a Thin and Flexible Microelectronics (TFM) substrate. 
Example surfaces are produced by Power PaperTM. 
0080. The principal components of electronic ink are 
millions of tiny microcapsules, about the diameter of a 
human hair. In one incarnation, each microcapsule contains 
positively charged white particles and negatively charged 
black particles Suspended in a clear fluid. When a negative 
electric field is applied, the white particles move to the top 
of the microcapsule where they become visible to the user. 
This makes the Surface appear white at that spot. At the same 
time, an opposite electric field pulls the black particles to the 
bottom of the microcapsules where they are hidden. By 
reversing this process, the black particles appear at the top 
of the capsule, which now makes the Surface appear dark at 
that spot. To form an E Ink electronic display, the ink is 
printed onto a sheet of plastic film that is laminated to a layer 
of circuitry. The circuitry forms a pattern of pixels that can 
then be controlled by a display driver. These microcapsules 
are Suspended in a liquid “carrier medium' allowing them to 
be printed using existing Screen printing processes onto 
Virtually any Surface, including glass, plastic, fabric and 
even paper. In the present invention, microprocessor 716 (or 
other electronics connected thereto) include drivers that 
charge the electronic circuitry that to form the pattern of 
pixels for the display on the Smart card 710 or Smart card 
wallet 1010. In this embodiment, the LCD display 720, 820, 
and 1020 is replaced with an electronic ink surface. Any 
display imaginable may be produced. Some example dis 
plays include those presented previously, and alternatives 
may include those shown in FIGS. 14A and 14B. Each of 
FIGS. 14A and 14B represent an entire surface of the Smart 
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card coated in digital ink. A card number space 1400 is 
provided. In one embodiment, a logo Space 1410 is pro 
Vided, and programming of the microprocessor and/or dis 
play drivers produces a logo of the card or backing financial 
institution displayed in the logo space 1410. In FIG. 14B, a 
keypad including digits 1-9, 0, clear, and enter are provided 
in digital ink. Underlying electronics, including any of heat 
Sensitive, pressure Sensitive, or mechanical activation 
Switches are provided to register user inputs on the key pad. 
Logo Space 1430 is a digital ink representation of the credit 
card company, and expiration date/user information is pro 
vided in space 1440. 
0081 Portions of the present invention may be conve 
niently implemented using a conventional general purpose 
or a specialized digital computer or microprocessor pro 
grammed according to the teachings of the present disclo 
Sure, as will be apparent to those skilled in the computer art. 
Preferably, that computer is embodied in a microprocessor 
embedded in a wallet or Smart card device. 

0082) Appropriate software coding can readily be pre 
pared by Skilled programmerS based on the teachings of the 
present disclosure, as will be apparent to those skilled in the 
Software art. The invention may also be implemented by the 
preparation of application specific integrated circuits or by 
interconnecting an appropriate network of conventional 
component circuits, as will be readily apparent to those 
skilled in the art. 

0083. The present invention includes a computer pro 
gram product which is a storage medium (media) having 
instructions stored thereon/in which can be used to control, 
or cause, a computer to perform any of the processes of the 
present invention. The Storage medium can include, but is 
not limited to, any type of disk including floppy disks, mini 
disks (MD’s), optical discs, DVD, CD-ROMS, micro-drive, 
and magneto-optical disks, ROMs, RAMs, EPROMs, 
EEPROMs, DRAMs, VRAMs, flash memory devices 
(including flash cards), magnetic or optical cards, nanoSys 
tems (including molecular memory ICs), RAID devices, 
remote data Storage/archive/warehousing, or any type of 
media or device Suitable for Storing instructions and/or data. 
0084 Stored on any one of the computer readable 
medium (media), the present invention includes Software for 
controlling both the hardware of the general purpose/spe 
cialized computer or microprocessor, and for enabling the 
computer or microprocessor to interact with a human user or 
other mechanism utilizing the results of the present inven 
tion. Such Software may include, but is not limited to, device 
drivers, operating Systems, and user applications. Ulti 
mately, Such computer readable media further includes Soft 
ware for performing the present invention, as described 
above. 

0085 Included in the programming (software) of the 
general/specialized computer or microprocessor are Soft 
ware modules for implementing the teachings of the present 
invention, including, but not limited to, retrieval of user 
inputs including bio-metric data, PIN numbers, PIN number 
and/or bio-metric data comparisons, operation of counters, 
encryption/decryption routines, transmitting and receiving 
any of IR, RF, or other electronic or optical Signals, and the 
display, Storage, or communication of results according to 
the processes of the present invention. 
0086. Obviously, numerous modifications and variations 
of the present invention are possible in light of the above 
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teachings. It is therefore to be understood that within the 
Scope of the appended claims, the invention may be prac 
ticed otherwise than as Specifically described herein. 

What is claimed is: 
1. A device for preventing the unauthorized use of pro 

prietary data, the apparatus comprising: 

a user authentication device configured to provide the user 
an authentication data input for proving the user is 
authorized to use the account number; 

a transaction counting mechanism configured to track 
authorized device access events, 

a processor device in electrical communication with the 
user authenticator and counter, the processor being 
programmed to generate a Security key in response to 
authentication data received via the user authenticator, 
the Security key being derived at least in part from the 
contents of the counter; and 

a display unit configured to display the Security key on the 
apparatuS. 

2. The device of claim 1, wherein the security key is 
derived from the contents of the counter and a user's PIN. 

3. The device of claim 2, wherein the security key is 
encrypted before being displayed. 

4. The device of claim 2, further comprising a wireleSS 
transmitter to transmit the Security key to a network device. 

5. The device of claim 4, further comprising a Smart card 
reader, wherein the apparatus can be used With existing 
Smart cards to provide a Security key for transactions. 

6. The device of claim 2, wherein the apparatus is 
connected to a computer to authorize transactions on a 
network. 

7. The device of claim 2, wherein the user authenticator 
is a PIN entry system. 

8. The device of claim 1, further comprising a clocking 
mechanism having an output coupled to the processor 
device, wherein Said processing device also uses the clock 
ing mechanism output to derive the Security key. 

9. A System for Securely processing transactions, the 
System comprising: 

a Security key device, comprising, 
a user authenticator configured to provide a user an 

authentication data input for proving the user is autho 
rized to use an account associated with the Security 
device, 

a first counter in communication with the user authenti 
CatOr, 

a key generator in communication with the user authen 
ticator and first counter, the key generator being pro 
grammed to generate a Security key in response to 
authentication data received via the user authenticator, 
the Security key being derived at least in part from 
contents of the first counter, and 

an electronic display in electrical communication with the 
key generator, for displaying the Security key in a 
manner visible upon the Structure, and 

an authorization device, comprising, 
a Second counter, and 
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a key confirmation processor programmed to confirm an 
authenticity of the Security key in a manner at least 
partially dependent upon the contents of the Second 
COunter. 

10. The system of claim 9, wherein the security key is 
derived at least partially from the contents of the first 
COunter. 

11. The system of claim 9, wherein the security key is 
derived at least partially from the contents of the first counter 
and a user PIN. 

12. The system of claim 10, wherein the key confirmation 
processor approves a transaction if the contents of the first 
counter matches contents of the Second counter within a 
predetermined range. 

13. The system of claim 10, wherein the security key is 
encrypted before being displayed and the key confirmation 
processor decrypts the key in order to authenticate a trans 
action. 

14. The system according to claim 9, wherein: 
the Security key device further comprises a first clocking 

mechanism having an output coupled to the key gen 
erator, and the key generator programming includes use 
of the clocking mechanism output to generate the 
Security key; 

the authorization device further comprises a Second clock 
ing mechanism Synchronized to the first clocking 
mechanism, and a Second counter; and 

the key confirmation processor is programmed to confirm 
an authenticity of the key in a manner at least partially 
dependent upon the contents of the Second counter and 
an output of the Second clocking mechanism. 

15. The device according to claim 14, wherein the clock 
ing mechanisms are based on a time variant device. 

16. The device according to claim 14, wherein Said 
clocking mechanisms are based on actual time. 

17. The device according to claim 9, wherein the autho 
rization device is configured to retrieve the Security key 
from a PIN field of a received transaction communication. 

18. A method of Securely authorizing a transaction utiliz 
ing an account, the method comprising: 

confirming an authorized use of an account card via a PIN 
provided by a user; 

maintaining a first count indicative of a number of 
instances of Such authorized uses, 

generating a Security key in a manner at least partially 
dependent upon the count; 

transmitting the Security key to an authorizing authority; 
processing the Security key at the authorizing authority; 

maintaining a Second count indicative of a number of 
transmissions received by the authorizing authority for 
the account; 

confirming that the Security key was generated by an 
authorized user at least in part through use of the 
Second count; and 

authorizing the transaction if the Security key was gener 
ated by an authorized user. 

19. The method of claim 18, wherein the PIN is input by 
a keypad. 
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20. The method of claim 18, wherein the security key is 
generated using an encryption algorithm to process a card 
key and the first count. 

21. The method of claim 20, wherein the transaction is 
authorized if the first count is within a predefined number of 
the Second count. 

22. The method of claim 21, wherein the card key is 
generated from a master key provided by the account 
provider and from a user's bio-metric data. 

23. The method according to claim 21, further comprising 
the step of: 

maintaining first and Second clocking devices configured 
to respectively produce first and Second clock Signals, 

wherein: 

Said Step of generating a Security key comprises generat 
ing a Security key in a manner at least partially depen 
dent upon the count and the first clocking device; and 

Said Step of confirming the Security key comprises con 
firming that the Security key was generated by an 
authorized user at least in part through use of the 
Second count and the Second clock Signal. 

24. The method of claim 18, wherein said step of trans 
mitting the Security key comprises transmitting the Security 
key in a PIN field of a transaction communication to the 
authorizing authority. 

25. A Smart card, comprising, 
an activation device configured to produce a Signal in 

response to a user action; 
a display mechanism; 
a processing device coupled to the display device and 

configured to receive Said Signal; and 
programming executed by the processing device, Said 
programming configured to produce an encrypted key 
and display the encrypted key on the display mecha 
nism. 

26. The Smart card according to claim 25, wherein: 
Said Smart card comprises a credit card sized enclosure; 
Said display mechanism is disposed on a face of the credit 

card sized enclosure; and 
Said programming is Stored on a computer readable media 

disposed on or within the credit card sized enclosure. 
27. The Smart card according to claim 26, wherein Said 

credit card sized enclosure in a Solid flexible material. 
28. The Smart card according to claim 26, wherein Said 

activation device is a numeric entry System disposed on a 
face of the credit card sized enclosure. 

29. The Smart card according to claim 25, wherein said 
activation device is a button. 

30. The Smart card according to claim 25, wherein said 
activation device is a ten key type entry System and Said user 
action is entry of a PIN. 

31. The Smart card according to claim 25, wherein: 
Said programming is further configured to Verify Said user 

action prior to displaying the encrypted key; and 
if Said programming is unable to Verify Said user action, 

then, displaying one of an error message and a non 
authentic value. 
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32. The Smart card according to claim 25, further com 
prising: 

a bio-metric Sensing device coupled to Said processing 
device; 

wherein: 

Said programming is further configured to, 

retrieve a bio-metric input from Said bio-metric Sensing 
device and compare the bio-metric input to a stored 
bio-metric value prior to one of calculating and dis 
playing the encrypted key, and 

Verify Said user action prior to displaying the encrypted 
key prior to one of calculating and displaying the 
encrypted key; and 

if Said comparison of the bio-metric input does not match 
the bio-metric value, or, if the user action is not 
Verified, then, displaying one of an error message and 
a non-authentic value instead of the encrypted key. 

33. The Smart card according to claim 32, wherein said 
bio-metric Sensing device is a fingerprint Scanner. 

34. The Smart card according to claim 25, further com 
prising: 

a clocking mechanism configured to produce a time 
Variant clock value; 

wherein Said programming is further configured to utilize 
the clock value in producing the encrypted key. 

35. The Smart card according to claim 34, further com 
prising: 

a transaction counter configured to produce a transaction 
count based on a number of transactions performed 
utilizing the Smart card; 

wherein Said programming is further configured to utilize 
the transaction count in producing the encrypted key. 

36. A Smart card, comprising, 
an activation device configured to produce a Signal in 

response to a user action; 
a display mechanism; 
a processing device coupled to the display device and 

configured to receive Said Signal; and 
programming executable by the processing device upon 

receipt of Said Signal and configured to produce an 
encrypted key and display the encrypted key on the 
display mechanism; 

wherein: 

Said Smart card comprises a credit card sized enclosure; 

Said display mechanism is disposed on a face of the credit 
card sized enclosure; 

Said programming is Stored on a computer readable media 
disposed on or within the credit card sized enclosure; 

Said credit card sized enclosure in a Solid flexible mate 
rial; 

Said activation device is a numeric entry System disposed 
on a face of the credit card sized enclosure; 
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Said numeric entry System includes a ten key type entry 
system and said user action is entry of a PIN via the 
numeric entry System; 

Said programming is further configured to Verify Said user 
action prior to displaying the encrypted key; 

if Said programming is unable to Verify Said user action, 
then, displaying one of an error message and a non 
authentic value on the display mechanism; 

Said Smart card further comprises a bio-metric Sensing 
device coupled to Said processing device; 

Said programming is further configured to retrieve a 
bio-metric input from Said bio-metric Sensing device 
and compare the bio-metric input to a Stored bio-metric 
value prior to one of calculating and displaying the 
encrypted key, 

Said bio-metric Sensing device is a fingerprint Scanner; 
Said Smart card further comprises a transaction counter 

configured to track authorized transactions associated 
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with the Smart card and a clocking mechanism config 
ured to produce a time varying clock value; 

Said encrypted key is derived, at least in part, based on the 
transaction counter and time varying clock value; and 

Said Smart card is capable of communicating with an 
authorization device that, 

retrieves the encrypted key from a PIN field of a trans 
action communication, 

decrypts the encrypted key using a count from a Second 
transaction counter and a Second time varying clock 
value from a Second clocking mechanism Synchronized 
with the first clocking mechanism, and 

authorizes a transaction if the decrypted key is valid; 
the decrypted key being valid if produced by the Smart 

card with a valid PIN and the first and second trans 
action counters are Synchronized within a predeter 
mined number of transactions. 
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