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Dynamic Path Management with Resilience
Constraints under Multiple Link Failures in
MPLS/GMPLS Networks

Jong Tae Park, Senior Member, IEEE, Jae Wook Nah, and Wee Hyuk Lee

Abstract—Most previous research on multiprotocol label switching (MPLS)/generalized MPLS (GMPLS) recovery management has
focused on efficient routing or signaling methods from single failures. However, multiple simultaneous failures may occur in large-scale
complex virtual paths of MPLS/GMPLS networks. In this paper, we present a dynamic MPLS/GMPLS path management strategy in
which the path recovery mechanism can rapidly find an optimal backup path which satisfies the resilience constraints under multiple
link failure occurrences. We derived the conditions to test the existence of resilience-guaranteed backup path, and developed a
decomposition theorem and backup path construction algorithm for the fast restoration of resilience-guaranteed backup paths, for the
primary path with an arbitrary configuration. Finally, simulation results are presented to evaluate the performance of the proposed

approach.

Index Terms—MPLS/GMPLS recovery mechanism, path management, path design, fault management, survivability, network

management.

1 INTRODUCTION

RECENTLY, in order to meet the ever-increasing traffic
requirement of the Internet, the architecture of multi-
protocol label switching (MPLS) has been extended to
support multiple types of switching such as TDM, lambda,
and fiber (port) switching [1], [2]. The support of these
additional types has made the existing routing and
signaling functions of MPLS to be extended and modified,
thus creating a generalized MPLS (GMPLS) architecture. In
GMPLS, a signaling message enables an expedited failure
notification to be sent to any node other than the immediate
upstream or downstream node [2]. GMPLS also allows the
establishment of bidirectional symmetric label switched
paths (LSPs) in a single request which has the same traffic
engineering requirements including fate sharing, protec-
tion, and restoration.

Network resilience in MPLS/GMPLS networks is cur-
rently receiving considerable attention in research and
standardization communities [3], since link and/or node
failures in MPLS/GMPLS networks may incur tremendous
amount of significant data loss of critical business applica-
tions and services, if the failures are not recovered
properly. Resilience is the capability of recovering from
network component failures. Network components can fail
due to diverse reasons: architectural and procedural
defects, hardware/software errors, lightening, hurricane,
fiber cut, power failure, hackers, and malicious attacks [4],
[5]. Multiple simultaneous failures can often occur in a
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large-scale MPLS/GMPLS network infrastructure [6], and
of the unexpected failures in the Sprint IP backbone
network which has a highly meshed topology, almost
30 percent are shared by multiple links [7].

IETF is currently actively working on the standardiza-
tion of the MPLS/GMPLS recovery mechanism [8], [9],
which can be roughly classified into the following two
techniques: protection and rerouting. In protection switch-
ing, often called fast reroute, the alternate LSP paths are
preprovisioned to minimize the disruption of the service in
case the network component fails. In the rerouting scheme,
the recovery LSP paths are established after failures occur.
Both mechanisms have some advantages and disadvan-
tages with respect to recovery time, resource usage, and
survivability. Most of the previous works regarding net-
work recovery have focused on the management of a single
link failure [5], [6]. However, handling of multiple failures
simultaneously is regarded as an important research area in
communication networks. The specific advantage of hand-
ling multiple failures simultaneously is to improve the
survivability of MPLS/GMPLS network, while reducing the
signaling overhead and resource usage.

Although the importance of research on the recovery
from multiple failures in the MPLS/GMPLS networks has
been addressed in IETF standards [8], [9], there have never
been formal investigations of these issues in a general mesh-
type topology. The objective of this paper is to present a
dynamic MPLS/GMPLS path management strategy under
multiple link failure occurrences, with a quantitative metric.
The salient feature of the proposed approach is that it
enables the paths to be dynamically selected under multiple
failure occurrences in a general MPLS/GMPLS network,
while satisfying the given resilience requirements. The
contribution of this research work is as follows:

e The failure resilience of an MPLS/GMPLS network
is quantitatively defined by a new concept, called
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k-protection. The k-protection is path specific and
dependent upon the network’s topology. The IETF
approach to MPLS/GMPLS recovery management
is ad-hoc and qualitative. In contrast, the proposed
k-protection approach has the ability to do quanti-
tative recovery management.

e This ability is supported by two technical contribu-
tions: 1) a set of theorems that allows users to
determine whether a primary path has k-protection
and 2) a hybrid path management algorithm that
dynamically achieves k-protection of a primary path.

e Inorder to do that, we first derived the upper bound
on the number of link failures to guarantee the
existence of backup paths by extending the work in
[10]. We then developed a decomposition theorem
which enables nodes in the primary path, with
arbitrary configuration, to be decomposed into a set
of segments such that each segment has either a
monotonic increasing or monotonic decreasing se-
quence of degrees. Based on these theorems, we
developed a dynamic backup path construction
algorithm under multiple link failures in an MPLS/
GMPLS network with arbitrary configuration.

Finally, a simulation has been done to show the
efficiency of the proposed resilience model and path
management mechanism. Our results are useful for fast
segment recovery in an MPLS/GMPLS network which is
currently being studied in IETF [11]. The mechanism is
applicable to both protection and restoration mechanisms
under multiple failure occurrences in which not only
primary paths but also backup paths might be affected.
The resilience constraints are important to both users and
service providers. Users can get guaranteed the service
quality from the service provider. For service provider, it
enables the network resources to be utilized cost effectively.
In conclusion, the approach proposed in this paper can
provide cost-effective quantitative recovery solution to both
customers and service providers, in comparison with other
existing ad-hoc and qualitative solutions.

This paper is organized as follows: In Section 2, we
describe MPLS/GMPLS recovery management techniques
which are currently proposed by IETF standard documents,
and we briefly describe the resilience model and rules for
the generation of candidate backup paths. In Section 3, both
basic and general conditions to test the existence of
available backup paths under multiple failures are derived.
In Section 4, MPLS/GMPLS path management strategy and
simulation results are presented. In Section 5, we present
related work, and in Section 6, we present concluding
remarks.

2 BACKGROUND

2.1 IETF Approach to MPLS/GMPLS Recovery
Management

In this section, we briefly introduce IETF’s recovery

management techniques which can be used for the

proposed dynamic path management in MPLS/GMPLS

network. A primary path is a main traffic route between

end nodes in the MPLS/GMPLS network. The primary path

is sometimes referred to as a working path in the IETF
standard document. A backup path, sometimes called an
alternate path, is defined as an alternative path for cases in
which the primary path is unavailable due to failures of
links or nodes. In IETF standard documents, the core
GMPLS signaling specification is available in three parts: a
signaling functional description in RFC 3471 [12], CR-LDP
extensions in RFC 3472 [13], and RSVP-TE extensions in
RFC 3473 [14]. GMPLS uses these extended signaling
protocols to set up/release LSPs, to update LSPs, and to
reserve the necessary resources in the LSP establishment. In
GMPLS, the Notify message allows the failure notification
to be sent to any determined node, and a new link
management protocol (LMP) [15] is designed in order to
maintain control channel connectivity, to verify the physical
connectivity of the data transmission links, and to detect
and localize link failures.

There has been considerable research on MPLS recovery
mechanism in IETF [2], [16]. Most work on GMPLS recovery
mechanism adopts an MPLS recovery mechanism with
some extensions. The MPLS/GMPLS recovery mechanism
is basically classified into two techniques: protection
switching and restoration/rerouting. Protection switching
can be further classified in several ways: 1 + 1 and 1:1, 1:N,
and M:N. Protection LSP can be established either at end
nodes or at intermediate nodes. In M:N approaches, backup
paths may be shared among primary paths so that the high
reserved resource of M:N may be used by other low-priority
traffic, also called extra traffic in standard documents [12],
which is adopted in the proposed dynamic path manage-
ment strategy of this article. The restoration mechanism is
sometimes called a rerouting mechanism, and usually
adopts a make-before-break principle, which can be
supported with RSVP-TE (using shared explicit filters)
and CR-LDP (using the action indicator flag) [2].

The protection mechanism has generally been found to
be effective in coping with local link failures at lower
layers of the MPLS/GMPLS hierarchy. Rerouting is
effective in providing survivability for best effort IP traffic.
The protection mechanism is generally fast, but needs
additional resources and is weak in handling multiple
failures. In particular, the protection mechanism is not
robust enough for situations in which both primary and
backup path fail. Rerouting is generally robust to multiple
failures and is resource stringent. However, rerouting is
usually slow. In order to overcome such limitations, we
propose a hybrid method in which the backup paths are
planned in advance, but without resources being allocated.
It is a good compromise for a fast and efficient mechanism
for MPLS/GMPLS recovery.

2.2 Resilience Model for MPLS/GMPLS Path
Management
In MPLS, a set of attributes is defined to control LSPs;
among these, the resilience attribute is used to determine the
behavior of LSPs when failures occur [17]. A basic resilience
attribute determines whether the failed LSP is to be rerouted
when segments of its path fail. Extended resilience
attributes are used to specify recovery mechanisms and
olicies to govern the relative preference of each specified
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Fig. 1. Various protection modes. (a) End-to-end protection mode (1).
(b) Shared segment protection mode (3/7, 3/9).

backup path. In [10], path resilience in MPLS/GMPLS
networks is defined as

Path Resilience
1 Number of Protected Components

— @
ProtectionSet m Total Number Of Components

Here, m is the multiplicity factor of a primary path, and
ProtectionSet denotes the set of all the backup paths and/or
segments that protect the primary path. The multiplicity
factor m of a path defines the total number of primary paths
which share backup paths or segments. It represents the
sharing of a backup path in MPLS/GMPLS recovery
mechanism. The Number of Protected Components indicates
the total number of components in a path without including
the end nodes of an MPLS/GMPLS network since they are
always shared among the primary and backup paths. The
component is either link or node. The Total Number of
Protected Components is the total number of components in
the path which are protected by backup paths. Path
resilience is the normalized ratio of the protected region
of a path, and it effectively represents the various protection
modes used in both the protection mechanism and
restoration mechanism of an MPLS/GMPLS network [10].

Fig. 1 shows various protection modes which are used
in both MPLS protection and restoration mechanisms. A
path with bold line indicates a primary path, and a
dotted line indicates a backup path. In Fig. 1a, a separate
end-to-end backup path is established to protect the
primary path, while in Fig. 1b, segments of two primary
paths are protected by a backup segment < B,E,F > . In
Fig. 1a, nodes S and D are equivalent to ingress and
egress routers in the MPLS network, and nodes B and F
are equivalent to path-switch label switching router (LSR)
and path-merge LSR of MPLS which are defined in [6],
respectively. A path-switch LSR is responsible for switch-
ing or replicating the traffic between the primary path
and the backup path, and a path-merge LSR is respon-
sible for receiving the backup path traffic, or merging the
traffic back onto the primary path.

In Fig. 1a, the multiplicity factor is 1, while in Fig. 1b, the
multiplicity factor is 2. For Fig. 1a, the path resilience is 1, as
shown in parenthesis, because all components are protected.
For Fig. 1b, resilience is 3/9 for the path < S,B,C,H,F,D >
and 3/7 for the path < A,B,G,F,D >. In MPLS/GMPLS
standard for recovery management, several recovery modes
are suggested such as 1:1, M:N, etc., [1], [2], [8], [16].
However, there do not exist any suggested metrics to
formally represent the specific protection modes. The path

Protection Region

Non-Path Domain

Fig. 2. Candidates for backup paths.

resilience provides a simple formal metrics of protection/
rerouting modes, which can be used for MPLS/GMPLS path
management, as described above. It is noted that a path does
not have to be fully protected as shown in Fig. 1. In such a
case, the path may be partitioned into a set of segments,
each of which is protected separately.

The particular properties of mesh-type MPLS/GMPLS
networks are that ingress node (i.e., ingress routers) should
have information regarding the global network topology.
Another property is that there should be the signaling
protocols for failure detection and notification mechanisms
by which link conditions can be notified to the ingress nodes.
This is possible because MPLS/GMPLS employs IP-based
routing protocols such as OSPF-TE, whereby whole network
topology and all types of link status are available at ingress
nodes. When failures occur, an MPLS/GMPLS signaling
protocol such as LMP and RSVP-TE, is used to detect local
failures and to send a failure notification message to the
ingress nodes. In the simulation experiment, we have used
AT&T CERFnet IP-backbone infrastructure, which has a
mesh-type configuration.

2.3 Backup Path Candidates for Path Recovery
The assumptions made for the dynamic path management
in MPLS/GMPLS network are as follows: 1) Each link of
an LSP is bidirectional, 2) there exists at most one logical
link between two adjacent nodes, and 3) multiple link
failures may unpredictably affect both primary and backup
paths simultaneously. Failures can be localized and
detected by a notification message to the target MPLS/
GMPLS end nodes from the node nearest to the failure
location, using either GMPLS LMP or RSVP-TE extensions.
Explicit source routing can be used for path setup, whereas
rerouting of LSP may use the techniques employed in
MPLS-TE. Before proceeding further, we need a definition,
called k-protection, which is defined as follows: Two nodes
are called adjacent if they share a common edge.

Definition 1. A primary path has k-protection if any segment of
the path, consisting of (k—1) adjacent nodes and k links
connecting these nodes, can be protected by backup paths.

For example, a 1-protection path implies that one link in
a path is protected, and a 2-protection path implies that one
node and two links incident to the node in the path are
protected. In the worst case, every monotonic increasing or
decreasing segment within a path contains only two nodes.
In this case, the value of k-protection for each segment is 1.

In Fig. 2, we show a segment of an MPLS/GMPLS path,
where the protection region of a primary path is defined as
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a segment of the primary path protected by the backup
paths. Path domain denotes the set of nodes in the primary
path, and the nonpath domain implies the set of nodes not
in the primary path. It is assumed that the resilience
constraint determines the length of the protection region,
i.e., the k-protection.

For the segment recovery mechanism, we use the backup
path design rule in [10]. It says that the backup paths, for a
given primary path, should follow the same sequence of
nodes and links of the primary path in the subpaths shared
in both the primary and backup paths. No components,
links or nodes, in the protection region of a primary path
should be used for the construction of backup paths, except
for the beginning and ending nodes of the protection
region. Since simultaneous failures in IP backbone are
related to common routers [7], it is assumed that multiple
failures in the primary path only occur in adjacent links of a
protection region as shown in Fig. 2.

Applying the rule to segment recovery in Fig. 2, we have
two types of backup path candidates: type-1 and type-2
candidates. Type-1 consists of two nodes, the beginning
node and ending node of the protection region which
belongs to the primary path, and the direct link connecting
them. For example, the subpath consisting of only nodes S
and D in Fig. 2, is such a candidate backup path. The type-2
candidate is the subpath < S,R1,R2,...,Rn,D > in Fig. 2,
where S and D are the beginning and ending nodes of the
protection region, respectively. R1,...,Rn are the nodes in
the nonpath domain. There are no other types for the
construction of the k-protection backup segments.

3 TESTING CONDITIONS FOR FAST RECOVERY
FROM MULTIPLE FAILURES

Basic Testing Conditions for Fast Recovery
from Multiple Failures

In this section, we derive the condition for testing the
existence of backup paths which satisfy the resilience
constraint in a special mesh-type MPLS/GMPLS network.
Let P and R denote the path domain and nonpath domain,
respectively. Let f be defined as a function f: P — R such
that for a given path, f is the number of direct links from
node P in P to nodes in R. As described before, since
simultaneous link failures in the primary path usually occur
in adjacent links of a protection region, the number of
failures in each protected subpath of the primary path is, for
simplicity of analysis, assumed to be maximally one.

Definition 2. A path <P, Pii1, Poia, - .- Pk(2m—1)+17 Poppr1>
in an MPLS/GMPLS network is said to be monotonically
decreasing if the degree of the nodes of the path for the links
from path domain P to nonpath domain R is monotonically
decreasing, i.e., f(Ppri1) > f(Pitips1) for i=0,1,2,...,
2m — 1.

Definition 3. A pblth <P1, Pk+17 P21¢,+17 ey Pk(gm,l)Jrl, PQ]W,H1>
in an MPLS/GMPLS network is said to be monotonically
increasing if the degree of the nodes of the path for the links
from path domain P to nonpath domain R is monotonically
increasing, i.e., f(Piry1) < f(Pisirer) for i =0,1,2,...,
2m — 1.

3.1

Theorem 1. For a general mesh-type MPLS/GMPLS network,
assume that there exists a subpath < Pi, Pyi1, Py, ...,
Pyom-1)11, Pokms1 > of the primary path such that the
degree of the nodes of the subpath for the links from path
domain P to nonpath domain R is monotonically decreasing,
and that the subgraph consisting of only nodes in R is
connected. Suppose that there are no direct links between
any nonadjacent nodes of the primary path, and that n =
2km +1 for some positive integers k and m. Then, the
Subpllth < P, Pii1, Pogyay .oy Pk(2m—1)+17 Pormi1 > Of the
primary path has k-protection even though ({ — 1) number of
links from {Pl, Pk+1, P2k+1, ey Pk(gm,l)Jrl, P2k7n+1} to R
fails, where ¢ =370 f(Poj-1yks1)-

Proof. This can be proved by induction. Let P’ be
{P1,Pii1, Pty -+, Prom-1)11, Pakmia . Let ¢ be the
minimum number of link failures from the subset P’ to
the nonpath domain R which do not permit the
construction of any primary path with k-protection. Let
us consider the case m = 1. In this case, P’ is equal to
{P1,Pxs1, Poxr1}. Thus, if all the links, i.e., f(Py41) from
the node Py to the nodes in R fail, there is no way to
construct any k-protection backup paths. Since
f(Pis1) = f(Pis1ks1) ifi=0,1,2,...,2m — 1, the num-
ber f(Pj+1) is the minimum number of link failures from
P’ to the nonpath domain R which do not allow the
construction of k-protection backup path. Therefore, ¢ is
equal to ¢ = > 1" f(Poj— k1) form = 1.

Now, let us assume that the minimum number of
link failures from P’ to the nonpath domain R is
equal to 77, f(Pgj-1ry1) for m=n When
m=n+1, if f(Po,_1r+1+2) links from the node
Pon—1)+1+2x to the nodes in R fail, there is no way to
construct a k-protection backup path for the subpath
< Pn—nks14k Pn-nk+143x >, 1€, <Ponky1, Pomgiksr >-
If f(Pon-1k+1) = f(Pon—1k+1+2), the minimum
number of link failures becomes 77, f(Po; 1)k+1)+
J(Pon—v+1+2)- If f(Pon—1r+1+2t) is equal to
f(P(Z(n+1)—l)k+l) this leads to the fact that ¢ is equal
to 707 (P, 2j—1)k+1) for m=n+1. Since any one
link from the ¢ number of link failures, if it does not
fail, could be used to construct a k-protection backup
path, (¢ — 1) is the maximum number of allowable link
failures which guarantees the existence of a k-protec-
tion backup path. This completes the proof. O

Example 1. Suppose that resilience requires a 2-protection
for the primary path < Py, Ps,...,Ps > in Fig. 3. For the
Subpath < P17P37P5 >, f(Pl) =3, f(PJ) =2, and
f(P5) =1, so that it is monotonically decreasing. Here,
since m=1 and k=2, { is equal to 2. Therefore,
according to Theorem 1, the subpath < P;,P;,P5 > of
the primary path has 2-protection even though one link
from {P1,P3,P;5} to R fails.

Fig. 3a shows a situation with two link failures when it
is impossible to construct any 2-protection backup path
for the subpath < P;,P3,P5; >. In Fig. 3b, we show the
cases with one link failure in which the constructions of
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Path

Fig. 3. A simple MPLS/GMPLS network configuration. (a) Inhibiting of the
construction of 2-protection backup path, using the subpath {P1, P3, P5}.
(b) A feasible 2-protection backup path < P3,R,R,P5 > under a single
link failure.

2-protection backup path are guaranteed for the subpath
{Py,Ps,Ps}.

Now, let us consider a more general case in which all
nodes in the primary path have a monotonically decreasing
sequence of degree.

Theorem 2 (Optimality theorem). For a general mesh-type
MPLS/GMPLS network, let us assume that the degree of
the nodes in the primary path < P\, P,..., P, > for the
links from the path domain P to the nonpath domain R
is monotonically decreasing, and that the subgraph
consisting of the only nodes in R is connected. Suppose
that there are no direct links between any nonadjacent
nodes of the primary path. Then, the primary path with
n nodes has k-protection even though (¢ —1) links from P
to R fail, where ¢ = ZLI >t f(Paj-1ykyi) and n < N,
n=2km+1+¢ for £=0,1,... k.

Proof. Without loss of generality, let us assume that the
primary path has the configuration shown in Fig. 4, in
which the primary path is partitioned into groups of
2k links and the remaining ¢ — 1 links. Let us partition the
nodes of the primary path into a collection of subsets of
nodes such that P=P;UP,,...,UPy, where P; =
{P1,Prs1s Parrts -+ Prom-1)115 Prem-1)41}, P2 = {Py,
Pri2, Pocya, -, Prem-1)12, Prom-1)+2}, - -» Px = {Py,
Pox, Pax, ..., Pxom—1)+x}. Then, using Theorem 1, we
can determine the minimum number of link failures which
would notallow tobuild a k-protection backup path for the
subset P fori=1,2,....k is >°7" | f(Paj—1)k+1)-

Since there are k subsets which are built from the
partition, the total number of link failures from P to R,
which would not permit constructing the k-protection
backup path, is the sum of link failures associated with
subsets Pifori=1,2,... .k, 1.e.,25:1 ET:]Tf(P(Qi,l pei)0
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Fig. 4. A general k-protection primary path with monotonic decreasing
degrees of nodes.

Corollary 1. For a general mesh-type MPLS/GMPLS network,
let us assume that the degree of the nodes in the primary path
< P, P,...,B, > for the links from the path domain P to
the nonpath domain R is monotonically increasing and that
the subgraph consisting of the only nodes in R is connected.
Suppose that there are no direct links between any
nonadjacent nodes of the primary path. Then, the primary
path with n nodes has k-protection even though (¢ — 1) links
from P to R fails, where ¢ = Zle >y F(Paj—1yk+i) and
n<N,n=2km+1+/{for t=0,1,...,k

Proof. The proof is similar to that of Theorem 2. Here, we
count the indices of the nodes in the primary path from
the ending node to the beginning node. 0
((—1) is the maximum number of allowable link

failures which guarantees the construction of a k-protection

backup path under any multiple failure occurrences in an
MPLS/GMPLS network.

3.2 General Test Condition and Decomposition
Algorithm for Construction of
Resilience-Guaranteed Backup Path

We present a fast path-restoration algorithm for general
mesh-type MPLS/GMPLS networks in which the nodes in
the primary path have an arbitrary configuration. The basic
idea is that the set of primary nodes is decomposed into a
disjoint collection of segments such that each segment has a
monotonic property, i.e., either a monotonically increasing or
decreasing sequence of degrees. When a beginning node
receives failure notifications from a failed segment, it first
tests the availability of a backup segment for the failed
segment, and then rapidly restores the failed segment if the
testing condition is satisfied.

For segment S of the primary path P, let ((S) be defined
as the minimum number of link failures which would not
allow the construction of the k-protection backup path in S.
Let U(X;) be a unit-step function, such that it becomes one
if there exists a direct link from node X; to node Xj,y,
otherwise zero, where X;, Xjyx € S fori=1,2,...,(n—k),
and S = {Xl,Xg, e ,Xn}.

First, we derive the upper bound of the number of failed
links which guarantees the existence of the Type-1 backup
segments which satisfy the resilience constraint, i.e.,
resilience-guaranteed backup segments.

Lemma 1. For a general mesh-type MPLS/GMPLS network, let
it be assumed that the degree of the nodes in the segment
<Xi,Xo,...,Xy > for the links from the segment S to the
nonpath domain R is zero, ie., f(X;) =0 fori=1,2,...,n.
Then, the segment with n nodes has k-protection even though
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(¢(S) —1) links of the nodes in S fails, where ((S) =
SUFUX,) and 0> k.

Proof. Type-1 candidate can only be constructed by using
links which directly connect two nodes in segment S.
Since there are n nodes with n > k in the segment S, we
can construct a backup segment with length k from X; to
Xtk if a direct link exists between X; to Xy for
i=1,2,...,(n —k). Thus, ¢(S) is equal to 3/ FU(X,). If
any one link is nonfaulty from these direct links, we can
construct a k-protection backup segment. O

Now, let us consider segment recovery in an MPLS/
GMPLS network, in which the nodes < X;,Xa,..., X, > of
the segment S have the monotonic property. Let the total
number of link failures, which are not in P and are incident
to the nodes in S, be denoted as «(S).

Theorem 3. For a general mesh-type MPLS/GMPLS network,
suppose that there exists a segment S of the primary path P.
Suppose as well that the nodes in S have a monotonic property.
Then, S has k-protection as long as there exists n nodes in S
with n > k and e(S) < (¢(S) — 1), where

com n—k

k
Z Z (X(Qj,l)k+7;)+z U(Xq) fort <k
i=1j=1 i=1

k. m
S F(Xei-vrti) (1)

i=1j=1

1=k n—k
+Z f(X(Qm+1)k+j)+z U(XL) for {>k
=1 i=1

and n =2km+ £ for £ =0,1,..
negative integer.

., (2k—1), and m is a non-

Proof. Two types of backup candidates should be
considered: Type-1 and Type-2, which were introduced
previously in Section 2. First, for Type-1, according to
Lemma 1, we know that ¢((S) is equal to Z?;lk U(X;).
Next, let us consider a Type-2 candidate. Since n > k, a
k-protection backup path can be constructed within S.
Furthermore, since the nodes in S have a monotoni-
cally decreasing sequence of degrees, we know
according to Theorem 2 that if &(S) < ({(S) — 1) with
¢(S) :Zle ity f(X(2j-1)k14), it is possible to con-
struct a k-protection backup segment in S for
n=2km+1+¢ ¢=0,1,...,k This is because a seg-
ment itself can be treated as a primary path with the
length n.

When ¢ > k, it should be noted that the links from
the nodes X(o_1)k+142x can be used to construct the
k-protection backup segments. Therefore, since
Xom-1kr1+2c 18 equal to Xpmiir, all links from
the node Xppi1k+1 to the nodes in R must be
accounted for when calculating the minimum number
of link failures. Similarly, the links from the set of
nodes {Xomi1kr2,---> Xemi)kr(-k} to the nodes in
R must be accounted for when calculating the
minimum number of link failures. Thus, ((S)=
S it F(X@jokri) + Zﬁj f(X@minrey) for £>Fk.
Finally, by summing up both the results from
Type-1 and Type-2, the proof is completed. O

When multiple failures are notified from segments in the
primary path of MPLS/GMPLS network, we can quickly
determine whether a kj-protection backup segment can be
constructed by counting the number of failure notifications
associated with the segment S;. The testing condition of
Theorem 3 enables fast decision making to be possible. If
the number of failure notifications exceeds the upper
bound, the existence of backup segment with k;-protection
is not guaranteed. In the worst case, there are no resilience-
guaranteed backup segments so that the search time might
be extremely large.

For a general mesh-type MPLS/GMPLS network, it is
assumed that the backup path can only be constructed
within a segment, and not across different segments. Let the
primary path P be decomposed into a collection of disjoint
segments {S;,Ss,...,S,}, where P =J",S;. Then, the
primary path is defined as having k-protection with m
segments S1,Ss, ..., S, if each segment S; fori=1,2,...,m
has ki-protection and k = >, ki. Let ((S¢) be defined in (1)
of Theorem 3.

Theorem 4 (Decomposition theorem). Let the primary path P
with n nodes be decomposed into a set of m disjoint segments
{S1,8s,...,Sw} such that P =J, S; and the segment S;
for i=1,2,...,m has a monotonic property. Then, the
primary path has k-protection with m segments as long as
£(8.) < (C(Si) 1) and k=Y", ky. Here, ¢ =Y, ((S))
is the minimum number of link failures that do not allow the
primary path to have k-protection with m segments
S1,S2,...,5m.

Proof. According to Theorem 3, if ¢(S;) < (¢(S;) — 1) for
i=1,2,...,m, the segment S; has k;-protection backup
segment since it has a monotonic property. Furthermore,
since P =J, S; and k = >_" | k;, the primary path has
k-protection with m segments S;,S,,...,S,,. In order to
show the minimality, we prove it by contradiction.
Suppose that the minimal number of link failures that do
not allow the construction of k-protection with m
segments S, S,, ..., S, is less than ¢. Then, there should
exist at least a segment S where the minimal number of
link failures in S is less than ((S). This leads to
contradictions. O

In a case in which the number of component failures in
the MPLS/GMPLS network is large, a proper backup path
satisfying the resilience requirement may not be found.
Since the general path-finding problem with constraint is
known to be NP-complete, the search time for finding a
proper backup path that satisfies the resilience constraint
would be intolerably large in some failure conditions. In
order to achieve fast rerouting, it is necessary to decide
rapidly whether the construction of a proper backup path is
feasible or not under multiple failure occurrences, satisfying
the resilience requirement of the customers. The existence
conditions enable us to check whether there would be a
backup path for a given resilience constraint or not.
Actually, (¢ — 1) gives the maximum number of allowable
link failures in the MPLS/GMPLS network that guarantee
the existence of a k-protection primary path. If the existence
condition is satisfied, it is always feasible to find a backup

ath satisfying the resilience constraint.
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When multiple failures occur simultaneously, traditional
rerouting mechanisms try to resolve each failure occurrence
independently, while the proposed hybrid approach tries to
find an optimal solution by collectively taking into account
multiple failures at the same time. Furthermore, when there
are multiple failure occurrences that do not allow the
construction of any backup path, the proposed approach
immediately notices this worst case scenario by checking
the existence conditions (Theorems 3 and 4), and suggests
another suboptimal solution using some heuristics. How-
ever, the traditional rerouting mechanism may not even
notice the worst case failure scenario, and may try to
continuously search for a solution that may not exist,
eventually causing an unacceptable service discontinuity.

Now, we present an algorithm to test the existence of the
resilience-guaranteed backup segments under multiple
simultaneous link failure occurrences in an MPLS/GMPLS
network. It is assumed that the capacities of the backup links
are sufficient to satisfy the other quality-of-service (QoS)
constraints such as bandwidth.

Algorithm: Test_Availability_of_Resilience-
Guaranteed_Backup_Path (GMPLS network con-
figuration, k-protection, multiple failure
notifications)
Begin

Step (1) Decompose the set of nodes in the
primary path associated with R into
a disjoint collection of segments
{S1,82,...,8n} such that P=J",S;
such that each segment is monotonic.
Reserve a backup segment of each
segment apart and determine ki, ko,...,
k,, such that the path resilience is
equal to > ", k;.
Upon receiving multiple failure
notifications, the maximum number
of allowable link failures ((S) for
each failed segment S is calculated
by applying Theorem 3. If for every
failed segment S, £(S) < ({(S)—1) and
k=>"" k;, it is possible to construct
a backup path having k-protection

Step (2)

Step (3)

with m segments according to
Theorem 4, and return (“There is a
feasible k-protection backup
path.”); Otherwise, return (“The

construction of the k-protection
backup path is not guaranteed.”) ;
End

The above algorithm first decomposes the primary path
of an arbitrary configuration into a set of manageable
segments each of which is monotonic. Each segment is then
secured separately for resilience. When failures occur, each
failed segment is quickly tested for the availability of a
backup segment, and can be restored independently if it
satisfies the resilience constraint. The whole path is finally
restored with guaranteed resilience when every failed
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segment of the path is recovered. Both the decomposition
process of Step (1) and the evaluation of k and ¢(S) in
Step (3) can be done in O(n), so that the computational
complexity of the above algorithm for testing the avail-
ability of the resilience-guaranteed backup paths can be
done in O(n). Note that the combination of resilience
constraints with other QoS constraints such as bandwidth is
beyond the scope of this article and will be the subject of
our future studies. In real-world MPLS/GMPLS networks,
the average segment length may not be large. In real
situations, however, it may not be necessary to backup all
feasible paths in the network. The proposed solution is
applicable to critical paths in the MPLS/GMPLS networks,
in which the segment lengths with monotonic properties
have a relatively high value of k.

4 DyNAMIC PATH MANAGEMENT ALGORITHM AND
SIMULATION RESULT

The problem of path management can be formally stated
as follows: For a given MPLS/GMPLS network consisting of a
set of nodes, links, and resilience constraints, it is necessary to
establish and maintain the primary and backup paths such that
the disruption of service is minimized for multiple component
failures while satisfying the resilience constraints. The con-
struction of backup paths needs to decide feasible backup
paths which satisfy the given constraints. The bandwidth
resource for the selected backup paths may be reserved
but not allocated in the rerouting mechanism. For a
protection mechanism, the resources should be allocated.
We can utilize the make-before-break principle for backup
path construction in rerouting. We have previously
presented a k-protection backup path design methodology
for a special mesh-type MPLS/GMPLS network in which
nodes with k-distant in the primary path have an equal
number of degrees [10]. The methodology consists of four
steps: configuration database update, evaluation of a
testing condition, feasible backup path construction, and
the selection of optimal one with the minimal cost. In this
section, we present a dynamic path management strategy
for the general mesh-type MPLS/GMPLS network.

We have incorporated a dynamic load sharing policy
which is described as follows: the input load to the primary
path with a resilience value of greater than or equal to one is
equally shared among available backup paths when the primary
path either fails or overflows. In other words, if the
components of the primary path fail, the preestablished
backup path must be found, and the data traffic at the
source node must be switched to the available backup
paths. If some components of the preestablished backup
path are also damaged by multiple failure occurrences,
other backup paths must be found that satisfy the
resilience constraint, and the data traffic at the source
node must be switched to the available backup paths. This
can be accomplished by testing the condition of backup
path availability. When there is more than one backup
path, the input traffic load, should be distributed equally
to the available backup paths. If the network load
overflows, the overflowed traffic must be transmitted to
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the available backup paths, equally distributing the over-
flowed input traffic load to the available backup paths. The
outline of the MPLS/GMPLS path management methodol-
ogy is described in Algorithm Hybrid_Path_Management.
Details of the proposed algorithm are similar to those in
[10], but the test conditions and handling of segments are
extended to take into account the general topology.

Algorithm: Hybrid_Path_Management (MPLS/GMPLS
network configuration, total number of link failures,
resilience constraint);

/* Test the availability of the k-protection backup path. If

available, construct a backup path with minimal cost. */

Begin

Step (1) Construct backup paths in advance according to the
resilient constraint specified by the user, and distribute
the input traffic load to both primary and backup paths
according to the load sharing policy;

Step (2) If multiple failures occur, check whether there exist
available backup paths which have been
preestablished in Step (1), and switch the input traffic
to the available backup paths;

Step (3) If there does not exist any available backup path,
construct another backup path satisfying the resilience
constraint by testing the existence conditions of
Theorem 4, as follows:

Step (3-1) Upon receiving the multiple failure
notifications, update the MPLS/GMPLS
configuration database;

Step (3-2) Test the existence of resilience-guaranteed
backup paths by executing the algorithm Test_
Availability_of_Resilience-guaranteed_Backup_
Path in the previous section.

Step (3-3)For each failed segment of the primary path,
construct a resilience-guaranteed backup segment
with minimal cost from the set of feasible backup
segments for the k-protection primary path; Other
wise exit (the existence of resilience-guaranteed
backup path is not guaranteed);

End

As previously described, there are two general recovery
mechanisms proposed for MPLS/GMPLS path manage-
ment. In a protection mechanism, the backup path is always
reserved in advance, while in rerouting, no backup path is
preserved in advance. Our approach can be called a hybrid
approach in that backup paths satisfying the resilience
constraint, i.e., k-protection, are established in advance.
This is similar to protection mechanism, but with extension
of provisioning with the resilience constraint under multi-
ple failure occurrences. When backup paths are also
affected by multiple failure occurrences, alternative backup
paths are constructed, similar to a rerouting mechanism,
but with extension of provisioning with the resilience
constraint. Here, since the recovery time is very important
to time-critical multimedia applications, the decision to find
the available backup path can be made very rapidly using
the backup path availability testing condition and construc-
tion algorithms which are described above.

Finally, we have performed the simulation experiments
using the AT&T CERFnet nationwide backbone infrastruc-
ture to show the efficiency of the proposed approach. Fig. 5
shows the AT&T CERFnet topology for simulation, which is

Fig. 5. The AT&T CERFnet configuration for simulation.

comprised of 32 nodes and 54 links, and it is one of the
representative real MPLS networks.

The network for simulation is comprised of a
primary path and four backup paths. The primary path
is <5,7,14,25,27,26,28 >, the backup path 1 is
<5,23,22,25>, the backup path 2 is < 5,19,14 >, the
backup path 3 is < 26,29,28 >, and the backup path 4
is <27,19,28 >. Here, the nodes 5 and 28 are
designated as source node and destination node,
respectively. In Fig. 5, there are no direct links between
any nonadjacent nodes of the primary path, and every
node in the nonpath domain is connected with each
other. In this network, there are two subpaths {S1,S2},
where S1 consists of the nodes < 5,7,14,25 > and
where S2 consists of the nodes < 25,27,26,28 > . For
the subpath S1, since node 5 has eight links, node 7
has two links, and nodes 14 and 25 have one link, so
that the subpath 1 is monotonically decreasing. For the
subpath S2, since node 25 has one link, nodes 27 and
26 have two links, and node 28 has four links, so it is
monotonically increasing.

We can calculate the resilience values of subpaths. For
the network in Fig. 5, we know that the resilience using
backup path 1 is 1, and the values of resilience for backup
path 2, backup path 3, and backup path 4 are 0.6, 0.2, and
0.6, respectively. So, the resilience of S1 becomes 1.6, that of
S2 becomes 0.8, and the total resilience of the primary path
becomes 2.4. In this case, using Theorem 3, the value of ¢ for
the backup path 1 is 1 since the subpath S1 has 2-protection
using the backup path 1. Similarly, the values of ¢ for the
backup paths 2, 3, and 4 are 1, 1, and 2, respectively. So,
using Theorem 4, the total value of ¢ for the primary path
with two segments S1 and S2 is 5. In other words, when the
number of simultaneous link failures is less than 5, it is
guaranteed that there exist alternative backup paths to
satisfy the resilience constraint.

When the primary path was unavailable because of
failures, the source node could transmit the packet
immediately over preestablished backup path. The source
node waits for a very short time interval to check whether
there are other failure notification messages when a
failure occurs. If there are other failure notification
messages, the source node calculates the total number of
failures, and checks whether the backup path is available
or not. When the number of simultaneous link failures is
less than the value of {, we know that there always exists
an alternative path.

In the simulation experiment, we used the constant bit
rate (CBR) data source to model the input data traffic with
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Fig. 6. Restoration time versus network load.

the fixed packet size of 1,024 bytes. A data stream is
composed of 64 Kbits (i.e., eight packets), and the Poisson
arrival process is assumed to model the arrival of data
packet stream. The data service time is assumed to be
mainly determined by the data transmission time and
signal propagation time, as is used in other network
simulation experiments. However, the nodal processing
time at the MPLS/GMPSL router is to be fixed, so it is
ignored when modeling the data service time. In the
simulation experiments, the signal propagation time is
assumed to be proportional to the link distance, having the
values of 3, 4, 5, 6, or 7 ms. These figures are obtained by
taking into account the signal propagation delay in optical
network and the actual link distances in AT&T CERFnet.

In order to model the link capacities of the MPLS/
GMPLS networks, it is assumed that the IP backbone
infrastructure of AT&T CERFnet assigns 43 Mbps to each
LSP (i.e., each path), so the service time is mainly
determined by this 43-Mbps link capacity. However, a
maximum of 10 percent of a given fixed link capacity (i.e.,
the 43 Mbps bandwidth), of a primary path, is assumed to
be assigned to traffic whose source-destination pairs are
different from those of the primary path. Furthermore, this
assigned capacity of 10 percent is assumed to be
uniformly distributed, so that the maximum available
bandwidth of a given primary path actually varies
between 90 percent and 100 percent of the fixed link
capacity. Accordingly, the service time distribution varies
uniformly since it is dependent on the available link
capacity of the primary path.

In addition, the link errors are assumed to occur
randomly, with uniform error probability of 0.0005. When
an error occurs at an MPLS/GMPLS node, traffic from the
source to the malfunctioning node is assumed to be
blocked, while traffic from the node to the destination node
is not affected. The error notification delay is assumed to be
proportional to the number of links between the source
node and the notifying node.

In these simulation experiments, we repeated every
experiment 100 times for the accuracy of simulation. The
incoming rate of data packets is assumed to have the values
ranging from 1 to 9 Erlangs. We evaluated four perfor-
mance metrics: restoration time, availability, blockin
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Fig. 7. Availability versus network load.

probability, and total transmission time. Simulation results
are presented under different values of resilience and
network load. Restoration time is calculated by measuring
the elapsed time between the arrival of the failure
notification message at the source and the completion of
the new backup path construction. Availability is defined as
the ratio of the total uptime for an LSP to the total duration
of the LSP [6]. Blocking probability is defined as the ratio of
the total unsuccessful transmission requests to the total
transmission requests.

Fig. 6 shows the restoration time for various network
loads. The resilience value is denoted as R. For a resilience
value of 1.0, the curve goes up from 189 ms at a load of
1 Erlang to 611 ms at a load of 9 Erlangs. Fig. 6 indicates that
the restoration time generally increases as the network load
increases. This is because the probability of concurrent
failure becomes greater as the network load increases and,
as a result, the total restoration time increases. Fig. 6 also
shows that the smaller the resilience value is, the larger the
restoration time becomes. This is because the recovery time,
i.e., the time for the selection of the alternative path after the
arrival of the notification message increases as the resilience
value becomes smaller.

Fig. 7 shows the availability for the variation of network
load. In Fig. 7, the availability increases as the resilience
value increases. For a resilience value of 1.0, the curve has
the value of 0.8612 at a load of 1 Erlang and 0.9424 at a load
of 9 Erlangs. Other cases with resilience values of 1.6, 1.8,
and 2.4 also exhibit similar characteristics. This is because
an overall availability increases when the restoration time
decreases as the resilience value increases. Fig. 7 shows that
the network load hardly increases at a load of 7 Erlangs.
This is because the variations of restoration time due to the
increase of network load are relatively small.

Fig. 8 shows that the blocking probability increases as the
network load increases. However, the blocking probability
decreases as the resilience values become larger. The
blocking probability increases at a resilience value of 7 as
the availability does in Fig. 7.

Fig. 9 shows the total transmission time as the network
load increases. Fig. 8 shows that the total transmission time
also increases as the network load increases. However, the
total transmission time also decreases as the resilience
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Fig. 8. Blocking probability versus network load.

values become larger, as in the case of the blocking
probability. In the simulation experiments, the maximum
data transmission time is set to be 10 seconds. So, the cases
with the total transmission time of larger than 10 seconds in
Fig. 9 indicate that the destination node is considered to be
unreachable due to the lack of available backup paths. Fig. 9
also shows that, for a given network load, the total
transmission time decreases as the network resilience
increases. This is because, as the network resilience
increases, there might be more backup paths available, so
the total transmission time for a given network load
decreases.

In order to compare the performance of our approach
with the recovery mechanisms of IETF standards, it should
be noted that the hybrid approach is similar to the
protection mechanism since separate backup paths are
maintained. Thus, in the normal situation, the performances
of the two approaches are similar. However, when backup
paths are affected by failures, the hybrid approach tries to
find alternative backup paths similar to the way the
rerouting mechanism of the IETF standard does. The IETF’s
rerouting mechanism corresponds to the case of a hybrid
approach with the resilience value of 0. This is because for
the rerouting mechanism, a separate alternative path is
constructed when link failures occur in the primary path.
As shown in Figs. 6, 7, and 8, the hybrid approach
outperforms the IETF’s mechanism in terms of restoration
time and blocking probability. Finally, it is found that all
simulation results in Figs. 6, 7, and 8 have a 95 percent
confidence interval, which is obtained by applying the
confidence interval formula in [18].

5 RELATED WORK

Banerjee et al. presented an overview of signaling enhance-
ment and recovery techniques in a GMPLS network [19].
Lee and Griffith [20] presented a hierarchical scheme to
resolve multiple failures at the GMPLS networks. Their
scheme assigns the failed primary path with high priority to
a prereserved path and the other failed path to a shared
backup path. However, their scheme did not consider
segment restorations. Clouqueur and Grover [21] analyzed
the availability of the span-restorable mesh networks under
dual-failure scenarios. However, their approach is limited
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Fig. 9. Total transmission time versus network load.

to dual failures. Chujo et al. had dealt with the problem of
handling multiple failures in other traditional telecommu-
nications networks [22], [23]. Hundessa and Domingo [24]
presented a protection mechanism to handle multiple link/
node failures along an LSP while using an optimal
alternative LSP in the MPLS network. In order to cope with
multiple failures, they have partitioned an LSP into a set of
protected segments, called segment protection domain
(SPD). Each SPD is locally repaired when multiple failures
occurs in the LSP. SPDs may be established by network
management policies. They showed that the rerouting of
traffic close to the failure point not only increases the
restoration time but also provides a significant reduction of
the LSP blocking problem. However, they only considered a
single link or node failure in the segment.

Fumagalli et al. [25] presented a probabilistic approach
to efficiently handle multiple link failures in MPLS network.
By investigating the probability of failure occurrences, they
proposed a method to control the number of bypass tunnels
that are required to handle multiple link failures. Although
their approach is new in using probabilistic way of
controlling the number of bypass tunnels, their approach
cannot be applied to the multiple failure scenario in which
the failures may also occur in bypass tunnels. Autenrieth
and Kirstadter [26] presented a scheme for integrating an IP
resilience requirement with the traditional QoS requirement
in MPLS. Four resilient classes are defined to differentiate
various recovery mechanisms including dedicated protec-
tion, shared restoration with guaranteed spare resource,
unguaranteed shared restoration, and low-priority traffic.
They showed that significant capacity savings can be
achieved for a single failure. Although it was one of the
first attempts to enforce the resilience requirement of the
MPLS network management, it did not show specifically
how to handle what specific amounts of paths should be
protected in the case of MPLS path protection/restoration.

In contrast to these findings, we recently presented a
mechanism for recovery management which can cope with
multiple simultaneous link failures, while satisfying resi-
lience constraints [10]. However, the approach in [10] is
only applicable to the MPLS/GMPLS network topology in
which each node has the same number of links. In order
words, in this paper, we have extended the proposed
approach [10] to a general mesh-type MPLS/GMPLS

Authorized licensed use limited to: Riva Laughlin. Downloaded on August 16,2024 at 16:02:11 UTC from IEEE Xplore. Restrictions apply.

Ex.1009 / Page 10 of 12
Cisco Systems, Inc.



PARK ET AL.: DYNAMIC PATH MANAGEMENT WITH RESILIENCE CONSTRAINTS UNDER MULTIPLE LINK FAILURES IN MPLS/GMPLS...

network by removing the topological constraint of the
primary paths. In particular, we have generalized the
existence condition which enables users to rapidly find
available backup paths under multiple failures for a general
mesh-type MPLS/GMPLS network.

The approach of handling multiple failures in [24] is
similar to our approach in the sense that a protected LSP is
decomposed into a set of protected segments. However, in
contrast to the previous work [24], our approach can deal
with the occurrence of multiple failures in a segment.
Furthermore, the optimality is achieved by taking into the
resilience constraints of a protected LSP in MPLS/GMPLS
networks.

6 CONCLUSION

In this article, we have presented a dynamic path
management methodology for fast restoration of resilience-
guaranteed paths under multiple link failures in a general
mesh-type MPLS/GMPLS network. A simple model for
resilience is presented, which enables various recovery
mechanisms in an MPLS/GMPLS framework to be appro-
priately represented. A set of path design rules is
proposed, which can guide the path selection task.

We have derived the conditions to test the availability of
backup paths that satisfy the resilience constraint for a
general mesh-type MPLS/GMPLS network with an arbi-
trary configuration. Along with these existence conditions,
an efficient hybrid backup path management strategy has
been developed to rapidly find an optimal backup path
which satisfies the resilience constraints under multiple link
failures in an MPLS/GMPLS network. Finally, simulations
have been done to evaluate the performance of the
proposed dynamic path management mechanism by vary-
ing the resilience values under different input traffic load
conditions. Simulation results show that the proposed
hybrid mechanism provides faster service recovery time
and better blocking probability than the conventional
rerouting mechanism of IETF standards.

Our future research will include the combination of
resilience constraints with other QoS constraints, such as
bandwidth for optimal path management in MPLS/GMPLS
network. In MPLS/GMPLS, a set of links may constitute a
shared risk link group (SRLG) if they share a resource
whose failure may affect all links in the set. When multiple
failures occur unpredictably, they may affect both the
primary and backup paths together even though both paths
belong to disjoint SRLGs. The management of multiple
failures associated with an SRLG, although important, is
beyond the research scope of the current study.
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