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The present invention relates to the field of R R
communications, and discloses a traffic protection L T TR o v
method and apparatus, and a system which solve L . - 104
the problem in the prior art of poor traffic n B P it g ‘/

reliability caused by frequent traffic switching. The
present invention comprises: a master path for
carrying traffic and at least one backup path
playing a protective role existing between
terminals; detecting whether the state of the master
path is abnormal, wherein if the state of the master
path is abnormal, switching to the backup path for
carrying traffic; and upgrading the backup path,
which carries traffic, to a master path, and
downgrading the original master path to a backup
path. The embodiments of the present invention
are mainly used in a process of data service
transmission between terminals in a network
having an MPLS function.
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1. Atraffic protection method, characterized in that a master path for carrying traffic and
at least one backup path playing a protective role exist in a multi-protocol label switching
(MPLS) network, and the method comprises:

detecting whether the state of the master path is abnormal;

if the state of the master path is abnormal, switching to the backup path for carrying
traffic; and

upgrading the backup path, which carries traffic, to a master path, and downgrading the
original master path to a backup path, characterized in that if the original master path is
restored to normal, traffic is still locked on and carried through the backup path that is
upgraded to the master path, without being switched back to the original master path.

2. The traffic protection method according to claim 1, further comprising: setting
priorities for the master link and the at least one backup path.

3. The traffic protection method according to claim 2, characterized in that when the state
of the master path is abnormal, the switching to the backup path for carrying traffic
specifically comprises:

according to the priorities of the backup path, switching traffic to a normally working
backup path, which has a high priority, for carrying traffic.

4. The traffic protection method according to claim 3, characterized in that upgrading the
backup path, which carries traffic, to the master path, and downgrading the original master
path to the backup path specifically comprise: swapping the priority of the original master
path with the priority of the backup path carrying traffic, such that the backup path carrying
traffic is upgraded to the master path, and the original master path is downgraded to the
backup path.

5. A traffic protection apparatus used in a multi-protocol label switching (MPLS)
network with a master path for carrying traffic and at least one backup path playing a
protective role in the MPLS network therein, comprising:

a detection module, configured to detect whether the state of the master path is
abnormal;

a switching module, configured to switch, when the detection module detects that the

state of the master path is abnormal, to the backup path for carrying traffic; and
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an adjustment module, configured to upgrade the backup path, which carries traffic, to a
master path, and downgrade the original master path to a backup path, wherein if the original
master path is restored to normal, traffic is still locked on and carried through the backup path
that is upgraded to the master path, without being switched back to the original master path.

6. The traffic protection apparatus according to claim 5, characterized in that it further
comprises:

a setting module, configured to set priorities for the master path and the at least one
backup path.

7. The traffic protection apparatus according to claim 6, characterized in that the
switching module is specifically configured to switch, when the detection module detects that
the state of the master path is abnormal, according to the priorities of the backup path, traffic
to a normal backup path, which has a high priority, to carry traffic.

8. The traffic protection apparatus according to claim 5, characterized in that the
adjustment module is specifically configured to swap the priority of the original master path
with the priority of the backup path after traffic is switched to and carried through the normal
backup path having a high priority according to the priorities of the backup path when a state
abnormality occurs in the master link.

9. A communication system comprising a terminal, characterized in that the system is
used in a multi-protocol label switching (MPLS) network with a master path for carrying
traffic and at least one backup path playing a protective role therein, and the terminal
comprises:

a detection module, configured to detect whether the state of the master path is
abnormal;

a switching module, configured to switch, when the detection module detects that the
state of the master path is abnormal, to the backup path for carrying traffic; and

an adjustment module, configured to upgrade the backup path, which carries traffic, to a
master path, and downgrade the original master path to a backup path, wherein if the original
master path is restored to normal, traffic is still locked on and carried through the backup path
that is upgraded to the master path, without being switched back to the original master path.

10. The communication system according to claim 9, characterized in that the terminal is
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a client or a server.

Ex.1030/ Page 5 of 38
Cisco Systems, Inc.



200910170173.7 SPECIFICATION Page 1 of 12

TRAFFIC PROTECTION METHOD AND APPARATUS, AND SYSTEM
Technical Field

The present invention relates to the field of communications, and in particular, to a
method and apparatus for protecting service traffic, and a system.
Background

In telecommunications networks, high reliability is always the most basic and critical
performance requirement, especially for voice services, of which the time for end-to-end
protection switching must be less than 200 ms to meet the requirement. To meet this standard,
it is necessary to provide rich and reliable traffic engineering (TE) protection solutions.
Multi-protocol label switching (MPLS) TE provides rich traffic protection solutions,
including end-to-end backup path protection technology, backup tunnel protection technology,
etc. In these protection mechanisms, users must specify a master path and multiple backup
paths. When the master path fails, service traffic is switched to a backup path; and when the
master path is restored, the service traffic is switched back to the master path.

In the process of implementing the foregoing traffic switching, the inventor found that
there is at least the following problem in the prior art: when the master path fails, a backup
path immediately replaces the master path to protect traffic. Once the master path is restored
to a normal state, traffic is switched back to the master path. traffic needs to be switched twice
for one link flapping. If a network is complex and not stable enough, frequent switching of
traffic in the network will occur, which will cause an unnecessary burden on a system and
affect the reliability of traffic.

Summary of the Invention

Embodiments of the present invention provide a traffic protection method and apparatus,
and a communication system, which solve the problem of severe impact on traffic reliability
caused by frequent traffic switching when a network is unstable.

To achieve the foregoing objective, the following technical solutions are used in the
embodiments of the present invention:

A traffic protection method, wherein a master path for carrying traffic and at least one
backup path playing a protective role exist in a multi-protocol label switching (MPLYS)

network, and the method comprises:
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detecting whether the state of the master path is abnormal;

if the state of the master path is abnormal, switching to the backup path for carrying
traffic; and

upgrading the backup path, which carries traffic, to a master path, and downgrading the
original master path to a backup path, wherein if the original master path is restored to normal,
traffic is still locked on and carried through the backup path that is upgraded to the master
path, without being switched back to the original master path.

A traffic protection apparatus used in a multi-protocol label switching (MPLS) network
with a master path for carrying traffic and at least one backup path playing a protective role in
the MPLS network therein, comprising:

a detection module, configured to detect whether the state of the master path is
abnormal;

a switching module, configured to switch, when the detection module detects that the
state of the master path is abnormal, to the backup path for carrying traffic; and

an adjustment module, configured to upgrade the backup path, which carries traffic, to a
master path, and downgrading the original master path to a backup path, wherein if the
original master path is restored to normal, traffic is still locked on and carried through the
backup path that is upgraded to the master path, without being switched back to the original
master path.

A communication system comprising a terminal, wherein the system is used in a
multi-protocol label switching (MPLS) network with a master path for carrying traffic and at
least one backup path playing a protective role therein, and the comprises:

a detection module, configured to detect whether the state of the master path is
abnormal;

a switching module, configured to switch, when the detection module detects that the
state of the master path is abnormal, to the backup path for carrying traffic; and

an adjustment module, configured to upgrade the backup path, which carries traffic, to a
master path, and downgrading the original master path to a backup path, wherein if the
original master path is restored to normal, traffic is still locked on and carried through the

backup path that is upgraded to the master path, without being switched back to the original
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master path

In the technical solution of the present invention, there is a master path carrying traffic
and a backup path playing a protective role between two terminals, wherein when an
abnormality occurs in the master path, traffic is switched to and carried through the backup
path, and the backup path carrying traffic is upgraded to a master path, and the original master
path is downgraded to a backup path; and when the state of the original master path is
restored to a normal state, a link carrying traffic no longer switches back to the master path,
and instead, the backup path carrying traffic continues to carry traffic until an abnormality
occurs in the state of the backup path, at which point switching of the link carrying traffic is
performed, such that only one link switching is required for one link flapping to lock traffic;
compared with the prior art in which two times of link switching are required for one link
flapping, the frequency of traffic switching in a network is greatly reduced, and the reliability
of traffic carrying is improved.
Brief Description of the Drawings

In order to describe technical solutions in the embodiments of the present invention or in
the prior art more clearly, drawings required to be used in the description of the embodiments
or the prior art are briefly introduced below. Obviously, the drawings in the following
description show merely some embodiments of the present invention. For a person of ordinary
skills in the art, other drawings can also be obtained based on these drawings without exerting
creative efforts.

FIG. 1 is a flow chart of a traffic protection method in Embodiment 1 of the present
invention;

FIG. 2 is a composition block diagram of a traffic protection apparatus in Embodiment 1
of the present invention;

FIG. 3 is a schematic diagram of switching of a link carrying traffic in a traffic protection
method in Embodiment 2 of the present invention;

FIG. 4 is a flow chart of a traffic protection method in Embodiment 2 of the present
invention;

FIG. 5 is a composition block diagram of a traffic protection apparatus in Embodiment 2

of the present invention;
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FIG. 6 is a schematic diagram of switching of a tunnel carrying traffic in a traffic
protection method in Embodiment 3 of the present invention; and

FIG. 7 is a flow chart of a traffic protection method in Embodiment 3 of the present
invention.

Detailed Description of Embodiments

The technical solutions of the embodiments of the present invention are clearly and fully
described as below in combination with the accompanying drawings in the embodiments of
the present invention. Apparently, the embodiments to be described are merely a part rather
than all of the embodiments of the present invention. All other embodiments obtained by a
person of ordinary skills in the art based on the embodiments of the present invention without
creative efforts shall fall within the protection scope of the present invention.

Embodiment 1

The embodiment of the present invention provides a traffic protection method used in a
network having multi-protocol label switching (MPLS) with a master path for carrying traffic
and at least one backup path playing a protective role therein. In an end-to-end backup path
protection mechanism, the master path and the backup path are label switch paths (LSPs), and
in a backup tunnel protection (tunnel protection group) mechanism, the master path and the
backup path are tunnels; and certainly, the master path and the backup path may also be in
other manners, and are not limited to LSPs and tunnels.

As shown in FIG. 1, the method comprises the following steps:

101. Detecting whether the state of the master path is abnormal, wherein if it is detected
that the state of the master path is abnormal, step 102 is performed; and if it is detected that
the state of the master path is not abnormal, step 104 is performed.

An abnormality in the state of the master path may be in, but not limited to, the
following forms, including: link failure, data packet loss, transmission interruption, etc.; and
there is no limitation for this in the embodiment of the present invention.

102. Stopping carrying traffic through the master path, switching to a backup path for
carrying traffic, and the backup channel carrying traffic transmits service data.

103. After a link carrying traffic being switched from the master path to the backup path,

upgrading the backup path carrying traffic to a master path, and downgrading the original
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master path to a backup path, wherein if the original master path is restored to normal, traffic
is still locked on and carried through the backup path that is upgraded to the master path,
without being switched back to the original master path.

104. Carrying traffic through the master path, so as to transmit the service data.

The embodiment of the present invention provides a traffic protection apparatus is used
in an MPLS network with a master path for carrying traffic and at least one backup path
playing a protective role therein. As shown in FIG. 2, the apparatus comprises: a detection
module 21, a switching module 22, and an adjustment module 23.

The detection module 21 is configured to detect whether the state of the master path is
abnormal;

The switching module 22 is configured to switch, when the detection module 21 detects
that the state of the master path is abnormal, to a backup path for carrying traffic; and

The adjustment module 23 is configured to upgrade the backup path, which carries
traffic, to a master path, and downgrade the original master path to a backup path after the
switching module 22 switches the link, which carries traffic, from the master path to the
backup path.

If the detection module 21 does not detect any abnormality in the state of the master path,
traffic is still carried through the master path to transmit the service data between terminals.

When the foregoing traffic protection method and apparatus are used in a network, it is
necessary to install the corresponding apparatus in terminals using the foregoing method, and
if the foregoing apparatus is installed in two terminals, which need to communicate with each
other, in a certain network, a traffic protection system is formed.

In the embodiment of the present invention, when an abnormality occurs in the master
path, traffic is switched to and carried through the backup path, the backup path carrying
traffic is upgraded to the master path, and the original master path is downgraded to the
backup path; and when the state of the original master path is restored to a normal state, a link
carrying traffic no longer switches back to the master path, and instead, the backup path
carrying traffic continues to carry traffic until an abnormality occurs in the state of the backup
path, at which point switching of the link carrying traffic is performed, such that only one link

switching is required for one link flapping to lock traffic; compared with the prior art in which
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two times of link switching are required for one link flapping, the frequency of traffic
switching in a network is greatly reduced, and the reliability of traffic carrying is improved.

Embodiment 2

The embodiment of the present invention provides a traffic protection method, which is
specifically illustrated in the embodiment of the present invention by an instance that the link
is an LSP, in combination with FIGs. 3 and 4, so as to explain end-to-end backup path
protection, wherein, as shown in FIG. 4, the method comprises the following steps:

A master LSP for carrying traffic and at least one backup LSP playing a protective role
existing between label switched routers (LSRs) of an ingress interface and an egress interface;
and Setting priorities for the master LSP and the backup LSP, wherein when the state of the
master LSP carrying traffic is abnormal, the backup LSP having a relatively high priority is
preferably selected as an LSP carrying traffic. In the embodiment of the present invention,
traffic protection method is specifically illustrated by an instance that the at least one backup
LSP playing a protective role includes two backup LSPs.

301. A master LSP for carrying traffic and two backups LSP1, LSP2 playing a protective
role exist between the LSRs of the ingress interface and the egress interface, wherein
priorities are set for the master LSP, the backup LSP1, and the backup LSP2, respectively; and
specifically, the master LSP is set to have the highest priority, which is set as master, and the
priorities of the backup LSP1 and the backup LSP2 are set from high to low as backup 1 and
backup 2.

302. Carry traffic through the master LSP between the LSRs of the ingress interface and
the egress interface, so as to transmit service data.

303. The state of the master LSP is detected, wherein if it is detected that the state of the
master LSP is abnormal, step 304 is performed, and if it is detected that the state of the master
LSP is not abnormal, step 306 is performed. An abnormality in the state of the master LSP
may be in, but not limited to, the following forms, including: link failure, data packet loss,
transmission interruption, etc.; and there is no limitation for this in the embodiment of the
present invention.

304. Stopping carrying traffic through the master LSP, and according to the priorities of
the backup LSP1 and the backup LSP2, traffic being switched to and carried through a normal
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backup path having a high priority.

In the embodiment of the present invention, the priority level of the backup LSP1 is
higher than the priority level of the backup LSP2, such that the link carrying traffic is
switched from the master LSP to the backup LSP1, and the backup LSP1 carrying traffic
transmits the service data.

If an abnormality also occurs in the high-priority backup LSP1, the link carrying traffic
is switched from the master LSP to the backup LSP2, that is, according to the priorities of the
backup LSP1 and the backup LSP2, traffic is switched to and carried through the normal
backup path having a high priority.

305. After traffic is switched to and carried through the normal backup path having the
high priority, the priority of the backup LSP1 carrying traffic is swapped with the priority of
the original master LSP, that is, the priority of the master LSP is downgraded to backup 1, and
the priority of the backup LSP1 is upgraded to master; and if a tunnel carrying traffic is the
backup tunnel LSP2, the priority of the original master LSP is downgraded to backup 2, and
the priority of the backup LSP2 is upgraded to master.

In the present step, by changing the priorities, when the original master LSP is restored
to normal, traffic is still locked on and carried through the backup LSP2 that is upgraded to
the master path, without being switched back to the original master LSP.

306. Carry traffic through the master LSP carrying traffic, so as to transmit the service
data.

The embodiment of the present invention further provides a traffic protection apparatus,
wherein, as shown in FIG. 5, the apparatus comprises: a setting module 41, a detection
module 42, a switching module 43, and an adjustment module 44.

The setting unit 41 is configured to set priorities for the master path and the backup
paths;

The detection module 42 is configured to detect whether the state of the master path is
abnormal;

The switching module 43 is configured to switch, when the detection module 42 detects
that the state of the master path is abnormal, according to the priorities of the backup paths,

traffic to a normal backup path, which has a high priority, to carry traffic;
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The adjustment module 44 is configured to swap the priority of the backup path, which
carries traffic, with the priority of the original master path after the switching module 43
switches the link, which carries traffic, from the master path to the normal backup path having
a high priority.

If in the detection module of the embodiment of the present invention, there is a master
path carrying traffic and at least one backup path playing a protective role between terminals,
and priorities are set for the master path and the backup path, when an abnormality occurs in
the master path, according to the priorities of the backup path, traffic is switched to and
carried through the backup path having a relatively high priority, and the priority of the
backup path carrying traffic is swapped with the priority of the original master path; and when
the state of the original master path is restored to a normal state, the link carrying traffic no
longer switches back to the original master path, and instead, the backup path having a
relatively high priority continues to carry traffic, such that only one link switching is required
for one link flapping to lock traffic; compared with the prior art in which two times of link
switching are required for one link flapping, the frequency of traffic switching in a network is
greatly reduced, system overhead is reduced, and the reliability of traffic carrying is
improved.

Moreover, after traffic is switched from the master path to the backup path having a
relatively high priority, the priority of the original master path is swapped with the priority of
the foregoing backup path, and the backup path carries traffic until an abnormality occurs in
the state of the backup path, at which point the selection of a backup path for carrying traffic
is performed according to the priorities of the backup paths, such that when service traffic is
transmitted between terminals, there is no strong priority distinction between paths through
which the master path and the backup path pass, and traffic may be carried through links of
various priorities for a long term.

Embodiment 3

The embodiment of the present invention provides a traffic protection method, which is
specifically illustrated in the embodiment of the present invention by an instance that the link
is a tunnel, in combination with FIGs. 6 and 7, so as to explain backup path protection in a

tunnel protection group, as shown in FIG. 7, the method comprises the following steps:
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A master tunnel for carrying traffic and at least one backup tunnel playing a protective
role existing in the tunnel protection group; Setting priorities for the master tunnel and the
backup tunnel, wherein when the state of the master tunnel carrying traffic is abnormal, the
backup tunnel having a relatively high priority is preferably selected as a tunnel carrying
traffic. In the embodiment of the present invention, traffic protection method is specifically
illustrated by an instance that the at least one backup tunnel playing a protective role includes
two backup paths, and traffic protection method is specifically illustrated by an instance that
the backup tunnels include two tunnels.

501. A master tunnel P for carrying traffic and two backup tunnels P1, P2 playing a
protective role exist in the tunnel protection group, wherein priorities are set for the master
tunnel P, the backup tunnel P1, and the backup tunnel P2, respectively; and specifically, the
master path LSP is set to have the highest priority, which is set as master, and the priorities of
the two backup tunnels P1, P2 are set from high to low as backup 1 and backup 2.

502. Carry traffic through the master tunnel P in the tunnel protection group, so as to
transmit service data.

503. The state of the master tunnel P is detected, wherein if it is detected that the state of
the master tunnel P is abnormal, step 504 is performed; and if it is detected that the state of the
master tunnel P is not abnormal, step 506 is performed. An abnormality in the state may be in,
but not limited to, the following forms, including: link failure, data packet loss, transmission
interruption, etc.; and there is no limitation for this in the embodiment of the present
invention.

504. Carrying traffic through the master tunnel P is stopped, and according to the
priorities of the backup tunnels, traffic is switched to the backup tunnel that has no abnormal
state and has a high priority.

In the embodiment of the present invention, the priority level of the backup tunnel P1 is
higher than the priority of the backup tunnel P2, wherein if the state of the backup tunnel P1
is not abnormal, traffic is switched from the master tunnel to the backup tunnel P1, and if the
state of the backup tunnel P1 is abnormal, traffic is switched from the master tunnel to the
backup tunnel P2, and the backup tunnel transmits the service data.

If an abnormality also occurs in the high-priority backup tunnel P1, the link carrying
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traffic is switched from the master LSP to the backup tunnel P2, that is, according to the
priorities of the backup P1 and the backup P2, traffic is switched to and carried through the
normal backup path having a relatively high priority.

505. After traffic is switched to the backup tunnel that has no abnormal state and has a
high priority, the priority of the backup tunnel carrying traffic is swapped with the priority of
the original master tunnel, that is, if the tunnel carrying traffic is the backup tunnel P1, the
priority of the original master tunnel is downgraded to backup 1, and the priority of the
backup tunnel P1 is upgraded to master; and if the tunnel carrying traffic is the backup tunnel
P2, the priority of the original master tunnel P is downgraded to backup 2, and the priority of
the backup tunnel P2 is upgraded to master.

In the present step, by changing the priorities, when the original master tunnel P is
restored to normal, traffic is still locked on and carried through the backup tunnel P1 or the
backup tunnel P2 that is upgraded to the master path, without being switched back to the
original master LSP.

506. The master tunnel carrying traffic continues to carry traffic, so as to transmit the
service data between terminals.

The embodiment of the present invention further provides a traffic protection apparatus
as shown in FIG. 5, which is specifically described in Embodiment 2, and thus is not further
described herein.

When the foregoing traffic protection method and apparatus are used in a network, it is
necessary to install the corresponding apparatus in terminals using the foregoing method, and
if the foregoing apparatus is installed in two terminals, which need to communicate with each
other, in a certain network, a traffic locking system is formed.

In the embodiment of the present invention, a master tunnel carrying traffic and at least
one backup tunnel playing a protective role are established between two terminals, and
priorities are set for the master path and the backup tunnel. wherein when an abnormality
occurs in the master tunnel, according to the priorities of the backup tunnel, traffic is switched
to and carried through the backup tunnel that has a normal state and a relatively high priority,
and the priority of the backup tunnel carrying traffic is swapped with the priority of the

original master tunnel; and when the state of the original master tunnel is restored to a normal

Ex.1030/ Page 15 of 38
Cisco Systems, Inc.



200910170173.7 SPECIFICATION Page 11 of 12

state, the tunnel carrying traffic no longer switches back to the original master tunnel, and
instead, the backup tunnel having a relatively high priority continues to carry traffic, such that
only one tunnel switching is required for one tunnel flapping to lock traffic; compared with
the prior art in which two times of tunnel switching are required for one tunnel flapping, the
frequency of traffic switching in a network is greatly reduced, system overhead is reduced,
and the reliability of traffic carrying is improved.

Moreover, after traffic is switched from the master tunnel to the backup tunnel having a
relatively high priority, the priority of the original master tunnel is swapped with the priority
of the foregoing backup tunnel, and the backup tunnel carries traffic until an abnormality
occurs in the state of the backup tunnel, at which point the selection of a backup tunnel for
carrying traffic is performed according to the priorities of the backup tunnels, such that when
service traffic is transmitted between terminals, there is no strong priority distinction between
paths through which the master tunnel and the backup tunnel pass, and traffic may be carried
through tunnels of various priorities for a long term.

In the present implementation of the invention, when link conditions are unstable, an
abnormality occurs in the master path, an abnormality occurs in the state of the backup path
having a relatively high priority to which a normal state has not been restored, traffic is
switched to the backup path having a relatively low priority, such that the stability of data
transmission is further ensured.

In the embodiment of the present invention, applications of the present invention are
mainly illustrated by instances of a tunnel protection group and end-to-end backup path
protection in MPLS TE, wherein during specific implementation, traffic locking in other
traffic engineering may be established according to different circumstances and requirements,
and there may be multiple backup paths.

Through the description of the foregoing implementation, a person skilled in the art may
clearly understand that the present invention may be implemented by software in addition to
necessary general hardware, and of course, by hardware only, however, in many
circumstances, the former is a preferred implementation. Based on such an understanding, the
technical solutions of the present invention essentially or, in other words, the part contributing

to the prior art may be embodied in a form of software product, wherein the computer
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software product is stored in a readable storage medium, such as a floppy disk, a hard disk, or
an optical disc of a computer, and contains several instructions for enabling a computer device
(which may be a personal computer, a server or a network device, etc.) to perform the
methods described in the embodiments of the present invention.

The foregoing descriptions are merely specific implementations of the present invention,
but are not intended to limit the protection scope of the present invention, and any variation or
substitution readily conceivable to a person skilled in the art within the technical scope
disclosed in the present invention shall fall within the protection scope of the present
invention. Therefore, the protection scope of the present invention shall be subject to the

protection scope of the claims.
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