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INVALIDITY CLAIM CHART 
Invalidity of U.S. Patent No. 8,982,691 in view of Hanif – U.S. Pat. App. Pub. No. 2006/0013127 

U.S. Pat. App. Pub. No. 2006/0013127 (“Hanif”) was published on January 2006, from an application filed on April 29, 2003. Hanif 
therefore constitutes prior art under at least 35 U.S.C. §§ 102(a), 102(b) and 102(e). Hanif anticipates and/or renders obvious the Asserted 
Claims of the U.S. Patent No. 8,982,691, either alone or in combination with one or more of the references identified in Defendant’s 
Cover Pleading. 

 
To the extent WSOU argues that any element below is not disclosed by Hanif, a person of ordinary skill in the art would have found it 
obvious to combine the teachings of Hanif with the background knowledge of a person of ordinary skill in the art and/or the additional 
references, and exemplary teachings, set forth in Appendix D. 

 
The chart below provides representative examples of where each element of each claim is found within Hanif. Citations are meant to 
be exemplary, not exhaustive, and Defendant reserves the right to identify and discuss additional portions of the reference in support of 
its contentions and/or to rebut arguments made by WSOU. Citations to figures, drawings, tables, and the like include reference to any 
accompanying or related text. All internal cross references are meant to incorporate the cross-referenced material as if fully set forth 
therein. 

 
It is Defendant’s position that WSOU’s Preliminary Infringement Contentions have not established that any accused product or service 
infringes any valid claim. Thus, Defendant’s statements below should not be treated as an admission, implication, or suggestion that 
Defendant agrees with WSOU regarding either the scope, construction, or interpretation of any of the Asserted Claims or the 
infringement theories advanced by WSOU in its Preliminary Infringement Contentions, including whether any Asserted Claim satisfies 
35 U.S.C. §§ 101 or 112. In certain cases, Defendant specifies non-limiting examples of where its application of the prior art is based 
on WSOU’s apparent application of the claim element. These statements are not intended to suggest that Defendant agrees with WSOU’s 
application of any claim term, suggest a proposed construction at this stage of the case, or suggest that construction is needed, as the 
parties are not required to exchange terms for construction or proposed constructions until a later date. 

 
WSOU has yet to identify any limitation of the Asserted Claims that it contends is not anticipated and/or rendered obvious by Hanif. 
Defendant therefore expressly reserves the right to respond to any such contention, including by identifying additional obviousness 
combinations, if WSOU makes any such contention. 

 
Where Defendant states that Hanif “discloses” a limitation, that disclosure may be express, implicit, and/or inherent. 
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Claim Disclosure 
[1pre] A method performed by 
a network processor of a 
Multiprotocol Label Switching 
(MPLS) label switch router for 
providing a Backup Label 
Switched Path (LSP) to a 
Bypass LSP already 
established for a Protected 
Primary LSP, the method 
comprising the steps of: 

To the extent the preamble is limiting, Hanif discloses a method performed by a network processor 
of a Multiprotocol Label Switching (MPLS) label switch router for providing a Backup Label 
Switched Path (LSP) to a Bypass LSP already established for a Protected Primary LSP. 
 
See, e.g.: 
 
Techniques for configuring a local repair connection for a protected connection including 
determining a path for the local repair connection. The path traversed by a local repair connection 
starts at a node in the path associated with the protected connection and ends at a merge point node 
in the path associated with the protected connection that is downstream from the start node. In one 
embodiment, the merge point node may even be more than two hops downstream from the start 
node in the path associated with the protected connection. The local repair path may include zero or 
more nodes that are not included in the path associated with the protected connection. Techniques 
are also described for optimizing the path associated with a local repair connection. Abstract 
 
The present invention is related to networking and more particularly to techniques for configuring 
local repair connections for protected connections in a network environment. 
Connection-oriented protocols are widely used to transport data across computer networks. In a 
connection-oriented protocol, a connection is set up between two endpoints in a network, usually 
prior to data transmission. Network devices at the end points of a connection use a preliminary 
protocol to establish an end-to-end path traversed by the connection before any data is sent. The 
preconfigured connection with its associated path is then used to transport data between the end 
points. Examples of connection-oriented mechanisms include circuit switching protocols such as 
Asynchronous Transfer Mode (ATM) protocol, frame relay, Multi-Protocol Label Switching 
(MPLS), and others. 
Multi-Protocol Label Switching (MPLS) (also referred to as “tag switching” or “label switching” 
protocol) is a data-carrying mechanism which emulates some properties of a circuit-switched 
network over a packet-switched network. It was designed to provide a unified data-carrying service 
for both circuit-based clients and packet-switching clients which provide a datagram service model. 
It can be used to carry many different kinds of traffic, including IP packets, as well as native ATM, 
SONET, and Ethernet frames. 
MPLS works by prepending packets with an MPLS header, containing one or more “labels”. 
Switching nodes switch MPLS labeled packets after a Label Lookup/Switch instead of a lookup 
into the IP routing table. In MPLS, a connection between two end points is referred to as a Label 
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Claim Disclosure 
Switched Path (LSP). Signaling protocol such as Label Distribution Protocol (LDP), Resource 
Reservation Protocol-Traffic Engine (RSVP-TE), Constrain-based Routed LDP (CR-LDP) and 
others may be used to set up an LSP. Routers in an MPLS LSP are referred to as Label Switching 
Routers (LSRs). The first router in an LSP is referred to as an ingress router and the last router in an 
LSP is referred to an egress router. Routers in between the ingress router and the egress router are 
referred to as transit LSRs. Forwarding of packets through an LSP is opaque to higher network 
layers and accordingly an LSP is also sometimes referred to as an MPLS tunnel. LSPs are 
unidirectional and enable a packet to be label switched through the MPLS network from one 
endpoint to another. 
The ingress router for an LSP is configured to prepend an MPLS header to an incoming packet. The 
MPLS header comprises a label prepended based upon the appropriate forward equivalence class 
(FEC) of the packet. The packet with the MPLS header is then forwarded by the ingress router to 
the next router in the LSP path. The LSRs in the LSP make routing decisions for the packet based 
upon the label in the MPLS header. LSRs may swap the packet's outer label for another label. In 
this manner, the packet is label-switched by routers along the LSP. The egress router removes the 
MPLS header prior to forwarding the packet. In some embodiments, the last label may be popped 
off by the penultimate router (i.e., the LSR before the egress router). 
A connection, such as an LSP in an MPLS network, established using a connection-oriented 
protocol may be affected due to failure of one or more nodes and/or links in the path traversed by 
the connection. As a result of such failures, the data transmission along the connection is prone to 
disruptions. To safeguard against such disruptions along the original preconfigured connection, one 
or more alternate connections are generally computed to bypass the network failure points along the 
original connection path. These connections are referred to as “local repair connections”. Each local 
repair connection originates at a start node in the original connection and ends at a node in the 
original connection that is downstream from the start node. A local repair connection enables data 
traffic to be rerouted or diverted around a network failure point in the original connection. 
Different protocols may use different techniques to set up and maintain local repair connections. 
For example, RFC 4090 describes techniques to establish backup label-switched paths (LSP) 
tunnels for local repair of LSP tunnels. These mechanisms enable the redirection of traffic onto a 
backup LSP tunnel in the event of a failure. RFC 4090 describes two techniques for setting up local 
repair connections for an MPLS network—a “one-to-one backup” method that creates local repair 
LSPs for each protected LSP at each potential point of local repair and a “facility backup” method 
that creates a bypass tunnel to protect a potential failure point; the bypass tunnel can protect a set of 
LSPs that have similar backup constraints. 
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Claim Disclosure 
The local repair connections may be set up in advance or may be dynamically created as new LSPs 
are signaled. In embodiments, where the traffic needs to be redirected onto a backup or detour 
tunnel within a specified time limit (e.g., for voice over IP applications), the computing and 
signaling for the local repair connections is typically done in advance of the failure and the traffic is 
redirected onto the local repair connection as close to the failure point as possible. 
A connection is said to be protected if at least one local repair connection has been set up for that 
connection. A node or link in a connection is said to be protected if at least one local repair 
connection has been configured that does not use that node or link. A connection is said to be 
protected at a given hop if it has one or multiple associated local repair LSPs (which may be detour 
LSPs or backup LSPs) originating at that hop. [0002]–[0010] 
 
Embodiments of the present invention provide techniques for configuring a local repair connection 
for a protected connection including determining a path for the local repair connection. The path 
traversed by a local repair connection may start at a node in the path associated with the protected 
connection and end at a merge point node in the path associated with the protected connection that 
is downstream from the start node. In one embodiment, the merge point node may even be more 
than two hops downstream from the start node in the path associated with the protected connection. 
The local repair path may include zero or more nodes that are not included in the path associated 
with the protected connection. For example, a local repair LSP may be signaled for a protected LSP 
in an MPLS network. Techniques are also described for optimizing the path associated with a local 
repair connection. 
According to an embodiment of the present invention, techniques are provided for facilitating 
creation of a local repair connection for a first connection. The first connection may traverse a first 
path comprising a plurality of nodes. In one embodiment, a second path is determined from a first 
node in the first path to a second node in the first path. The second node is a node that is at least 
three nodes downstream from the first node in the first path. The second path is such that a next-hop 
node to the first node in the first path and a next-next-hop node to the first node in the first path are 
not included in the second path. 
Once the second path has been determined, a second connection may be signaled for the second 
path. The second connection is a local repair connection for the first connection and is usable for 
diverting data from the first path at the first node and merging the diverted data back to the first 
path at the second node. 
The first and the second connections may use connection-oriented protocols for data 
communication. In one embodiment, data may be communicated using a label switching protocol. 
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Claim Disclosure 
For example, the label switching protocol may be Multi-Protocol Label Switching (MPLS) and the 
first connection and the second connection may be label switched paths (LSPs). 
In one embodiment, in order to determine the second path, processing may be performed that 
includes determining that a path, which does not include the next-hop node to the first node in the 
first path and a next-hop link to the first node in the first path, cannot be established from the first 
node to the next-next-hop node to the first node in the first path, and determining that a path, which 
does not include the next-hop link to the first node in the first path, cannot be established from the 
first node to the next-hop node to the first node in the first path. The processing may also include 
determining if a path can be established from the first node to any node in the first path that is 
downstream from the next-next-hop node to the first node in the first path. 
In one embodiment, processing may be performed to optimize the path associated with a local 
repair connection. For example, determining the second path may include first determining a third 
path from the first node in the first path to a third node in the first path, wherein the third node is 
upstream to the second node in the first path. The second path may then be determined from the 
third path. Various optimization techniques may be used to determine the second path from the first 
path. In one embodiment, the second path is such that the third path comprises at least one node that 
is not included in the second path. In another embodiment, the second path is such that a number of 
nodes from the first path that are in the second path is less than a number of nodes from the first 
path that are in the third path. 
According to an embodiment of the present invention, techniques are provided for protecting a first 
connection configured using a connection-oriented protocol for communicating data from an 
originating node to a destination node, the first connection traversing a first path comprising a 
plurality of nodes. Information may be received identifying a node from the first path to be 
protected. A second path may be determined from a first node in the plurality of nodes of the first 
path to a second node in the plurality of nodes of the first path, wherein the first node is upstream 
from the node to be protected in the first path, wherein the second node is a node that is 
downstream from the node to be protected in the first path and is downstream from a next-next-hop 
node to the first node in the first path, and wherein the second path does not include a next-hop 
node to the first node in the first path and a next-next-hop node to the first node in the first path. A 
second connection may then be signaled for the second path, wherein the second connection is 
usable for routing data from the first path at the first node and merging the routed data back to the 
first path at the second node. The connection-oriented protocol may be Multi-Protocol Label 
Switching (MPLS). 
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Claim Disclosure 
In one embodiment, the second path is determined by determining a third path from the first node in 
the first path to a third node in the first path, wherein the third node is upstream to the second node 
in the first path, and determining the second path from the third path such that at least one node that 
is included in both the third path and in the first path is not included in the second path. 
According to an embodiment of the present invention, techniques are provided for facilitating 
creation of a local repair connection for a first connection, the first connection traversing a first path 
comprising a plurality of nodes. A second path may be determined from a first node in the first path 
to a second node in the first path, wherein the second node is a node that is downstream from the 
first node in the first path. A third path may be determined from the second path, wherein at least 
one node that is included in both the first path and in the second path is not included in the third 
path. A connection may then be signaled using the third path. 
Various optimization techniques may be used to determine the third path from the second path. In 
one embodiment, determining the third path comprises determining a path from the first node to a 
third node in the first path, wherein the third node is downstream from the second node in the first 
path. Determining the third path may comprise determining a path wherein at least one node that is 
included in both the second path and the first path is not included in the third path. The second path 
may comprise at least one node that is not included in the third path. 
The foregoing, together with other features, embodiments, and advantages of the present invention, 
will become more apparent when referring to the following specification, claims, and 
accompanying drawings. [0012]–[0022] 
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Claim Disclosure 

 
 
FIG. 1 is a simplified diagram of a network 100 that may incorporate an embodiment of the present 
invention. Network 100 may use a connection-oriented protocol for data transmission. As 
previously described, in a network using a connection-oriented protocol, a connection is set up 
between two endpoints in the network prior to data transmission using that connection. Network 
devices at the end points of a connection use a preliminary protocol to establish an end-to-end 
connection before any data is sent. The connection has an associated path between the two end 
points comprising multiple nodes and links between the nodes. The preconfigured connection is 
then used to transport data between the end points. Examples of connection-oriented mechanisms 
include circuit switching protocols such as Asynchronous Transfer Mode (ATM) protocol, frame 
relay, Multi-Protocol Label Switching (MPLS), and others. 
Network 100 may be part of a larger network in which data is transmitted using connection-
oriented, connectionless protocols, or other types of protocols. Network 100 may also be capable of 
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Claim Disclosure 
transmitting data using a connectionless or other type of protocol in addition to a connection-
oriented protocol. In the embodiment depicted in FIG. 1, network 100 uses an MPLS protocol for 
forwarding of data between two end points. The present invention is however not limited to the 
MPLS protocol. Teachings of the present invention may also be applied to other protocols where a 
connection is set up between two end points and used to communicate data between the end points. 
Network 100 depicted in FIG. 1 comprises multiple nodes and links connecting the nodes. The 
nodes in FIG. 1 are identified as N<number> and links between the nodes are identified by 
L<number>. A node may be any device that is capable of forwarding data. For example, a node 
may be a network device such as a switch, a router, and the like. A link may be a physical wire 
connecting ports of two nodes or a wireless link. Links may have different capacities such as 
10/100 Mbps, 1 Gbps, 10 Gbps, and so on. 
In the embodiment depicted in FIG. 1, the MPLS protocol is used to establish a connection between 
end nodes N1 and N4. In MPLS, the connection is referred to as an LSP and is set up prior to 
transmission of data using that LSP. An LSP is unidirectional and starts at an ingress node and ends 
at an egress node. Various techniques may be used to set up the LSP. As part of the set up, a path or 
route to be traversed by the LSP from the ingress node to the egress node is determined. The path 
includes a list of node/link pairs from the ingress node (originating node) to the egress (destination) 
node. An LSP is then signaled for the determined path. Different algorithms may be used to 
determine a path from the ingress node to the egress node for an LSP such as Shortest Path First 
(SPF) algorithms, Constrained Shortest Path First (CSPF) algorithm, and others. 
In the example depicted in FIG. 1, an LSP may be configured between nodes N1 and N4 having a 
path N1-L1-N2-L2-N3-L3-N4. The path may be configured using an algorithm such as the CSPF 
algorithm and satisfy one or more constraints such as bandwidth, cost, and the like. The LSP 
comprises a list of node/link pairs from originating or ingress node N1 to the destination or egress 
node N4. The LSP carries data traffic from ingress node N1 to egress node N4 via link L1, LSRN2, 
link L2, LSRN3, and link L3. Once an LSP has been set up, the LSP is used to transmit data from 
the ingress node to the egress node (in FIG. 1 from N1 to N4) along the preconfigured path. The 
egress node may then transmit the data to another device or network. 
As indicated above, in MPLS, an LSP is unidirectional. This implies that data flows along the LSP 
only in one direction from an ingress or originating node to the egress or destination node. A 
separate LSP has to be set up for transmitting data in the opposite direction. 
One or more local repair connections may be set up for a connection in order to safeguard against 
network outages or disruptions that may be caused by failure of one or more links and/or nodes in 
the connection. The connection that is provided protection by one or more local repair connections 
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Claim Disclosure 
is referred to as a protected connection. The path traversed by a protected LSP is referred to as the 
original path or OPATH. A node or link in a path associated with the protected connection is 
considered protected if a local repair connection exists that enables traffic to be routed along the 
local repair connection such that the protected node or link is avoided. The path traversed by a local 
repair LSP is referred to as a local repair path or LPATH. The LPATH for a local repair connection 
may comprise zero or more nodes that are not included in the OPATH associated with the protected 
connection. 
A local repair LSP may be configured to protect one or more nodes or links in the OPATH 
associated with a protected LSP. A local repair LSP protecting a node or link in the OPATH has an 
associated local path (referred to as LPATH) that starts at a node in the OPATH that is upstream 
from the node or link to be protected and merges back with a node in OPATH that is downstream 
from the node or link to be protected. For a connection or LSP, a first node is considered to be 
upstream to a second node if traffic flows from the first node to the second node. The second node 
is considered to be downstream to the first node if traffic flows from the first node to the second 
node. The head-end node of a local repair LSP (i.e. the first node in the LPATH) is referred to as a 
Point of Local Repair (PLR). The PLR is a node in the OPATH of the protected LSP where the 
local repair LSP originates. The node in the OPATH where a local repair LSP rejoins the original 
protected LSP is known as the merge point (MP) or merge point node (MN). A merge point node is 
always some node that is downstream to the PLR in the OPATH. 
A local repair LSP enables traffic to be routed around the protected node or link. In the event of a 
failure of a node or link, the local repair LSP protecting that node or link enables traffic to be 
rerouted from a node (the PLR) upstream of the network failure to a node (merge point node) 
downstream from the failure at which point the rerouted traffic is merged back to the OPATH. 
Referring to FIG. 1, the LSP from node N1 to node N4 and having an OPATH N1-L1-N2-L2-N3-
L3-N4 may be designated as a protected LSP and one or more local repair LSPs (which may be 
detour or backup LSPs) may be configured for the protected LSP. For example, a local repair LSP 
may be set up to protect node N2 in the OPATH. The LPATH for such a local repair LSP may start 
at node N1 and merge with the OPATH at node N3 or node N4. As depicted in FIG. 1, one such 
local repair LSP may be established having an associated LPATH N1-L6-N6-L5-N5-L4-N4, where 
node N1 is the PLR and node N4 is the merge point node where the local repair LSP rejoins the 
protected LSP. In one embodiment, processing to establish a local repair LSP may be performed or 
initiated by the PLR node. 
In the above example, when node N2 fails, PLR node N1 may reroute the traffic along the local 
repair LSP. In this manner, failed node N2 is avoided and the traffic merges back into the OPATH 
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Claim Disclosure 
of the protected LSP at node N4 that is downstream from node N2. The local repair LSP thus 
enables traffic to be routed around the failure point and back to the protected LSP at a point that is 
downstream from the failure point. 
Local repair connections (e.g., local repair LSPs) for a protected connection (e.g., a protected LSP) 
may be set up in advance before the protected connection is used to transmit data. Local repair 
connections may also be set up dynamically as new protected connections are signaled. Advance 
setup of local repair connections is typically done in applications where the data has to be 
forwarded within certain specified time limits. In such applications (e.g., for voice over IP 
applications), the computing and signaling of local repair connections is done in advance such that 
the traffic can be redirected onto the local repair connection within a specified time limit without 
having to spend time in creating the local repair connection after the occurrence of a network 
failure. 
Processing for setting up local repair connections may be performed by one or more nodes in the 
OPATH of the protected connection. For example, a PLR node may be configured to determine 
local repair connections for all connections protected by the PLR node. In alternative embodiments, 
a local repair connection may also be set up by other nodes or systems that are configured to 
provision and set up network connections. In one embodiment, a local repair connection may be set 
up for every node and link in a protected connection. [0028]–[0040] 
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Claim Disclosure 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
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Claim Disclosure 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
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Claim Disclosure 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
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Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
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As depicted in FIG. 3, information is received identifying an LPATH that is to be optimized (step 
302). The next-hop downstream node to the PLR node in the LPATH is marked as a node “N” (step 
304). A check is then made to see if node N is a merge point node for the LPATH received in 302 
(step 306). Accordingly, a check is made in 306 if node N is the last node in the LPATH. If it is 
determined in 306 that node N is the merge point node for the LPATH, it indicates that all the 
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nodes in the LPATH up to the merge point node have been considered in an effort to determine an 
optimized LPATH without any success. In this scenario, a local repair LSP is signaled for the local 
repair path received in 302 (step 308). Given an LPATH, the local repair LSP may be signaled 
using known MPLS signaling techniques. 
If it is determined in 306 that node N is not a merge point node, then a check is made if node N is 
included in the OPATH associated with the protected LSP and is downstream to the PLR node (step 
3 10). If the node N is not in the OPATH then processing continues with step 316 wherein the next-
hop downstream node to node N in the LPATH received in 302 is marked as the new node N (step 
316). If node N is determined in 310 to be in the OPATH then, a determination is made if an LSP 
can be established between the PLR node and node N (step 312). If it is determined in 312 that an 
LSP can be established between the PLR node and the node N, then a local repair LSP having an 
LPATH from the PLR node to node N is established with node N as the merge point (step 314) and 
processing ends. The local repair LSP established in 314 has an optimized path that originates at the 
PLR node and merges with the OPATH of the protected LSP at node N. Given an LPATH, the 
local repair LSP may be signaled using known MPLS signaling techniques. If it is determined in 
312 that an LSP cannot be established between the PLR node and node N, then processing 
continues with step 316. 
In the manner depicted in FIG. 3 and described above, a local repair path determined for a protected 
LSP is optimized and the local repair LSP is then signaled for the optimized path. The local repair 
LSP with the optimized LPATH is then used to reroute the network traffic. As part of the 
optimization technique, an optimized LPATH is determined from the unoptimized LPATH such 
that the number of nodes that are both in the OPATH of the protected LSP and in the optimized 
LPATH is less than the number of nodes that are both in the OPATH of the protected LSP and the 
unoptimized LPATH. Accordingly, the number of nodes from the OPATH that are in the optimized 
LPATH is less than a number of nodes from the OPATH that are in the unoptimized LPATH. The 
unoptimized LPATH comprises at least one node that is not included in the optimized LPATH. In 
one embodiment, the number of nodes in the LPATH that are also in the OPATH is minimized as 
part of the optimization processing. 
The optimization technique depicted in FIG. 3 may be used to optimize the LSP LPATH N1-L6-
N6-L5-N5-L4-N4-L3-N3 determined for network 300 depicted in FIG. 3. Traversing the LPATH 
starting from node N1 towards node N3, it is determined that node N4 is the first node in the 
LPATH that is also included in the OPATH for the protected LSP and is downstream to the PLR 
node N1. A determination is made if a local repair LSP can be established between PLR node N1 
and node N4. If such a LSP can be established, then a local repair LSP is signaled for the optimized 
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Claim Disclosure 
LPATH N1-L6-N6-L5-N5-L4-N4. In this manner, an original local repair LPATH N1-L6-N6-L5-
N5-L4-N4-L3-N3 is optimized to an optimized LPATH N1-L6-N6-L5-N5-L4-N4, which is then 
used for signaling the local repair LSP. 
An LPATH may also be optimized based upon other factors such as bandwidth, availability, 
number of hops, and the like. Various different criteria may be used for optimization. [0060]–
[0065] 
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Claim Disclosure 
FIG. 4 is a simplified block diagram of a network node 400 that may perform processing to set up 
and optimize local repair LSPs according to an embodiment of the present invention. Node 400 
may be embodied as a network device such as a switch or router, such as routers and switches 
provided by Foundry Networks®, Inc. of Santa Clara, Calif. 
As depicted in FIG. 4, node 400 comprises multiple physical ports 402, a data forwarding module 
404, a local repair LSP module 406, a processor 408, and memory 410. The modules may be 
implemented in software, hardware, or combinations thereof. Node 400 depicted in FIG. 4 
illustrates a node incorporating an embodiment of the present invention and is not intended to limit 
the scope of the present invention. The structure of node 400 may be different in other 
embodiments of the present invention. 
Node 400 receives data packets via one or more ports 402. Data is forwarded from node 400 to 
other links or nodes in the network via ports 402. Data forwarding module 404 is configured to 
perform processing to facilitate the forwarding of data packets received by node 400. Data 
forwarding module may be configured to process a data packet received by node 400, determine a 
destination port of node 400 to which the packet is to be forwarded, and forward the packet to the 
determined destination port. In an ingress node, data forwarding module 404 may be configured to 
receive a packet, prepend an MPLS header with a label to the packet based upon the FEC of the 
packet, determine an LSP for the packet, and then forward to a port connected to a link to the next 
node in the LSP for the packet. In an egress node or in a penultimate node, data forwarding module 
404 may be configured to remove the MPLS header from a packet prior to forwarding the packet. 
In an LSR node, data forwarding module 404 may be configured to swap labels in the MPLS 
header prepended to the packet and make forwarding decisions based upon the MPLS label of the 
packet. An LSR node may forward the packet to a port connected to a link to the next node in the 
LSP for the packet. Data forwarding module 404 may use information (e.g., LSP information, FEC 
information, etc.) stored in memory 410 for data forwarding. 
Data forwarding module 404 may be configured to perform forwarding functions. Data forwarding 
module 404 may comprise hardware, software components, or combinations thereof. In one 
embodiment, data forwarding module 404 comprises one or more line cards and a switching fabric. 
The line cards and switching fabric are used to forward data packets from one input port of node 
400 to an output port of node 400. The hardware components may include ASICs, FPGAs, 
circuitry, and the like. The software components may include programs comprising code or 
instructions that are executed by processor 408 or by a processor within data forwarding module 
404. 
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Data forwarding module 404 may also be configured to reroute data traffic along a local repair LSP 
to protect a link and/or node of a protected LSP. For example, node 400 may be a PLR node that is 
configured to reroute network traffic along a local repair connection originating at the PLR node. 
Information related to local repair LSPs such as LPATHs associated with the local repair LSPs may 
be stored in memory 410 and used by data forwarding module 404. 
Local repair LSP module 406 is configured to perform processing related to determining optimized 
LPATHs and setting up local repair LSPs or connections using the LPATHS. For example, module 
406 may be configured to perform the processing depicted in FIGS. 2 and 3, and described above. 
Information that is used for creation of LSPs and optimization of LPATHs may be stored in 
memory 410. 
Local repair LSP module 406 may comprise hardware components, software components, or 
combinations thereof. The hardware components may include ASICs, FPGAs, circuitry, and the 
like. The software components may include code or instructions that are executed by processor 408 
or by processor within module 406. In one embodiment, module 406 may be part of module 404. 
Processor 408 is configured to perform processing for tasks performed by node 400. Processor 408 
may execute software programs comprising code and instructions to perform the tasks. Processor 
408 may also aid modules 406 and 404 in functions performed by those modules. In one 
embodiment, processor 408 may be configured to perform the functions performed by modules 404 
and 406 such as data forwarding, creation of local repair LSPs, optimization of LPATHs, and the 
like. 
Memory 410 acts as a repository for storing data that is used by node 400. For example, memory 
410 may store information related to various LSPs. Memory 410 may also stored network topology 
information that is used for determining local paths associated with local repair LSPs. For example, 
information regarding various connections and associated OPATHs may be stored in memory 410. 
Information related to local repair LSPs may also be stored in memory 410. Memory 410 may also 
store programs comprising software code or instructions that are executed by processor 408 and/or 
by the other modules of node 400. For example, code or instructions which when executed by a 
processor cause the processor (or modules 404 and 406) to determine local repair LSPs and 
optimize local paths, as described above, may be stored in memory 410. 
Processing according to the teachings of the present invention may also be performed by a device, a 
system, or an apparatus in a networked or non-networked environment (i.e., standalone 
embodiment). 
While an MPLS-based network has been used to illustrate features of the present invention, the 
scope of the present invention as recited in the claims is not limited to MPLS. Teachings of the 
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present invention may be applied to any type of network protocol in which a connection between 
two endpoints is set up and then used to transport data between the end points. Examples include 
connections set up using connection-oriented protocols. Local repair connections may be set up, as 
described above, to protect one or more nodes/links in such connections. 
Although specific embodiments of the invention have been described, various modifications, 
alterations, alternative constructions, and equivalents are also encompassed within the scope of the 
invention. The described invention is not restricted to operation within certain specific data 
processing environments, but is free to operate within a plurality of data processing environments. 
Additionally, although the present invention has been described using a particular series of 
transactions and steps, it should be apparent to those skilled in the art that the scope of the present 
invention is not limited to the described series of transactions and steps. 
Further, while the present invention has been described using a particular combination of hardware 
and software, it should be recognized that other combinations of hardware and software are also 
within the scope of the present invention. The present invention may be implemented only in 
hardware, or only in software, or using combinations thereof. 
The specification and drawings are, accordingly, to be regarded in an illustrative rather than a 
restrictive sense. It will, however, be evident that additions, subtractions, deletions, and other 
modifications and changes may be made thereunto without departing from the broader spirit and 
scope of the invention as set forth in the claim. [0060]–[0079] 
 

[1a] protecting the Primary 
LSP against dual failures, 
comprising: 

Hanif discloses protecting the Primary LSP against dual failures. 
 
See, e.g.: 
 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
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the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
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next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
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In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
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to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
 
As depicted in FIG. 3, information is received identifying an LPATH that is to be optimized (step 
302). The next-hop downstream node to the PLR node in the LPATH is marked as a node “N” (step 
304). A check is then made to see if node N is a merge point node for the LPATH received in 302 
(step 306). Accordingly, a check is made in 306 if node N is the last node in the LPATH. If it is 
determined in 306 that node N is the merge point node for the LPATH, it indicates that all the 
nodes in the LPATH up to the merge point node have been considered in an effort to determine an 
optimized LPATH without any success. In this scenario, a local repair LSP is signaled for the local 
repair path received in 302 (step 308). Given an LPATH, the local repair LSP may be signaled 
using known MPLS signaling techniques. 
If it is determined in 306 that node N is not a merge point node, then a check is made if node N is 
included in the OPATH associated with the protected LSP and is downstream to the PLR node (step 
3 10). If the node N is not in the OPATH then processing continues with step 316 wherein the next-
hop downstream node to node N in the LPATH received in 302 is marked as the new node N (step 
316). If node N is determined in 310 to be in the OPATH then, a determination is made if an LSP 
can be established between the PLR node and node N (step 312). If it is determined in 312 that an 
LSP can be established between the PLR node and the node N, then a local repair LSP having an 
LPATH from the PLR node to node N is established with node N as the merge point (step 314) and 
processing ends. The local repair LSP established in 314 has an optimized path that originates at the 
PLR node and merges with the OPATH of the protected LSP at node N. Given an LPATH, the 
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local repair LSP may be signaled using known MPLS signaling techniques. If it is determined in 
312 that an LSP cannot be established between the PLR node and node N, then processing 
continues with step 316. 
In the manner depicted in FIG. 3 and described above, a local repair path determined for a protected 
LSP is optimized and the local repair LSP is then signaled for the optimized path. The local repair 
LSP with the optimized LPATH is then used to reroute the network traffic. As part of the 
optimization technique, an optimized LPATH is determined from the unoptimized LPATH such 
that the number of nodes that are both in the OPATH of the protected LSP and in the optimized 
LPATH is less than the number of nodes that are both in the OPATH of the protected LSP and the 
unoptimized LPATH. Accordingly, the number of nodes from the OPATH that are in the optimized 
LPATH is less than a number of nodes from the OPATH that are in the unoptimized LPATH. The 
unoptimized LPATH comprises at least one node that is not included in the optimized LPATH. In 
one embodiment, the number of nodes in the LPATH that are also in the OPATH is minimized as 
part of the optimization processing. 
The optimization technique depicted in FIG. 3 may be used to optimize the LSP LPATH N1-L6-
N6-L5-N5-L4-N4-L3-N3 determined for network 300 depicted in FIG. 3. Traversing the LPATH 
starting from node N1 towards node N3, it is determined that node N4 is the first node in the 
LPATH that is also included in the OPATH for the protected LSP and is downstream to the PLR 
node N1. A determination is made if a local repair LSP can be established between PLR node N1 
and node N4. If such a LSP can be established, then a local repair LSP is signaled for the optimized 
LPATH N1-L6-N6-L5-N5-L4-N4. In this manner, an original local repair LPATH N1-L6-N6-L5-
N5-L4-N4-L3-N3 is optimized to an optimized LPATH N1-L6-N6-L5-N5-L4-N4, which is then 
used for signaling the local repair LSP. 
An LPATH may also be optimized based upon other factors such as bandwidth, availability, 
number of hops, and the like. Various different criteria may be used for optimization. [0060]–
[0065] 
 
 

[1b] establishing the Bypass 
LSP for the Protected Primary 
LSP having a Point of Local 
Repair node and a Merge 
Point node; 

Hanif discloses establishing the Bypass LSP for the Protected Primary LSP having a Point of Local 
Repair node and a Merge Point node. 
 
See, e.g.: 
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A local repair LSP may be configured to protect one or more nodes or links in the OPATH 
associated with a protected LSP. A local repair LSP protecting a node or link in the OPATH has an 
associated local path (referred to as LPATH) that starts at a node in the OPATH that is upstream 
from the node or link to be protected and merges back with a node in OPATH that is downstream 
from the node or link to be protected. For a connection or LSP, a first node is considered to be 
upstream to a second node if traffic flows from the first node to the second node. The second node 
is considered to be downstream to the first node if traffic flows from the first node to the second 
node. The head-end node of a local repair LSP (i.e. the first node in the LPATH) is referred to as a 
Point of Local Repair (PLR). The PLR is a node in the OPATH of the protected LSP where the 
local repair LSP originates. The node in the OPATH where a local repair LSP rejoins the original 
protected LSP is known as the merge point (MP) or merge point node (MN). A merge point node is 
always some node that is downstream to the PLR in the OPATH. 
A local repair LSP enables traffic to be routed around the protected node or link. In the event of a 
failure of a node or link, the local repair LSP protecting that node or link enables traffic to be 
rerouted from a node (the PLR) upstream of the network failure to a node (merge point node) 
downstream from the failure at which point the rerouted traffic is merged back to the OPATH. 
Referring to FIG. 1, the LSP from node N1 to node N4 and having an OPATH N1-L1-N2-L2-N3-
L3-N4 may be designated as a protected LSP and one or more local repair LSPs (which may be 
detour or backup LSPs) may be configured for the protected LSP. For example, a local repair LSP 
may be set up to protect node N2 in the OPATH. The LPATH for such a local repair LSP may start 
at node N1 and merge with the OPATH at node N3 or node N4. As depicted in FIG. 1, one such 
local repair LSP may be established having an associated LPATH N1-L6-N6-L5-N5-L4-N4, where 
node N1 is the PLR and node N4 is the merge point node where the local repair LSP rejoins the 
protected LSP. In one embodiment, processing to establish a local repair LSP may be performed or 
initiated by the PLR node. 
In the above example, when node N2 fails, PLR node N1 may reroute the traffic along the local 
repair LSP. In this manner, failed node N2 is avoided and the traffic merges back into the OPATH 
of the protected LSP at node N4 that is downstream from node N2. The local repair LSP thus 
enables traffic to be routed around the failure point and back to the protected LSP at a point that is 
downstream from the failure point. 
Local repair connections (e.g., local repair LSPs) for a protected connection (e.g., a protected LSP) 
may be set up in advance before the protected connection is used to transmit data. Local repair 
connections may also be set up dynamically as new protected connections are signaled. Advance 
setup of local repair connections is typically done in applications where the data has to be 
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forwarded within certain specified time limits. In such applications (e.g., for voice over IP 
applications), the computing and signaling of local repair connections is done in advance such that 
the traffic can be redirected onto the local repair connection within a specified time limit without 
having to spend time in creating the local repair connection after the occurrence of a network 
failure. 
Processing for setting up local repair connections may be performed by one or more nodes in the 
OPATH of the protected connection. For example, a PLR node may be configured to determine 
local repair connections for all connections protected by the PLR node. In alternative embodiments, 
a local repair connection may also be set up by other nodes or systems that are configured to 
provision and set up network connections. In one embodiment, a local repair connection may be set 
up for every node and link in a protected connection. [0028]–[0040] 
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FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
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L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
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path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
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Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
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[1c] obtaining the nodes 
traversed by an end-to-end 
path of said Bypass LSP from 
said Point of Local Repair 
Node to said Merge Point 

Hanif discloses obtaining the nodes traversed by an end-to-end path of said Bypass LSP from said 
Point of Local Repair Node to said Merge Point node. 
 
See, e.g.: 
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FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
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L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
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path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
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Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
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As depicted in FIG. 3, information is received identifying an LPATH that is to be optimized (step 
302). The next-hop downstream node to the PLR node in the LPATH is marked as a node “N” (step 
304). A check is then made to see if node N is a merge point node for the LPATH received in 302 
(step 306). Accordingly, a check is made in 306 if node N is the last node in the LPATH. If it is 
determined in 306 that node N is the merge point node for the LPATH, it indicates that all the 
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nodes in the LPATH up to the merge point node have been considered in an effort to determine an 
optimized LPATH without any success. In this scenario, a local repair LSP is signaled for the local 
repair path received in 302 (step 308). Given an LPATH, the local repair LSP may be signaled 
using known MPLS signaling techniques. 
If it is determined in 306 that node N is not a merge point node, then a check is made if node N is 
included in the OPATH associated with the protected LSP and is downstream to the PLR node (step 
3 10). If the node N is not in the OPATH then processing continues with step 316 wherein the next-
hop downstream node to node N in the LPATH received in 302 is marked as the new node N (step 
316). If node N is determined in 310 to be in the OPATH then, a determination is made if an LSP 
can be established between the PLR node and node N (step 312). If it is determined in 312 that an 
LSP can be established between the PLR node and the node N, then a local repair LSP having an 
LPATH from the PLR node to node N is established with node N as the merge point (step 314) and 
processing ends. The local repair LSP established in 314 has an optimized path that originates at the 
PLR node and merges with the OPATH of the protected LSP at node N. Given an LPATH, the 
local repair LSP may be signaled using known MPLS signaling techniques. If it is determined in 
312 that an LSP cannot be established between the PLR node and node N, then processing 
continues with step 316. 
In the manner depicted in FIG. 3 and described above, a local repair path determined for a protected 
LSP is optimized and the local repair LSP is then signaled for the optimized path. The local repair 
LSP with the optimized LPATH is then used to reroute the network traffic. As part of the 
optimization technique, an optimized LPATH is determined from the unoptimized LPATH such 
that the number of nodes that are both in the OPATH of the protected LSP and in the optimized 
LPATH is less than the number of nodes that are both in the OPATH of the protected LSP and the 
unoptimized LPATH. Accordingly, the number of nodes from the OPATH that are in the optimized 
LPATH is less than a number of nodes from the OPATH that are in the unoptimized LPATH. The 
unoptimized LPATH comprises at least one node that is not included in the optimized LPATH. In 
one embodiment, the number of nodes in the LPATH that are also in the OPATH is minimized as 
part of the optimization processing. 
The optimization technique depicted in FIG. 3 may be used to optimize the LSP LPATH N1-L6-
N6-L5-N5-L4-N4-L3-N3 determined for network 300 depicted in FIG. 3. Traversing the LPATH 
starting from node N1 towards node N3, it is determined that node N4 is the first node in the 
LPATH that is also included in the OPATH for the protected LSP and is downstream to the PLR 
node N1. A determination is made if a local repair LSP can be established between PLR node N1 
and node N4. If such a LSP can be established, then a local repair LSP is signaled for the optimized 
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LPATH N1-L6-N6-L5-N5-L4-N4. In this manner, an original local repair LPATH N1-L6-N6-L5-
N5-L4-N4-L3-N3 is optimized to an optimized LPATH N1-L6-N6-L5-N5-L4-N4, which is then 
used for signaling the local repair LSP. 
An LPATH may also be optimized based upon other factors such as bandwidth, availability, 
number of hops, and the like. Various different criteria may be used for optimization. [0060]–
[0065] 
 

[1d] generating a request to a 
path calculator using the nodes 
traversed by said end-to-end 
path of said Bypass LSP for a 
disjoint path connecting said 
Point of Local Repair Node to 
said Merge Point node; 

Hanif discloses generating a request to a path calculator using the nodes traversed by said end-to-
end path of said Bypass LSP for a disjoint path connecting said Point of Local Repair Node to said 
Merge Point node. 
 
See, e.g.: 
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FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
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L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
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path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
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Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
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As depicted in FIG. 3, information is received identifying an LPATH that is to be optimized (step 
302). The next-hop downstream node to the PLR node in the LPATH is marked as a node “N” (step 
304). A check is then made to see if node N is a merge point node for the LPATH received in 302 
(step 306). Accordingly, a check is made in 306 if node N is the last node in the LPATH. If it is 
determined in 306 that node N is the merge point node for the LPATH, it indicates that all the 
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nodes in the LPATH up to the merge point node have been considered in an effort to determine an 
optimized LPATH without any success. In this scenario, a local repair LSP is signaled for the local 
repair path received in 302 (step 308). Given an LPATH, the local repair LSP may be signaled 
using known MPLS signaling techniques. 
If it is determined in 306 that node N is not a merge point node, then a check is made if node N is 
included in the OPATH associated with the protected LSP and is downstream to the PLR node (step 
3 10). If the node N is not in the OPATH then processing continues with step 316 wherein the next-
hop downstream node to node N in the LPATH received in 302 is marked as the new node N (step 
316). If node N is determined in 310 to be in the OPATH then, a determination is made if an LSP 
can be established between the PLR node and node N (step 312). If it is determined in 312 that an 
LSP can be established between the PLR node and the node N, then a local repair LSP having an 
LPATH from the PLR node to node N is established with node N as the merge point (step 314) and 
processing ends. The local repair LSP established in 314 has an optimized path that originates at the 
PLR node and merges with the OPATH of the protected LSP at node N. Given an LPATH, the 
local repair LSP may be signaled using known MPLS signaling techniques. If it is determined in 
312 that an LSP cannot be established between the PLR node and node N, then processing 
continues with step 316. 
In the manner depicted in FIG. 3 and described above, a local repair path determined for a protected 
LSP is optimized and the local repair LSP is then signaled for the optimized path. The local repair 
LSP with the optimized LPATH is then used to reroute the network traffic. As part of the 
optimization technique, an optimized LPATH is determined from the unoptimized LPATH such 
that the number of nodes that are both in the OPATH of the protected LSP and in the optimized 
LPATH is less than the number of nodes that are both in the OPATH of the protected LSP and the 
unoptimized LPATH. Accordingly, the number of nodes from the OPATH that are in the optimized 
LPATH is less than a number of nodes from the OPATH that are in the unoptimized LPATH. The 
unoptimized LPATH comprises at least one node that is not included in the optimized LPATH. In 
one embodiment, the number of nodes in the LPATH that are also in the OPATH is minimized as 
part of the optimization processing. 
The optimization technique depicted in FIG. 3 may be used to optimize the LSP LPATH N1-L6-
N6-L5-N5-L4-N4-L3-N3 determined for network 300 depicted in FIG. 3. Traversing the LPATH 
starting from node N1 towards node N3, it is determined that node N4 is the first node in the 
LPATH that is also included in the OPATH for the protected LSP and is downstream to the PLR 
node N1. A determination is made if a local repair LSP can be established between PLR node N1 
and node N4. If such a LSP can be established, then a local repair LSP is signaled for the optimized 

Cisco Systems v. WSOU Investments LLC 
IPR2025-00188 

WSOU Exhibit 2008 
Page 49 of 97 



Exhibit D3 – Invalidity of U.S. Patent No. 8,982,691 in view of Hanif – U.S. Pat. App. Pub. No. 2006/0013127 
 

Claim Disclosure 
LPATH N1-L6-N6-L5-N5-L4-N4. In this manner, an original local repair LPATH N1-L6-N6-L5-
N5-L4-N4-L3-N3 is optimized to an optimized LPATH N1-L6-N6-L5-N5-L4-N4, which is then 
used for signaling the local repair LSP. 
An LPATH may also be optimized based upon other factors such as bandwidth, availability, 
number of hops, and the like. Various different criteria may be used for optimization. [0060]–
[0065] 
 

[1e] receiving a response from 
said path calculator; and 

Hanif discloses receiving a response from said path calculator. 
 
See, e.g.: 
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FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
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L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
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path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
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Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
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As depicted in FIG. 3, information is received identifying an LPATH that is to be optimized (step 
302). The next-hop downstream node to the PLR node in the LPATH is marked as a node “N” (step 
304). A check is then made to see if node N is a merge point node for the LPATH received in 302 
(step 306). Accordingly, a check is made in 306 if node N is the last node in the LPATH. If it is 
determined in 306 that node N is the merge point node for the LPATH, it indicates that all the 
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nodes in the LPATH up to the merge point node have been considered in an effort to determine an 
optimized LPATH without any success. In this scenario, a local repair LSP is signaled for the local 
repair path received in 302 (step 308). Given an LPATH, the local repair LSP may be signaled 
using known MPLS signaling techniques. 
If it is determined in 306 that node N is not a merge point node, then a check is made if node N is 
included in the OPATH associated with the protected LSP and is downstream to the PLR node (step 
3 10). If the node N is not in the OPATH then processing continues with step 316 wherein the next-
hop downstream node to node N in the LPATH received in 302 is marked as the new node N (step 
316). If node N is determined in 310 to be in the OPATH then, a determination is made if an LSP 
can be established between the PLR node and node N (step 312). If it is determined in 312 that an 
LSP can be established between the PLR node and the node N, then a local repair LSP having an 
LPATH from the PLR node to node N is established with node N as the merge point (step 314) and 
processing ends. The local repair LSP established in 314 has an optimized path that originates at the 
PLR node and merges with the OPATH of the protected LSP at node N. Given an LPATH, the 
local repair LSP may be signaled using known MPLS signaling techniques. If it is determined in 
312 that an LSP cannot be established between the PLR node and node N, then processing 
continues with step 316. 
In the manner depicted in FIG. 3 and described above, a local repair path determined for a protected 
LSP is optimized and the local repair LSP is then signaled for the optimized path. The local repair 
LSP with the optimized LPATH is then used to reroute the network traffic. As part of the 
optimization technique, an optimized LPATH is determined from the unoptimized LPATH such 
that the number of nodes that are both in the OPATH of the protected LSP and in the optimized 
LPATH is less than the number of nodes that are both in the OPATH of the protected LSP and the 
unoptimized LPATH. Accordingly, the number of nodes from the OPATH that are in the optimized 
LPATH is less than a number of nodes from the OPATH that are in the unoptimized LPATH. The 
unoptimized LPATH comprises at least one node that is not included in the optimized LPATH. In 
one embodiment, the number of nodes in the LPATH that are also in the OPATH is minimized as 
part of the optimization processing. 
The optimization technique depicted in FIG. 3 may be used to optimize the LSP LPATH N1-L6-
N6-L5-N5-L4-N4-L3-N3 determined for network 300 depicted in FIG. 3. Traversing the LPATH 
starting from node N1 towards node N3, it is determined that node N4 is the first node in the 
LPATH that is also included in the OPATH for the protected LSP and is downstream to the PLR 
node N1. A determination is made if a local repair LSP can be established between PLR node N1 
and node N4. If such a LSP can be established, then a local repair LSP is signaled for the optimized 
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LPATH N1-L6-N6-L5-N5-L4-N4. In this manner, an original local repair LPATH N1-L6-N6-L5-
N5-L4-N4-L3-N3 is optimized to an optimized LPATH N1-L6-N6-L5-N5-L4-N4, which is then 
used for signaling the local repair LSP. 
An LPATH may also be optimized based upon other factors such as bandwidth, availability, 
number of hops, and the like. Various different criteria may be used for optimization. [0060]–
[0065] 
 
 

[1f] in response to determining 
that a fully disjoint path 
connecting said Point of Local 
Repair Node to said Merge 
Point node is available, 
signaling, to at least one other 
MPLS label switch router, said 
fully disjoint path as the 
Backup LSP to said Bypass 
LSP. 

Hanif discloses, in response to determining that a fully disjoint path connecting said Point of Local 
Repair Node to said Merge Point node is available, signaling, to at least one other MPLS label 
switch router, said fully disjoint path as the Backup LSP to said Bypass LSP. 
 
See, e.g.: 
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Claim Disclosure 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
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L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
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path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
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Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
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As depicted in FIG. 3, information is received identifying an LPATH that is to be optimized (step 
302). The next-hop downstream node to the PLR node in the LPATH is marked as a node “N” (step 
304). A check is then made to see if node N is a merge point node for the LPATH received in 302 
(step 306). Accordingly, a check is made in 306 if node N is the last node in the LPATH. If it is 
determined in 306 that node N is the merge point node for the LPATH, it indicates that all the 
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nodes in the LPATH up to the merge point node have been considered in an effort to determine an 
optimized LPATH without any success. In this scenario, a local repair LSP is signaled for the local 
repair path received in 302 (step 308). Given an LPATH, the local repair LSP may be signaled 
using known MPLS signaling techniques. 
If it is determined in 306 that node N is not a merge point node, then a check is made if node N is 
included in the OPATH associated with the protected LSP and is downstream to the PLR node (step 
3 10). If the node N is not in the OPATH then processing continues with step 316 wherein the next-
hop downstream node to node N in the LPATH received in 302 is marked as the new node N (step 
316). If node N is determined in 310 to be in the OPATH then, a determination is made if an LSP 
can be established between the PLR node and node N (step 312). If it is determined in 312 that an 
LSP can be established between the PLR node and the node N, then a local repair LSP having an 
LPATH from the PLR node to node N is established with node N as the merge point (step 314) and 
processing ends. The local repair LSP established in 314 has an optimized path that originates at the 
PLR node and merges with the OPATH of the protected LSP at node N. Given an LPATH, the 
local repair LSP may be signaled using known MPLS signaling techniques. If it is determined in 
312 that an LSP cannot be established between the PLR node and node N, then processing 
continues with step 316. 
In the manner depicted in FIG. 3 and described above, a local repair path determined for a protected 
LSP is optimized and the local repair LSP is then signaled for the optimized path. The local repair 
LSP with the optimized LPATH is then used to reroute the network traffic. As part of the 
optimization technique, an optimized LPATH is determined from the unoptimized LPATH such 
that the number of nodes that are both in the OPATH of the protected LSP and in the optimized 
LPATH is less than the number of nodes that are both in the OPATH of the protected LSP and the 
unoptimized LPATH. Accordingly, the number of nodes from the OPATH that are in the optimized 
LPATH is less than a number of nodes from the OPATH that are in the unoptimized LPATH. The 
unoptimized LPATH comprises at least one node that is not included in the optimized LPATH. In 
one embodiment, the number of nodes in the LPATH that are also in the OPATH is minimized as 
part of the optimization processing. 
The optimization technique depicted in FIG. 3 may be used to optimize the LSP LPATH N1-L6-
N6-L5-N5-L4-N4-L3-N3 determined for network 300 depicted in FIG. 3. Traversing the LPATH 
starting from node N1 towards node N3, it is determined that node N4 is the first node in the 
LPATH that is also included in the OPATH for the protected LSP and is downstream to the PLR 
node N1. A determination is made if a local repair LSP can be established between PLR node N1 
and node N4. If such a LSP can be established, then a local repair LSP is signaled for the optimized 
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LPATH N1-L6-N6-L5-N5-L4-N4. In this manner, an original local repair LPATH N1-L6-N6-L5-
N5-L4-N4-L3-N3 is optimized to an optimized LPATH N1-L6-N6-L5-N5-L4-N4, which is then 
used for signaling the local repair LSP. 
An LPATH may also be optimized based upon other factors such as bandwidth, availability, 
number of hops, and the like. Various different criteria may be used for optimization. [0060]–
[0065] 
 

  
[2] A method as claimed in 
claim 1, wherein said path 
calculator is a constraint based 
shortest path first calculator. 

See claim 1 supra. 
 
Hanif discloses that said path calculator is a constraint based shortest path first calculator. 
 
See, e.g.: 
 
In the embodiment depicted in FIG. 1, the MPLS protocol is used to establish a connection between 
end nodes N1 and N4. In MPLS, the connection is referred to as an LSP and is set up prior to 
transmission of data using that LSP. An LSP is unidirectional and starts at an ingress node and ends 
at an egress node. Various techniques may be used to set up the LSP. As part of the set up, a path or 
route to be traversed by the LSP from the ingress node to the egress node is determined. The path 
includes a list of node/link pairs from the ingress node (originating node) to the egress (destination) 
node. An LSP is then signaled for the determined path. Different algorithms may be used to 
determine a path from the ingress node to the egress node for an LSP such as Shortest Path First 
(SPF) algorithms, Constrained Shortest Path First (CSPF) algorithm, and others. 
In the example depicted in FIG. 1, an LSP may be configured between nodes N1 and N4 having a 
path N1-L1-N2-L2-N3-L3-N4. The path may be configured using an algorithm such as the CSPF 
algorithm and satisfy one or more constraints such as bandwidth, cost, and the like. The LSP 
comprises a list of node/link pairs from originating or ingress node N1 to the destination or egress 
node N4. The LSP carries data traffic from ingress node N1 to egress node N4 via link L1, LSRN2, 
link L2, LSRN3, and link L3. Once an LSP has been set up, the LSP is used to transmit data from 
the ingress node to the egress node (in FIG. 1 from N1 to N4) along the preconfigured path. The 
egress node may then transmit the data to another device or network. 
As indicated above, in MPLS, an LSP is unidirectional. This implies that data flows along the LSP 
only in one direction from an ingress or originating node to the egress or destination node. A 
separate LSP has to be set up for transmitting data in the opposite direction. 
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One or more local repair connections may be set up for a connection in order to safeguard against 
network outages or disruptions that may be caused by failure of one or more links and/or nodes in 
the connection. The connection that is provided protection by one or more local repair connections 
is referred to as a protected connection. The path traversed by a protected LSP is referred to as the 
original path or OPATH. A node or link in a path associated with the protected connection is 
considered protected if a local repair connection exists that enables traffic to be routed along the 
local repair connection such that the protected node or link is avoided. The path traversed by a local 
repair LSP is referred to as a local repair path or LPATH. The LPATH for a local repair connection 
may comprise zero or more nodes that are not included in the OPATH associated with the protected 
connection. [0031]–[0034] 
 

  
[3a] A method as claimed in 
claim 1, wherein in response 
to determining that the fully 
disjoint path connecting said 
Point of Local Repair Node to 
said Merge Point node is not 
available, 

See claim 1 supra. 
 
Hanif discloses determining that the fully disjoint path connecting said Point of Local Repair Node 
to said Merge Point node is not available. 
 
See, e.g.: 
 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
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determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
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determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
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that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
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N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
 

[3b] in response to 
determining that a partially 
disjoint path connecting said 
Point of Local Repair Node to 
said Merge Point node is 
available, signaling, to at least 
one other MPLS label switch 
router, said partially disjoint 
path as the Backup LSP to 
said Bypass LSP. 

See claim 1 supra. 
 
Hanif discloses, in response to determining that a partially disjoint path connecting said Point of 
Local Repair Node to said Merge Point node is available, signaling, to at least one other MPLS 
label switch router, said partially disjoint path as the Backup LSP to said Bypass LSP 
 
See, e.g.: 
 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
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determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
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determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
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that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
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N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
 

  
[4a] A method as claimed in 
claim 3, wherein in response 
to determining that a partially 
disjoint path connecting said 
Point of Local Repair Node to 
said Merge Point node is not 
available, then 

See claim 1 supra. 
 
Hanif discloses determining that a partially disjoint path connecting said Point of Local Repair 
Node to said Merge Point node is not available. 
 
See, e.g.: 
 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
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determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
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determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
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that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
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N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
 

[4b] signaling an error on the 
attempt to provide a Backup 
LSP. 

See claim 1 supra. 
 
Hanif discloses determining that a partially disjoint path connecting said Point of Local Repair 
Node to said Merge Point node is not available. 
 
See, e.g.: 
 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
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information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
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determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
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that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
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N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
 

[5a] A method as claimed in 
claim 1 after said obtaining 
step, comprising further steps 
of: 
procuring a Shared Risk Link 
Groups (SRLG) associated 
with the nodes traversed by 
the end-to-end path of said 
Bypass LSP from said Point of 
Local Repair Node to said 
Merge Point node; and 

See claim 1 supra. 
 
Hanif discloses procuring a Shared Risk Link Groups (SRLG) associated with the nodes traversed 
by the end-to-end path of said Bypass LSP from said Point of Local Repair Node to said Merge 
Point node. 
 
See, e.g.: 
 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
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determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
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determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
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that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-

Cisco Systems v. WSOU Investments LLC 
IPR2025-00188 

WSOU Exhibit 2008 
Page 86 of 97 



Exhibit D3 – Invalidity of U.S. Patent No. 8,982,691 in view of Hanif – U.S. Pat. App. Pub. No. 2006/0013127 
 

Claim Disclosure 
N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
 
 

[5b] providing said Shared 
Risk Link Groups as part of 
said generating a request step 
to said calculator for use in 
calculating said disjoint path. 

See claim 1 supra. 
 
Hanif discloses providing said Shared Risk Link Groups as part of said generating a request step to 
said calculator for use in calculating said disjoint path. 
 
See, e.g.: 
 
FIG. 2 depicts a simplified flowchart 200 showing a method for computing a local repair LSP 
according to an embodiment of the present invention. The processing depicted in FIG. 2 may be 
performed by software modules (e.g., code or instructions executed by a processor), hardware 
modules, or combinations thereof. In one embodiment, the processing is performed by a PLR node. 
The processing may also be performed by other systems or devices. 
As depicted in FIG. 2, processing may be initiated upon receiving a signal to create or determine a 
local repair LSP for a protected LSP (step 202). The signal in 202 may be received under various 
different circumstances. In one embodiment, the signal may be received when a particular LSP is 
tagged as a protected LSP and creation of a local repair LSP is requested for the protected LSP. The 
node or link of the protected LSP to be protected may also be identified. In another embodiment, 
the signal may be received whenever a new LSP is provisioned. In yet other embodiments, the 
signal may be received when a failure of a node and/or link is detected along an LSP. 
A PLR node for the local repair LSP is then determined (step 204). In one embodiment, information 
may be provided identifying the OPATH associated with a protected LSP and the node(s)/link(s) in 
the OPATH that are to be protected by the local repair LSP. This information may then be used to 
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determine the PLR node for the local repair LSP. Using the example network depicted in FIG. 1, 
information may be received identifying the OPATH for the protected LSP along with information 
that node N2 is to be protected. Based upon this information, in 204, it may be determined that the 
PLR node is node N1. As previously indicated, a PLR node is a node where the local repair 
originates and is a node in the OPATH that is upstream from the node or link to be protected. The 
information related to the protected LSP and the nodes/links to be protected may be received in step 
202. In another embodiment, information may be received identifying a point of network failure 
and this information may then be used in 204 to identify a PLR node for the local repair LSP. 
A list of nodes in the OPATH associated with the protected LSP that are downstream from the PLR 
are then determined (step 206). 
Processing is then performed to determine a path from the PLR node to the next-next-hop node 
downstream to the PLR node in the OPATH associated with the protected LSP that avoids the next-
hop node and the next-hop link from the PLR node (step 208). A next-next-hop node to the PLR 
node is a node in the OPATH that is two hops downstream (also referred to as two nodes 
downstream) from the PLR node in the OPATH. A next-hop node to the PLR node is a node in the 
OPATH that is one hop downstream (also referred to as one node downstream) from the PLR node 
in the OPATH. A next-hop link to the PLR node is a link that is connected to the PLR and 
downstream from the PLR node in the OPATH. For example, for the network depicted in FIG. 1, 
node N3 is the next-next-hop node to node N1, node N2 is the next-hop node to node N1, and link 
L1 is the next-hop link to node N1. Accordingly, in 208 an attempt is made to find a path from node 
N1 to node N3 that avoids N2 and L1. 
A check is then made to see if a path was successfully determined in 208 (step 210). If it is 
determined in 210 that a path was successfully determined in 208, then a local repair LSP is 
signaled for the path determined in 208 (step 212) and processing ends. The path determined in 208 
thus becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair 
LSP may be signaled using known MPLS signaling techniques. 
If it is determined in 210 that a path could not be determined from the PLR to the next-next-hop 
node in 208, then processing is performed to determine a path from the PLR node to the next-hop 
node downstream to the PLR in the OPATH associated with the protected LSP that avoids only the 
next-hop link to the PLR node in the OPATH associated with the protected LSP (step 214). For 
example, for the network depicted in FIG. 1, an attempt is made to find a path from node N1 to 
node N2 that avoids link L1. A check is then made to see if a path was successfully determined in 
214 (step 216). If it is determined in 216 that a path was successfully determined in 214, then a 
local repair LSP is signaled for the path determined in 214 (step 218) and processing ends. The path 
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determined in 214 becomes the LPATH associated with the local repair LSP. Given the LPATH, 
the local repair LSP may be signaled using known MPLS signaling techniques. 
According to an embodiment of the present invention, if a LSP cannot be established to the next-
next-hop node or to the next-hop node downstream from the PLR, then the local repair path 
computation continues with an effort to find a local repair LSP from the PLR node to other 
downstream nodes in the OPATH associated with the protected LSP beyond the next-next-hop 
node. 
Accordingly, if it is determined in 216 that a path from the PLR to the next-hop node to the PLR 
node in the OPATH could not be determined, then the next-next-hop node to the PLR in the 
OPATH is identified as node “N” (step 220). Using the network depicted in FIG. 1 as an example, 
node N3 is identified as node N. 
A check is then made to see if node N is the egress node or endpoint node for the protected LSP 
(step 222). If it is determined in 222 that node N is the egress node for the protected LSP, then it 
implies that all the nodes in the OPATH downstream from the PLR have been considered for merge 
points for the local repair path and that a local repair path could not be found to any of the OPATH 
nodes downstream from the PLR. An error condition may then be output indicating that a local 
repair LSP could not be established for the protected LSP (step 224). 
If it is determined in 222 that node N is not the egress node, then the next-hop node in the OPATH 
downstream from node N is tagged as node N (step 226). Processing is then performed to find a 
path from the PLR node to the node N (step 228). As a result, processing is performed in 228 to 
find a path for a local repair LSP that does not include any nodes between the PLR and node N that 
are in the OPATH and are downstream to the PLR node. Using the network depicted in FIG. 1 as an 
example, an attempt is made to find a path from N1 (the PLR node) to node N4. 
A check is then made to see if a path was successfully determined in 228 (step 230). If it is 
determined in 230 that a path was successfully determined in 228, then a local repair LSP is 
signaled for the path determined in 228 (step 232) and processing ends. The path determined in 228 
becomes the LPATH associated with the local repair LSP. Given an LPATH, the local repair LSP 
may be signaled using known MPLS signaling techniques. If it is determined in 230 that a path 
could not be determined in 228, then processing continues with step 222. 
In the manner above, processing is performed to find a local repair LSP from the PLR node to a 
node downstream to the PLR in the OPATH. If a local repair path cannot be found to a next-next-
hop node or next-hop from the PLR node, processing continues to find a path from the PLR node to 
other nodes in the OPATH that are downstream from the next-next-hop node, where the determined 
path does not include the next-hop and next-next-hop nodes. In this manner, nodes in the OPATH 
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that are more than two (or at least three) nodes downstream from the PLR node are also considered 
as possible merge points for the local repair path. The processing continues until a local repair path 
is found or until all nodes in the OPATH have been considered as merge points for the local repair 
path. 
If the local repair LSP is being generated to protect a particular node in the OPATH, then the 
LPATH is generated such that the PLR node is a node in the OPATH that is upstream from the 
node to be protected and the merge point node of the LPATH is a node in the OPATH that is 
downstream from the node to be protected. 
The processing depicted in FIG. 2 and described above is not limited to MPLS. The technique 
described above may also be used for determining local repair connections in other types of 
connection-oriented networks or networks in which a connection is set up prior to use of the 
connection for data communication. The technique described above may be used not only to find 
local repair connections from a PLR node to the next-hop node or the next-next-hop node to the 
PLR but also to other nodes in the original path of the protected connection that are beyond the 
next-next-hop node. This is especially useful in networks such as ring topology networks. 
Several different algorithms may be used for determining a path from a PLR node to another node 
as done in steps 208, 214, and 228. In one embodiment, a CSPF algorithm may be used. The CSPF 
algorithm may determine a path that meets one or more constraints such as bandwidth constraints, 
cost constraints, availability constraints, number of hops constraints, etc. 
Applying the method depicted in FIG. 2 and described above to the protected LSP depicted in FIG. 
1, information may be received in 202 that a local repair LSP is to be set up to protect node N2 of 
the protected LSP. In 204, node N1 may be determined to be the PLR node. A list of nodes N2, N3, 
and N4 that are downstream to the PLR node may be determined in 206. Processing may then be 
performed according to 208 to find a path from N1 to N3, which is the next-next hop node to PLR 
node N1. Such a path may be determined to be N1-L6-N6-L5-N5-L4-N4-L3-N3, where node N3 is 
the merge point for the local repair LSP. A local repair LSP may then be signaled using LPATH 
N1-L6-N6-L5-N5-L4-N4-L3-N3. 
It is evident however that this LPATH N1-L6-N6-L5-N5-L4-N4-L3-N3 is not very efficient since 
traffic has to travel from N4 to N3 in the LPATH and merge with the OPATH at N3 and then have 
to travel back from N3 to N4 in the OPATH. Accordingly, even though this local repair LSP 
protects node N2 (i.e., enables traffic to be routed around node N2), the LPATH of the local repair 
LSP it is not the most efficient and optimal path for protecting node N2. For example, for the 
network depicted in FIG. 3, a more efficient local repair LSP is one having an LPATH as N1-L6-
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N6-L5-L4-N4 which not only protects node N2 but also avoids the forward and backward 
transmission of traffic over link L3, which is a common link to the OPATH and the LPATH. 
Various optimization techniques may be used to optimize a path (LPATH) associated with a local 
repair LSP. According to one optimization technique, the local repair path determined for a 
protected LSP is optimized by finding a path that minimizes the number of nodes in the LPATH 
that are also in the OPATH of the protected LSP. Given that an LPATH originates and ends in 
nodes of the OPATH, at a minimum two nodes from the OPATH are also included in the LPATH, 
namely the PLR node and the merge point node. Optimization may be performed such that 
overlapping nodes in the OPATH and the LPATH are kept as close to two nodes as possible. 
[0041]–[0059] 
 

  
[6pre] A non-transitory 
machine readable storage 
medium encoded with 
instructions for execution by a 
network processor of a 
Multiprotocol Label Switching 
(MPLS) label switch for 
providing a Backup Label 
Switched Path (LSP) to a 
Bypass LSP already 
established for a Protected 
Primary LSP, the medium 
comprising: 

To the extent the preamble is limiting, Hanif discloses a non-transitory machine readable storage 
medium encoded with instructions for execution by a network processor of a Multiprotocol Label 
Switching (MPLS) label switch for providing a Backup Label Switched Path (LSP) to a Bypass 
LSP already established for a Protected Primary LSP. 
 
See claim element [1pre] supra. 
 
See, e.g.: 
 
FIG. 4 is a simplified block diagram of a network node 400 that may perform processing to set up 
and optimize local repair LSPs according to an embodiment of the present invention. Node 400 
may be embodied as a network device such as a switch or router, such as routers and switches 
provided by Foundry Networks®, Inc. of Santa Clara, Calif. 
As depicted in FIG. 4, node 400 comprises multiple physical ports 402, a data forwarding module 
404, a local repair LSP module 406, a processor 408, and memory 410. The modules may be 
implemented in software, hardware, or combinations thereof. Node 400 depicted in FIG. 4 
illustrates a node incorporating an embodiment of the present invention and is not intended to limit 
the scope of the present invention. The structure of node 400 may be different in other 
embodiments of the present invention. 
Node 400 receives data packets via one or more ports 402. Data is forwarded from node 400 to 
other links or nodes in the network via ports 402. Data forwarding module 404 is configured to 
perform processing to facilitate the forwarding of data packets received by node 400. Data 
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forwarding module may be configured to process a data packet received by node 400, determine a 
destination port of node 400 to which the packet is to be forwarded, and forward the packet to the 
determined destination port. In an ingress node, data forwarding module 404 may be configured to 
receive a packet, prepend an MPLS header with a label to the packet based upon the FEC of the 
packet, determine an LSP for the packet, and then forward to a port connected to a link to the next 
node in the LSP for the packet. In an egress node or in a penultimate node, data forwarding module 
404 may be configured to remove the MPLS header from a packet prior to forwarding the packet. 
In an LSR node, data forwarding module 404 may be configured to swap labels in the MPLS 
header prepended to the packet and make forwarding decisions based upon the MPLS label of the 
packet. An LSR node may forward the packet to a port connected to a link to the next node in the 
LSP for the packet. Data forwarding module 404 may use information (e.g., LSP information, FEC 
information, etc.) stored in memory 410 for data forwarding. 
Data forwarding module 404 may be configured to perform forwarding functions. Data forwarding 
module 404 may comprise hardware, software components, or combinations thereof. In one 
embodiment, data forwarding module 404 comprises one or more line cards and a switching fabric. 
The line cards and switching fabric are used to forward data packets from one input port of node 
400 to an output port of node 400. The hardware components may include ASICs, FPGAs, 
circuitry, and the like. The software components may include programs comprising code or 
instructions that are executed by processor 408 or by a processor within data forwarding module 
404. 
Data forwarding module 404 may also be configured to reroute data traffic along a local repair LSP 
to protect a link and/or node of a protected LSP. For example, node 400 may be a PLR node that is 
configured to reroute network traffic along a local repair connection originating at the PLR node. 
Information related to local repair LSPs such as LPATHs associated with the local repair LSPs may 
be stored in memory 410 and used by data forwarding module 404. 
Local repair LSP module 406 is configured to perform processing related to determining optimized 
LPATHs and setting up local repair LSPs or connections using the LPATHS. For example, module 
406 may be configured to perform the processing depicted in FIGS. 2 and 3, and described above. 
Information that is used for creation of LSPs and optimization of LPATHs may be stored in 
memory 410. 
Local repair LSP module 406 may comprise hardware components, software components, or 
combinations thereof. The hardware components may include ASICs, FPGAs, circuitry, and the 
like. The software components may include code or instructions that are executed by processor 408 
or by processor within module 406. In one embodiment, module 406 may be part of module 404. 
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Processor 408 is configured to perform processing for tasks performed by node 400. Processor 408 
may execute software programs comprising code and instructions to perform the tasks. Processor 
408 may also aid modules 406 and 404 in functions performed by those modules. In one 
embodiment, processor 408 may be configured to perform the functions performed by modules 404 
and 406 such as data forwarding, creation of local repair LSPs, optimization of LPATHs, and the 
like. 
Memory 410 acts as a repository for storing data that is used by node 400. For example, memory 
410 may store information related to various LSPs. Memory 410 may also stored network topology 
information that is used for determining local paths associated with local repair LSPs. For example, 
information regarding various connections and associated OPATHs may be stored in memory 410. 
Information related to local repair LSPs may also be stored in memory 410. Memory 410 may also 
store programs comprising software code or instructions that are executed by processor 408 and/or 
by the other modules of node 400. For example, code or instructions which when executed by a 
processor cause the processor (or modules 404 and 406) to determine local repair LSPs and 
optimize local paths, as described above, may be stored in memory 410. 
Processing according to the teachings of the present invention may also be performed by a device, a 
system, or an apparatus in a networked or non-networked environment (i.e., standalone 
embodiment). 
While an MPLS-based network has been used to illustrate features of the present invention, the 
scope of the present invention as recited in the claims is not limited to MPLS. Teachings of the 
present invention may be applied to any type of network protocol in which a connection between 
two endpoints is set up and then used to transport data between the end points. Examples include 
connections set up using connection-oriented protocols. Local repair connections may be set up, as 
described above, to protect one or more nodes/links in such connections. 
Although specific embodiments of the invention have been described, various modifications, 
alterations, alternative constructions, and equivalents are also encompassed within the scope of the 
invention. The described invention is not restricted to operation within certain specific data 
processing environments, but is free to operate within a plurality of data processing environments. 
Additionally, although the present invention has been described using a particular series of 
transactions and steps, it should be apparent to those skilled in the art that the scope of the present 
invention is not limited to the described series of transactions and steps. 
Further, while the present invention has been described using a particular combination of hardware 
and software, it should be recognized that other combinations of hardware and software are also 
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within the scope of the present invention. The present invention may be implemented only in 
hardware, or only in software, or using combinations thereof. 
The specification and drawings are, accordingly, to be regarded in an illustrative rather than a 
restrictive sense. It will, however, be evident that additions, subtractions, deletions, and other 
modifications and changes may be made thereunto without departing from the broader spirit and 
scope of the invention as set forth in the claim. [0060]–[0079] 
 

 
[6a] instructions for protecting 
the Primary LSP against dual 

See claim element [1a] supra. 
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failures, comprising: 
[6b] instructions for 
establishing the Bypass LSP 
for the Protected Primary LSP 
having a Point of Local Repair 
node and a Merge Point node; 

See claim element [1b] supra. 

[6c] instructions for obtaining 
the nodes traversed by an end-
to-end path of said Bypass 
LSP from said Point of Local 
Repair Node to said Merge 
Point node; 

See claim element [1c] supra. 

[6d] instructions for 
generating a request to a path 
calculator using the nodes 
traversed by said end-to-end 
path of said Bypass LSP for a 
disjoint path connecting said 
Point of Local Repair Node to 
said Merge Point node; 

See claim element [1d] supra. 

[6e] instructions for receiving 
a response from said path 
calculator; and 

See claim element [1e] supra. 

[6f] in response to determining 
that a fully disjoint path 
connecting said Point of Local 
Repair Node to said Merge 
Point node is available, 
instructions for signaling, to at 
least one other MPLS label 
switch router, said fully 
disjoint path as the Backup 
LSP to said Bypass LSP. 

See claim element [1f] supra. 
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[7] A non-transitory machine 
readable storage medium as 
claimed in claim 6, wherein 
the instructions specify that 
said path calculator is a 
constraint based shortest path 
first calculator. 

See claims 1, 2, and 6 supra. 
 

  
[8a] A non-transitory machine 
readable storage medium as 
claimed in claim 6, wherein in 
response to determining that 
the fully disjoint path 
connecting said Point of Local 
Repair Node to said Merge 
Point node is not available, 

See claims 1, [3a], and 6 supra. 

[8b] in response to 
determining that a partially 
disjoint path connecting said 
Point of Local Repair Node to 
said Merge Point node is 
available, signaling, to at least 
one other MPLS label switch 
router, said partially disjoint 
path as the Backup LSP to 
said Bypass LSP. 

See claims 1, [3b], and 6 supra. 

  
[9] A non-transitory machine 
readable storage medium as 
claimed in claim 6, wherein in 
response to determining that a 
partially disjoint path 
connecting said Point of Local 
Repair Node to said Merge 

See claims 1, 4, and 6 supra. 
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Point node is not available, 
signaling an error on the 
attempt to provide a Backup 
LSP. 
  
[10a] A non-transitory 
machine readable storage 
medium as claimed in claim 6, 
wherein the instructions 
specify after said obtaining 
step further steps of: 
procuring a Shared Risk Link 
Groups (SRLG) associated 
with the nodes traversed by 
the end-to-end path of said 
Bypass LSP from said Point of 
Local Repair Node to said 
Merge Point node; and 

See claims 1, [5a], and 6 supra. 

[10b] providing said Shared 
Risk Link Groups as part of 
said generating a request step 
to said calculator for use in 
calculating said disjoint path. 

See claims 1, [5b], and 6 supra. 
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