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ASYNCHRONOUS MESSAGING USING A NODE SPECIALIZATION
ARCHITECTURE IN THE DYNAMIC ROUTING NETWORK

INVENTORS

TmMOTHY TUTTLE
KARL E. RUMELHART

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application is a continuation-in-part of U.S. Application No. 10/017,182
filed December 14, 2001, which claims the benefit of U.S. Provisional Application
No. 60/256,613, filed December 18, 2000, U.S. Provisional Application No. 60/276,847,
filed March 16, 2001, U.S. Provisional Application No. 60/278,303, filed March 21,
2001, U.S. Provisional Application No. 60/279,608, filed March 28, 2001, and U.S.
Provisional Application No. 60/280,627, filed March 29, 2001, éll of which are hereby

incorporated by reference herein.

BACKGROUND

FIELD OF THE INVENTION

[0002]  This invention pertains in general to transferring information through digital
networks and in particular to transferring information for remotely updating content at

client devices through the digital networks.

BACKGROUND ART

[0003)] The Internet is a digital network of computers. An individual computer on the

Internet is typically identified by an internet protocol (IP) address. A computer on the

. 22726/05909/SF/5070011.6 . 1
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Internet sends a packet of information to another computer by routing the packet to a
logical port at the destination computer’s IP address. The destination computer interprets
the packet according to one of several possible protocols determined by the port to which

the packet was sent.

[0004] The World Wide Web (the “Web”) is a collection of technology and content
available on the Internet that allows the content to be routed from server computers to
particular destination computers. The Web includés a large number of web pages
residing on many different servers. Web pages contain one or more filés, or references to
one or more files, specifying instructions for presenting the web page and content, such

as text, images, applets, video, and/or audio.

"'[0005]  Web pages use a variety of definitional and programming languages to control
how information is presented. The most fundamental of these is the Hypertext Markup
Language (HTML). HTML uses a system of “tags” to specify how content should be
displayed. Recent advances in HTML introduce “sfyle sheets” which help separate
content information from display information. HTML has also been modified and
extended to provide new capabilities. For example, Extensible Markup Language (XML)
adds semantic content to web pages. In addition, Dynamic HTML (DHTML) adds some

dynamic content to web pages.

[0006] A web page may also include one or more programs for controlling how the
web page is displayed. For examplé, JAVA® applets and J AVASCRIPT® scripts may be
used to control the display of a web page. In addition, DHTML uses scripts to control the

dynamic content. Thus, a web page designer can use applets and scripts to produce

22726/05909/SF/5070011.6 2
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animation effects or modify the display based on user interaction. For example, the
designer can write a script that changes the color of a piece of text when a user clicks on

a button.

[0007] Devices that display/execute web pages are often called “client devices” or
simply “clients.” Client devices include personal computers, web-enabled set-top boxes
and televisions, cellular telephones, personal digital assistants and other handheld
devices, and special-purpose web-browsing appliances. Client devices typically employ
a program called a “web browser” for interpreting the HTML. or other display
instructions in the web page and displaying the content accordingly. Most web browsers
include special functionality, such as a Java Virtual Machine, for executing JAVA®

applets and/or other applets or scripts embedded in the web pages.

[0008] A client device specifies a web page or other document on the web using a '
Uniform Resource Locator (URL). A URL has the form “service://server/path/file.”

Here “service” refers to the protocol to be used, such as the file transfer protocol (FTP) or
the hypertext transport protocol (HTTP). “Seryer” is the IP address of the server

containing the page, and “path/file” specifies the particular web page on the server.

[0009] The Web suffers from a substantial limitation with respect to dynamically
updating content in a web page at a client device. The Web’s only mode of operation is
for a client device to first request a page from a éerver and then for the server to send the
requested page to the client device. Once the server delivers the page to the client, it
typically terminates its connection to the client, and does not retain any information about

the client or the .page that was sent. For this reason, servers are typically “stateless.” As

22726/05909/SF/5070011.6 3

IPR2025-00200 / 722 Patent Page 6 of 1171 , EX1002



a result, client devices drive and control the flow of information around the Web. While
client-side control is appropriate in some situations, it does not permit efficient updating
of data at the client devices. For example, if a web page contains information tﬁat may
change, such as the score of a baseball game or a stock quote, the server has no way to
inform the client devices-that are viewing the page of the chénge. Instead, the client
devices must ask the server for the updated information. However, the client devices do
not know when the information on the web page has changed, and thus db not know to

ask for the update.

[0010] There are some simple web, programming techniques that attempt to update
content on client device-side web pages. One approach that web designers use is to rely
on the client devices to periodically re-request web pages. This updating can be
performed as the result of user action (such as pressing the “refresh” button) or can be
automated to occur on a particular schedule (such as by using the HTML Meta Refresh
tag to cause the client device to request the page every ‘X’ seconds). Although this
technique provides client devices with more up-to-date information, it is very wasteful of
resources. In particular, the web’ server must resend the page even if nothing has
changed, and, even when something has changed, it must resend the entire web page
rather than just the updated information, which may be only a very small part of the page.
Further, attempting to reduce unnecessary requests by decreasing the request rate results
in decreasing the currency of the data. This is an unalterable trade off in a client-dn’ven’

approach.

[0011]  The performance of automatic refreshing can be improved somewhat by

putting information that may change in a separate frame from information that is less

22726/05909/SF/5070011.6 4
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likely to change, and only refreshing the separate frame. A few web designers even write
custom JAVA applets to limit refreshing to individual components on a page, such as the
score of a soccer game. A willingness to go to such effort illustrates the serious drain of
resources caused by frequent refreshing. Nevertheless, even custom JAVA applets are
not a meaningful attack on this problem. Custom applets require a large separate
developrﬁem effort for each item on each page that might need to be updated. More
importantly, most custom applets still update content based upon client-driven requests,
although it is possibl_e to design an applet that accepts “pushed” messages. This solution
is not scalable to provide updatea information for large numbers of client devices and for

large numbers of web pages.

[0012]  Therefore, there is a need in the art for an efficient way to provide dynamic

content to a web page at a client device.

22726/05909/SF/5070011.6 5
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DISCLOSURE OF THE INVENTION

[0013]  The above need is met by a dynamic content routing network that routes
messages containing data for updating properties of live objects to clients displaying web
pages or other representaﬁons of data containing the live objects. The web server that
initially provides the web pages to the clients does not need to track which clients are
currently displaying the live objects. Instead, the information provider or a dynamic
content provider (generically referred to as an “input source”) that provided the live
object simply sends an update message to the routing network. This routing utilizes
bandwidth efficiently because the update messages are provided to the clients only when

the live objects change.

[0014]  The routing network is adapted to selectively send messages to the nodes in
the network. In one embodiment, a hierarchy of registrations is used. Each gateway in
the routing network maintains the mappings between the ]i§e:objects and the nodes that
have registered for the live objects. Each node in thé routing network, in turn, maintains
the mappings between the live objects and the clients that display them. An input source
provides a message to a gateway in each cluster in the routing. network. Each gateway
forwards to each node only messages that reference the bbjects for which it has
registered. Each node forwards to each client only messages that reference the objects
for which it has registered. Adding node functionality to the gateway and client
functionality to the node advantageously allows the routing network to decide which
nodes should receive an update message. As a result, messages are sent to only nodes
that have registered for the messages. Furthermore, each node receives all the messages

that the clients connected to that node are interested in.

22726/05909/SF/5070011.6 6
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[0015] | In another embodiment, all messages from an input source are assigned to one
or more of N categories. Also, the nodes are assigned to one or more of M types, and
mappings are created between message categories and node types. Each gateway keeps
track of these mappings. When a gateway receives messages from input sourcés, the
gateway identifies the categories of the messages and routes the messages to the nodes of
the types to which the categories are mapped. To ensure that clients have access to the
messages théy need, clients afe allowed to communicate with nodes of several types
using client proxies connected between the clients and the nodes. There are at least two
ways to implement the client proxy embodiment. The implementations differ primarily
in where the élient registration information is stored. In the first implementation, client
registration information is stored at the nodes, and the client proxy merely passes |
messages among the clients and nodes. When a node directs a message to the client, the
node passes the message to the client proxy along with a pointer to the client socket.
When the client proxy receives the message, it simply pushes it to the client socket.
[0016]  In the second implementation of the client proxy embodiment, the client proxy
stores client registration information. In this embodiment, each node stores the object
IDs registered by client proxies connected to the node. The client proxy registers with
the nodes for all objects for which it needs to receive updates. The nodes receive the
messages from the input sources, determine which client proxies have registered for the
messages, and send the messages to the appropriate client proxies. The client proxies, in

turn, transmit the messages to the clients that have registered for the messages.
[0017] " The features and advantages described in this summary and the following

detailed description are not all-inclusive, and particularly, many additional features and

22726/05909/SF/5070011.6 ‘ 7
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advantages will be apparent to one of ordinary skill in the art in view of the drawings,

specification, and claims hereof.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018]  FIG. 1 is a high-level block diagram illustrating an environment containing a

dynamic content routing network;

[0019]  FIG. 2 is an interaction diagram illustrating interactions among a server,
information provider, dynamic content provider, client, and routing network to update a

property of a live object on a web page;

[0020]  FIG. 3 is a high-level diagram graphically indicating the many-to-many

mapping performed by the routing network;
[0021] FIG. 4 illustrates two different web pages containing sports scores;

[0022] FIG. 5 is a block diagram illustrating an input source and the tools available to

it for generating the update messages;

[0023] FIG. 6 is a flow chart illustrating the steps performed by an embodiment of an

activation module;

[0024] FIG. 7 is a block diagram illustfating a lower-level view of the routing

network according to an embodiment of the present invention;

22726/05909/SF/5070011.6 8
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Case 5909

[0025] FIG. 8 is a flow chart illustrating steps performed by a gateway and a node in
a cluster to perform object-based routing of a message received from an input source in

an embodiment using a hierarchy of registries,

[0026]  FIG. 9 is a block diagram illustrating a high-level view of the routing network

in an embodiment adapted to use message categories, node types, and client proxies;

[0027] FIG. 10 is a flow chart illustrating steps performed by a gateway, a node that
stores client registration information, and a pass-through client proxy to perform object-

based routing of a message received from an input source;

[0028] FIG. 11 is a block diagram illustrating a high-level view of the routing
network for an embodiment in which the client proxy stores the client registration

information; and

[0029] FIG. 12 is a block diagram illustrating a high-level view of the routing

network for an embodiment in which the nodes adopt client proxy functionality.

[0030] The figures depict an embodiment of the present invention for purposes of
illustration only. One skilled in the art will readily recognize from the following
description that alternative embodiments of the structures and methods illustrated herein -

may be employed without departing from the principles of the invention described herein.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0031] FIG. 1 is a high-level block diagram illustrating an environment 100

containing a dynamic content routing network 110 (hereafter referred to as the “routing

22726/05909/SF/5070011.6 9
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network”). The environment 100 also contains a server 112 in communication with a
client 114, an information provider 108, and a dynamic content provider 116. Although a
typical environment 100 will have hundreds of servers 112 and information providers
108, thousands (or even millions) of clients 114, and multiple dynamic content providers
116, FIG. 1 illustrates only one of each of these entities in order to enhance the clarity of

this description.

[0032] The server 112, client 114, information provider 108, dynamic content
provider 116, and routing network 110 are preferably in communication via conventional
communications links 117 such as those comprising the Internet. The communications
links 117, include known wired communications media, such as dedicated or shared data,
cable television or telephone lines, and/or known wireless communications media, Such
as communications over the cellular telephone network using protocols such as the global
system for mobile communications (GSM), code division multiple access (CDMA), time

division multiple access (TDMA), etc.

[0033] In one embodiment, the entities may each be in communication with one or
more Internet Service Proviciers (ISPs) (not shown) that provide each entity with access
to other computers on the Internet. In addition, the server 112, client 114, information
provider 108, dynamic content provider 116, and routing network 110 are preferably each
identified by at least one Internet Protocol (IP) éddress such as “66.35.209.224.” The IP
address may also have one or more domain names associated with it, such as
“bangnetworks.com.” Alternative embodiments of the present invention may use
alternative addressing schemes and/or naming conventions instead of, or in addition to,

those described herein. For example, embodiments wherein one or more of the clients

22726/05909/SF/5070011.6 10
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are cellular telephones or other portable devices may rely on different addressing

schemes.

[0034] Preferably, the information provider 108 provides web pages or other
representations of data to the server 112. The web pages contain one or more “live
objects,” which are designated to be real-time dynamically-updateable objects. Each live
object is identified by an object identifier, or object ID. Preferably, the server 112
provides the web pages 118 to multiple clients 114. The clients 114 contact the routjng
network 110 and register for update messages for the objéct IDs on the web page. The
routing network 110, in turn, preferably maintains a registry indicating which clients have

registered for which object IDs.

[0035] The information provider 108 and/or dynamic content provider 116 send
update messages to the routing network 110. These messages can be sent any time the
information provider 108 or‘dynamic content provider 116 wants to update a property of
a live object. Each update message preferably identifies a live object and contains data
for updating a property of the identified live object. The routing network 110 accesses
the registry and determinés which clients have registered for the identified object. Then,
the routing network 110 routes the update message to the appropriate clients. Upon
receipt of an update message, the clients 114 update the specified property of the live

object.

[0036] The routing network 110 provides an efficient one-to-many mapping of
objects to clients (and by inference of information, a many-to-many mapping of

information providers 108/dynamic content providers 116 to clients) through object-

22726/05909/SF/507001 1.6 11
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based routing. Messages provided by the information provider 108 and/or dynamic
content provider 116 to the routing network 110 are not routed to the clients 114 based
entirely on a specified destination; more specifically, they are not routed based on the IP
address of the client, as in convemional IP routing schemes. Instead, the messages are

routed based on the live objects referenced by the message.

[0037]  The mapping and object-based routing provided by the routing network 110
allow the information provider 108 and dynamic content provider 116 to update
properties of live objects at a dynamically changing cross-section of clients in real-time,
without requiring the information provider or dynamic content provider to track the
clients or web pages being viewed by the clients. The clients 114, in tum, do not need to
have any a priori knowledge»of object IDs — they “discover” which IDs they should

~ register when they receives the web pages 118 from the server 112.

[0038] Object-based routing also allows information providers 108 to dynamically
update content on web pages without requiring the clients 114 to re;request the content,
and .without requiring the information providers 108 or servers 112 to maintain
connections with the clients. In this manner, significantly more clients can receive
updated content from a given information provider 108 than would be possible utilizing
conventional client-side request-driven transmission control protocol/Internet Protocol

(TCP/IP) connections between the clients and the server 112.

[0039] Turning now to the individual entities illustrated in Fig. 1, the server 112 is

preferably a conventional computer system configured to act as a web server and serves

22726/05909/SF/5070011.6 12
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web pages 118 and other data representations to clients 114. The web pages 118

provided by the server 112 are associated with one or more information providers 108.

[0040] . An information provider 108 is an entity providing one or more web pages
118, information contained in web pages, and/or other representations of data served by
the server 112. The information provider 108 preferably has a conventional computer
system coupled to the Internet. In one embodiment, the server 112 is directly controlled
by the information provider 108 (e.g., the server is physically located at the information
provider and/or is dedicated to serving only the information provider’s web pages). In
tﬁis embodiment, the server 112 and information provider 108 can be treated as the same
entity. In an alternative embodiment, the server 112 serves web pages from multiple

information providers.

[0041] As is known in the art, the web pages 118 and other content on the server 112
are specified by uniform resource locators (URLs) having the form
“service://server/path/web page.” Typically, web bages 118 are obtained via the
hypertext transport protocol (HTTP) and thus an exemplary URL for retrieving the web
page “bl.htm]” from the web server having the domain name “www.bangnetworks.com”

is “http://www .bangnetworks.com/news/bl.html.”

[0042] As used herein, a “web page’; is a block of data available from the server 112.
In the simplest case, a web page is a file written in the hypertext markup language
(HTML). The web page may also contain or refer to one or more other blocks of data,
such as other files, text, images, applets, video, and/or-audio. In addition, the web page

may contain instructions for presenting the web page and its content, such as HTML tags

22726/05909/SF/5070011.6 13
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and style sheets. The instructions may also be in the Extensible Markup Language
(XML), which is related to HTML and adds semantic content to web pages or the
Dynamic HTML (DHTML), which adds some dynamic content to web pages.
Additionally, the instructions may take the form of one or more programs such as J AVA®

applets and J AVASCRIPT® and/or DHTML scripts.

[0043] As used herein, the phrase “wéb page” also r‘efers to other representations of
data served by the server 112 regardless of whether these data representations include
characteristics of conventional web pages. These data representations include, for
example, application programs and data intended for the web browser 120 or other
application programs residing at the clients 114 or elsewhere, such as spreadsheet or

textual (e.g., word processing) data, etc.

[0044]  In a preferred embodiment, objects at the client, such as web pages and
elements of web pages, can be designated as “live” by the information provider 108.
Properties of a live object can be dynamically updated in real-time at the clieﬁt 114 by the
information provider 108 or another entity acting on behalf of the information provider.
As used herein, an “object” is any datum or data at the client 114 that can be individually
identified or accessed. Examples of objects include elements of web pages such as text
characters and strings, images, frames, tables, audio, video, applets, scripts, HTML,
XML, and other code forming the web page, variables and other information used by
applets, scripts and/or code, URLs embedded in the web pagé, etc. Application and
operating system constructs are also objects. For example, cells of spreadsheets, text in
word processor documents, and title bars and messages displayed by the operating system

or applications are objects. Preferably, multiple objects can be grouped together into a

22726/05909/SF/5070011.6 14
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Case 5909

single, logical object. Thus, an object can be defined at any desired or useful level of

granularity.

[0045] Since content on a web page is conceptualized and organized by “object,” the
present inveﬁtion essentially abstracts web pages and web page content, and other
modules and/or functionality at the client 114, away from the HTML code or other
conventional representation. This abstraction allows the information provider 108 to
update a property of an object without concern for the location, display format, or other

specifics of how the data is being represented at the client 114,

[0046]  Live objects have associated “properties” which include any modifiable data
related to the object or referenced with respect to the object. The information provider
108 typically, but not necessarily, provides initial éettin gs for the properties of live
objects provided to the client 114. The properties may or may not affect the visual
representation of the object in the web page or other data representation. A property may
affect an internal aspect of the object and, thus, a change to the property may not have
any direct effect on a web page containing the object. For example, the property may
affect whether particular aspects of the object are modifiable, how the object responds to
user input or other stimuli, etc. Additionally, a property may also have a direct effect on
how the object is displayed at the client 114. For example, the property may affect the
content, color, typeface, size, formatting, or other attribute of text, images, or other data
disp'l’ayed by the object. Other properties may occupy parts of the spectrum between
having no effect on the visible representation of the object and having a direct effect on
the visible representation of the object. For example, a web page showing scores of

football games may include a list of games and the current scores of the games as of the
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time the server 112 serves the web page. The list of games, subset of games to be
displayed, and the scores of the games can be designated as live objects (or properties of

a single live object) and updated as necessary or desired.

[0047] A property can also preferably include instantiating an instance of the object
or invoking functionality of the object. For example, a property of a browser window
object may include functionality for instantiating another browser window. This function
can be invoked as a logical change to a property of the object. The second browser
window can be referenced through the original browser window (i.e., object) or

designated as a new live object.

[0048] An information provider 108 or other entity preferably updates a live object at
a client 114 via an update message. In general, an update message identifies the live
object and, if necessary, the property of the live object, and contains data for updating the
property. In one embodiment, the data may be the actual value for the property or
executable code for causing the object’s property to be updated. For exémple, the data
may be a simple riumerical or textual value, e.g.; “4,” to which the property should be set,
and/or the data may be JAVASCRIPT ® code or a call to a JAVASCRIPT® function at the

client that effects the desired change to the property of the object.

[0049] The update message preferably implicitly or explicitly identifies a handler at
the client 114 for use in updating the live object’s property. In one embodiment, the ‘
client 114 utilizes a default handler when the message implicitly specifies the handler
(e.g. when the message does not identify a specific handler). In one embodiment, if the

update message specifies the actual-value for the property, a default handler generates
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JAVASCRIPT® code for changing the property to the specified value. If the data in the
update message are J AVASCRIPT® code, the default handler does not perform any
processing of the code. In either case, the default handlers preferably use LiveConnect to
execute the JAVASCRIPT® code in a Java Virtual Machine (JVM) 122 at the client 114

and thereby update the property of the live object.

[0050]  For certain objects and/or data types, the default handlers are not appropriate.
In these cases, the message preferably explicitly identifies a handler fdr performing the
update. For example, the message may explicitly specify a function to call on the data or
the message may explicitly identify the environment in which the ciata should be
executed. For example, the data in the update message may include code for execution
by a software “plug-in” such as MACROMEDIA FLASH® and the message may

explicitly identify FLASH as the handler.

[0051] The information provider 108 preferably designates an object as “live” by
including a unique identifier for the object, the object ID, in the web page or other data
representation provided to the client 114. In one embodiment, the information provider
108 encodes the object ID in an object’s corresponding HTML “ID” attribute using the

following HTML expression:
ID = “elementldentifier,”

where “elementldentifier” is the object ID and is preferably a string. The string can
encode any information desired by the information provider 108 or other entity
establishing the object ID and in one embodiment is a simple textual and/or numeric

identifier. In one embodiment, the information provider 108 begins the object ID with a
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predefined token, such as “Bang$,” in order to distinguish live objects from other objects
that happen to have defined ID attributes. For example, an object can have the object ID

“Bang$elementldentifier.”

[0052])  In the preferred embodiment, each information provider 108 optionally
encodes a unique information provider ID in its object IDs in order to prevent naming
collisions between the object IDs of different information providers. In one embodiment,
the information provider ID is a textual and/or numeric identifier. The information
provider 108 may specify the information provider ID and the object ID as part of a
hierarchical hamespacc:. For example, in one embodiment objects are named as follows:
“$namespace1$[namespace2$... $namespaceN$]objectld,” where “$Snamespacel” is the
information provider ID and the “$” operates as the name separator and defines
additional optional levels of a namespace hierarchy. One embodiment of the system 100
supports typical directory services functionality. Fbr example, two dollar sign characters

appearing together, “$$,” refers to the top level of the namespace hierarchy.

[0053] Thus, the object ID for a live object is préferably formed from a combination
of the predefined token, the information provider ID namespace, and a value assigned by
the information provider 108. For example, the object ID for a live object representing
the real time price of a stock having the symbol “BANG” might be:
“Bang$$informationProviderID$equities$realtime$Sbang.” In this example, “Bang$” is
the predefined token that signifies a live object, “$informationProviderID” is the ID
iden;ifying the information provider, “$equities$realtime$” defines levels of a namespace

hierarchy, and “bang” identifies the specific object.
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[0054] In some embodiments and situations, the object ID utilizes relative names.
For example, an information provider 108 referring to its own object IDs is implicitly in
its own namespace. Accordingly, the informatioﬁ provider 108 does not need to include
the information Provider ID in the object IDs it uﬁliies internally. In one embodiment,
the information provider ID is not explicitly encoded into the object ID. Instead, the
information provider ID is encoded elsewhere in the web page in order to provide scope

to the page’s object IDs.

[0055] In one embodiment, the object ID identifies a point (i.e., a node in a tree) in a
Documeht Object Model (DOM) representation of a web page br other document at the
client 114. The DOM is a platform- and language-neutral interface that représents a
document as a hierarchy of objects. The DOM also provides an interface that allows
programs and scripts to dynamically access and update properties of the objects. Objectl

properties can be inherited by descendent objects.

[0056] In this embodiment, the client 114 preferably executes an update message in
the context of the specified point in the DOM representation. The update may .specify a
cHange to a property of the object at the identified point. The update also may specify a
change to a parent or descendent of the object at the identified point. In each case, the
update is executed relative to the specified point in the DOM representation. -In one
embodiment, points in the DOM representation specify how to update properties of live
objects located at those points. Thus, the same update may be interpreted differently

depending upon the identified live object’s location in the DOM representation.

22726/05909/SF/5070011.6 - 19

IPR2025-00200 / 722 Patent Page 22 of 1171 EX1002



[0057]  For example, assume there is an object in the DOM representation identified
as “window.documént.frame[3].ObjectID.” Also assume tha£ the object has an
“innerText” property located at “window.document.frame[3].ObjectID.innerText” that
specifies the text displayed by the object. An update message can change the text

displayed by the object by specifying “ObjectID” and the new value for the innerText

property.

[0058] An advantage of utilizing object IDs to specify objects is that the information
provider 108 or other entity providing the update message can access and change
properties of objects without'knowir‘lg the object’s actual location in the DOM
representation. Indeed, the object may be in different locations in different DOM
representations and/or in multiple locations in the same DOM representation. In any of
these cases, the update message will change the specified properties of all of the objects

having the given object ID.

[0059] Depending upon the particular embodimeﬁt of the environment 100, the
information providér 108 and/or the dynamic content provider 116 provides update
messages to the rogting network 110. The dynamic content provider 116 is preferably a
conventional computer system operated by an entity that provides real-time information,
such as stock prices and/or sports scores. In one embodiment, the information provider
108 receives updated properties for the live objects from the dynamic content provider
116 or another source (or generates the updated properties internally). Then, the
information provider 108 sends an update message specifying the object ID and the
change to the object property to the routing network 110. In this embodiment, the

- dynamic content provider 116 may be absent from the environment 100.
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[0060] In another embodiment, the dynamic content provider 116 provides the object
le'for live objects to one or more information providers 108 and the information
providers 108 distribute the live objects to the clients 114. Then, the dynamic content
provider 116 sends messages specifying the changes to the properties of the live objects
to the routing network 110. For example, the dynamic content provider 116 distributes
an object ID associated with the score of a particular baseball game to the information
providers 108. Then, the dynamic content provider 116 sends a message si)ecifying the
-object ID and an update to a property of the object that controls the displayed score of the
particular baseball game to the routing network 110. These two embodiments are not

~ mutually exclusive and, therefore, some updates may be provided to the routing network
110 by the information provider 108 while others are provided by the dynamic content

provider 116.

[0061] The client 114 is a device that retrieves web pages 118 and/or other
information from the server 112. In one embodiment, the client 114 is a conventional
personal computer used by a person to access information on the Internet. In alternative
embodiments, the client 114 is a different consumer electronic device having Internet
connectivity, such as an Internet-enabled television, a cellular telephone, a personal
digital assistant (PDA), a web browsing appliance, etc. The client 114 preferably, but not

necessarily, has an associated display device.

[0062] The client 114 preferably executes a web browser 120, such as MICROSOFT
INTERNET EXPLORER®, for retrieving web 1‘)ages and displaying them on the display
device. In embodiments where the client receives data representations from the server

112 other than conventional web pages, the web browser 120 does not necessarily share
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similarities with conventional web browsers. Preferably, the web browser 120 confains a
JVM 122 for executing JAVA® applets and/or scripts. The web browser 120 also
preferably contains Dynamic HTML capabilities, such as support for JAVASCRIPT ® (or
another scripting language, such as VBScript) and the Document Object Modgl (DOM),
and enables communications between JAVA® and the scripting languages. In one
embodiment, the web bfowser 120 supports the LivéConnect standard for enabling
communication between JAVA® applets and scripts written in the suppdrted scripting
languages. The web browser 120 can also be extended through software plug-ins suéh as
MACROMEDIA FLASH®, REAL NETWORKS REALPLAYER®, and/or APPLE
QUICKTIME®. In alternative embodimeﬁts, the functionality of the JVM 122 and/or
other aspects of the web browser 120 are provided by one or more other functional units
within the client 114. The term “module” is used herein to refer to software computer
program code and/or any hardware or circuitry utilized to provide the functionality
attributed to the module. The web browser 120 and JVM 122 are examples of modules in

the client 114.

[0063] In some embodiments, the client 114 does not necessarily have a display
device, web browser 120 and/or other components associated with a typiéal consumer
device. The client 114, for example, may be a dédicated purpose device having certain
aspects of web connectivity such as an embedded HT TP qlient in a web-enabled
appliance or in a controller for an automobile, audio-visual equi‘pment, or some other

device.

[0064] A web page 118 provided from the server 112 to the client 114 preferably

includes instructions for enabling the live objects on the web page. The instructions
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cause the client 114 to automatically and transparently (i.e., without user interaction)
contact the routing network 110 and download an activation module 124 for activating
the live objects. In one embodiment, the instructions comprise a URL specifying the
location of the activation module 124 at the routing network 110. In an alternative

~ embodiment, the client 114 obtains the activation module 124 from the server 112 or

another source.

[0065]  The activation module 124 preferably contains JAVA® instructions for
execution by the JVM 122. However, alternative embodiments of the module 124 may
encode the instructions in the web page 118 and/or the activation module 124 using
different languages and/or techniques. For example, the instructions and/or activation
module 124 can be embedded in the web browser 120 or operating system, either as
native code or as plug-ins. In these altemative embodiments, the web browser 120 does

not have to download the activation module 124 from an external source.

[0066] The activation module 124 preferably registers object IDs from the web page
118 downloéded by the client 114 with the routing network 110 and updétes the live
objects in response to update messages received from the network. Thé routing network
110 records the registrations in the registry 125. The client’s fegistrations preferably
remain in effect as long as the client is displaying the associated web page 118, although
other embodiments of the system 100 may use different criteria for determining when to

terminate the client’s registrations.

[0067] FIG. 2 is an interaction diagram illustrating interactions among the server 112,

information provider 108/dynamic content provider 116 (generically referred to as an
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“input source 210”), client 114, and the routing network 110 to update a property of a live
object. Initially, the client 114 sends 212 a web page request to the server 112. In
response, the server 112 provides 214 to the cliem 114 the web page containing or
otherwise identifying the one or more live objects. Instructions encoded in the web page
preferably cause the client 114 to transparently request 216 the activation module 124
from the routing network 110. In response, the routing network 110 sends 218 the
activation module 124. The client 114 executes 220 the activation module 124, which
identifies the object IDs of the live objects at the client and registers 222 the object IDs
with the routing network 110. The routing network 110 updates 223 its registry to

identify the object IDs for which the client 114 has registered.

- [0068] At some point, the input source 210 sends 224 an update message to the
routing network 110 in order to change a property of a live object at the client 114. In
one embodiment, the message from the input source 210 to the routing network 110
contains only a single object ID and an update to a property of the identified object. In
another embodiment, the message contains multiple object IDs and the corresponding
property updates. In this latter embodiment, the message may have an associated “Batch »
ID” that identifies the message as having multiple object IDs and updates. Preferably, the
information provider 108 can include a batch ID in a web page 118 in the same manner
as including an object ID. Likewise, the client 114 can preferably register for a batch ID
with the routing network 110 in the same manner as an object ID. In fact, the batch ID
can be the same as the object ID so that the client 114 registers for both batch and non-

batch messages by registering one ID. Alternatively, separate procedures can be
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established for registering batch messages. The client 114 preferably processes the

component messages of a batch as if each message were delivered separately.

[0069] The rduting network 110, in turn, routes 226 the message to each client 114
that has registered for the specified object ID, preferably by utilizing standard Internet
communications protocols, such as IP addresses, etc. The activation module 124 at the
client 114 processes the message and updates 228 the property of the identified live
object. If live objects having the same object ID appear in multiple locations at the client
| 114 (e.g., at multiple locations on a web page being displayed at the c]ient), the activation
module 124 preferably updates each of the live objects having the specified ID. Asa
result, the routing network 110 allows live objects at the client 114 to be dynamically
updated. Preferably, this routing and updating happens quickly enough to be considered

“real-time” for the purposes of the input source 210.

[0070] This update process, indicated within the dashed box 230 in FIG. 2, can repeat
an indefinite number of times and is fully asypchronous as to the information provider
210 and client 114. For examp'le, the input source 210 may send regular update messages
to the routing network 110 as the score of a sporting event changes or a stock price
fluctuates, but may stop sending update messages once the sporting event ends or stock
market closes. When the client 114 ends the display of a web page containing the live
6bject, or otherwise no longer desires to receive update messages, the client preferably
closes 232 the connection with the routing network 110. The routing network 110, in
turn, updates 234 the registry 125 to remove the client’s object registrations. In another

embodiment, the client 114 sends messages to the routing network 110 that selectively
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register and/or de-register the client from one or more objects yet leaves the connection

open in order to receive update messages pertaining to other objects.

[0071] FIG. 3 is a high-level diagram graphically indicating the many-to-many
mapping performed by the routing network 110. Multiple input sources (labeled 210A-
C) send update messages to the routing network 110. Eaéh update message preferably
specifies at least one object ID and an update to a property of the identified object. The
routing network 110, in turn, selectively routes the update messages to the clients 114
that have registered for the given object ID from the given input source 210. In FIG. 3,
assume for example that clients 312A and 312B have registered for a given object ID
while the other clients have not registered for the object ID. Accordingly, the routing
ﬁetwork 110 routes the update message to clients 312A and 312B, but does not route the

message to clients 312C-312H.

[0072]  FIG. 4 illustrates an example of the capabilities of the dynamic content
routing network 110. FIG. 4 illustrates two different web pages 410, 412 containing
sports scores. Although the web pages are formatted differently, each page.coriltains the
same scores for two professional football games and two professional baseball games.
Web page 410 contains all four games under the heading “Local Sports Scores” while
web page 412 contains the baseball games under the heading “Baseball Scores” and the

football games under the heading “Football Scores.”

[0073] There are various ways to internally represent the games and scores in the web
pages using live objects. In one embodiment, a “game” object is defined having

properties for the two teams involved in the game and the score associated with each
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team. The game object is placed at a selected position in the web-page and the properties
of the object cause the information about the game to be displayed on the page. In
another embodiment, “team” and *“score” objects are defined, with the team object having
a property defining the name of a team and the score object having a property defining a
score. In this second embodiment, the team and score objects are placed at selected
locations on the page so that the proper teams and scores are aligned when the page is
rendered. In yet another embodiment, an object is defined having properties for the name
of one team and a score associated with that team. Then, pairs of the objects are placed
in the page in the proper alignment to indicate the games and scores. In another |
embodiment, an object is defined having properties specifying names of two teams and a
separate object is defined having properties specifying two scores. In this last
embodimént, the two objects are placed in the page so that the names of the teams align
with the associated scores. Obviously, additional variations of these representationé are

possible.

[0074] Assume for the example of FIG. 4 that the names of teams in a game are ]
specified by a “names” object having properties for the two team names and the scores in
the game are specified by a “scores” object having properties for two scores. In web
page 410, a names object 414 having properties set to identify the “SF49ers” and the
“STL Rams” is located directly under the “Local Sports Scores” heading. A scores
object 416 having a property set to identify the score of the game as “42” to “7” is
directly to the right of the names object 414. In web page 412, the properties of the

second names object 418 identify the same game using slightly different terminology:
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“SF” and “STL.” However, this names object 418 is aligned with the same scores object

416 as is utilized in web page 410.

[0075] Thus, the same scores object 416 is utilized in different positions in each web
page 410, 412. In order to update the score of the San Francisco 49ers vs. St. Louis Rams
football game on both web pages, the input source 210 simply sends an update message
to the routing network 110 specifying the object ID for the scores object 416 and the

- update to the score property. The routing network 110Aroutes the update message to the
appropriate clients 114, and the clients update the appropriat-e score regardless of the

particular page layout.

[0076] The input source 210, i.e., the information provider 108 and/or dynamic
content provider 116 can use a variety of tools to generate the update messages. FIG. 5 is
a block diagram illustrating an input source 210 and the tools available to it for
generating the update messages. Other tools can be utilized in addition to or instead of

the ones described herein.

[0077]  Preferably, the tools allow the input source 210 to access an application
programming interface (API) provided by the routing network 110 for accepting
messages. In one embodiment, the messages sent by the input source 210 are in the same
format as utilized by the activation module 124 at the client 114. In an alternative
embodiment, the messages provided to the routing network 110 are in a different format
and the routing ﬁetwork translates the meésages into the format utilized by the activation

module 124.
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[0078] In one embodiment, the input source 210 utilizes a data pump module 510 to
access the API. The data pump module 510 reads an extensible markup language (XML)
file containing one or more object IDs and the new values for the identified objects at
regular intervals and automatically generates API calls that send messages representing
changes to object properties to the routing network 110. In another embodiment, the data
pump module 510 is event-driven and reads the XML file in response to a change in the

file or some other occurrence.

[0079] In another embodiment, the input source 210 utilizes a director console
module 512 to access the API. Preferably, the director console module 512 presents an
administrator with a graphical interface displaying the contents of the web page 118. For
example, the administrator may use the director console 512 to edit textual data, images,
and/or any objects or properties of objects on the web page. After editing, the

' administrator uses a “send update” button or similar technique to cause the director
console module 512 to send messages for the changed objects and properties to the

routing network 110 via the APIL.

[0080] In another embodiment, the information provider 108 and dynamic content
provider 116 work together as the input source 210 by using a content management
system module 514 to access the API. Preferably, the content management system
module 514 resides at the information provider 108 and receives object property updates
from the dynamic content provider 116. The content management system module 514
preferably updates the properties of the live objects in the web page 118 stored at the
server 112 and also sends messages for the changed properties to the routing network

110. In this manner, the web page 118 at the server 112 and the web page displayed at
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the client 114 are updated almost simultaneously. In one embodiment, the dynamic
content provider 116 sends the update messages to the routing network 110 instead of to
the information provider 108. Embodiments of the system 100 can also utilize any

combination of the content management techniques described herein.

[0081] For example, the tools described above can generate a message having the
following code for updating the text displayed by a score object to “2”":

LiveObject score = new LiveObject(“Bang$homeScorelD”);
score.setProperty(“innerText”, “27).

This code sets the innerText property of the object having object ID
“Bang$homeScorelD” to “2.” The tools use the API to pass this message to the routing

network 110.

[0082] Turning now to the actions performed at the client 114, FIG. 6 is a flow chart
illustrating the steps performed by an embodihlent of the activation -module 124. Those
of skill in the art will recognize that different embodiments may perform the steps of FIG.
6 in different orders. The activation module 124 generally performs three functions:
register object IDs with the routing network 110, handle messages received by the client
114 from the network in order to update the properties of live objects, and control

communications between the client and the network.

[0083] In order to register object IDs, the activation module 124 preferably parses
610 the web page 118 received from the server 112 and identifies the object IDs of the
live objects. In an alternative embodiment, the activation module 124 identifies only a
subset of the object IDs, such as the IDs of only live objects that are currently being

displayed by the web browser 120. Alternatively, a list of object IDs may be pre-encoded
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in the web page in addition to the objects themselves, thereby enabling easy identification
by the activation module 124. In yet another embodiment, a user of the client 114 selects

the object IDs to register.

[0084]  The activation module 124 preferably opens 612 a connection between the
client 114 and the routing network 110. The activation module 124 can open 612 this
connection before or after the activation module receives and/or parses the web page 118.
In some cases, the client 114 is located behind a firewall that puts a restriction on the
types of connection requests the client can make. A firewall might, for example, block
all non-HTTP traffic. For this reason, the activation module 124 preferably wréps the
connection request in an HTTP header in order to get the request to the routing network

110 through the firewall.

[0085] The activation module 124 uses the connection between the client 114 and
routing network 110 to register 614 the. object IDs by communicating to the routing
network 116 a vector (e.g., a list or array) containing the identified object IDs. In order A
to accomplish this task through the firewall, the activation module 124 preferably puts the
-vector into a string, referred to as “object data,” and then preferably creates an HT TP
message to communicate the object data to the routing network 110. A schematic
example is as follows:

POST /HTTP/1.1\r\n

Content-Length: <length of object data> \r\n

\r\n
<object data>
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where <object data> is the object ID list. When the routing network 110 receives such an
HTTP request, it extracts the object data and updates the registry 125 to indicate that the

client 114 has registered for the identified objects.

[0086] If the web browser 120 loads 616 a new page, or otherwise terminates display
of the objects on the initial page, the activation module 124 associated with the initial
web page preferably terminates 618 the client’s connection with the routing network 110.
Those of skill in tﬁe art will recognize that this termination 618 can occur asynchronously
with the other steps illustrated in FIG. 6. Thus, the location of steps 616 and 618
represents only one possible place in the sequence of steps where the termination may

occur.

[0087] If the connection is not terminated, the activation module 124 preferably waits
until it receives 618 a message from the routing network 110 specifying an object ID and
an update to a property of the identified object. In one embodiment, this message is'
received as HTTP data. Upon receipt of the message, the activatibn module 124
preferably extracts 620 the object ID and update from the HTTP data. Then, the

’ actfvation module 124 updates 622 the property of the identified object, or causes the

object to be updated, as specified by the message.

[0088]  The sequence of receiving messages 618, extracting data 620, and updating

objects 622 is preferably repeated until a new pag;e is loaded 616 or the connection with

the routing network 110 is otherwise terminated. Although not shown in FIG. 6, in

certain circumstances, such as when a user action with respect to the web page 118 ’

activates a new live object, the activation module 124 may register new object IDs with
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the routing network 110 without first downloading and parsing a new page. In one
embodiment, if the newly-loaded page contains live objects, then the process of
downloading the activation module 124 and updating the objects as described by FiG. 6
is repeated. In an alternative embodiment, the activation module 124 remains active at
thé client 114 and, therefore, the client does not re-download the activation module from
the routing network 110. Instead, the already-preseﬁt activation module 124 performs the

live-enabling process on the new page.

[0089]  FIG. 7 is a block diagram illustra_ting a lower-level view of the routing
network 110 according to one embodiment of the present invention. FIG. 7 illustrates
multiple input sources (labeled 710A-D) representative of sources providing messages to
the routing network 110, such as an information provider 710A and a dynamic content
provider 710B. FIG. 7 also illustrates multiple clients (labeled 712A-F) representative of

the many clients in communication with the routing network 110 at any given instant.

[0090] Internally, the routing network 110 is preferably divided into one or more
clusters 714. In FIG. 7, the routing network 110 has three clusters 714 A, 714B, 714C,
although the number of clusters can vary depending upon the processing needs of the

- network. An input-side global load balancer 716 preferably routes messages from the
input sources 710 to the clusters 714. Similarly, a client-side global load balancer 718
preferably routes connection requests from the clients 712 to the clusters 714. The load
balancers 716, 718 are designed to ensure that load is distributed among the clusters 714
according to a predetermined heuristic. For example, the load may be distributed evenly
among the clusters 714 or a more powerful cluster may be distributed-a majority of the

load. In one embodiment, one load balancer performs the functions of the input-side 716
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and client-side 718 load balancers and utilizes conventional Domain Name System-

(DNS-) based load balancing.

[0091] Each cluster 714, of which cluster 714A is representative, preferably cbntains
an input-side cluster load balancer 720A and a client-side cluster load balancer 722A.
The cluster load balancers 720A, 722A function similarly to the corresponding global
load balancers 716, 718 in that the input-side cluster load balancer 720A balances and
routes incoming messages among one or more gateways 724 A and the client-side cluster
load balancer 722A balances and routes incoming connection reqﬁests among one or
more nodes 726A and application servers 728A. The gateways 724A are connected to
the nodes 726A. In one embodiment every gateway 724A is connected to every node

726A and in another embodiment certain gateways are connected to only certain nodes.

[0092] Preferably, the routing network 110 utilizes conventional single-processor
computer systems exeéuting the Linux operating system (OS). Preferably, each
component of the routing network 110 is implemented by a separate, dedicated computer
system in order to enable the separate optimization of the components. The input/output
(I/O) functionality of the OS is preferably enhanced through the use of a non-blocking
OS package such as NBIO available from the University of California, Berkeley,
California. Based on the assumption that connections with the nodes 728 are long-lived,
the OS is preferably configured to not allocate resources toward.monitoring idle
connections. Instead, the well-known /dev/poll patch is preferably applied to the OS in

order to provide advanced socket polling capabilities.
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[0093]  Those skilled in the art will recognize that there are many ways to use the
functionality of the routing network 110 to route update messages to clients 710. For
example, in one embodiment, every message is distributed to every node 726. In another
embodiment, the routing network 110 selectively sends messages to the nodes 726 in the
routing network 110. Selectively sending messages to the nodes in the routing network

" presents at least the two difficulties. First, for a given message, a decision needs to be
made as to which nodes should receive it. Second, a client must receive all messages in
which it is interested. There are at least two approaches meeting these difficulties. The
first approach uses a hierarchy of registries at the gateways and nodes to respectively
keep track which messages to send to the nodes and clients. The second approach assigns
messages to one or more categories, assigns nodes to one or moré types, and maintains
mappings between categories and types. This latter approach also uses client proxies to

allow clients 712 to communicate with multiple nodes of different types.

[0094]  FIG. 7 illustrates the embodiment using the hierarchy of registries. A node
726 registers with each gateway 724 in all of the clusters and indicatés which messages it
needs and the clients do the same with the nodes. Each gateway 724 preferably
maintains a registry 734 containing the object IDs registered by the nodes 726 connected
to the gateway 724. In one embodiment, the gateway registry 734 associates each object
ID with a linked list containing one entry for each node 726 that has registered for that
object ID. In another embodiment, the gateway registry 734 is a hash table containing
the object ID registered by the nodes 726 connected to the gateway 724. A node 726
preferably maintains a node registry 732 containing the object IDs registered by clients

712 connected to the node. The gateways 724 in each cluster 714 receive the messages
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from the input sources 710 and direct the messages to the appropriate node or nodes 726.
The nodes 726 preferably transmit messages received from the gateways 724 to the

clients 712 that have registered in the object IDs identified by the messages.

[0095]l In one embodiment, the node registry 732 aséociates each object ID with a
linked list containing one entry for each client 712 that has registered for that object ID.
In another embodiment, the node registry 732 is a hash table containing the object ID
registered by the clients 712 connected to the nodes 726. Each entry in the linked list or
hash table preferably contains a pointer to a socket representing the connection to the
corresponding client 712. As is known in the art, tﬁe pointer to the socket, typically
called a “file descriptor,” represents an address to which the node can write in order to
send the message to the corresponding client. Gafeways 724 can also use filc; descriptors
in this manner to store node addresses. Alternative embodiments of the present invention
utilize other data structures in addition to, or in-stead of, the hash table and linked list,

and/or may utilize different data within the data structures.

[0096] Preferably, the node 726 adds an entry to its registry 732 every time a client
712 registers an interest in an object and deletes the corresponding entry from the registry
when the client 712 disconnects from the node or otherwise indicates that it is no longer
interested in a particular object. If the node 726 determines that the client 712 registered
for an object ID that was not previously registered on that node, the node preferably
registers that object ID with the gateways 724 to which it is connected. Similarly, if the
node 726 determines that the client 712 deregistered an object ID for which it was the last

interested client, the node 726 deregisters that object ID with the gateways 724 to which
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it is connected. The gateways 724 update their registries 734 in response to the

communication from the node 726.

[0097] In alternative embodiments of the present invention, when the client 712
disconnects from the node 726 or otherwise indicates that it is no longer interested in a
particular object, the node 726 waits for a period of time or until soﬁe event occurs
before deregistering the object ID with the gateway 724. For example, the node 726
could wait until it receives a message associated with that object ID to do the
deregistration. Alternatively, the wait time can be fixed, random, or based on the
frequency of registrations for that object ID, or registrations for the same input source
710 as the object being deregistered. This latter approach keeps the object IDs from more
frequently used input sources 7V10 registered for a longer period of time. This waiting
advantageously reduces the number of registration changes required between nodes and
gateways in cases where it is likely that another client will s;)on register for the same

object ID.

[0098] Since a gateway 724 does not control the rate at which it receives messages
from input sources 710, it is possible for the gateway to receive messages faster than it
can process them (i.e., send the messages to the nodes). Therefore, each gateway 724
preferably maintains a queue 730 of messages that have been received but not yet
processed in order to avoid losing messages. In one embodiment, the gateway 724 drops
messages if the queue 730 bec;)mes too long. In another embodiment, the gateway 724
utilizes priorities assigned to certain messages or input sources fo determine which

messages to drop.
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[0099] The application server 728 within each node 714 pfeferably serves the
activation module 124 to the clients 712 in response to client requests. In addition, the
application server 728 servés any other modules that may be required or desired to
support the environment 100. In an alternative embodiment of the routing network, a
single application server 728 fulfills all of the client requests. This application server 728
may be within a certain cluster 714 or independent of the clusters. However, this single-

application-server embodiment is less desirable because it lacks redundancy.

[0100] FIG. 8 is a flow chart illustrating steps performed by a gateway 724 and a
node 726 in a cluster 714 to perform objéct-based routing of a message received from an
input source 710 in the embodiment using a hierarchy of registries. Initially, the gateway
724 receives 810 the message from the input source 710. The gateway 724 extracts 820
the object ID from the message. The gateway 724 examines its registry 734 to determine
the nodes 726 that have registered in the object ID. The gateway 724 transmits 840 the
message to each of the registered nodes 726. Each node 726 that receives the message
uses its registry 732 to determine 850 which clients 712 have régistered for the message.

Each node 726 then forwards 860 the message to the registered clients 712. -

[0101] Adding node functionality to the gateway and client functionality to the node
advantageously allows the routing network 110 to solve the difficulties icientiﬁed above.
For example, it allows the routing network 110 to decide which nodes should receive an
updated message. As a result, messages are sent to only nodes that have registered for
the message. Further, no matter which node a client connects to, that node will receive

all messages that the client wants. One skilled in the art would understand that while the
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present invention allows registration at both a gateway level and node level, registration

could be extended to any number of levels.

[0102] In the second approach for meeting the difficulties described above, all
messages in the routing network 110 are assigned to one or more of N categories, and all
of the nodes are éssi gned to one or more of M types. Mappings are created that specify
which categorigs of messages are forwarded to which types of nodes. The mappings

allow control over the amount of traffic processed by the nodes.

[0103]  FIG. 9 is a block diagram illustrating a high-level view of the routing network
110 of FIG. 7 in an embodiment adapted to use the approach having message categories’
and node types. Although FIG. 9 illustrates only two node iypes—-nodes of type 1 726

and nodes of type 2 726—for purposes of simplicity, this embodiment of the network 110
can have any number of node types. FIG. 9 also illustrates a client proxy 740 for reasons
described below. However, an embodiment of the present invention using message

categories and node types does not necessarily utilize a client proxy 740.

[0104] There are many different possible mappings between message categories and
node types. In the simple case, there is one-to-one mapping between message categories
and node types. For example, if the message is of category 1, it is forwarded to the nodes
of type 1. In more cémplicated mappings, messages of one category are mapped to nodes
of multiple types. For example, messages of category 1 are mapped to nodes of types 1,
2, and 3, whereas messages of category 2 are mapped to nodes of types 2, 3 and 4. In

short, any possible mapping of message categories to node types is possible and the
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number of message categories, N, does not have to be the same as the number of node

types, M.

[0105]  There are multiple ways to assign the ﬁessages into categories. One Way isto
assign all messages from a given input source 710 into a certain category. Another way
is to explicitly specify the category in the object ID for the message. Yet another way is
to utilize a hashing function or lookup table to partition messages into categories based
on object IDs or other values. For example, in one embodiment a hash function is
applied to the object ID to generate an integer between 1 and N, and this integer is the

message category.

[0106] Nodes are preferably assigned to types based on information stored i(n the
gateways 724. In one embodiment, each géteway 724 holds a lookup table or other data
structure that specifies the types to which each node is assigned. The ldokué table also

\ preferably stores the mappings between message categories and node types. When a
gateway 724 receives a message from an input source, the gateway preferably determines
the category of the message using one of the techniques described above. Thén, the
gateway 724 determines the node type (or types) to which the message category maps,
and determines which nodes are of the given type. The gateway 724 routes the message

to the appropriate nodes.

10107] In one embodiment, the gateway 724 uses a combination of multiple
techniques to determine the message categories, node types, and/or mappings. For
example, a lookup table can be used to encode a priori knowledge about categories,

types, and/or mappings and a hash table can be used to route messages for which there is
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no a priori knowledge. Continuing this example, assume that certain messages are
assigned to a given category based on a table lookup, while other messages are assigned
to categories based on a hashing function. In this example, the gateway 724 looks up the
object ID (or other information, such as an input source ID) of an arriving message in a
lookup table to determine if it has a specified category. If the object ID is stored in the
lookup table, the gateway 724 determines the mappings for the category and routes the
messages to the nodés o‘f the appropriate types. If the object ID is not stored in the"
lookup table, the gateway 724 utilizes a hash function on the object ID (or other

information) to determine the message category.

[0108] Message catégorization advantageoﬁsly allows the routing network 110 to
decide which nodes get which messages. However, message categorization does not
ensuré that clients 712 have access to the messages they heed. Assume a client 712
connects to a node of type 1 and the client 712 wants to receive messages of category 3.
If there is a simple one-to-one mapping of message categories to node types, nodes of

| type 1 will never receive messages of category 3, and neither will the client 712. To
ensure that clients have access to the messages they need, the embodiment shown in FIG.
9 uses client proxies to allow clients 712 to communicate with multiple nodes of different
types. As shown in FIG. 9, the clients 712 connect to a client proxy 740 instead of the
nodes 726. Each client proxy 740 is connected to at least one node of each type. For
example, as shown in FIG. 9, the client proxy 740 connects to a node of type 1 726 and a

node of type 2 726.

[0109] There are at least two ways to implement the embodiment that uses client

proxies to ensure that clients connect to multiple nodes of different types. The
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implementations vary primarily in where the client registration information is stored. In
the first variation, client registration information is stored at the nodes, and the client
proxy is adapted to simply pass update messages and registration information among the
clients and nodes. In the second variation, the client proxy 740 is responsible for keeping

track of client registrations.

[0110] FIG. 9 illustrates the variation where the nodes store the client registration

- information, and the client proxy 740 is adapted to pass messages and registration
information among the clients and nodes. When a client sends registration information to
the client proxy 740, the client proxy passes it to the appropriate node or nodes. In one
embodiment, the client proxy 740 sends client registration information to at least one
node of every type, and the nodes ignore irrelevant registration information (e.g.,
registrations for messages of categories not handled by the node). In another
embodiment, the client proxy 740 itself analyzes the registrations, and passes only
registrations relevant. for a given node type to a node of that type. In a third embodiment,
the client contains functionality for determining which node types handle which
registration requests, and the client tells the proxy 740 to which node types to pass the

registration information.

[0111] The client proxy 740 preferably stores an identifier of its connection to each
client 712, such as a pointer to the socket for the client connection, and sends this
identifier to the nodes along with the registration information. Each node 726, in turn,
main£ains a registry 732 storing the relevant registration information it receives from the
client proxy 740. Preferably, at most one node of eaéh type will contain registration

- information for a given client for messages of a category mapped to the node type. In
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addition, a node preferably does not store registration information for messages of

categories not mapped to its node type.

[0112]  The registry 732 for each node 726 preferably indicates the object IDs
registered by the clients, the client proxy 740 to which the client is connected (e.g., a
pointer to the socket at the node to which the client proxy is connected), and the identifier
indicating the client’s connection to the client proxy (e.g., the pointer to the socket at the
client proxy to which the client is connected). When the node 726 receives an update
message, it uses the registry‘to identify the clients to which it should forward the
message, the client proxies to which the clients are connected, and the specific
connections between the client proxies and the clients. The node routes the update_
message to the identified client proxies and includes the identifier (e.g., the pointer to the
client socket) telling the client proxy where to send the update message. When the client
proxy 740 receives the update message, it uses the identifier to send the message to the

client or clients.

[0113] In one embodiment, the node registry‘ 732 contains, for each object ID, a list
with one entry for each client registered for that ID. Each entry contains a (name of
client proxy, name of client) pair where each “namé” is a socket identifier or some other
- information for identifying how to route the message to the named entity. In another
embodiment, the registry 732 is adapted to more efficiently handle the case where
multiple glients at a given client proxy are registered for the same object ID by placing a
list of clients registered for the object ID in each entry. Thus, each entry in the list for a
given object ID contains a (name of client proxy, list of names of clients on that proxy)

pair. When a message having a particular object ID arrives at the node, the node walks
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down the corresponding entries in the registry for that ID, pushing one copy of the
message to each listed client proxy. Along with the message, the node includes the list of
clients on that proxy (e.g., a list of pointers to sockets for the clients) who have registered
for the object ID. When the client proxy receives the message and .the list, it simply

pushes a copy of the message to each client.

[0114] The approach using the pass-through client proxy 740 described above is
advantageous because it reduces memory loads because the client proxy stores only
minimal state, and each node has a restricted list of object IDs for which it is responsible.
It also expedites rhessage routing because the qlient proxy does very little processing to
forward a message. Plus, this approach separates different potential stress points in the
network into different components, allowing the network to be tuned to provide good
performance. In particular, the nodes handle a large amount of data and store a large
amount of state, but do not have to hold open a large number of connections. The client
proxies do not store a large amount of data or state, but hold open a large number of
connections to the clients. In different embodiments, the ratios of nodes to client proxies

can be varied to match the network to its requirements.

[0115] In the second variation of client proxies, the client proxy 740 stores client
registration information. FIG. 11 illustrates a high-level diagram of the routing network
110 in which the client proxy 740 stores the client registration information. In this
embodiment, the node registry 732 stores the object IDs registered by client proxies 740
connected to the node. Each client proxy 740 preferably maintains a client proxy registry
736 containing the object IDs registered by clients 712 connected to the cliént proxy 740.

The client proxy 740 registers with the nodes for all objects for which it needs to receive
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updates. Thus, this variation is similar to the hierarchical registry embodiment described

above.

[0116]  An alternative to maintaining a separate client proxy as described above is to
- have the nodes themselves provide the client proxy functionality. In this alternative,
clients connect to a node of a first type. When a client registers for messagés ofa
category not handled by the node, the node passes the registration to a node of the
appropriate type along with an identifier of the client connection. In this case, the node
connected to the client adopts the functionality of the pass-through client proxy. The
node can also adopt the functionality of the client proxy that stores client registration

information, thereby creating a hierarchy of registrations among the nodes themselves.

[01 17].  FIG. 12 is a high-level block diagram of the routing network 110 of the
embodiment in which the nodes themselves adopt client proxy functionality. There are at
least two ways to implement this embodiment. In one implementation there is a preferred
node ?ype, such as node of type 3, that always serves as a client proxy. This node type
may be designated to handle the most common categories of messages. As a result, the

| client proxy functionality would be utilized very rarely. As shown in FIG. 12, client 1
712 and client 2 712 are connected to the node of type 3 726, which in turn is connected

to a node of type 1 726 and a node of type 2 726.

[0118] In another'implementétion, instead of having one preferred node type that
alWays serves as a client proxy, each node type can serve as a node and as a client pIoxy.
For example, when a client 712 connects to a node 726, it passes the node all of the

object IDs the client wishes to register. For object IDs of message categories handled by
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that node, the node st6res the registrations in its registry. For object IDs of messages in
other categories, the node acts as a client proxy and passes the registration requests to
nodes of the appropriate types. This implementation can be made more efficient by
providing functionality in the activation module for identifying the most common
categories of messages sought by the client, and causing the client to connect to a node of-

a type that receives those categories of messages.

[0119] An alternative to connecting clients 712 to nodes 726 using a client proxy 740
is having a client 712 maintain multiple connections to the routing network 110. This can
be accomplished, for example, by attaching message-categorization functionality to the
activation module 124. The activation module 124 preferably determines which
categories of messages i£ needs and to which nodes types it should connect. The
activation module 124 then makes a connection to one node of each relevant type and

registers the appropriate object IDs with the appropriate nodes.

[0120] An alternative to using client proxies is to allow clients to register for only
categories of messages handled by one type of node. Fpr example, if each node type
handles messages frqm only one input source, each client 712 can be required to register
for messages from only one input source. This can be done, for example, by configuring
the load balancer 718 to ensure that clients registering for messages from one input

source connect to a node of the type that receives messages from that input source.

[0121] FIG. 10 is a flow chart illustrating steps performed by a gateway 724, a node
726 that stores client registration information, and a pass-through client proxy 740 to

perform object-based routing of a message received from an input source 710. Initially,
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the gateway 724 receives 1010 the message from an input source 710. The gateway 724
determines 1020 to which category the message -belongs using one or more of the
techniques described above. After the gateway 724 has determined to which category the
message belongs, the gateway 724 identifies 1030 node types to which the message
category is mapped and routes 1040 the message to the nodes of those types. Each node
726 that receives the message extracts 1050 the object ID from the message. Each node
726 examines its registry 732 to determine which clients have registered for the message,
the client proxies to which the clients are connected, and the connections between the
client proxies and the clients. Each node 726 theq forwards 1060 the message to the
identified client proxies 740 along with the identifiers for the client connections (e.g., the
client socket or a list of client sockets). When a client proxy 740 receives the message

from a node 726, it pushes 1070 the message to the identified client socket or sockets.

[0122]  The above description is included to illustrate the operation of the preferred
embodiments and is not meant to limit the scope of the invention. . The scope of the
invention is to be limited only- by the following claims. From the above discussion, many
variations will be apparent to one skilled in the relevant art that would yet be

encompassed by the spirit and scope of the invention.
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CLAIMS

1 1. A method for dynamically updating a property of a live object at remote

2 clients, comprising:

3 receiving a first message from a remote input source, the first message

4 identifying the live object and containing data for updating a property

5 of the live object; |

6 identifying nodes that have registered for updates to the live object, wherein

7 the nodes are distributed on a network;

8 routing the first message via the network to the registered nodes;

9 identifying remote clients that have registered for updates to the live object,
10 wherein the remote clients are distributed on the network; and -
11 routing a second message via the network from the nodes to the registered
12 clients, the second message identifying thé live object and containing
13 the data for updating the property of the live object;
14 wherein the registered clients are adapted to process the data to cause the
15 update to the property of the live object.

2. The method of claim 1, wherein the live object is identified by an object

2 ID.

1 3. The method of claim 1, further comprising: 7

2 receiving a registration request from a node, the registration request

3 identifying the live object with an object ID.

1 4, The method of claim 1, further comprising:

2 receiving a registration request from a client, the registration request

3 identifying the live object with an object ID. |
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5. The method of claim 1, further comprising:

|

2 receiving a request from a client for an activation module, the activation

3 module adapted to identify any live objects at the client; and

4 providing the activation module to the client.

1 6. The method of claim 1, further comprising:

2 receiving, by a node, a registration request registering for updates to

3 properties of live objects at the client.

1 7. The method of claim 1, further comprising;:

2 processing the first message from a first format to a second format to produce
3 the second message.

1 8. The method of claim 1, wherein the first message and the second message

2 are identical.

9. A dynamic content rduting network for enabling updating'of a property of

P

a live object at a client coupled to the network, comprising:

a gateway for receiving a message from a remote input source, the message
identifyiﬁg the live object and containing data for updating a property
of the live object, for maintaining a registry of nodes coupled to the
gateway that have registered to receive updates to properties of the live
object, and for routing the message to the registered nodes; and |

a node in communication with the gateway, for receiving the message from

O o NN R W W

the gateway, for maintaining a registry of remote clients coupled to the

[S—
<

network that have registered to receive updates to properties of the live

—
[S—

object, and for routing the message to the registered clients.

1 10.  The routing network of claim 9, wherein the node is further adapted to
2 receive a registration request from a client, the registration reque‘st identifying the live

3 object with an object ID, to update the node’s registry in response to the registration
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4  request, and to send a corresponding registration request to the gateway if the node is not

registered for the object ID.

1. 11.  The routing network of claim 9, wherein the node is further adapted to
2 receive a deregistration request from a client, the deregistration request identifying the
3 live object with an object ID, and to send a corresponding deregistration request to the
4  gateway if no other clients connected to the node are registered for the 6bject ID.
1 12.  The routing network of claim 9, wherein the registry maintained by the
2 node comprises:
3 a data structure identifying live objects for which clients have registered, and
4 an address of each registered client.
1 13.  The routing network of claim 9, wherein the registry maintained by the
2 gateway comprises: ' |
3 a data structure identifying live objects for which nodes have registered, and
4 an address of each registered node.
1 14. A dynamic content routing network for enabling updating properties of
2 live objects at a client coupled to the network, comprising:
3 a gateway for receiving messages from a remote input source, the messages
4 identifying the live objects and containing data for updating properties
5 of the live objects, for identifying categories of the messages, for
6 determining node types to which the message categories map, and for
7 routing the messages responsive to the mappings; and
8 a plurality of nodes, each node assigned to at least one node type, the nodes in
. 9 communication with the gateway and adapted to receive messages of
10 categories mapped to the nodes’ types, the nodes for maintaining a
11 registry of clients coupled to the network that have registered to
12 receive updates to properties of the live objects, and for routing the
13 messages to the registered clients.
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15.  The routing network of claim 14, wherein a node includes client identifiers
with the messages routed to the clients, the network further comprising:
a client proxy in communication with a node of each type, for receiving the

messages routed by the nodes and the client identifiers and for using

wm AW N

the client identifiers to route the messages to the registered clients.

16.  The routing network of claim 14, wherein the registry maintained by a
node comprises:
a data structure identifying clients that have registered for live objects, client
proxy identifiers identifying the client proxies to which the clients are

connected, and client identifiers identifying connections between the

A L AW -

client proxies and clients.

17.  The routing network of claim 14, wherein the registry maintained by the
node comprises:
a data structure identifying clients that have registered for live objects, client
proxy identifiers identifying the client proxies to which the clients are

connected, and a list of client identifiers identifying connections

AN B W N e

‘between the clients and client proxies.

18.  The routing network of claim 15, wherein the client proxy is further

[S—y

2 adapted to receive a registration request for update messages for a live object from a

3 client and to route the registration request to a node.

1 19.  The routing network of claim 18, wherein the client proxy routes the

2 registration request to at least one node of each type.

1 20. The routing network of claim 18, wherein the client proxy routes the

2 registration request to a node of a type to which the update message category is mapped.
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21. A dynamic content routing network for enabling updating properties of
live objects at a client coupled to the network, comprising:

a gateway for receiving messages from a remote input source, the messages
identifying the live objects and containing data for updating properties
of the live objects, for identifying categories of the messages, for
determining node types to which the message categories map, and for
routing the messages responsive to the mappings; and

a plurality of nodes, each node assigned to at least one node type, the nodes in

O 00 N O i AW N -

communication with the gateway and adapted to receive messages of

[S=
(=)

categories mapped to the nodes’ types, the nodes for determining a

fum—y
U

client proxy that is registered to receive updates to properties of the

[y
[\

live object, and for routing the message to the registered client proxy.

22.  The routing network of claim 21, wherein the registry maintained by the
client proxy comprises:

a data structure identifying live objects for which clients have registered, and

HOW t\)"»—-

an address of each registered client.

23. A method for dynamically updating properties of live objects at remote
clients, the method comprising the steps:
receiving a message from a remote input source, the message identifying a
live object and containing data for updating a property of the live
object;
identifying a category of the message;
identifying a'‘mapping to a node type for the identified category of the

message; and

O 00 3 N i B W N

routing the message via the network to a node of the identified node type;

[
o

wherein the node is adapted to identify clients that have registered for updates

(S
[

to properties of the live object and to route the message to those

[E—
[\

clients, and wherein the clients are adapted to process the message to

ot
(93]

cause the update to the property of the live object.
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1 24.  The method of claim 23, wherein the step of identifying a category of the
2 message comprises the step of:

3 looking up the message in a lookup table.

1 25.  The method of claim 23, wherein the step of identifying a category of the
2 message comprises the step of: '

3 applying a hash function to an ID of the live object to generate the category.
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ASYNCHRONOUS MESSAGING USING A NODE SPECIALIZATION
ARCHITECTURE IN THE DYNAMIC ROUTING NETWORK

ABSTRACT OF THE DISCLOSURE

[0123] A network routes update messages containing updates to properties of live
objects from input sources to clients having the objects. When the clients receive live
objects, the clients identify the object IDs associated with the objects and register the
object IDs with the routing network. The routing network is adapted to selectively send
update messages to nodes in tfle network an(i the nodes forward the messages to the
clients. One implementation uses a hierarchy of registries to indicate which nodes and
clients receive which update messages. Another implementation assigns update
messages to one or more of N categories and nodes to one or more of M types, and the

: gateWays maintain mapping between categories and types. To ensure that clients receive
all of the update messages for which they register, the clients connect to client proxies

that in turn connect to at least one node of each type.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450
£

www.uspto.gov

| APPLICATION NUMBER | FILING OR 371 (c) DATE |  FrsTNAMED APPLICANT |  ATTORNEY DOCKET NUMBER |
11/396,251 03/30/2006 Timothy Tuttle 022193-090614US
CONFIRMATION NO. 1129
20350 FORMALITIES
TOWNSEND AND TOWNSEND AND CREW, LLP LETTER

TWO EMBARCADERO CENTER
EIGHTH FLOOR
SAN FRANCISCO, CA 94111-3834

Date Mailed: 04/25/2006

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

o The statutory basic filing fee is missing.
Applicant must submit $ 300 to complete the basic filing fee for a non-small entity. If appropriate, applicant

may make a written assertion of entitlement to small entity status and pay the small entity filing fee (37
CFR 1.27).

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

¢ Additional claim fees of $650 as a non-small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.
e To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or

declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing items
identified in this letter.

SUMMARY OF FEES DUE:
Total additional fee(s) required for this application is $1780 for a Large Entity

¢ $300 Statutory basic filing fee.
e $130 Surcharge.

e The application search fee has not been paid. Applicant must submit $500 to complete the search fee.
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¢ The application examination fee has not been paid. Applicant must submit $200 to complete the
examination fee for a large entity

o Total additional claim fee(s) for this application is $650

= $400 for 2 independent claims over 3.
s $250 for 5 total claims over 20.

Replies should be mailed to:  Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

&3
Office of Initial Patent Examination (571) 272-4000, or 1-800-PT0-9199, or 1-800-972-6382
PART 3 - OFFICE COPY
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I hereby certify that this correspondence is being filed via PATENT
EFS-Web with the United States Patent a:lld?Trajd%n)%fﬁce Docket No.: 022193-090614US

on Cf o /7/ 7

TOWNSEND and TOWNSEND and CREW LLP

/ J
By:____ A Ud Al / ”L/)/t"L/éﬁ—L“//
77X

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 1129

Timothy Tuttle, et al. Examiner: Not known
Application No.: 11/396,251 Art Unit: Not known
Filed: March 30, 2006 COMMUNICATION

For: ASYNCHRONOUS MESSAGING
USING A NODE SPECIALIZATION
ARCHITECTURE IN THE DYNAMIC
ROUTING NETWORK

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

This Communication is in response to the Notice to File Missing Parts of
Nonprovisional Application mailed April 25, 2006 for the above-captioned matter.

The Commissioner is hereby authorized to charge the summary of fees

listed below to Deposit Account No. 20-1430:

1. Statutory basic filing fee $ 300.00
2. Additional claims fee 650.00
3. Surcharge for late filing 130.00
4. Search Fee 500.00
5. Examination Fee 200.00
6. One month cxtension fee 120.00

Total $1900.00
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Timothy Tuttle, et al. PATENT
Application No.:
Page 2

CONCLUSION
Also attached is a copy of the Notice to File Missing Parts of

Nonprovisional Application. In view of the foregoing, Applicants have provided all
missing fees.

The Commisstoner is hereby authorized to charge any additional fees due
or credit any overpayments associated with this matter to Deposit Account 20-1430.

If the Examiner believes a telephone conference would expedite

prosecution of this application, please telephone the undersigned at 858-350-6100.

Respectfully submitted,

Dl At

David A. Hall
Reg. No. 32,233

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: (858) 350-6100

Fax: (415) 576-0300

DAH:dah

60822954 v1
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filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

¢ The statutory basic filing fee is missing.
Applicant must submit § 300 to complete the basic filing fee for a non-small entity. If appropriate, applicant
may make a written assertion of entitlement to small entity status and pay the small entity filing fee (37
CFR 1.27).

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

« Additional claim fees of $650 as a non-small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

e To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or ocath or
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing items
identified in this letter.

SUMMARY OF FEES DUE:
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¢ The application examination fee has not been paid. Applicant must submit $200 to complete the
examination fee for a large entity

e Total additional claim fee(s) for this application is $650

» $400 for 2 independent claims over 3.
a $250 for 5 total claims over 20.

Replies should be mailed to: ~ Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

Dp

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199, or 1-800-972-6382
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similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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1 herchy certify that (his correspondence is being filed via PATENT
EFS-Web with the United States Patent and Tra flice . Docket No.: 022193-090614US

and TOWNSEND and C Lee

4 . , /
Ylarrl ,Vw%l,,
N .

By: —
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application of: Confirmation No.: 1129
Timothy Tuttle, et al. Exuminer: Not known
Application No.: 11/396,251 Art Unit: Not known
Filed: March 30, 2006 COMMUNICATION

For. ASYNCHRONOUS MESSAGING
USING A NODE SPECIALIZATION
ARCHITECTURE IN THE DYNAMIC
ROUTING NETWORK

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

o This Communication is in response to the Notice to File Missing Parts of
Nonprovisional Application mailed April 25, 2006 for the above-captioned matter.

The Commissioner is hereby authorized to charge the summary of fees
listed below to Deposit Account No. 20-1430:

1. Statutory basic filing fee $ 300.00
2. Additional claims fee 650.00
3. Surcharge for late filing 130.00
4, Search Fee 500.00
5. Examination Fee 200.00
6. One month cxtension fee 120.00

Total $1900.00
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Timothy Tuttle, et al. PATENT
Application No.:
Page 2

CONCLUSION
Also attached is a copy of the Notice to File Missing Parts of

Nonprovisional Application. In view of the foregoing, Applicants have provided all

missing fees.

The Commissioner is hereby authorized to charge any additional fees due
or credit any overpayments associated with this matter to Deposit Account 20-1430.

If the Examiner believes a telephone conference would expedite

prosecution of this application, please telephone the undersigned at 858-350-6100.

Respectfully submitted,

Dl At

David A. Hall
Reg. No. 32,233

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: (858) 350-6100

Fax: (415) 576-0300
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNFTED STATES DEPARTMENT OF COMMERCE

= s Viginie 22313-1450
|  apPucaTONNUMBER |  FILINGOR371()DATE |  FIRSTNAMEDAPPLICANT |  ATTORNEY DOCKET NUMBER |
11/396,251 03/30/2006 Timothy Tuttle 022193-090614US

CONFIRMATION NO. 1129

20350 FORMALITIES

TOWNSEND AND TOWNSEND AND CREW, LLP LETTER

TWO EMBARCADERO CENTER

EIGHTH FLOOR

SAN FRANCISCO, CA 94111-3834

Date Mailed: 04/25/2006

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Requi \' ndonment:
An application humber and filing date have been accorded to this application. The item(s) Indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all

required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

¢ The statutory basic filing fee is missing.
Applicant must submit $ 300 to complete the basic filing fee for a non-small entity. If appropriate, applicant
may make a written assertion of entitlement to small entily status and pay the small entity filing fee (37
CFR 1.27).

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

» Additional claim fees of $650 as a non-small entity, including any required muitiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

e To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $130 for a non-small entity, must be submitted with the missing items
identified in this letter.

SUM F :
Total additional fee(s) required for this application is $1780 for a Large Entity

¢ $300 Statutory basic filing fee.
e $130 Surcharge.

¢ The application search fee has not been paid. Applicant must submit $500 to complete the search fee.
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o The application examination fee has not been paid. Applicant must submit $200 to complete the
examination fee for a large entity

+ Total additional claim fee(s) for this application is $650

= $400 for 2 independent claims over 3.
a $250 for 5 total claims over 20.

Replies should be mailed to: ~ Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.

Dp

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199, or 1-800-972-6382
PART 2 - COPY TO BE RETURNED WITH RESPONSE
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1 hereby certify that this correspondence is being filed via PATENT
EFS-Web with Iig/téi Siﬁﬁatent and Trademark Office Attorney Docket No.: 022193-090614US

on ~

TOWNSENR and TOWNSEND and CREW LLP
" . s
By: (7,6 LZZU 0 /‘f aMd

[

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.

Timothy Tuttle, et al. Examiner:
Application No.: 11/396,251 Technology Center/Art Unit:
Filed: March 30, 2006 PRELIMINARY AMENDMENT

For: ASYNCHRONOUS MESSAGING
USING A NODE SPECIALIZATION
ARCHITECTURE IN THE DYNAMIC
ROUTING NETWORK

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
Prior to examination of the above-referenced application, please enter the

following amendments and remarks:

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims which begins on page 3 of this
paper.

Amendments to the Drawings begin on page 10 of this paper and include both an attached
replacement sheet and an annotated sheet showing changes.

Remarks/Arguments begin on page 11 of this paper.

An Appendix including amended drawing figures is attached following page 11 of this paper.
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Appl. No. 11/396,251 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

Amendments to the Specification:

Please replace paragraph [0001] with the following amended paragraph, in which added text is
indicated by underlining, and deleted text is indicated by strikethreugh, and changes are
identified by a vertical bar in the margin:

[0001] This application is a continuation of U.S. Application No. 10/105,018 filed March 21,
2002 (now U.S. Patent No. 7,051,070), which is a continuation-in-part of U.S. application Ser.
No. 10/017,182 filed Dec. 14, 2001, which claims the benefit of U.S. Provisional Application
No. 60/256,613, filed Dec. 18, 2000, U.S. Provisional Application No. 60/276,847, filed Mar. 16,
2001, U.S. Provisional Application No. 60/278,303, filed Mar. 21, 2001, U.S. Provisional
Application No. 60/279,608, filed Mar. 28, 2001, and U.S. Provisional Application No.
60/280,627, filed Mar. 29, 2001, all of which are hereby incorporated by reference herein.
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Appl. No. 11/396,251 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in this application.
Added text is indicated by underlining, and deleted text is indicated by strikethrough. Changes
are identified by a vertical bar in the margin.

Listing of Claims:

1-25. (canceled).

1 26. (new) A method for providing dynamic content over a network, the
2 method comprising:
3 receiving an update message from an input source, the update message identifying
4  alive object and containing data for updating a property of the live object;
5 identifying a category of the update message;
6 identifying a mapping of the category to a node type;
7 routing the update message to a node having the mapped node type;
8 determining a client that has registered for updates of the live object and routing
9 the data to the client, wherein the client is adapted to process the update data and update the
10 property of the live object.
1 27. (new) The method of claim 26, wherein determining a client and routing

2 the data to the client are performed at the node.

1 28. (new) The method of claim 26, wherein determining a client comprises

2 extracting an object ID from the update message and determining a connection to the client.

1 29.  (new) The method of claim 28, wherein determining a connection
2 comprises determining at least one client proxy with which the client communicates and routing

3 the data to the client proxy, and then routing the data from the client proxy to the client.

1 30. (new) The method of claim 29, wherein client registration information

2 concerning the client connection is maintained at the node.

Page 3 of 11
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Appl. No. 11/347,802 : PATENT
Amdt, dated August 30, 2006
Preliminary Amendment

1 31. (new) The method of claim 29, wherein client registration information

2 concerning the client connection is maintained at the client proxy.

1 32. (new) The method of claim 28, wherein:
routing the update message comprises routing the update message to a proxy node
comprising a node that is adapted to receive messages of more than one message category; and
determining a connection comprises determining at least one corresponding node

having a node type that is mapped to the message category, with which the registered client

AN W R W DN

communicates, and routing the data to the corresponding node.

—

33.  (new) A routing network for enabling dynamic updating of a property of a
live object at a client coupled to the network, the routing network comprising:

a gateway that receives an update message from an input source, the update
message identifying a live object and containing data for updating a property of the live object,
wherein the gateway identifies a category of the update message, identifies a mapping of the
category to a node type, and routes the update message in accordance with the identified
mapping; and

routing means for determining a client that has registered for updates of the live

object and routing the data from a node that has received the routed update message to the

—

registered client, wherein the registered client is adapted to process the data and update the

— O DO 0 N N N W

—

property of the live object.

1 34.  (new) The routing network of claim 33, wherein the routing means
2 extracts an object ID from the update message and determines a connection to the registered

3 client for routing the data to the registered client.

1 35. (new) The routing network of claim 34, wherein the routing means
2 determines a connection by determining at least one client proxy with which the registered client

3 communicates, and then routing the data to the client proxy.

Page 4 of 11
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Appl. No. 11/347,802 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

1 ~ 36. (new) The routing network of claim 35, wherein client registration

2 information concerning the client connection is maintained at the node.

1 37.  (new) The routing network of claim 35, wherein client registration

2 information concerning the client connection is maintained at the client proxy.

1 38. (new) The routing network of claim 33, wherein:

the gateway routs the update message by routing the update message to a proxy
node comprising a node that is adapted to receive messages of more than one message category;
and

the routing means determines at least one corresponding node that has a node type

mapped to the message category and with which the registered client communicates, and then

N N 0 RN

routing the data to the corresponding node.

p—

39.  (new) A computer method for providing dynamic content over a network,
the method comprising:

providing a data representation to a client device coupled to the network, wherein
the data representation includes at least one live object that is recognized by the client device,
and wherein the client responds to the live object of the data representation by determining an
object ID of the live object to register for updates of the live object with a routing network, such
that registering the client with the routing network provides client connection information to the
routing network;

sending an update message to the routing network, wherein the update message

—
— O O X N W N

identifies the live object and contains update data that updates a property of the live object such

[y

that the routing network has sufficient information to identify the client device as a registered

—_
[\

device and send a routed message containing the update data to the client device, such that the

—
(98]

client device processes the routed message upon receipt to update the property of the live object

—_—
PN

at the client device.

Page 5 of 11
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Appl. No. 11/347,802 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

1 40. (new) The method of claim 39, wherein the live object of the data

2  representation causes the client device to register with a client proxy of the network.

1 41, (new) The method of claim 39, wherein the live object of the data

2 representation causes the client device to register with a node of the network.

1 _ 42.  (new) The method of claim 39, wherein the received data representation
2 includes an activation module that is executed by the client device and is adapted to register the

3 live object with the routing network.

1 43, (new) The method of claim 42, wherein the activation module determines
2 anode type that handles registration and causes the client device to register with a node of the

3 determined registration node type.

1 44, (new) The method of claim 42, wherein the activation module determines
2  amessage category of the data representation and causes the client device to register with a node

3 having a node type corresponding to the message category.

1 45. (new) An apparatus for providing dynamic content over a network, the
2 apparatus comprising:
3 a content provider that provides a data representation to a client device coupled to
4  the network, wherein the data representation includes at least one live object that is recognized
5 by the client device, and wherein the client responds to the live object of the data representation
6 by determining an object ID of the live object to register for updates of the live object with a
7  routing network, such that registering the client with the routing network provides client
8  connection information to the routing network;
9 an information provider that sends an update message to the routing network,
10  wherein the update message identifies the live object and contains update data that updates a
11 property of the live object such that the routing network has sufficient information to identify the
12 client device as a registered device and send a routed message containing the update data to the

Page 6 of 11
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Appl. No. 11/347,802 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

13 client device, such that the client device processes the routed message upon receipt to update the

14  property of the live object at the client device.

1 46.  (new) The apparatus of claim 45, wherein the live object of the data

2  representation causes the client device to register with a client proxy of the network.

1 47, (new) The apparatus of claim 45, wherein the live object of the data

2  representation causes the client device to register with a node of the network.

1 48. (new) The apparatus of claim 45, wherein the received data
2 representation includes an activation module that is executed by the client device and is adapted

3 to register the live object with the routing network.

1 49,  (new) The apparatus of claim 48, wherein the activation module
2 determines a node type that handles registration and causes the client device to register with a

3 node of the determined registration node type.

1 50.  (new) The apparatus of claim 48, wherein the activation module
2 determines a message category of the data representation and causes the client device to register

3 with a node having a node type corresponding to the message category.

oy

51.  (new) A computer-readable medium having computer code embodied
therein for providing dynamic content over a network, the computer program code configured to
cause a computing device to perform operations comprising:

providing a data representation to a client device coupled to the network, wherein
the data representation includes at least one live object that is recognized by the client device,
and wherein the client responds to the live object of the data representation by determining an
object ID of the live object to register for updates of the live object with a routing network, such

that registering the client with the routing network provides client connection information to the

O 0 1 &N W W

routing network;
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Appl. No. 11/396,251 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

sending an update message to the routing network, wherein the update message
identifies the live object and contains update data that updates a property of the live object such
that the routing network has sufficient information to identify the client device as a registered
device and send a routed message containing the update data to the client device, such that the
client device processes the routed message upon receipt to update the property of the live object

at the client device.

52. (new) The computer-readable medium of claim 51, wherein the live
object of the data representation causes the client device to register with a client proxy of the

network.

53. (new) The computer-readable medium of claim 51, wherein the live

object of the data representation causes the client device to register with a node of the network.

54.  (new) The computer-readable medium of claim 51, wherein the received
data representation includes an activation module that is executed by the client device and is

adapted to register the live object with the routing network.

55. (new) The computer-readable medium of claim 54, wherein the activation
module determines a node type that handles registration and causes the client device to register

with a node of the determined registration node type.

56. (new) The computer-readable medium of claim 54, wherein the activation
module determines a message category of the data representation and causes the client device to

register with a node having a node type corresponding to the message category.

57. (new) A device for providing dynamic content over a network, the device
comprising:

logic configured to provide a data representation to a client device coupled to the
network, wherein the data representation includes at least one live object that is recognized by

the client device, and wherein the client responds to the live object of the data representation by
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Appl. No. 11/396,251 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

determining an object ID of the live object to register for updates of the live object with a routing

network, such that registering the client with the routing network provides client connection

6

7

8  information to the routing network;
9 logic configured to provide an update message to the routing network, wherein

0 the update message identifies the live object and contains update data that updates a property of
1 the live object such that the routing network has sufficient information to identify the client

12 device as a registered device and send a routed message containing the update data to the client
13 device, such that the client device processes the routed message upon receipt to update the

14  property of the live object at the client device.

1 58. (new) The device of claim 57, wherein the live object of the data

2 representation causes the client device to register with a client proxy of the network.

1 59. (new) The device of claim 57, wherein the live object of the data

2 representation causes the client device to register with a node of the network.

1 60. (new) The device of claim 57, wherein the received data representation
2 includes an activation module that is executed by the client device and is adapted to register the

3 live object with the routing network.

1 6l. (new) The device of claim 60, wherein the activation module determines
2 anode type that handles registration and causes the client device to register with a node of the

3 determined registration node type.

1 62. (new) The device of claim 60, wherein the activation module determines
2  amessage category of the data representation and causes the client device to register with a node

3 having a node type corresponding to the message category.
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~ Appl. No. 11/396,251 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

Amendments to the Drawings:

The attached drawing sheet includes changes to Fig. 7. This sheet replaces the original drawing
sheet for Fig. 7 and comprises changing reference numeral "7224" to --722A--.

Attachment: Replacement Sheet
Annotated Sheet Showing Changes
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Appl. No. 11/396,251 PATENT
Amdt. dated August 30, 2006
Preliminary Amendment

REMARKS/ARGUMENTS
Entry of this Preliminary Amendment is requested prior to a first Office Action in

this Continuation application. New claims 26-62 have been added to the application. Original
claims 1-25 have been canceled. Claims 26-62 are pending after entry of this preliminary
amendment. No new matter has been added.

Drawing corrections comprise a correction to "7224" in Figure 7 so it correctly

reads --722A--.

CONCLUSION
In view of the foregoing, Applicants believe all claims now pending in this

Application are in condition for allowance. The issuance of a formal Notice of Allowance at an
early date is respectfully requested.
If the Examiner believes a telephone conference would expedite prosecution of

this application, please telephone the undersigned at 858-350-6100.

Respectfully submitted,

Dnudd

David A. Hall
Reg. No. 32,233

TOWNSEND and TOWNSEND and CREW LLP
Two Embarcadero Center, Eighth Floor

San Francisco, California 94111-3834

Tel: 858-350-6100

Fax: 415-576-0300

Attachments

DAH:dah
60855839 v3
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I8 ~
O lluind Vo 1t i

Qped or printed name Lillian M. Montano

Date g*éﬁ’ab j

60858875 v1
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PTO/SB/BO0 (01-08)

- Approved for use through 12/31/2008, OMB 0651-0036

U.S, Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

. Underthe Paperwark Reduction Act of 1995, no persons are required 1o respond o a collection of information unless K displays & vaid OMB contro) number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all prevlous powers of attorney glven in the application Identified In the attached statement under
37 CFR3,73(b),

| hereby appoint:

Practitioners associated with the Customer Number;

OR
I:I Practitioner{s) named below (if more than ten patent praciitioners are to bs named, then a customer number musi be used):

26111

Registration | Name | Reglstration

Name Number _ ‘ _ Number

as atlomey(s) or ageni(s) to represent the undersigned befors the United Siates Patent and Trademark Office (USPTO) In connectipn with
any and all patent applicatlons assigned only to the undersigned according to the USPTO asslgnment records or assignment documents
atlached to this form In accordance with 37 CFR 3. 73(b)

Please change the correspondenoe address for the appllcallon identified In the attached statement under 37 CFR 3,73(b) fo:

The address associated with Customer Number;

26111
OrR
D Firm or
Individual Name
Address
Clty State Zip
Country Telephone Emall

Assignee Name and Address:

Shaw Parsing LLC
2215-B Renaissance Drive, Suite 5
Las Vegas, NV 89119

A copy of this form, together with a statement under 37 GFR 3,73(b) (Form PTO/SB/96 or equivalent) is required to be
filed in each application In which this form Is used. The statement under 37 CFR 3,73(b) may be completed by one of
the practitioners appointed In this form if the appointed practitioner Is authorized to act on hehalf of the assignee,

and must ldentify the appllcat[on ln which this Power of Attorney is 10 be filed,

SIGNATURE of Asslignee of Record

The individual whose signature and title is supplied below is authorized to act on behalf of the assignee

T Dot 241 MAyy 2607
Nam Ilia Cefielo———— &~ Telephone "
Title, | ized Person for Shaw Parsing LLC

et : _
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PTO/SB/96 (04-07)

Approved for use through 09/30/2007. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b) 2222.775000E
Applicant/Patent Owner: __Timothy TUTTLE et al.
Application No./Patent No.: 11/396,251 Filed/Issue Date: March 20, 2006

Entitled: Asynchronous Messaging Using a Node Specialization Architecture in the Dynamic
Routing Network

Shaw Parsing LL.C ,a Limited Liability Company
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, govemment agency, etc.)

states that it is:
1. the assignee of the entire right, title, and interest; or

2. [:l an assignee of less than the entire right, title and interest
(The extent (by percentage) of its ownership interestis ________ %)

in the patent application/patent identified above by virtue of either:
A.|:] An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded

in the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

OR
B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:
1. From: Timothy TUTTLE et al. To: Bang Networks, Inc.
The document was recorded in the United States Patent and Trademark Office at
Reel __019462 _, Frame 0914 , or for which a copy thereof is attached.
2. From:; Bang Networks, Inc. To: Shaw Parsing LL.C
The document was recorded in the United States Patent and Trademark Office at
Reel 019462 , Frame 0936 , or for which a copy thereof is attached.
3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

[ ] Additional documents in the chain of title are listed on a supplemental sheet.

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee
was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.
[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP

302.08]
The undersigned (wh itie is supplied below) is authorized to act on behalf of the assignee.
v ! —
Signai;re Date
Glenn J. Perry, Registration No. 28,458 202.371.2600
Printed or Typed Name Telephone Number

Authorized Person
Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time wilt vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 1906957

Application Number: 11396251

International Application Number:

Confirmation Number: 1129

Asynchronous messaging using a node specialization architecture in the

Title of Invention: . .
dynamic routing nhetwork

First Named Inventor/Applicant Name: Timothy Tuttle
Customer Number: 20350
Filer: Glenn J. Perry/Nihad Heto
Filer Authorized By: Glenn J. Perry
Attorney Docket Number: 022193-090614US
Receipt Date: 25-JUN-2007
Filing Date: 30-MAR-2006
Time Stamp: 15:59:46
Application Type: Utility

Payment information:

Submitted with Payment no

File Listing:

Document
Number

Multi Pages

Document Description File Name File Size(Bytes) Part /.zip| (if appl.)

2222775000Epoaandstatem

entunder373b.pdf 101533 yes 2
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Multipart Description/PDF files in .zip description
Document Description Start End
Power of Attorney 1 1
Assighee showing of ownership per 37 CFR 3.73(b). 2 2
Warnings:
Information:
Total Files Size (in bytes): 101533

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COWIE}SS£ONER FOR PATENTS
Virginia 22313-1450
www usptc 8oV

| T APPLICATION NUMBER | FILING OR 371 (c) DATE |  FIRSTNAMEDAPPLICANT |  ATTY.DOCKETNO/TITLE |
11/396,251 03/30/2006 Timothy Tuttle 022193-090614US
. CONFIRMATION NO. 1129
20350
0 OVNSEND AND CREW. LLp RN

TWO EMBARCADERO CENTER
EIGHTH FLOOR
SAN FRANCISCO, CA 94111-3834

Date Mailed: 06/29/2007

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/25/2007.

o The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

(
e, :
Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199
OFFICE COPY
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addresi: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

|  APPLICATION NUMBER | FILING OR 371 (¢) DATE |  FRSTNAMEDAPPLICANT | ATTY.DOCKETNO.TITLE |
11/396,251 ' 03/30/2006 Timothy Tuttle 022193-090614US

CONFIRMATION NO. 1129
26111 AN O 0 D A IO
STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C. !
1100 NEW YORK AVENUE, N.W. "0C000000024616286
WASHINGTON, DC 20005

Date Mailed: 06/29/2007

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/25/2007.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199
OFFICE COPY
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1 he}eby certify that this correspondence is being filed via . ' PATENT
FS-
SES-Web with e Ugitg) Sgigy Batent and Trademark Office Attorney Docket No.: 022193-090614US

TOWNSEN] @d Ti MS_Wd CREWLLP
(75 M;wa

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

- In re application of: Confirmation No.
Timothy Tuttle, et al. Examiner:
- Application No.: 11/396,25 1 ' Technology Center/Art Unit:
Filed: March 30, 2006 | PRELIMINARY AMENDMENT

For: ASYNCHRONOUS MESSAGING
USING A NODE SPECIALIZATION
ARCHITECTURE IN THE DYNAMIC
ROUTING NETWORK

Customer No.: 20350

Mail Stop Amendment
Commissioner for Patents
P.0O. Box 1450

Alexandria, VA 22313-1450

Sir: . :
Prior to examination of the above-referenced application, please enter the

following amendments and remarks:

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims which begins on page 3 of this
paper.

Amendments to the Drawmgs begin on page 10 of this paper and include both an attached
replacement sheet and an annotated sheet showing changes.

: Remarks/Arguments begin on’page 11 of this paper.

An Appendix mcludmg amended drawing figures is attached following page 11 of this paper

T 07/05/2007 HTEKLEHI 00000012 201430 11396251
—_o1L-FC: 1201—* - 200 00 M-
8% FCai202 600.00 DA -

Page 1 of 11
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov’

FILING or 371(0)

| APPLICATION NUMBER DATE GRP ART UNIT | FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS | IND CLAIMS
11/396,251 03/30/2006 2155 2580 022193-090614US 37 6
CONFIRMATION NO. 1129
26111 UPDATED FILING RECEIPT

STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.
1100 NEW YORK AVENUE, N.W.
WASHINGTON, DC20005

Date Mailed: 07/06/2007

Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING
DATE, NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees
transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please mail to the Commissioner for Patents
P.O. Box 1450 Alexandria Va 22313-1450. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections (if appropriate).

Applicant(s)

Timothy Tuttle, San Francisco, CA;

Karl E. Rumelhart, Palo Alto, CA;
Power of Attorney: The patent practitioners associated with Customer Number 26111
Domestic Priority data as claimed by applicant

This application is a CON of 10/105,018 03/21/2002 PAT 7,051,070
which is a CIP of 10/017,182 12/14/2001 PAT 7,043,525

which claims benefit of 60/278,303 03/21/2001

and claims benefit of 60/280,627 03/29/2001

and claims benefit of 60/279,608 03/28/2001

and claims benefit of 60/276,847 03/16/2001

and claims benefit of 60/256,613 12/18/2000

Foreign Applications

If Required, Foreign Filing License Granted: 04/25/2006

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is
US11/396,251

Projected Publication Date: 10/11/2007
Non-Publication Request: No

Early Publication Request: No
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Title

Asynchronous messaging using a node specialization architecture in the dynamic routing
network

Preliminary Class
709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-member country. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent” and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordance with its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http:/www.stopfakes.gov. Part of a Department of
Commerce initiative, this website includes self-help "toolkits" giving innovators guidance on how to protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
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thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
www.uspto.gov’

APPLICATION NUMBER FILING OR 371(c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO/TITLE

11/396,251 03/30/2006 Timothy Tuttle 2222.775000E

CONFIRMATION NO. 1129

26111

STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.
1100 NEW YORK AVENUE, N.W.

WASHINGTON, DC20005

Title: Asynchronous messaging using a node specialization architecture in the dynamic routing network

Publication No. US-2007-0239822-A1
Publication Date: 10/11/2007

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date
are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases
via the Internet at www.uspto.gov. The direct link to access the publication is currently
http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the
publication to applicant. A copy of the publication may be obtained from the Office upon payment
of the appropriate fee set forth in 37 CFR 1.19(a)(1). Orders for copies of patent application
publications are handled by the USPTO's Office of Public Records. The Office of Public Records
can be reached by telephone at (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759,
by mail addressed to the United States Patent and Trademark Office, Office of Public Records,
Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions
and the dates of receipt of correspondence filed in the Office, may also be accessed via the
Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of
the Patent Application Information and Retrieval (PAIR) system. The direct link to access this
status information is currently http://pair.uspto.gov/. Prior to publication, such status information is
confidential and may only be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling
the Patent Electronic Business Center at 1-866-217-9197.

Pre-Grant Publication Division, 703-605-4283
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DY ) Jorge A. Goldstein
S ®, David K.S. Cornwell
& Robert W. Esmond

Tray-Gene G. Durkin

Michele A. Cimbala
Michael B. Ray
Robert E. Sokohl
Eric K. Steffe
R Michael Q. Lee
SAOLAWY John M. Covert

Robert C. Millonig
Donald J. Featherstone
Timothy J. Shea, Jr
Michael V. Messinger
Judith U. Kim

Jeffrey T, Helvey

Eldora L. Ellison

Commissioner for Patents
PO Box 1450
Alexandria, VA 22313-1450

Re:

Sir:

Donald R. Banowit
Peter A. Jackman
Brian /. Del Buono
Mark Fox Evens
Vincent L. Capuano
Elizabeth ), Haanes
Michael D. Specht
Kevin W. McCabe
Glenn J. Perry
Edward W. Yee
Grant E. Reed
Virgil Lee Beaston
Theodore A. Wood
Joseph S, Ostroff
Jason D. Eisenberg
Tracy L. Muller

Jon E. Wright
LuAnne M. DeSantis

October 23, 2007

U.S. Utility Patent Application
Application No. 11/396,251; Filed: March 30, 2006
For:  Asynchronous Messaging Using a Node Specialization Architecture in

the Dynamic Routing Network

Inventors: Tuttle ef al.
Our Ref' 2222.775000E

Ann E. Summerfield
Helene C, Carlson
Cynthia M. Bouchez
Timothy A. Doyle
Gaby L. Longsworth
Lori A. Gordon
Laura A. Vogel
Bashir M.S. Ali
Shannon A, Carroll
Anbar F. Khal
Michelle K. Holoubek
Marsha A. Rose
Scott A, Schaller

Lei Zhou

W. Blake Coblenz
James J. Poh!

John T. Haran

Mark W. Rygiel

Michael R. Malek* Danielle L. Letting
Carla Ji-Eun Kim Lori Brandes

Doyle A. Siever* Steven C. Oppenheimer
Ulrike Winkler Jenks Aaron S. Lukas

Paut A. Calvo Gaurav Asthana
Robert A. Schwartzman Robert E. Bakin

C. Matthew Rozier* Salvador M. Bezos

Shameek Ghose
Randall K. Baldwin

Of Counse|
Daniel J. Nevrivy Edward J. Kessler

Kenneth C. Bass Ill
Registered Patent Agentse Marvin C, Guthrie
Karen R. Markowicz Christopher P. Wrist
Matthew ). Dowd

Mita Mukherjee *Admitted only in Maryland
Scott M. Woodhouse + Admitted only in Virginia
Peter A. Socarras ePractice Limited to
Jeffrey K. Mills Federal Agencies
WRITER’S DIRECT NUMBER:
(202) 772-8703
INTERNET ADDRESS:

QIPERRY(@SKGF.COM

Art Unit 2194

Attn: Mail Stop Amendment

Transmitted herewith for appropriate action are the following documents:

4.

Information Disclosure Statement;

Form PTO/SB/08A (3 sheets) listing sixty-two (62) documents (US1-US56 and FP1-

FP6);

Form PTO/SB/08B (3 sheets) listing twenty-nine (29) documents (NPL1-NPL29),

and

Copies of cited documents (FP1-FP6 and NPL1-NPL29).

The above-listed documents are filed electronically through EFS-Web.

In the event that extensions of time are necessary to prevent abandonment of this patent
application, then such extensions of time are hereby petitioned.

Sterne, Kessler, Goldstein & Fox pLL.C. : 1100 New York Avenue, NW : Washington, DC 20005 : 202.371.2600 f202.371.2540 : www.skgf.com
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Commissioner for Patents
October 23, 2007
Page 2

The U.S. Patent and Trademark Office is hereby authorized to charge any fee deficiency,
or credit any overpayment, to our Deposit Account No. 19-0036.

Respectfully submitted,

STERNE, KESSLER, GOLDSTEIN & FOXP.L.L.C.

Glenn J. Perry ;

Attorney for Applicants
Registration No. 28,458
GJP/ahw
Enclosures

DOC#736527_1.DOC

Sterne, Kessler, Goldstein & Fox PLLC : 1100 New York Avenue, NW : Washington, DC 20005 : 202.371.2600 f 202.371.2540Q : www.skgf.com
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 1129

Tuttle et al. Art Unit: 2194

Appl. No.: 11/396,251 Examiner: FATEHI, PARHAM R.
Filed: March 30, 2006 Atty. Docket: 2222.775000E

For: Asynchronous Messaging Using a
Node Specialization Architecture in
the Dynamic Routing Network

Information Disclosure Statement

Mail Stop Amendment

Commissioner for Patents
PO Box 1450
Alexandria, VA 22313-1450

Sir:
Listed on accompanying IDS Forms are documents that may be considered

material to the examination of this application, in compliance with the duty of disclosure

requirements of 37 C.FR. §§ 1.56, 1.97 and 1.98.

Where the publication date of a listed document does not provide a month of
publication, the year of publication of the listed document is sufficiently earlier than the
effective U.S. filing date and any foreign priority date so that the month of publication is
not in issue. Applicants have listed publication dates on the attached IDS Forms based
on information presently available to the undersigned. However, the listed publication
dates should not be construed as an admission that the information was actually

published on the date indicated.

Applicants reserve the right to establish the patentability of the claimed invention

over any of the information provided herewith, and/or to prove that this information may
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I Tuttle et al.
Appl. No. 11/396,251

not be prior art, and/or to prove that this information may not be enabling for the

teachings purportedly offered.

This statement should not be construed as a representation that a search has been
made, or that information more material to the examination of the present patent
application does not exist. The Examiner is specifically requested not to rely solely on

the material submitted herewith.
Applicants have checked the appropriate boxes below.

[11. Statement under 37 C.F.R. 1.704(d). Each item of information contained in this
Information Disclosure Statement was first cited in a communication from a
foreign patent office in a counterpart application and this communication was not
received by any individual designated in 37 C.F.R. § 1.56(c) more than thirty

days prior to the filing of this information disclosure statement.

Xl 2. Filing under 37 C.F.R. § 1.97(b). This Information Disclosure Statement is being
filed before the mailing date of a first Office Action on the merits. No statement

or fee is required.

[']13. Filing under 37 C.F.R. § 1.97(c). This Information Disclosure Statement is being
filed more than three months after the U.S. filing date AND after the mailing date
of the first Office Action on the merits, but before the mailing date of a Final
Rejection, or Notice of Allowance, or an action that otherwise closes prosecution

in the application.
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Statement under 37 C.F.R. § 1.97(e)(1). I hereby state that each
item of information contained in this Information Disclosure
Statement was first cited in any communication from a foreign
patent office in a counterpart foreign application not more than
three months prior to the filing of this Information Disclosure

Statement. 37 C.F.R. § 1.97(e)(1).

Statement under 37 C.F.R. § 1.97(e)(2). I hereby state that no item
of information in this Information Disclosure Statement was cited
in a communication from a foreign patent office in a counterpart
foreign application and, to my knowledge after making reasonable
inquiry, was known to any individual designated in 37 C.F.R.
§ 1.56(c) more than three months prior to the filing of this

Information Disclosure Statement. 37 C.F.R. § 1.97(e)(2).

The required fee is provided through online credit card payment
authorization in the amount of $0.00 in payment of the fee under

37 C.FR. § 1.17(p).

[]4. Filing under 37 C.F.R. § 1.97(d) This Information Disclosure Statement is being

filed more than three months after the U.S. filing date and after the mailing date

of a Final Rejection or Notice of Allowance, but before payment of the Issue Fee.

The required fee is provided through online credit card payment authorization in

the amount of $0.00 in payment of the fee under 37 C.F.R. § 1.17(p); in addition:
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[ Ja Statement under 37 C.F.R. § 1.97(e)(1). I hereby state that each
item of information contained in this Information Disclosure
Statement was first cited in any communication from a foreign
patent office in a counterpart foreign application not more than
three months prior to the filing of this Information Disclosure

Statement. 37 C.F.R. § 1.97(e)(1).

[[]b. Statement under 37 CF.R. § 1.97(e)(2). I hereby state that no item
of information in this Information Disclosure Statement was cited
in a communication from a foreign patent office in a counterpart
foreign application and, to my knowledge after making reasonable
inquiry, was known to any individual designated in 37 C.F.R. §
1.56(c) more than three months prior to the filing of this

Information Disclosure Statement. 37 C.F.R. § 1.97(e)(2).

[15. The document(s) was/were cited in a search report by a foreign patent office in a
counterpart foreign application. Submission of an English language version of
the search report that indicates the degree of relevance found by the foreign office
is provided in satisfaction of the requirement for a concise explanation of

relevance. 1138 OG 37, 38.

[16. A concise explanation of the relevance of the non-English language document(s)

appears below in accordance with 37 C.F.R. § 1.98(a)(3).
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X] 7. Copies of documents FP1-FP6 and NPL1-NPL29 are submitted. However, in
accordance with 37 C.F.R. § 1.98(a)(2), no copies of U.S. patents and patent

application publications cited on the attached IDS Forms are submitted.

[ ]8. Copies of the documents were cited by or submitted to the Office in an IDS that
complies with 37 C.F.R. § 1.98(a)-(c) in Application No. , filed

, which is relied upon for an earlier filing date under 35 U.S.C.

§ 120. Thus, copies of these documents are not attached. 37 C.F.R. § 1.98(d).

D 9. It is expected that the examiner will review the prosecution and cited art in the
parent application nos. 10/105,018 filed March 21, 2002 (now U.S. Pat. No.
7,051,070) and 10/017,182 filed December 14, 2001 (now U.S. Pat. No.
7,043,525) in accordance with MPEP 2001.06(b) and requested that the examiner
will review the prosecution and cited art in the sibling application nos.
09/901,582 filed July 9, 2001, 10/213,269 filed August 5, 2002 (now U.S. Pat.
No. 7,127,720), 11/205,263 filed August 15, 2005, 11/205,233 filed August 15,
2005, 11/205,237 filed August 15, 2005, 11/347,802 filed February 3, 2006 (now
U.S. Pat. No. 7,277,917), 11/469,325 filed August 31, 2006, 11/515,233 filed
August 31, 2006, and 11/515,366 filed August 31, 2006, and indicate in the next
communication from the office that the art cited in the earlier prosecution history

has been reviewed in connection with the present application.

It is respectfully requested that the Examiner initial and return a copy of the
enclosed IDS Forms, and indicate in the official file wrapper of this patent application

that the documents have been considered.
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The U.S. Patent and Trademark Office is hereby authorized to charge any fee

deficiency, or credit any overpayment, to our Deposit Account No. 19-0036.

Respectfully submitted,
STERNE, KESSLER, GOLDSTEIN & FOX P.L.L.C.
Glenn J. Perry ;

Attorney for Applicants
Registration No. 28,458

Date: Zc¢A- 23, 2007

1100 New York Avenue, N.W.
Washington, D.C. 20005-3934
(202) 371-2600
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(57)  Information "feeds" received from multiple in-
formation sources are aggregated, re-formatted and
stored in a personalized real time information display
system. When the display system receives a request
from a user having a personal computer or other similar
display device, the system is arranged to respond with
information needed to display a screen saver that in-
cludes personalized, up to date information, such as
traffic, weather and sports, that is of interest to that par-
ticular user. Each user has a personalized user profile
indicating (a) the categories or types of information that
the user desires to receive, such as sports information,
weather, investment advisories, and son on, and (b) pa-

rameters that specify, for that user, the exact information
desired to be received in each category. If the user s
personal computer display has remained inactive for a
predetermined period of time, the screen saver is acti-
vated, causing the personal computer to access the
service node, and after interchange of prestored user
identification and password data, retrieve information,
obtained by the system from a variety of sources, based
on the user's individual profile. The retrieved information
is displayed on the screen without interrupting the
screen saver function, and the displayed personalized
data is thereafter updated in the same manner, at user-
specified time intervals.
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Description

Field of the Invention

This invention relates generally to the provision and
display of information, and, in particular, to a system and
method for personalizing a screen saver display on a
personal computer (PC) or other visual display device,
so that the screen saver display is periodically changed
toinclude current up-to-date information related to items
that interest the user of the PC.

Background of the Invention

A user having a display device such as a personal
computer (PC) (or a similar visual display device such
as a screen telephone), often will employ a screen saver
to display pictorial information on the device when the
device has remained inactive for a predetermined peri-
od of time. While the screen saver can be personalized
to cause various time-varying patterns to be displayed,
thereby avoiding burn-in on the screen surface, the dis-
play does not itself convey useful information to the user.

Summary of the Invention

In accordance with the present invention, informa-
tion "feeds" received from multiple information sources
are aggregated, re-formatted and stored in a service
node that may be disposed in, and thus be a part of, a
telecommunications network, or, alternatively, that may
be outside of the network, but that is accessed through
the telecommunications network. When the service
node receives a request from a user having a personal
computer or other similar display device, the service
node is arranged to respond with information needed to
display a screen saver that includes personalized, up to
date, information, such as traffic, weather and sports,
that is of interest to that particular user.

When a user initially arranges to use the present
invention, a personalized user profile is established, in-
dicating (a) the categories or types of information that
the user desires to receive, such as sports information,
weather, investment advisories, and so on, and (b) pa-
rameters that specify, for that user, the exact information
desiredto be received n each category. [T the user's per-
sonal computer display has remained inactive for a pre-
determined period of time, the screen saver is activated,
causing the personal computer to access the service
node. The screen saver application transmits user iden-
tification and password data, previously stored in the
screen saver application, to the service node. The PC
requests information from the service node, which infor-
mation was obtained by the service node from a variety
of sources, based on the user's individual profile. The
service node formats the information for display on the
user's device, the information is transmitted from the
service node to the PC, and the retrieved information is
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displayed on the device without interrupting the screen
saver function. The displayed personalized data is
thereafter updated in the same manner, by arranging the
personal computer to make periodic requests for infor-
mation. Accordingly, the information that is displayed as
a screen saver is always "current".

In accordance with one aspect of the present inven-
tion, the service node includes several clients in an in-
formation feed interface that, in effect, insulates infor-
mation providers from direct connection to users, and
assures that any necessary formatting and "publishing"
changes required for display by the users' information
obtained from providers is digested and stored/ar-
ranged in individual databases within the service node,
so that the information is available for efficient user ac-
cess. In accordance with another aspect of the present
invention, pre-established user profiles are maintained
in the service node, in order to enable retrieval and dis-
play of the desired information. However, the system is
arranged to make intelligent selection of "default" pro-
files, based on factors that can be ascertained even
about anew user, such as the user's location from which
arequest is initiated. This allows the system to custom-
ize information even for users who have not pre-speci-
fied a prcfile.

Brief Description of the Drawings

The present invention will be more fully appreciated
by consideration of the following detailed description
which should be read in light of the accompanying draw-
ing in which:

Fig. 1 is a block diagram illustrating the overall ar-
rangement of the present invention and the environ-
ment in which the invention operates;

Fig. 2 is a block diagram illustrating the arrange-
ment of database 135 within server 130 of Fig. 1;
Fig. 3is a flow diagram illustrating one embodiment
of the process used to provide customized, up to
date information to a personal computer end user
device; and

Fig. 4 is an example of an "At-A-Glance" screen
saver display which integrates personalized infor-
mation obtained from a variety of user-specified
services using the present invention.

Detailed Description

Reterring first to Fig. 1, there is shown a block dia-
gram illustrating the overall arrangement of the present
invention and the environment in which the invention op-
erates. A service node, designated generally as 120, is
arranged to provide a plurality of users having personal
computers 101 (or other terminals with visual display ca-
pability), with personalized, up to date information, such
as traffic, weather and sports, that is of interest to each
particular user, that can be displayed as a screen saver
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when the personal computer remains idle for a prede-
termined period of time. Representative multimedia ter-
minals other than the personal computers 101 shown in
Fig. 1 can include a screen phone, such as a Picture-
phone 2500 available from AT&T Corp., a television
equipped with a set top box (such as the TV Information
Center available from AT&T Corp.) providing an interac-
tive capability, or a personal digital assistant, such as a
MagicLink device available from Sony.

Personal computers 101 are connected to service
node 120 through a telecommunications network 110,
which may include switches and other elements in local
exchange carrier networks as well as interexchange
carrier networks. In some embodiments of the present
invention, service node 120 may be disposed within tel-
ecommunications network 110, and thus be part of ei-
ther a local exchange carrier network or an interex-
change carrier network.

As shown in Fig. 1, service node 120 includes a
server 130 and an information feed interface 140. Serv-
er 130 is connected to personal computers 101 through
telecommunications network 110, and provides the in-
formation needed to provide a display on the PC's of the
type illustrated in Fig. 4 that is described in more detail
below. Information feed interface 140 is connected to
server 130 as well as to a plurality of information provid-
ers that may be at different remote locations. As ex-
plained below, these information providers may include,
for example, a weather provider 150, a traffic provider
152 and a financial information provider 154. Commer-
cial TCP/IP networking software may be usedto provide
the communications interface between server 130 and
information feed interface 140.

Server 130, which may be a workstation such as
the Sparc 20 available from Sun MicroSystems, is ar-
ranged to perform various processes, including parsing
the information received from information providers and
storing the parsed data in a database, as well as other
functions described below, using a microprocessor 139
operating under the control of programs stored in a file
system 137. Microprocessor 139 has access to informa-
tion stored in a database 135, which stores information
of the types illustrated in Fig. 2, discussed below. Infor-
mation and instructions are communicated between mi-
croprocessor 139 and personal computers 101 using a
first communications manager 131, which acts as a
communications interface and protocol converter. Com-
munications manager 131 includes usage profile man-
agement module 136, that provides system usage infor-
mation needed for administration and billing purposes
for each user. Communications manager 131 also in-
cludes database query routines 138 that are used to
gain access to user data and stored information perti-
nent to each user. A second communication manager
133 provides a communications interface between serv-
er 130 and information feed interface 140. Communica-
tion manager 133 includes parsing routines 134 in order
to break-down the information received from information
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feed interfaces 140 into addressable data fields (e.qg.,
date, time, location, traffic report) and then store the da-
ta fields in the appropriate portion of database 135. Op-
erations, administration, and maintenance (OA&M) rou-
tines 132 are alsc provided in server 130. These rou-
tines operate, administer, and maintain service node
120. This allows a system operator to monitor the status
of service node 120, perform software/data backups
and restorations, resolve operating alarms, provide us-
age data required for billing, and so on.

Communications manager 131 implements a data
link communications protocol and an applications pro-
tocol for communication with personal computers 101
or any other multimedia terminal that is employed as an
end user device. The data link communications protocol
defines how "bits" are packaged, while the applications
protocol defines how to interpret the bits (i.e., what is
the information). This includes provision of user appli-
cations that format user application generated data so
that it can be understood and displayed by the personal
computer or other end user device. Fermatting may be
accomplished using a language such as HyperText
Markup Language (HTML) commonly used by the World
Wide Web.

Server 130 also includes a file system 137, which
contains information and programs necessary to control
and operate service node 120.

Information feed interface 140 includes a plurality
of clients 142-144, each of which provide an interface
to a corresponding one of the information providers 150,
152 and 154. Thus, weather client 143 is connected to
and interfaces with weather provider 150, traffic client
142 is connected to and interfaces with traffic provider
152, and financial client 144 is connected to and inter-
faces with financial information provider 154. Each of
the clients 142-144 include local processors that may
be configured in one of several ways. First, the clients
may periodically connect to the associated information
provider and download information that is available from
the provider. In this configuration, the clients can also
answer calls from an information provider and receive
information sent by the provider. In an alternative con-
figuration, the clients may maintain a continuous com-
munications link to the information provider, and either
download information (service node initiated) or receive
information (provider initiated). Clients 142-144 may be
implemented in commercially available personal com-
puters using commercially available communications
software, such as Procomm-Plus. In either event, the
client arrangement in effect insulates information pro-
viders from direct connection to users, and assures that
any necessary formatting and "publishing" changes re-
quired for display by the user's display system are
made.

It is to be noted here that the arrangement of 110
shown in Fig. 1 is illustrative only, and that the precise
connection between the personal computers 101 or oth-
er multimedia terminal equipment used by any user and
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service node 120 will also depend upon the communi-
cations facility that is available to interconnect that user
with service node 120. What is essential to the present
invention is that information "feeds" received from mul-
tiple information sources are aggregated, re-formatted
and stored in the service node, for later access by auser.
For example, if a particular user has an ISDN terminal,
the user may be connected directly 1o server 130 via an
ISDN line.

Referring now to Fig. 2, there is shown a block dia-
gram illustrating the arrangement of database 135 with-
in server 130 of Fig. 1. Generally speaking, server 130
includes a plurality of individual databases such as traf-
fic database 171, weather database 172, and financial
database 173, containing information obtained from the
various information providers. Other information data-
bases 175 may also be provided, depending upon the
types of information that are available from information
providers and thus can be offered to users of the system.
Database 135 also contains other databases such as a
user profile database 174 and usage records 176. User
profile database 174 contains information for each user
of the system, specifying (a) the categories or types of
information services that are to be provided to that user,
and (b) for those information services, the parameters
that are associated with the desired information. For ex-
ample, a first user may desire traffic, financial and sports
information, a second user may desire weather and
news information, and a third user may desire traffic,
news and weather. For each of these three users, the
detailed information desired may be different. Thus, the
first user may desire traffic information for certain road-
ways, financial information for certain securities, and
sports information for particular teams. The second user
may desire to obtain some of the same types of infor-
mation, but the details will be different. In this example,
the second user may desire local news and weather for
City A, while the third user may desire news and weather
for a different location, City B. The database manage-
ment system in server 130 may be implemented using
a commercially available relational database manage-
ment system, such as Informix®.

Referring now to Fig. 3, there is shown a flow dia-
gram illustrating one embodiment of the process used
to provide customized, up to date information to a per-
sonal computer end userdevice 101 that accesses serv-
ice node 120. Each block in Fig. 3 identifies the opera-
tions performed by personal computer 101 and by serv-
ice node 120 to provide the functionality contemplated
by the present invention. The steps in the process as-
sure that when the system receives a request from a
screen saver application running on a personal compu-
ter or other similar display device, the system can re-
spond with information needed to display a screen saver
that includes personalized, up to date information, such
as traffic, weather and sports, that is of interest to that
particular user.

The process beings in step 300, in which a deter-
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mination is made as to whether the screen saver is ac-
tivated, such that it requires information from the present
invention. If a NO result is obtained, indicating that the
screen saver is not activated, the process loops, such
that step 300 is repeated until a YES result is obtained.
This loop will generally continue until a user-specified
period of PC inactivity has elapsed (e.g., five minutes).

When a YES result occurs in step 300, the screen
saver is activated and the process for retrieving current
up-to-date data is initiated by proceeding to step 301, in
which a communication session is established between
personal computer 101 and service node 120. This step
may also be triggered after the screen saver has been
active for a user-specified period of time (e.g., fifteen
minutes). In both cases personal computer 101 is ar-
ranged to generate a query or transmit a message to
service node 120, typically by dialing a predefined tele-
phone number. Service node 120 is arranged to answer
the call and send a "challenge" message to personal
computer 101. In turn, personal computer 101 responds
with an acknowledgment message, which is sent back
1o service node 120.

Once a communication session is established in
step 301, a determination is made in step 303 as to
whether two-way communications are enabled between
a personal computer 101 and service node 120. If not,
an error condition exists, and the process proceeds to
step 305, in which personal computer 101 terminates
the connection to service node 120 and displays an ap-
propriate error message to the user. Concurrently, serv-
ice node 120 terminates the partially established com-
munication session. At this point, the PC screen saver
may attempt to re-initiate communications, as by repeat-
ing the process of step 301.

If a YES result is obtained in step 303, the process
proceeds to step 307, in which the user identification
number (ID) is validated, or another validation process
is performed. In this step, personal computer 101 sends
the prestored user ID to service node 120, whereupon
service node 120 checks the ID against stored informa-
tion in database 135 to determine its validity. Depending
upon the outcome, service node 120 sends a valid ID
or invalid ID message to personal computer 101.

It is to be noted here that information is stored in
database 135 when a user initially arranges to use the
display system of the present invention. At that time, a
personalized user profile is established, indicating (a)
the categories or types of information that the user de-
sires toreceive, such as sports information, weather, in-
vestment advisories, and soon, and (b) parameters that
specify, for that user, the exact information desired to be
received in each category. The profile may be created
in a number of ways, such as by communicating with an
interactive voice platform such as a Conversant® voice
response system available from AT&T Corp., orby using
a PC application to select desired service options.

If the ID transmitted by the PC screen saver is not
valid, the process continues with a NO result in step 309
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and proceeds to step 311, where the error condition is
dealt with. In that step, both personal computer 101 and
service node 120 terminate the existing communica-
tions session, and personal computer 101 displays an
appropriate message to the user..

If the ID transmitted by the PC screen is valid, the
process continues with a YES result in step 309 and pro-
ceeds to step 313, in which the user's personalized in-
formation is retrieved from data base 135. In this step,
personal computer 101 requests the personalized infor-
mation from service node 120, service node 120 ac-
cesses the user's profile, and queries data base 135 for
the specific information desired by this user, based upon
the profile information.

Next, in step 315, the user's personalized informa-
tion is appropriately formatted. In this step, the informa-
tion retrieved in step 313 is actually transmitted from
service node 120 to personal computer 101.

In step 317, a determination is then made as to
whether an error condition has occurred with respect to
the retrieval, formatting and transmission of information
tothe user. If a YES result is obtained, indicating an er-
ror, the process proceeds to step 319, which, like step
311, results in both personal computer 101 and service
node 120 terminating the existing communications ses-
sion, and personal computer 101 displaying an appro-
priate message to the user.

Following step 317, if an error condition has not oc-
curred, the process proceeds to step 321, in which the
communication session between service node 120 and
personal computer 101 is terminated. In this step, per-
sonal computer 101 sends a terminate session mes-
sage to service node 120, whereupon service node 120
and personal computer 101 both terminate the commu-
nication session. In step 323, the information retrieved
in step 313 and formatted in step 315 is displayed on
the user's personal computer 101, in the context of the
PC screen saver without interrupting the screen saver
function.

It is important to note that the screen saver function
remains active throughout all the steps illustrated in Fig.
3 and that all these steps take place automatically, that
is without user input.

Referring now to Fig. 4, there is shown an example
of an "At-A-Glance" screen saver display which inte-
grates personalized information obtained from a variety
of user-specified services using the present invention.
Thedisplay integrates information from a variety of user-
specified services, and presents the user with valuable
information without being required to navigate through
a series of menus. As shown, a series of screen areas
401-406 "float" or randomly move throughout the dis-
play area 400, preferably without interfering with or cov-
ering each other. Each of the display areas contain dif-
ferent information, relating to topics selected by the us-
er, including, in this example, weather (areas 402 and
403), traffic (area 401), news (area 405), financial (area
404) and cther information (area 408), in this case per-
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taining to communications messages waiting for the us-
er. The information displayed in areas 401-4086 is up-to-
date, since it was recently obtained from service node
120, and it is customized, in that the information within
each of the areas 401-406 was selected by the userand
set forth in his or her profile. As the data is updated, the
screen saver remains active and the screen saver mo-
tion is not interrupted. Numerous variations of the
screen saver user presentation are possible.

Various modifications and adaptations of the
present invention will be apparent to persons skilled in
the art. For example, instead of pre-stored profiles for
individual users, the system can be arranged to make
intelligent selection of "default" profiles, based on fac-
tors that can be ascertained even about a new user,
such as the user's location from which a request is ini-
tiated. Thus, a user calling service node 120 from a tel-
ephone located in New Jersey will, unless different in-
formation is requested, automatically receive informa-
tion about traffic and weather conditions in New Jersey.
This allows the system to customize information even
for users who have not stored or pre-specified a profile.
Accordingly, it is intended that the invention be limited
only by the appended claims.

Claims

1. A system for displaying personalized time-varying
information on a visual display device, comprising

a service node including a database,

an information feed interface in said service
node arranged to obtain information from one
or more information providers and to store said
informaticn in said database,

aserverin said service node arranged to main-
tain a profile for each user of said system, said
profile indicating particular stored information
in said database to be provided to said each
user, and

a communications manager for downloading
said particular stored information to said visual
display device.

2. Theinvention defined in claim 1 wherein said visual
display device is arranged to display said particular
stored information as a screen saver, whenever the
screen saver is activated.

3. The invention defined in claim 1 wherein said serv-
ice node is disposed in a telecommunications net-
work.

4. The invention defined in claim 1 wherein said com-
munications manager is arranged to perform said
downloading in response to a command from said
visual display device.
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5. The invention defined in claim 1 wherein said visual
display device is a personal computer.

6. A method for displaying personalized time varying
information as a screen saver on a visual display
device, comprising the steps of

obtaining information from one or more infor-
mation providers and storing said information
in said database,

maintaining a profile for each user of said sys-
tem, said profile indicating particular stored in-
formation in said database to be provided to
said each user,

downloading said particular stored information
to said visual display device, and

displaying said particular stored information on
said visual display device whenever the screen
saver is activated.
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Description

The present invention relates generally to computer based information distribution systems, and particularly to a
system for distributing to a set of subscribers' computers information matching each subscriber's interests as well as
advertising, and for distributing the information and advertising to each subscriber's computer during time periods in
which the subscriber's computer is otherwise inactive.

BACKGROUND OF THE INVENTION

The use of advertising revenues to pay for information dissemination is well established in domains such as televi-
sion and radio in which end users are tuned to a continuous signal over a lengthy period of time. In such systems, due
to the continuous nature of the signal being monitored by the end users, the end users are sufficiently similar to a "cap-
tive audience” that many or most end users remain tuned to the same signal even when the main program to which they
are listening or viewing is interrupted by advertisements.

Another example of advertising mixed with information dissemination is the use of scrolled text at the bottom of a
television of computer screen, where the main program occupies most of the end user's visual field and a smaller por-
tion is occupied by advertisements and the like on a "scroll bar” or similar visual device along the periphery of the
screen. In some contexts, such as cable television channels that display a "stock ticker tape,” this relationship is
reversed: the information portion of the screen occupies a small part of the screen, such as horizontally scrolling image
region at the top or bottom of the display and the remainder of the screen is occupied by advertisements, "infommercials”
and the like.

Yet another example of mixing advertisements with information dissemination are newspapers and magazines.

Most, and perhaps all such examples of mixing advertisements with information content are based on systems in
which the end user has actively elected to view or listen to a program or to otherwise receive information. Furthermore,
in virtually all such systems or media, the juxtaposition or placement of advertisements and information content is
explicitly programmed or determined by human beings working as "editors” or in a similar content and/or presentation
editing capacity.

Up until the present, distributing information via the Internet or other publicly accessible computer communication
networks has been largely unsupported by advertising revenues due to the lack of good mechanisms for mixing adver-
tising and information content in such a way as to be acceptable to both end users and advertisers. There are, of
course, some exceptions where advertising/content mixtures from other contexts, such as newspapers and television,
have been simply replicated on the Internet. For instance, some newspapers have been "published” at least in part on
the Internet, and include advertisements along with information content. In fact, some newspapers sell advertising
space on an associated World Wide Web (WWW) site, which often includes extensive listings of certain types of adver-
tisements such as real estate advertisements, personal advertisements, and so on. Similarly, the scroll bar type adver-
tisement at the bottom of a computer screen is based on similar advertising techniques used in cable television and
other television contexts.

There are also examples of computer programs which contain advertisements. In all such examples known to the
inventors, the advertisements are either permanently embedded in the computer programs or reside permanently with
computer programs such that they cannot be easily updated.

Embodiments of the present invention address a problem prevalent in electronic information distribution systems.
In particular, "on line" newspapers and magazines are notoriously difficult and tedious to read. Graphics and animation
and full motion video, all techniques widely used in television news programs, require substantial data transmission
bandwidth. Such data transmission is expensive both in terms of communications bandwidth (capacity) and time. In
non-computer publishing such as printed magazines and newspapers, graphics are often used to make reading less
difficult and tedious. In television the majority of information is delivered with movement (animation), although graphics
are also often used.

The use of large bandwidth data transmissions is not economically practical in the context of data dissemination
via the Internet and other computer networks, although the cost of such data transmissions will undoubtedly continue
to decrease. As a result, graphics and animation have typically received relatively little use in computer network based
information dissemination systems.

Embodiments of the present invention mix advertising and information content dissemination in a manner unlike the
examples mentioned above.

Embodiments of the present invention disseminate information and advertisements to subscribers' computers in a
system where the information and advertisements are automatically displayed when the subscriber's computer is on but
meets predefined idleness criteria. For example, the predefined idleness criteria could be the failure to receive any input
for a period of at least five minutes.

Embodiments of the present invention automatically update each subscriber's local database of news stories at
|least once per day, and preferably multiple times per day so as to present subscribers with timely information.
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Embodiments of the present invention present news stories and advertisements in a dynamic and easy to read
manner.

Embodiments of the present invention categorize news stories and advertisements, and to display advertisements
associated with each category at the same time that new stories associated with same category are displayed, thereby
providing a "targeted” audience for advertisers.

Embodiments of the present invention provide each subscriber with the ability to set up and change a user profile
indicating categories and subcategories of topics which are of interest and not of interest to the subscriber, and to select
the news stories displayed on the subscriber's computer accordingly.

Embodiments of the present invention divide news stories into at least two portions, a preliminary portion and a
secondary portion, where the preliminary portions of news stories are automatically displayed during idle periods, and
the secondary portions are displayed only upon subscriber request.

SUMMARY OF THE INVENTION

In summary, the present invention is an information and advertising distribution system. A information server stores
and updates a database of information items and advertisements. The information items and advertisements are each
categorized so that each has an associated information category. Workstations remotely located from the information
server each include a display device, a communication interface for receiving at least a subset of the information items
and advertisements in the information server’s database and local memory for storing the information items and adver-
tisements received from the information server. An information administrator in each workstation establishes communi-
cation with the information server from time to time so as to update the information items and advertisements stored in
local memory with at least a subset of the information items and advertisements stored by the information server. An
information display controller in each workstation displays on the workstation's display device at least a subset of the
information items and advertisements stored in local memory when the workstation meets predefined idleness criteria.

At least a some of the workstations include a profiler for storing subscriber profile data. The subscriber profile data
represents subscriber information viewing preferences, indicating information categories for which a subscriber associ-
ated with the workstation does and does not want to view information items. The information display controller includes
a filter for excluding from the information items displayed on the display device those information items inconsistent with
the subscriber profile data.

BRIEF DESCRIPTION OF THE DRAWINGS

Additional objects and features of embodiments of the invention will be more readily apparent from the following
detailed description and appended claims when taken in conjunction with the drawings, in which:

Figure 1 is a block diagram of an information and advertising distribution system in accordance with an embodi-
ments of the present invention.

Figure 2 is a block diagram of a subscriber's computer in the information and advertising distribution system of Fig-
ure 1.

Figure 3 schematically depicts the procedures and data structures in a set of category managers.

Figure 4 schematically depicts a user profile data structure stored in a subscriber's computer to store status and
configuration information for a particular subscriber and workstation.

Figure 5 schematically depicts the dialog box used to define the user profile for one information category.

Figure 6 schematically depicts a display generated on a subscriber's display device using the screen saver proce-
dure in a preferred embodiment of the present invention.

Figures 7A and 7B schematically depicts the dialog box used to define a display script and the resulting data struc-
ture.

Figures 8 and 9 schematically depict data structures stored in a subscriber's computer to indicate advertisements
and news stories available for display in various information categories.

Figure 10 schematically depicts a display generated on a subscriber's display device using a data viewer procedure
in a preferred embodiment of the present invention.
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Figure 11 depicts the relationships between various processes in the information server.

Figure 12 is a flow chart depicting the procedure for updating the local database and software modules of a sub-
scriber's computer.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring to Figure 1, there is shown a computer based information and advertising distribution system 100 having
many client computers 102 and at least one information server computer 104. Client computers are often called "sub-
scribers’ computers” in the present document, and the terms "subscriber computer” and "client computer” will be used
synonymously. In many instances, a set of subscribers 102 will be located within a common local area network (LAN)
106, and are connected to a LAN server 108.

In the preferred embodiment, each subscriber's computer 102 is connected to the information server 104 via the
Internet 119 for a small fraction of each day. Other forms of electronic communication connections, including private
wide area networks similar to CompuServe, America OnLine or Prodigy, can be used to connect subscribers' comput-
ers to the information server 104 in alternate embodiments of the invention.

While most client computers are desktop computers, such as IBM compatible computers and Macintosh comput-
ers, virtually any type of computer can be a client computer so long as it can support the "screen saver” mode of oper-
ation of the preferred embodiment.

Information Server

The information server 104 includes a central processing unit 110, primary memory 112 (i.e., fast random access
memory) and secondary memory 114 (typically disk storage), a user interface 116, an Internet interface 118 for com-
munication with the client computers 102 via the Internet 119, and one or more news wire interfaces 120 for receiving
news feeds from information transmission services such as the AP news feed, the DOW news feed and various sports
news feeds. An information editor 130 is used, typically under the direction of a person using the user interface 116, to
select news stories received from the new feeds and to edit and format the news stories into a form suitable to dissem-
ination to subscribers' computers using the present invention. The selected and edited news stories 132 are stored in
an information database 134 in the information server 104.

In the preferred embodiment, the information editor 130 is used to assign each news story to an information cate-
gory and, where appropriate, to also assign the news story to one or more sub-categories. The information editor main-
tains a list of the currently defined categories and sub-categories. The category list can be updated by the personnel
operating the information server, typically to add and delete special new categories associated with major news events
such as a famous trial or event which generates many news stories. The category to which each news story is assigned
is represented in one or more Data Access Tables 136.

The information editor 130 is also used to divide most news stories into two components or portions: a primary
component or portion and a secondary component or portion. The primary component is what is displayed on a sub-
scriber’'s workstation when the subscriber's workstation is turned on but has been idle, while the secondary component
is what is displayed, along with the primary components only upon a subscriber's request. For instance, as will be
described below, there are number of ways in which a subscriber can request the display of the "full text” of a news item
(which may include photographs and the like). For convenience, the primary component of each news story is some-
times herein called the "headline”, even though it will often contain more information than just the headline of the news
item, and the secondary component of each news story will sometimes be called the "body."

Advertisements 138 are also stored in the information database 134 and each advertisement is assigned to at least
one of the predefined information categories. Each advertisement is displayed on subscribers’ workstations simultane-
ously with news items assigned to the same category as the advertisement. When an advertisement is assigned to mul-
tiple categories, it is treated in most respects as several advertisements each assigned to one category, except that only
one copy of the advertisement is actually stored.

Next, the information database in the server computer includes a set of images 140 used during the display of news
items and advertisements. For instance, different "wallpaper” or background images may be useful when displaying
news items in various types of information categories. As an example, the images 140 include three fixed images for
indicating that the stock market has risen, fallen or stayed largely unchanged. Then, depending on what has happened
to the stock market on any particular day, information concerning the amount of change in the stock market during the
relevant time period, and sometimes other associated information, is superimposed on a selected one of those fixed
images. Other images stored in the information database include various "actors” that can be moved around the display
with the news items when the system is in screen saver mode.

The information database 134 also stores a set of "display scripts” 142. A script controls the display of news items
and advertisements, typically displaying a selected number of news items and one advertisement for a period of 30 sec-
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onds. A script determines the number of news items displayed, determines the positions of the news items and adver-
tisement on the display, determines any movement of the news items around the displayed image, and determines what
background image or images are displayed in conjunction with the news items.

An important concept associated with the present embodiment is that constantly varying the presentation of news
items and advertisements, through the use of a rotating set of scripts, makes it easier for subscribers to read the news
headlines and advertisements being presented. In a preferred embodiment, at least two distinct scripts, and preferably
three or more distinct scripts are provided for most information categories, with a total of at least ten different scripts
being used. Most scripts can be used with multiple categories of news items. The procedure for defining display scripts
and the associated data structure are described below with reference to Figure 7A.

The information database 134 also stores software modules 144 for downloading to subscribers’ computers. The
information administration management procedures and information viewing procedures in subscribers’ computers will
need updating and upgrading from time to time. The new versions of these software procedures are stored in the infor-
mation server's information database 134 for downloading into the computers of subscribers at the same time that the
information items or advertisements in the subscriber computers' information database 184 is updated. Since numer-
ous types of subscriber computers are supported, the server's information database 134 will typically store a set of
updated software modules for each of the supported types of computers.

Finally, the information database 134 includes advertising display statistics 148 and news item display statistics
149. The display statistics are collected from the subscribers’ computers when the subscribers’ computers call in for
updated news stories and the like. Advertising display statistics indicate how many times each advertisement has been
displayed on subscribers’ computers. In a preferred embodiment, display statistics for each advertisement are divided
into a display count for displaying during data viewer usage, a display count for other display instances, and an indica-
tion of each advertisement the user has interacted with, such as by "clicking" on the advertisement to connect to the
advertiser's World Wide Web page. News item display statistics 149 concern how much time the subscriber spent view-
ing each non-advertising item in the data viewer as well as the amount of time the screen saver was active for each
information category.

Other procedures stored in the information server's secondary memory are a router procedure 150, application
server procedures 152, and data server procedures 154. The utility of these procedures is explained below with refer-
ence to Figures 8 and 9.

Subscriber's Workstation

Figure 2 is a schematic representation of the subscriber's workstation or computer 102 that is not connected to the
information server 104 via a LAN server. For subscribers' workstations connected to the information server 104 via a
LAN server 108, Figure 2 is representative of the LAN server, but the display device used by each such subscriber's
computer to view news items and advertisements is part of the subscriber's workstation rather than the LAN server 108.

The subscriber workstation 102 includes a central processing unit 170, primary memory 172 (i.e., fast random
access memory) and secondary memory 174 (typically disk storage), a user interface 176, and an Internet interface
178 for communication with the information server 104 via the Internet 119. In this document, whenever the phrase
"clicking on X" is used, that phrase means a subscriber selecting the X image on a display device by positioning a
pointer image over the X image, using the subscriber computer's mouse or trackball device, and then depressing a but-
ton or key to indicate selection of the X image.

An administration manager 180 schedules and controls all communications with the information server 104. The
administration manager 180 includes a connection scheduler 181 that initiates the execution of a connection manager
182 that handles communications with the information server as well as the integration of information and software pro-
cedures received from the information server into the information and software procedures stored in the client compu-
ter.

The workstation's secondary memory is used to store a local information database 184 that includes news stories
183, advertisements 188, images 190 and display scripts 192. In each case the workstation's secondary memory
stores at least a subset of the corresponding items stored in the information server 104. The amount of information
stored in the workstation's secondary memory depends on the amount of secondary memory available for storing such
information, as well as a user profile 194 for the subscriber that indicates which categories and subcategories of news
stories are of interest to the subscriber.

Data Access Tables 186, which are discussed in more detail below with reference to Figures 5 and 6, are used to
access news stories, advertisements and display scripts associated with each of the categories of news items that are
to be displayed on the subscriber's workstation.

Screen Saver and Viewer Procedures 200 are a set of procedures for controlling the display of news stories and
advertisements. These procedures include a main screen saver procedure 201, category managers 202, an animation
engine 204, a profiler 206, a data viewer 208 and an advertisement display statistics generator 210.

Each of the category managers 202 is a collection of programs and data associated with particular information cat-
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egories. In the preferred embodiment there is a separate category manager for each information category, although in
some cases it may be more efficient to use the same category manager for two or more information categories.

Referring 1o Figure 3, each category manager 202 includes a category profiler 202A, a category profile data struc-
ture 202B, one or more display drivers 202C for viewing items in the corresponding information category with the data
viewer, a sprite generator 202D generating images displayed by the screen saver procedure, and an update manager
202E.

The category profiler in each category presents a category profile dialog to the subscriber to determine the sub-
scriber's interest in receiving information relating to particular subcategories. Subcategories may relate to specific com-
panies, geographic regions, specific sports and sports teams, and so on, depending on the category. The result of the
decisions made by the subscriber during the category profile dialog is stored as a category profile data structure.

The update manager in each category handles the process of updating the local information database with new
items from the information server for that information category as well as the deletion of all items and the rebuilding of
the portion of the data access tables used to control access to the information items, advertisements and display scripts
in that information category.

The display drivers in each category manager are customized to generate images specifically needed in the corre-
sponding categories. For instance, in the category manager for the sports category, the display driver includes instruc-
tions for generating a simulated scoreboard which is automatically updated every few seconds to show a sequence of
game scores or contest outcomes in various sporting events. In another example, the display driver for the weather cat-
egory includes instructions specifically designed for efficiently displaying weather maps and other weather information.

Referring once again to Figure 2, the animation engine 204 interprets a currently selected display script and con-
trols the display of a selected set of news stories and an advertisement in accordance with the instructions in the cur-
rently selected display script.

The profiler 208 is actually a set of procedures that define and update the subscriber's user profile 194. Referring
to Figure 4, in the preferred embodiment, the user profile 194 includes:

a subscriber identifier 212;

a connection password 213 used in conjunction with the subscriber identifier when connecting to the information
server to identify the calling computer as a registered subscriber;

subscriber hardware and software configuration information 214 that identifies for the information server hardware
and software information needed to determine the type of software and image files that are compatible with the
subscriber's computer;

a connection schedule 215 that specifies to the connection scheduler 181 within the administrative manager 180
how often the subscriber's computer should connect to the information server 104 to update its information data-
base 184;

category and subcategory preferences information 216 that identifies categories and subcategories of news stories
that the subscriber does not want to view, as well as a list of "special categories” of news stories of special interest
to the subscriber which override any categories noted as not being of interest to the subscriber;

timestamps 217a - 217¢ indicating the time of the last updates to the subscriber computer's locally stored set of
news stories, advertisements and administrative files (including scripts, images and software modules);
advertising and news item display statistics 218;

screen saver information 219 indicating the last displayed information category and the last displayed advertise-
ment and news items in each information category are stored in a portion of the user profile 194 not transmitted to
the information server; and

a screen saver exit mode indicator 220, indicating what actions cause the screen saver procedure to terminate and
what actions cause the data viewer 208 to be executed.

The default connection schedule is for the subscriber's computer to initiate a connection to the information server
once during the middle of the night (e.g., a randomly selected time between 11 p.m. and 7 a.m. local time) for an
"administrative update,” and once every four hours during the rest of the day for "news story updates.” During the
administrative update connection, the set of advertisements, scripts and images in the subscriber computer's local
information database are updated as necessary, and any software upgrades are also downloaded onto the subscriber's
computer. During both "administrative update” and "news story update” connections, the news stories in the subscriber
computer's local information database are updated. At the option of the information server's system operator, script
and/or software updates can be made during "news story update” connections, especially when a malfunction has been
detected in previously distributed scripts or software.

In one preferred embodiment, the profiler 206 can be used to specify a connection schedule other than the default
schedule. For instance, if the subscriber's computer is typically turned off at night, the administrative update connection
may be scheduled to occur (A) during the subscriber's typical lunch time, or (B) once per day when the subscriber's
computer has not received any user input for a specified minimum period of time (e.g., ten minutes) that indicates the
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subscriber is away from his/her computer.

The downloading of advertisements (which are typically images), fixed images used by display scripts, and soft-
ware modules is preferably performed during the night or long periods of user inactivity because images and software
modules are typically much larger than the news items, which are primarily text data. Images, including advertisements,
and software modules are compressed using well known data compression techniques to make the download transmis-
sions as time efficient as possible. Even so, downloading images is a time consuming process. For instance, download-
ing two high resolution advertisement images having pixel sizes of, say, 400 x 300 pixels each, even when using data
compression, will typically take over two minutes using conventional 14.4K baud modems. By way of contrast, down-
loading a dozen news stories and corresponding database base update instructions will typically take less than fifteen
seconds of connection time using conventional 14.4K baud modems. Therefore, updating the local database's set of
news items can be accomplished relatively unobtrusively even while the subscriber is using his/her workstation, while
updates to the advertisements and fixed images in the local database take longer and are therefore more intrusive.

It is noted that the secondary portions of news items can also include images, such as photographs that accom-
pany the text of a news story. The transmission of such news story images can significantly increase the amount of con-
nection time required for news item updates, and thus most news stories in the preferred embodiment do not use
images, and every effort is made to transmit those news stories that have images to subscribers' computers during the
overnight administrative update rather than during the daytime news item updates.

The data viewer 208 is a program for viewing news items that the subscriber specifically wants to read. The data
viewer 208 can be executed at the subscriber's explicit command, and can also be launched from the screen saver if
the user indicates he/she wants to read a news story shown in the screen saver display. This is explained in more detalil
below.

The display statistics generator 210 keeps tracks of how many times each advertisement in the local information
database has been displayed since the last time advertisement display statistics have been transferred to the informa-
tion server. The display statistics generator 210 also keeps track of how many times each news item has been displayed
in the same time period. These display statistics are stored in the user profile 194 at 218. In the preferred embodiment,
the advertisement display statistics, and news items display statistics, are transferred to the information server once per
day during a connection also used to update the subscriber computer's information database. In alternate embodi-
ments, the advertisement display statistics could be transferred more often (e.g., every time the subscriber's computer
connects to the information server) or less often (e.g., once per week).

Category Profiler Dialog

As mentioned earlier, each of the category managers includes a profiler procedure for defining the subscriber's
interest in receiving news items within each information category. An example of the profile definition dialog generated
by a category profiler, for the Sports category, is shown in Figure 5. In this example, the Sports Definition Profile dialog
box 222 includes, on the left side, a scroll box 223 in which the user can select and deselect subcategories of sports
information by clicking on boxes next to the listed subcategories. A "Select All" button in the dialog box can be used (i.e.,
by clicking the subscriber computer's mouse or trackball device on the image of the box) to select all subcategories, and
a "Deselect All" button can be used to indicate that the subscriber does not want to receive any news items for the
Sports category. For each subcategory, either an "include only" or an "exclude” filter (but not both) can be defined where
the user types in key words to be used to select (for the include only) or deselect news items within that subcategory.
For instance, if the subscriber types in the words "49ers, Rams” in the box for the include only filter for the “football
news" subcategory, only news items using either of those words will be shown to the subscriber.

The category manager profile procedure generates a category profile data structure 202B that represents the sub-
categories of interest to the subscriber as well as any associated filters that have been defined.

Display Script Definition Procedure

Referring to Figure 6, there is shown in outline form a snapshot of typical display generated by the screen saver
procedure of the present embadiment. On this particular exemplary display are shown three news story "headlines”
230a-232¢ and one advertisement image 232. Each of the headlines 230 is an image representing the text of the "pri-
mary component " of a news items, as explained above. While the image shown in Figure 6 appears static, in the pre-
ferred embodiment the display script that controls the display of the headlines and advertisement can and most often
does contain instructions for continuously moving the headline images around the screen.

The display scripts also mix fixed images with the headline images to create varied and interesting displays. In one
example of a display script, cartoon characters appear to move the headlines around. In another example of display
script, the background behind and surrounding the headlines is a sequence of fixed images such as pictures of peaceful
landscapes, while the headlines gently float around the portions of the display not occupied by the advertisement image
232.
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Referring to Figure 7A, the preferred embodiment provides an easy to use dialog 234 for display script definition. A
display script consists of definitions for two or more actors, plus an optional definition of a background image, called the
wallpaper image. Each "actor” represents a sprite, which is a displayable image, that can move around the screen and
whose size can vary dynamically. An new actor is initially defined by selecting the "new actor” command in the Actor
menu, as shown in Figure 7A, and then entering a text string (shown in box 235) that specifies (A) the sprite generator
procedure to use to generate the image for the actor, (B) the source of the information to be displayed, (C) the nominal
width and height of the sprite (e.g., in units of pixels), and (D) any optional parameters that are specific to the specified
sprite generator (e.g., a font may be specified for the News information category’s sprite generator, whereas a font des-
ignation parameter may be meaningless for other ones of the sprite generators).

In the preferred embodiment, the specified sprite generator must be either the static sprite generator that is part of
the animation engine 204, or is any specified one of the sprite generators 202D in the category managers 202. In an
alternate embodiment, additional sprite generators may be provided by the animation engine 204, such as an animated
sprite generator for successively displaying a sequence of images to simulate a motion. The source of information to be
displayed is either a static image, in the case of the static sprite generator, or information items in a specified information
category. For instance, the parameter "NextHL" in an actor definition indicates that the information to be displayed in
the corresponding sprite is the next headline in the information category corresponding to the specified sprite generator
for the actor. In another example, the parameter "NextAd" in an actor definition indicates that the information to be dis-
played in the corresponding sprite is the next advertisement image for the information category corresponding to the
specified sprite generator for the actor.

The second stage of defining a sprite is to define its position and size at one second intervals, for 30 seconds in the
preferred embodiment. The position of the sprite for a particular time can be defined by either typing in an XY, or by
selecting a box representing the sprite with the user interface and then moving it to a position on a simulated display
screen 236. The size specification for the sprite at each time is a percentage of the sprite’s nominal size (e.g.,
"size=120" indicates the sprite is to be displayed at 120% of its nominal size). The full definition for a sprite includes
thirty X,Y,size tuples for a thirty second screen saver display period. In a typical display script, nor more than one adver-
tisement, three news items and two static images are used because the resulting display will be excessively busy,
although the display script definition procedure allows a virtually unlimited number of sprites to be specified.

The data structure 237 representing each display script is shown in Figure 7A: a header specifying the script's
name, the number of actors defined in the script, an optional Wallpaper definition, and a list of all static images refer-
enced by the script; plus a set of Actor definition arrays.

The screen save procedures interpret each display script and generate an animated display for 30 seconds based
on the script. During display, the image corresponding to each actor is moved and sized in a virtually continuous man-
ner, where the position and size of each sprite is linearly interpolated between the instantaneous position and size
specifications for each second. During the display definition process, the sequence X,Y,size parameters for a currently
selected actor can be smoothed, to produce more fluid movement and size changes of the actor by selecting the
"smooth path” command in the Actor menu.

Referring to Figures 7A and 7B, the person preparing a display script using the display script definition dialog 234
can see the movement and sizing of the actors in the simulated display screen 236 by selecting the simulate command
in the File menu, which cause the boxes in the simulated display screen 236 to move and be sized in accordance with
the sequence of X,Y,size parameters for each specified actor.

While in the preferred embodiment advertisements are always simultaneously displayed with news items, in other
embodiments advertisements and news items could be displayed sequentially. Computer programmers of ordinary skill
in the art could modify the script definition dialog of the preferred embodiment, as described above, to define display
scripts with sequential display of advertisements and news items.

Screen Saver Procedures

In the preferred embodiment, the screen saver procedures for displaying news items and advertisements are
invoked using the same types of criteria as are used by other types of screen saver procedures. Generally, whenever
the system detects a lack of user inputs via either keyboard or pointer device (e.g., a mouse or trackball) for a user con-
figurable or otherwise specified length of time (e.g., 5 minutes), the screen saver procedures of the present invention
begin the display of news items and advertisements from the local information database. In the preferred embodiment,
the screen saver procedures display news items and advertisements for a sequence of information categories in a
sequence of 30 second time slots.

More specifically, under the control of the screen saver procedures, news stories and an advertisement assigned
to a first information category are displayed using a first display script for 30 seconds, then news stories and an adver-
tisement assigned 1o a second information category are displayed using a second display script for the next 30 seconds,
and so on until news stories and an advertisement have been displayed in all the information categories indicated in the
subscriber's user profile 194 as being of interest to the subscriber, at which point the process repeats with the first infor-
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mation category.

Referring to Figure 8, news stories, advertisements and display scripts are stored in files or similar data structures
which have assigned unique file names. Each news story (herein usually called a news item) is usually assigned to a
single information category, although nothing in the system of the preferred embodiment would prevent a news story
from being assigned to multiple information categories. Advertisements can be assigned to multiple information cate-
gories as can display scripts.

As shown in Figures 8 and 9, the advertisements assigned to each information category are organized, through the
use of a set of data access tables 186, in a separate linked list so as to create a separate "queue" of advertisements for
each information category. Similarly the news items and display scripts assigned to each information category are
organized in separate linked lists so as 1o generate separate queues of news items and display scripts for each infor-
mation category.

Figure 8 includes an example of an advertisement (A0OO1) assigned to two information categories (News and
Sports). This advertisement is stored only once in the workstation's local hard disk, but is included in two of the linked
lists of advertisements.

The basic procedure for determining what display script, advertisement and news stories to display during each 30
second time slot is shown in pseudocode form in Table 1.

TABLE 1
Pseudocode Representation of Screen Saver Procedure

Store, indication of last information category displayed, and for each
category an indication of the last advertisement, news story and
display script used.

Do Until Screen Saver Mode is exited:

{

Select next information category (SIC).

Select next display script (SDS) from queue of display scripts and
next advertisement (SA) from queue of advertisements for the
selected information category.

Inspect selected display script to determine NN, the number of news
items to be displayed. Select the NN next news items (SNI)
from queue of news items for the selected information category.

Update User Profile to indicate the last selected information
category, and to indicate for the selected information category,
the selected display script, advertisement and last selected news
story.

Call Animation Engine (SDS, SA, SNI) to display for the next 30
seconds the selected advertisement (SA) and news items (SNI)
under the direction of the selected display script (SDS).

Call Ad Display Statistics Generator to update displayed
advertisement statistics to include the advertisement displayed
during current screen saver display period.
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Each time the Screen Saver procedure 201 is invoked, it starts with the next information category after the last one
to have been used, and starts with the next advertisement and news stories after the last ones used in that information
category. The screen saver status information 219 indicating the last displayed information category and the last dis-
played advertisement and news items in each information category are stored in a portion of the user profile 194 not
transmitted to the information server.

Execution of the Screen Saver procedure 201, like other screen savers, is terminated and the subscriber's compu-
ter's display is returned to whatever was being displayed before the Screen Saver was executed, upon detection of cer-
tain types of user input. In the preferred embodiment, the user can use the profiler to select one of at least two exit
modes: in a first mode, the Screen Saver procedure is terminated by hitting any key on the subscriber computer's user
interface keyboard or by moving the user interface’s mouse or frackball; in a second mode, the Screen Saver procedure
is terminated by hitting any key on the subscriber computer's user interface keyboard, but movement of the mouse or
trackball does not cause the Screen Saver procedure to terminate. Rather, in the second screen saver exit mode, the
subscriber can use the mouse or trackball to point to any of the news items being displayed and upon clicking one of
the mouse or trackball's buttons, the data viewer 208 is executed with the news item selected by the subscriber being
displayed.

When using the second screen saver exit mode, if subscriber user clicks on an advertisement, the subscriber's
computer is automatically connected to the an associated World Wide Web page on the Internet that provides addi-
tional information from the advertiser. This is accomplished by World Wide Web connection and viewer procedures 211
(see Figure 2) stored on subscriber's computer. Each advertisement is stored on both the information server and sub-
scriber computers as a C++ data structure that includes (A) an image data array, typically representing a "GIF" format
image, as well as (B) a list of static images (such as corporate logos and legends), if any, incorporated into the adver-
tisement, and (C) a Web site address that is used by the World Wide Web connection and viewer procedures 211 to
connect the subscriber to the advertiser's specified Web page when the subscriber clicks on the image of the associ-
ated advertisement.

Data Viewer

Referring to Figure 10, the data viewer 208 is a program for viewing news items that the subscriber specifically
wants to read. The data viewer 208 can be executed at the subscriber's explicit command, and as just described in the
immediately preceding section of this document, the data viewer can also be launched from the screen saver when the
subscriber indicates that he/she wants to read a news story shown in the screen saver display by "clicking” the sub-
scriber's computer’s mouse or trackball on that news story.

The news stories shown in the center section 248 of the data viewer's display is selected by first selecting an infor-
mation category by clicking on any of the category buttons 250 on the left margin of the display, and a subcategory but-
ton 252, if any, on the bottom margin of the display, and then clicking on the article advance backward and forward
buttons 254 to scroll through the news items in the selected information category. When a news item has more than one
photo image associated with it, the subscriber can click on the photo advance backward and forward buttons 256 to
scroll through the photos.

Each news item displayed in the center section 248 of the data viewer's display includes both the primary and sec-
ondary portions of the news item, thereby providing the subscriber in most instances with access 1o a fuller version of
the news item than was shown by the screen saver. In the case of very short news items, the entire news item may be
contained in its primary component. Furthermore, in client computers with very limited hard disk space available for
storing news items, as indicated by the user profile 194 for the client computer, the secondary component of news items
may not be stored in the local information database in order to conserve disk space.

A portion of the data viewer screen is always occupied by an advertisement image 258. The advertisement image
shown is selected on the basis of the information category associated with the news item being viewed. In a preferred
embodiment, the advertisement shown in the data viewer screen is changed (A) every time the subscriber clicks on a
category button 250 so as to select a difterent information category than the one previously selected, and (B) every 30
seconds when subscriber continues to view news items in a single information category for more than 30 seconds. The
advertisements are selected in rotating order among the advertisements assigned to each information category, as
described above for the screen saver procedure.

When using the data viewer, if subscriber user clicks on the displayed advertisement, the subscriber's computer is
automatically connected to the an associated World Wide Web page on the Internet that provides additional information
from the advertiser.

The Options button 260 is used to invoke dialog procedures in which the subscriber specifies general preferences,
such as how quickly data scrolls in the scrolling windows, and which mode of screen-saver termination the subscriber
prefers.

10
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Connecting the Subscriber's Computer to the Information Server

Referring to Figures 11 and 12, the information server is preferably a set of computers interconnected by a local
area network that each operate under a multi-tasking, multi-threading operating system such as Microsoft's Windows
NT. The information server 104 has multiple "application servers” 272, which are processes run on one or more com-
puters. Each application server 272 preferably has multiple threads, each of which can service one connection with a
client computer at any one time.

A primary concern with the architecture of the information server is that the information be able to handle a very
large volume of connection requests from client computers. The information server may need to service thousands of
connection requests per hour, and thus efficient handling of each connection request is important.

In a preferred embodiment, during each connection of a subscriber computer to the information server, the infor-
mation server sends a "next recommended download time” to the subscriber computer along with the other information
being downloaded onto the subscriber computer. The server computer selects the next recommended download times
sent to the various subscriber computers so as to spread their connection requests fairly evenly over time. In an alter-
nate embodiment, connection requests are spread over time by having the subscriber computers randomly select con-
nection times within the general boundaries of a specified schedule of connections (e.g., a randomly selected time
anywhere within a half hour, plus or minus, of each scheduled connection time).

When a client computer first initiates a connection to the information server, it sends a first message to the Internet
address associated with a router process 270 in the information server. The router selects an application server 272
with at least one available thread and passes back to the client computer an Internet address associated with that appli-
cation server.

The client computer then sends a portion of its user profile to the assigned application server. If an administrative
update is being requested, the locally accumulated advertising display statistics 218 (see Figure 4) are also sent to the
application server.

Based on the time of day and the information in the transmitted user profile, the application server determines (A)
what type of update is to be performed (i.e., a news item update or an administrative update), and (B) what new infor-
mation needs to be downloaded to the client computer and what items in the client computer's local information data-
base should be deleted. The application server 272 then makes calls 10 one or more data servers 274 to collect all the
information that needs to be sent to the client computer and then sends those items to the client computer, along with
instructions on what items, if any, should be deleted from the client computer's local information database.

The client computer then loads the received information into its local database, and replaces software modules with
received software modules, if any. It also deletes the items, if any, specified for deletion by the information server.
Finally, it updates its data access tables 186 to incorporate all the changes to the information database so that the client
computer is ready to display news items and advertisements in each information category.

A more detailed explanation of the local database update process is provided by a pseudocode representation of
that process in Table 2.

In one preferred embodiment, when the "client” that is connected to the information server for an update is itself a
local area network server, the client downloads all news items into its local database. In a second preferred embodi-
ment, the client/LAN server generates a group profile that represents the union of all news category and subcategory
preferences of the subscribers connected to the client computer, and news items are downloaded into the client's local
database based on that union group profile. In either embodiment, the screen saver procedures filter out news items in
the LAN server's local information database that are not consistent with each subscriber’s user profile, thereby showing
each subscriber only the subset of news items corresponding to the subscriber's user profile. In the preferred embodi-
ments, the subscriber level news item filtering is accomplished by setting up the subscriber's data access tables 186 to
include only news items corresponding to the subscriber's user profile. In the computers of stand alone subscribers, the
filtering of news stories is handled during the data download process, by only downloading news items corresponding
to the subscriber's user profile.

The subscriber level news item filtering function is also used to enable the information server to instruct the sub-
scribers’ computers to "black out” an advertisement, without deleting it from the local database. For example, a com-
pany may want to suspend its advertisements for a few days after a disaster involving the company. The black out
function is achieved by simply removing the corresponding advertisement(s) from the advertisement queues in the data
access tables. For this purpose, the information server and subscriber computers may temporarily define a "non-use”
information category and a corresponding advertisement queue for keeping track of blacked out items.

11
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TABLE 2
Pseudocode Representation of Database Update Procedure

Connect to Information Server
If Update Type=Administrative /*i.e., not a news story only update */
{
Client sends display statistics to server, and clears display statistics
upon confirmation that server has successfully received them

/* Pool Synchronization */

Server Sends list of items (i.e., advertisement and scripts) that should be
included in the client's advertisement and script pools

Client deletes items in its advertisement and script pools that are not
included in the list received from the Server -

Client determines what items are missing from its advertisement and
script pools

Client sends requests to Server for advertisements and scripts
determined to be missing from local pools

12
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Server sends requested items to Client

Client stores received advertisements and scripts in their respective disk
directories

Client opens all advertisement and script files to determine the static
images referenced by those files, but not included in the local static
image pool.

Client sends requests to Server for static images determined to be
missing from local pool

Server sends requested items to Client

Client stores received static images in their assigned disk directory

/* Software Module Synchronization */

Client sends message indicate it is ready for software synchronization,
including date and time of last administrative update

Server sends new software modules, if any, based on date and time of
last administrative update

For each Category Manager (CMx)

{
/* CMx.Fetch Procedure: */

Client (CMx.Fetch procedure) sends profile data for CMx to Server,
including subcategory data and filter data, if any

Server sends items consistent with profile data

Client (CMx.Fetch procedure) stores received items in data structures
and files for that category

Client (CMx.Fetch procedure) deletes items, in FIFO order, for current
category which (A) exceed data storage limit in date, (B) exceed
item count limit, or (C) exceed specified age limit
/* Item storage limits 221 for each category are defined in a portion

of the user profile 194 (see Figure 4) */

Client updates data access tables
Return

ALTERNATE EMBODIMENTS AND EXTENSIONS

In an alternate embodiment of the present invention, the server's information database 134 also includes a client

13
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catalog which lists all subscribers authorized to receive news items and advertisements from the server, including a
connection password that is checked whenever the subscriber's computer calls the information server for an update,
and status information included the last time that each subscriber's computer received updated news items, advertise-
ments, scripts, and software modules.

In another alternate embodiment, the information server broadcasts information updates to all the subscriber com-
puters, for example by sending an e-mail message or a sequence of e-mail messages containing all news item, adver-
tising, display script and software updates to all the computers of registered subscribers.

Claims
1. Aninformation and advertising distribution system, comprising:

a data server for storing and updating a database of information items and advertisements, at least a subset
of said information items having an associated information category;

a plurality of workstations remotely located from said data server for use by a corresponding set of subscribers;
each workstation including:

a display device;

a communication interface for establishing a communication connection with said data server and for
receiving at least a subset of said information items and advertisements in said data server's database;
local memory for storing the information items and advertisements received from said data server;

an information administrator that establishes communication with said data server from time to time so as
to update the information items and advertisements stored in said local memory with at least a subset of
said information items and advertisements stored by said data server; and

an information display controller for displaying on said display device at least a subset of said information
items and advertisements stored in said local memory when said workstation meets predefined idleness
criteria.

2. The information and advertising distribution system of claim 1, wherein said information display controller also dis-
plays said information items and advertisements on said display device upon request by one of said subscribers
using said workstation.

3. The information and advertising distribution system of claim 1, wherein

said data server includes means for receiving new information, for updating said information items stored by
said data server with new information items corresponding to said new information and for deleting older ones
of said stored information items;

said information administrator in at least a subset of said workstations includes a scheduler that prompts said
information administrator to download said information items from said data server so as to update the infor-
mation items stored in those workstations’ local memory more often than said information administrator down-
loads said advertisements from said data server so as to update the advertisements stored in those
workstations' local memory.

4. Theinformation and advertising distribution system of claim 1, wherein

at least a subset of said information items stored in said local memory and in said data server each have asso-
ciated therewith at least one information category selected from a defined set of information categories;

at least a subset of said workstations include a profiler for storing subscriber profile data, said subscriber profile
data including data representing subscriber information viewing preferences for viewing information items
associated with various ones of said defined set of information categories; and

said information display controller includes a filter for excluding from the information items displayed on said
display device those of said information items inconsistent with said subscriber information viewing prefer-
ences.

5. The information and advertising distribution system of claim 1, wherein
at least a subset of said information items stored in said local memory and in said data server each have asso-

ciated therewith at least one information category selected from a defined set of information categories;
at least a subset of said workstations include a profiler for storing subscriber profile data, said subscriber profile
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data including data representing subscriber information viewing preferences for viewing information items
associated with various ones of said defined set of information categories; and

said information administrator includes a filter for excluding from the information items stored in said local
memory those of said information items inconsistent with said subscriber information viewing preferences.

6. The information and advertising distribution system of claim 1, wherein

at least a subset of said information items stored in said local memory and in said data server each have asso-
ciated therewith at least one information category selected from a defined set of information categories;

said information display controller displays on said display device, in successive time periods, ones of said
information items stored in said local memory associated with successively selected ones of said information
categories.

7. The information and advertising distribution system of claim 1, wherein

said local memory of each said workstation stores a plurality of display scripts, each display script for control-
ling display of at least one information item in conjunction with display of at least one advertisement; and

said information display controller displays on said display device, in successive time periods, said information
items stored in said local memory in conjunction with advertisements stored in said local memory, utilizing suc-
cessive ones of said display scripts stored in said local memory during said successive time periods.

8. The information and advertising distribution system of claim 7, wherein

at least a subset of said information items stored in said local memory and in said data server each have asso-
ciated therewith at least one information category selected from a defined set of information categories;

at least a subset of said advertisements stored in said local memory and in said data server each have asso-
ciated therewith at least one information category selected from a defined set of information categories; and
said information display controller displays on said display device, during each of at least a subset of said suc-
cessive time periods, ones of said information items and advertisements associated with a same one of said
defined set of information categories.

9. The information and advertising distribution system of claim 7, wherein

said information items stored in said local memory and in said data server each have associated therewith an
information category selected from a defined set of information categories;

said advertisements stored in said local memory and in said data server each have associated therewith at
least one information category selected from a defined set of information categories; and

said information display controller displays on said display device, during each said successive time period, at
least one of said locally stored advertisements and ones of the locally stored information items associated with
a selected one of said defined set of information categories, wherein said selected one of said defined set of
information categories changes during successive time periods.

10. The information and advertising distribution system of claim 1, wherein

said data server stores a set of display scripts, each display script for controlling display of at least one infor-
mation item in conjunction with display of at least one advertisement;

said local memory of each said workstation stores at least a subset of said display scripts;

said information administrator updates the display scripts stored in said local memory with at least a subset of
said display scripts stored by said data server; and

said information display controller displays on said display device, in successive time periods, said information
items stored in said local memory in conjunction with advertisements stored in said local memory, utilizing suc-
cessive ones of said display scripts stored in said local memory during said successive time periods.

11. The information and advertising distribution system of claim 10, wherein

at least a subset of said information items stored in said local memory and in said data server each have asso-
ciated therewith at least one information category selected from a defined set of information categories;

at least a subset of said advertisements stored in said local memory and in said data server each have asso-
ciated therewith at least one information category selected from a defined set of information categories; and
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said information display controller displays on said display device, during each of at least a subset of said suc-
cessive time periods, ones of said information items and advertisements associated with a same one of said
defined set of information categories.

12. The information and advertising distribution system of claim 10, wherein

said information items stored in said local memory and in said data server each have associated therewith an
information category selected from a defined set of information categories;

said advertisements stored in said local memory and in said data server each have associated therewith at
least one information category selected from a defined set of information categories; and

said information display controller displays on said display device, during each said successive time period, at
least one of said locally stored advertisements and ones of the locally stored information items associated with
a selected one of said defined set of information categories, wherein said selected one of said defined set of
information categories changes during successive time periods.

13. An information and advertising distribution system, comprising:

a data server for storing and updating a database of information items and advertisements, at least a subset
of said information items having an associated information category;

a plurality of workstations remotely located from said data server for use by a corresponding set of subscribers;
each workstation including:

a display device;

a communication interface for establishing a communication connection with said data server and for
receiving at least a subset of said information items and advertisements in said data server's database;
local memory for storing the information items and advertisements received from said data server;

an information administrator that updates the information items and advertisements stored in said local
memory from time to time with at least a subset of said information items and advertisements stored by
said data server; and

an information display controller for displaying on said display device at least a subset of said information
items and advertisements stored in said local memory when said workstation meets predefined idleness
criteria.

14. An information and advertising display system, comprising:

a display device;

local memory for storing information items and advertisements;

a plurality of display scripts, each display script for controlling display of at least one information item in con-

junction with display of at least one advertisement; and

an information display controller for displaying on said display device at least a subset of said information items

and advertisements stored in said local memory when said workstation meets predefined idleness criteria;
wherein said information display controller displays on said display device, in successive time periods,

said information items stored in said local memory in conjunction with advertisements stored in said local

memory, utilizing successive ones of said display scripts stored in said local memory during said successive

time periods.
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Description

BACKGROUND OF THE INVENTION

5 The present invention relates to the field of customized information presentation. More specifically, one embodi-
ment of the invention provides a custom page server which can quickly serve custom pages and is scalable to handle
many users simultaneously.

Web servers for serving static documents ("Web pages") over the global Internet are known. While static documents
are useful in many applications where the information to be presented to each requesting user is the same, some

10 applications require customization to appeal to users. For example, in presenting news to users, custom pages present
news which is more relevant to the requesting users than static pages. With static pages, a user will often have to
scroll through many topics not of interest to that user to get to the information of interest. With custom pages, the
information is filtered according to each user's interest.

Customizing a server response based on the requestor is known, however known systems do not scale well. One

15 method of serving custom pages is to execute a script, such as a CGl (Common Gateway Interface) script, or other
program to collect the information necessary to generate the custom page. For example, if the custom page is a news
pAage containing stock quotes, sports scores and weather, the script might poll a quote server to obtain the quotes of
interest, poll a sports score server to obtain the scores of interest and poll a weather server to obtain the weather. With
this information, the server generates the custom page and returns it to the user. This approach is useful where there

20 are not many requestors and where the attendant delay is acceptable to users. While it may be the case that current
users are willing to wait while pages load in their browsers, growing impatience with waiting will turn users away from
such servers, especially as use increases.

One approach to avoiding long waits is to transfer the custom information in non-real-time, so that the information
is stored local to the user as it arrives and is presented 1o the user on request. A disadvantage of such a system is

25 that the networks used by the user become clogged with data continually streaming to the user and require large
amounts of local storage. Another disadvantage is that the locally stored information will become out of date as the
server receives new data.

From the above it is seen that an improved system for delivering custom pages is needed.

30 SUMMARY OF THE INVENTION

The present invention provides an improved custom page server. In one embodiment, user preferences are or-
ganized into templates stored in compact data structures and the live data used to fill the templates is stored local to
the page server which is handing user requests for custom pages. One process is executed on the page server for

35 every request. The process is provided a user template for the user making the request, where the user template is
either generated from user preferences or retrieved from a cache of recently used user templates. Each user process
is provided access to a large region of shared memory which contains all of the live data needed to fill any user template.
Typically, the pages served are news pages, giving the user a customn selection of stock quotes, news headlines, sports
scores, weather, and the like. With the live data stored in a local, shared memory, any custom page can be built within

40 the page server, eliminating the need to make requests from other servers for portions of the live data. While the shared
memory might include RAM (random access memory) and disk storage, in many computer systems, it is faster to store
all the live data in RAM.

If the volume of requests becomes too great for one page server to handle, the system is easily scaled by adding
additional page servers. Each page server maintains its own copy of the live data in its shared memory, and needs to

45 maintain only the user templates for the requests it is handling, so no communication between page servers is needed.

Examples of embodiments of the inventions herein may be realized by reference to the remaining portions of the

specification and the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

50
FIG. 1 is a block diagram of a client-server architecture according to one embodiment of the present invention;
FIG. 2 is a schematic diagram showing how a user's custom page is generated from a user configuration, a global
template and live data.
FIG. 3 is an illustration of a global front page template as might be used to generate user templates.

55 FIG. 4 is an illustration of a user template generated from the global front page template of FIG. 3 as might be
used to generate a custom user page.
FIG. 5 is an illustration of a user page generated using the global template of FIG. 4.
FIG. 6 is an illustration of how intelligent defaults are selected.
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Two appendices are included at the end of this description. Appendix A is a full listing of the user template shown
in part in FIG.4. Appendix B is an HTML source code listing of the HTML page used to generate the browser display
shown in FIG. 5.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

FIG. 1 shows a client-server system 100 which is used to display custom news pages. A custom news page is
displayed on a browser 102 which obtains the page from a page server 104 via Internet 106. While only one browser
102 is shown, a typical system will have many browsers connecting and disconnecting to the system.

The art of client-server systems using HTTP (HyperText Transport Protocol) messaging or other protocols is well
known and will not be addressed in detail here. Essentially, browser 102 makes a request for a particular page by
specifying a Uniform Resource Locator ("URL") for the page. In the example shown in FIG. 1, the request is directed
to the URL "http:/my.yahoo.com/". Normally, this URL is directed to the root directory of a machine named my.yahoo.
com. As is the convention in Internet communications, browser 102 submits the domain portion (*my.yahoo.com") of
the URL to a name server, such as name server 108, to determine an actual address for the page server 104. Name
server 108 returns an IP (Internet Protocol) address to browser 102 directing it to a page server 104. Where multiple
pAage servers 104 are used, name server 108 returns |P addresses in a round-robin fashion to distribute the load over
multiple page servers. Alternatively, name server 108 might distribute the load more deterministic by tracking browser
addresses and hashing the browser address to select a page server 104. It is deterministic in that any given browser
always accesses the same page server 104. This allows for more efficient caching of user templates, since more cache
hits are likely where a given browser always returns to one page server.

When a page server receives the URL for its root directory, it interprets that as a request for the user's custom
summary page. The user is determined not from the URL, but from a "cookie" provided by browser 102 with the URL.
Cookies are strings of data stored by browsers and sent along with any request to a URL having a domain associated
with the cookie.

Page servers 104 obtain the live data from many disparate sources and reformat the data into a form suitable for
use by the page server. Page servers 104 are coupled, via a network, to edit servers 112, which are used when a user
changes his or her user template. The user templates are stored in a user configuration database 116 and are stored
and provided to edit servers by a network appliance 114 written for this purpose. Network appliance 114 is a process
tuned to quickly locate files in large directories (N400 files/directory) and return them to the edit servers or page servers.
One embodiment of network appliance 114 is the F330 fault-tolerant scalable server supplied by Network Appliance,
of Mountain View, California.

In a specific embodiment, page servers 104 are microcomputers running the Unix® operating system with 64 to
128 megabytes of shared memory, page servers 104 and edit servers 112 are coupled using TCP/IP (Transport Control
Protocol/Intermet Protocol) and the user configuration database 116 is a Unix file structure which stores each user
configuration in a text file. The particular file used by a user is a combination of the user's user name and a hash result,
to allow for quick access when many user configurations are stored. For example, the user configuration for summary
"front" page for a user "ash802" might be stored at /de/13/y.ash802, where "de" and "13" are hash results of a hash of
the user name "ash802".

FIG. 2 shows in more detail the generation of a custom page for a user, using a front page generator 200 and page
server 104. Front page generator 200 generates a user template 202 from a global front page template 204 and a user
configuration record 206. FIG. 3 shows an example of a global front page template. User configuration record 206 is
a record selected from user configuration database 116. The record might have been obtained from a cache, but in
the preferred embodiment, the records are not cached, the user templates are.

Page server 104 is shown comprising a page generator 210, a shared memory 212 for storing live data and a
cache 214 for caching user templates such as user template 202. Page generator 210 generates a custom front page
218 from a user template and the live data stored in shared memory 212. Although not shown, custom pages other
than the front page can be generated in a similar fashion. Using user templates and a shared memory for the live data,
page server 104 can quickly build custom pages in response to a user request. Where the user template is cached,
the page can be generated entirely within page server 104.

Shared memory 212 is organized as a set of memory mapped files. With memory mapped files, the operating
system maintains the data in permanent storage, but permanently caches the files in shared memory 212. This allows
for quick recovery should a page server crash, since all of the shared memory can simply be reloaded from the per-
manent storage. This is & great feature from a user convenience standpoint, since the user will never be faced with a
situation where they have to wait for a server to rebuild a page for them by querying the various data providing servers,
such as sports server 230, stock server 232 and news server 234. As should be apparent from this description and
FIG. 2, page generator 210 can generate custom front page 218 much more quickly using shared memory 212 as
compared with using servers 230, 232, 234 and page template 202. One reason for this is that the time it takes to
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retrieve data from shared memory 212 does not appreciably increase relative to the bandwidth delay time when more
data is retrieved. For example, if stock server 232 were queried for each individual stock quote, a page with fifty stock
quotes might take ten times as long to generate as a page with five stock quotes.

One aspect of the present invention is the realization that every piece of information a person can request on a
page is storable in a shared memory closely coupled to a page generator. For example, page server 104 shown in
FIG. 2 can accommodate 65,000 different symbols for which quotes are provided. In one embodiment, all of the stock
information for all 65,000 symbols is stored in a 13 to 14 megabytes section of the shared memory. Where shared
memory 212 is a 64MB or 128MB memory, this leaves sufficient room for other data, such as news headlines, sport
scores, and memory used by the operating system for each process running on page server 104. In some embodiments,
shared memory 212 is large enough to also accommodate more than just news headlines. For example, news sum-
maries (as described further in connection with FIG. 5) can be stored in shared memory 212 for quick access.

As shown in FIG. 2, the user's front page template 202 does not need to be generated each time, but rather is
stored in cache 214. In a preferred embodiment, user templates are stored in cache 214 for long enough to be reused.
Some users might choose to access their front page only infrequently, while others might choose to access their front
page hourly. Since the pages are customized and dynamic, the user would see different information each time, but the
same user template would be used each time. Of course, when the user edits his or her template, any cached copy
of a user template is flushed. A garbage-collection process may also flush the cache of user pages which have been
inactive for several days. In one implementation, cache 214 would accormmodate 60,000 to 70,000 user templates.
Where a particular page server is assigned on a random round robin basis, multiple page servers may cache their own
copy of a given user template, but where a user is directed always to a particular server (except in the case where the
particular server fails and a secondary server is used), that page server will be the only one which needs to cache that
users user template. Even where the round robin name server scheme is used, some browsers may cache |P address-
es, even longer than the specified "time to live" variable associated with the |IP address, in order to save the time
required to obtain an IP address each time. With such a browser, the user is effectively directed to the same page
server each time and the server side of the page serving system does not need to direct users to particular page
servers. With newer browsers, however, the "time to live" variable is honored and new requests are made for |IP ad-
dresses after the "time to live" has expired. In these cases, if the assignment of a user to a single page server is desired,
name server 108 (see FIG. 1) will use the user name from the provided cookie or the user's |IP address to assign a
page server based on a hash of the user name or |P address.

FIG. 3 is an illustration of global user template 204. Global user template 204 is an HTML (HyperText Markup
Language) document with additional tags as placeholders for live data. Several placeholders 302 are shown in FIG. 3.

FIG. 4 is an illustration of user template 202 as might be generated from global user template 204 (see Fig. 3) and
a user configuration record 206. A full listing of user template 202 is included herewith in Appendix A. User template
202 is determined by the user configuration and is independent of the live data, therefore it can be cached without
needing to be updated, unless the user chooses to edit the configuration information. Preferably, the user templates
are cached rather than the user configuration, to save a step and reduce the time to respond to a request for the page.
Caching is more effective where the typical user makes several requests in a short time span and then doesn't make
any requests for a long period of time.

Essentially, usertemplate 202 contains the information about the user which does not change until the user changes
his or her preferences. Of course, the system operator could choose to make changes to how the system operates,
thus requiring changes to the user preferences and user templates. User template 202 is shown comprising internal
variables such as a time zone and demographic information. The demographic information, on the second line in FIG.
4 is used for selection of an advertisement which will be part of the custom page. In this example, the advertisement
is targeted by the demographic information in the user template ":M,85,95035,T,*" indicating that a suitable ad should
be targeted to a male user, age 85, located in zip code 95035, etc. As shown, the portfolio section contains selected
stock symbols, the scoreboard section contains selected team symbols, and the weather section contains selected
weather cities/zip codes.

The selections of stock quote symbols, team scores, and weather cities are set by the user In a preferred embod-
iment, intelligent defaults are selected by the system prior to user selection, so that users unfamiliar with the custom-
ization process will nonetheless be able to view non empty custom pages. This is described in further detail below in
connection with FIG. 6.

FIG. 5 is an illustration of a user front page 218 returned by page server 104. User front page 218 as shown in
FIG. 5 includes many elements, some of which are described here in further detail. User front page 218 is built according
to a user template and live data. The user template specifies, for example which quotes are shown in the portfolio
module, which cities are displayed in the weather module, etc. Each of the modules 504 can be customized by a user
and moved about front page 218. The modules 504 are also reusable, in that any customized module which appears
on multiple pages can be edited from any one of those pages and the edits will be reflected on each of the pages.
Other custom pages for the user can be viewed by selecting one of the page buttons 502 appearing below the header.
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Other pages and utilities can be selected using the buttons 508 which are part of the header.

In addition to all of the live date shown in FIG. 5 being stored in the shared memory, summaries from each of the
major news topics can also be stored in the shared memory and viewed by pressing on the news topic header, such
as news topic header 506. As should be noted, the page generator can also intelligently display dates 510 customized
for a particular user, using a time zone variable in the user template. This time zone variable is shown as the first line
in user template 202 in FIG. 4. In addition to being able to modify each of the modules, in many cases the order of
appearance of the modules is customizable. For example, the order of the various sections of user template 202 shown
in FIG. 4 is not fixed.

The preference editing process can be initiated by the user pressing the appropriate edit button 512. As explained
above, once the editing process is complete, the user template is flushed from the cache and regenerated. Since each
of the news stories is essentially a static page linked to a headline shown in the news section, these can simply be
linked to static pages on a news server.

Referring now to FIG. 6, an illustration of intelligent defaulting for populating a user template, and consequently a
user summary page. As part of a registration process, a user indicates, among other things, his or her zip code. This
zip code is used to locate an approximate longitude and latitude for the user using a zip code lookup table 602. This
allows the user's location to be located on a map 604. Map 604 provides city boundaries and, with team location table
6086, also provides locations for various sports teams which can be selected in a sports module. In selecting A default
predetermined number of cities and sports teams for inclusion as initial selections for a particular user, a circle is drawn
around the user and increased in diameter until the circle envelopes a suitable predetermined number of cities and
sports teams. In this way, each user is guaranteed a default number of nearby teams and cities for sports and weather,
respectively. While this assumes that the user is interested in only the teams nearest the user, the system can be
arranged to provide intelligent defaults where geographic anomalies are known to exist. Geographic anomalies occur
in communities which have more loyalty to distant teams than nearby teams, such as might occur when the distant
team is much better than the nearby team or when the nearby team recently moved to a distant location. In any case,
the user is allowed customize his or her pages beginning with the intelligent defaults selected.

Other intelligent defaults can be provided in other contexts. For example, the header of user front page 218 includes
a button 508 labelled "myweb" which, when pressed, would lead the user to a custom listing of web sites. The initial
defaults for that custom listing of web sites might be generated based on the keywords of interest to that user or based
on the news topics, sports teams or weather cities selected by the user.
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Appendix A. Listing of a User Template

<!'-- timezone:~-8,PT 0 -->

° <t-- ad:M,85,95035, T, 792 >
<l--
portfolio:Quotes,pf_1,1, DJI, “NYA, ~IXIC, "SPX, “XAX, YEQO, NSCP, IOV, NSCP, YHOO
2836 -->

10 i
scoreboard: NCAAFSSC, NHLSAN, MLSSAN, NCAAFSSS, ALOAK, NBAGSW, NFLOAK, NCAAFCCD, NF
LSFO, NLSFQ 3803 -->
<!=- weather:1,30901,uk londo,%4601,95101 4368 -->

15 <o
mode_bar:"FRONT PAGE", .hier=News+Summary%3aEdits&.done=http://my.yahoo.com/
news/summary.html?v 4538 -->
<l-- summary2:3,rt,rw,z0000,mlb, re,vE 4587 -->

20 <!-- motd:us_motn.html 4686 -->
<html> ’
<heac>
<title>My Yahoo! news summary for ash802</title>

25 </head>
<body>
<cencer>

30 <meap name="top"><area shape=rect ccords="0,0,45, 6€"
href="/news/summary,.nhtml?v'><area shape=rect cooxrcs="45,0,90,66"
href="/internet/directory.html?v"><area shape=rect coords="90,0,133,66"
href="/contacts/white pages.html?v"><arza shape=rect coords="135,0,346, 66"

35 hrei="/?myHome"><area shape=rect cocords="346,0,38%,5658"
href="/help/news/summary.htm."><arsa shape=rect ccords="389,0,431,66"
href="http://edit.my.yahoo.com/config/eval profile"><area shape=rect
coords="431,0,477,66" href="http://edit.my.yahoo.com/config/toffly">

0 </map>
<center><a href="/bin/top_menu"><img border=0 height=62 width=477 ismap
usemap="rtop" src="http://www.yahoo.com/inages/my/banner/newsl.gif"
alt="My Yahoo!"></a></center>

45 o> B
<center><form action="http://search.my.yahoo.com/search/my"> <font
size="=-2">[ <a
href="http://edit.my.yahoo.com/config/set_attr?attr=sloc&value=p&.done=htt

50 p://my.yanoo.com/news/summary.html?v”’>move to bottom</a> ] </font><input
size=25 name=p> <font size="-1">&nbsp; <input type=submit
value=Search><input type=hidden name=n value="25"> &nbsp; <a
href="http://search.my.yzhoo.com/search/my/options”">0ptions</a></font></fo

55 m></cent2r><p>

6
IPR2025-00200 / 722 Patent Page 172 of 1171

EX1002



15

20

25

30

35

40

45

50

55

EP 0 889 421 A1

<center>

<teble border=0 cellspacing=0 cellpadding=2>

<Lr>

<td align=center><font

color="#000000"><b>Sections:</b>&nbsp;&nbsp;</font></td>

<td align=center bgcolor="#dcdcdc"><font

color="%000000"><b>Fronté&nbsp; Page</b></font></td>
td>&nbsp; | énbsp; </td>

<td align=center><a Aref="/news/business/summary.html?v">Business</a></td>

<td>&nbsp; | &nbsp:</ta>

<td align=center><a

href="/news/portfolio summary.html?v">Portfolios</a></td>

td>snbsp; | &nbsp; </td>

I

<td align=center><a

ref="/news/entertainment/summary. htmi?v">Entertainment</a></td>
d>&nbsp; | &nbsp; </td>

r

td align=center><a href="/news/sports/summary.html?v">Sports</a></td>
td>&nbsp; | §nbsp; </td>

AN A AT

td align=center><a

href="/news/technology/summary. html?v">Technology</a></td>

/

/table>

</center>

</center>

<table border=1 cellpadding=4 cellspacing=0 width="100%">
<tr><td align=center valign=top width="1%">

<a

o

ref="http://edit .my.yahoo.com/config/eval_left?mode=left nsum&.done=http}

o
prs)

2£%2fmy%2evahoont2ecom$2fnewst2fsummary$2ehtmls3£v"><img border=0

c="http://www.yahoo.com/images/my/laft.gif” alt="edit left"></a>

rt
&}

ble border=0 cellpadding=1l cellspacing=0 width="100%">
bgcolor="#dcdcde"><td colspan=4 width="100%"><table border=0

AN 0 W
rt I
I

Q
st
[

2llpadding=2 cellspacing=0 width="100%"><tzr><td width="100%"><b><font

ize="+1">P<font size="+Q">ORTFOLIOS</font></font></b></td><td
align=right><a

0

href="htto://edit.my.yahoo.com/config/eval guotes?.done=http://my.yahco.co
m/news/summary.html?v"><img align=absmiddle border=0 height=13 width=25
src="http://www.yahoo.com/images/my/personalize.gif” -
alt="edit"></a></td></tr></table></td></tr>

<tr><td align=center colspan=4><form method=get
action="http://quote.yvahoo.con/quotes'"><font size="-1"><input type=text
size=10 name=symbols><input type=submit value="G5Get Quotes'><br><font
size="0">gquotes delayed 20 minutes - <a
h:ef=”/fin_disclaime:.html">disclaimer</a><br>click on syrbol for detailed
guote + news<br><b>~</b> indicates new news during last
Zdhrs<font></form></td></tr></table>
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<hr size=0><table border=0 cellpadding=1l cellspacing=0 width="100%">
<tr bgcolor="#dcdede"><td colspan=5 width="100%"><table border=0
cellpadding=2 cellspacing=0 width="100%"><tr><td width="100%"><a

5 href="/sum/?http://sports.yahoo.com/"><b><font size="+1">S<font
§1ze="+0">COREBOARD</font></font></b></a></td><td align=right><a
href="http://edit.my.yahco.com/config/set_sports?.done=http://my.yahoo.com
/news/summary.html?v"><img align=absmiddle border=0 height=13 width=25

10 src="http://www.yahoo.com/images/my/personalize.gif”
alt="edit"></a></td></tr></table></od></tr>
<hr size=0><table border=0 cellpadding=2 cellspacing=0 width="100%">

15 <tr bgcolor="#dcdcde"><td colspan=3 width="100%"><table border=0
cellpadding=2 cellspacing=0 width="100%"><tr><id width="100%"><a
href="/my/?http://weather.yahoo.com/"><b><font size="+1">W<font
size="+Q">EATHER</font></font></b></a></td><td align=right><a

20 nref="http://edit.my.yahoo.com/config/set wni?.done=http://my.yahco.com/ne
ws/summary.html?v”"><img align=absmiddle border=0 height=13 width=25
src="http://www.yahoo.com/images/my/personalize.gif"
alt="edit"></a>»</td></tr></table></td></tr>

25 <tr><td align=center colspan=3><font size=0>click on city Zor extended 7
forecast</font></td></tr>
</table>
<hr size=0>

0 <p></td>
<td align=center valign=top width="100%">
<table border=1 cellpadding=2 cellspacing=0 width="100%">

35 </table>
</td></tr>

40 </table>
<center>
<table border=1 cellpadding=2 cellspacing=0 width="100%">

45
</table> -
</center>
<p>

50
<hr>
<center>
<table border=0 cellpadding=0 cellspacing=0 width="100%">
<tr>

55 <td aligr=left valign=top><table border=0 cellpadding=0 cellspacing=0>
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<tr><td align=left valign=bottom><a href="/my/?http://www.yahoo.com/"><img

border=0 height=47 width=47 src="http://www.yahoo.com/images/my/yahoo.gif"
alt="Yahoo!"></a></td>

° <td>&nbsp; &nbsp;</td>
<td align=left wvalign=bottom width="100%"><font size="-1"><i>Copyright
&copy; 1994-1987 Yahoo! Inmc. All rights reserved.</i><br>Portions

10 copyright &copy; 1997 Reuters Ltd. All rights reserved.<br>
Portions copyright &copy; 1997 SportsTicker Enterprises LP. All rights
reserved.<br>
Portions copyright &copy; 1937 Weathernews Inc. All rights reserved.<br>

15 Portions copyright &copy; 1997 Business Wire. All rights reserved.<br>
Portions copyright &copy; 1997 PR Newswire. All rights reserved.<br>
Questions, comments, or suggestions? Send us <a
href="http://my.yahoo.com/feedback.html">feedback</a>.</font></td>

20 </tr>
</table>
</td> .
<td>&nbsp; &nbsp;</td>

25 <td align=right>»<a href="/bin/logout_menu"><img becrder=0 height=68
width=100 ismap usemap="#logout"
src="htip://www.yahoo.com/images/my/logout.gif" alt="Change
User"></a></td>

30 </tr>
</table>
</center>
<msp name=logout>

35 <area coords="0,0,50,68" href="/my/?http://www.yzhoo.com/">
<area coords="51,0,100, 68"
href="http://edit.my.vahoo.com/config/login?logout=1">
</map>

40
</body>
</html>

45

50

55
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Appendix B. Listing of a Usex Page

<html>
<head>
<title>My Yahoo. news swmmary for ash802</title>
</head>
<body>

<center>

<map name="top'"><area shape=rect coords="0,0,45%, 686"
href="/news/summary.html?v"><area shape=rect coords="45,0,93C,66"
href="/intsrnet/directory.html?v'><area shape=rect coords="%¢0,0,135,66"
href="/contacts/white pages.html?v'><area shape=rect coords="135,0,346,66"
href="/?myHome"><area shape=rect coords="346,0,388,66"
href="/help/news/summary.html"><area shape=rect coords="389,0,431,66"
href="http://edit.my.yahoo.com/config/eval profile"><area shape=rect
coords="431,0,477,66" href="http://edit.my.yzhoo.com/config/toffly™>
</map> )

<center><a href="/bin/top menu"><img border=0 height=62 width=477 ismap
userap="4top" src="http://www.yahoo.com/images/my/banner/newsl.gif" alt="My
Yahco!"></a></center>

<font size="-5"><p></font><!-- SpaceID=0 noad -->

<font size="-5"><p></font>

<o>

<center><form acticn="http://search.my.yahoo.com/seaxch/my"> <font size="-2">[ <a
href="htip://ecit.my.yahoo.com/config/set_attr?attr=sloc&value=bs.dore=http://my.y
ahoo.com/news/summary.html ?v">move to bottom</a> | </font><input size=25 name=p>
<fort size="-1">&nbsp; <input type=submit value=Search><input type=hidden name=n
value="25"> gnbsp; <a href="http://search.my.yahoo.com/search/my/options"
>Options</a></font></form></center><p>

<center>

<table border=0 cellspacing=0 cellpadding=2>

<tc>

<td align=center><font color="%000000"><b>Sections:</b>&nbsp; &nbsp;</font></td>
<td align=center bgcolor='"#dcdecdc"><font

color="#000000"><b>Front&nbsp; Page</b></font></td>

<td>&nbsp; | &nbep;: </td>

<td align=center><a href="/news/business/summary . html?v">Business</a></td>
<td>&nbsp: | snbsp; </td>

<td align=center><a href="/news/portfolio_summary.html?v">Pcrtfolios</a></td>
<td>&nbsp: | snbsp:</td>

<td align=center><a
nref="/news/entertainment/summary.html?v">Entertainment</a></td>
<td>s&nbsp; | &nbsp: </ td>

<td align=centar><a href="/news/sports/summary.html?v">Sports</a></td>
<td>&nbsp; | &nbsp;</td>

<td align=csnter><a href='"/news/technology/summary.html?v">Technology</a></td>
</tr>

</table>

10
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</center>
</center>

3
<tzble border=1 cellpadding=4 cellspacing=0 width="100%">
<tr><td align=center valign=top width="1%">
<a

10 href="hetp: //edit.my.yahoo.com/config/eval_left’?mode=left nsum&.done=http33a%2£%2f
my%2eyahoot2ecomiZinewst2fsummarys2ehtml$3£v"><ing border=0
src="http://www.yahoo.com/images/my/left.gif" zlt="edit left"></a>
<table border=0 cellpadding=1 cellspacing=0 width="100%">
<tr bgcolor="#dcdedc"><td colspan=4 width="100%"><table border=0 cellpadding=2

15 cellspacing=0 width="100%"><tr><td width="100%"><b><font size="+1">P<font
size="+0">ORTFOLIOS</font></font></b></td><td zlign=right><a
href="http: //edit.my.yanoo.com/config/eval_guotes?.done=http://my.yahoo.com/news/s
ummary.html?v"><img align=absmiddle border=0 height=13 width=25
src="http://wWww.yahoo.com/images/my/personalize.gif"

20 alt="edit"></a></td></tr></table></td></txr>
<tr><td valign=top width="10%"><nobr><a
nref="http: //edit my.vahoo.ccm/config/set portf expand?port=Quotessexpand=0&.done=
htto://my.yahoo.com/news/surmary . html ?v"><img align=absmiddle border=0 height=11

25 widzh=11 src="http://www.yahco.com/images/my/arrowdown.gif™" )
alt="edit"></a></td><td valign=top width="30%"><nobr><b><a
hrei="http://guote.yahoo.com/portfolio?viewskey=pf 1">Quotes</a></b></nobr></td><t
d widfh="30%"></td><td width="30%"><big>»</td></tr>
<tz><td align=left valign=top width="1C0%"><nobr><font size="-

30 1">snbsp; <brr&nbsp; <br>&nbsp; <br>snbsp; <br>&nbsp; <br>*<br>*<br>*<br>*<br>*<br></fo
nt></nobr></td><td valign=top width="30%"><nobr><font size="-1"><a
href="http: //quote.yahoo.com/quotes ?SYMBOLS=~DJIsdetailed=c">DIIA</a><br>
<a href="http://quote.yahoo.com/quotes?3YMBCLS="NYAsdetailed=t">NYSE</a><br>
<a href="http://quore.yahoo.com/quotes?3YMBOLS="IXIC&detailed=t">NASDAQ</a><br>

35 <a href="http://quote.yahco.com/quotes?SYMBOLS="SPXsdetailed=t">S&P 500</a><br>
<a href="http://quote.yahoo.com/quotes?3YMBOLS="¥AX&detailed=t">AMEX</a><br>
<a href="http://quote.yahoo.com/quotes?SYMBOLS=YHOO&detailed=t">YHOO</a><br>
<a nref="http://quote.yahoo.com/quotes?SYMBOLS=NSCPsdetailed=t">NSCP</a><br>
<a href="http://quote.yahoo.com/quotes?SYMBOLS=I10Msdetziled=t">[0M</a><br>

40 <a href="http://quote.yahoo.com/quotes?SYMBOLS=NSCPsdetailed=t">NSCP</a><br>
<a nref="http://quote.yahoo.com/quotes?SYMBOLS=YHOOsdetailed=t">YHOO</a><br>
</font></nobr></td><td align=right valign=top width="30%"><nobr><font size="-
1">7312.15<br>442.36<br>1384.91<br>845.48<br>609.02<br>32 1/2<br>29 1/4<br>19

45 1/4€br>29 1/4<br>32 1/2<br></font></rnobr></td><td align=right valign=top
width="30%"><nobr><font size="~1"><font size="-1" -
color="#007£00">+22.75</font><br><fort size="-1"
color="#007£00">+0.82</font><br><font size="-1" color="z7f0000">~-
19.88</font><br><font size="-1" color="#7f0000">-0.88</font><br><font size="-1"

50 color="4#007£00">+1.85</font><br><font size="-1" color="#7£0000">-
5/8</font><br><font size="-1" coloxr="#7£0000">-5/8</font><br><fonrt size="-1"
celor="#007£00">+1/2</font><br><font size="-1" color="47£0000">-
5/8</font><hr><feont size="-1" color="47£0000">-
5/8</font><br></font></nobr></td></tr>

55 <trr<td align=center colspan=4><form method=get
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action="http://quote.yahoo,com/quotes"><font size="-1"><input type=text size=10
name=symbols><input type=submit value="Get Quotes"><br><font size="0">quotes

delayed 20 minutes - <a href="/fin_disclaimer.html">disclaimer</a><br>click on

5 symbol for detailsd quote + news<br><b>*</b> indicates new news during last

24hrs<font></form></td></tr></table>
<hr size=0><table border=0 cellpadding=1 cellspacing=0 width="100%">
<tr bgcolor="#dcdcde"><td colspan=5 width="100%"><table border=0 cellpadding=2
cellspacing=0 width="100%"><tr><td width="100%"><a

0 href="/sum/?http://sports.yahoo.com/"><b><font size="+1">S<font
Size="+0">COREBOARD</font></font></b></a></td><td align=right><a
href="http://edit.my.yahoo.com/config/set_sports?.done=nttp://my.yahoo.com/news/su
mmary.html?v"><img align=absmiddle border=0 height=13 width=25

15 src="http://www.yahoo.com/images/my/personalize.gif"
alt="edit"></a></td></tr></table></td></tr>
<tr><td colspan=5><b><font size="-1">TODAY</font></b></td></tr>
<tr><td valign=top><font size=-1><a
href="http://sports.yahoo.com/al/">AL</a></font></td><td valign=top><font size=-

20 1>Detroit<br><b>0Oakland</b></font></td><cd align=right valign=top><font size=-
1>8<br>9</font></td><td valign=top>&#160;</td><td valign=top><font size=-1><a
nref="http://sports.yahoo.com/al/rcps/970603/detoak.html">F</a></font></td></cr>
<trr<td valign=top>»<font size=-1><a

25 nref="http://sports.yahoo.com/nl/">NL</a></font></td><td valign=top><font size=-
1>8an Francisco<br><b>Florida</b></font></td><td align=right wvalign=tcp><fonz
size=-1>9<br>1</font></td><td valign-=top>&#160;</td><td valign=top><font size=-
ix<a
href="http://sports.yahoo.com/nl/rcps/970603/sfofla. html">F</a></font></td></tr>

30 <tr><td colspan=5><b><font size="-1">YESTERDRY</font></b></td></tr>
<tr><td valign=top><font size=-1><a
href="http://sports.yahoo.com/al/">AL</a></font></td><td valign=topr<font size=-
1>Detroit<br><b>0Oakland</b></font></td><td align=right valign=top><font size=-
1>8<br>7</font></td><td valign=rop>&#160;</td><td valign=top><font size=-1l><a

35 href="http://sports.yahoo.com/al/rcps/270602/detoak.html ">F</a></font></td></tr>
<tr><td valign=top><font size=-1><a
href="http://sports.yahoo.com/nl/">NL</a></font></td><td valign=top><font size=-
1>San Francisco<br><b>Florida</b></font></td><td align=right valign=top><font

0 size=-1>2<br>4</font></td><td valign=top>&#160;</td><td valign=top><font size=-
1><a
href="http://sports.yahoo.com/nl/rcps/870602/sfofla.heml">F</a></font></td></tr>
</table>

45 <hr size=0><table border=0 cellpadding=2 cellspacing=0 width="100%">
<tr bgcolor="#dcdcde"><td colspan=3 width="100%"><table border=0 cellpadding=2 -
cellspacing=0 width="100%"><tr><td width="100%"><a
href="/my/?http://weather.yahoo.com/"><b><font size="+1">W<font
size="+0">EATHER</fornt></font></b></a></td><td align=right><a

50 href="http://edit.my.yahoo.com/config/set_wni?.done=http://my.yahoo,com/news/surma
ry. html?v"><img aligrn=absmiddle border=0 height=13 width=25
src="http://www.yahoo.com/images/my/personalize.gif"
alt="edit"></a></td></tr></table></tc></tr>
<cr><td><a href="http://weather.yahoo.com/forecast/Augusta_GA_US_f.html"><font

55 size="-1">Augusta, GA</font></a></td><td align=right><font size="-1">63,..78
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F</font></td><td align=right><font size="-1"><img height=24 width=32
src="http://www.yahco.com/images/my/wni/87.gif" alt="Showers"></font></td></tr>
<trr<td><a href="htIp://weather.yahoo.com/forecast/London UK_f.html"><font size="-

5 1">London, UK</font></a></td><td align=right><font size="-1">50...73
F</font></td><td align=right><font size="-1"><img height=24 width=32
src="http://www.yahoo.com/images/my/wni/87.gif" alt="Showers'></font></td></tr>
<tr><td><a href-"http://weather.yahoo.com/Eorecast/Oakland_CA US_f.html"><font
size="-1">»Qakland, CA</fent></a></td><td align=right><font size="-1">59...70

10 F</font></td><td align=right><font size="-1"><img height=24 width=32
src="http: //www.yahoo.com/images/my/wni/66.gif" alt="Partly
Cloudy"></font></td></tr>
<tr><td><a href="http://weather.yahoo.com/forecast/San_Jose _CA US_f.html"><font

15 size="-1">San Jose, CA</font></a></td><td align=right><font size="-1">54...75
F</font></td><td align~right><font size="-1"><img height=24 width=32
src="http://www.yahoo.com/images/my/wni/B2.gif" alt="Rain"></font></td></tr>
<tr><td align=center colspan=3><font size=0>click on city for extended
forecast</font></td></txr>

20 </table>
<hr size=0>
<p></td>
<td align=center valign=top widch="100%">

25 <center>
<table border=1 cellpadding=4 cellspacing=0 width="100%">
<tr>
<td bgcolor="#000000">

30 <table border=0 cellpadding=0 cellspacing=0 widch="100%"><tr>
<td align=left valign=bottom><fort color="4ffifff"
size="+1"><nobr><b>F</b></nobr></font><font
color="#ffffff"><b><nobr>RONT</nobr>&nbsp; <nobr>PAGE</nobr></b> - Jun 3
7:40pm</ font></td>

35 <td align=right><a
href="http://edit.my.yahoo.com/config/edit_news?.hier=News+Summary$3aZdit&.done=ht
£p://my.yahoo.com/news/summary.html?v"><img align=richt border=0 height=1S
width=66 vspace=2 src="http://www.yahoo.com/images/my/edit topics.gif" alt="edit
topics"></fa>r</td></tx>

40 </table>
</td>
</tr>
</table>

. </center> _
<table border=1 cellpadding=2 cellspacing=0 width="100%">
<tr><td bgcolor="#dcdcdc" colspan=2><a href="/news/top_stories.html?v"><b><font
size="+1">8</font>reaking News</b></a>&nbsp; <i>Jun 3 5:03pm</i></td></tr>

50 <tr><td colspsn=2><ul>
<li><a href="http://www.yahoo.com/headlines/970603/news/stories/bombing_61.html"
>Judge Moves to Avoid McVeigh 'Lynching'</a>
<li><a href=
"http://www.yahoo.com/headlines/970603/news/stories/bembingappeals_1.html">McVeigh

55 's Expected Appeals May Last Years</a>
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<li><a

href="http://www.yahoo.ccm/headlines/970603/news/stories/bombingperalty 1.html">Ex
perts: Plea for Mercy is McVeigh's Best Hope</a>

</ul></ed></tr>

<trr><td bgcolor="#dcdecdc” colspan=2><a href='"/news/world.html?v"><b><font
size="+1">W</Iont>orld</b></a>&nbsp; <i>Jun 3 2:09pm</i></td></tr>

<tr><td celspan=2><ygl>

<li><a
href:“hctp://www.yahoo.ccm/headlines/970603/international/stories/canada_E.html")C

anadian Liberals Face Therny Issues</a>
<li><a

href="http://www.yahoo.ccm/headlines/970603/international/stories/nato_10.html">U.

a

5. Advocates Ready for NATO Expansion Fight</a>

<li><a
href="hctp://www.yahoo.com/headlines/970603/international/stories/leone_L1.html">y
.S. Ferries More Foreigners from Sierra Leone</a>

</ul></td></tz>

<tr><td bgcolor="#dcdcdc" colspan=2><a
href="http://biz.yahoo.com/news/z0000. . html"><b><font size="+1">U</fort>.5. Stock
News and Report</b></a>&nbsp; <i></i></td></tr>

<tr>»<td colspan=2><ul> B
<li><a href="http://biz.yahoc.com/finance/87/06/03/crdm_y001_1.html">Cardima Inc
IPO range reduced - underwriter</a>

<li><a href="http://biz.yahoc.com/finance/97/06/03/luk_wtsc_l.html">AMEX to trade
Leucadia, West TeleServices cptions</a>

<li><a href="http://biz.yahoo.com/finance/%7/06/03/acv_acva_l.html">CBCE to trade
options on Alberto-Culver Class A</a>

</uls</td></tr>

<tr><td bgcolor="#dcdcdc" colspan=2><a nref="/news/sports/mlb.html?v"><b><font
size="+1">M</font>ajor League Baseball</b></a>inbsp; <i>Jun 3 5:15pm</i></td></tr>
<tr><td colspan=2><ul>

<li><g href="http://sports.yahoo.com/mlb/lgns/870603/draftiist.html">1997 baseball
free zgent draft first round selections</a>

<li><z href="http://sports.yvahoo.com/nl/lgns/970603/nlstars.html">Mike Piazza
leads balloting in NL All-Star voting</a>

<li><a href="http://sports.yahoo.com/nl/lgns/970603/nlvotes.html">Nacional League
All-Star voting results</a>

</ul></td></tr>

<tr><td bgcelor="#dcdcde" colspan=2><a
href="/news/entertainment/top_stories.html?v"><t><font

size="+1">E</font>ntertainment Top Stories</b></a>&nbsp; <i>Jun 3
6:35pm</i></td></tr> -

<tr><td colspan=2><ul>

<li><a href="http://www.yahoo.com/headlines/570603

/entertainmenz/summary l.html¥headline 1">Clinten Reflects on Music </a>
<li><a href="http://www.yahoc.com/headlines/970603
/entertainment/summary_l.ntmliheadline 2">Gifford: Marriage is Solid </a>
<li><a href="http://www.yahoo.com/headlines/9708603

/entertainment/summary_l.html#headline 3">Rockabilly Legend Hospitalized </a>
</ul></rd></tr>

<tr><td bgcolor="#dcdcdc” colspan=2><a
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href="/news/entertainment /movies.himl?v"><b><font size="+1">M</font>ovies +
Film</b></a>&nbsp; <i>Jun 3 10:13am</i></td></tr>
<tr><td colspan=2><ul>

5 <li><a href="http://www.yahoo.com/headlines/970603/encertainment
/stories/film_cage_1.html">FEATURE: Nicolas Cage Asks, Where Are The Heroes?</a>
<li><a href="http://www.yahoo.com/headlines/970603/entestainment
/stories/film_cassavetes_l.html”>Nick Cassavetes Updates Father's 'Bookie'</a>
<li><a href="http://www.yahoo.com/headlines/970603/entertainment

10 /stories/film boxoffice 9.html">'Lost World' Props Up Slow Box Office</a>
</ul></td></tr>
</table>

15 </td></tr>
</table>
<center>
<table border=1 cellpadding=2 cellspacing=0 width="100%">

20 <tr bgcolor="#f0fBff">
<td align=center colspan=2><table border=0 cellpadding=2 cellspacing=0
width="100%">
<tr><td align=left width="€0%"><font size="-1"><b>TIP4nbsp;</b> clicking on the My

25 Yahoo! logo at the top will reload and update your default page.</font></td><td
align=center width="28%" ncwrap><font size="-1"><a
href="htip://bwguide.yahoo.com/bwguide/start html">Yahoo! BackWeb Channel
Guide</a><br><a href="http://www, yahoo.com/docs/info/outreach/">Yahoc! Community
Relations</a></font><br><br><font size="-1"><a

30 href="/motn/?http://local.yahoo.com/local/">Get Local</a> &#1B3; <a
href="/motn/?http://my.yahoo.com/ticker.ntml">News Ticker</a> &#183; <a
href="/motn/?http: //fool.yahoo.com/fool">Motley Fool</a></font></td></rr>
</table></td>
</tr>

35 </table>
</center>
<p>
<hr>
<center>

0 <table border=0 cellpadding=0 cellspacing=0 width="100%">
<tr>
<td align=left valign=top><table border=0 cellpadding=0 cellspacing=0>
<tr><td align=left valign=bottom><a href='"/my/?http://www.yahco.com/"><img

45 border=0 height=47 width=47 src="http://www.yahoo.comn/images/my/yahoo.gif" 7_
alt="Yahoo!"></a></td>
<td>&nbsp; &nbsp:</td>
<td align=left valign=bottom width="100%"><font size="-1"><i>Copyright &copy;
1994-1997 Yahoo! Inc. All rights ressrved.</i><br>Portions copyright &copy; 1997

50 Reuters Ltd. All rights reserved.<br>
Portions copyright &copy: 1997 SportsTicker Enterprises LP. All rights
reserved.<br>
Portions copyright &copy; 1997 Weathernews Inc. All rights reserved.<br>
Portiens copyright &copy; 1997 Business Wire. All rights rese:zved.<br>

55 Portions copyright &copy: 1997 PR Mewswire. All rights reserved.<br>
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Questions, comments, or suggestions? Send us <a
href="http://my.yahoo.com/feedback.html">feedback</a>.</font></td>
</tr>

</table>

</ed>

<td>&nbsp; &nbsp;</td>

<td align=right><a href="/bin/logout_menu"><img border=0 height=68 width=100 ismap

usemap="#logout" src="http://www.yahoo.com/images/my/logout.gif" alt="Change

User"></a></td>

</tr>

</table>

</center>

<map name=logout>

<area coords="0,0,50,68" href="/my/?http://wWwww.yahco.com/">

<area coords=""51,0,100,68" href="http://edit.my.yahoo.com/config/login?logout=1“>
</map>

</vody>
</html>

Claims

1.

A server system for serving a customized information page to a user at a browser on request, comprising:

a database of user configurations;

means for obtaining information from the user referencing a record in the database of user configurations, the
record being a record for the user,

means for generating a template based on the record for the user;

a plurality of user processes, one process per user accessing the server system;

a shared memory,

a data structure within the shared memory for storing the dynamic information needed to generate the cus-
tomized information page; and

response means for responding to a reguest with an information page containing dynamic information from
the data structure formatted according to the template generated for the user making the request.

The server system of claim 1, wherein the plurality of user processes execute on a plurality of servers, the server
system further comprising a means for assigning one of the plurality of servers to users who send requests to the

server system but do not already have an associated user process.

The server system of claim 2, wherein the means for assigning servers is a means for assigning a specific server
1o a particular user, such that the particular user is assigned the specific server for each request.

The server system of claim 3, further comprising a cache for caching templates for recently serviced users on each
of the specific servers assigned to particular users.

The server system of any of claims 1 to 4, further comprising a cache for caching templates for recently serviced
users.

The server system of any of claims 1 to 5. further comprising means for generating default user configurations
based on user demographic information.

The server system of claim 6, further comprising means for determining a default list of cities for a weather report
and sports teams for sports reporting based on user demographic information.

16
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8. The server system of claim 7, wherein the means for determining the default list of cities and default lists of sports
teams uses user postal code information, the server system further comprising:

means for translating postal code information to user geographic position;

means for comparing the user geographic position to geographic positions assigned to each city and sports
team; and

means for determining a threshold distance from the user geographic position which is greater than or equal
to a distance to a predetermined nonzero number of cities and a predetermined nonzero number of sports
team geographic positions.

9. A method of serving custom news pages, comprising the steps of:

collecting current security quotes for each of a plurality of selectable securities;

collecting current sports news and scores for each of a plurality of selectable sports events;

collecting current news headlines which reference news articles;

formatting the current security quotes, current sports news and current news headlines into a data structure
stored in a shared memory;

accepting a request for a custom page from a user;

in response to the request, reading a user template for the user from a template database, wherein the user
template describes a layout of a custom news page customized for the user;

populating a page based on the read user template and the current data stored in the data structure in the
shared memory to form a custom news page; and

providing the custom news page to the user in realtime response to the request.

17
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<ntml>
<head>

<title>My ¥Yahoo! news summery for <!-- login --></title>

</head>
<body>

<center>
<!—-banner:sum -->

<!—-- ad -->

(<'-- nav bar -->)»—302

</center>

<table border=1 cellpadding=¢ cellspacin
<tr><td align=center valign=top width="1
(<t-- lefts:ide:nsum -->)—302

g
% 4

<pr</tc>
<td align=center valign=top width="100%">
<!-- mode bar:”rRONT PAGE” -->
(<!-- crennel:nsum --> ~302
</td></tr>

</table>

<center>

<table border=1 cellpadding=2 cellspacing=0 width=100%">
[l

<!-- motd:motn.html —-->

</takhla>

</center>
<!==— search ——>

<!=-- copyright:sum -->

</body>
</html>

=0 width=100%">
>
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FIG. 3.
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<!-— timezone:-8,PT 0 -->

(<!—~ ad:M, 85, 95035,T,* 792 -->

<!-- portfolio:Quotes,»f 1,1,"DJI, "NYA, "IXIC, "SPX, "XAX, YHOO,NSCP, IOM, N5CP, YHCO
2836 —-->

e

404) scoreboard:NCAAFSSC, NHLSAN, MLSSAN, NCAAFSSS, ALOAK, NBAGSW, NFLOAK, NCANFCCD, NFLSFO
,NLSFFO 3803 -->

 <!-- weather:f,30901,u«_londo, 94601,95101 4368 -->

<t--

mode bar:”FRONT PAGE”, .hier=NewsiSummary%3aEdit&.done=http://my.yahoo.com/news
/summary2:3,rt, rw,z0000, mlb, re, vE 4597 —-—>

<!-- motd:us motn.html 4696 -->

<html> B

<head>

<Litle>My Yahoo! news summary for ash802</Litle>

</head>

<body>

e
LV L2 688 0 d3

</body>
</html>

FIG. 4.
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SYSTEM FOR CUSTOMIZED ELECTRONIC IDENTIFICATION
OF DESIRABLE OBJECTS

CROSS-REFERENCE TO RELATED APPLICATIONS

This patent application is a continuation-in-part of U.S. Patent Application Serial
No. 08/346,425, filed November 28, 1994 and titled "SYSTEM AND METHOD FOR
SCHEDULING BROADCAST OF AND ACCESS TO VIDEO PROGRAMS AND
OTHER DATA USING CUSTOMER PROFILES", which application is assigned to the
same assignee as the present application.

FIELD OF INVENTION

This invention relates to customized electronic identification of desirable objects,
such as news articles, in an electronic media environment, and in particular to a system that
automatically constructs both a "target profile" for each target object in the electronic media
based, for example, on the frequency with which each word appears in an article relative to
its overall frequency of use in all articles, as well as a "target profile interest summary" for
each user, which target profile interest summary describes the user's interest level in various
types of tar get objects. The system then evaluates the target profiles against the users'
target profile interest summaries to generate a user-customized rank ordered listing of target
objects most likely to be of interest to each user so that the user can select from among these
potentially relevant target objects, which were automatically selected by this system from
the plethora of target objects that are profiled on the electronic media. Users' target profile
interest summaries can be used to efficiently organize the distribution of information in a
large scale system consisting of many users interconnected by means of a communication
network. Additionally, a cryptographically based proxy server is provided to ensure the
privacy of a user's target profile interest summary, by giving the user control over the ability
of third parties to access this summary and to identify or contact the user.

PROBLEM

It is a problem in the field of electronic media to enable a user to access information
of relevance and interest to the user without requiring the user to expend an excessive
amount of time and energy searching for the information. Electronic media, such as on-line
information sources, provide a vast amount of information to users, typically in the form of
“articles," each of which comprises a publication item or document that relates to a specific
topic. The difficulty with electronic media is that the amount of information available to the

user is overwhelming and the article repository systems that are connected on-line are not
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organized in a manner that sufficiently simplifies access to only the articles of interest to the
user. Presently, a user either fails to access relevant articles because they are not easily
identified or expends a significant amount of time and energy to conduct an exhaustive
search of all articles to identify those most likely to be of interest to the user. Furthermore,
even if the user conducts an exhaustive search, present information searching techniques do
not necessarily accurately extract only the most relevant articles, but also present articles
of marginal relevance due to the functional limitations of the information searching
techniques. There is also no existing system which automatically estimates the inherent
quality of a n article or other target object to distinguish among a number of articles or target
objects identified as of possible interest to a user.

Therefore, in the field of information retrieval, there is a long-standing need for a
system which enables users to navigate through the plethora of information. With
commercialization of communication networks, such as the Internet, the growth of available
information has increased. Customization of the information delivery process to the user's
unique tastes and interests is the ultimate solution to this problem. However, the techniques
which have been proposed to date either only address the user's interests on a superticial
level or provide greater depth and intelligence at the cost of unwanted demands on the user's
time and energy. While many researchers have agreed that traditional methods have been
lacking in this regard, no one to date has successfully addressed these problems in a holistic
manner and provided a system that can fully learn and reflect the user's tastes and interests.
This is particularly true in a practical commercial context, such as on-line services available
on the Internet. There is a need for an information retrieval system that is largely or entirely
passive, unobtrusive, undemanding o f the user, and yet both precise and comprehensive in
its ability to learn and truly represent the user's tastes and interests. Present information
retrieval systems require the user to specify the desired information retrieval behavior
through cumbersome interfaces.

Users may receive information on a computer network either by actively retrieving
the information or by passively receiving information that is sent to them. Just as users of
information retrieval systems face the problem of too much information, so do users who
are targeted with electronic junk mail by individuals and organizations. An ideal system
would protect the user from unsolicited advertising, both by automatically extracting only

the most relevant messages received by electronic ma il, and by preserving the
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confidentiality of the user's preferences, which should not be freely available to others on
the network.

Researchers in the field of published article information retrieval have devoted
considerable effort to finding efficient and accurate methods of allowing users to select
articles of interest from a large set of articles. The most widely used methods of
information retrieval are based on keyword matching: the user specifies a set of keywords
which the user thinks are exclusively found in the desired articles and the information
retrieval computer retrieves all articles which contain those keywords. Such methods are
fast, but are notoriously unreliable, as users may not think of the right keywords, or the
keywords may be used in unwanted articles in an irrelevant or unexpected context. Asa
result, the information retneval computers retrieve many articles which are unwanted by the
user. The logical combination of keywords and the use of wild-card search parameters help
improve the accuracy of keyword searching but do not completely solve the problem of
inaccurate search results.

Starting in the 1960's, an alternate approach to information retrieval was developed:
users were presented with an article and asked if it contained the information they wanted,
or to quantify how close the information contained in the article was to what they wanted.
Each article was described by a profile which comprised either a list of the words in the
article or, in more advanced systems, a table of word frequencies in the article. Since a
measure of similarity between articles is the distance between their profiles, the measured
similarity of article profiles can be used in article retrieval. For example, a user searching
for information on a subject can write a short description of the desired information. The
information retrieval computer generates an article profile for the request and then retrieves
articles with profiles similar to the profile generated for the request. These requests can then
be refined using "relevance feedback", where the user actively or passively rates the articles
retrieved as to how close the information contained therein is to what is desired. The
information retrieval computer then uses this relevance feedback information to refine the
request profile and the process is repeated until the user either finds enough articles or tires
of the search.

A number of researchers have looked at methods for selecting articles of most
interest to users. An article titled "Social Information filtering: algorithms for automating
‘word of mouth" was published at the CHi-95 Proceedings by Patti Maes et al and describes

the Ringo information retrieval system which recommends musical selections. The Ringo
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system requires active feedback from the users -- users must manually specify how much
they like or dislike each musical selection. The Ringo system maintains a complete list of
users ratings of music selections and makes recommendations by finding which selections
were liked by multiple people. However, the Ringo system does not take advantage of any
available descriptions of the music, such as structured descriptions in a data base, or free
text, such as that contained in music reviews. An article titled "Evolving agents for
personalized information filtering”, published at the Proc. 9th IEEE Conf. on Al for
Applications by Sheth and Maes, described the use of agents for information filtering which
use genetic algorithms to learn to categorize Usenet news articles. In this system, users
must define news categories and the users actively indicate their opinion of the selected
articles. Their system uses a list of keywords to represent sets of articles and the records of
users' interests are updated using genetic algorithms.

A number of other research groups have looked at the automatic generation and
labeling of clusters of articles for the purpose of browsing through the articles. A group at
Xerox Parc published a paper titled "Scatter/gather: a cluster-based approach to browsing
large article collections” at the 15 Ann. Int'l SIGIR '92, ACM 318-329 (Cutting et al. 1992).
This group developed a method they call "scatter/gather" for performing information
retrieval searches. In this method, a collection of articles is "scattered" into a small number
of clusters, the user then chooses one or more of these clusters based on short summarnies
of the cluster. The selected clusters are then "gathered" into a subcollection, and then the
process is repeated. Each iteration of this process is expected to produce a small, more
focused collection. The cluster "summaries" are generated by picking those words which
appear most frequently in the cluster and the titles of those articles closest to the center of
the cluster. However, no feedback from users is collected or stored, so no performance
improvement occurs over time.

Apple's Advanced Technology Group has developed an interface based on the
concept of a "pile of articles". This interface is described in an article titled "A ‘pile’
metaphor for supporting casual organization of information in Human factors in computer
systems" published in CHI '92 Conf. Proc. 627-634 by Mander, R. G. Salomon and Y.
Wong. 1992. Another article titled "Content awareness in a file system interface:
implementing the 'pile' metaphor for organizing information" was published in 16 Ann. Int'l
SIGIR '93, ACM 260-269 by Rose E. D. et al. The Apple interface uses word frequencies
to automatically file articles by picking the pile most similar to the article being filed. This
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system functions to cluster articles into subpiles, determine key words for indexing by
picking the words with the largest TF/IDF (where TF is term (word) frequency and IDF is
the inverse document frequency) and label piles by using the determined key words.

Numerous patents address information retrieval methods, but none develop records
of a user's interest based on passive monitoring of which articles the user accesses. None
of the systems described in these patents pre sent computer architectures to allow fast
retrieval of articles distributed across many computers. None of the systems described in
these patents address issues of using such article retrieval and matching methods for
purposes of commerce or of matching users with common interests or developing records
of users' interests. U.S. Patent No. 5,321,833 issued to Chang et al. teaches a method in
which users choose terms to use in an information retrieval query, and specify the relative
weightings of the different terms. The Chang system then calculates multiple levels of
weighting criteria. U.S. Patent No. 5,301,109 issued to Landauer et al. teaches a method for
retrieving articles in a multiplicity of languages by constructing "latent vectors" (SVD or
PCA vectors) which represent correlations between the different words. U.S. Patent No.
5,331,554 issued to Graham et al. discloses a method for retrieving segments of 2 manual
by comparing a query with nodes in a decision tree. U.S. Patent No. 5,331,556 addresses
techniques for deriving morphological part-of-speech information and thus to make use of
the similarities of different forms of the same word (e.g. "article" and "articles").

Therefore, there presently is no information retrieval and delivery system operable
in an electronic media environment that enables a user to access information of relevance
and interest to the user without requiring the user to expend an excessive amount of time and
energy.

SOLUTION

The above-described problems are solved and a technical advance achieved in the
field by the system for customized electronic identification of desirable objects in an
electronic media environment, which system enables a user to access target objects of
relevance and interest to the user without requiring the user to expend an excessive amount
of time and energy. Profiles of the target objects are stored on electronic media and are
accessible via a data communication network. In many applications, the target objects are
informational I n nature, and so may themselves be stored on electronic media and be

accessible via a data communication network.
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Relevant definitions of terms for the purpose of this description include: (a.) an
object available for access by the user, which may be either physical or electronic in nature,
is termed a "target object", (b.) a digitally represented profile indicating t hat target object's
attributes is termed a "target profile", (c.) the user looking for the target object is termed a
"user", (d.) a profile holding that user's attributes, including age/zip code/etc. is termed a
"user profile", (e.) a summary of digital profiles of target objects that a user likes and/or
dislikes, is termed the "target profile interest summary" of that user, (f)) a profile consisting
of a collection of attributes, such that a user likes target objects whose profiles are similar
to this collection of attributes, is termed a "search profile" or in some contexts a "query" or
"query profile," (g.) a specific embodiment of the target profile interest summary which
comprises a set of search profiles is termed the "search profile set" of a user, (h.) a collection
of target objects with similar profiles, is termed a "cluster," (i.) an aggregate profile formed
by averaging the attributes of all tar get objects in a cluster, termed a "cluster profile,” (j.)
a real number determined by calculating the statistical variance of the profiles of all target
objects in a cluster, is termed a "cluster variance," (k.) a real number determined by
calculating the maximum distance between the profiles of any two target objects in a cluster,
is termed a "cluster diameter."

The system for electronic identification of desirable objects of the present invention
automatically constructs both a target profile for each target object in the electronic media
based, for example, on the frequency with which each word appears in an article relative to
its overall frequency of use in ali articles, as well as a "target profile interest summary" for
each user, which target profile interest summary describes the user's interest level in various
types of target objects. The system then evaluates the target profiles against the users' target
profile interest summaries to generate a user-customized rank ordered listing of tar get
objects most likely to be of interest to each user so that the user can select from among these
potentially relevant target objects, which were automatically selected by this system from
the plethora of target objects available on the electronic media.

Because people have multiple interests, a target profile interest summary for a single
user must represent multiple areas of interest, for example, by consisting of a set of
individual search profiles, each of which identifies one of the user's areas of interest. Each
user is presented with those target objects whose profiles most closely match the user's
interests as described by the user's target profile interest summary. Users' target profile

interest summaries are automatically updated on a continuing basis to reflect each user's
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changing interests. In addition, target objects can be grouped into clusters based on their
similarity to each other, for example, based on similarity of their topics in the case where
the target objects are published articles, and menus automatically generated for each cluster
of target objects to allow users to navigate throughout the clusters and manually locate
target objects of interest. For reasons of confidentiality and privacy, a particular user may
not wish to make public all of the interests recorded in the user's target profile interest
summary, particularly when these interests are determined by the user's purchasing patterns.
The user may desire that all or part of the target profile interest summary be kept
confidential, such as information relating to the user's political, religious, financial or
purchasing behavior; indeed, confidentiality with respect to purchasing behavior is the user's
legal right in many states. It is therefore necessary that data in a user's target profile interest
summary be protected from unwanted disclosure except with the user's agreement. At the
same time, the user's target profile interest summaries must be accessible to the relevant
servers that perform the matching of target objects to the users, if the benefit of this
matching is desired by both providers and consumers of the target objects. The disclosed
system provides a solution to the privacy problem by using a proxy server which acts as an
intermediary between the information provider and the user. The proxy server dissociates
the user's true identity from the pseudonym by the use of cryptographic techniques. The
proxy server also permits users to control access to their target profile interest summaries
and/or user profiles, including provision of this information to marketers and advertisers if
they so desire, possibly in exchange for cash or other considerations. Marketers may
purchase these profiles in order to target advertisements to particular users, or they may
purchase partial user profiles, which do not include enough information to identify the
individual users in question, in order to carry out standard kinds of demographic analysis
and market research on the resulting database of partial user profiles.

In the preferred embodiment of the invention, the system for customized electronic
identification of desirable objects uses a fundamental methodology for accurately and
efficiently matching users and target objects by automatically calculating, using and
updating profile information that describes both the users' interests and the target objects'
characteristics. The target objects may be published articles, purchasable items, or even
other people, and their properties are stored, and/or represented and /or denoted on the
electronic media as (digital) data. Examples of target objects can include, but are not

limited to: a newspaper story of potential interest, a movie to watch, an item to buy, e-mail
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to receive, or another person to correspond with. In all these cases, the information delivery
process in the preferred embodiment is based on determining the similarity between a
profile for the target object and the profiles of target objects for which the user (or a similar
user) has provided positive feedback in the past. The individual data that describe a target
object and constitute the target object's profile are herein termed "attributes" of the target
object. Attributes may include, but are not limited to, the following: (1) long pieces of text
( a newspaper story, a movie review, a product description or an advertisement), (2) short
pieces of text (name of a movie's director, name of town from which an advertisement was
placed, name of the language in which an article was written), (3) numeric measurements
(price of a product, rating given to a movie, reading level of a book), (4) associations with
other types of objects (list of actors in a movie, list of persons who have read a document).
Any of these attributes, but especially the numeric ones, may correlate with the quality of
the target object, such as measures of its popularity (how often it is accessed) or of user
satisfaction (number of complaints received).

The preferred embodiment of the system for customized electronic identification of
desirable objects operates in an electronic media environment for accessing these target
objects, which may be news, electronic mail, other published documents, or product
descriptions. The system in its broadest construction comprises three conceptual modules,
which may be separate entities distributed across many implementing systems, or combined
into a lesser subset of physical entities. The specific embodiment of this system disclosed
herein illustrates the use of a first module which automatically constructs a "target profile"
for each target object in the electronic media based on various descriptive attributes of the
target object. A second module uses interest feedback from users to construct a "target
profile interest summary" for each user, for example in the form of a "search profile set"
consisting of a plurality of search profiles, each of which corresponds to a single topic of
high interest for the user. The system further includes a profile processing module which
estimates each us er's interest in various target objects by reference to the users' target
profile interest summaries, for example by comparing the target profiles of these target
objects against the search profiles in users' search profile sets, and generates for each us er
a customized rank-ordered listing of target objects most likely to be of interest to that user.
Each user's target profile interest summary is automatically updated on a continuing basis

to reflect the user's changing interests.
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Target objects may be of various sorts, and it is sometimes advantageous to use a
single system that delivers and/or clusters target objects of several distinct sorts at once, in
a unified framework. For example, users who exhibit a strong interest in certain novels may
also show an interest in certain movies, presumably of a similar nature. A system in which
some target objects are novels and other target objects are movies can discover such a
correlation and exploit it in order to group particular novels with particular movies, e.g., for
clustering purposes, or to recommend the movies to a user who has demonstrated interest
in the novels. Similarly, if users who exhibit an interest in certain World Wide Web sites
also exhibit an interest in certain products, the system can match the products with the sites
and thereby recommend to the marketers of those products that they place advertisements
at those sites, e.g., in the form of hypertext links to their own sites.

The ability to measure the similarity of profiles describing target objects and a user's
interests can be applied in two basic ways: filtering and browsing. Filtering is useful when
large numbers of target objects are described in the electronic media s pace. These target
objects can for example be articles that are received or potentially received by a user, who
only has time to read a small fraction of them. For example, one might potentially receive
all items on the AP news wire service, all items posted to a number of news groups, all
advertisements in a set of newspapers, or all unsolicited electronic mail, but few people have
the time or inclination to read so many articles. A filtering system in the system for
customized electronic identification of desirable objects automatically selects a set of
articles that the user is likely to wish to read. The accuracy of this filtering system improves
over time by noting which articles the user reads and by generating a measurement of the
depth to which the user reads each article. This information is then us ed to update the user's
target profile interest summary. Browsing provides an alternate method of selecting a small
subset of a large number of target objects, such as articles. Articles are organized so that
users can actively navigate among groups of articles by moving from one group to a larger,
more general group, to a smaller, more specific group, or to a closely related group. Each
individual article forms a one-member group of its own, so that the user can navigate to and
from individual article s as well as larger groups. The methods used by the system for
customized electronic identification of desirable objects allow articles to be grouped into
clusters and the clusters to be grouped and merged into larger and larger clusters. These

hierarchies of clusters then form the basis for menuing and navigational systems to allow
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the rapid searching of large numbers of articles. This same clustering technique is
applicable to any type of target objects that can be profiled on the electronic media.

There are a number of variations on the theme of developing and using profiles for
article retrieval, with the basic implementation of an on-line news clipping service
representing the preferred embodiment of the invention. Variations of this basic system are
disclosed and comprise a system to filter electronic mail, an extension for retrieval of target
objects such as purchasable items which may have more complex descriptions, a system to
automatically build and alter menuing systems for browsing and searching through large
numbers of target objects, and a system to construct virtual communities of people with
common interests. These intelligent filters and browsers are necessary to provide a truly
passive, intelligent system interface. A user interface that permits intuitive browsing and
filtering represents for the first time an intelligent system for determining the affinities
between users and target objects. The detailed, comprehensive target profiles and
user-specific target profile interest summaries enable the system to provide responsive
routing of specific queries for user information access. The information maps so produced
and the application of users' target profile interest summaries to predict the information
consumption patterns of a user allows for pre-caching of data at locations on the data
communication network and at times that minimize the traffic flow in the communication
network to thereby efficiently provide the desired information to the user and/or conserve
valuable storage space by only storing those target objects (or segments thereof) which are
relevant to the user’s interests.

BRIEF DESCRIPTION OF THE DRAWING

Figure 1 illustrates in block diagram form a typical architecture of an electronic
media system in which the system for customized electronic identification of desirable
objects of the present invention can be implemented as part of a user server system,

Figure 2 illustrates in block diagram form one embodiment of the system for
customized electronic identification of desirable objects;

Figures 3 and 4 illustrate typical network trees;

Figure 5 illustrates in flow diagram form a method for automatically generating
article profiles and an associated hierarchical menu system;

Figures 6-9 illustrate examples of menu generating process;
Figure 10 illustrates in flow diagram form the operational steps taken by the system

for customized electronic identification of desirable objects to screen articles for a user;
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Figure 11 illustrates a hierarchical cluster tree example;

Figure 12 illustrates in flow diagram form the process for determination of likelihood
of interest by a specific user in a selected target object;

Figures 13A-B illustrate in flow diagram form the automatic clustering process;

Figure 14 illustrates in flow diagram form the use of the pseudonymous server;

Figure 15 illustrates in flow diagram form the use of the system for accessing
information in response to a user query; and

Figure 16 illustrates in flow diagram form the use of the system for accessing
information in response to a user query when the system is a distributed network

implementation.

DETAILED DESCRIPTION
MEASURING SIMILARITY

This section describes a general procedure for automatically measuring the similarity
between two target objects, or, more precisely, between target profiles that are automatically
generated for each of the two target objects. This similarity determination process is
applicable to target objects in a wide variety of contexts. Target objects being compared can
be, as an example but not limited to: textual documents, human beings, movies, or mutual
funds. It is assumed that the target profiles which describe the target objects are stored at
one or more locations in a data communication network on data storage media associated
with a computer system. The computed similarity measurements serve as input to additional
processes, which function to enable human users to locate desired target objects using a
large computer system. These additional processes estimate a human user's interest in
various target objects, or else cluster a plurality of target objects in to logically coherent
groups. The methods used by these additional processes might in principle be implemented
on either a single computer or on a computer network. Jointly or separately, they form the
underpinning for various sorts of database systems and information retrieval systems.

Target Objects and Attributes

In classical Information Retrieval (IR) technology, the user is a literate human and
the target objects in question are textual documents stored on data storage devices
interconnected to the user via a computer network. That is, the target objects consist
entirely of text, and so are digitally stored on the data storage devices within the computer
network. However, there are other target object domains that present related retrieval

problems that are not capable of being solved by present information retrieval technology:
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(a.) the user is 2 film buff and the target objects are movies available on videotape.
(b.) the user is a consumer and the target objects are used cars being sold.
(c.) the user is a consumer and the target objects are products being sold through
promotional deals.
(d.) the user is an investor and the target objects are publicly traded stocks, mutual
funds and/or real estate properties.
(e.) the user is a student and the target objects are classes being offered.
(f) the user is an activist and the target objects are Congressional bills of potential
concern. (g.) the user is a direct-mail marketer and the target objects are potential
customers.
(h.) the user is a net-surfer and the target objects are pages, servers, or newsgroups
available on the World Wide Web.
(i.) the user is a philanthropist and the target objects are charities.
(j.) the user is ill and the target objects are medical specialists.
(k.) the user is an employee and the target objects are potential employers.
(1.) the user is an employer and the target objects are potential employees.
(m.) the user is an beleaguered executive and the target objects are electronic mail
messages addressed to the user.
(n.) the user is a lonely heart and the target objects are potential conversation
partners. (0.) the user is in search of an expert and the target objects are users, with
known retrieval habits, of an document retrieval system.
(p.) the user is a social worker and the target objects are families that may need extra
visits.
(q.) the user is an oncologist and the target objects are women for whom
mammograms may be advisable.
(r.) the user is an auto insurance company and the target objects are potential
customers
In all these cases, the user wishes to locate some small subset of the target objects
-- such as the target objects that the user most desires to rent, buy, investigate, meet, read,
give mammograms to, insure, and so forth. The task is to help the user identify the most
interesting target objects, where the user's interest in a target object is defined to be a

numerical measurement of the user's relative desire to locate that object rather than others.
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The generality of this problem motivates a general approach to solving the
information retrieval problems noted above. It is assumed that many target objects are
known to the system for customized electronic identification of desirable objects, and that
specifically, the system stores (or has the ability to reconstruct) several pieces of
information about each target object. These pieces of information are termed "attributes":
collectively, they are said to form a profile of the target object, or a "target profile." For
example, where the system for customized electronic identification of desirable objects is
activated to identify movies of interest, the system is likely be concerned with the values of
attributes such as these:

(a.) title of movie,

(b.) name of director,

(c.) Motion Picture Association of America (MPAA) child-appropriateness rating

(0=G, 1=PG, ...),

(d.) date of release,

(e.) number of stars granted by a particular critic,

(f.) number of stars granted by a second critic,

(g.) number of stars granted by a third critic,

(h.). full text of review by the third critic,

(i.). list of customers who have previously rented this movie,

(j.) list of actors.

Each movie has a different set of values for these attributes. This example
conveniently illustrates three kinds of attributes. Attributes c-g are numeric attributes, of
the sort that might be found in a database record. It is evident that they can be used to help
the user identify target objects (movies) of interest. For example, the user might previously
have rented many Parental Guidance (PG) films, and many films made in the 1970's. This
generalization is useful: new films with values for one or both attributes that are numerically
similar to these (such as MPAA rating of 1, release date of 1975) are judged similar to the
films the user already likes, and therefore of probable interest. Attributes a-b and h are
textual artributes. They too are important for helping the user locate desired films. For

example, perhaps the user has shown a past interest in films whose review text (attribute h)

contains words like "chase,” "explosion," "explosions," "hero," "gripping," and "superb.”
This generalization is again useful in identifying new films of interest. Attribute i is an

associative attribute. It records associations between the target objects in this domain,
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namely movies, and ancillary target objects of an entirely different sort, namely humans.
A good indication that the user wants to rent a particular movie is that the user has
previously rented other movies with similar attribute values, and this holds for attribute I
just as it does for attributes a-h. For example, if the user has often liked movies that
customer C,, and customer C,,, have rented, then the user may like other such movies,
which have similar values for attribute i. Attribute j is another example of an associative
attribute, recording associations between target objects and actors. Notice that any of these
attributes can be made subject to authentication when the profile is constructed, through the
use of digital signatures; for example, the target object could be accompanied by a digitally
signed note from the MPAA, which note names the target object and specifies its authentic
value for attribute c .

These three kinds of attributes are common: numeric, textual, and associative. In the
classical information retrieval problem, where the target objects are documents (or more
generally, coherent document sections extracted by a text segmentation method), the system
might only consider a single, textual attribute when measuring similarity: the full text of the
target object. However, a more sophisticated system would consider a longer target profile,
including numeric and associative attributes:

(a.) full text of document (textual),

(b.) title (textual),

(c.) author (textual),

(d.) language in which document is written (textual),

(e.) date of creation (numeric),

(f) date of last update (numeric),

(g.) length in words (numeric),

(h.) reading level (numeric),

(i.) quality of document as rated by a third\_party editorial agency (numeric),

(j.) list of other readers who have retrieved this document (associative).

As another domain example, consider a domain where the user is an advertiser and
the target objects are potential customers. The system might store the following attributes
for each target object (potential customer):

(a.) first two digits of zip code (textual),

(b.) first three digits of zip code (textual),

(c.) entire five-digit zip code (textual),
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(d.) distance of residence from advertiser's nearest physical storefront (numeric),

(e.) annual family income (numeric),

(f)) number of children (numeric),

(g.) list of previous items purchased by this potential customer (associative),
list of filenames stored on this potential customer’s client computer (associative),
list of movies rented by this potential customer (associative),

list of investments in this potential customer's investment portfolio (associative),

list of documents retrieved by this potential customer (associative),

written response to Rorschach inkblot test (textual),

multiple-choice responses by this customer to 20 self-image questions (20 textual attributes).
As always, the notion is that similar consumers buy similar products. It should be

noted that diverse sorts of information are being used here to characterize consumers, from

their consumption patterns to their literary taste s and psychological peculiarities, and that

this fact illustrates both the flexibility and power of the system for customized electronic

identification of desirable objects of the present invention. Diverse sorts of information can

be used as attributes in other domains as well (as when physical, economic, psychological

and interest-related questions are used to profile the applicants to a dating service, which is

indeed a possible domain for the present system), and the advertiser domain is simply an

example.

As a final domain example, consider a domain where the user is an stock market
investor and the target objects are publicly traded corporations. A great many attributes
might be used to characterize each corporation, including but not limited to the following:

(a.) type of business (textual),

(b.) corporate mission statement (textual),

(c.) number of employees during each of the last 10 years (ten separate numeric

attributes),

(d.) percentage growth in number of employees during each of the last 10 years,

(e.) dividend payment issued in each of the last 40 quarters, as a percentage of

current share price,

(f) percentage appreciation of stock value during each of the last 40 quarters, list

of shareholders (associative),

(g.) composite text of recent articles about the corporation in the financial press

(textual). It is worth noting some additional attributes that are of interest in some
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domains. In the case of documents and certain other domains, it is useful to know the source
of each target object (for example, refereed journal article vs. UPI newswire article vs.
Usenet newsgroup posting vs. question-answer pair from a question-and-answer list vs.
tabloid newspaper article vs. ...); the source may be represented as a single-term textual
attribute. Important associative attributes for a hypertext document are the list of documents
that it links to, and the list of documents that link to it. Documents with similar citations are
similar with respect to the former attribute, and documents that are cited in the same places
are similar with respect to the latter. A convention may optionally be adopted that any
document also links to itself. Especially in systems where users can choose whether or not
to retrieve a target object, a target object’s popularity (or circulation) can be usefully
measured as a numeric attribute specifying the number of users who have retrieved that
object. Related measurable numeric attributes that also indicate a kind of popularity include
the number of replies to a target object, in the domain where target objects are messages
posted to an electronic community such as an computer bulletin board or newsgroup, and
the number of links leading to a target object, in the domain where target objects are
interlinked hypertext documents on the World Wide Web or a similar system. A target
object may also receive explicit numeric evaluations (another kind of numeric attribute)
from various groups, such as the Motion Picture Association of America (MPAA), as above,
which rates movies' appropriateness for children, or the American Medical Association,
which might rate the accuracy and novelty of medical research papers, or a random survey
sample of users (chosen from all users or a selected set of experts), who could be asked to
rate nearly anything. Certain other types of evaluation, which also yield numeric attributes,
may be carried out mechanically. For example, the difficulty of reading a text can be
assessed by standard procedures that count word and sentence lengths, while the vulgarity
of a text could be defined as (say) the number of vulgar words it contains, and the expertise
of a text could be crudely assessed by counting the number of similar texts its author had
previously retrieved and read using the invention, perhaps confining this count to texts that
have high approval ratings from critics. Finally, it is possible to synthesize certain textual
attributes mechanically, for example to reconstruct the script of a movie by applying speech
recognition techniques to its soundtrack or by applying optical character recognition

techniques to its closed-caption subtitles.
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Decomposing Complex Attributes

Although textual and associative attributes are large and complex pieces of data, for
information retrieval purposes they can be decomposed into smaller, simpler numeric
attributes. This means that any set of attributes can be replaced by a (usually larger) set of
numeric attributes, and hence that any profile can be represented as a vector of numbers
denoting the values of these numeric attributes. In particular, a textual attribute, such as the
full text of a movie review, can be replaced by a collection of numeric attributes that
represent scores to denote the presence and significance of the words "aardvark," "aback,"
"abacus," and so on through "zymurgy" in that text. The score of a word in a text may be
defined in numerous ways. The simplest definition is that the score is the rate of the word
in the text, which is computed by computing the number of times the word occurs in the
text, an d dividing this number by the total number of words in the text. This sort of score
is often called the "term frequency" (TF) of the word. The definition of term frequency may
optionally be modified to weight different portions of the text unequally: for example, any
occurrence of a word in the text's title might be counted as a 3-fold or more generally k-fold
occurrence (as if the title had been repeated k times within the text), in order to reflect a
heuristic assumption that the words in the title are particularly important indicators of the
text's content or topic.

However, for lengthy textual attributes, such as the text of an entire document, the
score of a word is typically defined to be not merely its term frequency, but its term
frequency multiplied by the negated logarithm of the word's "global frequency,” as
measured with respect to the textual attribute in question. The global frequency of a word,
which effectively measures the word's uninformativeness, is a fraction between 0 and 1,
defined to be the fraction of all target objects for which the textual attribute in question
contains this word. This adjusted score is often known in the art as TF/IDF ("term
frequency times inverse document frequency"). When global frequency of a word is taken
into account in this way, the common, uninformative words have scores comparatively close
to zero, no matter how often or rarely they appear in the text. Thus, their rate has little
influence on the object's target profile. Alternative methods of calculating word scores
include latent semantic indexing or probabilistic models.

Instead of breaking the text into its component words, one could alternatively break
the text into overlapping word bigrams (sequences of 2 adjacent words), or more generally,

word n-grams. These word n-grams may be scored in the same way as individual words.
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Another possibility is to use character n-grams. For example, this sentence contains a
sequence of overlapping character 5-grams which starts "for e", "or ex", "r exa", " exam",
"examp", etc. The sentence may be characterized, imprecisely but usefully, by the score of
each possible character 5-gram ("aaaaa”, "aaaab”, ... "zzzzz") in the sentence. Conceptually
speaking, in the character 5-gram case, the textual attribute would be decomposed into at
least 26° = 11,881,376 numeric attributes. Of course, for a given target object, most of these
numeric attributes have values of 0, since most 5-grams do not appear in the target object
attributes. These zero values need not be stored anywhere. For purposes of digital storage,
the value of a textual attribute could be characterized by storing the set of character 5-grams
that actually do appear in the text, together with the nonzero score of each one. Any 5-gram
that is no t included in the set can be assumed to have a score of zero. The decomposition
of textual attributes is not limited to attributes whose values are expected to be long texts.
A simple, one-term textual attribute can be replaced by a collection of numeric attributes in
exactly the same way. Consider again the case where the target objects are movies. The
"name of director" attribute, which is textual, can be replaced by numeric attributes giving
the scores for "Federico-Fellini," "Woody-Allen," "Terence- Davies," and so forth, in that
attribute. For these one-term textual attributes, the score of a word is usually defined to be
its rate in the text, without any consideration of global frequency. Note that under these
conditions, one of the scores is 1, while the other scores are 0 and need not be stored. For
example, if Davies did direct the film, then it is "Terence-Davies" whose score is 1, since
"Terence-Davies" constitutes 100% of the words in the textual value of the "name of
director" attribute. It might seem that nothing has been gained over simply regarding the
textual attribute as having the string value "Terence-Davies." However, the trick of
decomposing every non-numeric attribute into a collection of numeric attributes proves
useful for the clustering and decision tree methods described later, which require the
attribute values of different objects to be averaged and/or ordinally ranked. Only numeric
attributes can be averaged or ranked in this way. Just as a textual attribute may be
decomposed into a2 number of component terms (letter or word n-grams), an associative
attribute may be decomposed into a number of component associations. For instance, in a
domain where the target objects are movies, a typical associative attribute used in profiling
a movie would be a list of customers who have rented that movie. This list can be replaced
by a collection of numeric attributes, which give the "association scores" between the movie

and each of the customers known to the system. For example, the 165th such numeric
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attribute would be the association score between the movie and customer #165, where the
association score is defined to be 1 if customer #165 has previously rented the movie, and
0 otherwise. In a subtler refinement, this association s core could be defined to be the
degree of interest, possibly zero, that customer #165 exhibited in the movie, as determined
by relevance feedback (as described below). As another example, in a domain where target
objects are companies, an associative attribute indicating the major shareholders of the
company would be decomposed into a collection of association scores, each of which would
indicate the percentage of the company (possibly zero) owned by some particular individual
or corporate body. Just as with the term scores used in decomposing lengthy textual
attributes, each association score may optionally be adjusted by a multiplicative factor: for
example, the association score between a movie and customer #165 might be multiplied by
the negated logarithm of the "global frequency" of customer #165, i.e., the fraction of all
movies that have been rented by customer #165. Just as with the term scores used in
decomposing textual attributes, most association scores found when decomposing a
particular value of an associative attribute are zero, and a similar economy of storage may
be gained in exactly the same manner by storing a list of only those ancillary objects with
which the target object has a nonzero association score, together with their respective
association scores.

Similarity Measures

What does it mean for two target objects to be similar? More precisely, how should
one measure the degree of similarity? Many approaches are possible and any reasonable
metric that can be computed over the set of target object profiles can be used, where target
objects are considered to be similar if the distance between their profiles is small according
to this metric. Thus, the following preferred embodiment of a target object similarity
measurement system has m any variations.

First, define the distance between two values of a given attribute according to
whether the attribute is a numeric, associative, or textual attribute. If the attribute is
numeric, then the distance between two values of the attribute is the absolute value of the
difference between the two values. (Other definitions are also possible: for example, the
distance between prices pl and p2 might be defined by |(p1-p2)|/(max(pl,p2)+1), to
recognize that when it comes to customer interest, $50 00 and $5020 are very similar,
whereas $3 and $23 are not.) If the attribute is associative, then its value V may be

decomposed as described above into a collection of real numbers, representing the
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association scores between the target object in question and various ancillary objects. V
may therefore be regarded as a vector with components V,, V,, V,, etc., representing the
association scores between the object and ancillary objects 1, 2, 3, etc., respectively. The
distance between two vector values V and U of an associative attribute is then computed
using the angle distance measure, arccos (VU' /sqrt((Vv)( UU")). (Note that the three inner
products in this expression have the form XY'=X, Y, + X, Y, + X; Y; + ..., and that for
efficient computation, terms of the form X; Y, may be omitted from this sum if either of the
scores X; and Y, is zero.) Finally, if the attribute is textual, then its value V may be
decomposed as described above into a collection of real numbers, representing the scores
of various word n-grams or character n-grams in the text. Then the value V may again be
regarded as a vector, and the distance between two values is again defined via the angle
distance measure. Other similarity metrics between two vectors, such as the dice measure,
may be used instead. It happens that the obvious alternative metric, Euclidean distance,
does not work well: even similar texts tend not to overlap substantially in the content words
they use, so that texts encountered in practice are all substantially orthogonal to each other,
assuming that TF/IDF scores are used to reduce the influence of non-content words. The
scores of two words in a textual attribute vector may be correlated; for example, "Kennedy"
and "JFK" tend to appear in the same documents. Thus it may be advisable to alter the text
somewhat before computing the scores of terms in the text, by using a synonym dictionary
that groups together similar words. The effect of this optional pre-alteration is that two texts
using related words are measured to be as similar as if they had actually used the same
words. One technique is to augment the set of words actually found in the article with a set
of synonyms or other words which tend to co-occur with the words in the article, so that
"Kennedy" could be added to every article that mentions "JFK." Alternatively, words found
in the article may be wholly replaced by synonyms, so that "JFK" might be replaced by
"Kennedy" or by "John F. Kennedy" wherever it appears. In either case, the result is that
documents about Kennedy and documents about JFK are adjudged similar. The synonym
dictionary may be sensitive to the topic of the document as a whole; for example, it may
recognize that "crane" is likely to have a different synonym in a document that mentions
birds than in a document that mentions construction. A related technique is to replace each
word by its morphological stem, so that "staple”, "stapler", and "staples" are all replaced by

"staple." Common function words ("a", "and", "the" ...) ¢ an influence the calculated

similarity of texts without regard to their topics, and so are typically removed from the text
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before the scores of terms in the text are computed. A more general approach to
recognizing synonyms is to use a revised measure of the distance between textual attribute
vectors V and U, namely arccos(AV(AU)' /sqrt (AV(AV)' AU(AU)"), where the matrix A
is the dimensionality-reducing linear transformation (or an approximation thereto)
determined by collecting the vector values of the textual attribute, for all target objects
known to the system, and applying singular value decomposition to the resulting collection.
The same approach can be applied to the vector values of associative attributes. The above
definitions allow us to determine how close together two target objects are with respect to
a single attribute, whether numeric, associative, or textual. The distance between two target
objects X and Y with respect to their entire multi-attribute profiles Py and Py is then denoted
d(X,Y) or d(Py, Py) and defined as:

(((distance with respect to attribute a)(weight of attribute a))* + ((distance

with respect to attribute b)(weight of attribute b))* + ((distance with respect

to attribute c)(weight of attribute c))* + ... )*
where k is a fixed positive real number, typically 2, and the weights are non- negative real
numbers indicating the relative importance of the various attributes. For example, if the
target objects are consumer goods, and the weight of the "color” attribute is comparatively
very small, then price is not a consideration in determining similarity: a user who likes a
brown massage cushion is predicted to show equal interest in the same cushion
manufactured in blue, and vice-versa. On the other hand, if the weight of the "color"
attribute is comparatively very high, then users are predicted to show interest primarily in
products whose colors they have liked in the past: a brown massage cushion and a blue
massage cushion are not at all the same kind of target object, however similar in other
attributes, and a good experience with one does not by itself inspire much interest in the
other. Target objects may be of various sorts, and it is sometimes advantageous to use a
single system that is able to compare tar get objects of distinct sorts. For example, in a
system where some target objects are novels while other target objects are movies, it is
desirable to judge a novel and a movie similar if their profiles show that similar users like
them (an associative attribute). However, it is important to note that certain attributes
specified in the movie's target profile are undefined in the novel's target profile, and vice
versa: a novel has no "cast list" associative attribute and a movie has no "reading level"
numeric attribute. In general, a system in which target objects fall into distinct sorts may

sometimes have to measure the similarity of two target objects for which somewhat different
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sets of attributes are defined. This requires an extension to the distance metric d(*,*)
defined above. In certain applications, it is sufficient when carrying out such a comparison
simply to disregard attributes that are not defined for both target objects: this allows a
cluster of novels to be matched with the most similar cluster of movies, for example, by
considering only those attributes that novels and movies have in common. However, while
this method allows comparisons between (say) novels and movies, it does not define a
proper metric over the combined space of novel s and movies and therefore does not allow
clustering to be applied to the set of all target objects. When necessary for clustering or
other purposes, a metric that allows comparison of any two target objects (whether of the
same or different sorts) can b e defined as follows. If a is an attribute, then let Max(a) be
an upper bound on the distance between two values of attribute a; notice that if attribute a
is an associative or textual attribute, this distance is an angle determined by arccos, so that
Max( a) may be chosen to be 180 degrees, while if attribute a is a numeric attribute, a
sufficiently large number must be selected by the system designers. The distance between
two values of attribute a is given as before in the case where both values are defined; the
distance between two undefined values is taken to be zero; finally, the distance between a
defined value and an undefined value is always taken to be Max(a)/2. This allows us to
determine how close together two target objects are with respect to an attribute a, even if
attribute a does not have a defined value for both target objects. The distance d(*,*)
between two target objects with respect to their entire multi-attribute profiles is then given
in terms of these individual attribute distances exactly as before. It is assumed that one
attribute in such a system specifies the sort of target object ("movie", "novel", etc.), and that
this attribute may be highly weighted if target objects of different sorts are considered to be
very different despite any attributes they may have in common.
UTILIZING THE SIMILARITY MEASUREMENT

Matching Buyers and Sellers

A simple application of the similarity measurement is a system to match buyers with
sellers in small-volume markets, such as used cars and other used goods, artwork, or
employment. Sellers submit profiles of the goods (target objects) they want to sell, and
buyers submit profiles of the goods (target objects) they want to buy. Participants may
submit or withdraw these profiles at any time. The system for customized electronic
identification of desirable objects computes the similarities between seller-submitted

profiles and buyer-submitted profiles, and when two profiles match closely (i.e., the
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similarity is above a threshold), the corresponding seller and buyer are notified of each
other's identities. To prevent users from being flooded with responses, it may be desirable
to limit the number of notifications each user receives to a fixed number, such as ten per
day.

Filtering: Relevance Feedback

A filtering system is a device that can search through many target objects and

estimate a given user's interest in each target object, so as to identify those that are of
greatest interest to the user. The filtering system uses relevance feed back to refine its
knowledge of the user's interests: whenever the filtering system identifies a target object as
potentially interesting to a user, the user (if an on-line user) provides feedback as to whether
or not that target object really is of interest. Such feedback is stored long-term in
summarized form, as part of a database of user feedback information, and may be provided
either actively or passively. In active feedback, the user explicitly indicates his or her
interest, for instance, on a scale of -2 (active distaste) through 0 (no special interest) to 10
(great interest). In passive feedback, the system infers the user's interest from the user's
behavior. For example, if target objects are textual documents, the system might monitor
which documents the user chooses to read, or not to read, and how much time the user
spends reading them. A typical formula for assessing interest in a document via passive
feedback, in this domain, on a scale of 0 to 10, might be:

+ 2 if the second page is viewed,

+ 2 if all pages are viewed,

+ 2 if more than 30 seconds was spent viewing the document,

+ 2 if more than one minute was spent viewing the document,

+ 2 if the minutes spent viewing the document are greater than half the number of pages.

If the target objects are electronic mail messages, interest points might also be added

in the case of a particularly lengthy or particularly prompt reply. If the target objects are
purchasable goods, interest points might be added for target objects that the user actually
purchases, with further points in the case of a large-quantity or high-price purchase. In any
domain, further points might be added for target objects that the user accesses early in a
session, on the grounds that users access the object s that most interest them first. Other
potential sources of passive feedback include an electronic measurement of the extent to
which the user's pupils dilate while the user views the target object or a description of the

target object. It is possible to combine active and passive feedback. One option is to take
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a weighted average of the two ratings. Another option is to use passive feedback by default,
but to allow the user to examine and actively modify the passive feedback score. In the
scenario abo ve, for instance, an uninteresting article may sometimes remain on the display
device for a long period while the user is engaged in unrelated business; the passive
feedback score is then inappropriately high, and the user may wish to correct it before
continuing. In the preferred embodiment of the invention, a visual indicator, such as a
sliding bar or indicator needle on the user's screen, can be used to continuously display the
passive feedback score estimated by the system for the target object being viewed, unless
the user has manually adjusted the indicator by a mouse operation or other means in order
to reflect a different score for this target object, after which the indicator displays the active
feedback score selected by the user, and this active feedback score is used by the system
instead of the passive feedback score. In a variation, the user cannot see or adjust the
indicator until just after the user has finished viewing the target object. Regardless how a
user's feedback is computed, it is stored long-term as part of that user's target profile interest
summary.
Filtering: Determining Topical Interest Through Similarity

Relevance feedback only determines the user's interest in certain target objects:
namely, the target objects that the user has actually had the opportunity to evaluate (whether
actively or passively). For target objects that the user has not yet seen, the filtering system
must estimate the user's interest. This estimation task is the heart of the filtering problem,
and the reason that the similarity measurement is important. More concretely, the preferred
embodiment of the filtering system is a news clipping service that periodically presents the
user with news articles of potential interest. The user provides active and/or passive
feedback to the system relating to these presented articles. However, the system does not
have feedback information from the user for articles that have never been presented to the
user, such as new articles that have just been added to the database, or old articles that the
system chose not to present to the user. Similarly, in the dating service domain where target
objects are prospective romantic partners, the system has only received feedback on old
flames, not on prospective new loves.

As shown in flow diagram form in Figure 12, the evaluation of the likelihood of
interest in a particular target object for a specific user can automatically be computed. The
interest that a given target object X holds for a user U is assumed to be a sum of two

quantities: q(U, X), the intrinsic "quality" of X, plus f{U, X), the "topical interest" that users
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like U have in target objects like X. For any target object X, the intrinsic quality measure
q(U, X) is easily estimated at steps 1201-1203 directly from numeric attributes of the target
object X. The computation process begins at step 1201, where certain designated numeric
attributes of target object X are specifically selected, which attributes by their very nature
should be positively or negatively correlated with users' interest. Such attributes, termed
"quality attributes," have the normative property that the higher (or in some cases lower)
their value, the more interesting a user is expected to find them. Quality attributes of target
object X may include, but are not limited to, target object X's popularity among users in
general, the rating a particular reviewer has given target object X, the age (time since
authorship -- also known as outdatedness) of target object X, the number of vulgar words
used in target object X, the price of target object X, and the amount of money that the
company selling target object X has donated to the user's favorite charity. At step 1202,
each of the selected attributes i1s multiplied by a positive or negative weight indicative of the
strength of user U's preference for those target objects that have high values for this
attribute, which weight must be retrieved from a data file storing quality attribute weights
for the selected user. At step 1203, a weighted sum of the identified weighted selected
attributes is computed to determine the intrinsic quality measure q(U, X). At step 1204, the
summarized weighted relevance feedback data is retrieved, wherein some relevance
feedback points are weighted more heavily than others and the stored relevance data can be
summarized to some degree, for example by the use of search profile sets. The more
difficult part of determining user U's interest in target object X is to find or compute at step
1205 the value of {U, X), which denotes the topical interest that users like U generally have
in target objects like X. The method of determining a user's interest relies on the following
heuristic: when X and Y are similar target objects (have similar attributes), and U and V are
similar users (have similar attributes), then topical interest U, X) is predicted to have a
similar value to the value of topical interest f{'V, Y). This heuristic leads to an effective
method because estimated values of the topical interest function f{*, *) are actually know
n for certain arguments to that function: specifically, if user V has provided a
relevance-feedback rating of r(V, Y) for target object Y, then insofar as that rating
represents user V's true interest in target object Y, we have r(V, Y) = q(V, Y) + f{V, Y) and
can estimate f{V, Y) as r(V, Y) - q(V, Y). Thus, the problem of estimating topical interest
at all points becomes a problem of interpolating among these estimates of topical interest
at selected points, such as the feedback estimate of {V, Y) a s r(V, Y) - q(V, Y). This
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interpolation can be accomplished with any standard smoothing technique, using as input
the known point estimates of the value of the topical interest function f{*, *), and
determining as output a function that approximates the entire topical interest function f{*,
*).

Not all point estimates of the topical interest function f{*, *) should be given equal
weight as inputs to the smoothing algorithm. Since passive relevance feedback is less
reliable than active relevance feedback, point estimates made from passive relevance
feedback should be weighted less heavily than point estimates made from active relevance
feedback, or even not used at all. In most domains, a user's interests may change over time
and, therefore, estimates of topic al interest that derive from more recent feedback should
also be weighted more heavily. A user's interests may vary according to mood, so estimates
of topical interest that derive from the current session should be weighted more heavily for
the duration of the current session, and past estimates of topical interest made at
approximately the current time of day or on the current weekday should be weighted more
heavily. Finally, in domains where users are trying to locate target objects of long-term
interest (investments, romantic partners, pen pals, employers, employees, suppliers, service
providers) from the possibly meager information provided by the target profiles, the users
are usually not in a position to provide reliable immediate feedback on a target object, but
can provide reliable feedback at a later date. An estimate of topical interest {tV, Y) should
be weighted more heavily if user V has had more experience with target object Y. Indeed,
a useful strategy is for the system to track long-term feedback for such target objects. For
example, if target profile Y was created in 1990 to describe a particular investment that was
available in 1990, and that was purchased in 1990 by user V, then the system solicits
relevance feedback from user V in the years 1990, 1991, 1992, 1993, 1994, 1995, etc., and
treats these as successively stronger indications of user V's true interest in target profile Y,
and thus as indications of user V's likely interest in new investments whose current profiles
resemble the original 1990 investment profile Y. In particular, if in 1994 and 1995 user V
is well-disposed toward his or her 1990 purchase of the investment described by target
profile Y, then in those years and later, the system tends to recommend additional
investments when they have profiles like target profile Y, on the grounds that they too will
turn out to be satisfactory in 4 to S years. It makes these recommendations both to user V
and to users whose investment portfolios and other attributes are similar to user V's. The

relevance feedback provided by user V in this case may be either active (feedback =
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satisfaction ratings provided by the investor V) or passive (feedback = difference between
average annual return of the investment and average annual return o f the Dow Jones index
portfolio since purchase of the investment, for example).

To effectively apply the smoothing technique, it is necessary to have a definition of
the similarity distance between (U, X) and (V, Y), for any users U and V and any target
objects X and Y. We have already seen how to define the distance d(X, Y) between two
target objects X and Y, given their attributes. We may regard a pair such as (U, X) as an
extended object that bears all the attributes of target X and all the attributes of user U; then
the distance between (U, X) and (V, Y) may be computed in exactly the same way. This
approach requires user U, user V, and all other users to have some attributes of their own
stored in the system: for example, age (numeric), social security number (textual), and list
of documents previously retrieved (associative). It is these attributes that determine the
notion of "similar users." Thus it is desirable to generate profiles of users (termed "user
profiles") as well as profiles of target objects (termed "target profiles"). Some attributes
employed for profiling users may be related to the attributes employed for profiling target
objects: for example, using associative attributes, it is possible to characterize target objects
such as X by the interest that various users have shown in them, and simultaneously to
characterize users such as U by the interest that they have shown in various target objects.
In addition, user profiles may make use of any attributes that are useful in characterizing
humans, such as those suggested in the example domain above where target objects are
potential consumers. Notice that user U's interest can be estimated even if user U is a new
user or an off-line user who has never provided any feedback, because the relevance
feedback of users whose attributes are similar to U's attributes is taken into account.

For some uses of filtering systems, when estimating topical interest, it is appropriate
to make an additional "presumption of no topical interest" (or "bias toward zero"). To
understand the usefulness of such a presumption, suppose the system needs to determine
whether target object X is topically interesting to the user U, but that users like user U have
never provided feedback on target objects even remotely like target object X. The
presumption of no topical interest says that if this is so, it is because users like user U are
simply not interested in such target objects and therefore do not seek them out and interact
with them. On this presumption, the system should estimate topical interest f{U, X) to be
low. Formally, this example has the characteristic that (U, X) is far away from all the points

(V, Y) where feedback is available. In such a case, topical interest f{U, X) is presumed to
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be close to zero, even if the value of the topical interest function f{*, *) is high at all the
faraway surrounding points at which its value is known. When a smoothing technique is
used, such a presumption of no topical interest can be introduced, if appropriate, by
manipulating t he input to the smoothing technique. In addition to using observed values
of the topical interest function f{*, *) as input, the trick is to also introduce fake observations
of the form topical interest f{V, Y) = 0 for a lattice of points (V, Y) distributed throughout
the multidimensional space. These fake observations should be given relatively low weight
as inputs to the smoothing algorithm. The more strongly they are weighted, the stronger the
presumption of no interest.

The following provides another simple example of an estimation technique that has
a presumption of no interest. Let g be a decreasing function from non-negative real numbers
to non-negative real numbers, such as g(x) =e* or g(x) = min(1, x*) where k > 1. Estimate

topical interest f{U, X) with the following g-weighted average:

U3 =22 V1) (VD) =g(distance s (U, AT, 1))
’ Y g(distanceW U, V)N V1))

Here the summations are over all pairs (V, Y) such that user V has provided
feedback r(V, Y) on target object Y, i.e., all pairs (V, Y) such that relevance feedback r(V,
Y) is defined. Note that both with this technique and with conventional smoothing
techniques, the estimate of the topical interest f{U, X) is not necessarily equal to r(U, X) -
q(U, X)), even when r(U, X) is defined.

Filtering: Adjusting Weights and Residue Feedback

The method described above requires the filtering system to measure distances
between (user, target object) pairs, such as the distance between (U, X) and (V, Y). Given
the means described earlier for measuring the distance between two multi-attribute profiles,
the method must therefore associate a weight with each attribute used in the profile of (user,
target object) pairs, that is, with each attribute used to profile either users or target objects.
These weights specify the relative importance of the attributes in establishing similarity or
difference, and therefore, in determining how topical interest is generalized from one (user,
target object) pair to another. Additional weights determine which attributes of a target
object contribute to the quality function q, and by how much. It is possible and often
desirable for a filtering system to store a different set of weights for each user. For example,

a user who thinks of two-star films as having materially different topic and style from
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four-star films wants to assign a high weight to "number of stars" for purposes of the
similarity distance measure d(*, *); this means that interest in a two-star film does not
necessarily signal interest in an otherwise similar four-star film, or vice-versa. If the user
also agrees with the critics, and actually prefers four-star films, the user also wants to assign
"number of stars" a high positive weight in the determination of the quality function q. In
the same way, a user who dislikes vulgarity wants to assign the "vulgarity score” attribute
a high negative weight in the determination of the quality function q, although the "vulgarity
score" attribute does not necessarily have a high weight in determining the topical similarity
of two films.

Attribute weights (of both sorts) may be set or adjusted by the system administrator
or the individual user, on either a temporary or a permanent basis. However, it is often
desirable for the filtering system to learn attribute weights automatically, based on relevance
feedback. The optimal attribute weights for a user U are those that allow the most accurate
prediction of user U's interests. That is, with the distance measure and quality function
defined by these attribute weights, user U's interest in target object X, q(U, X) + f{U, X), can
be accurately estimated by the techniques above. The effectiveness of a particular set of
attribute weights for user U can therefore be gauged by seeing how well it predicts user U's
known interests.

Formally, suppose that user U has previously provided feedback on target objects
X. X5 X, ... X, and that the feedback ratings are r(U, X,), 1(U, X,), r(U, Xj;), ... 1(U, X)).
Values of feedback ratings r(*,*) for other users and other target objects may also be known.
The system may use the following procedure to gauge the effectiveness of the set of attribute
weights it currently stores for user U: (I) For each 1 <=1 <= n, use the estimation techniques
to estimate q(U, X,) + {U, X,) from all known values of feedback ratings r. Call this
estimate a,. (i) Repeat step (i), but this time make the estimate for each 1 <=i <=n
without using the feedback ratings r(U, X)) as input, for any j such that the distance d(X;, X;)
is smaller than a fixed threshold. That is, estimate each q(U, X)) + f{lU, X;) from other
values of feedback rating r only; in particular, do not use r(U, X)) itself. Call this estimate
b, The difference a; - b; is herein termed the "residue feedback r,,(U, X;) of user U on target
object X,." (iii) Compute user U's error measure, (2, - b,)*+ (2, - b,)> + (2, - b))+ ... + (a, -
b)>

A gradient-descent or other numerical optimization method may be used to adjust

user U's attribute weights so that this error measure reaches a (local) minimum. This
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approach tends to work best if the smoothing technique used in estimation is such that the
value of {V, Y) is strongly affected by the point estimate r{V, Y) - q(V, Y) when the latter
value is provided as input. Otherwise, the presence or absence of the single input feedback
rating r(U, X)), in steps (i)-(ii)) may not make a, and b, very different from each other. A
slight variation of this learning technique adjusts a single global set of at tribute weights for
all users, by adjusting the weights so as to minimize not a particular user's error measure but
rather the total error measure of all users. These global weights are used as a default initial
setting for a new user who has not yet provided any feedback. Gradient descent can then
be employed to adjust this user’s individual weights over time. Even when the attribute
weights are chosen to minimize the error measure for user U, the error measure is generally
still positive, meaning that residue feedback from user U has not been reduced to 0 on all
target objects. It is useful to note that high residue feedback from a user U on a target object
X indicates that user U liked target object X unexpectedly well given its profile, that is,
better than the smoothing model could predict from user U's opinions on target objects with
similar profiles. Similarly, low residue feedback indicates that user U liked target object X
less than was expected. By definition, this unexplained preference or dispreference cannot
be the result of topical similarity, and therefore must be regarded as an indication of the
intrinsic quality of target object X. It follows that a useful quality attribute for a target
object X is the average amount of residue feedback r,.(V, X) from users on that target
object, averaged over all users V who have provided relevance feedback on the target object.
In a variation of this idea, residue feedback is never averaged indiscriminately over all users
to form a new attribute, but instead is smoothed to consider users' similarity to each other.
Recall that the quality measure q(U, X) depends on the user U as well as the target object
X, so that a given target object X may be perceived by different users to have different
quality. In this variation, as before, q(U, X) is calculated as a weighted sum of various
quality attributes that are dependent only on X, but then an additional term is added, namely
an estimate of r,, (U, X) found by applying a smoothing algorithm to known values of r
(V, X). Here V ranges over all users who have provided relevance feedback on target object
X, and the smoothing algorithm is sensitive to the distances d(U, V) from each such user V
to user U.
Using the Similarity Computation for Clustering

A method for defining the distance between any pair of target objects was disclosed

above. Given this distance measure, it is simple to apply a standard clustering algorithm,
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such as k- means, to group the target objects into a number of clusters, in such a way that
similar target objects tend to be grouped in the same cluster. It is clear that the resulting
clusters can be used to improve the efficiency of matching buyers and sellers in the
application described in section "Matching Buyers and Sellers" above: it is not necessary

5 to compare every buy profile to every sell profile, but only to compare buy profiles and sell
profiles that are similar enough to appear in the same cluster. As explained below, the
results of the clustering procedure can also be used to make filtering more efficient, and in
the service of querying and browsing tasks.

The k-means clustering method is familiar to those skilled in the art. Briefly put, it

10 finds a grouping of points (target profiles, in this case, whose numeric coordinates are given
by numeric decomposition of their attributes as described above) to minimize the distance
between points in the clusters and the centers of the clusters in which they are located. This

is done by alternating between assigning each point to the cluster which has the nearest
center and then, once the points have been assigned, computing the (new) center of each

15 cluster by averaging the coordinates of the points (target profiles) located in this cluster.
Other clustering methods can be used, such as "soft" or "fuzzy" k-means clustering, in
which objects are allowed to belong to more than one cluster. This can be cast as a
clustering problem similar to the k-means problem, but now the criterion being optimized

is a little different:

E,‘ Ec iic ‘{xi * ;c)

20 where C ranges over cluster numbers, i ranges over target objects, x; is the numeric vector
corresponding to the profile of target object number i, X is the mean of all the numeric
vectors corresponding to target profiles of target objects in cluster number C, termed the
"cluster profile" of cluster C, d(*, *) is the metric used to measure distance between two
target profiles, and i is a value between O and 1 that indicates how much target object

25 number i is associated with cluster number C, where 1 is an indicator matrix with the

property that for each i, SUM SUB C I SUB iC = 1. For k-means clustering, i, is either 0

orl.
Any of these basic types of clustering might be used by the system:
1) Association-based clustering, in which profiles contain only associative
30 attributes, and thus distance is defined entirely by associations. This kind of
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clustering generally (a) clusters target objects based on the similarity of the users
who like them or (b) clusters users based on the similarity of the target objects they
Iike. In this approach, the system does not need any information about target objects
or users, except for their history of interaction with each other.

2) Content-based clustering, in which profiles contain only non-associative
attributes. This kind of clustering (a) clusters target objects based on the similarity
of their non-associative attributes (such as word frequencies) or (b) clusters users
base d on the similarity of their non-associative attributes (such as demographics and
psychographics). In this approach, the system does not need to record any
information about users' historical patterns of information access, but it does need
information about the intrinsic properties of users and/or target objects.

3) Uniform hybrid method, in which profiles may contain both associative
and non-associative attributes. This method combines 1a and 2a, or 1b and 2b. The
distance d(Py, Py) between two profiles Py and Py may be computed by the general
similarity-measurement methods described earlier.

4) Sequential hybrid method. First apply the k-means procedure to do 1a,
so that articles are labeled by cluster based on which user read them, then use
supervised clustering (maximum likelihood discriminant methods) using the word
frequencies to do the process of method 2a described above. This tries to use
knowledge of who read what to do a better job of clustering based on word

frequencies. One could similarly combine the methods 1b and 2b described above.

Hierarchical clustering of target objects is often useful. Hierarchical clustering
produces a tree which divides the target objects first into two large clusters of roughly
similar objects; each of these clusters is in turn divided into two or more smaller clusters,
which in turn are ea ch divided into yet smaller clusters until the collection of target objects
has been entirely divided into "clusters" consisting of a single object each, as diagrammed
in Figure 8 In this diagram, the node d denotes a particular target object d, or equivalently,
a single-member cluster consisting of this target object. Target object d is a member of the
cluster (a, b, d), which is a subset of the cluster (a, b, c, d, e, f), which in turn is a subset of
all target objects. The tree shown in Figure 8 would be produced from a set of target objects
such as those shown geometrically in Figure 7. In Figure 7, each letter represents a target

object, and axes x1 and x2 represent two of the many numeric attributes on which the target
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objects differ. Such a cluster tree may be created by hand, using human judgment to form
clusters and subclusters of similar objects, or may be created automaticaily in either of two
standard ways: top-down or bottom-up. In top-down hierarchical clustering, the set of all
target objects in Figure 7 would be divided into the clusters (a, b, c, d, e, f) and (g, h, i, j, k).
The clustering algorithm would then be reapplied to the target objects in each cluster, so that
the cluster (g, b, i, j, k) is subpartitioned into the clusters (g, k) and (h, i, j), and so on to
arrive at the tree shown in Figure 8. In bottom-up hierarchical clustering, the set of all target
objects in Figure 7 would be grouped into numerous small clusters, namely (a, b), d, (c, f),
e, (g,k), (h, i), and j. These clusters would then themselves be grouped into the larger
clusters (a, b, d), (c, e, ), (g, k), and (h, i, j), according to their cluster profiles. These larger
clusters would themselves be grouped into (a, b, ¢, d, e, f) and (g, k, h, i, j), and so on until
all target objects had been grouped together, resulting in the tree of Figure 8. Note that for
bottom-up clustering to work, it must be possible to apply the clustering algorithm to a set
of existing clusters. This requires a notion of the distance between two clusters. The
method disclosed above for measuring the distance between target objects can be applied
directly, provided that clusters are profiled in the same way as target objects. It is only
necessary to adopt the convention that a cluster's profile is the average of the target profiles
of all the target objects in the cluster; that is, to determine the cluster's value for a given
attribute, take the mean value of that attribute across all the target objects in the cluster. For
the mean value to be well-defined, all attributes must be numeric, so it is necessary as usual
to replace each textual or associative attribute with its decomposition into numeric attributes
(scores), as described earlier. For example, the target profile of a single Woody Alilen film
would assign "Woody-Allen" a score of 1 in the "name-of-director” field, while giving
"Federico-Fellini" and "Terence-Davies" scores of 0. A cluster that consisted of 20 films
directed by Allen and 5 directed by Fellini would be profiled with scores of 0.8, 0.2, and 0
respectively, because, for example, 0.8 is the average of 20 ones and 5 zeros.
Searching for Target Objects

Given a target object with target profile P, or alternatively given a search profile P,
a hierarchical cluster tree of target objects makes it possible for the system to search
efficiently for target objects with target profiles similar to P. It is only necessarily to
navigate through the tree, automatically, in search of such target profiles. The system for
customized electronic identification of desirable objects begins by considering the largest,

top-level clusters, and selects the cluster whose profile is most similar to target profile P.
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In the event of a near-tie, multiple clusters may be selected. Next, the system considers all
subclusters of the selected clusters, and this time selects the subcluster or subclusters whose
profiles are closest to target profile P. This refinement process is iterated until the clusters
selected on a given step are sufficiently small, and these are the desired clusters of target
objects with profiles most similar to target profile P. Any hierarchical cluster tree therefore
serves as a decision tree for identifying target objects. In pseudo-code form, this process
is as follows (and in flow diagram form in Figures 13A and 13B):

1. Initialize list of identified target objects to the empty list at step 13A00

2. Initialize the current tree T to be the hierarchical cluster tree of all objects at step

13A01 and at step 13A02 scan the current cluster tree for target objects similar to

P, using the process detailed in Figure 13B. At step 13A03, the list of target objects

is returned.

3. At step 13B00, the variable I is set to 1 and for each child subtree Ti of the root

of tree T, is retrieved.

4. At step 13B02, calculate d(P, p), the similarity distance between P and p,,

5. At step 13BO03, if d(P, p) <t, a threshold, branch to one of two options

6. If tree Ti contains only one target object at step 13B04, add that target object to

list of identified target objects at step 13B05 and advance to step 13B07.

7. If tree Ti contains multiple target objects at step 13B04, scan the ith child subtree

for target objects similar to P by invoking the steps of the process of Figure 13B

recursively and then recurse to step 3 (step 13A01 in Figure 13A) with T bound for
the duration of the recursion to tree Ti, in order to search in tree Ti for target objects

with profiles similar to P.

In step 5 of this pseudo-code, smaller thresholds are typically used at lower levels
of the tree, for example by making the threshold an affine function or other function of the
cluster variance or cluster diameter of the cluster p, If the cluster tree is distributed across
a plurality of servers, as described in the section of this description titled “Network Context
of the Browsing System”, this process may be executed in distributed fashion as follows:
steps 3-7 are executed by the server that stores the root node of hierarchical cluster tree T,
and the recursion in step 7 to a subcluster tree T, involves the transmission of a search
request to the server that stores the root node of tree T,, which server carries out the

recursive step upon receipt of this request. Steps 1-2 are carried out by the processor that
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initiates the search, and the server that executes step 6 must send a message identifying the
target object to this initiating processor, which adds it to the list.

Assuming that low-level clusters have been already been formed through clustering,
there are alternative search methods for identifying the low-level cluster whose profile is
most similar to a given target profile P. A standard back-propagation neural net is one such
method: it should be trained to take the attributes of a target object as input, and produce as
output a unique pattern that can be used to identify the appropriate low-level cluster. For
maximum accuracy, low-level clusters that are similar to each other (close together in the
cluster tree) should be given similar identifying patterns. Another approach is a standard
decision tree that considers the attributes of target profile P one at a time until it can identify
the appropriate cluster. If profiles are large, this may be more rapid than considering all
attributes. A hybrid approach to searching uses distance measurements as described above
to navigate through the top few levels of the hierarchical cluster tree, until it reaches an
cluster of intermediate size whose profile is similar to target profile P, and then continues
by using a decision tree specialized to search for low-level subclusters of that intermediate
cluster.

One use of these searching techniques is to search for target objects that match a
search profile from a user's search profile set. This form of searching is used repeatedly in
the news clipping service, active navigation, and Virtual Community Service applications,
described below. Another use is to add a new target object quickly to the cluster tree. An
existing cluster that is similar to the new target object can be located rapidly, and the new
target object can be added to this cluster. If the object is beyond a certain threshold distance
from the cluster center, then it is advisable to start a new cluster. Several variants of this
incremental clustering scheme can be used, and can be built using variants of subroutines
available in advanced statistical packages. Note that various methods can be used to locate
t he new target objects that must be added to the cluster tree, depending on the architecture
used. In one method, a "webcrawler" program running on a central computer periodically
scans all servers in search of new target objects, calculates the target profiles of these
objects, and adds them to the hierarchical cluster tree by the above method. In another,
whenever a new target object is added to any of the servers, a software "agent" at that server

calculates the target profile and adds it to the hierarchical cluster tree by the above method.
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Rapid Profiling

In some domains, complete profiles of target objects are not always easy to construct
automatically. When target objects are wallpaper patterns, for example, an attribute such
as "genre" (a single textual term such as "Art-Deco," "Children's," "Rustic," etc.) may be a
matter of judgment and opinion, difficult to determine except by consulting a human. More
significantly, if each wallpaper pattern has an associative attribute that records the positive
or negative relevance feedback to that pattern from various human users (consumers), then
all the association scores of any newly introduced pattern are initially zero, so that it is
initially unclear what other patterns are similar to the new pattern with respect to the users
who like them. Indeed, if this associative attribute is highly weighted, the initial lack of
relevance feedback information may be difficult to remedy, due to a vicious circle in which
users of moderate-to-high interest are needed to provide relevance feedback but relevance
feedback is needed to identify users of moderate-to-high interest.  Fortunately, however,
it is often possible in principle to determine certain attributes of a new target object by
extraordinary methods, including but not limited to methods that consult a human. For
example, the system can in principle determine the genre of a wallpaper pattern by
consulting one or more randomly chosen individuals from a set of known human experts,
while to determine the numeric association score between a new wallpaper pattern and a
particular user, it can in principle show the pattern to the that user and obtain relevance
feedback. Since such requests inconvenience people, however, it is important not to
determine all difficult attributes this way, but only the ones that are most important for
purposes of classifying the document. "Rapid profiling" is a method for selecting those
numeric attributes that are most important to determine. (Recall that all attributes can be
decomposed into numeric attributes, such as association scores or term scores.) First, a set
of existing target objects that already have complete or largely complete profiles are
clustered using a k-means algorithm. Next, each of the resulting clusters is assigned a
unique identifying number, and each clustered target object is labeled with the identifying
number of its cluster. Standard methods then allow construction of a single decision tree
that can determine any target object's cluster number, with substantial accuracy, by
considering the attributes of the target object, one at a time. Only attributes that can if
necessary be determined for any new target object are used in the construction of this
decision tree. To profile a new target object, the decision tree is traversed downward from

its root as far as is desired. The root of the decision tree considers some attribute of the
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target object. If the value of this attribute is not yet known, it is determined by a method
appropriate to that attribute; for example, if the attribute is the association score of the target
object with user #4589, then relevance feedback (to be used as the value of this attribute)
is solicited from user #4589, perhaps by the ruse of adding the possibly uninteresting target
object to a set of objects that the system recommends to the user's attention, in order to find
out what the user thinks of it. Once the root attribute is determined, the rapid profiling
method descends the decision tree by one level, choosing one of the decision subtrees of the
root in accordance with the determined value of the root attribute. The root of this chosen
subtree considers another attribute of the target object, whose value is likewise determined
by an appropriate method. The process ¢ an be repeated to determine as many attributes as
desired, by whatever methods are available, although it is ordinarily stopped after a small
number of attributes, to avoid the burden of determining too many attributes.

It should be noted that the rapid profiling method can be used to identify important
attributes in any sort of profile, and not just profiles of target objects. In particular, recall
that the disclosed method for determining topical interest through similarity requires users
as well as target objects to have profiles. New users, like new target objects, may be
profiled or partially profiled through the rapid profiling process. For example, when user
profiles include an associative attribute that records the user's relevance feedback on a Il
target objects in the system, the rapid profiling procedure can rapidly form a rough
characterization of a new user's interests by soliciting the user's feedback on a small number
of significant target objects, and perhaps also by determining a small n umber of other key
attributes of the new user, by on-line queries, telephone surveys, or other means. Once the
new user has been partially profiled in this way, the methods disclosed above predict that
the new user's interests resemble the known interests of other users with similar profiles.
In a variation, each user's user profile is subdivided into a set of long-term attributes, such
as demographic characteristics, and a set of short-term attributes that help to identify the
user's temporary desires and emotional state, such as the user's textual or multiple-choice
answers to questions whose answers reflect the user's mood. A subset of the user's
long-term attributes are determined when the user first registers with the system, through
the use of a rapid profiling tree of long-term attributes. In addition, each time the user logs
on to the system, a subset of the user's short-term attributes are additionally determined,
through the use of a separate rapid profiling tree that asks about short-term attributes.

Market Research
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A technique similar to rapid profiling is of interest in market research (or voter
research). Suppose that the target objects are consumers. A particular attribute in each
target profile indicates whether the consumer described by that target profile h as purchased
product X. A decision tree can be built that attempts to determine what value a consumer
has for this attribute, by consideration of the other attributes in the consumer's profile. This
decision tree may be traversed to determine whether additional users are likely to purchase
product X. More generally, the top few levels of the decision tree provide information,
valuable to advertisers who are planning mass-market or direct-mail campaigns, about the
most significant characteristics of consumers of product X.

Similar information can alternatively be extracted from a collection of consumer
profiles without recourse to a decision tree, by considering attributes one at a time, and
identifying those attributes on which pro duct X's consumers differ significantly from its
non-consumers. These techniques serve to characterize consumers of a particular product;
they can be equally well applied to voter research or other survey research, where the
objective is to characterize those individuals from a given set of surveyed individuals who
favor a particular candidate, hold a particular opinion, belong to a particular demographic
group, or have some other set of distinguishing attributes. Researchers may wish to
purchase batches of analyzed or unanalyzed user profiles from which personal identifying
information has been removed. As with any statistical database, statistical conclusions can
be drawn, and relationships between attributes can be elucidated using knowledge discovery
techniques which are well known in the art.

SUPPORTING ARCHITECTURE

The following section describes the preferred computer and network architecture for

implementing the methods described in this patent.
Electronic Media System Architecture

Figure 1 illustrates in block diagram form the overall architecture of an electronic
media system, known in the art, in which the system for customized electronic identification
of desirable objects of the present invention can be used to provide user customized access
to target objects that are available via the electronic media system. In particular, the
electronic media system comprises a data communication facility that interconnects a
plurality of users with a number of information servers. The users a re typically individuals,
whose personal computers (terminals) T,-T, are connected via a data communications link,

such as a2 modem and a telephone connection established in well-known fashion, to a
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telecommunication network N. User information access sofiware is resident on the user's
personal computer and serves to communicate over the data communications link and the
telecommunication network N with one of the plurality of network vendors V,-V, (America
Online, Prodigy, CompuServe, other private companies or even universities) who provide
data interconnection service with selected ones of the information servers I, -I,,. The user
can, by use of the user information access software, interact with the information servers I,
-I, to request and obtain access to data that resides on mass storage systems -SS_ that are
part of the information server apparatus. New data is input to this system y users via their
personal computers T, -T, and by commercial information services by populating their mass
storage systems SS,; -SS, with commercial data. Each user terminal T -T apd the
information servers 1, -I,, have phone numbers or IP addresses on the network N which
enable a data communication link to be established between a particular user terminal T, -T,
and the selected information server I, -I.. A user's electronic mail address also uniquely
identifies the user and the user's network vendor V, -V, in an industry-standard format such
as: username@aol.com or username(@netcom.com. The network vendors V, -V, provide
access passwords for their subscribers (selected users), through which the users can access
the information servers I, -I,. The subscribers pay the network vendors V,; -V, for the
access services on a fee schedule that typically includes a monthly subscription fee and
usage based charges. A difficulty with this system is that there are numerous information
servers I, -I located around the world, each of which provides access to a set of information
of differing format, content and topics and via a cataloging system that is typically unique
to the particular information server I, -I,. The information is comprised of individual
"files," which can contain audio data, video data, graphics data, text data, structured
database data and combinations thereof. In the terminology of this patent, each target object
is associated with a unique file: for target objects that are informational in nature and can
be digitally represented, the file directly stores the informational content of the target object,
while for target objects that are not stored electronically, such as purchasable goods, the file
contains an identifying description of the target object. Target objects stored electronically
as text files can include commercially provided news articles, published documents , letters,
user-generated documents, descriptions of physical objects, or combinations of these classes
of data. The organization of the files containing the information and the native format of

the data contained in files of the same conceptual type may vary by information server I, -L.
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Thus, a user can have difficulty in locating files that contain the desired information,
because the information may be contained in files whose information server cataloging may
not enable the user to locate them. Furthermore, there is no standard catalog that defines the
presence and services provided by all information servers 1, -I,. A user therefore does not
have simple access to information but must expend a significant amount of time and energy
to excerpt a segment of the information that may be relevant to the user from the plethora
of information that is generated and populated on this system. Even if the user commits the
necessary resources to this task, existing information retrieval processes lack the accuracy
and efficiency to ensure that the user obtains the desired information. It is obvious that
within the constructs of this electronic media system, the three modules of the system for
customized electronic identification of desirable objects can be implemented in a distributed
manner, even with various modules being implemented on and/or by different vendors
within the electronic media system. For example, the information servers I, -1, can include
the target profile generation module while the network vendors V; -V, may implement the
user profile generation module, the target profile interest summary generation module,
and/or the profile processing module. A module can itself be implemented in a distributed
manner, with numerous nodes being present in the network N, each node serving a
population of users in a particular geographic area. The totality of these nodes comprises
the functionality of the particular module. Various other partitions of the modules and their
functions are possible and the examples provided herein represent illustrative examples and
are not intended to limit the scope of the claimed invention. For the purposes of
pseudonymous creation and update of users' target profile interest summaries (as described
below), the vendors V, -V, may be augmented with some number of proxy servers, which
provide a mechanism for ongoing pseudonymous access and profile building through the
method described herein. At least one trusted validation server must be in place to
administer the creation of pseudonyms in the system.

An important characteristic of this system for customized electronic identification
of desirable objects is its responsiveness, since the intended use of the system is in an
interactive mode. The system utility grows with the number of the users and this increases
the number of possible consumer/product relationships between users and target objects.
A system that serves a large group of users must maintain interactive performance and the

disclosed method for profiling and clustering target objects and users can in turn be used for
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optimizing the distribution of data among the members of a virtual community and through
a data communications network, based on users' target profile interest summaries.
Network Elements and System Characteristics

The various processors interconnected by the data communication network N as
shown in Figure 1 can be divided into two classes and grouped as illustrated in Figure 2:
clients and servers. The clients C1-Cn are individual user's computer systems which are
connected to servers S1-S5 at various times via data communications links. Each of the
clhients Ci is typically associated with a single server Sj, but these associations can change
over time. The clients C1-Cn both interface with users and produce and retrieve files to and
from servers. The clients C1-Cn are not necessarily continuously on-line, since they
typically serve a single user and can be movable systems, such as laptop computers, which
can be connected to the data communications network N at any of a number of locations.
Clients could also be a variety of other computers, such as computers and kiosks providing
access to customized information as well as targeted advertising to many users, where the
users identify themselves with passwords or with smart cards. A server Si is a computer
system that is presumed to be continuously on-line and functions to both collect files from
various sources on the data communication network N for access by local clients C1-Cn and
collect files from local clients C1-Cn for access by remote clients. The server Si is equipped
with persistent storage, such as a magnetic disk data storage medium, and are interconnected
with other servers via data communications links. The data communications links can be
of arbitrary topology and architecture, and are described herein for the purpose of simplicity
as point-to-point links or, more precisely, as virtual point-to-point links. The servers S1-S5
comprise the network vendors V1-Vk as well as the information servers I, -1, of Figure 1
and the functions performed by these two classes of modules can be merged to a greater or
lesser extent in a single server Si or distributed over a number of servers in the data
communication network N. Prior to proceeding with the description of the preferred
embodiment of the invention, a number of terms are defined. Figure 3 illustrates in block
diagram form a representation of an arbitrarily selected network topology for a plurality of
servers A-D, each of which is interconnected to at least one other server and typically also
to a plurality of clients p-s. Servers A-D are interconnected by a collection of point to point
data communications links, and server A is connected to client r, server B is connected to
clients p-q, while server D is connected to client s. Servers transmit encrypted or

unencrypted messages amongst themselves: a message typically contains the textual and/or
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graphic information stored in a particular file, and also contains data which describe the type
and origin of this file, the name of the server that is supposed to receive the message, and
the purpose for which the file contents are being transmitted. Some messages are not
associated with any file, but are sent by one server to other servers for control reasons, for
example to request transmission of a file or to announce the availability of a new file.
Messages can be forwarded by a server to another server, as in the case where server A
transmits a message to server D via a relay node of either server C or servers B, C. Itis
generally preferable to have multiple paths through the network, with each path being
characterized by its performance capability and cost to enable the network N to optimize
traffic routing.

Proxy Servers and Pseudonymous Transactions

While the method of using target profile interest summaries presents many
advantages t o both target object providers and users, there are important privacy issues for
both users and providers that must be resolved if the system is to be used freely and without
inhibition by users without fear of invasion of privacy. It is likely that user s desire that
some, if not all, of the user-specific information in their user profiles and target profile
interest summaries remain confidential, to be disclosed only under certain circumstances
related to certain types of transactions and according to t heir personal wishes for differing
levels of confidentiality regarding their purchases and expressed interests.

However, complete privacy and inaccessibility of user transactions and profile
summary information would hinder implementation of the system for customized electronic
identification of desirable objects and would deprive the user of many of the ad vantages
derived through the system's use of user-specific information. In many cases, complete and
total privacy is not desired by all parties to a transaction. For example, a buyer may desire
to be targeted for certain mailings that describe products that are related to his or her
interests, and a seller may desire to target users who are predicted to be interested in the
goods and services that the seller provides. Indeed, the usefulness of the technology
described herein is contingent upon the ability of the system to collect and compare data
about many users and many target objects. A compromise between total user anonymity and
total public disclosure of the user's search profiles or target profile interest summary is a
pseudonym. A pseudonym is an artifact that allows a service provider to communicate with
users and build and accumulate records of their preferences over time, while at the same

time remaining ignorant of the users' true identities, so that users can keep their purchases
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or preferences private. A second and equally important requirement of a pseudonym system
is that it provide for digital credentials, which are used to guarantee that the user represented
by a particular pseudonym has certain properties. These credentials may be granted on the
basis of result of activities and transactions conducted by means of the system for
customized electronic identification of desirable objects, or on the basis of other activities
and transactions conducted on the network N of the present system, on the basis of users'
activities outside of network N. For example, a service provider may require proof that the
purchaser has sufficient funds on deposit at his/her bank, which might possibly not be on
a network, before agreeing to transact business with that user. The user, therefore, must
provide the service provider with proof of funds (a credential) from the bank, while still not
disclosing the user's true identity to the service provider.

Our method solves the above problems by combining the pseudonym granting and
credential transfer methods taught by D. Chaum and J.H. Evertse, in the paper titled "A
secure and privacy-protecting protocol for transmitting personal information between
organizations," with the implementation of a set of one or more proxy servers distributed
throughout the network N. Each proxy server, for example S2 in Figure 2, is a server which
communicates with clients and other servers S5 in the network either directly or through
anonymizing mix paths as detailed in the paper by D.Chaum titled "Untraceable Electronic
Mail, Return Addresses, and Digital Pseudonyms," published in Communications of the
ACM, Volume 24, Number 2, February 1981. Any server in the network N may be
configured to act as a proxy server in addition to its other functions. Each proxy server
provides service to a set of users, which set is termed the "user base" of that proxy server.
A given proxy server provides three sorts of service to each user U in its user base, as
follows:

1. The first function of the proxy server is to bidirectionally transfer
communications between user U and other entities such as information servers
(possibly including the proxy server itself) and/or other users. Specifically, letting
S denote the server that is directly associated with user U's client processor, the
proxy server communicates with server S (and thence with user U), either through
anonymizing mix paths that obscure the identity of server S and user U, in which
case the proxy server knows user U only through a secure pseudonym, or else

through a conventional virtual point-to-point connection, in which case the proxy
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server knows user U by user U's address at server S, which address may be regarded

as a non-secure pseudonym for user U.

2. A second function of the proxy server is to record user-specific
information associated with user U. This user-specific information includes a user
profile and target profile interest summary for user U, as well as a list of access
control instructions specified by user U, as described below, and a set of one-time
return addresses provided by user U that can be used to send messages to user U

. without knowing user U's true identity. All of this user-specific information is
stored in a database that is keyed by user U's pseudonym (whether secure or
non-secure) on the proxy server.

3. A third function of the proxy server is to act as a selective forwarding
agent for unsolicited communications that are addressed to user U: the proxy server
forwards some such communications to user U and rejects others, in accordance with
the access control instructions specified by user U.

Our combined method allows a given user to use either a single pseudonym in all
transactions where he or she wishes to remain pseudonymous, or else different pseudonyms
for different types of transactions. In the latter case, each service provider might transact
with the user under a different pseudonym for the user. More generally, a coalition of
service providers, all of whom match users with the same genre of target objects, might
agree to transact with the user using a common pseudonym, so that the target profile interest
summary associated with that pseudonym would be complete with respect to said genre of
target objects. When a user employs several pseudonyms in order to transact with different
coalitions of service providers, the user may freely choose a proxy server to service each
pseudonym,; these proxy servers may be the same or different.

From the service provider's perspective, our system provides security, in that it can
guarantee that users of a service are legitimately entitled to the services used and that no
user is using multiple pseudonyms to communicate with the same provider. This uniqueness
of pseudonyms is important for the purposes of this application, since the transaction
information gathered for a given individual must represent a complete and consistent picture
of a single user's activities with respect to a given service provider or coalition of service
providers; otherwise, a user's target profile interest summary and user profile would not be

able to represent the user's interests to other parties as completely and accurately as possible.
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The service provider must have a means of protection from users who violate
previously agreed upon terms of service. For example, if a user that uses a given pseudonym
engages in activities that violate the terms of service, then the service provider should be
able to take action against the user, such as denying the user service and blacklisting the user
from transactions with other parties that the user might be tempted to defraud. This type of
situation might occur when a user employs a service provider for illegal activities or defaults
in payments to the service provider. The method of the paper titled “Security without
identification: Transaction systems to make Big-Brother obsolete”, published in the
Communications of the ACM, 28(10), Oct. 1985; pp.1030-1044, incorporated herein,
provides for a mechanism to enforce protection against this type of behavior through the use
of resolution credentials, which are credentials that are periodically provided to individuals
contingent upon their behaving consistent with the agreed upon terms of service between
the user and information provider and network vendor entities (such as regular payment for
services rendered, civil conduct, etc.). For the user's safety, if the issuer of a resolution
credential refuses to grant this resolution credential to the user, then the refusal may be
appealed to an adjudicating third party. The integrity of the user profiles and target profile
interest summaries stored on proxy servers is important: if a seller relies on such
user-specific information to deliver promotional offers or other material to a particular class
of users, but not to other users, then the user-specific information must be accurate and
untampered with in any way. The user may likewise wish to ensure that other parties not
tamper with the user's user profile and target profile interest summary, since such
modification could degrade the system's ability to match the user with the most appropriate
target objects. This is done by providing for the user to apply digital signatures to the
control messages sent by the user to the proxy server. Each pseudonym is paired with a
public cryptographic key and a private cryptographic key, where the private key is known
only to the user who holds that pseudonym; when t he user sends a control message to a
proxy server under a given pseudonym, the proxy server uses the pseudonym's public key
to verify that the message has been digitally signed by someone who knows the
pseudonym's private key. This prevents other parties from masquerading as the user.
QOur approach, as disclosed in this application, provides an improvement over the
prior art in privacy-protected pseudonymy for network subscribers such as taught in U.S.
Patent 5,245,656, which provides for a name translator station to act as an intermediary

between a service provider and the user. However, while U.S. Patent 5,245,656 provides
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that the information transmitted between the end user U and the service provider be doubly

encrypted, the fact that a relationship exist s between user U and the service provider is
known to the name translator, and this fact could be used to compromise user U, for
example if the service provider specializes in the provision of content that is not deemed
acceptable by user U's peers. The method of U.S. Patent 5,245,656 also omits a method for
the convenient updating of pseudonymous user profile information, such as is provided in
this application, and does not provide for assurance of unique and credentialed registration
of pseudonyms from a credentialing agent as is also provided in this application, and does
not provide a means of access control to the user based on profile information and
conditional access as will be subsequently described. The method described by Loeb et al.
also does not describe any provision for credentials, such as might be used for authenticating
a user's right to access particular target objects, such as target objects that are intended to
be available only upon payment of a subscription fee, or target objects that are intend ed to
be unavailable to younger users.
Proxy Server Description

In order that a user may ensure that some or all of the information in the user's user
profile and target profile interest summary remain dissociated from the user's true identity,
the user employs as an intermediary any one of a number of proxy servers available on the
data communication network N of Figure 2 (for example, server S2). The proxy servers
function to disguise the true identity of the user from other parties on the data
communication network N. The proxy server represents a given us er to either single
network vendors and information servers or coalitions thereof. A proxy server, e.g. S2, 1s
a server computer with CPU, main memory, secondary disk storage and network
communication function and with a database function which retrieves the target profile
interest summary and access control instructions associated with a particular pseudonym P,
which represents a particular user U, and performs bi-directional routing of commands,
target objects and billing information between the user at a given client (e.g. C3) and other
network entities such as network vendors V1-Vk and information servers I1-Im. Each proxy
server maintains an encrypted target profile interest summary associated with each allocated
pseudonym in its pseudonym database D . The actual user-specific information and the
associated pseudonyms need not be stored locally on the proxy server, but may alternatively
be stored in a distributed fashion and be remotely addressable from the proxy server via

point-to-point connections .
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The proxy server supports two types of bi-directional connections: point-to-point
connections and pseudonymous connections through mix paths, as taught by D.Chaum in
the paper titled "Untraceable Electronic Mail, Return Addresses, and Digital Pseudonyms",
Communications of the ACM, Volume 24, Number 2, February 1981. The normal
connections between the proxy server and information servers, for example a connection
between proxy server S2 and information server S4 in Figure 2, are accomplished through
the point-to-point connection protocols provided by network N as described in the
"Electronic Media System Architecture” section of this application. The normal type of
point-to-point connections may be used between S2-S4, for example, since the dissociation
of the user and the pseudonym need only occur between the client C3 and the proxy server
S2, where the pseudonym used by the user is available. Knowing that an information
provider such as S4 communicates with a given pseudonym P on proxy server S2 does not
compromise the true identity of user U. The bidirectional connection between the user and
the proxy server S2 can also be a normal point-to-point connection, but it may instead be
made anonymous and secure, if the user desires, though the consistent use of an
anonymizing mix protocol as taught by D.Chaum in the paper titled "Untraceable Electronic
Mail, Return Addresses, and Digital Pseudonyms", Communications of the ACM, Volume
24, Number 2, February 1981. This mix procedure provides untraceable secure anonymous
mail between to parties with blind return addresses through a set of forwarding and return
routing servers termed "mixes". The mix routing protocol, as taught in the Chaum paper,
is used with the proxy server S2 to provide a registry of persistent secure pseudonyms that
can be employed by users other than user U, by information providers Ii-Im, by vendors
V1-Vk and by other proxy servers to communicate with the users in the proxy server's user
base on a continuing basis. The security provided by this mix path protocol is distributed
and resistant to traffic analysis attacks and other known forms of analysis which may be
used by malicious parties to try and ascertain the true identity of a pseudonym bearer.
Breaking the protocol requires a large number of parties to maliciously collude or be
cryptographically compromised. In addition an extension to the method is taught where the
user can include a return path definition in the message so the information server S4 can
return the requested information to the user's client processor C3 . We utilize this feature in
a novel fashion to provide for access and reachability control under user and proxy server

control.

-47-

IPR2025-00200 / 722 Patent Page 240 of 1171

EX1002



10

15

20

25

30

WO 97/16796 PCT/US96/17981
Validation and Allocation of a Unique Pseudonym

Chaum's pseudonym and credential issuance system, as described in a publication
by D. Chaum and J.H. Evertse, titled "A secure and privacy-protecting protocol for
transmitting personal information between organizations," has several desirable properties
for use as a component in our system. The system allows for individuals to use different
pseudonyms with different organizations (such as banks and coalitions of service providers).
The organizations which are presented with a pseudonym have no more information about
the individual than the pseudonym itself and a record of previous transactions carried out
under that pseudonym. Additionally, credentials, which represent facts about a pseudonym
that an organization is willing to certify, can be granted to a particular pseudonym, and
transferred to other pseudonyms that the same user employs. For, exampie, the user can use
different pseudonyms with different organizations (or disjoint sets of organizations), yet still
present credentials that were granted by one organization, under one pseudonym, in order
to transact with another organization under another pseudonym, without revealing that the
two pseudonyms correspond to the same user. Credentials may be granted to provide
assurances regarding the pseudonym bearer's age, financial status, legal status, and the like.
For example, credentials signifying "legal adult" may be issued to a pseudonym based on
information known about the corresponding user by the given is suing organization. Then,
when the credential is transferred to another pseudonym that represents the user to another
disjoint organization, presentation of this credential on the other pseudonym can be taken
as proof of legal adulthood, which might satisfy a condition of terms of service.
Credential-issuing organizations may also certify particular facts about a user's demographic
profile or target profile interest summary, for example by granting a credential that asserts
"the bearer of this pseudonym is either well-read or is middle-aged and works for a large
company"; by presenting this credential to another entity, the user can prove eligibility for
(say) a discount without revealing the user 's personal data to that entity.

Additionally, the method taught by Chaum provides for assurances that no individual
may correspond with a given organization or coalition of organizations using more than one
pseudonym; that credentials may not be feasibly forged by the user; and t hat credentials
may not be transferred from one user's pseudonym to a different user's pseudonym. Finally,
the method provides for expiration of credentials and for the issuance of "black marks"
against Individuals who do not act according to the terms of service that they are extended.

This is done through the resolution credential mechanism as described in Chaum’s work,
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in which resolutions are issued periodically by organizations to pseudonyms that are in good
standing. If a user is not issued this resolution credential by a particular organization or
coalition of organization, then this user cannot have it available to be transferred to other
pseudonyms which he uses with other organizations. Therefore, the user cannot convince
these other organizations that he has acted accordance with terms of service in other
dealings. If this is the case, then the organization can use this lack of resolution credential
to infer that the user is not in good standing in his other dealings. In one approach
organizations (or other users) may issue a list of quality related credentials based upon the
experience of transaction (or interaction) with the user which may act similarly to a letter
of recommendation as in a resume. If such a credential is issued from multiple
organizations, their values become averaged. In an alternative variation organizations may
be issued credentials from users such as customers which may be used to indicate to other
future users quality of service which can be expected by subsequent users on the basis of
various criteria.

In our implementation, a pseudonym is a data record consisting of two fields. The
first field specifies the address of the proxy server at which the pseudonym is registered.
The second field contains a unique string of bits (e.g., a random binary number) that is
associated with a particular user; credentials take the form of public-key digital signatures
computed on this number, and the number itself is issued by a pseudonym administering
server Z, as depicted in Figure 2, and detailed I n a generic form in the paper by D. Chaum
and J.H. Evertse, titled "A secure and privacy-protecting protocol for transmitting personal
information between organizations.". It is possible to send information to the user holding
a given pseudonym, by enveloping the information in a control message that specifies the
pseudonym and is addressed to the proxy server that is named in the first field of the
pseudonym; the proxy server may forward the information to the user upon receipt of the
control message.

While the user may use a single pseudonym for all transactions, in the more general
case a user has a set of several pseudonyms, each of which represents the user in his or her
interactions with a single provider or coalition of service providers. Each pseudonym in the
pseudonym set is designated for transactions with a different coalition of related service
providers, and the pseudonyms used with o ne provider or coalition of providers cannot be
linked to the pseudonyms used with other disjoint coalitions of providers . All of the user's

transactions with a given coalition can be linked by virtue of the fact that they are conducted
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under the same pseudonym, and therefore can be combined to define a unified picture, in
the form of a user profile and a target profile interest summary, of the user's interests
vis-a-vis the service or services provided by said coalition. There are other circumstances
for which the use of a pseudonym may be useful and the present description is in no way
intended to limit the scope of the claimed invention for example, the previously described
rapid profiling tree could be used to pseudonymously acquire information about the user
which is considered by the user to be sensitive such as that information which is of interest
to such entities as insurance companies, medical specialists, family counselors or dating
services.
Detailed Protocol

In our system, the organizations that the user U interacts with are the servers S1-Sn
on the network N. However, rather than directly corresponding with each server, the user
employs a proxy server, e.g. S2, as an intermediary between the local server of the user' s
own client and the information provider or network vendor. Mix paths as described by
D.Chaum in the paper titled "Untraceable Electronic Mail, Return Addresses, and Digital
Pseudonyms"”, Communications of the ACM, Volume 24, Number 2, February 1981 allow
for untraceability and security between the client, such as C3, and the proxy server, e.g. S2.
Let S(M,K) represent the digital signing of message M by modular exponentiation with key
K as detailed in a paper by Rivest, R L., Shamir, A., and Adleman, L. Titled “A method for
obtaining digital signatures and public-key cryptosystems”, published in the Comm. ACM
21, 2 Feb.120-126. Once a user applies to server Z for a pseudonym P and is granted a
signed pseudonym signed with the private key SK; of server Z, the following protocol takes
place to establish an entry for the user U in the proxy server S2's database D. 1. The user
now sends proxy server S2 the pseudonym, which has been signed by Z to indicate the
authenticity and uniqueness of the pseudonym. The user also generates a PK;, SK, key pair
for use with the granted pseudonym, where is the private key associated with the pseudonym
and PXK; is the public key associated with the pseudonym. The user forms a request to
establish pseudonym P on proxy server S2, by sending the signed pseudonym S(P, SK,) to
the proxy server S2 along with a request to create a new database entry, indexed by P, and
the public key PK,. It envelopes the message and transmits it to a proxy server S2 through
an anonymizing mix path, along with an anonymous return envelope header. 2. The proxy
server S2 receives the database creation entry request and associated certified pseudonym

message. The proxy server S2 checks to ensure that the requested pseudonym P is signed
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by server Z and if so grants the request and creates a database entry for the pseudonym, as
well as storing the user's public key PK, to ensure that only the user U can make requests
in the future using pseudonym P. 3. The structure of the user's database entry consists of
a user profile as detailed herein, a target profile interest summary as detailed herein, and a
Boolean combination of access control criteria as detailed below, along with the associated
public key for the pseudonym P. 4. At any time after database entry for Pseudonym P is
established, the user U may provide proxy server S2 with credentials on that pseudonym,
provided by third parties, which credentials make certain assertions about that pseudonym.
The proxy server may verify those credentials and make appropriate modifications to the
user's profile as required by these credentials. such as recording the user's new demographic
status as an adult. It may also store those credentials, so that it can present them to service
providers on the user's behalf.

The above steps may be repeated, with either the same or a different proxy server,
each time user U requires a new pseudonym for use with a new and disjoint coalition of
providers. In practice there is an extremely small probability that a given pseudonym may
have already been allocated by due to the random nature of the pseudonym generation
process carried out by Z. If this highly unlikely event occurs, then the proxy server S2 may
reply to the user with a signed message indicating that the generated pseudonym has already
been allocated, and asking for a new pseudonym to be generated.

Pseudonymous Control of an Information Server

Once a proxy server S2 has authenticated and registered a user's pseudonym, the user
may begin to use the services of the proxy server S2, in interacting with other network
entities such as service providers, as exemplified by server S4 in Figure 2, an information
service provider node connected to the network. The user controls the proxy server S2 by
forming digitally encoded requests that the user subsequently transmits to the proxy server
S2 over the network N. The nature and format of these requests will vary, since the proxy
server may be used for any of the services described in this application, such as the
browsing , querying, and other navigational functions described below.

In a generic scenario, the user wishes to communicate under pseudonym P with a
particular information provider or user at address A, where P is a pseudonym allocated to
the user and A is either a public network address at a server such as S4, or another
pseudonym that is registered on a proxy server such as S4. (In the most common version

of this scenario, address A is the address of an information provider, and the user is
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requesting that the in formation provider send target objects of interest.) The user must form
arequest R to proxy server S2, that requests proxy server S2 to send a message to address
A and to forward the response back to the user. The user may thereby communicate with
other parties, either non-pseudonymous parties, in the case where address A is a public
network address, or pseudonymous parties, in the case where address A is a pseudonym held
by, for example, a business or another user who prefers to operate pseudonymously.

In other scenarios, the request R to proxy server S2 formed by the user may have
different content. For example, request R may instruct proxy server S2 to use the methods
described later in this description to retrieve from the most convenient server a particular
piece of information that has been multicast to many servers, and to send this information
to the user. Conversely, request R may instruct proxy server S2 to multicast to many servers
a file associated with a new target object provided by the user, as described below. If the
user is a subscriber to the news clipping service described below, request R may instruct
proxy server S2 to forward to the user all target objects that the news clipping service has
sent to proxy server S2 for the user's attention. If the user is employing the active
navigation service described below, request R may instruct proxy server S2 to select a
particular cluster from the hierarchical cluster tree and provide a menu of its subclusters to
the user, or to activate a query that temporarily affects proxy server S2's record of the user's
target profile interest summary. If the user is a member of a virtual community as described
below, request R may instruct proxy server S2 to forward to the user all messages that have
been sent to the virtual community.

Regardless of the content of request R, the user, at client C3, initiates a connection
to the user's local server S1, and instructs server S1 to send the request R along a secure mix
path to the proxy server S2, initiating the following sequence of actions:

1. The user's client processor C3 forms a signed message S(R, SK;), which

is paired with the user's pseudonym P and (if the request R requires a response) a

secure one-time set of return envelopes, to form a message M. It protects the

message M with an multiply enveloped route for the outgoing path. The enveloped
route s provide for secure communication between S1 and the proxy server S2. The
message M is enveloped in the most deeply nested message and is therefore difficult

to recover should the message be intercepted by an eavesdropper.
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2. The message M is sent by client C3 to its local server S1, and is then
routed by the data communication network N from server S1 through a set of mixes
as dictated by the outgoing envelope set and arrives at the selected proxy server S2.

3. The proxy server S2 separates the received message M into the request
message R, the pseudonym P, and (if included) the set of envelopes for the return
path. The proxy server S2 uses pseudonym P to index and retrieve the
corresponding record in proxy server S2's database, which record is stored in local
storage at the proxy server S2 or on other distributed storage media accessible to
proxy server S2 via the network N. This record contains a public key PKj,
user-specific information, and credentials associated with pseudonym P. The proxy
server S2 uses the public key PK,; to check that the signed version S(R, SK p of
request message R is valid.

4. Provided that the signature on request message R is valid, the proxy server
S2 acts on the request R. For example, in the generic scenario described above,
request message R includes an embedded message M1 and an address A to whom
message M1 should be sent; in this case, proxy server S2 sends message M1 to the
server named in address A, such as server S4. The communication is done using
signed and optionally encrypted messages over the normal point to point
connections provided by the data communication network N. When necessary in
order to act on embedded message M1, server S4 may exchange or be caused to
exchange further signed and optionally encrypted messages with proxy server S2,
still over normal point to point connections, in order to negotiate the release of
user-specific information and credentials from proxy server S2. In particular, server
S4 may require server S2 to supply credentials proving that the user is entitled to the
information requested -- for example, proving that the user is a subscriber in good
standing to a particular information service, that the user is old enough to legally
receive adult material, and that the user has been offered a particular discount (by
means of a special discount credential issued to the user's pseudonym).

5. If proxy server S2 has sent a message to a server S4 and server S4 has
created a response M2 to message M1 to be sent to the user, then server S4 transmits
the response M2 to the proxy server S2 using normal network point-to-point

connections.
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6. The proxy server S2, upon receipt of the response M2, creates a return
message Mr comprising the response M2 embedded in the return envelope set that
was earlier transmitted to proxy server S2 by the user in the original message M. It
transmits the return message Mr along the pseudonymous mix path specified by this
return envelope set, so that the response M2 reaches the user at the user's client
processor C3.

7. The response M2 may contain a request for electronic payment to the
information server S4. The user may then respond by means of a message M3
transmitted by the same means as described for message M1 above, which message
M3 encloses some form of anonymous payment. Alternatively, the proxy server
may respond automatically with such a payment, which is debited from an account
maintained by the proxy server for this user.

8. Either the response message M2 from the information server S4 to the
user, or a subsequent message sent by the proxy server S2 to the user, may contain
advertising material that is related to the user's request and/or is targeted to the user.
Typically, if the user has just retrieved a target object X, then (a) either proxy server
S2 or information server S4 determines a weighted set of advertisements that are
"associated with" target object X, (b) a subset of this set is chosen randomly, where
the weight of an advertisement is proportional to the probability that it is included
in the subset, and (c) proxy server S2 selects from this subset just those
advertisements that the user is most likely to be interested in. In the variation where
proxy server S2 determines the set of advertisements associated with target object
X, then this set typically consists of all advertisements that the proxy server's owner
has been paid to disseminate and whose target profiles are within a threshold
similarity distance of the target profile of target object X. In the variation where
proxy server S4 determines the set of advertisements associated with target object
X, advertisers typically purchase the right to include advertisements in this set. In
either case, the weight of an advertisement is determined by the amount that an
advertiser is willing to pay. Following step (c), proxy server S2 retrieves the
selected advertising material and transmits it to the user's client processor C3, where
it will be displayed to the user, within a specified length of time after it is received,
by a trusted process running on the user's client processor C3. When proxy server

S2 transmits an advertisement, it sends a message to the advertiser, indicating that
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the advertisement has been transmitted to a user with a particular predicted level of

interest. The message may also indicate the identity of target object X. In return,

the advertiser may transmit an electronic payment to proxy server S2; proxy server

S2 retains a service fee for itself, optionally forwards a service fee to information

server S4, and the balance is forwarded to the user or used to credit the user's

account on the proxy server.
9. If the response M2 contains or identifies a target object, the passive and/or

active relevance feedback that the user provides on this object is tabulated by a

process on the user's client processor C3. A summary of such relevance feedback

information, digitally signed by client processor C3 with a proprietary private key

SK,;, is periodically transmitted through an a secure mix path to the proxy server

S2, whereupon the search profile generation module 202 resident on server S2

updates the appropriate target profile interest summary associated with pseudonym

P, provided that the signature on the summary message can be authenticated with the

corresponding public key PK.; which is available to all tabulating process that are

ensured to have integrity.

‘When a consumer enters into a financial relationship with a particular information
server based on both parties agreeing to terms for the relationship, a particular pseudonym
may be extended for the consumer with respect to the given provider as detailed in the
previous section. When entering into such a relationship, the consumer and the service
provider agree to certain terms. However, if the user violates the terms of this relationship,
the service provider may decline to provide service to the pseudonym under which it
transacts with the user. In addition, the service provider has the recourse of refusing to
provide resolution credentials to the pseudonym, and may choose to do so until the
pseudonym bearer returns to good standing.

Pre-Fetching of Target Objects

In some circumstances, a user may request access in sequence to many files, which
are stored on one or more information servers. This behavior is common when navigating
a hypertext system such as the World Wide Web, or when using the target object browsing
system described below.

In general, the user requests access to a particular target object or menu of target
objects; once the corresponding file has been transmitted to the user's client processor, the

user views its contents and makes another such request, and so on. Each request may take
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many seconds to satisfy, due to retrieval and transmission delays. However, to the extent
that the sequence of requests is predictable, the system for customized electronic
identification of desirable objects can respond more quickly to each request, by retrieving
or starting to retrieve the appropriate files even before the user requests them. This early
retrieval is termed "pre-fetching of files."

Pre-fetching of locally stored data has been heavily studied in memory hierarchies,
including CPU caches and secondary storage (disks), for several decades. A leader in this
area has been A. J. Smith of Berkeley, who identified a variety of schemes and analyzed
opportunities using extensive traces in both databases and CPU caches. His conclusion was
that general schemes only really paid off where there was some reasonable chance that
sequential access was occurring, e.g, in a sequential read of data. As the balances between
various latencies in the memory hierarchy shifted during the late 1980's and early 1990's,
J. M. Smith and others identified further opportunities for pre-fetching of both locally stored
data and network data. In particular, deeper analysis of patterns in work by Blaha showed
the possibility of using expert systems for deep pattern analysis that could be used for
pre-fetching. Work by J. M. Smith proposed the use of reference history trees to anticipate
references in storage hierarchies where there was some historical data. Recent work by
Touch and the Berkeley work addressed the case of data on the World-Wide Web, where
the large size of images and the long latencies provide extra incentive to pre-fetch; Touch's
technique is to pre-send when large bandwidths permit some speculation using HTML
storage references embedded in WEB pages, and the Berkeley work uses techniques similar
to J. M. Smith's reference histories specialized to the semantics of HTML data.

Successful pre-fetching depends on the ability of the system to predict the next
action or actions of the user. In the context of the system for customized electronic
identification of desirable objects, it is possible to cluster users into groups according to the
similarity of their user profiles. Any of the well-known pre-fetching methods that collect
and utilize aggregate statistics on past user behavior, in order to predict future user behavior,
may then be implemented in so as to collect and utilize a separate set of statistics for each
cluster of users. In this way, the system generalizes its access pattern statistics from each
user to similar users, without generalizing among users who have substantially different
interests. The system may further collect and utilize a similar set of statistics that describes
the aggregate behavior of all users; in cases where the system cannot confidently make a

prediction as to what a particular user will do, because the relevant statistics concerning that
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user's user cluster are derived from only a small amount of data, the system may instead
make its predictions based on the aggregate statistics for all users, which are derived from
a larger amount of data. For the sake of concreteness, we now describe a particular
instantiation of a pre-fetching system, that both employs these insights and that makes its
pre-fetching decisions through accurate measurement of the expected cost and benefit of
each potential pre-fetch.

Pre-fetching exhibits a cost-benefit tradeoff. Let t denote the approximate number
of minutes that pre-fetched files are retained in local storage (before they are deleted to
make room for other pre-fetched files). If the system elects to pre-fetch a file corresponding
to a target object X, then the user benefits from a fast response at no extra cost, provided that
the user explicitly requests target object X soon thereafter. However, if the user does not
request target object X within t minutes of the pre-fetch, then the pre-fetch was worthless,
and its cost is an added cost that must be borne (directly or indirectly) by the user. The first
scenario therefore provides benefit at no cost, while the second scenario incurs a cost at no
benefit. The system tries to favor the first scenario by pre-fetching only those files that the
user will access anyway. Depending on the user's wishes, the system may pre-fetch either
conservatively, where it controls costs by pre-fetching only files that the user is extremely
likely to request explicitly (and that are relatively cheap to retrieve), or more aggressively,
where it also pre-fetches files that the user is only moderately likely to request explicitly,
thereby increasing both the total cost and (to a lesser degree) the total benefit to the user.

In the system described herein, pre-fetching for a user U is accomplished by the
user's proxy server S. Whenever proxy server S retrieves a user-requested file F from an
information server, it uses the identity of this file F and the characteristics of the user, as
described below, to identify a group of other files G1...Gk that the user is likely to access
soon. The user's request for file F is said to "tngger" files G1...Gk. Proxy server S
pre-fetches each of these triggered files Gt as follows:

1. Unless file Gi is already stored locally (e.g., due to previous pre-fetch),
proxy server S retrieves file Gi from an appropriate information server and stores it
locally.

2. Proxy server S timestamps its local copy of file Gi as having just been
pre-fetched, so that file Gi will be retained in local storage for a minimum of

approximately t minutes before being deleted.
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Whenever user U (or, in principle, any other user registered with proxy server S) requests
proxy server S to retrieve a file that has been pre-fetched and not yet deleted, proxy server
S can then retrieve the file from local storage rather than from another server. In a variation
on steps 1-2 above, proxy server S pre-fetches a file Gi somewhat differently, so that
pre-fetched files are stored on the user's client processor q rather than on server S:
1. If proxy server S has not pre-fetched file Gi in the past t minutes, it
retrieves file Gi and transmits it to user U's client processor q.
2. Upon receipt of the message sent in step 1, client q stores a local copy of
file Gt if one is not currently stored.
3. Proxy server S notifies client q that client q should timestamp its local
copy of file Gi; this notification may be combined with the message transmitted in
step 1, if any.
4. Upon receipt of the message sent in step 3, client q timestamps its local
copy of file Gi as having just been pre-fetched, so that file Gi will be retained in
local storage for a minimum of approximately t minutes before being deleted.
During the period that client q retains file Gi in local storage, client q can respond to any
request for file Gi (by user U or, in principle, any other user of client q) immediately and
without the assistance of proxy server S.

The difficult task is for proxy server S, each time it retrieves a file F in response to
a request, to identify the files G1...Gk that should be triggered by the request for file F and
pre-fetched immediately. Proxy server S employs a cost-benefit analysis, performing each
pre-fetch whose benefit exceeds a user-determined multiple of its cost; the user may set the
multiplier low for aggressive prefetching or high for conservative prefetching. These
pre-fetches may be performed in parallel. The benefit of pre-fetching file Gi immediately
is defined to be the expected number of seconds saved by such a pre-fetch, as compared to
a situation where Gi is left to be retrieved later (either by a later pre-fetch, or by the user's
request) if at all. The cost of pre-fetching file Gi immediately is defined to be the expected
cost for proxy server S to retrieve file Gi, as determined for example by the network
locations of server S and file Gi and by information provider charges, times 1 minus the
probability that proxy server S will have to retrieve file Gi within t minutes (to satisfy either
a later pre-fetch or the user's explicit request) if it is not pre-fetched now.

The above definitions of cost and benefit have some attractive properties. For

example, if users tend to retrieve either file F1 or file F2 (say) after file F, and tend only in
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the former case to subsequently retrieve file G1, then the system will generally not pre-fetch

G1 immediately after retrieving file F: for, to the extent that the user is likely to retrieve file
F2, the cost of the pre-fetch is high, and to the extent that the user is likely to retrieve file
F1 instead, the benefit of the pre-fetch is low, since the system can save as much or nearly
as much time by waiting until the user chooses F1 and pre-fetching G1 only then.

The proxy server S may estimate the necessary costs and benefits by adhering to the
following discipline:

1. Proxy server S maintains a set of disjoint clusters of the users in its user
base, clustered according to their user profiles.

2. Proxy server S maintains an initially empty set PFT of "pre-fetch triples"
<C,F,G>, where F and G are files, and where C identifies either a cluster of users or
the set of all users in the user base of proxy server S. Each pre-fetch triple in the set
PFT is associated with several stored values specific to that triple. Pre-fetch triples
and their associated values are maintained according to the rules in 3 and 4.

3. Whenever a user U in the user base of proxy server S makes a request R2
for a file G, or a request R2 that triggers file G, then proxy server S takes the
following actions:

a. For C being the user cluster containing user U, and then again for C being
the set of all users:

b. For any request RO for a file, say file F, made by user U during the t
minutes strictly prior to the request R2:

c. If the triple <C,F,G> is not currently a member of the set PFT, it 1s added
to the set PFT with a count of 0, a trigger-count of 0, a target-count of O, a total
benefit of 0, and a timestamp whose value is the current date and time.

d. The count of the triple <C,F,G> is increased by one.

e. If file G was not triggered or explicitly retrieved by any request that user
U made strictly in between requests RO and R2, then the target-count of the triple
<C,F,G> is increased by one.

f. If request R2 was a request for file G, then the total benefit of triple <C,F,G> is
increased either by the time elapsed between request RO and request R2, or by the
expected time to retrieve file G, whichever is less.

g. If request R2 was a request for file G, and G was triggered or explicitly retrieved

by one or more requests that user U made strictly in between requests RO and R2,
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with R1 denoting the earliest such request, then the total benefit of triple <C,F,G>
is decreased either by the time elapsed between request R1 and request R2, or by the
expected time to retrieve file G, whichever is less.

4. If a user U requests a file F, then the trigger-count is incremented by one
for each triple currently in the set PFT such that the triple has form <C,F,G>, where
user U is in the set or cluster identified by C.

5. The "age" of a triple <C,F,G> is defined to be the number of days elapsed
between its timestamp and the current date and time. If the age of any triple <C,F,G>
exceeds a fixed constant number of days, and also exceeds a fixed constant multiple
of the triple's count, then the triple may be deleted from the set PFT.

Proxy server S can therefore decide rapidly which files G should be triggered by a

request for a given file F from a given user U, as follows.

1. Let CO be the user cluster containing user U, and C1 be the set of all users.

2. Server S constructs a list L of all triples <CO,F,G> such that <C0,F,G>
appears in set PFT with a count exceeding a fixed threshold.

3. Server S adds to list L all triples <C1,F,G> such that <CO0,F,G> does not
appear on list L and <C1,F,G> appears in set PFT with a count exceeding another
fixed threshold. 4. For each triple <C,F,G> on list L:

5. Server S computes the cost of triggering file G to be expected cost of
retrieving file Gi, times 1 minus the quotient of the target-count of <C,F,G> by the
trigger-count of <C,F,G>.

6. Server S computes the benefit of triggering file G to be the total benefit
of <C,F,G> divided by the count of <C,F,G>.

7. Finally, proxy server S uses the computed cost and benefit, as described
earlier, to decide whether file G should be triggered. The approach to pre-fetching
just described has the advantage that all data storage and manipulation concerning
pre-fetching decisions by proxy server S is handled locally at proxy server S.
However, this "user-based" approach does lead to duplicated storage and effort
across proxy servers, as well as incomplete data at each individual proxy server.
That is, the information indicating what files are frequently retrieved after file F is
scattered in an uncoordinated way across numerous proxy servers. An alternative,
"file-based" approach is to store all such information with file F itself The

difference is as follows. In the user-based approach, a pre-fetch triple <C,F,G> in
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server S's set PFT may mention any file F and any file G on the network, but is
restricted to clusters C that are subsets of the user base of server S. B‘y contrast, in
the file-based approach, a pre-fetch triple <C,F,G> in server S's set PFT may
mention any user cluster C and any file G on the network, but is restricted to files
F that are stored on server S. (Note that in the file-based approach, user clustering
is network wide, and user clusters may include users from different proxy servers.)
When a proxy server S2 sends a request to server S to retrieve file F for a user U,
server S2 indicates in this message the user U's user cluster CO, as well as the user
U's value for the user-determined multiplier that is used in cost-benefit analysis.
Server S can use this information, together with all its triples in its set PFT of the
form <CO,F,G> and <C1,F,G>, where C1 is the set of all users everywhere on the
network, to determine (exactly as in the user-based approach) which files G1...Gk
are triggered by the request for file F. When server S sends file F back to proxy
server S2, it also sends this list of files G1...Gk, so that proxy server S2 can proceed
to pre-fetch files G1...Gk.

The file-based approach requires some additional data transmission. Recall that
under the user-based approach, server S must execute steps 3c-3g above for any ordered pair
of requests RO and R2 made within t minutes of each other by a user who employs server
S as a proxy server. Under the file-based approach, server S must execute steps 3c-3g above
for any ordered pair of requests RO and R2 made within t minutes of each other, by any user
on the network, such that RO requests a file stored on server S. Therefore, when a user
makes a request R2, the user's proxy server must send a notification of request R2 to all
servers S such that, during the preceding t minutes (where the variable t may now depend
on server S), the user has made a request RO for a file stored on server S. This notification
need not be sent immediately, and it is generally more efficient for each proxy server to
buffer up such notifications and send them periodically in groups to the appropriate servers.
Access And Reachability Control of Users and User-Specific Information

Although users' true identities are protected by the use of secure mix paths,
pseudonymity does not guarantee complete privacy. In particular, advertisers can in
principle employ user-specific data to barrage users with unwanted solicitations. The
general solution to this problem is for proxy server S2 to act as a representative on behalf

of each user in its user base, permitting access to the user and the user's private data only in
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accordance with criteria that have been set by the user. Proxy server S2 can restrict access

in two ways:

1. The proxy server S2 may restrict access by third parties to server S2's
pseudonymous database of user-specific information. When a third party such as an
advertiser sends a message to server S2 requesting the release of user-specific
information for a pseudonym P, server S2 re fuses to honor the request uniess the
message includes credentials for the accessor adequate to prove that the accessor is
entitled to this information. The user associated with pseudonym P may at any time
send signed control messages to proxy server S2, specifying the credentials or
Boolean combinations of credentials that proxy server S2 should thenceforth
consider to be adequate grounds for releasing a specified subset of the information
associated with pseudonym P. Proxy server S2 stores these access criteria with its
database record for pseudonym P. For example, a user might wish to proxy server
S2 to release purchasing information only to selected information providers, to
charitable organizations (that is, organizations that can provide a government-issued
credential that is issued only to registered charities), and to market researchers who
have paid user U for the right to study user U's purchasing habits.

2. The proxy server S2 may restrict the ability of third parties to send
electronic messages to the user. When a third party such as an advertiser attempts
to send information (such as a textual message or a request to enter into spoken or
written real -time communication) to pseudonym P, by sending a message to proxy
server S2 requesting proxy server S2 to forward the information to the user at
pseudonym P, proxy server S2 will refuse to honor the request, unless the message
includes credentials for the accessor adequate to meet the requirements the user has
chosen to impose, as above, on third parties who wish to send information to the
user. If the message does include adequate credentials, then proxy server S2
removes a single-use pseudonymous return address envelope from it s database
record for pseudonym P, and uses the envelope to send a message containing the
specified information along a secure mix path to the user of pseudonym P. If the
envelope being used is the only envelope stored for pseudonym P, or more generally
if the supply of such envelopes is low, proxy server S2 adds a notation to this
message before sending it, which notation indicates to the user's local server that it

should send additional envelopes to proxy server S2 for future use.
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In a more general vanation, the user may instruct the proxy server S2 to impose

more complex requirements on the granting of requests by third parties, not simply boolean
combinations of required credentials. The user may impose any Boolean combination of

simple requirements that may include, but are not limited to, the following;:

(a.) the accessor (third party) is a particular party

(b.) the accessor has provided a particular credential

(c.) satisfying the request would involve disclosure to the accessor of a certain fact
about the user's user profile

(d.) satisfying the request would involve disclosure to the accessor of the user's
target profile interest summary

(e.) satisfying the request would involve disclosure to the accessor of statistical
summary data, which data are computed from the user's user profile or target profile
interest summary together with the user profiles and target profile interest
summaries of at least n other users in the user base of the proxy server

(f) the content of the request is to send the user a target object, and this target object
has a particular attribute (such as high reading level, or low wvulgarity, or an
authenticated Parental Guidance rating from the MPAA)

(g.) the content of the request is to send the user a target object, and this target object
has been digitally signed with a particular private key (such as the private key used
by the National Pharmaceutical Association to certify approved documents)

(h.) the content of the request is to send the user a target object, and the target profile
has been digitally signed by a profile authentication agency, guaranteeing that the
target profile is a true and accurate profile of the target object it claims to describe,
with all attributes authenticated.

(i.) the content of the request is to send the user a target object, and the target profile
of this target object is within a specified distance of a particular search profile
specified by the user

(.) the content of the request is to send the user a target object, and the proxy server
S2,.by using the user's stored target profile interest summary, estimates the user's
likely interest in the target object to be above a specified threshold

(k.) the accessor indicates its willingness to make a particular payment to the user

in exchange for the fulfillment of the request
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The steps required to create and maintain the user's access-control requirements are

as follows:

1. The user composes a boolean combination of predicates that apply to
requests; the resulting complex predicate should be true when applied to a request
that the user wants proxy server S2 to honor, and false otherwise. The complex
predicate may be encoded in another form, for efficiency.

2. The complex predicate is signed with SK;,, and transmitted from the user's
client processor C3 to the proxy server S2 through the mix path enclosed in a packet
that also contains the user's pseudonym P.

3. The proxy server S2 receives the packet, verifies its authenticity using PK;
and stores the access control instructions specified in the packet as part of its
database record for pseudonym P.

The proxy server S2 enforces access control as follows:

1. The third party (accessor) transmits a request to proxy server S2 using the
normal point-to-point connections provided by the network N . The request may be
to access the target profile interest summaries associated with a set of pseudonyms
P1...Pn, or to access the user profiles associated with a set of pseudonyms P1...Pn,
or to forward a message to the users associated with pseudonyms P1...Pn. The
accessor may explicitly specify the pseudonyms P1...Pn, or may ask that P1...Pn be
chosen to be the set of all pseudonyms registered with proxy server S2 that meet
specified conditions.

2. The proxy server S2 indexes the database record for each pseudonym Pi
(1 <=1 <=n), retrieves the access requirements provided by the user associated with
Pi, and determines whether and how the transmitted request should be satisfied for
Pi. If the requirements are satisfied, S2 proceeds with steps 3a-3c.

3a. If the request can be satisfied but only upon payment of a fee, the proxy
server S2 transmits a payment request to the accessor, and waits for the accessor to
send the payment to the proxy server S2. Proxy server S2 retains a service fee and
forward s the balance of the payment to the user associated with pseudonym Pi, via
an anonymous return packet that this user has provided.

3b. If the request can be satisfied but only upon provision of a credential, the
proxy server S2 transmits a credential request to the accessor, and waits for the

accessor to send the credential to the proxy server S2.
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3c. The proxy server S2 satisfies the request by disclosing user-specific
information to the accessor, by providing the accessor with a set of single-use
envelopes to communicate directly with the user, or by forwarding a message to the
user, as requested. 4. Proxy server S2 optionally sends a message to the accessor,
indicating why each of the denied requests for P1...Pn was denied, and/or indicating
how many requests were satisfied.

5. The active and/or passive relevance feedback provided by any user U with
respect to any target object sent by any path from the accessor is tabulated by the
above-described tabulating process resident on user U's client processor C3. As
described above, a summary of such information is periodically transmitted to the
proxy server S2 to enable the proxy server S2 to update that user's target profile
interest summary and user profile.

The access control criteria can be applied to solicited as well as unsolicited
transmissions. That is, the proxy server can be used to protect the user from inappropriate
or misrepresented target objects that the user may request. If the user requests a target
object from an information server, but the target object turns out not to meet the access
control criteria, then the proxy server will not permit the information server to transmit the
target object to the user, or to charge the user for such transmission. For example, to guard
against target objects whose profiles have been tampered with, the user may specify an
access control criterion that requires the provider to prove the target profile's accuracy by
means of a digital signature from a profile authentication agency. As another example, the
parents of a child user may instruct the proxy server that only target objects that have been
digitally signed by a recognized child protection organization may be transmitted to the
user; thus, the proxy server will not let the user retrieve pornography, even from a rogue
information server that is willing to provide pornography to users who have not supplied an
adulthood credential.

Distribution of Information with Multicast Trees

The graphical representation of the network N presented in Figure 3 shows that at
least one of the data communications links can be eliminated, as shown in Figure 4, while
still enabling the network N to transmit messages among all the servers A-D. By
elimination, we mean that the link is unused in the logical design of the network, rather than
a physical disconnection of the link. The graphs that result when all redundant data

communications links are eliminated are termed "trees" or "connected acyclic graphs." A
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graph where a message could be transmitted by a server through other servers and then
return to the transmitting server over a different originating data communications link is
termed a "cycle." A treeis thus an acyclic graph whose edges (links) connect a set of graph
"nodes" (servers). The tree can be used to efficiently broadcast any data file to selected
servers in a set of interconnected servers.

The tree structure is attractive in a communications network because much
information distribution is multicast in nature -- that is, a piece of information available at
a single source must be distributed to a multiplicity of points where the information can be
accessed. This technique is widely known: for example, "FAX trees" are in common use in
political organizations, and multicast trees are widely used in distribution of multimedia data
in the Internet; for example, see "Scalable Feedback Control for Multicast Video
Distribution in the Internet,”" (Jean - Chrysostome Bolot, Thierry Turletti, & Ian Wakeman,
Computer Communication Review, Vol. 24, # 4, Oct. '94, Proceedings of SIGCOMM'94 |
pp- 58 - 67) or "An Architecture For Wide-Area Multicast Routing," (Stephen Deering,
Deborah Estrin, Dino Farinacci, Van Jacobson, Ching-Gung Liu, & Liming Wei, Computer
Communication Review, Vol. 24, # 4, Oct. '94, Proceedings of SIGCOMM'94 , pp. 126 -
135). While there are many possible trees that can be overlaid on a graph representation of
a network, both the nature of the networks (e.g., the cost of transmitting data over a link)
and their use (for example, certain nodes may exhibit more frequent intercommunication)
can make one choice of tree better than another for use as a multicast tree. One of the most
difficult problems in practical network design is the construction of "good" multicast trees,
that is, tree choices which exhibit low cost (due to data not traversing links unnecessarily)
and good performance (due to data frequently being close to where it is needed)
Constructing a Multicast Tree

Algorithms for constructing multicast trees have either been ad-hoc, as is the case
of the Deering, et al. Internet multicast tree, which adds clients as they request service by
grafting them into the existing tree, or by construction of a minimum cost spanning tree. A
distributed algorithm for creating a spanning tree (defined as a tree that connects, or "spans,"
all nodes of the graph) on a set of Ethernet bridges was developed by Radia Perlman
("Interconnections: Bridges and Routers," Radia Perlman, Addison-Wesley, 1992). Creating
a minimal-cost spanning tree for a graph depends on having a cost model for the arcs of the
graph (corresponding to communications | inks in the communications network). In the case

of Ethernet bridges, the default cost (more complicated costing models for path costs are
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discussed on pp. 72-73 of Perlman) is calculated as a simple distance measure to the root;
thus the spanning tree minimizes the cost to the root by first electing a unique root and then
constructing a spanning tree based on the distances from the root. In this algorithm, the root
is elected by recourse to a numeric ID contained in "configuration messages": the server w
hose ID has minimum numeric value is chosen as the root. Several problems exist with this
algorithm in general. First, the method of using an ID does not necessarily select the best
root for the nodes interconnected in the tree. Second, the cost model is simplistic.

We first show how to use the similarity-based methods described above to select the
servers most interested in a group of target objects, herein termed "core servers" for that
group. Next we show how to construct an unrooted multicast tree that can be used to
broadcast files to these core servers. Finally, we show how files corresponding to target
objects are actually broadcast through the multicast tree at the initiative of a client, and how
these files are later retrieved from the core servers when clients request them.

Since the choice of core servers to distribute a file to depends on the set of users who
are likely to retrieve the file (that is, the set of users who are likely to be interested in the
corresponding target object), a separate set of core servers and hence a separate multicast
tree may be used for each topical group of target objects. Throughout the description below,
servers may communicate among themselves through any path over which messages can
travel; the goal of each multicast tree is to optimize the multicast distribution of files
corresponding to target objects of the corresponding topic. Note that this problem is
completely distinct from selecting a multiplicity of spanning trees for the complete set of
interconnected nodes as disclosed by Sincoskie in U.S. Patent No. 4,706,080 and the
publication titled “Extended Bridge Algorithms for Large Networks” by W. D. Sincoskie
and C. J. Cotton, published January 1988 in IEEE Network on pages 16-24. The trees in
this disclosure are intentionally designed to interconnect a selected subset of nodes in the
system, and are successful to the degree that this subsef is relatively small.

Multicast Tree Construction Procedure

A set of topical multicast trees for a set of homogenous target objects may be
constructed o r reconstructed at any time, as follows. The set of target objects is grouped
into a fixed number of topical clusters C1...Cp with the methods described above, for
example, by choosing C1...Cp to be the result of a k-means clustering of the set of target

objects, or alternatively a covering set of low-level clusters from a hierarchical cluster tree
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of these target objects. A multicast tree MT(c) is then constructed from each cluster C in
C1...Cp, by the following procedure:

1. Given a set of proxy servers, S1...Sn, and a topical cluster C. It is assumed
that a general multicast tree MTg, that contains all the proxy servers S1...Sn has
previously been constructed by well-known methods.

2. Each pair <Si, C> is associated with a weight, w(Si, C), which is intended
to covary with the expected number of users in the user base of proxy server Si who
will subsequently access a target object from cluster C. This weight is computed by
proxy server Si in any of several ways, all of which make use of the similarity
measurement computation described herein.

One variation makes use of the following steps: (a) Proxy server Si randomly selects
a target object T from cluster C. (b) For each pseudonym in its local database, with
associated user U, proxy server Si applies the techniques disclosed above to user U's stored
user profile and target profile interest summary in order to estimate the interest w(U, T) that
user U has in t he selected target object T. The aggregate interest w(Si, T) that the user base
of proxy server Si has in the target object T is defined to be the sum of these interest values
w(U, T). Alternatively, w(Si, T) may be defined to be the sum of values s(w(U, T)) over all
U in the user base. Here s(*) is a sigmoidal function that is close to O for small arguments
and close to a constant p,,, for large arguments; thus s(w(U, T)) estimates the probability
that user U will access target object T, which probability is assumed to be independent of
the probability that any other user will access target object T. In a variation, w(Si, T) is
made to estimate the probability that at least one user from the user base of Si will access
target object T: then w(Si, T) may be defined as the maximum of values w(U, T), or of 1
minus the product over the users U of the quantity (1 - s(w(U, T))). (c)Proxy server Si
repeats steps (a)-(b) for several target objects T selected randomly from cluster C, and
averages the several values of w(Si, T) thereby computed in step (b) to determine the desired
quantity w(Si, C), which quantity represents the expected aggregate interest by the user base
of proxy server Si in the target objects of cluster C.

In another variation, where target profile interest summaries are embodied as search
profile sets, the following procedure is followed to compute w(Si, C): (a). For each search
profile Pg in the locally stored search profile set of any user in the user base of proxy server
Si, proxy server Si computes the distance d(Pg , P.) between the search profile and the

cluster profile P of cluster C. (b). w(8i,C) is chosen to be the maximum value of (-d(P;
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,Pc)/r) across all such search profiles Ps, where r is computed as an affine function of the
cluster diameter of cluster C. The slope and/or intercept of this affine function are chosen
to be smaller (thereby increasing w(Si, C)) for servers Si for which the target object provider
wishes to improve performance, as may be the case if the users in the user base of proxy
server Si pay a premium for improved performance, or if performance at Si will otherwise
be unacceptably low due to slow network connections.

In another variation, the proxy server Si is modified so that it maintains not only
target profile interest summaries for each user in its user base, but also a single aggregate
target profile interest summary for the entire user base. This aggregate target profile interest
summary is determined in the usual way from relevance feedback, but the relevance
feedback on a target object, in this case, is considered to be the frequency with which users
in the user base retrieved the target object when it was new. Whenever a user retrieves a
target object by means of a request to proxy server Si, the aggregate target profile interest
summary for proxy server Si is updated. In this varation, w(Si, C) I s estimated by the
following steps:

(a) Proxy server Si randomly selects a target object T from cluster C.

(b) Proxy server Si applies the techniques disclosed above to its stored
aggregate target profile interest summary in order to estimate the aggregate interest
w(Si, T) that its aggregated user base had in the selected target object T, when new;
this may be interpreted as an estimate of the likelihood that at least one member of
the user base will retrieve a new target object similar to T.

(c)Proxy server Si repeats steps (a)-(b) for several target objects T selected
randomly from cluster C, and averages the several values of w(Si, T) thereby
computed in step (b) to determine the desired quantity w(Si, C), which quantity
represents the expected aggregate interest by the user base of proxy server Si in the
target objects of cluster C..

3. Those servers Si from among S1...Sn with the greatest weights w(Si, C) are
designated "core servers" for cluster C. In one variation, where it is desired to select a fixed
number of core servers, those servers Si with the greatest values of w(Si, C) are selected.
In another variation, the value of w(Si, C) for each server Si is compared against a fixed
threshold w,,,, and those servers Si such that w(Si, C) equals or exceeds w,,, are selected
as core servers. If cluster C represents a narrow and specialized set of target objects, as

often happens when the clusters C1...Cp are numerous, it is usually adequate to select only
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a small number of core server cluster C, thereby obtaining substantial advantages in
computational efficiency in steps 4-5 below

4. A complete graph G(C) is constructed whose vertices are the designated core
servers for cluster C. For each pair of core servers, the cost of transmitting a message
between those core servers along the cheapest path is estimated, and the weight of the edge
connecting those core servers is taken to be this cost. The cost is determined as a suitable
function of average transmission charges, average transmission delay, and worst-case or
near-worst-case transmission delay.

5. The multicast tree MT(C) is computed by standard methods to be the minimum
spanning tree (or a near-minimum spanning tree) for G(C), where the weight of an edge
between two core servers is taken to b e the cost of transmitting a message between those
two core servers. Note that MT(C) does not contain as vertices all proxy servers S1...Sn, but
only the core servers for cluster C.

6. A message M is formed describing the cluster profile for cluster C, the core
servers for cluster C and the topology of the multicast tree MT(C) constructed on those core
servers. Message M is broadcast to all proxy servers S1...Sn by means of the general
multicast tree MTg,; Each proxy server Si, upon receipt of message M, extracts the cluster
profile of cluster C, and stores it on a local storage device, together with certain other
information that it determines from message M, as follows. If proxy server Si is named in
message M as a core server for cluster C, then proxy server Si extracts and stores the subtree
of MT(C) induced by all core servers whose path distance from Si in the graph MT(C) is
less than or equal to d, where d is a constant positive integer (usually from 1 to 3). If
message M does not name proxy server Si as a core server for MT(C), then proxy server Si
extracts and stores a list of one or more nearby core servers that can be inexpensively
contacted by proxy server Si over virtual point-to-point links.

In the network of Figure 3, to illustrate the use of trees, as applied to the system of
the present invention, consider the following simple example where it is assumed that client
r provides on-line information for the network, such as an electronic newspaper. This
information can be structured by client r into a prearranged form, comprising a number of
files, each of which is associated with a different target object. In the case of an electronic
newspaper, the files can contain textual representations of stock prices, weather forecasts,
editorials, etc. The system determines likely demand for the target objects associated with

these files in order to optimize the distribution of the files through the network N of
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interconnected clients p-s and proxy servers A-D. Assume that cluster C consists of text
articles relating to the aerospace industry; further assume that the target profile interest
summaries stored at proxy servers A and B for the users at clients p and r indicate that these
users are strongly interested in such articles. Then the proxy servers A and B are selected
as core servers for the multicast tree MT(C). The multicast tree MT(C) is then computed to
consist of the core servers, A and B, connected by an edge that represents the least costly
virtual point-to-point link between A and B (either the direct path A-B or the indirect path
A-C-B, depending on the cost).
Global Requests to Multicast Trees

One type of message that may be transmitted to any proxy server S is termed a
"global request message." Such a message M triggers the broadcast of an embedded request
R to all core servers in a multicast tree MT(C). The content of request R and the identity
of cluster C are included in the message M, as is a field indicating that message M is a
global request message. In addition, the message M contains a field S, which is
unspecified except under certain circumstances described below, when it names a specific
core server. A global request message M may be transmitted to proxy server S by a user
registered with proxy server S, which transmission may take place along a pseudonymous
mix path, or it may be transmitted to proxy server S from another proxy server, along a
virtual point-to-point connection.

When a proxy server S receives a message M that is marked as a global request
message, it acts as follows: 1. If proxy server S is not a core server for topic C, it retrieves
its locally stored list of nearby core servers for topic C, selects from this list a nearby core
server S', and transmits a copy of message M over a virtual point-to-point connection to cor
e server S'. If this transmission fails, proxy server S repeats the procedure with other core
servers on its list. 2. If proxy server S is a core server for topic C, it executes the following
steps: (a) Act on the request R that is embedded in message M. (b) Set S_,, to be S(C)
Retrieve the locally stored subtree of MT(C), and extract from it a list L of all core servers
that are directly linked to S, in this subtree. (d) If the message M specifies a value for S,
and S, appears on the list L, remove S, from the list L. Note that list L may be empty
before this step, or may become empty as a result of this step. (e) For each server Si in list
L, transmit a copy of message M from server S to server Si over a virtual point-to-point
connection, where the S, field of the copy of message M has been altered to S.,,. If Si

cannot be reached in a reasonable amount of time by any virtual point-to-point connection
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(for example, server Si is broken), recurse to step (¢) above with S, bound to S, and S,
bound to S{\sub I} for the duration of the recursion.

When server S' in step 1 or a server Si in step 2(e) receives a copy of the global
request message M, it acts according to exactly the same steps. As a result, all core servers
eventually receive a copy of global request message M and act on the embedded request R,
unless some core servers cannot be reached. Even if a core server is unreachable, step ()
ensures that the broadcast can continue to other core servers in most circumstances,
provided that d > 1; higher values of d provide additional insurance against unreachable core
servers.

Multicasting Files

The system for customized electronic information of desirable objects executes the
following steps in order to introduce a new target object into the system. These steps are
initiated by an entity E, which may be either a user entering commands via a keyboard at
a client processor q, as illustrated in Figure 3, or an automatic software process resident on
a client or server processor q. 1. Processor q forms a signed request R, which asks the
receiver to store a copy of a file F on its local storage device. File F, which is maintained
by client q on storage at client q or on storage accessible by client q over the network,
contains the informational content of or an identifying description of a target object, as
described above. The request R also includes an address at which entity E may be contacted
(possibly a pseudonymous address at some proxy server D), and asks the receiver t o store
the fact that file F is maintained by an entity at said address. 2. Processor q embeds request
R in a message M1, which it pseudonymously transmits to the entity E's proxy server D as
described above. Message M1 instructs proxy server D to broadcast request R along an
appropriate multicast tree. 3. Upon receipt of message M1, proxy server D examines the
doubly embedded file F and computes a target profile P for the corresponding target object.
It compares the target profile P to each of the cluster profiles for topical clusters C1...Cp
described above, and chooses Ck to be the cluster with the smallest similarity distance to
profile P. 4. Proxy server D sends itself a global request message M instructing itself to
broadcast request R along the topical multicast tree MT(Ck). 5. Proxy server D notifies
entity E through a pseudonymous communication that file F has been multicast along the
topical multicast tree for cluster Ck.

As a result of the procedure that server D and other servers follow for acting on

global request messages, step 4 eventually causes all core servers for topic Ck to act on
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request R and therefore store a local copy of file F. In order to make room for file F on its
local storage device, a core server Si may have to delete a less useful file. There are several
ways to choose a file to delete. One option, well known in the art, is for Si to choose to
delete the least recently accessed file. In another variation, Si deletes a file that it believes
few users will access. In this variation, whenever a server Si stores a copy of a file F, it also
computes and stores the weight w(Si, C;), where Cis a cluster consisting of the single
target object associated with file F. Then, when server Si needs to delete a file, it chooses
to delete the file F with the lowest weight w(Si, C;). To reflect the fact that files are
accessed less as they age, server Si periodically multiplies its stored value of w(Si, Cg) by
a decay factor, such as 0.95, for each file F that it then stores. Alter natively, instead of
using a decay factor, server Si may periodically recompute aggregate interest w(Si, C;) for
each file F that it stores; the aggregate interest changes over time because target objects
typically have an age attribute that the system considers in estimating user interest, as
described above.

If entity E later wishes to remove file F from the network, for example because it has
just multicast an updated version, it pseudonymously transmits a digitally signed global
request message to proxy server D, requesting all proxy servers in the multicast tree MT(Ck)
to delete any local copy of file F that they may be storing.

Queries to Multicast Trees

In addition to global request messages, another type of message that may be
transmitted to any proxy server S is termed a "query message." When transmitted to a proxy
server, a query message causes a reply to be sent to the originator of the message; this reply
will contain an answer to a given query Q if any of the servers in a given multicast tree
MT(C) are able to answer it, and will otherwise indicate that no answer is available. The
query and the cluster C are named in the query message. In addition, the query message
contains a field S,, which is unspecified except under certain circumstances described
below, when it names a specific core server. When a proxy server S receives a message M
that is marked as a query message, it acts as follows:1. Proxy server S sets A, to be the
return address for the client or server that transmitted message M to server S. A, may be
either a network address or a pseudonymous address 2. If proxy server S is not a core
server for cluster C, it retrieves its locally stored list of nearby core servers for topic C,
selects from this list a nearby core server S', and transmits a copy of the locate message M

over a virtual point-to-point connection to core server S'. If this transmission fails, proxy
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server S repeats the procedure with other core servers on its list. Upon receiving a reply,
it forwards this reply to address A,. 3. If proxy server S is a core server for cluster C, and
it is able to answer query Q using locally stored information, then it transmits a "positive"
reply to A, containing the answer. 4. If proxy server S is a core server for topic C, but it is
unable to answer query Q using locally stored information, then it carries out a parallel
depth-first search by executing the following steps: (a) Set L to be the empty list. (b)
Retrieve the locally stored subtree of MT(C). For each server Si directly linked to S, in
this subtree, other than S, (if specified), add the ordered pair (Si, S) to the list L. (c) IfL
is empty, transmit a "negative" reply to address A, saying that server S cannot locate an
answer to query Q, and terminate the execution of step 4; otherwise proceed to step (d). (d)
Select a list L1 of one or more server pairs (Ai, Bi) from the list L. For each server pair (Aj,
Bi) on the list L1, form a locate message M(Ai, Bi), which is a copy of message M whose
S« field has been modified to specify Bi, and transmit this message M(Ai, Bi) to server Ai
over a virtual point-to-point connection. (e) For each reply received (by S) to a message
sent in step (d), act as follows: (I) If a "positive" reply arrives to a locate message M(Al,
Bi), then forward this reply to A, and terminate step 4, immediately. (ii) If a "negative"
reply arrives to a locate message M(Ai, Bi), then remove the pair (Ai, Bi) from the list L1.
(iii) If the message M(AI, Bi) could not be successfully delivered to Ai, then remove the
pair (Al, Bi) from the list L1, and add the pair (Ci, Ai) to the list L1 for each Ci other than
Bi that is directly linked to Al in the locally stored subtree of MT(C). (f) Once L1 no
longer contains any pair (Ai, Bi) for which a message M(Ai, Bi) has been sent, or after a
fixed period of time has elapsed, return to step (c).
Retrieving Files from a Multicast Tree
When a processor q in the network wishes to retrieve the file associated with a given
target object, it executes the following steps. These steps are initiated by an entity E, which
may be either a user entering commands via a keyboard at a client q, as illustrated in Figure
3, or an automatic software process resident on a client or server processor q. 1. Processor
q forms a query Q that asks whether the recipient (a core server for cluster C) still stores a
file F that was previously multicast to the multicast tree MT(C); if so, the recipient server
should reply with its own server name . Note that processor q must already know the name
of file F and the identity of cluster C; typically, this information is provided to entity E by
a service such as the news clipping service or browsing system described below, which must

identify files to the user by (name, multicast topic) pair. 2. Processor q forms a query
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message M that poses query Q to the multicast tree MT(C). 3. Processor q pseudonymously
transmits message M to the user's proxy server D, as described above. 4. Processor q
receives a response M2 to message M. 5. If the response M2 is "positive," that is, it names
a server S that still stores file F, then processor q pseudonymously instructs the user's proxy
server D to retrieve file F from server S. If the retrieval fails because server S has deleted
file F since it answered the query, then client q returns to step 1. 6. If the response M2 is
"negative," that is, it indicates that no server in MT(C) still stores file F, then processor q
forms a query Q that asks the recipient for the address A of the entity that maintains file F;
this entity will ordinarily maintain a copy of file F indefinitely. All core servers in MT(C)
ordinarily retain this information (unless instructed to delete it by the maintaining entity),
even if they delete file F for space reasons. Therefore, processor q should receive a response
providing address A, whereupon processor q pseudonymously instructs the user's proxy
server D to retrieve file F from address A.

When multiple versions of a file F exist on local servers throughout the data
communication network N, but are not marked as alternate versions of the same file, the
system's ability to rapidly locate files similar to F (by treating them as target objects and
applying the methods disclosed in "Searching for Target Objects" above) makes it possible
to find all the alternate versions, even if they are stored remotely. These related data files
may then be reconciled by any method. In a simple instantiation, all versions of the data file
would be replaced with the version that had the latest date or version number. In another
instantiation, each version would be automatically annotated with references or pointers to
the other versions.

NEW R

The system for customized electronic identification of desirable objects of the
present invention can be used in the electronic media system of Figure 1 to implement an
automatic news clipping service which learns to select (filter) news articles to match a user's
interests, based solely on which articles the user chooses to read. The system for
customized electronic identification of desirable objects generates a target profile for each
article that enters the electronic media system, based on the relative frequency of occurrence
of the words contained in the article. The system for customized electronic identification
of desirable objects also generates a search profile set for each user, as a function of the
target profiles of the articles the user has accessed and the relevance feedback the user has

provided on these articles. As new articles are received for storage on the mass storage
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systems SS, -SS,, of the information servers I, -1, , the system for customized electronic
identification of desirable objects generates their target profiles. The generated target
profiles are later compared to the search profiles in the users' search profile sets, and those
new articles whose tar get profiles are closest (most similar) to the closest search profile in
a user's search profile set are identified to that user for possible reading. The computer
program providing the articles to the user monitors how much the user reads (the number
of screens of data and the number of minutes spent reading), and adjusts the search profiles
in the user's search profile set to more closely match what the user apparently prefers to
read. T he details of the method used by this system are disclosed in flow diagram form in
Figure 5. This method requires selecting a specific method of calculating user-specific
search profile sets, of measuring similarity between two profiles, and of updating a user's
search profile set (or more generally target profile interest summary) based on what the user
read, and the examples disclosed herein are examples of the many possible implementations
that can be used and should not be construed to limit the scope of the system.
Initialize Users' Search Profile Sets

The news clipping service instantiates target profile interest summaries as search
profile sets, so that a set of high-interest search profiles is stored for each user. The search
profiles associate d with a given user change over time. As in any application involving
search profiles, they can be initially determined for a new user (or explicitly altered by an
existing user) by any of a number of procedures, including the following preferred methods
: (1) asking the user to specify search profiles directly by giving keywords and/or numeric
attributes, (2) using copies of the profiles of target objects or target clusters that the user
indicates are representative of his or her interest, (3) using a standard set of search profiles
copied or otherwise determined from the search profile sets of people who are
demographically similar to the user.
Retrieve New Articles from Article Source

Articles are available on-line from a wide variety of sources. In the preferred
embodiment, one would use the current days news as supplied by a news source, such as the
AP or Reuters news wire. These news articles are input to the electronic media system by
being loaded into the mass storage system SS, of an information server S,. The article
profile module 201 of the system for customized electronic identification of desirable
objects can reside on the information server S, and operates pursuant to the steps illustrated

in the flow diagram of Figure 5, where, as each article is received at step 501 by the
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information server S,, the article profile module 201 at step 502 generates a target profile
for the article and stores the target profile in an article indexing memory (typically part of
mass storage system SS, for later use in selectively delivering articles to users. This method
is equally useful for selecting which articles to read from electronic news groups and
electronic bulletin boards, and can be used as part of a system for screening and organizing
electronic mail ("e-mail").

Calculate Article Profiles

A target profile is computed for each new article, as described earlier. The most
important attribute of the target profile is a textual attribute that stands for the entire text of
the article. This textual attribute is represented as described earlier, as a vector of numbers,
which numbers in the preferred embodiment include the relative frequencies (TF/IDF
scores) of word occurrences in this article relative to other comparable articles. The server
must count the frequency of occurrence of each word in the article in order to compute the
TF/IDF scores.

These news articles are then hierarchically clustered in a hierarchical cluster tree at
step 503, which serves as a decision tree for determining which news articles are closest to
the user's interest. The resulting clusters can be viewed as a tree in which the top of the tree
includes all target objects and branches further down the tree represent divisions of the set
of target objects into successively smaller subclusters of target objects. Each cluster has a
cluster profile, so that at each node of the tree, the average target profile (centroid) of all
target objects stored in the subtree rooted at that node is stored. This average of target
profiles is computed over the representation of target profiles as vectors of numeric
attributes, as described above.

Compare Current Articles' Target Profiles to a User's Search Profiles

The process by which a user employs this apparatus to retrieve news articles of
interest is illustrated in flow diagram form in Figure 11. At step 1101, the user logs into the
data communication network N via their client processor C, and activates the news reading
program.  This is accomplished by the user establishing a pseudonymous data
communications connection as described above to a proxy server S, which provides
front-end access to the data communication network N. The proxy server S, maintains a list
of authorized pseudonyms and their corresponding public keys and provides access and
billing control. The user has a search profile set stored in the local data storage medium on

the proxy server S, When the user requests access to "news" at step 1102, the profile
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matching module 203 resident on proxy server S, sequentially considers each search profile
py from the user's search profile set to determine which news articles are most likely of
interest to the user. The news articles were automatically clustered into a hierarchical
cluster tree at an earlier step so that the determination can be made rapidly for each user.
The hierarchical cluster tree serves as a decision tree for determining which articles' target
profiles are most similar to search profile p,: the search for relevant articles begins at the top
of the tree, and at each level of the tree the branch or branches are selected which have
cluster profiles closest to p,. This process is recursively executed until the leaves of the tree
are reached, identifying individual articles of interest to the user, as described in the section
"Searching for Target Objects” above.

A variation on this process exploits the fact that many users have similar interests.
Rather than carry out steps 5-9 of the above process separately for each search profile of
each user, it is possible to achieve added efficiency by carrying out these steps only once
for each group of similar search profiles, thereby satisfying many users' needs at once. In
this variation, the system begins by non-hierarchically clustering all the search profiles in
the search profile sets of a large number of users. For each cluster k of search profiles, with
cluster profile p,, it uses the method described in the section "Searching for Target Objects"
to locate articles with target profiles similar to p,. Each located article is then identified as
of interest to each user who has a search profile represented in cluster k of search profiles.

Notice that the above variation attempts to match clusters of search profiles with
similar clusters of articles. Since this is a symmetrical problem, it may instead be given a
symmetrical solution, as the following more general variation shows. At some point before
the matching process commences, all the news articles to be considered are clustered into
a hierarchical tree, termed the "target profile cluster tree," and the search profiles of all users
to be considered are clustered into a second hierarchical tree, termed the "search profile
cluster tree." The following steps serve to find all matches between individual target
profiles from any target profile cluster tree and individual search profiles from any search
profile cluster tree: 1. For each child subtree S of the root of the search profile cluster tree
(or, let S be the entire search profile cluster tree if it contains only one search profile): 2.
Compute the cluster profile Pg to be the average of all search profiles in subtree S 3. For
each subcluster (child subtree) T of the root of the target profile cluster tree (or, let T be the
entire target profile cluster tree if it contains only one target profile): 4. Compute the

cluster profile Py to be the average of all target profiles in subtree T 5. Calculate d(Ps, P,
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the distance between Pg and Py 6. If d(Ps, P1) <t, a threshold, 7. IfS contains only one
search profile and T contains only one target profile, decl are a match between that search
profile and that target profile,8. otherwise recurse to step 1 to find all matches between
search profiles in tree S and target profiles in tree T.

The threshold used in step 6 is typically an affine function or other function of the
greater of the cluster variances (or cluster diameters) of S and T. Whenever a match is
declared between a search profile and a target profile, the target object that contributed the
target profile is identified as being of interest to the user who contributed the search profile.
Notice that the process can be applied even when the set of users to be considered or the set
of target objects to be considered is very small. In the case of a single user, the process
reduces to the method given for identifying articles of interest to a single user. In the case
of a single target object, the process constitutes a method for identifying users to whom that
target object is of interest.

Present List of Articles to User

Once the profile correlation step is completed for a selected user or group of users,
at step 1104 the profile processing module 203 stores a list of the identified articles for
presentation to each user. At a user's request, the profile processing system 203 retrieves
the generated list of relevant articles and presents this list of titles of the selected articles to
the user, who can then select at step 1105 any article for viewing. (If no titles are available,
then the first sentence(s) of each article can be used.) The list of article titles is sorted
according to the degree of similarity of the article's target profile to the most similar search
profile in the user's search profile set. The resulting sorted list is either transmitted in real
time to the user client processor C,, if the user is present at their client processor C,, or can
be transmitted to a user's mailbox, resident on the user's client processor C, or stored within
the server S, for later retrieval by the user; other methods of transmission include facsimile
transmission of the printed list or telephone transmission by means of a text-to-speech
system. The user can then transmit a request by computer, facsimile, or telephone to
indicate which of the identified articles the user wishes to review, if any. The user can still
access all articles in any information server S, to which the user has authorized access,
however, those lower on the generated list are simply further from the user's interests, as
determined by the user's search profile set. The server S, retrieves the article from the local

data storage medium or from an information server S, and presents the article one screen at

-79-

IPR2025-00200 / 722 Patent Page 272 of 1171

EX1002



10

15

20

25

30

WO 97/16796 PCT/US96/17981

a time to the user's client processor C,. The user can at any time select another article for
reading or exit the process.
Monitor Which Articles Are Read

The user's search profile set generator 202 at step 1107 monitors which articles the
user reads, keeping track of how many pages of text are viewed by the user, how much time
is spent viewing the article, and whether all pages of the article were viewed. This
information can be combined to measure the depth of the user's interest in the article,
yielding a passive relevance feedback score, as described earlier. Although the exact details
depend on the length and nature of the articles being searched, a typical formula might be:

measure of article attractiveness =0.2 if the second page is accessed + 0.2 if all pages are

accessed + 0.2 if more than 30 seconds was spent on the article + 0.2 if more than one
minute was spent on the article + 0.2 if the minutes spent in the article are greater than half
the number of pages.

The computed measure of article attractiveness can then be used as a weighting
function to adjust the user's search profile set to thereby more accurately reflect the user's
dynamically changing interests.

Update User Profiles

Updating of a user's generated search profile set can be done at step 1108 using the
method described in copending U.S. Patent Application Serial No. 08/346,425. When an
article is read, the server S, shifts each search profile in the set slightly in the direction of
the target profiles of those nearby articles for which the computed measure of article
attractiveness was high. Given a search profile with attributes u; from a user's search
profile set, and a set of J articles available with attributes d, (assumed correct for now),
where I indexes users, j indexes articles, and k indexes attributes, user I would be predicted
to pick a set of P distinct articles to minimize the sum of d(u;, b;) over the chosen articles
j. The user's desired attributes u, and an article's attributes d; would be some form of word
frequencies such as TF/IDF and potentially other attributes such as the source, reading level,
and length of the article, while d(u;, d;) is the distance between these two attribute vectors
(profiles) using the similarity measure described above. If the user picks a different set of
P articles than was predicted, the user search profile set generation module should try to
adjust u and/ord to more accurately predict the articles the user selected. In particular, y,
and/or d; should be shifted to increase their similarity if user I was predicted not to select

article j but did select it, and perhaps also to decrease their similarity if user I was predicted
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to select article j but did not. A preferred method is to shift u for each wrong prediction that
user I will not select article j, using the formula: uy' =y - e(ug dy)

Here v, is chosen to be the search profile from user I's search profile set that is
closest to target profile. If e is positive, this adjustment increases the match between user
I's search profile set and the target profiles of the articles user I actually selects, by making
u, closer to d; for the case where the algorithm failed to predict an article that the viewer
selected. The size of e determines how many example articles one must see to change the
search profile substantially. If e is too large, the algorithm becomes unstable, but for
sufficiently small e, it drives u to its correct value. In general, e should be proportional to
the measure of article attractiveness, for example, it should be relatively high if user I
spends a long time reading article j. One could in theory also use the above formula to
decrease the match in the case where the algorithm predicted an article that the user did not
read, by making e negative in that case. However, there is no guarantee that u will move
in the correct direction in that case. One can also shift the attribute weights w; of user I by
using a similar algorithm: wy' = (w; - ejuy - dil) / Sy (wy - €l ug - dy)) This is
particularly important if one is combining word frequencies with other attributes. As before,
this increases the match if e is positive -- for the case where the algorithm failed to predict
an article that the user read, this time by decreasing t he weights on those characteristics for
which the user's target profile u, differs from the article's profile d; Again, the size of e
determines how many example articles one must see to replace what was originally
believed. Unlike the procedure for adjusting u, one also make use of the fact that the above
algorithm decreases the match if e is negative -- for the case where the algorithm predicted
an article that the user did not read. The denominator of the expression prevents weights
from shrinking to zero over time by renormalizing the modified weights w;' so that they sum
to one. Both u and w can be adjusted for each article accessed. When e is small, as it
should be, there is no conflict between the two parts of the algorithm. The selected user's
search profile set is updated at step 1108.

Further Applications of the Filtering Technology

The news clipping service may deliver news articles (or advertisements and
coupons for purchasables) to off-line users as well as to users who are on-line. Although
the off-line users may have no way of providing relevance feedback, the user profile of an
off-line user U may be similar to the profiles of on-line users, for example because user U

is demographically similar to these other users, and the level of user U's interest in
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particular target objects can therefore be estimated via the general interest-estimation
methods described earlier. In one application, the news clipping service chooses a set of
news articles (respectively, advertisements and coupons) that are predicted to be of interest
to user U, thereby determining the content of a customized newspaper (respectively,
advertising/coupon circular) that may be printed and physically sent to user U via other
methods. In general, the target objects included in the printed document delivered to user
U are those with the highest median predicted interest among a group G of users, where
group G consists of either the single off-line user U, a set of off-line users who are
demographically similar to user U, or a set of off-line users who are in the same geographic
area and thus on the same newspaper delivery route. In a variation, user group G is
clustered into several subgroups G1...Gk; an average user profile Pi is created from each
subgroup Gi; for each article T and each user profile Pi, the interest in T by a hypothetical
user with user profile Pi is predicted, and the interest of article T to group G is taken to be
the maximum interest in article T by any of these k hypothetical users; finally, the
customized newspaper for user group G is constructed from those articles of greatest
interest to group G.

The filtering technology of the news clipping service is not limited to news articles
provided by a single source, but may be extended to articles or target objects collected from
any number of sources. For example, rather than identifying new news articles of interest,
the technology may identify new or updated World Wide Web pages of interest. In a
second application, termed "broadcast clipping," where individual users desire to broadcast
messages to all interested users, the pool of news articles is replaced by a pool of messages
to be broadcast, and these messages are sent to the broadcast-clipping-service subscribers
most interested in them. In a third application, the system scans the transcripts of all
real-time spoken or written discussions on the network that are currently in progress and
designated as public, and employs the news-clipping technology to rapidly identify
discussions that the user may be interested in joining, or to rapidly identify and notify users
who may be interested in joining an ongoing discussion. In a fourth application, the method
is used as a post-process that filters and ranks in order of interest the many target objects
found by a conventional database search, such as a search for all homes selling for under
$200,000 in a given area, for all 1994 news articles about Marcia Clark, or for all
Italian-language films. In a fifth application, the method is used to filter and rank the links

in a hypertext document by estimating the user's interest in the document or other object
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associated with each link. In a sixth application, paying advertisers, who may be companies
or individuals, are the source of advertisements or other messages, which take the place of
the news articles in the news clipping service. A consumer who buys a product is deemed
to have provided positive relevance feedback on advertisements for that product, and a
consumer who buys a product apparently because of a particular advertisement (for
example, by using a coupon clipped from that advertisement) is deemed to have provided
particularly high relevance feedback on that

advertisement. Such feedback may be communicated to a proxy server by the consumer's
client processor (if the consumer is making the purchase electronically), by the retail
vendor, or by the credit-card reader (at the vendor's establishment) that the consumer uses
to pay for the purchase. Given a database of such relevance feedback, the disclosed
technology is then used to match advertisements with those users who are most interested
in them; advertisements selected for a user are presented to that user by any one of several
means, including electronic mail, automatic display on the users screen, or printing them
on a printer at a retail establishment where the consumer is paying for a purchase. The
threshold distance used to identify interest may be increased for a particular advertisement,
causing the system to present that advertisement to more users, in accordance with the
amount that the advertiser is willing to pay.

A further use of the capabilities of this system is to manage a user's investment
portfolio. Instead of recommending articles to the user, the system recommends target
objects that are investments. As illustrated above by the example of stock market
investments, many different attributes can be used together to profile each investment. The
user's past investment behavior is characterized in the user's search profile set or target
profile interest summary, and this information is used to match the user with stock
opportunities (target objects) similar in nature to past investments. The rapid profiling
method described above may be used to determine a rough set of preferences for new users.
Quality attributes used in this system can include negatively weighted attributes, such as a
measurement of fluctuations in dividends historically paid by the investment, a quality
attribute that would have a strongly negative weight for a conservative investor dependent
on a regular flow of investment income. Furthermore, the user can set filter parameters so
that the system can monitor stock prices and automatically take certain actions, such as
placing buy or sell orders, or e-mailing or paging the user with a notification, when certain

stock performance characteristics are met. Thus, the system can immediately notify the user
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when a selected stock reaches a predetermined price, without the user having to monitor the
stock market activity. The user's investments can be profiled in part by a "type of
investment" attribute (to be used in conjunction with other attributes), which distinguishes
among bonds, mutual funds, growth stocks, income stocks, etc., to thereby segment the
user's portfolio according to investment type. Each investment type can then be managed
to identify investment opportunities and the user can identify the desired ratio of investment
capital for each type.

E-mail Filter

In addition to the news clipping service described above, the system for customized
electronic identification of desirable objects functions in an e\_mail environment in a similar
but slightly different manner. The news clipping service selects and retrieves news
information that would not otherwise reach its subscribers. But at the same time, large
numbers of e-mail messages do reach users, having been generated and sent by humans or
automatic programs. These users need an e-mail filter, which automatically processes the
messages received. The necessary processing includes a determination of the action to be
taken with each message, including, but not limited to: filing the message, notifying the user
of receipt of a high priority message, automatically responding to a message. The e-mail
filter system must not require too great an investment on the part of the user to learn and
use, and the user must have confidence in the appropriateness of the actions automatically
taken by the system. The same filter may be applied to voice mail messages or facsimile
messages that have been converted into electronically stored text, whether automatically or
at the user's request, via the use of w ell-known techniques for speech recognition or optical
character recognition.

The filtering problem can be defined as follows: a message processing function
MPF(*) maps from a received message (document) to one or more of a set of actions. The
actions, which may be quite specific, may be either predefined or customized by the use r.
Each action A has an appropriateness function F, (*,*) such that F, (U,D) returns a real
number, representing the appropriateness of selecting action A on behalf of user U when us
er U is in receipt of message D. For example, if D comes from a credible source and is
marked urgent, then discarding the message has a high cost to the user and has low
appropriateness, so that Fg, 4 (U,D) is small, whereas alerting the user of receipt of the

message is highly appropriate, so that F,, (UD) is large. Given the determined
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appropriateness function, the function MPF(D) is used to automatically select the
appropriate action or actions. As an example, the following set of actions might be useful:

1. Urgently notify user of receipt of message

2. Insert message into queue for user to read later

3. Insert message into queue for user to read later, and suggest that user reply

4. Insert message into queue for user to read later, and suggest that user forward it
to individual R

5. Summarize message and insert summary into queue

6. Forward message to user's secretary

7. File message in directory X

8. File message in directory Y

9. Delete message (i.e., ignore message and do not save)

10. Notify sender that further messages on this subject are unwanted

Notice that actions 8 and 9 in the sample list above are designed to filter out
messages that are undesirable to the user or that are received from undesirable sources, such
as pesky salespersons, by deleting the unwanted message and/or sending a reply that
indicates that messages of this type will not be read. The appropriateness functions must
be tailored to describe the appropriateness of carrying out each action given the target
profile for a particular document, and then a message processing function MPF can be found
which is in some sense optimal with respect to the appropriateness function. One reasonable
choice of MPF always picks the action with highest appropriateness, an d in cases where
multiple actions are highly appropriate and are also compatible with each other, selects more
than one action: for example, it may automatically reply to a message and also file the same
message in directory X, so that the value of MPF(D) is the set \{reply, file in directory X\}.
In cases where the appropriateness of even the most appropriate action falls below a
user-specified threshold, as should happen for messages of an unfamiliar type, the system
asks the user for confirmation of the action(s) selected by MPF. In addition, in cases where
MPF selects one action over another action that is nearly as appropniate, the system also
asks the user for confirmation: for example, mail should not be deleted if it is nearly as
appropriate to let the user see it.

It is possible to write appropriateness functions manually, but the time necessary and
lack of user expertise render this solution impractical. The automatic training of this system

is preferable, using the automatic user profiling system described above. Each received
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document is viewed as a target object whose profile includes such attributes as the entire
text of the document (represented as TF/IDF scores), document sender, date sent, document
length, date of last document received from this sender, key words, list of other addressees,
etc. It was disclosed above how to estimate an interest function on profiled target objects,
using relevance feedback together with measured similarities among target objects and
among users. In the con text of the e-mail filter, the task is to estimate several
appropriateness functions F, (*,*), one per action. This is handled with exactly the same
method as was used earlier to estimate the topical interest function f{*,*). Relevance
feedback in this case is provided by the user's observed actions over time: whenever user
U chooses action A on document D, either freely or by choosing or confirming an action
recommended by the system, this is taken to mean that the appropriateness of action A on
document D is high, particularly if the user takes this action A immediately after seeing
document D. A presumption of no appropriateness (corresponding to the earlier
presumption of no interest) is used so that action A is considered inappropriate on a
document uniess the user or similar users have taken action A on this document or similar
documents. In particular, if no similar document has been seen, no action is considered
especially appropriate, and the e-mail filter asks the user to specify the appropriate action
or confirm that the action chosen by the e-mail filter is the appropriate one.

Thus, the e-mail filter learns to take particular actions on e-mail messages that have
certain attributes or combinations of attributes. For example, messages from John Doe that
originate in the (212) area code may prompt the system to forward a copy by fax
transmission to a given fax number, or to file the message in directory X on the user's client
processor. A variation allows active requests of this form from the us er, such as a request
that any message from John Doe be forwarded to a desired fax number until further notice.
This active user input requires the use of a natural language or form-based interface for
which specific commands are associated with particular attributes and combinations of
attributes.

Update Notification

A very important and novel characteristic of the architecture is the ability to identify
new or updated target objects that are relevant to the user, as determined by the user's search
profile set or target profile interest summary. ("Updated target objects" include revised
versions of documents and new models of purchasable goods.) The system may notify the

user of these relevant target objects by an electronic notification such as an e-mail message
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or facsimile transmission. In the variation where the system sends an e-mail message, the
user's e-mail filter can then respond appropriately to the notification, for instance, by
bringing the notification immediately to the user's personal attention, or by automatically
submitting an electronic request to purchase the target object named in the notification. A
simple example of the latter response is for the e-mail filter to retrieve an on-line document
at a nominal or zero charge, or request to buy a purchasable of limited quantity such as a
used product or an auctionable.
ACTIVE NAVIGATION (BROWSING)

Browsing by Navigating Through a Cluster Tree

A hierarchical cluster tree imposes a useful organization on a collection of target
objects. The tree is of direct use to a user who wishes to browse through all the target
objects in the tree. Such a user may be exploring the collection with or without a well-
specified goal. The tree's division of target objects into coherent clusters provides an
efficient method whereby the user can locate a target object of interest. The user first
chooses one of the highest level (largest) clusters from a menu, and is presented with a menu
listing the subclusters of said cluster, whereupon the user may select one of these
subclusters. The system locates the subcluster, via the appropriate pointer that was stored
with the larger cluster, and allows the user to select one of its subclusters from another
menu. This process is repeated until the user comes t o a leaf of the tree, which yields the
details of an actual target object. Hierarchical trees allow rapid selection of one target
object from a large set. In ten menu selections from menus of ten items (subclusters) each,
one can reach 10 =10,000,000,000 (ten billion) items. In the preferred embodiment, the
user views the menus on a computer screen or terminal screen and selects from them with
a keyboard or mouse. However, the user may also make selections over the telephone, with
a voice synthesizer reading the menus and the user selecting subclusters via the telephone's
touch-tone keypad. In another variation, the user simultaneously maintains two connections
to the server, a telephone voice connection and a fax connection; the server sends successive
menus to the user by fax, while the user selects choices via the telephone's touch-tone
keypad.

Just as user profiles commonly include an associative attribute indicating the user's
degree of interest in each target object, it is useful to augment user profiles with an
additional associative attribute indicating the user's degree of interest in each cluster in the

hierarchical cluster tree. This degree of interest may be estimated numerically as the
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number of subclusters or target objects the user has selected from menus associated with the
given cluster or its subclusters, expressed as a proportion of the total number of subclusters
or target objects the user has selected. This associative attribute is particularly valuable if
the hierarchical tree was built using "soft" or "fuzzy" clustering, which allows a subcluster
or target object to appear in multiple clusters: if a target document appears in both the
"sports” and the "humor" clusters, and the user selects it from a menu associated with the
“humor" cluster, then the system increases its association between the user and the "humor"
cluster but not its association between the user and the "sports" cluster.
Labeling Clusters

Since a user who is navigating the cluster tree is repeatedly expected to select one
of several subclusters from a menu, these subclusters must be usefully labeled (at step 503),
in such a way as to suggest their content to the human user. It is straightforward to include
some basic information about each subcluster in its label, such as the number of target
objects the subcluster contains (possibly just 1) and the number of these that have been
added or updated recently. However, it is also necessary to display additional information
that indicates the cluster's content. This content-descriptive information may be provided
by a human, particularly for large or frequently accessed clusters, but it may also be
generated automatically. The basic automatic technique is simply to display the cluster's
"characteristic value" for each of a few highly weighted attributes. With numeric attributes,
this may be taken to mean the cluster's average value for that attribute: thus, if the "year of
release" attribute is highly weighted in predicting which movies a user will like, then it is
useful to display average year of release as part of each cluster's label. Thus the user sees
that one cluster consists of movies that were released around 1962, while another consists
of movies from around 1982. For short textual attributes, such as "title of movie" or "title
of document," the system can display the attribute's value for the cluster member (target
object) whose profile is most similar to the cluster's profile (the mean profile for all
members of the cluster), for example, the title of the most typical movie in the cluster. For
longer textual attributes, a useful technique is to select those terms for which the amount by
which the term's average TF/IDF score across members of the cluster exceeds the term's
average TF/IDF score across all tar get objects is greatest, either in absolute terms or else
as a fraction of the standard deviation of the term's TF/IDF score across all target objects.
The selected terms are replaced with their morphological stems, eliminating duplicates (so

that if bot h "slept" and "sleeping" were selected, they would be replaced by the single term
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"sleep") and optionally eliminating close synonyms or collocates (so that if both "nurse" and
"medical" were selected, they might both be replaced by a single term such as "nurse,"
"medical,” "medicine," or "hospital"). The resulting set of terms is displayed as part of the
label. Finally, if freely redistributable thumbnail photographs or other graphical images are
associated with some of the target objects in the cluster f or labeling purposes, then the
system can display as part of the label the image or images whose associated target objects
have target profiles most similar to the cluster profile.

Users' navigational patterns may provide some useful feedback as to the quality of
the labels. In particular, if users often select a particular cluster to explore, but then quickly
backtrack and try a different cluster, this may signal that the first cluster's label is
misleading. Insofar as other terms and attributes can pro vide "next-best" alternative labels
for the first cluster, such "next-best" labels can be automatically substituted for the
misleading label. In addition, any user can locally relabel a cluster for his or her own
convenience. Although a cluster label provided by a user is in general visible only to that
user, it is possible to make global use of these labels via a "user labels" textual attribute for
target objects, which attribute is defined for a given target object to be the concatenation of
all label s provided by any user for any cluster containing that target object. This attribute
influences similarity judgments: for example, it may induce the system to regard target
articles in a cluster often labeled "Sports News" by users as being mildly similar to articles
in an otherwise dissimilar cluster often labeled "International News" by users, precisely
because the "user labels" attribute in each cluster profile is strongly associated with the term
"News." The "user label" attribute is also used in the automatic generation of labels, just
as other textual attributes are, so that if the user-generated labels for a cluster often include
"Sports," the term "Sports" may be included in the automatically generated label as well.

It is not necessary for menus to be displayed as simple lists of labeled options; it is
possible to display or print a menu in a form that shows in more detail the relation of the
different menu options to each other. Thus, in a variation, the menu options are visually laid
out in two dimensions or in a perspective drawing of three dimensions. Each option is
displayed or printed as a textual or graphical label. The physical coordinates at which the
options are displayed or printed are generated by the following sequence of steps: (1)
construct for each option the cluster profile of the cluster it represents, (2) construct from
each cluster profile its decomposition into a numeric vector, as described above, (3) apply

singular value decomposition (SVD) to determine the set of two or three orthogonal linear
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axes along which these numeric vectors are most greatly differentiated, and (4) take the
coordinates of each option to be the projected coordinates of that option's numeric vector
along said axes. Step (3) may be varied to determine a set of, say, 6 axes, so that step (4)
lays out the options in a 6-dimensional space; in this case the user may view the geometric
projection of the 6-dimensional layout onto any plane passing through the origin, and may
rotate this viewing plane in order to see differing configurations of the options, which
emphasize similarity with respect to differing attributes in the profiles of the associated
clusters. In the visual representation, the sizes of the cluster labels can be varied according
to the number of objects contained in the corresponding clusters. In a further variation, all
options from the parent menu are displayed in some number of dimensions, as just
described, but with the option corresponding to the current menu replaced by a more
prominent subdisplay of the options on the current menu; optionally, the scale of this
composite display may be gradually increased over time, thereby increasing the area of the
screen devoted to showing the options on the current menu, and giving the visual impression
that the user is regarding the parent cluster and "zooming in" on the current cluster and its
subclusters.
Further Navigational

It should be appreciated that a hierarchical cluster-tree may be configured with
muttiple cluster selections branching from each node or the same labeled clusters presented
in the form of single branches for multiple nodes ordered in a hierarchy. In one variation,
the user is able to perform lateral navigation between neighboring clusters as well, by
requesting that the system search for a cluster whose cluster profile resembles the cluster
profile of the currently selected cluster. If this type of navigation is performed at the level
of individual objects (leaf ends), then automatic hyperlinks may be then created as
navigation occurs. This is one way that nearest neighbor clustering navigation may be
performed. For example, in a domain where target objects are home pages on the World
Wide Web, a collection of such pages could be laterally linked to create a " virtual mall.”

The simplest way to use the automatic menuing system described above is for the
user to begin browsing at the top of the tree and moving to more specific subclusters.
However, in a variation, the user optionally provides a query consisting of textual and/or
other attributes, from which query the system constructs a profile in the manner described
herein, optionally altering textual attributes as described herein before decomposing them

into numeric attributes. Query profiles are similar to the search profiles in a user's search
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profile set, except that their attributes are explicitly specified by a user, most often for
one-time usage, and unlike search profiles, they are not automatically updated to reflect
changing interests. A typical query in the domain of text articles might have "Tell me about
the relation between Galileo and the Medici family" as the value of its "text of article"
attribute, and 8 as the value of its "reading difficulty"” attribute (that is, 8th-grade level). The
system uses the method of section "Searching for Target Objects" above to automatically
locate a small set of one or more clusters with profiles similar to the query profile, for
example, the articles they contain are written at roughly an 8th-grade level and tend to
mention Galileo and the Medicis. The user may start browsing at any of these clusters, and
can move from it to subclusters, superclusters, and other nearby clusters. For a user who
is looking for something in particular, it is generally less efficient to start at the largest
cluster and repeatedly select smaller subclusters than it is to write a brief description of what
one is looking for and then to move to nearby clusters if the objects initially recommended
are not precisely those desired.

Although it is customary in information retrieval systems to match a query to a
document, an interesting variation is possible where a query is matched to an already
answered question. The relevant domain is a customer service center, electronic newsgroup
, or Better Business Bureau where questions are frequently answered. Each new
question-answer pair is recorded for future reference as a target object, with a textual
attribute that specifies the question together with the answer provided. As explained earlier
with reference to document titles, the question should be weighted more heavily than the
answer when this textual attribute is decomposed into TF/IDF scores. A query specifying
"Tell me about the relation between Galileo and the Medici family" as t he value of this
attribute therefore locates a cluster of similar questions together with their answers. In a
variation, each question-answer pair may be profiled with two separate textual attributes,
one for the question and one for the answer. A query might then locate a cluster by
specifying only the question attribute, or for completeness, both the question attribute and
the (lower-weighted) answer attribute, to be the text "Tell me about the relation between
Galileo and the Medici family."

The filtering technology described earlier can also aid the user in navigating among
the target objects. When the system presents the user with a menu of subclusters of a cluster
C of target objects, it can simultaneously present an additional menu of the most interesting

target objects in cluster C, so that the user has the choice of accessing a subcluster or
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directly accessing one of the target objects. If this additional menu lists n target objects,

then for each I between 1 and n inclusive, in increasing ord er, the I most prominent choice
on this additional menu, which choice is denoted Top(C,i), is found by considering all target
objects in cluster C that are further than a threshold distance t from all of Top(C,1),
Top(C,2), ... Top(C, I-1), and selecting the one in which the user's interest is estimated to
be highest. If the threshold distance t is O, then the menu resulting from this procedure
simply displays the n most interesting objects in cluster C, but the threshold distance may
be increased to achieve more variety in the target objects displayed. Generally the threshold
distance t is chosen to be an affine function or other function of the cluster variance or
cluster diameter of the cluster C.

As a novelty feature, the user U can "masquerade” as another user V, such as a
prominent intellectual or a celebrity supermodel; as long as user U is masquerading as user
V, the filtering technology will recommend articles not according to user U's preferences,
but rather according to user V's preferences. Provided that user U has access to the
user-specific data of user V, for example because user V has leased these data to user U for
a financial consideration, then user U can masquerade as user V by instructing user U's
proxy server S to temporarily substitute user V's user profile and target profile interest
summary for user U's. In a variation, user U has access to an average user profile and an
composite target profile interest summary for a group G of users; by instructing proxy server
S to substitute these for user U's user-specific data, user U can masquerade as a typical
member of group G, as is useful in exploring group preferences for sociological, political,
or market research. More generally, user U may "partially masquerade" as another user V
or group G, by instructing proxy server S to temporarily replace user U's user-specific data
with a weighted average of user U's user-specific data and the user-specific data for user V
and group G.

Menu Organization

Although the topology of a hierarchical cluster tree is fixed by the techniques that
build the tree, the hierarchical menu presented to the user for the user's navigation need not
be exactly isomorphic to the cluster tree. The menu is typically a somewhat modified
version of the cluster tree, reorganized manually or automatically so that the clusters most
interesting to a user are easily accessible by the user. In order to automatically reorganize
the menu in a user-specific way, the system first attempts automatically to identify existing

clusters that are of interest to the user. The system may identify a cluster as interesting
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because the user often accesses target objects in that cluster -- or, in a more sophisticated
variation, because the user is predicted to have high interest in the cluster's profile, using the
methods disclosed herein for estimating interest from relevance feedback.

Several techniques can then be used to make interesting clusters more easily
accessible. The system can at the user's request or at all times display a special list of the
most interesting clusters, or the most interesting subclusters of the current cluster, so that
the user can select one of these clusters based on its label and jump directly to it. In general,
when the system constructs a list of interesting clusters in this way, the I most prominent
choice on the list, which choice is denoted Top(l), is found by considering all appropriate
clusters C that are further than a threshold distance t from all of Top(1), Top(2), ... Top(I-1),
and selecting the one in which the user's interest is estimated to be highest. Here the
threshold distance t is optionally dependent on the computed cluster variance or cluster
diameter of the profiles in the latter cluster. Several techniques that reorganize the
hierarchical menu tree are also useful. First, menus can be reorganized so that the most
interesting subcluster choices appear earliest on the menu, or are visually marked as
interesting; for example, their labels are displayed in a special color or type face, or are
displayed together with a number or graphical image indicating the likely level of interest.
Second, interesting clusters can be moved to menus higher in the tree, i.e., closer to the root
of the tree, so that they are easier to access if the user starts browsing at the root of the tree.
Third, uninteresting clusters can be moved to menus lower in the tree, to make room for
interesting clusters that are being moved higher. Fourth, clusters with an especially low
interest score (representing active dislike) can simply be suppressed from the menus; thus,
a user with children may assign an extremely negative weight to the "vulgarity" attribute in
the determination of g, so that vulgar clusters and documents will not be available at all. As
the interesting clusters and the documents in them migrate toward the top of the tree, a
customized tree develops that can be more efficiently navigated by the particular user. If
menus are chosen so that each menu item is chosen with approximately equal probability,
then the expected number of choices the user has to make is minimized. If, for example, a
user frequently accessed target objects whose profiles resembled the cluster profile of cluster
(a, b, d) in Figure 8 then the menu in Figure 9 could be modified to show the structure
illustrated in Figure 10.

In the variation where the general techniques disclosed herein for estimating a user's

interest from relevance feedback are used to identify interesting clusters, it is possible for
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a user U to supply "temporary relevance feedback"” to indicate a temporary interest that is
added to his or her usual interests. This is done by entering a query as described above, i.e.,
a set of textual and other attributes that closely match the user's interests of the moment .
This query becomes "active," and affects the system's determination of interest in either of
two ways. In one approach, an active query is treated as if it were any other target object,
and by virtue of being a query, it is taken to have received relevance feedback that indicates
especially high interest. In an alternative approach, target objects X whose target profiles
are similar to an active query's profile are simply considered to have higher quality q(U, X),
in that q(U, X) is incremented by a term that increases with target object X's similarity to
the query profile. Either strategy affects the usual interest estimates: clusters that match user
U's usual interests {(and have high quality q(*)) are still considered to be of interest, and
clusters w hose profiles are similar to an active query are adjudged to have especially high
interest. Clusters that are similar to both the query and the user's usual interests are most
interesting of all. The user may modify or deactivate an active query at any ti me while
browsing. In addition, if the user discovers a target object or cluster X of particular interest
while browsing, he or she may replace or augment the original (perhaps vague) query profile
with the target profile of target object or cluster X, t hereby amplifying or refining the
original query to indicate an particular interest in objects similar to X. For example,
suppose the user is browsing through documents, and specifies an initial query containing
the word "Lloyd's," so that the system predicts documents containing the word "Lloyd's" to
be more interesting and makes them more easily accessible, even to the point of listing such
documents or clusters of such documents, as described above. In particular, certain articles
about insurance containing the phrase "Lloyd's of London" are made more easily accessible,
as are certain pieces of Welsh fiction containing phrases like "Lloyd's father." The user
browses while this query is active, and hits upon a useful article describing the relation of
Lloyd's of London to other British insurance houses; by replacing or augmenting the query
with the full text of this article, the user can turn the attention of the system to other
documents that resemble this article, such as documents about British insurance houses,
rather than Welsh folk tales.

In a system where queries are used, it is useful to include in the target profiles an
associative attribute that records the associations between a target object and whatever terms
are employed in queries used to find that target object. The association score of target

object X with a particular query term T is defined to be the mean relevance feedback on
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target object X, averaged over just those accesses of target object X that were made while
a query containing term T was active, multiplied by the negated logarithm of term T's global
frequency in all queries. The effect of this associative attribute is to increase the measured
similarity of two documents if they are good responses to queries that contain the same
terms. A further maneuver can be used to improve the accuracy of responses to a query: in
the summation used to determine the quality q(U, X) of a target object X, a term is included
that is proportional to the sum of association scores between target object X and each term
in the active query, if any, so that target objects that are closely associated with terms in an
active query are determined to have higher quality and therefore higher interest for the user.
To complement the system's automatic reorganization of the hierarchical cluster tree, the
user can be given the ability to reorganize the tree manually, as he or she sees fit. Any
changes are optionally saved on the user's local storage device so that they will affect the
presentation of the tree in future sessions. For example, the user can choose to move or
copy menu options to other menus, so that useful clusters can thereafter be chosen directly
from the root menu of the tree or from other easily accessed or topically appropriate menus.
In an other example, the user can select clusters C,, ., ... C, listed on a particular menu M
and choose to remove these clusters from the menu, replacing them on the menu with a
single aggregate cluster M' containing all the target objects from clusters C,, ., ... C, . In
this case, the immediate subclusters of new cluster M' are either taken to be clusters C,, .,
. C, themselves, or else, in a variation similar to the "scatter-gather” method, are
automatically computed by clustering the set of all the subclusters of clusters C,, C,, ... C,
according to the similarity of the cluster profiles of these subclusters.
Electronic Mall
In one application, the browsing techniques described above may be applied to a
domain where the target objects are purchasable goods. When shoppers look for goods to
purchase over the Internet or other electronic media, it is typically necessary to display
thousands or tens of thousands of products in a fashion that helps consumers find the items
they are looking for. The current practice is to use hand-crafted menus and sub-menus in
which similar items are grouped together. It is possible to use the automated clustering and
browsing methods described above to more effectively group and present the items.
Purchasable items can be hierarchically clustered using a plurality of different criteria.
Useful attributes for a purchasable item include but are not limited to a textual description

and predefined category labels (if available), the unit price of the item, and an associative
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attribute listing the users who have bought this item in the past. Also useful is an
associative attribute indicating which other items are often bought on the same shopping
"trip" as this item; items that are often bought on the same trip will be judged similar with
respect to this attribute, so tend to be grouped together. Retailers may be interested in
utilizing a similar technique for purposes of predicting both the nature and relative quantity
of items which are likely to be popular to their particular clientele. This prediction may be
made by using aggregate purchasing records as the search profile set from which a
collection of target objects is recommended. Estimated customer demand which is
indicative of (relative) inventory quantity for each target object item is determined by
measuring the cluster variance of that item compared to another target object item (which
is in stock).

As described above, hierarchically clustering the purchasable target objects results
in a hierarchical menu system, in which the target objects or clusters of target objects that
appear on each menu can be labeled by names or icons and displayed in a two -dimensional
or three-dimensional menu in which similar items are displayed physically near each other
or on the same graphically represented "shelf." As described above, this grouping occurs
both at the level of specific items (such as standard size Ivory soap or large Breck shampoo)
and at the level of classes of items (such as soaps and shampoos). When the user selects a
class of items (for instance, by clicking on it), then the more specific level of detail is
displayed. It is neither necessary nor desirable to limit each item to appearing in one group;
customers are more likely to find an object if it is in multiple categories. Non-purchasable
objects such as artwork, advertisements, and free samples may also be added to a display
of purchasable objects, if they are associated with (liked by) substantially the same users as
are the purchasable objects in the display.

Network Context of the Browsing System

The files associated with target objects are typically distributed across a large
number of different servers S1-So and clients C1-Cn. Each file has been entered into the
data storage medium at some server or client in any one of a number of ways, including, but
not limited to: scanning, keyboard input, e-mail, FTP transmission. automatic synthesis from
another file under the control of another computer program.  While a system to enable
users to efficiently locate target objects may store its hierarchical cluster tree on a single
centralized machine, greater efficiency can be achieved if the storage of the hierarchical

cluster tree is distributed across many machines in the network. Each cluster C, including
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single-member clusters (target objects), is digitally represented by a file F, which is
multicast to a topical multicast tree MT(C1); here cluster C1 is either cluster C itself or
some supercluster of cluster C. In this way, file F is stored at multiple servers, for
redundancy. The file F that represents cluster C contains at least the following data:

1. The cluster profile for cluster C, or data sufficient to reconstruct this cluster profile. 2.
The number of target objects contained in cluster C. 3. A human-readable label for cluster
C, as described in section "Labeling Clusters" above. 4. If the cluster is divided into
subclusters, a list of pointers to files representing the subclusters. Each pointer is an ordered
pair containing naming, first, a file, and second, a multicast tree or a specific server where
that file is stored. 5. If the cluster consists of a single target object, a pointer to the file
corresponding to that target object.

The process by which a client machine can retrieve the file F from the multicast tree
MT(C1) is described above in section "Retrieving Files from a Multicast Tree." Once it has
retrieved file F, the client can perform further tasks pertaining to this cluster, such as
displaying a labeled menu of subclusters, from which the user may select subclusters for the
client to retrieve next.

The advantage of this distributed implementation is threefold. First, the system can
be scaled to larger cluster sizes and numbers of target objects, since much more searching
and data retrieval can be carried out concurrently. Second, the system is fault-tolerant in that
partial matching can be achieved even if portions of the system are temporarily unavailable.
It is important to note here the robustness due to redundancy inherent in our design - data
is replicated at tree sites so that even if a server is down, the data can be located elsewhere.

The distributed hierarchical cluster tree can be created in a distributed fashion, that
is, with the participation of many processors. Indeed, in most applications it should be
recreated from time to time, because as users interact with target objects, the associative
attributes in the target profiles of the target objects change to reflect these interactions; the
system's similarity measurements can therefore take these interactions into account when
judging similarity, which allows a more perspicuous cluster tree to be built The key
technique is the following procedure for merging n disjoint cluster trees, represented
respectively by files F1...Fn in distributed fashion as described above, into a combined
cluster tree that contains all the target objects from all these trees. The files F1...Fn are
described above, except that the cluster labels are not included in the representation. The

following steps are executed by a server S1, in response to a request message from another
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server SO, which request message includes pointers to the files F1...Fn. 1. Retrieve files

F1..Fn. 2. Let L and M be empty lists. 3. For each file Fi from among F1... Fn: 4. If file
Fi contains pointers to subcluster files, add these pointers to list L. 5. If file Fi represents
a single target object, add a pointer to file Fi to list L. 6. For each pointer X on list L,
retrieve the file that pointer P points to and extract the cluster profile P(X) that this file
stores. 7. Apply a clustering algorithm to group the pointers X on list L according to the
distances between their respective cluster profiles P(X). 8. For each (nonempty) resulting
group C of pointers: 9. If C contains only one pointer, add this pointer to list M; 10.
otherwise, if C contains exactly the same subcluster pointers as does one of the files Fi from
among F1...Fn, then add a pointer to file Fi to list M; 11. otherwise: 12. Select an
arbitrary server S2 on the network, for example by randomly selecting one of the pointers
in group C and choosing the server it points to. 13. Send a request message to server S2 that
includes the subcluster pointers in group C and requests server S2 to merge the
corresponding subcluster trees. 14. Receive a response from server S2, containing a pointer
to a file G that represents the merged tree. Add this pointer to list M. 15. For each file Fi
from among F1...Fn: 16. If list M does not include a pointer to file Fi, send a message to the
server or servers storing Fi instructing them to delete file Fi. 17. Create and store a file F
that represents a new cluster, whose subcluster pointers are exactly the subcluster pointers
on list M. 18. Send a reply message to server SO, which reply message contains a pointer
to file F and indicates that file F represents the merged cluster tree.

With the help of the above procedure, and the multicast tree MT full that includes
all proxy servers in the network, the distributed hierarchical cluster tree for a particular
domain of target objects is constructed by merging many local hierarchical cluster trees, as
follows. 1. One server S (preferably one with good connectivity) is elected from the tree.
2. Server S sends itself a global request message that causes each proxy server in MTgy,
(that is., each proxy server in the network) to ask its clients for files for the cluster tree. 3.
The clients of each proxy server transmit to the proxy server any files that they maintain,
which files represent target objects from the appropriate domain that should be added to the
cluster tree. 4. Server S forms a request R1 that, upon receipt, will cause the recipient
server S1 to take the following actions: (a) Build a hierarchical cluster tree of all the files
stored on server S1 that are maintained by users in the user base of S1. These files
correspond to target objects from the appropriate domain. This cluster tree is typically

stored entirely on S1, but may in principle be stored in a distributed fashion.
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(b) Wait until all servers to which the server S1 has propagated request R have sent the
recipient reply messages containing pointers to cluster trees. (c) Merge together the cluster
tree created in step 5(a) and the cluster trees supplied in step 5(b), by sending any server
(such as S1 itself) a message requesting such a merge, as described above. (d) Upon
receiving a reply to the message sent in (c), which reply includes a pointer to a file
representing the merged cluster tree, forward this reply to the sender of request R1, unless
this is S1 itself. 5. Server S sends itself a global request message that causes all servers in
MT,,; to act on embedded request R1. 6. Server S receives a reply to the message it sent
in 5(c). This reply includes a pointer to a file F that represents the completed hierarchical
cluster tree. Server S multicasts file F to all proxy servers in MTg,;. Once the hierarchical
cluster tree has been created as above, server S can send additional messages through the
cluster tree, to arrange that multicast trees MT(C) are created for sufficiently large clusters
C, and that each file F is multicast to the tree MT(C), where C is the smallest cluster
containing file F.

MATCHIN ERS FOR TUAL COMMUNITIE

Virtual Communities

Computer users frequently join other users for discussions on computer bulletin
boards, newsgroups, mailing lists, and real-time chat sessions over the computer network,
which may be typed (as with Internet Relay Chat (IRC)), spoken (as with Internet phone),
or videoconferenced. These forums are herein termed "virtual communities.” In current
practice, each virtual community has a specified topic, and users discover communities of
interest by word of mouth or by examining a long list of communities (typically hundreds
or thousands). The users then must decide for themselves which of thousands of messages
they find interesting from among those posted to the selected virtual communities, that is,
made publicly available to members of those communities. If they desire, they may also
write additional messages and post them to the virtual communities of their choice. The
existence of thousands of Internet bulletin boards (also termed newsgroups) and countless
more Internet mailing lists and private bulletin board services (BBS's) demonstrates the very
strong interest among members of the electronic community in forums for the discussion of
ideas about almost any subject imaginable. Presently, virtual community creation proceeds
in a haphazard form, usually instigated by a single individual who decides that a topic is

worthy of discussion. There are protocols on the Internet for voting to determine whether
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a newsgroup should be created, but there is a large hierarchy of newsgroups (which begin
with the prefix "alt.") that do not follow this protocol.

The system for customized electronic identification of desirable objects described
herein can of course function as a browser for bulletin boards, where target objects are taken
to be bulletin boards, or subtopics of bulletin boards, and each target profile is the cluster
profile for a cluster of documents posted on some bulletin board. Thus, a user can locate
bulletin boards of interest by all the navigational techniques described above, including
browsing and querying. However, this method only serves to locate existing virtual
communities. Because people have varied and varying complex interests, it is desirable to
automatically locate groups of people with common interests in order to form virtual
communities. The Virtual Community Service (VCS) described below is a network-based
agent that seeks out users of a network with common interests, dynamically creates bulletin
boards or electronic mailing lists for those users, and introduces them to each other
electronically via e-mail. It is useful to note that once virtual communities have been
created by VCS, the other browsing and filtering technologies described above can
subsequently be used to help a user locate particular virtual communities (whether
pre-existing or automatically generated by VCS); similarly, since the messages sent to a
given virtual community may vary in interest and urgency for a user who has joined that
community, these browsing and filtering technologies (such as the e-mail filter) can also be
used to alert the user to urgent messages and to screen out uninteresting ones.

The functions of the Virtual Community Service are general functions that could be
implemented on any network ranging from an office network in a small company to the
World Wide Web or the Internet. The four main steps in the procedure are: 1. Scan
postings to existing virtual communities. 2. Identify groups of users with common
interests. 3. Match users with virtual communities, creating new virtual communities when
necessary. 4. Continue to enroll additional users in the existing virtual communities.

More generally, users may post messages to virtual communities pseudonymously,
even employing different pseudonyms for different virtual communities. (Posts not
employing a pseudonymous mix path may, as usual, be considered to be posts employing
a non-secure pseudonym, namely the user's true network address.) Therefore, the above
steps may be expressed more generally as follows 1. Scan pseudonymous postings to
existing virtual communities. 2. Identify groups of pseudonyms whose associated users

have common interests. 3. Match pseudonymous users with virtual communities,
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creating new virtual communities when necessary. 4. Continue to enroll additional
pseudonymous users in the existing virtual communities.

Each of these steps can be carried out as described below.

Scanning

Using the technology described above, Virtual Community Service constantly scans
all the messages posted to all the newsgroups and electronic mailing lists on a given
network, and constructs a target profile for each message found. The network can be the
Internet, or a set of bulletin boards maintained by America Online, Prodigy, or CompuServe,
or a smaller set of bulletin boards that might be local to a single organization, for example
a large company, a law firm, or a university. The scanning activity need not be confined to
bulletin boards and mailing lists that were created by Virtual Community Service, but may
also be used to scan the activity of communities that predate Virtual Community Service or
are otherwise created by means outside the Virtual Community Service system, provided
that these communities are public or otherwise grant their permission.

The target profile of each message includes textual attributes specifying the title and
body text of the message. In the case of a spoken rather than written message, the latter
attribute may b e computed from the acoustic speech data by using a speech recognition
system. The target profile also includes an associative attribute listing the author(s) and
designated recipient(s) of the message, where the recipients may be individuals and/or entire
virtual communities; if this attribute is highly weighted, then the system tends to regard
messages among the same set of people as being similar or related, even if the topical
similarity of the messages is not clear from their content, as may happen when some of the
messages are very short. Other important attributes include the fraction of the message that
consists of quoted material from previous messages, as well as attributes that are generally
useful in characterizing documents, such as the message's date, length, and reading level.

Virtual Community Identification

Next, Virtual Community Service attempts to identify groups of pseudonymous users
with common interests. These groups, herein termed "pre-communities," are represented
as sets of pseudonyms. Whenever Virtual Community Service identifies a pre-community,
it will subsequently attempt to put the users in said pre-community in contact with each
other, as described below. Each pre-community is said to be "determined" by a cluster of

messages, pseudonymous users, search profiles, or target objects.
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In the usual method for determining pre-communities, Virtual Community Service
clusters the messages that were scanned and profiled in the above step, based on the
similarity of those messages ' computed target profiles, thus automatically finding threads
of discussion that show common interests among the users. Naturally, discussions in a
single virtual community tend to show common interests; however, this method uses all the
texts from every available virtual community, including bulletin boards and electronic
mailing lists. Indeed, a user who wishes to initiate or join a discussion on some topic may
send a "feeler message" on that topic to a special mailing list designated for feeler mess
ages; as a consequence of the scanning procedure described above, the feeler message is
automatically grouped with any similarly profiled messages that have been sent to this
special mailing list, to topical mailing lists, or to topical bulletin boards. The clustering step
employs "soft clustering," in which a message may belong to multiple clusters and hence
to multiple virtual communities. Each cluster of messages that is found by Virtual
Community Service and that is of sufficient size (for example, 10 -20 different messages)
determines a pre-community whose members are the pseudonymous authors and recipients
of the messages in the cluster. More precisely, the pre-community consists of the various
pseudonyms under which the messages in the cluster were sent and received.

Alternative methods for determining a pre-community, which do not require the
scanning step above, include the following: 1. Pre-communities can be generated by
grouping together users who have similar interests of any sort, not merely Individuals who
have already written or received messages about similar topics. If the user profile associated
with each pseudonym indicates the user's interests, for example through an associative
attribute that indicates the documents or Web sites a user likes, then pseudonyms can be
clustered based on the similarity of their associated user profiles, and each of the resulting
clusters of pseudonyms determines a pre-community comprising the pseudonyms in the
cluster. 2. If each pseudonym has an associated search profile set formed through
participation in the news clipping service described above, then all search profiles of all
pseudonymous users can be clustered based on their similarity, and each cluster of search
profiles determines a pre-community whose members are the pseudonyms from whose
search profile sets the search profiles in the cluster are drawn. Such groups of people have
been reading about the same topic (or, more generally, accessing similar target objects) and
so presumably share an interest. 3. If users participate in a news clipping service or any

other filtering or browsing system for target objects, then an individual user can
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pseudonymously request the formation of a virtual community to discuss a particular cluster
of one or more target objects known to that system. This cluster of target objects
determines a pre-community consisting of the pseudonyms of users determined to be most
interested in that cluster (for example, users who have search profiles similar to the cluster
pro file), together with the pseudonym of the user who requested formation of the virtual
community.

Matching Users with Communities

Once Virtual Community Service identifies a cluster C of messages, users, search
profiles, or target objects that determines a pre-community M, it attempts to arrange for the
members of this pre-community to have the chance to participate in a common virtual
community V. In many cases, an existing virtual community V may suit the needs of the
pre-community M. Virtual Community Service first attempts to find such an existing
community V. In the case where cluster C is a cluster of messages, V may be chosen to be
any existing virtual community such that the cluster profile of cluster C is within a threshold
distance of the mean profile of the set of messages recently posted to virtual community V;
in the case where cluster C is a cluster of users, V may be chosen to be any existing virtual
community such that the cluster profile of cluster C is within a threshold distance of the
mean user profile of the active members of virtual community V; in the case where the
cluster C is a cluster of search profiles, V may be chosen to be any existing virtual
community such that the cluster profile of cluster C is within a threshold distance of the
cluster profile of the largest cluster resulting from clustering all the search profiles of active
members of virtual community V; and in the case where the cluster C is a cluster of one or
more target objects chosen from a separate browsing or filtering system, V may be chosen
to be any existing virtual community initiated in the same way from a cluster whose cluster
profile in that other system is within a threshold distance of the cluster profile of cluster C.
The threshold distance used in each case is optionally dependent on the cluster variance or
cluster diameter of the profile sets whose means are being compared.

If no existing virtual community V meets these conditions and is also willing to
accept all the users in pre-community M as new members, then Virtual Community Service
attempts to create a new virtual community V. Regardless of whether virtual community
V is an existing community or a newly created community, Virtual Community Service
sends an e-mail message to each pseudonym P in pre-community M whose associated user

U does not already belong to virtual community V (under pseudonym P) and has not
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previously tured down a request to join virtual community V. The e-mail message informs
user U of the existence of virtual community V , and provides instructions which user U
may follow in order to join virtual community V if desired; these instructions vary
depending on whether virtual community V is an existing community or a new community.
The message includes a credential, granted to pseudonym P, which credential must be
presented by user U upon joining the virtual community V, as proof that user U was actually
invited to join. If user U wishes to join virtual community V under a different pseudonym
Q, user U may first transfer the credential from pseudonym P to pseudonym Q, as described
above. The e-mail message further provides an indication of the common interests of the
community, for example by including a list of titles of messages recently sent to the
community, or a charter or introductory message provided by the community (if available),
or a label generated by the methods described above that identifies the content of the cluster
of messages, user profiles, search profiles, or target objects that was used to identify the
pre-community M.

If Virtual Community Service must create a new community V, several methods are
available for enabling the members of the new community to communicate with each other.
If the pre-community M is large, for example containing more than 50 users, then Virtual
Community Service typically establishes either a multicast tree, as described below, or a
widely-distributed bulletin board, assigning a name to the new bulletin board. If the
pre-community M has fewer members, for example 2-50, Virtual Community Service
typically establishes either a multicast tree, as described below, or an e-mail mailing list.
If the new virtual community V was determined by a cluster of messages, then Virtual
Community Service kicks off the discussion by distributing these messages to all members
of virtual community V. In addition to bulletin boards and mailing lists, aiternative fora that
can be created and in which virtual communities can gather include real-time typed or
spoken conversations (or engagement or distributed multi-user applications including video
games) over the computer network and physical meetings, any of which can be scheduled
by a partly automated process wherein Virtual Community Service requests meeting time
preferences from all members of the pre-community M and then notifies these individuals
of an appropriate meeting time.

Continued Enroliment
Even after creation of a new virtual community, Virtual Community Service

continues to scan other virtual communities for new messages whose target profiles are
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similar to the community's cluster profile (average message profile). Copies of any such
messages are sent to the new virtual community, and the pseudonymous authors of these
messages, as well as users who show high interest in reading such messages, are informed
by Virtual Community Service (as for pre-community members, above) that they may want
to join the community. Each such user can then decide whether or not to join the
community. In the case of Internet Relay Chat (IRC), if the target profile of messages in a
real time dialog are (or become) similar to that of a user, VCS may also send an urgent e-
mail message to such user whereby the user may be automatically notified as soon as the
dialog appears, if desired.

‘With these facilities, Virtual Community Service provides automatic creation of new
virtual communities in any local or wide- area network, as well as maintenance of all virtual
communities on the network, including those not created by Virtual Community Service.
The core technology underlying Virtual Community Service is creating a search and
clustering mechanism that can find articles that are "similar" in that the users share
interests. This is precisely what was described above. One must be sure that Virtual
Community Service does not bombard users with notices about communities in which they
have no real interest. On a very small network a human could be "in the loop", scanning
proposed virtual communities and perhaps even giving them names. But on larger networks
Virtual Community Service has to run in fully automatic mode, since it is likely to find a
large number of virtual communities.

Delivering Messages to a Virtual Community

Once a virtual community has been identified, it is straightforward for Virtual
Community Service to establish a mailing list so that any member of the virtual community
may distribute e-mail to all other members. Another method of distribution is to use a
conventional network bulletin board or newsgroup to distribute the messages to all servers
in the network, where they can be accessed by any member of the virtual community.
However, these simple methods do not take into account cost and performance advantages
which accrue from optimizing the construction of a multicast tree to carry messages to the
virtual community. Unlike a newsgroup, a multicast tree distributes messages to only a
selected set of servers, and unlike an e-mail mailing list, it does so efficiently.

A separate multicast tree MT(V) is maintained for each virtual community V, by use
of the following four procedures. 1. To construct or reconstruct this multicast tree, the core

servers for virtual community V are taken to be those proxy servers that serve at least one
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pseudonymous member of virtual community V. Then the multicast tree MT(V) is
established via steps 4 -6 in the section "Multicast Tree Construction Procedure" above. 2.
When a new user joins virtual community V, which is an existing virtual community, the
user sends a message to the user's proxy server S. If user's proxy server S is not already a
core server for V, then it is designated as a core server and is added to the multicast tree
MT(V), as follows. If more than k servers have been added since the last time the multicast
tree MT(V) was rebuilt, where k is a function of the number of core servers already in the
tree, then the entire tree is simply rebuilt via steps 4-6 in the section "Multicast Tree
Construction Procedure" above. Otherwise, server S retrieves its locally stored list of
nearby core servers for V, and chooses a server S1. Server S sends a control message to S1,
indicating that it would like to be added to the multicast tree MT(V). Upon receipt of this
message, server S1 retrieves its locally stored subtree G1 of MT(V), and forms a new graph
G from G1 by removing all degree-1 vertices other than S1 itself. Server S1 transmits graph
G t o server S, which stores it as its locally stored subtree of MT(V). Finally, server S sends
a message to itself and to all servers that are vertices of graph G, instructing these servers
to modify their locally stored subtrees of MT(V) by adding S as a vertex and adding an edge
between S1 and S. 3. When a user at a client q wishes to send a message F to virtual
community V, client q embeds message F in a request R instructing the recipient to store
message F locally, for a limited time, for access by member s of virtual community V.
Request R includes a credential proving that the user is a member of virtual community V
or is otherwise entitled to post messages to virtual community V (for example is not “black
marked” by that or other virtual community members). Client q then broadcasts request R
to all core servers in the multicast tree MT(V), by means of a global request message
transmitted to the user's proxy server as described above. The core servers satisfy request
R, provided that they can verify the included credential. 4. In order to retrieve a particular
message sent to virtual community V, a user U at client q initiates the steps described in
section "Retrieving Files from a Multicast Tree," above. If user U does not want to retrieve
a particular message, but rather wants to retrieve all new messages sent to virtual
community V, then user U pseudonymously instructs its proxy server (which is a core server
for V) to send it all messages that were multicast to MT(V) afier a certain date. In either
case, user U must provide a credential proving user U to be a member of virtual community

V, or otherwise entitled to access messages on virtual community V.
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SUMMARY

A method has been presented for automatically selecting articles of interest to a user.

The method generates sets of search profiles for the users based on such attributes as the
relative frequency of occurrence of words in the articles read by the users, and uses these

5  search profiles to efficiently identify future articles of interest. The methods is characterized
by passive monitoring (users do not need to explicitly rate the articles), multiple search
profiles per user (reflecting interest in multiple topics) and use of elements of the search
profiles which are automatically determined from the data (notably, the TF/IDF measure
based on word frequencies and descriptions of purchasable items). A method has also been

10 presented for automatically generating menus to allow users to locate and retrieve articles
on topics of interest. This method clusters articles based on their similarity, as measured by
the relative frequency of word occurrences. Clusters are labeled either with article titles or
with key words extracted from the article. The method can be applied to large sets of
articles distributed over many machines.

15 It has been further shown how to extend the above methods from articles to any class
of target objects for which profiles can be generated, including news articles, reference or
work articles, electronic mail, product or service descriptions, people (based on the articles
they read, demographic data, or the products they buy), and electronic bulletin boards (based
on the articles posted to them). A particular consequence of being able to group people by

20 their interests is that one can form virtual communities of people of common interest, who

can then correspond with one another via electronic mail.
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WE CLAIM:

1. A method for providing a user with access to selected ones of a
plurality of target objects and sets of target object characteristics that are accessible
via an electronic storage media, where said users are connected via user terminals
and data communication connections to a target server system which includes said

5 electronic storage media, said method comprising the steps of:

automatically generating target profiles for target objects and sets of target
object characteristics stored in said electronic storage media, each of said target
profiles being generated from the contents of an associated one of said target objects
and sets of target object characteristics;

10 automatically generating at least one user target profile interest summary for
a user at a user terminal, each said user target profile interest summary being
generated from ones of said target objects and sets of target object characteristics
accessed by said user; and

enabling access to said plurality of target objects and sets of target object

15 characteristics stored on said electronic storage media by users via said target

profiles.

2. The method of claim 1 wherein said step of enabling access comprises:
correlating said user target profile interest summaries, generated for an
identified user, with said generated target profiles to identify ones of said plurality
of target objects and sets of target object characteristics stored on said electronic

5 storage media that are likely to be of interest to said identified user.

3. The method of claim 2 wherein said step of enabling access further
comprises:  transmitting a list, that identifies at least one of said identified ones of
said plurality of target objects and sets of target object characteristics, to said
identified user; and

5 providing access to a selected one of said plurality of target objects and sets
of target object characteristics stored on said electronic storage media in response

to said identified user selecting an item from said list.
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4. The method of claim 3 wherein said step of providing access
comprises:

transmitting data, in response to said identified user activating a one of said

user terminals to identify said selected item on said list, indicative of said identified

5 user’s selection of said selected item from said one user terminal to said target

server via a one of said data communication connections.

5. The method of claim 4 wherein said step of providing access further
comprises:

retrieving, in response to receipt of said data from said one user terminal, a

target object identified by said selected item from said electronic storage media; and

5 transmitting said retrieved target object to said one user terminal for display

thereon to said identified user.

6. The method of claim 2 wherein said step of enabling access further
comprises:  transmitting at least one of said identified ones of said plurality of
target objects and sets of target object characteristics, to said identified user in
advance of said user requesting said at least one of said identified ones of said

S plurality of target objects and sets of target object characteristics.

7. The method of claim 2 wherein said step of enabling access further
comprises:  transmitting a list, that identifies at least one of said identified ones of
said plurality of target objects and sets of target object characteristics, to said
identified user; and

5 transmitting said identified ones of said plurality of target objects and sets of
target object characteristics stored on said electronic storage media from said target
server system to a designated server located closer via said electronic

communications connections to said user terminal than said target server system.

8. The method of claim 7 wherein said step of providing access

comprises:
transmitting data, in response to said identified user activating a one of said

user terminals to identify said selected item on said list, indicative of said identified
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5 user’s selection of said selected item from said one user terminal to said designated

server via a one of said data communication connections.

9. The method of claim 8 wherein said step of providing access further
comprises:
retrieving, in response to receipt of said data from said one user terminal, a
target object identified by said selected item from said designated server; and
5 transmitting said retrieved target object to said one user terminal for display

thereon to said identified user.

10. The method of claim 1 wherein said target object is a document having
at least one page, said step of enabling access comprises:
automatically generating a user target profile interest summary for an
identified user that is indicative of target objects and sets of target object
5 characteristics retrieved by said identified user as well as the number of pages of said

retrieved documents accessed by said identified user.

11. The method of claim 10 wherein said automatically generated user
target profile interest summaries are also indicative of a length of time said
identified user accessed said retrieved target objects and sets of target object

characteristics.

12. The method of claim 1 wherein said step of automatically generating
target profiles comprises:
automatically generating a hierarchical menu that directs said users to at
least a subset of said plurality of target objects and sets of target object
5 characteristics stored on said electronic media, comprising:

sorting all target objects and sets of target object characteristics in said
subset into a plurality of clusters of target objects and sets of target object
characteristics based on an empirical measure of similarity of content of said

target objects and sets of target object characteristics, and
10 generating a hierarchical menu that identifies a content in common of

target objects and sets of target object characteristics sorted into each of said

-110-

IPR2025-00200 / 722 Patent Page 303 of 1171 EX1002



WO 97/16796 PCT/US96/17981
plurality of clusters, to enable said identified user to identify ones of said

plurality of target objects and sets of target object characteristics stored on
said electronic storage media that are likely to be of interest to said identified

15 user.

13. The method of claim 12 wherein said step of automatically generating
a hierarchical menu further comprises:

ascribing a cluster profile to each of said plurality of clusters.

14. The method of claim 12 wherein said step of sorting comprises:

dividing said plurality of target objects and sets of target object characteristics
into at least two clusters based upon said empirical measure of similarity of content
of said target objects and sets of target object characteristics,

5 subdividing each of said at least two clusters into at least two subclusters
based upon said empirical measure of similarity of content of said target objects and
sets of target object characteristics, and

repeating said step of subdividing to produce a multi-level hierarchy of

identified clusters.

1S. The method of claim 14 wherein said step of generating a hierarchical
menu comprises:
ascribing a cluster profile to each cluster produced by all steps of dividing and

subdividing in said step of sorting.
16.  The method of claim 15 wherein said step of ascribing comprises:
identifying at least one term in said generated target profiles produced for
ones of said plurality of target objects and sets of target object characteristics sorted
into a cluster that is indicative of the target content of said ones of said plurality of

5 target objects and sets of target object characteristics sorted into said cluster.

17. The method of claim 15 wherein said step of ascribing comprises:
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selecting at least one target object of said ones of said plurality of target

objects and sets of target object characteristics sorted into said cluster that are
closest to the center of the cluster, and

5 ascribing a cluster profile that is indicative of the target content of said ones

of said plurality of target objects and sets of target object characteristics sorted into

said cluster, said cluster profile comprising elements of at least one of: a title of said

selected at least one target object and sets of target object characteristics, and a set

of words contained in the target profile of said selected at least one target object

10 cluster which have the highest relative frequency.

18.  Apparatus for providing a user with access to selected ones of a
plurality of target objects and sets of target object characteristics that are accessible
via an electronic storage media, where said users are connected via user terminals
and data communication connections to a target server system which includes said

5 electronic storage media, comprising:

means for automatically generating target profiles for target objects and sets
of target object characteristics stored in said electronic storage media, each of said
target profiles being generated from the contents of an associated one of said target
objects and sets of target object characteristics;

10 means for automatically generating at least one user target profile interest
summary for a user at a user terminal, each said user target profile interest summary
being generated from ones of said target objects and sets of target object
characteristics accessed by said user; and

means for enabling access to said plurality of target objects and sets of target

15 object characteristics stored on said electronic storage media by users via said target
profiles.

19.  The apparatus of claim 18 wherein said means for enabling access
comprises:

means for correlating a user target profile interest summary, generated for an

identified user, with said generated target profiles to identify ones of said plurality

5 of target objects and sets of target object characteristics stored on said electronic

storage media that are likely to be of interest to said identified user.
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20. The apparatus of claim 19 wherein said means for enabling access
further comprises:
means for transmitting a list, that identifies at least one of said identified ones
of said plurality of target objects and sets of target object characteristics, to said
5 identified user; and
means for providing access to a selected one of said plurality of target objects
and sets of target object characteristics stored on said electronic storage media in

response to said identified user selecting an item from said list.

21. The apparatus of claim 20 wherein said means for providing access
comprises:

means for transmitting data, in response to said identified user activating a

one of said user terminals to identify said selected item on said list, indicative of said

5 identified user’s selection of said selected item from said one user terminal to said

target server via a one of said data communication connections.

22. The apparatus of claim 21 wherein said means for providing access
further comprises:
means for retrieving, in response to receipt of said data from said one user
terminal, a target object identified by said selected item from said electronic storage
5 media; and
means for transmitting said retrieved target object to said one user terminal

for display thereon to said identified user.

23.  The apparatus of claim 19 wherein said means for enabling access
further comprises:
means for transmitting at least one of said identified ones of said plurality of
target objects and sets of target object characteristics, to said identified user in
S advance of said user requesting said at least one of said identified ones of said

plurality of target objects and sets of target object characteristics.
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24, The apparatus of claim 19 wherein said means for enabling access
further comprises: |

means for transmitting a list, that identifies at least one of said identified ones
of said plurality of target objects and sets of target object characteristics, to said

5 identified user; and

means for transmitting said identified ones of said plurality of target objects
and sets of target object characteristics stored on said electronic storage media from
said target server system to a designated server located closer via said electronic

communications connections to said user terminal than said target server system.

25. The apparatus of claim 24 wherein said means for providing access
comprises:

means for transmitting data, in response to said identified user activating a

one of said user terminals to identify said selected item on said list, indicative of said

5 identified user’s selection of said selected item from said one user terminal to said

designated server via a one of said data communication connections.

26. The apparatus of claim 25 wherein said means for providing access
further comprises:
means for retrieving, in response to receipt of said data from said one user
terminal, a target object identified by said selected item from said designated server;
5 and
means for transmitting said retrieved target object to said one user terminal

for display thereon to said identified user.

27. The apparatus of claim 20 wherein said target object is a document
having at least one page, said means for enabling access comprises:
means for automatically generating a user target profile interest summary for
an identified user that is indicative of target objects and sets of target object
5 characteristics retrieved by said identified user as well as the number of pages of said

retrieved documents accessed by said identified user.
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28.  The apparatus of claim 27 wherein said automatically generated user

target profile interest summary is also indicative of a length of time said identified

user accessed said retrieved target objects and sets of target object characteristics.

29. The apparatus of claim 22 wherein said means for automatically

generating target profiles comprises:
means for automatically generating a hierarchical menu that directs said
users to at least a subset of said plurality of target objects and sets of target object

5 characteristics stored on said electronic media, comprising:
means for sorting all target objects and sets of target object
characteristics in said subset into a plurality of clusters of target objects and
sets of target object characteristics based on an empirical measure of
similarity of content of said target objects and sets of target object
10 characteristics, and

means for generating a hierarchical menu that identifies the content
in common of target objects and sets of target object characteristics sorted
into each of said plurality of clusters, to enable said identified user to identify
ones of said plurality of target objects and sets of target object characteristics
15 stored on said electronic storage media that are likely to be of interest to said

identified user.

30. The apparatus of claim 29 wherein said means for automatically
generating a hierarchical menu further comprises:

means for ascribing a cluster profile to each of said plurality of clusters.

31.  The apparatus of claim 29 wherein said means for sorting comprises:

means for dividing said plurality of target objects and sets of target object
characteristics into at least two clusters based upon said empirical measure of
similarity of content of said target objects and sets of target object characteristics,

5 means for subdividing each of said at least two clusters into at least two
subclusters based upon said empirical measure of similarity of content of said target

objects and sets of target object characteristics, and

-115-

IPR2025-00200 / 722 Patent Page 308 of 1171 EX1002



WO 97/16796 PCT/US96/17981
means for repeating said step of subdividing to produce a multi-level

hierarchy of identified clusters.

32. The apparatus of claim 31 wherein said means for generating a
hierarchical menu comprises:
means for ascribing a cluster profile to each cluster produced by all said

means for dividing and subdividing.

33.  The apparatus of claim 32 wherein said means for ascribing comprises:

means for identifying at least one term in said generated target profiles

produced for ones of said plurality of target objects and sets of target object

characteristics sorted into a cluster that is indicative of the target content of said

5 ones of said plurality of target objects and sets of target object characteristics sorted
into said cluster.

34. The apparatus of claim 32 wherein said means for ascribing comprises:

means for selecting at least one target object of said ones of said plurality of

target objects and sets of target object characteristics sorted into said cluster that are
closest to the center of the cluster; and

5 means for ascribing a cluster profile that is indicative of the target content of

said ones of said plurality of target objects and sets of target object characteristics

sorted into said cluster, said cluster profile comprising elements of at least one of:

a title of said selected at least one target object, and a set of words contained in the

target profile of said selected at least one target object cluster which have the

10 highest relative frequency.
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MESSAGE ROUTER

BACKGROUND OF THE INVENTION

Generally, under the current state of technology and in the past, television
has been delivered to the residential home either through radio-frequency broadcasts,
5 satellite downlink, or over coaxial cable television (CATV) network. Data network
communications, such as Internet access, have been delivered via the telephone
networks through dial-up connections, ISDN (Integrated Services Digital Network),
and DSL (Digital Subscriber Line) lines or over hybrid broadcast/data CATV
networks, where a portion of the bandwidth transmitted by the coaxial cable is
10 allocated for shared data network functionality using a CSMA/CD-style transmission
protocol. Less commonly, data connections to the home are provided via satellite
links where data are downloaded via the satellite link and uploads are handled
through land lines, such as the telephone network. Another technique is to transmit

data to the home via wireless, CAMA, for example, links.

15 Almost universally, the clients or network devices in the residences are
personal computers. Typically, they execute application programs such as email
clients and browsers that utilize the data network connectivity offered by one of the

above techniques.

The trend, however, is towards a more ubiquitous computing model where
20 the n.etwork devices in the home will be embedded systems designed for a particular
function or purpose. This has already occurred to some degree. Today, for example,
CATYV network set-top boxes typically have limited data communication
capabilitiés. Their main function is to handle channel access issues between

residential users and a server on the cable TV network.
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In the future, the functionality offered by these set-top boxes or other
embedded platforms, such as a game system, will be expanded. For example, they
may offer Internet browsing capabilities and e-commerce serving capabilities.
Moreover, it is anticipated that common-household appliances will also have

5 network functionality, in which they will be attached to the network to automate

various tasks.

The data networks must evolve with deployment of these embedded systems.
Where the personal computer can be updated with new network drivers as the
network evolves, embedded client systems remain relatively static. Moreover, the
10  process of installation in the residence must be made less complicated so that a
network technician is not required every time a new embedded device is connected

onto the network.

SUMMARY OF THE INVENTION
One issue that arises in the context of these data networks is a messaging
15 system that is adaptable and can monitor the status of the embedded devices to
enable effective communication between the server system and the devices. This
issue is particularly critical where communication with and among the embedded

devices is sporadic due to the mobile/transient nature of these network devices.

The present disclosed system is directed toward a communication and
20 management system that dynamically targets network devices for content
deployment, such as application programs, device drivers, configuration files, and

registry subhives.

Moreover, the present system targets users of network devices for
promotions, such as advertisements offered by Internet e-commerce sites.
25 Promotions arc generally icons or graphic images with links to host web servers

overlaying a video display, but also includes audio and video clips or data streams,
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Network devices and their users are targeted through user profiles. User
profiles are created when network devices register with the system server and are
continually updated with information provided by user activity and event logs that

are periodically uploaded from each device.

5 The present invention implements a scalable messaging system for data
transmission between the system server and among the network devices such that it

is neutral as to the specific hardware platforms on which it is implemented.

According to the present invention, a message router system is provided that
transfers messages to the embedded devices over the data network when those
10 embedding devices are accepting messages. A message store, however, is also
provided that can temporarily store the messages when the destination embedded
device is unavailable. The message router can handle delivery at a later time when
the network device is active and able to receive messages (i.e. the network device is

powered on).

15 In general, according to one aspect, the invention features a message router
system for a server system that communicates with embedded devices over a data
network. The router system comprises a router that transfers messages to the
embedded devices on the data network when the embedded devices are accepting
messages. A message store is also provided that temporarily stores the messages

20 when the embedded devices are not active and stores them until the message devices

can accept the messages.

In specific embodiments, the system comprises a system manager, executing
on the server system, that tracks that states of the embedded devices on the data
network and whether the embedded devices are able to receive messages. A queue

25 manager can also be provided for facilitating the transfer of messages between the

message router and the system manager.
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According to other aspects of the preferred embodiments, the router retrieves
messages from the message store when the system manager indicates that the
embedded device, to which the messages are addressed, are able to receive the

messages.

5 Moreover, to handle the transfer of large files, a bulk data transfer manager is
provided on the server system with a corresponding bulk data transfer agent on the
network device. Typically, the bulk data transfer agent requests a file at a specific
location, which the bulk transfer manager then sends. This interchange happens

without any intervention from the router.

10 In general, according to another aspect, the invention also features a method
for routing messages from a server system to embedded devices over a data network.
This method comprises transferring messages to the embedded devices over the
network when the embedded messages are accepting messages. The messages are
stored when the embedded device is inactive and remain stored until the embedded

15 device can receive the messages.

The above and other features of the invention including various novel details
of construction and combinations of parts, and other advantages, will now be more
particularly described with reference to the accompanying drawings and pointed out
in the claims. It will be understood that the particular method and device embodying

20 the invention are shown by way of illustration and not as a limitation of the
invention. The principles and features of this invention may be employéd in various

and numerous embodiments without departing from the scope of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS
In the accompanying drawings, reference characters refer to the same parts
25 throughout the different views. The drawings are not necessarily to scale; emphasis

has instead been placed upon illustrating the principles of the invention.
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Of the drawings:

Fig. 1A is a schematic block diagram depicting a cable network
infrastructure in which one embodiment of the present invention functions.

Fig. 1B is a schematic block diagram depicting a satellite network
infrastructure in which another embodiment of the present invention functions.

Fig. 1C is a schematic block diagram depicting a Digital Subscriber Line
(DSL) network infrastructure in which still another embodiment of the present
invention functions.

Fig. 1D is a schematic block diagram depicting a wireless network
infrastructure in which another embodiment of the present invention functions.

Fig. 2A is a block diagram depicting the interaction of the components of the
server system and the embedded client system according to the invention.

Fig. 2B is'a process diagram illustrating the interaction between a queue
manager and the message router according to the invention.

Fig. 2C is a process diagram illustrating a process for delivering a message
via the message router according to the invention.

Fig. 3 is a state line diagram illustrating a process for automatically
registering a device and generating user profiles for targeting content according to
the invention.

Fig. 4A is a state line diagram illustrating a process for targeting consumers
with content (e.g., graphical promotion) and deploying the content to a targeted
device according to the invention.

Fig. 4B is a process diagram illustrating a process for scheduling activation
of content with a predetermined date and time according to the invention.

Fig. 4C is a process diagram illustrating a process for scheduling activation
of content by server activation according to the invention.

Fig. 4D is a process diagram illustrating a process for event driven activation

of content according to the invention.
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Fig. 4E is a block diagram depicting event driven activation involving trigger
signals in the video stream according to the invention.

Fig. 5A is an example of the Document Type Definition used to define the
document structure of the user activity and event logs written in XML (Extensible
Markup Language) according to the invention.

Fig. 5B is an example of the representation of events stored in a user activity
and event log written in XML according to the invention.

Fig. 6 is a state line diagram illustrating a process for automatically for
updating user profiles through uploading and parsing user activity and event logs
according to the invention.

Fig. 7 is a process diagram illustrating a process for dynamically installing a
driver on a network device according to the invention.

Fig. 8 is a flow diagram showing the uninstallation of the driver on the

network device according to the invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention is a communications and management system
executing over a data network for targeting content, including promotions, to users
of network devices whose attributes match the attributes of a group profile along

with maintaining those network devices.

The system and methods of the present invention can be implemented over a
variety of data network infrastructure including cable, satellite, Digital Subscriber

Lines (DSL), and wireless networks.

Fig. 1A shows one embodiment of the present invention in which the
communications and management system is implemented over a cable network. In
this environment, audio and video broadcasts are typically frequency multiplexed
with data transmissions on the coaxial cables extending from the head end 50 to the

exemplary network devices 80A, 80B, 80C, and 80D (collectively referred to as 80).
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Video content providers 20 as well as Internet content providers 10 (Z.e. host
web servers) deliver their audio/video/data signals to a cable service
provider/internet service provider (CSP/ISP) data center 40. The Internet content
providers 10 deliver their data to the data center 40 via the Internet 30. Typically,
video content providers 20 transmit their video signals to the data center 40 via some
broadcast medium, such as conventional radio-frequency television broadcasting

techniques, or via a digital satellite downlink.

The CSP/ISP data center 40 transmits the audio/video/data signals to
multiple head ends 50 (only one being shown for simplicity of illustration). The
connection between the data center 40 and the head end 50 is typically a hybrid
CATV/data connection, which is supported by an optical fiber infrastructure. Part of
this infrastructure carries the audio/video signals, which are directed from the data
center 40 to the network devices 80. Part of this network also carries the bi-
directional data communications associated with network control and internet

service provisioning.

The head end 50 distributes the audio/video/data signals over a cable
network of hubs 60 and local nodes 70 to a variety of network devices 80, such as
set-top boxes, web phones, and cable modems. Some network devices 80D, such as
a web phone, have a built-in video display 310 and speaker system 315. Other
network devices 80C are peripherally attached to a video display device and speaker

system such as a television 300.

In one embodiment of the present invention, the server system (100A and
100B, collectively referred to as 100), is located at the CSP/ISP data center 40 and
the head end 50 of the cable network. Installation of the server system at the data
center 40 and the head end 40 allows for scalability. The server system 100A at the
data center 40 typically provides centralized management for configuring group
profiles and content deployment options, while the server system 100B at the head
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end 50 preferably handles the registration, user profile updates, content deployment,

and other services among the network devices 80.

There are alternative schemes for deploying the server system 100 within the
cable network infrastructure depending on the capacity of the server system 100 and
5 number of network devices 80. For example, the server system 100 is deployed at
the hub 60 level when the population of devices is sufficiently dense to necessitate

such distribution of the communication load.

Fig. 1B shows an embodiment of the present invention in which the

communications and managément system is implemented on a satellite network. In
10 this environment, the server system 100 is located at data center 45.

The server system 100 transmits data to the network devices 80 via a satellite
uplink device 90 to a satellite 93, which, in turn, transmits the data to a residential
satellite downlink dish 95. The data are received by the network devices 80
connected to the downlink feed 97.

15 For the return, upload, path, the network devices 80 transmit data to the
server system 100 through a built-in modem, other dial-up device, or a land line
system such as ISDN or DSL. The modem connects to a central office or point-of-
presence (POP) 55, which, in turn, transmits the return-path data over the Internet 30
to the data center 45.

20 Fig. 1C shows an embodiment of the present invention in which the
communications and management system is implemented on a Digital Subscriber
Line (DSL) network. In this environment, the server system 100 is located at data

center 45.

The server system 100 communicates bi-directionally with the network

25 devices 80 via the Internet 30 or closed network connection, such as frame-relay, to
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a central office or point-of-presence (POP) 55. In one embodiment, the Internet
connection between the server system 100 and the central office 55 is over a Virtual

Private Network (VPN) providing a private, secure, encrypted connection tunnel.

- The network devices 80 are connected to the Internet 30 by the central office
5 55 via Digital Subscriber Lines (DSL).

Fig. 1D shows an embodiment of the present invention in which the
communications and management system is implemented on a wireless network.
This environment is similar to the DSL network with the exception that the network
devices 80 are connected to the Internet 30 by the central office 55 via wireless,

10 typically CDMA, connections.

Fig. 2A shows the organization of the server system 100 and the embedded
client system 200 interacting to implement the communications and management

system.

In brief overview, the server system 100 includes a management console 110,
15 a system manager 120, a data store 130, a queue manager 140, a message router
150, a bulk data transfer manager 160, and an XML file processor 170. The
embedded client system 200 executing in the network devices include a web browser
210, a system agent 220, a promotion notification agent 230, a queue manager 240,

a logging agent, 250, and a bulk data transfer agent 260.

20 In more detail, the management console 100 is preferably implemented as a
web server. In one embodiment of the present invention, the management console
100 is a Microsoft® Internet Information Server (IIS) implementing Active Server

Pages (ASP).
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The management console 100 provides, upon request by a system
administrator, a web page interface for specifying the content to deploy, the
attributes of a group profile that target a market segment of potential consumers,
installation information, and criteria for activating the content or displaying the

5 promotions at the network devices. Upon submitting the web page, the management
console 100 communicates with the system manager 120, via an Application
Programming Interface (API) to store the targeted group profile, activation criteria,
and the content and promotions to the data store 130. In one embodiment the API is

a Microsofi® COM interface.

10 Content includes, but is not limited to, applications, device drivers, data files,
regisiry sub-hives, and promotions. Promotions are a special type of content that
advertise goods and services. Promotions overlay the videco display of a nétwork
device with a graphic, image, or animated icon that launches a web browser to a host
web server in response to the user clicking or selecting it. Promotions also include

15 audio and video clips or data streams. One or more promotions can be displayed on

the video display at one time.

The management console 110 also p;rovides a web page interface to users
upon request during the initial registration of their network devices. Users will
register through the web page interface, providing data about themselves. Upon

20 submitting the web page, the management console 110 communicates with the
system manager 120, via the COM interface, to store the user data as attributes of a
user profile. The attributes of the user profile are associated with the attributes of
the group profile in order to target potential consumers who would be interested in

the content or promotions.
25 The system manager 120 is an application-level process that manages the

reading and writing of data to the data store 130. The system manager 120, through

its COM interface, allows the management console 110 to store user profiles,
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content including promotions along with associated group profiles, installation
information, and activation criteria. In addition, the system manager 120 updates the

user and group profiles whenever new attributes are received.

The system manager 120 also interacts with the system agent 220 of the
5 targeted network devices by sending and receiving messages through a messaging
protocol. The interaction of the system manager 120 and the system agent 220
implement the scheduling of content deployment as well as installation and
activation of the content. In one embodiment, the system manager is implemented

as a Microsoft® COM object.

10 The queue manager 140 is an application-level process that communicates
with the message router 150 on behalf of other processes, such as the system
manager 120, in order to send and receive messages among the embedded client
systems 200. In one embodiment, the queuc manager 140 is implemented as a C++
object. The queue manager 140 also manages incoming and outgoing queues on

15 behalf of the other processes in the system server 100.

The queue manager 140 handles two types of queues, persistent queues and
volatile queues. Messages, whose message type indicates persistent storage, are
stored such that the message will not be lost during power outages and lost network
connections. A persistent queue is stored in persistent flash memory or in a location

20 on the hard disk of the network device. Other messages, not intended for persistent
storage, are stored to volatile queues and might be lost during power outage and lost

network connections.

The data store 130 is a database that stores the attributes of the user profiles,
group profiles, content and promotions along with the activation criteria. In addition,
25 the data store 130 stores messages intended for network devices that are unavailable

during the initial delivery attempt. The data store provides persistence to the data
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stored such that the content, profiles, and messages will not be lost during a power
outage. In one embodiment, the data store 130 is a Microsoft® SQL version 7

database. Since the data store stores content, it is also known as a content store.

The bulk data transfer manager 160 is an application-level process that is
5 responsible for the transfer of bulk data to targeted network devices. Bulk data
include large stream-oriented data, such as a promotions, files, or registry sub-key
hives. The bulk data transfer manager 160 does not transmit data over the
messaging protocol. Instead, it transmits serialized data over a network transport

protocol, such as TCP/IP.

10 The bulk data transfer manager 160 has access to the data store 130 for transmitting

content and promotions.

The XML File Processor 170 is an application-level process that is
responsible for parsing out the user attributes from the raw user activity and event
logs and updating the appropriate user profiles. In one embodiment, the logs are

15 stored as XML files in the data store 130.

In more detail of the embedded client system 200, the system agent 220 is an
application-level process that communicates with the system manager 120 handling
various request messages and registration. In handling the various request messages,
the system agent communicates with the other embedded client system components

20 in order to effect a proper response or behavior. In one embodiment, the system

agent 220 is implemented as a C++ object.

As in the system server, the queue manager 240 is an application-level
process that communicates with the message router 150 on behalf of other processes,
such as the system agent 220, in order to send and receive messages to the system

25 server 100 and other network devices. In one embodiment, the queue manager 240
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is implemented as a C++ object. The queue manager 240 also manages incoming
and outgoing queues on behalf of the other processes in the embedded client system

200.

The queue manager 240 handles two types of queues, persistent queues and
5 wvolatile queues. Messages, whose message type indicates persistent storage, are
stored such that the message will not be lost during power outages and lost network
connections. A persistent queue is stored in persistent flash memory or in a location
on the hard disk of the network device. Other messages, not intended for persistent
storage, are stored to volatile queues and might be lost during power outage and lost

10 network connections.

The bulk data transfer agent 260 is an application-level process that handles
requests from the system agent 220 to either download content and promotions or
upload user activity and event logs. The bulk data transfer agent 260 communicates
with the bulk data transfer manager 160 of the system server 100 over a network

15 transport protocol, such as TCP/IP. The bulk data transfer agent 260 notifies the
system agent 220 upon completion or failure of the data transfer. In one

embodiment, the system agent 220 is implemented as a C++ object.

The promotion notification agent 230 is an application-level process that
triggers and handles the display of promotions. The promotion notification agent
20 230 overlays the promotion or promotions onto the video signal that gets displayed
on a monitor connected to a set-top box or to a web phone display. The promotion
notification agent 230 coordinates the activation of promotions. A promotion
notification agent 230 will display the promotion in response to an event, invocation
by the system manager 120, or scheduling information provided with the promotion

25  itself.
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The web browser 210 is an application-level process that displays web pages
from web host servers such as the management console 110 of the system server 100

enabling registration of user attributes.

The logging agent 250 is an application-level component that monitors and
5 logs a variety of user activities and events. In one embodiment, the logging agent
250 stores the log files in XML format. User activities and events that are tracked
by the logging agent 250 are channel events, promotion events, power events,

peripheral events, and application events.

Channel events occur whenever the network device stays tuned to a channel
10 for a configurable amount of time. Promotion events occur in response to consumer
actions taken with respect to promotions displayed on the video display. For
example, a promotion event is recorded when the consﬁmer clicks or selects the

promotion icon to navigate to the web server hosting the promotion.

The interaction of the server system 100 and the embedded client system 200
15 provides a system for targeting and scheduling deployment of promotional content to
consumers of a targeted market segment, for managing the activation of the

promotional content, and for tracking consumer response to the promotion.

Application-level processes, such as the system manager 120 of the server
system and the system agent 220 of the network device, communicate over the data

20 network through messages.

Messages transfer requests for action, responses to requests, and small data
transfers. Messages are transported in the payload of a network transport protocol,
such as TCP/IP. Messagesv are sent to destinations using a globally unique identifier,
GUID, in order to identify the destination network device or application. This

25 messaging protocol allows application-level processes to transmit data without
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knowing about the network transport interface, the device’s network address, or

whether the device is active on the data network.

The interaction of the message router 150 with the queue managers of the
source and destination processes implements the messaging protocol. Any queue
5 manager whether it is executing on the system server 100 or the embedded client

system 200 communicates with the message router 150 in the same manner.

Fig. 2B illustrates the interaction between a queue manager and the message
router 150 according to the invention. For example, when the system manager 120
needs to transmit a message to a system agent 220, the system manager 120, in step
10 1000, sends the message to the queue manager 140 indicating the message type, a
globally unique identifier (Z.e., GUID) of the destination device, and the message
data. The details on how a network device obtains a GUID is described later with

reference to Fig. 3.

In step 1002, the queue manager 140 stores the message in a queue for the
15 system manager 120 and then attempts to establish a connection with the message

router 150.

In brief overview, there are three steps in order for the queue manager 140 to
establish a connection to the message router 150. In step 1004, the queue manager
140 determines the IP address of the message router 150. In step 1006, the queue
20 manager 140 creates and opens a socket pair connection to the message router 150
for transmitting serialized data. In step 1008, the queue manager 140 sends a
message to the message router 150 indicating that the queue manager 140 is alive

and connected and ready to transmit serialized data.

In more detail of step 1004, the queue manager 140 has one of its properties

25 being the location or name of the message router 150. Using DNS, or IP host name
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services, the queue manager 140 determines the IP address of the message router
150. If the queue manager 140 cannot resolve the IP address of the message router
150, the queue manager 140 resorts to a broadcasting scheme. The queue manager
140 broadcasts a locator message on its subnet attempting to locate the message

5 router 150. If there is a message router 150 on that subnet, the message router 150
responds back with its IP address. This address is cached by the queue manager 140

for future connections.

In step 1006, the queue manager 140, knowing the IP address of the message
router 150, creates and opens a socket pair on predetermined, known ports for

10 transmitting serialized data.

In step 1008, once the socket pair is opened, the queue manager 140 sends a
message notifying the message router 150 that the queue manager 140 is alive and
connected and has socket pairs on which to read or write serialized data.

In step 1010, the queue manager 140 writes the message for delivery to the

15 message router 150 through the established TCP/IP socket connection

Fig. 2C illustrates the process of delivering the message once received by the

message router 150.

Upon completion of the writing of the message, the message router 150

extracts the message type and the destination GUID from the message in step 1012.

20 In step 1014, the message router 150 resolves the destination GUID by
looking-up the IP address associated with the GUID in the data store 130.

In step 1016, the message is encapsulated in an IP packet, with the
appropriate destination [P address. In one embodiment, the IP address of the
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network device becomes known to the system server 100 during initial registration

of the network device and is stored as an attribute of the user profile.

In step 1018, the message router 150 determines the type of the message.
The message type indicates the quality of service that the message router 150

5 provides for delivery of the message.

If the message type is a standard datagram, the message router 150 simply
transmits the message in step 1022. The message router 150 will not keep track of

whether the message was actually received.

If the message type indicates guaranteed delivery, the message router 150
10 will transmit the message and wait for an acknowledgment from the destination

device in step 1024.

If no acknowledgment is received after several attempts, the destination is
deemed unavailable and the message is stored in the data store 130 for later
retransmission when the destination is active on the data network in step 1028.

15 Specifically, in step 1029, the message router waits for the network device 80 to
become active in order to deliver the message. In one embodiment, the message
router 150 is notified that the network device is active by receiving a message from
the network device 80 indicating its active status. In an alternative embodiment, the
message router is notified of the active status of a previously unavailable network

20 device by the system manager 120 which monitors the status of the network devices
80. When the network device becomes active, the message router proceeds back to

step 1018 to begin the process of delivery again.
If the acknowledgment is received, then, in step 1030, the delivery is

complete and the message is removed from the data store 130 if the network device

25 was previously unavailable.
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The interaction of the message router 150 and the queue manager 140 for
delivering messages occurs whenever a message is sent or received using the

messaging protocol.

In order for the server system 100 to target content and promotions to a
5 particular market segment, the server system 100 references its stored user profiles,
each user profile being a collection of user and device attributes associated with a
network device. All network devices whose user profiles match the attributes of the
group profile, targeted by a system administrator, are scheduled for content

deployment.

10 However, when a network device is connected to the network infrastructure
for the first time, the system server does not have a user profile for the network
device. The present invention provides an automated system and method for

initially registering and generating a user profile for an network device.

Fig. 3 is a state line diagram showing the interaction of the server system 100
15 and the embedded client system 200 for generating an initial user profile for a

network device.

' In step 1, the system agent 220 of the network device generates and transmits
a registration request message containing a number of device attributes to the system

manager 120.

20 The device attributes describes the network device and is configured during
the manufacturing process of the device itself. For example, the network device may
be configured with a model number attribute for a particular group of network

devices, such as intelligent set-top boxes, version 1.0.
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In step 2, the system manager 120 receives the registration request message
and, in response, retrieves a globally unique identifier, GUID, from an available pool

of GUIDs stored in the data store 130.

In step 3, the system manager 120 generates and transmits a registration
5 response message containing the assigned GUID to the system agent 220 of the

registering device.

The assigned GUID is used by the network device to identify itself in
messages transmitted to the system server 100 and to other network devices. The
- assigned GUID is also used by the system server 100 to associate the network device

10  with a user profile within the data store 130.

In step 4, the system agent 220 launches a web browser 210. The web
browser 210 transmits an HTTP request to the URL (Uniform Resource Locator) of
the management console 110 for a registration web page. The assigned GUID is

included in the URL string in order to identify the registering network device.

i5 In step 5, the management console 110 receives the HTTP request. In
response, the management console 110 makes a call via the COM interface of the
system manager 120 to retrieve the device and user attributes, if any, associated with
the GUID of the registering network device. The management console 110
generates the registration web page customized for the registering network device.

20 The web page is transmitted via HTTP to the web browser 210.

In step 6, the web browser 210 displays the registration web page wherein the
user submits information which will be used to generate a user profile of user
attributes associated with the network device. Such information includes, but is not
limited to, name and address information, channels frequently watched, requests for

25 installation of optional value-add services and applications, and various
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demographic and personal information.. Upon submitting the registration data, the
web browser 210 transmits the user attributes, represented as HTML data via HTTP,

to the management console 110.

In step 7, the management console 110 interprets the HTML data stream and
5 makes calls via the COM interface of the system manager 120 to update the user

profiles in the data store 130 with the provided user attributes.

In step 8, the system manager 120 updates the user profile of the registering
network device with the user attributes on the data store 130. After updating the
user profile, the system manager 120 associates the user profile with group profiles

10  whose attributes match user attributes of the user profile.

For example, the user profile will be added to the group profile for network
devices with the same model number attribute. The user profile is added to any
number of group profiles that target particular attributes of the registered user or
network device. These group profiles are used by the system manager 120 for

15 targeting consumers of particular market segments for various e-commerce

promotions or application services.

Once the network device is registered and is associated with a user profile,

the device is capable of being targeted for deployment of content or promotions.

Fig. 4A is a state line diagram showing the interaction of the server system
20 and the embedded client system for deployment of content and promotions to a
network device. Deployment includes, but is not limited to, downloading and

installing.

Before content can be deployed to a targeted device, the content must be

stored in the data store 130 along with a group profile and an activation schedule.
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The group profile indicates the attributes of network devices to target. The
activation schedule indicates when to activate the content or promotions. Activation
can be event driven, scheduled from the system server 100, or initiated by the system

manager 120.

5 In step 1, a system administrator with access to the management console 110
populates a server-based web page indicating the content to deploy as well as the
criteria with which to define the group profile. Additionally, the system
administrator indicates when to activate the content. Upon submitting the data, the
management console 110 makes a call to the COM interface of the system manager

10 120 to generate a group profile in the data store 130 with user profiles whose

attributes match the criteria defined by the system administrator.

In step 2, the system manager 120 updates the data store 130 creating the
group profile and populating the group profile with user profiles with matching

attributes.

15 In step 3, the management console 110 make a call through the COM
interface of the system manager 120 to download the content or promotion to the

data store 130.
In step 4, the system manager 120 writes the content to the data store 130.

The system manager 120 is configured to schedule deployment of content
20 during off-peak hours when bandwidth utilization is typically at a minimum. For
example, during the hours of 3:00AM and 5:00AM, more bandwidth is available for
efficient deployment of content and promotions. Alternatively, the system manager
120 monitors network utilization and is configured to schedule deployment of

content when the detected bandwidth utilization falls below a predetermined level.
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In step 5, the system manager 120 sends a download and install request
message to each of the system agents 220 of the network devices whose user
attributes match the attributes of the group profile. The download and install
message informs the system agent 220 to download install the content or promotion

5 referenced by a GUID.

Alternatively, the system manager 120 sends a download, install, and start
request message which indicates, in addition, when or under what event conditions
the content should be activated (i.e. promotion displayed or an application

launched).

10 In step 6, the system agent 220 makes a C++ object method call to the bulk
data transfer agent 260 to download the content having the provided GUID.

In step 7, the bulk data transfer agent 260 sets up a TCP/IP socket connection
to the bulk data transfer manager 160 of the server system to initiate the delivery of

the application.

15 In step 8, the bulk data transfer manager 160 delivers the requested content to
the bulk data transfer agent 260 through the TCP/IP socket connection. In cases
where the connection is broken, the bulk data transfer agent 260 and the bulk data
transfer manager 160 can detect that a connection was broken and will continue the

download the content from the point in the transfer where the break occurred.

20 In step 9, the bulk data transfer agent 260 notifies the system agent 220 the

result of the data transfer via an C++ object method call.

In step 10, the system agent 220 sends a message to the system manager 120

indicating the result of the data transfer.
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After the content is installed on the targeted network device, the present
invention provides a system and method for activating that content. Activation
allows the user to interact with the installed content, such as playing a game or

initiating an e-commerce transaction.

5 There are two types of activation that the present invention implements -
scheduled activation and event driven activation. Scheduled activation allows the
system administrator to specify when to activate the content, whereas event driven
activation allows the system administrator to specify an event which triggers the

activation of the content.

10 Scheduled activation is implemented in two ways, predetermined scheduling

and activation by the system server.

Fig. 4B illustrates the steps associated with content activation via
predetermined scheduling. Predetermined scheduling based upon date and time
provides the most autonomy to the network device. After the content is deployed,

15 the network device simply waits for the specified date and time to arrive, at which

time it displays the content.

In step 1110, when the group profiles are configured and the content is
downloaded to the data store 130, the system administrator also specifies the date
and time to activate the content. Where the content is a promotion, a duration period

20 is specified along with the activation date and time.

In step 1112, the system manager 120 sends the download, install, and start
request message to the system agent 220 of a targeted network device. In addition to
requesting the system agent 220 to install content, the message indicates the date

and time to activate the installed content.
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if the content is a not a promotion, the system agent 220 waits for the

specified activation date and time in step 1116.

In step 1118, the content is activated by the system agent 220 at the specified

date and time.

5 If the content is a promotion, the system agent 220 transfers the
predetermined date, time, and duration to the promotion notification agent 230 in

step 1120.

In step 1122, the promotion notification agent 230 waits for the specified

activation date and time.

10 In step 1124, the promotion is activated by the promotion notification agent

230 at the specified activation date and time.

If the promotion is a icon or graphic linked to a URL of a host web server,
the promotion notification agent 230 overlays the promotion on a portion of the
video display built-in or attached to the network device. If the promotion is audio

15  clip or data stream, the audio is played through a speaker built-in or attached to the
network device. Ifthe promotion is a ’Video clip or data stream, the video overlays a

portion of the video display built-in or attached to the network device.
Fig. 4C illustrates the steps associated with server activation of content.

Server activation of content allows control to reside at the server system 100,

20 therefore, maximizing the control by the institution operating the server system 100.

As described previously, the content is installed on the network device in

step 1210 with no activation information.
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In step 1212, the system agent 220 waits for a start message from the system

server 100.

In step 1214, upon request of the system administrator, the system manager
120 sends a start message to the system agent 220 specifying the installed content to

5 activate.

If the installed content is not a promotion, the system agent activates the
content in response to receiving the message in step 1218. This may include, but not

limited to, launching an application installed within the network device.

If the installed content is a promotion, the system agent 220 notifies the
10 promotion notification agent 230 via a C-+ object method call to activate the

specified promotion in step 1220.

In step 1222, the promotion is activated by the promotion notification agent

230.

Event driven activation is particularly suited for coordinating the activation
15 of content with a particular event or a particular moment in a corresponding analog

and/or digital video stream.

Event activation has advantages associated with high scalability. The content
can be loaded in the days or weeks preceding the general time period when it is to be

displayed.
20 In one embodiment, events that trigger content activation are channel events,

power events, and peripheral events. A power event is an event relating to the power

supply, such as the network device being powered on or off. A peripheral event is
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an event relating to peripheral devices being connected or disconnected from the
network device, such as a joy stick or other gaming console. A channel event is an

event relating to the channel being watched by the user.

Fig. 4D illustrates the steps associated with event driven activation according

5 to the invention.

In step 1310, when the group profiles are configured and the content is
downloaded to the data store 130, the system administrator also specifies an event
map. An event map associates events to content indicating when to activate the

content. Where the content is a promotion, a duration period is specified as well.

10 In step 1312, the system manager 120 sends the event map in a message,
such as a download, install, and start message, to the system agent 220 of a targeted
network device.

If the content is not a promotion, the system agent 220 waits for the specified

event or events that trigger the activation of the content in step 1316.

15 In step 1318, the system agent 220 activates the content when the specified

event or events occur.

Conversely, if the content is a promotion, the system agent 220 transfers the

event map to the promotion notification agent 230 in step 1320.

In step 1322, the promotion notification agent 230 waits for the specified

20 event or events to occur.

In step 1324, the promotion notification agent 230 activates the promotions

associated with the event or events that occurred.
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An example of event driven activation is where the event map provides for
the activation of promotions involving sporting goods when the potential consumer
has been watching a particular sports channel for a period of time. The watching of
the sports channel for a period of time triggers a channel event. The channel event

5 triggers the activation of the promotion or promotions.

The present invention provides an additional implementation of event driven
activation involving technology from ATVEF (Advanced Television Enhancement
Forum). ATVEF provides a standard for embedding HTML tags within a video
signal.

10 The promotion content agent 230 monitors the video signal for the embedded
triggers, such as the HTML tag. The capture of this embedded trigger causes the

activation of one or more promotions in real-time coinciding with the video signal.

Such a system has advantages in that very little video signal editing is
required. Only a small trigger has to be embedded in the video signal, requiring

15 little analog video editing capabilities at the data center.

The content, is simultancously activated on all of the network devices
allowing high levels of synchronization to the video signal. For example, the

promotion can be synchronized to occur during a television commercial.

The provider of the commercial simply embeds an initialization or start
20 HTML tag within its video signal. In response to the promotion notification agent
230 capturing the HTML tag, the promotion notification agent 230 activates the

appropriate promotion or promotions specified in the event map for that HTML tag.

Fig. 4E shows one embodiment of this system on a conventional set-top box

80 for an znalog or an analog/digital video display device such as a television 300.
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Specifically, the data and audio/video stream is received by the set-top box 80. This

data audio/video stream is received from the head end 50 via the hub 60.

The promotion content agent 230 of the embedded client system 200
monitors the video stream for the embedded trigger signal. When the trigger signal
5 is detected, the promotion content agent 230 inserts the associated graphical
promotion content indicated in the event map into the analog or digital video stream
to the display 310 of the television 300. As aresult, the promotion 320 appears on

the display screen 310, overlaying the video.

User selection of this promotion through a selecting device, such as a remote
10 control device, sends a URL to the web browser 210 bringing the browser window to
the forefront of the display 310 of the television 300. In this way, user selection of
the pfomotion allows the user to receive and view data from the URL enabling e-

commerce transactions.

Therefore, the event-driven activation, as well as the other scheduling
15 options, presents promotions in an appropriate context to further increase the

likelihood of consumer e-commerce transactions.

In addition to the initial registration process, the present invention includes a
system and method for updating user profiles through uploading distributed user
activity and event logs to the system server 100, parsing out the user and device

20 attributes from the logs, and updating the user profiles in the data store 130.

The logs provide useful information, because the logs track a variety of
information which the system can use in order to more accurately target users for
content and promotional deployment. In one embodiment, the logs track channel
events and e-commerce transactions initiated through the display of promotions. In

25 another embodiment, the logs track peripheral events, such as the addition of a
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joystick and console for gaming purposes, power events, application events, and
promotion events. Continuous updating of user profiles through this system and
method improves the targeting of consumers for content deployment, and in

particular, for promotional content deployment.

5 In brief overview, the network device includes a logging component 250 that
monitors and logs user activity and events in an generic file format. For example,
the logging component 250 monitors user activity at a user interface device such as
the television remote channel control. In one embodiment, the generic file format is
Extensible Markup Language (XML). The format of the log files, using XML,

10 correspond to the structure of the user profiles in the data store 130. This allows for

processing of the logs in an automated fashion.

In addition, the user activity and event logs include a description of the
structure of the document itself. Using XML, the description of the structure of the
document is the Document Type Definition (DTD). Providing a description of the

15 document structure within the logs themselves, allows for the server system 100 to
process logs with different document structures. This avoids the necessity of having
to update the server system 100 every time a new document structure is used within

the logs.

Fig. 5A is an example of a DTD for an event log where each event that
20 occurs is recorded with the GUID of the device, the time of the event, the event type,

and a description of the event.

Fig. 5B is an example of an event log written in XML using the DTD of Fig.
SA. The event log contains two events, stored in the structure described by the
DTD. Fig. 5B demonstrates how a channel event and an application event are

25 described within this log.
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The uploading and parsing of these user activity and event logs will provide
additional user attributes for targeting consumers including information regarding
responses to prior promotions. If the logs indicate that a user is interested in a
particular type of promotion, the system server modifies the user attributes of his

5 user profile such that they match the attributes of a group profile associated with that

type of promotion.

Fig. 6 is a state line diagram showing the interaction of the server system 100
and the embedded client system 200 for updating user profiles through the upload

and parsing of user activity and event logs.

10 In step 1, the system manager 120 sends a message to the system agent 220

to upload its activity logs to the server system.

In step 2, the system agent 220 makes a C++ object method call to the bulk

data transfer agent 260 to upload the user activity and event logs.

In step 3, the bulk data transfer agent 260 sets up a TCP/IP socket connection
15 to the bulk data transfer manager 160 of the server system to initiate the delivery of

the logs.

In step 4, the bulk data transfer agent 260 delivers the logs to the bulk data
transfer manager 160 through the TCP/IP socket connection where they are stored in
the data store 130.

20 In cases where the connection is broken, the bulk data transfer agent 260 and
the bulk data transfer manager 260 can detect that a connection was broken and will
continue the download the content from the point in the transfer where the break

occurred.
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In step 5, the bulk data transfer agent 260 notifies the system agent 220 the

result of the data transfer via a C++ object method call.

In step 6, the system agent 220 sends a message to the system manager 120

indicating the result of the data transfer.

5 In step 7, the system manager 120 makes a call to the XML file processor

170 to update the user profiles from the user activity and event logs.

In step 8, an XML file processor 170 at the server system parses the logs
stored on the database and updates the user attributes of the user profile of the
network device. This system and method for scheduling remote uploads of the user

10 activity and event logs provides improves the efficiency for targeting consumers for

content and promotion.

There are situations where a user will change the hardware configuration of a
network device in order to expand its capabilitics. In that situation, the present
invention provides a system and method by which the network device notifies the

15 server system 100 of a change to its hardware configuration and, in return, receives

the appropriate device drivers to support the new hardware configuration.

Fig. 7 shows the dynamic installation of device drivers on the network device

according to the present invention.

Specifically, the dynamic driver installation process is triggered when the
20 user installs a peripheral deyice on a network device for which the network device
requires a driver. In the typical example, the process occurs when the user plugsina
peripheral device such as a joy stick into a port such as a serial port or USB

(universal serial bus) port.
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In step 1002, the system agent 220 intercepts the plug and play string from
the peripheral device when it is attached to the USB port.

In step 1004 the system agent 220 then sends this plug and play string to the
system manager 120 via the message router 150 and the queue managers along the

5 path between the system agent 220 and the system manager 120.

In step 1006, the system manager 220 then searches for a matching driver in
its data store 130. Specifically, it compares the plug and play string received from
the network device to plug and play strings of supported operating systems and

supporting peripheral devices for which drivers are available.

10 In step 1008, assuming the valid device driver has been located, the system
manager 120 sends a message to the system agent 220 to download the driver

providing its location in the data store 130.

In step 1010, the system agent requests the bulk data transfer agent 260 on
the network device to download the driver. The bulk data transfer agent 260 then
15 contacts the bulk data transfer manager 160 and downloads and stores the device
driver on the network device. In parallel, the system manager 120 instructs the

system agent 220 on how to install the device driver on the network device.

o

K
In step 1012, in the typical implementation, the device driver is dynamically

loaded onto the network device.
20 In step 1014, when the driver has been successfully installed, the system

agent 220 notifies the system manager 120. The system manager, in turn, updates

the status of the network device in the system manager's data store 130.
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Fig. 8 illustrates the mirror process in which the peripheral device driver is

uninstalled.

In step 1016, the system agent 220 is notified when the peripheral is

disconnected by the user from the network device.

In step 1018, the system agent 220 then requests an uninstall program from

the system manager 120.

In step 1020, typically, the bulk data transfer agent 260 obtains the

uninstalled program from the bulk data transfer manager 160.
In step 1022, the driver is then uninstalled.

In step 1024, upon the successful uninstall, the system agent 220 notifies the
system manager 120 that the driver has been installed and the system manager 120

updates the network device's status.

While this invention has been particularly shown and described with
references to preferred embodiments thereof, it will be understood by those skilled in
the art that various changes in form and details may be made therein without

departing from the scope of the invention encompassed by the appended claims.
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CLAIMS
What is claimed is:
1. A message router system for a sjerver system that communicates with

embedded devices over a data network, the router system comprising:

5 a router that transfers messages to the embedded devices on
the data network when the embedded devices are accepting messages;
and

a message store that temporarily stores messages addressed to

embedded devices until the embedded devices can accept messages.

10 2. A message router system as recited in Claim 1, further comprising a system
manager that tracks states of embedded devices on the data network and

whether the embedded devices are able to receive messages.

3. A message router system as recited in Claim 2, further comprising a queue
manager for facilitating the transfer of messages between the message router

15 and a process.

4. A message router system as recited in Claim 1, wherein the router retrieves
messages from the message store when a system manager indicates that an
embedded device to which the messages are addressed is able to accept the

messages.
20 5. A message router system as recited in Claim 1, further comprising a bulk

data transfer manager for transferring larger data files between the server

system and the embedded devices.
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6. A message router system as recited in Claim 5, wherein larger data files are
transferred to the embedded devices by the router sending the embedded
devices a message to download a file and a location of the file, the embedded

devices contacting the bulk data transfer manager to obtain the file.

5 7. A message router system as recited in Claim 6, wherein the embedded
devices directly contact the bulk data transfer manager to obtain the file

without sending a message via the router.

8. A method for routing messages from a server system to embedded devices
over a data network, the method comprising:
10 transferring messages to the embedded devices over the data
network when the embedded devices are accepting messages; and
storing messages addressed to embedded devices until the

embedded devices can accept the messages.

9. A method as recited in Claim 8, further comprising tracking states of
15 embedded devices on the data network and whether the embedded devices

are able to receive messages.

10. A method as recited in Claim 9, further comprising queuing messages that
are received from a server system prior to being transferred to the embedded

devices.

20 11. A method as recited in Claim 8, further comprising;:
4 detecting whether a previously unavailable embedded device
is available to receive messages; and
retrieving stored messages for the embedded device and

transferring the messages to the embedded device.
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12. A method as recited in Claim 8, further comprising transferring larger data

files from the server system to the embedded devices.

13, A method as recited in Claim 12, wherein the step of transferring the larger
data file comprises:
5 sending the embedded devices a message to download a file
and a location of the file; and
the embedded devices contacting a bulk data transfer manager

to obtain the file.

14, A method as recited in Claim 13, further comprising the embedded devices
10 directly contacting the bulk data transfer manager to obtain the file.
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<?xml version="1.0" encoding="UTF-8" 7>

<!ELEMENT EventLog(Event)+>

<'ELEMENT Event(gDevice, tTime, wsEventType, wsEventData)+>
<!ELEMENT gDevice(#PCDATA)>

<IELEMENT tTime(#PCDATA)>

<!ELEMENT wsEventType(#PCDATA)>

<!ELEMENT wsEventData(#PCDATA)>

Fig. 5A
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<?xml version="1.0" encoding="UTF-8"7?>
<!DOCTYPE LoggerEvents SYSTEM "LoggerEvents.dtd">
<EventlLog>
<Event>
<gDevice>E2CDBEOQ-6F85-11D3-BFFB-000033ABB70C</gDevice>
<tTime>2000/02/04 18:31:02</tTime>
<wsEventType>Channel</wsEventType>
‘<wsEventData>53</wsEventData>
</Event>

<Event>
<gDevice>0000000-0000-0000-0000-000039ABB70C </gDevice>
<tTime>2000/02/03 06:31:02</tTime>
<wsEventType>Application</wsEventType>
<wsEventData>Launched</wsEventData>
</Event>
<Eventl og>

Fig. 5B
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Resolution of network names

5 This invention relates to resolution of network names.

Most users of a computer network, and in particular, the Internet, rely on symbolic
names to identify hosts and domains on the network. The symbolic names must be
translated into machine addresses (IP addresses, in the case of the Internet) to enable
data to be routed to and from a host. The relation between symbolic names and
10 addresses was originally maintained in a hqst file on each machine on the network.
However, as networks grew in size, maintenance of host databases became an ever-
increasing burden, so the task was entrusted to name resolution (DNS) severs that

maintain a centralised database of names and addresses.

Owners of private networks have virtually unlimited control over the names that can be
15 used in their networks. However, in the context of the Internet, domain names are

normally resolved with reference to DNS servers that are maintained by an Internet

service provider or a broadband provider. Such servers operate within a hierarchy of

servers, ultimately controlled by The Internet Corporation for Assigned Names and

Numbers (ICANN). The policies of ICANN, and national domain registers recognised
20 by ICANN restrict the choice of names that can be obtained by users.

In principle, anyone could set up a publicly-accessible DNS server upon which they can
record arbitrary names, and make the address of the server known. An Internet user
could then add the server's address to the list of DNS servers accessed by their computer

when a name is to be resolved. This would be quite acceptable to experienced users.
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However, many users access the Internet through a dial-up connection that configures
their computer's settings, including DNS server addresses, automatically using the
dynamic host configuration protocol (DHCP). Such users may not be competent to or

authorised to configure their computer's settings manually.

5 An aim of this invention is to provide a system whereby an Internet user can access a
domain namespace that contains arbitrary names without the need to reconfigure their

computer manually.

From a first aspect, this invention provides a plugin for a browser, which operates upon
detection of a DNS look-up failure to attempt a DNS look-up on an alternative name

10 server.

By providing this functionality in a browser plugin, installation and operation are
transparent to the user. Moreover, the plugin operates only in the event of a look-up

failure so resolution of names using a previously configured server is unaffected.

The plugin may operate by detecting when the browser is about to display an error to
15 inform a user that a referenced name cannot be found. It may then perform a further
name lookup before the error is displayed. This can be achieved readily by providing a

script to execute in the context of the browser.

The plugin may be suitable for installation in a web browser by being downloaded from
a remote web site. Preferably, the plugin is packaged with an installer that installs the

20 plugin with a minimum of user intervention.

To ensure that the plugin always directs its look-ups to a valid alternative DNS server, it
may be operative to contact a remote server to obtain data relating to the alternative
name server. For example, the data may be obtained each time the operating system is

started or each time the plugin is initiated.
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For example, the plugin may operate by configuring proxy server settings of a web
browser in which it is installed. A plugin embodying the invention may communicate
with the alternative DNS sever through a proxy server.

From a second aspect, this invention provides a web browser that has a plugin that
5 operates upon detection of a DNS look-up failure to attempt a DNS look-up on an
alternative name server. The browser may be configured by the plugin to refer DNS
look-ups to an alternative server through configuration of its proxy settings. This is
advantageous because the proxy settings of many browsers can be configured by

configuration of the contents of a settings file.

10 From a third aspect, this invention provides a method of resolving a network name, the

method comprising:

using a browser to make a request for a resource with reference to a host by

name;

attempting to resolve the name by reference to a first DNS system; and

15 in the event that the browser receives a negative response from the DNS

system, it executes a plugin that attempts to resolve the name from an alternative server.

An embodiment of the invention will now be described in detail, by way of example,

and with reference to the accompanying drawings, in which:

Figure 1 is a schematic diagram of a computer operating a browser embodying the

20 invention to communicate with Internet locations.

To place the embodiment in context, a brief overview of the operation of a computer

running an Internet browser will now be described.
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A browser is normally an unprivileged user program executing on a networked client
computer 10. In this example, the client computer 10 is a stand-alone computer that is
connected to the Internet 12 through a dial-up device 14 such as ISDN or DSL terminal
adapter or a modem. The browser can receive a request for a resource (e.g., a web page
or a file on an fip site), download that resource from a remote server 16, and do
something with it on the client computer 10, such as render it, if it is a web page, or save

it if it is a binary file.

A resource is identified by a string called a uniform resource location (URL) that
identifies the host upon which the resource is to be found (in this example, the fictitious
www.name.zz) and the location of the resource on the host. The host may be identified
by its IP address (shown, again fictitiously, as 123.456.789.012) in dotted-decimal form,
but it is more usually identified by a symbolic name. In the latter case, the browser must
translate the symbolic name into an IP address, because this address is required to

address the remote host computer on which the resource is located.

To resolve an IP address, the browser makes a request to a resolver service of the
operating system under which it is executing. Typically, the resolver service will first
look in a local database of host names, and if the name cannot be found, it passes the
request to a remote DNS server 18. The address of the remote DNS server is configured
within the operating system either statically by a system administrator or dynamically
using DHCP, the latter being common on computers that access the Internet by way of a
dial-up connection. (In fact, most operating systems allow several DNS servers to be
specified that will be referred to in turn.) There can be two outcomes of the DNS look-
up. First, the look-up can be successful, in which case, the resolver will return an IP
address to the browser. This address can then replace the symbolic name within the
URL. Alternatively, the name look-up may fail, in which case, the resolver will return a

failure code to the browser.

In the event that the DNS look-up fails, a conventional web browser displays an error
message or error page to inform the user that a request for a URL cannot be met. The

behaviour and configuration of a browser embodying the invention will now be
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described. This embodiment will be described in the context of a computer running the
Microsoft Windows operating system executing the Microsoft Internet Explorer web
browser. However, it will be understood that the same principles can be applied to any

other browser that can support plugins of a sufficient degree of complexity.

5 First, in order 1o prepare the browser for operation in accordance with the invention, a
plugin must first be installed. This is achieved by first visiting a web site provided by
the operator of a domain registration and domain name resolution service. Note that the

installation need be performed only once by each user.

The user clicks on a link to download the plugin. The plugin is downloaded onto the

10 wuser’s computer, where the following actions occur:

a) Five files are installed that enable the domain name resolution system to operate.
These include two dynamically linked libraries in DLL files (dotworlds.dll and
dotdetect.dll), two executables in EXE files (execdll.exe and kill.exe) and a proxy
configuration script in a PAC file (dotworlds.pac).

15 b) The dynamically linked libraries, the executables and the proxy configuration script
are installed in the standard directory for such files in the Microsoft Windows file

system.

c) The following items are written to the Microsoft Windows registry: Run key entry to

run dotdetect.exe, which starts execdll.exe, plugin version entries and uninstall
20 configurations.

The registry key for running the plugin at start-up is:

HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio

n\Run
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The registry key for adding the plugin to add/remove programs feature of Microsoft
windows:

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Uninstall\Dotworlds

5 d) An uninstall system for the plugin package is also installed (unsdot.exe in Program
Files stabdar folder, dotworlds sub folder).

The file dotworlds.dll is a function library that exports functions required by the plugin.
The file dotdetect.dll detects the function library and runs the execdll.exe file. The
executable execdll.exe serves to detect an Internet connection, configure the connection
10 and update the proxy configuration file. The executable kill.exe is used during the
uninstall process. The purpose of the proxy configuration file is to offer proxy

configurations for the browser.

In the context of Microsoft Internet Explorer web browser, a user can configure separate
proxy settings for use with each Internet dial-up account that is configured in the
15 operating system. After installation, the plugin configures the user’s current connection
to use the proxy settings specified in the proxy configuration file. This can be achieved
by activating the automatic configuration script option in Internet Explorer.
Specifically, this is done by functions in dotdetect.dll, rTunning execdll.exe during

System start-up

20 To ensure use of the automatic configuration script on any Internet connection, and to
ensure that the information in the proxy configuration file is up to date, the library
dotdetect.dll is run whenever Microsoft Windows is started, this activating the
execdll.exe executable. The executable execdll.exe starts a process that runs in the
background and waits until an Internet connection is detected. Once this occurs, the

25 process configures the current connection (from within the browser) to use the automatic
configuration script (written to the proxy configuration file). The process file also
checks the IP/domain configurations required by the proxy configuration file by visiting
a server provided by the operator of the domain registry, from where it downloads a

remote configuration file. The information in the remote configuration file is then re-
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written to the proxy configuration file, so that the configuration script always uses up-to-
date proxy IP information. This allows changes in the operator's systems to be
communicated transparently to the user's computer. Having run once, the process then

shuts down.

Once the above installation procedures have been performed, operation of the browser

can continue.

Now consider what occurs if the remote DNS server 18 is unable to find the name
requested (as would be the case with domains registered by the operator of the domain
registry). The configuration script is used for every name lookup, but it tells the browser
to use its normal configurations first, and only the alternative proxy configurations in
case of error. Therefore, before the browser informs the user with of an error condition
(having been configured to use the automatic configuration script) the browser uses the
information contained in the proxy configuration script (found in the proxy
configuration file) to try to resolve the URL using an alternative IP address, in this case,
pointing to a proxy server 20 run by the operator of the domain registry. This proxy
server is in turn linked in to two proprietary DNS servers 22, 24, which have been
configured to resolve the domains offered by the operator of the registry, optionally
along with all other conventional domain names. The browser makes the URL request
to the proxy server 20, which in turn resolves the URL (if it can) using the proprietary
DNS servers 22, 24, returning the correct IP address for the domain to the browser. This
means that the operator's domain names are true domain names and not sub-domains of
other ICANN domains. In this example, .zz is not a valid extension within the ICANN
naming system, but can, should a user wish, be registered within the proprietary DNS

Server.

Thus, a domain registrar can install a DNS server, with an optional redundant second
server. These may be made directly available over the Internet or may be protected by a

Proxy server.
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Claims

5 1. A plugin for a browser, which plugin operates upon detection of a DNS look-up

failure to attempt a DNS look-up on an alternative name server.

2. A plugin according to claim 1 in that operates by detecting when the browser is

about to display an error to inform a user that a referenced name cannot be found.

3. A plugin according to claim 2 in which the plugins perform a further name lookup
10 before the error is displayed.

4. A plugin according to claim 2 or claim 3 in which This can be achieved readily by

providing a script to execute in the context of the browser.

5. A plugin according to any preceding claim that is suitable for installation in a web

browser by being downloaded from a remote web site.

15 6. A plugin according to claim 5 that is packaged with an installer that installs the

plugin with a minimum of user intervention.

7. A plugin according to any preceding claim that is operative to contact a remote

server to obtain data relating to the alternative name server.

8. A plugin according to claim 7 in which the data may be obtained each time the

20 operating system is started or each time the plugin is initiated.
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9. A plugin according to any preceding claim that operates by configuring proxy

server settings of a web browser in which it is installed.

10. A plugin according to any preceding claim that communicates with the alternative

DNS sever through a proxy server.

5 11. A plugin for a web browser substantially as herein described with reference to the

accompanying drawing.

12. A web browser that has a plugin that operates upon detection of a DNS look-up

failure to attempt a DNS look-up on an alternative name server.

13. A web browser according to claim 12 that is configured by the plugin to refer DN'S

10 look-ups to an alternative server through configuration of its proxy settings.

14. A method of resolving a network name, the method comprising: using a browser to
make a request for a resource with reference to a host by name; attempting to resolve
the name by reference to a first DNS system; and in the event that the browser
receives a negative response from the DNS system, it executes a configuration file

15 that attempts to resolve the name from an alternative server.
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