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Amended Infringement Claim Chart for 

U.S. Patent No. 7,949,785 (“the ’785 Patent”) 

 

 The Accused Systems and Services include, without limitation, Comerica’s systems that utilize Kubernetes; all past, current and 

future systems and services that operate in the same or substantially similar manner as the specifically identified systems and services; 

and all past, current and future Comerica’s systems and services that have the same or substantially similar features as the specifically 

identified systems and services (“Comerica Count IV Systems and Services”).1 Upon information and belief, Comerica’s systems and 

services directly infringe the asserted claims of the ’785 Patent through at least making and using its various systems that utilize 

Kubernetes as described in more detail below. Comerica also is a direct infringer through use via testing the claimed system. With 

regards to making the accused system, to the extent that Comerica utilizes a non-licensed public cloud provider, Comerica directs and 

controls and derives the beneficial use of making and using the claimed system. On information and belief, Comerica also directly 

infringes the asserted claims of the ’785 Patent by selling and offering to sell the Comerica Systems and Services through Comerica’s 

various offerings to customers. On information and belief, Comerica also indirectly infringes the ’785 Patent through direct infringement 

of Comerica customers, employees, and/or vendors and other third parties’ infringement that utilize Comerica’s offerings and systems 

and services that use Kubernetes. Comerica induces the direct infringement through its customers, employees, and/or vendors and other 

third parties’ use of Comerica’s Systems and Services. On information and belief, Comerica also contributes to the direct infringement 

through its vendors and other third parties’ uses of Comerica’s Systems and Services that utilize Kubernetes by providing components 

relating to Kubernetes that have no substantial non-infringing uses. Comerica has knowledge of the patent at least as of the time of the 

filing of its complaint and on information and belief provides instructions on how to use its various offerings, the use of which results 

in the performance of the ’785 Patent claims.  

Pursuant to P.R. 3-1(b), IV identifies Kubernetes as used in Comerica’s systems and offerings as the Accused Instrumentality. 

Information regarding how specifically this Kubernetes is used for what product and offerings is non-public. IV intends to obtain 

 
1 For the avoidance of doubt, Plaintiffs do not accuse the public clouds of Defendant, to the extent those services are provided by a cloud 

provider with a license to Plaintiffs’ patents that covers Defendant’s activities. 

IV accuses Comerica private clouds that implement Kubernetes and non-licensed public clouds that Comerica uses to support 

Kubernetes for its systems and services. To the extent any of these licenses are relevant to Defendant’s activities, Plaintiffs will meet 

and confer with Defendants about the impact of such license(s).  
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discovery regarding how the Kubernetes is used in Comerica products and services and will update its infringement positions once this 

discovery is completed. For example, IV served a 30(b)(6) deposition notice on Comerica on June 26, 2024, seeking information relating 

to Comerica’s use and implementation of Kubernetes, including use and implementation of Kubernetes to support services that are offered 

to Comerica’s customers and/or employees. This information requested by IV includes for example technical documents that show the 

operation of Comerica’s use and implementation of Kubernetes, Comerica source code relating to Kubernetes, whether third parties have 

information relating to Comerica’s use and implementation of Kubernetes, and other technical information. See Plaintiffs’ Initial 30(b)(6) 

Notice to Defendant (Comerica) at 9-10. IV served an amended 30(b)(6) notice on August 16, 2024, requesting additional relevant 

information. See generally Plaintiffs’ Amended 30(b)(6) Notice to Defendant (Comerica). IV has also served 30(b)(1) deposition notices 

for several technical Comerica employees that likely possess knowledge of Comerica’s use and implementation of Kubernetes. To date, 

Comerica has not offered any deposition dates for either potential corporate witnesses or witnesses having personal knowledge of 

Comerica’s use and implementation of Kubernetes. These amended contentions are based on information available to IV as of the date of 

service of these contentions, and are served without the benefit of even a single technical deposition to understand how Comerica uses and 

implements Kubernetes in its systems and services. Further, fact discovery remains open and Plaintiffs intend to serve additional discovery 

to better understand Comerica’s use and implementation of Kubernetes. Accordingly, Plaintiffs reserve all rights to amend these 

contentions consistent with the local rules. Further, IV has filed a motion to compel seeking discovery including the identification of 

Comerica software applications that utilize Kubernetes, and reserve the right to supplement these contentions once the Court has resolved 

this pending dispute.  
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U.S. Patent No. 7,949,785  

Claim 30 Comerica Count IV Systems and Services 

30pre. A virtual network 

manager, comprising: 

Upon information and belief, Comerica’s systems include “a virtual network manager.” 

 

Comerica’s systems use Kubernetes to facilitate workloads and services. . The virtual network manager is the 

Kubernetes network model that includes functionality related to creating DNS records for Services and Pods. 

Kubernetes is made up of several components where deployment forms a cluster. Kubernetes API communicates 

with other components, like CoreDNS or kube-dns, which are responsible for handling communication from 

one pod to another through cluster-scoped virtual IP addresses. 

 

The Kubernetes network model consists of nodes that include pods with a unique cluster-wide IP address. 

Pods run on nodes and can communicate with one another, whether they are running on the same node in the 

cluster or different nodes. A node, or nodes, each contains an agent, such as the kubelet, that communicates 

with the pods running on that node.  
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Source: https://kubernetes.io/docs/concepts/services-networking/ (last accessed October 1, 2024). 

 

For example, Comerica uses Kubernetes containers, ecosystems, and clusters to facilitate workloads and 

services. A Kubernetes cluster is composed of nodes, containing pods, and a control plane that includes the 
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Kubernetes API. The Kubernetes API can communicate with other components, like CoreDNS or kube-dns, 

which are responsible for handling internal communication from one pod to another through cluster-scoped 

virtual IP addresses. 

 

 
 

Source: https://kubernetes.io/docs/concepts/overview/ (last accessed July 30, 2024). 

 

 
 

Source: https://kubernetes.io/docs/concepts/architecture/ (last accessed July 31, 2024). 
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For example, a pod or several pods running on a node are contained within a Kubernetes Cluster. A Service in 

Kubernetes defines and exposes a set of pods within the same node or between different nodes. The Service is 

accessible and exposed by a clusterIP, allowing for internal networking between workloads. 

 

 
 

Source: https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/ (last accessed on November 

10, 2023) 

 

 
 

Source: https://kubernetes.io/docs/concepts/services-networking/service/ (last accessed on November 10, 

2023) 

 

Upon information and belief, Comerica systems include the application BigID by utilizing Kubernetes 

clusters. Kubernetes clusters include the Kubernetes networking model to help in managing containerized 

applications across a distributed environment. The clusters reach out to a BigID ASP-hosted solution where 

traffic routes through the internet but does not use an internet IP for an endpoint. Several computers for the 

BigID application include the installation of kubernetes-cni, a container network interface package for cluster 

networking.  
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See COM000000131. 

 

Id. 

 

Comerica’s systems include Kubernetes functionality. See, e.g.,  

 

Source: https://careers.comerica.com/job/19419241/principal-engineer-cloud-automation-governance-and-

engineering-cage-dallas-or-detroit-metro-auburn-hills-mi/ (last accessed on November 13, 2023).  

 

Source Code Evidence 

 

 

 

30a. a network interface 

configured for data 

communication via a 

virtual network that is 

Upon information and belief, Comerica systems utilize Kubernetes and include “a network interface 

configured for data communication via a virtual network that is defined by a domain name having an 

associated public network address.” For example, a Kubernetes cluster exposes HTTP/HTTPS from outside 

the cluster (e.g. a virtual network) to services inside the cluster (e.g., configured for data communication) by 
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defined by a domain 

name having an 

associated public 

network address; 

employing an ingress-managed load balancer outside of the cluster (e.g., a network interface). The external 

load balancer includes a name and IP address (e.g. defined by a domain name having an associated public 

network address).  
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Source: https://kubernetes.io/docs/concepts/services-networking/ingress/ (last accessed on October 1, 2024) 

 

For example, a user can create an external load balancer. This requires a name to be associated with the load 

balancer and provides an externally accessible IP address (e.g., having an associated public network address). 
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IPR2025-00201 / 785 Patent Page 12 of 58 EX1023



 

 

12 

 
 

Source: https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/ (last accessed 

on October 4, 2024) 

 

The Kubernetes cluster includes multiple resources to allow for data communication within and outside the 

cluster and represents a virtual network. (e.g., configured for data communication) 
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Source: https://kubernetes.io/docs/concepts/overview/components/ (last accessed on October 4, 2024) 

 

 
 

Source: https://kubernetes.io/docs/concepts/services-networking/service/ (last accessed on November 10, 

2023) 

 

Source Code Evidence 
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30b. a memory and a 

processor to implement a 

register module 

configured to register 

devices in a virtual 

network 

Upon information and belief, Comerica systems utilize Kubernetes and include “a memory and a processor to 

implement a register module configured to register devices in a virtual network.” For example, a node can be a 

physical or virtual machine and includes a memory and processor. Nodes consisting of pod(s) (e.g., devices) are 

registered by the kubelet with the API Server (e.g., register module configured to register devices in a virtual 

network).  
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Source: https://kubernetes.io/docs/tutorials/kubernetes-basics/explore/explore-intro/ (last accessed on October 

3, 2024) 

 
 

Source: https://kubernetes.io/docs/concepts/architecture/nodes (last accessed on November 10, 2023) 
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Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 

 

Each node includes resources, such as memory and CPU(s) (e.g., a memory and a processor). 

 

 
 

Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 

 

The kubelet is an agent on each node that registers a newly created node with the API Server. By default, the 

self-registration of the node is attempted by the kubelet. 
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Source: https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/ (last accessed August 1, 

2024). 

 

 

 
 

Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 

 

The control plane is a node in Kubernetes that manages the pods and worker nodes. The API Server runs on 

the control plane.  

 

 
 

Source: https://kubernetes.io/docs/concepts/overview/components/#node-components (last accessed July 31, 

2024).  
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Source: https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-kubeadm/ (last 

accessed on November 10, 2023) 

 

 

Upon information and belief, Comerica systems utilize Kubernetes and include “a memory and a processor to 

implement a register module configured to register devices in a virtual network.” For example, a node can be a 

physical or virtual machine and includes a memory and processor. Pods (e.g., devices) run on nodes and use 

the node’s resources such as memory and CPU. Pods receive an IP address after being scheduled on a node 

through components such as the kubelet, Container Runtime Interface (CRI), and Container Network Interface 

(CNI) (e.g., register module configured to register devices in a virtual network). 

 

Each node includes resources, such as memory and CPU(s) (e.g., a memory and a processor). 

 

 
 

Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 

 

A Container Network Interface (CNI) is required to be installed to implement the Kubernetes network model.  
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Source: https://kubernetes.io/docs/concepts/extend-kubernetes/compute-storage-net/network-plugins/ (last 

accessed on October 3, 2024) 
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Source: https://kubernetes.io/docs/concepts/cluster-administration/networking/ (last accessed on October 3, 

2024) 

 

The image provided below shows the process of a pod being assigned an IP address (number 5 in the image) 

by the CNI plugin. 
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Source:  https://ronaknathani.com/blog/2020/08/how-a-kubernetes-pod-gets-an-ip-address/ (last accessed on 

October 3, 2024) 

 

Source Code Evidence 

 

 

 

30c. the register module 

further configured to: 

receive a registration 

request from an agent 

associated with a device; 

Upon information and belief, Comerica systems include a “register module further configured to receive a 

registration request from an agent associated with a device.”  For example, nodes consisting of pod(s) (e.g., 

device) are registered by the kubelet (e.g., agent associated with a device) with the API Server (e.g. register 

module). 

 

 
 

Source: https://kubernetes.io/docs/concepts/architecture/nodes (last accessed on November 10, 2023) 
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Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 

 

By default, the kubelet flag parameter is set to true and will attempt self-registration with the API Server. 
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Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 
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Upon information and belief, Comerica systems include a “register module further configured to receive a 

registration request from an agent associated with a device.”  For example, the kubelet (e.g., agent associated 

with the device) calls the Container Runtime Interface (CRI) plugin to create a pod (e.g., receive a registration 

request) after the pod (e.g., device) is scheduled on a node. 
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Source: https://ronaknathani.com/blog/2020/08/how-a-kubernetes-pod-gets-an-ip-address/ (last accessed on 

October 3, 2024) 

 

A PodSpec in Kubernetes is a yaml or json file that describes a pod object. The kubelet uses these to ensure pods 

are healthy and running as described in the respective PodSpec. 

 

 
 

Source: https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/ (last accessed on October 

3, 2024) 

 

Source Code Evidence 
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30d. distribute a virtual 

network address to the 

device when the device is 

registered in the virtual 

network, the device 

being identified to other 

devices in the virtual 

network by the virtual 

network address; and 

Upon information and belief, Comerica’s systems include a register module further configured to “distribute a 

virtual network address to the device when the device is registered in the virtual network, the device being 

identified to other devices in the virtual network by the virtual network address.” The kubelet on a node 

assigns an IP address to the said node (e.g., distribute a virtual network address to the device when the device 

is registered in the virtual network). These IP addresses are required to be non-overlapping so nodes can be 

identified by other resources in the network for data communication (e.g., the device being identified to other 

devices in the virtual network by the virtual network address).  

 

 
 

Source: https://kubernetes.io/docs/concepts/cluster-administration/networking/ (last accessed on October 3, 

2024) 
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Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 

 

Upon information and belief, Comerica’s systems include a register module further configured to “distribute a 

virtual network address to the device when the device is registered in the virtual network, the device being 

identified to other devices in the virtual network by the virtual network address.” Once a pod is scheduled on a 

node, it receives an IP address by the Container Network Interface (CNI) (e.g., distribute a virtual network 

address to the device when the device is registered in the virtual network). These IP addresses are required to 

be non-overlapping so pods can be identified by other resources in the network for data communication (e.g., 

the device being identified to other devices in the virtual network by the virtual network address).  
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Source: https://kubernetes.io/docs/concepts/cluster-administration/networking/ (last accessed on October 3, 

2024) 
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Source: https://ronaknathani.com/blog/2020/08/how-a-kubernetes-pod-gets-an-ip-address/ (last accessed on 

October 3, 2024) 

 

Additionally, a Service in Kubernetes defines a set of pods and policies for accessing them. Services are used 

to expose pods on a network for data communication.  

 

 
 

 
 

Source: https://kubernetes.io/docs/tutorials/services/connect-applications-service/ (last accessed August 1, 

2024). 

 

Services are assigned an IP address when created and allow clients to connect using this virtual IP address.  
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Source: https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/ (last accessed on November 

10, 2023) 

 

 
 

Source: https://kubernetes.io/docs/concepts/services-networking/cluster-ip-allocation/ (last accessed on 

November 10, 2023) 

 

 
 

Source: https://kubernetes.io/docs/tutorials/services/source-ip/ (last accessed on November 10, 2023) 
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30e. a DNS server for the 

virtual network, the DNS 

server configured to 

receive a DNS request 

from a first device in the 

virtual network and 

return a network address 

associated with a 

network route director, 

Upon information and belief, Comerica’s systems include “a DNS server for the virtual network, the DNS server 

configured to receive a DNS request from a first device in the virtual network.” For example, the Kubernetes 

DNS functionality, which includes CoreDNS (e.g., a DNS server) functions as the extensible DNS server for a 

given Kubernetes cluster DNS. For example, a client/frontend pod (e.g., a first device) sends a DNS query (e.g., 

DNS request), which is forwarded to CoreDNS (or, alternatively, Kube-dns). This Kubernetes DNS functionality 

is implemented, in part, using resolver routines associated with the requesting pod (see e.g., resolve.conf). 

 

 
 

Source: https://kubernetes.io/docs/tasks/administer-cluster/coredns/ (last accessed on November 10, 2023) 
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Source: https://coredns.io/plugins/kubernetes// (last accessed on November 11, 2023). 

 

The example provided below shows the process of a DNS query made by a pod in “node A” and resolver routines 

forwarding the query to the CoreDNS on “node B.”  
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Source: https://medium.com/@seifeddinerajhi/connecting-the-dots-understanding-how-pods-talk-in-

kubernetes-networks-992fa69fbbeb (last accessed on November 10, 2023) 
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The NodeLocal DNSCache is a node-local cache to improve performance for DNS functionality within the 

cluster. 

 

 
 

Source: https://kubernetes.io/docs/tasks/administer-cluster/nodelocaldns/ (last accessed on November 10, 2023) 
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Source: https://man7.org/linux/man-pages/man5/resolv.conf.5.html (last accessed on November 10, 2023) 
 

If the DNS query cannot be resolved by CoreDNS, the DNS query (e.g., DNS request) is forwarded to an 

external upstream DNS server (e.g., network route director). 
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Source: https://www.tigera.io/blog/dns-observability-and-troubleshooting-for-kubernetes-and-containers-with-

calico/ (last accessed on October 3, 2024) 
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In the example shown below, the DNS server’s answer to a DNS query (e.g., DNS request) involves a DNS 

record, which includes an indication of a DNS zone (e.g., a network address associated with a network route 

director), a namespace, and a cluster or endpoint IP. 
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Source: https://github.com/kubernetes/dns/blob/master/docs/specification.md (last accessed on October 3, 2024) 

 

A “zone” value is included in the previous example of a DNS record response to a DNS query (e.g., DNS 

request). The example of the Kubernetes plugin configuration below states that “zones specify the DNS zones 

for which the Kubernetes plugin is authoritative.” A DNS “zone” can be returned in a DNS response to a DNS 

query (e.g., return a network address associated with a network route director).  

 

 
 

Source: https://4sysops.com/archives/kubernetes-coredns/ (last accessed on October 3, 2024) 
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30f. a private network 

address associated with a 

second device in the 

virtual network, and a 

virtual network address 

associated with the 

second device. 

Upon information and belief, Comerica’s systems include “a private network address associated with a second 

device in the virtual network, and a virtual network address associated with the second device.”  In the example 

shown below, the DNS server’s answer to a DNS query involves a DNS record, which includes an indication of 

the DNS zone, a namespace (e.g., a private network address associated with a second device), and a cluster or 

endpoint IP (e.g., virtual network address associated with the second device). 
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Source: https://github.com/kubernetes/dns/blob/master/docs/specification.md (last accessed on October 3, 2024) 

 

Namespaces can be used to isolate groups of resources within a Kubernetes cluster and the resources within a 

namespace have unique names.  

 

 
 

Source: https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/ (last accessed 

October 3, 2024) 
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Source: https://www.appvia.io/blog/best-practices-for-kubernetes-namespaces (last accessed on October 3, 

2024) 

 

Services in Kubernetes are used for exposing pods over the network. Like pods, a Service is a Kubernetes 

object and defines a logical set of pods and policies for accessing said pods. The pods associated with a 

Service are also referred to as endpoints. 
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Source: https://kubernetes.io/docs/concepts/services-networking/service/ (last accessed on October 10, 2024) 

 

The image below shows details of the Service named “kube-dns.” The Service details include its own 

ClusterIP and the endpoint IP addresses (pod IP addresses running on nodes). 
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Source: https://4sysops.com/archives/kubernetes-coredns/ (last accessed on October 3, 2024) 

  

Claim 34 Comerica Count IV System and Services 

34. The virtual network 

manager of claim 30 

wherein the register 

module is further 

configured to receive the 

registration request from 

the agent that is installed 

on the device for data 

communication via the 

virtual network. 

Upon information and belief, Comerica’s systems include the “virtual network manager of claim 30 wherein 

the register module is further configured to receive the registration request from the agent that is installed on 

the device for data communication via the virtual network.”  For example, kube-apiserver which includes the 

Kubernetes Service API (e.g. register module) receives the registration request from kubelets (e.g. agent that is 

installed on the device) which operate in each node containing a set of pods (e.g. device) to communicate back 

to the kube-apiserver. 

 

See Claim 30, supra. 

 

As an example, on information and belief, the below further describes this limitation.  

 

The kubelet is an agent on each node that registers a newly created node with the API Server. By default, 

the self-registration of the node is attempted by the kubelet. 

 

 
 

Source: https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/ (last accessed March 15, 

2024). 
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Source: https://kubernetes.io/docs/concepts/architecture/nodes/ (last accessed on October 1, 2024) 

 

 
 

Source: https://medium.com/@ElieXU/kubelet-api-server-8e2bdd6a147e (last accessed March 15, 2024). 

 

 
 

Source: https://luandy-4171.medium.com/kubernetes-new-service-account-tokens-25adf0d9c164 (last 

accessed March 15, 2024). 
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Source: https://kubernetes.io/docs/concepts/services-networking/service/ (last accessed March 15, 2024). 

 

Note that, as a further example, the relation between the Kube and API server in accordance with the 

limitation. The kubelet, for example, transmits the registration request to the Kubernetes API server.   

 

 
 

Source: https://kubernetes.io/docs/concepts/overview/components/  (last accessed March 15, 2024). 
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Source: https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/ (last accessed March 15, 

2024). 

 

Source Code Evidence 

 

 

 

Claim 35 Comerica Count IV System and Services 
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35. The virtual network 

manager of claim 30 

further comprising a join 

module configured to 

receive a join request 

from the agent associated 

with the device to 

indicate that the device is 

connected for data 

communication within 

the virtual network, the 

join module further 

configured to receive a 

leave request from the 

agent associated with the 

device to indicate that the 

device will be 

disconnected from data 

communication within 

the virtual network. 

Upon information and belief, Comerica’s systems include the “virtual network manager of claim 30 further 

comprising a join module configured to receive a join request from the agent associated with the device to 

indicate that the device is connected for data communication within the virtual network, the join module further 

configured to receive a leave request from the agent associated with the device to indicate that the device will 

be disconnected from data communication within the virtual network.” For example, the kubelet (e.g. agent 

associated with the device) located within a node of a set of pods (e.g. device connected for data communication) 

is responsible for deleting pod functions or processes, thus removing them (e.g. disconnected from data 

communication) from the kube-apiserver. The kubelet on the unresponsive node starts responding by killing the 

pod and removing the entry from the apiserver.  

 

See Claim 30, supra.  

 

 
 

Source: https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/ (last accessed March 15, 

2024). 
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Source: https://kubernetes.io/docs/tasks/run-application/force-delete-stateful-set-pod/ (last accessed March 15, 

2024). 
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Source: https://kubernetes.io/docs/concepts/services-networking/service/ (last accessed March 15, 2024). 

 

Source Code Evidence 

 

 

 

Claim 37 Comerica Count IV System and Services 

37. The virtual network 

manager of claim 35 

wherein the join module 

is further configured to 

maintain data to associate 

a virtual network address 

with a device in the 

virtual network. 

Upon information and belief, Comerica’s systems include the “virtual network manager of claim 35 wherein the 

join module is further configured to maintain data to associate a virtual network address with a device in the 

virtual network.”   

 

See Claim 35, supra.  

 

As an example, the Kubernetes DNS service module includes defining a service, and within that service (as 

explained below) the join module is configured “to maintain data to associate…” by, for example, allowing 

creating, viewing, or modifying service definitions and watching Kubernetes APIs.  
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Source: https://kubernetes.io/docs/concepts/services-networking/service/ (last accessed March 15, 2024). 

 

 
 

Source: https://kubernetes.io/docs/concepts/services-networking/cluster-ip-allocation/ (last accessed March 15, 

2024). 
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