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device for implementing intelligent packet aggregation 
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of a plurality of queues , the packets divided among the 
queues based on the packets ' characteristics ; and a coordi 
nator circuit to : interface with a processing element to 
determine a current operational state of the processing 
element ; select a queue from the plurality of queues based on 
the current operational state of the processing element ; and 
forward a number of packets from the selected queue to the 
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INTELLIGENT PACKET AGGREGATION [ 0021 ] FIG . 18 is a block diagram illustrating an example 
machine upon which any one or more of the techniques ( e . g . , 
methodologies ) discussed herein may perform , according to 
an example embodiment . 

TECHNICAL FIELD 
[ 0001 ] Embodiments described herein generally relate to 
data communication systems and in particular to implement 
ing intelligent packet aggregation . 

BACKGROUND 
[ 0002 ] Currently , network cards receive data packets and 
pass them on to a computing device for processing . As 
network use grows and additional systems come online to 
serve more data to more end users , data communication 
services need to become faster and more efficient . At the 
network card level , effective packet processing is needed to 
increase throughput in a network . 

BRIEF DESCRIPTION OF THE DRAWINGS 
10003 ] In the drawings , which are not necessarily drawn to 
scale , like numerals may describe similar components in 
different views . Like numerals having different letter suf 
fixes may represent different instances of similar compo 
nents . Some embodiments are illustrated by way of example , 
and not limitation , in the figures of the accompanying 
drawings in which : 
[ 0004 ] FIG . 1 is a schematic diagram illustrating an oper 
ating environment 100 , according to an embodiment ; 
[ 0005 ] FIG . 2 is a is a schematic diagram illustrating a 
NID , according to an embodiment : 
[ 0006 ] FIG . 3 is a schematic diagram illustrating packet 
processing , according to an embodiment ; 
10007 ] FIG . 4 is a flowchart illustrating a method for 
flexible packet scheduling , according to an embodiment ; 
[ 0008 ] FIG . 5 is a schematic diagram illustrating a pro 
cessing element ’ s configuration over time , according to an 
embodiment ; 
[ 0009 ] FIG . 6 is a flowchart illustrating a method for 
time - based flexible packet scheduling , according to an 
embodiment ; 
[ 0010 ] FIG . 7 is a schematic diagram illustrating control 
and data flow during packet processing , according to an 
embodiment ; 
[ 0011 ] FIG . 8 is a schematic diagram illustrating control 
and data flow during packet processing , according to an 
embodiment : 
[ 0012 ] FIG . 9 is a flowchart illustrating a method for 
managing packet processing , according to an embodiment : 
10013 ] FIG . 10 is a flowchart illustrating a method for 
managing packet processing , according to an embodiment : 
[ 0014 ] FIG . 11 is a flowchart illustrating a method for 
managing packet processing , according to an embodiment ; 
[ 0015 ] FIG . 12 is a flowchart illustrating a method for 
managing packet processing , according to an embodiment ; 
[ 0016 ] FIG . 13 is a schematic diagram illustrating packet 
processing , according to an embodiment ; 
[ 00171 . FIG . 14 is a flowchart illustrating a method for 
packet processing , according to an embodiment ; 
[ 0018 ] FIG . 15 is a schematic diagram illustrating another 
example of packet processing , according to an embodiment ; 
[ 0019 ] FIG . 16 is a flowchart illustrating a method for 
packet processing , according to an embodiment ; 
10020 ] FIG . 17 is a flowchart illustrating a method for 
packet processing , according to an embodiment ; and 

DETAILED DESCRIPTION 
[ 0022 ] In the following description , for purposes of expla 
nation , numerous specific details are set forth in order to 
provide a thorough understanding of some example embodi 
ments . It will be evident , however , to one skilled in the art 
that the present disclosure may be practiced without these 
specific details . 
10023 ] Various parameters and conditions may affect the 
performance of packet processing . For example , central 
processing unit ( CPU ) speed and utilization , interrupt over 
head , bus bandwidth , memory latency , and I / O latency may 
affect the performance of packet processing applications . 
Some examples of CPU overhead that affects packet pro 
cessing include overhead involved with memory allocation 
and deallocation for each packet , copying data between 
kernel and user - space , expensive cache misses , and per 
packet system calls . 
10024 ] By offloading some tasks from the CPU to a 
network interface device ( NID ) , overall packet processing 
speed may be increased and streamlined . The NID may be 
used as a centralized controller to handle packets and route 
them to the CPU , co - processors , application - specific inte 
grated circuits ( ASICs ) , or field - programmable gate arrays 
( FPGAs ) . 
[ 0025 ] A network interface device ( NID ) may be , but is 
not limited to a network interface card , network interface 
controller , network adapter , physical network interface , or 
local - area network ( LAN ) adapter . The NID may be a 
module in the same ASIC or a neighboring ASIC die in a 
system - on - chip ( SOC ) . In general , a NID includes electronic 
circuitry to support the data link layer with a physical device 
at the physical layer . The NID may provide for communi 
cation over various channels and protocols , including Eth 
ernet , Cellular ( 3G , 4G , 5G , LTE , etc . ) WiFi , Omnipath , 
Fiber Channel , etc . 
[ 0026 ] Programmable GPUs may act as co - processors by 
receiving code , data , and commands from the host CPU or 
from the NID . Recent efforts in GPU development have 
been directed to increasing parallelism . As such , GPUs 
today may have hundreds or thousands cores . Together , the 
large number of cores in a GPU may provide greater 
throughput than the single CPU core for many types of 
highly parallel tasks . GPU usefulness may be enhanced by 
launching multiple threads per GPU core to provide high 
thread - level parallelism . By using high thread - level paral 
lelism , a GPU may reduce apparent memory access latency 
by executing a considerable number of threads . Accordingly , 
some embodiments described herein take advantage of the 
high thread - level parallelism capability of GPUs to perform 
packet processing functions to reduce or eliminate at least 
one source of system bottleneck and slowdown . 
[ 0027 ] ASICs and FPGAs may also be used as co - proces 
sors for the host CPU or for the NID , for specific processing 
needs . Multiple ASICs may be incorporated into a host 
design with each ASIC designed for a specific use , such as 
voice analysis , image analysis , machine learning , encryp 
tion , and the like . Similarly , an FPGA is an integrated circuit 
that may be configured after manufacturing for a specific 
use . FPGAs may be configurable and reconfigurable at run 
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time , so that the FPGA is able to reconfigure itself to suit the 
task at hand . ASICS and FPGAs may be used for a wide 
array of tasks including analog - to - digital converters ( ADC ) , 
digital - to - analog converters ( DAC ) , encryption / decryption , 
data compression , networking offloads ( e . g . , parsing , encap 
sulation , forwarding , network traffic management , look - ups , 
etc . ) , and the like . 
[ 0028 ] For the purposes of the present disclosure , the term 
“ processing element ” refers to constructs able to process 
data , such as processes , threads , virtual machines , and 
FPGA programs . 
[ 0029 ] For the purposes of this disclosure , a " computing 
unit " includes any physical component , or logical arrange 
ment of physical components , capable of processing some or 
all of a network packet . Example computing units include , 
but are not limited to a CPU , a core , a CPU complex , a server 
complex , an FPGA , an ASIC , a graphics processing unit 
( GPU ) , or other co - processors . 
[ 0030 ] Thus , with this arrangement , the NID with built - in 
computing units and processing elements and a close - coop 
eration interface with the host , the NID is able to use 
knowledge about various conditions in the environment 
( e . g . , both the state of the NID itself and state of the host ) 
to make either its own work on the packet or the work of the 
host on the packet when it will be forwarded , more efficient , 
more effective , or more comprehensive . Additionally , the 
NID is able to affect the environment , either its own envi 
ronment ( e . g . , on - NID ) or the host ' s environment , to make 
packet processing better . 
[ 0031 ] In general , the NID receives a packet or packets 
over some L1 / L2 interface , and uses a ( possibly stateful ) 
parser to decide what the next operation is for the packet , 
where " stateful ” may rely on current or historical saved state 
metadata . The NID may perform on - NID processing using 
on - NID computing units , such as ASICs , FPGAs , or the like , 
and processing elements , such as FPGA programs , VMs , or 
the like . The NID is able to 1 ) do things related to the packet , 
such as encapsulate / decapsulate , en / decrypt , add / remove 
headers , aggregate / split , add timestamps , etc . ; and 2 ) do 
things related to the state of the packet , such as save / update 
metadata , change internal or system configurations to handle 
packet processing , query / use stored metadata , query / use 
current or historical state of NID or system , request / schedule 
NID , and system - level state changes ( e . g . , pre - load caches , 
load FPGA code in either on - NID FPGA or host FPGA , or 
both , etc . ) . 
[ 0032 ] The present disclosure is arranged as : 
[ 0033 ] 1 . Overview of system architecture and operating 
environment 
[ 0034 ] 2 . Packet processing mechanisms 

[ 0035 ] a . Packet queue prioritization based on environ 
mental state 

[ 0036 ] b . Packet queue prioritization based on time 
division multiplexing 

[ 0037 ] 3 . Active management of processing elements in 
the environment 

[ 0038 ] a . Pre - loading programs / instructions into pro 
cessing element to prepare the processing element to 
act on a packet 

[ 0039 ] b . Prioritization of programs / instructions to load 
based on metadata 

[ 0040 ] 4 . Batch processing using prioritization , pre - load 
ing , and other mechanisms . 

f0041 ] 5 . Additional embodiments 
[ 0042 ] a . Software Defined Networking 
[ 0043 ] b . Network Function Virtualization 
10044 ] c . OpenVswitch and Enhanced Berkeley Packet 

Filter 
[ 0045 ] d . Internet of Things 
10046 ] e . Data Center Application 
[ 0047 ] f . Serializer - Deserializer ( SERDES ) and Other 
Components 

[ 0048 ] g . Data Plane Development Kit 
[ 0049 ] Disclosed herein are systems and methods that 
provide packet processing efficiencies through coordination 
and integration between a NID and a CPU core , an FPGA , 
or other processing structure ( e . g . , an ASIC , a GPU , a 
co - processor , or a virtual machine ( VM ) ) . 

1 . Overview of System Architecture and Operating 
Environment 

[ 0050 ] FIG . 1 is a schematic diagram illustrating an oper 
ating environment 100 , according to an embodiment . The 
operating environment 100 may be a server computer , 
desktop computer , laptop , wearable device , hybrid device , 
onboard vehicle system , network switch , network router , or 
other compute device capable of receiving and processing 
network traffic . The operating environment 100 includes a 
network interface device ( NID ) 102 . NID 102 includes 
electronic circuitry to support the data link layer with the 
physical layer . In particular , the NID 102 is able to receive 
data using an interconnect 104 or radio 106 . The intercon 
nect 104 is arranged to accept signals over a physical media , 
where the signals are arranged into some supported L2 
framing , and interpret the incoming signal stream as a 
stream of bits organized into L2 units called “ frames . ” The 
interconnect 104 may be an Ethernet port , for example . 
Other types of communication interfaces may be supported 
by NID 102 , such as Gigabit Ethernet , ATM , HSSI , POS , 
FDDI , FITH , and the like . In these cases , appropriate ports 
may be provided in the NID architecture . The radio 106 is 
able to send and receive radio frequency ( RF ) data and is 
used to communicate over wireless protocols , such as WiFi , 
Bluetooth , Zigbee , cellular communications , and the like . 
0051 ] The NID 102 includes a packet parser 108 and a 
coordinator circuit 110 . Either or both of the packet parser 
108 and the coordinator circuit 110 may be implemented 
using an on - NID CPU 111 , an ASIC , an FPGA 180 , or other 
type of computing unit on the NID . The packet parser 108 
and the coordinator circuit 110 may use NID memory 112 or 
main memory 114 for various operations such as queuing 
packets , saving state data , storing historical data , supporting 
a neural network , or the like . 
[ 0052 ] The NID 102 may communicate with the cores 
150A - N , main memory 114 , or other portions of operating 
environment 100 via a suitable interconnect channel , such as 
Peripheral Component Interconnect Express ( PCIe ) connec 
tor 116 . PCIe connector 116 may be of any width ( e . g . , x1 , 
x4 , x12 , x16 , or X32 ) . Other interconnect channels include 
Intel On - Chip System Fabric ( IOSF ) and QuickPath Inter 
connect ( QPI ) . 
[ 0053 ] The operating environment 100 also includes cen 
tral processing unit ( CPU ) cores 150A , 150B , 150C , and 
150N ( collectively referred to as 150A - N ) . Although four 
cores are illustrated in FIG . 1 , it is understood that more or 
fewer cores may exist in particular CPU architectures . 
Additionally , there may be multiple CPUs logically grouped 
together to create a CPU complex . Mechanisms described 
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herein may be used for a single - core CPU , a multi - core 
CPU , or multiple CPUs acting in concert . 
100541 The NID 102 may communicate with cores 
150A - N over a bus , such as a PCIe bus . A PCIe client 115 
controls the bus and the PCIe connector 116 in the NID 102 
that interfaces with a bus controller 118 . The PCIe client 115 
may perform additional functions , such as controlling allo 
cation of internal resources to virtual domains , support 
various forms of I / O virtualization ( e . g . , single root input / 
output virtualization ( SR - IOV ) ) , and other functions . The 
PCIe bus controller 118 may be incorporated into the same 
die that includes the cores 150A - N . A platform controller 
hub may include the PCIe bus controller 118 , memory 
management unit ( MMU ) 120 , Serial ATA controllers , Uni 
versal Serial Bus ( USB ) controllers , clock controller , trusted 
platform module ( TPM ) , serial - peripheral interface ( SPI ) , 
and other components in the processor die . 
[ 0055 ] Modern processor architectures have multiple lev 
els in the cache hierarchy before going to main memory . In 
many designs the outermost level of cache is shared by all 
cores on the same physical chip ( e . g . , in the same package ) 
while the innermost cache levels are per core . 
[ 0056 ] In the example illustrated in FIG . 1 , each CPU core 
150A - N includes a corresponding L cache , separated into an 
L1 instruction cache 152A , 152B , 152C , 152N ( collectively 
referred to as 152A - N ) and an L1 data cache 154A , 154B , 
154C , 154N ( collectively referred to as 154A - N ) . The cores 
150A - N also each include an L2 cache 156A . 156B , 156C , 
156N ( collectively referred to as 156A - N ) . The size of the 
L1 caches and L2 caches vary depending on the processor 
design . Conventional sizes range from 32 KB to 64 KB for 
L1 cache size ( e . g . , 16 KB instruction and 16 KB data , or 32 
KB instruction and 32 KB data ) , and 256 KB to 512 KB for 
L2 cache size . L3 cache size may vary from 8 MB to 12 MB 
or more . 
[ 0057 ] When data is successfully found in the cache , it is 
called a " cache hit . ” Cache is very fast memory and the data 
pathways for the innermost levels of cache are optimized for 
fast data throughput . Even so , when a cache hit occurs , data 
in Ll cache ( e . g . , cache 152A ) may take a few processor 
cycles to access , data in L2 cache ( e . g . , cache 156A ) may 
take ten or more cycles to access , and data in L3 cache ( e . g . , 
cache 160 ) may take fifty or more cycles . If there is a cache 
miss , such that the processor has to go to main memory to 
obtain the data or instruction , the operation may take hun 
dreds of cycles . Thus a cache miss is very computationally 
costly . 
[ 0058 ] In order to increase communication efficiency and 
efficacy , the NID 102 may process network packets in a 
manner to assist the cores 150A - N and avoid cache misses 
or increase cache hits . Example processes are described 
herein . 
[ 0059 ] In other embodiments , the operating environment 
100 includes one or more FPGAS 180 . The FPGAs 180 may 
exist on - NID or in the host . The coordinator circuit 110 may 
interface with an FPGA 180 to determine its status , request 
a reconfiguration ( or partial reconfiguration ) , or provide data 
for the FPGA 180 to act upon . A partial reconfiguration is 
when a smaller portion of the FPGA 180 is reconfigured , as 
opposed to the entire FPGA 180 . The NID 102 may act as 
a co - processor or assistant to the FPGA 180 . When a packet 
arrives at the NID 102 that the FPGA 180 is able to process , 
then it is referred to as a “ FPGA hit ” in a manner similar to 
a cache hit . Conversely , if a packet arrives and the FPGA 

180 is not configured to handle the packet and needs to be 
reconfigured , this may be referred to as an “ FPGA miss . ” 
The coordinator circuit 110 may interface with one or more 
FPGAs 180 to reduce FPGA misses or increase FPGA hits . 
Example processes are described herein . 
100600 . In other embodiments , the operating environment 
100 includes one or more virtual machines ( VMs ) 190 . VM 
190 includes “ Containers ” and “ VM - Containers ” and other 
similar virtualization " guest ” constructs . VMs 190 may be 
executed on a CPU core 150A - N , on - NID CPU 111 , or 
elsewhere . The coordinator circuit 110 may interface with a 
VM 190 to determine its status , request a reconfiguration , or 
provide data for the VM 190 to act upon . In an analogous 
manner , the VMs 190 may be rotated periodically or on 
demand . When a packet arrives at the NID 102 that a VM 
190 is able to process , then it may be referred to as a “ VM 
hit ” and conversely , a “ VM miss ” is where the packet is 
unable to be immediately processed because a correspond 
ing VM 190 is not loaded . The NID 102 may act as a 
co - processor or assistant to the VM 190 to reduce VM 
misses or increase VM hits . Example processes are 
described herein . 
[ 0061 ] FIG . 2 is a schematic diagram illustrating a NID 
200 , according to an embodiment . The NID 200 includes a 
network interface layer 202 , which includes an Ethernet 
interface 204 , a radio 206 , and possibly other L1 / L2 inter 
faces 208 . A parser 210 receives data from the network 
interface layer 202 and also is configured to transmit data out 
through the network interface layer 202 . The parser 210 may 
provide functionality of both the parser 108 and coordinator 
circuit 110 of FIG . 1 . The NID 200 includes on - NID 
processing elements 212A , 212B , 212N ( collectively 
referred to as 212A - N ) . The processing elements 212A - N 
may be threads , processes , virtual machines , FPGA pro 
grams , and other constructs able to process packet data . 
These elements 212A - N may also be used to provide some 
coordinator functionality . The NID 200 also includes an 
on - NID FPGA 214 , which may be configured by the parser 
210 to perform functions described herein . The NID 200 
includes on - NID queues 216A , 216B , 216N ( collectively 
referred to as 216A - N ) , which may include data queues , 
event queues , completion queues , request / command queues , 
etc . To communicate with the host system , the NID 200 
includes a PCIe client 218 and optionally other NID / CPU 
interconnects 220 . The NID 200 may also include its own 
CPU 222 for onboard processing . 

2 . Packet Processing Mechanisms 
[ 0062 ] Several packet processing mechanisms are 
described here . The NID is able to schedule packet process 
ing dynamically based on environmental factors . The envi 
ronmental factors may be stored in a metadata database , 
which is accessible by the NID and other components of the 
host . The metadata database may include various informa 
tion about packets , programs , FPGA configurations , histori 
cal packet information , host or NID CPU load , host or NID 
memory utilization , power consumption levels , etc . 

2 . a . Packet Queue Prioritization Based on 
Environmental State 

[ 0063 ] One way to increase packet processing efficiencies 
is to modify the queued order of packets such that packets 
that are more likely to be processed by existing instructions 
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in an instruction cache ( e . g . , cache 152A ) , partition of an 
FPGA 180 , or virtual machine 190 , are prioritized over 
packets that are less likely to be processed by such process 
ing elements . As such , packet scheduling may be influenced 
in order to reduce cache , FPGA , or virtual machine misses . 
The resulting packet scheduling may be unfair in terms of 
bandwidth , but the overall performance of the processing 
element is better . 
10064 ) FIG . 3 is a schematic diagram illustrating packet 
processing , according to an embodiment . A packet buffer 
300 acts as a storage space set aside for storing packets 
received from the network . The packet buffer 300 may be 
located in the NID ( e . g . , NID 102 or NID 200 ) or may be 
located in the host computer ( e . g . , operating environment 
100 ) . 
[ 0065 ] As packets 302A , 302B , 302N ( collectively 
referred to as 302A - N ) are received by the packet parser 
108 , they may be stored in the packet buffer 300 . The packet 
parser 108 inspects the contents of the incoming packet 
302A - N using packet inspection mechanisms , for example , 
using a TCP Offload Engine ( TOE ) and corresponding 
features . Looking up the layers in the packet ' s encapsula 
tion , the packet parser 108 is able to determine the Source ! 
Destination , Traffic - handling and meta - data markings , appli 
cation , or even the data contents . The packet inspection does 
not have to be deep packet inspection . It could be as simple 
as looking at the source address / port number / other header 
information , and knowing that all traffic from this source 
address / port number / header information needs to be pro 
cessed using a particular program or processing element . 
[ 00661 Information obtained during the process of packet 
analysis is stored in a metadata database 304 . The metadata 
database 304 may store various metadata about a packet or 
group of packets 302A - N . For example , the metadata data 
base 304 may include a number of packets of certain type , 
a program needed to process the packet or similar packets , 
a virtual machine needed to process the packet or similar 
packets , an FPGA program to process the packet or similar 
packets , a statistical profile of the packet or similar packets , 
and the like . The metadata database 304 is used by the 
coordinator circuit 110 to manage coordination , scheduling , 
loading , and unloading of processing elements . 
100671 . The coordinator circuit 110 needs have synchroni 
zation with the processing element ( e . g . , core 154A , FPGA 
180 , or VM 190 ) in order to determine proper scheduling 
decisions . The concept of process synchronization is related 
to just - in - time ( JIT ) processing . JIT processing is similar to 
JIT manufacturing . JIT manufacturing is where the parts to 
assemble a device , such as a car , are delivered shortly before 
the assembly of the device . This allows the manufacturer to 
maintain a smaller inventory and still quickly produce the 
product . In the present context , if coordinator circuit 110 is 
synchronized to the processing element , and understands 
what may be processed and when , the coordinator circuit 
110 is able to deliver data that needs to be processed just 
before it is needed . This may result in fewer cache / FPGA 
VM misses and also allows for smaller hardware ( e . g . , 
cache ) requirements in design . 
[ 0068 ] A tightly compact set of instructions may be used 
in JIT processing . Prior to the time the processing element 
executes that set of instructions , the coordinator circuit 110 
may load the incoming packet data into to the processing 
element ( e . g . , cache ) . This allows the instructions and data 
to arrive , just in time to be processed . For the coordinator 

circuit 110 to synchronize with the processing element ( s ) ; 
the synchronization needs to be very accurate and precise . 
This precision and accuracy may be accomplished by shar 
ing the same clock circuitry . However , in some cases this is 
not possible . Hence , other synchronization mechanisms , 
such as IEEE 1588 Precision Time Protocol ( PTP ) , IEEE 
802 . 1 Time - Sensitive Networking ( TSN ) , Synchronous Eth 
ernet . Network Time Protocol ( NTP ) , or wireless network 
time synchronization mechanisms ( e . g . , Reference Broad 
cast Synchronization ( RBS ) , Timing - sync Protocol for Sen 
sor Networks ( TPSN ) , Flooding Time Synchronization Pro 
tocol ( FTSP ) , etc . ) may be used . Likewise Precision Time 
Measurement ( PTM ) may be used over PCIe interfaces . 
100691 . The coordinator circuit 110 is able to use an 
appropriate timing constraints to synchronize with various 
processing elements , such as a processor core , FPGA 180 , 
VM 190 , or other things like GPUs , accelerator circuits , 
general purpose GPUs ( GPGPU ) , etc . In the case of an 
FPGA 180 , for example , lead time may be different in that 
the FPGA 180 may take a significant amount of time to 
reprogram itself or a partition . To accommodate this 
extended reprogramming time , the coordinator circuit 110 is 
operable to send in the program first , and when the partition 
is just about to finish programming , send the data so that it 
may be processed nearly immediately after being loaded into 
the FPGA 180 . 

[ 0070 ] The coordinator circuit 110 may organize the 
packet buffer 300 using various mechanisms to prioritize or 
drop packets from the packet buffer 300 . Prioritization may 
be implemented by analyzing the metadata database 304 to 
determine which instructions are needed to process the 
packet 302A - N , interface with the processing element to 
determine how the processing element is configured ( e . g . , 
which instructions are in cache or will be in cache soon , 
which programs are in a FPGA partition , etc . ) , and assign a 
priority or queue position to the packet 302A - N based on 
whether there is an expected cache / FPGA / VM hit . 
[ 0071 ] In some embodiments , the expected hit is used as 
one of several factors when determining queue position . In 
a first aspect , a conventional prioritization scheme is { pri 
ority , order ) , where priority is a packet priority and order is 
a round robin ordering . Using this hierarchy , a packet 
302A - N is analyzed first with respect to priority and then 
with respect to the round robin order if there are several 
packets 302A - N with the same priority . Priorities may range 
from zero to seven for example , with zero being a highest 
priority and seven being the lowest . Other ranges of values 
may be used , for example 1 - 8 , 1 - 100 , 1 - 5 , etc . and other 
priority schemes may be used , for example , five is the 
highest priority and one is the lowest . Priorities may be 
assigned based on what type of data is to be stored in the 
packet 302A - N , what application is associated with the 
packet 302A - N , user preferences , etc . For instance , a packet 
302A - N that carries data for a real - time interface , such as 
video conferencing , may be assigned a higher packet prior 
ity than a background process , such as a software update 
service . 
[ 0072 ] A revised prioritization scheme may be used in a 
first embodiment . The revised prioritization scheme may 
include the " hit " as a factor in the priority determination . An 
example revised prioritization scheme includes { priority , hit 
order } , where hit is a Boolean value of true or false , and is 
true when the instructions , program , or other configuration 
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of the processing element is such that the processing element 
is able to process the packet 302A - N immediately . 
[ 0073 ] In a second embodiment of a priority scheme , a 
conventional prioritization scheme may be { CIR , priority , 
order ) , where CIR is committed information rate , and refers 
to the bandwidth that is guaranteed by a service provider . 
Above the CIR is an allowance of burstable bandwidth , 
which may be expressed as the excess information rate 
( EIR ) . The sum of the CIR and EIR is the peak information 
rate ( PIR ) . A revised prioritization scheme may be { CIR , hit , 
priority , order } . In such an embodiment , the committed data 
rates are met and anything after that is based on expected 
processing element performance , packet data priority , and 
round robin ordering . 
[ 0074 ] In a third embodiment of a priority scheme , a 
conventional prioritization scheme may be { CIR , priority , 
order ) , and a revised prioritization scheme may be { CIR , 
priority , hit , order } . In such an embodiment , the committed 
data rates are met and the packet data priority are considered 
before processing element performance , with round robin 
ordering being the last factor considered . 
[ 0075 ] Other prioritization schemes may be developed 
that include the hit factor . Example prioritization schemes 
include , but are not limited to { CIR , PIR , hit , priority , 
order } , { CIR , hit , PIR , priority , order } , { CIR , priority , hit , 
PIR , order ] , and { hit , priority , TTL , order } , where TTL is a 
time - to - live ( TTL ) value assigned to instructions or pro 
grams that are used to process packets 202A - N . When a 
packet 302A - N needs to be processed , the coordinator 
circuit 110 or other component may check whether the 
instructions or programs are loaded into a cache / FPGA / VM . 
If the instructions / program are not available , then any 
instructions that have an expired TTL may be evicted before 
other instructions . If a packet 302A - N arrives and is pro 
cessed by instructions / programs that were in already in 
memory ( e . g . , a cache hit or an FPGA hit ) , then the instruc 
tions / programs may have their respective TTL values 
refreshed , updated , or otherwise modified . TTL values may 
be used in combination with priority schemes . 
[ 0076 ] For example , if two sets of packets each have 
instructions loaded in cache to process them , and the packets 
have the same priority , then the instructions with the lower 
or expired TTL value may be used over instructions with a 
higher or unexpired TTL . The reason is that the instructions 
with the lower or expired TTL have that value because , at 
least in part , the instructions have not been used as recently . 
As such , an inference may be made that the instructions that 
have been used more recently those with the higher or 
unexpired TTL values ) , may be used again in additional 
packet processing , so packets using such instructions should 
be prioritized . 
10077 ) When the packet buffer 300 becomes full , packets 
302A - N may be dropped from the packet stream . A head 
drop is where when the packet buffer 300 is full , a drop 
decision is made based on an understanding of what is in the 
packet 302A - N . A tail drop is where when the packet buffer 
300 is full , the last packet 302N is dropped regardless of the 
packet priority or classification . 
[ 0078 ] To implement an intelligent dropping mechanism , 
the coordinator circuit 110 may inspect the packets ' con 
tents , inspect the configuration of the processing element , 
and decide which packet or packets to drop based on what 
is in each . By considering the configuration of the process 
ing element ( e . g . , the instructions in cache ) , the coordinator 

circuit 110 is able to reduce or avoid cache / FPGA / VM 
misses . An inverse priority scheme is used where the packet 
or packets with the lowest priority are dropped . 
[ 0079 ] In a first embodiment of an inverse priority 
scheme , a “ likely miss ” metric is used in combination with 
conventional priority factors . For instance , a conventional 
inverse priority scheme may be { inverse priority , order } , 
where inverse priority is the packet priority sorted by lowest 
priority to highest priority , and where order is the order in 
round robin processing . An intelligent inverse priority 
scheme may be { inverse priority , likely miss , order } , where 
likely miss is a metric , value , or rating of whether the packet 
data would experience an expected cache / FPGA / VM miss . 
The likely miss factor is extendable to any processing 
element that is configurable to process packets . 
[ 0080 ] In a second embodiment of an inverse priority 
scheme , a committed information rate ( CIR ) is added with 
the order of importance being inverse CIR ( e . g . , CIR met or 
exceeded ) , likely miss , inverse priority , and then round robin 
order . This may be expressed as { inverse CIR , likely miss , 
inverse priority , order . As with the first embodiment of the 
inverse priority scheme described above , the likely miss 
factor is extendable to any processing element that is con 
figurable to process packets . 
[ 0081 ] Additional or alternative factors may be combined , 
reordered , or adjusted with the factors discussed in the first 
and second embodiments of the inverse priority schemes . An 
example additional factor is TTL . 
[ 0082 ] FIG . 4 is a flowchart illustrating a method 400 for 
flexible packet scheduling , according to an embodiment . At 
block 402 , a packet is received . A corresponding processing 
element that is used to process the packet is determined from 
analyzing the packet ( operation 404 ) . In various embodi 
ments , the processing element comprises a computing pro 
cess , a thread , a virtual machine , or a field - programmable 
gate array ( FPGA ) . The packet is stored in a queue ( e . g . , a 
packet buffer ) ( operation 406 ) . 
[ 0083 ] At block 408 , it is determined whether the process 
ing element is active in a computing unit . In various embodi 
ments , the computing unit comprises a central processing 
unit ( CPU ) , a processor core , a CPU complex , a field 
programmable gate array ( FPGA ) , or a graphics processing 
unit ( GPU ) . 
[ 0084 ] In an embodiment , determining from analyzing the 
packet that , the corresponding processing element that is 
used to process the packet comprises using a TCP offload 
engine to inspect the packet and identify the corresponding 
processing element . 
[ 0085 ] In an embodiment , determining whether the pro 
cessing element is active in the computing unit comprises 
interfacing with the computing unit to determine whether the 
processing element is active . In a further embodiment , the 
computing unit is a processor core , and to interface with the 
computing unit , the coordinator circuit is to receive an 
indication of the contents of a cache operated by the com 
puting unit . In a further embodiment , the indication of the 
contents of the cache are provided by a memory manage 
ment unit ( MMU ) . 
[ 0086 ] In an embodiment , the computing unit is an FPGA , 
and to interface with the computing unit , the coordinator 
circuit is to communicate with an FPGA interface to deter 
mine whether the processing element is active in the com 

m 
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puting unit . In a further embodiment , the FPGA interface 
maintains a record of which FPGA programs have been 
loaded in the FPGA . 
[ 0087 ] At block 410 , the priority of the packet in the queue 
is modified based on whether the processing element is 
active in the computing unit . Each packet or group of 
packets in the queue may have a priority assigned to it . The 
processing elements are monitored . Monitoring may include 
determining which instructions are in cache ( in the case of 
a process or thread ) , determining which instructions are 
likely to be put in cache soon , determining which virtual 
machine is loaded , determining how an FPGA is currently 
configured , etc . As the monitoring is conducted , the priority 
of the packet or group of packets may be increased or 
decreased . The priority may be increased if , for example , the 
instructions currently in cache are ones that would operate 
on the data in the queue ( e . g . , a cache hit ) . The priority may 
be decreased if , for example , the instructions needed to 
process the data in the queue are currently in main 
memory - in other words , a cache miss is likely . 
[ 0088 ] In an embodiment , modifying the priority of the 
packet in the queue based on whether the processing element 
is active in the computing unit comprises increasing the 
priority of the packet when the processing element is active 
in the computing unit . In a further embodiment , increasing 
the priority of the packet comprises including that the 
processing element is active with at least two other factors 
selected from the list of : a packet priority , a round robin 
order , a committed information rate , and a processing ele 
ment time - to - live value . 
[ 0089 ] In an embodiment , modifying the priority of the 
packet in the queue based on whether the processing element 
is active in the computing unit comprises decreasing the 
priority of the packet when the processing element is not 
active in the computing unit . In a further embodiment , 
decreasing the priority of the packet comprises including 
that the processing element is not active with at least two 
other factors selected from the list of : a packet priority , a 
round robin order , a committed information rate , and a 
processing element time - to - live value . 
[ 0090 ] In an embodiment , modifying the priority of the 
packet in the queue based on whether the processing element 
is active in the computing unit includes the operations of 
determining whether to drop the packet from the queue 
when the processing element is not active in the computing 
unit and dropping the packet from the queue based on the 
determination . In a further embodiment , determining 
whether to drop the packet from the queue comprises 
including that the processing element is not active with at 
least two other factors selected from the list of : an inverse 
packet priority , a round robin order , an inverse committed 
information rate , and a processing element time - to - live 
value . 
[ 0091 ] It is understood that the prioritization and dropping 
techniques described in this section may be used in combi 
nation with techniques from other sections in this document . 
Additionally , the prioritization and dropping techniques may 
be combined so that multiple prioritization or dropping 
techniques are used in series , in parallel , or otherwise . 

swapped out . In this configuration , a flexible , intelligent 
NID may perform packet scheduling based on when the 
processing element that is used to process a particular packet 
will be available on the computing unit . 
[ 0093 ] As such , another way to increase packet processing 
efficiencies is to synchronize the packet delivery to the 
computing unit with the time slot that the processing ele 
ment used to process the packet is active . A time slot is a 
period of time when the processing element is able to 
execute . The time slot may be of any length , such as from 
microseconds to minutes , depending on the design and 
configuration of the processing element and computing unit . 
By using a time - aware scheduling mechanism , the coordi 
nator circuit 110 is able to avoid or reduce costly context 
switches at the computing unit . 
10094 ] . As with other scheduling mechanisms described in 
this document , synchronization is important . Just prior to the 
time the processing element is going to execute instructions 
to process the packet , the coordinator circuit 110 may load 
the packet data into to the processing element ( e . g . , cache ) . 
This allows the instructions and data to arrive , just in time 
to be processed . For the coordinator circuit 110 to synchro 
nize with the processing element ( s ) , the synchronization 
needs to be very accurate and precise . Synchronization 
mechanisms discussed herein , such as IEEE 1588 Precision 
Time Protocol ( PTP ) , IEEE 802 . 1 Time - Sensitive Network 
ing ( TSN ) , Synchronous Ethernet , Network Time Protocol 
( NTP ) , wireless network time synchronization mechanisms 
( e . g . , Reference Broadcast Synchronization ( RBS ) , Timing 
sync Protocol for Sensor Networks ( TPSN ) . Flooding Time 
Synchronization Protocol ( FTSP ) , etc . ) , or Precision Time 
Measurement ( PTM ) may be used . 
[ 0095 ] FIG . 5 is a schematic diagram illustrating a pro 
cessing element ’ s configuration over time , according to an 
embodiment . The processing element may be a thread , set of 
instructions , program in virtual machine , FPGA program , or 
the like . The processing element may be scheduled to 
execute at certain periods to provide alternating services 
over time . This design may be referred as processor sharing , 
time sharing , or time - division multiplexing . In arrangement 
500 , each program A . B , and C have an equal amount of 
processor time . The theory here is that all programs are 
treated equally . In arrangement 550 , the programs A , B , and 
Chave dynamic periods . Dynamic periods may be used to 
accommodate prioritization schemes or workload distribu 
tion among processing elements . 
[ 0096 ] The coordinator circuit 110 is aware of the time 
slots of each program A , B , and C . The coordinator circuit 
110 then schedules packets with a higher priority at the 
appropriate time slot to process those packets . An example 
prioritization scheme is { time slot , priority , order ) , where 
time slot is a value indicating whether the processing 
element is active or a distance to when the next time slot 
occurs , priority is the packet priority , and order is the round 
robin order for packets with the same priority . 
[ 0097 ] The time slot value may be a 0 or 1 ( e . g . , 1 - bit 
value ) , where 0 is used to indicate that the program is not 
active and 1 is used to indicate that the program is active . 
The 1 - bit time slot value may be used to filter or weight a 
packet ’ s queue priority . Alternatively , the time slot value 
may be a 2 - bit value , where a value of 3 indicates that the 
program is currently executing or loaded , 2 indicates that the 
program is next to execute , 1 indicating that it is two 
positions away from being loaded , and 0 indicating that it is 

ro 

2 . b . Packet Queue Prioritization Based on 
Time - Division Multiplexing 

[ 0092 ] In some configurations , processing elements may 
be provided a limited amount of time to execute before being 
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three positions away from being loaded . It is understood that 
the values of 1 - bit and 2 - bit time slot values may be 
modified to fit other prioritization schemes . Additionally , 
more bits may be used . 
[ 0098 ] . Further , more or fewer programs / instructions may 
be used than what is illustrated in FIG . 5 . In the case where 
there are fewer programs sharing time , then some bit values 
may not be used or ignored ( e . g . , as a do not care ( DNC ) 
value ) . For instance , if there are only two programs being 
alternated , then in a 2 - bit scheme , values of 1 and 0 are 
meaningless and may be ignored . 
[ 0099 ] Additional or alternative factors may be combined , 
reordered , or adjusted with the factors discussed in the 
priority scheme . Example additional factors include com 
mitted information rate ( CIR ) . For instance , if the CIR is not 
satisfied , then a packet that at least partially satisfies the CIR 
may be prioritized . 
[ 0100 ] Returning to FIG . 3 , when the packet buffer 300 
becomes full , packets 302A - N may be dropped from the 
packet stream . A head drop is where when the packet buffer 
300 is full , a drop decision is made based on an understand 
ing of what is in the packet 302A - N . A tail drop is where 
when the packet buffer 300 is full , the last packet 302N is 
dropped regardless of the packet priority or classification . 
[ 0101 ] To implement an intelligent dropping mechanism , 
the coordinator circuit 110 may inspect the packets ' con 
tents , inspect the configuration of the processing element , 
and decide which packet or packets to drop based on what 
is in each . In particular , an inverse priority scheme is used 
to identify the packet or packets with the lowest priority , 
which may then be dropped . By considering the configura - 
tion of the processing element ( e . g . , the instructions in 
cache ) , the coordinator circuit 110 is able to reduce or avoid 
cache / FPGA / VM misses by dropping packets that will not 
be handled for some time . 
[ 0102 As such , an inverse prioritization scheme for an 
intelligent dropping mechanism may be { inverse time slot , 
inverse priority , order } , where inverse time slot is used to 
weight the priority when a program / instruction is not loaded 
or may not be loaded for some time . Inverse time slot may 
be a 1 - bit value where 1 is used to indicate that the 
program / instruction is not loaded and 0 is used to indicate 
that it is loaded . As another example , inverse time slot may 
be a 2 - bit value where indicates that the program is 
currently loaded , 1 indicates that the program is next , 2 
indicates that the program is two positions away from being 
active , and 3 indicates that the program is three positions 
away from being active . Thus , a program that is not loaded 
will be reflected in a higher drop priority of the packet ( e . g . , 
more likely that the packet will be dropped from the queue ) . 
It is understood that the values of 1 - bit and 2 - bit inverse time 
slot values may be modified to fit other prioritization 
schemes . Additionally , more bits may be used . 
[ 0103 ] Additional or alternative factors may be combined , 
reordered , or adjusted with the factors discussed in the 
inverse priority scheme . Example additional factors include 
committed information rate ( CIR ) . For instance , if the CIR 
has been satisfied , then a packet that would provide addi 
tional service related to the CIR may be de - prioritized and 
dropped . 
[ 0104 ] FIG . 6 is a flowchart illustrating a method 600 for 
time - based flexible packet scheduling , according to an 
embodiment . At block 602 , a packet is received and a 
corresponding processing element that is used to process the 

packet is determined from analyzing the packet . In various 
embodiments , the processing element comprises a comput 
ing process , a thread , a virtual machine , or a field - program 
mable gate array ( FPGA ) . In an embodiment , determining 
the corresponding processing element that is used to process 
the packet comprises using a TCP offload engine to inspect 
the packet and identify the corresponding processing ele 
ment . The packet is stored in a queue ( e . g . , a packet buffer ) 
( operation 604 ) . 
0105 ] At block 606 , a timing of when the processing 
element is active in a computing unit is determined . In 
various embodiments , the computing unit comprises a cen 
tral processing unit ( CPU ) , a processor core , a CPU com 
plex , a field - programmable gate array ( FPGA ) , or a graphics 
processing unit ( GPU ) . 
[ 0106 ] In an embodiment , determining the timing of when 
the processing element is active in the computing unit 
comprises being synchronized with the computing unit . In a 
further embodiment , wherein being synchronized with the 
computing unit is performed by using at least one of : IEEE 
1588 Precision Time Protocol , IEEE 802 . 1 Time - Sensitive 
Networking , Synchronous Ethernet , Network Time Proto 
col , or Precision Time Measurement . 
[ 0107 ] In an embodiment , determining the timing of when 
the processing element is active in the computing unit 
comprises interfacing with the computing unit to determine 
when the processing element is active . In a further embodi 
ment , the computing unit is a processor core , and interfacing 
with the computing unit comprises receiving an indication of 
the contents of a cache operated by the computing unit . In 
a further embodiment , the indication of the contents of the 
cache are provided by a memory management unit ( MMU ) . 
[ 0108 ] In another embodiment , the computing unit is an 
FPGA , and interfacing with the computing unit comprises 
communicating with an FPGA interface to determine 
whether the processing element is active in the computing 
unit . In a further embodiment , the FPGA interface maintains 
a record of which FPGA programs have been loaded in the 
FPGA . 
[ 0109 ] At block 608 , the priority of the packet in the queue 
is modified based on the timing of when the processing 
element is active in the computing unit . In an embodiment , 
modifying the priority of the packet in the queue based on 
the timing of when the processing element is active in the 
computing unit comprises increasing the priority of the 
packet when the processing element is active or will be 
active soon in the computing unit . In a further embodiment , 
increasing the priority of the packet comprises including that 
the processing element is active or will be active soon with 
at least one factor selected from the list of : a packet priority 
and a round robin order . 
[ 0110 ] In another embodiment , modifying the priority of 
the packet in the queue based on the timing of when the 
processing element is active in the computing unit comprises 
decreasing the priority of the packet when the processing 
element is not active or will not be active soon in the 
computing unit . In a further embodiment , decreasing the 
priority of the packet comprises including that the process 
ing element is not active with at least one factor selected 
from the list of : a packet priority and a round robin order . 
10111 ] In another embodiment , modifying the priority of 
the packet in the queue based on whether the processing 
element is active in the computing unit includes determining 
whether to drop the packet from the queue when the pro 
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cessing element is not active or will not be active soon in the 
computing unit , and dropping the packet from the queue 
based on the determination . In a further embodiment , deter - 
mining whether to drop the packet from the queue comprises 
including that the processing element is not active or will not 
be active soon with at least one factor selected from the list 
of : an inverse packet priority and a round robin order . 
[ 0112 ] It is understood that the prioritization and dropping 
techniques described in this section may be used in combi 
nation with techniques from other sections in this document . 
Additionally , the prioritization and dropping techniques may 
be combined so that multiple prioritization or dropping 
techniques are used in series , in parallel , or otherwise . 

3 . Active Management of Processing Elements in 
the Environment 

[ 0113 ] Active management of processing elements 
includes the concepts of monitoring processing elements to 
determine their state and future state , and configuring the 
processing element so that it is able to act on the data packet 
more quickly . Active management may be used with queue 
prioritization , packet aggregation , and other techniques 
described in this document , in order to reduce packet pro 
cessing time . 

3 . a . Pre - Loading Programs / Instructions into 
Processing Element 

[ 0114 ] Another way to increase processing performance is 
to actively manage the instructions , programs , virtual 
machines , or other types of processing elements that act on 
packets . Active management includes , but is not limited to , 
loading or evicting instructions for an instruction cache 
( e . g . , cache 152A ) ; loading , reprogramming , or unloading 
programs in FPGA partitions , and loading or unloading 
virtual machine instances . When a packet arrives , instruc 
tions , programs , or other processing elements may be loaded 
to process the packet immediately , or at least in a prioritized 
manner . Packets that arrive in bunches , such as those related 
to an image , may be more efficiently processed if the 
corresponding processing element is made available more 
quickly . By pre - loading the processing element before for 
warding the data obtained from the packet ( or packets ) , the 
system avoids a cache miss and its associated delays . 
Preloading may occur within a relatively small period before 
the packet is processed , such as 100 ns , so that the instruc 
tions are available for the data when the data arrives . As 
such , active management may reduce the number of context 
switches that a computing unit may have to undertake while 
processing packets . Multiple packets may be batch pro 
cessed to further increase processing efficiencies . This is 
described further in Section 4 . 
[ 0115 ] FIG . 7 is a schematic diagram illustrating control 
and data flow during packet processing , according to an 
embodiment . Packets 302A - N are received at a network 
interface 700 . The packet parser 108 inspects the packet 
302A - N and identifies processing required by the packet 
302A - N . The packet 302A - N is processed to determine a 
corresponding program to be run by the processor core ( e . g . , 
core 150A ) . The packet processing may include referencing 
a metadata database ( e . g . , database 304 ) , main memory 114 , 
or NID memory 112 to obtain additional information and 
correlate the packet information with the corresponding 
program . 

[ 0116 ] The packet 202A - N is placed in a data queue 702 . 
The data queue 702 may be on - NID , such as in NID memory 
112 . Alternatively , the data queue 702 may be in main 
memory 114 . 
[ 0117 ] The instructions needed to process the packet 
302A - N are retrieved from main memory 114 and placed in 
an instruction queue 304 . The instruction queue 704 may be 
on - NID , such as in NID memory 112 . Alternatively , the 
instruction queue 704 may be in main memory 114 . After the 
instructions are fetched , then the instructions may be loaded 
into a reserved portion or area 706 of the cache 708 . The 
cache 308 may be an L1 , L2 , or L3 cache of a processor core 
or CPU complex . The reserved portion of cache 706 
includes a NID - controlled instruction cache 710 and a 
NID - controlled data cache 712 . 
[ 0118 ] The reserved portion of cache 706 may be con 
trolled directly by the NID 102 , such as with direct memory 
access . Alternatively , the reserved portion of cache 706 may 
be controlled by the NID 102 indirectly , such as via a cache 
controller 714 , memory management unit , or the like . The 
coordinator circuit 110 may pass an address or address range 
to the cache controller 314 to load into cache 708 . The cache 
controller 714 may be used to load and evict instructions 
from cache 708 . The reserved portion of cache 706 may be 
allocated dynamically by the cache controller 714 . The NID 
102 may request additional allocation in the cache 708 , 
depending on network load , packet priority , or other factors . 
[ 0119 ] After the instructions and data are loaded from their 
respective queues 304 , 302 , into the cache 308 , the process 
ing core is able to operate on the data without a cache miss 
for either the data or instructions . 
0120 In an embodiment , the NID controls an area of 
cache . In most cases , the CPU or MMU controls the cache ; 
however , in this embodiment , the NID controls this area of 
the cache . For instance , the NID - controlled area may be in 
the last level cache ( e . g . , L3 160 ) . The NID 102 understands 
the program for the incoming data packet is at location A in 
the main memory 114 , it retrieves those instructions , and 
places them in the NIC - controlled area of the last level cache 
with the packet data ( e . g . , reserved area 706 ) . When the CPU 
core ( e . g . , core 154A ) starts to process this packet , it will go 
out to its instruction cache ( e . g . , cache 152A ) and try to 
retrieve the instructions . The CPU will miss all levels of 
cache until the last level . Here it will grab the instructions 
and bring them into the L1 cache ( e . g . , cache 152A ) . 
[ 0121 ] In another embodiment , the NID interacts with the 
cache controller 714 ( e . g . , MMU ) . In such a case , the NID 
may instruct the cache controller 714 to load instructions A 
by time B to process the incoming data . The cache controller 
714 may then fetch the missing instructions just in time to 
process the incoming data , avoiding the cache - miss . 
[ 0122 ] Preloading instructions may be especially effective 
when used with several related packets . Many packets may 
be queued together and burst to the NID - controlled data 
cache 312 . In this case , the instructions only need to be 
fetched once over the group of packets . Grouping related 
packets may be performed using TCP offload and large 
receive offload ( LRO ) mechanisms . 
[ 0123 ] FIG . 8 is a schematic diagram illustrating control 
and data flow during packet processing , according to an 
embodiment . Similar to how packet processing was 
described in FIG . 7 with reference to loading instructions 
and data in a processor cache , programs or data may be 
loaded into an FPGA partition to reduce or eliminate delays 
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due to an FPGA miss . Packets 302A - N are received at a 
network interface 800 . The packet parser 108 inspects the 
packet 302A - N and identifies processing required by the 
packet 302A - N . The packet 302A - N is parsed to determine 
a corresponding program to be run by the FPGA 180 . The 
packet 302A - N is placed in a FPGA packet queue 802 . The 
FPGA packet queue 802 may be in the FPGA 180 , FPGA 
interface controller 804 , in main memory 114 , or in NID 
memory 112 . The packet parser 108 or coordinator circuit 
110 determines the FPGA program needed to process the 
packet 302A - N . This information is sent to an FPGA inter 
face controller 804 . 
[ 0124 ] The FPGA interface controller 804 may be config 
ured to track the programs loaded in the partitions of the 
FPGA 180 . If the program is already in the FPGA 180 , then 
the packet 302A - N may be forwarded without additional 
delay . If the program indicated by the packet parser 108 / 
coordinator circuit 110 is not in the FPGA 180 , then the 
FPGA interface controller 804 may obtain the proper image 
from an FPGA image storage 806 . The FPGA interface 
controller 804 then loads the program into a partition 808 . 
After the program is loaded into the FPGA 180 , then the 
FPGA interface controller 804 obtains the packet data from 
the FPGA packet queue 802 and sends it to the FPGA 180 
where it is processed . 
[ 0125 ] The partition 808 that the FPGA interface control 
ler 404 loads may be a reserved partition space in the FPGA 
180 . The reserved partition space may be controlled by the 
FPGA interface controller 804 and set aside so that the 
FPGA 180 does not use it for other programs . 
[ 0126 ] . In a first aspect , the coordinator circuit 110 inter 
faces with a processing element through various mecha 
nisms that are appropriate for the type of processing ele 
ment . In the case of a processing core ( e . g . , core 150A ) , for 
example , the coordinator circuit 110 may interface with a 
memory management unit ( MMU ) to identify the contents 
of L1 , L2 , or L3 cache . In the case of an FPGA 180 , the 
coordinator circuit 110 may transmit a request to the FPGA 
180 to determine the contents of the FPGA ' s partitions . The 
coordinator circuit 110 may work in conjunction with a 
FPGA interface controller 804 , as described above in FIG . 8 . 
10127 ] Alternatively , the coordinator circuit 110 may con 
trol a portion of the cache or FPGA partition . In the case of 
a processing core ( e . g . , core 150A ) , the coordinator circuit 
110 may use direct memory access to write instructions and 
data to a reserved area of L1 , L2 , or L3 cache . The reserved 
area may include the area controlled by the coordinator 
circuit 110 , as discussed in FIG . 7 . Cache evictions are 
controlled by the coordinator circuit 110 . Evictions may be 
based on various priority or other schemes , such as those 
described herein . 
[ 0128 ] Similarly , in the case of an FPGA 180 , the coor 
dinator circuit 110 may use an FPGA interface controller 
804 that is connected to FPGAs on the host system ( or 
internal to the NID 102 ) and is operable to track FPGA 
programs in the FPGAs . and load or unload FPGA programs 
in a partition that is controlled by the FPGA interface 
controller 804 . The coordinator circuit 110 or the FPGA 
interface controller 804 may perform evictions of obsolete , 
unused , or underutilized programs . The coordinator circuit 
110 or the FPGA interface controller 804 may keep track of 
which FPGA partitions have been loaded and not reload 
programs that are already in an FPGA partition . 

[ 0129 ] Multiple partitions may be reconfigured as part of 
this process . For example , to process a data set partitions P1 , 
P2 , P3 , P4 , and P5 need to be programmed . Since the 
algorithms are processed in order , the FPGA interface con 
troller 804 may program P1 , then while programming P2 , 
send data to Pl . When P2 is done being programmed , Pl ’ s 
data may move to P2 , while P3 is being programmed , and so 
on . In fact , once P1 is done processing , it may be repro 
grammed to process a different data set . 
[ 0130 ] FIG . 9 is a flowchart illustrating a method 900 for 
managing packet processing , according to an embodiment . 
Packets are received ( operation 902 ) and then parsed to 
determine the best program ( operation 904 ) . The parsing 
( operation 904 ) may identify a set of instructions to load into 
a cache or a program to load into an FPGA , for example . 
After operation 904 , the best program is loaded ( operation 
906 ) . If the best program is already in the computing unit , 
then the method may just proceed to operation 908 where the 
packet is forwarded to the computing unit to be processed . 
The method 900 continues processing packets as they arrive . 
10131 ] In a second aspect , instructions or programs may 
be loaded based on a priority system . The priority system 
may be referred to as a class of service or a quality of 
service . The packet 302A - N may be parsed to determine the 
most likely program or instructions used to process the 
packet 302A - N . This metadata may be stored in the meta 
data database 304 . The coordinator circuit 110 may then 
determine a priority of the program or instructions used to 
process a packet 302A - N . If the priority is higher than a 
current program or instruction in FPGA or cache , then the 
current program or instruction is flushed and replaced with 
the program or instructions used to process the packet 
302A - N . This reduces or eliminates the wait time that the 
packet 302A - N would have experienced if there were a 
cache miss or FPGA miss . 

3 . b . Prioritization of Programs / Instructions Based 
on Metadata 

10132 ] Metadata is data about data . In the context of 
packet processing , metadata may include various facts about 
the packet , data about the environment ( either on - NID or in 
host ) , data about instructions or programs , historical data , 
and the like . Metadata may be used as part of operations by 
the parser 108 , the coordinator 110 , or other processing 
elements such as 212A - N , on - NID FPGA 214 , on - NID CPU 
222 , etc . 
10133 ] In some instances , instead of flushing out anything 
mid - operation to take care of a higher level priority task , 
grades of priority may be used . Based on the priority of the 
instructions , a decision is made based on the priority of the 
currently executing instruction and the one ready to be 
loaded . The instructions that are executing may be provided 
a little more time to see if it finishes by then , and if not , then 
they are flushed . Other prioritization and timing schemes are 
considered to be within the scope of this disclosure . 
[ 0134 ] Additionally , based on priority , the coordinator 
circuit 110 may increase or decrease the amount of cache or 
partition available for instructions or programs . For 
example , the coordinator circuit 110 may load more instruc 
tions when there is a much higher priority set of instructions 
and associated packets . Using a larger cache / partition space 
may act to reduce further cache / FPGA misses for complex 
processing , thereby ensuring faster processing and a better 
user experience . High - priority programs , such as a video 
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conferences , may use complex processes to ensure real - time 
or near real - time audio and video presentation . 
[ 0135 ] In some cases , the priority of packets may change 
over time , even during the stream of packets in a given 
instance . For example , when a large image in a webpage is 
being received by the NID 102 , the first packets are of higher 
value to present the image to the user a responsively as 
possible . However , at the tail of the packet stream , where 
most of the image has been displayed to the user , the later 
packets may receive a lower priority . Cache misses and the 
associated delay later in the image presentation process may 
not be perceivable by the user , as the user ' s attention may 
have moved on to other portions of the webpage . For 
instance , later packets may only add resolution to an 
already - displayed image . As such , the later packets may not 
be as important to the user experience . 
[ 0136 ] FIG . 10 is a flowchart illustrating a method 1000 
for managing packet processing , according to an embodi 
ment . Packets are received ( operation 1002 ) and then parsed 
to determine the best program ( operation 1004 ) . The parsing 
( operation 1004 ) may identify a set of instructions to load 
into a cache or a program to load into an FPGA , for example . 
The priority of the best program is determined ( operation 
1006 ) and if it has a higher priority than what is currently 
loaded , then the best program is loaded ( operation 1008 ) . 
There may be a timeout used to ensure that the currently 
loaded program is able to finish a certain amount of work 
before being evicted . If the best program is already in the 
computing unit , then the method may just proceed to opera 
tion 1010 where the packet is forwarded to the computing 
unit to be processed . The method 1000 continues processing 
packets as they arrive . 
[ 0137 ] In another aspect , priority may be adjusted using a 
history of packet processing . Loading and evictions may be 
controlled or influenced by the statistical profile of one or 
more packets . The statistical profile may include a histogram 
of packets of a certain type arriving over an interval . The 
statistical profile of a packet or packet type may be revised 
after each packet is received , or may be updated over a 
window of time . The statistical profile may be built using 
artificial intelligence , machine learning , genetic algorithms , 
neural networks , or other types of optimization algorithms . 
Additionally , or alternatively , Security Algorithms , Software 
Defined Networking Algorithms , Network Function Virtu 
alization Algorithms , Internet of Things ( IoT ) algorithms , 
data mining algorithms , data analytics , or network / network 
traffic analytics may be used to build the statistical profile . 
The statistical profile may take into consideration whether 
the packet type is common or uncommon , typical numbers 
of such packets , time of day when packets are typically 
received , sender information , and other traffic pattern data . 
10138 ] In addition to using the statistical profile for packet 
processing and routing , the packet parser 108 or coordinator 
circuit 110 , or other portions of the NID 102 , may use the 
statistical profile to detect a potential cyber - attack ( e . g . , a 
denial - of - service attack ) . For example , if a large number of 
packets are received requesting data over a file transfer 
protocol ( FTP ) session , the NID 102 may flag it as a 
potential cyber - attack . In the case of security , the NID 102 
or coordinator circuit 110 may use analytics or other meth 
ods to examine the treads in the packets . If a new trend is 
determined to occur , the NID 102 / coordinator circuit 110 
may spawn off a new virtual machine to analyze the traffic 
data , sending new packets to the new virtual machine for 

analysis . The possibly bad / unsecure / malicious packets may 
be spanned / split so that they are processed by both the new 
security - based virtual machine as well as the normal pro 
cessing path . While in this example , a virtual machine has 
been used , it may be implemented with an FPGA partition , 
GPGPU , or a coprocessor that does the processing . Further , 
the NID 102 or coordinator circuit 110 may determine which 
of a plural of security algorithms or instructions should be 
used and forward that to the processing element . 
[ 0139 ] Using the statistical profile , the coordinator circuit 
110 or FPGA interface controller 804 may adaptively load 
instructions or a program that serves the larger number of 
packets , thereby reducing or eliminating context switches in 
cache or FPGA . For example , if the NID - controlled area of 
cache has room for only one program and there are two 
packet types A and B , if stats show that there are more A 
packets than B packets likely to be received , then the 
coordinator circuit 110 may load the cache with the program 
for A . Over time , there may be more B packets than A . In this 
case , the coordinator circuit 110 may switch the instructions 
to process B packets . The goal is to reduce the context 
switching for the largest number of packets . 
( 0140 ] FIG . 11 is a flowchart illustrating a method 1100 
for managing packet processing , according to an embodi 
ment . Packets are received ( operation 1102 ) and then parsed 
to determine the best program ( operation 1104 ) . The parsing 
( operation 1104 ) may identify a set of instructions to load 
into a cache or a program to load into an FPGA , for example . 
A statistical profile is updated for the packet type or program 
( operation 1106 ) . At operation 1108 , it is determined 
whether the statistics of the program or packet type are better 
than those programs currently loaded in the computing unit . 
If the statistics of the program or packet type is not better 
than those already being used , then the packet is processed 
using conventional packet processing . Otherwise , the new 
program is loaded ( operation 1110 ) and the packet is for 
warded to the computing unit to be processed ( operation 
1112 ) . The method 1100 continues processing packets as 
they arrive . 
( 0141 ] In another aspect , programs or instructions may be 
unloaded using a time - to - live ( TTL ) value assigned to 
instructions or programs that are used to process packets . 
When a packet needs to be processed , the coordinator circuit 
110 , FPGA interface controller 404 , or other component may 
check whether the instructions or programs are loaded into 
a cache / FPGA . If the instructions / program are not available , 
then any instructions that have an expired TTL may be 
evicted before other instructions . 
[ 0142 ] If a packet arrives and is processed by instructions / 
programs that were in already in memory ( e . g . , a cache hit 
or an FPGA hit ) , then the instructions / programs may have 
their respective TTL values refreshed , updated , or otherwise 
modified . 
0143 ] TTL values may be used in combination with 
priority schemes . For example , if two sets of instructions 
have a low priority and a high priority , respectively , and each 
set has an expired TTL value , then the respective controller 
may evict the low priority instructions in order to make room 
in the cache . If it is not enough room , then the high priority 
instructions with the expired TTL value may also be evicted . 
[ 0144 ] The various aspects may be combined in packet 
processing . For example , a priority scheme may be used to 
determine which program to load into an FPGA that is 
capable of holding several programs . The program to unload 
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from the FPGA to make room for the new program may be 
chosen based on a TTL evaluation . 
[ 0145 ] As another example , the priority of packets may be 
combined with the statistical profile of the packets . If the 
packets are historically common and the priority is high , 
then the packets may be prioritized over packets that are 
historically rare , even with high priority . Other combinations 
are considered to be within the scope of the present disclo 
sure . 
[ 0146 FIG . 12 is a flowchart illustrating a method 1200 
for managing packet processing , according to an embodi 
ment . Packets are received ( operation 1202 ) and then parsed 
to determine the best program ( operation 1204 ) . The parsing 
( operation 1204 ) may identify a set of instructions to load 
into a cache or a program to load into an FPGA , for example . 
A time - to - live ( TTL ) value is determined for loaded pro 
grams ( operation 1206 ) . At operation 1208 , it is determined 
whether the best program identified in operation 1204 is able 
to be loaded into the computing unit . The determination may 
be based on whether the TTL has expired for any of the 
loaded programs . The determination may also be based on 
other factors , such as priority of loaded programs , whether 
the programs have processed any packets recently , the size 
of the program , etc . If the best program cannot be loaded , 
then the packet is processed using conventional packet 
processing . Otherwise , a loaded program with an expired 
TTL is evicted , and the new program is loaded ( operation 
1210 ) . After the new program is loaded , the packet is 
forwarded to the computing unit to be processed ( operation 
1212 ) . The method 1200 continues processing packets as 
they arrive . 
[ 0147 ] It is understood that the prioritization , loading , and 
eviction techniques described in this section may be used in 
combination with techniques from other sections in this 
document . Additionally , the prioritization , loading , and evic 
tion techniques may be combined so that multiple tech 
niques are used in series , in parallel , or otherwise . 

may be dynamically allocated so that they may increase or 
decrease depending on the available memory . Each queue 
1300A - N or a subset of queues 1300A - N may be associated 
with a communication end - point , such as a program , thread , 
process , or virtual machine . 
[ 0151 ] As packets 1302A , 1302B , 1302N ( collectively 
referred to as 1302A - N ) are received by the packet parser 
108 , they may be enqueued in one of the queues 1300A - N . 
The packet parser 108 inspects the contents of the incoming 
packet 1302A - N using packet inspection mechanisms , for 
example , using a TCP Offload Engine ( TOE ) and corre 
sponding features . Looking up the layers in the packet ' s 
encapsulation , the packet parser 108 is able to determine the 
Source / Destination , Traffic - handling and meta - data mark 
ings , application , or even the data contents . Using this 
information , and possibly information about the state of the 
system , the packet parser 108 will steer the packet 1302A - N 
to a particular queue 1300A - N . In some implementations , if 
an appropriate queue does not exist , the packet parser 108 
may act to create one . The packet parser 108 or another 
component of the NID 102 may allocate memory for the new 
queue and create an entry in a queue data dictionary 1304 . 
The queue data dictionary may store various characteristics 
of the queues 1300A - N , such as the queue name , priority , 
maximum or minimum size , associated computing unit , 
associated process or thread , associated program , or the like . 
[ 0152 ] The coordinator circuit 110 monitors the queues 
1300A - N . Additionally , the coordinator circuit 110 may also 
monitor the computing unit , process , thread , program , or 
other destination associated with a queue 1300A - N . Each 
queue 1300A - N may have a designated priority . Priorities 
may range from zero to seven for example , with zero being 
a highest priority and seven being the lowest . Other ranges 
of values may be used , for example 1 - 8 , 1 - 100 , 1 - 5 , etc . and 
other priority schemes may be used , for example , five is the 
highest priority and one is the lowest . Priorities may be 
assigned based on what type of data is to be stored in the 
queue , what application is associated with the queue , user 
preferences , etc . For instance , a queue that handles data for 
a real - time interface , such as real - time video , speech , traffic 
information , vehicle control systems , map data , virtual real 
ity applications , online gaming , and the like . 
[ 0153 ] The coordinator circuit 110 may monitor a CPU 
cache ( e . g . , L1 instruction cache 152A - N , L2 cache 156A - N . 
or L3 cache 160 ) . If the cache has instructions or will have 
instructions in it soon that are used to process packets 
associated with a particular queue , then the coordinator 
circuit 110 assign a higher priority to the that particular 
queue 1300A - N . 
[ 0154 ] Periodically , the coordinator circuit 110 may deter 
mine the queue 1300A - N with the highest priority and 
forward a group of packets from the winning queue ( e . g . , 
queue 1300N ) to a processing element ( e . g . , core A 150A 
data cache 154A ) . Processing elements include , but are not 
limited to processes , threads , virtual machines , and FPGAs . 
The group of packets may be of any number , for example 
thirty - two packets . The group of packets represent packets 
that are processed by the process , thread , instruction , virtual 
machine , or other processing element that is currently 
executing or will be executing soon . Batch processing 
increases the efficiency of processing and packet throughput . 
And forwarding packet data into the caches of a processing 
elements that will be executing soon makes that processing 

4 . Batch Processing Using Prioritization , 
Pre - Loading , and Other Mechanisms 

[ 0148 ] The effectiveness of queue management and pro 
cessing element management may be further enhanced by 
batch processing . Disclosed herein are systems and methods 
that provide packet processing efficiencies through the use 
of batch processing along with coordination and integration 
with a CPU core , an FPGA , or other processing structure 
( e . g . , an ASIC , GPU , Co - Processor or a virtual machine 
( VM ) ) . 
[ 0149 ] One way to increase packet processing efficiencies 
is to process similar packets together . In a first embodiment , 
similar packets may be grouped and stored in queues . At an 
appropriate time , some or all of a queue may be flushed , 
thereby transmitting a number of similar packets to a com 
puting unit for processing . In a second embodiment , packets 
that make up a larger data chunk ( e . g . , several packets used 
to transfer an image file ) may be combined in memory 
before being transmitted to a computing unit for processing . 
In such embodiments , packet aggregation or grouping 
reduces the number of context switches that a computing 
unit may have to undertake while processing packets . 
[ 0150 ] FIG . 13 is a schematic diagram illustrating packet 
processing , according to an embodiment . Multiple queues 
1300A , 1300B , 1300N ( collectively referred to as 1300A - N ) 
are allocated . The queues 1300A - N may be of any size and 
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element more efficient in that it has data to process already 
loaded into the relevant caches , and dos not need to first load 

[ 0155 ] The coordinator circuit 110 may enforce a traffic 
regulation policy . In a committed information rate ( CIR ) 
based system , the coordinator circuit 110 may take tokens 
from a token bucket for each packet sent from the queue for 
processing . A token may be returned to the token bucket 
after the thread , process , program , etc . has finished process 
ing the packet . Tokens may also be refreshed at a periodic 
rate . For example , if there is a certain bandwidth the port is 
trying to reach , the tokens would be refreshed at a rate 
equivalent to the desired bandwidth . The number of tokens 
used restricts the rate of transfer from the queue 1300A - N to 
the processing element . 
[ 0156 ] The CIR is the bandwidth that is guaranteed by a 
service provider . Above the CIR is an allowance of burstable 
bandwidth , which may be expressed as the excess informa 
tion rate ( EIR ) . The sum of the CIR and EIR is the peak 
information rate ( PIR ) . In some embodiments , the coordi 
nator circuit 110 may transmit at higher than PIR for a 
temporary period . 
[ 0157 ] Alternatively , the coordinator circuit 110 may 
enforce a round robin policy . In general , round robin policies 
attempt to balance fairness of processing time with data 
throughput . While each queue may be serviced for roughly 
equal periods , those queues with more data may not be able 
to move their data through as quickly . Other round robin 
variants may be used , like deficit weighted round robin or 
weighted fair queueing . 
[ 0158 ] In an example round robin priority scheme , a 
priority - based scheduler goes round and round , at each 
time - tick deciding which queue to service . With strict 
priority , at each tick the scheduler looks at queues from 
top - to - bottom by priority , and services the first queue that is 
not empty . Thus if a queue is empty , the next lowest priority 
queue is examined ; if not , the highest non - empty queue is 
serviced in this time - tick . With weights , the scheduler may 
allocate K time - ticks to a queue with priority K , and 2K 
time - ticks to a queue with double the priority . Thus , each 
queue gets serviced for a portion of total time based on its 
priority . Other more complex methods exists as to how the 
queue scheduler decides which queue to service next , and 
for how long ( e . g . , it can look at the queue occupancy , at the 
length of packets waiting , etc . ) . 
[ 0159 ] In another example round robin priority scheme , 
with four queues that have a high priority and three queues 
at a low priority , the system may round robin among the four 
high priority queues until they are empty , then round robin 
among the 3 low priority queues . 
[ 0160 ] FIG . 14 is a flowchart illustrating a method 1400 
for packet processing , according to an embodiment . As 
packets are received at a NIC , they are enqueued on one of 
a plurality of queues ( operation 1402 ) . The packets are 
divided among the queues based on the packets ' contents . 
Packets that are similar or may be processed using similar 
instructions or processing units may be queued together . In 
this manner , the packets are likely to be processed more 
efficiently when eventually forwarded together to the pro 
cessing unit . 
[ 0161 ] Each queue may have a priority assigned to it . The 
queues may be associated with one of a plurality of pro 
cessing elements . Processing elements include , but are not 
limited to processes , threads , virtual machines , and FPGAs 

( which may include a portion of an FPGA or multiple 
FPGAs working together ) . The processing elements are 
monitored ( operation 1404 ) . Monitoring may include deter 
mining which instructions are in cache ( in the case of a 
process or thread ) , determining which instructions are likely 
to be put in cache soon , determining which virtual machine 
is loaded , determining how an FPGA is currently configured , 
etc . As the monitoring is conducted , the priority of the queue 
may be increased or decreased . The priority may be 
increased if , for example , the instructions currently in cache 
are ones that would operate on the data in the queue ( e . g . , a 
cache hit ) . The priority may be decreased if , for example , the 
instructions needed to process the data in the queue are 
currently in main memory — in other words , a cache miss is 
likely . 
[ 0162 ] At operation 1406 , a queue is selected from the 
plurality of queues based on the monitoring . For instance , 
the queue with the highest priority at the time of the next 
processing window is selected . A number of packets are 
dequeued from the selected queue and forwarded to the 
processing element in order to be processed . The number of 
packets is arbitrary and may be set by the designer or 
operator , or be determined by the results of monitoring of 
processing elements , as described above . In various embodi 
ments , the number of packets is thirty - two , sixty - four , or as 
many as the data cache may hold . 
10163 ] FIG . 15 is a schematic diagram illustrating another 
example of packet processing , according to an embodiment . 
In networking , large receive offload ( LRO ) is a mechanism 
to increase data throughput and reduce CPU overhead . LRO 
reassembles multiple incoming packets 1500A , 1500B , 
1500N ( collectively referred to as 1500A - N ) into a com 
bined packet 1502 . The resulting combined packet 1502 is 
stored in the buffer 1504 before it is passed up the network 
ing stack . As such , the CPU has to process fewer packets and 
is able to obtain more data in each packet transaction . 
0164 The combined packet 1502 is analyzed by the 
coordinator circuit 110 ( or the parser 108 ) to determine the 
instructions , process , thread , virtual machine , FPGA , or 
other processing element , that it requires . Forwarding deci 
sions made by the coordinator circuit 110 are then based on 
whether the processing element is ready . 
10165 ] . Alternatively , the coordinator circuit 110 may 
determine the appropriate processing element for a com 
bined packet 1502 and request that the processing element 
be loaded . For instance , the coordinator circuit 110 may 
determine that the combined packet 1502 is an image file , 
and that a certain set of instructions are needed to process the 
image file . The coordinator circuit 110 may request that the 
instructions are loaded into CPU cache so that when the 
combined packet 1502 is forwarded to the CPU , the CPU is 
able to act upon it without delay . Similarly , in the instance 
of a reconfigurable FPGA environment , the coordinator 
circuit 110 may request or cause the FPGA 180 to recon 
figure itself in order to prepare for the incoming combined 
packet 1502 . Virtual machines , processes , threads , and other 
processing elements may be managed in a similar manner . 
[ 0166 ] As another alternative , the coordinator circuit 110 
may cause the processing element to load the correct pro 
gram , instructions , partition , persona , etc . , by forwarding 
dummy data of the same type of the combined packet 1502 . 
For example , the combined packet 1502 may be image data . 
An FPGA may be programmed to handle digital signal 
processing . In order to cause the FPGA to reprogram itself , 
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[ 0173 ] It is understood that the batch processing tech 
niques described in this section may be used in combination 
with techniques from other sections in this document . 

5 . Additional Embodiments 

the coordinator circuit 110 may forward an image packet . 
The image packet may be from a repository of dummy 
packets used for this type of triggering mechanism . In 
response to receiving the image packet , the FPGA may 
reconfigure itself to handle the new data . This may be done 
in parallel to receiving additional packets comprising part of 
the 1502 packet . The coordinator circuit 110 may then 
cancel the processing of the dummy image packet and 
forward the combined packet 1502 for processing . 
[ 0167 ] With improved look ahead and other processing 
techniques , the combined packet 1502 may be processed 
nearly immediately after having been received and reas 
sembled in the buffer 1504 . For instance , packet headers 
may be inspected at the beginning of the LRO operation to 
determine a data type , file type , or other information about 
the data in the packets 1500A - N . In anticipation of receiving 
a number of packets , and before the packet reassembly is 
complete , a triggering dummy packet may be forwarded to 
the FPGA 180 in order to cause reprogramming . In this 
manner , by the time the combined packet 1502 is assembled 
and put into the buffer 1504 , the FPGA 180 may be 
reprogrammed and ready for processing . The coordinator 
circuit 110 may cancel the dummy job and then forward the 
combined packet 1502 from the buffer 1504 . Using this 
mechanism , the combined packet 1502 would wait a mini 
mum amount of time in buffer 1504 . Instead of one com 
bined packet 1502 , there may be multiple combined packets 
1502 to transfer large data sets , such as image date . In this 
case , multiple combined packets 1502 may go to the FPGA 
180 for processing . 
[ 0168 ] Instead of LRO , other types of offloading may be 
used , for example generic receive offload ( GRO ) , which 
uses a different criteria for packet merging . 
[ 0169 ] FIG . 16 is a flowchart illustrating a method 1600 
for packet processing , according to an embodiment . As 
packets are received at a NIC , they are inspected and smaller 
packets are combined ( operation 1602 ) . This may be per 
formed using TOE and LRO or GRO , for example . If 
packets are over a threshold size , then they may be buffered 
without being modified by LRO / GRO . At operation 1604 , 
the combined packet ( or large uncombined packet ) is buff 
ered . 
[ 0170 ] At operation 1606 , a processing element is config 
ured to handle the next packet from the buffer . The process 
ing element may be a thread , CPU core , virtual machine , 
FPGA , etc . At operation 1608 , the combined packet is 
scheduled and processed by the processing element . 
[ 0171 ] FIG . 17 is a flowchart illustrating a method 1700 
for packet processing , according to an embodiment . As 
packets are received at a NIC , they are inspected and smaller 
packets are combined ( operation 1702 ) . This may be per 
formed using TOE and LRO or GRO , for example . If 
packets are over a threshold size , then they may be buffered 
without being modified by LRO / GRO . At operation 1704 , 
the combined packet ( or large uncombined packet ) is buff 
ered . 
[ 0172 ] At operation 1706 , a processing element is 
inspected to determine whether the processing element is 
configured to handle the next packet from the buffer . The 
processing element may be a thread , CPU core , virtual 
machine , FPGA , GPU , coprocessor , portion of an FPGA , 
etc . If so , then at operation 1708 , the combined packet is 
scheduled and processed by the processing element . 

5 . a . Software Defined Networking 
[ 0174 ] Some embodiments may use Software Defined 
Networking ( SDN ) , which may be defined as the physical 
separation of the network control plane from the forwarding 
plane , and where a control plane controls several devices . 
This control plane that controls several devices may be 
implemented with an Intel Server or group of servers . This 
systems and methods described here may parse / process each 
incoming packet , identify a program or instructions set 
associated with the incoming packet , and send the packet 
and instructions to the NID - controlled portion of the cache , 
with the intent of reducing the risk of cache misses . In the 
case where coordinator circuit cannot control the instruc 
tions loaded in the cache , it may instruct the MMU to do it , 
or it may send a dummy packet that can be processed 
quickly to force the load of instructions . 
[ 0175 ] In the case of the FPGA , the coordinator circuit 110 
may verify that the FPGA has the necessary algorithms / 
partitions programmed and then program the missing parti 
tion ( s ) or simply forward the data / data packets if the nec 
essary algorithms / partitions are already programmed . The 
coordinator circuit may also temporarily store packets that 
can be sent into the FPGA once it is loaded with the correct 
programming . Note that the data / data packets from these 
networked devices may be grouped together to be processed 
with the same algorithm in an LRO type fashion . 

5 . b . Network Function Virtualization 
[ 0176 ] Another technology is Network Function Virtual 
ization ( NFV ) , which is an effort to make network services 
virtualized . These network services may then be imple 
mented on servers , such as those supplied by Intel , and 
implement a specific function as processes or threads on 
their CPUs , or use Virtualization ( virtual machines ) that may 
be spawned as needed . As networking devices are added or 
traffic increases , more servers / virtual machines may be 
started to process the increase load . Using this mechanism 
described in this disclosure , the NID 102 / coordinator circuit 
110 may parse the NFV packet , determine the appropriate 
instructions to process the packet , and then forward NFV 
packet data and associated instructions to the CPU , virtual 
machine , FPGA , or other processing element ' s cache for 
processing . Similarly , the NID 102 / coordinator circuit 110 
may forward multiple packets that have been parsed and 
classified to use the same set of instructions . 

5 . c . Open Vswitch and Enhanced Berkeley Packet 
Filter 

10177 ] A ubiquitous form of packet handling on servers 
supporting VMs is a virtual switch , with OpenVswitch 
( OVS ) being a common installation . A virtual switch for 
wards packets from VMs to the world via the system ' s NID , 
or from VM to VM , which may be done directly or also via 
the NID ( e . g . , VM1 - to - NID - to - VM2 ) . The usual implemen 
tation is that the NID serves only as a way to get packets 
from the physical media to the OVS and back . However , a 
NID with built - in processing elements , such as that 
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the network ( e . g . , using techniques like IEEE 1588 and 
Synchronized Ethernet and / or wireless synchronization 
techniques ) . 

described herein , may offload some of the operations of 
OVS and perform them on the NID , thus making OVS more 
efficient . Most commonly what is offloaded is the function of 
parsing incoming packets and doing a lookup with ( some of ) 
the parsing results to determine a set of actions to be applied 
to the packet , with the last ( logically ) action being forward 
ing it to desired destination ( s ) . 
[ 0178 ] Enhanced Berkeley Packet Filter ( eBPF ) is a tech 
nique by which a user of the system may write small 
programs , each of which does a relatively small and nar 
rowly - defined set of operations on its input , and generates 
desired output . The user may then specify sequences of these 
small programs to be executed in order ( e . g . , user defines 
programs A , B , C , D , E , F , G , and H , and specifies two 
sequences of application A - > B - > F - > H and A - > B - > C - > D 
> G ) . This is commonly used with packets serving as input 
and ( possibly modified ) packets being output from each 
program . In this case , a suitably equipped NID , such as that 
described herein , may offload some or all of the operations 
of the user - supplied small programs , thus carrying out at 
least in part the sequence of operations to be applied to 
packets . 
[ 0179 ] It is worth noting that OVS may be implemented so 
that the tasks of parsing , doing lookups , and applying the 
actions selected by the lookups may be implemented using 
eBPF ( e . g . , eBPF programs or perhaps a sequence of eBPF 
programs , are written to do the parsing , then some additional 
eBPF programs implement the desired lookups and apply 
actions to the packet ) . In such a case , a suitably - equipped 
NID , such as that described herein , that offloads some or all 
of the eBPF Operation also automatically ends up offloading 
OVS . 
[ 0180 ] With an eBPF based implementation , the system 
manager may just install a new eBPF module into a running 
OVS without even having to stop it . As this happens , 
offloading the OVS kernel part also must have programma 
bility , and moreover the OVS kernel part becomes a 
sequence of small elements , each logically independent , so 
a system designer may selectively offload some of the 
elements and arrange for them to interact with the elements 
left in the host . The result is that the system no longer has 
to offload all of the OVS kernel part . Again , with a more 
intelligent NIC , such as that described herein , and better 
cooperation / coordination with the host ' s state , a system 
designer is able to do a better job of deciding what to offload , 
and even have different set of offloads for different packet 
flows . For example , for some flows we will offload the 
tunneling / detunneling and decryption / encryption , and for 
others choose to let the host do that , based on knowledge of 
what the host state is . e . g . , if an FPGA has a suitable partition 
to do these jobs . 

5 . e . Data Center Application 
[ 0182 ] In today ' s data center , a significant amount of 
artificial intelligence and machine learning is being per 
formed . This mechanisms described herein may facilitate 
these algorithms by loading the algorithm instructions into 
the cache with the data arriving . It may also preload the 
cache with parameters needed to facilitate the processing . 
For example in neural networks , the parameters or weights 
needed to run the neural network may be preloaded into the 
cache with the arriving data , thus allowing for JT processing 
of the incoming data . Similarly in an FPGA context , the 
FPGA may be reprogrammed to implement the Artificial 
Intelligence / Machine Learning / Neural Network in the 
FPGA , and then preload weights and other parameters prior 
to processing the incoming data . By allowing the necessary 
program , program data , and incoming data to be quickly 
accessed , the chance of a cache - miss / FPGA - miss is greatly 
reduce allowing for quick processing . 
[ 0183 ] Additionally in Artificial Intelligence there are 
many tools . Two of the main tools are the Inference Engine 
( rules and deduction ) and the Knowledge Base ( an under 
standing of the problem ) . As new data sets arrive , the data 
may be compared with the knowledge base using rules , and 
deduce new knowledge . Using the mechanisms described 
herein , knowing that packets require artificial intelligence , 
the mechanisms described herein may load the knowledge 
base and rules for the incoming data , such that the cache has 
all required information for the knowledge base , inference 
engine , or other routines to allow the algorithm to produce 
results with a significantly reduced risk of a cache miss / 
FPGA miss . 
101841 . Further , with knowledge of the time and process 
ing , the coordinator circuit may feed additional data as 
needed . For example , if the Neural Network is trying to 
identify an incoming cat image versus other animals images . 
If the coordinator circuit knows that it takes 1 us to compare 
the incoming image to known images , the coordinator 
circuit may schedule that each image from the knowledge 
base be inserted into the coordinator controlled area of the 
cache every 1 us . For example , the algorithm may compare 
the incoming image against a human image , a horse image , 
a dog image , a cat image , a fish image , a whale image , and 
a bird image . Each one of those images may be placed in the 
cache ( or FPGA ) just prior to the time needed , so that there 
are no cache misses while processing the incoming image 
versus the compared images . 

5 . f Serializer - Deserializer ( SERDES ) and Other 
Components 

5 . d . Internet of Things 

[ 0181 ] Further , the techniques in this application apply to 
the IoT fog . For example , the concept of TTL may imply that 
the packet should be dropped , as its data is no longer useful . 
For instance , a car is trying to get route information for an 
intersection to determine if it should go straight or turn . If 
that information arrives after a determination has been made 
( too late to change lanes or already past the intersection ) , 
there is no need to send that information . For this to work 
properly , time must be synchronized between device across 

[ 0185 ] Different technologies for SERDES and ASICI 
MCM / Silicon Photonics / RAM in today ' s manufacturing a 
microchip may consist of multiple modules from different 
technology nodes . For example the SERDES may be using 
the latest 10 nm process , while the coordinator circuit . 
FPGA , and / or CPU may be using a 16 nm FinFET process 
or individually optimized processes . Likewise , the Silicon 
Photonics may use a process designed specifically for that 
technology , and the RAM may be using a process designed 
for high speed and high density . All of these components 
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may then be combined in the microchip to provide the 
mechanisms described herein . The chips may communicate 
with each other over a substrate or other means . Note the 
technologies mentioned may vary . For example , the com 
ponents may use any of these nodes : 45 nm , 28 nm , 22 nm , 
16 nm , 14 nm , 10 nm , 8 nm , etc . Each die in the multichip 
module may be developed on the same or different process 
nodes . 

5 . g . Data Plane Development Kit ( DPDK ) 
[ 0186 ] Many NIDs include some virtualization mecha 
nism . One common mechanism is single root input / output 
virtualization ( SR - IOV ) . Using a virtualization mechanism 
the client ( e . g . , a VM , container , or even a thread ) on the host 
is given the illusion that it has its own NID with one or more 
ports to the wire . The client then may use DPDK to 
read / write packets to / from this virtual NID , which is a 
virtual entity maintained by a real NID , bypassing the host ' s 
kernel and the usual packet handling mechanism . As an 
advantage , the bypassing is faster . However , each client has 
to basically have a copy of everything for networking and 
because the clients do not know that they are not alone , they 
may experience the “ noisy neighbor " problem , affecting 
other clients . 
[ 0187 ] Because the packets bypass the host ’ s kernel , the 
NID is now closer to the VM / container that is the packet 
source or destination . The host operating system ( OS ) still 
controls which VM / container runs and when , and still has 
the same caches as before using the virtualization mecha 
nism . The host ' s MMU allows the NID to read / write packets 
from the host ' s main memory in locations assigned / owned 
by a given VM / container . When a special function is needed 
by a VM / container / thread or other client , the client may still 
use coprocessors , GPUs , FPGAs , etc . 
10188 ] Using the systems and mechanisms described 
herein , if a NID has better knowledge of when a VM / con 
tainer will be executing , and how the MMU allocated 
memory , and cache or FPGA contents , the various prioriti 
zations , queuing , scheduling , loading , eviction , and other 
mechanisms described here may be applied . The NID may 
still apply some operations to the packet and then schedule 
it for delivery to / from a client . The NID may interface with 
DPDK to determine when the VM / container may run , for 
example , and then use DPDK libraries to forward the packet 
for processing . As another example , the NID may interface 
with DPDK and determine that the VM / container is sus 
pended for a long time , and as a result may drop a packet 
from a packet buffer or queue . 

[ 0190 ] A processor subsystem may be used to execute the 
instructions on the machine - readable medium . The proces 
sor subsystem may include one or more processors , each 
with one or more cores . Additionally , the processor subsys 
tem may be disposed on one or more physical devices . The 
processor subsystem may include one or more specialized 
processors , such as a graphics processing unit ( GPU ) , a 
digital signal processor ( DSP ) , a field programmable gate 
array ( FPGA ) , or a fixed function processor . 
[ 0191 ] Examples , as described herein , may include , or 
may operate on , logic or a number of components , modules , 
or mechanisms . Modules may be hardware , software , or 
firmware communicatively coupled to one or more proces 
sors in order to carry out the operations described herein . 
Modules may be hardware modules , and as such modules 
may be considered tangible entities capable of performing 
specified operations and may be configured or arranged in a 
certain manner . In an example , circuits may be arranged 
( e . g . , internally or with respect to external entities such as 
other circuits ) in a specified manner as a module . In an 
example , the whole or part of one or more computer systems 
( e . g . , a standalone , client or server computer system ) or one 
or more hardware processors may be configured by firmware 
or software ( e . g . , instructions , an application portion , or an 
application ) as a module that operates to perform specified 
operations . In an example , the software may reside on a 
machine - readable medium . In an example , the software , 
when executed by the underlying hardware of the module , 
causes the hardware to perform the specified operations . 
Accordingly , the term hardware module is understood to 
encompass a tangible entity , be that an entity that is physi 
cally constructed , specifically configured ( e . g . , hardwired ) , 
or temporarily ( e . g . , transitorily ) configured ( e . g . , pro 
grammed ) to operate in a specified manner or to perform part 
or all of any operation described herein . Considering 
examples in which modules are temporarily configured , 
each of the modules need not be instantiated at any one 
moment in time . For example , where the modules comprise 
a general - purpose hardware processor configured using soft 
ware ; the general - purpose hardware processor may be con 
figured as respective different modules at different times . 
Software may accordingly configure a hardware processor , 
for example , to constitute a particular module at one instance 
of time and to constitute a different module at a different 
instance of time . Modules may also be software or firmware 
modules , which operate to perform the methodologies 
described herein . 
[ 0192 ] Circuitry or circuits , as used in this document , may 
comprise , for example , singly or in any combination , hard 
wired circuitry , programmable circuitry such as computer 
processors comprising one or more individual instruction 
processing cores , state machine circuitry , and / or firmware 
that stores instructions executed by programmable circuitry . 
The circuits , circuitry , or modules may , collectively or 
individually , be embodied as circuitry that forms part of a 
larger system , for example , an integrated circuit ( IC ) , system 
on - chip ( SOC ) , desktop computers , laptop computers , tablet 
computers , servers , smart phones , etc . 
[ 0193 ] FIG . 18 is a block diagram illustrating a machine in 
the example form of a computer system 1800 , within which 
a set or sequence of instructions may be executed to cause 
the machine to perform any one of the methodologies 
discussed herein , according to an example embodiment . In 
alternative embodiments , the machine operates as a stand 

Hardware Platform 
[ 0189 ] Embodiments may be implemented in one or a 
combination of hardware , firmware , and software . Embodi 
ments may also be implemented as instructions stored on a 
machine - readable storage device , which may be read and 
executed by at least one processor to perform the operations 
described herein . A machine - readable storage device may 
include any non - transitory mechanism for storing informa 
tion in a form readable by a machine ( e . g . , a computer ) . For 
example , a machine - readable storage device may include 
read - only memory ( ROM ) , random - access memory ( RAM ) , 
magnetic disk storage media , optical storage media , flash 
memory devices , and other storage devices and media . 

Advanced Micro Devices, Inc., Pensando Systems, Inc. - Ex. 1005, Page 000032



US 2018 / 0191642 A1 Jul . 5 , 2018 

alone device or may be connected ( e . g . , networked ) to other 
machines . In a networked deployment , the machine may 
operate in the capacity of either a server or a client machine 
in server - client network environments , or it may act as a peer 
machine in peer - to - peer ( or distributed ) network environ 
ments . The machine may be a wearable device , personal 
computer ( PC ) , a tablet PC , a hybrid tablet , a personal digital 
assistant ( PDA ) , a mobile telephone , or any machine capable 
of executing instructions ( sequential or otherwise ) that 
specify actions to be taken by that machine . Further , while 
only a single machine is illustrated , the term “ machine ” shall 
also be taken to include any collection of machines that 
individually or jointly execute a set ( or multiple sets ) of 
instructions to perform any one or more of the methodolo 
gies discussed herein . Similarly , the term " processor - based 
system ” shall be taken to include any set of one or more 
machines that are controlled by or operated by a processor 
( e . g . , a computer ) to individually or jointly execute instruc 
tions to perform any one or more of the methodologies 
discussed herein . 
[ 0194 ] Example computer system 1800 includes at least 
one processor 1802 ( e . g . , a central processing unit ( CPU ) , a 
graphics processing unit ( GPU ) or both , processor cores , 
compute nodes , etc . ) , at least one co - processor 1803 ( e . g . , 
FPGA , specialized GPU , ASIC , etc . ) , a main memory 1804 
and a static memory 1806 , which communicate with each 
other via a link 1808 ( e . g . , bus ) . The computer system 1800 
may further include a video display unit 1810 , an alphanu 
meric input device 1812 ( e . g . , a keyboard ) , and a user 
interface ( UI ) navigation device 1814 ( e . g . , a mouse ) . In one 
embodiment , the video display unit 1810 , input device 1812 
and UI navigation device 1814 are incorporated into a touch 
screen display . The computer system 1800 may additionally 
include a storage device 1816 ( e . g . , a drive unit ) , a signal 
generation device 1818 ( e . g . , a speaker ) , a network interface 
device 1820 , and one or more sensors ( not shown ) , such as 
a global positioning system ( GPS ) sensor , compass , accel 
erometer , gyrometer , magnetometer , or other sensor . 
[ 0195 ] The storage device 1816 includes a machine - read 
able medium 1822 on which is stored one or more sets of 
data structures and instructions 1824 ( e . g . , software ) 
embodying or utilized by any one or more of the method 
ologies or functions described herein . The instructions 1824 
may also reside , completely or at least partially , within the 
main memory 1804 , static memory 1806 , and / or within the 
processor 1802 during execution thereof by the computer 
system 1800 , with the main memory 1804 , static memory 
1806 , and the processor 1802 also constituting machine 
readable media . 
[ 0196 ] While the machine - readable medium 1822 is illus 
trated in an example embodiment to be a single medium , the 
term “ machine - readable medium ” may include a single 
medium or multiple media ( e . g . , a centralized or distributed 
database , and / or associated caches and servers ) that store the 
one or more instructions 1824 . The term “ machine - readable 
medium ” shall also be taken to include any tangible medium 
that is capable of storing , encoding or carrying instructions 
for execution by the machine and that cause the machine to 
perform any one or more of the methodologies of the present 
disclosure or that is capable of storing , encoding or carrying 
data structures utilized by or associated with such instruc 
tions . The term “ machine - readable medium ” shall accord 
ingly be taken to include , but not be limited to , solid - state 
memories , and optical and magnetic media . Specific 

examples of machine - readable media include non - volatile 
memory , including but not limited to , by way of example , 
semiconductor memory devices ( e . g . , electrically program 
mable read - only memory ( EPROM ) , electrically erasable 
programmable read - only memory ( EEPROM ) ) and flash 
memory devices ; magnetic disks such as internal hard disks 
and removable disks ; magneto - optical disks ; and CD - ROM 
and DVD - ROM disks . 
[ 0197 ] The instructions 1824 may further be transmitted or 
received over a communications network 1826 using a 
transmission medium via the network interface device 1820 
utilizing any one of a number of well - known transfer 
protocols ( e . g . , HTTP ) . Examples of communication net 
works include a local area network ( LAN ) , a wide area 
network ( WAN ) , the Internet , mobile telephone networks , 
plain old telephone ( POTS ) networks , and wireless data 
networks ( e . g . , Bluetooth , Wi - Fi , 3G , and 4G LTE / LTE - A or 
WiMAX networks ) . The term “ transmission medium ” shall 
be taken to include any intangible medium that is capable of 
storing , encoding , or carrying instructions for execution by 
the machine , and includes digital or analog communications 
signals or other intangible medium to facilitate communi 
cation of such software . 
[ 0198 ] Network interface device 1820 may be configured 
or programmed to implement the methodologies described 
herein . In particular , the network interface device 1820 may 
provide various aspects of packet inspection , aggregation , 
queuing , and processing . The network interface device 1820 
may also be configured or programmed to communicate 
with a memory management unit ( MMU ) , processor 1802 , 
main memory 1804 , static memory 1806 , or other compo 
nents of the system 1800 over the link 1808 . The network 
interface device 1820 may query or otherwise interface with 
various components of the system 1800 to inspect cache 
memory ; trigger or cease operations of a virtual machine , 
process , or other processing element ; or otherwise interact 
with various computing units or processing elements that are 
in the system 1800 or external from the system 1800 . 

ADDITIONAL NOTES & EXAMPLES 

[ 0199 ] Example 1 is a network interface device for imple 
menting intelligent packet aggregation , the network inter 
face device comprising : a packet parser to receive a plurality 
of packets and route each packet of the plurality of packets 
to a queue of a plurality of queues , the packets divided 
among the queues based on the packets ' characteristics ; and 
a coordinator circuit to : interface with a processing element 
to determine a current operational state of the processing 
element ; select a queue from the plurality of queues based on 
the current operational state of the processing element ; and 
forward a number of packets from the selected queue to the 
processing element . 
[ 0200 ] In Example 2 , the subject matter of Example 1 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0201 ] In Example 3 , the subject matter of any one or 
more of Examples 1 - 2 optionally include wherein the pro 
cessing element comprises a thread . 
[ 0202 ] In Example 4 , the subject matter of any one or 
more of Examples 1 - 3 optionally include wherein the pro 
cessing element comprises a virtual machine . 
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[ 0203 ] In Example 5 , the subject matter of any one or 
more of Examples 1 - 4 optionally include wherein the pro 
cessing element comprises a field - programmable gate array 
( FPGA ) program . 
[ 0204 ] In Example 6 , the subject matter of any one or 
more of Examples 1 - 5 optionally include wherein the packet 
parser includes a TCP offload engine to inspect the packets . 
[ 0205 ] In Example 7 , the subject matter of any one or 
more of Examples 1 - 6 optionally include wherein the packet 
parser is to : attempt to identify a queue of the plurality of 
queues that corresponds to a particular packet ; allocate a 
new queue when the identification fails ; and store the 
particular packet in the new queue . 
[ 0206 ] . In Example 8 , the subject matter of any one or 
more of Examples 1 - 7 optionally include wherein to inter 
face with the processing element , the coordinator circuit is 
to interface with a memory management unit ( MMU ) to 
inspect a cache memory associated with the processing 
element . 
[ 0207 ] In Example 9 , the subject matter of any one or 
more of Examples 1 - 8 optionally include wherein the cur 
rent operational state of the processing element comprises a 
current operating thread . 
[ 0208 ] In Example 10 , the subject matter of any one or 
more of Examples 1 - 9 optionally include wherein the cur 
rent operational state of the processing element comprises a 
current operating process . 
[ 0209 ] In Example 11 , the subject matter of any one or 
more of Examples 1 - 10 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0210 ] In Example 12 , the subject matter of any one or 
more of Examples 1 - 11 optionally include wherein the 
current operational state of the processing element com 
prises a current FPGA configuration . 
[ 0211 ] In Example 13 , the subject matter of any one or 
more of Examples 1 - 12 optionally include wherein to select 
the queue from the plurality of queues , the coordinator 
circuit is to : determine a current priority associated a set of 
queues of the plurality of queues ; and select a queue with a 
highest priority from the set of queues . 
[ 0212 ] In Example 14 , the subject matter of Example 13 
optionally includes wherein the current priority of a queue is 
increased when the current operational state indicates that 
the processing element is able to process packets stored in 
the queue . 
[ 0213 ] In Example 15 , the subject matter of any one or 
more of Examples 13 - 14 optionally include wherein the 
current priority of a queue is decreased when the current 
operational state indicates that the processing element is 
unable to process packets stored in the queue . 
[ 0214 ] In Example 16 , the subject matter of any one or 
more of Examples 1 - 15 optionally include wherein to for 
ward the number of packets from the selected queue to the 
processing element , the coordinator circuit is to enforce a 
traffic regulation policy while forwarding the packets . 
[ 0215 ] In Example 17 , the subject matter of Example 16 
optionally includes wherein the traffic regulation policy 
comprises a committed information rate mechanism . 
[ 0216 ] In Example 18 , the subject matter of any one or 
more of Examples 16 - 17 optionally include wherein the 
traffic regulation policy comprises a round robin mecha 
nism . 

[ 0217 ] In Example 19 , the subject matter of any one or 
more of Examples 1 - 18 optionally include wherein the 
number of packets is thirty - two packets . 
[ 0218 ] Example 20 is a method of implementing intelli 
gent packet aggregation , the method comprising : receiving , 
at a packet parser , a plurality of packets and route each 
packet of the plurality of packets to a queue of a plurality of 
queues , the packets divided among the queues based on the 
packets ' characteristics ; interfacing with a processing ele 
ment to determine a current operational state of the process 
ing element ; selecting a queue from the plurality of queues 
based on the current operational state of the processing 
element ; and forwarding a number of packets from the 
selected queue to the processing element . 
[ 0219 ] In Example 21 , the subject matter of Example 20 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0220 ] In Example 22 , the subject matter of any one or 
more of Examples 20 - 21 optionally include wherein the 
processing element comprises a thread . 
[ 0221 ] In Example 23 , the subject matter of any one or 
more of Examples 20 - 22 optionally include wherein the 
processing element comprises a virtual machine . 
( 0222 ] In Example 24 , the subject matter of any one or 
more of Examples 20 - 23 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) program . 
[ 0223 ] In Example 25 , the subject matter of any one or 
more of Examples 20 - 24 optionally include wherein the 
packet parser includes a TCP offload engine to inspect the 
packets . 
[ 0224 ] In Example 26 , the subject matter of any one or 
more of Examples 20 - 25 optionally include attempting to 
identify a queue of the plurality of queues that corresponds 
to a particular packet ; allocating a new queue when the 
identification fails ; and storing the particular packet in the 
new queue . 
[ 0225 ] In Example 27 , the subject matter of any one or 
more of Examples 20 - 26 optionally include interfacing with 
the processing element comprises interfacing with a memory 
management unit ( MMU ) to inspect a cache memory asso 
ciated with the processing element . 
[ 0226 ] In Example 28 , the subject matter of any one or 
more of Examples 20 - 27 optionally include wherein the 
current operational state of the processing element com 
prises a current operating thread . 
[ 0227 ] In Example 29 , the subject matter of any one or 
more of Examples 20 - 28 optionally include wherein the 
current operational state of the processing element com 
prises a current operating process . 
[ 0228 ] In Example 30 , the subject matter of any one or 
more of Examples 20 - 29 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0229 ] In Example 31 , the subject matter of any one or 
more of Examples 20 - 30 optionally include wherein the 
current operational state of the processing element com 
prises a current FPGA configuration . 
10230 ] In Example 32 , the subject matter of any one or 
more of Examples 20 - 31 optionally include wherein select 
ing the queue from the plurality of queues comprises : 
determining a current priority associated a set of queues of 
the plurality of queues ; and selecting a queue with a highest 
priority from the set of queues . 
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[ 0231 ] In Example 33 , the subject matter of Example 32 
optionally includes wherein the current priority of a queue is 
increased when the current operational state indicates that 
the processing element is able to process packets stored in 
the queue . 
[ 0232 ] In Example 34 , the subject matter of any one or 
more of Examples 32 - 33 optionally include wherein the 
current priority of a queue is decreased when the current 
operational state indicates that the processing element is 
unable to process packets stored in the queue . 
[ 0233 ] In Example 35 , the subject matter of any one or 
more of Examples 20 - 34 optionally include wherein for 
warding the number of packets from the selected queue to 
the processing element comprises enforcing a traffic regu 
lation policy while forwarding the packets . 
[ 0234 ] In Example 36 , the subject matter of Example 35 
optionally includes wherein the traffic regulation policy 
comprises a committed information rate mechanism . 
[ 0235 ] In Example 37 , the subject matter of any one or 
more of Examples 35 - 36 optionally include wherein the 
traffic regulation policy comprises a round robin mecha 
nism . 
[ 0236 ] In Example 38 , the subject matter of any one or 
more of Examples 20 - 37 optionally include wherein the 
number of packets is thirty - two packets . 
[ 0237 ] Example 39 is at least one machine - readable 
medium including instructions , which when executed by a 
machine , cause the machine to perform operations of any of 
the methods of Examples 20 - 38 . 
[ 0238 ] Example 40 is an apparatus comprising means for 
performing any of the methods of Examples 20 - 38 . 
[ 0239 ] Example 41 is an apparatus for implementing intel 
ligent packet aggregation , the apparatus comprising : means 
for receiving , at a packet parser , a plurality of packets and 
route each packet of the plurality of packets to a queue of a 
plurality of queues , the packets divided among the queues 
based on the packets ' characteristics ; means for interfacing 
with a processing element to determine a current operational 
state of the processing element ; means for selecting a queue 
from the plurality of queues based on the current operational 
state of the processing element ; and means for forwarding a 
number of packets from the selected queue to the processing 
element . 
[ 0240 ] In Example 42 , the subject matter of Example 41 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0241 ] In Example 43 , the subject matter of any one or 
more of Examples 41 - 42 optionally include wherein the 
processing element comprises a thread . 
[ 0242 ] In Example 44 , the subject matter of any one or 
more of Examples 41 - 43 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0243 ] In Example 45 , the subject matter of any one or 
more of Examples 41 - 44 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) program . 
[ 0244 ] In Example 46 , the subject matter of any one or 
more of Examples 41 - 45 optionally include wherein the 
packet parser includes a TCP offload engine to inspect the 
packets . 
[ 0245 ] In Example 47 , the subject matter of any one or 
more of Examples 41 - 46 optionally include means for 
attempting to identify a queue of the plurality of queues that 
corresponds to a particular packet ; means for allocating a 

new queue when the identification fails ; and means for 
storing the particular packet in the new queue . 
0246 ] In Example 48 , the subject matter of any one or 
more of Examples 41 - 47 optionally include the means for 
interfacing with the processing element comprise means for 
interfacing with a memory management unit ( MMU ) to 
inspect a cache memory associated with the processing 
element . 
[ 0247 ] In Example 49 , the subject matter of any one or 
more of Examples 41 - 48 optionally include wherein the 
current operational state of the processing element com 
prises a current operating thread . 
10248 ] In Example 50 , the subject matter of any one or 
more of Examples 41 - 49 optionally include wherein the 
current operational state of the processing element com 
prises a current operating process . 
[ 0249 ] In Example 51 , the subject matter of any one or 
more of Examples 41 - 50 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0250 ] In Example 52 , the subject matter of any one or 
more of Examples 41 - 51 optionally include wherein the 
current operational state of the processing element com 
prises a current FPGA configuration . 
[ 0251 ] In Example 53 , the subject matter of any one or 
more of Examples 41 - 52 optionally include wherein the 
means for selecting the queue from the plurality of queues 
comprise : means for determining a current priority associ 
ated a set of queues of the plurality of queues , and means for 
selecting a queue with a highest priority from the set of 
queues . 
[ 0252 ] In Example 54 , the subject matter of Example 53 
optionally includes wherein the current priority of a queue is 
increased when the current operational state indicates that 
the processing element is able to process packets stored in 
the queue . 
[ 0253 ] In Example 55 , the subject matter of any one or 
more of Examples 53 - 54 optionally include wherein the 
current priority of a queue is decreased when the current 
operational state indicates that the processing element is 
unable to process packets stored in the queue . 
[ 0254 ] In Example 56 , the subject matter of any one or 
more of Examples 41 - 55 optionally include wherein the 
means for forwarding the number of packets from the 
selected queue to the processing element comprise means 
for enforcing a traffic regulation policy while forwarding the 
packets . 
[ 0255 ] In Example 57 , the subject matter of Example 56 
optionally includes wherein the traffic regulation policy 
comprises a committed information rate mechanism . 
[ 0256 ] . In Example 58 , the subject matter of any one or 
more of Examples 56 - 57 optionally include wherein the 
traffic regulation policy comprises a round robin mecha 
nism . 
[ 0257 ] In Example 59 , the subject matter of any one or 
more of Examples 41 - 58 optionally include wherein the 
number of packets is thirty - two packets . 
[ 0258 ] Example 60 is at least one machine - readable 
medium including instructions for implementing intelligent 
packet aggregation , which when executed by a machine , 
cause the machine to : receive , at a packet parser , a plurality 
of packets and route each packet of the plurality of packets 
to a queue of a plurality of queues , the packets divided 
among the queues based on the packets ' characteristics ; 
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interface with a processing element to determine a current 
operational state of the processing element ; select a queue 
from the plurality of queues based on the current operational 
state of the processing element ; and forward a number of 
packets from the selected queue to the processing element . 
[ 0259 ] In Example 61 , the subject matter of Example 60 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0260 ] In Example 62 , the subject matter of any one or 
more of Examples 60 - 61 optionally include wherein the 
processing element comprises a thread . 
[ 0261 ] In Example 63 , the subject matter of any one or 
more of Examples 60 - 62 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0262 ] In Example 64 , the subject matter of any one or 
more of Examples 60 - 63 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) program . 
[ 0263 ] In Example 65 , the subject matter of any one or 
more of Examples 60 - 64 optionally include wherein the 
packet parser includes a TCP offload engine to inspect the 
packets . 
[ 0264 ] In Example 66 , the subject matter of any one or 
more of Examples 60 - 65 optionally include instructions to : 
attempt to identify a queue of the plurality of queues that 
corresponds to a particular packet ; allocate a new queue 
when the identification fails ; and store the particular packet 
in the new queue . 
[ 0265 ] In Example 67 , the subject matter of any one or 
more of Examples 60 - 66 optionally include the instructions 
to interface with the processing element comprise instruc 
tions to interface with a memory management unit ( MMU ) 
to inspect a cache memory associated with the processing 
element . 
[ 0266 ] In Example 68 , the subject matter of any one or 
more of Examples 60 - 67 optionally include wherein the 
current operational state of the processing element com 
prises a current operating thread . 
[ 0267 ] In Example 69 , the subject matter of any one or 
more of Examples 60 - 68 optionally include wherein the 
current operational state of the processing element com 
prises a current operating process . 
[ 0268 ] In Example 70 , the subject matter of any one or 
more of Examples 60 - 69 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0269 ] In Example 71 , the subject matter of any one or 
more of Examples 60 - 70 optionally include wherein the 
current operational state of the processing element com 
prises a current FPGA configuration . 
[ 0270 ] In Example 72 , the subject matter of any one or 
more of Examples 60 - 71 optionally include wherein the 
instructions to select the queue from the plurality of queues 
comprise instructions to : determine a current priority asso 
ciated a set of queues of the plurality of queues ; and select 
a queue with a highest priority from the set of queues . 
[ 0271 ] In Example 73 , the subject matter of Example 72 
optionally includes wherein the current priority of a queue is 
increased when the current operational state indicates that 
the processing element is able to process packets stored in 
the queue . 
[ 0272 ] In Example 74 , the subject matter of any one or 
more of Examples 72 - 73 optionally include wherein the 
current priority of a queue is decreased when the current 

operational state indicates that the processing element is 
unable to process packets stored in the queue . 
[ 0273 ] In Example 75 , the subject matter of any one or 
more of Examples 60 - 74 optionally include wherein the 
instructions to forward the number of packets from the 
selected queue to the processing element comprise instruc 
tions to enforce a traffic regulation policy while forwarding 
the packets . 
[ 0274 ] In Example 76 , the subject matter of Example 75 
optionally includes wherein the traffic regulation policy 
comprises a committed information rate mechanism . 
[ 0275 ] In Example 77 , the subject matter of any one or 
more of Examples 75 - 76 optionally include wherein the 
traffic regulation policy comprises a round robin mecha 
nism . 
[ 0276 ] In Example 78 , the subject matter of any one or 
more of Examples 60 - 77 optionally include wherein the 
number of packets is thirty - two packets . 
[ 0277 ] Example 79 is a network interface device for 
implementing intelligent packet aggregation , the network 
interface device comprising : a packet parser to receive a 
plurality of packets and aggregate the plurality of packets 
into a combined packet ; and a coordinator circuit to : inter 
face with a processing element to determine a current 
operational state of the processing element ; and forward the 
combined packet to the processing element based on the 
current operational state . 
[ 0278 ] In Example 80 , the subject matter of Example 79 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0279 ] In Example 81 , the subject matter of any one or 
more of Examples 79 - 80 optionally include wherein the 
processing element comprises a thread . 
[ 0280 ] In Example 82 , the subject matter of any one or 
more of Examples 79 - 81 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0281 ] In Example 83 , the subject matter of any one or 
more of Examples 79 - 82 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) . 
[ 0282 ] In Example 84 , the subject matter of any one or 
more of Examples 79 - 83 optionally include wherein the 
packet parser includes a large receive offload engine to 
aggregate the plurality packets . 
[ 0283 ] In Example 85 , the subject matter of any one or 
more of Examples 79 - 84 optionally include wherein to 
interface with the processing element , the coordinator circuit 
is to interface with a memory management unit ( MMU ) to 
inspect a cache memory associated with the processing 
element . 
[ 0284 ] In Example 86 , the subject matter of any one or 
more of Examples 79 - 85 optionally include wherein the 
current operational state of the processing element com 
prises a current operating thread . 
[ 0285 ] In Example 87 , the subject matter of any one or 
more of Examples 79 - 86 optionally include wherein the 
current operational state of the processing element com 
prises a current operating process . 
[ 0286 ] In Example 88 , the subject matter of any one or 
more of Examples 79 - 87 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0287 ] In Example 89 , the subject matter of any one or 
more of Examples 79 - 88 optionally include wherein the 

Advanced Micro Devices, Inc., Pensando Systems, Inc. - Ex. 1005, Page 000036



US 2018 / 0191642 A1 Jul . 5 , 2018 
20 

current operational state of the processing element com 
prises a current FPGA configuration . 
[ 0288 ] In Example 90 , the subject matter of any one or 
more of Examples 79 - 89 optionally include wherein the 
current operational state of the processing element indicates 
that the processing element is unable to process the com 
bined packet , and wherein the coordinator circuit is to 
request the processing element to reconfigure itself to an 
operational state where it is able to process the combined 
packet . 
[ 0289 ] In Example 91 , the subject matter of Example 90 
optionally includes wherein to request the processing ele 
ment to reconfigure itself , the coordinator circuit is to cause 
instructions to be loaded into an instruction cache of the 
processing element . 
[ 0290 ] In Example 92 , the subject matter of Example 91 
optionally includes wherein to cause instructions to be 
loaded into the instruction cache , the coordinator circuit is to 
request a memory management unit ( MMU ) to load the 
instructions from main memory . 
[ 0291 ] In Example 93 , the subject matter of any one or 
more of Examples 91 - 92 optionally include wherein to cause 
instructions to be loaded into the instruction cache , the 
coordinator circuit is to forward a dummy packet of the same 
type as the combined packet in order to cause the instruc 
tions to be loaded into the instruction cache . 
[ 0292 ] In Example 94 , the subject matter of any one or 
more of Examples 90 - 93 optionally include wherein to 
request the processing element to reconfigure itself , the 
coordinator circuit is to request an FPGA to load a different 
function . 
10293 Example 95 is a method of implementing intelli 
gent packet aggregation , the method comprising : receiving , 
at a packet parser , a plurality of packets and aggregate the 
plurality of packets into a combined packet ; interfacing with 
a processing element to determine a current operational state 
of the processing element ; and forwarding the combined 
packet to the processing element based on the current 
operational state . 
[ 0294 ] In Example 96 , the subject matter of Example 95 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0295 ] In Example 97 , the subject matter of any one or 
more of Examples 95 - 96 optionally include wherein the 
processing element comprises a thread . 
[ 0296 ] In Example 98 , the subject matter of any one or 
more of Examples 95 - 97 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0297 ] In Example 99 , the subject matter of any one or 
more of Examples 95 - 98 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) . 
[ 0298 ] In Example 100 , the subject matter of any one or 
more of Examples 95 - 99 optionally include wherein the 
packet parser includes a large receive offload engine to 
aggregate the plurality packets . 
[ 0299 ] In Example 101 , the subject matter of any one or 
more of Examples 95 - 100 optionally include wherein inter 
facing with the processing element comprises interfacing 
with a memory management unit ( MMU ) to inspect a cache 
memory associated with the processing element . 
[ 0300 ] In Example 102 , the subject matter of any one or 
more of Examples 95 - 101 optionally include wherein the 

current operational state of the processing element com 
prises a current operating thread . 
[ 0301 ] In Example 103 , the subject matter of any one or 
more of Examples 95 - 102 optionally include wherein the 
current operational state of the processing element com 
prises a current operating process . 
[ 0302 ] In Example 104 , the subject matter of any one or 
more of Examples 95 - 103 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0303 ] In Example 105 , the subject matter of any one or 
more of Examples 95 - 104 optionally include wherein the 
current operational state of the processing element com 
prises a current FPGA configuration . 
[ 0304 ] In Example 106 , the subject matter of any one or 
more of Examples 95 - 105 optionally include wherein the 
current operational state of the processing element indicates 
that the processing element is unable to process the com 
bined packet , and wherein the method comprises requesting 
the processing element to reconfigure itself to an operational 
state where it is able to process the combined packet . 
[ 0305 ] In Example 107 , the subject matter of Example 106 
optionally includes wherein requesting the processing ele 
ment to reconfigure itself comprises causing instructions to 
be loaded into an instruction cache of the processing ele 
ment . 
10306 ] In Example 108 , the subject matter of Example 107 
optionally includes wherein causing instructions to be 
loaded into the instruction cache comprises requesting the 
MMU to load the instructions from main memory . 
[ 0307 ] In Example 109 , the subject matter of any one or 
more of Examples 107 - 108 optionally include wherein caus 
ing instructions to be loaded into the instruction cache 
comprises forwarding a dummy packet of the same type as 
the combined packet in order to cause the instructions to be 
loaded into the instruction cache . 
[ 0308 ] In Example 110 , the subject matter of any one or 
more of Examples 106 - 109 optionally include wherein 
requesting the processing element to reconfigure itself com 
prises requesting an FPGA to load a different function . 
[ 0309 ] Example 111 is at least one machine - readable 
medium including instructions , which when executed by a 
machine , cause the machine to perform operations of any of 
the methods of Examples 95 - 110 . 
[ 0310 ] Example 112 is an apparatus comprising means for 
performing any of the methods of Examples 95 - 110 . 
[ 0311 ] Example 113 is an apparatus for implementing 
intelligent packet aggregation , the apparatus comprising : 
means for receiving , at a packet parser , a plurality of packets 
and aggregate the plurality of packets into a combined 
packet ; means for interfacing with a processing element to 
determine a current operational state of the processing 
element ; and means for forwarding the combined packet to 
the processing element based on the current operational 
state . 
[ 0312 ] In Example 114 , the subject matter of Example 113 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0313 ] In Example 115 , the subject matter of any one or 
more of Examples 113 - 114 optionally include wherein the 
processing element comprises a thread . 
[ 0314 ] In Example 116 , the subject matter of any one or 
more of Examples 113 - 115 optionally include wherein the 
processing element comprises a virtual machine . 
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[ 0315 ] In Example 117 , the subject matter of any one or 
more of Examples 113 - 116 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) . 
[ 0316 ] In Example 118 , the subject matter of any one or 
more of Examples 113 - 117 optionally include wherein the 
packet parser includes a large receive offload engine to 
aggregate the plurality packets . 
[ 0317 ] In Example 119 , the subject matter of any one or 
more of Examples 113 - 118 optionally include wherein the 
means for interfacing with the processing element comprise 
means for interfacing with a memory management unit 
( MMU ) to inspect a cache memory associated with the 
processing element . 
[ 0318 ] In Example 120 , the subject matter of any one or 
more of Examples 113 - 119 optionally include wherein the 
current operational state of the processing element com 
prises a current operating thread . 
[ 0319 ] In Example 121 , the subject matter of any one or 
more of Examples 113 - 120 optionally include wherein the 
current operational state of the processing element com 
prises a current operating process . 
[ 0320 ] In Example 122 , the subject matter of any one or 
more of Examples 113 - 121 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0321 ] In Example 123 , the subject matter of any one or 
more of Examples 113 - 122 optionally include wherein the 
current operational state of the processing element com 
prises a current FPGA configuration . 
[ 0322 ] In Example 124 , the subject matter of any one or 
more of Examples 113 - 123 optionally include wherein the 
current operational state of the processing element indicates 
that the processing element is unable to process the com 
bined packet , and wherein the apparatus comprises means 
for requesting the processing element to reconfigure itself to 
an operational state where it is able to process the combined 
packet . 
[ 0323 ] In Example 125 , the subject matter of Example 124 
optionally includes wherein the means for requesting the 
processing element to reconfigure itself comprise means for 
causing instructions to be loaded into an instruction cache of 
the processing element . 
[ 0324 ] In Example 126 , the subject matter of Example 125 
optionally includes wherein the means for causing instruc 
tions to be loaded into the instruction cache comprise means 
for requesting the MMU to load the instructions from main 
memory . 
[ 0325 ] In Example 127 , the subject matter of any one or 
more of Examples 125 - 126 optionally include wherein the 
means for causing instructions to be loaded into the instruc 
tion cache comprise means for forwarding a dummy packet 
of the same type as the combined packet in order to cause the 
instructions to be loaded into the instruction cache . 
[ 0326 ] In Example 128 , the subject matter of any one or 
more of Examples 124 - 127 optionally include wherein the 
means for requesting the processing element to reconfigure 
itself comprise means for requesting an FPGA to load a 
different function . 
[ 0327 ] Example 129 is at least one machine - readable 
medium including instructions for implementing intelligent 
packet aggregation , which when executed by a machine , 
cause the machine to : receive , at a packet parser , a plurality 
of packets and aggregate the plurality of packets into a 

combined packet ; interface with a processing element to 
determine a current operational state of the processing 
element ; and forward the combined packet to the processing 
element based on the current operational state . 
[ 0328 ] In Example 130 , the subject matter of Example 129 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0329 ] In Example 131 , the subject matter of any one or 
more of Examples 129 - 130 optionally include wherein the 
processing element comprises a thread . 
10330 In Example 132 , the subject matter of any one or 
more of Examples 129 - 131 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0331 ] In Example 133 , the subject matter of any one or 
more of Examples 129 - 132 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) . 
[ 0332 ] In Example 134 , the subject matter of any one or 
more of Examples 129 - 133 optionally include wherein the 
packet parser includes a large receive offload engine to 
aggregate the plurality packets . 
[ 0333 ] In Example 135 , the subject matter of any one or 
more of Examples 129 - 134 optionally include wherein the 
instructions to interface with the processing element com 
prise instructions to interface with a memory management 
unit ( MMU ) to inspect a cache memory associated with the 
processing element . 
[ 0334 ] In Example 136 , the subject matter of any one or 
more of Examples 129 - 135 optionally include wherein the 
current operational state of the processing element com 
prises a current operating thread . 
[ 0335 ] In Example 137 , the subject matter of any one or 
more of Examples 129 - 136 optionally include wherein the 
current operational state of the processing element com 
prises a current operating process . 
[ 0336 ] In Example 138 , the subject matter of any one or 
more of Examples 129 - 137 optionally include wherein the 
current operational state of the processing element com 
prises a current operating virtual machine . 
[ 0337 ] In Example 139 , the subject matter of any one or 
more of Examples 129 - 138 optionally include wherein the 
current operational state of the processing element com 
prises a current FPGA configuration . 
[ 0338 ] In Example 140 , the subject matter of any one or 
more of Examples 129 - 139 optionally include wherein the 
current operational state of the processing element indicates 
that the processing element is unable to process the com 
bined packet , and wherein the medium comprises instruc 
tions to request the processing element to reconfigure itself 
to an operational state where it is able to process the 
combined packet . 
[ 0339 ] In Example 141 , the subject matter of Example 140 
optionally includes wherein the instructions to request the 
processing element to reconfigure itself comprise instruc 
tions to cause instructions to be loaded into an instruction 
cache of the processing element . 
0340 ] In Example 142 , the subject matter of Example 141 
optionally includes wherein the instructions to cause instruc 
tions to be loaded into the instruction cache comprise 
instructions to request the MMU to load the instructions 
from main memory . 
[ 0341 ] In Example 143 , the subject matter of any one or 
more of Examples 141 - 142 optionally include wherein the 
instructions to cause instructions to be loaded into the 
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instruction cache comprise instructions to forward a dummy 
packet of the same type as the combined packet in order to 
cause the instructions to be loaded into the instruction cache . 
[ 0342 ] In Example 144 , the subject matter of any one or 
more of Examples 140 - 143 optionally include wherein the 
instructions to request the processing element to reconfigure 
itself comprise instructions to request an FPGA to load a 
different function . 
[ 0343 ] Example 145 is a network interface device for 
implementing flexible packet processing , the network inter 
face device comprising : a packet parser to : receive a packet ; 
and determine from analyzing the packet , a corresponding 
processing element that is used to process the packet ; and a 
coordinator circuit to : determine whether the processing 
element is active in a computing unit ; load the processing 
element when it is not active ; and forward the packet to the 
processing element . 
[ 0344 ] In Example 146 , the subject matter of Example 145 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0345 ] In Example 147 , the subject matter of any one or 
more of Examples 145 - 146 optionally include wherein the 
processing element comprises a thread . 
[ 0346 ] In Example 148 , the subject matter of any one or 
more of Examples 145 - 147 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0347 ] In Example 149 , the subject matter of any one or 
more of Examples 145 - 148 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) program . 
[ 0348 ] In Example 150 , the subject matter of any one or 
more of Examples 145 - 149 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0349 ] In Example 151 , the subject matter of any one or 
more of Examples 145 - 150 optionally include wherein the 
computing unit comprises a processor core . 
[ 0350 ] In Example 152 , the subject matter of any one or 
more of Examples 145 - 151 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0351 ] In Example 153 , the subject matter of any one or 
more of Examples 145 - 152 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0352 ] In Example 154 , the subject matter of any one or 
more of Examples 145 - 153 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0353 ] In Example 155 , the subject matter of any one or 
more of Examples 145 - 154 optionally include wherein to 
determine from analyzing the packet , the corresponding 
processing element that is used to process the packet , the 
packet parser is to use a TCP offload engine to inspect the 
packet and identify the corresponding processing element . 
[ 0354 ] In Example 156 , the subject matter of any one or 
more of Examples 145 - 155 optionally include wherein to 
determine whether the processing element is active in the 
computing unit , the coordinator circuit is to interface with 
the computing unit to determine whether the processing 
element is active . 
[ 0355 ] In Example 157 , the subject matter of Example 156 
optionally includes wherein the computing unit is a proces 
sor core , and wherein to interface with the computing unit , 
the coordinator circuit is to receive an indication of the 
contents of a cache operated by the computing unit . 

[ 0356 ] In Example 158 , the subject matter of Example 157 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0357 ] In Example 159 , the subject matter of any one or 
more of Examples 156 - 158 optionally include wherein the 
computing unit is an FPGA , and wherein to interface with 
the computing unit , the coordinator circuit is to communi 
cate with an FPGA interface to determine whether the 
processing element is active in the computing unit . 
[ 0358 ] In Example 160 , the subject matter of Example 159 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0359 ] In Example 161 , the subject matter of any one or 
more of Examples 145 - 160 optionally include wherein the 
computing unit is a processor core , and wherein to load the 
processing element when it is not active , the coordinator 
circuit is to store instructions and data in a cache of the 
processor core to process the packet . 
[ 0360 ] In Example 162 , the subject matter of Example 161 
optionally includes wherein to store instructions and data in 
the cache of the processor core , the coordinator circuit is to 
pass an address to a cache controller of the processor core . 
[ 0361 ] In Example 163 , the subject matter of any one or 
more of Examples 161 - 162 optionally include wherein the 
cache includes a general use portion controlled by the 
processor core , and a reserved portion controlled by the 
network interface device . 
[ 0362 ] In Example 164 , the subject matter of any one or 
more of Examples 161 - 163 optionally include wherein to 
store the instructions and data , the coordinator circuit is to 
store the instructions and data in the general use portion 
controlled by the processor core . 
[ 0363 ] In Example 165 , the subject matter of any one or 
more of Examples 161 - 164 optionally include wherein to 
store the instructions and data , the coordinator circuit is to 
store the instructions and data in the reserved portion 
controlled by the network interface device . 
[ 0364 ] In Example 166 , the subject matter of Example 165 
optionally includes wherein the coordinator circuit is to evict 
content from the reserved portion of the cache . 
[ 0365 ] In Example 167 , the subject matter of Example 166 
optionally includes wherein to evict content from the 
reserved portion of the cache , the coordinator circuit is to : 
determine a priority of existing instructions loaded in the 
reserved portion of cache ; determine a priority of instruc 
tions that are inactive and would need to be loaded into the 
reserved portion of cache to process the packet ; and evict the 
existing instructions loaded in the reserved portion of cache 
when the priority of the existing instructions is lower than 
the priority of the inactive instructions . 
[ 0366 ] In Example 168 , the subject matter of any one or 
more of Examples 166 - 167 optionally include wherein to 
evict content from the reserved portion of the cache , the 
coordinator circuit is to : determine whether any packets are 
being processed by existing instructions loaded in the 
reserved portion of cache ; and evict the existing instructions 
from the reserved portion of cache when they are not being 
used to process packets . 
[ 0367 ] In Example 169 , the subject matter of any one or 
more of Examples 166 - 168 optionally include wherein to 
evict content from the reserved portion of the cache , the 
coordinator circuit is to : check a time - to - live ( TTL ) value of 
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existing instructions loaded in the reserved portion of cache ; 
and evict the existing instructions from the reserved portion 
of cache after the TTL value has expired . 
[ 0368 ] In Example 170 , the subject matter of Example 169 
optionally includes wherein the coordinator circuit is to 
increase the TTL value of existing instructions loaded in the 
reserved portion of cache when packets are forwarded to the 
reserved portion of the cache for processing by the existing 
instructions . 
[ 0369 ] In Example 171 , the subject matter of any one or 
more of Examples 145 - 170 optionally include wherein the 
computing unit is a processor core , and wherein to load the 
processing element when it is not active , the coordinator 
circuit is to : identify a statistical profile of the packet ; assign 
a priority to the packet based on the statistical profile ; and 
store instructions and data in a cache of the processor core 
to process the packet when the priority of the packet is 
higher than a priority of instructions in the cache . 
[ 0370 ] In Example 172 , the subject matter of Example 171 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
[ 0371 ] In Example 173 , the subject matter of any one or 
more of Examples 171 - 172 optionally include wherein the 
artificial intelligence includes machine learning process . 
[ 0372 ] In Example 174 , the subject matter of any one or 
more of Examples 171 - 173 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
[ 0373 ] In Example 175 , the subject matter of any one or 
more of Examples 145 - 174 optionally include wherein the 
computing unit is an FPGA , and wherein to load the 
processing element when it is not active , the coordinator 
circuit is to cause the FPGA to load a program into an FPGA 
partition . 
10374 ) In Example 176 , the subject matter of Example 175 
optionally includes wherein to load the program , the coor 
dinator circuit is to interact with an FPGA interface con 
troller . 
[ 0375 ] In Example 177 , the subject matter of Example 176 
optionally includes wherein the FPGA includes a partition 
controlled by the FPGA , and a partition controlled by the 
FPGA interface controller . 
[ 0376 ] In Example 178 , the subject matter of Example 177 
optionally includes wherein to load the program , the coor 
dinator circuit is to load the program in the partition con 
trolled by the FPGA . 
[ 0377 ] In Example 179 , the subject matter of any one or 
more of Examples 177 - 178 optionally include wherein to 
load the program , the coordinator circuit is to load the 
program in the partition controlled by the FPGA interface 
controller . 
[ 0378 ] In Example 180 , the subject matter of any one or 
more of Examples 177 - 179 optionally include wherein the 
FPGA interface controller is to unload programs from the 
partition controlled by the FPGA interface controller . 
T0379 ) In Example 181 , the subject matter of Example 180 
optionally includes wherein to unload programs from the 
partition controlled by the FPGA interface controller , the 
FPGA interface controller is to : determine a priority of 
existing programs loaded in the partition controlled by the 
FPGA interface controller ; determine a priority of a program 
that is inactive and would need to be loaded into the FPGA 
to process the packet ; and reconfigure at least one of the 
existing programs in the partition controlled by the FPGA 

interface controller when the priority of the existing pro 
grams is lower than the priority of the program of the 
inactive processing element . 
[ 0380 ] In Example 182 , the subject matter of any one or 
more of Examples 180 - 181 optionally include wherein to 
unload programs from the partition controlled by the FPGA 
interface controller , the FPGA interface controller is to : 
determine whether any packets are being processed by an 
existing program loaded in the partition controlled by the 
FPGA interface controller ; and unload the existing program 
from the partition controlled by the FPGA interface control 
ler when it is not being used to process packets . 
[ 0381 ] In Example 183 , the subject matter of any one or 
more of Examples 180 - 182 optionally include wherein to 
unload programs from the partition controlled by the FPGA 
interface controller , the FPGA interface controller is to : 
check a time - to - live ( TTL ) value of an existing program 
loaded in the partition controlled by the FPGA interface 
controller ; and unload the existing program from the parti 
tion controlled by the FPGA interface controller after the 
TTL value has expired . 
[ 0382 ] In Example 184 , the subject matter of Example 183 
optionally includes wherein the FPGA interface controller is 
to increase the TTL value of the existing program loaded in 
the partition controlled by the FPGA interface controller 
when packets are forwarded to the partition controlled by the 
FPGA interface controller for processing by the existing 
program . 
[ 0383 ] In Example 185 , the subject matter of any one or 
more of Examples 145 - 184 optionally include wherein the 
computing unit is an FPGA , and wherein to load the 
processing element when it is not active , the coordinator 
circuit is to : identify a statistical profile of the packet ; assign 
a priority to the packet based on the statistical profile ; and 
reconfigure an existing program in the FPGA with a program 
to process the packet when the priority of the packet is 
higher than a priority of the existing program in the FPGA . 
[ 0384 ] In Example 186 , the subject matter of Example 185 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
10385 ) In Example 187 , the subject matter of any one or 
more of Examples 185 - 186 optionally include wherein the 
artificial intelligence includes machine learning process . 
[ 0386 ) In Example 188 , the subject matter of any one or 
more of Examples 185 - 187 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
[ 0387 ] Example 189 is a method of flexible packet pro 
cessing , the method comprising : receiving a packet ; deter 
mining from analyzing the packet , a corresponding process 
ing element that is used to process the packet ; determining 
whether the processing element is active in a computing 
unit ; loading the processing element when it is not active ; 
and forwarding the packet to the processing element . 
[ 0388 ] In Example 190 , the subject matter of Example 189 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0389 ] In Example 191 , the subject matter of any one or 
more of Examples 189 - 190 optionally include wherein the 
processing element comprises a thread . 
[ 0390 ] In Example 192 , the subject matter of any one or 
more of Examples 189 - 191 optionally include wherein the 
processing element comprises a virtual machine . 
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[ 0391 ] In Example 193 , the subject matter of any one or 
more of Examples 189 - 192 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) program . 
[ 0392 ] In Example 194 , the subject matter of any one or 
more of Examples 189 - 193 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0393 ] In Example 195 , the subject matter of any one or 
more of Examples 189 - 194 optionally include wherein the 
computing unit comprises a processor core . 
[ 0394 ] In Example 196 , the subject matter of any one or 
more of Examples 189 - 195 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0395 ] In Example 197 , the subject matter of any one or 
more of Examples 189 - 196 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0396 ] In Example 198 , the subject matter of any one or 
more of Examples 189 - 197 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0397 ] In Example 199 , the subject matter of any one or 
more of Examples 189 - 198 optionally include wherein 
determining the corresponding processing element that is 
used to process the packet comprises using a TCP offload 
engine to inspect the packet and identify the corresponding 
processing element . 
[ 0398 ] In Example 200 , the subject matter of any one or 
more of Examples 189 - 199 optionally include wherein 
determining whether the processing element is active in the 
computing unit comprises interfacing with the computing 
unit to determine whether the processing element is active . 
[ 0399 ] In Example 201 , the subject matter of Example 200 
optionally includes wherein the computing unit is a proces 
sor core , and wherein interfacing with the computing unit 
comprises receiving an indication of the contents of a cache 
operated by the computing unit . 
[ 0400 ] In Example 202 , the subject matter of Example 201 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0401 ] In Example 203 , the subject matter of any one or 
more of Examples 200 - 202 optionally include wherein the 
computing unit is an FPGA , and wherein interfacing with 
the computing unit comprises communicating with an 
FPGA interface to determine whether the processing ele 
ment is active in the computing unit . 
[ 0402 ] In Example 204 , the subject matter of Example 203 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0403 ] In Example 205 , the subject matter of any one or 
more of Examples 189 - 204 optionally include wherein the 
computing unit is a processor core , and wherein loading the 
processing element when it is not active comprises storing 
instructions and data in a cache of the processor core to 
process the packet . 
[ 0404 ] In Example 206 , the subject matter of Example 205 
optionally includes wherein storing instructions and data in 
the cache of the processor core comprises passing an address 
to a cache controller of the processor core . 
[ 0405 ] In Example 207 , the subject matter of any one or 
more of Examples 205 - 206 optionally include wherein the 

cache includes a general use portion controlled by the 
processor core , and a reserved portion controlled by the 
network interface device . 
[ 0406 ] In Example 208 , the subject matter of any one or 
more of Examples 205 - 207 optionally include wherein stor 
ing the instructions and data comprises storing the instruc 
tions and data in the general use portion controlled by the 
processor core . 
[ 0407 ] In Example 209 , the subject matter of any one or 
more of Examples 205 - 208 optionally include wherein stor 
ing the instructions and data comprises storing the instruc 
tions and data in the reserved portion controlled by the 
network interface device . 
[ 0408 ] In Example 210 , the subject matter of Example 209 
optionally includes evicting content from the reserved por 
tion of the cache . 
[ 0409 ] In Example 211 , the subject matter of Example 210 
optionally includes wherein evicting content from the 
reserved portion of the cache comprises : determining a 
priority of existing instructions loaded in the reserved por 
tion of cache ; determining a priority of instructions that are 
inactive and would need to be loaded into the reserved 
portion of cache to process the packet ; and evicting the 
existing instructions loaded in the reserved portion of cache 
when the priority of the existing instructions is lower than 
the priority of the inactive instructions . 
[ 0410 ] In Example 212 , the subject matter of any one or 
more of Examples 210 - 211 optionally include evicting con 
tent from the reserved portion of the cache comprises : 
determining whether any packets are being processed by 
existing instructions loaded in the reserved portion of cache ; 
and evicting the existing instructions from the reserved 
portion of cache when they are not being used to process 
packets . 
[ 0411 ] In Example 213 , the subject matter of any one or 
more of Examples 210 - 212 optionally include wherein 
evicting content from the reserved portion of the cache 
comprises : checking a time - to - live ( TTL ) value of existing 
instructions loaded in the reserved portion of cache ; and 
evicting the existing instructions from the reserved portion 
of cache after the TTL value has expired . 
[ 0412 ] In Example 214 , the subject matter of Example 213 
optionally includes increasing the TTL value of existing 
instructions loaded in the reserved portion of cache when 
packets are forwarded to the reserved portion of the cache 
for processing by the existing instructions . 
[ 0413 ] In Example 215 , the subject matter of any one or 
more of Examples 189 - 214 optionally include wherein the 
computing unit is a processor core , and wherein loading the 
processing element when it is not active comprises : identi 
fying a statistical profile of the packet ; assigning a priority 
to the packet based on the statistical profile ; and storing 
instructions and data in a cache of the processor core to 
process the packet when the priority of the packet is higher 
than a priority of instructions in the cache . 
[ 0414 ] In Example 216 , the subject matter of Example 215 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
[ 0415 ] In Example 217 , the subject matter of any one or 
more of Examples 215 - 216 optionally include wherein the 
artificial intelligence includes machine learning process . 
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[ 0416 ] In Example 218 , the subject matter of any one or 
more of Examples 215 - 217 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
[ 0417 ] In Example 219 , the subject matter of any one or 
more of Examples 189 - 218 optionally include wherein the 
computing unit is an FPGA , and wherein loading the pro 
cessing element when it is not active comprises causing the 
FPGA to load a program into an FPGA partition . 
[ 0418 ] In Example 220 , the subject matter of Example 219 
optionally includes wherein loading the program comprises 
interacting with an FPGA interface controller . 
[ 0419 ] In Example 221 , the subject matter of Example 220 
optionally includes wherein the FPGA includes a partition 
controlled by the FPGA , and a partition controlled by the 
FPGA interface controller . 
[ 0420 ] In Example 222 , the subject matter of Example 221 
optionally includes wherein loading the program comprises 
loading the program in the partition controlled by the FPGA . 
[ 0421 ] In Example 223 , the subject matter of any one or 
more of Examples 221 - 222 optionally include wherein load 
ing the program comprises loading the program in the 
partition controlled by the FPGA interface controller . 
[ 0422 ] In Example 224 , the subject matter of any one or 
more of Examples 221 - 223 optionally include wherein the 
FPGA interface controller is to unload programs from the 
partition controlled by the FPGA interface controller . 
[ 0423 ] In Example 225 , the subject matter of Example 224 
optionally includes wherein unloading programs from the 
partition controlled by the FPGA interface controller com 
prises : determining a priority of existing programs loaded in 
the partition controlled by the FPGA interface controller ; 
determining a priority of a program that is inactive and 
would need to be loaded into the FPGA to process the 
packet ; and reconfiguring at least one of the existing pro 
grams in the partition controlled by the FPGA interface 
controller when the priority of the existing programs is 
lower than the priority of the program of the inactive 
processing element . 
[ 0424 ] In Example 226 , the subject matter of any one or 
more of Examples 224 - 225 optionally include wherein 
unloading programs from the partition controlled by the 
FPGA interface controller comprises : determining whether 
any packets are being processed by an existing program 
loaded in the partition controlled by the FPGA interface 
controller ; and unloading the existing program from the 
partition controlled by the FPGA interface controller when 
it is not being used to process packets . 
[ 0425 ] In Example 227 , the subject matter of any one or 
more of Examples 224 - 226 optionally include wherein 
unloading programs from the partition controlled by the 
FPGA interface controller comprises : checking a time - to 
live ( TTL ) value of an existing program loaded in the 
partition controlled by the FPGA interface controller ; and 
unloading the existing program from the partition controlled 
by the FPGA interface controller after the TTL value has 
expired . 
[ 0426 ] In Example 228 , the subject matter of Example 227 
optionally includes wherein the FPGA interface controller is 
to increase the TTL value of the existing program loaded in 
the partition controlled by the FPGA interface controller 
when packets are forwarded to the partition controlled by the 
FPGA interface controller for processing by the existing 
program . 

[ 0427 ] In Example 229 , the subject matter of any one or 
more of Examples 189 - 228 optionally include wherein the 
computing unit is an FPGA , and wherein loading the pro 
cessing element when it is not active comprises : identifying 
a statistical profile of the packet ; assigning a priority to the 
packet based on the statistical profile ; and reconfiguring an 
existing program in the FPGA with a program to process the 
packet when the priority of the packet is higher than a 
priority of the existing program in the FPGA . 
[ 0428 ] In Example 230 , the subject matter of Example 229 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
10429 ] . In Example 231 , the subject matter of any one or 
more of Examples 229 - 230 optionally include wherein the 
artificial intelligence includes machine learning process . 
[ 0430 ] In Example 232 , the subject matter of any one or 
more of Examples 229 - 231 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
[ 0431 ] In Example 233 , the subject matter of any one or 
more of Examples 189 - 232 optionally include wherein load 
ing the processing element when it is not active comprises 
using a just in time ( JIT ) mechanism to configure the 
processing element to process the packet . 
[ 0432 ] Example 234 is at least one machine - readable 
medium including instructions , which when executed by a 
machine , cause the machine to perform operations of any of 
the methods of Examples 189 - 233 . 
[ 0433 ] Example 235 is an apparatus comprising means for 
performing any of the methods of Examples 189 - 233 . 
[ 0434 ] Example 236 is an apparatus for implementing 
flexible packet processing , the apparatus comprising : means 
for receiving a packet ; means for determining from analyz 
ing the packet , a corresponding processing element that is 
used to process the packet ; means for determining whether 
the processing element is active in a computing unit ; means 
for loading the processing element when it is not active ; and 
means for forwarding the packet to the processing element . 
[ 0435 ] In Example 237 , the subject matter of Example 236 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0436 ] . In Example 238 , the subject matter of any one or 
more of Examples 236 - 237 optionally include wherein the 
processing element comprises a thread . 
[ 0437 ] In Example 239 , the subject matter of any one or 
more of Examples 236 - 238 optionally include wherein the 
processing element comprises a virtual machine . 
( 0438 ] In Example 240 , the subject matter of any one or 
more of Examples 236 - 239 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) program . 
[ 0439 ] In Example 241 , the subject matter of any one or 
more of Examples 236 - 240 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0440 ] In Example 242 , the subject matter of any one or 
more of Examples 236 - 241 optionally include wherein the 
computing unit comprises a processor core . 
[ 0441 ] In Example 243 , the subject matter of any one or 
more of Examples 236 - 242 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0442 ] In Example 244 , the subject matter of any one or 
more of Examples 236 - 243 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
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[ 0443 ] In Example 245 , the subject matter of any one or 
more of Examples 236 - 244 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0444 ] In Example 246 , the subject matter of any one or 
more of Examples 236 - 245 optionally include wherein the 
means for determining the corresponding processing ele 
ment that is used to process the packet comprise means for 
using a TCP offload engine to inspect the packet and identify 
the corresponding processing element . 
[ 0445 ] In Example 247 , the subject matter of any one or 
more of Examples 236 - 246 optionally include wherein the 
means for determining whether the processing element is 
active in the computing unit comprise means for interfacing 
with the computing unit to determine whether the processing 
element is active . 
[ 0446 ] In Example 248 , the subject matter of Example 247 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the means for interfacing with the 
computing unit comprise means for receiving an indication 
of the contents of a cache operated by the computing unit . 
[ 0447 ] In Example 249 , the subject matter of Example 248 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0448 ] In Example 250 , the subject matter of any one or 
more of Examples 247 - 249 optionally include wherein the 
computing unit is an FPGA , and wherein the means for 
interfacing with the computing unit comprise means for 
communicating with an FPGA interface to determine 
whether the processing element is active in the computing 
unit . 
[ 0449 ] In Example 251 , the subject matter of Example 250 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0450 ] In Example 252 , the subject matter of any one or 
more of Examples 236 - 251 optionally include wherein the 
computing unit is a processor core , and wherein the means 
for loading the processing element when it is not active 
comprise means for storing instructions and data in a cache 
of the processor core to process the packet . 
[ 0451 ] In Example 253 , the subject matter of Example 252 
optionally includes wherein the means for storing instruc 
tions and data in the cache of the processor core comprise 
means for passing an address to a cache controller of the 
processor core . 
[ 0452 ] In Example 254 , the subject matter of any one or 
more of Examples 252 - 253 optionally include wherein the 
cache includes a general use portion controlled by the 
processor core , and a reserved portion controlled by the 
network interface device . 
[ 0453 ] In Example 255 , the subject matter of any one or 
more of Examples 252 - 254 optionally include wherein the 
means for storing the instructions and data comprise means 
for storing the instructions and data in the general use 
portion controlled by the processor core . 
[ 04541 In Example 256 , the subject matter of any one or 
more of Examples 252 - 255 optionally include wherein the 
means for storing the instructions and data comprise means 
for storing the instructions and data in the reserved portion 
controlled by the network interface device . 
[ 0455 ] In Example 257 , the subject matter of Example 256 
optionally includes means for evicting content from the 
reserved portion of the cache . 

[ 0456 ] In Example 258 , the subject matter of Example 257 
optionally includes wherein the means for evicting content 
from the reserved portion of the cache comprise : means for 
determining a priority of existing instructions loaded in the 
reserved portion of cache ; means for determining a priority 
of instructions that are inactive and would need to be loaded 
into the reserved portion of cache to process the packet ; and 
means for evicting the existing instructions loaded in the 
reserved portion of cache when the priority of the existing 
instructions is lower than the priority of the inactive instruc 
tions . 
[ 0457 ] In Example 259 , the subject matter of any one or 
more of Examples 257 - 258 optionally include the means for 
evicting content from the reserved portion of the cache 
comprise : means for determining whether any packets are 
being processed by existing instructions loaded in the 
reserved portion of cache ; and means for evicting the 
existing instructions from the reserved portion of cache 
when they are not being used to process packets . 
[ 0458 ] In Example 260 , the subject matter of any one or 
more of Examples 257 - 259 optionally include wherein the 
means for evicting content from the reserved portion of the 
cache comprise : means for checking a time - to - live ( TTL ) 
value of existing instructions loaded in the reserved portion 
of cache ; and means for evicting the existing instructions 
from the reserved portion of cache after the TTL value has 
expired . 
[ 0459 ] In Example 261 , the subject matter of Example 260 
optionally includes means for increasing the TTL value of 
existing instructions loaded in the reserved portion of cache 
when packets are forwarded to the reserved portion of the 
cache for processing by the existing instructions . 
[ 0460 ] In Example 262 , the subject matter of any one or 
more of Examples 236 - 261 optionally include wherein the 
computing unit is a processor core , and wherein the means 
for loading the processing element when it is not active 
comprise : means for identifying a statistical profile of the 
packet ; means for assigning a priority to the packet based on 
the statistical profile ; and means for storing instructions and 
data in a cache of the processor core to process the packet 
when the priority of the packet is higher than a priority of 
instructions in the cache . 
[ 0461 ] In Example 263 , the subject matter of Example 262 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
[ 0462 ] In Example 264 , the subject matter of any one or 
more of Examples 262 - 263 optionally include wherein the 
artificial intelligence includes machine learning process . 
[ 0463 ] In Example 265 , the subject matter of any one or 
more of Examples 262 - 264 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
[ 0464 ] In Example 266 , the subject matter of any one or 
more of Examples 236 - 265 optionally include wherein the 
computing unit is an FPGA , and wherein the means for 
loading the processing element when it is not active com 
prise means for causing the FPGA to load a program into an 
FPGA partition . 
[ 0465 ] In Example 267 , the subject matter of Example 266 
optionally includes wherein the means for loading the pro 
gram comprise means for interacting with an FPGA inter 
face controller . 

Advanced Micro Devices, Inc., Pensando Systems, Inc. - Ex. 1005, Page 000043



US 2018 / 0191642 A1 Jul . 5 , 2018 
27 

[ 0466 ] In Example 268 , the subject matter of Example 267 
optionally includes wherein the FPGA includes a partition 
controlled by the FPGA , and a partition controlled by the 
FPGA interface controller . 
[ 0467 ] In Example 269 , the subject matter of Example 268 
optionally includes wherein the means for loading the pro 
gram comprise means for loading the program in the parti 
tion controlled by the FPGA . 
[ 0468 ] In Example 270 , the subject matter of any one or 
more of Examples 268 - 269 optionally include wherein the 
means for loading the program comprise means for loading 
the program in the partition controlled by the FPGA inter 
face controller . 
[ 0469 ] In Example 271 , the subject matter of any one or 
more of Examples 268 - 270 optionally include wherein the 
FPGA interface controller is to unload programs from the 
partition controlled by the FPGA interface controller . 
[ 0470 ] In Example 272 , the subject matter of Example 271 
optionally includes wherein the means for unloading pro 
grams from the partition controlled by the FPGA interface 
controller comprise : means for determining a priority of 
existing programs loaded in the partition controlled by the 
FPGA interface controller ; means for determining a priority 
of a program that is inactive and would need to be loaded 
into the FPGA to process the packet ; and means for recon 
figuring at least one of the existing programs in the partition 
controlled by the FPGA interface controller when the pri 
ority of the existing programs is lower than the priority of 
the program of the inactive processing element . 
[ 0471 ] In Example 273 , the subject matter of any one or 
more of Examples 271 - 272 optionally include wherein the 
means for unloading programs from the partition controlled 
by the FPGA interface controller comprise : means for deter 
mining whether any packets are being processed by an 
existing program loaded in the partition controlled by the 
FPGA interface controller ; and means for unloading the 
existing program from the partition controlled by the FPGA 
interface controller when it is not being used to process 
packets . 
[ 0472 ] In Example 274 , the subject matter of any one or 
more of Examples 271 - 273 optionally include wherein the 
means for unloading programs from the partition controlled 
by the FPGA interface controller comprise : means for 
checking a time - to - live ( TTL ) value of an existing program 
loaded in the partition controlled by the FPGA interface 
controller ; and means for unloading the existing program 
from the partition controlled by the FPGA interface control 
ler after the TTL value has expired . 
10473 ] In Example 275 , the subject matter of Example 274 
optionally includes wherein the FPGA interface controller is 
to increase the TTL value of the existing program loaded in 
the partition controlled by the FPGA interface controller 
when packets are forwarded to the partition controlled by the 
FPGA interface controller for processing by the existing 
program . 
[ 0474 ] In Example 276 , the subject matter of any one or 
more of Examples 236 - 275 optionally include wherein the 
computing unit is an FPGA , and wherein the means for 
loading the processing element when it is not active com 
prise : means for identifying a statistical profile of the packet ; 
means for assigning a priority to the packet based on the 
statistical profile ; and means for reconfiguring an existing 
program in the FPGA with a program to process the packet 

when the priority of the packet is higher than a priority of the 
existing program in the FPGA . 
[ 0475 ] In Example 277 , the subject matter of Example 276 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
[ 0476 ] In Example 278 , the subject matter of any one or 
more of Examples 276 - 277 optionally include wherein the 
artificial intelligence includes machine learning process . 
[ 0477 ] In Example 279 , the subject matter of any one or 
more of Examples 276 - 278 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
[ 0478 ] In Example 280 , the subject matter of any one or 
more of Examples 236 - 279 optionally include wherein the 
means for loading the processing element when it is not 
active comprise means for using a just in time ( JIT ) mecha 
nism to configure the processing element to process the 
packet . 
[ 0479 ] Example 281 is at least one machine - readable 
medium including instructions for implementing flexible 
packet processing , which when executed by a machine , 
cause the machine to : receive a packet ; determine from 
analyzing the packet , a corresponding processing element 
that is used to process the packet ; determine whether the 
processing element is active in a computing unit ; load the 
processing element when it is not active ; and forward the 
packet to the processing element . 
[ 0480 ] In Example 282 , the subject matter of Example 281 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0481 ] In Example 283 , the subject matter of any one or 
more of Examples 281 - 282 optionally include wherein the 
processing element comprises a thread . 
[ 0482 ] In Example 284 , the subject matter of any one or 
more of Examples 281 - 283 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0483 ] In Example 285 , the subject matter of any one or 
more of Examples 281 - 284 optionally include wherein the 
processing element comprises a field - programmable gate 
array ( FPGA ) program . 
[ 0484 ] In Example 286 , the subject matter of any one or 
more of Examples 281 - 285 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0485 ] In Example 287 , the subject matter of any one or 
more of Examples 281 - 286 optionally include wherein the 
computing unit comprises a processor core . 
[ 0486 ] In Example 288 , the subject matter of any one or 
more of Examples 281 - 287 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0487 ] In Example 289 , the subject matter of any one or 
more of Examples 281 - 288 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0488 ] In Example 290 , the subject matter of any one or 
more of Examples 281 - 289 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0489 ] In Example 291 , the subject matter of any one or 
more of Examples 281 - 290 optionally include wherein the 
instructions to determine the corresponding processing ele 
ment that is used to process the packet comprise instructions 
to use a TCP offload engine to inspect the packet and identify 
the corresponding processing element . 
f0490 ] In Example 292 , the subject matter of any one or 
more of Examples 281 - 291 optionally include wherein the 
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instructions to determine whether the processing element is 
active in the computing unit comprise instructions to inter 
face with the computing unit to determine whether the 
processing element is active . 
[ 0491 ] In Example 293 , the subject matter of Example 292 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the instructions to interface with the 
computing unit comprise instructions to receive an indica 
tion of the contents of a cache operated by the computing 
unit . 
[ 0492 ] In Example 294 , the subject matter of Example 293 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0493 ] In Example 295 , the subject matter of any one or 
more of Examples 292 - 294 optionally include wherein the 
computing unit is an FPGA , and wherein the instructions to 
interface with the computing unit comprise instructions to 
communicate with an FPGA interface to determine whether 
the processing element is active in the computing unit . 
[ 0494 ] In Example 296 , the subject matter of Example 295 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 

[ 0495 ] In Example 297 , the subject matter of any one or 
more of Examples 281 - 296 optionally include wherein the 
computing unit is a processor core , and wherein the instruc 
tions to load the processing element when it is not active 
comprise instructions to store instructions and data in a 
cache of the processor core to process the packet . 
[ 0496 ] In Example 298 , the subject matter of Example 297 
optionally includes wherein the instructions to store instruc 
tions and data in the cache of the processor core comprise 
instructions to pass an address to a cache controller of the 
processor core . 
[ 0497 ] In Example 299 , the subject matter of any one or 
more of Examples 297 - 298 optionally include wherein the 
cache includes a general use portion controlled by the 
processor core , and a reserved portion controlled by the 
network interface device . 
[ 0498 ] In Example 300 , the subject matter of any one or 
more of Examples 297 - 299 optionally include wherein the 
instructions to store the instructions and data comprise 
instructions to store the instructions and data in the general 
use portion controlled by the processor core . 
[ 0499 ] In Example 301 , the subject matter of any one or 
more of Examples 297 - 300 optionally include wherein the 
instructions to store the instructions and data comprise 
instructions to store the instructions and data in the reserved 
portion controlled by the network interface device . 
[ 0500 ] In Example 302 , the subject matter of Example 301 
optionally includes instructions to evict content from the 
reserved portion of the cache . 
( 0501 ] In Example 303 , the subject matter of Example 302 
optionally includes wherein the instructions to evict content 
from the reserved portion of the cache comprise instructions 
to : determine a priority of existing instructions loaded in the 
reserved portion of cache ; determine a priority of instruc 
tions that are inactive and would need to be loaded into the 
reserved portion of cache to process the packet ; and evict the 
existing instructions loaded in the reserved portion of cache 
when the priority of the existing instructions is lower than 
the priority of the inactive instructions . 

[ 0502 ] In Example 304 , the subject matter of any one or 
more of Examples 302 - 303 optionally include the instruc 
tions to evict content from the reserved portion of the cache 
comprise instructions to : determine whether any packets are 
being processed by existing instructions loaded in the 
reserved portion of cache ; and evict the existing instructions 
from the reserved portion of cache when they are not being 
used to process packets . 
[ 0503 ] In Example 305 , the subject matter of any one or 
more of Examples 302 - 304 optionally include wherein the 
instructions to evict content from the reserved portion of the 
cache comprise instructions to : check a time - to - live ( TTL ) 
value of existing instructions loaded in the reserved portion 
of cache ; and evict the existing instructions from the 
reserved portion of cache after the TTL value has expired . 
[ 0504 ] In Example 306 , the subject matter of Example 305 
optionally includes instructions to increase the TTL value of 
existing instructions loaded in the reserved portion of cache 
when packets are forwarded to the reserved portion of the 
cache for processing by the existing instructions . 
[ 0505 ] In Example 307 , the subject matter of any one or 
more of Examples 281 - 306 optionally include wherein the 
computing unit is a processor core , and wherein the instruc 
tions to load the processing element when it is not active 
comprise instructions to : identify a statistical profile of the 
packet ; assign a priority to the packet based on the statistical 
profile ; and store instructions and data in a cache of the 
processor core to process the packet when the priority of the 
packet is higher than a priority of instructions in the cache . 
[ 0506 ] In Example 308 , the subject matter of Example 307 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
[ 0507 ] In Example 309 , the subject matter of any one or 
more of Examples 307 - 308 optionally include wherein the 
artificial intelligence includes machine learning process . 
[ 0508 ] In Example 310 , the subject matter of any one or 
more of Examples 307 - 309 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
10509 . In Example 311 , the subject matter of any one or 
more of Examples 281 - 310 optionally include wherein the 
computing unit is an FPGA , and wherein the instructions to 
load the processing element when it is not active comprise 
instructions to cause the FPGA to load a program into an 
FPGA partition . 
[ 0510 ] In Example 312 , the subject matter of Example 311 
optionally includes wherein the instructions to load the 
program comprise instructions to interact with an FPGA 
interface controller . 
[ 0511 ] In Example 313 , the subject matter of Example 312 
optionally includes wherein the FPGA includes a partition 
controlled by the FPGA , and a partition controlled by the 
FPGA interface controller . 
10512 ] In Example 314 , the subject matter of Example 313 
optionally includes wherein the instructions to load the 
program comprise instructions to load the program in the 
partition controlled by the FPGA . 
[ 0513 ] In Example 315 , the subject matter of any one or 
more of Examples 313 - 314 optionally include wherein the 
instructions to load the program comprise instructions to 
load the program in the partition controlled by the FPGA 
interface controller . 
0514 ] In Example 316 , the subject matter of any one or 
more of Examples 313 - 315 optionally include wherein the 
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FPGA interface controller is to unload programs from the 
partition controlled by the FPGA interface controller . 
[ 0515 ] In Example 317 , the subject matter of Example 316 
optionally includes wherein the instructions to unload pro 
grams from the partition controlled by the FPGA interface 
controller comprise instructions to : determine a priority of 
existing programs loaded in the partition controlled by the 
FPGA interface controller ; determine a priority of a program 
that is inactive and would need to be loaded into the FPGA 
to process the packet ; and reconfigure at least one of the 
existing programs in the partition controlled by the FPGA 
interface controller when the priority of the existing pro 
grams is lower than the priority of the program of the 
inactive processing element . 
[ 0516 ] In Example 318 , the subject matter of any one or 
more of Examples 316 - 317 optionally include wherein the 
instructions to unload programs from the partition controlled 
by the FPGA interface controller comprise instructions to : 
determine whether any packets are being processed by an 
existing program loaded in the partition controlled by the 
FPGA interface controller , and unload the existing program 
from the partition controlled by the FPGA interface control 
ler when it is not being used to process packets . 
[ 0517 ] In Example 319 , the subject matter of any one or 
more of Examples 316 - 318 optionally include wherein the 
instructions to unload programs from the partition controlled 
by the FPGA interface controller comprise instructions to : 
check a time - to - live ( TTL ) value of an existing program 
loaded in the partition controlled by the FPGA interface 
controller ; and unload the existing program from the parti 
tion controlled by the FPGA interface controller after the 
TTL value has expired . 
[ 0518 ] In Example 320 , the subject matter of Example 319 
optionally includes wherein the FPGA interface controller is 
to increase the TTL value of the existing program loaded in 
the partition controlled by the FPGA interface controller 
when packets are forwarded to the partition controlled by the 
FPGA interface controller for processing by the existing 
program . 
[ 0519 ] In Example 321 , the subject matter of any one or 
more of Examples 281 - 320 optionally include wherein the 
computing unit is an FPGA , and wherein the instructions to 
load the processing element when it is not active comprise 
instructions to : identify a statistical profile of the packet ; 
assign a priority to the packet based on the statistical profile ; 
and reconfigure an existing program in the FPGA with a 
program to process the packet when the priority of the 
packet is higher than a priority of the existing program in the 
FPGA . 
[ 0520 ] In Example 322 , the subject matter of Example 321 
optionally includes wherein the statistical profile is main 
tained used an artificial intelligence process . 
[ 0521 ] In Example 323 , the subject matter of any one or 
more of Examples 321 - 322 optionally include wherein the 
artificial intelligence includes machine learning process . 
[ 0522 ] In Example 324 , the subject matter of any one or 
more of Examples 321 - 323 optionally include wherein the 
statistical profile is maintained using a packet processing 
histogram . 
[ 0523 ] In Example 325 , the subject matter of any one or 
more of Examples 281 - 324 optionally include wherein the 
instructions to load the processing element when it is not 

active comprise instructions to use a just in time ( JIT ) 
mechanism to configure the processing element to process 
the packet . 
[ 0524 ] Example 326 is a network interface device for 
implementing flexible packet scheduling , the network inter 
face device comprising : a packet parser to : receive a packet ; 
determine from analyzing the packet , a corresponding pro 
cessing element that is used to process the packet ; and store 
the packet in a queue , and a coordinator circuit to : determine 
whether the processing element is active in a computing 
unit ; and modify the priority of the packet in the queue based 
on whether the processing element is active in the comput 
ing unit . 
[ 0525 ] In Example 327 , the subject matter of Example 326 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0526 ] In Example 328 , the subject matter of any one or 
more of Examples 326 - 327 optionally include wherein the 
processing element comprises a thread . 
[ 0527 ] In Example 329 , the subject matter of any one or 
more of Examples 326 - 328 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0528 ] In Example 330 , the subject matter of any one or 
more of Examples 326 - 329 optionally include wherein the 
processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 
[ 0529 ] In Example 331 , the subject matter of any one or 
more of Examples 326 - 330 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0530 ] In Example 332 , the subject matter of any one or 
more of Examples 326 - 331 optionally include wherein the 
computing unit comprises a processor core . 
[ 0531 ] In Example 333 , the subject matter of any one or 
more of Examples 326 - 332 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0532 ] In Example 334 , the subject matter of any one or 
more of Examples 326 - 333 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0533 ] In Example 335 , the subject matter of any one or 
more of Examples 326 - 334 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0534 ] In Example 336 , the subject matter of any one or 
more of Examples 326 - 335 optionally include wherein to 
determine the corresponding processing element that is used 
to process the packet , the packet parser is to use a TCP 
offload engine to inspect the packet and identify the corre 
sponding processing element . 
[ 0535 ] In Example 337 , the subject matter of any one or 
more of Examples 326 - 336 optionally include wherein to 
determine whether the processing element is active in the 
computing unit , the coordinator circuit is to interface with 
the computing unit to determine whether the processing 
element is active . 
[ 0536 ] In Example 338 , the subject matter of Example 337 
optionally includes wherein the computing unit is a proces 
sor core , and wherein to interface with the computing unit , 
the coordinator circuit is to receive an indication of the 
contents of a cache operated by the computing unit . 
[ 0537 ] In Example 339 , the subject matter of Example 338 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
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[ 0538 ] In Example 340 , the subject matter of any one or 
more of Examples 337 - 339 optionally include wherein the 
computing unit is an FPGA , and wherein to interface with 
the computing unit , the coordinator circuit is to communi - 
cate with an FPGA interface to determine whether the 
processing element is active in the computing unit . 
[ 0539 ] In Example 341 , the subject matter of Example 340 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0540 ] In Example 342 , the subject matter of any one or 
more of Examples 326 - 341 optionally include wherein to 
modify the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit , the coordinator circuit is to increase the priority of the 
packet when the processing element is active in the com 
puting unit . 
[ 0541 ] In Example 343 , the subject matter of Example 342 
optionally includes wherein to increase the priority of the 
packet , the coordinator circuit is to include that the process 
ing element is active with at least two other factors selected 
from the list of : a packet priority , a round robin order , a 
committed information rate , and a processing element time 
to - live value . 
[ 0542 ] In Example 344 , the subject matter of any one or 
more of Examples 342 - 343 optionally include wherein to 
determine whether the processing element is active in the 
computing unit , the coordinator circuit is to interface with 
the computing unit to determine whether the processing 
element is active . 
[ 0543 ] In Example 345 , the subject matter of Example 344 
optionally includes wherein the computing unit is a proces 
sor core , and wherein to interface with the computing unit , 
the coordinator circuit is to receive an indication of the 
contents of a cache operated by the computing unit . 
[ 0544 ] In Example 346 , the subject matter of Example 345 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0545 ] In Example 347 , the subject matter of any one or 
more of Examples 344 - 346 optionally include wherein the 
computing unit is an FPGA , and wherein to interface with 
the computing unit , the coordinator circuit is to communi 
cate with an FPGA interface to determine whether the 
processing element is active in the computing unit . 
( 0546 ] In Example 348 , the subject matter of Example 347 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0547 ] In Example 349 , the subject matter of any one or 
more of Examples 326 - 348 optionally include wherein to 
modify the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit , the coordinator circuit is to decrease the priority of the 
packet when the processing element is not active in the 
computing unit . 
[ 0548 ] In Example 350 , the subject matter of Example 349 
optionally includes wherein to decrease the priority of the 
packet , the coordinator circuit is to include that the process 
ing element is not active with at least two other factors 
selected from the list of : a packet priority , a round robin 
order , a committed information rate , and a processing ele 
ment time - to - live value . 

[ 0549 ] In Example 351 , the subject matter of any one or 
more of Examples 326 - 350 optionally include wherein to 
modify the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit , the coordinator circuit is to : determine whether to drop 
the packet from the queue when the processing element is 
not active in the computing unit ; and drop the packet from 
the queue based on the determination . 
[ 0550 ] In Example 352 , the subject matter of Example 351 
optionally includes wherein to determine whether to drop 
the packet from the queue , the coordinator circuit is to 
include that the processing element is not active with at least 
two other factors selected from the list of : an inverse packet 
priority , a round robin order , an inverse committed infor 
mation rate , and a processing element time - to - live value . 
[ 0551 ] Example 353 is a method of implementing flexible 
packet scheduling , the method comprising : receiving a 
packet ; determining from analyzing the packet , a corre 
sponding processing element that is used to process the 
packet ; storing the packet in a queue ; determining whether 
the processing element is active in a computing unit ; and 
modifying the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit . 
[ 0552 ] In Example 354 , the subject matter of Example 353 
optionally includes wherein the processing element com 
prises a computing process . 
( 0553 ] In Example 355 , the subject matter of any one or 
more of Examples 353 - 354 optionally include wherein the 
processing element comprises a thread . 
[ 0554 ] In Example 356 , the subject matter of any one or 
more of Examples 353 - 355 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0555 ] In Example 357 , the subject matter of any one or 
more of Examples 353 - 356 optionally include wherein the 
processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 
[ 0556 ] In Example 358 , the subject matter of any one or 
more of Examples 353 - 357 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0557 ] In Example 359 , the subject matter of any one or 
more of Examples 353 - 358 optionally include wherein the 
computing unit comprises a processor core . 
[ 0558 ] In Example 360 , the subject matter of any one or 
more of Examples 353 - 359 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0559 ] In Example 361 , the subject matter of any one or 
more of Examples 353 - 360 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0560 ] In Example 362 , the subject matter of any one or 
more of Examples 353 - 361 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
10561 ] In Example 363 , the subject matter of any one or 
more of Examples 353 - 362 optionally include wherein 
determining the corresponding processing element that is 
used to process the packet comprises using a TCP offload 
engine to inspect the packet and identify the corresponding 
processing element . 
[ 0562 ] In Example 364 , the subject matter of any one or 
more of Examples 353 - 363 optionally include wherein 
determining whether the processing element is active in the 
computing unit comprises interfacing with the computing 
unit to determine whether the processing element is active . 
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[ 0574 ] Example 376 is an apparatus comprising means for 
performing any of the methods of Examples 353 - 374 . 
[ 0575 ] Example 377 is an apparatus for implementing 
flexible packet scheduling , the apparatus comprising : means 
for receiving a packet ; means for determining from analyz 
ing the packet , a corresponding processing element that is 
used to process the packet ; means for storing the packet in 
a queue ; means for determining whether the processing 
element is active in a computing unit ; and means for 
modifying the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit . 

[ 0563 ] In Example 365 , the subject matter of Example 364 
optionally includes wherein the computing unit is a proces 
sor core , and wherein interfacing with the computing unit 
comprises receiving an indication of the contents of a cache 
operated by the computing unit . 
10564 ] In Example 366 , the subject matter of Example 365 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0565 ] In Example 367 , the subject matter of any one or 
more of Examples 364 - 366 optionally include wherein the 
computing unit is an FPGA , and wherein interfacing with 
the computing unit comprises communicating with an 
FPGA interface to determine whether the processing ele 
ment is active in the computing unit . 
105661 In Example 368 , the subject matter of Example 367 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0567 ] In Example 369 , the subject matter of any one or 
more of Examples 353 - 368 optionally include wherein 
modifying the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit comprises increasing the priority of the packet when the 
processing element is active in the computing unit . 
[ 0568 ] In Example 370 , the subject matter of Example 369 
optionally includes wherein increasing the priority of the 
packet comprises including that the processing element is 
active with at least two other factors selected from the list of : 
a packet priority , a round robin order , a committed infor 
mation rate , and a processing element time - to - live value . 
[ 0569 ] In Example 371 , the subject matter of any one or 
more of Examples 353 - 370 optionally include wherein 
modifying the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit comprises decreasing the priority of the packet when the 
processing element is not active in the computing unit . 
[ 0570 ] In Example 372 , the subject matter of Example 371 
optionally includes wherein decreasing the priority of the 
packet comprises including that the processing element is 
not active with at least two other factors selected from the 
list of : a packet priority , a round robin order , a committed 
information rate , and a processing element time - to - live 
value . 
[ 0571 ] In Example 373 , the subject matter of any one or 
more of Examples 353 - 372 optionally include wherein 
modifying the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit comprises : determining whether to drop the packet from 
the queue when the processing element is not active in the 
computing unit ; and dropping the packet from the queue 
based on the determination . 
[ 0572 ] In Example 374 , the subject matter of Example 373 
optionally includes wherein determining whether to drop the 
packet from the queue comprises including that the process 
ing element is not active with at least two other factors 
selected from the list of : an inverse packet priority , a round 
robin order , an inverse committed information rate , and a 
processing element time - to - live value . 
[ 0573 ] Example 375 is at least one machine - readable 
medium including instructions , which when executed by a 
machine , cause the machine to perform operations of any of 
the methods of Examples 353 - 374 . 

[ 0576 ] In Example 378 , the subject matter of Example 377 
optionally includes wherein the processing element com 
prises a computing process . 
10577 ) In Example 379 , the subject matter of any one or 
more of Examples 377 - 378 optionally include wherein the 
processing element comprises a thread . 
[ 0578 ] In Example 380 , the subject matter of any one or 
more of Examples 377 - 379 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0579 ] In Example 381 , the subject matter of any one or 
more of Examples 377 - 380 optionally include wherein the 
processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 
[ 0580 ] In Example 382 , the subject matter of any one or 
more of Examples 377 - 381 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
10581 ] In Example 383 , the subject matter of any one or 
more of Examples 377 - 382 optionally include wherein the 
computing unit comprises a processor core . 
[ 0582 ] In Example 384 , the subject matter of any one or 
more of Examples 377 - 383 optionally include wherein the 
computing unit comprises a CPU complex . 
10583 ] In Example 385 , the subject matter of any one or 
more of Examples 377 - 384 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0584 ] In Example 386 , the subject matter of any one or 
more of Examples 377 - 385 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0585 ] In Example 387 , the subject matter of any one or 
more of Examples 377 - 386 optionally include wherein the 
means for determining the corresponding processing ele 
ment that is used to process the packet comprise means for 
using a TCP offload engine to inspect the packet and identify 
the corresponding processing element . 
[ 0586 ] In Example 388 , the subject matter of any one or 
more of Examples 377 - 387 optionally include wherein the 
means for determining whether the processing element is 
active in the computing unit comprise means for interfacing 
with the computing unit to determine whether the processing 
element is active . 
[ 0587 ] In Example 389 , the subject matter of Example 388 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the means for interfacing with the 
computing unit comprise means for receiving an indication 
of the contents of a cache operated by the computing unit . 
[ 0588 ] In Example 390 , the subject matter of Example 389 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
( 0589 ] In Example 391 , the subject matter of any one or 
more of Examples 388 - 390 optionally include wherein the 
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computing unit is an FPGA , and wherein the means for 
interfacing with the computing unit comprise means for 
communicating with an FPGA interface to determine 
whether the processing element is active in the computing 
unit . 
[ 0590 ] In Example 392 , the subject matter of Example 391 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
10591 ] In Example 393 , the subject matter of any one or 
more of Examples 377 - 392 optionally include wherein the 
means for modifying the priority of the packet in the queue 
based on whether the processing element is active in the 
computing unit comprise means for increasing the priority of 
the packet when the processing element is active in the 
computing unit . 
[ 0592 ] In Example 394 , the subject matter of Example 393 
optionally includes wherein the means for increasing the 
priority of the packet comprise means for including that the 
processing element is active with at least two other factors 
selected from the list of : a packet priority , a round robin 
order , a committed information rate , and a processing ele 
ment time - to - live value . 
[ 0593 ] In Example 395 , the subject matter of any one or 
more of Examples 377 - 394 optionally include wherein the 
means for modifying the priority of the packet in the queue 
based on whether the processing element is active in the 
computing unit comprise means for decreasing the priority 
of the packet when the processing element is not active in 
the computing unit . 
[ 0594 ] In Example 396 , the subject matter of Example 395 
optionally includes wherein the means for decreasing the 
priority of the packet comprise means for including that the 
processing element is not active with at least two other 
factors selected from the list of : a packet priority , a round 
robin order , a committed information rate , and a processing 
element time - to - live value . 
[ 0595 ] In Example 397 , the subject matter of any one or 
more of Examples 377 - 396 optionally include wherein the 
means for modifying the priority of the packet in the queue 
based on whether the processing element is active in the 
computing unit comprise : means for determining whether to 
drop the packet from the queue when the processing element 
is not active in the computing unit ; and means for dropping 
the packet from the queue based on the determination . 
105961 . In Example 398 , the subject matter of Example 397 
optionally includes wherein the means for determining 
whether to drop the packet from the queue comprise means 
for including that the processing element is not active with 
at least two other factors selected from the list of : an inverse 
packet priority , a round robin order , an inverse committed 
information rate , and a processing element time - to - live 
value . 
[ 0597 ] Example 399 is at least one machine - readable 
medium including instructions for implementing flexible 
packet scheduling , which when executed by a machine , 
cause the machine to : receive a packet ; determine from 
analyzing the packet , a corresponding processing element 
that is used to process the packet ; store the packet in a queue ; 
determine whether the processing element is active in a 
computing unit ; and modify the priority of the packet in the 
queue based on whether the processing element is active in 
the computing unit . 

[ 0598 ] In Example 400 , the subject matter of Example 399 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0599 ] In Example 401 , the subject matter of any one or 
more of Examples 399 - 400 optionally include wherein the 
processing element comprises a thread . 
[ 0600 ] In Example 402 , the subject matter of any one or 
more of Examples 399 - 401 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0601 ] In Example 403 , the subject matter of any one or 
more of Examples 399 - 402 optionally include wherein the 
processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 
[ 0602 ] In Example 404 , the subject matter of any one or 
more of Examples 399 - 403 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0603 ] In Example 405 , the subject matter of any one or 
more of Examples 399 - 404 optionally include wherein the 
computing unit comprises a processor core . 
[ 06041 In Example 406 , the subject matter of any one or 
more of Examples 399 - 405 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0605 ] In Example 407 , the subject matter of any one or 
more of Examples 399 - 406 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0606 ] In Example 408 , the subject matter of any one or 
more of Examples 399 - 407 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
10607 ] In Example 409 , the subject matter of any one or 
more of Examples 399 - 408 optionally include wherein the 
instructions to determine the corresponding processing ele 
ment that is used to process the packet comprise instructions 
to use a TCP offload engine to inspect the packet and identify 
the corresponding processing element . 
10608 ) In Example 410 , the subject matter of any one or 
more of Examples 399 - 409 optionally include wherein the 
instructions to determine whether the processing element is 
active in the computing unit comprise instructions to inter 
face with the computing unit to determine whether the 
processing element is active . 
[ 0609 ] In Example 411 , the subject matter of Example 410 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the instructions to interface with the 
computing unit comprise instructions to receive an indica 
tion of the contents of a cache operated by the computing 
unit . 
[ 0610 ] In Example 412 , the subject matter of Example 411 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0611 ] In Example 413 , the subject matter of any one or 
more of Examples 410 - 412 optionally include wherein the 
computing unit is an FPGA , and wherein the instructions to 
interface with the computing unit comprise instructions to 
communicate with an FPGA interface to determine whether 
the processing element is active in the computing unit . 
10612 ] In Example 414 , the subject matter of Example 413 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0613 ] In Example 415 , the subject matter of any one or 
more of Examples 399 - 414 optionally include wherein the 
instructions to modify the priority of the packet in the queue 
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based on whether the processing element is active in the 
computing unit comprise instructions to increase the priority 
of the packet when the processing element is active in the 
computing unit . 
[ 0614 ] In Example 416 , the subject matter of Example 415 
optionally includes wherein the instructions to increase the 
priority of the packet comprise instructions to include that 
the processing element is active with at least two other 
factors selected from the list of : a packet priority , a round 
robin order , a committed information rate , and a processing 
element time - to - live value . 
[ 0615 ] In Example 417 , the subject matter of any one or 
more of Examples 399 - 416 optionally include wherein the 
instructions to modify the priority of the packet in the queue 
based on whether the processing element is active in the 
computing unit comprise instructions to decrease the priority 
of the packet when the processing element is not active in 
the computing unit . 
[ 0616 ] In Example 418 , the subject matter of Example 417 
optionally includes wherein decreasing the priority of the 
packet comprises including that the processing element is 
not active with at least two other factors selected from the 
list of : a packet priority , a round robin order , a committed 
information rate , and a processing element time - to - live 
value . 
[ 0617 ] In Example 419 , the subject matter of any one or 
more of Examples 399 - 418 optionally include wherein the 
instructions to modify the priority of the packet in the queue 
based on whether the processing element is active in the 
computing unit comprise instructions to : determine whether 
to drop the packet from the queue when the processing 
element is not active in the computing unit ; and drop the 
packet from the queue based on the determination . 
[ 0618 ] In Example 420 , the subject matter of Example 419 
optionally includes wherein the instructions to determine 
whether to drop the packet from the queue comprise instruc 
tions to include that the processing element is not active with 
at least two other factors selected from the list of : an inverse 
packet priority , a round robin order , an inverse committed 
information rate , and a processing element time - to - live 
value . 
[ 0619 ] Example 421 is a network interface device for 
implementing time - based flexible packet scheduling , the 
network interface device comprising : a packet parser to : 
determine from analyzing a packet , a corresponding pro 
cessing element that is used to process the packet ; and store 
the packet in a queue ; and a coordinator circuit to : determine 
a timing of when the processing element is active in a 
computing unit ; and modify the priority of the packet in the 
queue based on the timing of when the processing element 
is active in the computing unit . 
[ 0620 ] In Example 422 , the subject matter of Example 421 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0621 ] In Example 423 , the subject matter of any one or 
more of Examples 421 - 422 optionally include wherein the 
processing element comprises a thread . 
[ 0622 ] In Example 424 , the subject matter of any one or 
more of Examples 421 - 423 optionally include wherein the 
processing element comprises a virtual machine . luas Machine . 
[ 0623 ] In Example 425 , the subject matter of any one or 
more of Examples 421 - 424 optionally include wherein the 
processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 

[ 0624 ] In Example 426 , the subject matter of any one or 
more of Examples 421 - 425 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0625 ] In Example 427 , the subject matter of any one or 
more of Examples 421 - 426 optionally include wherein the 
computing unit comprises a processor core . 
10626 ] . In Example 428 , the subject matter of any one or 
more of Examples 421 - 427 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0627 ] In Example 429 , the subject matter of any one or 
more of Examples 421 - 428 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0628 ] In Example 430 , the subject matter of any one or 
more of Examples 421 - 429 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0629 ] In Example 431 , the subject matter of any one or 
more of Examples 421 - 430 optionally include wherein to 
determine the corresponding processing element that is used 
to process the packet , the packet parser is to use a TCP 
offload engine to inspect the packet and identify the corre 
sponding processing element . 
[ 0630 ] In Example 432 , the subject matter of any one or 
more of Examples 421 - 431 optionally include wherein to 
determine the timing of when the processing element is 
active in the computing unit , the coordinator circuit is 
synchronized with the computing unit . 
[ 0631 ] In Example 433 , the subject matter of Example 432 
optionally includes wherein the coordinator circuit is syn 
chronized with the computing unit using at least one of : 
IEEE 1588 Precision Time Protocol , IEEE 802 . 1 Time 
Sensitive Networking , Synchronous Ethernet , Network 
Time Protocol , or Precision Time Measurement . 
[ 0632 ] In Example 434 , the subject matter of any one or 
more of Examples 421 - 433 optionally include wherein to 
determine the timing of when the processing element is 
active in the computing unit , the coordinator circuit is to 
interface with the computing unit to determine when the 
processing element is active . 
[ 0633 ] In Example 435 , the subject matter of Example 434 
optionally includes wherein the computing unit is a proces 
sor core , and wherein to interface with the computing unit , 
the coordinator circuit is to receive an indication of the 
contents of a cache operated by the computing unit . 
[ 0634 ] In Example 436 , the subject matter of Example 435 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0635 ] In Example 437 , the subject matter of any one or 
more of Examples 434 - 436 optionally include wherein the 
computing unit is an FPGA , and wherein to interface with 
the computing unit , the coordinator circuit is to communi 
cate with an FPGA interface to determine whether the 
processing element is active in the computing unit . 
[ 0636 ] In Example 438 , the subject matter of Example 437 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0637 ] In Example 439 , the subject matter of any one or 
more of Examples 421 - 438 optionally include wherein to 
modify the priority of the packet in the queue based on the 
timing of when the processing element is active in the 
computing unit , the coordinator circuit is to increase the 
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priority of the packet when the processing element is active 
or will be active soon in the computing unit . 
[ 0638 ] In Example 440 , the subject matter of Example 439 
optionally includes wherein to increase the priority of the 
packet , the coordinator circuit is to include that the process 
ing element is active or will be active soon with at least one 
factor selected from the list of : a packet priority and a round 
robin order . 
[ 0639 ) In Example 441 , the subject matter of any one or 
more of Examples 439 - 440 optionally include wherein to 
determine the timing of when the processing element is 
active in the computing unit , the coordinator circuit is to 
interface with the computing unit to determine when the 
processing element is active . 
[ 0640 ] In Example 442 , the subject matter of Example 441 
optionally includes wherein the computing unit is a proces 
sor core , and wherein to interface with the computing unit , 
the coordinator circuit is to receive an indication of the 
contents of a cache operated by the computing unit . 
[ 0641 ] In Example 443 , the subject matter of Example 442 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0642 ] In Example 444 , the subject matter of any one or 
more of Examples 441 - 443 optionally include wherein the 
computing unit is an FPGA , and wherein to interface with 
the computing unit , the coordinator circuit is to communi 
cate with an FPGA interface to determine when the process 
ing element is active in the computing unit . 
10643 ] In Example 445 , the subject matter of Example 444 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0644 ] In Example 446 , the subject matter of any one or 
more of Examples 421 - 445 optionally include wherein to 
modify the priority of the packet in the queue based on the 
timing of when the processing element is active in the 
computing unit , the coordinator circuit is to decrease the 
priority of the packet when the processing element is not 
active or will not be active soon in the computing unit . 
[ 0645 ] In Example 447 , the subject matter of Example 446 
optionally includes wherein to decrease the priority of the 
packet , the coordinator circuit is to include that the process 
ing element is not active with at least one factor selected 
from the list of : a packet priority and a round robin order . 
10646 ] In Example 448 , the subject matter of any one or 
more of Examples 421 - 447 optionally include wherein to 
modify the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit , the coordinator circuit is to : determine whether to drop 
the packet from the queue when the processing element is 
not active or will not be active soon in the computing unit , 
and drop the packet from the queue based on the determi 
nation . 
[ 0647 ] In Example 449 , the subject matter of Example 448 
optionally includes wherein to determine whether to drop 
the packet from the queue , the coordinator circuit is to 
include that the processing element is not active with at least 
one factor selected from the list of : an inverse packet priority 
and a round robin order . 
[ 0648 ] Example 450 is a method of implementing time 
based flexible packet scheduling , the method comprising : 
determining from analyzing a packet , a corresponding pro 
cessing element that is used to process the packet ; storing the 

packet in a queue ; determining a timing of when the pro 
cessing element is active in a computing unit ; and modifying 
the priority of the packet in the queue based on the timing 
of when the processing element is active in the computing 
unit . 
[ 0649 ] In Example 451 , the subject matter of Example 450 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0650 ] In Example 452 , the subject matter of any one or 
more of Examples 450 - 451 optionally include wherein the 
processing element comprises a thread . 
[ 0651 ] In Example 453 , the subject matter of any one or 
more of Examples 450 - 452 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0652 ] In Example 454 , the subject matter of any one or 
more of Examples 450 - 453 optionally include wherein the 
processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 
[ 0653 ] In Example 455 , the subject matter of any one or 
more of Examples 450 - 454 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0654 ] In Example 456 , the subject matter of any one or 
more of Examples 450 - 455 optionally include wherein the 
computing unit comprises a processor core . 
[ 0655 ] In Example 457 , the subject matter of any one or 
more of Examples 450 - 456 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0656 ] In Example 458 , the subject matter of any one or 
more of Examples 450 - 457 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0657 ] In Example 459 , the subject matter of any one or 
more of Examples 450 - 458 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0658 ] In Example 460 , the subject matter of any one or 
more of Examples 450 - 459 optionally include wherein 
determining the corresponding processing element that is 
used to process the packet comprises using a TCP offload 
engine to inspect the packet and identify the corresponding 
processing element . 
[ 0659 ] In Example 461 , the subject matter of any one or 
more of Examples 450 - 460 optionally include wherein 
determining the timing of when the processing element is 
active in the computing unit comprises being synchronized 
with the computing unit . 
[ 0660 ] In Example 462 , the subject matter of Example 461 
optionally includes wherein being synchronized with the 
computing unit is performed by using at least one of : IEEE 
1588 Precision Time Protocol , IEEE 802 . 1 Time - Sensitive 
Networking , Synchronous Ethernet , Network Time Proto 
col , or Precision Time Measurement . 
[ 0661 ] In Example 463 , the subject matter of any one or 
more of Examples 450 - 462 optionally include wherein 
determining the timing of when the processing element is 
active in the computing unit comprises interfacing with the 
computing unit to determine when the processing element is 
active . 
[ 0662 ] In Example 464 , the subject matter of Example 463 
optionally includes wherein the computing unit is a proces 
sor core , and wherein interfacing with the computing unit 
comprises receiving an indication of the contents of a cache 
operated by the computing unit . 
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[ 0663 ] In Example 465 , the subject matter of Example 464 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0664 ] In Example 466 , the subject matter of any one or 
more of Examples 463 - 465 optionally include wherein the 
computing unit is an FPGA , and wherein interfacing with 
the computing unit comprises communicating with an 
FPGA interface to determine whether the processing ele 
ment is active in the computing unit . 
[ 0665 ] In Example 467 , the subject matter of Example 466 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0666 ] In Example 468 , the subject matter of any one or 
more of Examples 450 - 467 optionally include wherein 
modifying the priority of the packet in the queue based on 
the timing of when the processing element is active in the 
computing unit comprises increasing the priority of the 
packet when the processing element is active or will be 
active soon in the computing unit . 
[ 0667 ] In Example 469 , the subject matter of Example 468 
optionally includes wherein increasing the priority of the 
packet comprises including that the processing element is 
active or will be active soon with at least one factor selected 
from the list of : a packet priority and a round robin order . 
[ 0668 ] In Example 470 , the subject matter of any one or 
more of Examples 468 - 469 optionally include wherein 
determining the timing of when the processing element is 
active in the computing unit comprises interfacing with the 
computing unit to determine when the processing element is 
active . 
[ 0669 ] In Example 471 , the subject matter of Example 470 
optionally includes wherein the computing unit is a proces 
sor core , and wherein interfacing with the computing unit 
comprises receiving an indication of the contents of a cache 
operated by the computing unit . 
[ 0670 ] In Example 472 , the subject matter of Example 471 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0671 ] In Example 473 , the subject matter of any one or 
more of Examples 470 - 472 optionally include wherein the 
computing unit is an FPGA , and wherein interfacing with 
the computing unit comprises communicating with an 
FPGA interface to determine when the processing element is 
active in the computing unit . 
[ 0672 ) In Example 474 , the subject matter of Example 473 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0673 ] In Example 475 , the subject matter of any one or 
more of Examples 450 - 474 optionally include wherein 
modifying the priority of the packet in the queue based on 
the timing of when the processing element is active in the 
computing unit comprises decreasing the priority of the 
packet when the processing element is not active or will not 
be active soon in the computing unit . 
[ 0674 ] In Example 476 , the subject matter of Example 475 
optionally includes wherein decreasing the priority of the 
packet comprises including that the processing element is 
not active with at least one factor selected from the list of : 
a packet priority and a round robin order . 

[ 0675 ] In Example 477 , the subject matter of any one or 
more of Examples 450 - 476 optionally include wherein 
modifying the priority of the packet in the queue based on 
whether the processing element is active in the computing 
unit comprises : determining whether to drop the packet from 
the queue when the processing element is not active or will 
not be active soon in the computing unit ; and dropping the 
packet from the queue based on the determination . 
[ 0676 ] In Example 478 , the subject matter of Example 477 
optionally includes wherein determining whether to drop the 
packet from the queue comprises including that the process 
ing element is not active or will not be active soon with at 
least one factor selected from the list of : an inverse packet 
priority and a round robin order . 
( 0677 ] Example 479 is at least one machine - readable 
medium including instructions , which when executed by a 
machine , cause the machine to perform operations of any of 
the methods of Examples 450 - 478 . 
[ 0678 ] Example 480 is an apparatus comprising means for 
performing any of the methods of Examples 450 - 478 . 
106791 . Example 481 is an apparatus for implementing 
time - based flexible packet scheduling , the apparatus com 
prising : means for determining from analyzing a packet , a 
corresponding processing element that is used to process the 
packet ; means for storing the packet in a queue ; means for 
determining a timing of when the processing element is 
active in a computing unit ; and means for modifying the 
priority of the packet in the queue based on the timing of 
when the processing element is active in the computing unit . 
[ 0680 ] In Example 482 , the subject matter of Example 481 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0681 ] In Example 483 , the subject matter of any one or 
more of Examples 481 - 482 optionally include wherein the 
processing element comprises a thread . 
[ 0682 ] In Example 484 , the subject matter of any one or 
more of Examples 481 - 483 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0683 ] In Example 485 , the subject matter of any one or 
more of Examples 481 - 484 optionally include wherein the 
processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 
106841 In Example 486 , the subject matter of any one or 
more of Examples 481 - 485 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0685 ] In Example 487 , the subject matter of any one or 
more of Examples 481 - 486 optionally include wherein the 
computing unit comprises a processor core . 
[ 0686 ] In Example 488 , the subject matter of any one or 
more of Examples 481 - 487 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0687 ] In Example 489 , the subject matter of any one or 
more of Examples 481 - 488 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0688 ] In Example 490 , the subject matter of any one or 
more of Examples 481 - 489 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0689 ] In Example 491 , the subject matter of any one or 
more of Examples 481 - 490 optionally include wherein the 
means for determining the corresponding processing ele 
ment that is used to process the packet comprise means for 
using a TCP offload engine to inspect the packet and identify 
the corresponding processing element . 
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[ 0690 ] In Example 492 , the subject matter of any one or 
more of Examples 481 - 491 optionally include wherein the 
means for determining the timing of when the processing 
element is active in the computing unit comprise means for 
being synchronized with the computing unit . 
[ 0691 ] In Example 493 , the subject matter of Example 492 
optionally includes wherein being synchronized with the 
computing unit is performed by using at least one of : IEEE 
1588 Precision Time Protocol , IEEE 802 . 1 Time - Sensitive 
Networking , Synchronous Ethernet , Network Time Proto 
col , or Precision Time Measurement . 
[ 0692 ] In Example 494 , the subject matter of any one or 
more of Examples 481 - 493 optionally include wherein the 
means for determining the timing of when the processing 
element is active in the computing unit comprise means for 
interfacing with the computing unit to determine when the 
processing element is active . 
[ 0693 ] In Example 495 , the subject matter of Example 494 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the means for interfacing with the 
computing unit comprise means for receiving an indication 
of the contents of a cache operated by the computing unit . 
[ 0694 ] In Example 496 , the subject matter of Example 495 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
106951 . In Example 497 , the subject matter of any one or 
more of Examples 494 - 496 optionally include wherein the 
computing unit is an FPGA , and wherein the means for 
interfacing with the computing unit comprise means for 
communicating with an FPGA interface to determine 
whether the processing element is active in the computing 
unit . 
[ 0696 ] In Example 498 , the subject matter of Example 497 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0697 ] In Example 499 , the subject matter of any one or 
more of Examples 481 - 498 optionally include wherein the 
means for modifying the priority of the packet in the queue 
based on the timing of when the processing element is active 
in the computing unit comprise means for increasing the 
priority of the packet when the processing element is active 
or will be active soon in the computing unit . 
[ 0698 ] In Example 500 , the subject matter of Example 499 
optionally includes wherein the means for increasing the 
priority of the packet comprise means for including that the 
processing element is active or will be active soon with at 
least one factor selected from the list of : a packet priority 
and a round robin order . 
[ 0699 ] In Example 501 , the subject matter of any one or 
more of Examples 499 - 500 optionally include wherein the 
means for determining the timing of when the processing 
element is active in the computing unit comprise means for 
interfacing with the computing unit to determine when the 
processing element is active . 
[ 0700 ] In Example 502 , the subject matter of Example 501 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the means for interfacing with the 
computing unit comprise means for receiving an indication 
of the contents of a cache operated by the computing unit . 

[ 0701 ] In Example 503 , the subject matter of Example 502 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0702 ] In Example 504 , the subject matter of any one or 
more of Examples 501 - 503 optionally include wherein the 
computing unit is an FPGA , and wherein the means for 
interfacing with the computing unit comprise means for 
communicating with an FPGA interface to determine when 
the processing element is active in the computing unit . 
[ 0703 ] In Example 505 , the subject matter of Example 504 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0704 ] In Example 506 , the subject matter of any one or 
more of Examples 481 - 505 optionally include wherein the 
means for modifying the priority of the packet in the queue 
based on the timing of when the processing element is active 
in the computing unit comprise means for decreasing the 
priority of the packet when the processing element is not 
active or will not be active soon in the computing unit . 
[ 0705 ] In Example 507 , the subject matter of Example 506 
optionally includes wherein the means for decreasing the 
priority of the packet comprise means for including that the 
processing element is not active with at least one factor 
selected from the list of : a packet priority and a round robin 
order . 
[ 0706 ] In Example 508 , the subject matter of any one or 
more of Examples 481 - 507 optionally include wherein the 
means for modifying the priority of the packet in the queue 
based on whether the processing element is active in the 
computing unit comprise : means for determining whether to 
drop the packet from the queue when the processing element 
is not active or will not be active soon in the computing unit ; 
and means for dropping the packet from the queue based on 
the determination . 
[ 0707 ] In Example 509 , the subject matter of Example 508 
optionally includes wherein the means for determining 
whether to drop the packet from the queue comprise means 
for including that the processing element is not active or will 
not be active soon with at least one factor selected from the 
list of : an inverse packet priority and a round robin order . 
[ 0708 ] Example 510 is at least one machine - readable 
medium including instructions for implementing time - based 
flexible packet scheduling , which when executed by a 
machine , cause the machine to : determine from analyzing a 
packet , a corresponding processing element that is used to 
process the packet ; store the packet in a queue ; determine a 
timing of when the processing element is active in a com 
puting unit ; and modify the priority of the packet in the 
queue based on the timing of when the processing element 
is active in the computing unit . 
[ 0709 ] In Example 511 , the subject matter of Example 510 
optionally includes wherein the processing element com 
prises a computing process . 
[ 0710 ] In Example 512 , the subject matter of any one or 
more of Examples 510 - 511 optionally include wherein the 
processing element comprises a thread . 
[ 0711 ] In Example 513 , the subject matter of any one or 
more of Examples 510 - 512 optionally include wherein the 
processing element comprises a virtual machine . 
[ 0712 ] In Example 514 , the subject matter of any one or 
more of Examples 510 - 513 optionally include wherein the 
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processing element comprises a program in a field - program 
mable gate array ( FPGA ) program . 
[ 0713 ] In Example 515 , the subject matter of any one or 
more of Examples 510 - 514 optionally include wherein the 
computing unit comprises a central processing unit ( CPU ) . 
[ 0714 ] In Example 516 , the subject matter of any one or 
more of Examples 510 - 515 optionally include wherein the 
computing unit comprises a processor core . 
[ 0715 ] In Example 517 , the subject matter of any one or 
more of Examples 510 - 516 optionally include wherein the 
computing unit comprises a CPU complex . 
[ 0716 ] In Example 518 , the subject matter of any one or 
more of Examples 510 - 517 optionally include wherein the 
computing unit comprises a field - programmable gate array 
( FPGA ) . 
[ 0717 ] In Example 519 , the subject matter of any one or 
more of Examples 510 - 518 optionally include wherein the 
computing unit comprises a graphics processing unit ( GPU ) . 
[ 0718 ] In Example 520 , the subject matter of any one or 
more of Examples 510 - 519 optionally include wherein the 
instructions to determine the corresponding processing ele 
ment that is used to process the packet comprise instructions 
to use a TCP offload engine to inspect the packet and identify 
the corresponding processing element . 
[ 0719 ] In Example 521 , the subject matter of any one or 
more of Examples 510 - 520 optionally include wherein the 
instructions to determine the timing of when the processing 
element is active in the computing unit comprise instructions 
to being synchronized with the computing unit . 
[ 0720 ] In Example 522 , the subject matter of Example 521 
optionally includes wherein being synchronized with the 
computing unit is performed by using at least one of : IEEE 
1588 Precision Time Protocol , IEEE 802 . 1 Time - Sensitive 
Networking , Synchronous Ethernet , Network Time Proto 
col , or Precision Time Measurement . 
[ 0721 ] In Example 523 , the subject matter of any one or 
more of Examples 510 - 522 optionally include wherein the 
instructions to determine the timing of when the processing 
element is active in the computing unit comprise instructions 
to interface with the computing unit to determine when the 
processing element is active . 
[ 0722 ] In Example 524 , the subject matter of Example 523 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the instructions to interface with the 
computing unit comprise instructions to receive an indica 
tion of the contents of a cache operated by the computing 
unit . 
[ 0723 ] In Example 525 , the subject matter of Example 524 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0724 ] In Example 526 , the subject matter of any one or 
more of Examples 523 - 525 optionally include wherein the 
computing unit is an FPGA , and wherein the instructions to 
interface with the computing unit comprise instructions to 
communicate with an FPGA interface to determine whether 
the processing element is active in the computing unit . 
[ 0725 ] In Example 527 , the subject matter of Example 526 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
[ 0726 ] In Example 528 , the subject matter of any one or 
more of Examples 510 - 527 optionally include wherein the 
instructions to modify the priority of the packet in the queue 

based on the timing of when the processing element is active 
in the computing unit comprise instructions to increase the 
priority of the packet when the processing element is active 
or will be active soon in the computing unit . 
[ 0727 ] In Example 529 , the subject matter of Example 528 
optionally includes wherein the instructions to increase the 
priority of the packet comprise instructions to include that 
the processing element is active or will be active soon with 
at least one factor selected from the list of : a packet priority 
and a round robin order . 
[ 0728 ] In Example 530 , the subject matter of any one or 
more of Examples 528 - 529 optionally include wherein the 
instructions to determine the timing of when the processing 
element is active in the computing unit comprise instructions 
to interface with the computing unit to determine when the 
processing element is active . 
[ 0729 ] In Example 531 , the subject matter of Example 530 
optionally includes wherein the computing unit is a proces 
sor core , and wherein the instructions to interface with the 
computing unit comprise instructions to receive an indica 
tion of the contents of a cache operated by the computing 
unit . 
[ 0730 ] In Example 532 , the subject matter of Example 531 
optionally includes wherein the indication of the contents of 
the cache are provided by a memory management unit 
( MMU ) . 
[ 0731 ] In Example 533 , the subject matter of any one or 
more of Examples 530 - 532 optionally include wherein the 
computing unit is an FPGA , and wherein the instructions to 
interface with the computing unit comprise instructions to 
communicate with an FPGA interface to determine when the 
processing element is active in the computing unit . 
[ 0732 ] In Example 534 , the subject matter of Example 533 
optionally includes wherein the FPGA interface maintains a 
record of which FPGA programs have been loaded in the 
FPGA . 
f0733 ] In Example 535 , the subject matter of any one or 
more of Examples 510 - 534 optionally include wherein the 
instructions to modify the priority of the packet in the queue 
based on the timing of when the processing element is active 
in the computing unit comprise instructions to decrease the 
priority of the packet when the processing element is not 
active or will not be active soon in the computing unit . 
[ 0734 ] In Example 536 , the subject matter of Example 535 
optionally includes wherein the instructions to decrease the 
priority of the packet comprise instructions to include that 
the processing element is not active with at least one factor 
selected from the list of : a packet priority and a round robin 
order . 
[ 0735 ] In Example 537 , the subject matter of any one or 
more of Examples 510 - 536 optionally include wherein the 
instructions to modify the priority of the packet in the queue 
based on whether the processing element is active in the 
computing unit comprise instructions to : determine whether 
to drop the packet from the queue when the processing 
element is not active or will not be active soon in the 
computing unit ; and drop the packet from the queue based 
on the determination . 
0736 ) In Example 538 , the subject matter of Example 537 

optionally includes wherein the instructions to determine 
whether to drop the packet from the queue comprise instruc 
tions to include that the processing element is not active or 
will not be active soon with at least one factor selected from 
the list of : an inverse packet priority and a round robin order . 
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[ 0737 ] Example 539 is at least one machine - readable 
medium including instructions , which when executed by a 
machine , cause the machine to perform operations of any of 
the operations of Examples 1 - 538 . 
[ 0738 ] Example 540 is an apparatus comprising means for 
performing any of the operations of Examples 1 - 538 . 
[ 0739 ] Example 541 is a system to perform the operations 
of any of the Examples 1 - 538 . 
[ 0740 ] Example 542 is a method to perform the operations 
of any of the Examples 1 - 538 . 
[ 0741 ] The above detailed description includes references 
to the accompanying drawings , which form a part of the 
detailed description . The drawings show , by way of illus 
tration , specific embodiments that may be practiced . These 
embodiments are also referred to herein as " examples . ” Such 
examples may include elements in addition to those shown 
or described . However , also contemplated are examples that 
include the elements shown or described . Moreover , also 
contemplated are examples using any combination or per 
mutation of those elements shown or described ( or one or 
more aspects thereof ) , either with respect to a particular 
example ( or one or more aspects thereof ) , or with respect to 
other examples ( or one or more aspects thereof ) shown or 
described herein . 
[ 0742 ] Publications , patents , and patent documents 
referred to in this document are incorporated by reference 
herein in their entirety , as though individually incorporated 
by reference . In the event of inconsistent usages between 
this document and those documents so incorporated by 
reference , the usage in the incorporated reference ( s ) are 
supplementary to that of this document ; for irreconcilable 
inconsistencies , the usage in this document controls . 
[ 0743 ] In this document , the terms “ a ” or “ an " are used , as 
is common in patent documents , to include one or more than 
one , independent of any other instances or usages of at least 
one ” or “ one or more . ” In this document , the term “ or ” is 
used to refer to a nonexclusive or , such that “ A or B ” 
includes “ A but not B , " " B but not A , " and " A and B , " unless 
otherwise indicated . In the appended claims , the terms 
“ including ” and “ in which ” are used as the plain - English 
equivalents of the respective terms " comprising ” and 
" wherein . ” Also , in the following claims , the terms “ includ 
ing ” and “ comprising ” are open - ended , that is , a system , 
device , article , or process that includes elements in addition 
to those listed after such a term in a claim are still deemed 
to fall within the scope of that claim . Moreover , in the 
following claims , the terms “ first , " " second , ” and “ third , ” 
etc . are used merely as labels , and are not intended to 
suggest a numerical order for their objects . 
[ 0744 ] The above description is intended to be illustrative , 
and not restrictive . For example , the above - described 
examples ( or one or more aspects thereof ) may be used in 
combination with others . Other embodiments may be used , 
such as by one of ordinary skill in the art upon reviewing the 
above description . The Abstract is to allow the reader to 
quickly ascertain the nature of the technical disclosure . It is 
submitted with the understanding that it will not be used to 
interpret or limit the scope or meaning of the claims . Also , 
in the above Detailed Description , various features may be 
grouped together to streamline the disclosure . However , the 
claims may not set forth every feature disclosed herein as 
embodiments may feature a subset of said features . Further , 
embodiments may include fewer features than those dis 
closed in a particular example . Thus , the following claims 

are hereby incorporated into the Detailed Description , with 
a claim standing on its own as a separate embodiment . The 
scope of the embodiments disclosed herein is to be deter 
mined with reference to the appended claims , along with the 
full scope of equivalents to which such claims are entitled . 
What is claimed is : 
1 . A network interface device for implementing intelligent 

packet aggregation , the network interface device compris 
ing : 

a packet parser to receive a plurality of packets and route 
each packet of the plurality of packets to a queue of a 
plurality of queues , the packets divided among the 
queues based on the packets ' characteristics ; and 

a coordinator circuit to : 
interface with a processing element to determine a current 

operational state of the processing element ; 
select a queue from the plurality of queues based on the 

current operational state of the processing element ; and 
forward a number of packets from the selected queue to 

the processing element . 
2 . The device of claim 1 , wherein the processing element 

comprises a virtual machine . 
3 . The device of claim 1 , wherein the processing element 

comprises a field - programmable gate array ( FPGA ) pro 
gram . 

4 . The device of claim 1 , wherein the packet parser 
includes a TCP offload engine to inspect the packets . 

5 . The device of claim 1 , wherein the packet parser is to : 
attempt to identify a queue of the plurality of queues that 

corresponds to a particular packet ; 
allocate a new queue when the identification fails ; and 
store the particular packet in the new queue . 
6 . The device of claim 1 , wherein the current operational 

state of the processing element comprises a current operat 
ing thread . 

7 . The device of claim 1 , wherein the current operational 
state of the processing element comprises a current operat 
ing process . 

8 . The device of claim 1 , wherein the current operational 
state of the processing element comprises a current operat 
ing virtual machine . 

9 . The device of claim 1 , wherein the current operational 
state of the processing element comprises a current FPGA 
configuration . 

10 . The device of claim 1 , wherein to select the queue 
from the plurality of queues , the coordinator circuit is to : 

determine a current priority associated a set of queues of 
the plurality of queues ; and 

select a queue with a highest priority from the set of 
queues . 

11 . The device of claim 10 , wherein the current priority of 
a queue is increased when the current operational state 
indicates that the processing element is able to process 
packets stored in the queue . 

12 . The device of claim 10 , wherein the current priority of 
a queue is decreased when the current operational state 
indicates that the processing element is unable to process 
packets stored in the queue . 

13 . The device of claim 1 , wherein to forward the number 
of packets from the selected queue to the processing ele 
ment , the coordinator circuit is to enforce a traffic regulation 
policy while forwarding the packets . 

14 . A method of implementing intelligent packet aggre 
gation , the method comprising : 
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receiving , at a packet parser , a plurality of packets and 
route each packet of the plurality of packets to a queue 
of a plurality of queues , the packets divided among the 
queues based on the packets ' characteristics ; 

interfacing with a processing element to determine a 
current operational state of the processing element ; 

selecting a queue from the plurality of queues based on 
the current operational state of the processing element ; 
and 

forwarding a number of packets from the selected queue 
to the processing element . 

15 . The method of claim 14 , wherein the packet parser 
includes a TCP offload engine to inspect the packets . 

16 . The method of claim 14 , further comprising : 
attempting to identify a queue of the plurality of queues 

that corresponds to a particular packet ; 
allocating a new queue when the identification fails ; and 
storing the particular packet in the new queue . 
17 . The method of claim 14 , wherein the current opera 

tional state of the processing element comprises a current 
operating thread . 

18 . The method of claim 14 , wherein the current opera 
tional state of the processing element comprises a current 
operating process . 

19 . The method of claim 14 , wherein the current opera 
tional state of the processing element comprises a current 
operating virtual machine . 

20 . The method of claim 14 , wherein the current opera 
tional state of the processing element comprises a current 
FPGA configuration . 

21 . The method of claim 14 , wherein selecting the queue 
from the plurality of queues comprises : 

determining a current priority associated a set of queues 
of the plurality of queues ; and 

selecting a queue with a highest priority from the set of 
queues . 

22 . The method of claim 21 , wherein the current priority 
of a queue is increased when the current operational state 
indicates that the processing element is able to process 
packets stored in the queue . 

23 . The method of claim 21 , wherein the current priority 
of a queue is decreased when the current operational state 
indicates that the processing element is unable to process 
packets stored in the queue . 

24 . At least one machine - readable medium including 
instructions for implementing intelligent packet aggrega 
tion , which when executed by a machine , cause the machine 
to : 

receive , at a packet parser , a plurality of packets and route 
each packet of the plurality of packets to a queue of a 
plurality of queues , the packets divided among the 
queues based on the packets ' characteristics ; 

interface with a processing element to determine a current 
operational state of the processing element ; 

select a queue from the plurality of queues based on the 
current operational state of the processing element ; and 

forward a number of packets from the selected queue to 
the processing element . 

25 . The medium of claim 24 , further comprising instruc 
tions to : 

attempt to identify a queue of the plurality of queues that 
corresponds to a particular packet ; 

allocate a new queue when the identification fails ; and 
store the particular packet in the new queue . 

* * * * * 
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